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AHOTALIA

Meroro kBamidikaiiiiHoi podoTH € po3podKa MiJICHCTEMH 3aXUCTy BeD3aCTOCYHKY,
posropHyToro Ha 6a3zsi MS WordPress. OcoGnuBa yBara NpHAIISETBCS 3aXMCTY Bil
GIIMHIOBUX aTaK, KOHTPOIIFO aKTUBHOCTI KOPUCTYBauiB, aHali3y TpaQiky, BUABIEHHIO
BPa3IMBOCTEH Ta 3aMpoBayKeHHIO 0araTopiBHEBOIO 3aXUCTY .

Y po6oTi BU3HAYEHO OCHOBHI 3aBiaHHs [ulsl 3a0e3MeueHHs 3aXUCTy BeOpecypciB
Ha 6a3zi CMS WordPress Ta miJBHILEHHSI 3arajJbHOr0 piBHsA KiOepOe3leKH IIIIXoM
BripoBakeHHs ruiarina Wordfence Security. [IpoaHanizoBaHO KiIIO4OBI IPHHLIMIIM Ta
MeToau 3abe3nedeHHs Oe3nekd BeOCaWTIB, BKIIIOYAIOYM BHUABJIEHHS Bpa3IMBOCTEH,
OMOKyBaHHs IIKi/UIMBOro Tpadiky Ta 3amoliraHHs HECaHKLIOHOBAHOMY HOCTYILY.
PosrisinyTo (yHKUIioHaNBHI MOxuBocTi Wordfence, 30kpema cKaHyBaHHSA CHCTEMH Ha
HasBHICTh ILKIJUIMBOrO KOy, BeleHHs XypHany noziii (Audit Log), 3acTocyBaHHs
nBO(GAKTOpHOI aBTeHTH(IKALlll, KOHTPOJIb BXigHOro Tpadiky, OnoxysanHs IP-agpec ta
peanizauito reorpagiuHOoro OJOKyBaHHsA. 3MOJEIbOBAHO IPOLEC BIPOBAKEHHS
TeXHIYHUX 3aXO/iB 3aXHCTy Ta HAJAIUTyBaHH] MapaMmeTpiB IUIariHa I JOCATHEHHS
MaKCHMAaJIbHOI e(heKTHBHOCTI B IMiABULLEHHI PIBHS O€3MEKU CalTy.

HagezieHo pe3ybTaTh TeCTyBaHHs Oe3IIeKOBHX MeXaHi3MiB 1u1arina Wordfence Ha
6a3i CMS WordPress. BusisiieHo HM3KY ypasiuBocTeidl y KoHQirypauii cuctemMu Ta
THIIOBHMX J[ifX KOPHUCTYBadiB, IIO0 MOXYTb OYTH BHKOPHCTaHI 3I0BMHUCHHUKaMH, IO
I JKPECIIIOE BAKJIUBICTH BIPOBAKEHHS JOJIATKOBUX 3aX0/1iB KiOepOe3neKu.

JuriomHa poGora Mae o0car 92 CTOpiHKM, MICTHTH 66 pHCYHKIB Ta 33
JiTepaTypHUX JKepena.

Kawuosi caoa: WORDPRESS, WORDFENCE, CMS, 3AXUCT, BE3IIEKA,
[TJIATTHHA.
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ANNOTATION

The aim of the qualification work is to develop a security subsystem for a web
application deployed on the WordPress CMS platform. Special attention is given to
protection against phishing attacks, user activity monitoring, traffic analysis, vulnerability
detection, and the implementation of multi-layered security.

The study defines the main tasks for ensuring the protection of web resources based
on the WordPress CMS and improving the overall level of cybersecurity through the
implementation of the Wordfence Security plugin. Key principles and methods of website
security are analyzed, including vulnerability detection, malicious traffic blocking, and
prevention of unauthorized access. The functional capabilities of Wordfence are
examined, particularly system scanning for malicious code, event logging (Audit Log),
implementation of two-factor authentication, incoming traffic control, IP address
blocking, and geographic blocking. The process of implementing technical security
measures and configuring plugin parameters has been modeled to achieve maximum
efficiency in enhancing the security level of the website.

The results of testing the security mechanisms of the Wordfence plugin on the
WordPress CMS platform are presented. A number of vulnerabilities were identified in
the system configuration and in typical user behavior, which could be exploited by
malicious actors. This highlights the importance of implementing additional
cybersecurity measures.

The thesis consists of 92 pages, includes 66 figures, and references 33 literary
sources.

Keywords: WORDPRESS, WORDFENCE, CMS, SECURITY, PROTECTION,
PLUGINS.
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MNEPEJIIK YMOBHUX ITO3HAYEHb
CMS — Content Management System
XSS — Cross Site Scripting
HTTP — HyperText Transfer Protocol
HTTPS — HyperText Transfer Protocol Secure
SSL — Secure Sockets Layer
RBAC — Role-Based Access Control
TLS — Transport Layer Security
WAF — Web Application Firewall
SDLC — Software Development Life Cycle
Jetpack — Jetpack Security
CSRF — Cross-Site Request Forgery
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BCTYII

AKTyaJIbHiCTh TeMH. Y cydacHOMY LU(pOBOMY cepenoBullli, e BeOpecypcu
BIJIITPalOTh BAXKJIUBY POJIb Y IISUIBHOCTI KOMIIaH1{, yCTaHOB Ta IPUBATHUX KOPUCTYBaYiB,
3a0e3neyeHHss Oe3nekru BeOCalTIB CTae OJHMUM 13 KIIIOUOBUX AaCMEKTIB KiOep3axucry.
Cucremu ymnpaBiiHHS KOHTEHTOM, 30kpeMa WordPress, 3aBAsKu CBOTH MOMYJISPHOCTI,
CTalOTh MPUBAOIMBOIO MIMICHHIO JUIS KIOEP3JOYMHINIB. ATakd Ha BEOCAUTH MOXYTh
OPU3BECTH 10 BUTOKY KOHOIJEHIINHOI 1H(opMalii, KoMImpoMmeTalii AOCTyIy,
0JIOKYBaHHS cepBiciB a00 HaBITh TOBHOI BTPATH KOHTPOJIIO HAJI PECYPCOM.

Metoro xkBasiikamiiinoi podoTu € po3podka MIACUCTEMH 3aXHCTy web-caiity,
posropuyTtoro Ha 6a3i CMS WordPress.

BuznadyeHna Meta 00yMOBITIOE HACTYITHI 3aBJIaHHS:

JOCIIIUTHU 3arpo3u, xapakrepHi st CMS WordPress;
— TpoaHali3yBaTH CydyacHI THIHU aTak Ha BeOpecypcH, 30kpemMa (imwuHr, brute-
force Ta SQL-1H’ ek,
— PO3IIIAHYTH MOXKJIMBOCTI BUOpAHOTO IJIariHa Ta 00IpyHTyBaTu Horo BUOIp;
— HaJAlITyBaTH OCHOBHI KOMIOHEHTH O€3MeKH y BUOPAHOMY TUIATIHI;
— TPOBECTH TECTYBAHHS KJIFOUOBUX (PYHKLIN IUIariHa;
— HaJaTH peKOMEHJAIli Il KOPUCTYBaviB 11010 3aXUCTY BiJl aTaK;
— OLIHUTH €(EeKTUBHICTh IUIariHa y BHSBIEHHI Ta 3amnoOiraHHi (QIIIMHTOBUM
cripo0aM 1 TEXHIYHUM 3arpo3aM.
006’exToM aocimkeHHs € iHdopmalliiina 6e3neka BeOpecypciB, MOOYJOBaHUX Ha
CMS WordPress.
IIpenmeTom AociIxKeHHs] € METO, IHCTPYMEHTH Ta TEXHOJIOTIi 3a0e3MeyeHHs
3axucTy web-caiity, posropayroro Ha 6a31 CMS WordPress
MeTtopoJioria aociizkeHHss. Y poOOTI 3aCTOCOBAHO 3arajbHOHAYKOBI METOIH
JOCTIIPKEHHS, 30KpeMa: aHalli3, CHHTE3, MOPIBHIHHS, MOJIEITIOBAHHS, CHCTEMaTH3AaIlisl.
[IpakTHuHy YacTUHY TPOBEACHO HA OCHOBI EKCIIEPUMEHTAJIBLHOTO METOAY —
HaJaIITYBaHHS Ta TecTyBaHHs miarina Wordfence y peansnomy cepenosuii WordPress.

OuiHIOBaHHS Pe3y/bTaTIB 3A1MCHIOBANIOCH IIISAXOM CIIOCTEPEKEHHS 3a JIOTaMu MO,
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e()EeKTUBHICTIO CKaHyBaHHsI, OJIOKYBaHHAM mino3pinux I[P-ampec ta kpain, a Takox
nepeBipkoro PyHKINH 1BOPaKTOPHOT aBTEHTHU(IKAITIT.

[IpakTuyHe 3HAYEHHS OJEP:KAHMX pe3yJabTaTiB. Y X0/ BUKOHAHHA pPOOOTH
OyJi0 po3po0JICHO MPAKTUYHI PEKOMEHJAlli I MiJABUIIEHHS PIBHA KiOep3axucTy
BeOcaiTiB, mo ¢yHKIioHyloTh Ha 0a3i CMS WordPress. ¥V mexax mgocmimkeHHS
IpOBEJCHO MOBHOLIHHE TecTyBaHHs Iuiarina Wordfence Security, 1m0 BKIIIOYaIo
CKaHYBaHHS CUCTEMH Ha HasIBHICTh LIK1IJIMBOTO KOY, KOHTPOJIb /11l KOPUCTYBayiB yepes
xypHan noaii (Audit Log), HanamryBanHs qBodakTopHoi aBTeHTHdikanii (2FA), anani3
Ta OOMEXEHHs BXigHOro Tpadiky, OnokyBaHHs migo3piaux IP-aapec, a Takox
BIpOBaKeHHST  (yHKIIT reorpadiynoro OnokyBanHs (Country Blocking) nns
OOMEXKEHHS TOCTYyIly 3 OKpeMux KkpaiH. OTpumani pe3yJabTaTH MAaloTh MNPAKTUYHY
IIHHICTh 1 MOXYTh OYTHM BHUKOPUCTaHI aJMIHICTpaTOpaMU CaWTIB, BIIACHUKAMU
BeOpecypciB Ta (paxiBIsAMU 3 KiOepOe3NeKH sIK peKOMEH 1alliifHa OCHOBA IS TT1IBUTIICHHS
1H(}opMalIIiitHOT Oe3MeKH.

Crtpykrypa pob6oru. Pobota ckiagaeTbes 31 BCTYIy, TPhOX PO3/ALIiB, BUCHOBKIB,
CIIUCKY BUKOPUCTaHUX JITEpAaTypHUX JpKepen Ta aoaaTky. OCHOBHHM 3MICT poOOTH
BUKJIAJICHO Ha 93 cTOpiHKaX APYKOBAHOTO TeKCTy. PoboTa MicTuTh 66 pucynku. Crmcok

BUKOPHUCTAHOT JiTepaTypu Hajivuye 33 mKeped, 1Mo BUKIIaaeHl Ha 4 CTOpIHKaXx.

Tomacog P.O. Apk.
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PO31J1 1 TEOPETUYHI OCHOBH 3AXHUCTY BEB3ACTOCYHKIB

1.1 BaxausicThb 3axucty Bed3acTocyHkiB Ha 0a3i CMS WordPress

WordPress ctaB ofHi€l0 3 HAUMOMyJSPHIMIUX CUCTEM KEPYBaHHS KOHTEHTOM
(CMS) y cBiti, kepytoun monay 40% ycix BeGcaiitis B InTepueri. Moro rayukicTs,
MIPOCTOTAa BUKOPUCTAHHS Ta IMIMPOKUN HAOIp TEM 1 IUIariHiB poOIsSTh HOro MpUBAOIMBUM
BUOOPOM J1JIsI BJIAaCHUKIB BEOCAMTIB.

3a0e3neueHHs HIBUAKOTO Ta JIETKOTO JIOCTYITY JJIsi KOPUCTYBauiB 0€3 TEXHIYHOTO
JOCBiJly B IHTEpHETI CTAJI0 OAHIEI 3 KIOYOBUX MPUYUH MOIMYJSPHOCTI OJIOTIHTY IO
BCbOMY CBIiTy. BeneHnHst OJ0TiB ChOTOJHI CTalO HE JIMIIE MOMYJSAPHUM SIBUIIEM, a i
3ac000M KOMYHIKAIii ISl MOCTIMHMX KOPUCTYBaudiB MEPEXi, a TaKOX JJIsl BEJIMKHUX
KOpIiopaliiifi, HOBUHHHMX OpTaHi3aliii Ta OCBITHIX YCTaHOB. ljmes, 10 BIJICYTHICTb
BeOcaiTy opranizailii 03Ha4ae BiJICYTHICTh caMOi opraHizailii, 0cOOJIMBO aKTyallbHA IS
OJIOT1B.

Crnouatky WordPress 3100yB nmomyJisipHicTh K miaTdopma i BeJeHHs OJoTiB
[2]. Ognak 3 yacoM Bce OulIbllIeé KOPUCTYBAuiB MOYAIM YCBIOMIIIOBAaTH IIMPOKIi
MOXJIMBOCTI ILILOTO 1HCTPYMEHTY. 3aBISKH AaKTUBHIN CIUIBHOTI, JI0 SKO1 BXOIWJIH
pO3poOHUKH, mporpamicTu Ta au3aiiHepu, WordPress eBOmIOIIOHYBaB y MOTYXHY
mwiaTpopMy IJisi CTBOPEHHS TMOBHOI[IHHUX BeOCalTiB, 30KpeMa KOpPHOpPAaTHBHHX.
BaxymBy posib y 1mpomy BijirpaB i BHOiIp HaAIWHOIO XOCTHHTY, IO 3a0e3NedyyBaB
cTabuIbHy Ta €()EeKTUBHY POOOTY CalTiB.

Takoxx WordPress € HaliOLIbII TTOMYJISIPHUM CKPUIITOM 3 CUCTEMOIO YIPABIIHHS
BMICTOM, 3aBISKHA HOTO MPOCTOTI Yy BCTAHOBJICHHI Ta MOJIMBOCTI IIBUJKO Ta JIETKO
3MiHIOBaTH 30BHINHIN BUrsia. Kpim toro, WordPress € 6€3KOITOBHOIO TEXHOJIOTIETO,
10 JI03BOJISIE BUKOPUCTOBYBATH 1i JJISI CTBOPEHHS SIK KOMEPIIMHUX, TaK 1 MPUBATHUX
BeOCailTiB.

Ha cborosH icHy€e MOXKIIMBICTh BUOOPY OJHIET 3 IEKIJILKOX MporpaM Ta miathopm
JUI KepyBaHHs Onoramu Ta BeOcaiitamu 3aranoM. WordPress BHOKpEMITIOETBCS cepet

OPOBITHUX TIATGHOPM, MPOMOHYIOUM IIUPOKUM (PYHKIIOHAT s e(pEeKTUBHOTO
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https://illustrate.digital/wordpress/how-and-why-you-should-use-wordpress-to-develop-a-web-application/

yIpaBJiiHHS KOHTeHTOM. BimMminHOw ocoOnuBicTio WordPress € #oro 37aTHICTH
CTBOPIOBATH BeOCANTH HaBITh O€3 3HAUYHUX TEXHIYHUX 3HAHb.

OpHak HaBITh HaliCydacHIIIa CUCTEMa YIIPaBIiHHI KOHTEHTOM HE TapaHTy€ MOBHOI
oesneku IHTEpHET-pecypcy 0e3 HajuexkHOI KoHQIryparii Ta 3axoiiB 3a0e3nedeHHs
Oe3nexwu.

WordPress He € BUHATKOM cepe]l CUCTEM KepyBaHHS BMICTOM OJIOTiB, aJ)ke BOHA
BOJIOJIIE€ HANOUIBIIOK MOMYJSIPHICTIO Ta (QyHKIIOHAIBHICTIO. [IpoTe, pa3oM i3 CBO€IO
HOIYJISIPHICTIO MPUXOAUTDH 1 pU3UK O€3MeKH, 3 IKUMU HeoOX1aHO paxyBaTucs. OCh KiJibka
npuyuH, yomy WordPress Moxke OyTu ypa3iuBuUM:

- Tunori daitnm ans maposiiB 1 HajamTyBaHb: WordPress BukopucToBye
cTaHjapTHi ¢aiau g 30epiraHHs MapoJliB Ta HajalllTyBaHb, IO PO3TAlIOBaHI Y
BimoMHuXx Kartajorax. Lle mMoxe 3poOWTH iX JIETKOJAOCTYIMHHUMH I 3TIOBMUCHHKIB Y
BUIAJKY OTPUMAaHHS YaCTKOBOIO JOCTYILY.

- Ilanens agMmiHicTpaTOpa Ta KojoBa 6a3a: [lanens agminictparopa WordPress
Ipamroe Ha TOMY X JOMEHI Ta BHKOPHUCTOBYE Ty caMy KOJOBY 0a3y, IO i pemita
BeOcaiTy. lle MoXe CTBOpUTH PUBHMKH OE3MEKH, OCKITBLKH 3JIOBMUCHUKH, SKI MAarOTh
JOCTYIl 10 TaHedl aJMIHICTpaTopa, MOXYTh OTpPUMATH JOCTYyH JO YCIX pPecypciB
BeOCauTy.

- Ilnmarimm Ta Ttemm: KopucTyBadi-agMiHICTpATOpPU MOXKYTh 1HCTATIOBATH
IJIariHd Ta T€MH, SKI MOXYTh MaTH BPa3IMBOCTI ab0 HeOakaHy (PYHKIIOHAJIBHICTb.
Heodimiitai Temu 4m miariHu, a TakoX Ti, sSIKi He OyJM OHOBJIEHI a00 MepeBipeHi Ha
0€3IeKy, MOXKYTh CTaTH JKEPEJIOM MOTEHIIMHUX 3arpo3 JJisd BeO-caiTy.

BaxnBo OyTH yBaKHMMH 1 BXKHUBATH 3aXO[IB O€3MEKH, TaKUX SK PEryJisipHE
OHOBJICHHS MJIATGOPMHU Ta IUIATIHIB, BUKOPUCTAHHS HAJIMHUX MapoNiB, a TaKOX

nepeBipka Oe3MeKu Ta Ay JuT KOAY JUIsl BUSIBIICHHSI MOKJIMBUX BPa3JIMBOCTEH.

Takum ymHOM 3sicoBaHO, MmO WordPress € HallOUIBII MOMYJISIPHOIO CHCTEMOIO
yrpasiiiHHs BMicToM. OJTHaK BOHA HE rapaHTye MOBHOI Oe3rneku [HTepHeT-pecypcy 0e3
HaJieXKHO1 KOH(Irypalli Ta 3axojiB 3a0e3neueHHs Oe3neku. OCHOBHUMH MPUYUHAMHU
BpaznuBoctelt WordPress e: Bukopuctanass WordPress cranmaptHux Qaitms ams

30epiraHHs mapoJiiB Ta HAJAIITYBaHb, 10 PO3TAIIOBaHl y BIAOMHMX KaTajuorax; pooora
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naneni aaMmiHictpatopa WordPress Ha ToMy >k J0OMeHi, 1[0 W pemira BebOcaiTy;
MOXOJIUBICTh 1HCTAJIFOBAHHS TUIATIHIB Ta TE€M, SKI MOXYTh MaTH BpPa3IUBOCTI abo

HeOakaHy (DYHKITIOHAIbHICTD.

1.2 IlonsaTTa iHdopManiiiHoi Oe3nekn y Be03aCTOCYHKAX

besneka Be63acTtocynkiB (Web AppSec) — 1€ KOHIEMIisi, sika IOJSrae B
3abe3reueHH] cTablIpbHOT Ta Oe3nmeYHoi poOOTH BeOCAMTIB HABITh Yy pa3l KiOepHarais.
Mnerbcst mpo CTBOPEHHS TaKHX yMOB, 3a SIKHX JOJATOK 3JaTCH MPOTUCTOSTHU
MOTEHIITHUM 3arpo3aM Ta 3JJOBMUCHHUM [isiM 3 OOKY TpeTiX ocio.

s KOHIIETIIIS BKITFOUAE BIPOBAKEHHS KOMILUICKCY 3ac001B 3aXHCTY, BOYJJOBaHUX
y caMy apXiTeKTypy Be03aCTOCYHKY, IO JIO3BOJISIE€ 30epiraTu WOTro pecypcH Ta JaHi B
oesmeri. Ciij BpaxoByBaTH, IO SIK 1 OyAb-sIKE 1HIIE MporpamMHe 3a0e3reyeHHs, BeO-
JIOTaTKH MOKYTh MICTUTH TOMIUIKM 200 Hejosiku. YacTuHa 3 HUX € KPUTHYHUMU
BPa3JIMBOCTSAMH, SIKHMHU MOKYTh CKOPUCTATHUCS XaKepH, CTABJISTYH TTi/1 3arpo3y LITICHICTh
Ta (PYHKIIIOHATLHICTH CHCTEMHU.

3axuct Be03aCTOCYHKIB Tepembadae cUCTeMHHMM miaxin [3]: 3acTocyBaHHS
NPUHIUIIB Oe3medHoi po3poOKH, MOTpUMaHHS HaWKpaluxX MpPaKkTUK Oe3MeKu Ta
BIIPOBA/KCHHS BIATOBITHMX MEXaHI3MIB 3aXHCTy Ha BCIX €Tamax XUTTEBOTO IHKITY
nporpamuoro npoaykry (SDLC). Lle no3Bossie BUSIBISATH 1 yCyBaTH CIa0Ki MiCIA 111€ Ha
eTarl TMPOEKTYBaHHS, a TaKOX 3amo0iraTd TOMHJIKaM i Yac peaizaiii Ta
BIIPOBAKCHHS JI0JATKY .

OcHoBHa cyTh 1HpOpMAIIIHHOT O€3MeKH MOoJIATrae B 3aXUCT1 OpraHi3alliiHUX JTaHUX
BiJl HECAHKI[IOHOBAHOTO JOCTYIY, CIIOTBOPEHHS, BTpaTu ab0 3HUIIECHHA. Takok BOHa
crpusie onTUMizanii iHGopManiifHuX cucTeM i MiJBUIIEHHIO iX HafiitHOCTI. Ii 3aBaaHHs
— MIHIMI3yBaTH PU3UKW TOPYIIEHHS KOH()IJACHIIIHHOCTI, HEKOPEKTHOTO BHIAJICHHS
JaHUX, TOMUJIOK Yy 30epiranHi un o06poOiii 1HpopMarlii.

[TpyuHIMn KOHQIICHIIHHOCTI TOJISITa€ B TOMY, 00 3a0€3MeunuTH JOCTYI J0
iHdopmarii gume TEM oco0aM, fKi MarTh Ha II€ BIAMOBIIHI MMOBHOBaKCHHA. J[is

JOCATHEHHS IOTO HEOOX1IHO BIIPOBAKYBATU €(PEKTHUBHI CUCTEMH KOHTPOJIIO JAOCTYITY
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— sIK y UG POBOMY CEepeIOBUIII (HAPUKIIA], BAKOPUCTAHHS MApOJIiB 1 U PYBAHHS ), TAK
1 B pi3uuHOMY (HAINIPUKIIAJI, IEPCOHAIBHI MEPEIMyCTKU a00 CUCTEMU 1IeHTH(IKAITIT).

{00 yHUKHYTH HEHaBMHCHOTO PO3TOJOLICHHS KOHQIICHIINHUX JaHUX, BApTO
obmexyBaTH oOcsT 1H(opMalii, SIKOI0 OOMIHIOIOTHCS MIXK CHIBPOOITHUKAMHU, a TaKOX
periaMeHTyBaTH, XTO Ma€ JOCTyN N0 meBHOi iHdopmarii. Haa3BudailtHO Ba)IIMBUM €
TaKOXX HaBYAHHS MEPCOHATY: KOKCH MPAI[iIBHUK Ma€ BOJOJITA 0a30BUMHU 3HAHHSIMH 3
1H(opMalliitHOT 6e3MeKr Ta JOTPUMYBATHCS BCTAHOBJICHUX MPABWJI 1 CTaHIapTIB.

[imicHICTh AaHUX MOXKe OyTH TOpYyIeHa SK BUIAJAKOBO, Tak 1 HaBMHUCHO. J[o
HEHaBMHUCHHMX MPUYUH HaJleXaTh 3001 B poOOTI CHUCTEM, MOMIJIKH ITiJl 4YaCc BBEJCHHS
iHopMmallii abo Hembase CTaBlEHHs 10 30€peXKEHHS aKTyaJlbHUX PE3EPBHUX KOITiM.
Boanouac icHYIOTh 1 HABMHUCHI 3arpo3u, HAMPUKIIA/, Ail 3TOBMUCHUKIB, SIKi 3MIHIOIOTh
9y M1ApoOJIsitoTh Aadil. OHUM 13 TPUKIIAIIB MOXKe OyTH (DIIIMHTOBA aTaka, CIpsIMOBaHA
Ha 3MiHY PEKBI3UTIB 0aHKIBCHKUX PAaXyHKIB y cUCTeMaX (piHAHCOBUX BHUILIAT, 1[0 CTABUTD
M1]1 3aTPO3y JOCTOBIPHICTh KPUTUYHUX JTAHUX.

3 MeTow 30epekeHHsS LUIICHOCTI JaHUX KOpPUCTyBayaM pPEKOMEHAYEThCA
BUKOPHCTOBYBATH 3aXWUINEHI KaHAJIW JUIsi CTBOPCHHS PE3EPBHUX KOMiM 1 OOMiHY
iH(opMaIli€el0 BUKIIOYHO 3 aBTOpPU30BaHUMHU ocobamu. Hampukian, creriaiizoBaHi
XMapHi CEpBICH HAJAIOTh 3MOTY He JIUIIIe 30epiratu (aityin B 3aXUIICHOMY CEepPEIOBHIIIL,
a i BCTAaHOBITIOBATH MpaBa JIOCTYITY, BIJIC/IIIKOBYBAaTH 3MiHU, CTBOPIOBATH 1CTOPIi BepCiit
Ta MIBUJIKO BIJTHOBJIIOBATH IOIEpEIH1 Bepcii GaiiiiiB y pasi noTpeou.

Taki 1HCTpyMEHTH € 3HA4YHO OE3MEYHIINMMH, HDK 3BHYaliHuUi OOMiH (aitnamu
gyepes eJICKTPOHHY MoIITy a00 30epiraHHs Ha 3HIMHUX HOCIAX, SK-0T USB-Hakonu4yBayi.
KpiMm Toro, cydacHi xMapHi miaTopMu JO3BOJSIOTh BECTH KypHaJl aKTUBHOCTI, 1110
MOJIETTIIY€ MOHITOPUHT 3MiH 1 BYaCHE BUSBJICHHS MOMJIMBHX CIIPOO MOPYIIUTH LITICHICTD
iHdopMarii.

Kito4oBi MeTOMM MIATPUMKH IUTICHOCTI JAaHUX OXOTUTIOIOTH KiJbKa BaXJIMBUX
MPaKTUK:

- Bamipgamis 1aHuX: BUKOPUCTAHHS MEXaHI3MIB MEPEBIPKU JaHUX JI03BOJISE
BYACHO BWSBJISTH MOMWJIKH a0 CrpoOM HECAHKIIOHOBAaHUX 3MiH. Taki TepeBipKu

3a0€31e4yI0Th JIOT1UHY Y3TO/KEHICTh 1H(OopMallii Ta MATPUMYIOTH ii TOCTOBIPHICTb.
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- KoHTposb 3MiH: BOpOBaXKeHHS (popMalli3oBaHUX Mpoueayp As dikcarii Ta
3aTBEPUKEHHS OyJb-IKUX 3MIH y JaHUX a00 CHCTEeMax rapaHTye, 110 Bci Moaudikarii
BiIOYBAIOTHCS MMiJT HATJIAIOM 1 B MEXKax JI03BOJICHWX IMOBHOBaXKeHb. lle mo3Boiisie
YHUKHYTHU BUIAJIKOBHX Y HABMUCHUX CIIOTBOPEHB 1H(OpMAIIi.

- XeuryBaHHS: 3aCTOCYBaHHS KpUIITOrpapiyHUX aJTOPUTMIB XCIIyBaHHS J1a€
3MOT'Y CTBOPUTH YHIKAJIbHUN UPPOBUN «BITOUTOK» JIJIsl KOXKHOTO HAbOpy naHux. Y pasi
HaBITh HE3HAYHOI 3M1HU BMICTY JJAHUX X€II-KOJI 3MIHIOETHCS, 110 CITY>KUTh CUTHAJIOM IPO
NOTEHIIHHE TOPYIIEHHS 1IICHOCTI.

JocTynHicTh 1HGOpMaLIi € OJHUM 13 KIIOUYOBHUX aCHEKTIB €PEKTHUBHOI pOOOTH
Oynb-sK0i opraHizailii. Bona o3Hagae, 1o HeoOXiAHI J1aHI Ta CUCTEMH MarOTh OyTH
JOCTYITHUMH JIJIs1 aBTOPU30BAHUX KOPUCTYBAYiB y MOTPIOHMIT MOMEHT 4dacy. B ymoBax
cydacHOTO HUGPOBOTrO cepeloBuIa, Je Oarato Oi3HEC-NPOIECiB aBTOMATH30BaHO,
3a0e3neueHHss Oe3nepebiifHOro JAoCTymy A0 1H(opMamiiHUX pecypciB  HaOyBae
0COOJIMBOTO 3HAYEHHS.

[TinTpMKa JOCTYITHOCTI 0a3y€ThCsl HA KUTBKOX BXKJIMBUX NpakTukax. [lo-nepiuie,
I[e pe3epBYyBaHHA — CTBOPECHHS KON BaXXJIMBUX CUCTEM a00 JaHUX, IO JO03BOJIAE
OMEpPaTUBHO BIAHOBUTH JOCTYN Y pa3l BIAMOBM OCHOBHOro pecypcy. I[lo-nmpyre,
3aCTOCOBYIOTBCSI MEXaHI3MH BiJIMOBOCTIMKOCTi, HAMpPHKJIAJ, CUCTEMHU OalaHCyBaHHS
HABAaHTAKEHHS a00 aBTOMaTUYHE TIEPEMHUKAHHS Ha PE3EPBHI CEpBEPH, SKi 3a0€3MeUyI0Th
POJOBXKEHHS POOOTH 0€3 MPOCTOIB.

[Ile omHMM Ba)JIMBUM €JIEMEHTOM € TUIAHYBAaHHSI aBapiHOTO BiJHOBJICHHS, IO
nepeadavyae YiTKO MpoMHMCcaHl Aii Ha BHUNAJOK KPUTUYHUX CHUTyaIlll — TakuX SK
kiOepaTaku, TEXHIYHI HECIIPABHOCTI abo mpupoaHi Karactpodu. HasBHICTh M0110HOTO
TJIaHy JIO3BOJISE IIBHAKO BITHOBUTH TMPAIle3aTHICTh CUCTEM 1 3BECTH 0 MIHIMyMY

BTpaTH JjIsl O13HECY.
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Pucynok 1.1 — Cxema iHpopmarIiiiHoi 6e3nexu

VYpa3nuBocTi Be03aCTOCYHKIB Cia0Ki MiICIsi B MPOTPaMHIM apXITEKTypi 4YH
HQJIAIITYBAHHAX, SKI MOXYTb OYyTHM BHKOPUCTAaHI 3JIOBMUCHUKAMHU JJIsi MHOPYLICHHS
Oe3neku cucteMd. Taki Bpa3IUMBOCTI HEPIAKO BUHUKAIOTH dYepe3 HEAOCKOHANe
OTIPAIIOBAHHA BXIJHUX JaHUX KOPHCTyBada, HEMPaBUJIbHY KOH(]Irypaliio cepBepHOrO
cepesoBuIIa ado 3arajibHi MOMUJIKH B JIOTIII MOOYAOBU BEO-TIPOTPAMH.

Ha BinMiHy BiJ 3arajlbHHX MEpPEXEBHX a00 CHUCTEMHHUX YpazJIUBOCTEH, Ti, IIO
MOB’s3aHl 3 BE03aCTOCYHKaMH, BHUHHMKAIOTh CaM€ uYepe3 IIOCTIMHY B3aEMOJIII0
KOpHCTyBaua 3 iHTepdeiicoM y 6araTokopucTyBalbKOMy cepeoBuIli. Taka BIAKPUTICTh
1 JOCTYyHHICTh BeOpecypciB — KIIOUOBUN (DAKTOp, SKUM AaKTUBHO KOPHUCTYIOTHCS
3JIOBMUCHUKHU JJIsI peati3allii aTax.

1100 edexkTuBHO 3aXUCTUTH BEOJOJATOK, BAXKJIMBO HE OOMEKYBAaTHCh JIUIIIE
CTaHAApPTHUMH 3aco0aMM, SK-OT 3BHYAHI CcKaHepw ypasznuBocTedl. [loTpiGHi
CreniagizoBaHl IHCTPYMEHTH ISl aHai3y MPOTPaMHO] JIOT1KH, IUHAMIYHOT'O TECTYBaHHS

Ta MOJICNIIOBAaHHS pPeaIbHUX aTak. PO3yMIHHS HaWIMONIMPEHIMUX THUMIB Kibep3arpo3 —
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takux sk SQL-11’ek1ii, XSS, CSRF Tomo — n103BoJisge kpaiie miaroryBaTi Be0-101aTOK
10 TIOTEHIIMHUX BUKIUKIB.

Y cywacHomy cepenmoBuili iHGOpMariitHOi Oe3MmeKu BapTO KOMOIHYBaTH
aBTOMATH30BaHI 3acO0W TMEPEeBIPKU 3 PYUYHHM TECTyBaHHSAM, 00 BUSBUTH TJIHOIII,
HETUTIOBI BpasnuBoCTi. lle momomarae He JuIIEe 3MIITHUTH 3aXHUCT, & ¥ YCBIJIOMUTH
peasibHI PU3UKH, 1110 MOXKYTb 3arpoXyBaTu Oi3HECY.

3 momMpeHHs M BeO-CalTiB 3pocia 1 yBara 3 00Ky kidep3nouuHiiB. Yum Oiblie
JIOJIe BUKOPUCTOBYIOTH TIEBHE IMpOTpaMHE 3a0€3MEUCHHs, TUM OlUIbINe 3'SIBISETHCS
MOTEHIIMHUX MIIICHEH, a 0TKe, 3JIOBMUCHUKY BUTPAYalOTh OLIbIIIE 3YCUJIb 1 PECYpPCIB Ha
nomyk ypasnuBocteid. OmHak, Bpa3nuBocTi € He jume y CMS — xoaHe mporpamHe
3a0e3neyeHHs He Moxe 0yTu abcomtoTHO Oe3neyHuM. OKpim TOro, po3pOOHUKHU MOCTIHHO
J0al0Th HOBI (PYHKIIII, 1 KOKEH HOBHM PSAJOK KOAY 301IbIIYE HE TUIBKH MOXJIHMBOCTI
nporpaMu, aje ¥ MOTEHIINWHI PU3UKH, aJKe 3pOCTa€ WMOBIPHICTH MOSBU BPA3JIMBUX
MICIb.

{06 3MeHIMTH KIIbKICTh aTak Ha CMS, He0OX1THO PEryJsspHO BCTAHOBIIIOBATU
OHOBIDKBUSTeHHs Oe3neku. Kpim Toro, iCHyIOTh i 1HIII 3aX0/H, 1110 MOXKYTh TT1IBUIIIATH
piBeHb 3axuiieHocti CMS.

Takum umHOM, Oe3neka Be03aCTOCYHKIB € KPUTHYHO BaXKIMBOIO CKJIAJOBOIO
CydacHOro 1HM(POBOrO CEpPeloBHINA, M0 TOTpedye CHUCTEMHOTO IMiIXOay Ta
BIIPOBA/DKCHHS HAIIMHUX MEXaHI3MIB 3aXHCTy Ha BCIX e€Tamax >XUTTEBOTO IUKITY
IPOrpPaMHOTO MPOAYKTY. 3abe3nedeHHsT KOH(DIISHIIIMHOCTI, IITICHOCTI Ta JOCTYITHOCTI
iHopMallii J0CITaeThbCsl NUISIXOM BIPOBAHKEHHS TMPAKTUK Oe3MeyHOl pOo3poOKH,
KOHTPOJIIO JOCTYIY, PE3€PBHOTO KOMIIOBAHHS, MOHITOPUHTY aKTUBHOCTI Ta PETYJIAPHOTO
oHoBieHHs: CMS. VYpaxyBaHHsS THUIIOBUX Ypa3IUBOCTEH BeO3aCTOCYHKIB 1 3aco0iB
npoTUAll iM Ja€ 3MOry CYTTEBO 3HHU3UTH PHU3UKH, TOB’S3aHl 3 KiOepaTakamu, 1

chopMyBaTH HaJIIHHY OCHOBY JAJIsI CTBOPEHHS €()EeKTUBHOT MIICUCTEMH 3aXHCTY.
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1.3 OcHoBHi 3arpo3u ingopmauiiinoi 6e3neku Be03aCTOCYHKIB

BeG3acTocyHkr MOCTIHHO CTUKAIOThCS 3 YHUCICHHUMH PH3UKaMu O€3MeKH, SKi
MOJKYTh TIPU3BECTH JI0 CEPHUO3HMUX HACHIJKIB, TAKUX K BUTOKH JaHUX, TPUBAJI MPOCTOL
CHUCTEM, a TAaKOK BTpATy JOBIpH 3 OOKY KOPUCTYBayiB.

ATaky THIy «iH'€KIis» BHUHHUKAIOTH [7], KOJIW 3JIOBMUCHUKA BUKOPHUCTOBYIOTH
BPA3JIMBOCTI B IPOrpaMHOMY 3a0€3IMEeUeHH] JJ1s1 TOTO, 1100 BIPOBAIUTH MIKITUBUMA KO
y cucremy. lleil Bum aTakd A03BOJIIE aTaKylOUMM BUKOHYBAaTH HECAHKIIIOHOBaHI
KOMaH/J1, OTPUMYBATH JOCTYI 0 KOH(DIACHIIWHUX JaHUX a00 3MIHIOBATU MOBEIHKY
cuctemMu. OCKUTPKM 1H'€KUIAHI aTakKd MOXYTh MaTH CEpPHO3HI HACHIIKH 1 YacTo
BUKOPUCTOBYIOTHCS 3JIOYMHIIIMA, BOHHM € OJHIEID 3 HAWOUIBIIUX 3arpo3 s
KibepOe3neKku B Cy4acHOMY CBITI.

In'exmiiftai  aTaku 3AIACHIOIOTHCA IIUISXOM BBEJACHHS NIKIIJIMBOTO KOOy B
nporpaMHe 3a0e3MeYeHHs, 10 MOXKE MPHU3BECTH 10 HECAHKI[IOHOBAHOTO BUKOHAHHSI
KOMaH/1, BATOKY a00 3MiHM AaHux. L{i aTaku MOXKyTh NPOSIBIATUCA B p13HUX (popmax, aje
cepel OCHOBHUX THUITIB BUIUISIIOTHCS:

- SQL-iH'ex1is: 3710BMUCHUKH BUKOPHUCTOBYIOTh BPA3JIMBOCTI B 3alUTax 0
0a3u JaHUX U1 BCTABICHHS WIKIIMBUX SQL-1HCTPYKIIH, I[0 MOXYThb MOPYIIMTH
IUTICHICTh JaHUX a00 MPU3BECTH JI0 1X BUTOKY.

- Id'exuis xomann: Ilel Tum aTaku 103BOJISIE BUKOHYBAaTH HeOa)kKaHi KOMaHIU
Ha pIBHI OIEpaliiiHOi CHCTEMHU XOCTa, IO J1a€ MOKJIUBICTH MOBHOIO KOHTPOJIO Ha
CUCTEMOIO.

- XML-id'ekmis: Ilig ygac 1i€i aTaku 3TOBMHUCHHUKH MaHIMymOOTh XML-
JTIOKyMEHTaMu a00 X 00poOKO¥0, III0 MOKE MMPU3BECTH J0 BUTOKY JaHUX a00 HEKOPEKTHOI
00poOkH 1HpOpMaIIii.

KpiMm Toro, iH'eKIiiiHI aTaku MOXYTbh BUKOPHMCTOBYBATUCS ISl OUIBII CKIaJAHUX
3MTOBMUCHHUX IiJIeH, TaKUX SK BCTAHOBIIGHHS IIKIUIMBUX CKPUNTIB YW Tporpam Ha
ceprepi, 1o 3a0e3neuye 3JI0BMUCHUKAM TPUBAIWN JOCTYM 10 CUCTEMHU 0€3 BUSBICHHS.
BpaxoByroun ix moTeHIan Juisi CepHO3HUX TMOPYIICHb OE3MEeKH, 3amo0IiraHHS TaKUM

aTakaM € KpUTUYHO BaXKJIMBUM ACMEKTOM 3aXUCTY 1H(POPMAIIHHUX CUCTEM.
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ATaku, 10 BUKOPHUCTOBYIOThH 1H'€KIII, MOXYTh MaTH KaTacTpodiuHl HACIIJIKH.
Konu 310BMUCHUKM YCHIIIHO €KCIUTYaTyIOTh Il BPa3JIMBOCTI, BOHU MOXYTh OTPUMATH
nocTym 10 KoHpiaeHiitHoi iHpopMmairii, Takoi Sk 0COOUCTI JaHi, PiHAHCOBI 3aMKUCH Ta
yyTJIMBI O13HeC-/1aHi. Takuii HeCaHKI[IOHOBAHMM JIOCTYII 10 JaHUX HE JIUIIIE MPEICTABIISIE
Oe3rmocepeTHIo0 3arpo3y I 0ci0 1 opraHizailiid, a i Cepiio3HO MiIpUBaE NOBIpy. Y pasi
BUTOKY JTaHMX IIl BIJOMOCTI MOKYTh OyTH BUKOPHUCTaH1 JIJIsl TIOJAJIBINNX aTakK, MpoaaHi
Ha YOPHOMY pPHUHKY a0O0 BHUKOPHCTaHI Ui IIAHTaXy Yepe3 CHeliali3oBaHl CaWTH,
KOHTPOJIbOBaH1 3JIOUMHISIMHU.

Kpim BuTOKIB iH(pOpMaIIii, aTaku 1H'€KIIIMU MOXKYTh CIIPUYMHUTH 3001 B pOOOTI
CHUCTEMH, MEPEBAHTAXKYIOUM ii a00 MOMIKOKYIoUd i1 (QyHKIIOHANIBHICTh. llepepBu B
00CJIyroByBaHHI MOXKYThb MaTH CEpHO3HI HACITIAKH, OCKIJIBKU 116 MOXE MPHU3BECTH 10
3YNUHKU Ofepaliid 1 HaBiTh MPOJAXIB, IO MOTpeOye TPUBAJIOTO BIJIHOBIEHHS Ta
BUIIPABJICHHS MOIIKO/PKEeHb. Lle mpu3BoauTh 10 (1HAHCOBUX BTpAT, 3HUKEHHS PIBHS
3a/I0BOJICHHSI KJIIEHTIB Ta MOXJIMBUX JIOBTOTPUBAIUX PpEMyTalIMHUX MPOOseM.
MixcaittoBuit ckpunTuHT (XSS)

Takox € 3arpo3u siki Ha3UBAIOThCSI MIPKCAUTOBUN CKpUTNITUHT (XSS) — Bpa3auBiCTh
Be0-0e31eKH, sika JI03BOJIsIE€ 3TOBMUCHUKAM MaHIMyJIIOBaTH B3a€EMO/IIE€I0 KOPUCTYBAYIB 3
BpasnnBO0 BeO-mporpamoro. Lls Bpa3nuBICTh Ta€ MOMIIUBICTh aTaKylOYUM OOXOJUTH
MOJIITUKY TIOXOJKEHHS, 10 3a3BUYail 3amobirae B3aemMojiii MK pi3HUMHU BeO-calTaMHu.
Ataku XSS 1aroTh 3T0BMUCHUKAM 3MOTY JISITH BiJl IMEHI KOPUCTyBavya, BAKOHYBATH i,
JIOCTYIIHI JJIS KEPTBH, a TaKOXX OTPUMYBATH JIOCTYI A0 11 JaHux. SIKIio xepTBa Mae
BHCOKI MPUBLIET B CUCTEMI, aTaKyIOUU MOXE OTPUMATH MOBHUU KOHTPOJIb HAJZl yciMa
GYHKLISIMU Ta TAHUMHU [IPOTPaMHu.

MixcaiitoBuif ckpunTHHT (XSS) peanizyeTbCsi NUISXOM  MAaHIMYJIIOBaHHS
Bpa3JIMBUM BeOCATOM Tak, 1100 BiH BiANpPaBisB KOPUCTyBauaM IIKiAIuBHUM JavaScript.
Konu neli koJ BUKOHYeTbCS B Opay3epi >KEpPTBH, 3JIOBMUCHUK OTPUMYE MOXKIHMBICTD
MOBHICTIO CKOMIIPOMETYBAaTH B3a€EMOJIIF0 KOpUCTyBada 3 BeO-mporpamoro. Lle moxke
MPU3BECTU A0 KPaJDKKU KOH(DIICHIIIHHUX JaHUX, TAKUX K CECiiiHI Kyku abo mapodi, a
TaKOXX JO3BOJIMTH aTaKylOuOMy BUKOHYBAaTH Jii BiJl iMEHI KOpPHCTyBaua, 3MIHIOIOYHU

HaJAIITyBaHHS, JaHl YM B3a€EMOJII0 3 IHIIUMHU CEpBICaMU. 3JIOBMUCHHUK TaKOX MOXKE
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BUKOPUCTOBYBATH XSS 1 NOJATIBIINX aTaK, HAMPUKIA/, JIs1 MOIIUPEHHS IIKIIJTMBUX
MOCHJIaHb CEPEJ] IHILMX KOPUCTYBAYIB a00 AJI1 OTPUMAHHS IOCTYITY 10 CUCTEMH, 110 Ma€

pUBLIET B TOJIATKY .

‘ 4 https:/linsecure-website.com/comment?message=<script src=https://evil-user.net/badscript.js></script> ‘

? Sensitive data ’—47 Y
< <
L]
$ Wire transfer (v Mother’s maiden name)

Pucynok 1.2 — Ilpuxian cxemu XXS

IcHye Tpu OCHOBHI TUNH aTak XSS:

- BinoOpaxxena XSS — MmKIJIMBUI CKPUNT HAIXOAUTH O€3MOCEPETHBO 3
norouHoro HTTP-3anuty.

- 30epexeHa XSS — mkiNIMBUN KOJ 30epiracTbcs B 0a3i JaHUX BeOCAUTY 1
BUKOHY€ETBHCS MIPU JOCTYII1 10 IEBHOI CTOPIHKH.

- XSS Ha ocHoBi DOM — Bpa3inuBiCTh MOJISITA€ B KOJI1 HA CTOPOHI KJII€HTA, a HE
Ha cepBepi, 0 JO3BOJISIE ATAKyBaTH Yepe3 MAHIITJISIIIO 3 JOKYMEHTOM BEO-CTOPIHKH B
Opaysepi.

Bino6paxkennii XSS — 11e 0A1H 3 HAMMPOCTIIINX TUITIB MI>KCAWHTOBOTO CKPUIITUHTY.
Bin BunHMKae, koau BeO-mporpama oTpumye naHi B HTTP-zanmuti 1 6e3mocepenHbo
BKJIIOYAE 111 JIaH1 y BIANOBIb, HE BUKOHYIOUM HAJIEKHOT MEpPEBIPKU UM caHiTapii. Takuit
MIIX17 J03BOJISIE€ 3JIOBMHUCHUKAM BCTAaBUTH IIKiAIWBUN JavaScript-kon, sikuii Oyje
BMKOHAHO B Opay3epi KOpUCcTyBaua, KOJIH BiH OTPUMAE BIAMOBIAb Bif cepBepa. Lle Mmoxe
PU3BECTU 10 KPAJIKKK 1H(POpMaILlii, 3SMIHIOBaHHS HAJIAIITYBaHb OOJIIKOBHX 3aMKCiB 200
BUKOHAHHS 1HIIMX HeOakaHMX M1 B IMEHI KOpUCTyBada. Ba)JMBO 3a3HAYMTH, L0

BioOpakeHni XSS 4acTo BUKOPUCTOBYETHCS B (DIIITMHTOBHUX aTaKax, KOJIH 3JIOBMHCHHUK
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ctBoproe cnemianbHi URL-anpecu, mo copsiMOBYIOTH KEPTB 0 CKOMIPOMETOBAHUX
CTOPIHOK.

30epexxenuit XSS (Takox Biomuil sik moctiiHui XSS abo XSS npyroro nopsaxy)
BUHHUKAE, KOJU BeO-MporpamMa OTpUMYye€ JaHl 3 HEHAAIMHOTO JpKepena 1 HeOe3NeuHuM
YIMHOM BKIIIOUae iX y cBoi nojansii HTTP-Bianosini.

i mani MOXYyTh HaIXOAUTH Yepe3 Pi3HI KaHAIM, HAIIPUKIIAJ, Yepe3 KOMEHTapi J10
JIOTUCIB y 01031, HIKHEHMHU KOPUCTYBadiB y yaTax ab0 KOHTAKTHI JlaHI B 3aMOBJICHHSIX
KJI€HTIB. [HKOMM 1H(OpMAITIS MOKE HAIXOIUTH 3 THIITNX HEHAMIMHUX JKEPEIl, TAKUX K
nmporpamMa BeO-TOINTH, IO BigoOpakae moBigomiieHHs udepe3 SMTP, mapkeTuHroBi
1aTGOpMH, SIK1 IHTETPYIOTh JOMKCH 3 COLIaJIbHUX MEPEXK, a00 MpOorpaMu MOHITOPUHTY
MEpEexKi, K1 MPALIOIOTh 3 TAaKeTaMH JIaHUX 13 MEPEXeBOro Tpadiky.

[Ipu 30epexxenoMy XSS MmIKiAIMBUM KOJA 30epiraeTbCsi Ha CepBepl 1 CTae
JOCTYIMHHUM JUIsl I1HINUX KOPHUCTYBayiB, IO B3a€EMOJIIOTH 13 CKOMIIPOMETOBAaHUMU
yacTUHaMU cailTy. Lle Moke mpu3BecTd J0 MOCTIHHOTO BUKOHAHHS HIKIJJIMBUX CKPUITIB
JUJIS KOYKHOTO, XTO BIJIBIIY€ BIAMOBIAHY CTOPIHKY, IO MIJBUIIYE PU3UK MAaCOBHX aTak.
OckiIbKH KOJT 30€piraeThcsi Ha CepBepi, BIH MOXKE 3aJIUIIATUCS aKTUBHUM HaBITh MICIS
nepe3amnycky cepBepa, Mo poOUTh HOro ayxe HeOe3MeYHUM i KOPHUCTYBadiB 1
CKJIQJHUM JIJIs BUSIBJICHHS 0€3 Crieriaai3oBaHuX 3ac001B 3aXHUCTY.

XSS na ocaoBi DOM (Takox Bigomuii sk DOM XSS) Bunukae, konu Bedmporpama
BUKOPHUCTOBYE KIIEHTChKUM JavaScript, skuii oOpoOsisie JaHi 3 HEHAAIMHOTO JKepena
HeOe3MeUHNM CIIocO00M, 3a3BUYall UIIXOM 3aMucy HuX AaHux Hazany DOM (Document
Object Model) cTopinku 0e3 HaJIe:KHOT IEPEBIPKU UM CaHITapii.

VY 1bOMy BHITaJIKy Bpa3JIMBICTh HE MOB'A3aHa 3 CEPBEPHOIO YaCTUHOIO MPOTPAMH, a
3 THM, SIK KJIieHTChkui koxa (JavaScript) B3aemopie 3 maHuMH, SIKIi HAJAXOASITh BiJl
KOpHCTyBaua a0o 3 1HIIMX HeHaIIMHUX JHKEpell, Hanpukiaz, yepes napamerpu URL, nani
3 (popm abo HaBITH yepe3 JIOKalIbHE CXOBHILE Opay3epa. Skio mi naHi 6e3 mepeBipku
BCTaBJAOTECA B DOM, 370BMUCHUK MOX€ BIPOBAJIUTH MIKIIMBUN JavaScript, sikuii
BUKOHYETHCS B Opay3epi )KEePTBH.

Ha Bigminy Bix inmmx tumiB XSS, DOM XSS Bin0yBa€eThCsl BUKIIIOYHO HAa CTOPOHI

KJIIEHTA, 1 3JIOBMUCHUK BHUKOPHUCTOBYE BPa3IMUBOCTI B JavaScript, o0 MaHINMyJHOBaTH
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DOM-enementamu 0e3 ywacti cepBepa. lle poOuTh Taki araku CKIQAHUMHU IS
BUSIBJICHHSI Ta 3aXUCTy 3a JOMOMOIOI TPAAMIINHUX CEPBEPHUX METOMAIB OE€3MEKHU.
Hacnigky Takux arak MOXKyTh BKJIIOYATH KPAADLKKY CECIMHMX KyKiB, MaHIMyJSAii 3
iHTepdeiicom KoprucTyBada ab0 HaBiTh BUKOHAHHS IOBUIHHUX JI1H BiJl IMEHI KOPHUCTyBaua
0e3 ioro Bigoma.

Kpocc-caiitose minpo0.ienns 3anutiB (CSRF):

MixcaiitoBa migpooka 3amutiB  (CSRF) — 1me araka, ska 3Mmylrye
aBTEHTH(IKOBAHOTO KOPUCTYBaya B€O-3aCTOCYHKY BUKOHYBaTH HeOaxkaH1 ab0 IIKiAJINBI
nii. 3a JIOMOMOIO TEXHIK COIIAJIbHOI 1HXEHepli, TaKuX SK HaJACWIAHHS IIKIIITUBUX
MOCUJIaHb Yepe3 EJIEKTPOHHY mMomTy abo Yar, 3JOBMUCHUK MOXKE MAaHIMYJIOBATH
KOPHUCTYBa4eM 1 3MyCUTH HOTO BUKOHATH Jiii, SIK1 BUT1JIHI aTaKyl04oMy. SIKIIO KepTBOIO
€ 3BUUaiiHuii kopucrtysad, ycmimna CSRF-ataka Mmo)ke mpu3BeCTH 10 BUKOHAHHS 3aITUTIB
Ha 3MiHy CTaHy, TaKMX K IEPEBEJIEHHS KOMITIB a00 3MiHa KOHTAKTHOI 1H(opMaIi.
OpnHak SKIIO KEPTBOIO € aJAMIHICTPATOp, aTaka MOXKE€ CKOMIIPOMETYBaTH BeCh BeO-
3aCTOCYHOK, JIO3BOJIMBIIN 3JIOBMHUCHHUKY OTPUMATH TTOBHUH KOHTPOJIb HaJl CHCTEMOIO.

CSRF no3Bossie 310BMUCHUKY 3A1MICHIOBAaTH HeOaxkaHi i BiJ 1IMEHI >KEpTBH,
BUKOPUCTOBYIOUM 1i mpuBiiei Ta aBTeHTU(ikamito. Lle BinOyBaeTbcsa, komu Opaysep
ABTOMATUYHO JIOJIA€ J0 3aIMTIB BC1 OOJIIKOBI J1aH1, TIOB'sI3aH1 3 CAMTOM, TaKi K KYKH cecli,
[P-angpeca abo 061iKOBI JaH1 1oMeHy. ToMy, SKIIO KOPUCTYyBad B)KE aBTOPU30BAHHM Ha
CaiiTi, CCTEMa HE€ MOKE€ BIAPIZHUTH MiApOOJEHUN 3alUT, HAIICIIAHUIN 3JIOBMUCHUKOM,
BiJl JICTITUMHOTO 3alTUTy KOPUCTyBaya.

ATaku 3a3BUYaill OpIEHTOBAHI HAa 3MIHM CTaHy cCepBepa, Takl sSK 3MiHa Mapoisl,
aZpecu eJEKTPOHHOI MOITH abo 3AiMCHEHHS NOKYyNOK. OCKIJIbKM 3JIOBMHCHUK HE
OTpUMYE€E BIATOBI/I Bl CaliTy, aTaka Ma€ CEHC JIMIIE TO1, KOJYM BOHA 3MIHIOE JaHi abo
1HILIIO€ 111, BUT1IHI JJI aTaKyk4oro.

3110BMHUCHHK MOXe Takox 3actocyBaTtu CSRF nmiist orpuMaHHsa 0COOMCTHX JaHUX
XKEPTBU, BUKOPUCTOBYIOUM crielindpiuny Gopmy ataku, Bigomy sk CSRF nns Bxony. B
IIbOMY BHIMAJKy 3JIOBMHCHHK 3MYIIy€ HEAaBTCHTH(IKOBAHOTO KOPHCTyBada yBIUTH B

00JIIKOBHI 3aMHC, 10 I03BOJISIE T0AaBATH a00 MEpETsiaaTH 0coOUCTy 1HPOPMAIIif0, TAKy
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K TUTaTDKHI JaHil. Ko jkepTBa HE MiJ0O3PIOE MPO aTaky, BOHA MOXKe Oe3MeyHO
3aMOBHUTH 111 JIaHi, & 3TOBMUCHHUK 3T0JIOM CKOPUCTAETHCSI HUMU JIJIs1 CBOIX I[LJIEH.

Inoni CSRF-ataku mMoxyTh OyTH 30epexeHi Ha caMOMY CaiTi, CTBOPIOIOUM TaK
3BaH1 "30epexxeni CSRF-Baau". I{e MO)KHA 1OCATTH, BCTABUBIIM IIKIIJIMB1 TETH, TaKi SK
IMG a6o IFRAME, B nosis, mo npuitmatote HTML, a0 BUKOPUCTOBYIOUHM CKJIAHIIII
METOJIH, SIK MIKCAUTOBI CKPUNITHHTOBI aTaku. SIKIo ataka 30epiracThbCsi Ha CailTi, BOHA
ctae Habarato  HEOE3IEUHINIOW, OCKUIBKM  JKepTBa, HMOBIpPHO,  BIJBIJa€
CKOMITPOMETOBAHY CTOPIHKY, OyJly4d B)K€ aBTOPH30BaHOIO. [le migBuIye iMOBIpHICTh
YCIIIXY aTaKH.

CouianbHa iHXKeHepin

ComianbHa 1HXEHepiss caMa 1O co0l He € 0e3MocepeHbO IOB'A3aHOI0 3
KOHKpeTHUMH IaTdhopmamu, Takumu sik WordPress, ane BoHa Moxe OyTH BUKOpUCTaHA
SK YaCTHHA aTak Ha CalTH, skl mpaioroTh Ha WordPress abo Oyp-sikoMy 1HIITOMY BeO-
cepBici.

CoulanpHa 1HXEHepisi — TEeXHIKa MaHIMyJslii, sfKa BHKOPHUCTOBYE JIIOJICHKY
JOBIPJIUBICTH 200 HEYBAXHICTh JUIsl OTpUMaHHs KOH(iACHIIIHOT 1HbOpMaIIii, TOCTyIy
a00 IIHHUX pecypciB. Y KIOEP3TOUMHHOCTI 111 MIaXpaiicbki METO/IH, SIKi MOYKHA BBa)KaTu
CBOEPITHUM 'XaKepCTBOM JIIOACH", 3a3BUUail CIIpsSMOBaHI Ha Te, MO0 MIAIITOBXHYTH
JOBIPJIMBUX KOPUCTYBAIB 10 PO3KPHUTTS CBOIX JaHUX, OMUPEHHS MIKIJIMBUX MPOTPamM
a00 HaJaHHS JOCTYMy J0 OOMEXKEHUX cHUcTeM. Taki araku MOXXYThb BIJIOyBaTHUCS HE
TITBKY OHJIAMH, a i 0COOUCTO YK Yepe3 1HII BUIU B3a€EMO/III.

[ITaxpaiicTBa, 3aCHOBaHI Ha COLIAJbHIA 1HXKEHEpIi, TPYHTYIOTbCA HAa PO3yMIHHI
JIIOJIChKOT MOBEAIHKM Ta mcuxosiorii. Ile m03BoJige 37T0BMHUCHUKAM MaHIMYJIIOBATH
JIOABMH, 3MYIIYIOUH iX POOUTH Ali, iK1 BOHU 3a3BUYail He BUKOHYBaiu 0. SKio xakep
po3yMie, siKl (PaKTOpU MOTUBYIOTh KOPUCTYBayua, BiIH MOXKeE €(PEKTUBHO BUKOPUCTOBYBATU
11 3HAHHS 1711 OOMaHy.

KpiMm TOro, KiOep3/l04YMHIII YacTO KOPUCTYIOTHCA BIJCYTHICTIO 3HaHb Y
KOPUCTYBauiB I10JI0 HOBITHIX 3arpo3. OCKIJIbKM TEXHOJOTIi MIBUAKO PO3BUBAOTHCS,
0arato CrmoXKMBayiB Ta MPAIIBHUKIB HE MAaIOTh JOCTATHHOTO YSIBJICHHS MPO MOTEHINIIHI

PHU3HKH, TaKl sIK BAIQJAKOBI 3aBaHTaKeHHsI 200 (immHr. Kpim Toro, 6arato kopuctyBayis
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HEJIOOI[IHIOIOTh IIHHICTh OCOOMCTHUX JaHUX, TaKUX SK HoMmep TenedoHy UM aapeca
eJIeKTpOHHOT TomTH. Yepe3 1e OaraTo Jrojed HE 3HAIOTh, SK HAJCKHUM UYUHOM
3aXUCTHUTHU ceOe Ta CBOIO 1H(GOpMaIIit0 BiJl 3TOBMUCHHKIB.

Binpmricte arak comianbHOI 1HXKEHEpii 0a3yloThCsd Ha 0Oe3nocepeHbOMY
CHUIKYBaHHI MK 3JJOBMHUCHHUKOM 1 5K€PTBOIO. 3aMiCTh TOT0, 11100 3aCTOCOBYBAaTH METOH
rpy0oi cwiu Juisi OTpUMaHHS BalllUX JAaHWX, 3JIOBMUCHUK HAMara€TbCsl MEPEKOHATH
KOPHCTYyBaua CaMOCTIMHO pO3KPUTH KOH(IEHIIIIHY 1HDOpMaIIiio.

Opni€ro 3 HAHOUIBLINX 3arpo3 COLIATbHOI 1HXKEHEPIi € Te, 0 aTaKd He 3aBXKAU
CIIpSIMOBaH1 Ha BCiX KopHcTyBadiB. OjHa o0aypeHa >KepTBa MOXKE HaJaTH JOCTATHBO
1H(popMmallii, 100 po3NnoYaTH aTaky, sKa BIUTMHE HA BCIO OpPraHi3aliio.

3 yacoM METOAM COLIaIbHOI 1IHXEeHepii cTanu Habarato ckiaaaHimumu. danpmsi
BeOcaiiT abo eNEeKTPOHHI JUCTH TETEep BUTJISAIAI0Th HACTIIBKA PEATICTUYHO, IO JIETKO
MOKYTh OOJlypUTH KOPUCTYBAUiB 1 3MyCHUTH 1X PO3KPUTH 1H(OPMAILIiI0, KA MOKE OyTH
BUKOPHUCTaHa ISl Kpaabkku ocobucTux naHux. CollajibHa 1H)XXEHEpis cTaja OJHUM 3
HAWMOMIMPEHIINUX CIOCO0IB, IKUMH 3JJOBMUCHUKHA 00XOJIATh MOYaTKOBI 3aX0/ 11 O€3MeKH
oprasizariii, 1o Ja€ iM 3MOTy 3aBJaTH TOIATBIITNX 30UTKIB Ta TOPYIICHb.

Takum yrHOM, Be03aCTOCYHKH CTHKAFOTHCS 3 UHCICHHUMH 3arPO3aMH, CePeI IKUX
aTakd TUIY IH'€KIINA, MDKCaWTOBUU CcKpunTUHT (XSS), Kpocc-caliToBe MiAPOOICHHS
3anuTiB (CSRF) Ta comianbHa iHXeHepist € 0MTHUMH 3 HAOUTbI HeOe3nmeunux. L1 3arpo3u
MOXYTh IIPU3BECTHU JI0 CEPHO3HUX HACIIJIKIB, TAKUX K BUTOKU KOH(IJESHIIMHUX JaHUX,
3001 B poOOTi cucTteMu, 3Ha4yH1 (IHAHCOBI BTpPaATH, a TaKOX BTpPaATy MOBIpU 3 OOKY
KOpHCTYyBauiB. BpaxoByrouu €BOJIOIII0O METOAIB aTak 1 iX CKJIQAHICTh, KPUTHUYHO
BOKJIMBO JUIA OpraHizaiiid BXKUBATH 3aXOJiB O€3MeKd [JIs 3amoO0iraHHs TaKuM
iHnuaentaM. lle Bkimrodae B cebe peryyisipHe OHOBJIEHHS MPOTPAMHOTO 3a0€3MeUeHHS,
BIPOBA/PKCHHS BIAMOBIAHUX (PIIBTPIB IS BBEACHUX JAHUX, a TaKOX IABUIIECHHS
0013HAHOCTI KOPUCTYBaY1B MPO MOTEHITIHHI 3arpo3u, 00 MiHIMI3yBaTH PU3HUKH BiJ] aTaK
130epertu 6e3rnexy IHPOpMaLIHHUX CUCTEM.

BuCHOBOK /10 epmoro po3miiy

WordPress € HallOU1b1I MOMYJISIPHOIO CUCTEMOIO YIIPABIIIHHA BMICTOM, OJHAK ii

Oe3rneka 0e3 HajeXXHOI KOH(Irypalli Ta 3aX0/iB 3aXMCTy HE MOX€ OyTH rapaHTOBaHa.
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OcHoBHMMHK TpuuMHaMH BpaznuBocTeir WordPress € BUKOpUCTaHHS CTaHAAPTHUX
daiiniB 11 30epiraHHs apoJiiB 1 HAJIAIITYBaHb y BIJIOMUX KaTajaorax, a TaKOXX CIIJIbHE
pPO3MIIIEHHS TaHeNdl aJMIHICTpaTopa 3 IHIIMMH YacTHHAMHU BeOCalTy, IO MOXKe
CTBOPIOBATH JIOAATKOBI MOJIMBOCTI JJIsl 3IOBMUCHUKIB. KpiM TOro, HasBHICTh IIJIATriHIB
Ta TeM 3 MOTEHIITHUMH YPa3JIUBOCTIMHU TaKOXK CIPUSE 3HUKEHHIO P1BHS O€3MEKH.

3abe3neueHHst Oe3neku Be03aCTOCYHKIB € KPUTUYHO BAXJIMBHUM IS Cy4acHOTO
upoBoOro cepeioBuINa, 1 BUMAara€ CUCTEMHOro miaxoay. OCHOBHHMM 3aBIaHHSAM €
3a0e3nedeHHss KOH(IACHIIITHOCTI, IUTICHOCTI Ta JoCTymHOCTI iHdopmarili uepes
BIIPOBA/DKCHHSI TMPAKTUK O€3Me4HOi pO3pOOKH, KOHTPOJIIO JOCTYIy, PE3EPBHOTO
KOIIFOBaHHS, MOHITOPUHTY aKTUBHOCTI Ta PETYJISIPHOTO OHOBJICHHSI CACTEMU YIIPaBIIHHS
BMicTOM. [1oTpiOHO BpaxoByBaTH TUIIOBI ypa3IUBOCTI BE03aCTOCYHKIB 1 3aCTOCOBYBATH
JI03BOJIUTH CTBOPUTH HAIIMHUIN 3aXUCT 1HHOPMALIHHUX CUCTEM.

OCHOBHMMH 3arpo3aMu I O€3MEeKU € aTaKu THUITy IH'€KIiH, MiXcalToBUN
ckpuntudr (XSS), kpocc-caiitoBe miapoodenns 3anuTiB (CSRF) 1 cowianbHa 1HXKeHepis.
Taki 3arpo3u MOXYTh TPHU3BECTU JO CEPHO3HUX HACTIJKIB, BKJIIOYAIOYH BUTOKHU
KOH(D1IeHIIMHUX naHuX, 3001 B poOOTI cucTeMH, (PiHAHCOBI BTpAaTHU Ta BTPATy JIOBIpU
KOpPHUCTyBadiB. BpaxoByro4umn €BOJIOIII0 METOIB aTaK 1 IX CKIaAHICTh, JUIsl OpraHi3alii
KPUTUYHO BAXJIMBO BXKMBATH 3aXOIB OE€3MEKH, BKIIOYAIOYM PETYJSIPHE OHOBJICHHS
MpOrpaMHOr0 3a0€3IEeUeHHs], BIPOBA/PKEHHS (UIBTPIB JJIi BBEAECHUX JAaHUX 1
MBUIIEHHS 0013HAHOCTI KOpucTyBadiB. Lle monomorke MiHIMI3yBaT PU3HKH BiJI aTak 1

3a0e3neunTH 0e3neKy 1H(OpMaIiiHUX CUCTEM.
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PO3/1J1 2 BUBIP TA HAJTIAIITYBAHHA IIVIAI'THA 3AXUCTY
WORDPRESS

2.1 Orasa apxitektypu CMS WordPress

CMS (cuctema KepyBaHHS BMICTOM) — II€ TIOTY>KHE MMPOTpaMHe 3a0€3MeUCHHS, SKE
Ja€ 3MOTy OyIb-IKOMY KOPHCTYBaueBl, HaBiTh 0€3 TEXHIYHMX 3HaHb, CTBOPIOBATH,
penaryBaTy Ta KepyBaTu BeOcaiiTamMu. BaxxauBicTh Takux miaaT@opM 3pocTae, OCKUILKU
BOHM J03BOJISIIOTH 3HAYHO CIPOCTUTH TPOLIEC PO3POOKU CAMTy Ta 3€KOHOMHUTH 4Yac.
WordPress, 30kpema, € ojiHi€l0 3 Hailbu1b nomyasipaux CMS y cBiTi, 3aiimMaroun oHax
43% rnobanpHOr0 pUHKY. 3aBASIKM CBOiM MPOCTOTI Ta BEJHMKIM KUIBKOCTI AOCTYTHUX
TUIariHIB, 114 raT(opma crajga BuOOpOM HOMEP OAMH It 0aratbox O13HECIB 1 MPUBATHUX

oci0.

Pucynox 2.1 — WordPress

WordPress mae BenuKy CHUIBHOTY PO3POOHMKIB 1 KOPHCTYBadiB, IO 3aBXKIH
rOTOB1 JONMOMOTTH. BenuuesHuit BuOip pecypciB 1jisi HaB4YaHHs, GOpyMmiB 1 OJOriB
3abe3mnedye O6e3nepepBHUI TOCTYI JO0 KOPUCHUX TOPAJl 1 PillieHb I PI3HUX MPOOIIeM.
Ile poOuts maTdopmy iJ1IeaiIbHUM BapiaHTOM SIK JIJI1 HOBAUYKiB, TaK 1 s MPO¢deCiOHATIB.

3a octanHiMu ngaHumu, WordPress BukopucToByeThCcs ais pobotu moHan 43%
ycix BeOcaiiTiB, 110 Bpaxae. OfHAK Taka MOMYJSIPHICTh Ma€ 1 3BOPOTHUN OIK — BOHA

ABTOMATUYHO MPUBEPTAE YBAry 3J0BMUCHUKIB.
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OcCK1IbKH BEJIMKA KUTBKICTh CaiTiB moOyaoBaHa came Ha WordPress, xakepu 4acTo
HaMararoTbCsl 3HaXOJUTH Ta BUKOPUCTOBYBATH BPA3IMBOCTI B Moro cuctemi. [lnarinu i
TEMHU, X04Y 1 PO3MIMPIOIOTH (PYHKIIIOHAJIBHICTh, YACTO MOXYTh MICTUTH HEIOJNIKH B
oesmemni. Ile cTBOpro€ NOMATKOBUN PHU3HMK, AK€ HE BCl PO3POOHHKU MPUILISIOTH
JIOCTaTHBO YBaru 3aXMCTy CBOTO KOJY.

Ha odimiitaiit cropinmi 0e3neku WordPress dyecHO BH3HAETHCS, MO HAWOUIBII
Bpa3JIMBUMH € CaM€ CTOPOHHI IUIariHU Ta TeMH, K1 MOXKYTh CTaTH CJIA0KOIO JIAaHKOIO B
CUCTEMI.

[Ilo6 MiHIMI3yBaTH pPU3UKH, BAXJIMBO HE JIUIIE KOPUCTYBAaTHUCh HaJIMHUMU
PO3LIMPEHHSIMH, a U OyTH OOI3HAHUM y HAWMOIIMPEHIINX ypa3nuBocTaX. CkiagaHHs
YITKOTO MEPENiKy TaKUX BPa3JIMBOCTEH TOMOMOXKE KOPUCTyBayaM Kpalie 3aXUIaTi CBO1

CalTH Ta YHUKATH MOTEHUIMHUX aTaK y MallOyTHbOMY.

[

Pucynok 2.2 — WordPress

VY nepion 3 2023 mo 2024 pik 6yio 3adikcoBano 5948 BpaznuBocteit y WordPress
[10], 1 mikaBo, 1m0 ax 97% 3 Hux OyJsu MOB’sA3aHI came 3 TUIariHaMu. TeMu CIPUINHWIHA
3% mnpobnem, a ot sapo WordPress BusiBusiocs maibke 0e3goranHum — juire 0,2%
Bpa3JIMBOCTEH MOXOIWIM 3BIJITH, 1 TI HE Maju KPUTUYHOTO Xapaktepy. L1 maHi 4iTKO
JEMOHCTPYIOTh, IO HaWOiNbIma 3arpo3a Oe3merll CalTiB KPUETHCSI HE B CAMOMY
WordPress, a B nogaTtkoBux po3mupenssx. Lle e pa3 miarseppkye, HaCKiIbKA BaXKJIUBO
YBOXHO MIAXOIUTH N0 BHOOpY IMJariHiB 1 TEM, BCTAHOBIIOBATH JIHUINE MEpeBipeHi

MPOJYKTH 1 He 3a0yBaTH PETYJISIPHO OHOBIIIOBATH iX.
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HaityacTtimi Tunu BpasiauBocreid y WordPress

SQL-in’ekuin, BUHUKAE TOJ1, KOJU JaHl, BBEJICHI KOPUCTyBaueM, HE MIPOXOIATh
HaJIe’)KHOI MepeBipku abo PuIbTpallii, 1 HOTPAIIAIOTH 10 0a3u TaHUX Y CUPOMY BUTJISII.
[le mMoXxe cTaTucs, SKIIO HE BUKOPHCTOBYIOTHCS TMIATOTOBJICHI 3alMUTH a00 SKIIO
PO3POOHUK 3aCTOCOBYE HEBIIMOBITHI METOIM OUUIIICHHS qaHuX. [1o110H1 aTaku MOKITUBI
i1 y WordPress, oco6imBo xoiu (yHKIT O€3MeKH 3aCTOCOBYIOTHCS HETPABUIBLHO a0

B3araji irHopyroThCHl.

Vulnerable, user input

b->get_wvar("SELEC

within quotes.
' . esc_sql(%variable));

not remove I:{I.J'-:ItES or ape values.

WHERE id . sanitize text field(%variable));

Pucynok 2.3 — KopuctyBau nepeaae neBHy 3MiHHY 4epe3 napamerpu 3anuty B URL

a0 3a 1o0noMororo (GopMu Ha cailTi

Mi:xcaiiToBuii ckpuntunr (XSS) B JavaScript, 1ieii Tun Bpa3auBOCTI € OJTHIEIO
3 HaWMOIIUPEHIINX 3arpo3 y cdepi BeO-0e31eKku il CTAaHOBUTH CEPHO3HY HEOE3NeKy SK
JIJIs1 KOPUCTYBaviB, TakK 1 JIsl KOMITaHii. 3aBAsIKU BIPOBAKEHHIO IIKIVIUBUX CKPUIITIB y
B€0-/10/1aTKH, 3TOBMUCHUKU MOXYTbh OTPUMATH JAOCTYT 10 KOH(DiIeHIiHOT 1H(OopMalrlii,
MEPEXONMUTH KOPHUCTYBAIIbKI ceaHCH ab0 HaBiTh JISITH BiJ IMEHI JXEpTB 0€3 iXHbOIO
Bigoma. CaMe ToMy 1711 BeO-pO3pOOHHKIB KPUTUYHO BaXJIMBO HE IPOCTO 3HATH, IO TaKe
XSS (MmikcaliToBE CKpUNITYBaHHS), a I aKTUBHO BIIPOBAKYBATH METOIM 3aXUCTY, II00

3aI100ITTH TAaKUM aTaKaM.
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www.example.com www.evil.com

Javascript Javascript

Pucynok 2.4 — IIpuknann XSS-atak

XSS-ataku BimOyBalOTHCS, KOJW 3JOBMUCHUK BIA€THCS BCTABUTH IIKIIJINBI
CKPUNTH y BEO-CTOPIHKH, [0 MEPErISIAI0ThCS 1HIMMMH KopucTyBadamu. Lli ckpunTu
MOKYTh BUKOHYBATHCh TIiJl YaC CEaHCYy KOPHCTYyBaua, IO J1a€ MOXJIUBICTh aTaKyHOUUM
BUKpagatu ¢aitnmu cookie, TOKeHH JOCTymy a00 HaBITh IHIIY KOH(IACHIIHHY
iHopMaitito, mo BigoOpakaeTbcsi Ha caiTi. lle Moke mnpu3BECTH 10 CEPHO3HHUX
HACJIJIKIB 17151 0€3MEeKH KOPUCTYBAUiB 1 CAalTIB 3arajioMm.

Tunum XSS-arak:

36epiraetbess XSS: HIKiamMBUNA CKPUINT MOCTIMHO 30epiraeTbcsi Ha cepBepi 1
BUKOHY€ETHCSA KOXKHOTO pasy, KOJIM KOPUCTYyBad OTPUMYE JOCTYII 10 3apaK€HOi CTOPIHKHU.

BinoOpaxxennit XSS: CkpunT BCTaBISETHCS Y BIANOBIAL CEpBEpa, HAMPUKIA,
yepe3 MOBITOMIICHHS PO NOMUIIKY a00 pe3ysbTar MOIIyKY, JIe YacThHa a0 BC1 BBEJICH]
JlaH1 KOpUCTYyBaua MepealoThCs Ha3al y Opaysep.

XSS na ocHoBi DOM: VYpa3nuBicTh BUHUKAE B KOJI Ha CTOPOHI KJII€HTa, /¢
IIKIJJIMBANA CKPUNT BUKOHYETHCS 0O€3 B3aeMOAIl 3 CEpBEpPOM, HYepe3 MaHIMyJAIii 3
nokymenToM HTML 6e3nocepennbo B Opay3epi KOpucTyBaya.

Ataka Cross-Site Request Forgery (CSRF) € onHi€ro 3 OCHOBHUX 3arpos Jist
oesnexku WordPress. Bona manimynioe Opay3epoM KOpHCTyBada, 3MYLIYIOUH IOTO

BUKOHYBaTH HeOakaHl omepaiii Ha 1HIIOMY CalTi, JI€ KOPHCTYyBad YKe

aBTECHTH(IKOBaHUII.
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Ak e BinOyBaeTbes? Ock Tpu ocHOBHI eTanu ataku CSRF:

MixcalToBUM: aTaka BKJIIOYA€E B3aEMOJII0 MIXK PI3HUMH BeO-caiTaMu, /1€ OJWH
CalT MOKe OTPUMYBATH JlaHi a00 3aIUTH B1J 1HIIIOTO.

3anuT: Opay3ep KOpHUCTyBaua aBTOMATHYHO BIAMpABISE 3amudT Ha CEpBep,
Hanpukiag, yepe3 meroau GET abo POST.

[TinpoOka: 37TOBMHCHHMK CTBOPIOE HENpPaBIWBUN 3aluT, SKUA Mae Ha MeTi
BUKOHAHHS IIKIJINBUX 1 HA CAWTI.

Ataka CSRF BukopucTtoBye akTHBHMI CE€aHC KOPUCTyBaua JAJs BiANpaBICHHS
M1poOJICHUX 3aMUTIB, 1[0 BUTJISAIAIOTH SIK 3aIIUTH BiJl aBTEHTHU(IKOBAHOTO KOPHUCTYyBaya.
[le Moke TpPHU3BECTH JIO BUKOHAHHS HECAHKI[IOHOBAHUX 1M, TaKUX SK 3MIHA
HaJAIITYBaHb OOJIIKOBOTO 3alHCy, BUTIK KOH(QIAEHIIWHUX JaHUX YU BUKOHAHHS
aMIHICTpaTUBHUX 3aBJlaHb 0€3 BiJlOMa KOPHUCTyBaya.

KopuctyBau BxomuTh y cCBili 00mikoBui 3amuc Ha caiiti  WordPress
«exampleforum.com». Tum yacom BiH BiJIBiAy€ 1HIIHNI BeO-calT — «malicioussite.comy,
JI€ XOBA€ThCA  3JOBMUCHMM  ckpunT. [lell ckpunT Hajacwiae 3anuT  Ha
«exampleforum.comy», HamararO4uch 3MIHUTHU EJEKTPOHHY aJIpecy KOpPUCTyBada Ha
aJipecy, SIKOK0 KOHTPOJIIOE XaKep.

OckiTpKH KOpHUCTYBad BxKe aBTeHTH(]iKOBaHUM Ha «exampleforum.com», cepsep

BBAKA€ 11€1 3aMUT JIETITUMHUM 1 00p00JIsie oro, Xo4a BiH HACMPAaB/l € 3JJI0BMUCHUM.

Pucynok 2.5 - IIpuknang Araka CSRF

®aiinu cookie ceaHCy € BaKIIMBUM €JIEMEHTOM I aBTEHTHU (KA1l KOPUCTYBayiB
1 ynpaBiiHHg ceaHcamMu Ha caiitax WordPress. Ilin wac BXxoay KopucTyBaua Ha CaMT

cepBep TeHepye YHIKAIbHUM 1eHTU(IKATOp ceaHcy 1 30epirae iioro y BUrisii cookie B
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Opaysepi kopuctyBada. lleit ¢aitn cookie moTiM HaACHIAETHCS Pa3oM 13 KONKHUM
3aIIUTOM, III0 JIO3BOJISIE CEPBEPY 1/IEHTU(IKYBATH Ta MiATPUMYBAaTH CEaHC.

[Ipore araka CSRF Moxe BukOpucTaTu 1€l MexaHi3M, MOAIOHO 70 aTak Ha
KpaJabKKy cookie abo 3axoIUIieHHsS ceaHCy. 3JIOBMUCHUKH OOMaHOM 3MYIIYIOTh
KOPHUCTYBaUiB BiANPABIATH HeOaXaH1 3allUTH, TKi aBTOMAaTUYHO BKJIFOYAIOTH 111 CEAHCOBI
cookie. Ile mo3BoJsie 3IOBMHCHMKAM pPOOWTH 3allUTH, SKI BHUTJSAAIOTH SK i Bif
JIETITUMHOT'O KOPUCTYBaya, X04a HACIIpaB/li BOHU € IIKiJTUBUMH.

Icaye Oe3miu pizHomaHiTHUX atak Ha WordPress, Takux sk DDoS, daitnosi
BKJItOueHHsI, Backdoor, a Takox iHIINI METOJH, sIKI 3HAYHO MOTIPIIYIOTh Oe3MeKy BeO-
caiity. KokHa 3 iux arak Hece cepio3Hy 3arpo3y, OCKUIbKHM BOHU MOXKYTh MPU3BECTH J10
BTpaTu KOHQIACHIIMHOI 1HGOpMaIlli, MOUIKOIKEHHS JaHUX, HECAHKI[IOHOBAHOTO
JOCTYMY JI0 aMIH-TTaHEe, a TAKOX JI0 TIOBHOI BTPATH KOHTPOJIIO HaJ CAaliTOM.

Ataku, sk DDoS (ataku Ha BIAMOBY B 00CITyrOBYBaHHI) MOXYTh M€PEBAaHTAKUTH
cepBep 1 3pOOUTH CalT HEAOCTYITHUM JJIsl KOPUCTYBauiB, TOJ1 K (hailyIoB1 BKIFOUEHHS
JTO3BOJISIOTH 3JIOBMHCHHUKAM 3aBaHTa)XyBaTH Ta BHUKOHYBAaTH IIKIJJIMBI CKPUNTH Ha
cepBepi. Bukopucrtanns 3amnix asepeit (Backdoor) mo3Bossie xakepam OTpuMyBaTH
JOCTYII JIO CAalTy HaBITh MICIS TOTO, SIK 1HII BPa3aIMBOCTI OyJIM BUITPaBJICHI.

Ili Ta i1HOII aTakd 4YacTO CHPUYMHSIOTH CEPHO3HI HACHIAKK I Oe3MeKH,
BKJIFOYAIOYU BTPATy JIOBIPH 3 OOKY KOPHUCTYBadiB, 3HM)KCHHS MO3ULINA y MOUTYKOBHUX
CHUCTEMaX, a TaKOXK (JIHAHCOB1 BUTPATH HA BITHOBJICHHS Ta BUIIPABJICHHS MOIIKO/KEHb.
Tomy BaJIMBO PETYJISIPHO OHOBITIOBATH TIaTGOPMY, BAKOPUCTOBYBATH HA1HI IJIariHU
Ta TEMH, a TAKOXK MPUHAMATH 1HIII 3aX0JH JUTSI 3aXUCTY, 1100 3HU3UTH PU3UK TaKMX aTak

2.2 Metoau Ta 3aco0m 3axucty WordPress-3acTocyHKiB

VY wam yac, xonm mudpoBa Oe3neka HaOyBae BCe OUIBIIOTO 3HAYCHHS, KOXKCH
BJIACHUK BEOCANTy Ma€e pO3yMITH: 3aXUCT — 11€ HE PO3Killl, a He0OX1IHICTh. OCOOJIUBO 11e
cTocyeTbes caitiB Ha WordPress, amxe 1 miatdopMa € HaAMMoOmyJIspHIIIOW Y CBITI,
oO0cnyroBytoun nonan 40% ycix pecypciB B IHtepHeti. Take mmupoke BUKOPUCTaHHS
poOUTH ii MPUBAOIUBOIO HULITIO JJIs1 KIOEP3JIOUHHIIIB.

Henanexno 3axumiennii caiit WordPress — 11e BIAKpUTI ABEP1 AJIs 37IOBMUCHUKIB.

Hacnigkn MoxyTh OyTHM CEeplO3HMMH: BHUTIK JaHUX, BTpaTa JOBIPH KOPUCTYBadiB,
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npobsemu 3 SEO, a iHo1 1 nipsiMi piHaHCcOB1 BTpaTu. Came TOMY, KOXKEH aJIMiHICTpaTop
CaliTy MOBUHEH 1HBECTYBATH Yac 1 pecypcu B O€3IeKy.

Butik maEux — 1e oJHa 3 HaWCEPHO3HINIUX 3arpo3 g OYy/b-SKOTO OHJIAiH-
npoekty. OcoOnuBo HebesmeuHo 1e st caiTiB Ha WordPress, amke Tam dyacto
30epiraeTscs yyTiauBa iH(OpMallisi KOpUCTYyBaviB: €JIEKTPOHHI aJpecH, IMJIaTKHI JIaHi,
0COOMCTI MOBIIOMJIEHHS TOIIO. SIK TUIBKH CTOPOHHI 0COOU OTPUMYIOThH O HUX JOCTYII,
HACJIJIKK MOXXYTh OyTH Jy>X€ CEPHO3HUMH.

Btpata noBipu kopucTyBauiB — 1€ YU HE HalOOII0UiIIe, 1110 MOXe cTaTucs. Jlroau
MepeCcTaroTh JOBIPITH IUIATGOpMi, a TOBEPHYTH iXHIO BIEBHEHICTh — CIIpaBa JIOBra u
BUTpaTHA. |0 TOTO X, FOpUIAUYHI IPOOJIEMH Ta MOXKIUBI ITpadu — 11e J0JIaTKOBUI TATAp
JUTst KoMTaHii. [HO/1 BUTIK TaHWX 3/1aTEH MiIpBaTH BeCh O13HEC.

[HBecTyBaTH B 6e3meKy MOTPiOHO 3 epIIuX JAHIB po3poOku caity. [IpodinakTuka
npo6JieM 3aBXKIU Kpailla 3a 60poTh0yY 3 IXHIMHU HACIIJKaMU.

SIKI10 3710BMUCHUKHA OTPUMAIOTh KOHTPOJIb HAJl CATOM, BOHU MOXYTh HE JIUIIIE
BKpacTHU OOJIIKOBI JIaHl Ta OCOOMCTY 1H(OpMaIi0 KOPUCTYBAUiB, a i BUKOPHUCTOBYBATH
mwatopMy I TIONMIMPEHHS BIPYCiB a00 MIKIIJIMBUX Tporpam. Y TMIJACYyMKYy —
MOCTPaXKIA0Th Ballll KJIIEHTH, a OTXKE 1 Balla peryTalis.

Brpatu nmpuOyTKy TakoX LIJIKOM peaybHi: HEAOCTYNHICTh CAWTy, OJIOKYyBaHHS
MONTYKOBHUMH CHCTEMaMH, 3MEHIIICHHS JIOBIPH KIIEHTIB — yCe II€ MOXKE HETaTUBHO
BIUIMHYTH Ha JOXOMU. A BITHOBIIEHHS IMICJS TaKOTO yJapy YacTO BUMara€ 3HAYHHUX
3yCuJIb 1 pecypcis.

Omun 13 HallepekTuBHIMX crnocobiB yOesneuntn cait WordPress 06e3
BUKOPHUCTAHHS CTOPOHHIX IUIATiHIB — II€ TPaMOTHE HAJAIITyBaHHS MpaB JOCTYIy Ha
ocHoBi porneit (RBAC) y moemnanHi 13 3BOpoTHUM mTpokci. lle pimeHHs m03BoIsiE
CTBOPHUTH THYUYKY CHCTEMY YIPAaBIiHHS 03BOJAMH, /1€ KO)KEH KOPUCTYyBa4 Ma€ JOCTYT
JIMIIIE JTO THX YaCTHH CAMTy, K1 BIAMOBIAAIOTH HOTO POJI.

3BOpOTHUI TMPOKCI, K MPOMDKHA JIAHKA MDK KJIIEHTOM 1 CEpPBEPOM, MOXKE
GIBTpYBaTH 3alMTH Ta JOJATKOBO KOHTPOJIOBATH JOCTYH 10 pecypciB. Pazom 13
MPaBUIILHOO (halIOBOIO CTPYKTYPOIO Ta MPABAMHU JIOCTYITY II€ A€ MOTYKHUM 3aXUCT BiJT

HeOa)kaHUX i a00 BTOPTHEHb.
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[IpaBuibHE HanamTyBaHHs npaB gocTymy ao dainie WordPress — 1ie ocHoBa
Oes3rneku caiiTy. BoHM BU3HAUarOTh, XTO 1 1110 MOKE POOUTH 3 KOHKPETHUMU (hailiaMH uu
nankaMu, BUXOJSYHU 3 POJIi KOPUCTyBaua. SIKIIO BCE HAJaIITOBAaHO I'PAMOTHO, KOXEH
YYaCHUK KOMaHAM TMpalloe B MEXKax CBOIX MMOBHOBA)KE€Hb, HE MalO4M JOCTYIY MO
KOH(1IEHIIHIX a00 KPUTHYHO BaXKIUBUX (DaiiiiB.

Hanpuxnan, criBpoOITHUKH, SIKI MalOTh 0a30BHii JOCTYI, HE 3MOXKYTh BTPYYaTHCS
B CUCTEMH1 a00 aJIMiHICTpaTUBHI (aiiiiu, K1 3ape3epBOBaH1 JJIsl KOPUCTYBAYIB 13 BUILIUM
piBHeM noctymy. Lle MOXIIMBO 3aBASKM BIPOBAKEHHIO KOHTPOJIBOBAHOTO JIOCTYITYy Ha
ocHoBl poieit (RBAC), o 3abe3rneuye 3po3yMiny 1 O€3MEeUHy CTPYKTYPY yIpaBJIiHHS
daiinamu Bcepenanni WordPress.

Takuii miaXix HE JWINE MABUINYE PIBEHb O€3MeKH, a W JomoMarae yYHUKHYTH
BUMAJKOBUX IMOMUJIOK, SIKI MOXYTh 3aIIKOJUTH POOOTI CanTy.

Kontpons moctynmy Ha ocHoBi posieit (RBAC) — ne oauH 13 HaW3pydHINMX 1
HaHAIIMHIIUX croco0iB opraxizaiii goctymy 10 pecypciB y WordPress. CyTh 11boro
M1X0/y MOJIATAE B TOMY, [0 KOPUCTYBaul OTPUMYIOTh TOCTYTI 10 IEBHUX PO3/LIIB CAUTy
a00 (haiisTiB 3aJI€KHO BIJ TIET PO, SIKY TM IPU3HAYEHO B CUCTEMI.

Takuil miaxiag A03BOJSE YITKO PO3MEXKYBAaTH TMOBHOBAKEHHS MK y4aCHUKaMU
KOMaH/11 a00 KOPUCTYBayaMu CaiTy: KOKEH Ma€ JIMIIE T1 MpaBa, aKi KoMy HEOOX1IH1 st
pobotu. Y pe3ynbrari 3a0e3neuyeThcsi HE TIIbKM 3py4YHE aJAMIHICTpYBaHHsS, a M
NIJBUILEHUN pIBEHb O€3MEeKH, OCKUIbKM 3MEHILIYEThCS PHU3MK HECAHKIIOHOBAHOTO
JOCTYITY 10 BaXKJIMBOI1 1H(hOpMaIIii.

RBAC nonomarae 30epiratu mopsiiok 1 KOHTpPOJb Y BEIUKIM cucreMi, e 0arato
KOPHUCTYBauiB BUKOHYIOTh pi3H1 QyHKIIi. [{e BaxIJIMBO 1 1711 BHYTPILIHBOT €(PEKTUBHOCTI,

1 7151 3aXUCTY JaHHX.

Cepen Takux pimieHb 0co0MMBY yBary 3acinyroBye Jetpack Security, skuit 9acto
OYOJIIOE CNMCKM HAMKpalMX TIUIATiHIB 3aBASKH CBOIH HAgiiHOCTI Ta HIMPOKOMY
dyHKIIOHATY.

VYHiBepcallbH1 IUIariHU 3a3BUYail MOEAHYIOTh 0JIpa3y KUIbKa KIIOUOBUX (PYHKIIIH —
BiJl BEJICHHs >XypHaJliB ayJUTy Ta CKaHyBaHHS Ha HAsSBHICTb HIKiAJIUBOTO KOAY [0

BOyoBaHMX OpaHamayepiB 1 3aco0iB 3aXHCTy INpH BXoAl B cucrteMy. Lle mo3Boisie
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BJIACHMKAM CalTIB 3a0€3MEeUNTH 3aXUCT Ha BCIX PIBHAX 0€3 He0OX1THOCTI BCTAHOBJIFOBATH
JECATKH JTIOJAATKOBUX MOTYJIIB.

Jetpack Security — 11e KOMIUJIEKCHE PIillIEHHS, IK€ aBTOMATU3Y€ KIIOUOBI aCTIEKTH
3axucty WordPress-caiiTiB. 3aBAsSkd TO€IHAHHIO OE3KOIITOBHUX 1 MpeMialbHUX
¢byHKkuii, BiH 3a0e3nedye 0a30BUN piBEHb OE3MEKH HaBITh JJISI HEBEIMKUX IPOEKTIB,
BOJIHOYAC MTPOIMOHYIOUU MOTY>KHI IHCTPYMEHTH JIJIsl OUTbII BUMOTJIMBUX KOPUCTYBAUiB.

Ieit ruarid oXoIUTIOE K MPoUIaKTUYHI 3aC00M, TaK 1 3aCO0M ISl pearyBaHHs Ha
IHIIUJIEHTH, JOMOMAralyvy SK 3armoOirTH 3arpo3aM, TakK 1 IIBUIAKO BITHOBUTHUCS ICISA
3namy. Cepesl OCHOBHUX MOKIIUBOCTEH:

®  3aXWCT BiJ aTak MeToa0M nepedbopy mapoiis (brute force),

e  BeO-monatkoBuii Opanamayep (WAF),

e  (iabTpalis cnamy,

®  aHTHUBIPYCHE CKaHyBaHHS CalTy,

®  MOHITOPHUHT Yacy IpOCTOIO,

®  aBTOMATHYHE CTBOPEHHS PE3EPBHUX KOTMIH,

®  BEJCHHS )KYpHaJIiB aKTUBHOCTI KOPUCTYBayiB,

®  miATpUMKA ABO(AKTOPHOI aBTEHTU]IKaLIIi.

Xo4a OCHOBHI 3aX0/1M O€3MEKH MOYKHA peali3yBaTH BPYUHY, BAKOPHCTAHHS TaAKUX
piuieHs, sk Jetpack Security, 3HayHO MoOJerirye nporec HajJalTyBaHHS Ta YIpaBIiHHS
3aXHCTOM.

OnuH 13 edexkTUBHUX CHOCcOOIB IMIJBUIICHHS O€3MEKH CTOPIHKA BXOJYy JO
WordPress — 3pobutu i MEHIII MOMITHOIO JJi1 cCTOpoHHIX. CTaHgapTHA aapeca TOCTyIy
0  Ta”ed — aaMiHICTparopa — (Hampukian, — www.yoursite.com/wp-admin) €
3arajbHOBIJJOMOIO 1 YaCTO BUKOPUCTOBYETHCS XaKepamu JJisl ClIpOO HECAHKIIOHOBAHOTO
Bxoxy. I1o cyTi, 11e K 3aJUIATH Ha BUAHOTI KJIFOUl Bijl ABEpEit.

[Ilo6 yCKIagHWTH 3aBJaHHS 3JIOBMHUCHHUKAM, PEKOMEHAYyeTbcs 3MiHUTH URL-
azipecy CTOpiHKHU BXoAy. Lle 103Bosisie CTBOpUTH T10aTKOBUI O6ap'ep O€3MeKu, 3HKY0UN
WMOBIPHICTh aBTOMATH30BaHUX aTak. TaKy 3MiHy MOXHa 3pOOHUTH SIK BPY4YHY, MalOuu
FTP-noctyn no daiiniB caiiTy, Tak 1 3a JONOMOIOI CHEIIaJbHOIO IUJIariHa, sKUi

CIIPOCTHUTH MPOIIEC.
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3axuCT MaHes aAMiHICTpallii BijI i00py Mmaposisi, MpoCcTUui Ta eeKTUBHUH C11OCi0
3aXMCTUTH TIaHeNb aaMIHICTpalli BiJ atak Ha mapoJyib — Ie 1iarid Login Lockdown.
[Tnarin MoxHa 3aBaHTaXUTH 3 0(iniiiHoro peno3utopito WordPress.org 3a mocuinaHHiIM:
Login Lockdown.

[Tpunuun #ioro poboTH mosArae B TOMY, IO IPU JOCSATHEHHI MEBHOI KIJIBKOCTI
HeBnanux crpod Bxoay 3 oanoro IP, nieit IP moTpamuisie 10 4opHOTO CIUCKY, 1 AOCTYII 10
caiTy OyiokyeTbcs. el mmarin MoXKHa BUKOPUCTOBYBATU Ha Oyb-SIKOMY THITI CalTIB.

[Ilo0 BcTaHOBUTH IUIariH, NOTPIOHO 3aBaHTMKUTU Ta AaKTUBYBaTH ILIariH
0JIOKYBaHHS Bxoay.HamamryBanns JiariHa JTOCTYTHI 3a aJpecoro:
https://example.com/wp-admin/options-general.php?page=loginlockdown.php.

[Inarin He BUMarae JOJaTKOBUX HalAlITyBaHb, ajie¢ 3a MOTPeOU MOKHA 3MIHUTH

napaMeTpH Ha Balll po3Cy/I.

Settings  Activity (0)

Max Login Retries

Number of failed login attempts within the "Retry Time Period Restriction” (defined below) needed to

Retry Time Period Restriction (minutes)

Amount of time that determines the rate at which failed login attempts are allowed before a LockDow!

Lockout Length (minutes)
How long a particular TP block will be locked out for once a LockDown has been triggered.

60

Lockout Invalid Usernames?
By default Login LockDown will not trigger f an attempt is made to log in using a username that does

es @ No

Mask Login Errors?
WordPress will normally display distinct messages to the user depending on whether they try and log

@ No

Show Credit Link?

By default, Login Lock isplay the following message on the login form:

ey can protect their blogs as wellf they lie. However, y

ink
link, but add ‘rel="nofollow" (ie. do not pass any link juice).
y the credit link.

Update Settings

Pucynok 2.6 — HanamryBanns Jetpack Security

Takox 11 3axucTty Be03acToCcyHKy Ha 0a31 WordPress MoKHa BUpOPHCTOBYBATH
npotokonu SSL a6o TLS.

SSL (Secure Sockets Layer) — 11e TexHOJIOT1s, siKa 3a0e3Meuye Oe3NeKy JaHuX, 110
nepeIaroThess MK BeO-caliToM 1 Horo BifBigxyBadamu. Ll TexHomoris 3axuinae
KOH(D11eHIIIHY 1HQOopMallilo, TaKy SIK OCOOUCTI AaHi, MapoJIi Ta MIATLHKHY 1HPOPMALIO.

3axuct BeO-caiity WordPress 3a qonmomoroto SSL € BakiuBuM 17151 3a0€3M€YEHHS

Oe3nekn JaHUX Ta MIABUINCHHS JOBIpHM KOpHUCTyBadiB. Ha Bcix Hammx caitax

Tomacog P.O. Apk.
[ipoz O.B. KKIKB.KP.6 — 125—-49—-1T13 34
3mn. | Apx. Ne 0okym. Iionuc | Hama




BUKOPUCTOBY€EThCS SSL, 110 Ja€ MOXJIMBICT, OyTH BIIEBHEHUMH B Oe€3Mell JIaHUX
KOpPHCTYBauiB.

Ceptudikar SSL € HeoOXimHuM i Oyab-IKOro BeO-calTy, Akuil oOpoOiisie
KOH(}1eHIIHY 1H(pOpMaIlit0, OCKUIBKU BiH MUQPYE AaH1, 10 MePeaAl0OThCI MK CAUTOM
Ta Horo BiBimyBadamu. Lle yckmamHioe 1ocTym xakepiB 10 1mi€ei iHnpopMmaiii.

SSL Takox momae 3amok HTTPS B aapecHwmii psgok BeO-meperiisiiada, Imo
JIO3BOJIAE BIiJIBIAyBa4aM TIEPEKOHATHCS B Oe€3Mell CcaiTy, MiABUILYIOUM AOBIPY Ta
HAJIHHICTh PeCypCy.

Bcranosnenns ceprudikara SSL Ha BeO-caliT WordPress € BaXXJIMBUM 3 KITBKOX
npuuuH.llo-niepmie, 1me 103BOMSIE CEepBEPY XOCTHUHTY BCTAaHOBIIOBATH Oe3MeyHe
3’eHaHHS 3 BeO-Opay3epami, 10 JoroMarae YyHUKHYTH IOPYIIEHb O€3MEeKH, K1 MOXKYTh
3arposKyBaTu K 0COOMCTIH 1H(hOpMaIlii, TaK 1 JAHUM KJIE€HTIB.

3 uiei npuuunu Google Tenep mrpadye caititu 6e3 ceprudikara SSL. Hanpukiag,
KOPHCTYBaul, Kl HAMararoTbCsl OTPUMATH JOCTYM 0 TaKUX CAMTIB, MOXYTh MOOAUYUTH
nonepepkeHHs "He3axulneHe" adbo "Bare 3’€JHaHHs HE IpUBaTHE'".

TLS posmmudpoByetbes sik Transport Layer Security. Ile npotokon 6e3mekw,
SAKUM 3a0e3neuye 3aXUCT K BeO-cailTy, Tak 1 loro KopucTyBayiB, MUGPYIOUYH BCl JIaHl
1T 9ac mepeaadi Bij KiHis g0 Kinms. 3rigHo 3 Mozilla Developer Network (MDN):

3axuct TpancnoptHoro piBHs (TLS), panime Bigomuii SK piBEHb 3aXHUIIEHUX
cokeTiB (SSL), — 11e MpOTOKOJ, SIKU BUKOPUCTOBYETHCS TpOrpamMamMu jisg 0€3Me4HOro
OoOMiHY JaHUMU B MEPEXKI1, 3aM100ITar0Yy BTPYYaHHIO Ta MPOCIYXOBYBAHHIO €JIEKTPOHHOT
noITH, BeO-cepdinry, oOMiHy MOBIIOMIIEHHSAMHM Ta 1HIIUX MEPEXKEBUX MPOTOKOMIB. K
SSL, Tak 1 TLS € xkJieHT/cepBepHUMH MPOTOKOJAMHU, M0 3a0e3MeuyroTh
KOH(D1ICHIIIHICTE Tepeaadl JaHuX 3a JOTOMOTO0 Kpunrtorpadii, rapaHTyroun Oe3MeKy
MepexxeBuX KoMyHikaiiil. Konu cepBep 1 KJIl€HT BUKOPUCTOBYIOTh TLS, 11e 3a0e3neuye,
II0 HIXTO, BKJIOYAIOYM TPETIO CTOPOHY, HE 3MOXE MIJCIyXaTH YU MiAPOOUTH
MMOB1IOMJIEHHS.

Bci cydachi Opaysepu miarpumytoth npotokosn TLS, Bumararouu Bif cepBepa
HaJaHHs AiiicHoro nudpoBoro ceprudikara, SKM MiATBEPHKYE MO0 aBTEHTHYHICTD,

o0 BCTaHOBUTU Oe3neuHe 3’e€qHaHHA. KIIIEHT 1 cepBep MOXYTh TaK0X B3a€EMHO

Tomacog P.O. Apk.
[ipoz O.B. KKIKB.KP.6 — 125—-49—-1T13 35
3mn. | Apx. Ne 0okym. Iionuc | Hama




aBTEHTU(DIKYBaTH OJWH OJHOTO, SIKIIO KOXKHAa CTOPOHA HAJAacTh BJIACHUN IU(GPOBUI
ceptudikar.

TLS, mo € HacrynaukoM mpotokony Secure Sockets Layer (SSL),
BUKOPHUCTOBYEThCS Il BeO-Opay3epiB Ta IHIIMX IHTEPHET-IIporpaM 1 MPOIECIB, SKi
notpedyroTh 0oMiHy nanumu. Ak TLS, tak 1 SSL € crangapramu Oe3nexu 11 IHTepHery,
xoua TLS € ocranHboi0 Bepcieio mpotokoiay. O6uaBa ceptudikatu MEepeTBOPIOIOTH
HezaxumieHut npedikc URL-agpecu HTTP (mporokon mnepemayl TimepTEKCTy) Ha
HTTPS (3axuienuii mpoTOKOJ nepeiadi TimepTeKcTy).

Ceptudikar TLS 3abesneuye 3axuct BeO-caiity WordPress 1 iHdopmartii
KOPHUCTYBauiB, rapantytoud, mo URL-agpeca mae npedixc HTTPS. Lle Takox nigBumrye
JETITUMHICTh 1 O€3meKy cailTy B ouax MONIYKOBHUX cucTteM, 30kpema Google. TLS
BUKOPUCTOBY€E TMPOIEC, 3BaHMM pyKOocTHUCKaHHsSM TLS, nns Oe3neyHoro 3'eqHaHHS
KopucTyBaua 3 BeO-caiitom. [Iporokon mmudpye maHi HackpizHO, IO 3abe3medye ix
3aXMCT BiJI BTpY4YaHHS 3 OOKYy TpeTix oci0. SIKIo xakep 4d 3JOBMUCHHK HamaraBscs O
MEePEXONUTH JaHl caiTy, 3axuieHoro TLS, BiH Ou moOauuB juiie HaOlp BUMAIKOBHUX
CHUMBOJIIB, a HE BUKOpHUCTOBYBaHy iH(popmariito. Kpim toro, TLS aBTeHTH(IKYE KOXKEH
CeaHC MK KOPUCTyBaueM 1 CEpBEPOM, MEPEBIPSIOYM, 1110 BCi CTOPOHU € 3aKOHHHUMH.
Ceptudikar TLS Takox momomarae miATpUMYBaTH HUTICHICTh BeO-CalTy Ta MOKpAIIye
HOTO permyTallito B MOITyKOBUX CUCTEMAaX.

HassHicts ceprudikata TLS Ha BeO-caiiTi 3abe3meuye 3aXUCT BiJl 3TOBMHCHUX
aTak, XakepiB Ta BUTOKY JaHUX, IO POOWUTH HOTO BAXJIMBUM EJIEMEHTOM CYydacHOl
oesneku B IHtepHeTi. Lle Bxke cranmapT mis Oinbinocti BeO-OpaysepiB. Hampukian,
opayzepu Google Chrome 1 Mozilla Firefox monepemkatoTh KopucTyBadiB, KOJW BOHU
HaMararoTbCs OTPUMATH JOCTyN J0 HezaxuieHux HTTP-caiiTis, mo miaBuIye pusuku
115t 6e3neku. OKpiM IIbOT0, MOIIYKOBI CUCTeMH, 30kpema Google, 3HMKYIOTh pEUTHHTH
BeO-caiiTiB, ski He MatoTh ceptudikara SSL a6o TLS, 1m0 Moxke HeraTUBHO BIUIMHYTH Ha
iX BUTMMICTD y TIOIIYKOBUX PE3yJIbTaTaX.

TLS Takoxx Hajmae 3aXWUCT BiJ MOMUIMBUX IOPUIWYHUX HACIIIKIB, TOB'SA3aHUX 3
00poOkoro kKoHpiaeHITIHHOT iHopMarii. Hanmpuknan, skimio Bed-caiiT 30epirae ocoOucTi

a00 TIaTLKHI JIJaHI KOPUCTYBaudiB O€3 HaJeKHOTO 3aXMCTY, 1€ MOXE MPU3BECTU /0
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CEepHO3HUX IOPUIUYHUX HAcIIKIB. Lle 0coOMMBO BaXKIMBO 1Jist 013HECIB, SIK1 MPAIOIOTh
3 IJIATDKHUMU JJaHUMHU 200 30epiraroTh KOH(1ASHIIHHI MeNYHI 3aMicH, Je Oe3IeKka Mae
KPUTHUYHE 3HAYCHHS.

BaxnBo 3a0e3neunTy MakCUMallbHUN piBEHb O€3MEKU IS BaIloro BeO-cauTy,
MOYMHAIOYM BiJ OCHOB. Xoua ceptudikat TLS € nuiie o1HUM 3 €1€MEHTIB KOMITJIEKCHOT
Oe3MeKu CaiTy, BiH € OJJHUM 13 HAUIPOCTIINX 1 Halle()eKTUBHIIIINX CIIOCOO1B i IBUIITUTH
O€3IeKy Balloro pecypey.

[le mis 3axucTy Be03aCTOCYHKY MOKHA BUKOPUCTOBYTHU ILIAriHU O€3MEKH, Taki
sk 1Themes Security abo Wordfence

iThemes Security npornonye npuBadiuBe pimeHHs: Bcboro 3a 199 nonapis CIIA
Ha HEOOMEXXEHY K1JIbKICTh CAlTIB, IO pOOUTH HOTO BUTITHUM BapiaHTOM y cepi Oe3nexu
WordPress. 3aBigku MO€IHAHHIO MIHUPOKOTO (DYHKIIIOHANTY Ta JIOCTYMHOI LIHM, LEH
IUTariH BHUCTYMNAa€ CEpHO3HUM KOHKYPEHTOM Cepejl MPOBIIHUX PIIEHb ISl 3aXHUCTY
CaMTIB.

iThemes Security crnipaBiisie Bpa)K€HHS OJHOTO 3 HailcliaOIIMX IUIariHiB Oe3neKu
st WordPress cepen mporectroBannx. Xo4a BiH MPOTMOHYE KiTbKa KOPUCHUX (YHKIIIMH,
TaKMX sIK IBO(pakTOpHAa aBTeHTU(IKAIIS Ta MIATPUMKA CKIIATHUX MapoJIiB, Ha IIbOMY HOTO
CHJIbHI CTOPOHH 3aKIHUYIOThCSA. Y HbOMY BiACYTHIN ckaHep wmikianuBoro I3, nemae
MOKJIMBOCTI aBTOMAaTUYHOTO OYHIIEHHS 3apa)XKeHOro calTy, 1 (aKTHYHO HEMae

BOyZI0BaHOTO OpaHaMayepa.

[lixaBum € Te, mo came iThemes OyB mepmuM IUIATIHOM, SKHM TMIJIsTaB
tectyBaHHIO. CrIoyarky, 3 OISy Ha CTPYKTYpy CalTy Ta MPOIEC HaNaIITyBaHHS,
CKJIQJIOCS] BpaKEHHS, 1110 pO3pOOHUKH 100pe po3ymitoThes Ha Oe3neri WordPress. [Ipote
1€ BpaXKCHHS, Ha JKaJlb, HE MIATBEPAUIIOCS Ha MPAKTHUIl — (PYHKIIIOHAIBHICTH TIariHa HE
BIIMOBIZa€ OYiKyBaHHsAM. JSIKmo calWT Hapasi mnpaimroe 3 1Themes Security,
PEKOMEHTYE€ThCSI HETalHO TIPOBECTH MEPEBIPKY HA HASBHICTH IIKIJTMBOTO MPOTPAMHOTO

3a0€e3MeUeHHs 3a JOMOMOT 00 alIbTEPHATUBHUX 1HCTPYMEHTIB.

3 iuHmoro Ooky, iThemes Security Mae uymoBy GyHKIIIO ABOGHAKTOPHOL
aBTeHTu(ikarii. Ham Takox cromob6anocs, sik aerko 0yno 3acrocyBatu reCAPTCHA nHa

wp-login. I, HapemTi, HaJaMITyBaHHs KEPyBaHHS MapoJIIMH KOPUCTYBadiB OyJIH JTyKe
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JNeTaJbHUMHU Ta JeTadbHUMH. KpiM TOro, € Kiuibka NPUCTOMHUX (PYHKIIIHN 3aXUCTy
WordPress , sik-ot O6nokyBanHs BukoHaHHs PHP y mankax. 3a0e3neueHHs Oe3neku
WordPress Bumarae 31aromxeHoi poooTH KoMaHau (axiBIliB, SKI MOCTIHO aHAJI3YIOTh
HOBITHI TUIM LIKIJIJIMBOTO IPOrPaMHOTO 3a0€3MeUeHHs Ta BPA3JIUBOCTI, 10 CTOCYIOThCS
WordPress. Ix 3aBnaHHs — mepeTBOPIOBATH 11i 3arPO3K HA OHOBJIEHHS /111 OpaHAMayepa
Ta CHUTHATYPH JUIsl BUSIBJICHHS IIKIJIMBUX KOJIB, a TIOTIM ONEPATHBHO MEpeaaBaTH Iii
3aXMCHI MEXaHI3MU KOPUCTYBauyaM y peKHUMI pealbHOro vacy.

Wordfence mo mpaBy BBaKa€TbCs MPOBIAHOIO KOMaHIOI Yy cdepi Oe3nexu
WordPress Ha CBiTOBOMY piBHi. IXHilf IUIariH HPONOHYE NOBHOLIHHMI KOMILIEKC
IHCTPYMEHTIB JIJIsl 3aXUCTy CaMTiB, 1 camMe MOCTIMHI TJIMOOKI JOCHIKEHHS KOMaHIU
Wordfence nexaTb B OCHOBI Ti€i HAIIHHOCTI, 3a KY iX LIHYIOTbh MUIbIOHU KOPUCTYBaiB.

Bapto 3a3nauuth, mo ais Wordfence 6esnexka WordPress — 11e He nuiie yacTuHa
013HeCcy, a OCHOBHa crieniaiizamis. BoHrn MOBHICTIO 30Cepe/keHl camMe Ha LIl ramy3i.
Kommnanis miarpumMye mijao1000By Mi>KHAPOIHY KOMaH 1y pearyBaHHs Ha 1HIIUJEHTH, sSKa
3a0e3Meuye OMepaTUBHY JIOMIOMOTY — MPIOPUTETHUM KJII€EHTAM TapaHTY€EThCS BIJIMOBIb
Ha KPUTUYHY 3arpo3y MPOTATOM OJHI€T TOAMHU. 3aBIsKku Takomy miaxony Wordfence ne
MIPOCTO 3aXMIIAE CaliTH, a BCTAHOBIIIOE CTaHJAAPTH Oe3reKku B ekocucteMi WordPress.

VY iioro apcenani: Opanamayep KiHIIEBOT TOYKH, TOTYKHUN CKaHEP 3JIOBMHCHOTO
[13, 3axucT BXxoay (BKJIIOUAOUH MBO(AKTOPHY aBTEHTU(IKAIIIO), @ TAKOXK MOMKIJIUBICThH
MOHITOPUHTY TpadiKy B peaJlbHOMY 4aci, IO J03BOJISIE MIBUIKO BUSBIATH MIT03pLTY
aAKTUBHICTb.

Kanaun 3axucTy Bij 3arp0o3 NOCTIMHO OHOBJIIOE CUCTEMY HalCBIKIIIIMMU IIPABUIIAMU
OpanaMayepa, curHarypamu wmkiamuoro II3 Ta cnuckamu Hebesneunux I[P-ampec,
3a0e3mneuyour MpoakTUBHUHN piBeHb Oesmeku. Oxpim 06azoBoro 3axucty, Wordfence
MPOTIOHY€E THYYKI 1HCTPYMEHTH Jig OJIOKYBaHHSI JOCTYNY 3a KpaiHaMH, OOMEKEHHS
YaCTOTH 3aMuTiB, BUABIICHHS 3MiH y Qaitnax sapa WordPress 1 6arato iHmoro.

Kpim ocHoBHuX QyHKIH 3axucty, Wordfence Security Hajae geTalbHUI )KypHAT
NOJ1M, IKMI JO3BOJISIE BIJICTEXKYBATH BC1 JI1i KOPUCTYBAUIB 1 MOTEHIIIMHI 3arpo3u Ha CalTI
— Big cpo06 Bxomy 1o 3MiH y daiinax. Ile mae 3mMory amMiHicTpatopaMm pearyBaTd Ha

THIUJICHTH BUIKO 1 OOTPYHTOBAHO.
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https://www.malcare.com/blog/wordpress-hardening/
https://www.malcare.com/blog/wordpress-hardening/

Takox marid MiATPpUMYE IIEHTpaIi30BaHE KepyBaHHS O€3IMEKOI0 ISl KUIBKOX
caiitiB yepe3 Wordfence Central, 1110 0co011BO 3py4yHO ISl pO3POOHUKIB, ar€HTCTB Ta
aZIMiHICTpaTOpiB BeNMMKUX MpoekTiB. Kpim Toro, xkomanma Wordfence perynspHo
nyOoJTiKy€e 3BITU Ta aHAJIITUKY I0JI0 HOBUX BPA3JIMBOCTEH y IUIariHax Ta TeMax, IO
JI0TIOMarae KOpucTyBauaM BYaCHO BXKMBATH MPEBEHTHUBHUX 3aXO/I1B.

VY pesynbrati Wordfence — 1e He MpOCTO 3aXUCHUM IUIariH, a CIpPaBXKHS
eKocucTema Oe3leKkH, ska 3a0esnedye SK TEXHIYHMM 3aXHUCT, Tak 1 iHdopMaliiHy

HIATPUMKY JAJIs1 HOCTIHHOTO BAOCKOHaNIEHHs KiOepririenn WordPress-cailTis.

3axuct caiity Ha WordPress 11e HeOOX1IHICTh Y CydacHOMY LIU(PPOBOMY CBITI.
BripoBaykeHHSI TPaMOTHOTO KOHTPOJIIO JOCTYIy Ha OCHOBI pPOJieH, BHKOPHUCTAHHSI
3BOPOTHOTO MpOKCI Ta BcTaHOBIeHHS cepTudikarie SSL/TLS cyTTeBO miABHUILYIOTH
piBeHb Oe3mneku. BuxopucTanHs HaAiMHUX TUIariHiB, Takux sk Jetpack Security uum
iThemes Security, gomomarae e(eKTHBHO 3amoOIrTé 3arpo3aM 1 30€pertu JoBipy

KOPHCTYBaUiB, 1110 € KJIFOYOBUM JIs1 YCHIIITHOTO OHJIaitH-013HECY.
2.3 Ilix0ip nuarina

3abe3neuyenns 6esnekn WordPress moTpedye poOOTH KOMaHIU CIIEIiali30BaHUX
aHAJITUKIB, SIK1 MOCTIMHO JOCIIKYIOTh HOBITHI 3arpO3H, TaKi K IIKiJJIMBE MpOrpaMHe
3a0e3neueHHs Ta eKCIUIONTH. BOHM CTBOPIOIOTH BIAMOBIIHI IpaBuUiia s OpaHaMayepa
Ta CUTHATYPH AJI BUSBICHHS IIKIJUIMBUX MPOTPaM 1 ONEPaTUBHO HAJAIOTH 111 OHOBJICHHS

KJIIEHTaM y PEKHMI peasibHOTO Jacy.

Wordfence cipaBii 3aCiTy’€HO BBaXa€ThCS OJIHIEIO 3 HAMKpAIUX KoMaHa y cdepi
6esneku WordPress. Ixniil mmarin oXommoe Bci OCHOBHI acleKTH 3aXHCTy CaiiTy, a

OCHOBHA CHJIa — 1€ TIIMOO0K] aHAIITUYHI JOCIIJKESHHS, SIK1 IIOCTIMHO OHOBJIIOIOTH 3aXUCHI

MEXaHI13MHU.
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Wordfence

Overview & Review

Pucynok 2.7 — Wordfence Security

Ha Biaminy Big Oaratbox 1HIINX cepBiciB, st Wordfence 6esmneka — e He mpocTo
OJIMH 13 HaAmpsIMiB poOOTH, a TOJOBHA criemiami3aiis. Oco0JuBO Bpaxae Te€, 1[0 BOHU
MaloTh LIJ01000By MIDKHApPOJIHY KOMAaHIy pearyBaHHs, sKa 3[JaTHa BHUPILIYyBaTH
IHIMACHTH OYKBaJlbHO 3a TOJAWHY, IO KPUTHYHO BAXJIMBO JJIA BEJIMKUX CaWTIB 1

CEepHO3HMX MPOEKTIB.

Wordfence Security € moTy>kHUM IHCTPYyMEHTOM KOMITJIEKCHOTO 3aXHUCTY CAlTIB HA
WordPress. Bin Bkitowae OpaHaMayep KIHIIEBUX TOYOK, CKaHEp IIKIIJIMBOIO
IpOrpaMHOro 3a0e3NeyeHHs, po3MupeHi (QYHKIIT 3aXUCTy MiJ Yac BXOJY, Meperisii

TpadiKy B peaTbHOMY Yaci Ta 6araTo iHIIUX MOKJIUBOCTEH.

3aBIsKM TOCTIMHO OHOBJIIOBaHIN cTpiulll 3arpo3, Wordfence 3a0e3neuye calt
aKTyaJbHUMHU TIpaBWJIaMH OpaHaMmayepa, CUTHaTypaMd WIKIJJIMBUAX TpOrpaM Ta
criuckamu HeOesneyHux [P-ampec, mo mo3Bosise e€EeKTUBHO pearyBaTH Ha HOBITHI

Kibep3arposu.

HasBnicts nBodakTopnoi aBteHTHdikamii (2FA) Tta mmpokoro Habopy
nonaTkoBux (yHkiii poouts Wordfence oguuM 13 HaWMOBHIMIMX Ta HaWHAMIMHIIINX

pilIeHb 1 3a0e3redeHHs Oe3neky calTiB Ha maTtdopmi WordPress.

bpannmayep Wordfence noOyaoBanuii Ha OCHOBI HaOOpy creliai30BaHUX
npaBui, SKI BHUSBISAIOTH 1 OJOKYIOTh TMOLIMPEHI THUMM aTaK, 110 AaKTUBHO
BUKOPUCTOBYIOTbCS B peanbHOMY cepenoBuiii. [[i mabmoHu arak MarmTh YiTKO

BU3HAUYCHY CTPYKTYpY U HE MOTpeOyIOTh CKJIaIHOI OOpOOKHU AJi aHali3y 3anuTiB. KpiMm
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TOro, OpaHaMayep 3acTOCOBYE 3arajbHi IIa0JOHM, IMO JIO3BOJISIIOTH BUSIBISATH
MOTEHIIMHO HeOe3MneYHi 3aluTh HaBiTh 0€3 TOYHOI BIJIMOBIJIHOCTI BIJIOMHUM 3arpo3am.
Taxki 3araibHi MpaBuUiia JOMOMAaralTh 3ano0irTd atakaMm HysiboBoro nus (0-day), xomu
XaKepu HaMararoTbCs BUKOPUCTATHU 1€ HE BUITPABJICH]1 BPa3IuBOCTI.

OnHoByeHHS mpaBWil OpaHAMayepa BiOyBaeTbCcs aBTOMAaTUYHO — 0€3 moTpedu B
pyyHOMY BTpy4aHHi KopuctyBaua. Wordfence 3aBaHTaxye akTyasbHi paBuja O€3MeKu
3 BJIACHOT'O LIEHTPY MEPEKEBUX ormepariii. JIjisi mpeMiyM-KOpUCTYBaYiB 11€ OHOBJICHHSI
3MIIACHIOETHCS B PEXKUMI PEabHOTO Yacy: IOMHO 3'SBIIIE€THCS HOBA 3arpo3a, OpaHamayep
o/ipa3y oTpuMye HOBI mnpabwmia 3axucTy. Cepsepu Wordfence «miHTYyIOTE» cailT, 1100
1HIIIFOBATH MUTTEBE OHOBJIEHHS Ta 3a0€3II€YUTU MaKCUMAILHUI 3aXUCT.

KopucryBaui 6e3xomtoBHOT Bepcii Wordfence Takok OTpUMYIOTH 11 OHOBJICHHS,
ase 3 3arpuMkoro B 30 JIHIB, 10 HAJAa€ MIPEMiyM-KOpPUCTyBayaM JI0JaTKOBY MepeBary y
IIBUIKOCTI peaKifii Ha HOBI Kibep3arposu.

IlepeBarn Wordfence:

- Iloryxnuit Opannmayep (WAF): 3axumiae cailT mie a0 3aBaHTaKCHHS
WordPress, BusiBisie Ta 6J10Ky€e BiIOM1 Ta HOBI THIIH aTak.

- Cxanep mkignusoro I13: nepeBipsie daitnu siapa, Tem, miaridis i 0a3y JaHUX
Ha BipycH Ta MoaudiKallii, OpiBHIOE 3 opuriHaabHuMU (aiimamu WordPress.

- MoHiTOpUHT y peanbHOMY dYacl: B1JIOOpa)ka€ aKTHBHICTh KOPHUCTYBadiB,
cpoOu Bxoay, 3a0snokoBadi [P, migo3pinuii Tpadik.

- JIBodaktopHa aBteHTHdikamis (2FA): momaTkoBuUi 3axUCT O0O0JIIKOBOTO
3amucy aJMiHICTpaTopa.

- ABTOMAaTHYHI OHOBJICHHS  TpaBui  O€3MeKu: MNPeMiyM-KOpPUCTYyBaui
OTPUMYIOTh OHOBJIEHHSI MUTTEBO, OE3KOIITOBHI — 13 3aTPUMKOIO.

- I'moGanbna 6aza IP-agpec: aBToMaTtuyHe OJOKYBaHHS MIAO3PUIAX 1
mkianmuBux [P-anpec.

Hepnoaniku Wordfence:

- BrmumB Ha NpPOAYKTUBHICTH: MOXE CIOBUIBHIOBATHM CAaMT, OCOOJMBO Ha

c1a0KOMY XOCTHUHTY.

Tomacog P.O. Apk.
[ipoz O.B. KKIKB.KP.6 — 125—-49—-1T13 4]
3mn. | Apx. Ne 0okym. Iionuc | Hama




- bararo ¢yHKIi TUIBKM y TUIATHIA BEpPCIIMUTTEBI: OHOBJICHHS TMPaBUI
baepBoa, po3IMIMPEHE CKaHyBaHH, MiATpUMKa 24/7.

- Bumarae HanmamTyBaHb: NI ONTUMAIbHOI pOOOTH KOPUCTYBady MOTPIOHO
po3yMiTi ocHoBH Oe3rieku WordPress.

- Benmuka KiUIBKICTh CIOBIIEHb: HOBAUKIB MOXYTh INEPEBAHTAXUTH YacCTi
MOB1JIOMJICHHS Ta TOTEPEIKEHHS.

Wordfence € onnum 13 HallehekTUBHIIUX TUIariHiB Oe3meku ans WordPress,
0CO0JIMBO AKIIIO HUM KOPUCTYETHCS JOCBIIYEHHUH aAMIHICTpaTOp abo cailT po3MilleHO Ha
MPOIYKTUBHOMY XOCTUHTY. BosHo4ac, 11100 oTpuMaTy MOBHUM HaO1p PYHKIIIHA, TOLIIBHO
CKOPHUCTATHUCS IPEMiyM-BEPCI€IO.

Sxuio He 3a0e3neuyBaT HanexxHe oOciyroByBaHHs WordPress caiiTy, BiH MOxke
CTaTH BPA3JIMBHUM J0 aTtak mkigmsoro [13 ta cnamy. Tomy A KO)KHOTO KOpHCTyBada
WordPress Ham3Bu4aiiHO BaKJIMBO MOJ0ATH MPO 3aXUCT CBOro pecypcy. OaHum 13
HaJIMHUX IHCTPYMEHTIB IS 1IbOTO € muiarid iThemes Security, sikuif BAKOHY€E TIEPEBIPKY
CaliTy Ha HasIBHICTh BPA3JIMBOCTEH 1 I0NIOMAarae BUacHO BXKUTH 3aXOJ1B ISl 3a001raHHsI
aTakam.

Opnak, sKIO MOTPIOHO KOHTPOJIIOBATH O€3MeKy KIJIbKOX CalTiB OJHOYACHO,
IPOLEC CKaHYBaHHSI KOKHOTO OKPEMO MOXKE CTaTH TPYJIOMICTKUM. Y TaKOMY BHIIaJKy
nonioBHeHHsT InfiniteWP iThemes Security Addon 103Bossie 1I€HTpai30BaHO
neperiasgaTd BCl 3HaWJIEHI BPa3JIMBOCTI Ha KUIbKOX cailtax WordPress, mo 3HauHO
€KOHOMMUTD Yac 1 CIPOLIY€ aJAMIHICTPYBaHHS.

iThemes Security — 1ne mnarin mus 3axucty WordPress-caiiTiB, skuii Hagae
MIMPOKUI HAO1p ITHCTPYMEHTIB, CIPSIMOBAHUX Ha 3aro0iraHHsl pi3HOMaHITHUM 3arpo3am
1 Bpa3IMBOCTSM O€3MEKH.

iThemes Security Mo3uIlIOHYy€EThCS SIK IUIAriH s 3axucty WordPress-caiTis,
OJIHAaK MOMY HE BHCTA4ya€ KIIOYOBHUX KOMIIOHEHTIB MOBHOILIIHHOTO 3aXUCTy — 30KpeMa,
ckaHepa mkijmBoro [13, cucteMu ouninieHHs 3apakeHb 1 OpaHamayepa. bararo 3 ioro
byHKL1H OLIbIIEe CX0XK1 HAa POPMaABHICTD, HI’K Ha pealibHI 3aX0AH1 O€3MeKH.

Hanpuknan, mmariH 3asBise Tpo 37aTHICTh 3amo0iraTd arakaM Ime 10 iX

BUHUKHEHHS, BIJICTeXYIOUM Bpa3nuBocTl. IIpore (akTU4HO BIH HE MNOBIAOMIISE
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KOPUCTYBaua B PEXHUMI pEaIbHOr0 4Yacy M OOMEXYEThCS JUIIE MOTHKHEBUMU

CJICKTPOHHUMM JINCTaMH 3 1HPOPMAITIEI0 PO BUSBJICHI 3aTPO3H.

iThemes

Security
Pro

Pucynok 2.8 — iThemes Security

Xou y TuiariHi Bce X € KUIbKa KOPUCHUX (PYHKIIH, sIKI MIHCHO MPaIOI0Th, iX
HEJOCTaTHBO JJIsi KOMIUIEKCHOTO 3axucty. Cam cailt iThemes A BIacHOTrO 3aXHCTy
BUKOPUCTOBYE 1HIIMK MUIariH O€3MeKu, 110 CTaBUTh MiJ CYMHIB €()eKTHUBHICTb IXHbOT'O
BJIACHOTO MIPOIYKTY.

[Inarin iThemes Security He Mae MOBHOLIIHHOTO OpaHAMayepa, Xxoua po3pOoOHUKH
3asIBJISIIOTh TIPO MOKJIMBICTH OsiokyBaHHs [P-aapec. HacnpaBai usg ¢yHkuis mpaigoe
HecTaO11bHO a00 30BCiM Hee()EKTUBHO. 3aXUCT Bijg OOTIB, SIKUW MPOTIOHYETHCS, TAKOK €
Ty’)Ke OOMEXKEHMM — 3aMiCTh (PinbTpallii mKigIuBoro Tpadiky BiH MPOCTO OJOKyeE
IHJEKCAIlI0 CalTy TOITYKOBUMH CHCTEMaMH, 1110 MO>KE HaBITh HAIIKOJUTH BUIUMOCTI
pecypcy.

KopuctyBauam 103BosI€THCS 3a00pOHATH TOCTYT 11 ieBHUX [P-anpec abo user-
agentiB BpydYHy, a TaKOXX BHUKOPHUCTOBYBaTH TOTOBHUW CHHCOK 3a00pOH  Bif
hackrepair.com. IIpote ui ¢pyHKIIIT peani3yroThCsl yepe3 peAaryBaHHs KOHQIrypauiiHux
daiiniB cepBepa, Takux sk .htaccess uu nginx.conf. 1{i daiinm niiicHO AyKe MOTYXHi, ae
CKJIQJHI Y BUKOPHCTAaHHI, OCOOJIMBO JUIsl HEJOCBIJYCHHX KOPHUCTYBAuiB. YTIPABIIHHS
OunmMu abo vopHumH conuckamu I[Py Takux (aitiax Moxke OyTH HE3pyUYHUM,

TPYJIOMICTKHM 1 PU3BECTHU J0 MMOMUIJIOK Y POOOTI CaiTy.

Tomacog P.O. Apk.

[lipoz O.B. KKIKB.KP.b — 125 - 49 —-T13

43

3mn. | Apx. Ne 0okym. Iionuc | Hama




IlepeBaru iThemes Security

- Ilpoctuil y BUKOpUCTaHHI: 1HTYITUBHO 3pO3yMiIuil iHTEpdeic, MiaX0AUTh
HaBITH JIJI1 HOBAYKIB, IIIBUJIKE HAJAIIITYBAHHS 3a JOIIOMOTOI0 MaiicTpa KoH(pirypartii.

- bazoBuii HaOip ¢yHkIiA Oe3meku: 3axuct Bij brute-force artak (minOip
naposisi), OOMeXeHHsI KIJIBbKOCTI crpoO BXOJIy, MPUXOBYBaHHsS CTOpiHKH Bxoay (login
page), BUSIBJICHHSI 3MiH Y (ailinax cairy.

- IligTpumka aBodakTopHOi aBTeHTUDIKaMil (2FA): moaae 101aTKOBUM PIBEHB
3aXUCTY I BXOAY B aIMIHKY

- Email-crioBimenns: I[loBigomyieHHST NMpo BakJIWBI TMOAIT Oe3meku (3MiHU
daiiniB, mia03piIl BXOAU TOIIO).

- Inrerpauis 3 InfiniteWP: 3pyuno kepyBaTtu kinbkoma caiitamu WordPress 3
€IMHOTO 1HTEepdeiicy.

Henouaiku iThemes Security

- BixgcyTtHicTh BOymOBaHOTO OpaHaMayepa: HEMae IMOBHOLIIHHOTO (aepBoia
JUISl 3aXUCTY Ha PiBHI cepBepa, sk y Wordfence.

- Hewmae ckanepa Ta ounmienss mkigmuBoro I13: miaria He MOXe BUSBUTH YU
BUJIAJIUTU BIpyCcH abO0 IIKIJIUBUHN KOJI.

- OOmMmexeHicTh (QYHKIIA y OE3KOIMITOBHIA Bepcii: 0arato KOPUCHUX
MO>KJIMBOCTEN AOCTYIHI Juiie B Pro-Bepcii.

- Jesxi ¢ynkuii mpamoroTh  uepe3  .htaccess/nginx.conf: st 3MiHH
yopHoro/6iioro criucky I[P moTpiOHO penaryBatu cepBepHi KoHDiryparliitHi ¢aitim, 1o
CKJIAJHO TSI MOYaTKIBIIIB.

- 3axucrt BijJ 00TiB — cIa0OKuii: peanqizoBaHUM MOBEPXHEBO, MOXKE BIUIMBATU HA
1HJICKCAIIII0 CAlTy B MONTYKOBUX CUCTEMAX.

Jlns HanamtyBaHHs Oe3neku cailTy Oyzae BUKopucToByBaTuch marin Wordfence,
OCKIJIbKM BiH 3a0e3neuye KOMIUIEKCHUHM 3aXUCT BiJ] aTak, MiAOOpy MapoJiiB, CKaHyBaHb
Bpa3IMBOCTEHN Ta 1HIIKX Ki0ep3arpo3. Kpim toro, Wordfence no3Bosisie ierko kepyBatu
MOJITUKAMU O€3MeKH Yepe3 3po3yMutuil 1HTepdeic aaMiHiCcTpaTopa, 3a0e3neuyroun
e(eKTUBHUHN 3aXUCT caiiTy 0€3 He0OX1THOCTI B IITMOOKMX TEXHIYHUX 3HaHHX. [le poOuTh

MOro HaAIHUM PILIEHHM JIs 3aXUCTy cailTiB Ha WordPress.
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BuCHOBOK 10 APyroro po3aiia

WordPress € Haa3BU4ailHO MOMYJSAPHOI Ta €()EKTUBHOI IUIAT(HOPMOIO IS
CTBOpPEHHSI BeO-CalTiB 3aBISKH CBOIM THYYKOCTI, 3pYYHOCTI Ta BEJIHKIA KIJIBKOCTI
JOCTYIHUX po3iupeHb. [IpoTe came ii MOMMpPEeHICTh POOUTH 1F0 CUCTEMY ITPUBAOIHUBOIO
LTI J171s1 3710BMUCHUKIB. OCHOBHI 3arpo3u Oesrieri moB’si3ani He 3 sapom WordPress, a
31 CTOPOHHIMH IUIariHaMM Ta TEMaMH, $IKI 4YacTO CTalOTh JIKEPENIOM KPUTHUYHUX
BpPa3JIMBOCTEMN.

o0 3abe3neunTy HAAINMHUI 3aXHCT BeO-CalTy, BaXKJIMBO MOEAHYBATH TEXHIUHI
3aco0u Oe3neKu — SK-OT OHOBJIEHHS, (DUIbTpaIlisl JaHUX, BUKOPUCTAHHS 3aXHUIICHUX
IJIariHiB  — 13 MIBUIIEHHSM BJIACHOI 0013HAHOCTI MmoA0 Kibep3arpos. Jlumie
KOMIUIEKCHHHM 1 CBIIOMUHN MiAXIJ A0 O€3MeKH T03BOJIUThH MOBHOLIIHHO BUKOPUCTOBYBAaTH
Bci nepeBaru WordPress 1 BoJjHOYaC YHUKATH CEPHO3HUX PU3BHKIB.

Oco0:11BO €(pEeKTUBHUM € BIIPOBAKEHHSI CIIEI1a1130BaHUX 1IHCTPYMEHTIB O€3MeKu
— takux sk Wordfence, sikuit 3a0e3neuye haepBoJi, CKaHEep BPa3JIMBOCTEH, 3aXUCT BXOY,
MOHITOPUHI TpadiKy B peKHMMi peaqbHOTo 4acy, 0jokyBaHHs [P-agpec, mo migo3piyio
cebe MoBOAATH, a TAKOXK aBTOMAaTWYHE CIOBIMICHHS MPO MOTEHIHHI 3arpo3u. Lle mae
3MOTY CBO€YaCHO pearyBaTh Ha OyJib-SKI CIPOOM HECAHKIIIOHOBAaHOTO JOCTYIy Ta
3MEHILUTH PU3UKH 3]1aMy.

KoMmmiekcHuil miaxig o0 3axUCTy — pa3oM 13 MiABUIIEHHAM OO013HAHOCTI
KOPHCTYBaviB, HaJalITyBaHHSIM PE3EPBHOTO KOIMIIOBaHHS, BUKOPUCTAHHAM CKJIQJIHHUX
napoJiiB i ABoGaKTOPHOT aBTEHTU(DIKAITIT — € 3aTTOPYKOI0 CTAaOUTFHOT Ta 0€3MedHOT poO0TH
caiiTy B yMOBaxX IOCTIHHO 3pocTarouux KiOep3arpos. Jluine cucteMHa W IMpOaKTHUBHA
Oe3rneka J03BOJIMTh BJIACHUKAM CaWTIB YHUKATH CEPUO3HHX MpoOJieM 1 3a0e3MeUuTH

JIOBrOTPUBAJY TOBIPY 3 OOKY BiJ[BilyBayiB 1 KJII€HTIB.
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PO3/1J1 3 HAJTAIITYBAHHSA TA TECTYBAHHA

3.1 HanamryBaHHA IUIariHy

Jlns HanmamTyBaHHs O€3MeKu calTy OyJie BUKOpHUCcTOBYBaTUCh muiariH Wordfence
Security, ockinpku BiH 3a0e3neuye HaIIWHUN 3aXUCT BiJl 3JIOBMUCHUKIB, BKIIOYA€E
byHKIIT OpaHMayepa, CKaHepa Ha BIpYCH Ta THCTPYMEHTH JIJISI MOHITOPUHTY aKTUBHOCTI
Ha CailTi.

[ToTpi6HO 3aiitu Ha caiit WordPress, BuOpatu noTpiOHUII MIaridH Ta BCTAHOBUTH.

AT Wordfence

You have successfully installed Wordfence 7.9.1

I} Register with Wordfence to secure your site with the latest threat intelligence.

GET YOUR WORDFENCE LICENSE

Installed Plugins

Pucynok 3.1 — Bcranosnenns miariny Wordfence

HagmamryBanus Opanamayepa

[Ticas ycmimHOro BCTaHOBIEGHHS Ta akTuBauii ruiarina Wordfence Security,
BIJIKPUBAETHCS IOTO TOJIOBHE MEHIO, JIe KOPUCTYBAa4 MOXKE O3HAOMHUTHUCS 3 OCHOBHUMHU
(GYHKIIOHATbHUMH MOKJIMBOCTAMHU. Y IIbOMY BIKHI BiJOOpa)kaloTbCs TaKi KIIFOYOBI
KOMIOHEHTH, sk Opanamayep (Firewall), ckanep (Scan), a TakoX HajamTyBaHHS
MOBIJIOMJIEHb, IHCTPYMEHTH J1arHOCTUKHU Ta iHTerpauist 3 Wordfence Central.

Lle#t inTepdeiic no3Bosge po3nodatd 0a30Be HAIAITYBAHHS 3aXHUCTy CaWTy,
30KpeMa aKTHUBYBAaTH PEKUM HaBYaHHsS Il OpaHIMayepa, 3amyCTUTH CKaHyBaHHS
CUCTEMH, I €HATH CAUT 10 IEHTPAII30BaHOI TaHENl KepyBaHHS O€3MeKol Ta

NepeTIIsiaT! CIOBIIICHHS PO MOTEHIIIIHI 3arpo3H.
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Wordfence Protection Activated

Premium Protection Disabled

As a free Wordfence user, you are currently using the
Community version of the Threat Defense Feed.
Premium users are protected by additional firewall
rules and malware signatures. Upgrade to Premium

Firewall Scan today to improve your protection.
WAF Currently in Learning Mode Detection of security issues
- UPGRADE TO PREMIUM LEARN MORE
Manage Firewall Manage Scan ]
Notifications Wordfence Central Status
M Wordfence [ ] Wordfence Central allows you to manage Wordfence on multiple sites
Wordfence Terms of Service and UK IDTA ® © ® from one location. It makes security monitoring and configuring
Dashboard (@ Wordfence easier.
Please review the updated Terms of Service with the new UK IDTA. o .
Connect This Site Visit Wordfence Central
TERMS OF SERVICE UK IDTA
Tools Help Global Options
Live Traffic, V\!hois Lookup, Import/Export, @ Ein e coaemiiahion il ekt Q Manage g\oba\.optlons for Wordfence such
and Diagnostics as alerts, premium status, and more
Firewall Summary: Attacks Blocked for wpressdoc.com Total Attacks Blocked: Wordfence Network
(A No Data Available Durina Learnina Mode n 30 Days

Pucynok 3.2 — I'onoBHa naHesnb kepyBaHHs riarinoM Wordfence micis aktuBartii

3aXHUCTY.

[Ticast BcTaHoBneHHs Twiariny Wordfence KopucTyBau mepexonuTh OO PO3ALLY
Firewall, ne aktuByerhcsi BeOgaepBoJI 11 3aXUCTy caidTy. Ha CKpiHIIIOTI BUJIHO, 110
daepBoa Hapasi npairoe B pexuMi Learning Mode — pexxuM HaBUaHHS, B IKOMY ILIariH
aJanTyeTbcsl A0 TMOBEIIHKUA CalTy, BUBYA€E HOPMaJbHY AaKTHUBHICTh KOPHUCTYBadyiB i
BiJIBiyBadiB. PEKOMEHIOBAHO 3aJMIUTH 1€ PEKUM AKTHUBHUM TPOTITOM TEPIIOTO
TUKHS, 100 YHUKHYTH XUOHUX CIIPAILIOBaHb.

e  Web Application Firewall (35%) — ¢aepBon Be63acTOCYHKIB, aKTUBHUI Y
PEeXHMi HaBYaHHS.

e  Firewall Rules: Community (70%) — Ha0ip 3aXMCHUX MpaBUJ 13 CHOIJIBHOTH,
OHOBITIOETHCS 3 3aTPUMKOIO (Y TIPeMiyM-Bepcii OHOBJICHHS BiIOYBAIOTHCSI MUTTEBO).

e Real-Time IP Blocklist: Disabled (0%) — ¢ynkiis 61okyBanus [P-agpec y
pealbHOMY Yacl HeJIOCTyITHa y O€3KOIIITOBHIM Bepcii.

e Brute Force Protection (100%) — 3axuct Big arak mnepedopy mapoJiB
aKTUBOBAHO.

e Rate Limiting — oOMeKeHHSI aKTUBHOCTI Mi103p1auX 00TiB a00 CKaHepiB, sIKi

MEePEBUITYIOTh JIIMITH 3aIUTIB.
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e Blocking — moxnuBicTs OmokyBaHHsS Tpadiky 3a KpaiHorw, IP, user-agent

TOIIO.

e All Firewall Options — noctyn 10 BCIX HajalmTyBaHb (aepBoIy.

VY HKHIN yacThHI iHTep(eicy po3TanioBaHo OJIOK 13 JAHUMHU 11010 3a0JI0KOBAaHUX

IP-anpec, oiHaK M1 4ac peKMMY HaBYaHHS CTAaTUCTHKA III€ HE JIOCTYITHA.

When you first iostall the Wordfence Web Application Firewall, it will be in learning
mode. This allaws’l{anﬁence 1o lear about your site so that we can understand how
to protect it and how to allow normal visitors through the firewall. We recommend you
let Wordfence learn for a week before you enable the firewall

MANAGE FIREWALL LEARN MORE

M Wordfence

Web Application Firewall Firewall Rules: Community
® Currently in Learning Mode Currently in Learning Mode
Firewall Manage WAF Upgrade to Premium
Rate Limiting

Block crawlers that are using too many resources or stealing content

Help
y/ Find the documentation and help you need

Top IPs Blocked

No Data Available During Learning Mode

As a free Wordfence user, you are currently using the Community version of the Threat
Defense Feed. Premium users are protected by additional firewall rules and malware
signatures. Upgrade to Premium today to improve your protection

UPGRADE TO PREMIUM LEARN MORE

Real-Time IP Blocklist: Disabled Brute Force Protection
Blocks requests from known malicious Stops Password Guessing Attacks
IPs

Manage Brute Force Protection
Upgrade to Premium

Blocking
Block traffic by country, IP, IP range, user agent, referrer, or hosiname

All Firewall Options
Manage global and advanced firewall options

Firewall Summary: Attacks Blocked for wpressdoc.com

No Data Available During Learning Mode

Pucynok 3.3 — Intepdeiic pozniny Firewall micist BcranoBinenns Wordfence

Jani ciig mepeiTy A0 po3auly HajamTyBaHHS OpaHaMayepa. Y BiAMOBITHOMY

OYHKTI MEHIO BIAKPHUBA€THCA JAOCTYIl 10 IapaMeTpiB, /€ MOKHa akTHUByBaTu Web

Application Firewall, Bubpatu pexum itoro poootu, 3aj1atu npasuiia ¢iuabTparii Tpadiky

Ta YBIMKHYTH 3aXUCT Bija atak tumy Brute Force. ¥ mpomy xk po3aini BigoOpakaeThes

CTAaTUCTUKA 3a0JIOKOBAHMX 3arpo3, a TaKOXX HA/IAa€TbCad JOCTYH JO PO3LUIUPEHUX

HaJalITyBaHb JJIs1 OUTBII THYYKOTO KEpyBaHHS CUCTEMOIO O€3IMEKH.

Basic Firewall Options

Web Application Firewall Status Protection Level Real-Time IP Blocklist

Learning Mode: When you first install the Wordfence Basic WordPress Protection: The plugin will load as a Premium Feature: This feature blocks all traffic from
Web Application Firewall, it will be in learning mode. regular plugin after WordPress has been loaded, and IPs with a high volume of recent malicious activity
This allows Wordfence to learn about your site so that while it can block many malicious requests, some using Wordfence's real-time blocklist.

we can understand how to protect it and how to allow vulnerable may run

normal visitors through the firewall. We recommend vul
you let Wordfence learn for a week before you enable
the firewall. Learn More

Learning Mode -

OPTIMIZE THE WORDFENCE FIREWALL

UPGRADE TO PREMIUM LEARN MORE |

Pucynox 3.4 — Ontumizaiis 6panamayepa WordPress
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[Ticns natuckanns Wordfence 3anpornonye ontuMalibHUN BapiaHT daiiny .htaccess s
BeOcaiiTy. BHOCHTH 3MiHU IO HBOTO HE MTOTPIOHO — JJOCTATHRO MPOCTO HATUCHYTH KHOIIKY
«ani», mo6 mpoaoBXUTH HANAIITYBAHHS.

Optimize Wordfence Firewall If you cannot complete the setup process, click here for help @

To make your site as secure as possible, the Wordfence Web Application Firewall is designed to run via a PHP setting called
auto_prepend_file ,which ensures it runs before any potentially vulnerable code runs.

NOTE: If you have separate WordPress installations with Weordfence installed within a subdirectory of this site, itis
recommended that you perform the Firewall installation procedure on those sites before this one.

We've preselected your server configuration based on our tests, hut if you know your web server's configuration, please select
it now. You can also choose "Manual Configuration” for alternate installation details.

Apache + mod_php (recommended based on our tests) v

Please download a backup of the following files before we make the necessary changes:

DOWNLOAD .HmCCESS }

Once you have downloaded the files, click Continue to complete the setup. CONTINUE

Pucynok 3.5 — 3aBanTtaxenHs .htaccess

Ha npomy ertami KOpHCTyBayeBl MPOMOHYETHCS 3aBAaHTAXKHUTH PE3EPBHY KOIIIIO
daitmy  .htaccess mepex  BHECEHHsSM 3MiH 10  KOH(irypaiii  cepepa.
Jliia nporo HeoOxinHo HaTHCHYTH KHOTKY DOWNLOAD .HTACCESS, micns goro daiin
aBTOMATHYHO 30epekeThCs Ha KOMIT I0Tepi.

[leit KpOK BHKOPHCTOBYETHCSI JAJISi CTBOPEHHS PE3EPBHOI KOMii, sIKa JA03BOJIUTH
BITHOBHUTH IONEPEAH] HANAIITYBAHHS Y pa3l BUHUKHEHHS PoOIieM.

[Ticyist 3aBepIiiieHHs 3aBaHTa)XEHHsI B1IOYBa€ThCs oNTHMI3allis OpaHamayepa. Y
pesynbrati Web Application Firewall mounnae 3aBaHTaXyBaTHCh paHille 3a SIpO
WordPress, 110 migBuilye piBeHb 0€3Meku caTy Ta 103BoJjisie e(heKTUBHIIIE OJOKyBaTH

3arpo3u 1ie JI0 IXHbOT'O BIUIMBY Ha CUCTEMY.

Installation Successful (=)

Nice work! The firewall is now optimized.

C%}E

Pucynok 3.6 — YcninHe 3aBepiiieHHs ONTUMI3aiii
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[Ticnst 3aBepiieHHs onTUMi3allii 3’ sBUThCs noBigomieHHs Installation Successful.
[le o3Hauae, mo (aepBOI HANAMITOBAHO Ta MPALIOE HAIEKHUM 4YUHOM. HaTHCHITH
CLOSE, mo0 3aBeplnTy yCTaHOBKY.

[Ticnst 3aBepiieHHsT onTUMI3AIlli MOTPIOHO MEPEUTH 0 PO3AUTY HaJallTyBaHb 1
BCTAaHOBUTH BCi mapameTpu Oe3neku bpanamayepa.

[Ticas 3aBepIIeHHS Mpollecy ONTUMI3alii 3'sBisieTbes nmoBigomiieHHs "Installation
Successful", mo cBiAUKWTH MPO YCIIIIIHE HAIAMITYBaHHS Ta aKTUBaIlil0 OpaHaMayepa.
J11st 3aBeplIeHHS] BCTAHOBJIEHHS KOopucTyBad Hatuckae kHonky CLOSE.

[Ticns boro HEOOX1JHO MEPEUTH 0 PO3AUTY HAJIAIITYBaHb, 1€ PEKOMEHY€EThCS
BCTAaHOBUTH BC1 KJIFOUOBI MapamMeTpH Oe3MeKku OpaHamayepa, 30KpemMa:

e  Pexum poboTu daepBoia

e  OOmexxeHHS 3a KUIbKICTIO 3aITUTIB

e  brokyBanns nino3pinux [P-anpec

e  VYBIMKHEHHS pO3LIMPEHOTrO JIOTYBaHHS

VY poznini Advanced Firewall Options nogaetbcs BiacHa [P-ampeca no crucky
"Allowedlisted 1P addresses that bypass all rules".
Ile 3abe3mneuye Oe3mepemKoAHUN AOCTYII A0 CAaWTy JJid aaMIHICTpaTopa Ta 3amodirae
BUIIAJKOBOMY OJIOKYBaHHIO 3 OOKY CHCTEMHU OE3MEeKH.

Hagite y pasi 3miau IP-ampecu 1e, sik npaBwiio, HE CHPUUYMUHSIE CEPUO3ZHUX
npo6JieM, OCKUIBKH 3MIHU 3a3BHYail HE3HAUHI, 1 JOCTYT 30epiraeThesl.

Takox y 1boMy po3/iJii MOKHA:

e  03BOJIUTH 00X11 (haepBoIa sl CTOPOHHIX cepBiciB, Takux sik Uptime Robot
yu Manage WP;

e BmHauutd URL-agpecu, cmnpoOu [moctymy A0 SIKHX aBTOMATHUYHO
onokyBatumyTh [P-anpecy;

e 3aszHauutu IP-agpecu, mnsg skuX He BiIOOpaKaTUMYTbCS CIIOBIIICHHS BiJl

Wordfence.
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Advanced Firewall Options -

Delay IP and Country blocking until after WordPress and plugins have loaded (only process firewall rules early)

Allowlisted IP addresses that bypass all rules 191.06.168.14

jowing
& Users Wordfence automatically allowlists private networks because these are not routable on the
public Internet
# Tools
Settings Allowlisted services
sucuri Facebook Uptime Robot statusCake Managewp Seznam Search Engine

M Wordfence

Dashboard @ Immediately block IPs that access these URLs

Firewall

Separate multiple URLS with commas or place them on separate li
WwildCaras, but use with care. If you sée an attacker repeatedly probi

" mediately block them. &ll URLS a
@ must be relative. e.g. fbadURLaney, /bannedPage.uml, /dont-access/this/URLY,

Ignored IP add for Web Appl Firewall alerting

Ignored 1Ps must by commas or T
b ignored from any alerts ak d d ig s like
standalone website security scanners.

Pucynok 3.7 — JlogaBanHs BiacHoi [P-anpecu 10 BUKIIOYEHB

Cexkuii Rules akTUBYIOThCSI paBUJjIa 3aXUCTY B1Jl HAMMOIIMPEHIIIMX TUITIB aTaK:

- SQL Injection (sqli) — 3axuct Big cipoO BTpy4yaHHs y 6a3y JaHUX.

- XSS: Cross Site Scripting (XsS) — 3aXUCT BiJl BIPOBAHKEHHS IIKIIJIMBOTO
CKPHIITY.

- Malicious File Upload — 6;oxyBanHs cripo0 3aBaHTaKUTH LIKIIUBI (ailiu.

- XXE: External Entity Expansion — 3aXuCT BiJl ypa3JuWBOCTi, IMOB’sI3aHOI 3
00pobkoro XML.

- Directory Traversal, LFI — 3axuct Big moctynmy mo (aitniB 3a mexamu

KOPEHCBOI'O KaTaJIoT'y.

Rules

Category Description
@  whitelist Whitelisted URL
() Ifi Slider Revolution <= 4.1.4 - Directory Traversal
() sqli SQL Injection
() XSS X88: Cross Site Scripting
(:1 file_upload Malicious File Upload
() traversal Directory Traversal
() Ifi LFI: Local File Inclusion
() XXe XXE: External Entity Expansion

ACH

g
=
@
@

DZS Video Gallery <= 8.60 - Reflected Cross-Site Scripting

SHOW ALL RULES

Pucynok 3.8 — YBIMKHEHHS 3aXUCTY BiJ 3arpo3
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HacTtynHuM etanom € HajamTyBaHHS 3aXUCTY Bij aTtak tuiry Brute Force — omHoro
3  KJIOYOBUX 1  HalleeKTUBHIMX  KOMIOHEHTIB  marina  Wordfence.
s ¢yHKIOIA aKTUBHO TNPOTHIIE aBTOMATU30BAHUM CIpoOaM 3JI0My IUISIXOM
OararopazoBoro mijoopy JioriHa 1 mapojisi. BoHa 103BoJiss€ BHSBIATH Ta OJOKyBaTH
Mi703p1ay aKTUBHICTD II€ Ha PAaHHBOMY €Talll, 3a100Irarouu JOCTyMy A0 aJAMiH-TaHem
ctopoHHiM ocobam. Wordfence ananizye cipobu BXoay, pearye Ha HETUIIOBY ITOBEIIHKY
Ta aBTOMaTHYHO 3aCTOCOBYE 3aXHCHI 3aX0[H, SIKi CYTTEBO 3HWKYIOTh PU3UK YCHIITHOTO
37I0MY.

HanamryBanns Brute Force 3axucTy € KpUTHYHO Ba)JIMBUM, OCKIJIBKH caMe 4epe3
CTa0KO 3axWIIECHy aBTOPHU3AII0 3JOBMHCHHUKH HAWYaCTIilIe HAMaraloThCS OTPUMATH
KOHTPOJIb HaJ1 caiiToM. 3aBAsku iboMy MexaHizmy Wordfence nonomarae niaTpuMyBaTH
BUCOKHUH piBeHb Oe3leku 0e3 HEeOOXITHOCTI MOCTIMHOrO PYy4YHOro BTPyYaHHS 3 OOKY
aaMiHICTpaTopa.
< Backto Firewall RESTORE DEFAU

nable brute force protect o m
This option enables all ‘Brute Force Protection” options. including strong password enforcement and invalid login throttling. You can modify individual options below.

Lock out after haw many login failures 4
Lock out after how many forgot password attempts 3
Count failures over what time period 4 hours

Amount of time a user is Inckedr\ 4 hours

Immediately lock out invalid usernames

Immediately block the IP of users who try 10 sign in as these usernames

Hit enter to add a usernam

Prevent the use of passwords leaked in data breaches For admins only

Additional Options

nforce strong passwords Force admins and publishers to use strong pa;

Don't let WordPress reveal valid users in login errors

Pucynox 3.9 — YBIMKHEHHS 3aXUCTY BiJ 3arpo3

Y 1upoMy poO3Aii HANAIITOBYETHCA 3aXUCT BiJl aBTOMAaTHYHHX Crpol migdopy
napoJTiB 10 caiiTy. PekoMeHIy€eThCSl aKTUBYBATH BCl OCHOBHI MapaMeTpHu Oe3MeKH, 10
3a0e31euyroTh €()eKTUBHE OJIOKYBaHHS IMI03PLIOI aKTUBHOCTI. 30KpeMa, BMUKAETHCS
¢ynkuis 3axucty Bif Brute Force arak, micis 4oro BCTaHOBIIOETHCS OOMEXKEHHS —

HaIMpUKIaj, OJOKYBaHHS KOPUCTyBaya MIC/sS YOTHPbOX HEBIAIUX crnpold Bxoay abo
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[ipoz O.B. KKIKB.KP.6 — 125—-49—-1T13 57
3mn. | Apx. Ne 0okym. Iionuc | Hama




TPbOX HEBJAJIMX CHPOO CKUAAaHHSA napoiro. BusiBieHi nmopyiieHHs OOJiKOBYIOTBHCS
IPOTATOM YOTUPHOX FOJIMH, a OJIOKYBaHHS TPUBA€E TAaKUN CaMUI MEPIO.

Takox peKOMeHAY€eThCSl aKTUBYBATH (PYHKIIIIO, KA HE TO3BOJIAE aIMIHICTpaTOpam
BUKOPHUCTOBYBATH MapoOJIi, 1110 paHille NOTparuisuik B 0a3u 371aMaHuX OOJIKOBUX JaHUX.
OO00B’s13K0Be BUKOPUCTAHHS CKJIQJHUX MApOJIIB JAJIs aJAMIHICTPATOPIB 1 PEAAKTOPIB IIe
OLTbIIIE 3MIITHIOE 3aXUCT CUCTEMH.

OKpemMOo aKTUBYETbCS TapaMETp, IKUM IPUXOBY€ TOUHI IPUUMHU TOMUJIOK 11 4ac
BXONy (HampHKial, HENpaBWJIbHE IM’S KOpPHCTyBada 4Yd Mapojb), L0 YCKIAIHIOE
3JIOBMUCHHKAM IM1101p CIIPaBXHIX OO0JIIKOBUX JIaHUX.

VY pa3i HEOOXIAHOCTI TaKOX MOYKHA YBIMKHYTH JOJATKOBHM 3axXiJ — MUTTEBE
onoxyBanHs [P-aapec, ski HamararoTbCs aBTOPU3YBATUCh 13 HEICHYIOUUMH IMEHAMHU
KopucTyBauiB. L[5 pyHKIIIsS 0cOOMMBO KOPUCHA, SIKIIO 1M s aAMIHICTpaTOpa BXKE BiIOME 1

noTpedye MiABUILIEHOTO PIBHA 3aXUCTY.

Immediately lock out invalid usernames

Immediately block the |P of users who try to sign in as these usernames
Hit enter to add a userame

admin I

» Appearance

£ Plugins

. Prevent the use of passwords leaked in data breaches For admins anly v
e Users

& Tools

Additional Options
Settings
oM Wordfence Enforce strong passwords Force admins and publishers to use strong rded) v
soard @
Don't let WordPress reveal valid users in login errors

Prevent users registering ‘admin’ username if it doesn't exist
Prevent discovery of usernames through '/?author=N' scans, the cEmbed AP, the WordPress REST API, and WordPress XML Sitemaps
Disable WordPress application passwords

Block IPs who send POST requests with blank User-Agent and Referer

Custom text shown on block pages @ ‘ ‘

Pucynok 3.10 — HanamrryBanns 6e3neku Wordfence y WordPress

Ha ckpiHIIOTI BUIIE TTOKA3aHO MPOIIeC CTBOPSHHS HOBOTO KOPHCTYBaya 3 IIpaBaMu
aJMiHICTpaTopa:

Ha HaBeeHOMY HIDKYE CKPIHIIOTI IPOASMOHCTPOBAHO MTPOIIEC CTBOPSHHS HOBOTO
00JIIKOBOTO 3amuCy 3 MpaBaMH aaMiHicTpaTopa. llel etam € BaXIMBUM JJI HaJaHHS

JOCTYNy [0 TaHedl KepyBaHHS CaWTOM 1HIIOMY KOPHUCTYBaueBl 3 TOBHUMH
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aJAMIHICTPaTUBHUMH TOBHOBa)XEHHsMH. [li1 yac cTBOpeHHs OOJIKOBOTO 3aIlUCy CIIijI

YBO)KHO 3allOBHUTH BCi OOOB’S3KOBI MOJSA: 1M’ KOPHCTyBada, €JIEKTPOHHY IIOIITY,

napoJib Ta BuObpatu posb "Administrator".

First Name ‘ WPress

Last Name ‘ Dactor

Website | https://wpressdoctor. com

Password Generate password

| ® show

Send User Notification /) Send the new user an email about their account

Role Administrator v

2FA Grace Fl&od : Allow a grace period for this user pricr to requiring Wordfence 2FA

Add New User

Pucynok 3.11 — JlogaBanns HoBorO aaMiHicTpatopa B WordPress

PekoMeHay€eThCS BUKOPUCTOBYBATH HaliiHE 1M’sl KOpPHCTyBada, SIK€ CKJIaJHO

BrajlaTy, Ta yHIKaJIbHUN CKJIATHUNA Tapojib — 1€ 3HWKYE PU3UK HECAHKI[IOHOBAHOTO

noctymy. Takok BapTO MepeKOHATHCA, IO HOBHUM aJMIHICTpaTop — JOBipeHa ocoba,

OCKUJIbKY TaKHi OOJIKOBHM 3amyic Ma€ MOBHUM KOHTPOJb HAaJ yCIM CaliTOM, BKIIFOYHO 3

HaJIalITyBaHHAMHA 6€3H€KI/I, HJ'IaFiHaMI/I, TEMaMM Ta KOpUCTyBadYaMH.

l RESTORE DEFAULTS H CANCEL CHAN m

e about the Firewall &

ipdate when
: saved

rotection

essing Attacks

ARN MORE
Pucynok 3.12 — 30epexeHHs HalallTyBaHHS.
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[licnst 3aBepleHHs HaJalITyBaHHsS OpaHaMayepa KOPUCTYBay MEPEXOIUTh 0
KoH(pirypamii (QyHKIIi CKaHyBaHHS Ha HasSBHICTh IIKIJJIMBOIO IPOTPAMHOIO
3a0e3MeyeHHs.

Lle#i erar € KPUTUYHO BAXJIMBUM ISl BUSBJICHHS MOTEHIIMHUX 3arpo3, skl MOTJIH
IPOHUKHYTH Ha CailT — 30Kpema, BipyciB, OeKI0piB, 3MiHeHHX (aitniB siapa WordPress,
HIKIJJIMBUX CKPUIITIB a00 BPa3IMBOCTEN y BCTAHOBJICHHX IUIariHax i TemMax.

[Inarin Wordfence Hajmae mOTY>XHHI 1HCTPYMEHT CKaHyBaHHsI, SIKUM aHaII3ye
daiinu caiity, 6a3y JaHUX Ta IUIAriHU HA HASBHICTH MIO3PUIMX 3MiH ab0 IIKIIJIUBOTO
kony. KopuctyBau Mae MOXIUBICTh HaJallITyBaTU TJIMOWMHY TEpPEBIPKH, aKTUBYBaTH
peryisipHe aBTOMaTHYHE CKaHyBaHHs, a TaKOX YBIMKHYTH HaJCWUJIaHHS 3BITIB PO
pe3yJIbTaTH MepeBIPKU Ha €IEKTPOHHY MOIITY aJIMiHICTpaTopa.

CBoeyacHe HajlamTyBaHHS M€l (YyHKIT 3HAYHO NIiJBUIIYE piBEHb O€3MEKU
pecypcy, J03BOJIIIOUN BUSBUTH 3arpO3HU JI0 TOTO, SIK BOHU 3aBAAIyTh IIKOJIU CalTy abo
KOPUCTYBavaM.

Y po3nini Scan KOpHCTyBa4 MOXE 3aITyCTHTHU MPOIIEC MEPEBIPKU CAUTy HA TIPEIMET
MOTEHIIHHUX 3arpo3, 3MiHEHUX a00 MiA03piuX (aiisiiB, BOYI0BAHOTO MIKIJIMBOTO KOAY,
(IIIMHTOBOrO BMICTY Ta IHIIKX O3HAK KOMIIPOMETAIIIi.

Lle#t iHCTpYMEHT € OAHUM 13 KJIFOUOBUX KOMIIOHEHTIB Iiiarina Wordfence Security
1 BAKOHY€ BRXJIMBY POJIb y TATPUMII O€3MeKH BeOpecypcy. 3aBasiKv IITMOOKOMY aHaJI3y
CTPYKTYpH CalTy, CKaHEp J03BOJISIE CBOEYACHO BUSBUTH BPA3JIMBOCTI, BIAXUIICHHS Bij
opuriHanbHuX ¢aimiB WordPress, HeOaxaHi cKpunTH ab0 O3HAKU 30BHIINIHBOTO
BTpYYaHHS, 10 JTa€ 3MOTY OMEPATUBHO BXKUTH 3aXOIB JJIsI yCYHEHHS 3arpo3 Ta 3aXHCTy

CalTy BiJl MOXJIMBUX aTaK.
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Premium Protection Disabled

As a free Wordfence user, you are currently using the Community version of the Threat
Defense Feed. Premium users are protected by additional firewall rules and malware
signatures as well as the Wordfence reak-time IP blocklist. Upgrade to Premium today

1o imprave your protection.

Wordfence Scan Enabled UPGRADE TO PREMIUM ‘ LEARN MORE

Appearance

ols
B Settings

Scan Type: Standard Malware Signatures: Community Reputation Checks

M wordfence

Standard detection capability Signature updates delayed by 30 days Check spam & spamvertising blocklists

Man:. Upgrade to Premium Manage Options

= e y Help 4 Scan Options and Scheduling
STARTMEESEAN &1 Find the documentation and help you need 3 Manage scan options including scheduling

ad @

Sparwertising Checks ~ SpamCheck  BlocklistCheck  ServerState  FileChanges  MalwareScon  ContentSafety  PublicFiles  Password Strength  VulnerabilityScan  User & Option Audit
Ungrade Upgrade Upgrade

[MAR 14 07.49:22] Quick Scan Camplete. Scanned in less than 1 second. EMAIL ACTIVITY LOG VIEW FULL LOG  SHOW LOG

REPAIR ALL REPAIRABLE FILES

Results Found (0) Ignored Results (0) [ DELETE ALL DELETABLE FILES

Pucynok 3.13 — Inurepdeiic po3ainy Scan y Wordfence

InTepdeiic mokasye, mo QyHKiis ckaHyBaHHS Bke akTuBoBaHa (Wordfence Scan
Enabled). T'onosaum enementom € kHonka START NEW SCAN, 3a 1onomMororw sikoi
HIIIFOETHCS TIPOIIEC TTOBHOT IEPEBIPKU CAUTY.

VY HUKHIN 9aCTHHI €KpaHa BiOOpaXKAETHCS 1HIUKATOP MPOTPECy CKaHyBaHHS, 110
OXOILTIOE Pi13HI eTaIln, 30KpeMa IepeBipKy Ha cram, (PIlIMHTOBI 3arpo3u, 3MiHU y (aiiax,
Oe3neKy KOHTEHTy, aHali3 IyOniuHux (¢aiiiB, NEpeBipKYy MapojiiB Ta BHUIBICHHA

MOTEHIIMHUX BPa3JIMBOCTEH.

v v v v v

Spamwertising Checks  SpamCheck  Blocklist Check  ServerState  FileChanges  Malware Scan  Coetentiafety  PublicFiles  Password Strength  Vidnersbdity Scan  User & Option Auwda

IMAR 14 08:15:32] Scan Complete. Scanned 7654 files, 4 pluging, 2 themes, 3 posts, 2 comments and 7230 URLS in 1 minule 11 seoonds. EMAIL ACTWITY LOG  VIEW FULL LOG SHOW LE

Results Found (2) Ignored Results (0) DELETE ALL DELETABLE FILES REPAIR ALL REPAIRAE

LhaT Poats, Comments, & Files 7659 Themes. & Pluging & Users Checked 1 URLs Checked 7230 Resulis Found

To

File appears to be malicious or unsale
wp_auto_login_feaede3919f7354b100a3d2442557090.php
Type: File

Wordfence @
btk . MNeed help with a security Issue?
Sign up for Wordfence Care and we'll take care of it. Our security experts will clean your site, resolve the infection,
2 EARN M) A Wi FEM ARE
i and perform a security audit. Get hands-on support with any security issue inchuding help installing. configuring and & IORE ABOUT WORDFENCE C.

optimizing Wordfence.

® Critical

‘_.
F
-]
]

Pucynok 3.14 — CkanyBaHHs caiity miarinom Wordfence Security y po3aini Scan micis

HaTHUCKaHHI KHONKH Start New Scan.
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VY BepxHilt yacTuHi 1HTepdeicy Bi1OOpakatOThCs €Tay CKaHyBaHHsI, CepPell IKUX
nepeBipku Ha po3cwiky criamy (Spamvertising Checks, Spam Check, Blocklist Check),
aHalll3 CTaHy cepBepa, 3MiH y ¢ailax Ta BUSABIECHHS IIKIJJIMBOTO MPOTPaAMHOIO
3abe3neueHHs (Server State, File Changes, Malware Scan), a Takox olliHKa Oe3NeKH
KOHTEeHTY, nyOmiunux ¢aimiB 1 HagiiiHocTi maponiB (Content Safety, Public Files,
Password Strength) Ta 1HIIT BaKJTUBI aCIeKTH Oe3MeKH.
[licns 3aBepilieHHS CKaHYBaHHS KOPHUCTYBad MEpPeXoauTh a0 po3auny Tools mis

NEPErIIsily aKTUBHOCTI CaliTy B peajlbHOMY 4Yaci.

A Posts

Live Traffic Learn more about Live Traffic (4

03 Media

Wordfence Live Traffic shows you what is happening on your site in real-time, including user logins, hack attempts, and requests that were blocked by the Wordfence Firewall. You can

M Pages choose to log security-related traffic only or all traffic. Traffic is logged directly on the server, which means it includes visits that don’t execute JavaScript. Google and other JavaScript-based
analytics packages typically only show visits from browsers that are operated by a human, while Live Traffic can show visits from crawlers like Google and Bing

¥ comments

A Projects Live Traffic Options N

> =
» Appearance Traffic logging mode: Security-related traffic only. Login and firewall activity will appear below. %
£ Plugins
& Users

& Tools

Settings Type Location Page Visited Time IP Address L View

Filter Traffic: All Hits v Show Advanced Filters Expand All Results

No requests to report yet.
™ Wordfence

rd @

Tools
Login Security
All Oy
Help

Upgrade to Premium

Divi

Pucynok 3.15 — I[lepersisi akTUBHOCTI B peajbHOMY 4aci

VY Bknaami Live Traffic mnarin Wordfence nemoHcTpye Bci moii, moB’s3aHi 13
0e3MeKoI0 caiiTy, B pexuMi peasibHoro yacy. Croau BXOASATh 1HGOpMallis Npo BXOIU
KOPHUCTYBadiB, CIpoOH 370My ab0 HEBHIaJi CIpoOM aBTOpM3aIlii, a TAKOXK Jii, K1 OyJu
3a05o0KkoBaH1 OpanaMayepoM. KpiM Toro, BiioOpaxkaroThCs 1aHi po Jxepena Tpadiky,
BKIIIOUHO 3 [P-ampecamu, reorpadgiyHuM po3TantyBaHHSIM, YaCOM TOJIM Ta CTOPIHKAMH,
K1 BIIBITyBaJld KOPUCTYBaui.

HactynHuM KpokoM KOpHUCTyBau mepexofauTh 1o po3airy Whois Lookup, mo

po3ramoBanuii y meHto Wordfence > Tools.
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B Pages

¥ Comments

 d Projects

» Appearance

& Plugins

& Users
& Tools

Settings

M wordfence

Whois Lookup

Learn more about Whois Lookup &'

The whois service gives you a way to look up who owns an IP address or domain name that is visiting your website or is engaging in malicious activity on your website.

191.96.168.14

Pucynoxk 3.16 — Intepdeiic WordPress 3 Bimkputum posaiiom Wordfence > Tools >

Whois Lookup.

LOCK UP IP OR DOMAIN

Beenenns 1P-agpecu y dopmy WHOIS Lookup BUKOHY€TBCS Ui OTpHUMAaHHS

iH(opMallii mpo BiIacHUKa i€l ajgpecu. Lle 0co6a1MBo KOPUCHO y BUTIAKaX, KOJIU Ha CAUT

3aX0ATh 13 mijgo3pinux 1P, BusBieHa crnpoba 3momy abo 3adikcoBaHa 1HINA MIKIIJIMBA

aKTUBHICTH y Jorax Oe3mneku, 30kpema B cuctemi Wordfence.

AJMIHICTpAaTOp MOKE€ TaKUM YHMHOM 3’sICyBaTH, XTO CTOITh 3a [P-aapecoro — 1e

Moke OyTu xoctuHroBa kommadisg, VPN-cepBic, kpaiHa a0 KOHKpeTHa Oprasizarfis.

WHOIS Lookup Hanae Taki gaHi, Sk Ha3Ba opraHizalii, KpaiHa 4i perioH, KOHTAaKTHA

iHdopMmaltis agMiHicTpaTopa IP-mianmazoHy, mpoBaiaep ab0 XOCTHHT, a TaKOX 1HIII

TEXHIYH1 XapaKTePUCTUKH.

noJaNbIINX 11, 30KpeMa 0JI0KyBaHHS NMOTEHIIHHO HeOe3neuHux [P-aapec.

Otpumana iHdopMmallisg AomoMarae IpuiAMaTh OOTPYHTOBAHI PILMIEHHS II0/0
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Whois Lookup 191.96.168.14
A Posts

23 Media % IP Client: 54.68.32.247
% This is the RIPE Database query service.

W Pages % The objects are in RPSL format.
%
® Comments % The RIPE Database is subject to Terms and Conditions
» Projects % See httpz//www.ripe.net/db/support/db-terms-conditions.pdf
- % Note: this output has been filtered. 1}
2 Appearance % To receive output for a database update, use the "-B" flag

X Plugins

% Information related to "191.96.168.0 - 191.96.168.255'
e Users e [256 addresses in this network]

Tools y - jligt: '
& BLOCK THIS NETWORK % Abuse contact for '191.96.168.0 - 191.96.168.255' is 'abuse@ipxo.com’
[256 addresses in this network]

Settings

inetnum: 191.96.168.0 - 191.96.168.255
M Wordfence [256 addresses in this network]
netname: IPX0
country: CL
admin-c: NOC834
tech-c: NOC834
status: SUB-ALLOCATED PA
mnt-by: IPXO-MNT
created: 2022-03-02T15:20:37Z
last-modified: 2022-03-02T15:20:37Z
source: RIPE

role; IPXO Admin/Tech Contact

address: Ground Floor, 4 Victoria Square, St Albans, Hertfordshire, ALT 3TF, UK
nic-hdl: NOC834

mnt-by: IPXO-MNT

created: 2021-07-27T09:53:47Z

last-modified: 2021-07-29T08:24:01Z

source: RIPE # Filtered

Pucynok 3.17 — HanamrryBanns 6e3nexku WordPress: WHOIS-3anut gt [P-aapecu, 1o

Mo>ke OyTu noB'sizana 3 VPN

Wordfence mokasye 1o iHdopmMaiiito, mod aaMiHICTpaTOp CaWTy MIT MPUHHSITH
OOTpyHTOBaHE pillieHHs: 4u OJ0KyBaTh Tpadik 3 1pOT0 Alana3zoHy [P-ampec, skio BiH
BBa)kae MOTO MI03pLIUM (HAMPUKIAA, Yepe3 CpoOu 3JI0My, CllaM-KOMEHTapi TOIIIO), YU
no3BosiuT Horo. biaokyBanus IP-aapec, siki Hanexxatb VPN-cepBicaMm, € MOMMUPEHOIO
MIPAKTUKOIO JIJI CANUTIB, SIKI HAMArarThCS 3aM00IrTH 00X0/1y T€00OMEXKEHD, IIKIITTUBUM
JisM 200 MPOCTO XOUYTh 1ACHTU(DIKYBATH pealibHE JKEpeo Tpadiky.

HanamryBanus 1BogaKkTOPHOI aBTeHTHiKkaLil

HBodakrtopHa aBTreHTUdiIKaIs (2FA) € BaXIMBUM KOMIIOHEHTOM O€3MEKU, KU
3HAYHO MIJIBUIILYE PIBEHb 3aXUCTy OOJIKOBHX 3amuciB Ha caiti. ¥ Wordfence nana
dbynkiist goctynHa 4epe3 po3aiun Login Security Ta mo3Boisisie momate ApyrHi eTamn
NEepeBIpKA MpPU BXOJI — KpIM NapoJjsi, KOPUCTYBad Ma€ BBECTH OJIHOPA30BUU KOI 13

MOOLITBHOTO 3aCTOCYHKY, Takoro sik Google Authenticator abo Authy.
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1. Scan Code or Enter Ky 2. Enter Code from Authenticator App

Scan the code below with your authenticator app to add this account, Some Download Recovery Codes
authenticalor apps also

Usa one of these 5 codes 1o log in If you lese aceass 1o your authenticator devics.
Codes are 16 characters lang plus optional spaces. Each one may be used only
onca

5£89 76fc da4s 3296

afes d335 F66F Seel

2738 cBaa 5903 1281

el 1da7 f192 2138

BcT7f 1646 988 3331

i DOWNLOAD

Enter the code from your authenticator app below to verify and activate two-factor
OAFHKLAKWNZBYXT 1 2QCHMHHCEKMT THAP authentication for this account.

For help on setling up an app, visit our help article. ACTIVATE

Pucynok 3.18 — HanmamryBans nsodakropHoi aBTeHTUikaii ans miarina Wordfence

Ha ckpinmori BigoOpakaeTbCcsi CTOpIHKAa HaJalITyBaHb  ABO(AKTOPHOL
aBreHTH(dikauii B marini Wordfence nist WordPress. Inrepdeiic po3ainenuii Ha nBi
OCHOBHI YacCTUHHU. Y BEPXHIM CEKIlli KOPUCTyBaueBl MPOMOHYEThCS BijickaHyBaTH QR-
KO/ a00 BpyuUHY BBECTH CEKPETHHUH KJIIOY y JIOAATKY AJIs aBTeHTHdiKawii (HanpuKias,
Google Authenticator yu Authy). [{e nqo3Bossie miakmr0ounTH 3axUcT 2FA 10 00;11KOBOTO
3amnucy.

Y HUXHIN YacTHHI CTOPIHKHM MependadeHe IoJie NIl BBEJIEHHS OAHOPa30BOTO
KOJly, 3r€HEPOBAHOI0 MOOUIBHMM 3aCTOCYHKOM, IO HEOOXIJHO JUIsl MiATBEPKEHHS
aktuBaiii. [lopsy 13 M po3TalioBaHa OIIlisl TeHeparllii pe3epBHUX KOJIIB — Ha BUIIAIOK
BTpaTH JIOCTYIY JI0 MMPUCTPOIO 3 aBTEHTU(PIKATOPOM.

3miBa BUJAHO CTaHAApTHE MEHIO ajMiHICTpaTuBHOI TmaHem WordPress, e
BuineHui po3ain Wordfence 3 aktuBHOIO BKIagkoro Login Security, 1mo 103BoJsie
OpIEHTYBATUCA B HAIAIITYBaHHIX O€3MEKU.

Download Recovery Codes Q
Reminder: If you lose access to your authenticator
device, you can use recovery codes to log in. If you have

not saved a copy iyour recovery codes, we
recommend downloading them now.

‘ SKIP DOWNLOAD

Pucynok 3.19 — Download Recovery Codes
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KopuctyBau Mae MOXJIMBICTh JIEAKTUBYBAaTH 3axXUCT abO0 3reHepyBaTH HOBI

pe3epBHI KOJIU JJIsi BIJHOBJICHHS JAocTyIy. IloBepX OCHOBHOTO BMICTY BIIKPUTO

MoJaJbHEe BIKHO, SIK€ Haraaye MIpo HEOOXITHICTh 3aBaHTAXKUTU PE3EepPBHI KOAU Ha

BUMAJ0K BTPATU JOCTYITYy J0 MPHUCTPOIO 3 aBTEHTU(IKATOPOM. Y BiKHI MPOTOHYIOTHCS

JIBa BaplaHTU: MPOMYCTUTHU LIeM KpokK ab0 3aBaHTaXUTU Kojau. JIiBopyd BimoOpaxeHO

CTaHJapTHE

Wordfence.

A Projects

A Appearance
¥ Plugins

s Users

Login Security Settings earn more about Login Security &'

User Summary Manage Users

Role Total Users 2FA Active 2FA Inactive
Administrator 1 0 1
Total 1 0 1
2FA

2FA Roles

Administrator Editor Author Contributor Subscriber

Optianal v Disabled ~ Disabled + Disabled Disabled v

Grace Period
10 days.
Far roles that require 2FA, users will have this many days to set up 2FA. Failure lo set up 2FA during this perid will resuit in the user losing account access. This grace period will apply io new users from the fime of

account creation. For existing users, this grace period will apply relative to the time at which the requirement is implemented. This grace period will not automstically apply to admins and must be manually enabled for
each admin user

Allow remembering device for 30 days
If enabled, users with 2FA enabled may choose to be prompted for a code only once every 30 days per device.

Require 2FA for XML-RPC call authentication

If enabled, XML-RPC calls that require authentication will also require a valid 2FA code to be appended to the password. You must choose the *Skipped” option if youuse the | SKIPPED  IRSEeIIES]

WordPress app, the Jetpack plugin, or ofher services that require XML-RPC.

Pucynox 3.20 — Cropinka "Login Security Settings"

Tyt BimoOpaskeHo cratyc 2FA aiist BCix posieit: Ais aAMiHICTpaTopa BOHA

Hapiramiitne wmeHto WordPress, 116 akTUBHMM 3alUIIAETHCS PO3ILT

HEO0OOB’SI3K0BA, JIJIs 1HIIKUX — BUMKHeHa. HanamroByeTses miibrosuii nepion y 10 qHiB

JUTsl HOBUX KOPUCTYBAYiB, OIIIis 3a1iaM’ITOBYBaHHS MPUCTPOIO HAa 30 JIHIB 1 3aXUCT

XML-RPC 3anuris.

Hpyruii piBeHb aBTeHTU(IKALIIT 17151 JOCTYMY A0 aAMIHICTPATUBHOI YaCTUHU CaUTy

WordPress. Ilicns BBeaeHHs JIOTIHY Ta HapoJjisl, CUCTeMa 3alHuTye OJHOPA30BUN KOJ

NIATBEPAKEHHSI, 3T€HEPOBaHU y AojaTky JBodakTopHoi aBreHTH(dikamii (2FA). Le

3a0e3nedye MiIBUILIEHUN pIBEHb O€3MEeKU CANTY, 3SMEHIIYIOUH PU3UK HECAHKIIIOHOBAHOTO

JIOCTYITy HaBITh y pa3l KOMIIPOMETAIlii OCHOBHOTO TTapOJIs.
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Wordfence 2FA Code @

[:J Remember for 30 days

Lost your password?

— Go to Don't forget like & subscribe

Pucynok 3.21 — Iarepeiic nBodaxktopHoi aBrenTHdIKaLii (2FA)

Takox npucytHs omnuis «KRemember for 30 days» (3amam’statu Ha 30 qHIB), siKa

A03BOJISI€ YHUKATHU IMOBTOPHOI'O BBECACHHA KOJAY 3 bOI'O ITPHUCTPOIO IIPOTATOM MiCHHH.

Comments

Projects

H Settings

ﬂ Wordfence

Login Security

mm Two-Factor Authentication Settings
Login Security Settings Leam more about Login Securi

User Summary

Role Total Users 2FA Active 2FA Inactive
Administrator d 0 1
Total 1 0 1
2FA

2FA Roles

Administrator Editor Author Contributor Subscriber

Optional Disabled v Disabled Disabled Disabled v

Grace Period
10 days
For roles that require 2FA, users will have this many days to set up 2FA. Failure to set up 2FA during this period will result in the user losing account access. This grace period will apply to new users from the time of

account creation. For existing users, this grace period will apply relefive to the time at which the requirement is implemented. This grace period will not automatically apply to admins and must be manually enabled for
each admin user.

Allow remembering device for 30 days
If enabled, users with 2FA enabled may choose to be prompled for a code only once every 30 days per device.

Require 2FA for XML-RPC call authentication
If enabled, XML-RPC calls that require authantication will also require a valid 2FA cade to be appended to the password. You must choose the "Skipped” option If you use the SKIPPED HSeIRlIs]
WordPress app, the Jetpack plugin, or other services that require XML-RPC

Disable XML-RPC authentication
If disabled, XML-RPC requests that attempt authentication will be rejected, whether the user has 2FA enabled or not.

Pucynok 3.22 — HanmamryBanus nqsodakropHoi aBreHTHdiKalii (2FA)
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Ha upoMy ertanmi Oyjo BHKOHAHO HaJaIITYBaHHS TOMITHK JBO(AKTOPHOL
apreHTudikamii (2FA) nns pisHux posiet kopuctyBauiB y WordPress uepes miarin
Wordfence. J{ns poni anMiHicTpaTopa yBIMKHEHO omniioHanbHy 2FA, a 11 pemtu posei
BOHAa BUMKHeHa. Tako)X BCTaHOBJIEHO MiabroBuid nepioj akrusaiii 2FA — 10 guis. Lle
JI03BOJISIE KOPUCTYBadaM TIOCTYIIOBO TEPEUTH 10 OE3MEeYHINmoro BXoay Oe3 BTpaTu
noctyny. JlomaTKoBO BBIMKHEHO MOKIIMBICTH 30epeskeHHs mpucTtporo Ha 30 nHIB Ta

BU3HAUYCHO MOMITUKY aBTeHTU(iKaii 11t XML-RPC-3anuTis.

Allow remembering device for 30 days
If enabled, users with 2FA enabled may choose o be prompled for a code only once every 30 days per device

Require ZFA:EQr XML-RPC call authentication
If enabled, XML-RPC calls that require authentication will also require a valid 2FA code to be appended to the password. You must choose the "Skipped” option if you use the SKIPPED |u=elilHs]

WordPress app, the Jetpack plugin, or other services that require XML-RPC.

M Wordfence

Disable XML-RPC authentication
dashboard @) If disabled, XML-RPC requests that atiempt authentication will be rejected, whether the user has 2FA enabled or not

Pucynok 3.23 — JlogaTkoBi HalamTyBaHHs O€3MeKH

HanamryBanusa recCAPTCHA

Jamni 6yno 3aiicaeno nepexia 1o po3ainy reCAPTCHA y nnarini Wordfence, 1o
NpU3HAYEHUN JUIsl HaNamTyBaHHA (YHKINH 3axucty ¢GopM BXOQy Ta peecTpariii
KOPUCTYBauiB. Y I[bOMY pO3IUJIi agMIHICTpaTOp Mae 3Mory aktuByBaTH (Google
reCAPTCHA v3, sxa no3Bossie i1eHTU(]IKyBaTH aBTOMaTW30BaH1 3anutu (00TiB) 0e3
HEOOX1THOCTI BUKOHAHHS KOPUCTYBa4eM JIOJATKOBUX JIii.

Ha Bigminy Big nonepennix Bepciit, recCAPTCHA v3 He BuMarae po3B's3aHHS
rOJIOBOJIOMOK a00 HaTHUCKaHHS 4eKOOKCIB. 3aMiCTh IIbOIO BOHA aHaI3Yy€ IMOBEIIHKY
KOpHCTyBaua B peaJlbHOMY Yacl Ta aBTOMATHYHO IMPHUCBOIOE MOMY OIIHKY (score) B
marmazodi Big 0.0 o 1.0.

reCAPTCHA

Enable reCAPTCHA on the login and user registration pages

tor's browser fails the CAPTCHA, Wordfence will send

reCAPTCHA v3 Site Key

reCAPTCHA v3 Secret

0.5 (probably a human)

Pucynok 3.24 — HanamryBans reCAPTCHA v3 y nnarini Wordfence
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byno 3niiicneno nHanamryBanHs reCAPTCHA y mexax mnarina Wordfence, 1o
BUKOPHUCTOBYEThCSI 'y CHCTeMi KepyBaHHs KoHTeHToM WordPress. Y mporeci
HAJIAIITYBAHHS aMIHICTPaTOPOM aKTUBYETbCA (DYHKIIIS 3aXUCTy HA CTOPIHKAX BXOAY Ta
peecTpaliii, Mcysi 4oro y BIJAIMOBIIHI MOJIS BBOAATHCS YHIKabHI site key ta secret key,
orpumani 3 obumikoBoro 3amucy Google reCAPTCHA. Takox 3amaeTbcsi MOpOToBe
3HaueHHs owiHkU (threshold), sike BU3Hayae MiHIMaNbHUI AOMYCTUMUNA PEUTHHT, MPHU
SIKOMY KOPHCTYBa4 BBKAETHCS JICTITAMHUM. Y BUIIAJKY, SIKIIIO PEUTHHT KOPUCTyBada €
HIDKYMM 32 BCTAHOBJIGHHWH mopir (Hampukian, 0.5), Takuil 3amuT KIacU(IKyeTbCS K
MOTEHIIMHO HEeOe3MeuyHui, 1 BXiJ Moxe OyTH 3a00poHEHO a00 3alMTaHO JI0JATKOBY
nepeBipky. KpiM 116010, Ha CTOPIHII HAJAIITyBaHb BUBOAUTHCS CTATHUCTHKA PO3MOILITY

ouiHok reCAPTCHA, 110 103B0JIsI€ BIACTEKYBATH YAaCTOTY M103PLIHX 1.

Go gle v3 Admin Console v3 Documentation Get Started with Enterprise

XY

WHAT IS RECAPTCHA?

reCAPTCHA protects your website

n from fraud and abuse without creating
friction.

D watch video

The reCAPTCHA @ Proven
Advantage reCAPTCHA has been at the forefront of bot mitigation for over a decade and actively

protects data for our network of five million sites

Pucynok 3.25 — HanamryBanus Google reCAPTCHA v3 y Wordfence (WordPress)

byno BukoHaHO peecTpamiio caiWTy B aaMiHicTpaTuBHIM maneni Google
reCAPTCHA. VY BianoBigHii ¢hopmi 3a3HaueHO Ha3By pecypcy (Label), obpano Bepcito
3axucty — reCAPTCHA v3, micias 4oro J0JaHO OMEHHE 1M’ CalTy Ta KOHTaKTHY
eJIEKTPOHHY aJipecy BiacHUKa. Takoxxk Oyjo MpUHATO yMOBHM HajgaHHS mociyr. Ilicns
3aBEpIIEHHS IIbOT0 MPOIECY CHUCTEeMa 3TeHepyBaia yHIKaJIbHI KU1, HEOOXITHI IS

MOIAJIBIIOT IHTETPAIlli CepBiCy 13 CaliTOM.
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Domains (1)
+ wpressdoc.com

Owners
the@wpressdoctor.com

Accept the reCAPTCHA Terms of Service

Label ()

WPressDoc.com reCAPTCHA Terms of Service v

reCAPTCHA type (D Send alerts to owners (D)

@ reCAPTCHA VS

(O recapTCHAV2 o W

Pucynok 3.26 — CtBopennst 06iikoBoro 3amnucy caidty B Google reCAPTCHA admin

panel

Ha nipoMy erarii BKa3yeTbesi Ha3Ba MPOEKTY, OOMPAETHCS TUIT 3aXUCTY (Y MPUKIIAAL
— reCAPTCHA v3), nonaerbcst 1OMEH CaiiTy, a TaKoXX €JIEKTpOHHA ajpeca BIIACHMKA.
[Ticnst NpUAHATTS YMOB BUKOPUCTAHHS 1 MIATBEPKEHHS Yepe3 KHOMKY Submit CUCTEMA
reHepye kmrodi (site key Ta secret key), ski Hamami IHTETPYIOThCS B CaWlT s
3a0€3MeUeHHS 3aX1CTy B1Jl OOTIB Ta aBTOMATU30BaHUX JTiil.

[Ticns ctBOpeHHst oOmikoBoro 3amucy caiity B Google reCAPTCHA
agMiHICTpaThBHA maHenb no3BoJise BuOpatu tun reCAPTCHA (v2 abo v3), nomatu
JIOMEH, BKa3aTH BJIACHUKIB, a TaKOXX NPUUHATH YMOBU BUKOPUCTaHHS cepBicy. Y
npuknaai oopano reCAPTCHA v3, sxa mo3Bojsie TiepeBIpsATH [ii KOPHCTyBadiB 0e3
BBEJICHHS KOAY BpyuHy. [licnsi 3amoBHEHHS BCIX MOJIIB 1 HATUCKAaHHS KHONKHA Submit,

caitT ycmimHo peectpyerbes y Google recCAPTCHA

‘WPressDoc.com' has been registered.

Use this site key in the HTML code your site serves to users. [ See client side integration

O COPY SITEKEY

6LeoG_OkAAAAAJORBojhDFHWbHkbwEU2fkH-YK29 ‘

Use this secret key for communication between your site and reCAPTCHA. [ See server side integration

Ox COPY SECRET KEY

6tleoG_OkAAAAAIDXWeyMnpxs3FSQGTértvnzfQtH ‘

GO TO SETTINGS GO TO ANALYTICS

Pucynok 3.27 — ITone ans kimoua reCAPTCHA
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[Ticns ycmimHoi peectparii caiity y Google reCAPTCHA cuctema Hanae nBa

kimoui — Site Key Ta Secret Key, ski HeoOximui aius inrerpanii reCAPTCHA 3

BeOcaittoM. L1 ki1roui KomitorThes y BiANOBIAH1 1o B marini Wordfence y WordPress.

VYeimkHenHsa ¢yHkIii “Enable reCAPTCHA on the login and user registration pages”

aktuBye nepeBipky reCAPTCHA v3 na ¢gopmax Bxoay Ta peecTparii, 10 J03BOJISIE

e(eKTHBHO 3aXHINATH CAUT BiJl OOTIB Ta aBTOMATU30BAHUX aTaK

Enable reCAPTCHA on the login and user registration pages

reCAPTCHA v3 does not make users solve puzzles or click a checkbox like previous versions. The only visible part is the reCAPTCHA logo. If a visitor's browser fails the CAPTCHA, Wordfence will send
an email to the user's address with a link they can click to verify that they are a user of your site. You can read further details in our documentation.

reCAPTCHA v3 Site Key 6LecG_OKAAAAAJORSohDFHWbHKbwEU2fkH-YK29

reCAPTCHA v3 Secret BLeoG_O0kAAAAAIDXWeyMnpxs3FSQGIGr1vnzfQtH

Note: This feature requires a free site key and secret for the Google reCAPTCHA v3 Service. To set up new reCAPTCHA keys, log into your Google account and go to the reCAPTCHA admin page.

Pucynok 3.28 — BegenHst kitouiB

Ileperyisix Ta HAJTAIITYBAHHS ApaMeTp

['mo0anpH1 HaNAIITYBaHHS, SIKi JO3BOJIAIOTH JOCBIAYEHUM KOPHUCTYyBayaM LIBUIKO

OTpUMATH JOCTYI JI0 OCHOBHUX mMapameTpiB Oe3neku. Y cekilii View Customization

KOPHCTYBau MOXKE aKTMBYBaTU a00 BUMKHYTH BiIOOpaKE€HHS OKPEMHUX IYHKTIB MEHIO

Wordfence, Takux sk “All Options”, “Blocking” ta “Live Traffic”. Lle mae 3mory

CIIPOCTUTH 1HTEpderc aaAMIHICTPATUBHOI MTaHEe1, 3aJUIIMBIIH JIUIIE He0OX1aH1 QyHKITIi

JUJIS1 IOJICHHOT pOOOTH.

mm Al Options

EXPAND ALL

These options are also available throughout the plugin pages, in the relevant sections. This page is provided for easier setup for experienced Wordfence users

Wordfence Global Options

Wordfence License

View Customization
Display "All Options” menu item
Display "Blocking” menu item

Display 'Live Traffic” menu item
General Wordfence Options
Dashboard Notification Options
Email Alert Preferences

Activity Report

Pucynok 3.29 — All Options
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byno yBimkHeno omito ""Update Wordfence automatically when a new version
is released" — aBTomMaTHYHE OHOBJICHHS TIJIAriHY MPU BUXO/I1 HOBOI Bepcii. e BaxximBo
JUTs1 3a0€3MeYeHHS aKTyalIbHOCTI 3aXMCHUX MEXaH13MiB, OCKLTbKY HOBI Bepcii Wordfence
MICTSITh OHOBJICHI CHUTHATypH 3arpo3 Ta TOKpAIIeHHS 3axucTy. Hukde BKazyeThCs
eJICKTPOHHA a/Ipeca, Ha SIKYy HaJXOJAUTUMYTh MOBIIOMIIEHHS PO O6e3neKoBi moAil. Takox
oOupaetbesa MeTo]] Bu3HaueHHs [P-anpec kopuctyBauiB — ""Let Wordfence use the most
secure method to get visitor IP addresses", 1110 € pekOMeH/1I0BaHUM 1 3a0€31eUy€ TOUHE
BUSIBJICHHS JIKEPEJ 3aIUTIB, OCOOIMBO y BUIAJKY BUKOPUCTAHHS MPOKCI a00 XMapHUX

CEpBICIB.
These options are also available throughout the plugin pages, in the relevant sections. This page is provided for easier setup for experienced Wordfence users.

Wordfence Global Options

Wordfence License »
View Customization 3
General Wordfence Options -
~
Update Wordfence automatically when a new version is released? %

Automatically updates Wordfence to the newest version within 24 hours of a new release
Where to email alerts the@wpressdoctor.com

How does Wordfence get IPs

@ Let Wordfence use the most secure method to get visitor IP addresses. Prevents spoofing and works with most sites. (Recommended)
Use PHP's built in REMOTE_ADDR and don't use anything else. Very secure if this is compatible with your site.
Use the X-Forwarded-For HTTP header. Only use if you have a front-end proxy or spoofing may result.
Use the X-Real-IP HTTP header. Only use if you have a front-end proxy or spoafing may result.

Use the Cloudflare "CF-Connecting-IP" HTTP header to get a visitor IP. Only use if you're using Cloudflare.

Detected IP(s): 191.96.168.14
Your IP with this setting: 191.96.168.14
+ Edit trusted proxies

Pucynox 3.30 — All Options" (Bci onuii) nmnarina Wordfence

HonatkoBi HanamryBanHs Oe3neku. [lepmre 3 Hux — e omist "Hide WordPress
version", sika nmpuxoBye Bepcito CMS WordPress Bij croponHix kopuctyauis. [Ipore,
3T1JIHO 3 pekoMeHalisiMu po3pooHukiB Wordfence, 1151 oririsi He yBiIMKHeHA, OCKIJIbKH
ICHYIOTH 1HIIII METOJY BU3HAUEHHS Bepcli (Hampukia, yepes cratuuni Qaitnu CSS abo
JS), 1 BoHa He 3a0e3neuye eheKkTUBHOTO 3axucTy. Jlaai mpeacTaBieHa BaxrBa QyHKITIS
"Disable Code Execution for Uploads directory", sika 6mokye Buxkonanuss PHP-koxy

B nanui wp-content/uploads. LIe peani:;yeTLc;[ IIAXOM aBTOMATHYHOI'O CTBOPCHHIA
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.htaccess-(aliy 3 BIAMOBIAHUMU AUPEKTUBAMU. Takui Miax17] 3aXHUIIA€E BT MOKIMBOCTI

3alyCKy IIKIJIMBUX CKPHIITIB, SIKI MOKYTb OyTH 3aBaHTaXKEHI B 1[I0 IUPEKTOPIIO.
Hide WordPress version

WordPress, by default, discloses what its version is. This option will hide it from outsiders. [JEREREEN
e ARGV R e AR E R GIERE eI, since there are other methods of determining the

WordPress version such as ﬁnngriming of static content such as CSS and javascript files. This option
will be disabled on new installations.

Disable Code Execution for Uploads directory

Enabling this option will place a " htaccess” file in your “wp-content/uploads/” directory which prevents
any PHP code in your uploads directory from executing. This is an added level of protection against a
hacker managing to upload PHP code into your “uploads”’ directary. Even if they manage to do that, the
code won't execute If you have this option enabled. The contents of the .htaccess file are below:

# BEGIN Wordfence code execution protection
<IfModule mod_php5.c>

php flag engine 8

</IfModule>

<IfModule mod_php7.c>

php_flag engine @

</IfModule>

<IfModule mod php.c»

php_flag engine @

</ IfModule>

AddHandler cgi-script .php .phtml .php3 .pl .py .jsp .asp .htm .shtml .sh .cgi
Options -ExecCGL

# END Wordfence code execution protection

Pucynok 3.31 — HanamryBanusimu 6e3neku WordPress

Hani Oyno oOpaHo mapamMeTpu BIJOOpaKEHHS CIOBIIICHb Y aaMIHIAHENI.
VYBimMkHeHO fBa Tumnu croBinieHs: ""Updates Needed' (oHoBiIeHHs miaridiB, TeM abo
aapa) Ta "Scan Results" (pesynbratu mnepeBipku Oesneku). LI moBiIOMIIEHHS
J03BOJISIIOTH AJMIHICTpaTOpaM IIBUJKO pearyBaTd Ha Bpa3IUBOCTI abo mpobiemu,
BUSBJIEHI Ha caiTti. J[0JJaTKOBI THUMM CIIOBIIIEHb, SK-OT pPEKJIaMHI ab00 KOMEpIiiHi,
JOCTYMHI JIMIIIe Y TUIaTHIA Bepcli Iuiaridy, aje Jyisi 0a30BOTO 3aXHUCTy JOCTAaTHBO M

0€3KOIITOBHOTO (DYHKIIIOHATY.

Dashboard Notification Options
Updates Needed (Plugin, Theme, or Core)

Scan Status

Dashboard notifications will also be displayed for Security Alerts, Promotions, Blog Highlights, and Proeduct Updates. These notifications can be disabled by upgrading to a
premium license

UPGRADE TO PREMIUM k LEARN MORE

Pucynok 3.32 — Dashboard Notification Options
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AKTHBOBAHO OILIi HA/ICUJIAHHS MOBIIOMJICHb Ha €JIEKTPOHHY MOILITY Y BUMAJKY

BUMKHEHHSI IJ1ariHa abo iioro aeppoity. Takox YBIMKHEHO CITOBIIIICHHS PO Pe3yJIbTaTH

CKaHyBaHHS 3 OyIb-KMM pIBHEM 3arpo3W, BXiJl ajMmiHicTpaTopa (JIUIe 3 HOBOTO

MIPUCTPOIO) Ta BUKOPUCTAHHS (DOopMHU BITHOBIICHHS TTapoJist. L{e mo3Boiisie aamiHicTpaTopy

OIEepaTHUBHO pearyBaTH Ha MIJO3pLIi Aii B cucTeMi O€3MeKu caiTy.

e

(< <

Email me if Wordfence is deactivated

Email me if the Wordfence Web Application Firewall is turned off

Alert me with scan results of this severity level or greater:

Alert when an IP address is blocked

Alert when someone is locked out from login

Alert when someone is blocked from logging in for using a password found in a breach

Alert when the "lost password" form is used for a valid user
Alert me when someone with administrator access signs in

Only alert me when that administrator signs in from a new device

Alert me when a non-admin user signs in

Only alert me when that user signs in from a new device

Alert me when there's a large increase in attacks detected on my site

Maximum email alerts to send per hour
0 means unlimited alerts will be sent.

Pucynok 3.33 — HanamryBanHss crioBiteHb cuctemu 6e3nexku Wordfence

Jlami yBIMKHEHO MEPEeBipKy Ha HAsBHICTh IMyOJIIYHO JOCTYITHUX KOHPIrypaliiHux,

pe3epBHUX 1 KapaHTUHHUX (QailniB, ckaHyBaHHA siipa WordPress, Tem 1 miaridiB Ha

BIIMOBIAHICTG OQIIIAHUM BepcisiM, a TaKOX TMOIIYK IIKIAJIUBOTO KOJYy, TPOSHIB,

oexnopiB, Hebesneunux URL-aapec Ta migo3pinimx komeHTapiB. Lli HamamTyBaHHS

3a0€3Meuy0Th KOMIUIEKCHY MIEPEBIPKY CUCTEMH Ha BPa3IMBOCTI Ta IIKIIJIUBI €JIEMEHTH.
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Pucynok 3.34 — Kondirypariis mapametpis ckanyBanns y Wordfence

Scan for publicly accessible quarantined files

Scan for signatures of known malicious files

Scan file contents for malicious URLs

Scan for misconfigured How does Wordfence get IPs

Scan for publicly accessible configuration, backup, or log files

Scan core files against repository versions for changes
Scan theme files against repository versions for changes
Scan @ugin files against repository versions for changes

Scan wp-admin and wp-includes for files not bundled with WordPress
Scan file contents for backdoors, trojans and suspicious code

Scan posts for known dangerous URLs and suspicious content (@

Scan comments for known dangerous URLs and suspicious content &

Ha pucyHky npeactaBieHo HalalTyBaHHS MPOIyKTUBHOCTI CKAHYBaHHS Y IUIAT1HI

Wordfence (posnin Performance Options), sike I03BOJIIE ONTUMI3yBaTH IIPOIIEC

NEepeBIpKU CalTy Ha BPA3IMBOCTI 3 ypaxyBaHHSIM pecypciB cepBepa. Y mnapameTrpax

BCTAHOBJICHO OOMEXKEHHS Ha KUIBKICTh BHSIBICHHX MPOOJIeM, IO HAIACHIAIOTHCS

eJeKTpOHHOIO TotTor, 10 1000, a Takox BuauieHo 256 Mb onepatuBHOT mam’sTi AJis

BUKOHAHHS CKaHYBaHHSI. Yac BHUKOHAHHSA OQHOIo cTrally CKaHYBaHHA 3aJIMIICHO 3a

3amoBuyBaHHsIM (0 CEKyH/T), 10 T03BOJISIE CUCTEMI CAMOCTIMHO BU3HAYATH ONITUMATLHUN

JiMiT. JIIMIT 3arajJlbHOrO 4Yacy CKaHyBaHHS HE BKa3aHO, TOMY OyJie BUKOpPHCTaHE

cTaHgapTHe 3Ha4deHHs (10 3 roauH). Ormiist ekoHOMIi pecypciB cepBepa (Use low resource

scanning), sika 3HUKY€ HaBaHTaKEHHS, aJie 30UIbIIIY€E TPUBAIICTh CKAHYBAaHHS, 3aJIUIIICHA

HEAaKTHUBHOIO, [0 CBIIYUTH MPO MPIOPUTETHICTH MOBHOI Ta MIBUJIKOI MEPEBIPKU OE3MEKH

CalrTy.
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Performance Options -
US@M resource scanning (reduces server load by lengthening the scan duration)

Limit the number of issues sent in the scan results email 1000
0 or empty means unlimited issues will be sent

Time limit that a scan can run in seconds

0 or empty means the default of 3 hours will be used

How much memory should Wordfence request when scanning 256

Memory size in megabytes

Maximum execution time for each scan stage
0 for default. Must be 8 or greater and 10-20 or higher is recommended for most servers

Advanced Scan Options »

Pucynok 3.35 — HanamrryBanss mapameTpiB MpOyKTUBHOCTI ckanyBaHHs y Wordfence

VY mpoueci HanamTyBaHHs miarina Wordfence Security Oyno 3abe3nedeHo
KOMIUIEKCHUM TIIXiJ 10 3aXucTy BeOcalTy Ha 6a31 WordPress. AKTHBOBAHO KJTFOUOBI
byHkIii  Oe3neku, 30Kkpema: (aepBoOj, CHOBIMICHHS TMpo Mimo3pial  aii  (BXix
aZIMiHICTpaTOpa, BHUKOPUCTaHHS (OPMHU BIJHOBIEHHS MapoJifi), a TaKOXK TIIUOOKE
CKaHyBaHHs (aiiiB sjapa, IUIariHiB, TeM, KoHQIrypamiiHux ¢aiyliB Ta BMICTY Ha
HasBHICTH MIKigymBoro koay, URL-aapec 1 komeHTapis.

HanamroBani mapameTpu NpOJTyKTUBHOCTI JO3BOJISIIOTH JOCATTH OallaHCy MIXK
IIBUJIKICTIO TIEPEBIPKU Ta CTaOIBHICTIO pOOOTH cepBepa, 10 OCOOJIMBO BAKIUBO IS
CalTIB 13 OOMEXKEHUMHU pecypcaMu. 3aCTOCOBaHI OMIii TAPAHTYIOTh BUACHE BUSIBICHHS
3arpo3 1 J03BOJISIIOTH aJMIHICTPATOPy OMEPATUBHO pearyBaTH Ha CHpOOH 3JIOMY, IO
3HAYHO MIJBUIILYE 3arajJbHUN piBEHb KIOEpOE3NeKu caiTy.

Omxe, mnarin Wordfence € epexkTUBHUM 1HCTPYMEHTOM MJis 3a0e3MeueHHs
HAJIIHHOTO Ta THYYKOI'O 3aXUCTy BeOpecypci.

3.2 TectryBanust WordFence

[Iporec TecTyBaHHSI IPOBOAUTHLCS 3 METOIO MEPEBIPKU €(PEKTUBHOCTI OCHOBHUX
GbyHKITIM 0€3MeKH, TAKUX K aHTUBIPYCHE CKaHYBaHHS, MbKMepeKeBUi ekpaH (dhaepBon),
aymuT 3MIH Ha caiti, aBodakTopHa aBTeHTU(iKamiss Ta 3axuct dYepe3d Google
reCAPTCHA.

Ha pucynky Hmxue mokazaHo podota mexaHizmy Google reCAPTCHA, sxuit €

YaCTUHOIO 3ac00iB Oe3meku, peanizoBaHux 3a nomomororo miarina Wordfence. Ilicns
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BBEJCHHS OOJIKOBMX JIaHMX CHCTEMa BUMAarae MiATBEP/KEHHS, 1110 KOPHUCTYBad HE €

AdBTOMATHU30BaHUM 6OTOM, IIIAXOM BHKOHAHHSA IIPOCTOTO Bi3yaJIBHOFO 3aBAaHHsA

(nanpukian, BuOOpy Bcix 300pakeHb 13 MocTtamu). llel 3axin cropsiMoBaHHMI Ha

3anmo0iraHHsl aBTOMAaTU30BaHUM aTakaM nepedopy napouis (brute-force).

Select all images with

bridges

C O

Pucynok 3.36 —reCAPTCHA

[Ticns mpoxomkenus reCAPTCHA cucrema 3anutye OJHOPA30BHM KOJ, SKHIA

TeHEPYEThCA y MOOUIBHOMY JoAaTKy Takux sik Google Authenticator abo Authy. Ile

CTBOPIOE JI0JIATKOBUH PIBEHB 3aXUCTY, YHEMOJIUBIIIOIOUH TIOCTYII 0 00JIIKOBOTO 3aIHUCy

HaBITh y pa3l KOMIIPOMETAIlil OCHOBHOIO MapoJis. 3arajiom, i (PyHKIIi AEMOHCTPYIOTh

edexTuBHICT, TUIariHa Wordfence y peamizaiii cydacHUX MeXaHI3MIB 3aXHCTY

aBTopu3aiii Ha caiiti WordPress.
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2FA Code @

746693 |

v)
[v/] Remember for 30 days L°9q|€

Lost your password?

€ Back to Kodeak How To Videos

Pucynok 3.37 —BBenenus koay 2FA

[Ticnst HeBganux cnpoO 3aiTH, BUHUKAE MOBIJOMIICHHS, SIKE MPU TUMYacCOBOMY

0OMEXEHHI NOCTymy 10 BebOcailTy KopucTyBaueBi. lle MOBiIOMIIEHHS TEHEPYEThCS

cucremoro Oesreku WordPress, Haifuacriiie BHACHIAOK MiA03piioi aKTUBHOCTI abo

HaJMIpHOI KUTBKOCTI cTIpo0 aBTOpH3allii. Y MOBiIOMIIEHH] BKa3aHO, IO JOCTYII 10 CANTy

Oy7I0 TUMYacOBO OOMEKEHO, a TAKOXK HaBEJACHO KOJ BIAMOBIiII cepBepa — 503 (Service

Temporarily Unavailable). KopuctyBau Mae MOXJIUBICTh HaJICcJaTH 3alldT Ha

pO30JIOKYyBaHHs, BKa3aBLIM CBOIO AJMIHICTPAaTUBHY €NeKTpoHHY aapecy. [lomiOnuit

MeXaHi3M 3a0e31euye J0JAaTKOBUM PiBEHb 3aXUCTY BiJ HECAHKIIIOHOBAHOTO JIOCTYIY Ta

atak Tuny brute-force.

Your access to this site has been temporarily limited
by the site owner

Your access to this service has been temporarily limited. Please try again in a few minutes. (HTTP response
code 503)

If you think you have been blocked in error, contact the owner of this site for assistance.
» Return to the site home page

If you are a WordPress user with administrative privileges on this site, please enter your email address in the box below and click “Send”. You
will then receive an email that helps you regain access

email@example.com SEND UNLOCK EMAIL

Block Technical Data

Block You have been temporarily locked out of this system. This means that you will not be able to log in fora
Reason: while.

Pucynox 3.38 — [loBimomieHHs ipo TUMYAcOBE OJOKYBaHHS JOCTYITY JI0 CAlTy yepe3

cuctemy Oe3IeKH.
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Takoxx mnepenbadena GopMa JJis BIAHOBJICHHS JOCTYMY: aJAMIHICTpAaTUBHUUN
KOPHCTYBa4 MOK€ BBECTH CBOIO €IIEKTPOHHY aJpecy, MiCisl YOro CUCTeMa HaJcuiae Ha
MOIITY aBTOMaTUYHUHN JHCT 13 IHCTPYKIISMU HIOJ0 PO30JIOKYBaHHS 00IIKOBOIO 3aIHCy .
[leit MexaHI3M € 4YacTUHOK CHCTEMH 3axXHCTy 1 CHOpPSIMOBAaHUM Ha 3armoOiraHHs

HECaHKI[IOHOBAHOMY JIOCTYTY JI0 aIMiHICTPATUBHOI ITaHEIl CanTy.

Unlock email requested inbox -]

WordPress wordpress@buggfri.com yia wordfence com 1218 PM (O minutesago) Yy €

1o marketing ~

Either you or someone else at IP address 193.84.3.20 requested instructions to regain access to the website Buggtri.com

If you did not request these instructions then you can safely ignore them.
These instructions will be valid for 30 minutes from the time they were sent

+ Click here to unlock your abiity o sign-in and fo access lo the site. Do this if you simply need (o regain access because you were accidentally locked out. If you received an "Insecure Password” message before
d 10 resat your password. Leam More
this if you still cal ss using the link above. It causes everyone who is blocked or locked out fo be able to access your site again

getting locked out, you may ak
- Click here

unblock all IP

+ Click here 1o unlock all IP @ and disable the Wordfence Firewall and Wordfence login security for all users. Do this if you keep getting locked out or blocked and can't access your site. You can re-enable
login security and the firewall once you sign-in 1o the site by visiting the Wordfence Firewall menu, clicking and then tuming on the firewall and login security options. If you use country blocking, you wil also
need to choose which countries lo block.

© Reply % Reply all > Forward

Pucynok 3.39 — I[loBinoMieHHs 3 IHCTPYKIIISIMU 111010 PO30JIOKYBaHHS 00JI1KOBOTO

3anmcy

3 aaMiHICTpaTUBHOI TMaHENl CaWTy BHUIHO, IO KOPUCTYyBad 13 3a3HadeHow [P-
aapecoro OyB aBTOMATHYHO BHECEHHMH /10 CIUCKY 3a0iokoBaHux. Cucrtema Oe3nexku
3adikcyBana Mmigo3pily aKTUBHICT a00 MOPYIICHHS BCTAHOBJICHHUX MPAaBHJI JOCTYIY,
BHacCHioKk d4oro 1eil [P OyB TuMyacoBO 3a0JIOKOBaHUN 3 METOKO 3amoOiraHHs
NOTEHUIHHUM 3arpo3aM. AJMIHICTpaTOp Ma€ MOKJIMBICTh TNEPErNIAHYTH JeTaii
OJIOKYBaHHsI, 3MIHUTH HaJlalITyBaHHS (iabTpalii abo BpyuHy po30JIOKyBaTH JIOCTYI Y
pa3i MOMUJIKOBOTO CTIPAIIOBAHHA 3aXHCTy. Ha JaHOMYy pHCKYHKY 4iTKO BKa3aHa MPHYMHA
OJOKyBaHHsSI — cpoOa BXOAY 3 HEAIMCHUM IM'IM KOpHUCTyBaua test, 110 € THUIIOBOIO

03HAKOIO Mi103p1I01 aKTUBHOCTI 200 OpyT(dopc-aTaku.

Create a Blocking Rule

Block Type IP Address ~ Country = Custom Pattern

:urrent blocks for buggfri.com @) show Wordfence Automatic Blocks
‘ FILTER P F EXPORT ALL IPS
Block ~ 2 Block
Type Detail Rule Added Reason Expiration R Last Attempt
Loakout 15421114112 March 21, 2025 Used arl mfrahd username ‘test’ to March 21, 2025 7:29 2 March 21, 2025
3:29 pm try to sign in pm 3:29 pm

Pucynox 3.40 — Lockout
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AnMiHicTpaTop 3I1MCHUB PO30JIOKYBAaHHS KOPHCTyBaya, BIJTHOBHMBIIN HOMY

noctyn no cairty. lle pimeHHs Oyso OpUMHATO Micis TepeBipku 1HdoOpMalii Mmpo

OJIOKYBaHHs, sKa 3acBiAYWia BIACYTHICTb 3arpo3u 3 OOKy JaHOrOo KOpHCTyBada.

BignoBigHi aii Oyiu BUKOHaHI 4yepe3 MaHelb KepyBaHHS cUCTeMOro Oesmneku, jae [P-

aapecy Oys0 BUITyYEHO 31 CHUCKY 3a0JIOKOBaHUX. TakuM YHMHOM, JOCTYII JI0 PECypCy s

KOpHCTyBaua 0yJI0 MOBHICTIO BITHOBJICHO.

Unblocking

Are you sure you want to stop blocking the selected IP,

range, or country?

Pucynox 3.41 — Po36mokyBaHHS KOpUCTyBada

Jyist mepeBipKr KOPEKTHOI pOOOTH Ta aKTyalbHOTO CTaHY 3aXHUCTY, 3A1HCHIOEThCS

Bx17 o po3aury “All Options” y mnarini Wordfence. Tyt Mo)kHa neperfiiHyTH OCHOBHI

napaMmeTpu O€3IeKH, aKTUBHI (PYHKIIIi, a TakoX IMEePEeKOHATUCh, 110 MOJYJl 3aXHUCTy

MMpanror0Thb BiI[HOBiI[HO A0 BCTAHOBJICHUX HAJIAIIITYBAaHb.

& Connectivity Ability 1o connect 1o the Wordfence servers and your own site. -

Connecting to Wordfence servers (hitp)

Connecting to Wordfence servers (hitps)

Connecting back 1o this site

v oK

v oK

v OK-35214.199.246

Connecting back to this site via IPv6 (not required; failure to connect may not be an issue on

some sites) @

1P(s) used by this server

Time Server time sccuracy and applied offsets

Wordfence Network Time

Server Time

Wordfence Network Time Offset

NTP Time Offset

NTP Status

TOTP Time Source

WordPress Time Zone

35.214.199.246

2025-06-14 08:22:49 UTC

2025-06-14 08:22:49 UTC

+ less than 1 second

Blocked

Enabled (2 of 3 attempts remaining)

Server Time

uTc+o

Pucynok 3.42 — All Options Wordfence
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VYV Live Traffic mmarina Wordfence koxeH 3amuT MO3HAYEHUN KOJIHOPOBHM
1HIUKATOPOM, IO JTO3BOJISE IMIBUIKO BU3HAYUTH THUI aKTUBHOCTI.
Hampuxian:

e  YepBOHHUH — 3a0JI0KOBaHa 3arpo3a,

®  KOBTHUH — Mi03piia Jis,

®  3CJIICHHUM — 3BUYANHUM MEPETIISA CAUTY,

e  cipuil — 6ot (Hanpuknaa, Googlebot). Lle crporrye MOHITOPUHT 1 pearyBaHHs
Ha DOTEHIIMH] aTaKH.

Ha ckpiHIIoTi moka3aHo, 110 OJ1H 13 KOPUCTYBayiB 31HCHUB 3BUMAMHUN TTEPETIIsi
caity (IMO3HAYEHO 3€JICHOK TOYKOK), TOJAI fAK 1HIIMK — OyB 3a0JIOKOBaHUHN uepes
BUSIBJICHHS MOTSHITIMHOT 3arpo3u (mo3HaYeHO YEPBOHOIO TOYKOI0).
Ile memoHctpye, sk riarin Wordfence B peanbHOMy 4Yaci Qikcye i po3pi3Hsie aii
KOPHCTYBauiB, CBOEYACHO pearyouu Ha I1J103p1Jly aKTUBHICTb Ta 3a0e31euyoun 0e3eKy

pecypcy 3a A0moMororo (aepBoiy i BOyA0BaHOI CHCTEMHU MOHITOPHUHTY.

E.' Live Traffic Whois Lookup Import/Export Options Diagnostics
Live Traffic Learn more about Live Traffic G

Wordfence Live Traffic shows you what is happening on your site in real-time, including user logins, hack attempts, and requests that were blocked by the Wordfence Firewall. You can
choose to log security-related traffic only or all traffic. Traffic is logged directly on the server, which means it includes visits that don't execute JavaScript. Google and other JavaScript-based
analytics packages typically enly show visits from browsers that are operated by a human, while Live Traffic can show visits from crawlers like Google and Bing

Live Traffic Options 3

Traffic logging mode: Security-related traffic only. Login and firewall activity will appear below.

Filter Traffic: All Hits v Show Advanced Filters Expand All Results
Type Loeation Page Visited Time IP Address Hestname Response | View
Conifer,
Wy Colorado, United Jwp-login.php 5/19/2025 10:43:04 AM 70.39.81.133 netd.techZnetpro.ch 302 L O
States
[ ] » Osaka, Japan Jsito/wp-includes/wiwmanifest.... 5/19/2025 8:32:24 AM 20.89.232.189 20.89.232.189 403 O»
@ Human Bot Waming @ Blocked

Pucynok 3.43 — IIpouec Live Traffic

JUis BUKOHaHHSA UUX N1 BUKOpUCTOBYBaBcs VPN, 1mo 103BONNIIO iMITYBaTH
JTOCTyN JI0 caiity 3 pidHux IP-aapec Ta mepesiputh, sk miariH Wordfence pearye Ha

M1JI03p1ITy aKTUBHICTh, 3MIHY JIOKaIlil Ta CIPOOX HECAHKIIIOHOBAHOTO JIOCTYITY.
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U Live Traffic Whois Lookup Import/Export Options Diagnostics

Live Traffic Learn more about Live Traffic

Wordfence Live Traffic shows you what is happening on your site in real-time, including user logins, hack attempts, and requests that were blocked by the Wordfence Firewall. You can
choose to log security-related traffic only or all traffic. Traffic is logged directly on the server, which means it includes visits that don't execute JavaScript. Google and other JavaScript-base
analytics packages typically only show visits from browsers that are operated by a huran, while Live Traffic can show visits from crawlers like Google and Bing.

Live Traffic Options 3

Traffic logging mode: Security-related traffic only. Login and firewall activity will appear below.

Filter Traffic: All Hits - Show Advanced Filters @) Expand All Results

mg Conifer, Colorado, United States left https://buggfri.com/wp-login.php?redirect_to=https%3A%2F%2Fbuggfri.com%2Fwp-admin%2F&reauth=1 and
logged in successfully as "wfdemo”. https://buggfri.com/wp-login.php

5/19/2025 10:43:04 AM (21 minutes ago)

IP: 70.39.81.133 Hostname: net4.tech2netpro.ch

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML. like Gecko) Chrome/100.0.4896.75 Safari/537.36

| BLOCK IP “ RUNWHOIS || SEE RECENT TRAFFIC
Type: Redirected : '

» Osaka, Japan was blocked by real-time IP blocklist at http://buggfri.com/sito/wp-includes/wlwmanifest.xml|

5/19/2025 8:32:24 AM (2 hours 32 mins ago)

IP: 20.89.232.189 Hostname: 20.89.232.189

Human/Bot: Human

Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

| BLOCK IP || RUN WHOIS H SEE RECENT TRAFFIC || ADD PARAM TO FIREWALL ALLOWLIST |

Pucynok 3.44 — Expand All Results

ITix yac trectyBanusa ¢pynkuii Live Traffic y miarini Wordfence Gyno akTuBoBaHO
omiito "Expand All Results", sika mo3Bonmiia neperasgaTy po3mupeny iHGOpMAaIIiio Ipo
BC1 11 KOpUCTYyBauiB Ha caifti. L{e Hanano moxmuBicTh oninuT IP-agpecy, reosokaritiro,
BIJIBIJIJaHy CTOPIHKY Ta CTAaTyC B3aeMOJii 3 (paepBosioM (HampUKIa, Yu OyJI0 31MCHEHO
OnmoKyBaHHsI). Y BHIIaJKaxX BHUSABJICHHS MIJ03PUIOI aKTHUBHOCTI 3 OOKYy MEBHOTO
KOpHCTyBada, TECTYBAJLHUK MaB 3MOTy BpY4YHY 3a0iokyBatu [P-anmpecy, BUKOHATH
nepeBipky uepes cepric Whois, neperyissHyTH HelaBH1 3anuTH 3 Toro kK [P a6o, HaBmakw,
J0JaTH HWOoro 1o Outoro cmucky. JlaHi MOKJIMBOCTI MHIATBEPIKYIOTH €(PEKTUBHICTh
IHCTPYMEHTIB MOHITOPMHTY Ta pearyBaHHsS B peajbHOMY 4Yaci, 10 € BaXJIMBUM
€JIEMEHTOM Y 3aXHUCTI PECypCy.

[Ticnst anamizy migo3piioi akTuBHOCTI B po3aini Live Traffic Oyno 3miiicHeHO
tectyBaHHs (PyHKuii OsokyBanHs IP-anpecu. [ns nporo Oyno obpano IP, 3 sikoro

3a(hikCOBaHO MOTEHITIITHO HeOe3meuny abo Miao3plry Aito.
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Live Traffic Options »

Traffic logging mode: Security-related traffic only. Login and firewall activity will appear below.

Filter Traffic: All Hits - Show Advanced Filters @ ) Expand All Resuits

I+l Montreal, Quebec, Canada left https://buggfri.com/wp-login.php and was locked out from logging in at https://buggfri.com/wp-login.php
5/19/2025 11:17:32 AM (3 minutes ago)

IP: 199.36.223.65 Hostname: envywomen.com

Human/Bet: Human

Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

UNBLOCKIP || RUN WHOIS “ SEE RECENT TRAFFIC |
Type: Blocked

Pucynok 3.45 — Block IP

ITin yac mepeBipku poboTu (aepposa miuarina Wordfence Oyino mpoTecToBaHO
MEXaHI3M aBTOMATHYHOTO OyiokyBaHHS [P-ampec kopucTyBadiB, siKi MOPYIIYIOTh
BCTAHOBJICHI TIpaBuJjia. Y BUIIAJIKy BHUSBICHHS Mi03pij0i aKTUBHOCTI ab00 MOBTOPHHUX
HeBIaIMX cpob Bxoay, IP-aapeca aBTomaTHuHO 6JI0KY€ThCSA Ha IEBHUI IPOMIXKOK Hacy.

TpuBanicTs 610KyBaHHS 334a€ThCA Y BIAMOBIIHUX napamerpax Wordfence 1 moxxe
3MIHIOBATHUCh BIJMIOBIIHO JI0 TIOJITUKK Oe3mneku canTy. J{Jis mepeBipky yacy OJI0KyBaHHS
Oy7I0 BIAKPHUTO PO3ALI, A€ BigoOpakaroThCs Bci 3abiokoBani IP-agpecu, Birodaroum
JIaTy Ta TpuUBalicTh OnokyBaHHs. lle mae amMiHicTpatopy 3MOry KOHTPOJIOBAaTH

00MeKeHHS JIOCTYIy Ta, 3a MOTpeOu, 3MIHIOBaTH a00 CKaCOBYBaTH OJIOKYBaHHS BPYUHY.

RESTORE DEFAULTS

Rate Limiting -
Enable Rate Limiting and Advanced Blocking OFF
NOTE: This checkbox enables ALL blocking/throttling functions including IR, country and advanced blocking, and the *Rate Limiting Rules” below.

How should we treat Google's crawlers Verified Google crawlers will not be rate-limited

If anyone's requests exceed Unlimited + then throttle it

If a crawler’s page views exceed Unlimited » then throtle it

If a crawler’s pages not found (404s) exceed Unlimited v then throttleit

If a human's page views exceed @ Unlimited ~ then throttle it

If a human's pages not found (404s) exceed @ Unlimited v then throttle it o
How long is an IP address blocked when it breaks a rule & 5minutes -

Pucynox 3.46 — TpuBanicTh 6JI0KyBaHHS
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HaitmBuamuii  cnoci6 mepekoHaTHCs, 10 CKaHyBaHHS CaWTy BiJOyBa€ThCS
MaKCHMAJIbHO MOBHO — IIe TiepeiTu A0 po3aury Scan Options and Scheduling y miarini
Wordfence.

Y 1mpoMy po3iJii KOpUCTYBad MOXKE BpYYHY HAJIAIITYBAaTH MapaMeTpy TTTMOMHA Ta
YacTOTH CKaHyBaHHSA, YBIMKHYTH MEPEBIpKY BCiX OocHOBHHX (aitmiB siipa WordPress,
IUIariHiB, T€M, a TaK0XX YBIMKHYTH BHUSBJICHHS IIKIJJIMBOTO KOJIy Ta MOTEHLIWHO
HeOe3neyHux 3MiH. Lle 103Boisie 3a0e3neYnTH MMOBHE OXOIUJICHHS ITiJ] Yac aHaji3y CanTy

Ha 3arpo3H, 10 3HAYHO ITiJIBUIIYE PIBEHb O€3MEKH Pecypcy.

V4 \ F Ny rd
( | | \:
8 N ., v / . V4
Scan Type: Standard Malware Signatures: Premium Reputation Check
Standard detection capability Signatures updated in real-time Check spam & spamvertising

Manage Scan Protect More Sites Manage Options

v v Vv v v v v v

Sparmvertising Checks Spam Check Blacklist Check Server State File Changes Malware Scan Content Safety Public Files Password Strength Vulnerability Scan

Help
Find the documentation and help you need

Scan Options and Sche
Manage scan options inch

Pucynok 3.47 — Scan

KopucryBau obupae HeoOXiIH1 MmapaMeTpu CKaHyBaHHs B po3/iiai Scan Options,
mo0 3abe3neynTH HaWOLIbIl e(eKTUBHY mepeBipky caiTy. lle mo3Bossie TOUHO
HAJAIITYBAaTU TIMOWHY aHalli3y, OXONUTH BCi KpUTHU4HI KoMmmoHeHTH WordPress —
BKJIIOYHO 3 (hailylaMu siipa, TeMaMH, IUIariHaMu, 0a3010 JaHUX — 1 BUSIBUTH MOXKJIMBI
3arpo3u, mijo3piii 3MiHN a00 MIKITMBUN KOA. Takuil miaXia ga€ 3MOTY MaKCHUMAaJIbHO

TOYHO OLIIHUTH CTaH O€3MEKU pecypcy.
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(&)

Scan posts for known dangerous URLs and suspicious content

Scan comments for known dangerous URLs and suspicious content 2

8 8

Scan WordPress core, plugin, and theme options for known dangerous URLs and suspicious content 2

8

Scan for out of date, abandoned, and vulnerable plugins, themes, and WordPress versions

&)

Scan for suspicious admin users created outside of WordPress

8

Check the strength of passwords

Manitor disk space &

Maonitor Web Application Firewall status ©

8 8

Scan files outside your WordPress installation

&

Pucynok 3.48 — Onii abo cnincok

[Ticyist BHECEHHs 3MIH KOPUCTYBau 30epirae HajalTyBaHHS Ta 3allyCKae MpOILIeC
NepeBipKH, HATUCHYBIIM KHOMKY Start Scan. Lle iHili10€ MOBHE CKaHYBaHHS CalTy 3T1IHO

3 00OpaHUMHM MapameTpaMu Oe3MeKH.

M Scan Learn more ¢

Wordfence Scan & Premium Enabled

Scan Type: Custom Malware Signatures: Premium Reputation Checks
Custom scan options selected Signatures updated in real-time Check spam & spamvertising bl
Manage Scan Protect More Sites Manage Options

Help Scan Options and Sched:
SILLTTETEE Find the documentation and help you need Manage scan options includi

Spamvertising Checks ~ Spam Check  BlocklistCheck  ServerState  FileChanges  Malware Scan Public Files Vulnerability Scan

[JUN 07 20:47:04] Scan Complete. Scanned 4598 files, 3 plugins, 4 themes, 2 posts, 1 comments and 31 URLs in 22 seconds. EMAIL ACTIVITYLOG  VIEW

rti assword strength check on 2 users.

[Jun 07 20:47:03] Examining URLs found in the options we scanned for dangerous websites
[Jun 07 20:47:03] Done examining URLs

[Jun 07 20:47:04]
[Jun 07 20:47:04] Wordfence used 15.54 MB of memory for scan. Server peak memory usage was: 17.54 MB

[Jun 07 20:47:04] Scan Complete. Scanned 4598 files, 3 plugins, 4 themes, 2 posts, 1 comments and 31 URLS in 22 seconds.

Pucynok 3.49 — IIponec ckaHyBaHHS

@OyHKIII1 CKaHYBaHHS JO3BOJISIOTH IEPEKOHATHUCS, 1110 CAUT HE PO3CUIIAE CIIaM 1 He
nepebyBae B JKOMHMX YOPHUX cmucKax. KpiM TOro, BOHM J0MOMAaraioTh BHSBUTH
MOTEHIIMHO IIKIAJIMBI €JIEMEHTH, SKI MOXYTh 3arpo’KyBaTH pemyTarlii pecypcy ado
Oe3rmerli kopuctyBadiB. PerymspHe CkaHyBaHHS — BaXJIMBA CKJIAJI0BA 3arajbHOTO 3aXUCTY

BeOcalTy Bij Kibep3arpos.
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) ) ()

Scan Type: Custom Malware Signatures: Premium Reputation Checks
{tom scan options selected Signatures updated in real-time Check spam & spamvertising blocklists
Manage Scan Protect More Sites Manage Options

Help Scan Options and Scheduling
STOP SCAN
Find the documentation and help you need Manage scan options including scheduling

e®.
« “ o =
L e*
ks  SpamCheck  BlocklistCheck  Server State ge Content Saf PublicFlles  Password Strength  Vulnerability Scan  User & Option Audit

Pucynok 3.50 — ITponec ckaHyBaHHS

Sk BUJTHO, CKaHyBaHHs OyJI0 BAKOHAHO Ta 3aBEPIICHO O€3 BUSBICHHS M1A03P1INX
pe3ynbratiB. BapTto mam’staTt, 10 3 MIpKyBaHb O€3IE€KH Iepe]l BITHOBICHHSIM a0o0
BUJAJICHHSM (haiiiliB 3a TOMOMOTO0 CKaHepa JOLIIBHO CTBOPUTU PE3EPBHY KOMIIO CAUTy
abo i#oro nanux. lle M03BONMTH YHUKHYTH BTpaTH BaXauBOi i1Hdopmalii y pasi
HerependadeHux curyaili. Kpim Toro, perysispHe CTBOPEHHS pe3epBHUX KO CIpHUse

IIBUIKOMY BIJHOBJIEHHIO POOOTH CailTy y BUIAIKY 3J1aMy UM TEXHIYHOTO 300}0.

.// \".‘ .'/"‘ ‘\.\ rd \. \
{ f
|_‘\ )rll ,\ ; 1 lr|
> \ / —
Scan Type: Custom Malware Signatures: Premium Reputation Checks
Custom scan options selected Signatures updated in real-time Check spam & spamvertising blocklists
Manage Scan Protect More Sites Manage Options

y Help

{8 Scan Options and Scheduling
&/  Find the documentation and help you need

Manage scan options including scheduling

v vV Vv VvV VvV VvV VvV Vv v v

Spamvertising Checks Spam Check  User & Option Audit ~ Server State File Changes Malware Scan Content Safety Public Files B Strength Inerability Scan User & Option Audit

[JUN 07 20:51:31] Scan Complete. Scannad 4605 files, 3 plugins, 4 themes, 2 posts, 1 comments and 31 URLs in 25 seconds. EMAIL ACTIVITY LOG  VIEW FULL LOG  HIDE LOG
I U £ L] LUHIE 1S REY ISR,
[Jun 07 20:51:28] Starting password strength check on 2 users.
[Jun 07 20:51:30] Examining URLs found in the options we scanned for dangerous websites
[Jun 07 20:51:30] Done examining URLs
[Jun 07 20:51:31]
[Jun 07 20:51:31] Wordfence used 12 MB of memory for scan. Server peak memory usage was: 14 MB
[Jun 07 20:51:311 Scan Complete. Scanned 4605 files. 3 plugins. 4 th 2 posts. 1 ts and 31 URLs in 25 seconds.

Pucynok 3.51 — CkaHyBaHHS 3aBEpILIEHO

[Ticns mporo aamiHicTpaTop mepexoauTh A0 TecTtyBanHa Audit Log 3 metoro
nepeBIpKkd KOPEKTHOCTI (ikcalii mnonaid y cucremi. B pamkax mporo mpoiecy
3MIMCHIOETHCS PSJ AiH, TAKUX SK CIOpOOM BXOMY O MaHENl KepPyBaHHS, aKTHUBAIlis abo
JIeaKTUBAIlS IUIariHiB, 3MiHa (aiaiB, a TaKoX IMITallls MiA03pijaoi aKTHUBHOCTI IJIA

MEepeBIpKU peakilii cucremMu. Yci moaii MawTh OyTH BigoOpa)keHi B >KypHall 3
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3a3HauYeHHSAM 4acy, IP-agpecu, imeHi KopucTtyBaua Ta omnucoMm mii. Ile mo3Bossie
nepekoHatucs, mo Audit Log mpartoe ctabiapHO Ta 3a0e3nedye HaAiiHUN KOHTPOJIb 32

BCiMa BOXXJIMBUMHM 3MIHAMM Ha CaMTI.

Audit Log _earn more about the Audit Lag C

e functionality CONNECT SITE

Audit Log Options -

These options let you choose which site events to record in the audit log. When enabled and your site is connected to Wordfence Central, these events are automatically sent to
Central to prevent any tampering by an attacker. When Audit Log logging mode is set to "Significant Events”, all evenis except content changes will be recorded. "All Events” will
include content-related events and may be used to monitor for unauthorized post or page changes. "Preview” and "Disabled” modes do not send any events to Central

RESTORE DEFAULTS ANCEL CHANGES SAVE CHANGES
Audit Log logging mode DISABLED AT SIGNIFICANT EVENTS ~ ALL EVENTS

Display Audit Log menu option

Audit log mode: Not recording. Premium Feature

Pucynok 3.52 — Audit Log

ITicns wnatuckanHs kHonku CONNECT SITE po3noynHaeTbes MPoOIEC
HAKII0YeHH BeOCalTy 0 LeHTpaii3oBaHoi cuctemu ynpasiinHasi Wordfence Central.
CaiiT aBTOMaTHYHO MTPOXOIUTH aBTEHTHU(IKAIIIIO, MICJISI YOTO BCTAHOBIIIOETHCS 3aXHUIIEHE
3'eqnaHHs MK cepBepoM Wordfence Ta o6panum pecypcom. Y pe3ysibTaTi MiIKII0UYeHHS
aJIMIHICTPATOP OTPUMYE MOKJIMBICTh y 3pyYHOMY (hOpMaTi MOHITOPUTH CTaH Oe3MEeKU
CalTy, MeperJisaiaTi 3BITH CKaHyBaHb, AKTUBHICTh KOPUCTYBaUiB, KypHaau moaii (Audit
Log), a TakoX AMCTaHLIWHO KepyBaTH HANAIITYBAaHHSAMU (aepBOITY, CKaHEpa Ta IHITUMHU
byHKIsIMH 0€3 HEOOX1THOCTI 3aXOUTH OE3MOCcepeTHbO B MaHEb KepyBaHHS KOXKHOTO

caity okpemo. Lle 3HauHO cripoIIy€e yrpaBaiHHS 0€3MEKOI0 Y BUIMTAIKY HASIBHOCTI KIJIBKOX

pecypcis.
M Wordfence Central

« Testing initial communication with Wordfence Central

¢ Passing public key to Wardfence Central

V Testing public key authentication with Wordfence Central

'j ?:' Testing that Wordfence Central is able to communicate with this site.

Pucynok 3.53 — I[ligkmtouenns caiitiB 1o Audit Log
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m HIGHEST SEVERITY » || LICENSE TYPE ~ LICENSE £

AuditLog + LastScanDate - Highest Severity - Findings =  Firewall% = Scan% <  License Type - Help Ac

[ Auditleg  June12,2025  €) Critical | Malware Scan 11Res  100% 100% & Premium [Upgrade] @ &

n [ Auditleg  June122025 €D Critical | Malware Scan 14Res  100% 100% & Premium [Upgrade] @ &
it [ Auditlog  June12,2025 @ Medium |File Changes 2 Results78% 10% Response ® £
: [4 Auditlog  June12,2025 @) Low |File Changes 2 Results78% 98% % Response ® %
> [4 AuditLog  June1Z2025 € Medium | File Changes 1 Resulis78% 48% ¥ Care [Upgrade | ® £
[ AuditLog June 12; 2025 @ Done found 0 Resulisd8% 60% Y Fres :Upgrade] @ :
A Auditlog  June122025 ) Critical | Malware Scan 1 Results100% 100% ¥ Care [Upgrade | ® £
[4 Auditlog  June12,2025 @ None found 0 Results10% 100% A Expiring ® £

. [A Auditlog  June122025 @ Critical | Malware Scan 19 Result100% 100% ¥ Care [Upgrade | ® £

Pucynok 3.54 — Intepdeiic nieHTpanizoBaHOi CUCTEMHU yIIpaBJIiHHs O0€3MEeKO0 CalTIB —

Wordfence Central

VY rtabnuii BiTOOPaKEHO CHHMCOK IMIAKIOYEHUX CaWTIB, JaTy OCTaHHbOTO
cKaHyBaHHS (Hanpuknan, June 12, 2025), cratyc QaepBoiy, a TAKOK HaWBUIIUI PiBEHb
BUSABJIEHUX 3arpo3 (Hampuknan, Critical | Malware Scan). Cucrema 103BOJISIE
aZIMIHICTPATOPy 3IIMCHIOBATH MOHITOPHHI O€3MeKd, MEeperyisiiaTé >KypHalu MOIii,
3alyCKaTH CKaHyBaHHS Ta KEepPyBaTH HaJAIITyBaHHAMH Oe3 HEOOXiTHOCTI BXOAY MO
KOXKHOT'O CaiTy OokpeMo. Takui MiaxiJi 3HAYHO IMiJBHUINY€E €(PEKTUBHICTh YIPaBIIiHHS
1H(DOopMaIiiHOI0 Oe3MeKo0 Y pa3i poOOTH 3 KIIbKOMa PeCypCcami.

Takox y marini Wordfence Security peanizoBana MOXJIUBICTb OOMEXUTH JOCTYII
JI0 CaTy KOPUCTyBadaM 13 KOHKpETHUX KpaiH. Ha 300pa’keHHI BUIHO, K 3a00POHEHO
BX1J 13 meBHUX TreorpadiuHux perioHiB. Taka QYHKIS BUKOPUCTOBYETHCS IS

3anmo0iraHHs aTakaM 13 KpaiH, Jie HaluacTillle PeeCTPYIOThCS CIIPOOHU 3JI0MY.
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Select Countries to Block from List

ABCDEFGHIJKLMNOPQRSTUVWY?Z

Aland American

Afghanistan Albania Algeria Andorra Angola
8 Islands : Samoa &
Antigua and
Anguilla Antarctica 9 Argentina Armenia Aruba Australia
Barbuda
Austria Azerbaijan
Bahamas Bahrain Bangladesh Barbados Belarus Belgium Belize
Bonaire,
Saint Bosnia and
Benin Bermuda Bhutan Bolivia ! e Botswana
Eustatius Herzegovina
and Saba
B g British Indian B ”
ouve runei
Brazil Ocean Bulgaria Burkina Faso Burundi
Island Darussalam
Territory

Pucynok 3.55 — ®ynkiionan reorpadiunoro 6imokyBanHs (Country Blocking) y

WordFence

JlaHuii IHCTpYMEHT MO OJIOKYBaTH SIK IOBHUM JIOCTYI IO CAlTy, Tak 1 JIUIIE J0

¢dopmu Bxoxay. [IpoTe BakIMBO 3a3HAYMTH, IO IS (PYHKIIS TOCTYIHA JIMIIE y TJIATHIN

(Premium) Bepcii mnarina Wordfence, ToMy He KOXEH aJMiHICTpaTOp Mae€ 3MOry ii

3acTOCOBYBaTU. Y OE3KOIITOBHIN Bepcii LS MOXJIHUBICTH BIACYTHS, IIO OOMEXYye

MOTEHITiaT 3aXKUCTY BiJl 3arpo3, MOB’sI3aHUX 13 reorpadiyHO BU3HAYCHUMHU JKEPEIIaMHU.

Bukopucranns Country Blocking oco6nuBo moriapHe aJisi caldTiB, OPIEHTOBAHUX Ha

JOKaJbHY ayJIWuTOPiI0, 1€ MDKHApOAHWHM Tpadik € HemoTpiOHMM abo TOTEHINIHO

HEOC3IICUHUM.
Dashboard
Site Health Status AW
At a Glance AV
Activity A~V
Wordfence activity in the past week AV

AT Wordfence

(1] ' ' [ T3 Securing your WordPress website

Top 5 IPs Blocked

Update Blocked IPs

Pucynok 3.56 — Uactuna nanen kepyBanns (Dashboard) WordPress
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VY mporeci NpakTAYHOIO TECTYBaHHS OyJI0 NEPEBIPEHO KIFOYOBI MOKIIMBOCTI
rmarina Wordfence Security, a came: QyHKIIIIO CKaHyBaHHS calTy (Scan), >KypHall MOii
(Audit Log), nBoxdaxrtopHy asTeHTudikamito (2FA), anami3z BXigHOro Tpadiky,
onokyBanHs [P-anpec, a Takox reorpadiune 6mokyBanus (Country Blocking).

CkaHyBaHHS CaiiTy BUSBHJIO MOTEHLIKHI 3aTpO3H, BKIIIOYAIOYU 3MiHEHI dailiau Ta
I103p1iil TUIariHy, 10 JT03BOJISIE ONIepaTUBHO pearyBatu Ha pusuku. Audit Log HaniiiHo
3a(iKCyBaB yCi /i1 KOPUCTYBayiB 1 CUCTEMH, IO € BAXJIUBUM JIJI1 KOHTPOJIO O€3MEKH.
BnopoBamxkenns 2FA 3Ha4HO MIABUIWIIO pPIBEHb 3aXHCTy OOJIKOBUX 3aluCiB
aaMiHICTpaTopiB. AHami3 Tpadiky HaJaB MOXJIUBICTh BHSBUTHU JKEpeJa IiJI03pilIoi
aKTUBHOCTI, a 6JiokyBaHHs [P-aapec 103BOJINUIIO MIBUIKO pearyBaTy Ha HECAaHKIIIOHOBAHI1
cripobu goctymy. Oxpemo Oyno mporectoBano (ynkiito Country Blocking, sxa
JIOCTYTIHA JIUIIIE Y IpeMiyM-Bepcii miarina. BoHa fae 3Mory 0OMeXUTH JTOCTYT JI0 CaluTy
abo 10 popMu BXOAY AJi1 KOPUCTYBaUiB 3 IEBHUX KPAaiH, 1110 € KOPUCHUM 1HCTPYMEHTOM
JUISl 3aXUCTY B1Jl aTaK 3 KOHKPETHUX reorpadiyHUX perioHiB.

BHCHOBOK /10 TPETHOI0 PO3iiLy

VY mpormeci HanamTyBaHHS Ta TecTyBaHHS Tiarina Wordfence Security Oymo
peali3oBaHO KOMITJIEKCHUM MXia 10 3a0e3nedeHHs iHpopMarliiiHoi 6e3reku BeOcanTy
Ha 0a3i WordPress. AKTUBOBaHO KJTFOYOB1 MOJTYJTi 3aXHUCTY, 30KkpeMa: GhaepBoJi, CUCTEMA
CHOBIIIEHb TPO MIAO3PUTY aKTUBHICTH (BX1J aJMIHICTpAaTOpa, BUKOPUCTAHHS (hopmu
BIJIHOBJICHHSI MMapoJjisi), a TakoX TJIMOOKe ckaHyBaHHs sijgpa CMS, mariHiB, Tew,
KoH(pirypamiitHux ¢aiaiB, KOMEHTapiB 1 BMICTY Ha HasSBHICTh IIKIJJIMBOTO KOY,
mkigmuBux URL-anpec 1 3MiHEHHX KOMIIOHEHTIB.

HanamtyBanHsi mapaMeTpiB MPOAYKTUBHOCTI IUIariHa JO3BOJIUJIO JOCITTH
ONTHUMABHOTO OAJIAHCY MIXK TTIMOMHOTO MEPEBIPKH Ta CTA01IBHICTIO pOOOTH CEPBEPA, 1110
0COOJIMBO BAXKIIUBO /ISl CAlTIB 3 00MEXXEHUMH TEXHIYHUMU pecypcamu. Lle 3abe3neunio
Oe3nepepBHUIT 3aXUCT 0€3 HETaTUBHOTO BIUIMBY HA MIBUIKOIIF0 CHCTEMH.

VY pamkax npakTUYHOTO TeCTyBaHHS OyJM MepeBipeHi Taki PyHKIT Mariia, sK:

e Scan — IHCTPYMEHT CKaHYBaHHs CalTy, SIKUA JO3BOJIUB BUSIBUTH 3MIHEHI

daiinm, MoTeHITIHHO HeOe3MeYH1 TUIariHy Ta MIKIIINBI (parMeHTH KOIY;
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e Audit Log — xxypHan nofii, mo HaAiiHO (ikcyBaB yci Jii KOPUCTYBayiB 1
CUCTEMH, A03BOJISIIOUM 3A1MCHIOBATH KOHTPOJIb Ha/l AKTUBHICTIO HA CaTI;

e JIBopakTopHa aBTeHTH(ikamis (2FA) — nomarkoBuil piBEHb 3aXUCTY
OOJIIKOBUX 3aMMCIB aaMIHICTPATOPIB, IO 3HUXKY€E HMOBIPHICTP HECAHKI[IOHOBAHOTO
JOCTYIY;

e  AmnHaui3 Tpadiky — MOHITOPUHT MIJO3pUIMX 3aIUTIB 1 BUSHAYCHHS JHKepel
ITOTCHI[IHUX aTak;

e baoxkyBanusa IP-agpec — MOXIUBICTH ONEPATUBHO 3a0JIOKyBaTH JOCTYH 3
HeOakaHux a0o 3;10BMUCHUX [P;

e Country Blocking - ¢yHskmis reorpadiuHoro OJIOKyBaHHS, sKa
MPOTECTOBAaHA OKPEMO ¥ OCTYITHA JIMIIE Y TIpeMiyM-Bepcii. BoHa mo3Bosisie 0OMexuTn
JOCTYII 0 calTy abo 0 MOro aaMiHICTPATUBHOI YaCTUHU JUIsl KOPUCTYBAYiB 3 MEBHUX
KpaiH, 1110 OCOOIMBO aKTyaJIbHO JIJIs JIOKAIBHUX PECYPCIB.

3aranoMm, mpoBeleHE HaJalITyBaHHS ¥ TecTyBaHHs 1uiarina Wordfence
MIITBEPIUSIO HOTO BHUCOKY €(PEKTHBHICTh SK I1HCTPYMEHTY JUIsi OaraTOpiBHEBOTO,
HAJIMHOTO Ta THYYKOTO 3axUCTy BeOpecypciB. IHTerpamis (QyHKIIH aKTUBHOTO
MOHITOPUHTIY, pearyBaHHs Ha 3arpO31 Ta aBTOMATHYHOTO OJIOKYBaHHS CyTTEBO MIABUIILY€E
3araJlbHUN piBEeHb KiOEp3axHUCTy CalTy, 3MEHIIYE€ PU3UK 30BHIIIHHOTO BTPYYaHHS Ta

JTIO3BOJISE aJIMIHICTpAaTOpaM BYACHO pearyBaTH Ha MOTCHI[IMHI aTaKH.
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BUCHOBKHA

Y pesynbTari mnpoBeneHoi KBamidikamiiiHOT poboTH  Oyno  peanizoBaHO
KOMIUIEKCHUM TIAXi[ J0 TMiJBUINCHHS piBHSA Oe3meku BeOcaiTy Ha 0asl CUCTEMH
ynpaeninHs BmictoM WordPress. Ha ocHOBI jgeTtampHOro aHamizy apxiTeKTypu
WordPress, TUIIOBUX Bpa3IMBOCTEN BE03aCTOCYHKIB 1 CydacHHUX 3arpo3 1H(popMaliiiHii
oesrmerti, 0yyo chopMOBaHO MEPeEiK BUMOT 0 Oe3MedHoi KOH(ITrypallii caTy, a TaKoX
nigiopaHo eeKTUBHI IHCTPYMEHTH AJI HOTO 3aXUCTY.

HaiiBa)xTuBIilIMM ~ KOMIIOHEHTOM  TMPAKTUYHOI  YaCTUHU  pOOOTH  CTajo
BIIPOBAKCHHS 1 HATamTyBaHHs iarina Wordfence Security, 1o 103B0oHIIO JOCITTH
BHCOKOTO PIBHS 3aXHUIIEHOCTI BeOpecypcy BiJl HAUMOMIMPEHIINUX TUIIIB aTak. ¥ paMKax
JOCITIKEHHS 0YJIO JOCSATHYTO BCiX IMOCTABJICHUX 3aBJ/IaHb:

1. IIpoananizoBano crpykrypy WordPress Ta THIIOBI ypa3JMBOCTI, cepen
SAKUX — HAsBHICTH IUIAriHIB 3 HEHAJIWHUM KOJOM, BUKOPHCTAaHHS CIA0KHX IapoJIiB,
BIJICYTHICTh IIH(pYBaHHS TMEpeAaBaHHS IaHUX, BIAKPUTUNA JOCTYN A0 Ba)JIMBUX
cucteMHuX (aitiiB Toino. Lle 103B0mi0 O1IbI TOYHO BUSHAUNTH 30HU PU3HUKY Ta IIJISIXU
1X YCYHEHHS.

2. OOrpyHTOBaHO HEOOXIIHICTH BHIPOBAJKEHHH IUIATIHIB 0e3MeKH,
30KpeMa TaKuX, IO 3A1HCHIOIOTh MOHITOPUHT, OJIOKYBaHHs, CKaHyBaHHS Ta KOHTPOJIb
noctyny. Ha mijcTaBi mOpiBHSIHHS KUIBKOX JOCTYIHUX pillieHb 0ysio oopaHo Wordfence
SK OJTMH 13 HAUMOTY>KHIMIMX 1 HAHO1IBIT (PYHKITIOHAIBHUX TUTATIHIB.

3. PeasizoBano TecryBanus ¢pynkuionaay Wordfence, 1110 oxoritoBaio:

® 3alyCK CUCTEMHU CKaHYBaHHS Ha HAABHICTh 3MIHEHHMX (DaiiJiB, MOTEHIIHHO
IIKIJTMBUX KOJIIB 1 3arpo3;

® BUKOpHUCTaHHA XypHainy nojaii (Audit Log), sikuif 103BOJIMB MPOCTEKUTH
BC1 /111 HA CalTI Ta BUSBUTH MiA03PiTy aKTUBHICTb;

e HanamrtyBaHHS (aepBoy, sSkuil eheKTUBHO (QUIBTPYE HEOE3MEUH1 3alUTH
IIe JI0 TOTO, IK BOHU moTparuisiTh y WordPress;

e yBIMKHEHHs JABOX(¢akTopHoi aBTeHTHdikamii (2FA) s o6mikoBuX

3aMMCiB aMIHICTPATOPIB, IO 3HIXKYE PU3UK HECAHKIIIOHOBAHOT'O JOCTYIIY;
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e OuaoxyBanusa IP-aapec — mnpoTecToBaHO (YHKIIIO aBTOMAaTHYHOTO
00MEKEHHS JIOCTYITY JIJIsl KOPUCTYBaYiB, K1 HAMAraroThCs Mia10paTH mapoJi
a00 Ha/CUJIAIOTh MiI03PLIl 3alHUTH;

® BHKOPHUCTAHHS CHCTEMH CHOBillleHb, SKa B PEXHMI peaIbHOTO dYacy
MOBIJIOMJISIE aJMIHICTpaTOpa MPO KPUTHUYHI MOJIi: CIpoOH BXOIYy, 3MIHY
¢aiiniB, Mig03pUTy aKTUBHICTB;

® [IPOTECTOBAHO €JEMEHTU IMpeMiyM-Bepcii, 30KpeMa Treo0J0KYBaHHSA
(Country Blocking) — ebekTuBHMIT IHCTPYMEHT JIJIs1 JIOKAJIBHUX MPOEKTIB,
IO JTO3BOJIAE€ 3aKPUBATH JIOCTYI JO aAMIHICTPAaTHBHOI YacCTUHU CaWTy 3
[IEBHUX KpaiH.

4. IIpoBeaeHo cumyJisillil0 THIOBMX 3arpo3, 30KpeMa: cnpoOu miadopy
NapoJiiB, HAACWIAHHS MKIATUBUX SQL-3anmuTiB, BUKOPUCTAHHS HEOE3MEUHUX IUIATIHIB,
TecTyBaHHsI BpasznuBocTedl XSS. V koxkHoMmy Bumanky muiarii Wordfence HagaBas
aJIcKBaTHY BUIMOBiAL: OJIOKyBaB [iii, CHOBIIIAB TPO IHIUJEGHT abo0 J03BOJISB
aJIMiHICTPATOPY BTPYTUTHUCS BPYUHY.

KirouoBuM pe3ynbTaToM AOCITIHKCHHS CTall0 YCBIIOMJICHHS TOTO, IO 3aXHCT
WordPress HEMOXXIIMBO 3a0€3MEUUTH JUIIE OJHUM IUIATIHOM YU OKPEMHM 3aXOJIOM.
Jlume cucremHuit, OaratopiBHEBUM 1 IOCTIMHO OHOBIIOBAHUM MiAXIJ Ja€ 3MOTY
e(hEeKTUBHO TPOTUCTOSITU CydyacHUM KiOeparakaM. Cepell TakMX 3aXOiB — OHOBJICHHS
sJipa, TJIAriHiB 1 TeM, 0OMEeXEHHS TIPaB KOPUCTYBAUiB, PETYJISIPHE PE3ePBHE KOMIFOBAHHS,
KOHTPOJIb AaKTUBHOCTI, BukopuctanHs HTTPS, mnpuxoByBaHHS TMaHeNl BXOIY,
BrpoBapkeHHss CAPTCHA 1 2FA.

Wordfence € edextuBHMUM 1 THYYKHUM 3acOo00M [JIsi MJBHINECHHS PIBHA
KiGep3axucty BebpecypciB, mobynoBaHux Ha WordPress. Moro BHpOBamKeHHs Y
MOETHAHHI 3 IHIIIUMHA METOJIaMHU 3aXKCTY JI03BOJISIE€ 3HAYHO 3HU3UTH PU3HUK TPOHUKHEHHS,

BTPaTH JAHUX 1 KOMIIPOMETAI[lT CUCTEMHU.
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