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AHOTANIA

VY AUIIOMHOMY MPOEKTI PO3TIISIHYTa CTPYKTYpPa MEPEXki 3 MAKETHOI KOMYTAIll€l0 Ha
npukiaal tene@onHoi mepexi. CriodyaTky HaBeNEHO 3arajbHI MOHATTSA MPO MEPEeXi 3
MAaKeTHOI0 KOMYTAlli€l0, iXHI MepeBard Ta HeNoNIKU. [loTiM [AeTanbHO PO3TISHYTO
CTPYKTYpy Tene(oHHOT Mepeki, BKIFOUAlOUN TaKi KOMIIOHEHTH, K aOOHEHTCHKi CTaHIIIi,
KOMYTalliliHi BY3JI1, KaHaJIH 3B'sI3Ky Ta MepexeBe 001aaHanHa. OnrucaHo NPUHIUIHN pOOOTH
MEpEexi, 30KpeMa MpoIecH MapuIpyTH3allii, nepenayi Ta J0CTaBKU MaKeTiB.

VY mpoekTi TakoXK PO3MVISIHYTI CydacHI TEHJEHII PO3BUTKY MEPEX 3 IMaKETHOIO
KOMYTAIi€l0, 30KpeMa 3pOCTaHHs 00cCsriB TpadiKy, HEOOXIIHICTh 3a0€3MEUYEeHHs SKOCTI
00CITyroByBaHHS Ta PO3BUTOK HOBUX TEXHOJIOTIH.

JIUTIIOMHUNA NPOEKT MICTUTh TaKi PO3ALIH:

Beryn

AHani3 KOHLEMIIN Ta pillleHb MOOYJOBU KOPIOPATUBHUX KOMITFOTEPHUX MEPEK
BUPOOHMYUX TIANPHUEMCTB

CTpyKTypa MyJIbTUCEPBICHOI KOPIMOPATUBHOI MEPEXi

Bubip mepexxeBoro o0JiaiHaHHs

Bubip cepsgicis

BucHoBkH

JIunmoMHUNA TPOEKT BUKOHAHO HA OCHOBI BITUM3HSHUX Ta 3apyOilKHUX JKEped,
BKJTFOUAIOYH HAYKOBI CTATTi, HABYAIbHI ITOCIOHUKHU Ta BeO-pecypcH.

KitouoBi ciioBa: Mepeska 3 TaKeTHOI0 KOMYTalll€lo, TeaedoHHa Mepexa, aDOHEHTChKa
CTaHIlisl, KOMyTAI[IWHUN By30J1, KaHaJI 3B'SI3Ky, MEpEXEeBe 00JIaJHAHHS, MapIIpyTH3aIlid,

nepenaya, J0CTaBKa MaKeTiB, AKICTh 0OCIIyTOByBaHHs, Cy4acHI TEHACHIIII PO3BUTKY



PE®EPAT

[TosicHroBanbHA 3amucka A0 KBamidikamiitHoi pobotu “CTpykTypa Mepexi 3
MaKEeTHOI0 KoMyTalielo Ha npukiana teneponHoi mepexi TOB IlaptHep-BC”: 90c., 31
puc., 12 Tabmuie, 37 mTepaTypHHUX JKEpe.

KOPITIOPATHBHA MEPEXA, CEPBIC, IP-TEJIE®OHIA,
BIJEOCIIOCTEPEXEHH S, KOHOEPEHIIA, IIAITPUEMCTBO.

Mera poOoTu: anHamiz Ta MoOyJoBa MYJIBTHCEPBICHOI KOPHOPATHBHOI Mepexi
M1PUEMCTRA.

O00'ekTOM IOCJHIKEHHS € TpoIeC MOOYJOBU MYJIbTHUCEPBICHOI KOPHIOPATUBHOI
MepexXI MiANPUEMCTBA.

IIpeamer nociaskeHHsi: MyJIBTUCEPBICHA KOPIIOPATUBHA MEpPEXkKa MiAMPUEMCTBA.

Metoan pociaimxenHsi. [lpu BupilIeHH] MOCTaBICHUX 3aBJaHb BHKOPUCTAHO
MOPIBHSJIBHUM aHAJII3, TEOPETUYHI 3HAHHS Ta MPAKTUYHI HaJOAHHS B raixy31 KOMIT FOTEPHUX
MEpEXK Ta MPOTrPaMHOro 3a0€3MEeUECHHS.

Opnep:xaHi BHCHOBKM Ta iX HOBU3HA. B pe3ynbrari poOboTu Oyso 3anpornoHOBaHO
pIIIICHHS MYJIBTUCEPBICHOI KOPHMOPATUBHOI MeEpeXi MIANMPUEMCTBA 3 BUKOPUCTAHHSIM
texnosorii Huawei One Net. HoBu3Ha mossirae B MOPIBHSJIBHOMY aHali31 ICHYIOUHMX PIllICHb
MoOyJOBU MYJIbTHUCEPBICHUX KOPHOPATUBHUX MEPEX, CEPBICIB BiaeocnocTepexeHHs, IP-
TenedoHii, BiieokoHpEepeHIlii Ta OOrpyHTOBaHHI BUKOPUCTaHHS caMe JaHUX PIIICHb.

Pe3yjabTatH  J0CHIIKeHb  MOXKYTh OyTH 3aCTOCOBaHi 1pu  noOyao0Bi

MYJIbTUCEPBICHUX KOPIOPATUBHUX MEPEXK MIAMPUEMCTB.
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HEPEJIIK YMOBHHUX ITIO3HAYEHB, CKOPOYEHb, TEPMIHIB

VLAN - Virtual Local Area Network (BiptyanbHa jiokanbpHa Mepexa)

FHRP — First Hop Redundancy Protocol (ITpoTokos pe3epByBaHHS IEPIIOTrO IEPEXOy)
VPN — Virtual Private Network (Biptyansaa npuBaTHa Mepexa)

SIP — Session Initiation Protocol (ITpoTokos BCTaHOBIICHHS CEaHCY)

AVVID — Architecture for Voice, Video and Integrated Data (ApxitekTypa st F0JI0CY,
B1/ICO Ta IHTETPOBAHUX JIAHUX)

VRRP — Virtual Router Redundancy Protocol (ITpotokon pe3epByBaHHS BipTyaibHOTO
MapIIpyTU3aTopa)

SDC — Software-Defined Camera (ITporpaMHO-BH3Ha4YCHA KaMepa)

VoIP — Voice over IP (I'omoc yepes IP)

AGI — Asterisk Gateway Interface (I1lnro3oBuii inTepdetic Asterisk)

TLS — Transport Layer Security (ITpoTokos 3aXUcTy TPaHCIIOPTHOTO PiBH)

SRTP — Secure Real-time Transport Protocol (be3neunwuii mpoTOKOJI TIepeaadi JaHuX B
peanbHOMY 4Yaci)

ATC — Apromatnuna Tenedonna CraHIiis



BCTYII

OcHOBOIO 1HQPACTPYKTYpHU CY4YaCHUX MIANPUEMCTB € KOPIOPATUBHI MEPEXKI
nepenayvi nanux. KopnopatuBHa Mepexka — 1€ CKJIaiHa CHCTEeMa, 110 3a0e3Meuye nepeaaqy
pi3HOMaHITHOT 1H(OpPMAIli MK PI3HUMHU J0JaTKaMH Ta CHUCTEMaMH, L0 BUKOPUCTOBYIOTHCS
B €IMHIM Mepexi MiAIpUeEMCTBA.

MynbTUCEpBICHA KOPIIOpPATHBHA MEpEXka MOXKe BKIIIOUAaTH B cebe Taki CepBicH Ta
CHUCTeMH SIK: €IUHYy JJIS BCIX MAPO3AUIIB 0a3zy JaHUX, CJICKTPOHHUH JOKYMEHTOOOIT,
OopraHizailif0o HapajJ, ayJio- Ta BiJCOKOH(DEpeHIlii 3 BIAJAJICHUMHU MiAPO3LUIAMH,
3a0e3nedyeHHs] BCiX MOTpeO opraHizailii B BHUCOKOSKICHOMY Telle()OHHOMY MiCIIEBOMY,
MDKMICBKOMY Ta MDKHApOJIHOMY 3B'Si3Ky. Bce 1€ 3MeHIIye yac peakiiii Ha 3MIHHU, IO
B1I0yBalOTbCSI Ha MIJANPUEMCTBI, Ta 3a0e3leuye palliloOHAIbHE YIPABIIHHS MPOLeCaMu
IiIPUEMCTBA B pealibHOMY 4aci. [yt opranizanii koHdepeH i Ta skicHOro TeeOHHOTO
3B’SI3Ky y KOPIIOPAaTHBHUX MEpEeXax BHKOPHUCTOBYIOTH IP-TenedoHito, mo 3HUKYye
3aJIEKHICTh OpraHi3alli BiJ onepaTopiB MOOUIBHOIO 3B's3Ky. /laHe pIllIeHHsS B CBOIO Yepry
JI03BOJISIE ICTOTHO CKOPOTUTHM BUTpPATHU Opranizailii. TakoK, KOpIopaTHBHA MeEpeka Jae
MOXJIMBICTh TlepeAaBaTH Oynb-aKy KOH(QIIeHUIWHY 1HpopMauio (iHaHCOBOro abo
BUPOOHUYOTO XapaKTepy 3 BIEBHEHICTIO, 110 HIXTO, KPIM MPAIiBHUKIB MIANPUEMCTBA, HE
Mae 10 Hel JOCTYITY.

MynbTHCEpPBICHI KOPHOpPAaTUBHI MEpPEXl MPUXOJATh Ha 3MIHY CHellali30BaHuM
MepexkaMm. 3 pO3BUTKOM KOPIIOPATUBHUX MEPEX Ta CEPBICIB, III0 BOHU HA/IaI0Th, BAMOTH JI0
MYJIbTHUCEPBICHOI KOPITOPATUBHOI MEpeXki O€3MEPEPBHO 3pOCTAIOTb.

B nanomy mianmpueMcTBl HEOOX1IHE HaAaHHS MPAIliBHUKAM IOCIYT Mepenadl JaHuX
Ta MeNia-JaHuX B paMKax CTBOPEHOI KOpHOpaTuBHOI Mepexi. HeoOximHo cTBOpeHHS
€IUHOTO TeJIC(POHHOTO HOMEPHOTO TMPOCTOPY KOMITaHii 3 MOJMKJIHMBICTIO THYYKOTO
HaJAIITyBaHHS 1 JOCTYNOM J0 TenedoHHOI Mepexi 3arambHoro kopuctyBanHsa (TM3K).
Takox, HeoOXimHO 3a0e3nedeHHs (I3MYHOI OE3MEeKU CKIaAy MIANPUEMCTBA, HUIIXOM
BiZieocrocTepexxeHns. [laHa My IbTHCEpBiCHA KOPIIOpAaTUBHA Mepeka MOBUHHA BKIIFOYATH B

cebe, TaKOXK, CEPBIC BiJICOKOH(DEPEHIIIH.



Ines ob'eqnatn B €nuHINA MepexeBild 1HOPACTPYKTypl, 3aCHOBaHIN HAa MaKETHOMY
MIPOTOKOJI1, MOXJIMBICTh Mepe/adi i JaHUX, TOJIOCOBUX MOTOKIB, 1 BileoiH(pOpMaIlii — € Tyxe
npUBaOJIMBOIO JUIS MIANPUEMCTB, /)K€ BOHA 3[aTHA ICTOTHO CKOPOTUTU BUTPATU 1
301TIBIIUTH TPOAYKTUBHICTD ITpalli.

Binowmi pimenHs moOyJ0BH KOPIIOPATUBHUX MEPEX JTOCHTh CHEelH]iuHi, OCKUIBKU
PO3IUISIaI0Th KOHKPETHI CHUCTEMH 1 HasBHI pe3yJIbTaTh HEMOXKIHUBO O€3MOCepeHbO
BUKOPHUCTOBYBATH IMpH NMOOYI0BI 1 aHAMI31 IHIINX MEpexX 3 BIAMIHHUMH napamerpamu. Lle
MOSICHIOETHCA CUIIBHOIO 3JIEKHICTIO MOYATKOBHUX MapaMeTpiB MEPEki Bl MPOMOHOBAHUX
BUMOT 70 00pOOKHM, 3aXUCTYy, MpEACTaBICHHs iH(OpMaIlil Ta cepBiCiB, sKI JJaHa MEpeka
Hajgae. Y KOXHOMY KOHKPETHOMY BHUIIAQJKy HEOOXIJTHE OpHUTIHAJIbHE PIMICHHS, IO
3YMOBJICHO CTIEIIM(IKOI0 MEPEXkK1 Ta CEPBICIB.

[Ipuiimaroun pimeHHs Tpo MOOYJOBY KOPIOPATUBHOI MYJIBTUCEPBICHOI MEpEexl 3
iHTerpamieo B Hei cepBicy |P-Tenedonii, mianmpueMCTBO NMPOTHO3YE 3HAYHE 3POCTAHHS
perioHanbHUX QUTIH.

KopnopatuBna mepexa, 3a3BUuaid, € TEpUTOP1aIbHO PO3MOILICHOI0, TOOTO 00'€HY€E
odicu, ¢haOpuKu Ta 1HII MTIAPO3AUIH, IO 3HAXOIATHCS HA BEJIMKIM BIJICTaHI OJIWH BiJ
onHoro. [Hoal miagMepexi KOPHOpaTUBHOI MEpPEXkl € pO3TAalllOBaHUMH B PI3HUX MICTax, a
1HKOJM 1 p13HUX KpaiHax. [ligxoau, 3a aKkuMu OyIyeThCsl Taka MEpeka, JOCUTh CUIIBHO
BIJIPI3HSIFOTHCA BiJl THX, SIKI 3aCTOCOBYIOTHCS IIPU CTBOPEHHI JIOKalIbHOT Mepexki. OCHOBHA
BIIMIHHICTh MOJISITA€ B TOMY, II0 TEPUTOPIATBHO PO3MOIIJICHI MEPEKI BUKOPUCTOBYIOTh
JIOCUTHh TIOBUIBHI OPEHJOBaHI JiHIT 3B'I3Ky. SIKIIO MpU CTBOPEHHI JIOKATBHOT MEpexi
OCHOBHI BHUTpAaTH NPHUNAJAI0OTh HA 3aKyMHIBIIO MEPEKEBOrO0 OOJIAHAHHSA 1 MNPOKIAIAKY
ka0emo, TO B TEPUTOPIATBLHO-PO3NMOAUICHUX MeEpexax HalJ0pOKUYOK CKIIAJOBOIO
BUSIBJIIETHCSL OPEHJHA IUlaTa 3a BUKOPUCTAHHS KaHAJiB, sKa IIBUIKO 3pOCTae 31
30UTBLIEHHSIM SIKOCTI 1 IIBUAKOCTI Niepenayl qaHux. Lle oOMexeHHs € IpUHIIMIOBUM, 1 IPU
moOyI0BI KOPIIOPATUBHOI MEPEXK1 CIIIJI BXKUBATH 3aXOJIIiB JIUIs MiHIMI3aIli 0OCATIB TaHUX,
10 NIEPETAIOTHCA.

[lepmia mpoGsieMa, SIKy AOBOJUTHCS BHUPIIIYBAaTH MPHU CTBOPEHHI KOPHOPATUBHOT
MepexXi — 00’ €THaHHS IMAPO3AUIIB MANMPUEMCTBA. SIKIIO B MeXaX OJHOrO MicTa MOJKHA

pPO3paxoByBaTU Ha OPEH]Y BUAUICHUX JIiHIM, B TOMY YHCJIl BUCOKOIIBUIKICHUX, TO TPH
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nepexo/ii 10 reorpadivyHoO iICTOTHO BiAIaJICHUX BY3JIiB BAPTICTh OPEH/IU KaHAJIIB CTAEMIPOCTO
aCTPOHOMIYHOIO, a SIKICTh 1 HaJIIWHICTh YaCTO BUSBIISIETHCA JOCUTh HU3bKOIO. OYEeBUAHOIO
aTbTEPHATUBOIO € BUKOPUCTAHHS BXKE ICHYIOUHUX INTO0ATBHUX MEpekK. Y IIbOMY BUIIAIKY TOCUTh
3a0e3MeynTH KaHaIu BiJ MiPO3LIIB 10 HAHOIMKIUX By3:iB IN100ambpHOIMEpEKi. 3aBIaHHA
oOMiHy iHpopMaIlii Mixk By3iaMu rio0aibHa Mepeska IpH [iboMy BizbMeHa cede. HaBiTh npu
CTBOPEHHI HEBEJIMKOI MEpexi B MekaxX OJHOTO MicTa CHiJ 3aKjiaiaTh MOKJIUBICTh
MOJIAJbIIOTO PO3IIMPEHHS 1 BHUKOPUCTOBYBAaTHM TEXHOJOTII, CYMICHI 3 I1CHYIOUUMHU
rJI00aTbHUMHU MEPEKAMH.

[Ipu BUKOpHUCTaHHI Mepexi [HTepHET B SIKOCTI OCHOBM JIJIsl KOPIOPATUBHOI MEPEXi
nepeaadl JaHuX 3'ACOBYETHCSA AYyKE LIKaBa pid. SKIIO 3aryIIHYTH B CTPYKTYpPY MEpPExi
[aTepHer, MokHa mMOOauuTH, MO I1HGOPMAIlS TPOXOAUTH dYepe3 Oe3nmid aOCOIOTHO
HE3JIEKHUX 1 31€01IIIOI0 HEKOMEPLIMHUX BY3JIIB, ITOB'SI3aHUX Yepe3 HAMPI3HOMaHITHIIII
KaHaJIM Ta MEpexXi nepenadi JaHUX. 3BIJICHM BUIUIMBAa€E HarajbHa Ipodsiema [HTepHery —
Oe3neka. SIKIo roBOpUTH Mpo MPUBATHY MEPEXKY, IHPOPMALIO, 1110 TEPENAETbCS JOCUTD
MIPOCTO 3aXMCTUTH BIJl 4yXoro BIUIMBY. HemepenOadyBaHicTh NUIAXIB 1H(OpMAIi MiX
0e31144I0 He3aIeXKHUX BY3J1B [HTEpHETY HE TUIBKH MIJBUIIYE PU3HUK TOTO, 110 1HhOpMAILis
MOXe OyTH TNepexoIieHa, ajle 1 pOOUTh HEMOMKIMBUM BHU3HAUEHHS MICHS BHUTOKY
iH(opmMmartii. IcHy0Th 3aco0u mudpyBanHs iHGOpMaIlii, 110 MePEeIAETHCS, K1 TO3BOJISIIOThH
YaCTKOBO BUPIIIUTH ITt0 TTpo0semy. [Hmmit acriekT npobieMu 6e3meKku 3HOBY K MOB'S3aHUMN
3 JIelICHTpalli3aliclo Mepexi [HTepHeT — HeMae HIKOTo, XTO MIT OM OOMEXHUTH JOCTYII J0
pecypciB Baiioi mpuBaTHOi Mepeski. OCKUIBKY 11€ BIAKpUTA CHCTEMA, Jie BCi 0auaTh BCiX, TO
OyIb-KUil Oakarounii MoOke crpoOyBaTH MOTPANMUTH B Ballly KOPIOPATUBHY MEPEXY 1
OTpPUMATH JOCTYII JIO IaHUX. 3BUYAMHO, € JesiKi 3aco0u, Taki sk ¢aepsoi(Firewall), ane me
HE J]a€ TOBHOTO 3axuCcTy. OKpiM TOTro, MOTPIOHO BpaXxoOBYBaTH Iie 3a0e3NeUeHHs OE3MeKH 1
1o iHGpopmaliii, sika IepeaacThCs B paMKax KOPIOPATUBHOI MEPEexKi, 100 JOCTyM 10 Hei
OTPUMYBAJM JIMIIE€ CHIBPOOITHUKH, SKI TOBWUHHI ii moOaumtu. lle mocsraerbcs 3a
JIOTIOMOTOI0  TIOJIUTY KOPIOPATUBHOI MeEpeXi Ha BIPTyalbHI JIOKAJTbHI MEPEeXi Ta
3aCTOCYBAHHS MOJIITUK OC3MEKHU.

CrtBopennst BipryanbHux mnpuBatHux wmepek (VPN) mossomsie 0o6’eqHatu  yci

M1IPO3I1IU MIANMPUEMCTRBA, 1[0 MaIOTh reorpadigyHo-po3rainykeHy cTpykTypy. HezanexHo
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BiJl B3a€EMHO1 BIIJIaJICHOCTI TEPUTOPIATBHHUX MiApo3ALTiB Ta ckiuaniB, VPN 3abe3neuye ix
MOBHY 3B'SI3HICTH, POOOTY 1 B3aeMOJiI0 OyAb-SIKUX CEpBICIB, TOMY BOHA € €(EKTUBHUM
IHCTPYMEHTOM JIJIs1 CTBOPEHHS €ITMHOTO0 1H(OPMAIIMHOTO IPOCTOPY MiAMPUEMCTBA.

Meta aumioMHOi poOOTH — aHali3 Ta MO0Yy/I0Ba MYJIbTUCEPBICHOI KOPIMOPATUBHOL
MepeKi MANPUEMCTBA.

OO0'ekTOM JOCHIJIKEHHS € TIpollec MOOYJOBU MYJIBTUCEPBICHOT KOPIOPATUBHOL
MepeKi MANPUEMCTBA.

[IpeameT nocmiiKEeHHs: KOpIopaTUBHA MEPEKa MIITPUEMCTBA.

Meroau nocaimkeHHs. [Ipu BupillleHHI TOCTaBJICHMX 3aBJaHb BUKOPUCTAHO
MOPIBHSJIBHUM aHAJII3, TEOPETUYHI 3HAHHS Ta MPAKTUYHI HaJOAHHS B raixy31 KOMIT FOTEPHUX
MEPEXK Ta MPOTrPaMHOro 3a0€3MEeUEHHS.

JI71s1 HOCSITHEHHSI METU JUILJIOMHO1T pOOOTH MTOCTABJICHO TaKl 3aB/IaHHS:

1. AHami3 TeOpeTUYHUX ACHEKTIB MOOYJOBU CYYaCHUX KOMITIOTEPHUX MEpPEXK IiIPHEMCTB.
2. Bubip Ta oOrpyHTYBaHHSI TOIOJIOTI] 1 CTPYKTYpU MEPEKI.

3. AHaii3 Ta BHOIp MEPEKEBOro 00JIa THAHHS.

4. Bubip cepBicy BiI€OCIIOCTEPEIKEHHS.

4. Bupimenns nutanss |P-tenedowii.

5. Bupimienss nutanHs ayio- Ta BiJICOKOH(EpEeHIIii.
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PO3/ILJT 1 AHAJII3 KOHIEIIN TA PIEHD ITOBYJIOBU
KOPIIOPATUBHUXKOMIT'IOTEPHUX MEPEK BUPOBHUYUX
HIAIIPUEMCTB

1.1. Anani3 koHuenuii mnody10BM Mepexk BUPOOHUYMX MiANPUEMCTB

B ocHOBHHII Tepenik CKJIaJ0BUX €JIIEMEHTIB TEJICKOMYHIKAIIIMHUX TEXHOJOTIH,
NPUCYTHIX Ha OUIBMIOCTI BUPOOHWUYMX MIAIPUEMCTB, BXOIATh, y BUTIIAAI HaOOpYy,
napajelbHO JII0YHUX Mepex: TenedOoHHOi, KOMI'IOTEPHOI, OXOPOHHOI CHUTHaIi3alli,
MOXKE)KHOI  CUTHAJI3AIll, JUCIETYEPCHKOTrO 3B'A3KY, YIPABIIHHSA TEXHOJIOTTYHHUMHU
mporiecaMy, TyYHOMOBHHH 3B'SI30K 1 JIEsK1 1HII THITH MEPEK.

Jns  MIATPUMKHA —T[epepaxOBaHUX MEpPEX Ha HUHI JII0YMX BUPOOHUYMUX
MIIITPUEMCTBAX MPOKIAICHI TUCAY1 KUIIOMETP1B KabeabHuX cucteM. HaliMonoammm 3 HUX -
omm3bko 20 pokiB, OCHOBHA Xk Maca Mae Bik Oinbiie 40 pokiB [2]. s 11b0T0 € CBOT MPHUYKHH.

[Ipu mpoekTyBaHHI 1 Oy1IBHUITBI Oy 1b-IKOi IPOMUCIIOBOI OyAiBJIi B HHOMY BIIpa3y
3aKJ1a/Ial0Th Ka0eabH1 Tpacu. Y Mipy PO3BUTKY MiANPUEMCTBA (OYIIBHUIITBO HOBHUX LIEXIB,

3aIyCcK BUPOOHHUIITB, CTBOPEHHSI JOJaTKOBUX CITY’K0) €BOJIOIIOHYE 1 HOTO crucTeMa
KOMYHIKallii: 301IbIIy€e€TbCcd a0OHEHTChKA €MHICTh, PO3TANYKYETHCS MEpEXka 30BHIIIHIX
3B'SI3KIB.

Onunak came 00JIaIHAHHST CUCTEM 3B'SI3KY 3a3BUYall HAJICKUTD JI0 TOTO K MOKOIIHHS,
110 1 came MiANPUEMCTBO. AOOHEHTChKA €EMHICTh TEJIEPOHHOI MEPEKl PO3IMIMPIOETHCS 32
PaxyHOK MPOKJIaJKK KaOesiB 1 yCTAaHOBKU J0jAaTKOBOro obnamHanus. [IpoTe, paHo uyu mi3HO,
abonenTchka eMHICTH ATC gocsrae cBoei Mexi: kabeapHa KaHaI13allls ITOBHICTIO 3a0HTa,
Ta ¥ cami KkaOem, JaBHO TPOKJIAJCHI, Maibke Hempare3/aTHi dYepe3 BaXKi yMOBHU
eKcIuTyaTarlii (B KaHaiax, K MPaBWJIO, TPUCYTHI BOAA, €MYJIbCis, Macya).

BunukaroTh CKJIaAHOINI 3 OpraHi3aili€lo 30BHINIHIX 3B'SI3KiB, OCKUIbKK HasBHI
apromatuyHi TtenedonHi crtaHiii (ATC) npaktuuHo He CTHKYIOThcs 3 HOBuMH ATC
MICBKOTO Ta MIKMICBKOIO 3B'A3Ky. [IpuxoauTs nopa 3amiHu oOJagHaHHS CUCTEM 3B'SI3KY

nignpuemcTB. [Ipugomy HOBI ATC H0BOAUTHCS BBOIUTH TakK, MO0 HE 3yMUHSITH BCIO
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MEpexy Bipa3y, TAKUM YHHOM, MOJIEPHI3YI0uH 1i mocTymnoBo. Lle BigHocutes 1 10 kabenis:
3aMiHI MJISTal0Th TUTBKA MIXKIIEXOB1 Kabei, a BHYTPIIIHS PO3BOJIKA MO OY/IIBJISX TOBHHHA
OyTH 30epexeHa.

Komm'toTepHi Mepexi Ha MiIMPHUEMCTBAX CTBOPIOBAJIKCS B Takui cmoci0. SIKiio
MOTPiOHO i €AHATH KOMITIOTEPH, IO 3HAXOMATHCS B CYCIIHIN KiIMHATI, TYIU ITiIBOIUBCS
kabelb, Mpu HEOOX1THOCT1 OXOIUTH IIIe OJHY KIMHATy IIPOBOJMBCS 1HIIUHN Kabenb 1 T.11. B
pe3yibTaTi BUXOAMIA JIOKAIbHA MEpeka 3 JOCHUTh 3aILTyTaHOK CTPYKTyporo. OmucaHuit
X1 10 pO3ropTaHHS Mepeki 0OMEXyBaBCSA MEKaMH OHOTO MiAINPUEMCTBA, a 1HOMI 1
OJIHOTO 1IEXY, MAPO3LITY.

VY pa3i HeoOXITHOCTI MPHETHAHHA KOMI'IOTEPIB, PO3TAIIOBAHUX B IHIIUX OyHIBIISAX
a00 HaBITh B IHIIMX YaCTHHAX IIEXy, CIIOBOM, Ha BifctaHi Oinbir 200-300 M, mpobiaemMu
CTaBaJIM CKJIAIHIIINMH.

3 MOSIBOIO MOTYKHMX CHCTEM YIPAaBIIHHSA BUPOOHHUIITBOM (HANpUKIad, Ha 0asi
inTerpoBanux nakeTiB SAP R/3 ta IFS System4) edexkTHBHICTh BUKOPHCTAHHS MEPEK Ha
BUPOOHMYHUX MIANMPUEMCTBAX CTaJIAa BKpail HU3bKOIO.

BigoMocTi mpo AuHAMIKy pPO3BUTKY BUPOOHHUYHUX MPOIECIB HAAXOIATh 3 PI3HUX
JDKEpeNl 10 KaHajlax PI3HOI SKOCTi, TOMY 4YacTO 3alli3HIOITHCS, B PE3yJbTaTi 4YOTO
ONepaTUBHE YNPABIIHHS 1 IUJIAHYBAaHHS BUSABIISIOTHCS BIAIPBAaHUMU BijJ (DaKTUUYHOIO CTAHY
BUPOOHUYMX O0'€KTIB ympaBiiHHA. Jlucnerdepchbki CIy>KOM OUIBIIOCTI MiANPUEMCTB
MpallTh YM HE HA TPAHUYHOMY DPIBHI 3aBAHTAXKEHHS, BPYUHY peasli3yloud Oarato
YOPABIIHCHKUX MPOLETYP, BUKOHYIOUH BEIUKHUIA OOCAT PYTHUHHUX OOJIIKOBUX OIepariii i

MOCTIMHO BiJBOJIIKaIOUKCh Ha TenedonHi 3amuTH [1, 2].

1.2. OcHOBHI BJIAaCTHBOCTI Ta CKJIAA0Bi KOMII’IOTEPHUX MeEPeK

Bceoxommorounit xapakrep. O6mnacts nii KM nommproeTbcsi Ha TiANPUEMCTBO B
uizomy. Hemae Takoro miapo3auty, sikuii He OyB Ou MIAKIIOUEHUN 10 Hel.

[arerpanisa. KM Hagae MOXKIUBICTD TOCTYIY ii KOPUCTYBaYiB 10 OYyIb-SIKUX JaHUX 1
JO0JaTKIB (B paMKax MOJITHKHU 1H(popmalliiiHoi 0e3nekun). Hemae takoro iHpopmaliitHoro

pecypcy, TOCTYM JI0 SIKOTO He MOKHa OyJ10 6 OTpUMaTH Mo MEPExKi.
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ExcrimyaramiiiHi xapakTepucTukd. Mepeka Mae BIIacTUBICTh KEPOBAHOCTI 1 Mae
Brucokuii piBeHb RAS (reliability, availability, serviceability) — 6e3BiIMOBHICTb, )KUBYYiCTb,
00CIIyTrOBYBaHICTh 32 MIATPUMKHA KPUTHYHO BAXKIMBHUX JUIS JISUTBHOCTI MiANPHEMCTBA
CEPBICIB.

Kopnoparusaa mepexka — 11e iHQpacTpyKTypa OpraHizailii, 0 MATPUMYE PIIICHHS
aKTyaJIbHMX 3aBJaHb 1 3a0e3nedye JocAarHeHHs ii 1iiedi. Bona o0'enHye B equHUM
iHpopMaliiHui TmpocTip Bci 00'extu mignmpuemctBa. KM CTBOpIOETHCS SIK amapaTHO-
TEXHIYHA OCHOBAa KOPIIOPATUBHOI Mepexki, SK 11 TOJOBHHUM CHCTEMOYTBOPIOIOUMIA
KOMIIOHEHT, Ha 0a3i IKOT0 KOHCTPYIOIOTHCS 1HIII CHCTEMH Ta cepBicH [3].

KopnopatuBHy Mepexxy HEOOXIIHO pO3IVISIIATH B PI3HUX AacCleKTaX. 3arajibHe
ysBieHHs npo KM cknanaeTbcst 3 MPOEKIIii, 10 OJep:KaHO B pe3yJbTaTl ii po3risay 3
PI3HUX TOYOK 30pYy.

KopnoparuBaa mepexa 3agyMaHa 1 MPOEKTYETbCS B €IMHIA CHCTEMI KOOpJUHAT,
OCHOBY SIKOT CKJIaJla€ TOHSTTS CHCTEMHO-TEXHIYHOI 1HGPACTPYKTypH (CTPYKTYpHUI
aCIleKT), CHUCTEMHOI (YHKIIOHAJIBHOCTI (CEpBICM Ta JOJATKH) 1 eKCIUTyaTalliHuX
XapaKTepUCTHK (BIacTUBOCTI). KokHe MOHATTS 3HaXOAUTh CBOE BiIOOPaKEHHS B TOMY YU
IHIIOMY KOMITOHEHTI MEPEKI 1 peali3yeThCsl B KOHKPETHUX TEXHIYHUX PIIICHHSX.

3 ¢ynkuioHanbHOi Touku 30py KM — 1e edekTuBHE cepelnoBuille Mepenadl
aKTyajabHOIO 1H(hOpMaIlii, HeOOX1AHOI AJI1 BUPIIIEHHS 3aBJAaHb MIANMPUEMCTBA. 3 CHCTEMHO-
TEXHIYHOI TOYKHM 30py MEpEeka SBJISIE COOOI0 IUIICHY CTPYKTYpYy, IIO CKJIAJIA€ThCs 3
JIEKUTBKOX B3a€MOIIOB'SI3aHUX 1 B3aEMOIIOYUX PIBHIB:

- KOMIT'FOTEPHA MEPEXKA;

- TeJICKOMYHIKaIlii;

- KOMIT FOTEepHI T1aT(OpMU;

- [13 npomixkHoro 1mapys;

- IOATKHU.

3 TOYKH 30py cucTeMHOi GyHKIioHaTbHOCTI KM BUTIsITaE K €MHE 11iJ1e, SIKEe Halae
KOpUCTyBauaM HaO1p KOPUCHUX B POOOTI CEpBICiB, 3aralbHOCUCTEMHHMX 1 CIEliaJli30BaHUX

JOIATKIB, 110 BOJIOI€ HAOOPOM KOPHUCHHX SIKOCTEH (BJIACTUBOCTEH ).

14



OanuM 3 TPUHLHUIIB, MOKJIAJEHUX B OCHOBY cTBOpeHHA KM, € makcumasibHe
BUKOPUCTaHHA  THUIIOBUX  pIlIeHb, CTAHAAPTHUX  YHI(IKOBAHUX  KOMIIOHEHTIB.
Konkperusyroun 1eil MpUHLIMI CTOCOBHO mpukiaaHoro II3, MokHa BUAUIMTH PI
YHIBEpCATbHUX CEPBICIB, SIKI JAOLIIBHO 3pOOUTH 0a30BUMU KOMIIOHEHTaMH JI0JIaTKiB.
Taxumu cepBicamu €:

- cepBic cucreMu ynpasiiHHs 6a3oto nanux(CYB);

- (paittoBHiA cepBic;

- iHhOpMaIIHHHM CepBic;

- cepaic VOIP Tenedonii;

- CEpBIC BIJICOKOH(EPEHITIH;

- MEpEeXKEBUN APYK 1 1HIII.

Bigznauumo, 1m0 OCHOBHUM 3aco00M i MOOYAOBU MPUKIAAHUX 1 CUCTEMHHX
cepgiciB € [13 mpomixknoro mapy. [lonstrs cepsiciB [1O mpoMixkHOTO 1mIapy KOPUCHO MpU
ompamoBanHi apxitektypu KM. ®@aktuuno, mnporpamHa iHdpacTpykrypa KM e
OararomapoBoro. HikHi mapu CkiagaloTh HU3bKOPIBHEBI CEPBICH, TakKl SIK CEPBIC 1MEH,
CepBIC peecTparlii, MepeKeBUH cepBic 1 T.a1. Buienexadi mapu BKIHOYAIOTh CEPBICH
YIOpaBIiHHSA JAOKYMEHTAMHM, YIPaBIiHHSA MOBIJOMIICHHAMH, MOJiA. BepxHiil map sBise
co0010 CepBicH, J0 IKUX OTIOCEPEAKOBAHO (Uepe3 J0/IaTKH ) 3BEPTAIOTHCS KOPUCTYBAYI.

KM 3pyuyHo omnucyBaTd B TepMmiHax cepBiciB. Tak, HampuKiIaj, TMOJTITUKY
1H(popManiiHOT Oe3NeKn IOUIIbHO OYyyBaTH, BUXOASYM 3 MOTPEOM B 3aXUCTI ICHYIOUHMX
CEpPBICIB.

J1o 3araJiIbHOCUCTEMHUX JI0JIaTKIB BITHOCATH 3aCOOM aBTOMAaTH3aIlil 1HAUBITyalIbHOT
mpai, 10 BUKOPUCTOBYIOTHCS PI3HOMAHITHUMU KaTEropisiMU KOPUCTYBayiB 1 OPIEHTOBAHI
Ha pileHHs TUTOBUX odicHUX 3aBnaHb. Lle - TEeKCTOBI mpoilecopH, eIeKTPOHHI TaOHII],
rpadiuHi pelaKTOpH, KajleH1apl, 3alUCHI KHUXKKH 1 T.J1. SIK paBWiio, 3araibHOCUCTEMHI
JOJIAaTKN TPEJCTABISIOTh COOOI0 THPAKOBaHI JIOKATI30BaHI MPOTpamMHl MPOIYKTH,
HECKJIaJIHI B OCBOEHHI 1 TPOCTi B BUKOPHUCTAHHI, OPIEHTOBAHI Ha KIHI[EBUX KOPHUCTYBAUiB.

CrnermianizoBaHi ToJaTKH CIPSIMOBaHI Ha BUPIIIEHHS 3aBjJaHb, SKI HEMOXJIIHUBO ab0
TEXHIYHO CKJIAJIHO AaBTOMATU3YyBaTHU 3a JOMOMOTOI0 3araJlbHOCUCTEMHHMX JOJNAaTKiB. Sk
MPaBUJIO, CIIEIliali30BaH1 10JaTKU a00 KYyMYyIOThCS y KOMIaHIH-pO3pOOHUKIB, 1110
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CTIeNIaNi3yI0ThCAd B CBOiM AISJIBHOCTI Ha KOHKPETHY cdepy, abo CTBOPIOIOTHCS KOMITAHIIMHU-
pO3pOOHWKAMH Ha 3aMOBIICHHS TIANPHEMCTBA, a00 PO3POOISIIOTECS CHUJIAMH  CaMoi
opranizaiiii. B OuIbmocTi BUMAAKIB CHEIialli30BaHl MpOrpaMu 3BEPTAIOTHCS B IMPOIECI
po0OTH 710 3araTbHOCUCTEMHHX CEPBICiB, TAKUX, HAPUKIAM, K ¢aitnoBuii cepic, CKB/] i
T.4. Brnache, cmemianizoBaHl OJAaTKH Ta CEPBICH, IO PO3TISAAIOTHCS B CYKYIHOCTI B
Maciitabax opraHizaiii, 1 BA3Ha4arTh BECh CIIEKTP MPUKIATHOT (PYHKITIOHAIBHOCTI.
Sk yxe 3a3Hayvanocs, TEPMiH CIY>KOM CHCTEMHO-TEXHIYHO1 1HPPACTPYKTYPH B
JeK1IbKa pa3iB OuIbIIe, HIX y AojaTkiB. KM 3a0e3nedye MOKIIMBICTh PO3rOpTaHHS HOBHX
JOJIaTKIB 1 X eeKTUBHE (PYHKIIOHYBaHHS NP 30€pEKECHHI IHBECTUIIIN B HEl, 1 B LIbOMY
CEHCl NMOBUHHA MaTH BJIACTUBICTH BIJIKPUTOCTI, MPOJYKTHBHOCTI 1 cOaIaHCOBAHOCTI,
MacimTabOBaHOCTI, BHCOKOi TOTOBHOCTI, Oe3meku, kepoBaHocTi. [lepepaxoBani
BJIACTUBOCTI, MO CYTI, SIBJSIOTH COOOI0 €KCIUTyaTalliiHi XapaKTepUCTUKN KOPIIOPATHUBHOL
MEpEekKi 1 BU3HAYAIOThCA B CYKYITHOCTI SIKICTIO MPOAYKTIB 1 PIllIeHb, MOKJIAJIEHHUX B ii OCHOBY.
3p03yMiJI0, XOpOIlli NOKa3HUKHU [0 KOHKPETHUX BJIACTUBOCTAX OyAyTh AOCATATUCSA 3
PaxyHOK 'PaMOTHUX TEXHIYHUX PIIIEHb CHCTEMHOT0 KOHCTpYIoBaHHs. Tak, cucrema Oyze
MaTH BJIACTHBOCTI O€3MEKH, BUCOKOI TOTOBHOCTI Ta KEPOBAHOCTI 3a PaXyHOK peajizailii B
npoekTi KC BianoBigHux ciryx0. MacimTaboBaHICTh B KOHTEKCTI KOMI'FOTEPHUX TIaTGOpM
(HampuKJIIa, A1 CepBEPHOI MIaTHOPMHU) O3HAYAE MOKIIUBICTh aICKBAaTHOTO HAPOIIyBaHHS
MOTY»HOCTEH KoMI'toTepa (MOTYXHOCTI, 00csry iHhopMariii, o 30epiraerbes 1 T.11.) 1
JOCSTA€ThCS TAKUMU SIKOCTSIMU JIIHIT CEpBEPIB, K IUIABHE HAPOIIYBaHHS MOTYKHOCTI BiJl
mozeni 1o mozenm, eauHa OC uist BCiX MOJene, 3pydHa 1 mpoayMaHa MoJiTHKA
Moaudikarii MOJIOIIIMX MOJICNIel B HanpsMKy cTapiux (upgrade).
3araJibHOCUCTEMHI CITyKOM — 11e CyKyIHICTh 113, 1110 He crpsiMmoBaHi 0e3mocepeHBO
Ha PINICHHS TPUKIAJHUX 3a]ad, aje HeoOxigHi i 3abe3nedeHHs HOPMaIbHOTO
(GyHKITIOHYBaHHS KOPIOPATUBHOI MEPEXi MiANpUeMCTBa. B sikocTi 000B'sa3koBux, B KM
NOBUHHI OyTH BKJIIOYEH1 CIyxOu 1HpOpMaIliitHoi Oe3meku, EeHTPaTi30BaHOTO MOHITOPUHTY
1 aIMIHICTPYBaHHS.
PosrasnyTrii HaOlp MOHATH € T0CUTh a0CTPAKTHUM JIJIsl TOTO, 100 COpMyTIOBATU
KM mo3a mpuB'si3kor0 0 KOHKPETHHUX MPOTPAMHO-aNapaTHUX pIlieHb 1 B TOW e Yac

JOCTaTHbO KOHKPETHUM JJ11 BU3HAYEHHSI KOPUCHOT (DyHKII10HAJIBHOCTI (CepBiCH Ta T0JAaTKU
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AK 3aci0 BupilIeHHsS 3aBAaHb KopuctyBaya KM) 1 ekcrmyaramiiHuX XapaKTepUCTHK
(BmacTHBOCTI 1 city»k0m) KOopriopatuBHOi Mepexi [2, 3, 13].

BukrnazieHi BuIiie MOHATTS 1 MPUHIMIIK IIJIKOM KOHKpeTHi. byayun npuiiHsaTiMH B
SAKOCTI OCHOBOMOJIOKHUX TNpHU Mo0ynoBi KM, BOHM BHIIMBAIOTHCS B KOHKPETHI KPOKH 1

TEeXHIYHI Jii.

1.3. IpUHIMIU CTBOPEHHA KOPIOPATUBHUX MepPeK BUPOOHMYHX HiANPUEMCTB

HeoOxinnicte mopaneioro po3Butky KM BHpOOHHYMX MIANPUEMCTB AUKTYETHCS,
Mepir 3a BCE, 3pPOCTAaHHSAM BHYTPIIIHIX TOTped PpI3HUX CIyXkO0 NIANPUEMCTB B
iHdopmaIiiHux ceppicax. IcHyroua iH(GpacTpykTypa B SIKHWCh MOMEHT TepecTala
CIPABJIATUCS 13 30UIBIICHMMH HaBaHTAXKCHHSAMHU, a CHOPOOM 11 PO3MIUPEHHS CTalu
HaILITOBXYBATUCS HA HENEepeOOPHI TPy IHOIIII.

Tenedonis Bce akTUBHIIIE BUKOPUCTOBYE U(PPOBY mepenady AaHux. B pesynbrari
KOMIT'FOTEpHA Ta TeJeQOHHA MEPEK] BUSBUINCS TICHO IHTEIPOBAHUMH, SIKIIO HE CKAa3aTH -
HEBIIUIBHUMU OAUWH B1J] OJTHOTO. 3B1JICH MOKHA 3pOOUTH 3aKOHOMIPHUN BUCHOBOK MPO T€,
10 MPOEKTYBaHHS 1 MOHTaXX 000X MEpEeX MOBHUHHI 3[1MCHIOBATHCS K €IMHUMA TPOIEC y
paMKax O/iHi€l KaOelbHOI CUCTEMH, 3arajibHoi iHpopmMarliitHoi marictpani (IM). Inurerparis
TpadiKy BCiX ICHYIOUMX MEPEXK MiMPUEMCTBA B €IUHY KaOEIbHY CUCTEMY 0araropa3oBo
CKOpOUYy€ BUTpaTH Ha MOOYJ0BY, PO3BUTOK 1 00ciyroByBaHHs. @opmyBanHs e€quHoi IM
poOuTh MpoekT nopoxkunM Ha 10-15% (B mopiBHIHHI 3 BUTpaTaMH Ha PO3TOPTaHHS KOXKHOI
MEpEexi), TOAl sIK OyIIBHUIITBO BCIX MEPEK OKPEMO 301IbIIIY€ 3arajibHy BapTICTh Y CTUIBKU
pa3iB, CKIJIbKH TAKUX MEPEXK CTBOPIOETHCS.

[Ipu mpoekTyBaHHI OyIab-SKOi MEpeXi 3 TOYKH 30py IOTEHIIHHUX BUTpAT Ha
MOJAJIBITUANA PO3BUTOK BUPOOHMIITBA BAXJIMBUM € MHTAHHS TPO BITHOCHY 3HAYYIIICTh
TeJeKOMYHiKalliitHoTro cepefoBuia (6asuca) 1 [13 (HanOynosu). TyT € 1OpeyHOIO aHAJIOTIs
3 pyHgameHToM 1 gaxom OyxiBii. @yHIaMeHT — OCHOBA OyAiBIi, aje 3 HaliB3pyHHOBaHUM
JaXOM JKATH HEMOKJIMBO. 3 [IUX MO3HUIIIN CTiepedaTHCs PO BiTHOCHY 3HAYMMICTh OKPEMHX

KOMITOHEHTIB MOKHA Jy’Ke JOBro. Tum yacoM aujieMa OJHO3HAYHO BUPIIIYETHCS Ha
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KOPHCTh (PYyHAAMEHTY, SKIIO MOCTABUTH MUTAHHS 1HAKIIE: 10 Oy/I€ MPOCTIillle PO3LIUPUTH,
HaA0yayBaTu a00 MOJEPHI3yBaTH MIPU BUHUKHEHHITAKO1 HEOOX1THOCTI B MOAATIBIIOMY?
dyHaamMeHTOM 1H(pOpMaIliiHOT 1HPpaCcTpyKTypu OyAiBIl € KabOelbHa CHCTEMA.
[Ipoknagka kabento, 0COOIMBO B CKIAIHUX BUPOOHHYMX yMOBAax, Ta WOTO 3aXHCT BiJ
30BHIIIHHOTO BIUIMBY BUMAraloTh YAMaINX PA30BUX BUTPAT. Y TOMU )K€ 4ac 3 BCTAHOBJICHOIO
KaOeJIbHOI0 CHCTEMOIO KOPUCTYBayeBl JIOBOJAMTHCS MpAIfoBaTU HAaOaraTo JNOBIIE, HIXK 3
KOMITIOTepHUM oOnamHanHsMm uu [13. B ymoBax 3miH camoro o0'ekTa aBTOMAaTH3aIlii,
MOCTIHHOTO CTBOPEHHSI HOBUX TEXHOJIOTIM 1 TeHJICHIIIN Ba)XJIMBO, 11100 KabelbHa cucTeMa
3a0e3neuniia MepexKeBy KUTTEAISIIBHICTh opraHizamii Ha 20-30 pokiB (32 MIKHApOJHUMU
CTaHJapTaMH He MeHIIe Hix Ha 10 pokiB), He HapaKalOYUCh HA KapIMHAIBHI 3MiHH [2].

Ha posmmpenHs abo wojepHizamiro KaOeapbHOI cHCTeMH B OyiBil, IO
eKCIUTyaTy€eTbCsl MOTPIOHO BUTpauaTh HabaraTo OLIbIIE KOIITIB, HIX Ha 1 MEPBUHHUN
MOHTaX. 3a0€3MeUNTH MPOCTY MOIUDIKAIIO 1 PO3IMIUPEHHS KaOEIbHOI CUCTEMH B CKJIaTHUX
BUPOOHUYUX YMOBaX, HE IEPEPUBAIOYN KUTTEAISIBHOCTI MIAIPUEMCTBA, 30BCIMHEIIPOCTO.
[Io6 kabenpHa cucTema OyJia 3/[aTHA MPAIFOBATH 3 3 HOBUMHU TEXHOJIOT1SIMHU, ii TOYaTKOBA
IPONYyCKHa 3JaTHICTh NMOBMHHA 3HAYHO NEPEBUIYBaTH MOTOYHI MOTpeOM imependadyaru
BHUCOKI MIBUAKOCTI mepeaadi. ICHylo4uy K 1HTEHCHUBHICTh Tpadiky cIiJ B3ATH 10 yBaru
TIIbKH MPU BUOOP1 AKTUBHOT'O MEPEKHOTO OOJIaHAHHS, X04a 1 B [IbOMY BUMNAJKY JOLIJIBHO
nependaynTH ACSIKUN 3amac MpoIyCKHOT 3/JaTHOCTI.

CborosHi HaOUIBII MOIIMPEHOI TEXHOJOTIE Il CTBOPEHHS 1H(OpMaIliiiHOl
Mepexi OyaiBil € cTpykTypoBaHa kabenbHa cucrema (CKC), moOynoBaHa Ha MigHUX 1
ONTHYHUX KaOelsX, sika MOE€JHYE Mepeaady pi3HUX BUAIB Tpadiky (MOBHHMX CHUTHAIIB,
KOMIT'FOTEPHUX JaHUX, CUTHAIIB aBapiiiHOI Ta MOXKEXKHOI CUCTEM, CUCTEM KOHTPOJIO 3a
BEHTWJIAIIEI0, KOHAUITIOHYBAHHSIM, OTIAJICHHSIM 1 T.11.) 1 TO3BOJISIE OTIEPATHBHO 30UTBITYBaTH
KUIBKICTh KOpHUCTYyBauiB. SIK TIOKa3ye JIOCBiJl, MOYATKOBI BKJQJACHHS B PO3YMHO
ciupoekToBadi CKC HOCSTh OBrOTPUBAIUN XapakTep, OCKIIBKA 3BOJSATH 10 MIHIMyMY
MOTAJIBINI €KCIUTyaTalliiiHI BUTPATH 1 BUTPATH HA PO3MIMPEHHS 1 Moaudikaiiro. Y Tou xe
4ac JIOBOAMUTHCS KOHCTATyBaTH, 1[0 Oarato opraHi3aliil He B 3M031 MOBHICTIO a00 OCTaTHHO

e(heKTUBHO BUKOpHUCTOBYBaTH MOXJUBOCTI TexHoyorii CKC B cBOiX BHUpoOHHUMX ab0

18



aJIMiHICTpPATUBHUX MPUMILIEHHSX, SKI OyJau crpoekToBaHi 1 o0jaaHaHi 06e3 ypaxyBaHHS
moTpeO aBTOMATH3AIII].

Cama cyts CKC — 3a6e3neunTs JoCcTyn 10 1H(QOopMaIllli 3 KOXKHOT0 poO0YOro MicIs
BUMara€e OXOIUICHHHS BCi€l OyJiBil 1 HAsSBHOCTI JOCTaTHBOI KUIBKOCTI PO3TalyXEHUX
KOMYHIKAI[IHHUX KaHaTiB. byJayun HEBII'€MHOIO YaCTUHOIO CHCTEM >KUTT€3a0e3TCUCHHS
BupoOHuiTBa, CKC noBMHHA MPOEKTYBATHUCS OJTHOYACHO 3 CAMOIO OyIiBIIECIO.

OnHa 3 0COOMBOCTEH MTPOMUCIOBOTO BUPOOHMIITBA, IO IMO3HAYAETHLCA HA 3ac00ax
aBTOMAaTH3allli, - CUJIbHI €JICKTPOMArHiTHI MEPenIko1d BiJi aBTOMAaTHYHUX MiAHOMHUKIB,
€JIEKTPOIIeYl, BEPCTATIB Ta 1HIIOTO 1I€XOBOr0 00IaJiHAHHS, 3HaYHa 3aMUICHICTh TPUMIIIECHb
1 Teputopiid. Criendika BApOOHUUOTr0 CEPEIOBUILA BUMArae IiJIBUILIEHOI YBaru 0 3ac00iB
3aXMCTY KOMYHIKAI[IHHOTO Ta KOMIT'FOTEpPHOTO 00JIaIHAHHS, a TAKOK NTEBHUX BUTPAT.

[Ipy w©poMy ciiJi BpaxoByBaTH, IO XapakTep BHPOOHUUTBA Mepeadayvae
Oe3rnepebiitHy poOOTy BijJajJeHUX BiJ 3aBOAOYIPABIIHHS OCHOBHHMX CIYXO (CKiaau,
aaMmiHicTpaTuBHI OyaiBmi 1 T. 1.). Po3puB 3B'SI3Ky 1uX CIyK0 3 OCHOBHUMH
iHpopMaiiHUMU  0a3aMH MIANPUEMCTBA OUIBII HDK Ha KOPOTKOTPUBAIMN TEPMIH
HenpuryctuMmuii. Ile oOyMoBIItO€ HEOOXIJHICTh BBEJACHHS B OCHOBHHX IigMEpekax
PEXKUMY peabHOIo Yacy, a 3Ha4uTh, 1 BUCOKUX MIBUKOCTel nepeaadi (100-150 Moir / ¢ 1
Buie). [lo ckazanoro tpeba J01aTH, 1110 B CYYaCHUX yMOBAaX Ty’K€ BOXKIMBO 3a0€3MEUUTH
KOH(D1ICHIIIMHICTH Ta 30€pEKEHHS KOMEPIIMHOI 1HPOopMaIlii mimprueEMCTBA.

BuMoru HamiiHOro 3aXMCTy 1 BHCOKIA MIBHUAKOCTI TEpeaadl JaHHUX JTUKTYHOTh
HEOOX1THICTh B BHKOPHUTAHHI ONTHYHHMX KabOeliB B SKOCTI JiHIA 3B's3Ky. KpiMm yckoro
1HIIIOTO ONTHUYHE CEPEJOBUIIE T03BOJISIE MIAHATH MIBUIKICTh Tiepeaadl Ha 3-4 TOpsSAKU, B
MOPIBHSHHI 3 MIIHUMH JIIHISIMH, MIPU Jy>K€ BUCOKIN SKOCTI.

IcHye my™mKa, 1110 pillIeHHS HA OCHOBI ONTOBOJIOKHA JIOPOTi 1 IO TOTO K MPU3HAYEHI
sl crerianpHuX goaartkiB. 1o crocyerbes npyroi Te3w, ySABIECHHS MPO €K30TUYHOCTH
BOJIOKOHHOI ONTHKHU 1M030aBlieH] Oyab-sakux mifactaB. Jlocuts ckazatu, mo B apmii CIIA
OTITOBOJIOKHO 3aCTOCOBYETKCS JJISI OTIEPATUBHOTO 3B'S3KY HIDKUOT JIAHKH (710 PiBHS B3BOJY)
B 00iloBUX yMOBax. B SIMoHIT — BUCHTH Ha CTOBIAX, SIK Y HAC €JIEKTPONPOBOIH.

3 eKOHOMIYHOTO OOKY IMOYaTKOB1 BUTPATH HA BOJIOKOHHY ONTHKY AIMCHO BUIIE, HIK

Ha MIiJHI CUCTEMHU, ajie sl PI3HMIII Ty Ke MBUAKO 1 0araropa3oBo okynaeThcs. [lo-nepiie,
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BUTpaTH Ha OOCITYTrOBYBAaHHS BOJIOKOHHO-ONTHYHUX CHCTEM HabaraTto HWXKYe, HDK B pasl
MHOTOXHUJIBHOTO MigHOTO Kabemto. [lo-gpyre, OuTbIl BHCOKA TPOIMyCKHA 3AaTHICTH
IPOTOPILIIMHO 3MEHIIy€e BapTICTh Mepeaadl OJuHUII 1H(OopMaIlii.

[To cBoiit (i3uuHii MpUpPOAl caMi ONTOBOJIOKOHHI Kabesll He BUIPOMIHIOIOTH (IO
J03BOJISIE 3a0€3MEUNTH TMOBHY 3aXMINEHICTh mepeaanoi iHdopmariii), HECOPUHHATINBI 70
OylIb-SIKUX BHJIB €JICKTPOMArHITHUX IEPEIIKOJ, MaJO CXWUJIbHI J0 JAii BOJIOTH, KHUCIIOT,
coneil 1 HaTOXIMIUHUX 3a0pyJHEHb, SIKI XapakTepHl JIsI yMOB eKCIUTyaTallii Ha
BUPOOHUYHUX MIAPUEMCTBAX.

[TepenaBatu iHdopMalliro 0e3 peTpaHCISIIII MOXHa Ha BiAcTadl g0 2-5 kM Ha
OaratomoioBoMy 1 0 70 KM Ha OJJHOMOJIOBOMY BOJIOKHI. Lle mo3Bossie moOyayBaTtu BCIO
KOMYHIKaIiHy 1HQpacTpyKTypy MiANPUEMCTBA O€3 €IWHOI CTaHIlll peTpaHCIsIii.
Buxonsuu 3 Bulle ckazaHoro, 3po0JieH1 1HBECTHIIIT 3aIUIIAThCA aKTyaJbHUMH MPOTITOM
MiHiMyM 20 pOKiB.

B yMoBax BenuKoi pi3HOMaHITHOCTI KaOeJIbHUX CHCTEM 1 MEPEKEBOT0 YCTaTKYBaHHS, SIKE
4acoM IIOraHO MDK COOOI0 CTHUKY€ETBCS, 3aBXKAU 3aJIMINAEThCS MpodiiemMa BHOOPY
KOHKPETHOTO PpIIICHHS 3 HasBHUX HA PHUHKY. Y CKIAQJHUX YMOBax IPOMHUCIOBOTO
BUPOOHHUIITBA MPOKJIAZAKAa 1 MOHTaX KaOemto MoB's3aHl 3 HU3KOow mpodsieM. [1oOymosa
MepeKl Ha OCHOBI ONTOBOJOKHA BMMAara€e BUCOKOI kBami(ikauii. Tak, mis oTpuUMaHHS
ONTUMAJIBHOT CTPYKTYPH KaOeIbHOI CHCTEMHU HEOOX1THO BPaXOBYBATH JCCITKU TapaMeTpiB
(Takux sIK AMcrepcid, anepTrypa, JOBXKHHA XBHJII BUIPOMIHEHHS, CMyTa MpPOITyCKaHHS,
MOJAJIbHICTh ONTUYHOTO BOJIOKHA, THUMHU KIHIIEBUX PO3'€MIB, MepeaaBadiB 1 MpUMaYiB,
KIJIBKICTh 1 THUMM 3'€qHYBIbHUX My(]T, JiaMeTpH BOJOKOH 1 METOJ iX 3 €IHAHHS) 1
cneniagpbHo miadupaTu kabeni Ta oOnagHaHHS Ui Mepenadyl Ha TOTPIOHY BIACTaHb
(ocobmmBoO siKIIO BOoHA TepeBuiye 2 kM). Kpim Toro, anaparypa nepeaadi moBUHHA OyTH
y3To/KeHa 3 KaOenbHOI0 Mepexero [2-4].

MoskHa 3poOUTH BUCHOBOK, III0 HACKUIBKH MpodeciiiHo Oyae nobdyoBaHa KabenbHa
CHUCTEMA, HACTUIBKM THYYKMMU 1 HAJAIMHUMU BUSABIATHCS 1H(GOpPMAIIMHI 3B'S3KH 1

KOMYHIKaIlii.
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1.4. BararopiBHeBUH miaXia Npu MOOYA0Bi MyJIbTHCEPBICHUX Mepex

[Ipy moOy10B1 KOPIOPATUBHUX MYJIBTUCEPBICHHUX MEPEK BEIIMUE3HY POJIb BIJITpae
MpaBWIBHUNA BHUOIp apXITEKTypH 1 TOMOJOTii Mepexi, SKUW TOBHHEH IMependadyaru
OaraTopiBHeBUU MiAXiA. BiH mossrae B mogaHHI apXiTEKTYpH CTBOPIOBAHOI Mepexi y
BUTJISI/II 1€pApXIYHUX PIBHIB, KOKEH 3 SIKMX BUPIIIYE MEBHI JIJIs IIbOTO PiBHS 3aBaaHHs. Lle
J03BOJISIE:

- 0€300J1ICHO JJIs1 MepeKi I0JJaBaTH Pi3HI PiBHI, IO POIIIMPIOIOTH PYHKITIOHAIBHI
MO>KJIMBOCTI MEPEXKi;

- MiHIMI3YBaTH PECYPCHI BUTPATH JIJIsl IOLIYKY 1 YCYHEHHS] HECIIPABHOCTEW B

MEpexi.

1.4.1. TpboXxpiBHEBA MOJAEIIb MEPEXI

TunoBuil 1epapXiuHui AU3alH MEpPEXkK1 MIANPUEMCTB BKIIOYA€E B ce0€ HACTYIHI TPH
pieHi (puc 1.1):

- P1BEHb S]Ipa;

- pIBEHb PO3MOLITY;

- PIBEHb JIOCTYIIY.

PiBenp sigpa B OyKBaJIbHOMY CEHCl € cepueM Bciei Mepexi. Po3ramoByrounch Ha
caMmiii BepIMHI iepapxii, pIBeHb SApa BIAMOBIAAE 32 MBUJKY 1 HAIMHY Mepeaady BETUKUX
o0'emiB Tpadiky. ['0OJIOBHMM 3aBIaHHSM PIBHS Sipa € MAKCMMAJbHO IIBHJKA Tepeaaya
tpadiky. Tpadik, mo mepemaeTbest yepes sSApo, € 3arajbHOJOCTYIMHUM ISl OUIBIIOCTI
KopucTtyBauiB. OgHaK HEOOXITHO 3amaM'sTaTH, 10 JIaHI KOPUCTYBadiB OOPOOISIOTHCS Ha
P1BHI PO3MOJILTY, & PIBEHb PO3MOALITY BIANPABIISE 3alUTU SAPY TUIBKU B Mipl HEOOX1THOCTI.
Bynp-sika BigMoOBa Ha piBHI s/ipa MOXe BIIOUTHCS Ha BCiX 0€3 BUHATKY KOPUCTYBadiB. 3
IIOTO BUILIUBAE, IO TTPoOIeMa BIIMOBOCTIMKOCTI JIJIsl IHOTO PIBHS € JIyKE BaXKIIUBOIO.

Yepes sapo, OyayTh IPOXOJUTH BeJUKI 00CITH Tpadiky, TOMY IIBUAKICTb 1 BETHMYMHA
3aTPUMKH € BU3HAYATBHUMU. 3pO3yMIBIIH (QYHKIIT Sapa, MOKHA TEMEp PO3TISHYTH JEsKi

0co0IMBOCTI Horo cTBOpeHHs. Ha piBHI siapa HebakaHO peani3oByBaTH:
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- HE CJIiJI peaji30ByBaTH Te, 110 YHOBUIbHIOBAIO O 00poOKy Tpadiky. Croau BXOAUTH
BUKOPUCTAHHA CIIUCKIB JOCTYIy, MapIIpyTH3allil MDK BIPTyaJIbHUMHU JIOKaJbHUMHU
mepexxkamu (VLAN) i ¢inpTpaliis MakeTis;

- Ha I[bOMY PiBHI HE CIIiJ MiATPUMYBATH AOCTYII JAJIs1 POOOUYNX TPYII.

.........................................................................

Core Layer

Distribution Layer

.........................................................................

Puc.1.1. TproxpiBHEBa MOJIETH MEPEKI

Bumoru nipu po3po0Orii sipa:

- PO Mae 3a0e3nevyBaTH MaKCUMaJIbHO BUCOKHUI PIBEHb HAIIMHOCTI;

- CJI1J BUOMPATH TEXHOJIOTi KaHAJIBHOTO PIBHA, OPIEHTOBAHI HA BUCOKY IIBHJKICTh
NIpU HAsIBHOCTI Pe3epBHUX KaHAMTIB - 5K, Hanpukian, FDDI, Fast Ethernet abo ATM;

- CIIiJ BUOWpaTH MPOTOKOJIM 3 MajuM YacoM OIOBilIeHHSA. HasBHICTh IIBHUIKHX
3'eIHaHb Ha KAHAJILHOMY PiBHI 1 p€3epBYBaHHS 3'€/THAHb HIYUM HE IOMTOMOXKE, SIKIIOTA0IHUIII
MapHIpyTH3allii TaBHO 3aCTapiiiy;

PiBeHnp posnoainy, sKui 1HOJ1 Ha3UBaIOTh PIBHEM POOOYUX TPYI, - 1I€ PiBEHb, 1110
3a0e3mnedye B3aEMO/III0 MIJK PIBHEM JIOCTYITY 1 piBHEM sijpa. [lepmioueproBumu GyHKIISIMU
PIBHSL PO3MOAUTY € 3a0e3mnedyeHHs MapuipyTu3aiii, GpiapTparii 1 JoCTymy A0 rI00aabHOI
MepexKi, a TAKOK BU3HAUCHHS TOTO, SIKUM YMHOM TIAaKEeT MOXKE OTPUMATH JOCTYII J0 sapa
NP BUHUKHEHHI TaKoi He0OX1aHOCTi. PiBeHb pO3MOily MOBMHEH BU3HAYATH HANWOUIBII
IIBUIKAA MapmipyT Jis KOPHUCTyBaya 3aluTiB, HAMPUKIAI, MapIIpyT, SKHA TOBHHEH
BUKOPHCTOBYBATUCS MTAKETOM 3amuTy (ailiry mpu Horo Biampasill Ha cepBep. [licis Toro sk

piBEHb pO3MOALTY BHOEpe HaWKpalluid MapuIpyT, BIH BIANpPABIs€ 3allUT HA PIBEHb spa.
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Tenep yxe piBeHb sapa BIANOBIJANbHUN 3a MIBUJKY MEPECUIIKY 3allUTy BIAMOBITHIN
CITYXOi.

PiBenp po3mnomiay — 1e Micle, /e TOBUHHI 3aCTOCOBYBATHCS MEPEKEBI MOJTITHKH.
CaMe TyT € MOXJIHMBICTP BUKOPHCTOBYBAaTH 3HAUHY THYYKICTh MpPU BHU3HAUEHHI POOOTH
Mepesxi. Ha piBHI po3moiiy Sk MpaBUIIO PEai3oBy€EThCS:

- CITMCKHM JOCTYMy, (PiabTpallis MakeTiB 1 OpraHizailisi 4epr;

- 3a0e3meueHHsT Oe3neku 1 peamisallis nNpaBwil poOOTH Mepexi, BKIIOYAIOUU
MIEPETBOPEHHS aJIpec 1 MKMEPEKEBI EKpaHH;

- po3cuiika  TaONMIb  MPOTOKOJIB MapLIpyTH3allli, BKJIOYAOYUd  CTATUYHY
MapIIpyTU3AIIIIO;

- BUKOHAHHS MapUIpyTU3allii MDK BIpTyaJdbHUMH JIOKaJbHUMU MEpPEKaMM Ta 1HIII
(GyHKUIT TIATPUMKA pOOOUHX TPYI;

- BHU3HAYECHHS 00JacTel rpyMnoBUi 1 MIUPOKOMOBHOI PO3CUIIOK.

€vHe, 4Ooro CiiJi YHUKATH Ha PIBHI PO3MOJLIY, - 1€ BUKOHaHHS (QYHKIINA, SKi
MOBUHHI OyTH MPUTAMaHH1 BUKJIFOYHO OJIHOMY 3 JBOX IHILIUX PIBHIB.

PiBens goctymy 371HCHIOE KOHTPOJIb 32 JJOCTYIIOM KOPUCTYBaviB 1 pOOOYHX IPYII J0
MepeKeBOMY KOMIUIEKCY. PiBeHb OCTYIy 1HOJI HA3UBAETHCS PIBHEM HACTUIBHUX CHUCTEM.
MepexeBl pecypcH, SIKI HEOOX1JIHI OUIBIIOCTI KOPUCTYBayiB, MOXYTb OyTH BUALIEHI
JOKaIbHO. Byb-Ki 3BEpHEHHS 710 BIAAATICHUX CITY»KO 3/1ACHIOIOTHCA Ha PiBHI PO3IMOALTY.
@DyHKI11, K1 TOBUHHI OyTH NpeCTaBIeH] HAa IbOMY P1BHI, BKJIIOYAIOTh B ce0e:

- CTBOPEHHS OKPEMHX KOJI31MHUX JOMEHIB (CETMEHTaIlis);

- 3a0€3MeUeHHS B3a€MO/11 poOOUMX TPYII 3 PIBHEM PO3MOILIY;

- YOPaBIiHHS JOCTYIIOM KOPUCTYBAYiB 1 MOJITUKAMH MEPEXKI.

Ha piBHI 10CTyITy MOXYTh BUKOPHUCTOBYBATHUCS TaKl TEXHOJIOTII, ik komyTallisi DDR
(Dialon-Demand Routing — mapiuipyTu3ariisi 3 BUKIMKOM Yy Mipy HeoOXigHocTi) 1 Ethernet.
He cnin nopaBatu HOBI MapuipyTU3aTOPH HIDKYE PIBHS AOCTymy. Taki aii MPU3BOJAATH 10

30UTBIICHHS JllaMeTpa MEpexKi, o MOPYIIUTh NepeadadyBaHicTh Tomoorii [8, 37].
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1.4.2. JIBoxpiBHEBa MOJIETH MEPEXKI

JIBoxpiBHEBa Mojienb (puc. 1.2) MAXOAUTH IJI1 HEBEJIMKUX 1 CEPeIHIX MEPEeXK, /e
¢yHkmii sapa ta QyHKUID po3moaiTy MOXyTh OyTu 00'€eqHaHi B OJMH piBeHb. Bimoma,

TaKOX, SIK 3TOPHYTa apXiTEKTypa PO3MOALTY SApa.

Access Layer

----------------------------------------------------------------------------

Puc.1.2. JIBoxpiBHEBa MOJIEIb MEPEKI

1.5. PimeHHst mo0yA0BM MYJIbTHCEPBiCHOI KOPIIOPATUBHOI Mepe:Ki

[ToGymoBa cydyacHOi KOPIOPATHUBHOI MeEpeXl TICHO TMOB's3aHa 3 HEOOXIIHICTIO
3a0e3neveHHs] YCIIITHOTO (PYHKI[IOHYBaHHS ICHYIOUMX 1 TJIaHOBaHUX Ol13HEC-IOAATKIB, a
TaKOXX OpraHi3alli€ro cydyacHoi 0araToyHKI[IOHATBLHOT CHCTEMH KOPIOPATUBHO1 TeaedoHIi
Ta BIPOBA/KEHHSM BIJCONOAATKIB (BiACOKOH(EPEHIIiH, MporpaMu JUCTAHIIHHOTO

HaBYaHH).

1.5.1. Bukopucranus Cisco AVVID

Jlyis BUpIIIeHHS [HX 3aBiaaHb, kommaHis CiSCO po3poOuiia apXiTeKTypHY MOJENb
moOyI0OBU MEPEXKi, II0 3a0€31edy€e MOXKIIUBICTh 1HTErpallii pi3HUX TOJATKIB TAHUX, TOJIOCY
1 BiJIco B paMKax €IMHOT IHTEJICKTyallbHOT MepekeBoi iHppacTpykTypH (puc. 1.3).

ApXITeKTypa CHUCTEM 3 IHTETpaIll€l0 TOJIOCY, Bi€O 1 JaHUX, 3alpONOHOBaHA
xkommaniero Cisco Systems (Cisco Architecture for Voice, Video and Integrated Data)

CKJIAOa€TbCA 3 HOTUPbOX OCHOBHHX KOMHOHCHTiB, TaKHuX sK:
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1. InTenextyanbHa MepexeBa iHPpacTpyKTypa Ha 0a3i mpoTokoiy |P, mo Bkimodae B cebe
MapIipyTH3aTOpH, KOMYTaTOpW, MIIO3M Ta IHIIE MepekeBe oOmagHanHsA. |P
1H(QpacTpyKTypa € OCHOBOIO JUIsl MOJANBIIOIO BIPOBAKEHHS MPU3HAYCHUX IS
KOpHCTyBada JOJMATKIB 1 MOBUHHA 3a0€3MeUyBATH MIATPUMKY TaKUX JKHUTTEBO BAXKIWUBHX IS
MEpexKi CepBICiB, K Oe3meKa, MepeKeBe YIpaBIiHHs 1 MEXaH13MiB TapaHTIl SIKOCTI cepBicy
Quality of Service(QoS).

2. lnTenexTyanbHi KIEHTCHKI MicliA 3 MIATPUMKOIO poTokoiy IP, B Tomy umcini nudposi
IP-renneponn  CisCO, mepcoHallbHI KOMI'IOTEpU 13  CIIEIiadi30BaHUM IPOrPaMHUAM
3a0€3NeUYeHHsIM [JIs1 BUPIIIEHHS pi3HUX Ol13HEc-3a7a4, IPOrpaMHi eMyJsiTopu TeneoHiB
(manmpukian, Cisco IP SoftPhone), Bineo kimieHTH Ta iH.

3. Cnyx00Bi cepBepHi moxatku, B Tomy umcii cepepu Cisco CallManager, mio6
3a0€3MeUnTH yIpaBlIiHHSI KOprnopaTuBHOW cuctemor |P  Tenedonii, koprnopaTuBHa
CHUCTEeMa JIUPEKTOPiH, BIJIEO CEPBEPH.

4. Cy4acHi KOPUCTYBAJIbHUIIbKI JOJATKU, SIKI OTPUMAJIH 3aBASKA PO3BUTKY 1HTETPOBAHUX
CHCTEM 3 MIATPUMKOIO T0JIOCY, BII€O 1 JaHUX, - HANPHUKIAJA, CUCTEMa YHI(IKOBaHOI 00pOOKH
nosigomienp (Unified Messaging) a0Go iHTenekTyanbHI LEHTPU OOpPOOKHM BHUKIIMKIB.
BnpoBamxeHnHss mogiOHUX MporpaM J103BOJIsiE€ 3a0€3MEYUTH JOJATKOBI MOKIMBOCTI IS
KOPHUCTYBauiB/a0OHEHTIB KOPIIOPATUBHOI MEpEXi, MIABUIIUTUA 3PYYHICTh 1 €()EKTUBHICTD
BUKOPHCTAHHS CUCTEMH.

XapakTepHOIO PHUCOI0 IaHOI apXITEKTYpH € i PO3MOJALIEHA TPUPOAA, 3aBISKH SKIM
cucTeMa Jierko MacmTtaOyeTrbes. Mepexxa Ha 6asi apxitekrypu Cisco AVVID moxe
OXOIUTIOBAaTU OAHY OyAiBII0 a00 KUIbKa MOPYY pPO3TAIIOBAaHUX OYJMHKIB, 00'€THaHUX
BHCOKOIIIBUJKICHOIO KaMIlyCOBOIO Mepekero. Takok MoKHa 3a0e3ledynTH CcepBich
TenedoHii, BiJIeo 1 JaHUX JJI KOPUCTYBaUiB BiAaieHUX 0QiCiB 1 MiAPO3ALTIB, 00'€THAHUX
kopriopatuBHOIO |P Mepexero. [nma BimminHa puca apxitekrypu Cisco AVVID — ne 1i
BIJIKPUTICTh, OPIE€HTAIlISI HA BUKOPUCTAHHS BIAKPUTUX CTaHAAPTIB (30KpeMa, CTaHIAPTHHUX
nporokoniB H.323 1 MGCP mns mepenadi rosocy 1 Binmeo B Mepexax IP). Ile mo3Bomsie
3a0€3MEeUNUTH TOEHAHHS 3 I[IJIUM PSJIOM IHIIUX CUCTEM, SIK TPAJAMIINAHOI, TaK 1 MaKETHOI

TenedoHii, a TAKOXK 3 CUCTEMaMU Tiepeiadl JaHuX 1 BiJieo.
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[linTprMKa BIZKPUTHX CTaHJAPTHUX MPOTOKOJIB 1 BIAKPUTUX IHTEpQEHciB s
po3poOku nonatkiB (Takux sk TAPI 1 JTAPI), 3a6e3neuye MOKIMBICTh HAIIMCAHHS HOBUX
JIOJATKIB, IO IHTErpyroThcst B cucreMu Ha 0a3i Cisco AVVID, a Takok MOKIHBICTBH
1HTerpaIii 101aTKiB, HAMCAHUX CTOPOHHIMHU BUPOOHUKAMHU.

3abe3neuenHss mociayr TenedoHii Ha 0a3zi Mepexi mepeaadi AaHUX JJO03BOJISIE
mo30yTUCS BiJ HEOOXITHOCTI €KCIUTyaTallii po3AUTBHUX Mepex IS Iepefadl JaHuxX 1
TeIeOHHOTO 3B'A3Ky 1 3a0e3reuye MOKIMBICTH OUIBII MOBHOTO 33J0BOJICHHS MOTPEd
mianpueMcTB B ocayrax Tenedonii. [Ipoaykiis Cisco IP renedonii 703BOIUTH 3aMOBHUKY

3MEHIIUTH BUTPATH HA BIPOBA/KEHHS, MIATPUMKY 1 pO3IIUPEHHS 00'€IHAHOI MEpPEeXI 1, IK

HACJTIJIOK, TIABUIIATH PEHTA0CIBbHICTh TeIEKOMYHIKaI[iHHOT Mepexi [5].
Turerparis 3

';% ST comanage
. 1P WAN
city)6010

g H.323, MGCP, O6p061<a KaTajnorip

sccp
TepmiHaibHi

3BCPHCHb = SNmP
HpUCTPOT g B A%

Kepypanns

InTepuer

\ s A ! O6mik / bimtiar
XML Ciyx6u

Web
Cepaep

Puc. 1.3. [nTerpanis 3 1ogaTkaMu Ha OCHOBI BIAKPUTHX MPOTOKOJIB Ta IHTEPPEICIB IS

po3pobku poaatkis (API)
[TepeBaru Texuouorii Cisco AVVID:

- MOXJIMBICTh TOOYIOBH €IMHOI TEICKOMYHIKaIIMHOI 1HOpacTPyKTypu Ha 0asi
KoprnopatuBHOi IP mepexi;

- MPOCTOTa MOOYA0BU PO3MOAUICHUX TeIeHOHHUX 1 TEIEKOMYHIKAI[IHHUX CHCTEM 32
paxyHOK po3mnojiacHoi mpupoau apxitektypu Cisco AVVID;

- 3HWOKEHHSI 3arajbHO1 BAPTOCTI BOJIOJIHHS CUCTEMOIO;
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- CKOpDOYEHHS BUTpAaT Ha KaHAIM 3a paxXyHOK MOKJIHMBOCTI e(EeKTUBHOTO
BUKOPHUCTAHHA KaHATIB JUIsl CHUIBHOI Mepeaadi roiocoBoro tpadiky, naHux 1 Tpadiky
B1JI€010JATKIB;

- CKOPOYCHHSI BUTPAT Ha OIUIAaTy MIXKMICHKUX IEPETOBOPIB;

- CIPOIICHHS HANAIITYBAaHHA, MIATPUMKHU 1 aMIHICTPyBaHHS TEJIEKOMYHIKAIIIHOT
1HppacTpyKTypH.

- MOKJIMBICTh BUKOPHCTAHHS JTOJIaTKIB, 110 BUKOPUCTOBYIOThH IMEpeBaru iHTerparii
roJIocy, BiJIeO 1 JaHUX B paMKax €IMHOI TeICKOMYHIKAIliiHOI IHPPaCTPYKTYpH;

- OpI€HTalls Ha MIATPUMKY BIIKPUTUX MPOTOKOIIB Ta 1HTEPPENCIB sl PO3POOKU
nonatkiB (API), mo 3abe3nedye MOXIMBICTh 1HTErpalii 3 MUPOKUM CHEKTPOM JI0JATKIB,
IPONOHOBAHUX B JJaHUH Yac pi3HUMH BUPOOHUKAMHU.

Henomiku:

- HEMOXXJIUBICTh BUKOPHCTAHHS CTOPOHHBOTO 00JaJHAHHS, OKpiM TpoaykTiB Cisco
Systems;
- BUCOKA BapTiCTh CUCTEMH,

- 3acTapiii inTepdeiicu s po3poOKH J01ATKIB.

Sk Oaummo, mane pimeHHs Bix Cisco Systems miaXoauTh Jalieko HE YCiM
nignpueMcTBaM. Briepiry uepry, BOHO € aKkTyaJIbHUM [Tl BETUKUX KOMMAHIHN, K1 CHIIBHO
3aB’s13aH1 Ha BUKOpHCcTaHH1 |P-tenedonii Ta 00poO11i BEIMKOT KUTBKOCTI BX1THUX JA3BIHKIB.
VY xommnanisax, ne IP-tenedoHiss BUKOPUCTOBYEThCS JIMINIE MpaIliBHUKAMU IIANPUEMCTBA,
JaHe pimeHHs Oyae HaIMIIKOBMM. He MeHII BaKJIMBUM MOMEHTOM € Te, IO PIlIeHHS

Cisco Systems BumararoTh JIOCHTh BEJIMKHX (D iHAHCOBUX 3aTpar.

1.5.2. Bukopucranas Huawei One Net

Kommanis  Huawei  po3poOiisitount  pilieHHsT TOOYAOBU — MYJIBTHCEPBICHUX
KopropatuBHuX Mepesk One Net (puc. 1.4), moctaBuia nepes co000 HACTYITHI BUMOTH:
- PO3BUTOK MEPEKEBUX CEPBICIB: imiadbHa Mepeka MOBHHHA PO3BUBATHUCS 3

MOCJIyraMH, sIKi BOHa HaJ1ae;
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- MYJIbTUCEPBICHICTh: MIABHILEHI BUMOTH JO NPU3HAYEHUX [UIsI KOPHUCTyBaya
JOJATKIB, TIPH LIbOMY 3a0€3MeUyI0UU SKICTh IS KOKHOTO CEPBICY OKPEMO;

- Oe3neka KOpHCTyBaua: MOBHA MEpeKeBa 3aXHCT MOBUHEH OyTu 3abe3nedeHa 1o
BCHOMY TMEpUMETPY (DiTiaTbHOT MEPEexi;

- yIpaBliHHA Ta 00CIYTOBYBAaHHS: YIPAaBIIHHSA Ta 0OCIYTOBYBaHHS MOBUHHO OyTH
IPOCTUM 1 JOCTYITHUM JIJIsl 3HWKEHHS YIPaBIIHCHKUX BUTPAT 1 €KCIUTyaTallliHUX BUTPAT
(OPEX).

®diaii MOXKYTh OTpPUMATH TMPSAMHH JOCTYI JI0 MYJIBTHCEPBICHOI KOPHOPATHBHOI
MepeK1 rOJIOBHOTO 0(1Cy, BUKOPUCTOBYIOUH:

- IHTETPOBAHUM JIOCTYI: HAJA€ APOTOBUMN 1 O€3APOTOBUI TOCTYM 10 KOPIOPATUBHOM
Mepexi depe3 pi3Hi Tunu iHTepdericis, Taki sk Ethernet, WLAN, PON, XDSL, E1 / T1, ISDN,
PQS, i 3G;

- CEpBICH: KOPHUCTYBaudl MOXYTh CILUIKYBATHCS BUKOPHUCTOBYIOYM I1HTEPAKTHBHI
CEepBICM B PEXKHUMI pEIbHOrO0 dYacy, Taki sK TenedoHis, BiIeoKOHPEpeHIls 1
B1/ICOCTIOCTEPEIKCHHS;

- 1HTerpoBaHy IuIaT@opmy: (OPMYETbCS €IMHA MYJBTUCEPBICHA KOpPHOpaTHUBHA
Mepeka 1 KOpIopaTUBHI MEpEeXeBl MOJITHUKM Ha 0a3l MapuIpyTU3aToOpiB, KOMYTaTOPIB 1
MIKMEPEXKEBUX €KPaHiB JI0 KIHIIEBOT CTaHIIIi, 1110 3HAYHO 3HUKYE CKCILTyaTallliiH1 BUTPATH
Ha MEpEeXKy.

B nesxux Bumamkax TepMiHaJIM MOBMHHI MaTH JOCTYM A0 KOPIOPATHBHUX PECypCiB
3 BIAKPUTHUX JIOCTYITHUX HE3aXHUIEHUX MEPEK, TaKi MEPEXKI K B TOTEISAX, aepONopTax, siKi
MalOTh MOTEHUIMHO BUCOKI PU3UKHU 3 TOYKH 30py O€3MeKH IJii KOPIMOPATUBHUX MEPEK.
Pimenns 3 6e3nexkn One Net mis Qimiii gomomarae 3aXUCTUTH KOPIOPATHBHI MEPEXi Ta
pEeCypcH OJTHHUM 13 TaKUX CIIOCOOIB:

- VPN 3'ennanns: opranizaiisi THy4yKHX, MaciitaboBaHux 1 3amudpoBanux VPN

TYHHEJIEH JJ1s1 3a0e3MeueHHs 3B'sI13Ky B MeXKaX MYJIbTUCEPBICHOI KOPIIOPATUBHOT MEPEXKI;

- IPUKOP/IOHHA Oe3IeKa: 3a0e3MeueHHs HaliHOT MEPEKEBOi OE3IEeKH 10 IEPUMETPY
KOPIIOPATHBHOI MEpexi, 10 CKiIaay skoi BXxoaarh (aepsou, Intrusion Protection System
(IPS) i Intrusion Detection System (IDS);
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- Oesmeka piBHS JOCTYITy: ayTeHTH(QIKAIlisl KOPUCTYBadiB TEpMiHATIB, KEPYBaHHS
MOJIITUKAMU JIOCTYITy, @ TaKOX YMIPaBIiHHS MpaBaMu KOPUCTYBayiB IS 3a0e3meyeHHs
BiJI1aJICHOTO JIOCTYILY.

INomoBHwMit odic

Binnanenuit 1octyn / rocThOBHIA
JOCTYTI / MapTHEPCHKUH AOCTYT

Puc.1.4. Tunosa Tonosiorisi KOPIOPaTUBHOI MEPEKI

Pimennss One Net mocraBisieTbcs 3 NporpaMHUM 3a0€3MEUYCHHSM (CHUCTeMa
ynpagitiaHs) eSight s MyJIbTHCEPBICHOT KOPIIOPATUBHOT MEPEXKi, IO CHPOIILYE BianieHe
KepyBaHHS Ta 00CIyroByBaHHS Mepeki Ta Haaae [6]:

- Oe3nepepBHE yNpaBIlIHHS,

- IPOCTOTY PO3TOPTAHHS;

- MIITPUMKY BIIKPUTUX CTaHJAPTIB.

BucHoBkM 3a po3aiiiom

KopnoparuBaa Mepexa — 11e IHPpacTpyKTypa opraHizailii, o MIATPUMYE PIILICHHS
aKTyaJbHUX 3aBllaHb 1 3a0e3neuye AOCATHEHHs ii 1ieil. Bona oO'eqHye B eauHMIMA
iH(dopmaliiiHuil npocTip Bci o0'ektn mignpueMmcTBa. KM CTBOpPIOETBCS SIK amapaTHO-
TEXHIYHA OCHOBAa KOPIOPATUBHOI MEPeXi, fAK 1 TOJOBHMM CHCTEMOYTBOPIOIOUYUI
KOMITOHEHT, Ha 0a31 IKOr0 KOHCTPYIOIOThCS 1HII CUCTEMH Ta CEPBICH.

TepmiH ciyk01 CUCTEMHO-TEXHIYHOT IHPPACTPYKTYpH B I€KIIbKa pa3iB OlIbILE, HIK

y nomatkiB Ta cepsiciB. KM 3abe3nedye MOXIUBICTh PO3TOPTaHHS HOBHX CEPBICIB 1 iX
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edexTrBHE (DYHKITIOHYBaHHS TP 30€pEKEHH] IHBECTHIIIM B HET, 1 B IIbOMY CEHC1 TTOBUHHA
MaTH BJIACTUBICTh MPOAYKTHUBHOCTI, MAaCIITAOOBAHOCTI Ta KEPOBAHOCTI.

PexoMeHTyeThCSI BUKOPUCTAHHS  0araTopiBHEBOIO IMAXOAY MpU MOOYAOBI
MYJIBTHCEPBICHOI KOPIIOPATHBHOI MEPEXki, a camMe TPhOXpiBHEBOI Mojeni. Takuid miaxina
HOJISITAaE B TOJAHHI apXiTEeKTYpHU CTBOPIOBAHOI MEpeKl y BUTJIAI 1€papXiuHHUX PiBHIB, KOKEH
3 SIKMX BHUPIIIY€E MEBHI JJIs 1IbOTO piBHA 3aBaaHHsA. L{e m03Bosisse 6e300J11CHO I MepexKi
J0JaBaTH pIi3HI piBHI, HI0 PO3IMIHKPIOIOTh (YHKIIOHAIBHI MOXIIMBOCTI MeEpexi Ta
MIHIMI3yBaTH PECYPCHI BUTPATH JJIS MMOIIYKY 1 yCYHEHHS HECTIPaBHOCTEH B MEPEKI.

Po3rnsiHyTo Ta mpoaHadizoBaHO ICHYIOYI pIIIEHHS MOOYJOBH MYJbTHUCEPBICHUX
KopriopaTuBHEX Mepex Takux sk Cisco AVVID ta Huawei One Net. Pimenns Bix Cisco
Systems miIXoJuTh JAJIEKO HE yCIM MmiAnpueMcTBaM. Brepiy uepry, BOHO € akTyaJbHUM
JUTSL BEJIMKMX KOMIIaHI|, SIKi CUJIbHO 3aB’si3aH1 Ha BUKopucTaHH1 |P-tenedonii Ta 06pobI
BEJIMKOI KITBKOCTI BXIJHUX J3BIHKIB. Y KoMmaHisix, e |P-tenedoHis BUKOPHUCTOBYETHCS
JUIIEe TpalliBHUKaMHU MiJMPUEMCTBA, JaHe pimieHHs Oyjae HammimmkoBuMm. He MeHn
BRXIIMBUM MOMEHTOM € Te, mo pimeHHs CIiSCO Systems BHMararTh JOCHUTH BEITHKHX
(iHaHCcOBHUX 3aTpart. PimeHHs Bix Huawei B CBOIO 4epry He Ma€ MPHB’SI3KHU 10 KOHKPETHUX
BUPOOHHKIB MEpEXKEBOro OOJaJAHAHHS, Mae€ LEHTPalIi30BaHy CHUCTEMY YIIPaBIIHHS
Mmepexero €Sight Ta mocradae BnacHi pi3HOMaHITHI CEpBICH, B TOMY YHCII 13

BHKOPHUCTAHHAM IOTYYHOI'O iHTeJ'IeKTy.
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PO3/1J12 CTPYKTYPA MYJbTUCEPBICHOI KOPIIOPATUBHOI
MEPEXI

2.1. 3arajbHa CTPYKTYypa Mepexi

CTpyKTypHO JaHE MiAIPUEMCTBO CKIIAIA€ThCS 3 HACTYIMHUX IT1IPO3/ILITIB:

- TOJIOBHUH 0Qic;
- BUPOOHUIITBO;
- CKJIaJ;

- ochic.

VYci BoHM € reorpadivyHO BiJJIaJIEeHUMU Ta MalOTh BHUXIJl Y Mepexy Internet, Tomy
JIOLIBHO OyJie BUKOPHUCTATH i JUIsl 3’ €IHAHHS CETMEHTIB KOPIOPATUBHOI Mepexi. Takum
YHMHOM, 3arajlbHa CTPYKTypa MYJIbTUCEPBICHOI KOPHOPATHUBHOI MEpeXi MiAMpPHEMCTBA

MaTHMe HacTynHuU BUrisy (puc. 2.1):

FonosHUI odic

INTERNET

BupoOHUIITBO Ckian

Puc.2.1. 3aranbHa cTpyKTypa MyJIbTUCEPBICHOI KOPIIOPATUBHOI MEPEXK1
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2.2. Bubip Ta o0rpyHTYBaHHS TONOJIOTII Mepe:xi

OO0'enHyroun B Mepexy Kijbka (OUIbIIE IBOX) KOMI'IOTEPIB, HEOOXITHO BUPIIIUTH,
SKUM YUHOM 3'€IHATH iX OJWH 3 OJHHUM, IHIIUMHU CJIOBaMH, BHOpaTH KOH]Iryparito
(i3nyHUX 3B's13KiB, 200 IX TOIMOJIOTIIO.

[Tin Tomosoriero Mepexi po3ymieTbes KoHpirypamis rpada, BepIIMHAM SKOTO
BIJIMOBIAAIOTh KIHIEBI BY3JIM Mepexi (HampHKIa[, KOMIT'IOTepH) 1 KOMYyHIKalliiHe
oOyialHaHHs (HaMpUKiIad, MapUIpyTH3aToOpH), a pedpam — iHGOpMaIliiHI 3B'SI3KH MIXK
BepirHamMu. Bix BHOOPY TOMOJIOTT 3B'SI3KIB 1CTOTHO 3aJI€KaTh XapaKTEPUCTUKH MEPEKI.
Hanpuknaza, Ha BIAMIHHICTE MK By3JaMU JEKUIBKOX NUISIX1B MiBUIIY€E HAAIHHICTh MEPEKI
1 poOUTH MOJIMBUM pO3IMOALT 3aBAaHTAKEHHS MIXK OKpeMuUMHU KaHanamu. lIpocroTa
MIPUETHAHAS HOBUX BY3IIB, IO BJIACTHBA JESIKUM TOIIOJOTISAM, POOUTH MEPEKY JIETKO
MacmTaboBaHOK. EKOHOMIUHI MIpKYyBaHHSI YacTO NPHUBOJAATH J0 BHOOPY TOIOJIOTIH, s
AKUX XapaKTepHa MiHIMalIbHa CyMapHa JIOBXKWHA JIiHIH 3B's13Ky. Cepes 6e37114l MOXKIMBUX

KOH(DIrypariii po3pi3HAOTH, HOBHO3B's13HI (pUC. 2.2, a) 1 HEITOBHO3B s13H1 (puc. 2.2, 0).
Yp po3p p p

S "
T B LH
A«:_; dg g’j s E
a &
Puc.2.2. Kondirypauis mepexi: a — IOBHO3B’S3HAa, O — HEMOBHO3B’ sI3HA

[ToBHO3B'SI3HA TOMOJIOTISL  BIATIOBIAAE MEPeXi, B AKIH KOXEH KOMII'IOTEp
0e3rmocepe/IHiM YHHOM TMOB'SI3aHMM 3 yciMa 1HIIMMU. He3Baxarouu Ha JIOT14HY IPOCTOTY,
1Iel BapiaHT BUSBIIAETHCS HAa MPAKTHUINl TPOMIZAKUM 1 HeepekTuBHUM. J[iliCHO, B TaKOMY
BUIAJKy KOXKEH KOMIT'IOTEp B MEPEXi MOBUHEH MAaTH BEJIMKY KUIBKICTh KOMYHIKAIIIHUX
HOPTIB, IOCTATHIO JUIS 3B'SI3KY 3 KOKHUM 3 1HIIUX KOMIT'IOTEPiB Mepexi. [ koxHOoi napu
KOMIT'FOTEPIiB MOBUHHA OYTH BUIIJICHA OKpeMa (i3MUHa JIiHIS 3B'A3KY (B ACSKUX BUMAIKAX

HaBITh JBl, SIKIIIO HEMOJKJIMBE BUKOPUCTAHHSI II1€1 JIIHIT JJIsI JBOCTOPOHHBOI Mepeaadi).
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[ToBHO3B's13H1 TOMOJIOTIT B BEIMKUX MEPEk)axX 3aCTOCOBYIOThCS PIIKO, TaK sIK AJis 3B'13Ky N
By3miB moTpioOHO N(N - 1)/2 ¢dismunux AyruieKCHHUX JiHIM 3B'S3KiB, TOOTO Mae MicIe
KBaJpaTU4YHa 3aJIOKHICT, Bl 4YHCIa BY3JiB. 3a3BUYail 1€ BUJ  TOMOJIOTIT
BUKOPHUCTOBYETHCSI B OaraTOMalIMHHUX KOMIUIEKCax abo B Mepexax, fKi 00'€IHyIOTh
HEBEJIMKY KUIbKICTh KOMITIOTEPIB.

Bci iami BapiaHTH 3aCHOBaHI Ha HEMOBHO3B’SI3HUX TOIOJOTISAX, KOJIU JJii OOMIHY
JaHUMH MK IBOMa KOMIT'IOTepaMH MO>Ke 3HaIOOUTHCS TpaH3UTHA Tepeada JaHUuX uepe3
1HIII BY3JIM MEPEKI.

B npanomy BuDaaky CTPYKTYpU MIANPUEMCTBA, JOLUIBHO OyJle BUKOPHUCTATH
TOMOJIOTIIO  lepapxiuHoi 3ipku(gepeBa). Cama mno co01, 3ipKomojiOHA TOIMOJOTIS
YTBOPIOETHCS B pasi, KOJIU KOKEH KOMIT'IOTEP MIKII0YaEThCs 0€3M0CepeIHBO 103aralbHOr0
[IEHTPAJBHOTO MPHUCTPOIO, IO 3BETHCS KOHIEHTpaTOpoM. Y GYHKIT KOHIIEHTpaTopa
BXOJIUTh TIepe/laya IMepeAaHoi KOMIT'IOTepoM iH¢opMalii oJHOMY abo BCIM IHIIUM
KOMIT'IOTepaM Mepexi. B posli KOHIEHTpaTopa MOXKE BHUCTYINATH SIK YHIBEpCaTbHUN
KOMI'IOTEp, TaK 1 CHeliaii30BaHUi MPUCTPIi.

Iepapxiuna 3ipka (puc. 2.3), OyAyeTbcs K 3 BHKOPHCTAHHSAM JEKIIBKOX

KOHIICHTPATOPIB, IO 1€pAPXivHO 3’ €JHAHHI MIXK COOO0I0 3ipKOMOAIOHNMY 3B's13kamu [7].

Puc.2.3. Tonomoris «iepapxiuHa 3ipka»

[TepeBaramu 0OpaHOi TOOJNOTII €:

- MacIITaOOBaHICTh;
- JIETKUH NOIIYK MPOOJIEMHUX BY3IiB;
- BUCOKA MPOAYKTUBHICTh MEPEXKI.

Henoniku:
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- BUXI1J 3 JIJaJy KOHIIEHTpaTOpa BIUIUBA€E Ha pOOOTY BCIET MEpPEKi;

- BUCOKI BUTPATH KaOelliB.

Mo>xHa mo6ayuTy, 1o oOpaHa TOIMOJIOTIS MEpeXi HarKpale MmaxXoauTh s JaHOTO
MiANpUEMCTBA. 30UTBbIIEHI BUTpaTH Ha JOJATKOBI KaOem JIETKO HIBEITIOKThCS i
nepeBaraMu. A Bpa3IUBICTh KOHIICHTPATOPIB BHPIIIYETHCSA 3a JIOIMOMOTO TEXHOJIOTIH

CTEKyBaHHSI KOMYTaTOPIB.

2.3. AHaJi3 BipTyaJIbHMX Mepex

2.3.1. BipTyanpHa mpuBaTHa MEpEkKa

Bipryansna npuBatHa Mepexa (VPN) - e mpuBaTHa Mepeka nepeaadi 1aHuX, sika
BUKOPHUCTOBYE 3arajJbHOJOCTYTHUM KOMIT IOTEPHY MEPEKY, Harpukiaa [HTepHeT, Huisixom
J0JJaBaHHs MpoueAayp Oe3neku HaJ He3axWMIIeHMMH KaHanu 3B's3Ky. Lle mocsraerbcs,
BUKOPUCTOBYIOUM KOMOIHAlIl0 IIHQPYBaHHS, aBTEHTU(IKAIli Ta TYyHEIIOBaHHS.
"TynemoBanHa" (1HOAI MOro Ha3WBAIOTh 1HKAIMCYJIALIEI0) BIJHOCUTBHCS JO TMPOIECY
1HKancysmli  abo BOYIOBYBaHHS OJHOTO MEPEXKEBOrO0 MPOTOKONY, SKUWA Oyne
riepe1aBaTucs, B maketu ixmoro [9].

Texnonoris VPN Hamae xommaHii MOKIMBOCTI IOPOTO1 MPUBATHOI OPEHIOBAHOI JIiHI1 3a
Habarato HWKYOK BAapTICTIO, BUKOPHCTOBYIOUHM CIITBHY MEPEXKy, Taky sk [Htepuet (puc. 2.4,
a).

IcHye kinbka pizHMX peanizauiid npotokosiiB VPN. Haii0O1unpm BxkuBaHI NpOTOKOJIN
BIpTyaJIbHUX NPUBATHUX Mepex HacTymHi [10]:

- Point-to-Point Tunneling Protocol (PPTP);

- Layer 2 Tunneling Protocol (L2TP);

- Internet Protocol Security (IPSec);

- SOCKS.

[lepeBara BukopucTanHs [HTepHETY 175 3B'I3Ky B TOMY, 11O TYHEJIl MOXYTb OyTH
OyTH CTBOPEHHMM 3a BUMOTOIO Ta BKJIIOYATH, HANPUKJIIAJA, MPALIBHUKA, SIKHH 3HAXOIUTHCS

BIOMa a00 MOJOpPOXKYE, Ta Mae 3'eAHaHHS 3 [HTEepHETOM. ['HyUKICTh € BUIIOIO, YUM Yy
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BUJICJICHHUX JIHIN, Ta 3 TOYKHA 30py KOPUCTYBayiB TOIOJOTIS aHOI MPUBATHOI MEpPexi
BUTJISAJIAE SIK JIOKAJIbHA Mepexa.

3axuct 1H(pOopMaIlii B mpolieci nepeadi ii Mo BIAKPUTUX KaHaIaX 3aCHOBYETHCS Ha
noOy/10B1 3aXHILEHUX BIPTyaJIbHUX KaHAIB 3B'S3KY, 10 HA3UBAIOTHCSA KPUNTO3AXUIIICHUMU
TyHensiMu. Ko)kKeH Takuil TyHeNb NpENcTaBiii€e COOOK 3'€HAHHS, IO NPOXOJIUTH YEpe3
BIAKPUTY MEpPEXKYy, MO SKOMY I[EpelalTbcsd KpUNTOrpadiuHO 3aXUIIEHI MaKeTH
MOB1OMJICHb.

CTBOpEHHS 3aXMILEHOTO TyHEJsl BUKOHYIOTh KOMIIOHEHTH BIPTyaJlbHOI MEpexi, 110
(YHKLIOHYIOTh Ha BY3JIaX, MK SKUMHU (OPMYETbCA TyHHENb. L[i KOMIIOHEHTH TPUUHSITO
Ha3UBaTHU 1HILIIATOPOM 1 TEPMIHATOPOM TYHENs. [HIIIaTOp TYHHENs 1HKAICYJIIO€ MaKeTH B
HOBUM TaKeT, MO0 MICTSITh HOBHM 3arojloBOK 3 1H(OpPMAII€I0 MPO BIAMpaBICHHS Ta
OTpUMMaHHs. X04a BCl MaKeTH, IO MEPEAAOTHCS M0 KaHaly € naketamu |P, iHkancyaboBaH1
NaKeTH MOXXYTh HaJIeKaTh 0 OyAb-sIKOTO MPOTOKONY. MapmipyT MiX 1HIIIATOPOM 1
TEPMIHATOPOM TYHEJsI BU3HaUae 3BUyaiiHa |P-mepexa, akoro Moxxke 0yTu mepexa [HTepHeT
a00 Oyap-siKa 1HIIA. TepMIHATOp TYHHEIS BUKOHYE MPOLEC 3BOPOTHIN 1HKANCYJIALII — BIH
BUJAJII€ HOBI 3aroJIOBKM 1 HamlpaBiisie KOXKEH BXIIHUW MaKeT Yy JIOKAJIbHOMY CTell
MIPOTOKOJIB aJpecary B JOKAIbHOI MEPEXKI.

Cama 1o co01 1HKarCyJsis HisIK He BIJIMBAE HA 3aXMUCT MAKETIB MOBIOMIICHb, 1110
NEepealoThCs MO TYHENI0. AJie 3aBASKH 1HKANCYJISLIl 3'IBISETbCS MOKIUBICTH MTOBHOTO
KpUnrorpadiuHoro 3aXHUCTY 1HKAINCyJIbOBaHUX MAKEeTIB. KoHpinenuiitHicTh
1HKANCyJhOBAaHUX IMAKETIB 3a0€3MeUyEThCS NMUITXOM KPUNTOTpadiyHOTO 3aKPUTTS, TOOTO
3amr@pyBaHHs, a LUIICHICTh 1 COPAaBXHICTh — 3a J0MOMOroro (popMyBaHHS LHHPPOBOTO
mianucy. Tak K ICHy€ BelHMKa KUIbKICTh METOJIB KPUIITO3aXUCTYy JaHUX, AY>KE BaXIJIHUBO,
100 1HIMIATOp 1 TEPMIHATOP TYHHENsS BUKOPHUCTOBYBAJIM OJHI 1 Ti K METOAM 1 MOTIJIH
y3rouTu AaHi Mmetoau. Kpim toro, ajis MOXKIMBOCTI po3mIMdpyBaHHsS JaHUX Ta NEPEBIPKU
1M POBOTO MIAMKCY MPU MPHUHOMI 1HIIIATOP Ta TEPMIHATOP TYHES IOBUHHI MiATPUMYBaTH
¢yHkii 6e3neuynoro ooMiny kimodyamu. Hy 1 Hapemti, o0 TyHesl CTBOPIOBAIUCH JIMIIE
MK YIOBHOBXEHUMH KOPHUCTYBayaMH, KIHLEBI CTOPOHM B3a€EMOIi MOTPIOHO

ayreHtudikysaru [11].
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2.3.2. BipTyanbHa J0OKalbHA MEpexXa

BipTyanbHa nokaibHa Mepeka 1€ rpyna By3J1iB Mepexi, Tpadik sIKOi, 110 B KITI0Ya€E B
cebe 1 MUPOKOMOBHUM, HA KaHAIIbHOMY PIBHI MOBHICTIO 1301bOBAaHUM Bij Tpadiky 1HIIHUX
BYy3J1aX MEPEXKI.

OcHoBHe mnpuzHadeHHs TexHojorii VLAN B mosermeHHi mpolecy CTBOPEHHS
1301bOPOBa MEpeX, SKI TMOTIM 3a3BUYail 3B'SI3YIOTBCA MDK COOOI0 32 JOIMOMOTOIO
MapmipyTu3zaropiB. Taka moOymoBa Mepeki CTBOPIOE TIOTYXKHI Oap'epy Ha MUIIXY
HeOaxkaHoro Tpadiky 3 ogHieT Mepexi B iHITY. CbOr0JIHI BBAXKAETHCS OUEBUIHUM, 1110 OyIb-
sKa BEJIMKAa Mepeka MOBHHHA BKIIOYATH MapUIPyTH3AaTOPH, 1HAKIIE MOTOKH MOMUIKOBHX
KaJpiB, HANPUKJIA] IIHPOKOMOBHUX, OyAyTh HNEPIOAUYHO «3aTOIUIIOBATH» BCIO MEPEXY
4yepe3 Ipo30pi Al HUX KOMYTaTOpH, IPUBOASLYH ii B HEpOOOUMil CTaH.

[lepeBaroto TeXHOJOTIT BIpTyadTbHUX MEpEX € Te, M0 BOHA J03BOJISIE CTBOPIOBATH
MOBHICTIO 130JIbOBaHI CErMEHTH MEPEeXkKI IUIIXOM JIOT14HO1 KOH(DIrypaiii KoMyTaTopiB, He
BJIAIOYUCH 110 3MIHU (P13MUHOI CTPYKTYypH. [Ipu CTBOpEHHI BIPTyaJIbHUX MEPEX HA OCHOBI
OJTHOTO KOMyTaTopa 3a3BH4yail BUKOPHUCTOBYETbCS MEXaHI3M TpYIyBaHHS IOPTIB
komyTaTopa (puc. 2.5). [Ipu 11boMy KOX€H MOPT BIIHOCUTHCA TiM YW 1HIIINA BIPTyaJbHIM
Mepexi. Kaap, mo npuidiiioB Ha MopT, U0 HAJEKUTh, HAPUKIIAJ, BIpTyalbHINA Mepexi 1,
HIKOJIU HE Oy/ie mepejaHuii OPTY, SIKUI He HAJICKUTD I1H BIpTyalibHIi Mepexi. BTim, mopT
MOKHa TPUMHCATH ACKIIBKOM BIPTYaJbHUM MEpeXkaM, XO4ya Ha MPaKTHIl Tak poOJATh
PIIKO — 3HUKAE e(DEKT MOBHOT 130JIA1111 MEPEXK.

Sxuo By3mu Oyab-sKO1 BIPTYyalIbHOT MEPEXKI MIIKIIOUEHI 10 PI3HUX KOMYTaTOpPIB, TO
JUISL TIAKITIOYEHHS KOXKHOI Takoi Mepeki Ha KOMyTaTopax MOBMHHAa OyTH BHJILJIEHA
creliajibHa rapa nopris. B iHIIOMy BUNIAJKY, SKIIO KOMYTaTOpu OyIyTh MOB'A3aH1 TIIBKU
OJIHIE€I0 TIAPOI0 TOPTiB, iH(OPMAITiS PO MPUHAICKHICTh KAJIPy TIET UM 1HIIOT BIpTyaJIbHOI
Mepexl TpH Teperadi 3 KomyTaTopa B KoMyTaTtop Oyae 3aryOsieHa. Takum dYuHOM,
KOMYTaTOpU 3 TPYIMyBaHHSIM MOPTIB BUMArarmTh JJI CBOTO 3'€JHAHHS CTUIbKH TOPTIB,
CKUIBKHM BIPTyaJbHUX MEPEX BOHU MIATPUMYIOTh. [lopTH 1 Kabenl BUKOPUCTOBYIOTHCS B
[IbOMY BHUIIAJIKY Jy’kKe MapHOTpaTtHO. KpiM Toro, npu 3'€THaHHI BIpTyaJbHUX MEPEXK Uepes

MapHIpyTHU3aTOp IS KOKHOI BIPTyaJIbHOI MEPEXi BUIUISIOTHCS OKpemi Kabenlb 1 mopT
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MapILIPyTU3aTOPa, 10 TAKOK MPU3BOAUTH 10 BEIUKUX HAKIAJHUX BUTpPAT.

L \IF - lid

o= | G WS GU VS S W - -

BipryasnbHa Mepexa 1

,El : ﬂ . -~ Bipryansua Mepexa 2
=
|

P9 ]

!Q\ Q‘ :Q, BipryanbHa mepexa 3

Puc.2.5. BiptyanbHi Mmepexi, oOya0BaHi Ha OJHOMY KomyTaTopi ['pymyBaHHs

MAC-anpec y BipTyalibHy MEPEKY Ha KO)KHOMY KOMYTATOP1 1030aBsie
B1JI HEOOX1AHOCTI MOB'AI3yBaTH iX 3 KUIBKOX MOPTIB, OCKUIBKK B IIbOMY BUmNanky MAC-
ajJjpeca cTae MITKOIO BIpTyasibHOT Mepexi. OJIHaK 11ei cociO BUMarae BUKOHAHHS BEJIMKOT
KUIBKOCTI py4YHMX onepauniid no mapkyBaHHIO MAC-aapec Ha KOXHOMY KOMYTaTopi
MEpEexi.

OOuaBa migX0AM 3aCHOBAHI TUIBKM Ha JI0JaBaHHI JI0JaTKOBOi 1H(opmarlii 110
aJpEeCHUX TaOJIMIL KOMYTaTOpa 1 B HUX BIICYTHS MOKJIMBICTb Iepeadi B KaJipi iHpopMaiiii
PO MPUHAIESKHICTh KaJpy J0 BIPTyaJbHOI Mepexi. ToMy MIUPOKE MOMIMPEHHS OTPUMAaB
IHIIWWA TMIOX17, 3aCHOBaHUM Ha BBEJACHHI B KaJp JOJATKOBOIO IMOJs, sIKe 30epirae
1H(MOpMaITiI0 PO MPUHATICKHICTH KAAPY TIET UM 1HIIOT BIpTyaIbHOT JIOKAJTLHOT MEPEXKI MPU
HOro mepeMillleHHAX MK KoMyTaTtopamMu Mepexi. [lpu 1mpomy HemMae HEOOXIIHOCTI
nam'sTaTi B KO)KHOMY KOMYTAaTOpi Ipo MpUHaNIEXHICTh BciX MAC-aapec 10 BIpTyalbHUX
Mmepex. JlogaTkoBe 1osie 3 MO3HaYKOI0 PO HOMEP BIPTYyaIbHOI MEPEKl BUKOPUCTOBYETHCS
TUTBKH TOJIl, KOJM KaJp MepPeNacThbesl BiJ KOMyTaTopa 10 KOMyTaTopa, a Ipu mepeaadi Kajapy
KIHIICBOMY BY3J1y BOHO 3a3BH4Yail BUAANSA€ThCs. llpu 1mpoMy MoauikyeTbcs TIIbKU
MPOTOKOJI B3aEMOJIIT «KOMYTATOP - KOMYTaToOp», a MpOTrpaMHe 1 amapaTHe 3a0e3nedeHHs
KIHIIEBUX BY3JIIB 3aJIMIIAE€THCS HE3MIHHUM.

Ho mpuitasatts cragnapty |IEEE 802.1Q icHyBasio 6arato BEHIOPHHUX MPOTOKOJIIB
[bOTO THITY, aJI€ BC1 BOHU MaJIM OJIMH HEJIOJIK - 00JIaHAHHS PI3HUX BUPOOHMKIB CTBOPEHHI
VLAN BusBisiocss Hecymichum. Cranmapt |IEEE 802.1Q Beoaute B kaapi Ethernet

JI0JIaTKOBHUH 3ar0JIOBOK - TET BIpTyalibHOT JIOKaJIbHOT Mepexi [7].
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Icnye 4 pexxuma npuzHaueHHs: VLAN:

- Ha OCHOBI 1HTepeiicy;
- Ha ocHoB1 MAC-anpecu;
- Ha OCHOBI MMPOTOKOITY;

- Ha OCHOBI ITOJIITHK.

[Ipu BukopucranHi VLAN Ha ocHOBI i1HTep]eiciB MepekeBHil aJMiHICTPaTOp
nonepeabo  HajamrToBye Port VLAN Identifier(PVID) nmns xoxkHOro iHTepdeiicy
koMmyTaropa. Koim HeTeroBanuii kajap nNpuxoauTh Ha iHTepdeiic, komyTaTop noaae PVID
iHTepdeiicy no kaapy. IlepeBara B Tomy, mo yyacHukiB VLAN nerko npusHavaru, xoya 3
iHOTO OOKY, aamiHicTpaTop moBHHEH mepeHanamTyBaTd VLAN mpu 3MiHI Y4YacCHUKIB.
PekomeHmy€eTbCS BHKOPHUCTOBYBAaTH 1O MEpEeX OyIp-SKOro Macimirtady 1 NpPUCTPOiB B
(p1IKCOBaHMX MICLISIX PO3TAIIyBaHHS.

B pexkxumi npuznauenus VLAN na ocHoBi MAC-anpecu afiMiHICTpaTop MOMEPETHBO
HanamToBye 3ictaBneHas Mixk MAC-anpecamu 1 inentudikaropamu VLAN. I[Ipu oTpumanHi
HETErOBOBaHOTO Kaapy komyTaTop aoaae ter VLAN, mo Bianosinae MAC-anpeci kaapy, 110
kanpy. [Ipu 3miH1 (i3UYHOrO po3TalTyBaHHS KOPUCTYBAYiB aJMiHICTpaTOpy HE MOTPIOHO
nepeHactporoBatd VLAN. Ile mniaBumrye Oe3neKky 1 THYYKICTh JOCTYIy B MEpEXKI.
AnMiHicTpaTop TOBUMHEH Tonepenubo BuzHauuTu VLAN 11 BCiX y4acHHKIB B MEpexi.
YacTo BUKOPHCTOBYETHCS B HEBEIHKHX MEpeXkax, J1e MpPU3HAYeHI s KOpHCTyBaya
TEpPMIHAIM 4YacTO 3MIHIOIOTh (Qi3ndyHe Micuenonoxkenns, aime ix Network Interface
Card(NIC) piako 3MiHIOIOTHCS, HAPUKIIA], Ha HOYTOyKaX.

Hactynnuii pexxum VLAN, o nprsHavaeTbcs Ha OCHOBI THUITIB TPOTOKOJIB (CTEKIB)
1 dopMaTiB 1HKAICYJSIIT KaapiB. AJAMIHICTPATOP MOMEPEAHHO HAIAIITOBYE 31CTABICHHS
MDK TUTIaMU TTPOTOKOTIB 1 ieHTHdikaTtopamu VLAN. [Ipu oTprMaHHi HETETOBAaHOTO Kaapy
komyTtatop goaae Ter VLAN, BIAMOBIAHUN TUITY TPOTOKOJY KaApy, 10 kaapy. [lotim kaap
nepenaerbest y 3a3HaueHuid VLAN. Ileld pexxum npus'szye tunu nocayr g0 VLAN,
MOJIETIIYIOUM YOpPaBIiHHSA 1 OOCIyroByBaHHS. AJIMIHICTPAaTOp TMOBHHEH MONEPEAHBO
KOH(IrypyBaTH 3iCTaBIEHHS MK yciMa TUTIaMU MPOTOKOJIB 1 igeHTHdikatopamu VLAN.
KomyTaTop nmoBuHeH aHamnizyBatu popMaTy aapec MpOTOKOIY 1 IEpeTBOPIOBaTH hopmaTH,

Kl CIOXHUBAIOTh HAAMIpHI pecypcu. Tomy 1ed pexuM YHOBUIBHIOE Yac BIATYKY
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KOMYTaTopa. 3aCTOCOBYETHCS 10 MEPEXK, IO BUKOPUCTOBYIOTH KiJIbKa IPOTOKOJIIB.
Ocranniti pexxum VLAN, 1mo npu3HA4arOTECA HAa OCHOBI TaKWUX TMOJITHK, SK
koMOiHarlii inTepdeiiciB, MAC-aapec 1 IP-aapec. AnMiHicTpaTop MOIepeIHbO HATAIITOBYE
noituky. [Ipu oTprMaHH1 HETErOBaHOTO KaJpy, SIKUH BIAMOBIIA€ HATAIITOBAHIM MOMITHIIL,
KoMmyTartop aojae ter 3azHaueHoi VLAN no kaapy. [loTiMm kaap nepemnaersbes B 3a3HaYCHUM
VLAN. Ileit pexxum 3a6esneuye BUCOKY cTyminb Oe3neku. MAC-anpecu abo IP-ampecu
KopucTyBauiB, npuB's3anux 10 VLAN, He MoxyTh OyTH 3MiHEHi. AJIMIHICTPAaTOp MOKeE
THYYKO BUOWpATH, SKI MOJMITUKH BUKOPHUCTOBYBATH BIJMOBIAHO JI0 PEXKUMY YIPABIIHHS 1

BuMoramu. Ko)kHa ImoJTiTHKa MoBMHHA OyTH HajamroBaHa Bpy4Hy [20].

2.4. 3a0e3neueHHsI BiTMOBOCTIHKOCTI siipa Mepe:ki

2.4.1. CimeticTBo mportokoiis FHRP

KoprnopatnBra Mepeka BHMarae BpaxyBaHHS TOTO, SK MEpeKa CIPaBISETHCA 3
HeCIpaBHICTIO. J[J1g 301IbIIIEHHS BIIMOBOCTIMKOCTI MapIIpyTH3aTOPiB, OYJI0 po3po0IeHO
cimerictBo mnpotokoniB FHRP. 3 Toukm 30py mnpauniBHuka mnianpueMcTBa, Mmo3a ix
JIOKaJIBHOI MEPEkKEI0, HACTYITHUM BAKIIMBUM €JIEMEHTOM, 3 SIKUM BOHU MalOTh CIIPaBY, €
[UTI03 32 3aMOBUYBaHHSM. SIKIIO IITIO3 37IaMA€ThCsA, TOII JOCTYI MO 101 MiAMEpEexi
3HUKHE.

Jiist 6opoThOM 3 aHoro mpobiemoro came 1 3actocoByeTbest FHRP. IcHye psin mux
TEXHOJIOT1H, 3 IKMX HalOJIbII MOMYJISIPHI:

- Hot Standby Redundancy Protocol (HSRP);

- Virtual Router Redundancy Protocol (VRRP);

- Gateway Load Balancing Protocol (GLBP).

Tak six, HSRP ta GLBP po3po6iieni kommaniero CiSCO Systems ta mocTymHi JMine Ha
OPUCTPOSIX JaHO1 komnaHii, po3riasiHeMo VRRP sikuii € BIIKpUTUM TPOTOKOIOM.

VRRP mpairtoe, rpynyroun pe3epBHI MaplIpyTU3aTOPU Pa3oM Yy €IMHUNA BIpTyaIbHUMA
MapmipyTtusarop. lleli BipryampHHI Mapuipytuzatop mae BiacHy |P-agpecy. 3amicth

BIJIIIpaBJIeHHs TpadiKy 10 OKPEMOro MaplIpyTh3aTopa, Tpadik HaJACUIAETHCA 0 aApecu
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BIpTyaJpHOTO Mapuipytusaropa (puc. 2.6). 'onoBHuMIl MapiipyTuzarop o0po0isie Tpadik,
aJApeCOBAaHUNA BIPTYATLHOMY MAapIIPyTH3ATOPY ajpecy Ta Tepeampecye il HaJe)KHUM
qHOM. [ 0JIOBHMIA MapIIpyTH3aTOp TaKoX perysipHo Hajacuiae hello-maker Ha pe3epBHUit
MapuipyTu3atop. SKIIO OCHOBHUN MapIIpyTHU3aTOp 37aMaBCs, TOMl PE3EPBHUIA
MapuIpyTU3aTop HE OTPUMY€E Ii TaKETH BIAMOBIAHO. Y TaKOMY BHIIAJKy pPE3epBHUIA
MapIuipyTuzatop Oepe Ha cebe poib TOJIOBHOTO MapIIpyTH3aTopa 1 MOYMHAe OOpOOKy
Tpadiky. Konu 3mamanuii MmapipyTU3aTop BIIHOBUBCA, BiH 3HOBY NpHuiiMae Ha ceOe poJib
roJIoBHOTO MapuipyTtu3aTopa. [loku xoua 6 oaun (izuuHuil MapIIpyTH3aTOp AOCTYITHHUHA B

BIpTYaJIbHOMY MapIIpyTH3aTOPi, 0CI iCHYBaTUME JOCTYII A0 JaHoi miaMepexi [12].

VRRP 123

[
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l |

P I Virtual IP:
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=
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Puc.2.6. ITpuknan mepexi 3 Bukopuctanusim VRRP

2.4.2. CTexyBaHHS KOMYyTaTOpPiB

[Ipu (i3u4HOMY CTEKyBaHHI KOMYTATOPH NPEICTABISAIOTH COOOI0 OAWH JIOTTYHHIMA
MPUCTPIA, MO 3a0e3neuye 3pYyUHICTh KEpPYBaHHS 1 MOHITOPUHTY iX mnapametpiB. [ns
KepyBaHHS KOMyTaTOpaMH MOHa BUKOPHUCTOBYBaTH iHTepderic komanaHoro psaka (CLI),
Web-inTepdetic, Telnet, nporokon SNMP. KomyTaropu MoXxyTh OyTH 00'€IHaHI B CTEK 3a
KIUJIBIICBOIO TOTMOJIOTi€0 abo JiHiHOW Tomojoriero (puc. 2.7). IlepeBaroio TomoJorii
"kinbIie" € Te, Mo MPU BUXO/I1 OJHOTO MPUCTPOIO 3 Jaay ad0 0OpUBI 3B'SI3KY 1HIII TPUCTPOT
cTeka OyayTh IPOJOBKYBATH (PYHKIIOHYBATH B 3BUYANHOMY PEKUMI.

BpaxoByroun Te, mo Tomnosoris “kiiabie” 3ade3nedye poOOTy CTEKy MPH BUXOL 3

Jay YacTUHU 3 KOMYTAaTOpIB, AOUIIBHO OyJ€ BHKOPHUCTOBYBATHU JIaHy TOTIOJIOT1IO
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CTeKyBaHHs MpU MO0y I0B1 JaHOT KOPIIOPATUBHOT MEPEXI.

KoxxHOMy KOMyTaTtopy CTeKa MPHUCBOIOETHCSA MEBHA Poib. LI pom MoXxyTh OyTH
BPY4YHY HaJallITOBaH1 aJMIHICTPaATOPOM MEpPEXi Ha KOKHOMY KOMyTaTopi abo BHU3HAYCHI
CTEKOM aBTOMAaTHYHO.

[cHYIOTB TpH pOJIi, SIKI MOKYTh OyTH MpHU3HAYEHI KOMyTaTopaM CTeKa.

Ocuosuuit Matictep (Primary Master) — ocHOBHHUI MaiicTep-KOMYTaTOpP € TOJIOBHUM
MPUCTPOEM CTEKA 1 €IMHOIO0 TOUYKOIO YIPaBIiHHA. BiH CTeXUTH 32 HOPMAIbHOIO POOOTOIO
CTeKa, TOIOJIOTIEr0, TpU3Hadae i1eHTudiKaTopu npucTpoiB cteka (Box ID), cuaxponizye
KOH(Irypari 1 nepegae KOMaHIu 1HIIMM KoMyTaTopaMm. Pollb OCHOBHOTO MaicTpa MOXe
OyTH MPUCBOEHA KOMYTATOpy BPYUHY, ILISXOM NPU3HAYCHHS HAWBUILOTO MPIOPUTETY
aJMIHICTPATOPOM MEpEexKi, a00 BU3HAUEHA aBTOMATUYHO B MPOIIECi BUOOPIB.

PesepBHumii maiictep (Backup Master) — pesepBHUiI MmaiicTep ayOII0€ OCHOBHHIA
MaiCcTep-KOMyTaTop 1 B pasi Horo BUxoay 3 Jaxy Oepe Ha cebe QyHKIi OCHOBHOTO MalcCTpa.
Pe3epBHuil MaiicTep KOMyTaTOp CTEXUTh 3a CTaHOM CYCIJHIX KOMYTaTOpIB CTEKa,
OCHOBHOI'0 MailCTpa KOMYTaTropa 1 BUKOHYE Horo komanHau. Poiib pe3epBHOro maiictpa
MOKe OyTH NMpU3HAYeHAa KOMMYTaTOpy BpYYHY, HUISXOM IMPHUCBOEHHS HOMY JApPYroro 3a
3HAQYEHHSM MpiopUTeTy 10 (H13UYHOTO 00'€THAHHS MPUCTPOIB B CTEK a00 aBTOMATUYHO ITi]T

gyac BUOOPIB.

= E
h=

Tomnosmnorig Kinple Tonosoris muHa

Puc.2.7.Tonosorii cTeKyBaHHsS] KOMYTaTOPiB

Benenuit (Slave) — BeneHuMu € BCi iHINI KOMyTaTopu cTeka. Bemeni koMmytaTopu

BUKOHYIOTb KOMAaH/HM, IO Ja€ OCHOBHUH MaiicTep, CTeXaTh 3a CTAaHOM CYCIIHIX
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KOMYTAaTOpIB CTEKa 1 TOMOJIOTIEI0, CIIAYIOTh KOMaHAaM PE3EPBHOTO MaiicTpa, KOJIM BiH CTa€
ocHOBHUM. Beneni komytaropu OepyTh y4acTb B Mpolieci BUOOPY HOBOTO PE3EPBHOTO
MaiicTpa, B pasi AKIIo:

- pE3€pBHUN MalCTEP CTaB OCHOBHUM MAMCTPOM;

- PE3epBHUI MaiicTep BUUIIOB 1 3 JIaay a00 BUIAICHHM 31 CTEKY;

- 00u/Ba, 1 OCHOBHUM, 1 p€3epBHUIN MalicTep, BUMIIUIM 3 JIajly a00 BUJAJICHI 31 CTEKY.

2.5. AHaJIi3 BUMOT /10 KOPIIOPATUBHOI Mepe:Ki

['onoBHMit o¢ic BkIroyae B cede HACTYMHI CKIAAOBI: aaMiHicTpauis, Oyxranrepis, IT-
BIJUTLJI, BIAJIUT MAapKETUHTY Ta CEPBEpPHY. 3arajibHa KUIbKICTh HEOOX1IHOTO 00JIaHAHHS
nomano y Tabm 2.1. Jlnsg 3MEHIICHHS HaBaHTAKEHHS Ha MEPEKYy, OKpEeMUM
Mo TyJIeM(IIIAMEPEKEI0) 3aIIPOIIOHOBAHO BUHECTH CEPBEPHY.

Tabmnig 2.1

MeperkeBe 001aHaHHS TOJIOBHOTO 0dicy

HaiimenyBaHHs Kinbkicth
[IepcoHanbHUI1 KOMIT IOTEP 17
Cepsep 3

HaiimenyBaHHs Kinbkicth
Komyrarop 6
Mapupytuszatop 3
IP-Tenedon 6

BupoOGHUIITBO CKIIaga€eThCs 3 MiAPO3ALTIB: aamiHicTpalis, mex Nel, mex Ne2, riex Ne3.
HeoOx11He 001agHanHsa 1oaaHo B Ta0i1.2.2.
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Tabmuus 2.2
MeperxeBe 001agHaHHS BUPOOHHUIITBA

HaiimenyBaHHs KinbkicTs
[TepcoHanbHUM KOMIT FOTEP 4
Komyratop 3
MapipyTuzatop 1
IP-Tenedon 4

Ha ta6n 2.3 nogano o6agHaHHS 151 CTBOPSHHS MEpexki Ha CKJIIa/l.

Tabanis 2.3
MepexeBe o01agHaHHS CKIaAy

HaiimenyBaHHs Kinbkicts

[IepcoHanbHUI1 KOMII IOTEP

Cepsep

Komyrarop

Mapupyrtuszarop

IP-Tenedon

N N T

IP-xamepa

OimianpHuil  odic BkIOYAaE B cebe HACTYMHI MAPO3AUIM: aIMIHICTPAIIilO,
oyxranrepito Ta IT-Binain. O6magHaHHS mogaHo B Tabmuil 2.4.

Tabmmis 2.4
MepexeBe o6nanHanHs imiany

HaitmenyBaHHs KinbkicTh
[IepcoHanbHUI KOMII IOTEP 7
Komyrarop 3
Mapupyrtuszarop 1
IP-tenedon 4
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2.6. IToOynoBa KOpIOPaTUBHOI Mepexi

3rigHO 3 TPHOXPIBHEBOIO MOJEIUTI0 MEPEKi MPOTMOHYEThCS peajizallii CepBEpHOI
roJIoBHOro oicy okpemoro migMepexero (puc. 2.8). MapmpyTtuzaTopu npoay0J50BaHO 3
BUKOpHUCTaHHAM TexHonorii VRRP Ta komyTtatopu BBIMKHEHI B CTEK i 301IbIICHHS

B1JIMOBOCTIMKOCTI si/Ipa KOPIOPATUBHOT MEPEKI.

Server-PT
FEX-ceryer Fi Mail-server

Router-PT

serversfsmt:h-tl servers-router-0

i
o/

Switch-PT Router-FT
servers-switch-1 servers-router-1

Puc.2.8. Ctpykrypa s/ipa KOpIopaTUBHOT MEpPExKi
['onoBHU# odic, Tk 3HAXOIUTCS B OJAHIN OyHdiBIi 3 CEPBEPHOIO, MAa€ CTPYKTYDPY,

300pakeHy Ha puc.2.9.

Puc.2.9. CtpykTypa Mepexi rooBHOTO odicy
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dinianpHui 0(ic Ma€e aHAIOTIYHY CTPYKTYPY MEPExKi 10 ToJioBHOTO odicy (puc. 2.10).

2d11
o-rquter

950-2.
o-switch

Puc.2.10. CtpykTypa Mepexi (iiamsHOTo 0dicy

Hespaxkatoun Ha Te, mo ckian (puc. 2.11) ta BupoOHUIITBO (puc. 2.12) 3HAXOAATCS
TepuTopianbHO OnM3bko(B Mexkax 100mM Mixk OyaiBIsSMH), IO J103BOJsiE O0’€IHATH JBI
I IMEPEXK1, TOMITBHIIIE 3aTUIINTH IX OKPEeMUMH JIJIsT  30UTBIIIEHHS HAAIHHOCTI, Ta

MIPOIIIEHHS MEPEMIIISHHS YU PO3IMUPEHHS JaHUX ITiIPO3LTIB.

Server-PT

Printer-FT
w-camera#f

Printer-PT

Printer-BT w-eamera-2 Frinter-FT

w-camera-3

w-camera-1

Puc.2.11. CtpykTypa Mepexi cKiiaay
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2411
p-rquter

witch-
p-switch

7960  “pc.py
p-phone-2 , o,

Puc.2.12. CtpykTypa Mepexi BHpOOHHIITBA

OO6’emHaBIIM BCi MiAMEPEKi, OTPUMAEMO 3arajibHy CTPYKTYPY KOPIOPAaTHBHOI Mepexi (pwc.
2.13)

2950-24.
p-switch-1

Puc.2.13. CtpykTypa KOpHOpaTUBHOI MEPEXI
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2.7. Po3noain aapecnoro npocropy ta VLAN

[IpoanamnizyBaBiu

CIPYKTYpPY

KOPIIOPaTUBHOL

Mepexi

TIPUEMCTRA,

3aMpOoNOHOBAHO HACTYITHUHN PO3MOALT apeCHOTO MPOCTOPY MiAMPUEMCTBA 3 PO3OUTTAM Ha

14 miamepex, 1o moKa3aHo y Tabi. 2.5.

Tabmm 2.5
Anpecairist Mepexi KOMITaHii
Im'st Hianazon Homep
VLAN | Po3mip | Aapeca | Macka VLAN
. . JAOCTYIHHUX
Higpo3ain
ajpec
2 3 4 5 6 7
1
CepBepHa 10.0.0.1 -
: servers 16 10.0.0.0 | /28 100
rOJIOBHOTO 0dicy 10.0.0.14
AnMiHiCcTpalis 10.0.0.17 -
: h-admin 16 10.0.0.16 | /28 101
rOJIOBHOTO 0icy 10.0.0.30
IT-Bigain 10.0.0.33 -
: h-it 16 10.0.0.32| /28 102
rOJIOBHOTO 0icy 10.0.0.46
byxrantepis 10.0.0.49 -
: h-finance 16 |10.0.048| /28 103
rOJIOBHOTO 0icy 10.0.0.62
Bimmin h- 10.0.0.65 -
MapKETHHTY marketing 16 10.00.64| /28 104
10.0.0.78
T'OJIOBHOTO 0icy
10.0.0.1 -
Cxuag warehouse | 32 10.0.1.0 | /27 200
10.0.0.30
10.0.2.1 -
Llex Nel Prod-1 16 10.0.2.0 /28 302
10.0.2.14
10.0.2.17 -
[Tex No2 Prod-2 16 10.0.2.16 | /28 303
10.0.2.30
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[TponmoBxenHs Tabmmi 2.5

2 3 4 5 6 7
1
10.0.2.33 -
Iex Ne3 Prod-3 16 10.0.2.32 /28 304
10.0.2.46
10.0.2.49 -
p-admin 16 10.0.2.48 /28 301
AJMIHICTpaITis 10.0.2.62
BUPOOHUIITBA
10.0.3.1 -
o-it 16 10.0.3.0 /28 402
I T-B1mma1I 10.0.3.14
dbumiany
AniMiHCTpAIIis 10.0.3.17 -
.. o-admin 16 10.0.3.16 /28 401
(imiamy 10.0.3.30
Bigain 0- 10.0.3.33 -
MAapKETHUHT marketin 16 10.0.3.32 /28 404
p y g 10.0.3.46
dbimiamy
Byxrantepis 10.0.3.49 -
. o-finance 16 10.0.3.48 /28 403
(imiany 10.0.3.62

BucHoBkHM 3a po3aijiom

[Tizpo3ainu mignpueMcTBa € reorpadiuHo BiAAATICHUMH Ta MAlOTh BUXIT y MEPEKY
Internet, Tomy noriabHUM Oyze 11 BUKOPUCTAHHS IS 3’ €JHAHHS CETMEHTIB KOPIIOPaTUBHOI
Mepexi.

B xoai ananizy cTpyKTypH MiANPUEMCTBA, 3alPOINOHOBAHO BUKOPUCTATH TOIOJIOTIIO
iepapxiuHoi 3ipku(zepeBa). Cama mo co0i, 31pKOIOI0HA TOIOJIOTISI YTBOPIOETHCA B pasi,

KOJIM KOXKCH KOMH'}OTep Hi,[[KJ'IIO‘-IaETBCH 6€3HOCGPGILHBO A0 3arajJbHOro nCHTPAJIbHOI'O
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MIPUCTPOIO, 1110 3BETHCS KOHLIEHTPATOPOM. lepapxiuHa 3ipka, OyayeThCs K 3 BAKOPUCTAHHIM
JEKUTBKOX KOHIICHTPATOPIB, IO 1€papXidHO 3’€IHAHHI MDK CO0O0I0 3IpKOIMOMAIOHUMH
3B'A3KaMU.

[lepeBaramu oOpaHOi TOMOJIOTI] €:

- MacITabOBaHICTh;
- JISTKUM MOIIYK MPOOJIEMHUX BY3JI1B;

- BUCOKA POAYKTUBHICTh MEPEXKI.
Henomku:

- BUXI]I 3 JJaAy KOHLEHTpAaTOpa BIUIMBAE HA pOOOTY BCIET MEPEXKI;

- BUCOK1 BUTpATH KabOeliB.

30uTbIIIeH] BUTPATU HA JOJATKOBI KaOenl JIETKO HIBETIOIThCS ii mepeBaramu. A
BPa3JIMBICTh KOHIIEHTPATOPIB BUPIIIYETHCS 32 JOMOMOTO0 TEXHOJIOT1M CTEKyBaHHS.

s I IBUIICHHS B1IMOBOCTIHKOCTI sapa KOPIIOPATUBHOL Mepexi
BUKOPHUCTOBYBAJIUCh TEXHOJIOTIi CTEKyBaHHS KoMyTaTopiB Ta mnpotokoid VRRP. lanuit
IPOTOKOJI MPALIOE, TPYIMYIOUU PE3EPBHI MapIIPyTU3ATOPU PA30OM Y €IUHUI BIpTyabHUN
mapmpyTtuzarop. lleit BipTyanbHuii MapiipyTuzatop Mae BiacHy |P-agpecy. 3amicThb
BIJIIIpaBJiIeHHS TpadiKy 10 OKPEMOro MaplipyTu3aTopa, Tpadik HaJCHIAEThCA 10 aApecu
BIPTYaJIbHOTO MapIIpyTH3aTOpA.

Jlist 3Bs1i3Ky miapo3nauniB nianpueMctBa BukopuctoByerbest VPN. Texnonoris VPN
HaJla€ KOMITaH1i MOXKJIMBOCTI IOPOTOi MPUBATHOI OPEHAOBAHOI JIiHIT 32 HA0araTo HUXKUYOIO
BapTICTIO, BUKOPUCTOBYIOUH CIJIBHY MEPEXKy, Taky sik [nTepner. [lepeBara Bukopucranus
[aTepHeTYy nns 3B'A3Ky B TOMY, IIO TYHEJIl MOXYTh OyTH CTBOPEHHMM 3a BHUMOTOIO Ta
BKJIFOYATH, HAMPUKJIIAJ, MPAIliBHUKA, KU 3HAXOAUTHCS BIOMa ad0 TMOJOPOXKYE, Ta Ma€
3'eqHaHHs 3 [HTEepHETOM. 3a PaxyHOK I[LOTO THYYKICTh TaHOTO PIIICHHS € BHIIOI0, YUM Y
BUJICJICHHUX JI1HIH.

Mepexy nojisieHo Ha 14 BipTyanbHUX JIOKAIBHUX MEPEK JJI 3MEHIICHHS Tpadiky B
MepEexXi(HAMPUKIIaJ, ITIUPOKOMOBHOI0), MOXJIMBOCTI 3aCTOCYBaHHS MOJITUK O€3MEKH s

okpemux VLAN.
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PO31JI 3 BUBIP MEPEXKEBOI'O OBJIAJTHAHHS

3.1. Bumoru 10 Mepe:keBOro 00/1aJHAHHSA

BinnoBigHo 10 00paHoi CTPYKTYypH Mepeski HeoOX1JHO BUKOPUCTOBYBATH HACTYITHE
oOJaTHaHHS:

- JIBa MapuipyTH3aTopa sapa 3  HagBHicTio  moptiB  GigabitEthernet/
10GigabitEthernet (GE/10GE);

- YOTUPHU MaplIpyTU3aTOpa PiBHA arperaiiii 3 HasBHICTIO opTiB GE;

- IBa KOMYyTaTopa piBHA sapa 3 HasBHICcTIO MopTiB 10GE;

- IeCATh KOMYTaTOpPIB PiBHS arperatiii Ta J0CTyIy 3 HasBHICTIO opTiB GE;

- O/IMH KOMYTATOp PIBHS JIOCTYMY 3 HasgBHICTIO MOpTiB GE Ta TexHOMOTIEI0 KUBICHHS
npucTpoiB o BuTii napi (POE) ans migkimoyeHHs kamep;

- YOTUPU CEPBEPH;

- yotupu |P-kamepu;

- I’ aTHaAATh |P-Tenedonis.

3.2. IlopiBHsLIbHUIT aHATI3 Ta BUOIp Mepe:keBOro 001 THAHHS

3riHO 3 PEUTUHIOM Ta JI0JICI0 B CBITOBOMY PUHKY, 1O HAMOLIBIITNX MOCTAYAILHUKIB

MepekeBoro oosaaHanHs Hajexats Cisco Systems ta Huawei [18]. ITopiBHSHHS JaHHX

BUPOOHUKIB y Tabm. 3.1.

Taobmums 3.1
[MopiBusHHs o0naxnanas Huawei ta Cisco
[TapameTp Huawei Cisco
BiamosigHiCcT Bci nponykTu moBHICTIO Pitrenns Cisco Haiiuacrimie
CTaHaapTam BIJIMOBIAAI0Th MIXKHAPOTHUM BHUKOPHCTOBYIOThH TexHoJorii CiSCO
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[Tponmosxenns Tabmmmi 3.1

[Tapametp Huawel Cisco
BianoBinHicTh | cTaHAapTaM, 1m0 3abe3nedye | 3 METOIO NMPUB'SI3KM 3aMOBHUKA 10
CTaHIapTaM | HalKpally CyMICHICTb B raiy3i. BEHJI0pA.
OnepariitHa Bci npoaykTu npariiioroTh Ha OrnepaliiitHi CHCTEMH TPOTYKTiB
cUCTEMA yHi(i1KOBaHIN onepariiHii Cisco cramm pizHopigaumu (10S /
cuctemi (VRP), mo mae 17 pokiB I0S-XR / 10S-XE /NX-0S)
PO3BUTKY.
IToBHOTA [ToBHe pileHHs 1151 MEPExKi Biacytni pimmenns PON nnst FTTX,
MEpPEKEBOTO MIIMPUEMCTBA 3 IUPOKUM SDH, PPJI.
plIIEHHS HAaOOpPOM MPOYKTIB,
BKIro4uarouu |P, ontrnynmii 1
PPJI tpancnopt, 3G, 1 PON.
Exonomis Texnomnoris SmartEnergy Texnosorist EnergyWise
eNeKTPOeHeprli
Ta
€KOJIOT1YHICTh
VHidikoBana €nuna NMS kepye Bciero VY TexHIuHINM eKcruTyararii
cucrema Mepexero nignpueMmcra. He BUKOPUCTOBY€EThCS OubLie 30
yIPaBIIHHS NOTPiOHO mepeMuKaTucs Mix | pisHUX npoaykTiB NMS (pesynbraTt
MEPEXKEIO pizanMu cuctemamu NMS s 0e3J114l 37TUTTIB 1 TOTJIMHAHB ).
(NMS) KOH(ITyparlii pi3HOTO
yCTaTKyBaHHS.
Cepgicu TemekoMyHiKarisi, cepBicH 3 TenexomyHikarris
BUKOPUCTAHHSAM IITYyYHOTO
1HTEJIEKTY (KOMIT FOTEPHOTO
30py) Ta 1HMI
Baprictb [Tomipua Bucoka
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Takox, eSight (NMS Bix Huawei), 3aBasku BIiZIOBIJIHOCTI CTaHIapTaM, MOXE
kepyBaru Oinbin Hixk 140 mpuctposmu Cisco, 6ibin 130 npuctpoiB H3C, Ginbme uum 100
MPUCTPOIB 1HILIKUX BEHJIOPIB, a TAKOXK OLIBIII HIXK JIeCSIThMa TUIIAMHU TIPUHTEPIB Ta CEPBEPIB.
MepexeBi agMmiHICTpaTopd MOXYTh BUKOpUCTOBYBaTH €Sight st ympaBiiHHA BciMa
OpUCTPOSIMH  Mepexi. JlaHa cuctema ympaBiIsiHHA 3HAYHO TOKpailye e(eKTUBHICTD
MEPEXKEBOr0 YIPaBIiHHA T4 MOKE aBTOMAaTUYHO BUSIBJISTH HOBI TUIIU MTPUCTPOIB ICHYIOUUX
MOCTAa4YaJIbHUKIB, 1MEHTU(IKYBaTH BUPOOHUKA MPHUCTPOIB, MOBIIOMIISATH aaMIHICTpaTopa
CUCTEMHHUMH MOTNEPEHKEHHIMHU Ta MOBIJOMIICHHSIMH PO TOJOMKH YU MOKJIMBI MPoOIeMu
B Mepexi. Kpim toro, eSight Moske KOHTpoTFOBaTH TaKi mapaMeTpy IPUCTPOIB, AK JaHi 3
JULEBUX MAaHEJIeH Ta IHAUKATOPIB, 3aBAHTAXKEHHS MPOIECOPa, KITBKICTh TpadiKy Ta IHIIIE.

[IpoBiBIIM JaHe MOPIBHSAHHS, Y BUIAJKY MYJIbTHCEPBICHOI KOPIIOPATUBHOI MEPEXK1

IINPUEMCTBA, BHOIp Majae Ha MpoayKimiro Huawei.

3.2.1. Komytarop Huawei S2700-26 TP-PWR-EI

KomyraTopu Huawei cepii S2700 it KOPIOPaTUBHUX MEPEXK € IHTEICKTyTbHUMH
CHEepro30epiralouuMu KOMyTaTOpaMHu JIOCTYIy HACTYMHOTO mokojiHHs (puc. 3.1, 3.2).
Cepis S2700 BUKOPUCTOBYE TEPEOBI TEXHOJIOTIT KOMYTAIlil Ta IporpamMHe 3a0e3MmeueHHs
yHiBepcanbHoi miardopmu mapiipytusaiii (VRP) kommnanii Huawei. YcratkyBaHHS JIerko
BCTAHOBJIIOETHCSA 1 OOCIIYTOBY€THCA. 3aBMISIKU THYYKHUM MOXIJIHMBOCTSIM POOOTH B MEpEXi,
MpoJayMaHid  momiTUll  3a0e3neyeHHsT  Oe3MeKH, SKOCTI  OOCIyroByBaHHS  Ta
eHeprosoepirarounm TexHosorisMm, S2700 nmo3Bossie OymyBaTH Mepexki HACTYIMHOTO

nokoyiHHs [14]. XapakrepucTuku KoMyTaropa HaBeIeHo y Tabi. 3.2.

Puc.3.1. Komyrarop Huawei S2700-26 TP-PWR-EI
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Tadomurs 3.2

Xapakrepuctuku komyraropa Huawei S2700-26 TP-PWR-EI

XapakTepucTuka

3HaueHHS

Kowmyrariifina eMHICTB

32 I'6it/c

[Toptn

24 mopta 10/100 Base-TX Ethernet
3 miaTpuMKow POE
2 nopta Gigabit Ethernet (GE)

Ta6mus MAC-anpec

8000 MAC-anpec
Pyune Bupanenns nunamiuaux MAC-anpec

HanamrryBanss yacy crapinasgt MAC-aapecu
Koutpone posnizHaBanHss MAC-aapec Ha 0asi
MOPTIB

MAC-aapecu tury "qopHoi aipu"

VLAN 4000 VLANSs, mo Bigmosigarots IEEE 802.10Q
[Tpuznauenns mepexx VLAN Ha ocHOBI OpTiB
[Ipu3nauenns Ha 6a31 MAC-anpecu

QoS OOMexeHHSs MBUAKOCTI Ha 0a3i mopTy

4 2060 8 uepr pi3HUX MPIOPUTETIB HA KOKHOMY
OPTY
Biamosinnicte MK mpioputeramu  802.1p i1

yepramu

Anropurmu SP, WRR 1 SP + WRR

besneka i1 noctyn

Aytentudixkaris 802.1X 1 0OMeXeHHS Ha YHUCIIO
KOPHUCTYBauiB B iIHTEepderci

[IpunyimeHnss wropmy

3axuct mxepena |IP

[linTpumka pI3HUX METOMIB  ayTeHTHdIKaIlii,

prirrogaroun AAA, RADIUS 1 TACACS +
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[Tponosxxenns Tabnwi 3.2

XapakTepucTuka 3HavYeHHS

besmneka 1 qoctyn Biacrexenns DHCP-nakeri
[3osms111st OpTY 1 3akpiruiennit MAC

[TigTpumka ¢inpTparii maketiB mo MAC-agpecamu
Oo6mexenns kimpkocTi Bimomux MAC-aapec

3.2.2. Komyratop Huawei $2700-26TP-SI-AC

Huawei S2700-26TP-SI-AC BimHocuThes o mididiku S2700 1 € iIeHTHYHHM [0
MOTIEPETHBOTO0, OKpiM HasiBHOCTI miaTpumkn POE Ha Buxigaux 10/100 Base-TX Ethernet

nopTax.

Puc.3.2. Komyrarop Huawei S2700-26 TP-SI-AC

3.2.3. Komyrarop Huawei S5700-26X-SI-12S-AC

[rabitHi kopmopatuBHi komyTtatopu Huawel Quidway cepii S5700 — me
eHepro30epirarodi KOMyTaTOpH HACTYITHOI'O TMOKOJIHHS, po3po0jcHi kommaHiero Huawei
JUTSI 337J0BOJICHHS TTOTPe0 BUCOKOIIBUIKICHOTO OCTYIy (puc. 3.3). basyerbes Ha cydacHii
amaparypi 1 mporpaMHOMY 3a0e3nedeHHI yHiBepcaibHOi rardopmu mapmpytusaiii (VRP).
Huawei S5700 Hamae BUCOKY KOMYTyIO4y 31aTHICTH 1 mopT GE BHCOKOT HIIBHOCTI JIst
peanizaiii nepegadi JaHux B By3oJ 31 mBHaKicTIO 10 I'6iT /c. KomyTtartop S5700 moxe

BUKOPUCTOBYBATHUCS B PI3HUX CLEHAPISX KOPIOPATUBHOI MEPEXKI.
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Puc.3.3. Komyrarop Huawei S5700-26X-SI-12S-AC

Hanpuknan, BiH MoXe (QyHKLIOHYBaTH SIK KOMYTAaTop fapa B MEpexi KaMIlyCHOTO
TUITY, SIK TIrabiTHUH KOMYyTaTop AOCTyMy B [HTepHET-LIeHTp1 00poOKH 1 30epiraHHs JaHUX
abo sK HACTUIbHUI KoMyTaTop A HamanHs goctymy 1000 M6it/c no tepminamniB [15].
XapakTepuCcTUKH KOMyTaTopa HaBeneHo y Tabm. 3.3.

Taomurs 3.3

Xapaktepuctuku komyTtaropa Huawei S5700-26X-SI-12S-AC

XapaKkTepuCTHKa 3HaYCHHS

Komyramiiina emnicts | 256 ['6it/c

[Toptn 12 mopris 10/100/1000 Base-TX Ethernet,
12 mopris 100/1000 Base-X

2 nopta 10 Gigabit Ethernet (10GE)

Cnotu po3mMpeHHs CnoT po3MIMpPEHHS ISl CTEKYyBaHHS

Tabmuus MAC-aapec [Migrpumka crangapty |IEEE 802.1d
PosmiznaBanns i ctapiaas MAC-amapec

Cratnuni, nunamiuydi MAC-agpecu 1 MAC-agpecu Tummy
«UOpHA JIpay

®dinpTparisa maketiB Ha 06a31 MAC-aapec mxepena

16 000 MAC-anpec

VLAN 4 000 mepex VLAN
I'octeoBa VLAN 1 rosocosa VLAN

Super VLAN, MUX VLAN, GVRP

[Tobynosa mepexx VLAN na 6a31 MAC-anpec, nporokoutis, |P-
M1IMEPEX, MOJITHK 1 TOPTIB
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[Tponosxenus Tabmmii 3.3

XapakTepucTuka

3HaueHHS

QoS

OOMexeHHs MBUAKOCTI Ha 0a3i MopTy
4 abo 8 uepr pi3HUX MPIOPUTETIB HA KOKHOMY TIOPTY

BiamoBinHicTh Mixk ipioputetamu 802.1p 1 yepramu

Anroputmu SP, WRR 1 SP + WRR

besmneka 1 qoctyn

STP, RSTP i MSTP
HepeBononiona tomnojoris Smart Link i Smart Link multi-

instance, miaTpUMKa TEpEMHUKAHHS Ha pPE3epB MPOTITOM
MUJTICEKYH/T

Kinenesa Tomonoris RRPP i RRPP multi-instance
[Migrpumka G.8032 ERPS
texuooris SEP

[Minrpumka 3axucty BPDU (BRDU protection), kopenst (root
protection) i meiidy (loop protection)
BPDU-tyHenb

AMIHICTpYBaHHS

[HTeneKTyanbHa TeXHOJIOTIsS 00'eqHanHs B cTeku (iStack)
BipryansHa nepeBipka kademto

Jucranmiiianii MoHiToprHT Mepexi (RMON)
eSight i NMS na 6a3i BeO-inTepdeiicy
SNMP v1/v2c/v3

CuctemHi j1ory 1 6aratopiBHeBa CUTHAI3AIlis

3.2.4. MapmpyTuzarop Huawei AR-1200E

[aTerpoBani PyHKIIT KOMyTallii Ta MapmpyTH3aIlli 3a0€3MeUyI0Th Mepeaady rojiocy

Ta JaHUX, a TaKOX O€37POTOBHUI 3B'A30K B oicax HEBEIMKUX MIANPUEMCTB a00 BiATATCHUX

odicax 3a gomomororo 3G, WLAN ab6o LTE. HeGnokyroua apxitekrypa AR1200 i

OaraTosiepHUil MpoIecOp TapaHTyIOTh CTaOUIbHY CMYTYy MPOMYCKaHHS AJs Hepejaadl JaHuX

(puc. 3.4).
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Puc.3.4. Mapmpyruzatop Huawei AR-1200E

Mo>kJIiBe BUKOPUCTaHHS KaOEIbHUX 1 BOJJOKOHHO-ONTUYHUX 1HTepdeiiciB. [loBHMI

HaOilp (QyHKIIM 3a0e3nedeHHs O€3MeKH, BUSBJICHHS HECIPABHOCTEH 1 MOXKIMBICTD

JUHAMIYHOI 3aMIHU B «TapsSyOMY» pEKUMI 3a0€31eUyI0Th O€3MeYHHI Ta HaJIMHUN 3B'A30K.

Takox, micTuTh BOynoBanuii paepsoin ta ATC, 1o 3abe3nedye 0CHOBHI T0J10COBI (PYHKITIT

[16]. XapakTeprcTuku MapIipyTu3aTopa HaBeaeHo y Tabi. 3.4.

Taomuna 3.4

XapaktepucTuku Mapiipytuzaropa Huawei AR-1200E

XapakTepucTuka 3HaYCHHS
WAN noptu 2 GE
LAN noptu 8 mopriB GE (moxnuBicTs HacTpoiiku sik WAN-iHTepdericiB)
Cnotu Crnotu SIC: 2
Cnotu WSIC (3a 3amoBuyBanusiM / MmakcumyMm): 0/1
Tenedonis OcHoBHI roocoBi QyHKIIT 3a0e3neuyroThesi BOyaoBanow ATC,

SIP-cepBepom Ta SIP-nuro3om noctymy

['omocoBi mociayru BKIIIOYAIOTH 0araTOCTOPOHHIM  3B’SI30K,
aBTOMATHYHE  MIJKIIOYEHHS, IVR, Memomiro  [a3BIHKA,
napajiebHUM  3BIHOK, TOCHIJOBHUN JI3BIHOK, YIPaBJIiHHSA
abOHEeHTaMHU

[HTenekTyanpHa MapuipyTH3allis I3BIHKIB O3HA4Ya€ BHUHSITKOBY
HAJIAHICTh TOJIOCOBUX MOCITYT

B3aemo3ss's3ok 3 tepminamamu NGN / IMS / PBX / ocHoBHEX
NOCTaYaJIbHUKIB
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[Iponos:xenns Tadbmumi 3.4

XapakTepucTuKa 3Ha4YEeHHS

[Tam’a1B 10

TexoOcayroByBanns | [liATpuMka 3aMiHM B «rapsuoMy» PEKAMi  OyIb-SKHX
TEJIEKOMYHIKAI[IHHUX TIaT

[TigTpumka posropranus U-nucka
VPN IPSec VPN, GRE VPN, DSVPN ta L2TP VPN

3.2.5. MapmpyTuzarop Huawei AR-3200-SRU200

BucokonpoaykTuBHi MacmTaboBaHi MapUIpyTH3aTOPU JOCTYIY 3 IHTEIrPOBAaHUMH
(GyHKIISIMA KOMYTAIli 1 MapIIpyTU3allii, a TAKOXK YHIBEPCATbHUMH (PYHKIISIMUA YIIPABIIHHS
1 6e3neKy U1 BETMKOMACIITAOHNX KOPIOPATUBHUX MEPEXK TO3BOJIAIOTh 3HU3UTH CYKYITHY

BapTicTh Mepexi (puc. 3.5).

Puc.3.5. Mapmpyrtuzatop Huawei AR-3200-SRU200

Heb6nokyroua apxiTekTypa 3 JBOMa IUIaTaMH YIPaBIiHHA 3a0e3reduye HaIiiHHMA
naHuX. BUSBICHHS HEMOJaJ0K 1 JWHAMIYHE pE3epBYBaHHSA KaHaJIB 3a0e3MeuyloTh
MIJIBUIICHY BIIMOBOCTIMKICTh, a IUIATH 3 MOMJIMBICTIO 3aMiHHU B «TrapsdoMy» pexKuMI
J03BOJISIFOTH MTPOBOAUTH MOJIEPHI3allit0 0€3 BIIKIIOUEHHS KOPUCTYBayiB.

[Tintpumka Bigkputoi cepicHoi miatdopmu (Open Service Platform, OSP)
3abe3reuye CyMICHICTh 3 TMPOAYKTAaMHU CTOPOHHIX BHUPOOHHUKIB, 3aXHCT BKJIAJICHUX

IHBECTHIII 1 Mojaajblie MiABHMIIEHHS KoedimienTa okymHocTi imBectuuin (ROI) [17].
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XapakTepuCTUKH MaplIpyTU3aTopa HaBeneHo y Tadi. 3.5.

Taomurg 3.5

XapakTepuctuky Mapipytusatopa Huawei Ar-3200-SRU200

XapaKTepuCTHKa 3HaYeHHSA
WAN noptu 4 nopra GE, 2 nopra 10 GE
Cnotu Cnotu SIC: 4

Crnotu WSIC (3a 3amoBuyBaHHsIM / MakcumyMm): 2/4

Cnotu XSIC (3a 3amoBuUyBaHHSIM / MaKCHMaJibHA KUTBKICTB):

4/6
QoS AmnapaTHe IpUCKOpeHHs, iepapxiuHa cuctema Q0S
[Tam’s1TH 41°6
VPN IPSec VPN, GRE VPN, DSVPN, L2TP VPN
Texo0cmyroByBaHHs [TinTpumKa 3aMiHU B «Tapa4oMy» pexHMl BCiX 1HTEp(eHcHuX
miaT

3.2.6. IP-tenedon Fanvil X4

Fanvil X4 — 6ararodyukiionansuuii SIP-tenedon aus 6i3uecy (puc. 3.6). Tenedon
MIATPUMY€E IIUPOKUN HaOlp (yHKUIA, a came: YTPUMaHHS BUKIIMKY, BIAKIIOYEHHS
MIKpO(OHa, pEKUM OUIKYBaHHS, MEPEBEICHHS BUKIIUKY, IOBTOP BUKJIHMKY, aBTOBIIMOBIb,
pexum "He TypOyBatu", rosocoBa moiita, BifeokoH(pepeH s, rapsiya miHis. [Ipuctpiit
ocHaileHuid BOyzoBaHOwO TeneoHHOl0 kHUTO0 Ha 500 3amuciB, a TakoX I03BOJISE
KOPUCTyBaTHCsl BimgaieHuMu Tenedonanmu kuuramu mo XML a6o LDAP. XKypnan
BUKJIMKIB, SIKM JIO3BOJISI€ Mdi3HATHUCA 1HQPOpPMAII0 TpPO BCl 3pOOJIeHI, TPUNHATI Ta
IPOIYIIEH] BUKIIUKH, 1110 HE JJO3BOJIHUTH MPOMYCTUTH BaXJMUBY iHGopmalito. Tenepon mae
3pyYHHM JJIT  KOpHUCTyBaua iHTepdeic, YOTUpH MNpOorpaMoOBaHi KIaBilmi, I SITh
(GyHKLIOHATBHUX KJIaBIlI, YOTUPH KJIaBIIIl HaBIramii 1 OAHY KJIaBilly miaATBepIKeHHs [19].

XapakTepucTuku TenedoHy HaBeeHo y Tabi. 3.6.
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Puc.3.6. IP-tenedon Fanvil X4

Tabmuus 3.6
Xapakrepuctuku IP-tenedony Fanvil X4
XapakTepucTHUKa 3HayYCHHS
[TopTH 10/100 Base-T Ethernet

KinpkicTh miHIM 4
[TinTpuMKa KOJEKiB G.726-32, G.711a, G.729a, G.729b, G.711u, G723.1

[Miarpumka ATC 3CX, Asterisk, Broadsoft, Elastix, Zycoo
Tenedhonna kaura 500 KOHTaKTIB
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3.2.7. Cepep ARTLINE Business R25v10

Onmniero 3 ocodmuBocteit cepBepa ARTLINE Business R25v10 (puc. 3.7) € pimeHHS
IUIs opraHizaii BigganeHnoi podotu no crangapty IPMI 2.0. Taka moxauBicTh peanizoBaHa
3aBIKA  CIICIIAJIbBHOMY 1HTEIPOBAaHOMY MOy aamiHicTpyBanHs ASMB9-iKVM.
Binnanene migkiarOueHHS 1O JIOKaNbHIA Mepexi uepe3 Ethernet-intepdeiic (TexHosoris
KVM-over-IP) no3Bomnsie yHUKHYTH IpAMO1 IPUCYTHOCTI aJMiHICTpaTopa B 6e3mocepeiHin
OJIM3BKOCTI JI0 cepBepa - 11€ I0IOMarae 3Ha4HO 3HU3UTH omepaliiiii Butpartu. [Iporpamua
obomorka ASWM Enterprise 3a6e3nedye HeOOX1THHI KOHTPOJIb 1 BIZICTEKEHHS LILJIOTO PSITY
napaMmeTpiB (MOKa3HHUKIB HAMPYTH CUJIOBHUX JIAHIIOTIB, TEMIIEPATYPHHUX JATUUKIB, pOOOTH

CHUCTEMH OXOJIOJKEHHS, MAKII0OUYeHOT mepudepii 1 T.1.).

Puc.3.7. Cepep ARTLINE Bussiness R25v10

3pyunuii BeO-iHTepdeiic mpalftoe He3aaekHO BiJl ONepaliiHol CHCTEMH cepBepa, 1110
JI03BOJIsIE OpraHi3yBaTu nepudepiitHuit KOHTPOJIb poboTtu OCTaHHBOTO:
BKJIIOUCHHSI/BUKJIIOUCHHS, MOHITOPUHI  alapaTHUX  eJeMeHTiB, ycTtaHoBky OC,
HaJAIITyBaHHs, OHOBJICHHS, BiJIE03aMNC, PEECTPAII0 KPUTUYHUX TMOMUIIOK 3 BEICHHSIM

KypHaTy ToryBaHHS. XapaKTepUCTHKHU cepBepa HaBeeHo y Tadm. 3.7.
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Ta0mus 3.7

Xapaxkrepuctuku ceppepa ARTLINE Bussiness R25v10

XapakTepucTruka 3Ha4YeHHS
OnepatuBHa am’AThb 16Gb DDR4-2666
[porecop Intel 4-core Xeon E-2224G 3.5-4.7GHz,
HakonuuyBau 25016 SSD
2x1To HDD
PiBui RAID 0/1/5/10
dopm-paxTop 2U
Bineokapra InTerpoBana

3.2.8. IP-kamepa Huawei C2120-10-LU

[Iporpamue 3abe3nedyeHHs B TPAAUIIAHUX KaMmepax 3aJleKUTh BiJ amapaTHoOl
w1atGpopMu, IO CHWIBHO OOMEXKYye CHEKTp iX 3acToCyBaHHsS. |HHOBaliifHA MpPOTrpamMHO-
HanamToBaHa kamepa (Software-Defined Camera, SDC) Huawei (puc. 3.8) cTBopeHa Ha
OCHOBI MEPEOBUX YUIIIB MITYYHOTO IHTEIEKTY, BIAKpUTOi onepartiitnoi cucremu (OC) ta
OpIEHTOBAaHOI Ha MalMOyTHE €KOCUCTEMY. AJITOPUTMH, 110 BUKOPHCTOBYIOTHCS B JaHIN
KaMmepi, He 3aiexarb BIJ amnaparHoi margopmu. KpiMm TOoro, kamepa HiATpUMYE
Oes3rnepepBHE OHJIAMH-OHOBJICHHS aJITOPUTMIB Ta CaMOHaBYaHHA. TakuM 4MHOM, po3poOKa
AJITOPUTMIB BEJIEThCS HA MPOTS31 BChOTO JKUTTEBOTO IUKJIA OONAaTHAHHS, MPUIO0AHOTO JIMIIE

oJHOTO pasy [22].

Puc.3.8. IP-kamepa Huawei C2120-10-LU

ANTOpPUTMHU, IO MATPUMYIOTHCS:

- TeIJIOBa KapTa;
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- aHAaJIi3 NOBEIIHKH JIFOJUHH;

- aHaJi3 HAaTOBIY;

- po3Mi3HaBaHHS JIFOJICEKOTO OO0THYIYS;

- pO3mi3HaBaHHS Tija JIOIUHU;

- po3Mi3HaBaHHS TPAHCTIOPTHOTO 3ac00y;

- aHaJi3 IaHuX PO JOPOXKHIN pyX.

BucHoBk#M 3a po3aijiom

Bubip wmepexeBoro oOiagHaHHS — 1€ BIANOBIJAJbHUM eTanm MOOyAOBHU
KOPIOPAaTUBHOI MEpEXki, BIJ SKOr0 3aJ€KHUTh MPOCTOTA HAJAIITYBaHHS, €(EKTHUBHICThH
MOHITOPUHTY Ta MaclITabOBaHICTh Mepexki. B X011 MpoBeAEHOTO aHali3y PEeKOMEHIYEThCS
BUKOPHUCTaHHs 00agHanHs Huawei ToMy, 1110 BOHO Ma€ HAaCTYIHI IIepEBaru:

- BIJMOBIJIHICTh OOJQJHAHHS MIXKHApPOJIHHUM CTaHAapTaMm, 110 3a0e3Meyye XOpOoIIry
CYMICHICTb 3 MPOJIYKIIIE€I0 1HITUX BUPOOHUKIB;

- BC1 IPOYKTH IPaIfoI0Th Ha yHi(ikoBaHii onepaniiHii cuctemi (VRP), o mae 17
POKIB PO3BUTKY;

- TOBHE PIMICHHS JII MEpEeXl MiAMPUEMCTBA 3 IIHUPOKUM HAOOPOM MPOIYKTIB,
BKirouarouu 1P, onruanwmii i PPJI tpancnoprt, 3G, i PON;

- €KOHOMIYHICTb, 3aBJISIKM TeXHOJIOT1i SmartEnergy;

- enuHa yHI(IKOBaHA CHCTEMa YIPaBIIHHS MEPEKEI0 KEePye BCIEI0 MEPEKEI0
MIAIPUEMCTBA. HE MOTPIOHO NMEPEMHUKATUCA MK PI3HUMH CHCTEMaMM ISl KOHQIrypauii
PI3HOTO YCTaTKyBaHHS;

- HaJla€e CepBICU TEJIEKOMYHIKallii, CEpBICH 3 BUKOPUCTAHHAM IITYYHOI'O IHTEIEKTY
(KOMII’TOTEpPHOTO 30pY) Ta 1HIIIL;

- Ma€ HU3bKY BapTICTh, B MOPiBHAHHI 3 00aaHanHaM Big Cisco Systems.

B sikocTi iHTenekTyalnbHoi |P-kamepu BUKOPUCTOBYETHCS MPOTrpaMHO-HAIAIITOBAHA
kamepa Huawei SDC, 1o Hemae mpuB’sA3KH 0 aIrOPUTMY PO3Mi3HABAHHS, K TPaaUIiHI
1HTEeIeKTyallbHl kKamepu. Kpim Toro, kamepa miarpumye Oe3repepBHE OHJIAHH-OHOBIICHHS
QIrOPUTMIB Ta CaMOHaBYaHHS. TakKUM YMHOM, PO3pOOKa aJITOPUTMIB BEJIEThCA Ha MPOTSI31

BCHOT'O JKUTTEBOTO LIMKJIA O0JIaIHAHHS, TPUA0AHOTO JIUILIE OJJHOTO Pasy.
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PO311J1 4 BUBIP CEPBICIB

4.1. Cepsic iHTeJIeKTYaJILHOI'0 Bi/Ie0CIIOCTEpPesKeHHA

Mrtyunuit intenexkT(lIl) Ta anami3 gaHMX HE OMHHYB TakKy IHAYCTpilO, SIK
BijleocnioctepexeHHsi. ChOrojiHi KaMepu B)K€ HE MPOCTO 3HIMAIOTh, BOHU BUKOHYIOTh
0araTOBUMIPHUM, IHTEJICKTyaJlbHUN aHalli3 JaHUX, PO3IMI3HAIYM BIJ€0300pakKeHHS Ta
MIPOTHO3YIOYHU TEHJICHIIIT 3MIHU CUTYaIlli.

[TepeBaroro Bukopuctanus LI € Te, no Taka cuctema € TOYHIIIOK 1 HAIIMHIIIOK 3a
TPaAMIIIIHY CUCTEMY 3 omepaTopoM. Bmepiy gepry, 11e OB’ s13aHO 3 BTOMOIO OTIepaTopa,
TOMY , IO 3 POTSTOM POOOTH OIEepaTOp BTpAUa€ MUIbHICTD, 1 MOKE HE MIOMITUTH MOKJTUBY
3arpo3y. Cuctema 3 BukopuctanHsMm Il B cBow uepry, Oyle OAHAKOBO «IHUILHOIOY
HE3aJeKHO BiJl TpuBajocti podotu. lle rapanTye, 1Mo >XOQHA JI€Tallb YW 3arpo3a He
3aJIMIIATHCS HETIOMIYEHUMHU, a OTXKe, Oe3IeKa opranizailii 0yie rapaHToBaHa.

AJTOPUTMHU MAIIMHHOTO HAaBYAHHS 3HAYHO CIPOTPECyBajH, IO JA€ 3HAYHUU PICT
TOYHOCTI po3Mi3HaBaHHsA. HelipoHH1 Mepexi JO3BOJISIIOTH KOMIT FOTEPY 3aCTOCOBYBATHU P
OIIHOK JI0 TI€T YM 1HIIIOT CUTYaIli1, HABYAIOUHUCh BUSIBJISITH BCE OLTBIN CKIIaH1 QYHKITT (Kpai,
KOJIbOpH, (DOPMU Ta TOHU 00’ €KTIB), HA BIAMIHY BiJ PillI€Hb, 3ACHOBAaHUX HA MpPaBUJIAX, SIKI
0OMEKYIOThCSI TOYaTKOBUM TporpamyBaHHsM [21, 22]. TakoxkK, OCKUTbKH 00YHCITIOBAIbHA
MOTY)KHICTb TPOJOBXKYE 3pPOCTATH, IO JO3BOJUTH HEHPOHHUM Mepekam o0poOsTH
OUIBITY KUTBKICTB 1H(QOpMAIIii 1, BIAMOBIAHO, MiAHIMATA TOYHICTb.

J1o 1HTENeKTYalbHOT CUCTEMH B1JIEOCIIOCTEPEIKEHHSI MOKYTh CTABUTUCH PI3HI 3aa4i
pO3Mi3HABAHHSA:

- BUSIBJICHHSI IPOHUKHEHHS HAa TEPUTOPIitO, pyxy (puc. 4.1);

- BUSIBJICHHS T1I03pUIHX 00’ €KTIB B a€pOTIOPTaX Ta TPOMAJICHKUX MTPUMIIIICHHSX;

- pO3Mi3HABaHHS JIUIIb;

- pO3Mi3HaBaHHS JIIOJWHHU B HATOBIII 32 00 IMIYSIM 200 MTIEBHUMHU PUCAMH TTOBEIHKH;

- 0e3JIMKe po3Mi3HaBaHHS 3a (I3MYHUMH XapaKTEPUCTUKAMU JIOMHU(3PICT, TOCTaBa 1 T.11).
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O06pobOKa 300pakeHb MTYYHUM THTEJIEKTOM J03BOJISIE OKPAITUTH aHAJI3 CUTYaIlil.

X041 iICHY€ MOXJIUBICTh 3HOMKH 300pakK€Hb BUCOKO1 PO3/I1IIILHOI 3IaTHOCTI 32 JIOIOMOTOI0
KaMep BHCOKOI YITKOCTI, JOJisi iX BHUKOPUCTAHHS SIK YAaCTUHM pIlIEHb IS
B1JICOCIIOCTEPEIKEHHS 3aJIMINAEThCA HHU3bKOI. SIK pe3ynbrar, OUIBIIICTh 300pa)KeHb,
3pO0OJICHUX TaKWUMH PIMICHHSIMH, HU3BKOI SKOCTi, OCOOJIMBO B yMOBaX HEIOCTATHHOTO
ocBiTieHHs. Lle BUCTyIae nepemKko010 mij 4ac MPOBEICHHS 3MICTOBHOTO aHAII3y TaKHX
KagpiB 300pakeHHHsA. LITyuyHuil iHTENEKT MOKHA BUKOPHUCTOBYBATH JUISI MOKPAIEHHS
SAKOCT1 TAaKUX 300pakeHb, 11100 CIIBPOOITHUKHU CITy>KOU O€3MeKU MOTJIM OTPUMYBATH 3 HUX

HE0OX1Hy 1H(hOpMAIIiTO.

JlaTduK MpUCYTHOCTI Jlatauk pyxy

JlaTynk BTOPrHEHHS

Puc.4.1. Tlpuknan pe3yapTaTy poOOTH alrOpUTMIB MPUCYTHOCTI, pyXy Ta BTOPTHEHHS
Bukopucranns 11 B cuctemax BiJIeOCIIOCTEPEKEHHS 3HAYHO ITiABUIILYE
e(eKTUBHICTh JJAHUX CUCTEM, pOOJITUM OMEepaTopiB Oe3meKu OiIbII pe3yJbTaTUBHUMU HA
CBOIX pOo0OOYHMX MICIAX. YCYHYBIIM HEOOXIIHICTh IMOCTIHHO TEpErisgaTd MOHITOpH Ta
aBTOMATHU3YIOUM (YHKIIIO «BUSIBICHHS» IUTYYHUH I1HTENEKT JA03BOJSIE OIEepaTropam
30CepEeIUTUCh HA TOMY, L0 BOHM POOJIATH HaWKpalle: Ha MepeBipil Ta Ail B KPUTHUHIN
cutyaiii. Ile He TUIBKM NPUCKOPIOE PO3CHIAYBaHHA, aje W 3a0e3neuye peakilio B

peanpbHOMY Yaci Ha HeOe3MeKy.
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Tpanuiiitni kaMmepu MarOTh Takl MpoOieMu, K (iKCOBaHI METOAU PO3Mi3HABAHHS,
HU3bKa 00YMCITIOBAIbHA MOTYKHICTh Ta TPY/IHOIII 3 OHOBJICHHSIM, OCKUTEKH BOHH MO€THAH]
MDK COOO0 MPOrpaMHUM Ta alapaTHUM 3a0€3MeUYCHHSIM Ta 0OMEKEHOK MPOAYKTHUBHICTIO
LEHTPAJIHLHOTO MpOoLecopa.

[Tporpamuo-koHdirypoBana kamepa (Software-Defined Camera, SDC) Huaweli
CTBOpPEHAa Ha OCHOBI YMIIIB INTYYHOT'O I1HTEJIEKTY Ta BIJKPUTOI OIEpaliifHOI CHCTEMH.
Tpamuiiiti 1HTENEKTyadbHI MPUCTPOI CIIOCTEPEXKEHHS 3a3BUYA MArOTh OKPEMMH 4iIl
neHTpaibHoro npoiecopa (CPU) — i BUKOHAHHS aIfOPUTMIB IHTEIIEKTYaIbHOT'O aHaJIi3y
Ha camii kamepl. Xo4a Taka KOHCTPYKIUIS BIAMOBIIAE CYYaCHUM BUMOTAM, IPOCTIP IS
OHOBJICHHA KaMepH OOMEXEHH. Y Mipy TOro, fK BHUKIMKH O€3Mell CTalTh Aenail
CKJIQJHIIIUMH, HEOOX1THUM MIMONTNH Ta IUPIIUN aHATI3 JIF0IeH, TPAHCTIOPTHUX 3aC001B Ta
00'exTiB. [111BUILIEHHSI TOYHOCTI AJITOPUTMIB Ta MIATPUMKA OJHOYACHOI pOOOTH AEKIIBKOX
AJITOPUTMIB CTaM MpiopuTeToM. Y IbOMY KOHTEKcTi Huawei BumycTtmia mnporecop
mTyyHoro iHrenekty, Ascend 310, manpukinii 2018 poky. BiH Mae BUCOKY OOYHCIOBAIBHY
notyxHictb (16 TOPS) 1 Hu3bke croxkuBaHHg eHeprii (nmme 8 Bt). 3aBnsiku
o0unCIIOBaNIbHIN TOTYKHOCTI, ogHa Huawei SDC mMoxe 00poOIsATH BiICONOTIK 3 TPHOX-
YOTUPHOX 3BUYANHUX Kamep MoOIu3y.

Kpim TOoro, kamepa mniaTpumye Oe3NepepBHE, NPAKTUYHO MUTTEBE OHJIANH-
OHOBJICHHS QJICOPUTMIB 1 CaMOHaBYaHHS. TakUM YMHOM, PO3pPOOKa aJITOPUTMIB BEIETHCSA
MPOTSTOM yChOTO KUTTEBOTO LUKITY 00aIHaHHS, MPUAOAHOTO TUTBKU OJUH Pa3.

Kamepa Huawei SDC wmae BIiAKpUTY NpOTpaMHy apXiTEKTypy, sKa I03BOJISE
IHTErpyBaTl HOBI JITOPUTMH BiJ MAapTHEPIB MO E€KOCHCTEMI, 3a0e3Meuyroun e(peKTUBHY
po0oTy mITYy4HOro iHTenekTy. KpiM Toro, BiAKpUTa amapaTHa apxiTeKTypa nepeadayae
MOXJIUBICTh MIAKIIOYCHHS PI3HUX JAaTYMKIB CTOPOHHIX BHUPOOHHKIB, JIOMOMArar04u
CTBOPIOBATHU J0JATKOBY COLIAJIbHY 1 KOMEPLIMHY IIHHICTb ISl KIIEHTIB B PI3HUX CEKTOpax
€KOHOMIKH.

JI71st iHTeNeKTya bHUX MPOAYKTIB BIIEOCTIOCTEPEKEHHS OOUYMCITIOBAIbHI MOKIMBOCTI HA
OCHOBI MITYYHOTO IHTEJEKTY MAalOTh KJIIOYOBE 3HAUEHHS, TaK SK BOHU 3a0€3MeUyrOTh

aJanTarliio J0 pi3HUX BUMOT O€3MeKHu 1 00pOOKy BeIM4e3HUX 00CsTIB iHpopMaIllii 1 TaHuX.
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Takum ymnom, kamepu Huawei SDC 6e3mnocepeiHbo J01al0Th OOMEKESHHs, TOB's3aHi 13
3a0e3neyeHHsIM 0€3MeKH, 3 IKUMHU CTHKAIOTHCS TPATUIIIHI KaMEpH.

3 BigkpuToro omepauiiiHoo cuctemoro SDC OS s po3poOHMKIB JTOCTYIIHI
THCTPYMEHTH Ui TiAKIIOYEHHS, HAaBYAaHHSA Ta PO3TOPTaHHS alTOpPUTMIB Ta JOAATKIB
BIJITOBITHO /10 CTaHJApTiB.

Huawei SDC 3acTocoBye ajiropuTm CHHTE3y 300pakeHb 3a JIOTIOMOTO IITYYHOTO
iHTeNneKTy Ta iH(paudepBoHe cBiTHo. Ll QyHkuii 3a0e3nedyroTh MOBHOKOJIBOPOBI
300pakeHHsI BICHb 1 BHOU1 0€3 BTPAaTH IHTEHCUBHOCTI CBITJIa 200 CBITJIIOBOTO 3a0pyIHEHHS.
3apnsku M ocodmmBocTsiM Huawei SDC dikeye apiOHi neTati 3 01bII010 e(heKTUBHICTIO,
oco0ymBo BHOYI. Takox, kamepa Huawei SDC, BuB4aroun 0COOIUBOCTI PI3HUX CIICH, MOYKE
i1eHTdIKYBaTH 3MIHA CBITJIa Ta MOTOJM B PEXUMI PEAJbHOrO Yacy Ta JAWHAMIYHO
PETYJIOBAaTH HAJAIITyBaHHS 300paKeHHS U OTPUMAaHHS YiTKUX 300pa’KeHb.

3aBAsSKA BHCOKIN OOYMCIIOBANIbHIA 3JaTHOCTI MPOLIECOPIB IITYYHOTO I1HTENEKTY,
takux sk Ascend, Huawei SDC wmoxe 3axommoBatu g0 100 obnmu Ha Kagp ¥y

T'YCTOHACEJICHHUX CIICHAaX Ha OCHOBI aJITOPUTMY TpacyBaHHs Ta 30iry, sk Ha puc. 4.2 [21-24].

INHuawei Lab

Puc.4.2 puknan pobotu ajaroputMy TpacyBaHHs Ta 30iry Huawei
3riIHO MOCTABJICHUX 3aJ1a4, K1 BKJIIOUAIOTh B ceO€ B1JIEOCIIOCTEPEKEHHSI Ha CKIIAI],
Ta MPOBEAEHOTO aHali3y, MPOMOHYETHCS BUKOPUCTAHHSA B SIKOCTI CEPBICY IHTENEKTYaJbHOTO

BiJICOCIIOCTEPEKECHHS cUcTeMy Ha 0a3i kamep Huawei SDC.
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4.2. Cepsic |P-Tenedonii

Icnye 6e3miu pimiens B o6acti nporpamMuux ATC, po3riisiHeMO HailO1IbII TOMUPEH]
3 HUX.

Asterisk — nporpamua ATC, 3natHa koMyTyBaTH sIK VOIP BHKJIMKH, TaK 1 BUKJIUKH,

AK1 31HCHIOI0TBCA MK |P-Tenedonamu 1 TpaguiiitHoi Te’1epoHHOI0 MEPEKEIO 3araTbHOTO
kopuctyBanHs. Ilinrpumye mportokonu: IAX, SIP, H.323, Skinny, UNIStim. ITintpumye
komeku: G.711(ulaw 1 alaw), G.722, G.723, G.729, GSM, iLBC, LPC-10, Speex.
[Ipu3nayena ast Manoro Oi3HECY, KUIBKICTb A0OHEHTIB OOMEKEHAa MOXIMBOCTAMHU CEPBEPA.
Bech HeoOxiquui (pyHKIIIOHAT MOXKE OyTH JIOMUCAHUN caMOCTIMHO 6€3 (JiHaHCOBUX BUTPAT
3a KOPOTKUI YaCOBUI IHTEPBAJ, TOMY IO Ha OJHY 33/1a4y 3aCTOCOBYETHCS OJIUH MOIYJb. Y
nopiBHsHHI 3 CiSCO abo Avaya, Asterisk mae HHU3BKY BapTicTh po3ropTanHs. [Iporpama €
OE3KOIITOBHOIO 1 BCl BUTpATH MIyTh Ha MOKYIKY TeJaedOHIB 1 cepBepa, HEOOXITHOTO IS
HopMaiibHOI pobotn ATC.

Asterisk He BuMarae HisIKo MPUB'SA3KK JI0 TIEBHOTO THIY OOJaJHAHHS, TaK SK MPOAYKT
npaIoe Ha omepamiiaux cuctemax Linux, FreeBSD, OpenBSD i Solaris i iH. € mayxe
THYYKHM pimieHHsM. ASterisk B Komruiekci 3 HEOOXiJHMM OOJIaJIHAaHHSM Ma€ BCi
MocksmBocTI kitacuunoi ATC, miarpumye 6e3m14 VOIP-mipoTokosiB 1 Hamae 6arati GyHKIIii
YIpaBIIHHS A3BIHKAMU, CEPEL SIKUX:

- TOJIOCOBA TIOIITA;

- KOH(epeHIIis;

- IVR (1HT€paKTUBHE rOJIOCOBE MEHIO);

- HEeHTp 0OpoOKM J3BIHKIB (ITOCTAHOBKA [3BIHKIB B 4YEpPry 1 pO3MOIIN iX TIO
a0OHEHTaM, BUKOPUCTOBYIOUH Pi3HI aJITOPUTMH);

- Call Detail Record (neranpHa iHopMariist Mpo BUKJIKK).

JIist cTBOpEeHHSI JOJATKOBOI (DYHKIIIOHATBLHOCTI MOYKHAa CKOPHCTATHCS BIIACHOIO
MoBoro Asterisk s HammcaHHs TUTaHy JA3BIHKIB, HamucaB Moayib Ha MoBi C, abo
ckopuctaBmuch AGl — THyuykuM 1 yHIBepcalbHUM iHTepdeiicoM uisi 1HTerpaii 3
30BHILIHIMHU cHUCTeMaMu 00poOku naHux. Moy, 110 BUKOHYIOTbesa yepe3 AGI, MOXyTh

Oyt HamucaHi Ha Oyab-sKiii MOBI mporpamyBaHHs. ASterisk mommproeTbcss Ha yMOBax
68



MOABIWHUIN JTIEeH311, 3aBISKH SKOi OJHOYACHO 3 OCHOBHHMM KOJIOM, TMOIIMPIOBAHUM IIO
Binkputik miner3ii GNU GPL, MoxiMBe CTBOpPEHHS 3aKpPUTHX MOJIYJIB, IO MICTSTh
JIIECH30BaHUI KOJI: HAPUKJIIAA, MOIYJIb JUIA MiATpUMKH Kojaeka G.729 [25, 26, 36].

Cisco Unified Communication Manager (Call Manager). [Tpu3nauenwmii 1yt MEpex,
mo BiiodaloTh a0 30000 abGonentiB. I[IporpamHo-amapaTHHii KOMIUIEKC 3abe3mnedye
HaJIAHICTh (YHKIIIOHYBAHHS CUCTEMH 1 J103BOJIsSIE KOHGIrypyBaTH 0€3/114 mapameTpiB.IcHye
EXpress Bepcis, mpu3HaueHa Ui HEBENMKHX KommaHid. OpHi€l0 3 mepeBar € TeXHIYHa
miarpumka Cisco. Ilpu HasBHOCTI JOrOBOPY Ha TEXHIYHY MIATPHUMKY BCi IIPOOJIEeMHU
Bupimye koproparisi Cisco. Cisco Call Manager mpusHaueHuWi sl KOMITaHIHM, SIKHX
LIKaBUTh BIIMIHHY SIKICTb 3B'SI3Ky 3a HEMaJIl FPOLII.

Avaya IP Office. Cucrema IP Office npusnadena mns cepenHix Mepex. Ywmcio
KOPHUCTYyBauiB 0OMEKEHa MOTYKHICTIO cepBepa 1 KUIbKICTIO JiueH3ii. [lnatu po3mmpenHs,
JI0JIaTKH TMOBUHHI OyTH JiilleH30BaH1. Avaya Mae MUPOKUN CIIEKTP MPOrpam JIJisi KepyBaHHS
cepsepom. Avaya IP Office Manager nocuTh Bajie pillieHHs, TOMY IO ITporpama rnpocTa B
BUKOPHCTaHHI Ta MOJKJIMBE KOHCOJIbHE KepyBaHHS 3a jpomomororo Avaya Terminal
Emulator.

Asterisk € kpaiuM pimeHHAM TOMY, 11O TATPUMYE Oe311iu QYHKIIH, Mae MOKIHBICThIX
CaMOCTIITHOTO IONOBHEHHS, HE Ma€ MPUB’SI3KU 10 KOHKPETHOTO BUPOOHUKA 00JIaIHAHHS1 €

OE3KOIITOBHUM MTPOTyKTOM.

4.2.1. HanamryBanus SIP kopuctyBauis

Kongirypamiss SIP  kopuctyBauiB BinOyBaetbcs B (aiimi  Sip.conf. OO6'extn
KoH(piryparii — mipu(peers), onmucyrThCS B OKPEMHX CEKIiSX, SKi TO3HAYAIOTHCS IMCHAMHU
B KBa/IpAaTHUX JTy>KKaXx. [[i€e mpUHIIMN HACITyBaHHS, 5K 1 B OUIBIIOCTI (haiiiniB KoHpIrypaiii
Asterisk: Bce 1m0 3amaHO Mmicas iMEHI B KBaJpaTHHX IYXKaX, BIAHOCHTBCSA 0 OJHOIO
00'eKTy, TTIOKM HE Oy/1e OTOJIOMIEHO HACTYITHOTO.

Kareropis 3a 3amoBuyBaHHsM - [general], 3agae riodanpHi HajgaITyBaHHS JpaiBepa
SIP Asterisk, siki mOIIMPIOIOTECS HAa BCl 00'€KTH, aje MOXYTh OyTH MepeBU3HAUYCHI ISt

OKpeMHX MipiB B iXHIX KaTeropisx. 3a 3aMOBUYBaHHSM JlJaHa KOH(]Irypaiisi Mae BUTIISA, SIK
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noka3aHo Ha puc. 4.3.
3aMicTb BUKOPUCTaHHS MapeMeTpy SeCret, mo MICTUTh Mapoib KOpHUCTyBada y
BIIKPUTOMY BHIJIS/II, PEKOMEHIYEThCS BUKOPHCTaHHs rmapamerpy mdbsecret, mo 30epirae
md5-xem mapomo [25]. s romoBHOTO 0o(icy HpPOMOHYETHCS HACTYIHE JOTIOBHEHHS
06a30Boi koHbIryparii SIP-kopuctyBayis:
[common-friend](!)
Type=friend
Allow=ulaw,alaw
Host=dynamic
[h-office](!)
context= headquarter
[h-secretary](common-friend, h-office)
md5Secret= 5f4dcc3b5aa765d61d8327deb882cf99
[h-it-1](common-friend, h-office)
md5Secret= 7c6a180b36896a0a8c02787eeafbOe4c
[h-finance-1](common-friend, h-office)
md5Secret= c24a542f884e144451f9063b79e7994e
[h-marketing-1](common-friend, h-office)
md5Secret= 482c811da5d5b4bc6d497ffa98491e38
[incoming]
host=sip.test.ua
context= h-incoming
insecure=port,invite
type=user
username=749511377567
secret=Pa$$wOrd
fromuser=74951234567

fromdomain=sip.test.ua

qualify=yes
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[outgoing]
host=sip.test.ua
context= h-outgoing
Insecure=port,invite
type=peer
username=749511377567
secret=Pa$$wOrd
fromuser=74951234567
fromdomain=sip.test.ua
qualify=yes

GNU nano 2.9.3 sip.conf

t 11 interfs

the primary defd®
lookup=
gualify=ye

1 a template

i another template inheriting basic-options

i another template inheriting basic-options

i a template for my preferred codecs

[ulaw-phone] { ) i and another one for ulaw-only

Puc.4.3. Kondirypartis sip.conf 3a 3amoBuyBaHHSIM

4.2.2. be3neka VoIP

besnexy VOIP MoxHa MOAIIMTH Ha JIBa acTEKTH: OS3MeKa CUTHai3allii I3BIHKIB Ta

Oesneka B Meia (roocosii) cecii. Ile mocsraeTbes 3aBasku mporokojaaM TLS ta SRTP, sxi
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(GYHKIIOHYIOTh JUIsi 3a0€3MEeUeHHs 3aXUCTy CHUTHami3amii Ta mudpyBaHHS ayaio/Bieo
n3BiHKiB [30].

[Ipotokon TLS craButh cobi 3a METy CTBOPEHHS MIXK JIBOMa BYy3JIaMH MeEpexi
3aXUIICHOTO BiJ MPOCIYyXOBYBAaHHS 1 MIAMIHU 1HPOpMAIIil KaHaTy 3B'SI3KY, IPUIATHOTO AJIs
nepeavi JOBUTbHUX JAHUX B 000X HAIPsIMKaX, a TAKOXK MEPEBIPKY TOTO, 1110 OOMIH JAHUMHU
B1IOYBAa€ThCS MK caM€ TUMHU BYy3JIlaMH, JUIS SKMX KaHad 1 CTBOpEeHO modaTtkoBo. Lli
3aBAaHHS HA3WBAIOTHCS, BIAMOBIMHO, 3a0€3MEeUeHHSIM KOH(IACHIIIHHOCTI, IUIICHOCTI Ta
aBTEHTUYHOCT1 3'enHaHHs (ayTeHTHdIKaiil). 3 (QyHIaMEHTaNbHUX 3aBJlaHb 3aXUCTYy
iHpopMmartii, TLS He OXOIUTIOIOTh TUTBKH OJHY: 3a0€3MEUYeHHS TOCTYITHOCTI iHpopMaIlii — 1
1Ie 3aBJIaHHs 3HAXOIUTHCS 3a paMKaMH JIaHOTO mpoTokoiry [31].

[Iporokon SRTP 3 B cBOtO 4epry, 3a0e3neuye KOHGIIEHIIHHICTD, aBTEHTU(DIKAIIIIO
MOB1IOMJICHb Ta 3aXUCT BiJl BIATBOPEHHS SIK JJISI OJHOAAPECHUX, TAK 1 1JIsI OaraToagpecHuX
notokiB RTP ta RTCP. Bin mMoe IoCsSTrTH BUCOKOI MPOMYCKHOI 3/IATHOCTI Ta HU3BKOTO
PO3IIMPEHHS MMAKETIB HABITh Y CEPEIOBUIIAX, Kl € CYMIIIIIIO APOTOBUX Ta OE3POTOBUX
MEpPEK.

SRTP 3naxomutbcst B moxeni TCP/IP wmix mpukiaamuum piBaem RTP/RTCP i
TPaHCIIOPTHUM piBHEM, reHepyroun 3axuimieHi maketh RTP 3 motoky RTP/RTCP i
nepecuiaroud ix Ha npuitmad. [Tog10HUM YMHOM BIH TaKO MEPETBOPIOE BX1HI 3aXUIIIEHI
naketn SRTP B maketn RTP/RTCP [32].

[IpoananizyBasim npotokosnu TLS ta SRTP, pexomeHnayeTbes iXHE BUKOPUCTAHHS B

JaHOMY CcepBicl TesieOoHIT KOPIIOPATUBHOT MEPEKI SIS 3a0€3MeUeHHS 3aXUCTY JI3BIHKIB.

4.2.3. HamamtyBaHHS TUTaHy HabOpy

Kondiryparis miany nadopy(Dialplan) mictutscst B daiini koudiryparii Asterisk -
extensions.conf. Ile omuH 3 HaWBAXUIMBIMKMX KOHQIrypamiiHUX QaiaiB. Y HbOMY
BHU3HAYAETHCS 00pOoOKa 1 MapIIpyTU3allisl BXIIHUX 1 BUXITHUX M3BIHKIB. Lleit daiin kepye
MOBEJIIHKOIO BCiX 3'€JHAHB 10 MPOXOAITh uepe3 cuctemy |P-tenedoHii.

JlianmiaH IUTATBCS Ha PO3AUIM, 3BaHI KOHTEKCTaMH, JJIs MOJAUTY PI3HUX YaCTHH

miammiana (puc. 4.4). Po3mupenHs, BU3HaYeHe B OTHOMY KOHTEKCTI, TOBHICTIO 130JIbOBAHO
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BiJl PO3IIMPEHb B OYIb-SIKOMY IHIIOMY KOHTEKCTI, SIKIIO B3a€MOJiS CIIELIaJbHO HE
no3BojieHa. OOuBa a0OHEHTa 3HAXOAATHCA B OJHIM 1 TIH K€ CHCTEMI, B3a€EMOJIIIOYU 3
OJIHUM 1 TUM € JIaJIMJIAHOM, aJié OCKUIBKM BOHU MPUOYJU B Pi3HI KOHTEKCTH, TO HUISIX
00poOku m3BiHKa Oyae pi3HUM 1jis AaHuX aOoHeHTiB. Jlii, 1m0 BimOyBa€ThCS 3 KOKHUM
BUKJIMKOM, BH3HAYAIOThCSA KOJIOM JiajiUlaHa B KOXHOMY KOHTeKCTi. KoHTekcTh
BU3HA4YaIOThCA Yy (aiiai extensions.conf. Im'ss KOHTEKCTY MOMIIIAETHCS B KBaApaTHI AYKKH
([D. Im's moxe ckimamatucs 3 OykB A - Z (BepxHill 1 HUXKHIN pericTp), unceln Big 0 10 9, a
TakoX Jiedica 1 maKpecaeHHS.

B TenekomyHiKaIiiHO1 ramy3i cioBo extension (po3mupeHHs ) 3a3BHuai BiJHOCUTHCS
70 YHUCJIOBOTO 1aeHTU(IKaTopa, sSKUid mpu HaOopi Oyne A3BOHUTH Ha TenedoH (abo
BUKJIMKATH CHUCTEMHHH pecypc, TaKMid sSK rojiocoBa momira abo dvepra). B Asterisk
PO3IIMPEHHS] TPEACTaBsie COO0O0I0 Jemo OUIbIIE MOTYXKHE, OCKIIbKM BOHO BH3HAuae
YHIKQJIbHY CEpif0 KPOKiB (KOKEH KPOK, KM MICTHUTh T0JATOK), uepe3 siki Asterisk Oyme
OpuiiMaT 1ed BUKIUK. Y KOKHOMY KOHTEKCTI MM MOKEMO BHU3HAUUTH CTUILKU PO3LIUPEHb,
CKiTbKH OyJie moTpiOHO. Konu meBHe po3mupeHHs 3amyckaethes, Asterisk oyae ciminyBatu
KPOKIB, 1110 BU3HAUEHI JJIs1 HbOTO. TOMY, camMe pO3IIUPEHHS] BU3HAYAIOTh 10 B1A0YBa€ThCA
3 BUKJIMKAMH, KOJIM BOHU MTPOXOJISITh Yepe3 MiajTiaH.

KoxHe po3mupeHHsi MOKe MaTu KUIbKa KPOKIB, SIKI Ha3UBAIOTHCS MPIOPUTETAMH.
[IpioputeTn HyMEpPYIOThCS MOCTIAOBHO, TTOYUHAIOYM 3 OJUHUII 1 KOKEH BHUKOHYE OJIMH
KOHKPETHUU JTI0JATOK.

Jonatku — 11e «po6oui KOHSUKM» aianriana. KoxkHa mporpama BUKOHYE TIEBHY 11O
B NOTOYHOMY KaHalll, Take K — BIATBOPEHHS 3BYKY, NpuiloM Habopy curHaiiz DTMF,

MOIIYK B 0a3l JaHUX, BUKOHAHHS BUKIIMKY B KaHaJl, 3aBEPIICHHS BUKIMKY 200 IIOCH 1HILE

[25, 26].

r same = (Dt -,.‘,tL“‘.«u»_T q )
Konrekcr t I

Posmupenus

IMpioriTer (3 MiTKOI0) Jonarox

Puc.4.4. ba3oBuii mpoTOTHUIT T1aJTIIIAHY
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BpaxoBytoun Buille cka3zaHe, MPOMOHY€ETHCS BUKOPUCTAHHS HACTYHOTO JlaJIIIIaHy

JUTSI TOJIOBHOTO OhicCy:
[h-admin]
exten => 10101,1, Dial(SIP/h-secretary, 30, T)
same => n, Hangup
[h-it]
exten => 10201,1, Dial(SIP/h-it-1, 30)
same => n,Hangup
[h-marketing]
exten => 10401,1, Dial(SIP/h-marketing-1, 30)
same => n,Hangup
[h-finance]
exten =>10301,1, Dial(SIP/h-finance-1, 30)
same => n,Hangup
[h-incoming]
exten => 5060,1,NoOp(Incoming call...)
same =>n, GotolfTime(9:00-18:00,mon-fri,*,*?h-admin, 10101,1)
same => n, Playback(home/asterisk/workOffTime)
same => n, Hangup
[h-outgoing]
exten => OXXXXXXXXX,1,NoOp(Calling outside ${EXTEN}...)
same => n, Dial(SIP/outside/${EXTEN})
[headquarter]
include => h-admin
include => h-it
include => h-marketing
include => h-finance
exten => 0XXXXXXXXX, 1, Goto(h-outgoing, {EXTEN}, 1)

B Bunazaky rosoBHoro odicy miaH Ha0Opy CKIATAETCS 3 CEMU KOHTEKCTIB:

- KOHTEKCT 17151 aAMiHicTparlii odicy;
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- koHTekcT nis [ T-igniny;

- KOHTEKCT JIJISl BIJILTY MapKETHHTY;
- KOHTEKCT JIJIs1 BLIJILTY OyXTauTepii,
- KOHTEKCT JIJI BX1JHUX A3BIHKIB,;

- KOHTEKCT JIJI1 BUXI1JHUX I3BIHKIB,;

- 3araJIbHUM KOHTEKCT 11 oicy, 110 00’ eaHy€e B cede yci BiIAUIH.

3anponoHOBaHa CTPYKTypa MlaIaHy JO3BOJIMTH JIETKO 3MIHIOBAaTH OCOOJMBOCTI
00poOKM A3BIHKA JJII KOHKPETHOTO BiJJIUTy, HE BTPYYArOUUCh B IJIaH OOPOOKH JI3BIHKIB
1HIMX BiAAUTIB. Takoxk, Jo/1aHa mepeBipKa AJis 4acy BX1AHOTO J3BIHKA. Y BUIAAKY J3BIHKA
He y poOouuii rpadik, aboHEHTy Oyle NOBIJIOMJIEHO NpO 1€ Hamepes] 3anucaHuM

noBigomienasm WOrkOffTime ta a3BiHOK Oy/e 3aBEpILIEHO.

4.2.4. HanmamtyBaHHS niepeajapecariii I3B1IHKIB

Ak Biomo, B TenedoHii iICHY€e ABa OCHOBHUX BUAM Nepeaapecarlii (abo tpancdepy -
transfer) Bxiguux n3BiHKIB (puc. 4.5), 11¢e:

Attendant Transfer — mepeanpecaitiss A3BiHKa, TPU SKOMY OIEPaTOp, OTPUMABIIH
1H(popMaIito BiJl a0OHEHTA, CTABUThH A3BIHOK HA YTPUMAHHSI, MOTIM 1HILIIOE IPYTUN BUKIIUK
TPETiil CTOPOHI (A0OHEHTY, 3 IKUM X0ue 3'€THATUCS TOU, XTO TeNedOHYE), TOBITOMIISE TIPO
BXIJHUYM J3BIHOK 1 JIMIIIE TICJISI TO3BOJY TPEThOi CTOPOHH, 3'enHye 3 aboHeHToM. Ilicmsa
1IOT0, OMEpaTop Kiaje TpyOKy 1 Oulbllle HISIK HE BIUIMBA€ HAa BUKIUK. TakKUM YHUHOM,
OTepaTop 3aJUIIAEThCS BIEBHEHUM B TOMY, IIO TOW, XTO TeiedoHye 3'€qHAHUN 3
MOTPIOHUM a0OHEHTOM. Y pa3i, SKIIO0 Yy Omneparopa HE BUXOAWUTH JOJA3BOHUTHCS 10
a0oHeHTa a00 BiH IMOBIAOMIISIE, IO HE MOXKE B IAHUH MOMEHT IIPHIHATH J3BIHOK, OIIEpaTOp
3HIMA€E JI3BIHOK 3 YTPUMAaHHS Ta IPOCUTH HOTO MEPEI3BOHUTH MMi3HIIIIE.

Blind Transfer — 3 Ha3Bu cTae 3po3yMijo, 10 JaHUW BHJ MEpekyiamy € "ciuimum",
TOOTO OmepaTop MEPEBOUTH J3BIHOK, HE MOBIIOMIISIIOUN TPETIO CTOPOHY MPO BXiTHOMY
BUKJIMKY. He Baxko 3moragaTucs, 1o SKIIO a0OHEHT 3aiiHATHM abo HE BiAMOBIIAE, TO

BUKJIMK TIPOCTO OOPUBAETHCSI.
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GW nano 2.9.3 features.conf

EEpe nd to play when ferer fails to dial a wvalid extension®

Puc.4.5. HanamtyBanHs g0CTyImy J10 niepeaapecariii B features.conf

JIns moyaTky MOTpiOHO HaNaIlITyBaTH CHUHTAKCHC, 3a SKUM OyJieé pO3MOYHMHATHCH
nepeanapecanis. Y ¢yskmii features.conf motpioHo namamrysaTu mapamerpu blindxfer a6o
atxfer B po3mini Featuremap. IlapameTpu HaIAMTOBYIOTHCS 33 JOIMIOMOTOK) CHMBOJIBHOTO
pslKa JBOTOHAJIBHOrO OararoyacToTHOro anaigoroBoro curnany(DTMF), skuit Oyne
BUKOPUCTOBYBATHCh i jAocTynmy no Tpancdepy. Jns attendant transfer Oyne

BuKopucToByBaTHCh DTMF cumBoi «*», a utst «citinoro» tpanchepy — «#» [27].
4.3. Cepsic BineoxkoHpepeHuiii

Bigomi koMmraHii mponoHyoTh 06€3/114 pillieHb sl BiICOKOH(EPEeHIii 13 3aKpUTUM
KojoM. Bci BoHM poONISITH NMPUOIU3HO OJHE 1 TE€ K, 1 BCe X OUIBIIICT, BHUMAarae
BCTAHOBJICHHS BJIACHOTO MPOTPAMHOTO 3a0€3MEUCHHSI, TIePII Hi’K HUM KOPHUCTYBATHCh.

OnaHuM 3 HAHOUTBIIKX PillleHb OpiEHTOBaHUX Ha Oi3Hec-cexkTop € Cisco WebEX, skuii
€ HaJIMHUM PIIICHHSM JIJIs BIAJQJICHOI CHIBIpalll Ta BKJIKOYAE Taki MOCIYTH, SIK KIMHATH
JUISL BIIGOKOH(EPEHIN 3 MOXKIMBICTIO CIIJILHOIO BUKOPUCTaHHS (aililiB, AeMOHCTpallis
pobodvoro cromy. Jlo HEMOMIKIB BITHOCUTHCS TE, 110 JaHE PIICHHS BUMAarac BCTAHOBJICHHSI
BiacHoro II3, Bucoka BapTicTh TapudiB Ta CyTTEBI OOMEXKEHHS OE3KOIITOBHOI
Bepcii(Hanpukiaa, ooMexeHHs yacy koHpepeniii B 50 xBuaun) [33].

3a MexaMH KOPIIOPAaTHMBHOTO CEKTOpa Oarato mporpaM TakKOX J03BOJISIOTH

npoBOAUTH BimeokoHpepeniii. [Tonymsapui npukmagun — Skype, Zoom Tta Google Me%té



Skype nanexxuts Microsoft i BukoprcTOBY€e BIacHHMW MPOTOKOJ ISl Mepenadi MOTOKIB
MyJIbTUMeIa. Takoxk JIsl BAKOpUCTaHHS SKYpe moTpiOHO BCTAHOBITIOBATH JIOIATOK.

Google Meet oOMexxye KiNBKICTh YYaCHHKIB BiJICOJA3BIHKIB JIMIIE 25 JTIOABMH 3a
onuH 13BiHOK (10 HallaKTUBHIMX YYaCHHUKIB BiIOOPaKarOThCS BHU3Y €KkpaHa) [28]. 3ammc
BiJICOKOH(EPEHITI BUXOIUTh 32 paMKu Oe3komToBHOTO Tapudy. Sk mepesary, Meet He mae
YKOJHHUX BIJOMUX OOMEKEHb 111010 TPUBAJIOCTI A3BIHKIB.

Z00Mm 103BOJIsIE KOPUCTYBayaM OpaTu y4acTh Yy BiIEOKOH(EpEHIIil 10 cTa yYaCHHUKIB
[29]. ®ynK1is neperisaay ranepei 103Bojsi€ mod6auuTH 10 49 3 1UX yYaCHUKIB HA OJHOMY
ekpani. Xoua Z00M J[103BOJIsIE 3A1MCHIOBATH HEOOMEKEHY KUIBKICTh JI3BIHKIB, KOXKEH
J3BIHOK MOXe TpuBatu juiie 10 40 XBWIMH B Oe3kommToBHi# Bepcii. Takox, Google Meet
Ta Z00M He nMoTpeOyI0Th BCTAaHOBIIEHHS 101aTkoBOrO [13 Tak, sk mpaliroroTh yepes opaysep
[34].

[IpoananizyBaBiiy BuUIlE3rajaHi pillIeHHS BiICOKOH(EPEHI Ta BPaxoBYIOUHU Te, IO
PCKOMEHI0BAaHO BUKOPUCTAHHS B IKOCTI cepricy IP-Tenedonii Asterisk Ta BukopucTanHs
IP-Ttenedonip Fanvil X4, mo miarpumyroots QyHKIiIO BieoKoH(EPEHIIiH, TPOTIOHYEThHCS
Bukopuctanns Astrerisk ConfBridge B sikocTi cepricy BineokoHdpepeniiii. Lle 103B0aUTH
YHUKHYTH OOMEKEHb BHILE3TaJJaHUX PIIIEHb(TaKl sIK OOMEXKEHHS 4Yacy KOH(EpEeHIil 4u
KUIBKOCT1 YYaCHUKIB), HEe NOTpeOye BCTAHOBJIECHHS cremianizoBaHoro 113 ta He nmotpedye

3BEPTAHHS JI0 CTOPOHHIX CEpPBEPIB.

4.3.1. HanamrryBanus ConfBridge

ConfBridge mae yotupu BHYTpIlIHI KOHIICTIIIIi:

- HOMep KOH(]epeHIii;
- Ipo 116 KOHPEPEHIIIT;
- mpouIIh KOPUCTYBAYA,

- MEHIO KOH(EepeHIIii.

Homep koHdepeHiii — 1€ 4YHCIOBE TMPEACTABICHHS OKpEeMUX “KIMHAT 'y
KoH(pepeHIisix. AOOHEHTH, IO 3HAXOMATHCS Ha KOH(EpeHIli 3 OJWHAKOBHM HOMEDPOM,

NOTPAIUISIIOTh B OJIHY 1 Ty K€ KOH(EpEHIIII0 Ta 3'€IHYIOThCS MK c0000. AOOHEHTH, SIKi
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BXOJIATh Y KOH(EPEHIIIIO 3 PI3HUMHU HOMEpPaMH, 3HaXOAThCS B PI3HUX KOH(PEPEHLISX 1 He
MOXYTh CHUIKyBaTucs 3 1HIIUMHU. [Ipodins koHpepeHiii — e Habip mapaMmeTrpiB, L0
KEepPYIOTh TTOBEIIHKOI0 KOHKPETHOI “KiMHaTh KoHpepeHIii. KoxxHa kiMHaTa koHpepeHIi
NMOBMHHA MaTu BiacHuil npodine. Ilpodins kopuctyBaya — 1e Habip mapameTpiB, SKi
KOHTPOJTIOIOTH pOOOTY Ta MpaBa KOPUCTYBAYiB, SIK YjeHa MeBHOI KoHpepeHIii "kiMHaTu".
Mento koH(epeHIii - 1e Habip mapaMeTpiB, J1i, SKi MOXKE€ BHUKOHYBAaTH KOPHUCTyBau
koH(peperiii 3a gormomororo DTMF. IIpodini Ta mento ConfBridge HanamToByroThCS y
¢aitm koudirypariii confbridge.conf [25, 26].

Jlns pobotu BineokoHdpepenmin B ConfBridge HeoOXigHO CTBOpUTH JBa MPOdiis
KOpUCTyBaua Ta MEHIO(JJIS aJMIHICTpaTOpa Ta 3BUYANHOTO KOpPHUCTyBaya), Ta Npoduib
koH(pepenilii. [IponoHyeTbcs BUKOPUCTaHHS HACTYMHOI KOHpirypamii s mpodiiro
KOH(EepeHIIli:

[sample_bridge]

type=bridge

max_members=50

mixing_interval=20

internal_sample_rate=auto

record_conference=yes

video_mode = follow_talker

Ak MoxHa M0OauYUTH, BOHA J03BOJIsAE /10 50 YUYaCHHKIB, IHTEpBaJl MIKCYBaHHS ayio
20mMc, 3anuc KOH(EPEHIIil Ta METO/1 I0Ka3y BiIE0 TOTO, XTO TOBOPUTH B JaHHUI MOMEHT. B
AKOCT1 KoH(irypamii mnpodiaiB aaMiHICTpaTopa Ta KOPUCTyBadya PEKOMEHIYETHCS
HACTYITHA!

[sample_user]

type=user

announce_user_count_all=yes

announce_join_leave=yes

dsp_drop_silence=yes

denoise=yes

pin=123
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[sample_admin]
type=user
admin=yes
announce_user_count_all=yes
announce_join_leave=yes
dsp_drop_silence=yes
denoise=yes
pin=2277

B Bumesraganiii KoHQirypauii BKJIFOUEHO MOBIJOMIICHHS PO KUIBKICTh YYaCHHUKIB
BiJIcOKOH(EepeHIIli Ta MOBITOMJICHHS MPUEIHAHHS/B1’ €IHAHHS YYaCHHUKIB, 3MCHIIICHHS
(OHOBOTO IIyMy Ta BUMHKAHHS Mepefadi ayaio y BUNAAKY THIII, 110 3HAYHO MIJBUIILYE
MPOAYKTUBHICTH cepBicy. Hutie nonana koHgirypailiss MEHI0 KOHGEpeHIIii:
[sample_user_menu]

type=menu

*=playback _and_continue(conf-usermenu)

*1=toggle_mute

1=toggle_mute

*4=decrease_listening_volume

4=decrease_listening_volume

*6=increase_listening_volume

6=increase_listening_volume

*7=decrease_talking_volume

7=decrease_talking_volume

*8=leave_conference

8=leave_conference

*9=increase_talking_volume

9=increase_talking_volume
[sample_admin_menu]

type=menu

*=playback _and_continue(conf-adminmenu)

79



*1=toggle_mute

1=toggle_mute

*2=admin_toggle_conference_lock

2=admin_toggle conference_lock

*3=admin_kick_last

3=admin_kick_last

*4=decrease_listening_volume

4=decrease_listening_volume

*6=increase_listening_volume

6=increase_listening_volume

*7=decrease_talking_volume

7=decrease_talking_volume

*8=leave_conference

8=leave_conference

*9=increase_talking_volume

9=increase_talking_volume

3a ponomororo DTMF, ywacHuku koHGepeHIiiT MOXYyTb: BMHKaTH/BUMHKATH
MIKpO(OH, peryjbBaTH BJIACHY T'yYHICTh Ta TYUYHIYThH 1HIIMX, BUXOJIUTH 3 KOH(DEpEeHIIi.
JlonaTkoBO, aaMIHICTpATOp MOKe OJOKYyBaTH KOH(EpEeHIiI0 Ta 3MIHIOBaTH CKJIaJ
y4yacHUKiB. Takoxk, He0OX1/IHI MiHIMaJIbH1 3MIHH B TUIaH1 HAOOpY:
[conferences]
exten => 9XX,1,ConfBridge(${EXTEN})

JlaHuit KOHTEKCT OMUCYE 110, aIMIHICTpaTOp KOH(DEepeHIIii, HaOpaBIIUTPHOX3HAUHUN
HOMED, IO TMOYUHAETHCS 3 JIEB ATKH, 3MOXKE CTBOPUTU KOH(EpEHIN0, a KOPUCTyBadi

MPUETHATUCH JIO 1ICHYIOYO.

4.3.2. TlinBunieHHs: €pEKTUBHOCTI CEPBICY

Jlnst miaBuIeHHs €EeKTUBHOCTI cepBicy BineokoHpepeniiii Ha Asterisk ConfBridge

HEOOX1THO BUKOHATH HACTYITHI KPOKHU:
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- yBimkHyTH dsp_drop_silence B mpodimi kopucrtyBada. YBIMKHEHHS IIBOTO
napaMmeTpy o3Hauae, 110 3ByK KOPUCTyBauiB, sIKi HE TOBOPSATH, HE MEPEIAETHCS;

- 30UIBIIMTH IHTEPBAJI MIKIITyBaHH ay/10. [HTepBai 3a 3amoBuyBaHHIM - 20 mc. [HI
BapianTtu - 10, 40 ta 80 mc. binbin HU3bKI 3HAUYCHHS 320€3MEYYIOTh BUIILY SKICTh 3BYKY, aJie
BHMAararmTh 3HaYHO OUTBINOI OTYKHOCTI MpoIiecopa cepBepa. BeranoBnenHs 3HaueHHS 80
3abe3reuye HalOIbITYy KIJTBKICTh MOYKJIUBUX YYaCHUKIB;

- MAKTIOYATH YYaCHUKIB 3 OJHAKOBOIO YACTOTOK MUCKpeTH3allii. Bukopucranus
PI3HOT YaCTOTH AMCKpETH3allil 301IbIIy€e HaBaHTaKEHHs Ha cepBep Asterisk;

- 3anmyctuth Asterisk 3 Bumum mpioputeToM. 3a 3amoBuyBaHHsM Asterisk mparrroe 3
HOPMAJIbHUM MPIOPUTETOM TMOPIBHAHO 3 IHIIMUMH Tpouecamu B cuctemi. [lo0
MaKCHMI3yBaTH KiJIbKICTh MOKIIUBUX KJIi€HTIB, ASterisk ciiz 3amyckaTti, BAKOPUCTOBYIOUH
npanop -p (B peanpHOMY 4yaci). SIKIO HaBaHTa)XEHHSI CTA€ 3aHAJATO BEJIHMKUM, L€ MOXKE
HEraTHUBHO BIUIMHYTH Ha MPOAYKTUBHICTH 1HIIMX MPOLECIB, BKIOYAIOUU caMy KOHCOJb,
YCKJIQJHIOIOUH BiJIJAJICHE aIMIHICTPYBaHHS IMOBHICTIO 3aBAaHTAKEHOI CUCTEMHU.

JloTpyMaHHS BUIIEBKA3aHUX PEKOMEHMAAIIN J03BOJUTHh 30UIBIINTA KUIBKICTh

HIIKJIFOYCHHUX KIIIEHTIB JI0 TOTO, SIK MOTIPIIMTHCS AKICTh 3BYKY Ta Bijmeo [35].

BucHoBk#M 3a po3aijiom

Bubip cepiciB — 11e 3aBepIajibHUI eTarn o0y 0BU MYJIbTHCEPBICHOT KOPIIOPATUBHOT
Mepeski. 3r1iTHO BUMOT, He0OX11HO 0yJ10 00paTH B X011 aHAIII3y TPH CEPBICHU JIJIsl KOPIIOPATUBHOL
MEPEexKi:

- CEpBIC IHTEICKTYaJIbHOTO B1COCTIOCTEPEIKCHHS;

- cepic IP-tenedonii;

- CEpBIC BiJICOKOH(EPECHITIH.

B sikocTi cepBiCy 1HTEIEKTYyalbHOTO BiJIEOCIIOCTEPEXKEHHSI OOpaHa cucTeMa Ha 0asi
nporpaMHoO-KoH}pirypoBanux kamep Huawel. /lane pillieHHs Ma€ Taki epeBar, sik: BHCOKa
00YHCITIOBAIbHA MTOTYKHICTh, 3aBIAKH mpoiiecopy Ascend, oHJIaiiH-OHOBJICHHS aJIrOPUTMIB
1 CaMOHaBYaHHS, BIJIKpPHUTa MporpamMHa apxiTEeKTypa, sfKa JI03BOJISIE€ IHTErpyBaTH HOBI

QNITOPUTMH BiJ MMTAPTHEPIB MO €KOCHUCTEMI, 3a0e3neuyoun epeKTUBHY POOOTY MITYYHOTO
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inTenekry. KpiM Toro, BigkpuTa amapaTHa apxiTeKTypa mnepeadadae MOXKIHUBICTb
MIKITIOYSHHS PI3HUX aTYUKIB CTOPOHHIX BUPOOHHMKIB.

B xoni anami3y pimens cepsicy |IP-tenmedonii BuOip BmaB Ha pilieHHA Ha 0asi
Asterisk Tomy, mo migTpumye Oe3nmid (QyHKIINA, Ma€e MOXIIMBICTH iX CaMOCTIHHOTO
JIOTIOBHEHHS, HE MAa€ TMPUB’S3KHM JI0 KOHKPETHOTO BHUPOOHMKA OOJagHaHHSI 1 €
OE3KOILITOBHUM IMPOJAYKTOM. 3alpoIllOHOBAHO pilieHHs Oe3neku y Burisial TLS ta SRTP,
HajamrtyBaHHs SIP kopucTyBauiB, miaHy Habopy Ta mepeajpecarii.

[IpoananizyBaBild Ta TIOPIBHABIIM ICHYIOUl PIIICHHS BIJCOKOH(EPEHIIH Ta
BPaxOBYIOUH T€, 10 PEKOMEHIOBAHO BUKOPUCTAHHS B SKOCTI cepicy |P-tenedonii Asterisk
ta Bukopuctanus |P-tenedonis Fanvil X4, mo miarpumyroTs QyHKIIiIO BieOKOH(EPEHIIiH,
nponoHyeThest Bukoprctanus Astrerisk ConfBridge B sikocTi cepBicy BineokoH(EpeHIIi.
Ile [03BOJIMTH YHUKHYTH OOMEXKEHb BIJIOMUX pIIIEHb(TaKUX AK OOMEXKEHHS 4Yacy
KOH(DepeHIIli Yi KUIBbKOCTI YYaCHUKIB), HE MOTpeOy€e BCTAaHOBJICHHS creriaitizoBanoro [13
Ta 3BEpTaHHA J0 CTOPOHHIX cepBepiB. [IpoaHasli3oBaHO MOXJIMBI PIIICHHS I1BUIECHHS

€(hEeKTUBHOCTI IaHOTO CEPBICY.
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BUCHOBKHA

KopmoparuBaa Mepeka — 1€ CKJIaJHa CHCTeMa, IO 3abe3medye Mnepenavy
pi3HOMaHITHOT 1H(OPMAIIl MK PI3SHUMU AOJATKaMH Ta CHUCTEMaMHM, 1[0 BHUKOPHUCTOBYIOTHCS
B €IWHIA Mepexi miampuemMcTBa. Bigowmi pilieHHS MOOYJAOBH KOPHOPATUBHUX MEPEK
JOCUTh CHEHU(pIYHI, OCKIIBKA PO3TISAAI0Th KOHKPETHI CHUCTEMH 1 HasiBHI pe3yJbTaTd
HEMOXXJIMBO O€3MOCEePEIHhO BUKOPHUCTOBYBATH IPH IMOOYJIOB1 1 aHaI31 1HIIUX MEpex 3
BIIIMIHHUMHM TapameTpamu. Lle TOSICHIOETbCS CHIIBHOIO 3aJICKHICTIO TMOYaTKOBUX
mapamMeTpiB MepexXi BiJl MPOMOHOBAHMX BUMOT J0 OOpPOOKH, 3aXHUCTy, MPEICTaBICHHS
iH(dopmarlli Ta cepBiciB, Kl JaHAa Mepeka Hamae. Y KOKHOMY KOHKPETHOMY BHIMAJKY
HEOOXI1JTHE OpUTIHAIBHE PIIIEHHS, 110 3yMOBJIEHO CIIELM(PIKOIO MEPEXKI Ta CEPBICIB.

Tepmin ciaykOu MepexeBol IHPPACTPYKTypu B JEKUIbKa pa3iB OUIbIIE, HIK Y
JI0JIaTKIB Ta cepBiciB. MyJbTUCEpBICHA KOPIOpPAaTUBHA Mepeka 3a0e3Medy€e MOKIUBICTD
pPO3ropTaHHs HOBUX CEPBICIB 1 iX epeKTUBHE (DYHKIIIOHYBAHHS MPU 30€PEKEHHI 1HBECTUIIN
B Hei. PeKOMeHly€eThCsl BUKOPUCTaHHS 0araTopiBHEBOT'O MiIX0Ly MPH OOYA0B1 CTPYKTYpH
KOpIIOPaTUBHOI MEPEXKi, a caMe TPbOXPIBHEBOI Mojei. Takui miaxij moJjsrae B MojaHH1
apXITEKTYpU CTBOPIOBAHOI MEPEX1 y BUTIIAIl 1€pAPXIYHHUX PIBHIB, KOKEH 3 SKUX BUPILIYE
NIEeBHI JJI1 1IOTO PIBHSA 3aBaaHHA. TakoX, 1€ JO3BOJISE J0JaBaTH PiBHI 0 MEPEXi, M0
PO3MIMPIOIOTH (DYHKIIIOHATIbHI MOKIIMBOCTI MEPEX1 Ta MIHIMI3yBaTH PECYPCHI BUTPATH ISt
MOIIYKY 1 YCYHEHHSI HECIIPAaBHOCTEHN B MEPExi.

[IpoananizoBaHo iCHYIOYi pIlIEHHS MOOYJOBHU MYJIBTHUCEPBICHUX KOPHMOPATUBHUX
mepex Taki, sk Cisco AVVID ta Huawei One Net. [TponoHy€eThCsi BUKOPUCTAHHS PillICHHS
Bij Huawei Tomy 1110, BOHO HE Ma€ MPHUB’SI3KU 10 KOHKPETHUX BUPOOHUKIB MEPEIKEBOTO
oOJaJlHAaHHSA, Ma€ ICHTPaTi30BaHy CHCTEMY YyIpaBliHHSA Mepexero eSight ta mocrauae
BJIACH1 PI3HOMAaHITHI CEpBICH, B TOMY YHUCJI1 13 BUKOPUCTAHHSM IITYYHOT'O 1HTEJIEKTY.

B xoni anami3y cTpyKTypu MiAIPUEMCTBA, 3aITPOIIOHOBAHO BUKOPUCTATH TOIOJIOTIIO
1epapXi4HOi 31ipKU(1IepeBa).

[TepeBaramu oOpaHOi TOMOJIOTI] €:

- MacIITaOOBaHICTh;

- JIETKUH NOIIYK MPOOJIEMHUX BY3IiB;
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- BUCOKa POAYKTUBHICTh MEPEXKI.
Henomniku:

- BUXIJ 3 J1aJly KOHIICHTpAaTOpa BIUIUBAE HA POOOTY BCI€T MEpexi;

- BUCOKI BUTPATH KaOelliB.

30uIbIlIeH] BUTpaTH Ha JIOJATKOBI KaOesl JIETKO HIBETIOIThCA ii mepeBaramu. A
Bpa3NIMBICTh KOHIICHTPATOPIB BUPIIIYETHCS 32 TOMOMOTOI0 TEXHOJIOTIH CTEKYBaHHS.

Jlnisa 3BSI3Ky MiApo3auIiB mignpuemMcTBa BukopuctoByeTrbes VPN. Texnonoris VPN
HaJa€ KOMITaH1i MOXJIMBOCTI JJOPOTOi MPUBATHOI OPEHIOBAHOT JIiHIT 3a Habarato HIKUYOIO
BapTICTIO, BUKOPHUCTOBYIOUM CIIUJIBHY MEpPEXKy, Taky gk [HTtepHer. i migBUIICHHA
BIIMOBOCTIHKOCTI  siijpa KOPIOPATUBHOI MEpPEXl BUKOPUCTOBYBAIMCH TEXHOJOTIi
CTEeKyBaHHsSI komyTaTopiB Ta npoTokoil VRRP. Mepexy nonineno na 14 BipTyanbHUX
JOKaJIbHUX MEPEX JUIsl 3MEHIIEHHS TpagiKy B MEpei(HaNpHUKIIaJ, IUPOKOMOBHOIO) Ta
MO>KJIMBOCTI 3aCTOCYBaHHS MOMITHK Oe3mneku st okpemux VLAN.

Bin wMepexeBoro oOjagHaHHS, SK€ BUKOPHCTOBYEThCA NpU  MOOYHOBI
MYJIBTUCEPBICHOI ~ KOPHOPATHBHOI ~ MEpeXi  3aleKUTh MNPOCTOTAa  HAJAIITYBAaHHS,
e(eKTUBHICTh MOHITOPUHTY Ta MAacIITa0OBaHICTh Mepexki. B X0l mpoBeseHOro aHamizy
TPOTIOHY€ETHCSI BUKOPUCTaHHs oOnajHaHHs Huawei ToMy, 110 BOHO Ma€ HACTYIMHI MepeBar:

- BIJMOBIJIHICTh OOJaJHAHHS MDKHAPOJAHUM CTaHJapTaM, 1110 3a0e3Medye XOpOoIry
CYMICHICTb 3 MPOAYKIII€I0 IHITUX BUPOOHUKIB;

- BCI MPOYKTH MPAIlIOIOTh Ha YHi(iKoBaHi# oneparttiitHii cuctemi (VRP), mo mae 17
POKIB PO3BUTKY;

- TIOBHE PIIICHHS JJI MEPEXKI MiAMPUEMCTBA 3 ITUPOKUM HAOOPOM MPOYKTIB,
BKirouaroun |1P, ontuunuii 1 PPJI tparcnopr, 3G, 1 PON;

- eKOHOMIYHICTb, 3aBJIAKY TeXHOJIOT1T SmartEnergy;

- eAMHa YHI(IKOBaHA CHCTEMa YIPABIIHHS MEPEXKEI KEPyeE BCIEI0 MEPEXero
nignpueMcTBa. He moTpiOHO mepeMuKaTucs MK pi3HUMHU CHUCTeMaMu JJisi KOHQIryparii
PI3HOTO YCTaTKyBaHHS;

- HaJa€ CEepBICU TEJIEKOMYHIKaIlli, CepBICH 3 BUKOPUCTAHHAM IITYYHOTO 1HTENEKTY
(KOMIT’T0TEpPHOTO 30pY) Ta IHIIIL;

- Ma€ HU3bKY BapTICTh, B MOPiBHAHHI 3 00aaHanHaM Big Cisco Systems. 84



B sikocTi cepBicy BiIEOCTIOCTEPEKEHHSI 3alIPOIIOHOBAHO BUKOPUCTAHHS PIIIEHHS HA
0a3i mporpamMHO-KOH}ITYpoBaHMX Kamep Huawel Tomy, IO BOHH MalOTh BHCOKY
OOYHCITIOBAIILHY MTOTYKHICTh, 3aBJISIKH Mpoliecopy Ascend, oHJIaliH-OHOBJICHHS aJITOPUTMIB
1 CaMOHaBYaHHA, BIIKPUTY MPOTpaMHy apXiTEKTypy, SKa JI03BOJS€ 1HTETpyBaTH HOBI
QITOPUTMH BiJl MAPTHEPIB MO €KOCHUCTEMI, 3a0e3Meuyoun eeKTUBHY pOOOTY IITYyYHOTO
IHTEJICKTY.

[licns awamizy Ta TOpPIBHSHHA pimieHb cepBicy |P-tenedonii mponoHyeThes
BUKOpHCTaHHs cepBicy Ha 0a31 ATC Asterisk. Bin migrpumye 6e3mi4 TeneOHHUX QYHKIIIMH,
Ma€e THYYKe HaJallTyBaHHS IUIaHy HAO0Opy, MOXJIIMBICTH peamizaiii J0JaTKOBOTO
cnenupiuHoro (PyHKIIOHATY MHUIAXOM IMpOrpaMyBaHHsS MOJYJIB, HE Ma€ MPUB’ A3KH 0
KOHKPETHOTO BUPOOHMKA 00sagHaHHs Ta € Oe3komtoBHUM [13. Takox, 3alporOHOBAHO
PIIIEHHS 3aXUCTY A3BIHKIB, IO MOJISTa€ B BUKOpUCTaHHI mpoTtokomiB TLS ta SRTP.

BpaxoByroun BuKOpHCTaHHS B sKOCTi cepBicy IP-tenedonii Asterisk ta IP-
tenedonis Fanvil X4, mo miarpuMyroTh (QYHKIIIO BiIcOKOH(EPEHIIiH, MPOMOHYETHCS
Bukopuctanas Astrerisk ConfBridge B sxocti cepsicy BimeokoH(pepeHmid. OxpiMm
CIIPOIICHHS HAJIAIITYBaHHSI CEPBICY, 3aBJIIKU BCTAHOBIICHOMY Ta HanamroBanomy Asterisk,
1€ JI03BOJIUTh YHUKHYTH OOMEXKEHb BIJOMHUX PIII€Hb BIJI€OKOH(EpPEHIINH(TaKuX SK
oOMeKeHHsI 4Yacy KOH(EpeHIlii 4M KUIBKOCTI YYaCHUKIB), HE MOTpeOye BCTAaHOBJIEHHS
crietiamzoBanoro I13 ta 3BepTaHHs 10 CTOPOHHIX CEPBEPIB.

B naniii poOoTi Oyau po3riasiHyTI IPUHLKIIN Ta PIIIEHHS MO0YI0BU KOPIOPATUBHUX
MEpEeX  MIANPUEMCTB, 3AIMCHEHO aHali3 pilleHb MOO0YIOBU  MYJbTHCEPBICHOL
KOPIOPAaTUBHOI MEpExXi, 3ampOlOHOBAHO PIMIEHHS CTPYKTYPH KOPIIOPATHBHOI MEpexi
JAHOTO TIAMPUEMCTBA, 3M1MCHEHO TOpPIBHSHHS Ta BHUOIP MEPEXKEBOrO OOJaHAHHS,
BUPIIIICHI MUTaHHS CEPBICIB BimeocnoctepexenHs, |P-tenedonii ta BigeoxoHdpepeHIIii,
HaJIJaHO PEKOMEHIAIIIT 111010 TTOKPAIEHHs IXHBOT pOOOTH.

Takum uuHOM, [MaHe PpIMIEHHS MOXE BUKOPUCTOBYBATHCh TPHU MOOYIOBI

MYJIBTHCEPBICHUX KOPITOPATUBHUX MEPEXK MIATPUEMCTB.
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