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AHOTAIIIS

Kgamidikariiitna po6oTa CKJIaIa€ThCA 3 MPOEKTY B SKOMY PO3TIITHYTO METOAU Ta
TEXHOJIOT1i TECTYBaHHS Ha MPOHUKHEHHS MepeXeBOi iIHDpaCcTpyKTypH Ha 0a3i

Microsoft Active Directory. IloscHioansna 3anmcka MicTuTh 93 CTOPiHOK, 85

pucyHka ta 1 TaGauiis.

MeToro kBagidikaniiiHol po00TH € BUBYCHHS CYYaCHUX METO/IIB Ta TEXHOJIOT1i
TECTBAaHHS Ha MPOHUKHEHHS Ha IPOHUKHEHHS MEpPEXKHOI 1IHPpacTpyKTypH Ha 0a3i Active
Directory 3a117151 po3p0oOKu €()eKTUBHOTO Ta BUCOKOIIPOTYKTUBHOTO MIAXOAY /10 3a0e31e-

YEeHHs 0€3MEKN KOPIIOPATUBHOI MEPEKI.

[IpoananizyBaBllld OCHOBHI BUMOTHM TEXHIYHOIO 3aBJIaHHS Ta OCOOJIMBOCTI
noOyJI0BH MepexkKl BUOpaId MEPEKEB1 MPUCTPOI SISl OpraHizailii podotu mepexi. byro
HABEJICHO TEXHIYHI XapaKTEPUCTUKU BUOPAHOro OOJIaJHAHHS Ta BAai0 po3ropuyto AD
Ha DC98. byno mobynoBaHo Ta HamaroaKeHO HaIIHY MEPExKYy.

[TpoanamnizoBano (yHKIT MepexeBoro ekpany pfSense ta Windows Server. 1le
JIa70 PO3YMIHHS MOCTaBJICHOI 3aJlayl Ta BU3HAYWJIO MOAANbLIL il I IPOEKTYBaHHS
Mepexi opradizamii. Po3poOuiM TpoOeKT KOpHOpPaTUBHOI MeEpexi Oprasizarfii.
Po3pobneno cTpykTypy siipa riio0anibHOI MEpPeki, HaBeIeHO OOTPYHTYBaHHS BUOOPY
MIDKMEPEKHOTO0 €KpaHy, MapUipyTu3aTtopa, BipTyalbHoro komytaropa Hyper-V. Jlns
noOynoBaHoi mepexi HamaromxeHHo DHCP-cepBep, TakoX MOMIIMBICTH KepyBaTH
pfSense 3a momomororo Be6-iHTepdeiicy TibKu aaMiHicTpaTypy 3 pododoi cranmii WS-
ADMIN. Cteopeno ctpyktypy aomeny cultoffillusion.local. TlpoBeneno ckanyBanHs Ta
aTaKy.

Kmrouosi crmoBa: ACTIVE DIRECTORY MEPEXXHUU EKPAH, BIPTYAJIbHUI
KOMVYTATOP, TECTYBAHHS HA ITPOHUKHEHHS.



ANNOTATION

The qualification work consists of a project that considers methods and
technologies for penetration testing of network infrastructure based on Microsoft Active

Directory. The explanatory note contains 93 pages, 85 figures and 1 table.

The purpose of the qualification work is to study modern methods and technologies
for penetration testing of network infrastructure based on Active Directory in order to
develop an effective and high-performance approach to ensuring the security of a corpo-

rate network.

After analyzing the main requirements of the technical task and the features of net-
work construction, we selected network devices for organizing the network. The technical
characteristics of the selected equipment were provided and AD was successfully de-

ployed on DC98. A reliable network was built and configured.

The functions of the pfSense firewall and Windows Server were analyzed. This
gave an understanding of the task and determined further actions for designing the organ-
ization's network. Developed a project of the organization's corporate network. The struc-
ture of the core of the global network was developed, the choice of a firewall, router, and
Hyper-V virtual switch was justified. For the built network, a DHCP server was config-
ured, as well as the ability to manage pfSense using the Web interface only by the admin-
istration from the WS-ADMIN workstation. The structure of the cultoffillusion.local do-

main was created. The scanning and attack are carried out.

Keywords: ACTIVE DIRECTORY FIREWALL, VIRTUAL SWITCH, PENE-
TRATION TESTING.
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BCTVII

Y cydacHOMy CBITI, A¢ iH(pOpMAaIiitHi CUCTEMU € 00’€KTOM TOCTIHHOI yBaru
Ki0ep3104YHHIIIB, 3a0€3MeYCHHS BUCOKOTO PiBHS O€3MEKH CTa€ Ha/I3BUYaHO aKTyaIbHUM
3aBJaHHSM JIUI Oyb-sKoi opraHizarlii. Active Directory (AD) € monyJsipHUM pillICHHSM
JUTsL Oprafi3aiii MeHTpaIbHOol 1IHPPACTPYKTYPH, 3a0€3MeUyI0UH YIIPABIiHHS 00JIIKOBUMHA
3anMcaMy KOPUCTYBadiB, TpylaMH, KOMITIOTEpaMH Ta IHITUMH pecypcamMu B MEpexi.
Posmnosciomkenicts AD mpu3BOIUTE 0 MABUILIEHOTO IHTEPECY A0 HHOTO 3JI0BMUCHUKIB.
AD € KpUTHYHOIO YaCTHHOIO KOPHOPATHUBHOI 1HGPACTPYKTYPH, TOMY ii 3aXUCT MPiOpHU-

TETHO BaYKJIMBUM 3aBJIaHHAM JIJIs1 Oy 1b-5IKO1 OpraHizarlii.

TecTyBaHHS Ha MPOHUKHEHHS € OJTHUM 13 Halile(PEKTUBHIIINUX CIIOCOO1B BUSBIICHHS
Ta YCYHEHHsI Bpa3aMBOCTEH y cucremax Ta Mepexax. [lenrect Active Directory moxe
JIOTIOMOT'TH OpraHi3ailii BUSBUTH Ta BUIIPABUTH BPA3JIUBOCTI, SIKI MOXYTh OYTH BUKOPHU-
CTaH1 3JJ0BMUCHUKAMH JIJIs1 OTPUMaHHS HECAaHKIIIOHOBAHOT'O JIOCTYITY /IO MEpexi Ta ii pe-
CypcCiB. 3TOBMHCHUK Oyje pOOUTH BCE MOXJIUBE JIJI1 BUKOPUCTAHHS BPa3IMBOCTI, 1100
OTPUMATH JOCTYII IO OOTIKOBUX 3aMKCIB KOPUCTYBauiB ab0 JIsl BCTAHOBJICHHS IIKIJTH-
BOTO TIPOTPAMHOT0 3a0€3MEeUCHHS, IO Hajajl MPU3BEAe 0 OTPUMAHHSI KOHTPOIIIO Ha

KOMIT F0OT€paMU B MEPExKI.

Meroau Ta TEXHOJIOTIT TECTyBaHHS Ha MPOHUKHEHHs B Active Directory € Baxiu-
BUM €JIEMEHTOM Mporpamu Oe3neKrd KOpNopaTUBHOI MEPEXKI, 10 3yMOBIIIOE€ BUCOKY aK-
TyalbHICTh JaHOi TeMu. IlenTect Active Directory mo3Bosisie oprasizaiii MiJBUILIUTH

piBEHb O€3MEeKH CBOET MEPEIKI Ta 3aXUCTUTH CBOI aKTUBH BiJ] KiOepaTax.

Metor kBaJiikauiitHoi po00TH € BUBYCHHS Cy4YaCHUX METO/IB Ta TEXHOJIOT1H TECTY-
BaHHS Ha MPOHMKHEHHS HA TPOHUKHEHHS MEPEKHOI 1H(pacTpykTypu Ha 0aszi Active
Directory 3a171s1 po3po0Oku €(peKTUBHOTO Ta BUCOKOIPOTYKTUBHOTO TIIXOY 110 3a0e3re-

YeHHs 0€3MEKH KOPIIOPATUBHOI MEPEKI.

st qoCsTHEHHS 11€1 METH HEOOX1THO BUPIIIUTH TaKi 3aBJaHHS:



» [IpoananizyBaTH HasiBHI METOJM Ta TEXHOJOTI] TECTyBaHHS Ha MPOHHK-
HEHHS MepexHOoi 1H(pacTpyKTypu Ha 0a3i Active Directory.

* BusHauuTH OCHOBHI aTtaku Ha Active Directory, siki MOXyTb OyTH BUSBIICH]
3a JOMOMOTOIO TIEHTECTY.

* Po3pobutu eheKTUBHHI Ta BUCOKOMPOAYKTUBHUN MIAX1] 10 3a0e3meueHHs

O€3IMeKH KOPIIOPaTUBHOI MEPEKi..

OO6'eKTOM JTOCIIIPKEHHS € MPOIIEC MiABUIICHHS O€3MeKU MEPEKHOI 1HOPACTPYKTYpH HA

6a3i Active Directory.

[IpeameToM JOCTIKEHHS € METOAM Ta TEXHOJIOT1i TECTYBaHHS HA MPOHUKHEHHS MEPEXK-

HO1 1HQpacTpykTypH Ha 0a3i Active Directory.



PO3JIUI 1. AHAJI3 METOJIB TA TEXHOJIOI'TM TECTYBAHHS HA
[NPOHUKHEHHSI MEPEXHOI [H®PACTPYKTYPU HA BA3l ACTIVE
DIRECTORY.

1.1 3aranpHa KOHIIETIIisI TECTYBaHHs Ha MPOHUKHEHHS

TecTtyBaHHS Ha MPOHUKHEHHs (penetration testing, pentesting) - e METO OIIIHKH
0€3MeKH KOMITIOTEPHUX CUCTEM, MEPEXK Ta MPOTPAMHOTO 3a0€3MEUCHHS, IKUW TIOJISTac B
iMiTarii aTaku 3JIOBMHUCHHKA 3 METOIO BHSBIICHHS BPA3JIMBOCTEH Ta HEMOJIKIB, SKi
MOXYTh OyTH BUKOPHUCTaHI1 /ISl OTPUMAHHS HECAHKI[IOHOBAHOT'O JOCTYMY J0 1HhopMaIrii

a0o0 cucrem.
Merta TecTyBaHHS Ha MPOHUKHCHHS:

® BUSIBUTU BpA3JIMBOCTI B CHUCTEMax, SKI MOXYTbh OyTH BHUKOpPHCTaHI
3JIOBMHACHUKAMU JJISI TPOHUKHEHHS.
® OI[IHUTH PU3UKH, TTOB'S3aHI 3 BUSIBJICHUMH BPA3TUBOCTIMHU.

® PO3pOOUTH PEKOMEHIALII] 010 YCYHEHHS BUSIBJICHUX BPa3JIMBOCTEA.

Tunu TecTyBaHHs HA TPOHUKHEHHS:

UYopna ckpunbka (Black Box). Ilentectep He mae »omHOi iHGOpMAaIIii Mpo cu-
cremy, okpim ii IP-agpecu abo gomenHoro iMeHi. [IpunmycTumo, 110 3710BMUCHUK O€3
0OJIIKOBOTO 3anmucy (B IoMeH1) a00 BHYTPIIIHBOTO TECTY HA MPOHUKHEHHS JI0 YOPHOTO
AIKUKa. Y JaHHOMY BUTAJIKY TIepe0adaeThCs, 10 3JI0BMUCHUK MPUCYTHIN B MEPEXKI, ajie
HE Mae€ MonepeHbOT0 N0CTYIy 10 obsanHanHs. Lle crienapii, sskuii Hallkpaiiie po3riisiae
3JIOBMUCHHUKA, SKOMY BAAJIOCS (PI3UYHO TIAKITIOYUTHUCS IO MEPEXi a0 CKOMITPOMETY-
BaTH 00JIaJlHAHHS, HE MOB'sI3aHE 3 IOMEHOM opraHizaiii. Kpim Toro, B KoHTEKCTI Active
Directory 11e 03Ha4ae, 1110 IEHTECTEP HE Ma€e 00JIIKOBOTO 3aIKCy KOPUCTYBaya, 110 HaJle-
KUTh 10 JOoMeHYy. DaKTHYHO, METOIO MEeHTecTepa Oy/ne OTpUMaTH TIWCHUN TOCTYI J10

oOJiaHaHHS cepBepy, poOOUOT CTaHIIlT KOPUCTyBaya Ta 00JIIKOBOTO 3alUCy TOMEHY.



Cipa ckpunbka (Gray Box). TecryBaibHMK Mae oOMEXeHY iH(OpMaIiO IMpo
CHCTEMY, HalpuKJIIad, 3HAaHHs Mpo 11 omepariifHy cucteMy Ta mporpamHe 3a0e3MeUeHHS.
Hanpukinan, ysBUMO CHTYyaIli0, KOJIH 3I0BMUCHHUK 3 OOJIIKOBUM 3allMCOM B JIOMEHI, a
TaKOXX Mae€ JIUCHUN JTOCTYN A0 BHYTPIIIHBOI CIy>kOU a00 dvacTuHU oOnanHaHHs. Llei
CIICHapii po3rIsiaae 3TOBMUCHHUKA, SKOMY BJIaJIOCSd CKOMIIPOMETYBATH OOJIIKOBHUH 3amuc
mpalriBHUKA, HaMPUKIAA, 32 JOMOMOTo0 (GimumHry, poOody cTaHIliio abo 0OiaJHaHHS
HIIKII0YEHEe J0 JOMEHY, abo JOCATTH METH MOomNepenHboro cueHapiio. Kpim toro, B
KoHTeKCTI Active Directory nmentectep maTume TiIACHUI 00IIKOBHI 3amKc y TOMeH1 0e3
cHeliaJibHuX NpHBLIEiB. BHUKOpuCTOBYIOUM Liel 00JIIKOBHIA 3alUC, IEHTECTEP OTPUMAE
JOCTYIl /0  KOH(IJACHIIMHUX KOPHOPAaTUBHUX AaKTUBIB, $K MPABUJIO, IUIAXOM

M1JIBUIIICHHS CBOIX TPUBLIETB.

bina ckpunbka (white Box): TecTyBajibHUK Ma€ MOBHHUM JOCTYI /10 BUXIJHOTO
KOAY CHUCTeMHM Ta il JokymeHTauii. Tum camMuM nependadae HaJlaHHS TECTYyBaJIbHUKY
NOBHOI 1H(pOpMaIl Npo MEpexXy Ta CUCTEMY, BKJIKOYAIOYM TOIMOJOTII0 MEpEexl Ta
obOmikoBi gaHi. lle pomomarae 3aom@AUTH Yac 1 3HU3UTU 3arajbHy BapTICTh
tecty[1].Tomy MeTa nosifirae y BUSIBJICHHI1 Bpa3IuBOCTEH, sIKI HE 000B’A3KOBO Oyiau O
OUYEBUIHUMMHU 0€3 MITMOOKOTO 3HAHHS CUCTEMU, a TAKOXK Y HaJaHH1 peKOMEHIalliil 11010

MOCHJICHHSI O€3TeKH.
1.2 ApxitekTypa Ta npuHimnu podbotu AD

Active Directory(akTUBHHUI KaTalI0T) — CITy>KOH, 110 BUKOPUCTOBYETHCS JIJIs YIIPaBIIHHS
pecypcaMu Mepexi, TAKUMHU SIK KOPUCTYBaul, KOMI'TOTEPH, IPUHTEPH Ta 1HII TPUCTPOI.
AD BHUKOPHCTOBYE l€papxidHy CTPYKTypy JJIA OpraHizaiii pecypciB, 1m0 poOUTH il
JIETKOIO Ta 3pYy4HOI0 JUisl ynpaBiiHHS. Active Directory HamaeTbes y BUTIIAII HAOOPY
CIIy>k0, 110 BXOAATh N0 CKJIaay omepariiiHoi cucteMu Microsoft Windows Server.
Cnyxx6u AD MOXyTh OyTH BCTaHOBJICHI Y BUIJISIZII JCKITBKOX CEPBEPHUX POJICH, TIpH

bOMY HAMBAXJIUBIIIMMH POJISIMU €

Active Directory Domain Services (AD DS): nHagae metoau 30epiraHHsi JaHUX

KaTaJoriB 1 HalaHHs JOCTYIY 0 X JaHUX KOPUCTyBadyaM 1 aJIMIHICTpaTopam MEpexi.



Hanpuxknaa, AD DS 36epirae iHpopmariito mpo oOJiKOBI 3alKMCH KOPUCTYBAYiB, TaKy SIK
iMeHa, maposi, HOMEpH TeledoHIB TOIIO, 1 JO3BOJSE  IHIIUM aBTOPU30BAHUM
KOpHCTyBa4aM y Til caMiii Mepexi OTpUMaTH JAOCTYI A0 wi€i iHpopmarii. Active Direc-
tory 30epirae iHpopMaIlio mpo 00'eKTH B MEPEXkKi 1 TOJIETIIYE MOIIYK 1 BUKOPUCTAHHS
i€l iHdopmaii A aaMiHICTpaToOpiB 1 KopucTyBauiB. Active Directory BUKOpHUCTOBY€
CTPYKTYpOBaHE CXOBHWIIEC JaHUX SK OCHOBY JJIs JIOT1YHOI, 1€papXidHOi OpraHizamii

iH(dopMarrii karanory.[2]

KonTponep nomeny - 1ie cepBep, KUl BIAMOBIIa€ HA 3alIUTH aBTEHTU(IKaLii Ta
nepeBIpsie KOPUCTYBayiB y KOMI'IOTEPHUX Mepexax. JloMeHH - 1e iepapxiuHuil crnocio
oprasizaiii KOpHCTYBauiB 1 KOMIT'IOTEpIB, SKI MPAIIOIOTh Pa3oM B OAHIN Mepexi.
KoHTposnep nomeny 30epirae BCi Ll 1aHi BIOPSAKOBAHUMH Ta 3axuilieHuMu. Kontponepu
JIOMEHY KEepyIOTh 1 3aXHIIAIOTh JIOMEHHI MEpEXi, JO03BOJSIOUM JOCTYI JI0 CIYXO
KaTajoriB JMILIE aBTOPU30BAaHMM KOpHCTyBadaM 1 3a0OpOHSAIOUM HECAHKLIOHOBAHWUN

JOCTYIL[ 3]

Lightweight Directory Services (AD LDS) nHanae criemianbHi Cly»K0u KaTajoriB
JUIs 1oJaTKiB. BiH Hajmae CXOBUINE MaHUX 1 CEPBICH ISl IOCTYIy JIO CXOBHIIA JTaHUX.
Jlnst noctyny 10 JaHUX MpOrpaMu BUKOPHUCTOBYIOTHCSI CTaHIAPTHI 1HTEpQeicu mnpu-
kiagHoro nporpamyBaHHs (API). [lo takux inTepdeiiciB Hanexath iHTepdeiicu Active
Directory, Active Directory Service Interfaces, Lightweight Data Access Protocol Ta
System.DirectoryServices. AD LDS mnpaitoe Hezanexxso Big Active Directory 1 Hesa-
JIeKHO Bif moMeHiB abo miciB Active Directory. Borna mpairroe abo ik aBTOHOMHE CXO-
BHIIE JAHUX, a00 3 pervmikamiero. 1i He3anexHicTh 3abe3meuye JOKAIBHHI KOHTPOTb i
aBTOHOMHICTh CIJIy»0O KaTajoTiB JJii KOHKPETHUX JoAaTkiB. Lle Takox crpuse CTBO-

PEHHIO HE3AJIEKHUX, THYYKUX CXEM 1 KOHTEKCTIB IMEHYBaHHS.[4]

Federation Services (AD FS) 3a0e3neuye ynpapniHHs 00'€IHaHOIO 1AEHTUYHICTIO
Ta JOCTYNOM, 0€3Me4yHO OOMIHIOIUHUCH U(POBOIO 1IGHTHUYHICTIO Ta MpPaBaMH Yepe3
KOPJIOHU cucTeMu Oe3mneku Ta kopropatuBHi kopaonu. AD FS posmmproe MoximuBocTi

BUKOPUCTaHHA (PYHKIIIT €AMHOTO BXOAY, JOCTYITHOI B MEXaX OJIHIEI CUCTeMH Oe3NeKu



a00 KOpPIOpaTUBHOI MEX1, Ha IHTEPHET-I0AaTKH, 1100 3a0e3MeUnTH KIIEHTaM, MapTHe-
paM 1 TOCTadajJbHUKAM CIIPOIICHWA KOPUCTYBAIlbKUI OCTYIT JO BeO-TOJATKIB Op-

raHizarii.[5]

Rights Management Services (AD RMS): 1ie Texnonoriss Microsoft, nmpusnaueHa
JUIsl OOMEXKEHHsI IoCTyIy 10 1H(dopmallii B KoprnopaTuBHOMY cepenoBuiili. RMS nomo-
Marae KOpropaTUBHUM KJIIEHTaM KOHTPOJIIOBATH Ta 3aXUIIATH KPUTHUYHO BaXKJIUBY LU (]-

poBy iH(opMaIlito, TPOMOHYIOYH THYUYK] Ta TOCTIHHI MOTITUKY JJIS 3aCTOCYBaHHS.[6]

Certificate Services (AD CS) ne cepsep Windows, npusHaueHHil i1 BUITYCKY
uupposux ceptudikari. AD CS npononye uudposi cepTudikaru, siki MarOTh INUPOKUI
CHEKTP 3aCTOCYBaHHS, BKJIIOYAIOUM U(PYBaHHSA Ta HUPPOBHM MIANUC JOKYMEHTIB 1
MOBIJIOMJICHb, a TAKOX aBTCHTHU(IKAI[110 O0IIKOBUX 3alMCIB KOMITIOTEPIB, KOPUCTYBaUiB
abo npuctpoiB y mepexi. Ceprudikaru, Bugani AD\ CS, mificHi mpoTsIroM IEBHOTO
nepiory 1 MOXyTh OyTH MOHOBJIEH] a00 BIIKIMKAHI 32 HEOOX1THOCTI, 3a0€3Meuy0uH Jie-

TaJbHUA KOHTPOJIb HaJ TEPMIHOM 1ii cepTudikaTis.[7]

Ak Oyno 3a3naueHo, ceppep Windows, Ha sikoMy 3amyiieHo poib AD DS,
Ha3zuBaeThesl KoHTposiepoM nomeHy (DC). Kontponepu aomeny ¢popMyroTh (i3UUHY
ctpyktypy AD. Ha Hux posmimryetscsi Besi (yHKIIOHaIBHICTE AD 1 miaTpuMyeThes
OararomaricTpanbHa 0a3a qaHux AD, sika pemtiKyeTbest MK JEKIJTbKOMa KOHTPOJIEpAMHU
nomeHy B cepenoBuili. Jloriuna ctpyktypa AD moOygoBaHa HaBKOJIO KOHIICTIIIT
JIOMEHIB, SIK1 3a3BHYaii Ha3UBalOTh K JoMeHH Windows abo momenu AD. JlomeH sBisie
co00I0 aJMIHICTPATUBHY €IHICTh Ta KOPAOH Oe3meku i 00'€KTIB, 10 MICTSATHCS
BCcepeanHi Hhoro. JIoMeHn MOXKyTh OyTH OpraHi30BaHi y JiepeBa JIOMEHIB, a T1 y CBOIO
4yepry, y JIiCH, CTBOPIOIOYM 1€pApXIYHYy CTPYKTYpYy. Y MEHIIOMY Maciutadi 00'€eKTu
BCEpEAMHI JIOMEHIB MOXYTh OyTH OpraHizoBaHi y KoHTeWHepu. HaitnmommpeHimmm
TUTIOM KOHTelWHepa € oprauizariitna oauauis (OU). Unenamu OU MoxXyTh OyTH Taki
00'eKTH, SIK KOpHUCTYyBadi, rpynu, komm'torepu abdo ixmi OU. Jloriyna ctpykrypa AD

300pakena Ha puc. 1.1.



Pucynoxk 1.1 — Jloriuna ctpyktypa Active Directory.

AJIMIHICTpAaTOpU MOXKYTh KEPyBaTH IMOBEIIHKOIO 00'ekTiB AD 3a 10moMororo
rpyINoBO1 NOJITUKH. ['pyroBa mosiiTUKa 103BOJIsIE€ KEPYBATH PI3HUMHU KOH(QITypauisiMu
00'eKTiB, BKJIIOYAIOUM iX HamamTyBaHHs Oe3neku. Jloriuna crpykrypa AD monermrye
aJIMIHICTPYBaHHS JOMEHY, OCKUIbKM TPYMOBI MOJITHKA MOKHA 3aCTOCOBYBATH [0

KOHTEMHepiB, Takux sk OU abo JomMeHH, a He 0 OKpeMUX O0'€KTIB.
1.3. ABrentudikanisa B Active Directory

Oxpim 30epiranns iHopmarii, mos's3aHoi 3 ineHTH(DiKamiero, Active Directory
CJIIyT'Y€ OCHOBOIO i CIy>)kO aBTeHTH(IKaIli B JOMEHHOMY CEpEIOBHIII. ABTCHTH-
ikargis - e mporec mepeBipKy ifeHTHYHOCTI 06'ekTa a60 ocobn. Moro wmera - migTBep-
JIUTH, 110 CTOPOHA € CIIPaBkKHBOIO 1 JiHCHO € Ticko, 32 Koro cebe Bumae. Ii He cif miy-
TaTU 3 aBTOPHU3AIIIEI0, KA € aKTOM BHU3HAYCHHS MPABUJIBLHUX JO3BOJIIB 1 HaJlaHHS J0-

CTYILy J0 3allUTYBaHUX pecypciB.|8§]

B OC Windows Oynb-sikuii KOpUCTyBau, Ciayx0a abo KOMIT'IOTEP, SKUH MOXKe
IHIIIIOBATA [0, € TNpHHOUNAIOM Oe3neku. [lpuHiumnanm Oe3nekn yHIKaIbHO
1IEHTU(IKYIOTBCS 32 JOMOMOroro ieHtudikaropiB Oesneku (SID) 1 MaroTh 0OJIIKOBI

3allMCH, SIKI MOXYTh OYTH JIOKAJIBHUMH JJI9 KOMITIOTEpa a00 JOMEHHUMH, IO
b



30epiratotecs B AD. Ilepin Hixk moBipeHa ocoba 3MoKe OpaTu ydacTh y MEpPEKEBOMY
JIOMeEHI, ii oOyikoBuil 3anmuc mae Oyt aBTeHTH(dikoBaHO B AD. [Ins aBreHTH(iKarii
JoBipeHa oco0a MOBHHHA HAJAaTH NEBHY (OPMY CEKpETHHX aBTEHTU(]IKAIIHHUX JTaHUX,

TaKuXx SK cepTudikat adbo mapois. [9]

Hwxue HaBeneHo MmoscHeHHs mpoiiecy aBTeHTHdiKalii B AD. [{ns  crpoineHHs
MIPUITYCKAETHCS, III0 KOPUCTYBay Mae ineHTudikarop. s aBTeHTH]IKAIlT KOPUCTYBaUiB
Windows peaitidye 1HTepaKTUBHHI MpoIeC BXoay B cucteMy. s Toro, 1mo6 yBiTH B
CHCTEMY, KOPUCTYBa4 BBOJUTH OOJIIKOBI JaHi, IK MPaBUIIO, IM'S KOPUCTyBaya Ta Napoib,
y nianmoroBomy BikH1 "Bxig go Windows". Lle 311HiCHIOETBCS 32 JOMOMOTOI0 KOMIIOHEHTA
rpadiunoi inenTudikamii Ta aBreHTUudikaii (GINA), sskuii 3aBaHTaXKYETHCS MPOIIECOM
Winlogon. Winlogon nepenae 0011K0B1 1aHi, OTpMMaHI 3 11aJIOTOBOTO BIKHA, 10 CITYKOU
Local Security Authority (LSA), ax mnokazano y miBiii uwactuni puc. 1.2. Kpim
BUKOPUCTAHHS TapoJisi, KOPUCTYyBayl MOKYTh TaK0X MPEACTaBUTH CBOI1 OOIIKOBI JaHi,

BCTAaBHUBIIM CMApT-KapTy ad0 B3a€MOIIIOUYHU 3 O10METPUUYHUM MPUCTPOEM.

-

‘Q) Local Security Authority (LSA) :

S

Server

Service
- Kerberos
Winlogon ~ | L |

Negotiate
_|—> NTLM

o i il

Ln —> Other SSP *—"‘II
_ DC

Reglstw

Server

Pucynok 1.2 — Ornsin aBrenTudikaiiii B Active Directory.

[Tincucrema LSA Moke B3a€EMOISTH 3 BUIIAJICHUM JKEPETIOM aBTeHTH(IKaI1

(manpuxian, DC). Ile BinOyBaeThcs 4yepe3 MPOTOKOIBHUI PiBEHb, HA SIKOMY JOCTYI J0



pI3HUX TPOTOKOJIB aBTEeHTU(]IKAIT HAJaeThcs uepe3  IHTepdeilc mocTadaabHUKA
niaTpuMku 6e3neku (Security Support Provider, SSP). B OC Windows peamnizoBaHO
crannaptHuii HaOlp SSP aBTenTHdiKalii, 30kpema Negotiate, Kerberos, NTLM, Secure

channel 1 Digest.

[Ipotokon aBtreHTHdikaiii NT LAN Manager (NTLM) - mne cimeiicTBo
IIPOTOKOJIiB, pO3pobieHNX KoMmaHi€ero Microsoft 1y1st BukopuctanHus y cepeaouiii Win-
dows. Lli mpoToKoW NpU3HAYEH1 JIJIs 3a0€3MeUeHHs aBTeHTU(]IKaIli MK KJIII€EHTaMH Ta
cepBepaMH Ha OCHOBI MexaH13My 3anuTy/Bianoiai. NTLM po3BuBaBcs NpoTAroM BCi€i

ictopii OC Windows, a iioro notouna Bepcisi, NTLMv2 BukopuctoByeTbesa 3 Windows
2000. [11, 12]

[HTEepakTUBHUN BXiJl MOXe OyTH 1HILIMOBAHHM 32 JOMIOMOIOO JIOKAJTLHOTO a0o
JIOMEHHOT'O0 OOJIIKOBOTO 3amucy KOpHUCTyBada. JIOKadbHUMM OOJIKOBUMH 3alUCaMH
Kepye aucrneTrdep oO0JiKoBUX 3amuciB Oe3neku (Security Accounts Manager, SAM), i
BOHHU 30epiraroThcsi B 0a3i JaHUX PEECTPY Ha JIOKAIbHOMY Komm'torepi. JlokambHi
OOJIIKOBI 3alKCH - 11€ TUI OOJIIKOBUX 3aMKCIB 32 3aMOBYYBaHHSAM Ha komm'torepi Win-
dows, sxkmii He mnpuemHaHo g0 aomeHy AD. Ili  o0mikoBiI 3amucu J03BOJISIOTH
KOPUCTyBa4YaM OTPUMYBATH JOCTYT J0 JIOKAIBHUX PECYpPCiB, ajie HE € JOCTATHIMHU JIJIs

JIOCTYITY 1 BUKOPUCTaHHS PECYPCiB JJOMEHY.

OO0JiKOBI 3amMCH KOPUCTYBadiB JOMEHY 30epiraiothcsi B 0a3l manux AD Ha
KOHTpoJiepl JoMeHy. BXix 10 moMeHy Hajgae KOPUCTYyBadyeBl JOCTYI JO JIOKATBHUX 1
JOMEHHUX pecypciB. [[is ycmimHoro BXxoay B JOMEH MOTPiOHO, m00 1 KOpUCTYBay, 1
KOMIT'IOTep Maiu o0JikoBuii 3anuc B AD, a komm'totep OyB (13MYHO MiAKIIOYSHUN 10
Mepexi. Jlns aBTeHTH(]iKalii [TOMEHHUX OOJIIKOBUX 3alKCiB BUKOPUCTOBYETHCS

npotokoi Kerberos abo NTLM.

[Tporoxon Kerberos 3a0e3neuye Ounbiry Oesmeky, Hixk NTLM, i Tomy BiH €
KpaluM MPOTOKOJIOM s BUKopucTtanHs B jomeHi AD. Tum He menmr, NTLM Bce e
nigtpumyerbes. Kerberos 1 NTLM SSP  He mnOBHHHI BUKOPUCTOBYBATHCS

oe3mocepeIHbo, a uepe3 maker Oe3neku Negotiate, KU aBTOMATUYHO BHOWpAE MK



HUMH. 3a 3aMOBUyBaHHSIM BHOHMpaeThcsi Kerberos, SKIO TUIbKKM BIH HE MOXe OyTH

BUKOPUCTAHUN OJTHIEIO 3 CUCTEM, 110 OEpyTh ydacTh y mporieci aBrenTudikartii. [10]

[Ticast iHTEpaKTUBHOTO BXOAY B CHCTEMY BiOYBA€ThCS MEPEKEBHUM BXiJd, SIKUN
BUKOPHUCTOBYEThCS ISl MIATBEP/DKEHHA 1eHTUdIKALIl KOPUCTYBaya il MEpEKeBOi
CIIy0H, 0 sKOi BIH HaMaraeTbCsi OTpPUMATH JOCTYN. 3a3BUyail e BigOyBaeTbcA
HEMOMITHO [IJI1 KOPHICTyBada, OCKIIBKH TIIOBTOPHO  BUKOPHUCTOBYIOTHCS paHIIIe
BCTAaHOBJIEHI OOJiKOBI JaHl. TakuM YuHOM, 1HTerpoBaHa (yHKIIOHaIbHICTE SSO
3a0e3MevyyeThcsl 3a JOMOMOTOK  MiATpUMYBaHUX mporpam. Ha pwuc. 1.2 mokazano
COPOLIEHUH OIJIs[ ONUWCAaHUX  KOoHUenuid aBTeHTUdikauii. [IpoinrocTpoBaHo pi3HI
CIIeHapii BXOAY: a) JOKaIbHUI OOJIIKOBUI 3anmuc (CUHIHN NUIIX); 6) JOMEHHUM 00JI1KOBHI

3anuc 3 npotokoiamu NTLM (uepBonuit nuisix) i Kerberos (3enenuit nuisix).
1.3.1. IIporokon aBrenTUdikamii NTLM

Xoua aBteHTu®ikamisi NTLM 3aminena Ha Kerberos sk kpamuii mOpOoTOKOJ
aBTeHTU(DIKaIli MPOTOKOJ aBTeHTU(IKaIlli, BIH BCE II€ MIATPUMYETHCS 1 TOBHHEH
BUKOPUCTOBYBATUCS 7l aBTEHTH(QIKalli B aBTOHOMHHMX cHcTeMax abo CHCTeMax,
HaJaIITOBAHUX SIK wieHu poooyoi rpymnu [11]. Kpim Toro, aBrentudikamiss NTLM moxe
TaKO)X BUKOPHUCTOBYBATHUCS B CUTYyaIlisiX, koiu aBTeHTU(]ikamis Kerberos HemoxkiuBa,

HaIpPUKIIAJ, SKIIO:

e ojHa 31 cTopiH aBTeHTU(DiKarii He miarpumye Kerberos
® CcepBep HE MpUEAHAHO 0 JoMeHy AD
e apreHTH(]iKaLIsA Kerberos HanamroBana HenmpaBuiIbHO

e peaizallisa 6e3nocepenHbo BUOUpae Bukopuctanas NTLM

[Tpu NTLM-ayTtenTtudikariii cepBep pecypciB, 10 SKOTO 3I1HCHIOETHCS JOCTYII,
MOBMHEH BUKOHATH OJIHY 3 HACTYITHUX A1H JUIs IEPEBIPKU 1A€HTUYHOCTI KoMI'toTepa abo

KOpHCTYBaua, 10 3BEPTAETHCS JO HHOTO, B 3aJIEKHOCTI BiJ] CIIEHAPI0 aBTEHTU]IKAIIII:

1. 3BepHyTHCS 70 CIIy»)OM aBTEeHTH(]IKAIIll TOMEHY Ha CEpBEP1 PECypCiB, SKIIO

OOJIIKOBHIA 3a1HC, 10 aBTEHTU(IKYETHCS, € O0TIKOBUM 3alTCOM JJOMEHY. 2.



3HaiTH 00JIIKOBUH 3aIKC y JTOKaJbHIM 0a31 JaHUX 00J1KOBUX 3aUCIB, SKIIO
1I€ JIOKAJbHUHI 00JIIKOBUI 3aIluC.
2. 3HaiiTu 00MIKOBHI 3aKC y JTOKaJIbHIN 0a31 JaHUX 00JIIKOBUX 3aIHCIB, SKIIO

1€ JIOKAJIbHUI 00JIIKOBHUI 3aIlKC.

Ockinbku 1H(pOpMalis npo OOJIKOBI 3alKMCH JOMEHIB 30epiraerbcsi B ILIEHTPI
KEepYBaHHsI, JIUIIE [EHTP KePYBaHHsS MOXE NEpeBipUTH OOJIKOBI JaHI KOpHCTyBada Ta
3aBEPIIUTH MOCTIOBHICTh aBTeHTU(DiKaIi1. J[71s 11bOTo cepBep pecypciB BUKOPUCTOBYE
BimmaneHuii mpotokos Netlogon s 3B'SA3Ky 3 IEHTPOM KEPYBaHHS, SKUWA TaKOX
Ha3UBa€ThCS HACKPi3HO aBTeHTH(diKalie0 NTLM. [13] ABTrentudikaris NTLM moxe
BUKOPUCTOBYBATHUCS SIK 1]l Yac 1HTEPAKTUBHOIO, TaK 1 MiJ 4ac MEPEkKEBOro BXOIy B
cucreMmy. Huxde HaBeJeHO OMUC TUIOBOI MOCIIJIOBHOCTI aBTEHTHU(IKallli HA OCHOBI
nokymenTanii Microsoft [13, 14]. [lepenbauaeTscs, 1m0 KOPUCTYBad JIOMEHY OTPUMYE
JIOCTYII IO CIIyk0u Ha cepBepi pecypciB. [losicCHEHHS TIATBEPIKYETHCS CXEMOIO Ha PUC.

1.3.

(1) NEGOTIATE MESSAGE N

‘,Q 2 CHALLENGE MESSAGE |
»

(3)AUTHENTICATE MESSAGE

Client Server

Pucynox 1.3 — ABtentudikaiiist Ha ocHOBI TpoTokory NTLM.

1) KopucTyBaud BXOJUTh Ha KIIIEHTCHKY poOOYY CTaHIIi{O, BBOASYH iM'sl KOPUCTYyBayda
ta napoib. Kinient oouncmoe NTLM-xemn napodisi 1 BIIKUIa€ CIPaBKHIN MapoJib.
[I{o6 inimitoBaTH aBTeHTHU}IKAIIIO, KIIEHT Hajicuiiae cepBepy nosimomieHHss NE-

GOTIATE MESSAGE. Oxpim mapametpiB NTLM, 11e mOBiTOMICHHS MICTUTh



iM'st po0OOYOi CTaHIIT KJIi€eHTa Ta iM'ss 1oMeHYy. Ha OCHOB1 HajjaHOTO JIOMEHHOTO
IMEH1 cepBep BHU3HA4Ya€, Yd Ma€ KIIEHT MpaBO Ha JOKaJIbHYy ab0 JOMEHHY
aBTEHTH]IKAIIIIO.

2) CepBep TreHepye BHIIQJKOBE 4YHMCIO (nonce) i HaJICWIA€ HOro KIIEHTY B
CHALLENGE MESSAGE.

3) Kuient mmdpye BUKIKMK 3a gonoMororo xeiry mapoiss NTLM i naacuiae iioro B
AUTHENTICATE MESSAGE na cepsep. Lle moBiJoMiIeHHs TAKOK MICTHUTH iM's
KOpPHUCTyBada OOJIIKOBOTO 3amHCy JUIsl aBTEHTH}IKAIMIl Ta iM'ss poOodoi cTaHImil
KJIIEHTA.

4) CepBep mepecuiae oTpuMaHy BianoBigp Ha DC, BKIIOYAIOYM BUKIIUK, paHillle
HajgicnaHuil kiienTty, y Burisal nosigomiieHHs NETLOGON NETWORK INFO.

5) KoHTposep IOMEHYy BHKOPHCTOBYE IM'sl KOpPHCTyBada JUIsi OTPUMAHHS XeIly
napoJyisi KopuctyBada 3 0asu nanux AD. Bin BukopucToBye 1ed xemr s
mudpyBaHHS 3aMUTy 1 TMOPIBHIOE HOTrO 3 BIANOBIAAIO KilieHTa. Pesynbrar
noBepTaeTrhest B moBimomieHHi NETLOGON VALIDATION SAM INFO4 na
cepBep. SKIIo nepeBipka mpouiiia yCriiHo, TOBIJOMJICHHS MICTUTh CepTU(IKaT
npuBiaeiioBaHoro o6iikoBoro 3amucy kopuctyBadya (PAC) 3 manumm s

aBTopu3ailii. [licis uboro cepsep MoXke NPUNHSATH PILIEHHS PO aBTOPHU3AIIIO.

1.3.2 IIporokon aBrenTudikauii Kerberos

Kerberos — e mpoTokour, sikuii 3a0e3nedye Oe3neyHy B3a€MHY aBTCHTU(IKAIIiIO
JOBIPEHUX OC10, M0 CHIIKYIOThCS uepe3 HeHaAiiiHy Mepexy. [Iporokxon Kerberos Oys
po3pobieHuit B MaccauyceTchbKOMY TEXHOJOTIUHOMY 1HCTUTYTI AJi poekTy Athena 1
croyaTtky ©Oa3yBaBCs Ha TMPOTOKOJI  aBTeHTHU(IKAIi Hinxema-lIpenepa 3
Mo dikamisamMu, 3amnpornoHoBanuMu JlenHiaroM i Cakko. OJHIEIO 3 TOJOBHUX IIepeBar
npotokoity Kerberos € Te, 110 BiH 3a0e3neuye ¢yHkmioHanbHICTh SSO. CyuacHa Bepcis

Kerberos v5 onucana 8 RFC 4120, sxuit 3aminus konumsiin RFC 1510. [15, 16]



Microsoft Bkimoumna Kerberos v5 B Windows 2000 (na ocnoi RFC 1510) 3
metoro 3amiau aBTeHTH(}iKamii NTLM B momenax AD. Y 2006 porii mpoTokosn 0yiio
oHoByeHo BiamoBigHO 10 RFC 4120. Peanizamis Kerberos Big Microsoft BHOCHTB AesiKi
BIJIMIHHOCTI Ta JOJATKOBY (YHKIIIOHAIBHICTh 3a Mexkamu crenudikaiii RFC,
BKJIFOYAIOYM aBTOpH3aIlilo, 1HIIY peamizamniro iHTepdeiicy SSP abo HEOOOB'SI3KOBY

nepeBipky PAC. [15, 17]
[TpoTtoxon Kerberos cknamgaeTsbes 3 TpbOX MiAMPOTOKOJIIB 200 OOMIHIB:

e OOMiH coyx0010 aBTeHTH(DiKarii (Authentication Service, AS).
e (OOwMmiH ciyx00t0 Bugaui kBUTKIB (TGS).

e OOMIH MIXK KIJIIEHTOM 1 CEPBEPOM.

VY peamizamii Microsoft Ilentp posnoainy kmouiB (KDC) peanizoBanuii sk
JIOMEHHa CTy0a, BCTAaHOBJIEHA HA KOHTPOJIEP1 IOMEHY, sika BUKOPUCTOBYE AD sk Gazy
JaHUX OOJIIKOBUX 3alKCIB 1 BUKOHYE JB1 cepBicH ¢yHkiii: Ciyxba aBreHTudikaii ta
Cny:x0a Buayi kBUTKIB. Takum unHOM, 0OMiH AS 1 TGS Bin0OyBaeThCS M1k KIIEHTOM 1
IIEHTPOM PO3MOJILTY KJIOUiB, SIK TOKa3aHo Ha puc. 1.4. OOMiH AS 3a3Bu4aii Bi10yBaeThCs
Ha [M0YaTKy CEAHCYy BXOJIy B CUCTEMY, HaNpUKIIaj, Koiu ciyx0a LSA nepeBipsie momeHH1
OOJIIKOB1 JaHl KOpHUCTyBaya IiJi 4Yac I1HTEPAKTUBHOIO BXOAYy B cucreMy. OKpim
aBTeHTU(DIKaIlli camoro cede, KIEHTY MOTpiOHO oTpumaT obmikoBi aani aa TGS, ski
3roloM OyIyTh BHUKOPHCTOBYBAaTUMYTHCS JJsi BXOAY B MEPEKY, KOIH KIIEHT

3aMMTYBATUME JIOCTYI JO IHILIUX CEPBEPIB.
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Pucynok 1.4 — ABteHTudikaiis Ha 0ocHOBI TpoTokoiy Kerberos.

ETanu aBrenTudikaii 3a mpotokosiom Kerberos:

1)

2)

Kmient naacunae AS REQ moBimomnenas 10 AS wa KDC. Ile moBigoMieHHs
MICTUTD iieHTH(IKaTOp KiieHTa, TGS 1 naHi monepeaHboi aBTeHTH(IKAII, K1 €
MITKOIO 4acy, 3alruppoBaHOIO 3a IOMOMOTOI TOJIOBHOTO KJII0Ua, OTPUMAHOTO 3
MapoJisi BX0ly KOPUCTyBaya.

Kmient naacunae AS REQ mosimomnenns 1o AS nwa KDC. Ile moBigomiieHHS
MICTUTH 11eHTHdIKaTOp KIiieHTa, TGS 1 naHi monepeaHbo1 aBTeHTUDIKAILIl1, SKi €
MITKOIO 4acy, 3amu(poBaHOIO 3a JOMOMOTOI0 TOJIOBHOTO KIII0Ya, OTPUMAHOTO 3
TIapoJis BXOIy KOPUCTYyBada. CEaHCY BXOJY B CUCTEMY Y JIBOX KOTISAX, OHA 3 TKUX
3amM@poBaHa TOJIOBHMM KJIIOYEM KOpPUCTyBada, a iHIma BOymoBaHa B Ticket-
Granting Ticket (TGT) pasom 3 ganumu aBropu3aiii. Cam TGT 3ammdpoBanmii
BJIacCHUM roIoBHMM KiatoueM KDC, oTpuMaHuM Bij WOTO MPUHITUAITY OC3IEKH -

o6mikoBoro 3anucy KRBTGT. CtBopeHi 001KOB1 1aHi HAICUIIAIOTHCST KITIEHTY B



noBiomiieHHi AS REP. Knient Butarye TGT 1 ceancoBuii kirou 1 36epirae ix y

CBOEMY KeIIi.

[Ticnst oominy AS xiient orpumye TGT, sikuii BiH MOke BUKOPHCTOBYBATH ISl TOTO,

106 3ampocuty aBiakBuTok B KDC g noctymy o neBHoi nociuyru. Lle BinOyBaeThcs

npu oomiHi TGS. TGT € 6araropa3zoBuM 1 3a 3aMOBUYBaHHSIM BTpayae UYUHHICTH Yepe3

10 rogun, miciisgs doro ioro MoxkHa noHoBHTH. TGT mictute PAC, skuii MICTHTH

iH(dopMarllito mpo Bci rpynu Oe3nekd, B SKUX KopuctyBauy € wieHoMm. TGT

3amudpoBanui 1 mignucanuii 06aikoBuM 3anmrucomM KRBTGT, tomy Tinbku KDC moxe

po3mM$ppyBaTH KOro 1 MpoUnTaTu AaHi. [18]

3)

4)

Kmient maacunae noimomiiendass TGS REQ go KDC. 1le moBiioMIIeHHS MICTHTh
11eHTU(IKATOp 3aMUTYyBAaHOTO CEPBICY, IMOBIIOMIICHHS aBTeHTU(DIKaTOpA,
3amur@poBaHe 3a JONOMOIOI0 KIIF0Ya CEaHCy BXOAYy KopucTyBaua, 1 TGT.

KDC posmmdporye TGT 3a 10momMoror CBOro CEKpETHOrO KII04a 1 BHUTATYE
KIIOY  CeaHCy BXOJy KOpPUCTyBaua. BUTATHYTHI  CEaHCOBUH  KIIIOY
BUKOPUCTOBYETHCS JIUISl po31IM(pyBaHHS NOBIAOMIICHHS aBTeHTU]iKaTopa. Ko
MOBIIOMJICHHST TIpoxoauTh miepeBipky, KDC Buramye ceaHcoBuil Kitod s
KOpPHUCTYBaua, SIKUM BiH MOK€ MOAUIUTHCS 3 LUIbOBOIO ciyxk0010. KDC mudpye
OJIHYy KONIIO0 KJI0Ya CEaHCy CIYy»XOM 3a JOMOMOIOI0 KI0Ya CEaHCy BXOIy
KopucTyBaua. [Hi1a xomist BOy10By€ThCsl B KBUTOK HagaHHs nocnyr (SGT) pazom
3 JaHUMHU aBTOpH3allli KOPUCTYBaya 1 WUQPYETHCS TOJIOBHUM KIIFOYEM CEPBICY.
KDC Bignosinae xiienty mosimomiieHHsM TGS REP. Kmienat Butarye SGT 3
HOTO MOBIJOMIJICHHS, PO3LIIM(POBYE KIIIOU CEAHCY CIIYKOH 3a JOMOMOT0I0 CBOI'O

KJIF04a CeaHCy BXOJy 1 30epirae 111 00JIIKOB1 JlaH1 Y CBOEMY KeIli.

ko oomia TGS mpoHmoB yemmHao, KiieHT otpumye SGT, KUl BIH IIpEa'aBiIse
101 P y ) puMy ) pen

JUISL TOTTYCKY JI0 CEpBICY B KJIIEHT-CEPBEPHOMY OOMIHI.

5)

Knient nancunae mosimominenHss AP REQ nHa cepBep, Ha sKOMy pO3MIIIEHO
UIbOBUM cepBic. [1oBiTOMIEHHS MICTUTh aBTEHTU(DIKATOP, 3amIudpoBaHU 3a

JOTIOMOTOI0  KJitoua  ceaHcy ciyxom, orpumanoro Bim KDC, SGT nns



BUKOPHUCTAHHS 31 CIIyX)0010, 1 Mpamopellb, KU BKa3zy€e, YU 3aMUTyE KIIEHT
B3a€MHY aBTeHTU(]IKaIliI0 (HEOOOB'sI3KOBO).

6) Cepsep po3mmppoBy€e KBUTOK, BUTATYE 1H()OPMAITIFO TIPO WICHCTBO KOPHCTyBada
B I'pyIi, KJIFOY CEaHCY 1 BUKOPHCTOBYE HOTO JjIsl OIIHKK aBTeHTHU(dikaTopa. Ha
IIOMY €Talll CepBEp Ma€ MOCTATHHO 1HOpMaIli, 00 MPUIHATH PIIIEHHS PO
aBTopu3arito. Skmo Oyna 3amuraHa B3aeMHa aBTeHTH(IKAIlIA, CEpBEP
BUKOPHCTOBYE KIIIOU CEaHcy s MmuGpPyBaHHS dYacy 3 TOBIJOMIICHHS

aBTEHTH(]IKaTOpa KOpPUCTyBaya 1 moBepTae pe3ynbrar y nosimomieHHi AP REP.

[1ix yac 0OMiHY MIK KJIIEHTOM 1 CEPBEPOM CEPBEP MOKE OMIIOHAIBHO MEepecIaTH
PAC, poziopanuit SGT, no DC y mnosigomnienni KERB VERIFY PAC, mo6
NEPEBIPUTH NPABUIBHICTh MPEACTABICHOI IPYIOBOI MPUHAIEKHOCTI KOPUCTYBaya.
DC nepeBipsie mianuc i nmoBepTae pe3yibTaT Ha CEpBEp Y BUIVIAL KOAY CTaTycCy
BigmaneHoro Bukiuky mpouenypu (RPC). Ilicas uporo Kimi€eHTY HaACHIIA€THCA

noBigomiieHas AP REP.

VY nosigomiienni TGS REQ (kpok 3 Buille) KIIEHT 3aMUTY€E TOCTYI O MEBHOTO
exzemIusipa ciyx6u. B Active Directory ex3emmuisipy cnyk0 yHIKaJIbHO
1IEHTU(IKYIOTHCS 32 JOMOMOIOK0 OCHOBHHX 1MeH ciy0 (Service Principal Names,
SPN). Ilepin Hixk eK3eMIUTSp CIIy>kOM MOKHa BUKOPUCTOBYBATH 3 aBTCHTH(IKAIIIEIO
Kerberos, itoro SPN mae Oyt 3apeecTtpoBaHo B 00'€KTi 00JIIKOBOTO 3amuCy, SIKAN
EK3EMILISP CIyKOM BUKOPHUCTOBYE g BXxoay B cuctemy. /lane SPN moxe Oytu

3apeeCTPOBAHE JIUIIIE 3 OJTHUM OOJIKOBUM 3amucoM. [19]

SPN mae HactynmHu#t popmar: <svc_ kiac>/<xoct>[:<mopt [/<svc_im's>]]. Tlepmri
JIBa KOMIIOHEHTH € OOOB'SI3KOBUMH. <svC class> - 1ie psanok, skuii iaeHTudikye
3arajbHUM Kiac ciaykOu. ICHyI0Th 3arajabHOBIZOMI Ha3BU KjaciB cepsiciB [20], ane
IM's TAKOXK MOXe OyTH TOBUIBHUM PAIKOM, YHIKAJIBHUM Ui TUITY cepBicy. <host> -
e iM'ss KoMI'toTepa, Ha SIKOMY 3alylleHO CIYy>KO0y, 3a3BUYail 1AEHTU(IKY€eTbCS 3a
nonoMororo moBHOro gomeHHoro iMeHi (FQDN). Homep mnoprty MOX€E
BUKOPHUCTOBYBATHUCS JJIs pO3PI3HEHHS JEKITbKOX €K3eMILISIPIB OJTHOTO KIIACy CITYKOH

Ha oaHOoMy KoMmm'ioTepi. HapemTi, <svc name> BHUKOPUCTOBYETbCS  Jis



pertikoBaHux ciyk0. Ilpuknagamu SPN nmis cnuibHHX Ciloyk0 MOXYTh OyTH
MSSQLSvcVdbmain[.]testx[.]local[:]1433 ab6o SERV4X\Vserverl[.]testx[.]local[.]
[19]

1.4. Ornsan atak Ha Active Directory
1.4.1 Kerberoasting

Kerberoasting - e TexHika aTaku Imicjs €KCILIyaTallii, ska HaMara€TbCsi OTPUMATH
Xell mapoJjsi 00JikoBoro 3amucy Active Directory, mo mae Service Principal Name.
V Takiil araii aBTeHTU(PIKOBaHUN KOPUCTYBay IOMEHY 3anuTye KBUTOK Kerberos s
SPN. Orpumanuii Kerberos-kButok mm@pyerscs xeuem naposis 00JI1KOBOr0 3alucy
ciryx0u, noB's3aHoro 3 SPN. I1oTiM 3I0BMUCHHUK NpallO€ B aBTOHOMHOMY PEXHUMI,
mo0 37amMaTH Xenl MapoJii, 4YacTO  BHKOPUCTOBYIOUHM METOAU TpyOoi Cuim.
OTpuMaBIIM BIAKPUTI TEKCTOBI OOJIKOBI JIaHi CIy>KOOBOTO OOJIIKOBOIO 3aIlHCY,
3JIOBMUCHHUK MO€ BUJATH ce0€ 3a BIACHHKA OOJIIKOBOrO 3alHCy Ta YCIAJIKyBaTu
JOCTYyN 10 OyJib-IKUX CHCTEM, aKTUBIB a00 Mepexk, HaJaHUX CKOMIIPOMETOBAHOMY
oOmikoBoMy 3amucy. B meBHux momentax artaky Kerberoasting ckinamgHo BUSBHTH,
TOMY IO JAESKI 13 TpaJAULIMHMX IHCTPYMEHTIB 1 pilleHb i KiOepOe3neku He
MpU3HAYEH1 1JI1 MOHITOPUHTY a00 aHalli3y MOBEAIHKM Ta AKTUBHOCTI aBTOPHU30BAHUX

KOPHUCTYBaYiB.

3JI0BMUCHUKY JIOKJIAJIAI0Th YMMAJIO 3YCUJIb, 100 OTPUMATH JOCTYM JO OOJIKOBUX
JAaHUX KOPHCTyBaya 3a JONIOMOTOI0 TakKuX MeTojiB, sk Kerberoasting, OCKIIbKH
MO>KJIMBICTh BHJIaBaTH ceO€ 3a JIETITUMHOTO KOPUCTYBaya J0MOMarae 3J0BMUCHUKY
YHUKHYTH BUSIBJICHHSI Ta MPOCYBATUCH Bee nai. [1icis BukpaneHHs: o0JiKOBUX JaHUX
3JIOBMUCHUK OTPUMYE JOCTYI IO OyJb-SKOi CUCTEMH, CIIy)OU ab0 Mepexi, Ha Ky
Mae mpaBo Iied oOmikoBui 3amuc. JlOCBiYEHI 3JI0BMUCHHUKH TaKOX  MOXYTh
cpoOyBaTH MIABUIIUTH TPUBLIET CBOTO OOJIKOBOTO 3aMHCy 1 MPOCYBATHUCS IO
Mepexi, 30Mparoun OOJIKOBI JaHI IHIIMX OOJIKOBUX 3alliCiB, BCTAHOBIIIOIOYH

OeKI0pH JI OAATBIIOTO TPUBAJIOTO IOCTYITY 1 BUKPAJAAtOUH JIaHI HA [IbOMY MUISAXY.



Ataku kerberoasting BHKOPHCTOBYIOTh KOMOIHAIlIIO CIA0KMX METOAIB  IU(-

pyBaHHA Ta MpocTUX ab0 HU3bKO CKIaAHMX mapodiB. Lli aTaku 3a3Buuaii BinOyBa-

IOTBHCH 3a HACTYITHOIO CXCMOIO!:

1.
2.

Cy0'exT 3arpo3u KOMIIPOMETY€E OOIKOBUH 3aIMC KOPUCTyBada IOMEHY.
3/I0BMUCHUK BUKOPHCTOBYE KOHTEKCT KOPUCTyBadya JOMEHY MJisi 3aIluTy
KBHUTKa ciyx0u Kerberos y ciayx6i Bunaui kButkiB (TGS) 3a momomororo
TakuX 1HCTpyMeHTiB, sik Rubeus Bim GhostPack abo GetUserSPNs.py Bijg
SecureAuth Corporation.

3JI0BMUCHHK OTPUMY€ KBUTOK BiJ LIEHTPY po3noaury kitouiB Kerberos
(KDC). KBuTok 3ammdppoBaHuii XeIIOBaHOIO BEPCIEIO Mapoiis 00JI1KOBOIO
3aIucy.

3JIOBMHUCHHUK 3aXO0IUTI0€ KBUTOK Ha TGS 1 BUBoaMTH Moro B odiaiiH. 5. 3110-
BMHCHHMK HAMAra€eThCs 31aMaTH Xetl 00mikoBux Janux SPN, o0 oTpumaTtu
BIJIKDUTHI MTAPOJIb OOIIKOBOTO 3alUCY CITYy>KOU, BHUKOPHUCTOBYIOUM METOAU
rpy06oi cuim abo Taki iHCTpyMeHTH, sk Hashcat a6o JohnTheRipper.
Maroun Ha pykax maposib Ciy’k00BOro 00JIIKOBOTO 3aIucy, 3J0OBMHUCHUK
HaMara€eThCcsl aBTOPU3YBATUCS M1JI LIUM OOJIIKOBHM 3alUCOM 1 OTPUMYE J10-
CTYT 10 OyIb-SIKO1 CITy>KOH, Mepexi ab0 CUCTeMH, TIOB'SI3aHOT 31 CKOMIIPO-
METOBaHUM OOJIIKOBUM 3aITUCOM.

[Ticns mbOTO 3TOBMHCHUK MOJKE BHKPACTH JIaHi, MABUIIUATH MpHBLIET a0bo
BCTAaHOBUTU OEKIOpU B Mepexi, mo0 3abe3rneyuTu cobl AOCTyn y Mak-

OyTHBOMY.

Bapto po3ymitu, mo s mpoBefeHHs ataku Kerberoasting He moTpiOeH

OOJIIKOBMIA 3aIlyC aJMiHICTpAaTOpa AOMEHY a00 OOJIKOBHIA 3arucC 3 IiJIBHIIEC-

HUMU npuBiLiesmu. Hacnpasai, Oyab-sikuid 00J11IKOBUH 3allic KOPUCTYyBayva J10-

MEHY MOXe OYyTH BUKOPUCTaHHH B I[bOMY THIIl aTaKH, OCKUIbKUA OyAb-sIKUH

OOJIKOBHUI 3amuC MOKE€ 3alMUTyBaTh KBUTKM Ha oOciyroByBaHHA Big TGS.

Kerberoasting Bumarae, 1mo0 3JI0BMUCHUK MaB JIOCTYM 10 00JIIKOBOTO 3aIUCy

KopucTyBaua /i 3anuTy KBUTKIB 3 KDC. Leit noctyn moxe Oyt oTpuMaHuii



PI3HUMH METOJIaMH, TAKUMH SIK COIlllaJIbHA 1HXEHEepis, IIKIJIUBE IPOTrpaMHe
3a0e3neyeHHst a00 HaBITh KyMiBJIsl OOJIIKOBHX JAaHUX KOPUCTYyBada B TEMHOMY

IHTEpHETI.

Bapro po3ymité mo mns npoBeneHHs ataku Kerberoasting He moTpibeH
OOJIIKOBUI 3amyc aJMiHICTpaTopa JAOMEHYy abo OOJIKOBHHM 3amuc 3 TJIBUIICHUMHU
npusiiesmu. HacripaBai, Oy1b-skuii 00JI1KOBHUII 3aiC KOPUCTyBavya JOMEHY MOXe OyTH
BUKOPUCTAHWUN B IIbOMY THITI aTaKWh, OCKUIBKH Oyb-SKHUH OOJIKOBUH 3allUC MOXKE
3anmuTyBaTH KBUTKM Ha oOcmyroByBaHHa Big TGS.Kerberoasting Bumarae, 1100
3JIOBMHUCHHUK MaB JIOCTYII 10 OOJIIKOBOTO 3alKCy KOPUCTyBaya JIsl 3allUTy KBUTKIB 3
KDC. Ileit noctyn Moxke OyTH OTpUMAaHHUM PI3HUMH METOJaMHU, TAKUMHU SIK COIliaibHa
1HXKEHEPisl, WIKIJJIMBE NpOrpaMHe 3a0e3MeueHHs a00 HaBITh KyIIBJIA OOJIIKOBUX JaHUX
KOpPUCTYBa4a B TEMHOMY 1HTEpHETI. 3a3BUYall HE MepeBipsi€, YU Ma€ KOPUCTYBAY J0O3BLI
Ha JIOCTyn 70 1€l cimyxom. Cmyx0a cama mepeBipsi€ MpaBa JOCTYITy, IO CTBOPIOE

Ja31BKY, 32 JOMOMOTOI0 IKOI MOXHA 31MCHUTH O(IIaiiH-aTaKy.

Halikpaii npakTuky, 1mo0 3amoOirtd 3arposi s BChOTO JIOMEHY B SKOCTI

cTpaTerii MOM'SKIIICHHS HACIIIKIB:

" [IepEKOHATHUCS, IO BCi CIy>XO0B1 OOJIKOBI 3allMCH MAarOTh JOBT1, CKJIAJIHI
napouti (Oubie 25).

" peryjsapHO 3MIHIOBaTH Tapoyi  CIy)KOOBHX  OOJIIKOBHUX  3aIluCIB
(moHaliMeHIIe pas Ha pikK).

" BHUKOPUCTOBYBATH CIY>KOOBI OOJIIKOBI 3allUCU 3 TPYHNOBUM KEpyBaHHAM
(gMSA), saxi 3a0e3neuyloTh KEpyBaHHS MApOJSIMH Ta YCyBalOTh
HEOOXIHICTh JIs aJIMIHICTpaTopa BPYyUHY KepyBaTHU OOJIIKOBUMHU JAHUMHU
KOXKHOT'O CITy’KOOBOTO 00JIIKOBOTO 3aIHUCYy .

= MITRE ATT&CK TakoXX peKOMEHIy€ BHKOPHUCTOBYBATU IIM(PPYyBaHHS
AES Kerberos (abo iHImMNA HaaIWHUNA anropuT™M MU@PYBaHHS) 3aMICTh
RC4, mo yckiaaHio€ 3JI0BMUCHUKAM 3JI0M XEIIiB B ABTOHOMHOMY PEXKHMI.
VBimMkHyTH TUn mm@pyBanas AES 128/256-0it 3a 1onomMororo nparnopiiin

Ha Bkiaam "OO0aikoBui 3amuc".



1.4.2 Araxa password spraying

B ocHoBi arakm password spraying("posnmuiieHHS ~TapodiB")  JCKHUTH
BUKOPHUCTAHHS 3JI0BMHUCHUKOM OJIHOTO 3arajbHOro MapoJisi JUisl KUIBKOX OOJIIKOBHX
3aMuciB B OTHOMY J0oAaTKy. Lle m03Bosie YHUKHYTH OJIOKYBaHHSI OOJIKOBOTO 3aIlucCy,
sIK€ 3a3BUYail BiIOyBa€ThCs, KOJIU 3JIOBMUCHUK BUKOPUCTOBYE aTaky rpy0oi cuiaM Ha
oIUH OOJIIKOBUM 3amuc, mnepebuparouu OaraTto mapoiiB. Po3moporneHHs — mapoiiB
0c005MBO €()eKTUBHE MPOTHU KOMIIaHI|, K1 OEpyTh y4acTh y CHUIBHOMY BHUKOPHCTaHHI
napoiiB. ATaka BIJOYBAa€TbCs Yy JBa €Talld: 3JOBMHCHHUK OTPUMYE CIHCOK I1MEH
KOPHUCTYBauiB, a MOTIM HAMAraeTbcs yBIWTH 1] IMMHU IMEHAMH, BUKOPHUCTOBYIOUYHU OJIUH
1 TOH caMHil MapoJib. 3JI0OBMUCHUK MOBTOPIOE MPOLEC 3 HOBUMHU MAPOJISIMHU, JOKU HE

3J1aMa€ CUCTEMY aBTEHTHU(IKAIT 1 HE OTPUMAE JOCTYN 10 OOJIIKOBUX 3aIUCIB 1 CUCTEM.

Password spraying - 1ie aTaka rpy0oi CHJIH, sSIKa BiIPI3HAETHCS BiJ TPATUIIIHHAX
aTak Tpy0Oi CHJIH, SIKI HAMararoThCsS BrajaTH MapoJib JJIs OJHOTO OOJIIKOBOTO 3aITUCy.
OpHak BOHA BCE I11€ BUKOPUCTOBYE METOJ MAaCOBUX CHPOO 1 MOMMIIOK, SIKUM BU3HAYAE
aTaky rpy0oi cmim. ATaka METOAOM PO3MIJICHHS MapoJiB BBAXKAETHCS TPYOOIO CHIIOHO,

OCK1JIbKH BOHA M1A0MpaE MapoJii 10 YUCIAECHHUX OOJIIKOBUX 3aIUCIB, IOKHU HE 3Hale 301r.
O3Haku aTaku PO3MUICHHS MapoJIiB BKIIOYAIOTH B c€0€ HACTYIIHI:

" BHUCOKHI 0OCST aKTUBHOCTI BXOJIy B CUCTEMY 32 KOPOTKHUM MEPIOI.
" CIUIECK HEBJAJMX CIPoO BXOAY BiJl aKTUBHUX KOPUCTYBAYiB.

" BXOJY 3 HEICHYIOUHMX 200 HEAKTUBHUX AKAYHTIB.

Takox password spraying MO»e 3a4e€lUTH KUIbKa piBHIB Oi13HECYy. ATaka MOXe
OyTu cripsMoBaHa Ha OOJIIKOBI 3allMCU KJIEHTIB, 00 BUKOPUCTOBYBATH IXHIO 1H(HOP-
Mallo JIJIsl 3aII0BHEHHS 00JIIKOBUX JAHUX HA IHIIUX cailTax. ATaka MOke OyTH BUKOPH-
CTaHO ISl IPOHUKHEHHS B OOJIIKOBHI 3aMKC HOBOTO MpalliBHUKA. 3JIOBMUCHUKUA MOXYThb
cripoOyBaTH MiABUIIUTH MPUB1IIET, BAKOPUCTOBYIOYM BHKPAJICHI O0IKOBI AaHi, 100 OT-
pUMaTH OLIBIINN AOCTYI 10 KOHDIACHIIMHUX JaHUX. Y CHIIIHA aTaka pO3MUJICHHS Ta-

pOJIIB pOOUTH KEPTBY OLTBII BPa3aMBOIO 10 PI3HOMaHITHUX MalOYTHIX aTak.



Jlns MiHiIMI3aIliT pU3HKIB aTaku password spraying moTpioHo:

" BOPOBAKCHHS HAIMHHUX MMapOJIiB
"  BIJCTIAKOBYBATH BXiJ Y CUCTEMY

" KOHTPOJIOBATH MOJITHKU OJIOKYBaHHS
1.4.3 Artaka Golden Ticket

Golden Ticket ("300THif KBUTOK') — 11 aTaka, IiJl 4ac SKO1 3JJOBMUCHHK Hama-
ra€TbCsi OTPUMATU Maibhke HEOOMEXEHUH TOCTYI JI0 JOMEHY OopraHizaiii (IpuUCTpOiB,
(aiisiB, KOHTPOJEPIB JOMEHY TOIIO) HUITXOM JIOCTYNy /10 JaHUX KOPHUCTYBadyiB, IO
30epiratotbesa B Microsoft Active Directory (AD). Bona BukopucToBye ciiabki Micls B

npoTokoi aBTeHTU(IKamii ocoducrocti Kerberos,

KWW BUKOPUCTOBYETHCS JUIsl AOCTyNy 10 AD, 1110 703BOJISIE 3TOBMUCHUKY OOIUTH 3BU-
yaitHy aBTeHTUdiKaiio. OCKIIbKHA BCe O1IbIIe KOMITaHii MepexoIaTh Ha XMapHI TEXHO-
JIOT1i Ta BIIJAJICHUM PEXUM poOOTH, MOBEPXHS aTaKd BUMIILIA 33 MEX1 TPaAHUIIHOTO
NEPUMETPY, OCKUIbKU CHIBPOOITHUKU BXOJSATh B CUCTEMHU KOMIaHIi, BUKOPUCTOBYIOUH
BJIACHI MPUCTPOi Ta Mepexi. Lle, B cBOO uepry, 30UIBIINIO PU3UK TOTO, IO 3JIOBMU-
CHHUKH 3MOXXYTh TPOHUKHYTH B MEPEKY 1 BAKOPUCTATH aTaKy 30J0TOTO KBUTKA JJISl OT-

pUMaHHS JOCTYITY.

Ataku Golden Ticket nmepemmiTatoThes 3 IHCTPYMEHTOM 3 BIIKPUTUM BUXITHUM
kogoM Mimikatz, sikuii 6yB ctBopeHuit y 2011 pori ans aemMoHcTpallli HEIOMIKIB
Microsoft Windows. Bin BuTsirye oOiKkoBI JaHi, Taki K IMEHa KOPHUCTYBayiB, Mapoii,
xemni Ta kBUTkU Kerberos. Ataka Golden Ticket orpumana Taky Ha3By TOMY, IIIO BOHA
BUKOPUCTOBYE BpPA3IMBICTh B MPOTOKOJ ayTeHTH(]ikamii Kerberos. Sk 1 B kHU31 Ta
¢dinpMi "Yapii 1 mokonagHa gadbpuka', 3B1IKM 1 MOXOIUTh Ha3Ba, aTaka sBJisL€ COOO0I0
"30710THII KBUTOK", SIKMI JTO3BOJISIE HEOOMEXKEHHUI JOCTYI, aje 3aMICTh I[yKepHi, 10
00pe OXOPOHSETHCS, BOHA J03BOJISIE 00IWTH KiOepOe3eKy KoMMaHii Ta OTpUMAaTH J0-
CTYTI 10 11 pecypciB, (haiisiiB, KOMI'IOTEPIB Ta KOHTPOJIEPIB JOMEHIB. Sk IpaBuiio, aBTCH-
tudikaitis Kerberos BHKOpUCTOBYE LEHTP PO3MOILTY KITFOUIB JIJIsl 3aXUCTY Ta MEPEBIPKU

ocobu kopucTyBaya. Mera 11i€i  CUCTEMHU TOJIATAE B TOMY, I0O YCYHYTH HEOOXITHICTh



Oaratopa3oBuX 3aMUTIB OOJIIKOBUX JAHUX Y KOPUCTYyBaya, a 3aMiCTh I[bOTO MEPEBIPUTH
0c0o0y KOpUCTyBaua 1 MPU3HAYUTH HOMY KBUTOK JJISl IOCTYITY. Y PO3MOILILUOMY HIEHTPI
€ cepep Bumaui kBHUTKIB (TGS), skuii 3'€nHye KOpUCTyBada 3 CEpBEpPOM OOCITYyro-
ByBaHHs. baza nanux Kerberos MicTuTh mapouii BCix nepeBipeHux KopucTtyBaui. CepBep
aBTeHTH(]iKaIlli, a00 AS, BUKOHY€ IEpBHHHY aBTEHTH(}IKaIlil0 KopucTyBada. JAkmo AS
MPOMIIOB TMepeBipKy, kopuctyBau otpumye Kerberos Ticket Grant Ticket, abo TGT,

SAKUN € TOKa30M aBTCHTHQIKAIIIT.
1.4.4 Pass-the-hash

Pass the hash (PtH) - e Tun ataku, npu SKOMY 3JIOBMUCHHUK BUKPAJa€ XeIIOBaHi
OOJIIKOBI JJaH1 KOPUCTYBay4a 1 BAKOPUCTOBYE X JIsl CTBOPEHHS HOBOTO CEaHCY KOPHUCTY-
Baua B TiH ke Mepexki. Ha BiIMiHY BiJI IHIITUX aTakK Ha KPAJIDKKy OOJIIKOBUX JIaHUX, aTaKa
pass the hash He BUMarae Bij 37J0BMUCHUKA 3HAHHA a00 370MY MMApOJIsl AJI1 OTPUMAHHS
JIOCTYITY 10 CUCTEMHU. 3aMICTh IILOTO BIH BHKOPUCTOBYE 30€pEKEHY BEPCIIO MAPOJIS IS

1HIIIFOBaHHS HOBOTO CEaHCY.

Xem-napoJb - 1€ OIHOCTOPOHHS MaTeMaThiHa (QYHKIIIS, sSIKa TIEPETBOPIOE TapOJIh
KOPHUCTYBayda Ha PSIIOK TEKCTY, TKHA HEMOYKIUBO 3MIHUTH a00 po3mudpyBaTH, oo po3-
KPHUTH CTIPaBKHIN maposb. [IpocTimie kaxkydu, maposai 30epiratoTbes He y BUTIISIIL TEKCTY

ab0 CMMBOJIIB, @ Yy BUIJIS[[l HEBUPA3HUX XE€IIl CUMBOJIB.

Ock1JIbKH Bce Olbllie opraHi3aliil BAKOPUCTOBYIOTh TEXHOJIOTIIO €MHOTO BXOIY
(SSO), mo6 3abe3neunTH BigjgajgeHy poOOTY CHIBPOOITHHMKIB 1 3MEHIIUTH TEPTHA Y
B32€EMO/IIT 3 KOPUCTyBayaMu, 3JIOBMUCHUKH YCBIJIOMUJIM BPA3IUBICTh 30€pEKEHUX Ta-
poJIiB 1 OOJIIKOBUX JTAHUX KOPUCTYBadiB. ATakM Ha OCHOBI 1J€HTU(IKAUIAHUX JaHUX,
Taki sk araku PtH, Konm 370BMUCHUKH BUAAIOTH ce0€ 3a JIETITUMHUX KOPUCTYBadiB,
0COOJIMBO BaXKKO BUSIBUTH, OCKUIbKY OUTBIIICTh TPAJULIMHUX PIILIEHb 3 KIOepOe3neKu He
MOKYTb BIJPI3HUTHU CIIPABKHBOIO KOPUCTYBaya BiJl 3JIOBMUCHUKA, 1110 MACKYETHCS 1T

HBOTO.

3axucCT BiJ aTak Ha Mepeiavy Xenly € KpUTUYHO BaXIJIMBUM, OCKIIBKU 1 METOJ

4acTO CIIYT'YE€ BOPOTaMHU JIO 1HIIKX, OUIBII CEPHO3HUX TTPoOJIeM Oe3MeKH, TaKUX SK BUTIK



JaHHUX, KpaI[i}KKa 0COOMCTHUX JaHUX, aTaKW 3JIOBMUCHHX IIpOIrpaM abo mporpaM-BuMa-

raviB. /{711 3MEHIIIEHHS pU3HKIB BUHEKHEHHS aTaKu TOTPIOHO 3pOOHTH:
* KOHTPYJIIOBATH JIOCTYII 10 MEPEXKi Ta MPUBLIEIB OOIIKOBOTO 3aMUCy
* BIIPOBAAUTH PIILICHHS JJIs1 BUSBICHHS 3arpo3 Ta pearyBaHHs Ha HUX
* IPOBOJUTH PETYJISIPHE TECTYBAaHHS Ha MPOHUKHEHHS

" BUKOPUCTOBYBATHU ITPOAKTHUBHC IMOJIFOBAHHA Ha 3arpo3n

1.4.5 Ataka LLMNR/NBT-NS otpyenns ta petpancisiiis SMB (SMB relay)

Bianosinaroun Ha MepexeBuil Tpapik LLMNR/NBT-NS, 310BMUCHUKHA MOXKYTh
MIMIHATHA aBTOPUTETHE JHKEPEJIO J03BOJIY IMEH, 1100 MPUMYCHUTH IO 3B'SI3KY 3 CHUCTe-
MO0, KOHTPOJIbOBAHOIO 3JIOBMUCHUKOM. [l Aii MOXyTh OyTH BUKOpHUCTaHI AJisl 300py
abo mepemaui matepiamiB 1 aBrentudikaiii. Link-Local Multicast Name Resolution
(LLMNR) i NetBIOS Name Service (NBT-NS) - e komnonentu Microsoft Windows,
K1 CIIYTYIOTh aJbTEPHATUBHUMU MeTojaMu 1eHTu(dikanii xoctiB. LLMNR 6a3yeTbcs
Ha ¢opMmarti cuctemu fomeHHUX IMeH (DNS) 1 103BOJIsI€ XOCTaM Ha OJTHOMY JIOKAJIbHOMY

MMIKJIFOYEHH] 31HCHIOBATH

po3ni3HaBaHHs iIMeH A iHmMX xocTiB. NBT-NS inenTudikye cucremu B JIOKanbHINA

Mepexi 3a ixHiMu NetBIOS-imenamu.

31I0BMUCHHUKHU MOKYTh MIAMIHUTH aBTOPUTETHE JKEPEIIO JO3BOIY IMEH y MEpexi
*KepTBH, Bianosigatoun Ha Tpadgik LLMNR (UDP 5355)/NBT-NS (UDP 137) tak, HiOu
iM BiJioMa 1JIGHTUYHICTh 3alUTYBAHOTO XOCTa, (PAKTHUYHO OTPYIOKYH CIYKO0y, 1100
XKEPTBU CHUIKYBAJIUCS 3 CHCTEMOIO, KOHTPOJILOBAHOIO 3JIOBMUCHHMKOM. SIKILIO 3alMUTyBa-
HUM XOCT HaJISKUTh /10 PECYPCY, AKUH BUMarae iaeHThdikaiii/aBrenTudikarii, iM's Ko-
puctyBaua Ta xem NTLMv2 OyayTe HajiciaaHi 40 CUCTEMH, KOHTPOJILOBAHOI 3JI0BMHU-

CHUKOM. 3JIOBMUCHUK MOXe 310patu xemi-iHdopmarlito, HaaiclaHy Mo IpoTy, 3a J0IO-



MOT'O}0 THCTPYMEHTIB, sIKI BIACTEXYIOTh Tpadik Ha MOpTax, ado 3a JOMOMOTOI MEpPEKe-
BOTO CHI(piHTY, 1 37aMaTH XeII B aBTOHOMHOMY PEXKHUMI 3a JOTIOMOTOI0 1epedopy, moo

OTPUMATH BITKPUTHI TEKCT MapOIiB.

VY neskux BUTMAIKax, KOJIU 3IOBMUCHHUK MA€ TOCTYII IO CHCTEMH, sIKa 3HAXOIUTHCS
Ha IUIAXY aBTEeHTU(IKAIIT MK cUcTeMaMu, a00 KOJIM aBTOMAaTU30BAHE CKAHYBAaHHS, SIKE
BUKOPHCTOBY€E OOJIIKOBI JaHi, HAMaraeTbcs aBTEHTU(DIKYBAaTUCS B CHUCTEMI, KOHTPOJIBO-
BaHil 3710BMUCHUKOM, Xelli NTLMv1/v2 MoxyTh OyTH MepexoIuieHl Ta nepeaani s
JIOCTYTY Ta BUKOHAHHS KOAY MPOTH LIJIbOBOI cucTteMu. Etam perpanciusiii Mmoxe BiaOy-
BaTHCS Pa30M 3 OTPYEHHSM, ajie MOKE 1 HE3aJIeXKHO BiJ] HhOTr0o. KpiM TOT0, 3JI0BMUCHUKHU
MOXYTh 1HKancymoBatu xemi NTLMv1/v2 B pi3ni nmporokonu, Taki sk LDAP, SMB,
MSSQL 1 HTTP, mo0 po3mupuTH 1 BUKOPUCTOBYBAaTU Pi3HI CEPBICH 3 J1MCHOIO

BiamoBipr0o NTLM.
Jl1s Toro 11100 3MEHIUTH PU3UK aTaKu MOTPIOHO:

= BuMkHyTH LLMNR Ta NetBIOS y nokaibHHX HamamTyBaHHSAX Oe€3MeKu
KOMIT'IOTepa ab0 y TpyMHoOBIi MOJITHUII, AKIIO BOHU HE MOTPIOHI Yy cepenio-
BHIIII.

" BHUKOPUCTOBYBATH IPOrpamMHe 3a0e3neueHHs 0e3MeKu Ha OCHOBI XOCTa JIJIst
onokyBanHs Tpadiky LLMNR/NetBIOS. YBimkuenuss SMB nianucy mMmoxe
3YNMUHUTHU aTaku perpancisiii NTLMv2.

" CHCTEMH BUSBJIICHHS Ta 3aM00IraHHsS BTOPTHEHHSAM Y MEPEXKY, Kl MOXYTh
BUSIBJISITH 11Aa0JIOHU TpadiKy, 10 BKa3yIOTh HA aKTUBHICTh TpagiKy, MOKYTh
OyTH BUKOPHCTaHI JUIsl 3MEHIIIEHHSI aKTUBHOCT1 HA MEPEKEBOMY PiBHI.

= CerMeHTallisl MepeXi MOXe OYyTH BUKOPUCTaHA JIs 13071511111 KOMIIOHEHTIB

1H(}pacTpyKTypH, sIK1 HE TOTPEOYIOTh IIUPOKOTO JOCTYITY JO MEPEXKi.
1.5. AHami3 METO/IIB Ta TEXHOJIOT1H 11 neHTecty AD

AHani3 METOMIB 1 TEXHOJIOTIH JyIs meHTecTyBanHs Active Directory mepenbauae
PO3yMIHHS CTPYKTYPH 1 BpaznuBocTe cepenopuima AD opranizamii. Ockinbku Kidep3a-

I'PO3H MPOJOBKYIOTh YCKIIATHIOBATUCS 1 TOIITUPIOBATUCS, OpraHizailii HOBUHHI BXKUBATU



MIPOAKTUBHUX 3aXOJIIB JIJIA OIIHIOBAHHS Ta 3MIIIHEHHS O€3MeKH CBOET IHPpaCTpyKTypHu

Active Directory. TecTtyBanHs Ha nmpoHUKHEHHsI B Active Directory crae KHUTTE€BO Bax-

JUBOIO MpakTukoio. [leHTecTyBaHHA mepeadadae iMiTariio Kibeparak Ha CEpPeIOBHUIIE

AD opranizariiii 3 METOI BUSBJICHHS Bpa3IMBOCTEM, OI[IHKHM 3aC001B KOHTPOJIIO OE3MEKH

Ta MepeBipku €(EKTUBHOCTI MEXaHI3MIB 3aXHUCTY.

Baxio 3a3HaUNTH PO3MOILI €TAIIB MPOIIECY IEHTECTA!

1)

2)

3)

4)

[lepepaxyBanHs 1€ TOYATKOBHUI eTam, Ha SKOMY 30upaeTbcs iHGopMaIlis
npo iHppacTpykTypy AD. [l 1boro 3a3Bu4ail BAKOPUCTOBYIOThCS TaKl 1H-
ctpymeHTH, sik BloodHound, Nmap 1 ldapsearch. [lepepaxyBannst nependa-
Yyae BUABIICHHS KOHTPOJEPIB JOMEHIB, OOJIIKOBHUX 3alKCIiB KOPUCTYBayiB,
YJICHCTBA B TpyMax, AOBIPUYMX BIJHOCHH Ta 1HIOI BIAMOBIAHOI iH(OpMAaIi.
Ataku Ha napoJii. Cia0bki a00 MOBTOPHO BUKOPUCTOBYBaH1 MapoJli € MOIIU-
PEHUMU BPa3IMBOCTSIMU B cepepoBuiax AD. ATaku Ha mapoJii BKJIIOYAOTh
TaKi METO/IH, SIK PO3IMUJICHHS TapOoJIiB, aTaKu TPy0O0i CUIK Ta TiA01p mapostiB
JUTSL OTPUMAaHHS TOCTYITY 10 OOJIIKOBUX 3alKMCIB KOPUCTYyBaviB. /{151 aTak Ha
mapojii  3a3BUYail  BUKOPHUCTOBYIOTHCS  TaKi IHCTPYMEHTH,  SIK
CrackMapExec, Hydra 1 Mimikatz.

Excrmyarariisi BpaznuBocteit. [licisi BUSBIGHHS BpPa3IMBOCTEH iX MOXHA
BUKOPHUCTATHU ISl OTPUMAaHHS HECAaHKI[1I0HOBAHOTO Joctymy. Jlo Hainomm-
PEHIINX BPa3IMBOCTEN BIIHOCATHCS HEMPABUIIbHI KOHPIryparii,
HEBUIIPABJICHI CHCTEMH Ta cJIa0Ki 3acO00M KOHTPOJIIO JocTymy. Jims BUKo-
pHUCTaHHS Bpa3uBoCcTel B cepeoBuiax AD MokHa BUKOPUCTOBYBATH TakKi
1HCTpYMEHTH, siK Metasploit, PowerSploit Ta Empire.

Eckanauist npuBineiB. Ik oTpuManud MOYaTKOBHM OCTYIy 3JI0BMUCHUKU
4aCcTO HaMararThCs MABUIIUTH CBOI MPUBLJIET, III00 OTPUMATH MOJATBITHN
noctyn 1o cepeaouiia AD. [y migBULIIEHHS PUBLIEIB MOXKYTh BHKOPH-
CTOBYBAaTHCS TaKi METOIHW, fK Iepefada Xemry, Iepefada KBHUTKa 1
Kerberoasting. Taki incTpymenTu, sik Mimikatz 1 PowerUp, 3a3Bu4aii  Bu-

KOPUCTOBYIOTHCS JJIS TT1IBUIIICHHS PUB1IIETB B cepenoBuiax AD.



5) Jlatepanbae mepemimieHHs. [licias BCTAHOBJICHHS OCTYIY 3JIOBMHCHUKH
MOXYTh TepeMimatucs B cepefoBuili AD, mo6 oTpumartu goctyn A0
KoH(DimeHIIHHNX pecypciB. s 61YHOTO TEpEMIIIEHHSI MOXYTh BUKOPH-
cToByBaTHCs Taki MmeTou, sk SMB Relay, DCOM Relay 1 nporokosn Bijna-
aeHoro pob6oyoro ctomy (RDP). Taki inctpymenth, sik BloodHound 1
CrackMapExec, 3a3Bu4ail BUKOPUCTOBYIOTHCS [JIsl  JIaTepajbHOTO Tie-
peMiieHHs B cepepoBuiax AD.

6) BukpaneHnHs naHux: 3JIOBMUCHHKH MOXYTh BUKpaJaTH KOHQIICHIINHHI
naHi 3 cepenoBuiia AD y 3m0BMUCHUX HUISX. J[JI1 BUTOKY TaHUX MOXKYTh
BUKOPHCTOBYBATUCS TaKi METOJH, SIK BUKOPHUCTAHHS CKOMIIPOMETOBAHUX
OOJIIKOBUX JaHUX JJI JOCTYIY 10 KOH(DiICHIINHUX (aiaiB 1 0a3 JaHUX.
Taxi incTpymenTH, sik PowerSploit 1 Metasploit, MOKyTh BHUKOpPHUCTOBYBa-
THCS JUIsl BUTOKY JaHWX B cepenoBuiiax AD.

7) Bupanenns ciuigiB. 11100 yHUKHYTH BHSIBJICHHS, 3JIOBMHCHHKH MOXYTh
HaMaraTHUCSl BUJIAJIUTH CITiIA a00 MPUXOBATH HAMIPUKJIIA]] BUJASIIOUN KYP-
HaJIM, 3MIHIOIOYU MITKHU 4acy Ta BUJAJISIOUM JI0Ka3U CBO€EI AisUTbHOCTI. J{Jis
3aMiTaHHs CHiAIB B cepenoBuiax AD MokHa BUKOPUCTOBYBATH TakKi 1H-

ctpymenTH, ik Windows Event Viewer 1 ciienapii PowerShell.

OTxe sIK 3a3HAaY€HO, aHaJll3 METOJIB 1 TEXHOJIOT1 Il TECTYBaHHS HA MPOHUK-
HeHHs Active Directory nepen6adae po3yMiHHS pI3HUX €TarliB TECTyBaHHS, BKIIOYAIOYU
nepebip, araky IapoJiB, EKCIUIyaTallll0 Bpa3jIMBOCTEH, MIABUINCHHS  MPUBLICIB,
CTIMKICTh B CKOMIIPOMEHTOBAHIA MEpexi, JaTepajbHE MEPEMIlllCHHs, BUTIK JAHHUX 1
3aMiTaHHs CIi1B. BUKOpHUCTOBYIOUM KOMOIHAIIIIO THCTPYMEHTIB 1 METO/IIB, IEHTECTEPU
MOKYTHBUSIBIISITH 1 3MEHIITYBAaTH BPA3JIMBOCTI B cepenoBuimax AD, st mokpalieHHs 3a-

raJIbHOTO CTaHy O€3MeKHU.



PO3AUI 2. IIOBYJJOBA TA HAJIAI'O/DKEHHSA MEPEXEBOI'O CEPEJIOBUILIA

HA BA3I VMWARE, PFSENSE TA PO3T'OPTAHHA ACTIVE DIRECTORY

2.1 CTBOpEHHS BIpTYaJIbHOIO MEPEKEBOTO CEPEOBHIIIA.

BipTyansHe cepenoBuile, y sSIKOMY 3/1ACHIOBATUMETHCS TECTYBaHHS Ha MPOHUK-

HEHHsI, OyJie 130JIbOBAaHUM CEpPEIOBUINEM. BaKIuBICTh 130Jb0BAHOCTI TAKOTO CEPEo-

BUIIIA OOIPYHTOBAaHO y Tad. 2.1

Ta6mui 2.1 — OCHOBHI NPUYMHM 130711111 TECTOBOTO CEPEAOBHIIA

IIPABOBUX HOPM

[Iprunna [TosicHenns

besneka [3051b0BaHMI 3aITyCK NEHTECTIB 3amo0irae HernepeadadvyBaHUM
HaCJIAKaM, TaKUM SIK MOPYLIEHHs O€3MEeKH BUPOOHUYMX CH-
cTeM a0o0 BUTIK KOH(IACHIIIMHUX JTaHUX.

[Tom'sik1IEHHS [3051b0BaHE TeCTyBaHHS 3HI)KYE PU3HK MOIIKOHKEHHS a00 1O-

PU3HKIB pYLIEHHS pOOOTH KPUTUYHO BAKIIMBUX CUCTEM a00 CEPBICIB.

JloTprMaHHS [301p0BaH1 TeCTH rapaHTYIOTh, IO AISUIBHICTH 3AJIUIIAETHCS B

MeXax 3aKOHY, YHMKAIOUW MOTEHUIMHUX MOPYIIEHb 3aKOHIB

a0o0 TpaBuJI, MOB'SI3aHUX 3 HECAHKI[IOHOBAHUM JIOCTYTIOM.

JlocTymHICTh pe-

[30ms11i51 TECTYBaHb BiJ IHIIMX MPOIECIB 3a0e3mneuye cTadlb-

CypciB HICTb 1 IIBHUJIKICTh pearyBaHHsl, 3ano0iraouu 00poTh0i 3a pe-
CYpCH.

IToBTO- [30m5111181 cepeioBUIIA JO3BOJISE TPOBOAUTH MOCIIIIOBHI Ta MO-

PIOBaHICTh 1| BTOproBaH1 BUMNPOOYBaHHS 0€3 BTpy4YaHHS 30BHIIIHIX (ak-

IIOCJIIIOBHICTD TOPIB.

Tpeninru Ta | [301b0BaHE MepexxeBe cepefoBHIE IMOJeriurye Oe3neyHi

HaBYaHHS EKCIIEPUMEHTH 3 METOJIaMH Ta IHCTPYMEHTAMU TECTyBaHHS Ha

MIPOHUKHEHHS, MATPUMYIOUM HaBYaHHS 0€3 pU3UKY MOIIKO/I-

JKCHHS PCAJIbHUX CUCTEM.




Kondinen- 3axuinaroTh KOH(PIASHIIHHI JaH1 KII1€HTA BiJl HECAHKI[IOHOBA-
IIAHICTB KJTIEHTA | HOTO JOCTYMYy, 3a0e3Meuyrour KOH(IACHIIIWHICTD M1 Yac Te-

CTyBaHHA HAa IPOHUKHCHHA.

OTke, MId CTBOPEHHS BIPTYaJIbHOTO MEPEKHOTO CEpeAOBHINA TOTPIOHO
rinmepsizop vmware workstation 16.5 takox Biptyanbhi komytatopu L2 Hyper-V ta me-
pexxnuii ekpan pfSense. Takum yuHOM, 1iIe OyjIe MPEACTABICHO SIK HEBEJIMKA KOPIIOpa-
THBHA MEpeka, 00’ eHaHA CBOIMHU PO3IMOIJICHUMH I1IMEpeKaMH B IKUX HasiBHI po0oUi
CTaHIIii Ta KOHTPOJIEP TOMEHY, a TAKOX HasiBHA poOOYa CTAHIIISA TIEHTECTEPA JIJIsl TTPOBE-
JICHHSI TTOAJIBIIIOT0 TeCTYBaHHS Ha MPOHUKHEHHS. PO3p00IIeHY TOMOJIOT1I0 MEPEXI Ipe/I-

CTaBJICHO Ha puc. 2.1.

WS-AD MN

| switchzs

Pucynok 2.1 — Tomnozorisa Mepexi.

B nigmepexxi VLANT7S HasiBHa pobGoua craniiss WS-751 13 onepaniiiHo0 CUCTEMOIO

Windows 10 Enterprise (puc. 2.2).



| switeh7s

Pucynok 2.2 — 3aranpauit Burisig nigMmepexi VLANTS.,

B migmepexxi VLANSO nasiBna pobGoua craniiss WS-801 i3 onepariiiHO0 CUCTEMOIO

Windows 10 Enterprise, 1o npoaeMoHCTpoBaHO puc. 2.3.

switch80

Pucynok 2.3 — 3aransauii Burasg migmepexi VLANSO.

B migmepexxi VLANOIL nasBra poGoua craniis agminictparopa WS-ADMIN i3 ome-
pamiiinoro cucremoro Windows 10 Enterprise, 3Biaku B moganbinomy Oyje 31idCHIOBA-

THUCSI HaJIAIITYBaHHS MEepeKeBOro ekpany pfSense (mpoxeMoHcTpoBaHo Ha puc. 2.4).



VLAN 91
ip192.168.91.0/29

-—

switch91 WS-ADMIN

Pucynok 2.4 — 3aranpauit Burisg migMepexi VLANIL,

B migmepexi VLAN98 nassuuit Windows Server 2019 Enterprise DC98, Ha sxomy 1u1a-

HyeTbes po3ropranHg AD ta noganbliiie TeCTyBaHHS L€ IPEICTABIECHO Ha puc. 2.5.

L

-—

switch98

DCasg

Pucynok 2.5 — 3aransauii Burasg migmepexi VLANIS.

2.2 CTBOpeHHS BIpTyallbHUX KOMYTaTOpiB Hyper-V ta HajaroKeHHsa MepeKeBUX aJlall-

TEpiB Ha XOCTaX.

BiptyansHuil MepexkeBuil aganTep MOXHa PO3TISAATH SK BIpTyali30BaHy BEpPCIO
G13ugHOTO MepexeBoro ajantepa. BiH BUKOPUCTOBYEThCS B cepenoBuiax Hyper-V mis
3’e¢qHaHHS (DI3UYHOTO CcepBepa 3 IHIIMMHU CEpPBEpPaMH, BIPTyaJbHUMH MalldHAMU 200
OyIb-SIKUMH THIITUMHU MEPEKEBUMHU MPUCTPOSIMU depe3 JokanbHe 3’ eaHanHs. VNIC 1o3-

BOJISIE 1 KEPYE BCIMA MEPEKEBUMU 3B’ si3kaMu. KorKHa BipTyabHa MallliHa Mac OauH a00
y



kinbka VNIC, siki 3a0e3nedyroTh TiIKIFYeHHS 10 OAHIeT miamMepexi. OTHaK MOXHA MpH-

3HaunTH AoAatkosi [P-anpecu oMy NIC, 11106 oTpuMaT AOCTYT 10 KUTBKOX MIAMEPEK.

€ TpH BipTyaJbHI KOMyTaTOPH, sIKi 3a0€3MeUyIOTh Pi3HI Pi1BHI MIAKIIOUYEHHS 10 Me-

pexi:

1) 30BHIMIHIM BipTyalbHUN KOMYTaTOP MOXE IiTKIFOYATUCS 10 (i3UIHOTO Mepe-
’KEBOT'0 aJlarrepa, Mo JI03BOJIsE BIpTyalbHUM MallliHaM OTPUMATH JOCTYI J0
¢b13nuHOT Mepexi.

2) BHyTpimHiii BipTyalbHHN KOMyTaTOp 3a0e3Meuye 3B’A30K MiXK BipTyaabHHUMH
MallMHaMH, 1110 IpaloTh Ha ogHOMY cepBepi Hyper-V.

3) IlpuBaTHMii BipTyaldbHHU KOMYTaTOp 3a0e3ledye IMiIKIIOYCHHS JIMIIE MK

BIpTyaJIbHUMH MalllMHAMH, K1 TIPAIIOI0Th Ha 0HOMY XocTi Hyper-V.

. Virtual Switch Properties

Hame:

switch75

Notes:

Finance

ect this virtual switch to?

@ Internal network
O Private netwark

VLAN ID
Enable virtual LAN identification for management operating system
‘The VLAN identifier specifies the virtual LAN that the management

ni ns through

ent operating
system will use for al network communications through this network adapter. This
setting does not affect virtual machine networking.

PucyHok 2.6 — CTBOpeHHsI BHYTPILIIHBOTO BipTyaJlbHOro KomyTtaropa Switch75

nst miamepexki VLANTS.



& Virtual Switches

= New virtual network switch
i SWitch98

=i Switch80
Internal only
= Default Switch

# Global Network Settings

E. Virtual Snitch Properties

Name:

[switchao

Notes:

m

4 MAC Address Range

PucyHnok 2.7 — CTBOpEHHSI BHYTPIIIIHBOTO BipTyaIbHOTO KoMyTaTopa Switch80

Connection type
What do you want to connect this virtual switch to?
() External network:

Intel{R) Ethernet Connection (2) 1218-V

(®) Internal network
(O Private network

VLANID

Enable virtual LAN identification for management operating system

The VLAN identifier specifies the virtual LAN that the management operating
system will use for all network communications through this network adapter. This
setting does not affect virtual machine netwarking.

Remove

Cancel

ns miamepexxi VLANSO.

gm
Ea

& Virtual Switches

= New virtual network switch

e switch91
Internal only
wha Switch75

wha SWitch30

#_Global Hetwork Settings

e Virtual Switch Properties

Name:

[switchs 1

Notes:

managment

Connection type
What do you want to connect this virtual switch to?

[ mac nddress Range

PucyHnok 2.8 — CTBOpeHHsI BHYTPIIIIHBOTO BipTyaIbHOTO KOMyTaTopa Switch9l

() External network:

Intel(R) Ethernet Connection (2) 1219-¥

@ Internal network
(O Private network

VLAN ID

Enable virtual LAN identification for management operating system

The VLAN identifier specifies the virtual LAN that the management operating

system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

Remove

Cancel

most miamepexi VLANIL.



% virtual Switches

wha Virtual Switch Properties
o New virtual network switch

=| ot switchos SEn=
Internal onl switch3g
= Extensions Note

# T switchg1 e
Internal on dc9s

#| o switch75

=t SWitchBO
Internal only Connection type

e Default Swi What do you want to connect this virtual switch to?

Ll () External network:

+

7

Global Network Settings
Y - i (7Y
[ MAC Address Range Intel(R) Ethernet Connection (2) 1219-V

»

(@) Internal network
O Private netwark

VLAN ID
Enable virtual LAN identification for management operating system

The YLAN identifier spedifies the virtual LAN that the management operating
system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

Remave

Cancel

Pucynok 2.9 — CTBOpeHHSI BHYTPIIIIHBOTO BipTyaIbHOTO KOMyTaTopa SWitch98

st miamepexi VLANIS.

3a J0MOMOT0I0 CTBOPEHUX BIpTyallbHUX KOMyTatopiB nmoTpioHOo gogatu NIC mo
BM ta MmepexeBoro ekpany pfSense B rimepgizopi VMware Workstation 16 Pro. B pe-
JaKTop1 BipTyajbHOI Mepexi(puc. 2.10) MOXIUBICTh BUKOPUCTOBYBATH JIJIs TIEPETIISAY
Ta 3MiHM HaJAIITyBaHb MEPEX KIIIOUIB, I0JIaBAHHS Ta BUJAICHHS BIpTyaIbHUX MEPEX Ta
CTBOPEHHSI ClIelialIbHUX KOH(DIrypalii BipTyanbHOI Mepexi. 3MIHHU, IKI BHOCSTBCS Y pe-
JAKTOP1 BIPTYaJIbHOI MEPEXI1, BIUIMBAIOTh HA BC1 BIPTyaJIbHI MAIlIMHU, 10 MPALIOIOThH Ha

xocTu. Jly’ke BaKIMBO 3pOOWTH BIJIKATH HA BIPTyaIbHUX MAaIlMHAX TTOTOYHOTO CTaHY.



Pucynoxk 2.10 — Jlomanwuii 10 BIpTyalibHOT MEPEXi MEPEKEBI AN TEPH KOMYTATOPIB B

[] pfsense

Hardware  Options

i@

s
Name Type External Connection Host Connection DHCP f
VMnetd Custom = = =
¥Mnetl Custom
WMnet2 Custom - - I
WMnet?  Custom - - - !
VMnet4 Custom
< >

Add Network. Remove Network k..

VMnet Information

Bridged (connect VMs directly to the external netwark)

NAT (shared host's IP address with VMs)

Host-orly {connect VMs internally in a private network)

Connect a host virtual adapter to this netwark
Host virtual adapter name: VMware Network Adapter VMnetd
Use local DHCP service to distribute IP address to VMs

SubnetIP: | 192.168 .254. 0 Subnet mask: | 255.255.255. 0

/% Administrator privileges are required to modify the network configuration. gchanga Settings

aults Import... Export... oK Cancel Apply Help

Virtual Network Editor.

Device

E=Memory

{ kProcessors
[E=\Hard Disk (SCSI)
(%) Co/ovD (IDE)

5 Network Adapter
S Network Adapter 2
S Network Adapter 3
S Network Adapter 4
S Network Adapter &
D USE Controller

£]o Sound Card
[Ipisplay

Summary Memary
Spedfy the amount of memory allocated to this virtual machine, The memory
1GE size must be a multiple of 4 MB.
1
20GB Memory for this virtual machine: 1024 == MB
Using file D:\pfsense.6fw'pf...
Custom (VMnetd) 128 GB
Custom (VMnet1) £4GE
Custom (VMnet4) 31 GE <
Custom (VMnet2) 16 GB B Maximum recommended memory
Custom (VMnet3) gce (Memory swapping may
Present 4GB occur beyond this size.)
Auto detect 3 GE 27.9GB
Auto detect 168 @l
517 ME B Recommended memary
256 MB e | 256 MB
128 MB
&4 MB Guest 05 recommended minimum
32 MB 32MB
16 ME
EME
4 MBE

Pucynok 2.11 — JlonaBaHHs MepexeBUX aJanTepiB

epi pfSense.

BIpTyaJIbHUX MEpEX Ha OpaHamay-



©—9Q

snapshol_pf You Are
sense Here

Snapshot details

Name: Take Snapshot...
Description: o
No screenshot available
() []show AutoProtect snapshots Go To AutoProtect... Close Help

1 snapshot(s)

Pucynok 2.12 — CrtBopenwuii 3HiMOK 1151 BM MepeskeBoro expany pfSense.

Hardware Options

Device Summary Memary
Spedify the amount of memory allocated to this virtual machine. The memory
%Memory 2.6 GB size must be a multiple of 4 MB.
--Processors 1
[}Hard Disk (SATA) 30GB Memory for this virtual machine: IE S
() CD/DVD (SATA) Using file D:jso-vm}19045.20...
S Network Adapter Custom (VMnet2) 138 GE
[£]usE controller Present 4GB
i Sound Card Auto detect 31 GE <
[ !pisplay Auto detect 15 GB B Maximum recommended memory
8GB (Memory swapping may
4GB occur beyond this size.)
2GE - > | 27.9GB
1GB
512 ME B Recommended memory
255 ME 2GB
128 ME
& ME Guest 05 recommendad minimum
32 ME 2GE
15 ME
EME
4 ME

Pucynok 2.13 — Jloganuit mepexxeBuii anantep BipTyaiabHOi Mepexi Ha WS-751.



(1]
Snapshot 1 You Are
Here
Snapshot details
Mame: Take Snapshot...

Pucynok 2.14 — CrtBopenuii 3uimMok st BM WS-751.

[C] ws-801

Hardware  Options
Device Summary Memery
Spedfy the amount of memory allocated to this virtual machine. The memary
%Memory 2.6 GB size must be a multiple of 4 MB.
. FProcessors 1
=3 Hard Disk (SATA) 30 GB Memory for this virtual machine: 2648 = MB
(") CO/DVD (SATA) Using file D:Yjso-vm\13045.20. ..
S Network Adapter Custom {VMnet3) 128 GE
[]usB Controller Present 54 GE
c]i Spund Card Auto detect 32 GE <
(IDisplay Auto detect 16 GB B Maximum recommended memary
sGe (Memory swapping may
4GB occur beyond this size,)
e W 27.9GB
1GE
512 MB M Recommended memory
156 ME 2GE
128 ME
&4 ME Guest 05 recommended minimum
32 MB 2GB
15 MB
&ME
4 ME

Pucynok 2.15 — Jlomanuit MepexeBuil agantep BipTyalbHOi Mepexi Ha WS-801.
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Snapshot 1 You Are
Here

Snapshot details

Marme:

Take Snapshot. ..
Pucynox 2.16 — CtBopenutit 3uimMok i1t BM WS-801.
[[] WS-ADMIN
Hardware  QOptions
Device Summary Memary
Spedfy the amount of memory allocated to this virtual machine. The memory
%Memory 4GE size must be a multiple of 4 MB,
< .-Processars 1
[=\Hard Disk (SATA) 30 GB Memory for this virtual machine: 4096 =2 MB
:: CD/DVD (SATA) Using file D:Yso-vm' 19045, 20...
50 Metwark Adapter Custom (YMnetl) 128 GB
|:| USB Caontroller Present £4 GE
cli Sound Card Auto detect e <
[pisplay Auto detect 15 GB Bl Maximum recommended memory
8GE (Memory swapping may
4GE -l occur beyond this size.)
ZGE - 27.9GB
1GE
512 ME M Recommended memaory
256 ME 2GB
128 ME
&4 ME Guest OS5 recommended minimum
iz ME 2GEB
16 ME
&ME
4 ME

Pucynox 2.17 — Jloganuit mepexxeBuii anantep BipTyaiabHoi Mepexi Ha WS-ADMIN.
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Snapshot 1 You Are
Here

Snapshot details

Mame:

Take Snapshot...

Pucynok 2.18 — CrtBopenuii 3uimMok 11151 BM WS- ADMIN.

[C] pcos

Hardware Qptions

Device

E=IMemory

" FProcessors
[=\Hard Disk (SATA)
(%) CD/DVD (SATA)
D USE Controller
i Sound Card
[Cpisplay

Summary
5.9GE

2

&0 GB

Using file D:\iso-vm\17763.36...

Present
Auto detect
Auto detect

Memory

Spedfy the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB,

-

Memary for this virtual machine: 6048 = MB
128 GB
&4 GB
32 GB <
16 GB B Maximum recommended memary
8GB 4 (Memory swapping may
4GB occur beyond this size.)
168 « 7.9 GB
1GB
512 MB B Recommended memory
256 MB 2GB
128 MB
&4 ME Guest 05 recommended minimum
32 MB 1GE
1& MB
EMBE
4 MB

Pucynox 2.19 — Jlonanuit MmepexxeBuii anantep BipTyainbHOT Mepeski Ha DCI8.
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snapshotl-w  You Are
inserver2... Here

Snapshot details
Name: Take Snapshot...

Pucynok 2.20 — CrtBopenuii 31imMok 111 BM WS- ADMIN.

2.3 HamaromxeHHs MepexkeBoro ekpany pfSense.

[Ticnst mporecy BCTAaHOBJIEHHS 13 30BHIIIHBOTO HOCISI HA YKOPCTKUM AUCK OpaHMa-
yepa pfSense Oyio ycminiHO BCTaHOBIIEHO Ta Tepe3aBaHTakeHO. Opasy 3ammyCcKaeThes
MOYaTKOBE MEHIO HAJIAIITyBaHHS MEPEXKEBOro ekpany. B manniil koHirypamii migHs-
nocs nBa mepexesi iHTepdericu WAN ta LAN. Iatepdeiic WAN otpumas IP-anpecy.
Ha inTepdeiict LAN Takox npusHaueHno |IP-aapeca, ane ii moTpiOHO 3MIHUTH Ta MIPU3HA-
yuTH 1011y, Came 1ei intepderic Oyae 31HCHIOBATH KEPYBAHHS MEPEKEBUM E€KPaHOM,

TOMY TIOTPiIOHO Ha HbOMY BUKOHATH BeO-KOH(DITypalliro BCboro OpanamMmayepa.

The interfaces wWill be asszigned as followus:

HAH -> ewnA
LAN -» eml

Do you want to proceed [pinl? y

Writing configuration...done.
One HomMent while the settings are reloading... donet

Pucynok 2.21 — JloctymHi iHTepdeiicu ams HanamTyBaHHs Ha pfsense.



Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <{ENTER> for wnone:
> 192.168.91.1

Subnet masks are entered as bit counts (as in CIDR wnotation) in pfSense.
e.q. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 g

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 29

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPu6 address. Press <{ENTER> for wnone:
>

Do you wWant to enable the DHCP server on LAN? (y-sm) n
Disabling IPv4 DHCPD...
Disabling IPv6 DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (us/n) yfj

Pucynok 2.22 — HanamryBanss ip-aapecu ais intepdericy LAN.

#xx llelcome to pfSense 2.6.8-RELEASE (amdB4) on pfSense ===

HAH (wan) -> emd -> vwd-/DHCP4: 192.168.8. 186-24
LAH (lan) -> emnl -> wd: 192.168.91.1-29

A) Logout (53H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(=s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSenze tools

4) Reset to factory defaults 13) Update from console

5) Reboot sy=stem 14) Enable Secure Shell (s=shd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: |JJ

Pucynok 2.23 — OcHOBHE KOHCOJIbHE MEHIO MEpekeBOTo ekpany pfSense mis

HaJlalllTyBaHHA.

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) vy

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

Restarting webConfigurator...

The IPv4 LAN address has been set to 192.168.91.1-29
You can nod access the webConfigurator by opening the following URL in your web
browser:

http:--192.168.91.1~

Press <ENTER> to cnntinue.l

Pucynok 2.24 — Hanamrysanuas webConfigurator protocol pis HanaromkeHHs yepe3

BeO-caiit pfsense.



JMaui 3axoaumo B WS-ADMIN Ta nogasibiii HanamTyBaHHS MepekeBoro ekpany pfSense

OynyTh  3AiMiCHIOBAaTHCS 3a  JIONIOMOTOIO

BeO-Opayzepa 3a  URL-ampecoro
http[:]//192[.]168[.]191[.]1/.

Internet Protocol Version 4 (TCP/IPvd) Properties *

General

‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 91 . 5
Subnet mask: 255 . 255 . 255 . 248
Default gateway: 192,168 . 91, 1

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: l:l
Alternate DNS server: l:l
[validate settings upon exit T
Cancel
Pucynok 2.25 — HanamryBanns ctatuanoi Ipv4 agpecu Ha poOouiii craniiii WS-AD-

MIN B miamepexi VLANIL.

C A Notsecure | 192.16891.1

Login to pfSense

SIGN IN

SIGN IN

Pucynok 2.25 — BBeneHHs 0011KOBUX JJaHUX JJIsl KEPYBAHHS MEPEKEBUM €KPaHOM

pfsense 3a mormomororo BeO-iHTepdeiicy.



pfSense.ndsecarpa - Status: Da= X+

A Notsecure | 192.168.91.1

Flisense

COMMUNITY EDITION

Status /

System Information
Name pfSense.nxtsec.arpa

User admin@192.168.91.5 (Local Database)

VMware Virtual Machine
Netgate Device ID: f4b96302343081a679% NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

Vendor: Phoenix Technologies LTD
Version: 6.00

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Release Date: Thu Nov 12 2020 you pu TR gateway pp gal

Community Support at the point of sale or installed pfSense on your own
2.6.0-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Mon Jan 31 19:57:53 UTC 2022 the

= S “You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

Version 2.7.0 is available. SLLIINETR ST
Version information updated at Thu Apr 25 7:38:53 UTC 2024
Intel(R) Core(TM) i7-9700F CPU @ 3.00GHz

AES-NI CPU Crypto: Yes (inactive)

QAT Crypto: No

Hardware erypto

Kernel PTI Disabled

Pucynok 2.26 — Iundopmariiiina nanems MmepexxeBoro ekpany pfsense.

General Configuration
Enable @ Enable interface

Description  [[VIENES

Enter a desc (name) for the interface here.

1Pv4 Configuration Type (SRR d
IPU6 Configuration Typa
mecadiess T

This field can be used to modify (*spoof) the MAC address of this interface.
Enter a MAC address in the following format: xxxxoxaocaac of leave blank.

If this field is blank, the adapters default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Static IPv4 Configuration

1Pv4 Address 192.168.91.1
1P Upstraam gatoway + Add anow gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the 'Add" button.
On local area network interfaces the upstream gateway should be none’.

Selecting an upstream gateway causes the firewall to treat this interface as a

Gateways can be managed by

Pucynok 2.27 — HanamroBana ip-aapeca mis miamepexi VLANIL ta akTuBoBaHMiA

iHTepdeiic Ha MepexeBoMy ekpani pfsense.



Interfaces /

General Configuration
Enable (@) Enable interface

Description  [KNINTE)

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 v
R

This field can be used to modify (“spoof”) the MAC address of this interface.
Enter a MAC address in the following format: xxxxaouxxocxx or leave blank.

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for [Pv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Spead and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Static IPv4 Configuration

1Pv4 Address 192.168.98.1
1Py Upstream gateway + Adda new gateway

Pucynok 2.28 — Hanamrrosana ip-aapeca s miamepexi VLAN9S ta aktnBoBaHuUi 1H-

Tepdetic Ha MepexeBoMy ekpani pfsense .

Interfaces

General Configuration

Enable (@ Enable interface

Description  [({INNEE

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPvd =
s Confrsion e

This field can be used to modify (*spoof”) the MAC address of this interface.
Enter a MAC address in the following format: xoxacocoona or leave blank.

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect) >

Explicitly set speed and duplex mode for nterface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Static IPv4 Configuration

1Pv4 Address 192.168.75.1

IPv4 Upstream ga 4 Add a new gateway

Pucynok 2.29 — HanamroBana ip-aapeca as migmepexi VLANTS Ta akTHBOBaHUH 1H-

Tepderic Ha MepexeBoMy ekpani pfsense .



Interfaces /

General Configuration

Enable Enable interface

Description (NN

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPva

IPv6 Configuration Type None

MAC Address

This field can be used to modify ("spoof”) the MAC address of this interface.
Enter a MAC address in the following format: xocoaxx:xxaowe or leave blank.

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPV6 header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect)

|

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Static IPv4 Configuration

IPv4 Address 192.168.80.1

IPv4 Upstream gateway None v == Add a new gateway

Pucynok 2.30 — Hanamrrosana ip-aapeca ms miamepexi VLANSO ta aktnBoBaHUH 1H-

Tepdeiic Ha MepexeBoMy ekpaHi pfsense.

[lpaBuna Opangmayepa pfSense naroTh 3MOry KOHTpOJIOBATH BXINHUHA Ta
BuxigHui Tpadik miamepex takux sk VLANIL, VLAN98, VLANSO, VLANTY5. 3a no-
nomororo mpaBun PfSense mpuiimae pimieHHsS BiAXWIATH, TpuiiMatu abo OJIOKyBaTH
Tpadik, IKU MPOXOUTH TaK 1 BUXOAMT 13 Mepexi. [l HalamTyBaHHs MpaBuiia MoTpiOHO
nepeditu g0 migpo3airy Rules B po3aini Firewall . [ToBeninka 6panamayepa pfSense 3a
3aMOBUYYBaHHSIM IOJISITA€ B TOMY, 00 OJIOKyBaTH BeCh Tpadik, sSIKIIO MPaBUIIO OpaHIMa-

yepa He 03BOJIsE 1ei Tpadik sSBHO.

Firewall /

Rules (Drag to Change Order)
|| States Protocol Source Port Destination Port Gateway Queue Schedule Description

[ | IPv4 ICMP = U o o L none Allow ping on WAN
any

| IPv4TCP o L 192.168.91.5 22 (SSH) L NAT

1 add ] Add T Delete [ Save -

Pucynox 2.31 — Ilpuknan 103BOJICHUX MPaBUiia MEPEKEBOTO eKpaHy Juisl iHTepdeicy

WAN.



Firewall /

Rules (Drag to Change Order)

® States Protocol  Source Port Destination Port Gateway Quaoue Description Actions
MGMT Address 80  *

Anti-Lockout Rule

MGMT net  *

Default allow LAN to any rule
MGMT net  *

Default allow LAN IPv6 to any rule

T add ] Add [ Delete [ Save -

Pucynok 2.32 — Ilpukinaza 103BUTRHOTO MpaBUiIa U BX1JHOTO Ta BUX1THOTO TpadiKy

MepekeBOro expany ais intepdeiicy MGMT.

Firewall /

Rules (Drag to Change Order)

m States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
IPv4 TCP VLAN98 net L o

* *

IPv4 * L

* *

T aad ] Add [ pelete @) Save -

Pucynok 2.33 — [Ipuknaa q103BiIIbHOTO TIpaBHIIa AJIsl BX1THOTO Ta BUXITHOTO Tpadiky

MepexkeBoro expany s intepdeiicy VLANIS.

Firewall /

Rules (Drag to Change Order)

States Protocol Source Port  Destination Port

IPy4 * VLAN75 net b L2

Gateway Queue Schedule

Description
* il none

IPv4 TCP * 443 (HTTPS) none
1Pva * * *

none

1 add ] Add [ Delete [ Seve -

Pucynok 2.34 — Ilpuknan 103BUIBHOTO MTpaBuia AJsl BXiJHOTO Ta BUXIJIHOTO Tpadiky

MepexkeBOro exkpany s intepdeiicy VLANTS.



Firewall /

Rules (Drag to Change Order)
® States Protocol Source  Port Destination Port
IPv4TCP  * * * 443 (HTTPS)

" 1Pv4 *

none
1 add ] Add [ peete ) save -

Pucynok 2.35 — Ilpukiiaa 103B1IbHOTO TIpaBUIIA JJIsl BX1JTHOTO Ta BUX1IHOTO TpadiKy

MepexeBoro exkpany s iHTepdericy VLANSO.
3. bazose HanamryBanHs Ta po3ropranns Active Directory na OC Windows Server 20109.

Sk Bxe 3ragyBainocs Buiie, Active Directory € 6a30B0OI0 TEXHOJIOTIEO, IO JI03BO-
JIsi€ MEPEKEBUM aJIMIHICTPATOpaM €(pEKTUBHO CTBOPIOBATH Ta KEPYBATH IOMEHAMH, KO-
pHUCTyBayaMu Ta 00'eKTaMK B Mepeski. i po3po6IeHo 3 MOKITMBICTIO MacIITabyBaHHs, 1110
MOJIETIIY€ 00'€THAHHA BEJIHMKOI KIJIBKOCTI KOPUCTYBAYIB Y KEPOBaH1 IPyIH Ta MIATPYIIH,

OJIHOYACHO KOHTPOJIIOIOYH MpaBa JIOCTYITy Ha Pi3HUX PIBHSIX.

Crpyktypa Active Directory ckiiafaeTbcsi 3 TPhOX OCHOBHUX PIBHIB: JOMEHIB, Je-
peB 1 JiciB. JlIomeH oxoruoe Habip 00'€KTIB, TAKUX SK KOPUCTyBaul abo MPHUCTPOi, 110
MaroTh CIIbHY 0a3y AaHuX. Jlepesa - 1ie rpynu HUX JOMEHIB, OB'A3aH1 CIIUIBHOIO CTPYK-
TypoOl0, a JIC - 1€ CYKYIHICTh JEKUIBKOX JIEpEB, MOB'SI3aHUX MK COOOI0 JOBIpYUMU
BIJIHOCMHAMH, 1110 YTBOPIOIOTh BEPXHIi pIBEHb OpraHizauiiiHoi CTpyKTypu. Ha kosxxHOMY

3 IUX PIBHIB MOXYTh OyTH BU3HAaU€H1 KOHKPETHI MpaBa JOCTYITy Ta KOMYHIKAITi.
KitouoBi mousTTs B Active Directory BKIr04aroTh B ce0€ HACTYIIHI:

e Karasor - MictuTh ycto iHpopmanito npo 00'ektu Active Directory.

e OO0'eKT - mo3Hayae 00'€KTH Y KaTano3l, 30KpeMa KOpPUCTYBadiB, IpyInu abo
CIJIbHI TEKHU.

o JloMeH - ciayrye KOHTEHHEpPOM JJisg OO0'€KTIB KaTaloTy, 3 MOKJIHUBICTIO
CHIBICHYBaHHSI KIJIbKOX JJOMEHIB Y JICl, KOKEH 3 SIKUX MIITPUMY€E BJIACHY
KOJICKIIFO 00'€KTIB.

e JlepeBo - rpyna JIOMEHiB, SKi MalOTh CIUILHUNA KOPEHEBUN JJOMEH.



e Jlic - BepumMHa oprasizamiiiHoi cTtpykrypu B Active Directory, mio

CKJIaJIa€ThCS 3 JEKUIBKOX JIEPEB 3 JOBIPYMMH BIIHOCMHAMHU MK HUMH.

[Tpu nepiromy Bxoai Ha Windows Server 2019 3aBaHTakyeTbes mporpama Server
Manager(puc. 2.38), mo mae Buriasa rpadivyHOl KOHCOMI SKHH JTa€ 3MOTY KEpyBaTH JIO-
KaJbHUMH Ta BiJJajJeHHMMH cepBepamMu Ha 0a3i WINdOws, mpu 1nboMy HE BHMararodu
(b13MyHOTO TOCTYMY 10 CepBEPIB a00 HEOOXITHOCTI BMUKATH MIAKIIOYEHHS 10 KOXKHOTO
cepBepa 3a mpotokoioM RDP. Takox HasBHa MOXJIMBICTh KEPYBaTH KOMIIOHEHTaMH 1

cepBicamu Ha cepsepi [20].

= Server Manager - X

Server Manager * Dashboard '@I V' Monsge  Toos  view e

.
iR 0 Configure this local server
ocal Server )
& All Servers
WE File and Storage Services b N 2 Add roles and features

Add other servers to manage

WHAT'S NEW

rver group

ect this server to cloud services

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

— File and st =
iy e and storage 1 § LocalServer 1
Services

@ Manageability ® Manageability
Events B
Performance

BPA results

Pucynok 2.38 — Ilanens ynpaBiiHHS JucrieTdepa cepBepiB.

[epen tum, sk po3ropratu Active Directory morpiOHo HanmamTyBaT cratiuuny 1Pv4 an-

pecy Ta 3MIiHUTH iM’s1 cepBepy (puc.2.39-40).

Computer Name/Domain Changes >
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
[ocsg

Full computer name:
DC98.cuttofilusion local

Pucynox 2.39 — Ilanens ynpaBiiHHS qucnieTYepa CepBEPiB.



Intermet Protocol Version 4 (TCP/IPv4) Properties

You can get IP settings
4 this capabil

ther
for the appropriate IP setting

d automatically if your
d to ask your nety

(O Obtzin an TP address automaticaly
@ Use the folloning P address:

192.168. %8 . 13
Subnet mask: 255 . 355 . 255 . 20
Defauit gateway:

152.168. 98 . 1

Pucynok 2.40 — Ilpusnauennsa cratuuny IPv4 agpecy mist MepexxeBoro ajganrepa Ha
DC98.

Ha nanomy eramni (puc. 2.40) Baxxn1BO BUOpaTH BCTAHOBJIEHHS Ha OCHOBI pOJei

a00 (yHKIIIH, aJIKe 11€ A€ MOKJIIMBICTh aIMIHICTPATOPY TOHKOTO KOHTPOJIIO HAJl TUM, K1

KOMITOHEHTH cepBepa OyayTh BCTaHOBIIEHI, a oTxke HanmamrtyBatu Windows Server o
BIJIMOBIAHO /10 TOTPEO.

Add Roles and Features Wizard

— [m] x
Select installation type

DESTINATION SERVER

Dcos
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD}.

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

aGCEE Cance

Pucynox 2.41 — BuOip BcTaHOBJICHHS Ha OCHOBI poJiel a00 (PyHKITii



= Add Roles and Features Wizard — m] *®

DESTINATION SERVER

Select destination server neas

Befora You Bagin Select a server or a virtual hard disk on which to install roles and features.

stallation Type ®) Select a server from the server pool

lection _) Select a virtual hard disk

Server Pool
Filter: | ‘
MName IP Address Operating System
DC98 192.168.98.13 Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

Pucynok 2.42 — Bubip cepsepa DC98 13 nyny cepsepis.

JloctymHo 6arato poaeit 1is cepsepy DCI8 (puc. 2.43), ane cnouatky ooupaemo Active

Directory Domain Services, iHii MokHa, J07aTH, KOJIH OyJie Haroja.

Add Roles and Features Wizard — [m] X

DESTINATION SERVER

Select server roles Doz

Select one or more roles to install on the selected server.

Roles Description
[ Active Directory Certificate Semvices ActivelDifectony|Docrmn| Serices
Active. Dircctory Domain Se-vice: {AD DS) stores information about

objects on the netwark and makes
this information available to users
and network administrators. AD DS

[[] Active Directory Federation Services
[ Active Directory Lightweight Directory Services.
[[] Active Directory Rights Management Services

[] Device Health Attestation uses domain controllers to give
Confirmation i

[ DHCP Server network users access to permitted

[] DNS Server resources anywhere on the network

[ Fax Server through a single logan process.

[®) File and Storage Services (1 of 12 installed)
[ Host Guardian Service

[ Hyper-V

[[] Network Policy and Access Services
[ Print and Document Services

[J Remote Access

[ Remote Desktop Services

[J Velume Activation Services

[ Web Server (IIS)

] Windows Deployment Services

[ Windows Server Update Services

<Previous Concel

Pucynox 2.43 — Bcranosnenns poii AD DS cepsepa DC98.

Jlami Ba)KIMBO BCTAHOBUTH (DYHKITIF0 KEPYBAHHS IPYMOBOO MOMITHKOIO(pHC. 2.44),
sKa J1a€ 3MOTY KepyBaTH KUJIbKOMa KOPUCTyBayaMu Ta KOHQITypauisiMH XOCTIB, IpH-

cyTHiX y cepenosuii Active Directory.



&= Add Roles and Features Wizard — O x

DESTINATIOM SERVER

Select features o
Before You Begin Select one or more features to install on the selected server.
Installztion Type Features Description

tion

NET Framework 3.5 Features Windows Server Migration Tools

[ .NET Framework 4.7 Features (2 of 7 installed) includes Windaws PowerShell

[ Background Intelligent Transfer Service (BITS) emdlets that facilitate migration of
BitLocker Drive Encryption server roles, operating system
BitLocker Network Unlock settings, files, and shares from
BranchCache computers that are running earlier

Confirmation Client for NFS versions of Windows Server.

Containers
Data Center Bridging
Direct Play
Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

1/0 Quality of Service

IS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server
iSNS Server service

0 o o

Pucynok 2.44 — Bceranosnenns ¢ynkiii Group Policy Management.

T Add Roles and Features Wizard - o x

DESTINATION SERVER
ez

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, dlick Install

Installation Ty

[] Restart the destination server automatically f required

Optional features (such as administraticn tools) might be displayed on this page because they have
been selected automaticall. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Toels
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an altemate source path

<Previous | [ Next> install | [ Cancel

Pucynox 2.45 — IlinTBepaKeHHs MONEPEIHIX BCTAHOBIIEHUX poJiel Ta QyHKIIM Ha

cepsep DC98.

7 Add Roles and Features Wizard - o %

DESTINATION SERVER
ocss

Installation progress

View installation progress

@ Feeture instaliation

Configuration required. Installation succeeded on DC98.

Active Directory Domain Services
Additional steps are required to make this machine & domain controller.
Promote this server to a domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can dlose this wizard without interrupting running tasks. View task progress or open this
E¥ page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Cancel

Pucynox 2.46 — Ilpouec BcranoBineHnHs pyHnkiiit AD DS.



[Ticns 3aBepieHHs BctaHoBIeHHs QyHKIT AD DS 3’sBrtocs crioBiliieHHs 3 mpa-
nopieM (puc. 2.47), ToMy BapTo MeperTH 10 KoHIryparliil, HeOOX1JHIX Ha eTari Mmicis

PO3TOpTaHHS.

-@| rAMa

§. Post-deployment Configuration

Pucynok 2.47 — BikHO 13 CIIOBIILICHHSIM.

OT1xe, y KOH]Iryparlii po3ropTaiHs ojipa3y NOoTpiOHO CTBOPUTH HOBUH JIIC 3 KOpe-
HeBuM iM'ssm gomeny cultofillusion.local (2.47). Jlic B Active Directory € HalBUIIIIM Op-
rasizaiiiHum piBHeM. KoxeH Jiic Mo)Ke MaTH CIUIbHY 0a3y JlaHuX, r100adbHUM CIIUCOK
aapec 1 Mmexi 6e3rneku. ToMy 3a 3aMOBUYBaHHSAM aIMIHICTPATOP, 1110 HAJICKUTH JO OJTHOTO

JICy, HE MOe 3pOOUTH HOT0 MPeICTABHUKOM 1HIIIOTO JICY .

e Active Directory Domain Services Configuration Wizard — [m} x
r - TARGET SERVER
Deployment Configuration DCos

Deployment Configuration
Select the deployment operation
Domain Centroller Options .
. () Add a domain controller to an existing domain
fddiionalDption () Add a new domain to an existing forest

Paths (®) Add a new forest

Specify the domain information for this operation

Root domain name: cultofillusion.local

More about deployment configurations

Pucynok 2.48 — Po3ropraHHsi KOHTpOJepa TOMEHa.



Jlasti HamamToOBYETHCSI MOKITUBICTh KOHTpOJiepa JoMeHy(puc. 2.49)., mo3Ha4YMBIIN
TIepIIN ABa MyHKTH, SKi JO3BOJIIOTH M0CTyI 10 DNS-cepBepa 1 rio0amsHOTO KaTayiory.
Takoxx moTpiOHO BBECTHU MApOJIb PEXKHUMY BIAHOBIEHHS ciayxk0 kartanoriB (Directory
Services Restore Mode), sikuit € METOIOM 3aBaHTaXKEHHS y O€3[EYHOMY PEKUMI JJ1 KOH-
TpoJiepiB momeHiB cepepiB Windows. OyHKIIOHATEHUN PIBEHB JOMEHY 3aJI€)KaTHME BiJl

(G YHKITIOHAJIBLHOTO PIBHS JIICY.

f Active Directory Domain Services Configuration Wizard - O x
e = 5 ,\H R TARGET SERVER
Domain Controller Options DCos

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

BNS Dot Forest functional level: Windows Server 2016
NS Options

pdditional Cotiens Domain functional level: Windows Server 2016

Paths

Specify domain controller capabilities
Domain Name System (DNS) server
ecK +| Global Catalog (GC)

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: ~ |sssesssssss

Confirm password:  ~ |sssssssssss

More about domain controller options

Pucynox 2.49 — IIpouiec HanamrTyBaHHs KOHTpoOJIepa JOMEHA.

3azBuuaii qomende im'ss NetBIOS e cyonomenom momennoro imeni DNS. Skimio
noMmenne iM'st DNS — cultofillusion.local, To nomenne iM's NetBIOS — cultofillusion,

TOMY MmiaATBepKEHHS (puc. 2.50).



[ Active Directory Domain Services Configuration Wizard - m} ®

TARGET SERVER

Additional Options DCos

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: CULTOFILLUSION

More about additional options

< Previous Next > nsta Cancel

Pucynok 2.50 — ABTomatuuHo npusHaueHe nomeHae im’ s NetBl1OS.

e Active Directory Domain Services Configuration Wizard - [m] X
P hr TARGET SERVER
aths DCog

Configuration

Specify the location of the AD DS database, log files, and SYSVOL

roller Options
Database folder: CAWindows\NTDS El
Log files folder CAWindaws\NTDS E
SYSVOL folder: CWindows\SYSVOL =l

More about Active Directory paths

< Previous Cancel

Pucynox 2.51 — Bka3zanns nuisixiB g0 6a3zu qanux AD DS, ¢aiiniB xypHamiB Ta cXo-

suma SYSVOL.

[Ticns mpoXxoKeHHS! MEepPEBIPKU BCTAHOBJIEHUX crienudikaniid BigOyBaeThbcs Mo-
nanbiiie Baane BcranoBlieHHs. CepBep DC98 mepesaBaHTakuThCs, a MOTIM MOTPIOHO

yBiifiTH 00JiKOBMM 3amucoM (Hampukian, administrator) y momen cultofillusion (puc.

2.52).



[ Active Directory Domain Services Configuration Wizard - O *

P TARGET SERVER
Prerequisites Check DCoB
‘ ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

yment Configuration

Prereguisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions | computer

DNS Optio

Rerun prerequisites check
Additional Cptions

aths ® Wiew results
cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/ILinkld=104751),

A delegation for this DNS server cannat be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "cultofillusion.local™. Otherwise, no action is required.

o Prerequisites Check Completed

o All prerequisite checks passed successfully. Click ‘Install’ to begin installation.

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Pucynoxk 2.52 — VYcnimHa npoiiaeHa nmepesipka crenudikarii.

CULTOFILLUSIONNAdministrator

Pucynok 2.52 — Bxin o6nikoBum 3amrcom Administrator y momen cultofillusion.local.

ROLES AND SERVER GROUPS

Roles: 3 | Servergroups: 1 | Servers total: 1

il ADDs 1 £ DNs 1 [ ;i‘:v?:eds storage 1
@ Manageability @ Manageability @ Manageability

Events Events Events

Services Services Services

Performance Performance Performance

BPA results BPA results BPA results

Pucynok 2.53 — Pe3ynbraT Ha naHen MeHepkepa micig HanamTyBanb AD.



HactynHuit etan cTBOpeHHS OpraHi3alliiHUX OJUMHUIIb T4 KOPUCTYBaUiB SIK1 MMPECTaB-

JICH1 Ha CTPYKTYPHIi# miarpami J0OMeHy puc. 2.54 3a JOTIOMOT OO

Active Directory Users and Computers a takoxx HajamryBaHHs dNCp-cepBepy 1 MiIKITIO-

YEHHS JI0 JIOMEHY poOOUYHMX CTaHIIii mpeacTtaBieHo B Jlonatky b.

Finance75 Management91

Petro Ann
Financial Analyst Financial Manager

Pucynok 2.54 — CrpykrypHa niarpama nomeny culfofillusion.local.



PO31JI 3. PEAJII3BALIA CKAHYBAHHSA ACTIVE DIRECTORY

CKaHYBaHHH CUCTCMHU € BAKIIMBHUM CTAIIOM IJIA IMMOAAJIBINOIO 3HAXOKCHHS Bpa3-

JIUBOCTI Ta PO3YMIHHS CHCTEMH.

time:

LDAP |

y LDAP ( : 0 L , Site: -First-Site-Name)

time.

Pucynok 3.2 — CxanyBanHs poOouoi cranuii WS-801.



2

er time.

Pucynok 3.4 — CxanyBanHs po0ouoi cranuii WS-ADMIN.



[OFF]
[OFF]
[OFF]
[OFF]

[OFF]
[OFF]
[OFF]
[OFF]
[OFF]

[ethO]
[192.168.91.3]
[::1]

[random]
["ISATAP']

[WIN-9QII8D18YCK]
[529P.LOCAL]
[47397]

Pucynok 3.6 — koHpirypartis responder.

[TpoBeneHa Hepnaa araka Smb relay 3a mommororo responder.



B CHOBKH

VY naniii kBamigikaniiHiid poOOTi pO3JSTHYTO METOIM Ta TEXHOJOT1T TECTYBaHHS Ha

IPOHUKHEHHS MepekeBoi iHPpacTpykTypH Ha 6a3i Microsoft Active Directory.

VY nepromy po3iii MpoaHaTi30BaHo SKi HAsSBHI METOJIA Ta TEXHOJIOT1T TECTYBaHHS

Ha TPOHMKHEHHS B MepexHiil iHppacTpykTypi Ha 6a3i Active Director.

VY apyromy po3ini po3poOJeHO Ta HANAaroKeHHO B BIPTYaJIbHOMY MEPEKEBOMY
cepeIoBUII opranizaiii Ha 6a3i Vmware, MmepexxHoro ekpany Pfsense ta posropayrtoro

na DC98 Active Directory.

VY TpeThoMy pO3/iNi poBeAcHNH HeBnana ataka SMB relay ane Bamo nmpockano-

BaH1 KIHIIEBI TOYKH.

B pesynbrati Oyi0 oTpuMaHo AOCBIJ aHATI3y METOIIB Ta TEXHOJIIN TECTyBaHHS Ha

NPOHHUKHEHHs Ta po3roptanHs Active Directory B mepexi.
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Honatox A — JletasnibHa cxema ooy ioBanoi mepexi (Jloriuna Tomosoris)
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Honarok b — CtBopenns ctpyktypu Active Directory Ta nanaromkenas DHCP-cepsepy.

Mew Object - Organizational Unit >
-—-j_-' Createin:  cuttofilusion local /
MName:
|CL|LTOFILLL|SICIN|

Protect container from accidental deletion

Corcl | [_Fip




™ - P Ly = Ll

Mew Object - Organizational Unit

--';'f'-. Createin:  cultofilusion local CULTOFILLUSION

MName:

| Finance 75

Protect container from accidental deletion

Mew Object - Organizational Unit

-r-';"r-' Createin:  cultofilusion local ACULTOFILLUSION

MName:

| T80

Protect container from accidental deletion




Mew Object - Organizaticnal Unit

-~ Createin:  cuttofilusion local/CULTOFILLUSION

Mame:

| Managmert51|

Protect container from accidental deletion

Mew Object - User

& Createin:  cultofillusion local/CULTOFILLUSIONFinance 75

Last name: |Hudenku

First name: |.Pu'1r1 | Initials: IZI

Full name: |F|nr1 0. Rudenko

User logon name:

|ann?5!|]1| | |@mhnﬁllusinn.lncal w |
Lser logon name (pre-Windows 2000):
|CULTD FILLUSION® | |ann?5m |

< Back Next> | | Cancel




Mew Object - User

& Createin:  cultofilusion local ACULTOFILLUSION Finance 75

Password: |-------- |

Corfim password: |u"uu |

User must change password at next logon
[ ] User cannot change password

[ ] Password never expires
[ ] Account is disabled

<Back |[ Net> | | Cancel

Mew Object - User *

5 Createin:  cubofilusion local ACULTOFILLUSION /Finance75

When you click Finish. the following object will be created:

Full name: Ann O. Rudenko
User logon name: ann 7501 @cultofilusion local

The user must change the password at next logon.

<Back | Fnsh | | Cancel




Mew Object - User *

5 Createin:  cuttofillusion local CULTOFILLUSION/Finance 75

First name: |F‘e‘tro | Initials: | L
Last name: |Kramar
Full name: |F'e‘tro L. Kramar

User logon name:
|petro?5ﬂ1 | @cuttofillusion local

User logon name (pre-Windows 2000):
|CULTOFILLUSION\ | |petro?5|]'l

< Back Mext = Cancel

Mew Object - User

& Create in:  cultofilusion local ACTULTOFILLUSION /Finance 75

Password: ||||-|||-|

Confirm password:

|User must change password at next logon
[ ] User cannot change password

[ ] Password never expires

[] Account is disabled

< Back Mext =



Mew Object - User

& Createin:  cultofilusion local ACULTOFILLUSIONFinance 75

When you click Finish, the following object will be created:

Full name: Petro L. Kramar
Lser logon name: petro 7501 @cultofilusion local

The user must change the password at next logon.

<Back || Finish

| | Cancel

Mew Object - User

& Createin:  cultofillusion local ACULTOFILLUSIONATS0

Last name: |I'U'Ielrr'_.+:

First name: |I'H'Ia: | Initials: D

Full name: ||'H'|a: M. Melryk

User logon name:

|ma:E'I]1 | |@mﬂuﬁ|lusion.lucal ~ |
User logon name (pre-Windows 2000):
|CULTDFILLL.I5IDN\ | |ma:E'I]'I |

< Back Ned> | | Cancel




Mew Object - User

& Createin:  cultofilusion local ACULTOFILLUSIONATE0

Passwaord: |lul|lll-|lnlnln-

Confirm password:

[ ] User must change password at next logon
[ ] User cannot change passwond

Password never expires

[] Account is disabled

< Back Mext = Cancel
Mew Object - User

& Create in:  cultofillusion local /CULTOFILLUSIONATS0

When you click Finish, the following object will be created:

Full name: Max M. Melnyk

User logon name: max 01 @cultafillusion local

The password never expires.
<o Cacs




Mew Object - User

& Createin:  cultofillusion local CULTOFILLUSIONATE20

Last name: |Kmralenku

First name: |Snphie | Initials: D
|
|

Full name: |50phie M. Kovalenko

|Iser logon name:
|sophieﬂﬂ2 | | Ecultofilusion local b |

lUser logon name (pre-Windows 2000):
|CULTDFILLUSIDN\ | |50phieE'I]2

<Back [ Net> | | Cancel

Mew Object - User

& Createin:  cultofilusion local ACULTOFILLUSIONATE0

Password:

Corfim passward: |uu-u""

Iser must change password at next logon
[ ] User cannat change password

[ ] Password never expires

[ ] Account is disabled




Mew Object - User

& Createin:  cultofilusion local ACULTOFILLUSIONATE0

When vou click Finish, the following object will be created:

Full name: Sophie M. Kovalenko
Lser logon name: sophied02@cultofilusion local

The user must change the password at next logon.

<Back [ Finish

{ | Cancel

1 Mew Object - User

& Create in:  cultofillusion local CULTOFILLUSIONATED

Last name: |Ehum.ak

First name: |THIES | Initials: I:I

Full name: |Talas |. Chumak

|ser logon name:

|tamsEﬂ3 | |@mhnﬁllusiun.lucal ~ |
User logon name (pre-Windows 2000):
|CULTD FILLUSIONY, | |tamsE'I]3 |

< Back Net> | | Cancel




Mew Object - User

& Createin:  cultofillusion local ACULTOFILLUSIONATS0

Password: |llllllll| |

Confirm password:

|Iser must change password at next logon
[ ] User cannot change password

[ ] Password never expires
[ ] Account is disabled

< Back Mext = Cancel

Mew Object - User

& Createin:  cultofillusion local ACULTOFILLUSIONATS0

When vou click Finish, the fallowing object will be created:

Full name: Taras |. Chumak
|User logon name: taras 803 @cultofilusion local

The user must change the password at next logan.

<Back Cancel



Mew Object - User

& Createin:  Hofillusion Jocal ACULTOFILLUSIONManagment 31

Last name: |Ear1dar

First name: | Mykchailo | Initials: IZI
|
|

Full name: | Mykhailo O. Bondar

|User logon name:
[mykhaios1 | @cutofilusion local v|

lUser logon name (pre-Windows 2000):
|CULTDFILLUSIDN\ | |rrr:.rkhailu‘31

<Back | Net> | | Cancel

Mew Object - User

& Createin:  cultofilusion local ACULTOFILLUSION /Managment:

Password: TIITII L)

Confimm password: |nuuu"| |

[ ] User must change password at next logon
[] User cannct change passwond

Password never expires

[ ] Account is disabled

<Back | Net> | | Cancel




Mew Object - User x

J ) Create in:  cultofilusion local ACULTOFILLUSION Managment 31
|

When vou click Finish, the fallowing object will be created:

Full name: Mylkhailo ©. Bondar
User logon name: mykhailo31 @cultofillusion local

The password never expires.

< Back Cancel

inguishedName : CN=A ina ;,DC=cultofillusion,DC=local

ed

amiccountiame
I
urname
PrincipalName : @cultofillusion.local

inguishedName : Ch ro L. Kramar i SION,DC=cultofillusion,DC=1local

amiccountiame
1D
urname
PrincipalName : 8l@cultofillusion.local




inguishedName : CN . Melny U L ,DC=cultofillusi
Enabled :
GivenName

TEUID
countName

urname
PrincipalName

CH=Taras I. Chuma ON,DC=cultofillus

amfccountMame
1D
Surname
PrincipalName

DistinguishedMame : CH=M i . Bondar, M ’ =CULTOFILLL ,DC=cultofillusion,DC=local
Enabled H
GivenName

m : ailo 0. Bondar

jectCla :

jectGUID : d? -4ed@-alfa

mAccountName :

D

urname

rPrincipallame




es
[ Add Roles and Features Wizard

I have to be installed on the same server.

4 Remote Server Administration Toals
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

Add features that are required for DHCP Server?

The following tocls are required to manage this feature, but do not

Add Features

Cancel

ption

ic He
pl (D
rally
B temr
info
ters.

admin99




protected.

imaote

You can change the name and the membership of this computer
computer. Changes might affect access to network resources.

Windows Security

Computer name:
WS-ADMIN [l Computer Name/Domain Changes
Full computer name:
WS-ADMIN Enter the name and password of an account with permission to
join the domain.
More
Member of mykhailo91
(® Domain:
(O Warkgroup:
WORKGROUP
Cancel
oK Cancel
QK Cancel Apply
smote
You can change the name and the membership of this computer

computer. Changes might affect access to network resources.

]

Computer name: lary's
WS-ADMIN |

Control Panel Network and

Full Ut E
1I$S$;5|Nername Computer Name/Domain Changes X

| Welcome to the cultofillusion.local domain.
Member of o
(®) Domain:
|cuho‘fillusion local

21

() Workaroup:
WORKGROUP

Cancel



Internet Protocol Wersion 4 (TCPAPwE) Properties X

General

‘You can gek IP setkings assigned automatically if wour network supports
this capability, Otherwise, you need to ask vour network adminiskratar
for the appropriate IP settings.,

() Obkain an IP address automatically
(@) Use the Follawing IP address:

IF address: [192.168. 75 . 5 |
Subnet mask: | 255 . 255 . 255 . 224 |
Diefaulk gateway: [192 188,75 . 1 |

Obkain DMNS server address automatically

(®) Use the following DS server addresses:

Preferred DNS server: [ 192 188 . 98 . 13 |

Alternate DMS server: | . . . |

[Jwalidate settings upon exit v a—

el




*Y'ou can change the name and the membership of this
computer. Changes might affect access to nebwork. resources.

Computer name:
W5-751 |

Full computer name:
w5751

More... J
Mermber of
(® Domair:

| cultafiluzion. local |

() Workaroup:
WORKGROLP

QK Cancel

Cancel

You can change the name and the membership of this
computer, Changes might affect access to network resources,

Caormputer name:

WS-751

Full computer name:
W5-751

Maore. ..

kember of
(®) Domain:
| cultafilusion. local

() Workgroup:
WORKGROUP

Carcel

Cancel

Windows Security

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

administrator ‘

zmate

compuker

]

|amy's

ik [0

hge...

QK Cancel

Cornputer Marme/Domain Changes

o Welcome to the cultofillusion.local domain.




Other user
ann7/501 7

Other user

Your password has been changed.

Sign in to: CULTOFILLUSION

How do | sign in to another domain?

Cancel

Internet Protocel Version 4 (TCP/1Pvd) Properties >

General  Alternate Configuration

‘fou can get IP settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(") Use the following IP address:

IF address: | . . . |

Subnet mask: | . . . |

Default gateway: | . . . |

() Obtain DMS server address automatically
(@) Use the following DS server addresses:

Preferred DMS server: | 192 . 168 , 98 . 13 |

Alternate DMS server: | . . . |

[ validate settings upon exit Advanced. ..

Cancel




admin801

Internet Protocol Version 4 (TCP/IPvd) Properties X

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IF address automatically
(T Use the fallowing IF address:

IP address: | . . : |

Subnet mask, | . . : |

Defaulk gakeway: | . . . |

() Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server: | 192 . 168 . 98 . 13 |

Alternate DNS server: | . . . |

[Jvalidate settings upon exit Advanced...

Cancel



rmote

You can change the name and the membership of this

computer
computer. Changes might affect access to netwark resources.

Windows Security

Computer name:

5501 | | Computer Name/Domain Changes

f;'g‘:;[;qpmer name: Enter the name and password of an account with permission to
WS-

Join the domain.

Mare
Member of | administrator

(®) Domain:

() Warkgroup:

WORKGROUP
Cancel
OK Cancel
OK Cancel

:mote
fou can change the name and the membership of this computer
computer. Changes might affect access to network resources.
Computer name: lany’s
WS-301 |
e Computer Mame/Domain Changes >
W5-801
More.. ;rk o Welcome to the cultofillusion.local domain.
Member of
(®) Domain: —
— ng
|cu|t0f|||u3|0n local | =
() Workgroup:
WORKGROUP
Cancel
OK Cancel Apply

Other user
taras803

Sign in to: CULTOFILLUSION

How do | sign in to another domain?




