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import collections 
import random 

EllipticCurve = collections.namedtuple('EllipticCurve', 'name p a b g n h') 

curve = EllipticCurve( 
   'secp256k1', 
    
   p=0xfffffffffffffffffffffffffffffffffffffffffffffffffffffffefffffc2f, 
    
   a=0, 
   b=7, 
    
   g=(0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798, 
      0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c47d08ffb10d4b8), 
    
   n=0xfffffffffffffffffffffffffffffffebaaedce6af48a03bbfd25e8cd0364141, 
    
   h=1, 

) 

def inverse_mod(k, p): 
   k p 
   (x * k) % p == 1 
   """ 
   if k == 0: 
       raise ZeroDivisionError('  

   if k < 0: 
       # k ** -1 = p - (-k) ** -1  (mod p) 
       return p - inverse_mod(-k, p) 

    
   v, old_v = 0, 1 
   u, old_u = 1, 0 
   r, old_r = p, k 

   while r != 0: 
       quotient = old_r // r 
       old_r, r = r, old_r - quotient * r 
       old_v, v = v, old_v - quotient * v 
       old_u, u = u, old_u - quotient * u 

   gcd, x, y = old_r, old_v, old_u 

   assert gcd == 1 
   assert (k * x) % p == 1 

   return x % p 

def is_on_curve(point): 
   True,  
   if point is None: 
       # None -  
       return True 

   x, y = point 

   return (y * y - x * x * x - curve.a * x - curve.b) % curve.p == 0 
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def point_add(point1, point2): 
   point1 + point2""" 
   assert is_on_curve(point1) 
   assert is_on_curve(point2) 

   if point1 is None: 
       # 0 + point2 = point2 
       return point2 
   if point2 is None: 
       # point1 + 0 = point1 
       return point1 

   x1, y1 = point1 
   x2, y2 = point2 

   if x1 == x2 and y1 != y2: 
       # point1 + (-point1) = 0 
       return None 

   if x1 == x2: 
        
       l = (3 * x1 * x1 + curve.a) * inverse_mod(2 * y1, curve.p) 
   else: 
        
       l = (y2 - y1) * inverse_mod(x2 - x1, curve.p) 

   x3 = l * l - x1 - x2 
   y3 = l * (x1 - x3)-y1 
   result = (x3 % curve.p, y3 % curve.p) 

   assert is_on_curve(result) 

   return result 

def scalar_mult(m, point): 
   m * point""" 
   assert is_on_curve(point) 

   if m % curve.n == 0 or point is None: 
       return None 

   if m < 0: 
       # m * point = -m * (-point) 
       return scalar_mult(-m, point_neg(point)) 

   result = None 
   addend = point 

   while m: 
       if m & 1: 
            
           result = point_add(result, addend) 

        
       addend = point_add(addend, addend) 

       m >>= 1 #  

   assert is_on_curve(result) 

   return result 

def make_keypair(): 
    
   private_key = random.randrange(1, curve.n) 
   public_key = scalar_mult(private_key, curve.g) 

   return private_key, public_key



70
 

 

  

import sys 
import collections 
import hashlib 
import random 
import binascii 

from ecc import curve, scalar_mult, make_keypair 

 
print(f" \t {curve.name}") 
print(f"a:\t {curve.a}") 
print(f"b:\t {curve.b}") 
print(f"G:\t (0x{curve.g[0]:x}, \n\t 0x{curve.g[1]:x}) ") 
print(f"p:\t {curve.p}") 

print("==========================") 

A B 
ASecretKey, APublicKey = make_keypair() 
BSecretKey, BPublicKey = make_keypair() 

 
print(f" A: {hex(ASecretKey)}") 
print(f" A: (0x{APublicKey[0]:x}, \n\t\t\t    0x{APublicKey[1]:x}) ") 
print(f" B: {hex(BSecretKey)}") 
print(f" B: (0x{BPublicKey[0]:x}, \n\t\t\t    0x{BPublicKey[1]:x}) ") 

 
sharedSecret1 = scalar_mult(BSecretKey, APublicKey) 
sharedSecret2 = scalar_mult(ASecretKey, BPublicKey) 

print("==========================") 
print(f" KA: (0x{sharedSecret1[0]:x}, \n\t\t\t     0x{sharedSecret1[1]:x})") 
print(f" KB: (0x{sharedSecret2[0]:x}, \n\t\t\t     0x{sharedSecret2[1]:x})") 
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import sys 
import random 
import hashlib 
import libnum 

from ecc import curve,scalar_mult,point_add,make_keypair 

msg="hello world" 

if (len(sys.argv)>1): 
 msg=(sys.argv[1]) 
  

A (  
dA,QA = make_keypair() 

 
h=int(hashlib.sha256(msg.encode()).hexdigest(),16) 

 
k = random.randint(0, curve.n-1) 
rpoint = scalar_mult(k,curve.g) 

 
r = rpoint[0] % curve.n 
inv_k = libnum.invmod(k,curve.n) 
s = (inv_k*(h+r*dA)) % curve.n 

print (" msg) 
print (" hex(dA)) 
print(f" x{QA[0]:x}, \n\t\t\t    0x{QA[1]:x}) ") 
print ("\n k =",hex(k)) 
print(f"\n \nr={hex(r)}\ns={hex(s)}") 

 
inv_s = libnum.invmod(s,curve.n) 
w = inv_s 
u1=(h*w) % curve.n 
u2=(r*w) % curve.n 
P = point_add(scalar_mult(u1,curve.g), scalar_mult(u2,QA)) 

print ("\n  
print ("w =", hex(w)) 
print ("u1 =", hex(u1)) 
print ("u2 =",hex(u2)) 
print(f"P =(0x{P[0]:x}, \n    0x{P[1]:x}) ") 

res = P[0] % curve.n 
print (" hex(res)) 

if (res==r): 
     print("!!!  

else: 
     print("!!!  
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_
import random 
import os 
from cryptography.hazmat.backends import default_backend 
from cryptography.hazmat.primitives import hashes 
from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC 
from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes 
from cryptography.hazmat.primitives import hmac 
from cryptography.exceptions import InvalidTag 

def derive_keys(secret_key, salt): 
    
   secret_key_bytes = secret_key.to_bytes((secret_key.bit_length() + 7) // 8, 

byteorder='big') 
   KDF 
   kdf = PBKDF2HMAC( 
       algorithm=hashes.SHA256(), 
       iterations=1000, 
       salt=salt, 
       length=64, 
       backend=default_backend() 
   ) 
    
   key_material = kdf.derive(secret_key_bytes) 
   k_ENC = key_material[:32]  # 256  
   k_MAC = key_material[32:]  # 256 MAC 

   return k_ENC, k_MAC 

def encrypt_and_tag(k_ENC, k_MAC, plaintext): 
   IV (Initialization Vector) 
   iv = os.urandom(16) 
   AES-GCM 
   cipher = Cipher(algorithms.AES(k_ENC), modes.GCM(iv), 

backend=default_backend()) 
   encryptor = cipher.encryptor() 
    
   ciphertext = encryptor.update(plaintext) + encryptor.finalize() 
    
   tag = encryptor.tag 

   return iv, ciphertext, tag 

def decrypt_and_verify(k_ENC, k_MAC, iv, ciphertext, tag): 
   try: 
       AES-GCM 
       cipher = Cipher(algorithms.AES(k_ENC), modes.GCM(iv, tag), 

backend=default_backend()) 
       decryptor = cipher.decryptor() 
        
       plaintext = decryptor.update(ciphertext) + decryptor.finalize() 

       return plaintext 
   except InvalidTag: 
        
       print("  
       return None 
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import random 
import os 
from ecc import curve,scalar_mult,point_add,make_keypair 
from aes_gcm import derive_keys,encrypt_and_tag,decrypt_and_verify 

print(f" \t {curve.name}") 
print(f"a:\t {curve.a}") 
print(f"b:\t {curve.b}") 
print(f"G:\t (0x{curve.g[0]:x}, \n\t 0x{curve.g[1]:x}) ") 
print(f"p:\t {curve.p}") 

print("==========================") 

ASecretKey, APublicKey = make_keypair() 
BSecretKey, BPublicKey = make_keypair() 

print(f" A: {hex(ASecretKey)}") 
print(f" A: (0x{APublicKey[0]:x}, \n\t\t\t    
0x{APublicKey[1]:x}) ") 
print(f" B: {hex(BSecretKey)}") 
print(f" B: (0x{BPublicKey[0]:x}, \n\t\t\t    
0x{BPublicKey[1]:x}) ") 
 

sharedSecret1 = scalar_mult(BSecretKey,APublicKey) 
sharedSecret2 = scalar_mult(ASecretKey,BPublicKey) 

print("==========================") 
print(f" KA: (0x{sharedSecret1[0]:x}, \n\t\t\t     
0x{sharedSecret1[1]:x})") 
print(f" KB: (0x{sharedSecret2[0]:x}, \n\t\t\t     
0x{sharedSecret2[1]:x})") 

shared_secret_key=sharedSecret1[0] 
print("==========================") 
print("C x- \t", hex(shared_secret_key)) 

plaintext = b'some plaintext for encryption' 
salt = os.urandom(32) 

A) 
k_ENC_A, k_MAC_A = derive_keys(shared_secret_key, salt) 
print("==========================") 
print(f"k_ENC: 0x{k_ENC_A.hex()}") 
print(f"k_MAC: 0x{k_MAC_A.hex()}\n") 
iv, ciphertext, tag = encrypt_and_tag(k_ENC_A, k_MAC_A, plaintext) 

B) 
k_ENC_B, k_MAC_B = derive_keys(shared_secret_key, salt) 
decrypted_text = decrypt_and_verify(k_ENC_B, k_MAC_B, iv, ciphertext, tag) 

print(f" plaintext.decode('utf-8')}") 
print(f"IV: 0x{iv.hex()}") 
print(f" x{ciphertext.hex()}") 
print(f" x{tag.hex()}") 
print(f" decrypted_text.decode()}") 
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