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AHOTALIISA

3aBmanHsa KBamiQikamiiiHOI poOOTHM MaricTpa TONsra€e y BUBYEHHI Ta
OoOTpyHTYBaHHI BHOOPY I1HCTPYMEHTIB, NpOrpamo-anapaTHUX pillleHb, Ta METOMIIB
3aXUCTYy KpPUIITOAKTHBIB, MOOYAyBaTH 3py4dHE PINICHHS Ta 3aXUIICHE PIMICHHS IS
1HBECTHIIIH.

KBamidikamiitna po6ora Marictpa Ha TeMy «MeToau Ta TeXHOJIOTIT MiABUIIICHHS
PIBHS 3aXMIIEHOCTI KPUIITOAKTUBIB » CKJIAAA€TbCS 3 1HKEHEPHOrO, JOTIYHOTO,
aHAJIITUYHOT O, Ta TEOPETUYHOTI'O KOMIUIEKCIB Ta MOSICHIOBAJIBHOI 3aIIUCKH.

[TosicHroBanbHA 3amucKa A0 BHITYCKHOI KBali(ikaliitHoi poOOTH MICTHTH B cO01
102 ctopinku, 1 Tabnuimro ta 36 pucyHkiB. CIHCOK BUKOPUCTAHUX JHKEpPET MICTUTH 19
HallMEHYBaHHS 1 3aiiMa€ 2 CTOPIHKH.

KitouoBi cmoBa: Solidity, Smart Contract, ERC721, NFT, Ethereum, Web3,

Ganache, Blockchain.



ANNOTATION

The task of the master's thesis is to study and justify the choice of tools, software
and hardware solutions, and methods for protecting cryptoassets, to build a convenient
solution and a secure solution for investment.

The master's qualification work on the topic "Methods and technologies for
increasing the level of security of crypto assets" consists of engineering, logical,
analytical, and theoretical complexes and an explanatory note.

The explanatory note to the qualification work contains 102 pages, 1 table and 36
figures. The list of used sources contains 19 names and occupies 2 pages.

Keywords: Solidity, Smart Contract, ERC721, NFT, Ethereum, Web3, Ganache,
Blockchain.
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[MEPEJIIK YMOBHUX ITO3HAYEHb

ETH - Ether kpunrtoBaiitoTa

EVM - Ethereum Virtual Machine



BCTVII

AKTyalbHICTb TeMH. [IpOTATOM OCTaHHIX POKIB OJIOKYEHH 3HAYHO PO3IIMPUB
CBOI MOXJIMBOCTI 1 BIUIMB Ha peaibHUM CBIT. 3pOCTa€ IHTEpEC A0 KPHUNTOBAJIIOT,
3aBJsSIKM cucTemaM, TakuM sk Bitcoin 1 Ethereum. Xoya Ha puHKY 3'BJIIOTBCS HOBI
KPUNTOBAJIOTH, BOHM  BIAMNOBIIAIOTh BHUCOKUM  CcTaHjmapram  Oesmeku. lleit
TEXHOJIOTIYHUNA TPOPUB BIATYKHYBCS Ha MOTpeOy Y BIOCKOHAJEHHI TpaJULIMHUX
¢dinancoBux cucteM. ChiibHI 3yCHIUIA 1HKEHEPIB MPHU3BEIH O CTBOPEHHS OJIOKYEHHY,
KWW BUT1IHO BIJIPI3HAETHCS BiJl 3BUYANHUX BAJIIOT 32 PSAIOM MapaMeTpiB, BKIIOUYAIOUU
Oe3MeKy, HeCTaOlIbHICTh KYpCy, IpEeBEpCHOCNBHICTh oOlepaliii Ta MpO30pICTb.
TexHosoria OJOKYEHH Mpalloe Ha OCHOBI PO3MOAUICHHX MEpEX, II0 TapaHTye il
HaJ1HHICTh. Ha chOro/HINIHIN ACHB ICHYE PsJ IHHOBAIIMHUX 3aCTOCYBaHb OJIOKYCHHY,
takux ssk NFT-mmatgopmu ns Toprieii, siki TOCTIHHO PO3BUBAIOTHCS Ta BIAKPHBAIOTH

HOBI1 TOPU30HTH JJI1 BUBUCHHS 1 peaizarlii.

Meta i 3aBaanHsi po6oTu. Metoro kBamidikaiiiiHoi poboTH € po3poOka
e()eKTUBHOTO PIIICHHS JIJIs 1HBeCTyBaHHs Ha 6a31 TexHosorii NFT. Po6ora Hariiena Ha
CTBOPECHHS KOMIUICKCHOTO MIAXOAYy A0 3a0e3MeUeHHs] Oe3MeKH KPUITOAKTHAKTHBIB,
HAIHHOCTI TPAH3aKIIINA Ta JOCTYITHOTO KOPUCTYBAIBKOTO iHTEpdEHCy.

JlocsiTHEeHHSI TOCTaBIIEHOT METH Tepeidavae po3B’i3aHHS HACTYITHUX 3aBJaHb:

— [TpoBenenns anamnizy Texnomnorii Blockchain;

— [IpoBenenns ananizy texHosorii Ethereum,;

— Amnaji3 texHonorii NFT;

— BuBuenHss Ta BuOip KOHKPETHOTO MPOTPAMHOTO CTEKy MJs peamizarii
MPOEKTY;

— [IpoekTyBaHHS Ta HATAMITYBAHHS BipTyaJIbHOTO CEPEIOBHIIA;

— [IpoexTyBaHHS Ta AEIUION CMapT-KOHTPAKTY;

— Po3pobka BeO-iaTepdecy st B3aEMOIT 3 OJIOKYCHHOCM;



PO3ILJT 1 AHAJI3 IIPEAMETHOI OBJIACTI TA OBIPYHTYBAHHS
AKTYAJIbHOCTI TEMHU POBOTU

1.1 AkryauasHicTh TexHoJ10ril blockchain

brokueitn — po3nonuieHa 0aza AaHuX, 10 30epirae BIOPSAIKOBAHUI JTAHITIOXKOK
3amuciB (Tak 3BaHUX OJIOKIB), IIO MOCTiMHO moBmiae. J[aHi 3aXWIIEHO BiA MiAPOOKH Ta
cnotBopeHHs. KoxeH OJ0K MICTHTH 4acOBY MO3HAUYKY, €Il MOMEPEAHbOro OJIoKa Ta
JaH1 TpaH3aKIlii, MO/JaHl SK rem-aepeBo. Taky po3nojiieHy 0a3zy JaHUX 3aKJIaJIeHO B
OCHOBY KpunrtoBaitoTu Bitcoin, e ciayrye OyXraaTepchbKor KHUTOO ISl BCIX OIEpallii.
Taky 6a3y Ha3uBalOTh biok4eiiH.

Y xBitHi 2017 poxy B 3MI 3'aBunacs iHdopmarlis, mo YKpaiHa IUIaHye
TIEPEBECTH JICPXKaBHI JIaH1 y OJIOKYEHH 3 METOIO: BIPOBAHKCHHSI MAaKCHMAIIBHOI OE3MeKH
naHux; eheKTUBHOI OOpOTHOM 3 KOPYIIIIEID; YCYHEHHSI peuJiepcTBa; MPO30pOCTi Ta
BIJIKPUTOCTI1 TaHUX.

3pocTaroua BaKJIMBICTh BHBUEHHS OJOKUEHHY CTa€ OYEBHAHOIO, OCOOIHMBO Y
KOHTEKCTI Iri100aibHUX BUKIUKIB, TakuX sk nanaeMis COVID-19. Bona akiienrye yBary
Ha HEOOXIMHOCTI HAMIWHUX JaHWUX Ta CTpaTeridi BiJHOBJICHHA, CHPSIMOBAHHUX Ha
udpoBy TpaHchopmarllito Ta €IeKTpOHHY KoMepiiro. OIHAK TEXHOJOriS OJOKYCHH
MO>K€ BUKJIMKATH CYMHIBH CE€pEJ] TUX, XTO III€ HE Ma€ JOCBIY 3 UM BUJIOM HUPPOBUX
pIlLIEHb.

[IpoTarom oOCTaHHIX POKIB TOCTPO OOTOBOPIOBAIMCA KPUNTOBAIIOTH Ta
TEXHOJIOT1sI OJIOKYEHH. BiNBIIICTh €KCIEepTIB MIAKPECIIOE TTepeBaru OJOKYCHHY Tepen
CTaHJAPTHUMH CHUCTeMaMH 30epekeHHs iHpopMaIlii, OCKiIIbKM BOHA TapaHTye Oe3MeKy,
HE3MIHHICTh Ta TMPO30PICTh JIAaHUX. 3a JYMKOI CBITOBUX (haxiBiiB, OJOKYEHH
He3a0apoM 3Hale CBO€ MICIIE B PI3HUX CEKTOpaX EKOHOMIKM, 1 MOro MOTEHIlal
PEBOJIOIIOHI3YBATH TPaAMIIIIHI O13HEC-TIPOLIECH Ha TJIOOAIBHOMY PIBHI BBa)KA€THCS
BEITUKHM.

Texnonoria biokuelin € Bupa3oM JidepanizmMy 1 HaJae JIOJICTBY SIK CBOOOY TaK 1
CaMOJIOCTATHICTh. SIKIIO BU crIpoOyeTe 3MIHUTH NPUHIUT (GYHKIIOHYBaHHS OJOKYEHHY

HaMaraHHsM BpPCTYJIIOBATH, OJOKYEHH MOJXKE CTaTH HeOe3NCUHHM. HH TEXHOJIOT1S



BIIEPILIE 3aCTOCOBYBajacs JIIOJAWHOK a00 TpyINoO JIOAEH JUIsl CTBOPEHHS NEpIIOi
CBITOBOI KpUIITOBAIIOTH — Bitcoin.

[le#fi mpoexkT MaB CTBOPUTH PEBOJIONIIO JJiS T030aBJICHHS BiJ BEIUKHUX
MOCEPETHUKIB (PIHAHCOBOTO CBITY, TaKUX SK OAaHKM Ta 1HMKX (PIHAHCOBI YCTAHOBH.
k1o peryasaropu crpoOyrOTh BIHOKpEMUTH OJIOKYSHH B1J HOTo nependadyyBaHOi METH,
dbyHaaMeHTanicTu OJIOKYEHHY JaAyTh Y BIJIMOBIIb MOJATBIINM PO3BUTKOM OJIOKUEHHY,
100 3aJ0BOJBHUTH CBOIO METy - 3aMIHMTH (PIHAHCOBY CHUCTEMY y TOMY BHUIJISAII, B
SKOMY MH 11 3HaEMO. SKIIO Ti, XTO 3aliMalOThCs PETYJIIOBAHHSIM OJIOKYEHHY CIIPOOYIOTh
BIJIXWUIUTH MOTO B1J] TOYATKOBOI METH, HOTr0 PO3POOHUKH MPOAOBKATH PO3BUBATH HOTO,
o0 TOMOTTHCS CTBOPEHHS ()IHAHCOBOI CHCTEMH BiJIMIHHOIO BiJ Ti€i, IKY MH 3HA€MO

3apas.

1.2 Anauni3 TexnoJorii Ethereum

Ethereum - 1ie Gy1ok4eiiH 13 BOy10BaHMM B HROTO KoMm'torepoM. Lle ocHoBa jist
CTBOpEHHS OJIATKIB Ta OpraHi3aiiil y JeIeHTpali30BaHuid, 0€3/103BUTbHUMN, CTIMKUHN 10
IIEH3ypH C110Ci0.

VY BcecBiTi Ethereum icHye enuHuid KaHOHIYHMM KommO'toTep (Tak 3BaHa
Biptyasibha MammHa Ethereum, a6o EVM), craH sgKOTO Y3rOIKyeThes 3 ycima
yuacHukamMu Mepexi Ethereum. Koken yuacHuk wmepexi Ethereum (kokHa Homa
Ethereum) 36epirae komito crany 1poro komm'rorepa. Kpim toro, Oyap-sSkuii y4acHUK
MO’KE€ TPAHCIIOBATH 3alUT Ha LEH KOMI'IOTEp AJI1 BUKOHAHHS JOBUIBHUX OOYHCIICHD.
[Ilopa3y, KOIM Takui 3amUT TPAHCIIOETHCS, 1HII YYAaCHUKU MEpEXl MEpeBIPSIOTH,
HIATBEPAKYIOTh 1 BAKOHYIOTh 00uncieHHs. Lle BUKOHaHHs BUKIUKAE 3MiHYy cTany EVM,
sKa (PIKCY€ETHCSA 1 MOMIMPIOETHCS IO BC1M MEpEexKi.

3anuT Ha OOYMCIICHHS HA3WBAIOTHCA 3alUTaMU Ha TPAaH3aKIll; 3alHuC YCIX
TpaH3akI[ii 1 moroyHoro crany EVM 30epiraeTbcsi B OJI0KUEIiHI, SKUH, Y CBOIO YEpry,
30epiraeTbes 1 y3roJKy€eThCsl BCiMa BY3JIaMH.

KpunrorpadiuHai MexaHi3MHU TapaHTyIOTh, IO MICIsA TOTO, SIK TPaH3aKUli Oy1yTh
MIATBEPKEHI K IIMCHI 1 1oAaHl 10 OJIOKYCHHY, 1X HEMOXIUBO Oyae miaMiHuTH. L1 x

MEXaHI3MH TapaHTylOTh, IO BCl TpaH3aKIil MIANUCYIOTbCA 1 BUKOHYIOTHCS 3
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BIJIMOBITHUMHU "7103BOJIaMHU" (HIXTO HE 3MOKE€ BIAMPABUTH IU(POBI aKTUBU 3 aKayHTa
Adicu, OKpiM Hel camoi).

Ether(ETH) - ue pinna kpuntoBantota Ethereum. Mera ETH - crBoputu punox
Uit obuncneHb. Takuil pUHOK 3a0e3nedye €KOHOMIYHUN CTHUMYJ JJis Y4YacHUKIB
NEPEeBIPATH 1 BAKOHYBATH 3allUTH HAa TPaH3aKllii Ta HaJaBaTH OOYUCIIOBAIBLHI PECYPCU
MEpexi.

Byap-sikuii yyacHUK, SIKMH TPAHCIIOE 3alUT HA TPAaH3aKI[IO, MMOBUHEH TaKOXK
3amponoHyBaTH Mepexi neBHy KinbkicTh ETH B saxocti BuHaropomu. Mepexka
NPUCYIUTh IF0 BHHATOPOAY TOMY, XTO B KIHIIEBOMY ITiJICYMKY BHKOHA€ poOOTY 3

Cyma Burutauennx ETH Biamoimae pecypcam, HEOOXITHUM il BHUKOHAHHS
oOuncnensb. Lli OenediTm TakoX 3amobIral0OTh HABMHCHOMY 3aCMIYEHHIO MEpexi
3JIOBMUCHUKAMH, SKI BUMaraloThb BHUKOHAHHS HECKIHUEHHHMX OOYHCIIEHb a00 1HIIMX
PECYypPCOEMHUX CKPHMTIB, OCKIIBKH Il YYAaCHUKH TMOBUHHI TUTATUTH 32 OOYMCITFOBAJIbHI
pecypceHu.

ETH Takox BUKOPUCTOBYETHCS NJisi 3a0€3MEUCHHS] KPUIITOCKOHOMIYHOI Oe3MeKn
MepEekKi TpbOMa OCHOBHUMH CIIOCOOAMU:

1) BiH BHUKOpPUCTOBYETHCS AK 3aci0 BHHArOpoAM BaTiaTOPiB, SIKI MPOMOHYIOTH
0J10KH 200 MOBIIOMJISIIOTH PO HEUECHY MOBEAIHKY 1HIIMX BaJliJJaTOPIB;

2) BaJIIJaTOpU BKJIAJAIOTh WOTO B SIKOCTI 3aCTaBU NMPOTHU HEYECHOI MOBEHIHKH -
SKIIIO BaJiaTOp HaMaraeThCs MOBOJAUTHUCS HedecHO, Horo ETH moske OyTu 3HUIIEHO;

3) BiH BHKOPUCTOBYETHCS JJI 3BaKyBaHHS '"TOJIOCIB" 3a HOBI 3aIllpOIIOHOBaHI

O1oKku, K1 6epyTh ydacTs y BUOOpi (hOpPKIB y MEXaHi3M1 KOHCEHCYCY.
1.3 P0o30ip MOHATTA CMapT-KOHTPAKT

Ha mpakTurii y4acHUKH HE MUIITYTh HOBHWA KOJ IIOpa3y, KOJIU XOUyTh 3pOOUTH
3anut Ha obunciaeHHs Ha EVM. 3amicTh 11bOro po3pOoOHUKU 10AATKIB 3aBaHTAXKYIOTh
nporpamu (O6araropa3oBi ¢parmeHTH Koay) B ctaH EVM, a kopuctyBadi poOisITh
3alUTH HA BUKOHAHHS LMX ()parMeHTiB KOAY 3 PI3HMMH MapaMeTpaMu. Mu Ha3uBaeMo

IIporpaMu, o 3aBaHTAXXKYIOTbCA B MCPCIKY 1 BHKOHYIOTLHCS HCHO, CMApPT-KOHTPAKTaAMHU.
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Ha mHaiimpocTimoMy piBHI CMapT-KOHTPAKT MOKHA YSBUTH $IK CBOEPITHUN
TOPTOBUH aBTOMAT: CKPHMNT, SKUH NMPU BUKIMKY 3 TMEBHUMHU TapaMeTpaMHU BHKOHYE
NeBHI J1i 800 OOYUCIICHHS, SIKIIO 3aJ0BOJBHSIOTHCS MIEBHI yMOBU. Harnpukiaz, npoctuit
CMapT-KOHTPAKT TPOJABII MOXKE CTBOPIOBATH 1 TepeAaBaTH IPaBO BJIACHOCTI Ha
nudpoBuit akTUB, AKII0 a0oHeHT Hajicuiae ETH konkpeTHOMY oniepkyBauy.

Bynb-sikuii po3poOHUK MOXKE CTBOPUTH CMAPT-KOHTPAKT 1 ONPUIIIOJHUTH HOTO B
MEpexXi, BUKOPUCTOBYIOUM OJIOKYEHH SK pIBEHb JaHUX, 3@ I[EBHY IUIATy, IO
crutauyeThest Mepexi. [1oTiM Oyab-sIKuii KOPUCTYBaY MOXKE BUKIMKATH CMAPT-KOHTPAKT
JUTsI BUKOHAHHS HOTO KOy, 3HOBY K TaKH 3a IJIATy, IO CIIAYY€E€ThCS MEPEXKi.

TakuM dYHHOM, 3a JOMOMOTOI0 CMapT-KOHTPAKTIB PO3POOHUKH MOXKYTh
CTBOPIOBATH 1 pO3TOPTATHU SIK 3aBI'OJIHO CKJIAJIHI KOPUCTYBAIbKI JOJIATKH 1 CEPBICH, TaKl

SK: TOPrOBl1 MailIaHYMKH, (PIHAHCOBI IHCTPYMEHTH, ITPH TOLIO.
1.4 AxryaasHicts NFT B cyyacHomy cCBiTi.

Tepmin NFT crae Bce Ouibin Bijomum. ['eliMepu akTUBHO JTOKYITYIOTh BIpTyaibH1
npeameTt B NFT-ipax, HaBiTh K10 Tpa e He Buinnia. Ludposi aptu, My3udni TBOpH
Ta Bigomi MmeMu y popmati NFT mBuaKO 3HaX0A4Th CBOIX MOKYMIIB 3a BEJIMKI TPOIII,
3IUBYBABIIH THX, XTO III€ HE 3HAE PO IF0 KOHIIETIIIIO.

NFT — 1e yHiKaJbHUN TOKEH, KOXEH 3 SKHUX € YHIKaJbHUM 1 HE MOXe OyTu
3aminenuit. lle, maibke gk mudpoBuil mamipenb y OJOKYEHHI, SKUM MIATBEPIKYE
BJIACHICTh KOHKPETHOTO ITU(PpOBOTO 00'€KTA.

NFT BinoOpaxkae pisHOMaHITHY 1H(}oOpMalito mpo 1udpoBi 00'€KTH, TaKy SIK iX
BJIACHMKA, ICTOPII0 IEPEXO/y BIACHOCTI, aBTOPCTBO Ta MOXOKEHHs. ['0l0BHa nepeBara
NFT — 1e MOXIUBICTh NEPEBIPUTH AaBTEHTUYHICTh NpeaMera 1 3adikcyBaTh MpaBo
BJIACHOCTI.

Texnonoris NFT Oyna 3anymena B 2017 poui Ha Ethereum wyepe3 cmaprt-
koHTpakTu. Ilepma nudpoBa TBopua pobota, sika crama NFT, nanexana benkci.
Opurinan 1iei pobotu Oyno 3uumeHo, a NFT crano fioro uudpoBuM BimoOpaxeHHIM.

Takuil He3BUYHUI MTOYATOK MOKa3aB noTeHIlian Ta MmaioyTHe NFT.
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i e

Puc. 1.1. Haiinopo:xua NFT

@

B CBiTi

3apaz NFT HaiiuacTiiie BHUKOPUCTOBYETHCS JUIsl MIATBEPIKEHHS (aKTy
BOJIOJIIHHSA TakMMU IU(POBUMHU aKTUBAMH, SIK 300pa’KE€HHS, BIJCO, MEMHU, MY3HKa.
B irpogiit cepi momymsipai NFT komexiiiiHi mpeaMeTH Ta BHYTPIIIHBOITPOB1 aKTHBH.
[Ipore ue nanexo ne Bce. Huni 3 gornomororo NFT mMoxHa TOKEHI3yBaTH:

-Teitn (3acHoBHuk Twitter JIxex opci mpomaB NFT-TokeH cBOro mepioro
TBITY 32 $2,9 MIIH).

-JlomeHHI iMeHa.

-KButku Ha Oyab-sKi MOl

-IlpaBo BosOAiHHSA GI3MYHUMH aKTHUBaAaMU (HEPYXOMICTb, aBTO, MPEAMETH
MHUCTEITBA).

-Mapkwu, MOHETH Ta 1HIII KOJICKITIHHI TTPSIMETH.
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-JlineH3ii Ha KHUKKOB1 BUJAHHS, MY3U4HI TBOPHU Ta (LIEMHU.

Takox ctBopenHs NFT morpeOye HasBHICTH CXOBHINA, € MOXKHaA 30epiratu
Menia-paitnm, MOCUJIaHHS Ha sSIKI BKa3aHI B METaJaHUX OJOKy B OyokueiHi. Takum
cxopumeM Moxe Oyt IPFS (InterPlanetary File System) — po3nonisiena cucrema st
30epiranHsi Ta aoctymy jJo (aitmiB, BeO-caiitiB, nmporpam Ta aanux. IPFS 3mae, sk
3"HaiiTu ¢ain (html a6o menia), 3a BMICTOM, a HE 3a MICIIEM po3TalryBaHHs. Takum
YUHOM 3aMICTh OJIHOTO 3aluTy, HAIPUKJIAJ, JO OJHOTO CEpPBEPY BIKIMEIIl «II0 K TakKe
OsokuelH», Oyne 3po0JieHO MOIIyK Mo OaraThboM cepBepaM (KOMITIOTepam), sKi
MOXXyTh Matu Iied ¢aiin. 3a gomomoror IPFS, mMoximnBO HE mpoCTO 3aBaHTAKWTH
(aiiiym B1A KOroCh 1HIIOIO — Balll KOMIT FOTEpP TaKOX JIONOMArae ix po3MOBCIOIKYBaTH.
Konu Bamomy apyry 3a Kijlbka KBapTadiB MOTpiOHa Ta cama cTopiHka Bikimenii,
MOXJIMBO, BIH OTpHUMAaE ii BiJl Bac, sIK 1 BiJl BalllOrO CyCiJia Y KOTOCh I1HIIIOTO, XTO
BukopuctoBye IPFS. IPFS poOuth 116 MOXIJIMBUM HE JIMIIE JJIsi BEO-CTOPIHOK, a ¥ ISt
Oynb-sikoro (haiiny, SKui Moke 30epiratu KOMIT'roTep, Oy/lb TO JOKYMEHT, €IeKTPOHHA
[IOIIITa YXA HABITH 3amMC 0a3u JaHUX.

Takum ynHOM, 3aBaHTaKEHHA (Pailily 3 6ararbox MICI[b Ma€ HACTYIIHI MEpEBaru:

- [linTpumye crivikmii [HTepHeT. SKII0 XTOCH atakye BeO-cepBepu Bikimesii abo
imkenep y Bikinenii poOUTh BEMUKY MOMUIIKY, Yepe3 Ky IX CEpBEepH 3aropsitOThCs, BU
BCE OJIHO MOXKETE OTPUMATH Ti caMmi B€O-CTOPIHKU 3BIJIKHUCH.

- YcknanHoe 1eH3ypy Bmicty. Ockinbku daitiu Ha IPFS MoxxyTh HagxoauTu 3
0araTb0X MiCIlb.

- Moske mpUIIBUIIIUTHA poOOTY B IHTEpHETI, KOJIU BH JaJieKo a00 Bij €THAHHI.
SIK1o BU MOXkeTe oTpuMaTH ¢ailn y KOroch mopyd, a He 3a COTHI YM THCS4l KUTOMETPIB,
BU MOXKET€ 4YacTo OoTpumaru Horo mBumame. [le mae ocobnuBy Bary, sIKIO Baila
CHIBHOTA JIOKAJILHO TTOB’sI3aHA 3 MEPEKEI0, ajle HE Ma€ HAJICKHOTO 3B S3KY 3 IIAPIITUM

InTepueTom.
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Gontent Identifier (GID)

Qmba

Puc.1.2. InTepdeiic ognoro 3 HaiinonyasapHimux ipfs ceppiciB pinata.cloud

1.5 Anani3z punky NFT mapkerneiicis
NFT mapxkeriuieiicu — 1ie cremiaiizoBani miatGopmu B chepl KpUNTOBAIIOT, 1€
JOCTYITHI YHIKaJIbHI TOKEHH. Y TO TOKEHM30BaH1 BipTyanbHl KoTHKM Ha CryptoKitties,
9y 1HII mUQPOBI aKTUBH, 1X MOXXHA 3HAWTH Ha pi3HMX Iiargopmax. Lli mmomaaku
MPOIIOHYIOTH HIMPOKHM BUOIp HEB3a€EMO3aMIHHUX TOKEHIB JIJIsl 0OMiHY 200 KYITiBJIi.
OnnuM 3 HanomyJsipHIIKMX MaigaHuukiB g npoaaxy NFT € OpenSea,
Ha SIKOMY BHCTaBJICHO Ha rnpojax noHaja 4 muibitonn NFT. Ilnardpopma mpornonye pizHi
tunin NFT, Bkirouaroud npeaMeTd MHUCTELTBA, ITPOBI aKTHBU Ta KOJEKLIMHI pedl.
OpenSea cTsarye Komicito B po3mipi 2,5% 3 ycix TpaH3akiiiid, a peUTHHT TiaTGpopMu Ha
Trustpilot cranoButs 4,6 3 5. HaliGinbpm mponaBani ToBapu Ha OpenSea BKIIIOYAIOTh

kpuntoBamiotu CryptoPunks 1 Bored Ape Yacht Club NFT.
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e OpenSea B ok hmcolstilben rraamouml Marketplace  Stats  Resources ® G

= Filter & 17,259,601 results All items. v Sort by v

Status ~

Buy Now On Auction

New Has Offers

4 Ether(ETH)

Collections

Chains

Categories

Puc. 1.4. Koaexkuist Bored Ape Yacht Club NFT

Rarible — me oaun nonynspaunii NFT-mapketnneiic, Skuid 103BOJISIE TBOPLSM
kapOyBaTtu cBoi NFT. Ilnatrdopma npononye pizHomanitHi NFT, BkItouaroun TBOpHU
MUCTEITBa, MY3HKYy Ta AJOMeHHI iMeHa. Rarible ctarye 2,5% komicii 3 ycix TpaH3akIliii,
a peittunr mwiatd@opmu Ha Trustpilot cranoButs 3,8 3 5. HallGiabin npojaBaHi ToBapu
Ha Rarible Bxmouarore NFT Big Takux momynsipHuUX BHKOHABIIB, sk ['paiimc 1 CriB

AoKl.
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SuperRare — 1ie BigbOipkoBuii Mapketmeiic NFT, cnpsimoBaHuii Ha MUCTEITBO.
TyT MOKHA 3HAUTH yHIKaJbHI Ta €KCKIKO3UBHI TBOPHU BIJ PI3HUX TAJIAHOBUTHUX MUTIIIB.
3a koxHy omnepaiito maathopma 6epe 3% komicii. Ha mardopmi Trustpilot SuperRare
OTpUMy€ BHCOKHMH pedTuHT 4,8 3 5. Mix HainomymsipHimmx po6it Ha SuperRare

BXOJSTh TBOPH B1JI BIHIOMHUX XYI0KHHUKIB, TakuxX sK Ilak Ta Tpeop [[»xoHc.

SuperRare Explore  Resources  Magazine ~ Shop  Signin

Collect
digital art

Buy and sell NFTs from the
world’s top artists

START COLLECTING

The future of art Pioneering art
collecting market royalties

LEARNMORE

Puc. 1.5. SuperRare Be0 intepdeiic

1.6 IlocTaHoBKA 3aBIaHHS HA PO3POOKY

Meroto kBamidikaiiiHoi podoTH € po3poOka 3pyYHOrO0 B BUKOPUCTAHHI Ta
3po3ymizoro BeO iHTepdelcy mas Oe3MeYyHOro I1HBECTYBaHHS KPHUIITOAKTHBIB 3a
nornomororo NFT. IIpoexT siBiasiTume coboro BeO pimieHHs, sike Oyne B3aeMOMISATH 31
CMapT KOHTPAKTOM.

Po3po0Oka ckimagaTuMeThesl 3 HACTYTTHUX KPOKIB:

— BUOIp HEOOX1THUX 1IHCTPYMEHTIB

— HaJAIITyBaHHS NMPOEKTY, BABYCHHS HEOOX1THUX 010110TeK

— PO3TOPTAaHHS Ta HAJAIITYBAHHS JIOKAJIBHOI OJIOKYEHH HOAU

— pO3poOKa CMapT-KOHTPAKTY
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— peautizallisi KOpUCTYBaIbKOro BeO iHTepdeicy
— HAJAIITYBaHHA B3a€MOJIi KOPHUCTYBAlbKOTO BeO iHTepdeiicy Ta cMapT-

KOHTPAaKTy

BucHoBku 10 1-ro po3ainy:

[IpoananizoBaHo akTyalbHy 1H(OPMAII0O CTOCOBHO PO3BUTKY TEXHOJOTIl Ta
MO>KJIMBOCTEH, PO310paHO HAUTOMYJISIPHIIII BapiaHTH peaiizamii GyHKI[IOHATy SKUIl Ha/lae

Ethereum.

B pesymbrari anamizy cnemudiku NFT cmapr-koHTpakiB Oyno cdopMoBaHe
YSBJICHHS TIPO MPHUHIMI POOOTH, B3a€MO3B’SI3KM Ta CHJIBHI Ta CIA0KI CTOPOHH iX

CKJIaJOBHX.

Busnaueno ocobmuBocTi po3pobkn WEB3 opientoBanux iHTepdeiiciB Ta OCHOBHI

HAIIPAMKHU I[OCJ'IiI[)KeHHH.
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PO3/ILI 2 BUBIP AKTYAJIBHUX TEXHOJIOI'TA TA IHCTPYMEHTIB J1JIS
PEAJIIBALIIL TTIPOEKTY. PEAJIIBALILA [TPOEKTY

2.1 Bu0ip TexHoJioriu

2.1.1 Next.js

Next.js — 1¢ BeOPpelMBOPK 3 BIAKPUTHM BUXITHUM KOJOM, CTBOPEHHUU
NpUBAaTHOIO KowmmaHieo Vercel, 1mo m03BoJisse PpoO3poOIATH BeO-AOJATKH Ha
ocHOB1 React 13 peHjepMHrOM Ha CTOPOHI CEpBEpa Ta TEHEpAlll€l0 CTaTUYHUX BeEO-
CaWTiB.

HoxymenTariisi React 3ramye Next.js cepen «PexomengoBaHux HaOOpiB
IHCTPYMEHTIBY» 1 pEKOMEH]Iy€ HOTO PO3pPOOHUKAM IIiJl 4aC «CTBOPEHHSI CEPBEPHOTO BEO-
caiity 3a nonomoror Nodejs». Y Tol 4yac sK TpaauuiiiHi cailitu React MoOxyTh
BIJITBOPIOBATH CBIM BMICT JIMIIE B Opay3epi Ha CTOPOHI KiieHTa, Next.js pO3IIUPIOE 10
GyHKIIOHATBHICTB, JOJAI0YN MOXKIIMBICTh TeHEepaIllii Be0-caliTy Ha CTOpOHI cepBepa.

ABTOpCHKI MpaBa Ta TOproBi Mapku A Next.js Hanexxatb kommanii Vercel, sika
HOIATPUMYE Ta OYOJIOE PO3POOKY (GPEMBOPKY K MPOrpaMHOrO 3a0€3MEUYEeHHS 3
BIJIKPUTUM BHUX1JTHUM KOJIOM.

st po3poOku Oyno BcTaHoBieHO 1 HanamrToBaHHo Visual Studio Code -
II€ peJaKkTop IOYaTKOBOTrO Koay, ctBopeHuid Microsoft 13 Electron Framework
s Windows, Linux 1 macOS. ®ynkmii BKIIOYAIOTh MIATPUMKY HajJaroKeHHS,
MiJICBIYYBAHHS CHHTAKCUCY, I1HTEJCKTyaJlbHE 3aBEpIICHHA KOAy, (parMeHTH,
pedakTopunr Komy Ta BOymoBanmii Git. KopucTyBadi MOXyTh 3MIHIOBATH TEMY,
KOMOIHaIli KJaBil, TapamMeTpW Ta BCTAHOBJIIOBATH PO3IIUPEHHS, SKI OMAOTh
(GYHKITIOHATBHICTD.

B omutyBanHi po3pobHukiB Stack Overflow 2022 cepen 71 010 pecnoHaeHTIB
Visual Studio Code Ha3Banu HAWMNOMYJSPHIIUM IHCTPYMEHTOM CEPEIOBHUIIA

po3poOHUKa, npu oMy 74,48% MOBIJOMIIIN, IO BOHU HUM KOPUCTYIOTHCA.
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Welcome - vscode [GitHub] - Visual Studio Code - GitHub

https://vscode.dev/github/microsof

fselect an op

EXPLORER ) . A
sk Open Remote Repository... Remote Repositories

v VSCODE [GITHUB] Go to Repository
> .devcontainer Continue Working in New Local Clone
> eslintplugin Continue Working in Remote Repository on VS Code Desktop
> .github Close Remote Workspace
> wscode Download Visual Studio Code
build Connect to Tunnel...
cli Get Started with VS Code Tunnels
> extensions Connect to Codespace...
> remote Create New Codespace..
> resources Continue Working in New Codespace
1VS Code for the Web
T the best customizations to make VS Code for
b yours.

Install Additional Remote Extensions...

B3 Browse & Edit Remote Repositories wit... [New

lame-ignore Recent
Learn the Fundamentals

.gitattributes microsoft

.gitignore
{} Usifrcjson Boost your Productivity
= mailmap

ention-bot

1} cglicenses json
£} cgmanifestjson
CONTRIBUTING.md
gulpfilejs
fl LICENSE.txt
> OUTLINE
>me page on startup
> TIMELINE
X GitHub ~ @ main & ®0A0 £ Live Share Layout: US & 0

Puc. 2.1.1. Intepdeiic Visual Studio Code

byno mpoBeaeHo iHiIiami3amiro HOBOTO MPOEKTY, CTBOpeHO (aitn package.json
Kyl JTOJaJIM OCHOBHY KOH(Irapariito mpoeKTy.

package.json:

{

"name": "frontend",

"version": "0.1.0",

"private": true,

"scripts": {

"dev": "next dev",

"build": "next build",

"start": "next start",

"dev:blockchain": "truffle development",

"lint": "next lint",

"genContractType": "abi-types-generator './public/contracts/NftMarket.json' --
output="./types' --name=nftMarketContract --provider=ethers v5"

s

"dependencies": {

"@apollo/client": ""3.8.4",
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"@emotion/react": "~11.11.1",
"(@emotion/styled": "*11.11.0",
"(@metamask/providers": "~14.0.2",
"(@mui/material": "*5.14.10",
"@openzeppelin/contracts": "*4.5.0",
"(@tabler/icons-react": "*2.35.0",
"@truffle/hdwallet-provider": "2.1.15",
"@types/node": "20.5.1",
"@types/react": "18.2.20",
"(@types/react-dom": "18.2.7",
"autoprefixer": "10.4.15",

"axios": "*1.3.6",

"deepmerge": "4.3.1",
"ethereum-abi-types-generator": "*1.3.4",
"ethers": "5.6.2",

"framer-motion": "*10.16.4",

"lodash": ""4.17.21",

"next": "13.4.19",

"next-auth": ""4.22.3",

"postcss': "8.4.28",

"react": "18.2.0",
"react-country-region-selector": "*3.6.1",
"react-dom": "18.2.0",

"react-icons": ""4.10.1",
"react-phone-input-2": "*2.15.1",
"react-toastify": ""9.1.3",

"solc": "*0.8.20",

"swr': ""2.2.4",

"tailwindcss": "3.3.3",

"truffle": "5.11.5",
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"typescript": "5.1.6",

s

"devDependencies": {
"@types/lodash": "*4.14.199",
"@types/node": "20",
"@types/react": "*18",
"(@types/react-dom": ""18",
"autoprefixer": "*10.4.16",
"eslint": ""8",
"eslint-config-next": "14.0.3",
"postcss': ""8.4.31",
"tailwindcss": "73.3.5",
"typescript": "5"

b

b

2.1.2 Metamask

MetaMask - ne mnomynspHe 1 BU3HaHE pO3IMIMPEHHS Uil Opay3epa, sKe
GyHKIIOHY€E SIK KpPUITOTaMaHellb, SKUM MIAKIIOYaeThess 10 Onokueriny Ethereum.
MetaMask mo3BoJIsIE KOpHUCTyBa4aM B3a€MOMIATH 3 eKkocucTemoro Ethereum, B skiit
pPO3MIIIIEHO BENWYE3HUN BCECBIT JeleHTpaiizoBanux noaarkiB (Dapps), 6e3
HEOOX1THOCTI 3aBaHTaKyBaTH BECh OJOKYEHH Ha CBiM MpUCTpii. TakuM YMHOM, IIe OJHE
3 Haillkpammx pimeHb ramanis Ethereum nns jierkoro mocTymy JAeLEHTpPaIi30BaHHUX
oipxk (DEX), irpoBux rmiatdopm, cailTiB a3apTHHUX 1rop Ta 6araTb0X IHIIUX MPOTPaM.

["amanens cymicHUI 3 HAWOLIBII MOMIMPEHUME Opay3epamu, Takumu ik Chrome,
Firefox, Brave 1 Microsoft Edge. Kpim 30epiranns BmacHoi Bamtotu Ethereum, ETH,
MetaMask Takok MICTUTh TOKEHH, CTBOPEHI 3a cTaHiaptamu mpoTtokony ERC-
201 ERC-721.

MetaMask OyB 3acHoBanuii AapoHom JleBicom (Aaron Davis) Ta 0OyoKuelH

kommnaniero ConsenSys.
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Lopatn "MetaMask"?
o

[Dossonn

YuTaTy Ta 3MiHIOBaTY BCi Balui AaHi Ha BCix Be6-caliTax
[Moka3yBaTy CrOBILYEHHS

3MiHI0BaTH fiaHi, SKi KOMiloKTbCS

Ckacysatu [lonaTt po3wnperHs

Puc. 2.1.2 BeranoBjieHHns ogiuniiiHoro posmmnpenas MetaMask

Let's get started

Trusted by millions, MetaMask is a secure wallet making the
world of web3 accessible to all.

D | agree to MetaMask's

Create a new wallet

Puc. 2.1.3 CrBopenns ramanusa MetaMask
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3a OTIOMOTOMOTOI pecypcey lastpass.com Oyiio 3reHepoOBaHO HOBHUA

HaJIMHUN Tapoik AT JOCTYITy 10 aoaatky MetaMask.

C M 25 lastpass.com/features/password-generato

Su Misura: UHAUBMW... 1 Gmail » YouTube & Kaptbi €3 Mepesectu 7y Mat | Microsoft Te... a Mo6inbHuit 38'830... f Team Support 109...

|5tPass...| Why LastPass v  Pricing v Personal v Business ¥ Partners v Support ~ LogIn Contact Sales v G

using, all your passwords are automatically generated, saved and synced - wherever you go.

Customize your password

Password Length Easy to say Uppercase
24 ﬂ Easy to read Lowercase
- .. .

Puc. 2.1.4 I'enepauis HaxiiHOT 0 MapoJIA

2 3

Secure wallet Confirm secret
recovery phrase

Creoputu naponb

This password will unlock your MetaMask wallet only on this
device. MetaMask can not recover this password.

Hosuii napons (MiniMyM 8 cumeonis)

Password strength: Strong

MinpTeepauTy naponb

| understand that MetaMask cannot
recover this password for me.

Create a new wallet

Puc. 2.1.5 CrBopennst HoBoro napo.srw MetaMask
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lastpass.com

Confirm secret

recovery phrase

Write down your Secret
Recovery Phrase

Write down this 12-word Secret Recovery Phrase and save itin a
place that you trust and only you can access.

Yaitosi:

 Save in a password manager

« Store in a safe deposit box

» Write down and store in multiple secret places

client

Puc. 2.1.6 Orpumana ¢ppa3a BiTHOBJICHHSI FraMaHIS

Confirm Secret Recovery Phrase

Confirm Secret Recovery Phrase

Puc. 2.1.7 IlinTBepa:keHHs (ppa3u BiTHOBICHHS
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Wallet creation successful

You've successfully protected your wallet. Keep your Secret
Recovery Phrase safe and secret -- it’s your responsibility!

Remember:

MetaMask can’t recover your Secret Recovery Phrase.
MetaMask will never ask you for your Secret Recovery
Phrase.

Never share your Secret Recovery Phrase with anyone
or risk your funds being stolen

Got it!

Puc. 2.1.9 YcnimHo cCTBOpeHO HOBHI raMaHelb

£} MetaMask  chrome-extension://nkbihfbeogaeaoehlefnkodbefgpgknn/home.h
pura: nHavEK... 1 Gmail » YouTube & Kaptbi & Mepesectn 7y Mat | Microsoft Te... Mobinbi
g 4 Mee : % ¢ ) Account1 v

x‘.!:n METAMASK
Network switcher

Click the icon to switch networks or add a new
network

W A = s 4
OETH Buy & SellHapicnatu  Swap ~ Bridge Portfolio

$0.00 USD

® Ethereum Mainnet v ) Account1 v

NFTs Activity

D @ © @ &

Buy & Sellapicnatu Swap  Bridge Portfolio @ Ethereum $0.00 USD
O ETH

NFTs

Puc. 2.1.10 OcnoBHuii intepgeiic ramanuss MetaMask
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2.1.3 Solidity

Solidity — 11 06’€KTHO-OpiEHTOBaHA MOBA MPOTPAMyBaHHSI BUCOKOTO PIBHS IS
HaNMCAaHHS Ta BUKOHAHHS CMAapT-KOHTPAKTIB Ha Onok4yeiini. Haitbinpm BizoMuit cBoiM
3B’si3koM 3 gomiBkoro DeFi, Ethereum, Solidity O6yB cTBOpeHmii po3poOHHKAMU
Ethereum u1st CTBOpEHHSI CMapT-KOHTPAKTIB, K1 MPALIOIOTH 13 BIPTyaIbHOO MAIIMHOIO
Ethereum y Mepexi.

VY npocropi po3poOHukiB web3 Solidity € omHi€l0 3 HaWUMOMIMPEHIIIMX MOB
nporpaMmyBaHHs, X04a BOHA MICTUThH €JIEMEHTH 3 IHIIMX MOMYJSIPHUX MOB, TaKUX SK
Javascript, C++ 1 Python. Solidity — 1me MoBa 31 CTaTUCTUYHOIO THII3AIlEIO, sKa
HIATPUMYE YCTaJIKyBaHHs, CKJIaJHI BU3HAYEHI KOPUCTYBauyeM THUIHU Ta O10110TEKH —
eJIeMeHTH, HeoOX1H1 /uis QYyHKIIOHYBaHHA CMapT-KOHTpakTiB. Solidity € momynsipHuM
BUOOpPOM cepell PO3pPOOHUKIB CMAapT-KOHTPAKTIB, OCKUJIBKM BIH TPOCTUH Yy
BuKopucTanHi. [Ipupoga MoBU mporpamyBaHHs (BUCOKOTO PiBHS) 3aMIHIOE€ BBEJCHHS
01TOBOT0 KOy (OJAMHUIIb 1 HYJIIB) KOMOIHAIII€I0 JiTEp 1 UD.

HesBaxaroun Ha TMOTOYHY pemyTalilo OJHIET 3 HAWUMNOMIMPEHIIIUX MOB
nporpamyBaHHs, Solidity Mae CKpOMHUII MOYATOK, sIKUi csirae panexoro 2014 poky. Y
2014 pomi I'eBin Byac, Kpicrian PaiitBicHep Ta iHm1i po3podnuku Ethereum Foundation
ctBopwin Solidity s MTIATPUMKU PO3BUTKY MailOyTHbOi Mepexi Ethereum.
Po3po6uuku ctBopmim Solidity sk MOBy, sIKy pO3pOOHUKM 3HAWIUIH TMPOCTOIO Yy
BUKOPUCTaHHI, BHPAa3HOI Ta CYMICHOIO 3 BipTyaibHor MamuHow Ethereum,
CEpEeIOBHINEM BUKOHAHHS, SIKE € IEHTPATLHUM JIJIs1 BUKOHAHHS CMAapT-KOHTPAKTIB.

Solidity HaTXHEeHHUI TaKUMU 1ICHYIOUYMMH MoBamu, sk Python, C++ 1 JavaScript.
TuM He MeHIn, HOro OpPUTIHAJIBHICTH ITOXOJWUTHh BIJ YHIKAJIbHUX KOHICHINN 1
CHUHTAKCHUCY, BOYJOBaHHUX CHEI[IaIbHO AJIsi POOOTH 31 CMapT-KOHTPAaKTaMH, 3MIHHUMH
cTaHy, MoAudikaTopaMu Ta MOJISIMH.

Solidity B OCHOBHOMY BHKOPHCTOBYETBHCS ISl HANHCAHHS CMapT-KOHTPAKTIB.
CMapT-KOHTPAKTH € 0OCHOBOO Mepexi Ethereum 1 crocyroTbest mporpam, siki NpaitorTh
Ha BipTyanpHid MamuHi Ethereum (EVM) 1 BuUKOHYIOTH 4YHCIEHHI (YHKIUi, B
OCHOBHOMY IIOB’s13aH1 3 aBTOMAaTH3alll€l0 TpaH3akuid y mepexi. EVM mpaioe sk

30epirau 3ammciB Ui «riodagbHOro KoM 'torepa» Ethereum, mo o3nadae, mo EVM
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HIATPUMYE TI00aTbHUN CTaH MEPEXi, BKIIOYAIOUU aJIpecH, OamaHCH paxyHKIB 1 3amacu
TOKEHIB.

KonTpakrtu Solidity kommiatoroThest B 6aiiT-ko1 1 3uutyioTbest EVM, 1o o3Hauae,
II0 TEOPETUYHO PO3POOHMKH MOXYTh THCaTH cMmapT-KoHTpaktu Ethereum
0e3nocepeHbO 3a AOMOMOro OaiT-koxy. OHaK 3anuc 0e3MocepeIHbO 3a T0IIOMOT 00
0alT-KOTy Mai’Ke He BUKOPUCTOBYETHCS, OCKUIBKU BIH € OUIBII TEXHIYHUM 1 CXUJIHBHUM
70 TOMHUJIOK. TakuM YMHOM, BUKOPHCTAaHHS MOB BHCOKOTO piBHS, Takux sk Solidity,
JI03BOJISIE PO3POOHUKAM 30CEPEIUTUCS HA JIOTIIl Ta (PYHKI[IOHAIBHOCTI KOy 3aMICTh
TOro, mMoO MaTh CHpaBy 31 CKJIAJHOIIAMH HANUCaHHS B OallT-xkodl. Y pe3yJbrari
PO3pPOOHUKH MOXYTh KOAyBaTH e(EKTHBHINIE Ta OUIbIIEe 30CepeKyBaTUCS Ha
CTBOPEHHI pPO3YMHUX KOHTPAKTIB, SIK1 JIETIIC YUTATH, MUCATH Ta MiITPUMYyBaTH.

Solidity mimnsirae TEpiOAMYHOMY OHOBJIEHHIO BEpPCiid, $Ki BHITYCKAaIOTHCS
Ha Github. CMmapT-KOHTpaKkTH HE3MiHHI, TOOTO MICIs IX PO3TOPTAHHS B JIAHIFOKKY iX
HEMOXXJIUBO ckacyBaTu. Ockiibku cama Solidity mocTiiiHO pO3BUBAETHCS, HE3MIHHICTh
CMapT-KOHTPAKTIB BIUIMBA€ HA HEi, OCKUIbKU Oy/ab-sKi MOMWIKHA YU HEJOJIKKA B KOJi
KOHTPaKTy HE MOKHA JIETKO BUIIPABUTH MICIIS TOTO, SIK BiH akTUBHUHU. [IpuunHa B TOMY,
110 KOYKHA BEpCld Ma€ BIJIMIHHY MOBEIIHKY Ta OCOOJIMBOCTI, SIKI MOXYTh BIUIMBAaTH Ha
(yHKLIOHATIBHICTh KOHTPAKTy Ta T€, K BIH B3a€MOJIE 3 1HIIMMHU €JIEMEHTaMHu B
exocucreMi Ethereum.

OcTtaHHIM YacoM poO3pOOHHMKHM BIJJIalOTh IE€peBary BHUKOPUCTAHHIO IPOKCI-
KOHTPAKTIB 1 KOHTPAKTIB 3 MOXJIMBICTIO OHOBJIEHHS. [IpOKCI-KOHTpAaKTH J03BOJISIOTH
BUKOHYBaTH KOJ 1HIIOrO KOHTpakry. IIpokci-cepBepu [it0Th SIK MNOCEPEAHMKH,
NEPEHANPABIISIIOYM J3BIHKM Ta TPaH3aKIii J0 nepeadadyeHOro KOHTPAaKTy, OJHOYACHO
HAJAl04Yu J10AATKOBl (YHKII, Taki $SK KOHTPOJIb JOCTYyNy a0o0 KypHaJltOBaHHS.
KOHTpakT 3 MOMIJIMBICTIO OHOBJIEHHS IO CYTI BKJIIOYAIOTh CMapT-KOHTPAKTH, SIK1
MO’KHa OHOBJIIOBAaTH 0€3 BTpaTH MOYaTKOBOI'O CTaHy.

Coaix 3a3HaunTH, 1m0 Bepcist Solidity, sika BUKOPUCTOBYBAJIACS i1 YaC CTBOPEHHS
CMapT-KOHTPAKTy, TaKOX € Ba)XJIMBOIO, OCKUIBKH II€ BHU3HAUaTUME IMOBEAIHKY Ta
byHK1ii cMapT-KOHTpakTy. KoxeH psiiok BUXITHOTO KOAY KOKHOTO CMapT-KOHTPAaKTy

Solidity, sskum Ou mpocTuM BiH He OyB, Ma€ MOYMHATHCS 3 OTOJOMIEHHS TOTO, SIKY
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Bepcito kommuiaropa Solidity cniy BUKOPUCTOBYBATH JUIsl LOTO KOHKPETHOTO

¢dparmenTta kony. Lls nexnapanis BigoMa K «rparma Bepciin.

2.1.4 Truffle

Truffle - we cepemoBuille po3poOKKM CBITOBOTO Kiacy, (QpelMBOpK st
TECTyBaHHS Ta KOHBEEP AaKTUBIB JJIsl OJOKYEHHIB 3 BUKOPUCTAHHSAM BIPTYaJIbHOI
marmuau Ethereum (EVM), mo Mae Ha METi MOJETIINTH KUTTSI pO3POOHHKA.

Truffle BBaxkaeThCsl HAMMOMYJISPHIIIUM 1THCTPYMEHTOM JJI1 PO3POOKU OJIOKUYEHH-
JOAATKIB 3 Oulbil HiK 1,5 MUTbMOHaMHU 3aBaHTaXeHb 3a BeCh vac icHyBaHHs. Truffle
HNIATPUMYE PO3POOHUKIB TMPOTATOM YChOTO IKUTTEBOTO IMKIY IXHIX IPOEKTIB,
HE3aJIeKHO BiJ TOr0o, Yd XO4uyTh BOHU BukopucroByBaTu Ethereum, Hyperledger,
Quorum a6o oAHYy 3 MOCTIMHO 3pOCTAIOYOTO CIUCKY IHIINX MIATPUMYBAHUX MIATHOPM.
VY mnoennanni 3 Ganache, mepcoHanbHUM OJoKueliHOM, Ta Drizzle, inTepdeiicHum
HabopoMm s po3poOku dApp, moBHuit Habip iHCTpyMeHTiB Truffle oOimsie cratu
KOMITJIEKCHOIO TIaT(HOPMOIO JJ1st po3pooku dApp.

BOynoBana xommiisiiiss CMapT-KOHTPAKTIB, 3B'SI3yBaHHs, pO3TOpPTaHHS Ta
yrpaBIiHHSA Oi1HApHUME (ailnaMu.

OcHoBHI nepeBaru:

- ABTOMaTH30BaHE TECTYBaHHS KOHTPAKTIB JIJISl IIBUAKOT pO3POOKH.

- OpeliMBOPK JJI1 pO3rOPTaHHA Ta MIrpallii, M0 PO3MIMUPIOETHCSA 32 JOMOMOIOO
CIEHapiiB.

- YmpaBiiHHA MEPEXeI ISl pO3rOpTaHHS B OyAb-sKii KUTBKOCTI MyOMIYHHX 1
MIPUBATHUX MEPEK.

- VYopasninHs nakeramu 3a jgonomororo EthPM ta NPM, BukopuctoByrouu
crangapt ERCI190.

- InTepakTHBHA KOHCOJIb AJIA MPSMOTO KOHTPAKTHOTO CITIJIKYBaHHS.

- KonBeep 30ipku 3 miATPUMKOIO TICHOT IHTETpaIlii.

- 30BHIIIHIN 3aIyCK CKPUIITIB, SIKUW BUKOHY€E CKpUIITU B cepenonuiii Truffle.
Po3pobseno koudirypariitnuii ¢aiin truffle-config.js, nomano n1Bi Mepexi: IOKaabHa Ta

TecToBa HOoJla Sepolia.
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truffle-config.js:
const HDWalletProvider = require("@truffle/hdwallet-provider");

const mnemonic ="";

module.exports = {

contracts_build directory: "./public/contracts",
networks: {

development: {

host: "127.0.0.1", // Localhost (default: none)

port: 9545, // Standard Ethereum port (default: none)
network 1id: "*", // Any network (default: none)

s

sepolia: {

provider: function () {

return new HDWalletProvider(mnemonic, 'https://wild-maximum-
wind.ethereum-sepolia.quiknode.pro/12497e¢6874c137f4eb46dc28f7e574c541t51925a")
s

network id: 4868603,

gas: 4000000, // Adjust the gas limit as per your requirements

gasPrice: 10000000000, // Set the gas price to an appropriate value
confirmations: 2, // Set the number of confirmations needed for a transaction
timeoutBlocks: 200, // Set the timeout for transactions

skipDryRun: true // Skip the dry run option

}
}7

compilers: {
solc: {

version: "0.8.13",

}
;
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2.1.5 Ganache

Ganache - e nmepcoHanbHUI OJOKYEHH I MIBUIKOI PO3POOKU PO3MOALUICHUX
nonatkiB Ha Ethereum Ta Filecoin. Bu moxete BukopuctoByBatn Ganache mpoTtsrom
YCBhOTO IUKITy PO3POOKH, 1110 TO3BOJISIE BAM PO3POOIIATH, pO3TOPTATH Ta TECTYBATH Ballli
dApps y 6e3nedyHomMy Ta IeTepMiHOBAHOMY CEPEIOBHIIIL.

Ganache mocraBisieTbcss B OBOX BapiaHTax: iHTepdeiic kopuctyBaya 1 CLIL
Ganache UI - nie aeckronHuii 101aTOK, 110 mMATpUMye TexHojorii Ethereum ta Filecoin.
st po3poOku Ethereum moctynmHuil Ham OUTBIN HAAIMHUN THCTPYMEHT KOMAaH]IHOTO
psaka ganache. Bin mpononye:

- console.log B Solidity

- ®opkiar Mainnet i TecTOBOi Mepexi 3 HyIbOBOIO KOH(DITypaIiero

- Posranyxyiite Oyap-axy mepexxy Ethereum, He uekaroun cuHXpoHi3allii

- [TigTpumka Ethereum JSON-RPC

- 3HIMOK/BITHOBIICHHS CTaHy

- biiokyBaHHs MUTTEBO, Ha BUMOTY 200 3 TIEBHUM 1HTEPBAJIOM

- [lepeMoTyBaHHs yacy Brepe

- ImiTyiiTe Oyap-sikuii 00MIKOBHI 3amucC (MTPUBATHI KJIIOUl HE OTPiOH1!)

- Cnyxae 3anutu JSON-RPC 2.0 uepe3s HTTP/WebSockets

- [Iporpamue Bukopuctanus B Node.js

- Bigknaneni Tpan3akiii

B Ganache

WORKSPACES

abaft-cake (ethereum)
insidious-heat (ethereum)

real-wheel (ethereum)

& QUICKSTART v i— NEW WORKSPACE V¥
ETHEREUM a== ETHEREUM
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Puc. 2.1.11 IlouaTkoBuii inTepgeiic nporpamu Ganache

SERVER  ACCOUNTS & KEYS CHAIN ADVANCED

WORKSPACE

WORKSPACE NAME

ABOUT

‘ standing-engine

TRUFFLE PROJECTS

[Users/sluzbabezopasnosti/Documents/GitHub/blockchain-
service/truffle-config.js

ADD PROJECT REMOVE PROJECT

Puc. 2.1.12 Po3ropraemo po6oue 0TOYEHHH 3 BiKe MiAroToBaeHOro truffle-

config.js

accounts (B3 BLOCKS

CURRENT BLOCK GAS PRICE I RDF
91 20000000000 6721975 MERGE

MNEMONIC

actress prize hurry long atom safe shoot payment decade practice cave sketch

ADDRESS

0x4233B5Fa5F794B57076E2039a43D76537cB97196

ADDRESS

0xDB5AE71B2a75baaD75fa189D4FF6BID4BE9eC2Ce

ADDRESS

0x3f159B314adCEaf77c8d72d0a178d0F3149edd1C

ADDRESS

0x5FF9dB48498739€967ab909aCcOBOf7f20706CED

ADDRESS

©xD287352E08c1C2049e5d78CBE10Cc591608fC123

ADDRESS

0x52EE396b4e4F768c1c202226d1d762EbO6Ee5AIA

ADDRESS

0x42B2e18bf5c99BdF988292B24aA97b69914A7a75

Puc. 2.1.12 Po6o4a 00,1aCTh JTOKAJBHOI0 0JIOKYEHHY

GASLIMIT HARDFORK NETWORK ID RPC SERVER
5777 HTTP://127.0.0.1:7545

BALANCE

99.04 ETH

BALANCE

100.00 ETH

BALANCE

100.00 ETH

BALANCE
100.060 ETH

BALANCE

100.00 ETH

BALANCE

100.00 ETH

BALANCE
100.00 ETH

MINING STATUS
AUTOMINING

/N CANCEL

WORKSPACE
STANDING-ENGINE

HD PATH

TX COUNT
87

TX COUNT
4

TX COUNT
0

TX COUNT
0

TX COUNT
0

TX COUNT
0

TX COUNT
0

) RESTART

SWITCH ﬂ

m44'60'0'0account_index

INDEX

0

INDEX

INDEX

INDEX

INDEX

INDEX

INDEX
6

&

Y T Y W A N

BucHoBku po3aiay 2.1: Byno npoBeneHO neTanbHHE aHalli3 HEOOXITHUX IS

peanbizaiii 1HCTYPMEHTIB,

MIPOBEJICHO  JTOCTIIKEHHS

3a0e3neueHHs. [{ns peanizaiii NpoekTy OyayTh BUKOPHCTAHI TaKl TEXHOJOTII:

- Next.JS

- MetaMask
- Solidity

- Truffle

iHTepdeicy MmporpaMmHOro
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- Ganache

2.2 Po3poOka cMapT-KOHTPAKTY

BYJ'IO IIPOBCACHO IIeTaJ'II)HI/II‘/II aHali3 Ta BHU3HAYECHO HepeHiK OCHOBHOTI'O

dynkionany cMapT-koHTpakTy(Tab 2.1).

Ta6 2.1

Ha3sBa ¢yHnuii

Onuc

getNftltem Opumyemo iHpopmariro mpo HPT

listedItemsCount Otpumyemo kubkicth NFT Ha
JICTUHTY

totalSupply Otpumyemo KuTbKicTh BCix NFT

tokenByIndex OTpHrMy€EMO TOKEH MO 1HJIEKCY B MACHBI1

tokenOfOwnerByIndex OTpuMy€eMO BC1 TOKEHU BJIACHUKA 10
THJIEKCY

getOwnedNfts OTtpumyemo Bci HPT BIaCHUKA

burnToken 3HUIIUTU TOKEH

mintToken MiHT HOBOT HPT

_createNftltem CrBoproemo 00’ext NFT

_beforeTokenTransfer 3MiHa BJIaCHMKA TOKEHA

_addTokenToAllTokensEnumeration

Jlogae HOBHIT TOKEH 0 BCIX 3B’SI3aHHX

CXOBHII]

_addTokenToOwnerEnumeration

HpHCBOGHHH TOKCHA BJIACHUKY

_removeTokenFromOwnerEnumeration

Bupanse TokeH BiJ BlIacHHKA

_removeTokenFromAllTokensEnumeration

Bunansie TokeH 3 ycix 3B’ sI3aHHX

CXOBHII]
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[Ticns ¢dopMyBaHHS TaOuMIll 3 MEpeTiKoM (QYHKIIOHATY, OylIo po3pobIieHO
cMapT-KOoHTpakT Ha MOBI Solidity, sxuit 3abecreuye Oe3nmedHe CIMUCAHHS KOIITIB 1
ctBoperHst NFT, nae moxiuicts mneperyisinu BiaacHi NFT, iHBecTyBaTH B HOBI,
BUJIAJISITH Ta MepelaBaTh TOKEHHU.

3a OCHOBY CMapT-KOHTpakTy Oyio B3sito ctanmapt ERC721, sxuii dhakTHaHO
3anouatkyBaB (eHomen NFT. Lleli cramgapt OyB mepmum y CBOeEMY pojii. Xoua
HE3aMIHHI TOKEHHM ICHYBaJIM BX€ AaBHO, Oe3mocepenanbo ctangapt ERC 721 Biakpus
Bopota s MacoBoi nonyJisipHocti NFT. ERC-721 BinirpaB BakiauBY poJib y BHCTaBl

yHikaneHux NFT rpomazacskocTi 3a qonomororo CryptoKitties.

as N 41 o o G- | o
- & l:‘ L b o L] Ll

J o : 4o E 2 & A )) [/ “L" A
#I. re AHL .‘H"" ™ 1 [ = - g NN L

a i, ¥
s X% > S O R 5% %
- By £ e 25 ) &
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Puc. 2.2.1 CryptoKitties — NFT-rpa, npucBsiueHa po3BeJeHHIO 0JHOMMEHHNX
KOJICKIiHHMX iCTOT

Pospooruk CryptoKitties, kommanis Dapper Labs, y 2017 pomi 3anmpornionyBana
ERC-721 nns BnockonaneHHs Ethereum a6o EIP (mpomosumii mono mokparieHHs
Ethereum). CryptoKitties — 11e HaOip yHIKaJIbHUX, BUMIAAKOBO 3T€HEPOBAHUX KOILICHST —
G poBUX TMEPCOHAXIB I KosekmionyBaHHs. Cmig 3a3HauutH, mo CryptoKitties —
MOBHICTIO YHIKQJIbHI, IX HEMOJIUBO MOBTOpUTH. KpiMm TOro, icTOpis TpaH3akiiil nae
YiTKE ySBJICHHS PO BOJIOIIHHS KOIICHSIM 3 MOMEHTY HOTO CTBOPCHHSI.

BaxnuBo Big3Haunty, mo TokeHu ERC-721 — e He TiIbKH MTOBHA YHIKAJIBHICTb,
a ¥ Taki J10JJaTKOBI XapaKTEPUCTUKU:

- rHy4KicTh nepekasy NFT Mk paxyHkamu mopyd 13 MOAJIHBICTIO 00MiHYy NFT

1HIII BaJTIOTH;
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- POCTi MOKJIMBOCTI BUSIBIICHHS BJIACHHUKIB KOHKPETHOTO aKTHBY;

- e(pexTHBHE BU3HAYCHHS 3aTaJIbHOTO 00CSTY MPOMO3HIIii 7151 OyIb-sIKOTO HA0OpY
NFT y mepexi.

ERC-721 ¢gakTu4HO cTaB roJIOBHUM YMHHHUKOM MiABUIIEHHS nomyspHocTi NFT.
barato TOkeHiB, 3aCHOBaHWX Ha IIbOMY CTaHAAPTi, TOMIHYIOTh Yy KPHIITOBATIOTHOMY
nanamadri. le xymoxkni TBOopH, aBatapu, npoektu PFP — rpynu aBarapiB Ta apiOHe
BOJIOJIIHHS BIPTYaJbHUMH 3€MEJIbHUMHU JIJITHKAMH.

Kox Cmap-koHTpaKry:

// SPDX-License-Identifier: MIT

pragma solidity >=0.4.22 <0.9.0;

import
"@openzeppelin/contracts/token/ERC721/extensions/ERC721URIStorage.sol";

import "@openzeppelin/contracts/utils/Counters.sol";

import "@openzeppelin/contracts/access/Ownable.sol";

contract Crossnetics is ERC721URIStorage, Ownable {

using Counters for Counters.Counter;

Counters.Counter private listedItems;

Counters.Counter private _tokenlds;

// All Token Ids in array
uint256[] private _allNfts;

mapping(string => bool) private usedTokenURIs;
mapping(uint => NFTItem) private idToNftltem;

mapping(address => mapping(uint => uint)) private ownedTokens;

mapping(uint => uint) private idToOwnedIndex;

mapping(uint => uint) private _idToNftIndex;
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struct NFTItem {
uint tokenld;
uint price;
address creator;

bool isListed;
h

event NFTItemCreated (
uint tokenld,

uint price,

address creator,

bool isListed
);

uint public listingPrice = 0.025 ether;

constructor() ERC721("CreaturesNFT", "CNFT") {}

function setListingPrice(uint newPrice) external onlyOwner {
require(newPrice > 0, "Price must be at least 1 wei");
listingPrice = newPrice;

}

function getNftltem(uint tokenld) public view returns (NFTItem memory) {
return idToNftltem[tokenlId];

}

function listedItemsCount() public view returns (uint) {

return _listedItems.current();

}
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function tokenURIExXists(string memory tokenURI) public view returns (bool) {
return _usedTokenURIs[tokenURI] == true;

}

function totalSupply() public view returns (uint) {

return _allNfts.length;
}

function tokenByIndex(uint index) public view returns (uint) {
require(index < totalSupply(), "Index out of bounds");

return _alINfts[index];

}

function tokenOfOwnerByIndex(address owner, uint index) public view returns
(uint) {
require(index < ERC721.balanceOf(owner), "Index out of bounds");

return _ownedTokens[owner][index];

}

function getOwnedNfts() public view returns (NFTItem[] memory) {
uint ownedItemsCount = ERC721.balanceOf(msg.sender);
NFTItem[] memory items = new NFTItem[](ownedltemsCount);

for (uint i = 0; 1 < ownedItemsCount; i++) {

uint tokeld = tokenOfOwnerByIndex(msg.sender, 1);
NFTItem storage item = idToNftltem[tokeld];
items[1] = item,;

}
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return items;

}

function burnToken(uint tokenld) public {
_burn(tokenld);

}

function mintToken(string memory tokenURI, uint price) public payable returns
(uint) {

// require(!tokenURIExists(tokenURI), "Token URI already exists");

// require(msg.value == listingPrice, "Price must be qual to listing price");

_tokenlds.increment();

_listedItems.increment();

uint newTokenld = tokenlds.current();
_safeMint(msg.sender, newTokenld);
_setTokenURI(newTokenld, tokenURI);
_createNftltem(newTokenld, price);

_usedTokenURIs[tokenURI] = true;

return newTokenld;

}

function _createNftltem(uint tokenld, uint price) private {

require(price > 0, "Price must be at least 1wei");

_idToNftItem[tokenId] = NFTItem(
tokenld,
price,

msg.sender,
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true

emit NFTItemCreated(tokenld, price, msg.sender, true);

}

function _beforeTokenTransfer(address from, address to, uint tokenld) internal
virtual override {

super. beforeTokenTransfer(from, to, tokenld);

if (from == address(0)) {
_addTokenToAllTokensEnumeration(tokenld);
} else if (from !=to) {

_removeTokenFromOwnerEnumeration(from, tokenld);

}

if (to == address(0)) {
_removeTokenFromAllTokensEnumeration((tokenld));
} else if (to != from) {

_addTokenToOwnerEnumeration(to, tokenld);

}
}

function addTokenToAllTokensEnumeration(uint tokenld) private {
_idToNftIndex[tokenld] = allNfts.length;
_alINfts.push(tokenld);

}

function addTokenToOwnerEnumeration(address to, uint tokenld) private {

uint lenght = ERC721.balanceOf{(to);
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_ownedTokens[to][lenght] = tokenld;
_1dToOwnedIndex[tokenld] = lenght;

}

function removeTokenFromOwnerEnumeration(address from, uint tokenld)
private {

uint lastTokenIndex = ERC721.balanceOf(from) - 1;

uint tokenIndex = idToOwnedIndex[tokenld];

if (tokenIndex != lastTokenIndex) {

uint lastTokenld = ownedTokens[from][lastTokenIndex];
_ownedTokens[from][tokenld] = lastTokenld;
_1dToOwnedIndex[lastTokenld] = tokenIndex;

}

delete 1dToOwnedIndex[tokenld];

delete ownedTokens[from][lastTokenIndex];

}

function removeTokenFromAllTokensEnumeration(uint tokenld) private {
uint lastTokenIndex = allNfts.length - 1;

uint tokenlndex = 1dToNftIndex[tokenld];

uint lastTokenld = _allNfts[lastTokenIndex];

_alINfts[tokenIndex] = lastTokenld;
_1dToNftIndex[lastTokenld] = tokenIndex;

delete idToNftIndex[tokenld];
_alINfts.pop();

}
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2.3 Kommisisinist Ta 1enJioid cMapT KOHTPAKTY

Jms  Toro mo0 KOXEH, XTO ImaegHaHHud g0 Hoaum Ethereum wir

BUKOPUCTOBYBAaTH HAalll KOHTPAKT 1 3aMIHTUTH CBI TOKEH, KOHTPAaKT Mae OyTu

CKOMITUTROBAaHUU(TIPUBEACHHUN 0 json QopMmaTry) na 3aaeIuIO€HHUNA 0 HEOoOXimHOT

HOoMM. B oMy Ham momoxke Buie mpoanainizoBane 13, a came Truffle, 3a momomororo

koMaHu truffle compile My KOMIUTIOEMO KOHTPAKT 1 30€piraeMo MOro /10 BKa3aHOi B

koHiryparii Truffle manku(/public/contracts).

.luzbabezopésnosti@MBP-Sluzba frontend % truffle compile

ompiling your contracts...
b Compiling ./contracts/NftMarket.sol
> Compiling @openzeppelin/contracts/access/Ownable.sol
b Compiling @openzeppelin/contracts/token/ERC721/ERC721.s0l
b Compiling @openzeppelin/contracts/token/ERC721/IERC721.s0l
b Compiling @openzeppelin/contracts/token/ERC721/IERC721Receiver.sol
b Compiling @openzeppelin/contracts/token/ERC721/extensions/ERC721URIStorage.sol
b Compiling @openzeppelin/contracts/token/ERC721/extensions/IERC721Metadata.sol
b Compiling @openzeppelin/contracts/utils/Address.sol
b Compiling @openzeppelin/contracts/utils/Context.sol
b Compiling @openzeppelin/contracts/utils/Counters.sol
b Compiling @openzeppelin/contracts/utils/Strings.sol
b Compiling @openzeppelin/contracts/utils/introspection/ERC165.s01
b Compiling @openzeppelin/contracts/utils/introspection/IERC165.s01
b Artifacts written to /Users/sluzbabezopasnosti/Documents/GitHub/StagePoint/frontend/public/contracts
b Compiled successfully using:
- solc: 0.8.13+commit.abaa5c@e.Emscripten.clang

Puc. 2.3.1 Pesyaibarar BUKOHaHHA koMaHAHu truffle compile

{
"contractName": "NftMarket",
"abi": [

UinputsE= il
"stateMutability": "nonpayable",
"type": "constructor"

"anonymous": false
"inputs": [

"address",

"indexed": true,
"internalType": "a
“name": "approved",
“type": "address"

"indexed": true
"internalType
“name": "tokenId",
“type": "uint256'|

"name": “Approval",
"type": "event"

"anonymous": false
(T bmrre oo

Puc. 2.3.2 CkoMIi1bOBaHUHA KOHTPAKT
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[Ticnst KOoMMOIAIIT KOHTPAKTy MU TOTYEMO MITpalii0 JJIsl JCTUIOI0 KOHTPAaKTy B

MEPEXKY.

Koa mirpamii:

const NftMarket = artifacts.require('NftMarket");

module.exports = function (deployer) {

deployer.deploy(NftMarket)

}

Hami 3a qonomororo komanu truffle migrate gemmnoemMo KOHTPAKT B MEPEKY.

sluzbabezopasnosti@BP-Sluzba frontend % truffle migrate

Compiling your contracts...

evelopment'

>
> Network i 577,

> Block gas limit: 6721975 (@x6691b7)

Deploying 'NftMarket

> transaction hash:
> Blocks: @

> contract address:
> block number:

> block timestamp:
> account:

> balance:

> gas used:

> gas price:

> value sent:

> total cost:

> Saving artifacts

0xd99c¢755cb5239122b068502392d567bb595b497b3f2c214cfb56b486ef8e93c9
Seconds: @
OXAFF734b775Bf86c1b2f23e830EbE19Ce8EEC8F4T
92

1703772335
0x4233B5Fa5F794B57076E2039a43D76537¢cB97196
99.029582800909779867

3851734 (0x3ac5d6)

2.64329377 gwei

0 ETH

0.01018126448589718 ETH

> Total cost: 0.01018126448589718 ETH

Summary

> Total deployments:
> Final cost:

1
0.01018126448589718 ETH

Puc. 2.3.3 Pe3yabTaT YyCHiIIHOIO 1EIJIOK0 KOHTPAKTY
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Ganache

COUNTS \ LOCK TRANSACTIONS CONTRACTS {

CURRENT BLOCK GAS PRICE GASLIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE SwiTch
92 20000000000 6721975 MERGE 5777 HTTP://127.0.0.1:7545 AUTOMINING STANDING-ENGINE

NAME ADDRESS TX COUNT
TIERC165 Not Deployed J

NAME ADDRESS TX COUNT
IERC721 Not Deployed 2

NAME ADDRESS TX COUNT
IERC721Metadata Not Deployed 2

NAME ADDRESS TX COUNT

IERC721Receiver Not Deployed 0

NAME ADDRESS TX COUNT

NFTMarket 0xec1c4596A00B777168290b3Ed2F8203163b185bF 0

Puc. 2.3.4 Pe3yabTaT yCHIIIHOIO IEIJIO0 KOHTPAKTY

2.4 Po3po0ka Bed inTepdeiicy 1jsi B3a€MO/ii 3 KOHTPAKTOM

2.4.1 CTBOpeHHS AU3aHHY

Jns  peamizamii 3pydyHOTO Ta 3po3yMiIoro iHTepdeicy Oylio MNpOBEICHHO
JOCTiKEeHHs1 ocTaHHIX TeHaeHUid y cdepi UI/UX nuzaifHy Ta CTBOPEHO BIIACHUM
YVHIKaJIbHUN JU3aiiH 32 I0MOMOTOI0 3acTOCYHKY Figma.

Figma - e onnaitH-peakTop, Npu3HAYeHUH 1J11 CTBOPEHHS MAKETIB, TPOTOTHUIIIB
1 au3aiiHy KopucTyBanbHULIbKOTO iHTEpdeicy (Ul) 1 KOpuUCTyBaTbHHUIIBKOTO IOCBIITY
(UX). Lle notyxHuit 1HCTpYMEHT, SIKUW Jla€ 3MOTY JAW3aiiHEpaM MpaIloBaTH B PEXKUMI
peanbHOrO0 Yacy, CIUIbHO PelaryBaTH Ta AUTUTUCS CBOIMU MPOEKTAMU B XMapi.

Figma BuxopuctoByeThbcst BeO-au3aitnepamu, Ul/UX-au3aitHepamu, rpagiaauMu
Tu3aifHepaMu, MPOAYKT-MEHEXKepaMu, po3pOoOHUKAMH Ta 1HIIUMHU (axiBLUSIMH B Taly3l
mudpoBoro aum3aiiHy. Bona crama 0coOnMBO TOMYJSIPHOIO Cepel KOMaHI, o
MPaLOOTh BiAajIeHo, ocKilbk Figma mosermrye ciiibHy poO0oTy Ta OOMiH iAesIMH.

dirma MOXE BHUKOPUCTOBYBATHUCS [UII CTBOPEHHS JW3allHy MOOLIBHUX
3aCTOCYHKIB 1 aJanTUBHOrO JW3aiiHy, 110 OCOOJMBO BaXJIMBO B JAHUM Yac, KOJIH
OUIBIIIICTh KOPUCTYBadiB BUKOPUCTOBYIOTH MOOLIBHI MPHUCTPOI I JOCTYIY [0
IHTEpHETY.

Figma mae Oe3nmiu mepeBar mis poOOTH, BKIIOYHO 3 MOXKIMBICTIO poOOTH B
peXKUMI peallbHOT0 4Yacy, CIUIBHOIO poOO0TOI0, JOCTYIHICTIO Ta 3pYYHICTIO

BUKOPHUCTAaHHA. Bona Aa€e 3MOry CTBOPHOBATHM KOMIIOHCHTH, CIIPOIIYIOYH IIPpOHCC
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JTM3aiiHy Ta MOBTOPHOTO BUKOPHUCTaHHS eleMeHTiB iHTepdeiicy. Kpim toro, Figma nae
3MOTY CTBOPIOBATH IMPOTOTHUITA Ta POOUTH TIPE3EHTAIlli CBOiX MPOEKTIB.

Figma He oOMexyeTbes poOOTOIO TUIBKH 3 BEKTOPHOIO I'padikoro, a il MATpUMye
BUKOPUCTAaHHS pPacTpOBUX 300pakeHb. lle Moxke OyTH OCOOIMBO KOPHUCHHM JIJIS
U3aifHepiB, SKI XOYYThb CTBOPUTU IHTEPAKTUBHI MPOTOTHNH 3 BUKOPUCTAHHSIM

peaTiCTUYHUX 300Pa’KEHb.

Investing Plans

Investing Plans

S-class plan S-class plan S-class plan

Price 15000 USDT Price: 15 000 USDT Price 15000 USDT

Buy B Buy
| @

S-class plan S-class plan S-class plan

Price 15 000 USDT Price 15 000 USDT Pric 15 000 USDT

Investing Plans

a o S-class plan
A o ST st and
b S e
- -
(o4

pioe
© 15000 USDT

Puc. 2.4.2 lu3aiin cropinku 3 ingopmauicio npo miax
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Sign Up - 3

Authorisation

Connect your wallet to start making money with us!

Some explanation text

Lorem ipsum dolor sit amet consectetur.
Tellus morbi aenean dui erat lobortis vel

W Continue with Trust Wallet
ornare malesuada.

@ Continue vith Trust Wallet

How to start?

Puc. 2.4.3 /Iu3aiiH CTOPiHKH JIOTIHY
2.4.2 CTBOpeHHs Bed TOTAATKY

Ha ocHoBi migroroieHHoro auzaiHy Oyio peanizoBaHe BeO pimieHHs Ha 0asi
texHoJorii Next.JS. Bynu peanizoBaHi HaCTYNHI CTOPIHKH:

1. I[Ipodimto kopucTyBaya

2. Onuc ocCHOBHOTO (hyHKIIIOHATY MPOEKTY

3. CropiHka sika BigoOpaxae iHQOpMaIIio PO IHBECTHIIIIHI MJIaHH

4. Ctopinka Jne kopuctyBau Moke npuadbatu NFT 1 npouutatd mMmoBHY
1H(}OopMaIIito PO IHBECTHUIIIIO

5. Konekmiga NFT

6. Cropinka Privacy Policy

7. Login

A Tnvesting Plans

O status

L% Transactions

@ FaQ

A-Class B-Class S-Class
0.05ETH 0.23 ETH 0.45ETH

Puc. 2.4.4 PeanizoBanmuii Bed intepdeiic
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© Profile

85 Overview
A Investing Plans

(s status

¥ Transactions

i D :
Profi o

(@ Entering personal data is necessary for SPC project operations. All personal data is securely protected.

Personal Info

Contact
First name Telegram
Lastname WhatsUp
E-mail

Phone number
W4
Country

Select Country

Puc. 2.4.5 KabGiner kopucrysaua

c ® localhost/inv

InvestingPlans

JaWll @ oxc3eF...E191
I——

@© Profile °

83 overview
A Investing Plans

[ status

B A-Class Plan

Based on our management and investment team's extensive
experience in real estate and specialty investments, we maintain
an analytical and dynamic approach to our investments. We

leverage our cross-platform experience, relationships, and
technology to identify and execute investments with attractive risk

LY Transactions and return profiles.

® FaQ
Policy

0.05 ETH
Buy

Based on our management and investment team's extensive experience in real estate and specialty investments, we maintain an analytical and

dynamic approach to our investments. We leverage our cross-platform experience, relationships, and technology to identify and execute
investments with attractive risk and return profiles.

Puc. 2.4.5 Indopmanis npo NFT

His Toro mo0 Ham BeO iHTepdelc MIr B3aEMOIATH 3 METaMackoM Ta
KOHTPAaKTOM 1 TaKOXX OOMEXHMTH JOCTyN KOpHUCTyBadaMm Oe€3 MiAKIIOYEHOTO TaMaHIIs
OyJu mpoAyMaHi Ta peanxi3oBaHHI 2 MpoBanIepH:

1. Web3Provider(KoHTpo:toe cTaH KOHTPAKTy Ta MIIKIIOUYEHHOTO TaMaHIIs)
2. AccountLocker(biiokye akkayHT KOpUCTyBaua 03 MiIKIFOYEHOr0 raMaHIIs)

Koa Web3Provider:
import { createContext, useContext, useEffect, useState } from "react";

import { Web3State, createDefaultState, createWeb3State, loadContract } from

" /utils";

import { providers } from 'ethers';

import { setupHook } from "@hooks";
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import { MetaMaskInpageProvider } from "@metamask/providers";

import { NftMarketContract } from "@/types/nftMarketContract";

function pageReload() {

window.location.reload()

}

const handleAccount = (ethereum: MetaMaskInpageProvider) => async () => {
const isLocked = !(await ethereum. metamask.isUnlocked());

if (isLocked) {

pageReload();

b

b

const setGlobalListeners = (ethereum: MetaMaskInpageProvider) => {
ethereum.on("chainChanged", pageReload);

ethereum.on("accountsChanged", handleAccount(ethereum));

}

const removeGlobalListeners = (ethereum: MetaMaskInpageProvider) => {
ethereum?.removeListener("chainChanged", pageReload);

ethereum?.removeListener("accountsChanged", handleAccount)

}

const Web3Context = createContext<Web3State>(createDefaultState());

interface Web3ProviderProps {
children: React.ReactNode

}
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export default function Web3Provider({ children }: Web3ProviderProps) {
const [web3Api, setWeb3Api] = useState<Web3State>(createDefaultState());

useEffect(() => {

async function initWeb3() {

try {

const provider = new providers. Web3Provider(window.ethereum as any);
const contract = await loadContract("NftMarket", provider);

console.log(contract)

const signer = provider.getSigner();

const signedContract = contract.connect(signer);

setGlobalListeners(window.ethereum);
setWeb3 Api(create Web3State({
ethereum: window.ethereum,

provider,

contract: signedContract as unknown as NftMarketContract,
isLoading: false

1))

} catch (e: any) {

console.log(e)

setWeb3Api((api) => createWeb3State({
...api as any,

isLoading: false

)]

b

I
nitWeb3();

return () => removeGlobalListeners(window.ethereum)

48



i> 1D

return (

<Web3Context.Provider value={web3Api}>
{children}

</Web3Context.Provider>

)
}

export function useHooks() {
const { hooks } =useWeb3();
return hooks

b

export function useWeb3() {
return useContext(Web3Context)

}

[Ticns Toro, sk ycmimHo OyJiM HalMCaHl Ta MPOKUHYTI MPOBAHAEPH, MU MOKEMO
B3aEMOJIIATH 3 KOPUCTYBallbKUM 1HTEpPecom MetaMask Ta Hamum koHTpakToM. ITicis
T KITFOYEHHS TaMaHIIS Ta 3aIIOBHEHHS MPOQ1II0 KOPUCTYBAY MOKE MMPUI0ATH OHY a00
nekiibka 3 npencrabieHux Ha mapkeTi NFT. Ilicns mokynku mudpoBuil aktuB Oyne
3a(iKCOBaHMM 3a KOPUCTYBaueM 1 32 aKTUBOM CMapT KOHTPAKT Oyje HapaxoByBaTu
nporeHTH. [licnst 3akinuenHs TepMiny ii iBecturiitHoro wany NFT Oyzae cnanena a

KOPpHUCTYBa4 OTpHUMAE HA3al CBOI KOIITH Ta HaanOBaHi III/IBiI[GHTI/I.

- A~
Account 6 1 @ OxC3eF..E191

ary for SPC project operations. All personal dat:

99.9493ETH

A =

Puc. 2.4.6 Iligkarounuii 10 cailTy raMmaHenb
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PO3/IJI 3 TECTYBAHHS ITPOEKTY, MIHT NFT, BIICTEXXEHHS IIOJII TA
TPAH3AKLIIN

3.1 TecTyBaHHA POEKTY

3a TOmOMOror CTBOPEHOTO B po3aul 2 ramanig MetaMask migkmrodaemMoch 110

3aCTOCYHKY 1 3alIOBHIOEMO MPOQ1Ib KOPUCTYBaya I 3A1MCHEHHS TPaH3aKIIiH.

c ¥ localhost/login

3 noBepHeHHsM!

[eueHTpanizoBaHa Mepexa ovikye

Po36riokysatu

Some explanation text

Lorem ipsum dolor sit amet consectetur. Tellus
morbi aenean dui erat lobortis vel ornare
malesuada.

Puc. 3.1 Ilinkaouyennd 3a ronomorow MetaMask

prfi o

Lorem Ipsum

@ Profile @ Entering personal data is necessary for SPC project operations. All personal data is securely protected.

99 Overview
Personal Info Contact
A/ Investing Plans First name Telegram
[ status Maksym Batsmanov
o Last name WhatsU
Y Transactions P
Batsmanov Batsmanov
(OB
E-mail
9 poli
e batsmanov@gmial.com " .
Notifications
Phone number
Telegram .
v +1(123) 123-1231
WhatsUp
Country
Ukraine v

Puc. 3.2 YcenimHo 3anoBHeHHO npodiib KopucTyBaia




¢ © localhost Account 5 9 Oxélafe..OF...

http://37..212.245:3000

InvestingPlans

Lorem Ipsum : MINTTOKEN @

9 < 0.23ETH

Profile
BETANI  HEX

88 Overview B-Class Plan
Based on our management and investment team's extensive

A Investing Plans experience in real estate and specialty investments, we maintain
an analytical and dynamic approach to our investments. We

E?s Status leverage our cross-platform experience, relationships, and
technology to identify and execute investments with attractive

£% Transactions risk and return profiles.

& Networkis busy. Gas prices are
high and estimates are less
accurate.

=

0.01230591
0.01230691 ETH
® Max fee: 0.01644329 ETH

) Policy
: ve 0.24230591
erore 024230691 ETH
Amount + gas fee Max amount: 0.24644329 ETH

0.23 ETH
Buy

Based on our management and investment team's extensive experience in real estate and specialty
investments, we maintain an analytical and dynamic approach to our investments. We leverage our 3 y ) MinraepauTn
cross-platform experience, relationships, and technology to identify and execute investments with

Puc. 3.3 Ininiamgizanis Tpan3akuii

@ Success! i

Puc. 3.4 YeninmHuid MiHT HOBOI'O TOKEHA

G  © localhost/status g o w

Status Q

Lorem Ipsum

© Profile

Overview
Investing Plans
Status

Y Transactions

FAQ

Policy

B-Class B-Class B-Class
0.23 ETH 0.23 ETH 0.23 ETH

Puc. 3.5 IlepeBipka nasiaocti NFT y kopucryBaua



[Ticns 3miHM T dMaHIIA KOHGKHiH opa3y OHOBJIIETBCA B KOHKPCTHOMY

HaBEJCHHOMY MPUKJIAl KOJEKIlisa mycta. J[aHi mpo MOTOYHY KOJEIiI0 KOpUCTyBaya Ta

HapaxoBaHI JUBIACHIU 30€pIracThCcsi Ta OTPUMYETHhCS 3 OJOKYEHHY, IO 3aBXJIH

3a0e30e4nTh MBUIKAN Ta HATIWHUN JOCTYI 10 aKTHRBIB

> C @ localhost/status

Status

Lorem Ipsum

© Profile

83 Ooverview
A Investing Plans

[ status

o i
% Transactions

@ FAQ

Policy

Puc. 3.6 Ilycra kosexkuist

3.2 BincrexxeHHs noAii 0J10K4eliHy

®ynkmionan nporpamu Ganache 103BoJIsie HAM OKPEMO TIEPETJIAIN 1BEHTH Ta

TpaH3aHIlii,
B 3anexHOCTI BiJ BUKIMKAHOT PYHKIIIT iIBEHTH MOXKYTh MICTHTH B CO01 pi3HY

iH(pOpMaIIiI0 TaKy SK J0JaTKOBa iHGOpMaIlis PO TOKEH, iM’s1 KOPUCTyBaya Ta iH.

[AW ® 0x22¢4....3325

Takoxx oTpuMyeMo 3araibHy 1HQOpMAIIiio: Xel TpaH3akiii(yHikanpHui id), yac, Ha3By
noAii abo TpaH3akIiii, caTyc.

EVENT NAME

NFTItemCreated

CONTRACT TXHASH

NftMarket 0x31183f871158323c0c5e5bf82140aef2ad96d6744fb5c57e535345ac
711e39e5

EVENT NAME

Transfer

CONTRACT TXHASH

NftMarket 0x31183f871158323c0c5e5bf82140aef2ad96d6744fb5c57e535345ac
711e39e5

EVENT NAME

Transfer

CONTRACT TXHASH

NftMarket 0x3a5a61c615c1f9c062f1ba375bcc3e6ced73chs23feedc6f4sfd50ac
af3158af

EVENT NAME

Approval

CONTRACT TXHASH

NftMarket 0x3a5a61c615c1f9c062f1ba375bcc3e6ced73ch823feedc6f44fd50ac
af3158af

LOG INDEX
1

LOG INDEX
0

LOG INDEX
1

LOG INDEX
]

Puc. 3.7 Biacre:xxenns noaid B 0J10K4YeiHi

BLOCK TIME
2023-12-04 23:04:16

BLOCK TIME
2023-12-04 23:04:16

BLOCK TIME
2023-12-04 22:34:03

BLOCK TIME
2023-12-04 22:34:03
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GAS PRICE GASUMIT  WARDFORK METWORKID RPCSERVER MINNG STATUS WORKSPACE
20000000000 6721975  MERGE 5771 HTTP://127.0.0.1:8545  AUTOMINING REAL-WHEEL

~mk | ©x31183f871158323cOc5e5bf82140aef2ad96d6744fb5c57e535345ac711e39e5 (1)

CONTRACT NAME CONTRACT ADDRESS:
NftMarket 0xEaC43A943a6826942031F6298b7bceCbD7B8AFCT

SIGNATURE (DECODED)
NFTItemCreated(tokenId: uint256, price: uint256, creator: address, islListed: bool)

TXHASH LOG INDEX BLOCK TIME
0x31183f871158323c0Oc5e5bf82140aef2ad96d6744Fb5c57e535345ac711e39¢e5 1 2023-12-04 23:04:16
RETURN VALUES
TOKENID
3
PRICE

5

CREATOR
0xb873039b6clesdstticaf8beb3festobdfiy8ercf

ISLISTED

Puc. 3.7 Biacre:xxenns noaid B 0J10K4YeiHi

KS @ TRANSACTIONS

GAS PRICE GASLIMIT NETWORKID
20000000000 6721975  MERGE 5777 HTTP:/127.0.0.1:8545  AUTOMINING REAL-WHEEL

cmex | TX 0x21902c39045f3688467e2ab4601d46f4d80b1f82a9d453cdac7a0790373e4f37

SENDER ADDRESS TO CONTRACT ADDRESS
0xB873039B6C1e4D444CAF84eBIFELLO4DT478e7CF 0xEaC43A943a6826942031F6298b7bceChD7BBAFCT e

VALUE GAS USED GAS PRICE GASLIMIT MINED IN BLOCK
0.03 ETH 39382 1500000008 39382 281
TXDATA

0x21f: 29d069189e0000

CONTRACT

CONTRACT AADDRESS

NftMarket 0xEaC43A94326826942031F6298b7bceChD7B8AFCT

FUNCTION
placeNftOnSale(tokenId: uint256, newPrice: uint256)

INPUTS
2, 300000000000000000

EVENTS

Puc. 3.7 Bincre:keHHs TpaH3aKkliid B 0JI0K4YeliHi

B octanHbOMy pO3aiii MpOTECTOBAHO OCHOBHHM (YHKI[IOHan BeO 3aCTOCYHKY,
NEPEBIPEHO KOPEKTHICTh POOOTH CMAPT-KOHTPAKTY Ta JIOKAJIBHOI, IEPEBIPEHOKOHTPAKT
Ha BIIMOBIAHICTh BCIM CTaHIapTaM.

[Ticnst ©bOro MPOBEACHO IMITAIIO TMOJIA JUIsl BIJCTEKEHHS KOPPEKTHOCTI 1X
poboTH, TIepeBIpeHO MEXaHi3M HapaxyBaHHS JMBIJACHIIB 3a aKTHBaMHU Ta BUBIA iX Ha
PaxyHKH 0 3aBEPILICHHIO TEPMIHY 1HBECTHIII].

[IpoBeneHo oriHKy €(GEKTUBHOCTI JOCHTIKYBAaHHX TEXHOJIOTIH, pPO3poOIeHO
CTpaTerito JIOTyBaHHS MOJIM Ojok4aiiHa, g 30€peKCHHS IUIICHOCTI JaHHUX Ta

IIPaBUJIIBHOT'O X HaJJaHHA KOPHUCTYyBadaM.
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BUCHOBKHA

TexHos0r1A OJOKYEHH BHOCUTh KapJWHAIbHI 3MIHM Yy HIAXOAW /10 B3a€MOJI1
KOPUCTYBaiB Ta CTOPOHHIX YYaCHHKIB. Tenep rojloBHE MUTAHHS — HE SIK1 €JIEMEHTH
CUCTEeMH € HAaWHATIWHIIINMH, a SIK TPaBUILHO BHUKOPHUCTOBYBAaTH OJOKYEWH Y
cyyacHuX peanigx. OCHOBHa MeTa IbOrO JOCHIDKEHHS — ajanTaiis OJoK4eilH-
TEXHOJIOTIH J0 cydYacHUX BHUMOr. Peamizamis iaeanpHOI Mojeni OJIOKYEHHY €

CKJIQJTHOTO 3a1a4€I0, aJIe MOKHA BUOPATH THYYKHUH MAXIJ, SKHH ImepeaoaJac:

- BusnauenHs ramysei Ta cuTyarlii, 1e OJOKYEH HE € ONTUMAJIbHUM PIIICHHAM
gyepe3 Horo 0OMeKeHHS.

- Uitke hopmysroBaHHSI BUMOT JI0 TAKUX CUCTEM B1J] KOPUCTYBAayiB.

- CTBOpEHHs aJanTUBHUX MoOjeNed OJIOKYEHHY, IO 33J0BOJBHSAIOTH MOTPEOH

KOPHUCTYBauiB B Pi3HUX YMOBaXx.
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mean a big tax bill. Pexxum mocrymy: https://www.cnbe.com/2021/03/24/buying-a-
teslausing-bitcoin-it-could-mean-a-tax-bill.html

7. Why Mastercard is bringing crypto onto its network. Pexxum gocrymy:
https://www.mastercard.com/news/perspectives/2021/why-mastercard-isbringing-
crypto-onto-our-network/

8. NFTs Govern Ownership of the Token, Not the Underlying IP Rights.
Pexxum nmocrymy: https:// www.thefashionlaw.com/nfts-what-are-you-buying-and-
what-do-youactually-own/

9. Atomichub. Pexxum noctyny: https://atomichub.io/

10. ERC-721 NON-FUNGIBLE TOKEN STANDARD. Pexum agocrymy:
https://ethereum.org/en/developers/docs/standards/tokens/erc-721/

11. INTRODUCTION TO SMART CONTRACTS. Pexum agoctrymy:
https://ethereum.org/en/developers/docs/smart-contracts

12. OpenSea. Pexkum goctymy: https://opensea.io/

13. Crypto. Pe:xxum gocrymy: https://crypto.com/nft
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14. The Math Behind the Bitcoin Protocol. Pexum gocrymy:
https://www.coindesk.com/math-behind-bitcoin

15. Solidity. Pexxum noctymy: https://docs.soliditylang.org/

16. Truffle suite. Pe:kum moctymy: https://www.trufflesuite.com/

17. Nodejs. Peskum goctymy: https://nodejs.org/

18. Metamask. Pexxum noctymy: https://metamask.io/

19. Pinata. URL: https://pinata.cloud
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Homatox A
package.json:
{
"name": "frontend",
"version": "0.1.0",
"private": true,
"scripts": {

n.n

"dev": "next dev",

"build": "next build",

"start": "next start",

"dev:blockchain": "truffle development",

"lint": "next lint",

"genContractType": "abi-types-generator './public/contracts/NftMarket.json' --
output="./types' --name=nftMarketContract --provider=ethers v5"

s

"dependencies": {

"@apollo/client": ""3.8.4",

"@emotion/react": "M1.11.1",

"(@emotion/styled": "~11.11.0",

"(@metamask/providers": "~14.0.2",

"(@mui/material": "*5.14.10",

"@openzeppelin/contracts": "4.5.0",

"(@tabler/icons-react": "*2.35.0",

"(@truffle/hdwallet-provider": "*2.1.15",

"@types/node": "20.5.1",

"(@types/react": "18.2.20",

"(@types/react-dom": "18.2.7",

"autoprefixer": "10.4.15",

"axios": ""1.3.6",

58



"deepmerge": "4.3.1",
"ethereum-abi-types-generator": "*1.3.4",
"ethers": "5.6.2",
"framer-motion": "*10.16.4",
"lodash": ""4.17.21",

"next": "13.4.19",

"next-auth": ""4.22.3",
"postcss': "8.4.28",

"react": "18.2.0",
"react-country-region-selector": "*3.6.1",
"react-dom": "18.2.0",
"react-icons": ""4.10.1",
"react-phone-input-2": "*2.15.1",
"react-toastify": ""9.1.3",

"solc": "*0.8.20",

"swr': ""2.2.4",

"tailwindcss": "3.3.3",

"truffle": "*5.11.5",

"typescript": "5.1.6",

"wagmi": "0.6.7"

s

"devDependencies": {
"@types/lodash": "*4.14.199",
"@types/node": "20",
"(@types/react": ""18",
"@types/react-dom": "*18",
"autoprefixer": "*10.4.16",
"eslint": ""8",
"eslint-config-next": "14.0.3",

"postcss': ""8.4.31",
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"tailwindcss": "73.3.5",
"typescript": "A5"

b

b

truffle-config.js:
const HDWalletProvider = require("@truffle/hdwallet-provider");

const mnemonic = "";

module.exports = {

contracts build directory: "./public/contracts",

networks: {

development: {

host: "127.0.0.1", // Localhost (default: none)

port: 7545, // Standard Ethereum port (default: none)

network id: "*", // Any network (default: none)

s

// sepolia: {

// provider: function () {

// return new  HDWalletProvider(mnemonic, 'https://wild-maximum-
wind.ethereum-sepolia.quiknode.pro/12497e6874c137f4eb46dc28f7e574c54£51925a’)

I},

// network id: 4868603,

// gas: 4000000, // Adjust the gas limit as per your requirements

// gasPrice: 10000000000, // Set the gas price to an appropriate value

// confirmations: 2, // Set the number of confirmations needed for a transaction

// timeoutBlocks: 200, // Set the timeout for transactions

// skipDryRun: true // Skip the dry run option

I}

s
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compilers: {
solc: {

version: "0.8.13",

}
}
55

tsconfig.json:

{

"compilerOptions": {
"baseUr]": ".",

"target": "esS",

"lib": ["dom", "dom.iterable", "esnext"],
"allowJs": true,
"skipLibCheck": true,

"strict": true,

"noEmit": true,
"esModulelnterop": true,
"module": "esnext",
"moduleResolution": "bundler",
"resolveJsonModule": true,
"isolatedModules": true,

";sx": "preserve",
"incremental": true,

"paths": {

"@/*": " E"],

"@ui": ["components/UI"],
"@ui/*": ["components/UI/*"],

"(@providers/*": ["components/Providers/*"],

"(@providers": ["components/Providers"],
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"@hooks/*": ["components/Hooks/*"],
"@hooks": ["components/Hooks"],
"(@_types/*": ["types/*"]

b

s

"include": [

"process.d.ts",
"next-env.d.ts",
"next-auth.d.ts",

S S

"R E tsx",
"next-118next.config.js",
"lib/sse/sse.js"

I,

"exclude": ["'node modules"],
"paths": {

@ |

"

]

b

b

types/hook.ts:

import { MetaMaskInpageProvider } from "@metamask/providers";
import { providers } from "ethers";

import { SWRResponse } from "swr";

import { NftMarketContract } from "./nftMarketContract";

export type Web3Deps = {

provider: providers. Web3Provider;



contract: NftMarketContract;
ethereum: MetaMaskInpageProvider;

1sLoading: boolean;

}

export type CryptoSWRResponse<D = any, R = any> = SWRResponse<D> & R;

export type CryptoHandlerHook<D = any, R = any, P = any> = (params?: P) =>
CryptoSWRResponse<D, R>;

export type CryptoHookFactory<D = any, R = any, P = any> = {
(deps: Partial<Web3Deps>): CryptoHandlerHook<D, R, P>
s

types/nft.ts:
export type Trait = 'attack’' | "health" | "speed";

export type NftAttribute = {
trait_type: Trait;
value: string;

55

export type NftType = {
name: string;
description: string;
image: string;

attributes: NftAttribute[];
b

export type NftMeta = {
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name: string;
description: string;
image: string;

attributes: NftAttribute[];
s

export type NftCore = {
tokenld: number;

price: number;

creator: string;

i1sListed: boolean;

55

export type Nft = {
meta: NftMeta
+ & NftCore;

pages/login.tsx:

import React, { useEffect, useState } from "react";

import { [conArrowNarrowLeft } from '@tabler/icons-react'
import Link from "next/link";

import { useAccount } from "@/components/Hooks";
import { useRouter } from "next/router";

import { toast } from "react-toastify";

export default function Login() {
const { account } = useAccount();

const router = useRouter();

if (account.data) {

router.push('/profile')
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return (

<div className="w-full flex h-screen font-istok-web">

<div className="w-1/2 p-20 bg-[#111827] flex flex-col justify-between items-
start">

<img

src='/images/WhiteHeader.svg'

className="w-68 h-9"

/>

<div>

<p className="font-bold text-[40px] leading-12 mt-4">Some explanation
text</p>

<p className="font-normal text-2xl leading-7">Lorem ipsum dolor sit amet
consectetur. Tellus morbi aenean dui erat lobortis vel ornare malesuada.</p>

</div>

</div>

<div className="w-1/2 p-20 flex flex-col text-black">

<Link

className="flex gap-2 mb-40"

href="/"

>

<IconArrowNarrowLeft />

Back

</Link>

<p className="font-bold text-3xI leading-9 mb-1.5">Authorisation</p>

<p className="font-normal text-base leading-5">Connect your wallet to start
making money with us!</p>

<button
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className="flex rounded-md w-full justify-center gap-1.5 font-normal text-base
leading-5 text-yellow-900 bg-yellow-100 border border-inherit border-yellow-300
border-opacity-70 py-4 mt-16 mb-4"

onClick={(e) => {

e.preventDefault()

if ('account.data && account.isInstalled) {

account.connect();

router.push('/profile");

} else if (account.data) {

router.push('/profile')

} else {

toast.error("Wallet error')

}
iy

>

<img

src='/images/metamask.svg'

className="h-5 w-5"

/>

Continue with <span className='font-semibold'>Meta Mask</span>

</button>

<button

className="flex rounded-md w-full justify-center gap-1.5 font-normal text-base
leading-5 text-blue-900 bg-blue-50 border border-inherit border-blue-100 border-
opacity-70 py-4 mb-8"

onClick={(e) => {

e.preventDefault()

if (laccount.data && account.isInstalled) {

account.connect();

router.push('/profile');
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} else if (account.data) {
router.push('/profile')
} else {

toast.error("Wallet error')

}
iy

>
<img

src='/images/trustWallet.svg'

className="h-5 w-5"

/>

Continue with <span className='font-semibold™>Trust Wallet</span>
</button>

<Link

href="#'

className="text-[#0050F6] font-semibold text-base leading-5 mx-auto"
>

How to start?

</Link>

</div>

</div>

)

b

frontend/pages/profile.tsx:

import React, { ChangeEvent, useEffect, useState } from "react"
import AppLayout from "../components/Ul/profile/layout/appLayout"
import { IconInfoCircle } from '@tabler/icons-react';

import { useMutation, useQuery } from "@apollo/client";

import { USER_QUERY } from "../graphql/queries/user";

67



import { UPDATE USER MUTATION,
UPDATE USER NOTIF_CONFIG_MUTATION } from "../graphql/mutations/user";

import { useSession } from 'next-auth/react’;

import { toast } from "react-toastify";

import { Backdrop, CircularProgress, Switch } from "@mui/material";

import Phonelnput from 'react-phone-input-2'

import { CountryDropdown } from 'react-country-region-selector';

import 'react-phone-input-2/lib/style.css'

import ValidateInput from "../components/validationInput";

import { useAccount } from "@/components/Hooks";

export default function Profile() {

const { account } = useAccount();

const [name, setName] = useState<string>(");

const [nameError, setNameError] = useState<string>();

const [lastName, setLastName] = useState<string>(");

const [lastNameError, setLastNameError] = useState<string>(");

const [email, setEmail] = useState<string>();

const [emailError, setEmailError] = useState(")

const [phone, setPhone] = useState<string>();

const [country, setCountry] = useState<string>();

const [telegram, setTelegram] = useState<string>();

const [telegramNotification, setTelegramNotification] = useState<boolean>();

const [whatsUp, setWhatsUp] = useState<string>();
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const [whatsUpNotification, setWhatsUpNotification] = useState<boolean>();
function onNameChange(e: ChangeEvent<HTMLInputElement>) {

if (e.currentTarget.value.length < 2) {

setNameError('Name must be at least 2 characters')

} else {

setNameError(")

}

setName(e.currentTarget.value)

}

function onLastNameChange(e: ChangeEvent<HTMULInputElement>) {
if (e.currentTarget.value.length < 2) {

setLastNameError('LastName must be at least 2 characters')

} else {

setLastNameError(")

}

setLastName(e.currentTarget.value)

}

function onMailChange(e: ChangeEvent<HTMLInputElement>) {

const re = /A(([*<>ONN.:\s@"HO <00 \s@" 1) M) A")N@(([0-
O1{1,3}\.[0-91{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\D|(([a-zA-Z\-0-9]+\.)+[a-zA-Z]{2,}))$/;

if (Ire.test(String(e.currentTarget.value).toLowerCase())) {

setEmailError('Input valid mail")

if ('e.currentTarget.value) {

setEmailError('Input valid mail');

b

} else setEmailError(");

setEmail(e.currentTarget.value);

}
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p_4n>

const label = { inputProps: { 'aria-label": 'Switch demo' } };

return (

<AppLayout>

<Backdrop

sx={{ color: '"#ff, zIndex: (theme) => theme.zIndex.drawer + 1 }}
open={account.isLoading}

>

<CircularProgress color="inherit" />

</Backdrop>

<div className="bg-blue-100 text-blue-900 flex gap-2 items-center rounded-xI|

<IconlnfoCircle />

<p>Entering personal data is necessary for SPC project operations. All personal

data is securely protected.</p>

</div>

<div className="flex gap-5 my-6">
<div className="w-2/3 bg-white p-4 rounded-3xI text-gray-900">

<hl className="font-medium text-xI leading-8 mb-2 text-black">Personal

Info</h1>

<p className="leadng-6 font-normal mb-1">First name</p>
<ValidateInput

className="w-full rounded-md p-2 px-4 mb-3"
error={nameError}

value={name}

onChange={onNameChange}

type="text"

/>

<p className="leadng-6 font-normal mb-1">Last name</p>
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<ValidateInput

className="w-full rounded-md p-2 px-4 mb-3"

error={lastNameError}

value={lastName}

onChange={onLastNameChange}

type="text"

/>

<p className="leadng-6 font-normal mb-1">E-mail</p>

<ValidateInput

className="w-full rounded-md p-2 px-4 mb-3"

error={emailError}

value={email }

onChange={onMailChange}

type="text"

/>

<p className="leadng-6 font-normal mb-1">Phone number</p>

<Phonelnput

country={"us'}

value={phone}

onChange={phone => setPhone(phone)}

containerClass='rounded-2x1 !border-none !py-1'

buttonClass="rounded-md !bg-gray-50 !border-none' // Apply rounded-Ig class to
change container's border-radius

inputClass="!w-full !rounded-md !text-black !border-none !py-2 !'bg-gray-50'

/>

<p className="leadng-6 font-normal mb-1 mt-3">Country</p>

<CountryDropdown

classes="w-full bg-gray-50 rounded-md p-2 px-4 mb-3 border-none
focus:outline-none"

value={country || "}
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onChange={(val) => setCountry(val)}

/>

</div>

<div className="w-1/3 text-gray-900 flex flex-col gap-4">

<div className={"${(telegram || whatsUp) ? 'h-[50%]' : 'h-full'} w-full bg-white
p-4 rounded-3x1" } >

<hl className="font-medium text-xI leading-8 mb-2 text-black">Contact</h1>

<p className="leadng-6 font-normal mb-1">Telegram</p>

<input

className="w-full bg-gray-50 rounded-md p-2 px-4 mb-3"

placeholder="@Ivanov1488"

value={telegram}

onChange={(e) => setTelegram(e.target.value)}

/>

<p className="leadng-6 font-normal mb-1">WhatsUp</p>

<input

className="w-full bg-gray-50 rounded-md p-2 px-4 mb-3"

placeholder="@]Ivanov1488"

value={whatsUp}

onChange={(e) => setWhatsUp(e.target.value)}

/>

</div>

{(telegram || whatsUp) && <div className={"w-full h-[50%] bg-white p-4
rounded-3xI"}>

<hl className="font-medium text-xI leading-8 mb-2 text-black items-
center">Notifications</h1>

{

telegram && <div className="w-full flex justify-between my-2 mt-4">

<p className="leading-6 font-normal mb-1">Telegram</p>
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<Switch  {..label}  checked={telegramNotification} = onChange={() =>
setTelegramNotification(!telegramNotification)} />

</div>

b

{

whatsUp && <div className="w-full flex justify-between items-center">

<p className="leadng-6 font-normal mb-1">WhatsUp</p>

<Switch  {..label} = checked={whatsUpNotification} = onChange={() =>
setWhatsUpNotification(!whatsUpNotification)} />

</div>

}

</div>}

</div>

</div>

<button

className="text-white bg-[#0050F6] text-center rounded-xI w-full py-2"
onClick={updateProfile}

>

Save

</button>

</AppLayout>

)

}

pages/investingPlans/index.tsx:
import React from "react"

import AppLayout from "../../components/Ul/profile/layout/appLayout"
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import Link from "next/link"

import nftsData from '../../data/nfts.json'

export default function InvestingPlans() {

return (

<AppLayout>

<div className="grid grid-cols-1 md:grid-cols-2 lg:grid-cols-3">

{

nftsData?.map((nft, index) =>

<div className="bg-white rounded-2xI flex flex-col m-2">

<div className="bg-gray-100 rounded-2xl max-w-[20rem] mx-auto mt-2">

<img src={nft.image} className="rounded-2x1" />

</div>

<div className="mx-6 mt-5">

<p className="text-gray-900 font-medium text-2x1 leading-7">{nft.name} </p>

<div className="flex justify-between items-end">

<p className="font-normal text-gray-300 text-xI leading-6">Price:</p>

<p className="font-semibold text-gray-700 leading-8 text-3xI1">{nft.price}
ETH</p>

</div>

</div>

<Link

href={"/investingPlans/$ {index} '}

className="py-1.5 text-white text-center bg-[#0050F6] rounded-xl my-5 mx-6
text-x1"

>

Buy

</Link>

</div>
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)

b

</div>
</AppLayout>
)

b

pages/investingPlans/[id].tsx:

import React from "react"

import AppLayout from "../../components/Ul/profile/layout/appLayout"
import Link from "next/link"

import nftsData from "../../data/nfts.json"
import { Router, useRouter } from "next/router"
import { BigNumber, ethers } from "ethers"

import { useWeb3 } from "@providers"

import { toast } from "react-toastify"

export default function Plan() {

const { contract } =useWeb3();

const router = useRouter()

const { id } = router.query;

const numld = parselnt(id as string)

// console.log(router)

// if (11d || typeof numld === 'undefined') {
// router?.push('/investingPlans')

//'// return router.push('/investingPlans')
/1}

const nft = nftsData.find((item, index) => index === numld);

if (Inft) return



const mintToken = async () => {
console.log(contract)

try {
console.log(ethers.utils.parseEther(nft.price))

const trans = await contract?. mintToken(nft.data, ethers.utils.parseEther(nft.price),

value: ethers.utils.parseEther(nft.price)
5);

await trans?.wait()
toast.success("Success!")

} catch (e: any) {

toast.error(e.message)

}
;

return (

<AppLayout>

<div className="flex gap-6 ">

<div className="flex flex-col gap-6">

{

nftsData.map((nft, index) => <Link href={"/investingPlans/${index}"}
className={"${index === numld ? "bg-black text-white" : "bg-white text-black"}
rounded-xI p-3 px-5"}>{nft.name.slice(0, 1)}</Link>)

b

</div>

<div className="bg-white rounded-2xl p-20 flex w-full">

<img src={nft.image} className="max-w-[20rem] rounded-xI" />

<div className="flex flex-col justify-between ml-16">

<p className="text-gray-900 font-medium text-2x1 leading-7">Stagepoint

{nft.name} Plan</p>
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<p className="font-inter text-base text-gray-700">{nft.description}</p>

<div className="flex-col items-end mt-32">

<p className="font-normal text-gray-300 text-xl leading-6">Price:</p>

<p className="font-semibold text-gray-700 leading-8 text-3xI1">{nft.price}
ETH</p>

</div>

<button

onClick={mintToken}

className="py-1.5 text-white text-center text-xI font-medium bg-[#0050F6]
rounded-x1 w-1/3"

>

Buy

</button>

</div>

</div>

</div>

<div className="bg-gray-900 text-white p-6 rounded-2xl font-normal text-base
leading-5 space-y-4 mt-4">

{nft.description}

</div>

</AppLayout>

)

b

pages/_app.tsx:

import '@/styles/globals.css'

import type { AppProps } from 'next/app'
import { ToastContainer } from "react-toastify"
import 'react-toastify/dist/ReactToastify.css';

import { Web3Provider } from '@/components/Providers'
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import AccountLocker from '@/components/Providers/account’

export default function App({ Component, pageProps }: AppProps<{}>) {

return (

<Web3Provider>
<AccountLocker>
<Component {...pageProps} />
</AccountLocker>
<ToastContainer
position="top-right"
autoClose={3000}

style={{ overflow: "hidden" }}
hideProgressBar={false}
newestOnTop={false}
draggable={false}
closeOnClick

pauseOnHover

/>

</Web3Provider >

)
}

migrations/1_nftMarket migration.js:

const NftMarket = artifacts.require('NftMarket");

module.exports = function (deployer) {

deployer.deploy(NftMarket)
}



data/nfts.json:

[
{

"description": "Based on our management and investment team's extensive
experience in real estate and specialty investments, we maintain an analytical and
dynamic approach to our investments. We leverage our cross-platform experience,
relationships, and technology to identify and execute investments with attractive risk
and return profiles.",

"image": "https://jade-cheap-toad-
19.mypinata.cloud/ipfs/QmNPaP2k1zDLykuXQedsLqfg6e7VPAbQWb7MRkTsg3Pt8r

n
9

"name": "A-Class",

"price": "0.05",

"data": "https://jade-cheap-toad-
19.mypinata.cloud/ipfs/QmVaUtHnP4T9uBUSi3r395K fcogTWkUcgRrKJPwN7zx2TS

n

}7
{

"description": "Based on our management and investment team's extensive
experience in real estate and specialty investments, we maintain an analytical and
dynamic approach to our investments. We leverage our cross-platform experience,
relationships, and technology to identify and execute investments with attractive risk
and return profiles.",

"image": "https://jade-cheap-toad-
19.mypinata.cloud/ipfs/QmQ8gHa66GWUJRBWVL{1jZY46 WE42SHoRA7VYkYyqv
UhE4",

"name": "B-Class",

"price"’: "0.23",

79



"data": "https://jade-cheap-toad-
19.mypinata.cloud/ipfs/QmR5Rj16NVakCbh23nQhfzZCKW6MAXxFjkvrGrixUSH39Mr
Q"

s

{

"description": "Based on our management and investment team's extensive
experience in real estate and specialty investments, we maintain an analytical and
dynamic approach to our investments. We leverage our cross-platform experience,
relationships, and technology to identify and execute investments with attractive risk
and return profiles.",

"image": "https://jade-cheap-toad-
19.mypinata.cloud/ipfs/QmUttzLAN4f8GmZptbiAzThUbGVzMKBSSTfW8wTs97hH2

n
n’

"name": "S-Class",

"price": "0.45",

"data": "https://jade-cheap-toad-
19.mypinata.cloud/ipfs/QmQYjpHPFy1 Aidktk 1bnt78rTEB8oCSXCkRg75P85iBwb9"

;
]

contracts/NftMarket.sol:
// SPDX-License-Identifier: MIT
pragma solidity >=0.4.22 <0.9.0;

import
"@openzeppelin/contracts/token/ERC721/extensions/ERC721URIStorage.sol";
import "@openzeppelin/contracts/utils/Counters.sol";

import "@openzeppelin/contracts/access/Ownable.sol";

contract NftMarket is ERC721URIStorage, Ownable {
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using Counters for Counters.Counter;

Counters.Counter private _listedItems;

Counters.Counter private tokenlds;

// All Token Ids in array
uint256(] private _allNfts;

mapping(string => bool) private usedTokenURIs;
mapping(uint => NFTItem) private _idToNftltem;

mapping(address => mapping(uint => uint)) private ownedTokens;

mapping(uint => uint) private _idToOwnedIndex;

mapping(uint => uint) private _idToNftIndex;

struct NFTItem {
uint tokenld;
uint price;
address creator;

bool isListed;
h

event NFTItemCreated (
uint tokenld,

uint price,

address creator,

bool isListed
);
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uint public listingPrice = 0.025 ether;

constructor() ERC721("CreaturesNFT", "CNFT") {}

function setListingPrice(uint newPrice) external onlyOwner {
require(newPrice > 0, "Price must be at least 1 wei");
listingPrice = newPrice;

}

function getNftltem(uint tokenld) public view returns (NFTItem memory) {
return _1dToNftltem[tokenld];

}

function listedItemsCount() public view returns (uint) {

return _listedItems.current();

}

function tokenURIExXists(string memory tokenURI) public view returns (bool) {
return _usedTokenURIs[tokenURI] == true;

}

function totalSupply() public view returns (uint) {

return _allNfts.length;
}

function tokenByIndex(uint index) public view returns (uint) {
require(index < totalSupply(), "Index out of bounds");

return _alINfts[index];

}
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function tokenOfOwnerByIndex(address owner, uint index) public view returns
(uint) {
require(index < ERC721.balanceOf(owner), "Index out of bounds");

return ownedTokens[owner][index];

}

function getOwnedNfts() public view returns (NFTItem[] memory) {
uint ownedItemsCount = ERC721.balanceOf(msg.sender);
NFTItem[] memory items = new NFTItem[](ownedltemsCount);

for (uint 1 = 0; 1 < ownedltemsCount; i++) {

uint tokeld = tokenOfOwnerByIndex(msg.sender, 1);
NFTItem storage item = _idToNftltem[tokeld];
items|[i] = item;

}

return items;

}

function burnToken(uint tokenld) public {
_burn(tokenld);

}

function mintToken(string memory tokenURI, uint price) public payable returns
(uint) {

// require(!tokenURIExists(tokenURI), "Token URI already exists");

// require(msg.value == listingPrice, "Price must be qual to listing price");

_tokenlds.increment();

_listedItems.increment();
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uint newTokenld = _tokenlds.current();
_safeMint(msg.sender, newTokenld);
_setTokenURI(newTokenld, tokenURI);
_createNftltem(newTokenld, price);

_usedTokenURIs[tokenURI] = true;

return newTokenld;

}

function createNftltem(uint tokenld, uint price) private {

require(price > 0, "Price must be at least 1wei");

_1dToNftltem[tokenld] = NFTItem(
tokenld,

price,

msg.sender,

true

)

emit NFTItemCreated(tokenld, price, msg.sender, true);

}

function _beforeTokenTransfer(address from, address to, uint tokenld) internal
virtual override {

super. beforeTokenTransfer(from, to, tokenld);

if (from == address(0)) {
_addTokenToAllTokensEnumeration(tokenld);
} else if (from !=to) {

_removeTokenFromOwnerEnumeration(from, tokenld);
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if (to == address(0)) {
_removeTokenFromAllTokensEnumeration((tokenld));
} else if (to != from) {

_addTokenToOwnerEnumeration(to, tokenld);

;
}

function addTokenToAllTokensEnumeration(uint tokenld) private {
_1idToNftIndex[tokenld] = allNfts.length;
_alINfts.push(tokenld);

}

function addTokenToOwnerEnumeration(address to, uint tokenld) private {
uint lenght = ERC721.balanceOf{to);
_ownedTokens[to][lenght] = tokenld;
_1dToOwnedIndex[tokenld] = lenght;

}

function removeTokenFromOwnerEnumeration(address from, uint tokenld)
private {

uint lastTokenIndex = ERC721.balanceOf(from) - 1;

uint tokenIndex = idToOwnedIndex[tokenld];

if (tokenIndex != lastTokenIndex) {

uint lastTokenld = ownedTokens|from][lastTokenIndex];
_ownedTokens[from][tokenld] = lastTokenld;
_1dToOwnedIndex[lastTokenld] = tokenIndex;

}
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delete idToOwnedIndex[tokenld];

delete ownedTokens[from][lastTokenIndex];

}

function removeTokenFromAllTokensEnumeration(uint tokenld) private {
uint lastTokenIndex = _allNfts.length - 1;

uint tokenIndex = idToNftIndex[tokenld];

uint lastTokenld = _allNfts[lastTokenIndex];

_alINfts[tokenIndex] = lastTokenld;
_idToNftIndex[lastTokenld] = tokenIndex;

delete 1dToNftIndex[tokenld];
_alINfts.pop();

}
b

components/Providers/account/index.tsx:
import { useAccount } from "@hooks";
import { useRouter } from "next/router";
import { createContext } from "react";

import { toast } from "react-toastify";

interface AccountLockerProps {

children: React.ReactNode
}

const Web3Context = createContext({});
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export default function AccountLocker({ children }: AccountLockerProps) {
const { account } = useAccount();

const router = useRouter();

const path = router.asPath;

const root = [

”,

'/reports’,

'/strategy’,

'/privacy-policy'

I;

const allowed = [

'/about-us'

]

if (((account.data && laccount.isLoading) I account.error)
&& !root.includes(path) && !allowed.find((item) => path.includes(item))) {
router.push('/login');

}

return children

}

components/Providers/web3/index.tsx:

import { createContext, useContext, useEffect, useState } from "react";

import { Web3State, createDefaultState, createWeb3State, loadContract } from
" /utils";

import { providers } from 'ethers';

import { setupHook } from "@hooks";

import { MetaMaskInpageProvider } from "@metamask/providers";
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import { NftMarketContract } from "@/types/nftMarketContract";

function pageReload() {

window.location.reload()

}

const handleAccount = (ethereum: MetaMaskInpageProvider) => async () => {

const isLocked = !(await ethereum. metamask.isUnlocked());
if (isLocked) {

pageReload();

b

b

const setGlobalListeners = (ethereum: MetaMaskInpageProvider) => {
ethereum.on("chainChanged", pageReload);

ethereum.on("accountsChanged", handleAccount(ethereum));

}

const removeGlobalListeners = (ethereum: MetaMaskInpageProvider) => {
ethereum?.removeListener("chainChanged", pageReload);

ethereum?.removeListener("accountsChanged", handleAccount)

}

const Web3Context = createContext<Web3State>(createDefaultState());

interface Web3ProviderProps {
children: React.ReactNode

}

export default function Web3Provider({ children }: Web3ProviderProps) {
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const [web3Api, setWeb3Api] = useState<Web3 State>(createDefaultState());

useEffect(() => {

async function initWeb3() {

try {

const provider = new providers. Web3Provider(window.ethereum as any);
const contract = await loadContract("NftMarket", provider);

console.log(contract)

const signer = provider.getSigner();

const signedContract = contract.connect(signer);

setGlobalListeners(window.ethereum);
setWeb3 Api(create Web3State( {
cthereum: window.ethereum,

provider,

contract: signedContract as unknown as NftMarketContract,
isLoading: false

)]

} catch (e: any) {

console.log(e)

setWeb3 Api((api) => createWeb3State({
...ap1 as any,

isLoading: false

1))

}

I
initWeb3();

return () => removeGlobalListeners(window.ethereum)

7> [D
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return (

<Web3Context.Provider value={web3Api}>
{children}

</Web3Context.Provider>

)
;

export function useHooks() {
const { hooks } = useWeb3();

return hooks

}

export function useWeb3() {
return useContext(Web3Context)

}

components/Providers/web3/utils.ts:

import { Web3Hook, setupHook } from
'@/components/Hooks/Web3/setupHooks';

import { Web3Deps } from '@_types/hook’;

import { MetaMaskInpageProvider } from '@metamask/providers';

import { Contract, ethers, providers } from 'ethers';

declare global {
interface Window {

ethereum: MetaMaskInpageProvider;

;
}

90



export type Web3Params = {

ethereum: MetaMaskInpageProvider | null;
provider: ethers.providers.Web3Provider | null;
contract: Contract | null;

b

type Nullable<T> = {

[P in keyof T]: T[P] | null

}

export type Web3State = {
1sLoading: boolean;
hooks: Web3Hook;
} & Nullable<Web3Deps>;

export const createDefaultState = () => {
return {

cthereum: null,

provider: null,

contract: null,

isLoading: true,

hooks: (setupHook({isLoading: true} as any))
b

b

export const createWeb3State = ({
ethereum, provider, contract, isLoading
}: Web3Deps) => {

return {

ethereum,

provider,
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contract,
isLoading: false,

hooks: setupHook({ethereum, provider, contract, isLoading})

;
}

const NETWORK ID = process.env.NEXT PUBLIC NETWORK ID;

export const loadContract = async (name: string, provider:
providers.Web3Provider): Promise<Contract> => {

if (NETWORK ID) {

return Promise.reject('Network ID is not defined!");

}

const res = await fetch (*/contracts/$ {name}.json’);
const Artifact = await res.json();

console.log(Artifact)

if (Artifact.networksf NETWORK ID].address) {
const contract = new ethers.Contract(
Artifact.networks[NETWORK ID].address,
Artifact.abi,

provider

)

return contract
} else {

return Promise.reject(’ Contract: [${name}] cannot be loaded!");

;
}
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components/Hooks/Web3/index.tsx:

import { useHooks } from "@providers/web3"

export const useAccount = () => {
const hooks = useHooks();

const swrRes = hooks.useAccount();
return {

account: swrRes

b
;

export const useNetwork = () => {
const hooks = useHooks();

const swrRes = hooks.useNetwork();
return {

network: swrRes

b
;

export const useListedNfts = () => {
const hooks = useHooks();

const swrRes = hooks.useListedNfts();
return {

nfts: swrRes

b
}

export const useOwnedNfts = () => {
const hooks = useHooks();

const swrRes = hooks.useOwnedNfts();
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return {

nfts: swrRes

}

b
components/Hooks/Web3/setupHooks.ts:

import { Web3Deps } from "@_types/hook";

import { hookFactory as createAccountHook, UseAccountHook } from
"./useAccount";

import { hookFactory as createNetworkHook, UseNetworkHook } from
"./useNetwork";

import { hookFactory as createListedNftsHook, UseListedNftsHook } from
"./useListedNfts";

import { hookFactory as createOwnedNftsHook, UseOwnedNftsHook } from
" /JuseOwnedNfts";

export type Web3Hook = {
useAccount: UseAccountHook;
useNetwork: UseNetworkHook;
useListedNfts: UseListedNftsHook;
useOwnedNfts: UseOwnedNftsHook;

}

export type SetupHook = {
(d: Web3Deps): Web3Hook

}

export const setupHook: SetupHook = (deps) = {
return {

useAccount: createAccountHook(deps),

useListedNfts: createListedNftsHook(deps),
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useNetwork: createNetworkHook(deps),
useOwnedNfts: createOwnedNftsHook(deps)

}
;

components/Hooks/Web3/useAccount.ts:
'use client'
import { CryptoHookFactory } from "@_types/hook";
import { useEffect, useState } from "react";
import { toast } from "react-toastify";

import useSWR from "swr";

//

type UseAccountResponse = {
connect: () => void;
isLoading: boolean;

isInstalled: boolean;

}

type AccountHookFactory = CryptoHookFactory<string, UseAccountResponse>

export type UseAccountHook = ReturnType<AccountHookFactory>

export const hookFactory: AccountHookFactory = ({ provider, ethereum,
isLoading }) => () => {

const { data, mutate, isValidating, ...swr } = useSWR(

provider ? "web3/useAccount" : null,

async () => {

const accounts = await provider!.listAccounts();

const account = accounts[0];
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if (laccount) {

throw "Cannot retrieve account! Please, connect to web3 wallet."
}

return account

s

{

revalidateOnFocus: false,

shouldRetryOnError: false

b
)

useEffect(() => {

ethereum?.on("accountsChanged", handleAccountsChanged)

return () => {

ethereum?.removeListener("accountsChanged", handleAccountsChanged)
}

5)

const handleAccountsChanged = (...args: unknown[]) => {

const accounts = args[0] as string[];

if (accounts.length) {

throw "Cannot retrieve account! Please, connect to web3 wallet."
} else if (accounts[0] !== data) {

mutate(accounts[0]);

b

}

const connect = async () => {

try {

ethereum?.request({ method: "eth requestAccounts" })
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} catch (e) {

console.log(e)

}
;

return {

...SWT,

data,

isValidating,

isLoading: isLoading as boolean,
isInstalled: ethereum?.isMetaMask || false,
mutate,

connect

s

b

export const useAccount = hookFactory({ ethereum: undefined, provider:

undefined })

components/Hooks/Web3/useListedNfts.ts:

import { CryptoHookFactory } from "@_types/hook";
import { Nft } from "@_types/nft";

import { ethers } from "ethers";

import useSWR from "swr";

type UseListedNftsResponse = {

buyNft: (tokenld: number, value: number) => Promise<void>

b

type ListedNftsHookFactory = CryptoHookFactory<Nft[],
UseListedNftsResponse>
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export type UseListedNftsHook = ReturnType<ListedNftsHookFactory>

export const hookFactory: ListedNftsHookFactory = ({contract}) => () => {
const {data, ...swr} = useSWR(

contract ? "web3/useListedNfts" : null,

async () => {

const nfts =[] as Nft[];

const coreNfts = await contract!.getAlINftsOnSale();

for (let 1 = 0; 1 < coreNfts.length; i++) {

const item = coreNfts[i];

const tokenURI = await contract!.tokenURI(item.tokenld);
const metaRes = await fetch(tokenURI);

const meta = await metaRes.json();

nfts.push({

price: parseFloat(ethers.utils.formatEther(item.price)),
tokenld: item.tokenld.toNumber(),

creator: item.creator,

1sListed: item.1sListed,

meta: meta

P
}

return nfts;

;
)

const buyNft = async (tokenld: number, value: number) => {
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try {
await contract? . buyNft(tokenld,

ethers.utils.parseEther(value.toString())});

tcatch (e: any) {

console.log(e.message)

}
;

return {
...SWT,
buyNft,

data: data || ],
3

b

/components/Hooks/Web3/useNetwork.ts;
import { CryptoHookFactory } from "@_types/hook";
import { useEffect } from "react";

import useSWR from "swr";

const NETWORKS: {[k:string]: string} = {
1: "Ethereum Main Network",

3: "Ropsten Test Network",

4: "Rinkeby Test Network",

5: "Goerli Test Network",

42: "Kovan Test Network",

56: "Binance Smart Chain",

1337: "Ganache",

}

{value:

const targetld = process.env.NEXT PUBLIC TARGET CHAIN ID as string;
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const targetNetwork = NETWORKS[targetld];

type UseNetworkResponse = {
isLoading: boolean;
1sSupported: boolean;

targetNetwork: string;

}

type NetworkHookFactory = CryptoHookFactory<string, UseNetworkResponse>

export type UseNetworkHook = ReturnType<NetworkHookFactory>

export const hookFactory: NetworkHookFactory= ({provider, isLoading}) => ()

const {data, isValidating, ...swr} = useSWR(

provider ? "web3/useNetwork" : null,

async () => {

const chainld = (await provider!.getNetwork()).chainld,

if(!chainld) {

throw "Cannot retrieve network. Please, refresh browser or connect to other one."

}

return NETWORKS[chainld]

I3
{

revalidateOnFocus: false

;
)

return {
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...SWI,
data,

1sValidating,

isLoading: isLoading || isValidating,
targetNetwork,

1sSupported: data === targetNetwork
3

}

components/Hooks/Web3/useOwnedNfts.ts:

import { CryptoHookFactory } from "@_types/hook";
import { Nft } from "@_types/nft";

import { ethers } from "ethers";

import useSWR from "swr";

type UseOwnedNftsResponse = {}

type OwnedNftsHookFactory CryptoHookFactory<Nft[],

UseOwnedNftsResponse>

export type UseOwnedNftsHook = ReturnType<OwnedNftsHookFactory>

export const hookFactory: OwnedNftsHookFactory = ({contract}) => () => {
const {data, ...swr} = useSWR(

contract ? "web3/useOwnedNfts" : null,

async () => {

const nfts =[] as Nft[];

const coreNfts = await contract!.getOwnedNfts();

for (let 1 = 0; 1 < coreNfts.length; i++) {
const item = coreNfts[i];

const tokenURI = await contract!.tokenURI(item.tokenld);
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const metaRes = await fetch(tokenURI);

const meta = await metaRes.json();

nfts.push({

price: parseFloat(ethers.utils.formatEther(item.price)),
tokenld: item.tokenld.toNumber(),

creator: item.creator,

1sListed: item.1sListed,

meta: meta

P
}

return nfts;

}
)

return {
...SWT,

data: data || ],
s

b
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