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AHOTAIIIA

Ksanidikaniiina po6ora 6akanaspa: 172 cropinkm, 79 pHCYHKIB, 6 TaGmuub, 34
JDKepesa Ha 4 CTOpiHKax.

Mera kBanidikani#Hoi po6oTH — KOCITIPKEHHS Ta IPaKTUYHA alpo0alisi METOIUKH
KOMIIJIEKCHOTO ayauty iHdopmaniiHoi 6esneku IT-indpacTpykTypu migmpueMcTBa 3
BUKOPDHMCTaHHSAM aBTOMAaTH30BaHOi ILIaTGOpMHU aHamily BpasnuBocTeit Greenbone
OpenVAS.

IIpoananizoBano TeopeTW4Hi 3acagu aymuTy iHpopMamiiiHOI  Gesmekw,
KIacH(}iKaLiio THITB ayUTy Ta HOPMATHBHO-TIPaBOBY 6a3y y cepi 3axucTy indopMarii.
Po3risiHyTo CydacHi iHCTPYMEHTH aBTOMATH30BAHOTO CKAaHYBAaHHS BpAa3IHBOCTEH Ta
obrpyHrosano BuOip miatgopmu OpenVAS. OmmcaHo mporec IIPOEKTYBAHHSA Ta
MOOY OB TECTOBOTO MEPEKEBOTO CEPelOBHIIA y IPOrpaMHOMY eMyisitopi GNS3, mio
BKJIIOYA€ MapIIpyTU3aTOPH 3 IPOTOKOJIOM pe3epByBaHH GLBP, cepBepHi Ta KIi€HTCBKI
omepauiiiHi cucremu. ITokasaHO HalamITyBaHHA Ta TPOBEJEHHS TPHOX ETATIB
CKaHYBaHHs: 30BHIIIHBOTO HeaBTeHTH(ikoBaHoro (Black Box), BHyTpimHBOrO
aBTeHTH(iKOBaHOTO (White BOX) Ta IOBHOTO MEpEXEBOTO AaymMTy IiAMEpesKi
mianpueMcTsa. HaBeNeHO pesynbTaTH aHaily BMABICHHX BpA3IMBOCTEH, iXHIO
k1acudikaniro 3a mkanoro CVSS Ta npakTWuHi pekoMeHamii IOXo YCYHEHHS.
BusHaueHo, M0 KOMIIEKCHE 3aCTOCYBAaHHS TPhOX METOMIB AYAUTY € ONTHMATLHOIO
CTPATETi€l0 OLIHKM 3aXHIIEHOCTI KOPIIOPATHBHOT MEPEXxi.

KmouoBi cmoBa: AVIUT IHOOPMAIIMHOI BE3IEKUA, AHAJI3
BPA3JIUBOCTEM, OPENVAS, GREENBONE, CKAHYBAHHS MEPEXI,
KIBEPBESIIEKA, GNS3, METASPLOITABLE, CVSS, TECTYBAHHS HA
ITPOHUKHEHHS, KOPIIOPATHBHA MEPEXA, BLACK BOX, WHITE BOX.
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ANNOTATION

Bachelor’s Thesis: 172 pages, 79 figures, 6 tables, 34 references on 4 pages

The purpose of this thesis is to investigate and practically test a methodology for a
comprehensive information security audit of an enterprise’s IT infrastructure using the
Greenbone OpenVAS automated vulnerability analysis platform.

The theoretical foundations of information security auditing, the classification of
audit types, and the regulatory framework in the field of information protection are
analyzed. Modern tools for automated vulnerability scanning are reviewed, and the choice
of the OpenVAS platform is justified. The process of designing and building a test
network environment in the GNS3 software emulator 1s described, which includes routers
with the GLBP backup protocol, as well as server and client operating systems. The
configuration and execution of three scanning stages are demonstrated: external
unauthenticated (Black Box), internal authenticated (White Box), and a full network audit
of the enterprise subnet. The results of the analysis of the identified vulnerabilities, their
classification on the CVSS scale, and practical recommendations for remediation are
presented. It is determined that the comprehensive application of the three audit methods
is the optimal strategy for assessing the security of a corporate network.

Keywords: INFORMATION SECURITY AUDIT, VULNERABILITY
ANALYSIS, OPENVAS, GREENBONE, NETWORK SCANNING,
CYBERSECURITY, GNS3, METASPLOITABLE, CVSS, PENETRATION TESTING,
CORPORATE NETWORK, BLACK BOX, WHITE BOX.
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MNEPEJIIK YMOBHUX ITIO3HAYEHbD
AJP (Apache JServ Protocol) — mpoTokos B3aeMoii Mi>k BeOCEPBEPOM Ta KOHTEHHEPOM
CEPBIICTIB
ARP (Address Resolution Protocol) — mportokon Busznauenns MAC-aapecu 3a IP-
aapecoro
CBC (Cipher Block Chaining) — pexxum 3ueryieHHst 0J10KiB mu(pyBaHHS
CVE (Common Vulnerabilities and Exposures) — enuHuii peecTp iaeHTU(IKATOPIB
BPA3JIMBOCTEN
CVSS (Common Vulnerability Scoring System) — cuctema OIiHIOBaHHS KPUTHUYHOCTI
BpPA3JIMBOCTEN
DCE/RPC (Distributed Computing Environment / Remote Procedure Call) — npoTokon
BIJIJAJIEHOTO BUKJIMKY MPOLIETYP
DH (Diffie-Hellman) — anroputm 00MiHy KpUnTOrpapiyHUMH KI0YaMU
DHCP (Dynamic Host Configuration Protocol) — mpoTokoi AuHAMIYHOTO MTPU3HAYEHHS
MEPEKEBUX aJIpec
DNS (Domain Name System) — cuctema 1OMEHHUX IMEH
EOL (End of Life) — 3aBepiiieHHst TEpMiHY MIATPUMKH IPOTPAMHOTO MIPOTYKTY
FTP (File Transfer Protocol) — mporokon nepenaui gaiinis
GLBP (Gateway Load Balancing Protocol) — npoTokosn 6anaHCyBaHHS HaBaHTaKEHHS
IIUTIO31B
GNS3 (Graphical Network Simulator 3) — mnporpamMHuii eMyJisITOp MEpPEKEBOTO
oOnaaHaHHS
HTTP (Hypertext Transfer Protocol) — mpoTokon nepenayi rinepTekcTy
IANA (Internet Assigned Numbers Authority) — opranizauisi 3 npu3HaueHHs HOMEPIB
MOPTIB Ta MPOTOKOJIIB
ICMP (Internet Control Message Protocol) — mpoTOKOn MiIKMEPEKEBUX KEPYHOUHMX
MOB1JIOMJICHb
IEC (International Electrotechnical Commission) — MikHapoaHa eIeKTPOTEXHIYHA
KOMiCist

IP (Internet Protocol) — mi>kmepexxeBuii TPOTOKOT
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ISO (International Organization for Standardization) — MixHapoaHa oprasizamisi 3i
CTaHJapTU3aIlil

IT — inpopmariiitHi TeXHOOTI]

KEX (Key Exchange) — 0OMin kpunrorpadiyHUMHU KIIO9aMU

MAC (Message Authentication Code) — kox aBTeHTH(}IKAIT TOBIIOMIIECHHS

NAT (Network Address Translation) — TpaHCTIAIIISI MEPEKEBUX aApeC

NIST (National Institute of Standards and Technology) — HamionanbHMil 1HCTUTYT
cranaaprtis 1 Texnosoriit CIIIA

NVT (Network Vulnerability Tests) — Tectu MepexkeBUX Bpa3IMBOCTEH

OC — omeparriifHa cucTeMa

OWASP (Open Web Application Security Project) — BIIKpUTHII IPOEKT 13 3a0€3MEUEHHS
Oe3reku Be03aCTOCYHKIB

[13 — nporpamue 3abe3reueHHs

QoD (Quality of Detection) — sKiCTh BUSBJICHHS BPa3JIMBOCTI

RCE (Remote Code Execution) — BiijajieHe BUKOHAHHS KOJTY

RMI (Remote Method Invocation) — BijianieHuil BUKJIMK METO/IIB

SMB (Server Message Block) — mpoToko1 CHUIBHOTO JIOCTYIY /10 PECYPCIB Y MEpekax
Windows

SSH (Secure Shell) — mpoToKko 3aXUIIIEHOTO BiAAAIIEHOTO TOCTYITY

TCP (Transmission Control Protocol) — mpoTokos ynpaBiiHHS Nepeayeto JaHuX

UDP (User Datagram Protocol) — mpoTokoi niepenayi gatarpam

VNC (Virtual Network Computing) — mpoTOKOJ BIAAATIEHOTO AOCTYIY J10 TpadiuHOTO
po0oYOro croty

VPN (Virtual Private Network) — BipTyanbHa npuBaTHa Mepexa

XSS (Cross-Site Scripting) — Mi»kcaliTOBE BUKOHAHHS CKPHIITIB
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BCTYII

B ymoBax ctpimMkoi mudposizamii Oi3HEC-TPOIECIB Ta 3POCTAHHS KITBKOCTI
kibep3arpo3 nutaHHs 3axucty IT-iHhpacTpyKTypH mANPUEMCTB HAOYBa€e CTPATETIYHOTO
3Ha4YeHHS. 3a JaHUMU MDKHAPOJHUX AaHANITHYHUX 3BITIB, KUIBKICTH KibepaTak Ha
opraHizailii Majoro Ta CepeIHbOro OI3HECy IIOPIYHO 3pOCTa€, MPU ILOMY 3HAYHA
YacTHMHA I1HUUJEHTIB OOyMOBJEHA HASBHICTIO BIJOMHX, aJlé BYACHO HE YCYHEHHUX
BpPa3IMBOCTEH y MporpaMHOMY 3a0e3ledeHHI Ta MepekeBoMy oOnagHaHHI. AyauT
iHQopMalriitHoi Oe3neKku € OJHMM 13 KIIOYOBUX MEXaHI3MIB BHSIBJICHHS TaKHUX
Bpa3IMBOCTEH JO TOTO, SIK HUMH CKOPUCTA€ThCS 3MOBMHUCHUK. [IpoTe Ha mpakrtuii
OUIBIIICTh BITYM3HAHUX MIAIPUEMCTB HE MPOBOJISATH PETYJISIPHOTO ayAUTY Y€pe3 BUCOKY
BapTICTh KOMEPUIMHMX PIIIEeHh Ta BIJICYTHICTh KBadi(iKOBAaHUX CICIIATICTIB.
BukopucTaHHs BUIBHO PO3MOBCIOKYBAHUX IMIAT(OPM 3 BIAKPUTHUM BHUXIJHUM KOJIOM,
takux sik Greenbone OpenVAS, no3Bosisie cyTTeBO 3HU3UTH (piHaHCOBHUI Oap'ep Ta
3poOUTH ayIuT O€3MEeKU AOCTYNMHHUM [l OpraHizalii 3 OOMEXEHUM OIOJKETOM.
AKTyallbHICTb POOOTH TaKOX IMIJICUIIIOETECA TUM, IO g €(PEKTUBHOIO ayaHuTy
HEOOXIJTHE KOPEKTHE TMO€JHAHHS PI3HUX METOJIB CKaHyBaHHSA, MPOTE MPAKTUYHI
peKOMEeH IaIlli M0/10 IXHROTO KOMIUIEKCHOTO 3aCTOCYBaHHS Y KOPIOPATUBHUX MEpPEkKax
3aJTMIIAIOTHCS HEIOCTATHRO CUCTEMATH30BAaHUMU B YKPATHOMOBHIH JTiTEpaTypi.

Meroto kBanmidikamiifHoi poOOTH € JOCHIKEHHST Ta TMpPaKTHYHA arpoOaris
METOJMKM KOMIUIEKCHOrO ayauTy iHpopmamiitHoi Oe3neku IT-iHdpacTpykTypu
MIIPUEMCTBA 3 BUKOPUCTAHHSM aBTOMATHU30BaHO1 MJIaT(OPMH aHATI3y Bpas3IMBOCTEH
Greenbone OpenVAS.

Buznauena meta 00yMOBIIIOE HACTYIIHI 3aBJaHHS:

1. TIlpoanamizyBatu TEOpPETHUYHI 3acaaud ayAauTy iHpopMaIliitHOi Oe3mneku,
KJ1acu(ikaliio TUIIB ayIUTy Ta YAUHHY HOPMATUBHO-IPaBOBY 0a3y;

2. IlpoBecTn TOpPIBHSUIBHHMI aHAN3 Cy4yacHUX IUIATGOpPM aBTOMATH30BAHOTO
CKaHyBaHHSI BpPa3JIMBOCTE Ta OOIPYHTYyBaTh BHOIp IHCTPYMEHTY [JIsi TPOBEICHHS
aynuTy,

3. CopoektyBaTH Ta mTOOYyAyBaTH TECTOBE MEPEKEBE CEPENOBHUILE, IO

BIJITBOPIOE TUIIOBY apXiTEKTYpPy KOPIOPATUBHOT MEPEKI MIAMIPUEMCTBA;

Ilpuxoowvko /.C. Apk.
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4. IlpoBecTM KOMIUIEKCHE CKAaHyBaHHS TECTOBOi  IH(PacCTpyKTypu 3
BUKOPHUCTAHHSAM TPhOX METOJIB ayJauTy (30BHIIIHINA, BHYTPIIIHIA Ta MEpPEKEBUM) Ta
IpoaHali3yBaTH OTPUMaH1 pe3yJIbTaTH;

5. Po3poOutu npakTHYHI peKOMEHJalli LI0J0 YCYHEHHsS  BHSBJICHHMX
BPa3JIMBOCTEH Ta MiIBUILIICHHS PIBHS 3aXUIICHOCTI IHPPACTPYKTYPH.

OO6'ekTOM JOCHIDKEHHA € Tpolec ayauTy iHdopmariitnoi Oesmeku IT-
1H(paCTPpyKTYpH MIANPUEMCTBA.

[IpenmeroM HOCHIIKEHHS € METOIW Ta 3aco0M aBTOMATH30BAHOTO aHaJI3y
Bpa3IMBOCTEH KOPHOpPAaTUBHOI Mepexi 3 BUKOpUCTaHHAM Iuiatgopmu Greenbone
OpenVAS.

VY mpoueci BUKOHaHHS KBali(ikamiiHOi poOOTH OyJ0 pPO3POOJIIEHO MPOEKT
TECTOBOI'0 MEPEXKEBOI0 CepeloBuIIla y nmporpamMHoMy emyisitopi GNS3, sike BIATBOpPIO€E
TUIIOBY 1H(PACTPYKTypy MAajoro MiAIPHEMCTBA, Ta MPOBEACHO WOr0 KOMIUIEKCHUUN
ayquT Oe3NeKH 3 BHUKOPUCTAHHSAM TpPhOX PI3HUX METOJNIB CKaHyBaHHS 3aco0aMu
mwiatgopmu OpenVAS.

[IpakTiuHe 3HaYEHHS OTPUMAHHUX PE3YJBTATIB MOJSATAa€ B TOMY, IO pO3poOsIeHA
METOJIMKa KOMIIEKCHOTO TPUETAIHOT'O ayAUTy MOKe OyTH Oe31ocepeIHbO BUKOPUCTaHa
CUCTEMHUMHU a/IMIHICTpAaTOpaMH Ta CIieliajlicTaMH 3 Ki0epOe3neku opraHizaliii Majaoro
Ta CepeqHBOro Oi3HeCy ISl MPOBEACHHS PETYISIPHOT OIIHKHA 3aXUIIEHOCTI BiacHOl IT-
iHppacTpykTypu. [lobynoBane TectoBe Mepexene cepeaoBuine y GNS3 € moBHICTIO
BIJITBOPIOBAHUM 1 MOXKE€ CIYryBaTu JabopaTOpHOIO 0a3010 JUisi HaBYAJIBHHUX KYpPCIB 3
aynuty 1HdopmariiiHoi Oesneku y 3akimanax Builoi ocBitd. CdopMmyliboBaHI 3a
pe3ysibTaTaMi CKaHyBaHHS pPEKOMEHJAIlll 1010 YCYHEHHs Bpa3JMBOCTEH MalOTh
NPUKJIATHUN XapakTep Ta MOXYTh OyTH aJamnToBaHi 1O pealbHUX KOPHOPATUBHHUX
MEpPEK.

AnpoOariist  pe3yabTaTiB  JocHiKeHHs. OCHOBHI TMOJIOKEHHS Ta pe3yJibTaTu
kBamdikamiitHoi pobotu Oynu npeactasiaeHi Ha X VI MixkHapoiHii HAYKOBO-TEXHIYHIN
koH(pepentii «IHdopmariiino-komm'torepri Texuosorii — 2026» (M. XKuromup, 2-3

kBiTHS 2026 p.) Ta onyOJIikoBaHi y 301pHUKY MaTepianiB koHpepeHuii [15].
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PO31J1 1. AHAJII3 METO/IB TA 3ACOBIB BUSIBJIEHHSA
BPA3JIMBOCTEM IT-IHOPACTPYKTYPU

1.1. llonsiTTsl Ta KIacudikaiss Bpa3auBocrTeil iHpopmaniiiHuX cucremM

OyHIaMEHTATFHOI0 OCHOBOIO KOMILIEKCHOI KiOepOe3meku € YiTKe PO3yMIHHS
TepMiHY “BpaznuBicTh’. EBomtoris IT-iHGpacTpyKTyp 3MiCTHIIA KOHIICTIIIIIO CIPUMHSTTS
OO TOHSTTS B CYyTO TEXHIYHMX MPOrPAMHHUX MOMMJIOK O KOMIUIEKCHOTO PHU3HK-
OpPIEHTOBAHOTO MIJIXOMy, IO OXOIUIIOE apXITeKTypHi, OpraHizaiiiiHi, amapaTHi Ta
MPOLIECHI ACTIEKTH.

VY CBITOBOMY KOHCEHCYCI KIFOUOBY poiib Binirpaots ctanaapta ISO/IEC 27000.
Bignosigno no 6a3zoBux mokymentiB ISO/IEC 27001 ta 27002, Bpa3iauBiCTh — II€
“cma0KicTh aKTUBY a00 3ac00y KOHTPOJIIO, sIka MOXKe OyTH BUKOpUCTaHa 3arpo3amu’. Lle
[IJIECIIPSMOBAHO BUBOAUTH MOHSTTS 3a Mex1 [ T-cuctem, ajxe akTUBOM € Oy Ib-1110 I[IHHE
JUIsl opraHizaiii: 0a3u JaHUX, I1HTEJEKTyaJlbHa BJACHICTh, NEpcoHan Ta (i3uyH1
npuMitieHHs [1].

AnprepHatuBHuid miaxin NIST € Oubin  1HGPACTPYKTYPHO-OPIEHTOBAHKM.
BpaznuBicTh TYT KOHIENTYali3y€eThCs SIK CeU(IYHUNA HEJOJIK Y CUCTEMI, TIPOIEypax
Oe3nekyn 4 BHYTpIIHbOMY KOHTpousi. Merogosnoriss NIST nepenbadae iTepaTuBHY
OIIHKY PHU3MKIB BiJi 0a30BO1 MIATOTOBKK 10 Oe3nepepBHOro MoHITOpuHry [2]. Iummi
GbpeiiMBOpPKM  JOTOBHIOIOTH KapTuHy BiacHoto crernudikoro: FAIR  posrmsnae
BPa3JIMBICTh SIK MaTEMaTUYHY UMOBIpHICTh (piHaHCOBUX BTpaT, PCI DSS dokycyeTbes Ha
3arpo3i kommpomerarlii rarbkaux ganux, a CIS RAM - Ha Gesnerni iHGopMaIiifHuX
aKTUBIB [3].

B Vkpaini repminosnoris y chepi T3I Buznayaetsest nokymenrom HJ[ T31 1.1-003-
99, ne “ypas3nuBICTh CUCTEMH  TPAKTYEThCS SIK i1 HE3JATHICTh MPOTUCTOSTH 3arpo3am.
Excrmyarariiss Bpa3IuMBOCTI MPHU3BOAUTH 10 TOPYHIEHHS KIFOYOBHX BJIACTUBOCTEH
1H(Dopmartii: KoHpIIEHIIIHHOCTI, UTICHOCTI Ta noctymHocTi (Tpiaga CIA). Kpim toro, B
VYkpaini aie rapmonizoBanuii ctangapt JCTY ISO/IEC 27000:2015, sikuil MOBHICTIO

IMILJIEMEHTY€E MI>KHAPOJIHUM KOHIIENT OLIHKH CIa0KOCTeN akTUBY [4].
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JIJist MpOEKTYBaHHS CUCTEM O€3MEeKH KPUTUYHO BAKIMBO PO3MEKOBYBATH 1I1 J1BA
KOHIIENTH, 110 iHcTUTyIIoHAM30BaHo B ekocucteMi MITRE (6azu CWE, CVE ta NVD
Big NIST).

CWE (Common Weakness Enumeration) karanorizye Tunu ¢yHAaMEHTAIbHUX
apXITeKTYPHUX YU CHHTAKCUYHHUX MOMWIOK. [le meprmonpuynHa, sska BHHUKAE HA €Tarll
HAIMCaHHS KOy 1 BUMarae MpeBEeHTUBHUX JA1il BiJ pO3pOOHHUKIB.

Haromicte CVE (Common Vulnerabilities and Exposures) 10kyMeHTy€ KOHKPETHI
IHIIMAGHTH y Bxke posropHytomy I13. Bpasmusicte 3a kinacudikamiero CVE - 1e
crienup1gyHUN eK3eMIUIAp CIabKOCTI Y peanbHOMY NMPOAYKTI. 11 1aH1 BUKOPHUCTOBYIOThCS
koMaHgamMu SOC 1Jig OnepaTUBHOTO pearyBaHHs Ta yIPaBIIiHHS MaTYaMHU.

[cTopuuHi MoAEN pO3NOAUISIIA AePEKTH 3a TEHE3UCOM (HaBMUCHI/HEHABMUCHI),
yacoM BUHUKHEHHS Ta MicieMm Jjokami3aiii. CydyacHa NpakTHKa BIAMOBISIETbCS BiJ
OJIHOTIApAMETPUUHMX KiIacu(ikalii uepe3 IXHIO eMCTEMOJIOTIYHY OOMEXKEHICTb.
HatoMicTh BUKOPHUCTOBYETHCS OaratorapaMeTpUIHUMA TIAX1, SKUH T03BOJISIE BUILIUTH
TPpU  MaricTpajlbHI ~ TPYNHM  Bpa3JIMBOCTEW:  mporpaMHi  JedhekTH  Komy,
MepeXeBl/IHPPACTPYKTYPHI BPA3IMBOCTI T4 OpraHi3aliiiHO-MPOIECH] IPOTAIUHH [5].

Hnst eexTuBHOI TpilopuTe3allii 3arpo3 IHAYCTPisl BUKOPHCTOBYE 3arajbHY
cucremy oiiHku BpaznuBoctelt - CVSS. Tepexia Ha Bepcito CVSS v4.0 6yB 3ymoBieHUM
CUCTEMHOI0 TTpobieMoro “iHduisIii 0aniB” monepeaHbo1 Bepcii 3.1, KoJiu HEBUIIPABIAHO
BEJIMKA KUTHKICTh BPA3JIMBOCTEH OTPUMYBaJla MAKCUMAIBHUI CTaTyC KPUTUIHOCTI [6].

Hoga apxitektypa CVSS v4.0 3a0e3nedye TOUHIITY IPaHyJIAPHICTD 1 CKJIAIA€ThCA
3 4 TpyIl METPUK:

1. bazoBi: BimoOpakaroTh HE3MIHHI SKOCTI Bpas3MBOCTI. BBeAeHO HOBY
MeTpuky “Bumoru no ataku” (AT) ta geranizoBano “B3aemoniro 3 kopuctyBauem” (UI).

2. 3arpo3u: 3aminwiu ‘“YacoBi” METPHUKH, 3MICTUBIIN (POKYC Ha peajbHe
ICHYBaHHS POO0OYOro €KCIUIOUTY B JTUKIH TIPUPO/II.

3. Cepenosuiia: JI03BOJSIOTh CKOpUTYBATH 0a30BUIA Oa 3a1€KHO Bij Oi3HEC-
IHHOCTI KOHKpeTHOro IT-akTuBYy KOMMIaHii.

4.  JlomatkoBi: HoBa rpyma KOHTEKCTHMX JIaHWX, III0 HE BIUIMBAE Ha

MaTeMaTHUYHUM 0a, aje BKa3ye Ha CyMyTH1 PU3HUKHU.
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BaxnunBoro 3MiHOIO cTaja JIKBiAallis HeoqHO3HauYHOT MeTpukH “O6macTs aii” Ta ii
3aMiHa Ha YiTKE PO3MEKYBaHHS BIUIMBY: OKPEMO Ha BPa3JIMBY CUCTEMY Ta Ha MOB'A3aH] 3
Hero By3u. BripoBampkeras Metpuk 3arpo3n y CVSS v4.0 103Bosisi€ 3HU3UTH KUTBKICTh
XUOHMX CHPaIIOBaHb 1 Bpa3IMBOCTEMH, 110 NOTPEOYIOTH TEPMIHOBOTO pearyBaHHs, Ha 65—
76%. lle 3abe3nedye HaAIMHY aHATITUYHY 0a3y I Cy9aCHUX CHUCTEM aBTOMATHYHOTO

CKaHyBaHHSI 1 MPOLIECIB YIPABIiHHS BPa3IMBOCTAMU [6].

1.2. OcHoBHi 3arpo3u 6e3neuni IT-indgpacTpykrypn

[TonsaTTs “3arpo3a” € KOHIENTyaJIbHO HEeBLIAUIBHUM BiJl IOHATTS “‘Bpa3jIUBICTH .
k110 Bpa3aMBICTh BUCTYIIA€ TTACUBHOIO YMOBOIO 200 CTaOKICTIO aKTHBY, TO 3arposa €
aKTUBHHUM KaTalli3aTOPOM, SIKUH 3aTHUM 110 CJIa0KICTh €KCIUTyaTyBaTH Il HAHECCHHSI
mkoau IT-1HdpacTpyKTypi.

VY HalloHaJIbBHOMY HOPMaTHUBHO-IPABOBOMY MOJI1 YKpaiHU 0a30BUM JOKYMEHTOM
y cdepi 3axucty iHdpopmarii € HJ[ T3I 1.1-003-99. BiamoBigHo 10 HBOTO, 3arposa
BU3HAYAETHCS SIK OyJb-KI OOCTaBMHM a00 mMojii, 110 MOXYTh OyTH NPUYHUHOIO
MOPYIICHHS MOJITUKUA O€3MEeKH Ta MPU3BECTU O BTPATH KOHQIAEHIIIHHOCTI, HUTICHOCTI
abo goctynmHocTi iH(opMmamii. Cropoba mNpakKTUYHOI peai3allii Takoi 3arpo3u
KBaM(IKY€eTbCA K aTaka. 3 PO3BUTKOM TEXHOJIOT1M Ha 3aKOHOJABUYOMY piBHI (3aKOH
VYkpainu “TIpo ocHOBHI 3acau 3a0e3nedeHHs KibepOe3nekn Ykpainu™) 0yio 3aKpirieHo
NOHATTSA “Kibep3arpo3a” — HasBHI Ta MOTEHIIITHO MOKJIMBI SIBUIIA Y KIOEpHPOCTOPI, AKI
CTBOPIOIOTH HEOE3IEKy HalllOHATBHUM I1HTepecaM, MPUYOMY MPIOPUTETHOTO 3aXUCTY
noTpeOyIOTh 00'€KTH KPUTHYHOT 1HHPACTPYKTYPH.

VY mixHapoaHiii Mmogem ynpasiiHHas puzukamu (crangapt NIST SP 800-30 Rev. 1)
3arpo3u aHaMi3ylThCA 4Yepe3 JBl CKIAJ0BI: Jpkepena 3arpo3 (00'€KTH 3 MOTEHIATIOM
1HILIIOBAaHHA aTakW) Ta moAli 3arpo3. Ouinka pusukiB 3a NIST BuMarae BUMIprOBaHHS
HMOBIPHOCTI TOTO, IO JHKEPEJIO YCIIIIHO 1HIIIE MO0 3arpo3u M Moj0ae 1CHY0Ul
3acO00M KOHTPOJIIO. Y Teopil TEeXHIYHOro 3axucTy iH(opmarli 3arpo3u TpaauiiiHO
KJIacu(iKylOTh 3a JAEKIJIbKOMa KJIOYOBUMH O3HaKaMH. 3a pe3yJibTaTOM BIUIMBY Ha
CUCTEMY BHOKPEMJIIOIOTh 3arpo3d TOPYIICHHS KOH(IACHIIIHOCTI, TOPYIICHHS

IITICHOCTI Ta MOPYIIEHHS JOCTYITHOCTI [7].
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3a jpKepeioM BUHUKHEHHS 3arpo3d MOAUIAIOTHCS Ha TpW Kiacu. [lepmuit -
JTFOACHKUN YMHHUK, SIKHH BKIIIOYAE SK 30BHIIIHI aTakKd XaKePChKUX YIpyINOBaHb, TakK i
BHYTPIIIHI IHUUACHTH, TaKl K YMHCHUN 1HCAMIEPCHKUN BHUTOK NAaHUX UM TOMMIIKU
nepcoHany. Jpyruil - TEXHIYHMH YWHHHUK, 110 OXOIUIIOE amapaTHi 3001, di3uyHe
3HOIICHHA 00JaHaHHs Ta porpamui Oaru. TperTiit - cTuxiiHuit ynHHUK. CHOTO/IHI came
30BHIIIHIN JIOACHKUI YMHHHUK (hopMmye HalHeOe3meuHimuil rino0ampHUi mangmadr
Kibep3arpos.

3rimHo 31 3BiTOM €Bpomeichkoro areHTcTBa 3 kibepoOesmeku (ENISA) “Threat
Landscape 2025, kiOep3J104MHHICTD MPOJOBKYE 1HAyCTpiamizyBaTucs. Jlo KIHOYOBHX

riobanbHuX 3arpo3 2024-2025 pokis Hanexats (Puc. 1.1.):

*
¥

ENISA Threat Landscape 2025 J enisam
L.

¥

Tactics, Techniques and Procedures overview

0.8% 60%
Insider threat PhlShing

8% . . . .
Malicious Phishing was the dominant intrusion

applications vector, accounting for approx. 60%
of cases, including malspam, vishing,
9.9% and malvertising. Vulnerability

Botnet exploitation represented 21.3% of

initial access vectors, with 68%
leading to malware deployment as a
follow-up activity.

Mobile devices and Internet- exposed
services and devices, particularly
Operational Technology (OT) systems
remain high value targets across all
types of threats.

21.3%
Vulnerabilities
State-aligned intrusion sets and
cybercriminal operators

, increasingly leverage Al for
Most identified initial infection vector “‘A & 3

productivity and optimisation of
Source: ENISA dataset their malicious activities.
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Pucynok 1.1 — I'no6ansHi Bektopu kibepatak (ENISA, 2025)

1. Ilporpamu-Bumaraui tTa imuHr: OIITUHT 3aTUIIAETHCS JOMIHYIOUUM BEKTOPOM
MOYaTKOBOTO JOCTYIy, Ha KU mpunaaae 0au3bko 60% ycix cnpod BTOPTHEHHS, IO
4acTo CIyrye “BXITHUMHU JaBepuMa’ JJIsi po3ropTaHHs Ransomware. 3710BMHCHUKH
JEIEHTPaNI3yI0Th IHPPACTPYKTYypy Ta aKTUBHO BUKOPHUCTOBYIOTH MOIeNb RaasS.

2. ComianbHa iHxkeHepis 3 BukopuctanHsaM LII: 310BMUCHUKY 3MIHIOIOTh TAKTUKY.

Maiixe 1 3 4 atak (~25%) y KOpmopaTuBHUX JoaaTkax s criiabHOi poboTtu (Teams,
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Zoom TOINO) BXXE BKJIOYAaE€ BHUKOpUCTaHHS 3reHepoBaHux I npundeiikie ado
aBTOMATH30BAHMX €KCILJIOMTIB JIJIs1 KPAJI>KKU CECIi.

3. lIxigmuBe mnporpamue 3abesnedeHHss Ta BEC-araku: Ilporpamu-kpanii
iH(dopMaIlli NpoAOBXKYIOTh 30UpaTH OONIKOBI JaHi, a KUIbKICTh arak Tumy BEC
(cripsiMOBaHMX Ha MiIMIHY IJIATIKHUX AOPYUYEHB) 3pocia Ha 33% nuiie 3a 0JJuH KBapTal.

4. Excrutyaraliis Bpa3iMBOCTE: 3HAXOAUTHCA Ha APYrOMy MICII 3 MOKa3HUKOM
21,3% ycHilHUX MOYaTKOBUX BTOPTHEHbD.

['onoBHUMU [UIAMH JJIE aTaKk y TJIOOATbHOMY BHUMIpI 3aJIHIIAETHCS CEKTOP
nepkaBHoro ympaiiHHA (=38% iHuuaentiB B €C), a Takoxx TpaHCHopT, 1udpona
iH(ppacTpykTypa Ta dhinancu. BaxnuBo 3a3HaunTH, o 53,7% ycixX IHIUAEHTIB NPUITAIa€
caMe Ha KpUTHUYHO BaXJIMBI Opraxizaiiii [8].

B Vkpaini nanamadt kibep3arpo3 Mae sickpaBo BUpakeHy crenudiky, 3yMOBJICHY
30poiiHOI0 arpeciero pd, 1€ KibepaTaku CUHXPOHI3YIOThCS 3 KIHETUYHUMHM YyJlapaMu Ta
iHopmariinumu  oneparisima. 3a manumu CERT-UA, y 2025 pormi KuUIbKICTh
ompanboBaHUX KiOepiHIUACHTIB 3pocia Ha 37,4% 1 nocarna 5927 Bumajikis.
JIOMiHYIOUMMH BEKTOpaMU MOYATKOBOI'O MPOHUKHEHHS CTajlM COLalbHA 1HXEHEPIs
(3okpema MOOKO  TEpCOHAN30BaHUM  (DIMIMHT), eKCIUTyaTallisi MpOTrpaMHUX
BpPa3JIMBOCTEN, BUKOPUCTAHHS CKOMIIPOMETOBAHMX OOJIIKOBUX 3allMCIB Ta aTaku Ha
JaHIIOTY nocTadyanHs. Hailbiiblry KiIbKICTh KibepaTak Oyjio CpsMOBAHO Ha Jep>KaBHI
OpraHu, CEKTOp Oe3MeKH 1 000POHU, CHEPTCTHUYHHIN CEKTOp Ta 00OPOHHO-ITPOMHUCIOBUN
KoMIuiekc. BogHouac crocTepiraeTbes craina TEHACHIIIS A0 PO3IIMpPEeHHs reorpadii atak
- MIIICHSIMHU JIeJiajIi YacTilIe CTalOTh MICIIEBl OPTaHM BJIaJay, KOMYHaIbHI IMANMPUEMCTBA
Ta ImpoBaiiiepu npuppoHTOBUX obnacteit [9].

Pociiiceki ki06epomnepanii y 2025 porl 3a3HaiyM KOHUENTYyaJbHUX 3MiH: (POKyC
3MICTUBCS 3 MAaCOBAaHHMX JCCTPYKTHUBHHX aTaK Ha CTpaTeriuHe KiOepIIMUTryHCTBO.
[IpiopuTeTHUM 3aBIAHHSM IS BOpOTa CTAJI0 OTPUMAHHS JOCTYITy Ta JOBrOTPHBAJC
npuxoBane 3akpituieHHs B [T-iHppacTpykTypax. OkpeMoro HeOe3MeUHO0 TEHCHITIEIO €
MacmTabyBaHHS aTaK Ha JIAHITIOTH TMMOCTAYaHHS: OCKIJIBKHU PIBEHb 3aXUCTY OCHOBHUX
1ijei 3pic, aTakyroyl KOMIPOMETYIOTh MOCTayalbHUKIB cremianizoBaHoro I13 ta IT-

MOCJIYT, 00 HEMOMITHO 3aKPIMUTUCSA B CUCTEMax KPUTHYHOI 1HGpacTpykTypu. Kpim
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TOTO, TaHAMAdT 3arpo3 YCKIATHIOETHCS 3TUTTSIM Pi3HUX IpyI: AepkaBHi APT-rpymnu Bce
YacTillie  CHIBIOPAIOOTh 13  (PIHAHCOBO-BMOTHMBOBAHUMH  KIOEP3JOUMHIIIMUA  Ta
NICEBAOXaKTUBICTAMH, HAJAIOUM 1M Cy4acCHUN 1HCTPYMEHTapiil B OOMiH Ha pO3LIUPEHHS

MaciTaliB aTak Ta JIOCTYI J0 PO3BIAyBaJbHUX AaHUX [9].

1.3. MeToau BUSAABJICHHSI BPa3JIUBOCTEMH

CyuacHuii nmanamadT Kidep3arpo3 xapaKTepHU3yeEThCs aKTHBI3AIIEID MEPEIOBUX
nocTiHuX 3arpo3 kiacy APT, siki BUKOPHCTOBYIOTh MaciTaOHe ckaHyBaHHA [HTepHETY
JUTS TIONIYKY BPa3JIMBUX aKTHUBIB. 3a TaKUX YMOB (hyHIaMeHTalbHa MpodsiemMa 0araTbox
KOPIOPAaTUBHUX MPOrpaM KibepOe3NeKu mojsrae y MpoBeACHH] TaK 3BaHHUX '"MOPIYHUX
putyamB" TtectyBaHHs. lle cTBOproe XuOHE BIAUYTTS 3aXUILEHOCTI Ta 3aJMILIAE
BEJIMYE3HUNA pO3PUB MIK 33JOKyMEHTOBAHOIO IMOJIITUKOIO O€3MEeKH Ta peanbHOIo
e(EeKTUBHICTIO TEXHIYHHMX 3ac001B. /(15 mojosaHHs 1€l MOJENI raixy3eBl peryiasiTopu
BUMAralmTh Mepexoay A0 Oe3MepepBHOIO YMPABIIHHS E€KCIO3UINEI0 1HOPACTPYKTYpH.
[leit miaxin TrapMOHIMHO TIOEAHYE TMACUBHMUM ayJIUT, aBTOMAaTHU30BaHE aKTUBHE
CKaHyBaHHs Ta TECTyBaHHS Ha NMPOHUKHEHHS SK CHHEPTETHYHI KOMIIOHEHTH €IHHOI
apXITEKTYpHU OE3IMEeKH.

MepexxeBuil IEHTECT y LI CHCTEeMI - 1€ MPOLEC MPAKTUYHOI OLIHKU O€3MeKH
KOMIT'FOTEPHUX MEPEX MUIIXOM MOJIEIIOBaHHS peajbHUX KiOeparak. 3a3Buyail Take
TeCTyBaHHS MPOBOJIATH KOMaH 1 (haxiBIIiB 13 Ki0epOe3neku, IKi HaMararoThCsl 3HAUTH Ta
BUKOpUCTaTH ciabki Mmicug B iH(QpacTpykTypl. OCHOBHA MeTa NEHTECTY IMOJArae y
BUSIBJICHHI Ta YCYHEHHI BpPa3JMBOCTEH N0 TOro, sSK IiX 3MOXYTh EKCIUTyaTyBaTu
3JIOBMUCHHUKH JJI1 HECAHKI[IOHOBAHOT'O JIOCTYIY JI0 CUCTEM a00 KOH(PIACHIIINHUX TaHUX
(Puc. 1.2.). Ile no3Bonsie opranizanii 00'€KTMBHO OLIIHUTH pPIBEHb OE3MEKH MEpexl,
nepeBipuTH e(HEeKTUBHICTh BIPOBA/DKEHUX 3aC00IB 3aXHCTYy, PO3POOMTH cCTpaTerii

peMenianli Ta NiJBULIIUTH IPAKTUYHY 0013HAHICTD CIIBPOOITHUKIB [10].
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MepeBaru mepeXeBoro neHTecry

BusiBneHHs MokpalyeHHs BuKOHaHHA FoToBHICTb A0
Bpa3nuBoCTEeN Kibep3axucTy cTaHpapTie iHUMaeHTIB

Jdonomarae 3HauTu AaHi Tecty [oasonae
cnabki micus CNyrytoTb OCHOBOIO MOXY signosigatu
B Mepexesin ANA 3MIUHEHHA BUMOram ranysesux
iHppacTpyKTYypi. 6eaneky. y. perynaTopis.

Pucynox 1.2 — IlepeBaru mepexeBoro nentecty (Datami)

[IpoBeneHHS MEpEKEBOrO IMEHTECTY € KPUTUYHO HEOOXIAHUM  mepen
BIIPOBA/PKCHHSIM HOBHX CHUCTEM, Micis cyTTeBux 3MiH B IT-iH(dpacTpykTypl Ta s
NIATBEP/UKEHHS BIJNOBIIHOCTI Tajlly3¢BUM HOPMAaTHBHUM CTaHaapTam. Perymnsiphe
TECTyBaHHs 3a0e3leuye BHSBIEHHS CIIA0KMX MICUb Yy KOH(DIrypamisix, JOTIYHO
OOIPYHTOBY€E HEOOXIJHICTh IHBECTHLINA y TOCWIECHHS 3aXUCTy Ta HaAlMHO o0Oepirae
pernyTanio KoMmaHii BiJ MOXJIMBUX IHOUACHTIB. KpiM Toro, Takui MmiaxiJ 3HAYHO
NIJBUIIYE TOTOBHICTh BHYTPIIIHIX KOMaH]l CBOE€YACHO Ta MPaBUJIBHO pearyBaTH Ha
peanbHi 3arpo3u, poOJIsSTYM IEHTECT HEBI €MHUM 1IHCTPYMEHTOM 3aXHMCTY Ha BCIX PIBHSX
[10].

Jl71s1 mepeTBOPEHHS MOIITYKY Bpa3IMBOCTEN Ha (hopMasti3oBaHUM Ta MOBTOPIOBAHUMN
MPOIIEC 1HAYCTPIS BUKOPUCTOBYE MixkHapoaHi ctanaapTu. JJokyment NIST SP 800-115
€ a0COJIFOTHUM Trajy3eBUM OPIEHTUPOM, AKUH MEPEBOJIUTH OLIHKY O€3MEeKH Yy MJIOLIUHY
CYBOpO1 MPAKTHUYHOI TEeXHIYHOI1 Bamigamii. e cTtangapT BuU3HA4a€e CTPYKTYpOBaHUU
KUTTEBUW IMKJI TECTYBaHHS: BiJ TUIAaHYBaHHS 00JIaCTI TEPEBIPKU 10 EKCILTyaTarli
Bpa3JIMBOCTEN Ta po3poOKH cTparteriid ix ycyHeHHs [11]. KoMriekcHuid orisin MEeTOI1B
Ta 1HCTPYMEHTIB OIIIHKM MEPEXKEBOi OE3MeKH, BKIIOYAI0UM CKAaHyBaHHS TIOPTIB,
11eHTU(IKAIIII0 CEPBICIB Ta aHall3 BPa3JIMBOCTEN Ha PI3HUX PIBHSAX MEPEKEBOT MOJENI,

CHUCTEMAaTU30BaHUH Yy CleIliai3oBaHii JiTepaTypi 3 MepexeBoro ayaury [34].
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Pucynok 1.3 — KutrteBuit muki ominku 6e3nexu (Konfirmity)

IcHyroTs TakoX By3bKocmemiaimizoBani wmetoxponorii. OSSTMM mpormnonye
HAyKOBO-OOIPYHTOBAHUU MIJX1A O TECTYBAaHHA MEPEKEBUX CEPEIOBUII 13 TITUOOKUM
aHaii3oM JAOBIpH Ta aBTeHTH(dIKamii. 3 1HmOro Ooky, npoekt OWASP Bucrtynae
r100aJbHUM €TaJOHOM Ui OLIHKM 3aXMIIEHOCTI MPOTpamMHOro 3a0e3MedYeHHs Ha
NPUKIAAHOMY piBHI [12].

[TacuBHMIT ayIUT € TIEPIIUM EIICIIOHOM BUSIBJICHHS BPa3JIMBOCTEH, 110 0a3y€eThCs
HA TPUHIUII a0COJIIOTHOTO HEBTPYYaHHS B OIEpaliiiHy AisUIbHICTh. [HCTpyMEHTH
30MparoTh 1HPOPMALIIO NIITXOM TUXOTO CHOCTEPEKEHHS: aHATI3YIOTh 1CHYIOUl TOTOKU
MEpEeXKEeBUX JIaHUX, KOHGITypalliiiHi (aitny ta xKypHamu noain [13].

Ha piBHI 1HQpacTpyKTypu BHUKOPHCTOBYIOTHCSI NMACHBHI CKaHEPH BPA3IHBOCTEH.
BoHu 0Oe3nepepBHO MEPEeXOIUIIOITh Tpadik, 1AEHTUQPIKYIOTh MIIKIIOYEHI MPUCTPOI,
BIIKPUTI MOPTH Ta 3aMyIleHl JOJAaTKH, HE HAJCHUJIAI0OUYM TECTOBUX IMaKeTiB. I 0jloBHA
nepeBara MacMBHOTO CKaHYBaHHS - aOCOJIIOTHA O€3MEYHICTh JISi KPUTUYHUX Ta
HecTaOUIbHUX cepenoBuill. [IpoTe 1el meton mae "ciimi 30HU": BiH 1ICHTH(IKYE JUIIE
TI 3arpo3u, fKi TPOSBISIOTHCS MiA Yac Mepenadi JaHuX MEpekKero, 1 He BUSBISE
MPUXOBaHI HEKOPEKTHI KOH(Irypalli BcepeauHi cuctemu [13].

AKTHBHE CKaHyBaHHSA Tiependayae MpsMy B3aeMOAil0 3 1H(opMaIiiHuMu

CHUCTEMaMHU ILJISIXOM BiJIIPaBJICHHS 3T€HEPOBAHUX MMAKETIB JAHUX Ta aHAI13y BIAMOBIIEH.
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[le#t mporec A03BOJIIE BUSIBIATA AKTUBHI XOCTH, BIJIKPUTI MOPTH Ta IMOPIBHIOBATH
OTpUMaH1 apaMeTpu 3 rI00aIbHUMHU 0a3aMu B1IOMHX Bpa3iauBocTei [13].

KpuTnyHuUM acmekToM IIhOTO METOAY € HasBHICTH a00 BIJICYTHICTH y CKaHepa
JIETITUMHHUX OOJIIKOBUX JaHUX.

1. HeaBrentudikoBaHne CkaHyBaHHS BUKOHYEThCS O€3 CHCTEMHHUX IPUBLIEIB,
IMITYIOYH PO3BIJKY 30BHIIIHHOTO XaKepa. BOHO BUsIBIsiE€ Bpa3IMBOCTI, TOCTYIIHI 330BHI,
K1 3a3BUYall MalOTh HaWBUIIUNA MPIOPUTET KPUTUYHOCTI.

2. ABreHTH(}iIKOBaHE  CKaHyBaHHS  Tmiepeabavae  HaJaHHS  CKaHEPY
aJMIHICTPAaTUBHUX IIpaB, IO JIO3BOJISIE MPOBOJUTH TJIMOOKY 1HCHEKIIII0O BHYTPIITHBOT
apXITEKTYpH, MEPEBIPATH PEECTPU Ta KOHTPOJIIOBATH HASBHICTH JIOKAJHLHUX OHOBJICHD
OC [13].

[Ipodeciiina crpareriss Oe3nexku Bumarae komOiHaiii o06ox wmetomiB. Ilpote
aKTUBHE CKaHyBaHHS TCHEPY€E 3HAUYHE MEPEKEBE HABAHTAKCHHS 1 MOXKE CITPUIHHHUTH 3001
B po0OOTI 3acTapiyioro oOJiaJHaHHSA, TOMY HOr0O YacTillle IUIAHYIOTh Y CIHeIialibHi
TEXHOJIOT14HI BiKHA. JIJIsI KOMITJIEKCHOT'O pO3YMIHHSI KOHIIETITYJIbHUX BIIMIHHOCTEH MIXK
MMM JIBOMA M1JIX0JAaMHU, JOIUIHHO PO3TJIIHYTH 1X MOPIBHSIBHY XapaKTePUCTUKY (TalJl.
1.1).

Tabmumg 1.1

IHopiBHSIHHS AKTMBHOI'0 TA MACUBHOIO MiIXOAIB 10 BUSIBJICHHA BPa3JIUBOCTel

AKTHBHUH MOHITOPUHT . .
XapakTepucTuka IIacuBHUIT MOHITOPHMHT (AyAHT)
(ckaHyBaHHS)
IIpupona . . .
BukopucToBy€e CHHTETHYHI1 BukopucroBye peasibH1 MepeKeBi
BUKOPHUCTOBYBaHUX . . )
(IITy4HO 3reHepOoBaHi) JAaHi. JaHi.
AAHUX
BukopucTtoByeThCs MEHIINN BuxopucToBy€ThCS 3HAUHO OLTBIINIMA
Oo0csr nanux
o0csAr 1aHuX. 00CHT JaHUX.
TecTyBaHHSA AKOCTI MOHITOpHHT CTaHy Ta
Crienapii o0cayroByBanHs (QoS), npane3aaTHoCTi IHPPaCTPYKTYpH,
P BUSIBJIEHHS IIPO0OJIEM, OLIIHKA BUSIBJICHHS NTATEPHIB BUKOPUCTAHHS,
BUKOPHCTAHHA
HOBOT'0 00JIaIHAHHS, CUCTEMH BUSIBIIEHHSI BTOPTHEHD
BHUMIPIOBAHHS MTPOTYKTHUBHOCTI. (IDS).
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[Iponorxenus Tadmui 1.1

KoHTpoJb Hax naHuUMM

[loBHUI KOHTpOJIb (TapamMeTpu
KUIBKOCTI TMAKeTiB, X po3Mipy,
NEePiOANYHOCTI TOIIO).

OOMexeHn KOHTPOJIb, OCKUIIBKU
JlaHi TeHEPYIOThCS PeaTbHUMHU
IIPOLIECAMHU.

BusiBjieHHst npoojemM

[IpoakTrBHE (Ha BUNIEPEIKEHHS).

PeakTuBHe (3a ¢akToM momii).

Bumoru 10 30epiranns

MeHI111 BUMOTH 3aBIIKU
HEBEJIIMKOMY OOCSTY JaHHUX.

Bumarae OuibI1 eMHUX Ta
MAacCIITA00OBAHUX CUCTEM
30epiraHHsi.

Bumoru 10 MeH1 pecypcoemMHe yepes Bucoka pecypcoemMHICTh uepe3

004YH CJII0BATILHUX MEHIITUH 00CAT Ta HU3BKY HEOOXITHICTh 0OPOOKHU Ta aHATI3Y

pecypciB CKJIQJIHICTh JAHHX. BEJIMKUX MACHBIB CKJIAJTHUX JJAaHUX.

. . . IcHye HeOOXiTHICTh BUPIIICHHS

BincyTHi, OCKiIbKH } . .

Mutanus . MUTaHb KOH(1ACHIIIIHOCTI,

. ol . BUKOPUCTOBYIOThCSI CHHTETHYHI . h
KoH(pineHniitHoCTI TIOB'SI3aHUX 13 MIEPEXOIJICHHSAM

JaHi.

peaJIbHUX JIaHUX KOPUCTYBAYiB.

Criaaa”icTs 1aHUX

CHHTETHYHO 3reHepOBaHi JIaHi €
MEHIII CKJIAJHUMH Ta
IIPOrHO30BAHHUMHU.

Buma cknaznHicTh uepes
3aXOIUICHHS PI3HOMAHITHUX Ta
reTepOreHHUX THIIB peabHUX
JTAHUX.

XapakTep BUSIBJIEHUX
npooaemM

He 3mareH BUSABIATH MIepioUyHI
(rutaBaroui) mpoOIIeMH, OCKUIBKU
TECTH MIPOBOJATHCS JIUIIE Y
BU3HAUYEHI IPOMIKKH 4Yacy.

Jlo3Bousie i1eHTH(IKYBATH CKIIaIHI
Hep1oANYHI IPOOJIEMHU 3aBIISIKU
Oe3repepBHOMY aHAII3Y.

SIKIO cKaHepW HaJaroTh MNEpeNiK MOTEHIIHHUX MpoOjeM, TO TECTyBaHHsS Ha
NPOHUKHEHHS € TJIMOOKMM TMpOLIECOM iX NpakTU4yHOi Bamigamii. ETuunuil xakep
[IJIECIIPSMOBAHO 1MITY€E JIOTIKY 3JOBMHUCHHKA: BUKOPUCTOBYE COIIaJbHY I1HXKEHEPIIO,
nigoupae maposi Ta 6e3mocepeHb0 eKCIUTyaTy€e MPOrpaMHi HEOMIKUA JIJIi OTPUMAaHHS
HECaHKIIIOHOBAHOTO KOHTpoJt0. Came (a3 ekcrutyaralii Ta MOCTEeKCIUTyaTalli HAOUHO
JOBOJISITh KEPIBHUIITBY, 110 KOHKPETHA BPA3JIMBICTh MOXKE MPHU3BECTH JI0 PEAIbHUX
30UTKIB.

3anexxHo BiA HagaHoi iHGoOpMallii, TEHTECTUHT MOAUISIIOTh HA METOJ YOPHOTO
aimyKka (TTOBHA 1MITAIlisl 30BHINIHBOT aTaku 0e3 3HaHb MPO CUCTEMY), OUIOTO SIIHKa
(MOBHMI OCTYI 0 apXITEKTypH Ta KOAY) Ta CIpOro siiyka (4aCTKOBUU AOCTYM, IO
IMITy€e KOMIpoOMeTalilo iHcaiaepa). i 3a0e3nedyeHHss BceOIYHOro aHamizy Ta

YHUKHCHHA XaO0TUYHOI'O HiI[XOI[y nponeC TECTyBAaHHSA CYBOPO PCIIIaMCHTYETLCA

CranmapToM npoBeIeHHs TecTyBaHHs Ha npoHukHeHHs - PTES. 1ls meTomonoris aie sik
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KOMIUIEKCHUM TMOCIOHMK, 110 TapaHTYy€ MOCIIAOBHICTh, CTPYKTYPHICTh Ta PETEIBHICTD

MIePEBIPOK.

[lepeBarn PTES

(CTaHpapTy nNpoBeAeHHSI TECTYBaHHS Ha NMPOHUKHEHHST)

il

CTpyKTYypOBaHui
nocnifgoBHUA Nigxia

KomnnekcHa
OLiHKa 6e3nekun

YiTke 3BiTyBaHHSA
Ta KOMYHiKauia

ApanTuBHicTb A0
cyvacHumx Kibep3sarpo3s

MopiBHANBbHMIA aHani3
i nocTiiHe BAOCKOHaNEeHHA

Pucynok 1.4 — IlepeBaru Bukopuctanus PTES (Datami)

BnpoBamxennss PTES Hanmae oprasizamisiMm 3HauHi CTpaTeriyHl MEpeBarw.

CrangapT 3a0e3nedye MOBHOTY MpoIiecy Kibep3axucTy, THYYKe YIIPaBIiHHS pU3UKAMHU Ta

cipusie eheKTUBHINA KOMYHIKAIT MK TEXHIYHUM TIEPCOHATIOM 1 KEPIBHUIITBOM 3aBISKU

3pO3yMIUIOMY

3BITyBaHHIO. OKpiM 1[BOT0O, METOJOJIOTIS  JI03BOJISIE

KOMIIAHIsIM

MOPIBHIOBATH CBOI MPAaKTUKH 3 BHU3HAHUMHU CBITOBUMH €TajJOHAMH Ta IOCTIHHO

BJIOCKOHAJIFOBATH 3axucT [14].
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1. NepeprecToBe 3. MogenioBaHHSA 5. Etan 7. KomnnekcHe
nnaHyBaHHA 3arpos eKcnnyarauil 3BiTYBaHHA

gv
>

2. 36ip 4. AHanis 6. [iii nicna
po3BiayBanbHUX AaHUX Bpa3nuBoCTen ekcnnyarauii

/ OcHoBHux etanis PTES

Pucynok 1.5 — 7 ocuoBnux erarmiB PTES (Datami)

JUist TocsiTHEHHS LUX pe3yibTariB MeToaooriss PTES Bu3Hauae ciM HEpO3pUBHUX
€TariB TeCTyBaHHS:

1. [TounHaeThCs BCe 3 MONEPETHBOTO IJIAHYBAHHS, /1€ BU3HAYAIOTHCS LI, MEXI
aHaji3y Ta MpaBuia B3a€EMO/III.

2. Jlam #inge 36ip iHpopMarii 3a T0MOMOTO0 MeTOiB BiAKpUTOi po3Biaku OSINT
Ta CKaHyBaHHS.

3. Ha ertani monentoBaHHs 3arpo3 (axiBiil KJIaCU(]iKyIOTh aKTUBH Ta CTBOPIOIOTH
mpodii MOTSHIIMHUX 3JIOBMHUCHHUKIB.

4. ITicnga 1bOTO MPOBOJUTHCS JETATBHUM aHaji3 BpPa3jIMBOCTEH 13 MOEIHAHHSIM
aBTOMATHU30BaHUX 1THCTPYMEHTIB Ta PyYHOI IEPEBIPKHU.

5. KyneMiHartiero € 6e3rnocepeins eKCcruryaTallisi Bpa3IuBOCTEN - KOHTPOJIbOBaHA
IMITallls XaKepChKOi aTak 3 ypaxyBaHHSAM HEMOMITHOCTI Ta IMTMOUHHA MPOHUKHEHHS.

6. ®aza  TWOCTEKCIUTyartaimii  JO3BOJISIE  OIIHUTH  peaJbHy  IIHHICTh
CKOMITPOMETOBAHUX PECYPCIB 1 CTPATET1I0 YTPUMAHHS JOCTYITY.

7. 3aBepuIy€eThCS MPOIIEC 3BITYBAHHSM, SIKE BKIIFOYAE PE3IOME JJIs KEPIBHUIITBA Ta

JeTaJTbHUM TeXHIYHMH 3BIT [14].
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MponyuieHi % PR N 2 HeedektueHe
Bpa3nueocTi 6eanekn - RN O¥  ynpaBniHHA pecypcamu

\

HekopekTHa ouiHKa & lMpobnemu BignosigHocTi
pU3KKiB i 3arpo3 ! ¥ perynioBaqHs

HenocnigosHi BiacyTHICTb NocTiiHOro
pesynbTaTy TECTYBaHHSA \  MoKpaLleHHs 6e3neku

Pu3uku i Hacnigkm HegoTpumaHHs PTES

Pucynox 1.6 — Puzuku 1 Hacninku HenotpuMmands Bumor PTES (Datami)

HepgoTtpumanHs 1IMX CyBOpUX BHUMOT HeECE CEpPHO3HI PHU3UKU JUIsI KOMIIaHii.
BincyTHICTh CTaHIAapTU30BaHOIO MIiAXOAY HEMHHY4Y€ HPU3BOJIUTH JI0 HEMOBHOTO
BUSIBJICHHS KPUTHYHHUX HEAOJIKIB, XHOHOI OIIIHKM PHU3HMKIB Ta MapHOTPATHOTO
BUKOpPUCTaHHA pecypciB. [[o TOro *x 1€ CTBOPIOE IOPUIUYHI 3arpo3H, OCKUIbKU
BIIMOBIHICT CTaHAApPTaM € O00OB'SI3KOBOIO BUMOI'OIO 0araThOX PEryJIsTOPIB, 30KpeMa
cranaapty Oe3neku miatixHuX kaptok PCI DSS [14].

[TincymMOByrOUM KOMIUIEKCHHMI aHalli3, MOYKHA CTBEP/KYBaTH, IO TMOKJIAJIaHHS
BUKJIFOYHO HA OJWH TEXHIYHUM MAX1J] € KPUTUYHOIO apXITEKTYPHOIO MOMIIKOIO.
MakcumanbHHUI piBEHb CTIMKOCTI JOCATA€THCS JIMILE Yepe3 00'€THaHHS BCIX METOJIB Y
€IMHY CUCTEMY 3aXUCTy, apXITEKTypy SKOI JOLUIbHO BUOYIOBYBaTH 3a MPUHIUIIOM
aHATITUYHOI JAKU:

1. @yHnaMeHTanbHUN piBEHb: 3ale3neudye Oe3MepepBHUI MaKpOpPIBHEBUMI
Harsl. [HCTpYMEHTH TTaCMBHOTO ayJauTy THXO (PiKCyoTh mosiBy HOBHX IT-akTuBiB Ta

BIJIXWJICHHS B1J] KOHQITYpaliid y peKuMi peaibHOro yacy 0e3 pu3HKy CUCTEMHUX 300iB.
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2.  Onmnepauiiinnii piBeHb: Jleranizye KapTUHY 3a JOIOMOTOI0 PEryJISpHUX
aBTOMATH30BaHUX MEPEBIPOK. AKTUBHE CKaHYBaHHS KOHTPOJIOE HASBHICTh BiJIOMHX
eKCIUIOMTIB Ta aKTyaJbHICTh MATYiB SIK HA TIEPUMETPI, TaK 1 BCEPEIUHI MEPEXKI.

3. Excneptuuii piBenb: Ilepioguuna pyuyHa Bajifgamis KPUTHYHUX TOYOK
BIIMOBHM €TUYHUMHU Xakepamu 3a ctanpaptoM PTES. Jlo3Bossie mepeBipuTH CTIHKICTD
013HEC-JIOTIKH JT0AATKIB Ta MIBUAKICTh peakilii BHYTPIIIHIX KOMaH[ Oe3MeK: Ha CKJIaIHl

IiJIeCIIpsIMOBaHi ataku [14].

1.4. OI‘.]'IHI[ CYYaCHHUX CUCTEM CKaHYBaHHSA Bpa3JIHBOCTeﬁ

CydvacHi migxomu A0 kiacu@ikaiii 3arpo3 TICHO MOB'S3aHI 3 MIXHAPOJAHUMU
crangapramu. Hanpuknaz, 6azu nanux CWE ta OWASP cTBOPIOIOTE €AUHY CTPYKTYPY
JUIsl BU3HAYEHHS TUIIOBUX MPOTrPaMHMX MIOMUJIOK, 3BEPTAI0OUN YBAry Ha FOJIOBHI IPUYUHU
iX BUHUKHEHHS. YCKIIQTHEHHS KOPIOPATUBHUX MEPEX, BHUKOPUCTAHHS XMapHHUX
TEXHOJOT1M Ta IHTepHeTy pedell CTBOPIOIOTH MOTPeOy B HAAIMHMX 1HCTPYMEHTax JUIs
nouryky 3arpo3. CborojHi sikicHa miat(opma yrnpaiiHHS BPa3JIMBOCTSIMHU MA€ HE JIUIIE
3HAXOJMTH 3aCTapijii IPOrpaMH, ajie i OLIHIOBATH peajbHy HMOBIPHICTh yCIIIIHOI aTaKH,
BpaxoByrouu crienudiky 6i13uec-mporueciB kommnanii [15].

HasBHicTh a0 BIJICYTHICTH y CKaHepa IpaB JIOCTYyNy CYTTEBO BIUIMBA€E Ha
pesynbratn mnepeBipku. CkaHyBaHHS Oe3 aBTopm3alii iMiTye fii  30BHIIIHBOTO
MOPYITHUKA, [TyKAIOUX BIAKPUTI MOPTHU Ta 3arajibHi MOMWIKK B HaamTyBaHHAX. el
npolec MBUAKWHN, ajle Ja€ JUIle MOBepxHeBY KapTuHy. CKaHyBaHHS 3 aBTOPH3ALI€IO
HaJIa€ MporpaMi JETaTbHUM JOCTYII JI0 oneparliitHoi cuctemu. Lle mae 3mMory nepeBiputu
CHUCTEeMHHI PEECTpP, TOUHI BepCii BCTAHOBIECHUX MPOTpaM Ta JIOKaJIbHI MpaBuia O0e3meK.
[leit meTon BUSIBIIAE€ 3HAYHO OLIbIIIE HEMOJIKIB 1 MEHIIE HABAHTAXKYE MEpPExKy, ajie
noTpedye HaaIiHOTO 30epiraHHs MapoIiB JAJid CKaHyBaHHSI.

Panimie MepekeBe CKaHyBaHHA Mayo MNpoOJeMU 3 TEPEHOCHHUMH pPOOOYMMHU
KOMIT'FOTEpaMH, K1 PIAKO MepedyBaroTh y KOPIOPATUBHINA MEPEXi JOCTAaTHBO TIOBTO JIJIs
MOBHOI MepeBipku. ToMy po3pOOHUKH MOYaJId BUKOPUCTOBYBATH MPOrPAMHUX areHTIB.
[le HeBenuki MNporpaMu, $AKi BCTAHOBIIOIOTHCS O€3MOCEPEIHBO Ha KOMII'IOTEPU

MPAIliBHUKIB 1 JIOKAJILHO aHATI3YIOTh (haiiiu BiJ iMeH1 aamiHicTpatopa. OCKIIbKU areHT
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caM BCTAHOBJIIOE 3B'S30K 13 IICHTPAJIBHUM CEPBEPOM, Biamagae moTpebda 3MiHIOBATH
MpaBWJia MEpPEeXEeBUX €KpaHiB g BxigHoro Tpadiky. Lle mo3Bosise OesnepepBHO
KOHTPOJIIOBAaTH CTaH OE3MEeKH: IMIOWHO HAJAITYBaHHS MPHUCTPOIO 3MIHIOIOTHCSA, areHT

oJipasy Iepejiae OHOBJICHI faHi [15].

Nessus

vulnerability scanner

Pucynok 1.7 — Jlorotun Nessus vulnerability scaner

Ckanep Nessus OyB ctBopeHuid y 1998 pomi Ta 3rogoM MNepeTBOPUBCS Ha
KOMITJIEKCHY TIaTGOPMY YIIpaBIiHHS Bpa3IMBOCTIMHU BiJ Kommanii Tenable. 'HyukicTh
Ta TOYHICTh IILOTO PIIICHHS 3a0€3Me4y€eThCs MOIYIHbHOIO Oy/I0BOIO, sIKa CIIUPAETHCS Ha
BJlacHy MOBY clieHapiiB NASL. Bona Oyna po3po0isieHa crneniajibHO Jisi O€3MeYHOr0
CTBOPEHHS aITOPUTMIB MepeBipok [ 16]. [Tpunuun poOoTH ckaHepa 0a3yeThCs Ha KITBKOX
KOMITOHEHTaX. MoyJib TOJIITUK BCTAHOBJIIOE 3arajibHi IpaBuiia Ta Kepye MapojsiMu, a
IUIaHYBAJIBHHUK PO3MOALISE HaBaHTaxeHHs. [[icis MaKIIoUYeHHs A0 IPUCTPOIO CHCTEMA
aBTOMATHUYHO 3aITyCKa€ JIUIIE Ti MEPEBIPKU, K1 MIIXOIATh JJI 3HAWIEHOT onepariiitHoi
cuctemu. [1nardopma Nessus po3pobiieHa Tak, 100 MiHIMaJIbHO BIUIMBATH Ha IBUKICTh
pobotu Mepexi. s 1poro iCHyIOTh CYyBOpi OOMEXKEHHS Ha KUIBKICTH OJHOYACHUX
MepeXeBUX 3'¢qHaHb. TakoX cucTeMa BMi€ TTOBTOPHO BUKOPUCTOBYBATH B)KE BIIKPHUTI

cecli 3B'SI3Ky, 110 3HAYHO 3HWKY€ HABAHTAKEHHSI HA CEpBEpPHU Ta JOMOMAara€ YHUKHYTH

O .0penVAS
== s ® Open qulnercbiIity Assessment System

Pucynok 1.8 — Jlorotun Greenbone OpenVAS

osiokyBaHb [17].

[Tnatdpopma Greenbone BuHuKIa Ha 0asi Bimkpuroro mnpoekty OpenVAS Ta
BIJIPI3HSIETHCS BUCOKUM PIBHEM MOIYJIBHOCTI. ['OJIOBHUM €IEMEHTOM € MEHEIKEep
JIOTIKH, SIKMH Kepye 0a3010 JaHUX Ta MpaBaMH JOCTyNy kopuctyBadiB. Okpemi ¢hOHOBI
pOrpamMu BiJIMOBIIAIOTH 32 poOOTY BebO-iHTEepdelicy, mepeaady KOMaH [ Ta 6e3mocepeiHe

BUKOHAHHS TEPEBIPOK Ha IUIbOBUX Komm'torepax [16]. BaXXiIuBUM OHOBIEHHSIM
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OCTaHHIX BEpCIH cTajla 3MIHA AJITOPUTMY JIOKAUIHbHUX MEPEBIPOK. 3aMICTh MOYEPIOBOTO
3allyCKy THUCSY OKPEMHX KOMaHJ, Cy4aCHHH CKaHep JHWIIe pa3 MiAKIIOYAETHCS 0
cucTeMH, 30Mpa€e MOBHUN CIHMCOK BCTAHOBJICHHUX MPOTPaM 1 IMIBUIKO MOPIBHIOE HOTO 3
€TMHOTIO0 0a3010 BiIOMUX Bpa3NIUBOCTEH. Lle 103BOIIIIO 3HAYHO CKOPOTUTH Yac NEPEBipKH
Ta 3MEHIIUTH BUKOPUCTAHHS OMEPATUBHOI MaM'sTi. 3arajgbHa e(peKTUBHICTD MIaTHOpMHU
3aJIeKUTh BiJl 00paHoi 0a3u OHOBIIEHB. be3koITOBHA Bepcis OpieHTOBaHA MEPEBAKHO HA
MacoBe IMporpamMHe 3a0e3NeueHHs, TOMAl SK IUIaTHA MiANHCKAa MICTUTh MEPEBIPKU IS

CKJIQJIHOT'O KOPIIOPAaTUBHOTO oOnaaHanHs [17].

@ Qualys.

Pucynox 1.9 — Jlorotun Qualys

Komnanis Qualys ofHi€ro 3 mepuinx nepesesia MpolecH CKaHyBaHHS y XMapHE
cepenoBuie. CTpyKTypa LBOrO PIMIEHHS CIUPAETHCS HA BUKOPUCTAHHS HEBEIMKUX
IPOrpaMHUX AareHTiB, sIKI BCTAHOBIIIOIOTHCS HAa KOMI'IOTEpax 1 MepefaroTh JaHl J0
3aXMIIEHOTO0 XMapHOTO cepBepa. OCKUIBKU OCHOBHUN 00CAT 00YUCIIEHD BiIOYBAETHCA Y
XMapi, HABaHTAXKEHHSI HA MPOILIECOPU POOOUYMX CTAHIIHN 3aIUIIAE€THCA MIHIMATBHUM. {7151
oOnagHaHHS, Ha $KE€ HEMOXJMBO BCTAHOBUTH Taky Iporpamy, rnepeadadyeHo
BUKOPUCTAaHHS BIPTyaJIbHUX a00 (I3MYHUX CKaHEpIB BCEPEAMHI JIOKAJIbHOI MEpexi
kommnanii [16]. [1lo6 yHUKHYTH mepeBaHTaKeHHS (axiBIliB 3aiiBOIO 1H(OpPMAIIIETO,
PO3pPOOHUKHM CTBOPUJIM CIIELIAIbHUNA anropuT™ oliHku pu3nky TruRisk. Bin Bumiproe
piBeHb HEOE3IEeKHU 3a MIKAJIOK J0 THUCAYl 0alliB, aBBTOMATHYHO BPaXOBYKOUYHU HASIBHICTb
TOTOBUX KOJIB JUIs 37I0MY Ta aKTUBHICTh XaKepiB. BamBo0 0CcOOIMBICTIO TUIaTGOpMU
€ MOJJIMBICTb HE TUIbKM BHSIBJISTH PHU3UKH, alle W oApa3y iX ycyBaTu. BOymoBanwmii
MOJ1yJIb OHOBJIEHb JIO3BOJISIE CUCTEMHHUM aJMIHICTpATOpaM BCTAHOBIIOBATU KPUTHUYHO

BKJIMBI BUIPABIICHHS ONIEPAIliiTHOI CHCTEMH B aBTOMAaTH30BaHOMY pexuMi [17].

RAPID:)

Pucynox 1.10 — Jlorotun Rapid7
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Cuctema Rapid7 pospobiena 3 pokycom Ha TicHY B3aeMoito 3 IT-Bigaiiamu ta
ONTUMI3AIII0 MEPEKEBUX MEPEBIPOK. APXITEKTypa PIIICHHS YITKO PO3AUISIE TOJTOBHUM
cepBep YIpaBIiHHA, SKUA TEHEpPYye 3BITH, Ta OKpeMi MOIYJi CKaHyBaHHS, SKi
PO3MIIIYIOTHCA Y PI3HUX CerMeHTax Mepexi. [IpaBunbHe po3TanryBaHHs IUX MOAYJIIB €
Iy’Ke BAXKIUBUM, aJpKe L€ JONOMara€ YyHHKHYTH TI€PEBAaHTAXCHHS 3aXHUCHOTO
oOnagHaHHS MiJ Yac aKTUBHOTO TeCTyBaHHS. BmpoBa/pkeHHA Iii€l cucTeMu moTpelye
pEeTeNbHOr0 TIJIAHYBAaHHS OOYMCIIOBAIBHUX IOTY>KHOCTEH, OCKUIbBKM 0a3u JaHuX
HAKOMMYYIOTh 3Ha4yHI o0csaru iHpopmarii. s BHU3HAUEHHS MPIOPUTETHOCTI 3arpos
KOMIIaH1s BUKOPUCTOBYE NUHAMIYHUN TIJIX1]] 0 OI[IHKK pU3WKiB. Llel aaroputM TiCHO
MOB'sI3aHUM 3 aHATITHYHUMH 0a3aMH JaHUX 1 aBTOMATHYHO MIABUIIYE PIBEHB 3arPO3H IS
TOT0 00JIaJHAHHS, IPOrpaMHE 3a0€3MEeUEHHS IKOTO BXKE HE MIATPUMYETHCS PO3POOHUKOM
1 HE OTPUMY€E HOBUX OHOBJICHb Oe3neku [16].

AHani3 apXITEeKTypHUX OCOOJIMBOCTEN Cy4acHMX IUIaT(OpPM MOKa3y€e MOMITHUN
PO3BUTOK MIJXOMIB JIO YNPAaBIIHHS BPA3IUBOCTIMU B 1HOOpPMAIIHHUX CHUCTEMaX.
VYcninHe BOpOBaJKEHHS CUCTEMU O€3MEKH BHMara€e TOYHOTO PO3YyMIHHS MOOYJIOBH
Mepexi Ta ii B3aeMO3B'S3Ky 3 Oi3Hec-mpoliecamu mianpuemMctBa. Ha OCHOBI BUBUYEHHS
TEXHIYHUX XapaKTePUCTUK MOKHA BUIUIMTH TpPU KIIOUOBlI TEHJEHIIi y cdepi
K10epOe3mneKu:

1. ITepexig n0 BUKOpPUCTaHHS MpOrpaMHUX areHTiB. IIpakTuka mokazana, 10
3BUYAMHE CKaHyBaHHS MEpExi 0e3 aBTOpu3allli BUABISE JHIIE HE3HAUYHY YaCTUHY
peanbHux 3arpo3. CydyacHWIl KOPHOpPAaTUBHMI CTaHIApPT BUMAara€ BCTAHOBJICHHS
CHelliajJbHUX areHTiB Ha BCiX pobouux ctaHiisgax. l{e Bupinrye mpoOiaemMy NepeHOCHUX
MPUCTPOIB Ta 3a0e3neuye O6e3nepepBHUiL 301p 1HPOpMaIllii 6e3 nmepeBaHTaKEHHS MEPEKI.

2. PerenbHe mnanyBaHHs iHQpacTpyKTypHu. Po3ropranHs KOpropaTuBHOI CUCTEMHU
CKaHyBaHHS TMOTpeOy€e TOYHOTO PO3PaxyHKy amapaTHUX pecypciB. dDaxiBIll MaroTh
BpaxoByBaTH oOcsru 0a3 AaHMX, 3aTPUMKUA B Tepelayl CHUrHajiiB Ta MoTpedy B
JOKaIbHOMY 30epekeHH1 MepexeBoro Tpadiky. HempaBuibHe po3MIIEHHS aKTHBHHUX
CKaHEp1B MOKE MPU3BECTH JIO CUCTEMHUX TTOMIJIOK 1 YIIOBUTEHEHHSI pOOOTH BC1€T MEpPEKi.

3. 3MiHa aIrOpUTMIB OLIHKHM pu3HKiB. CTaHIapTHI 0a30B1 MOKA3HUKU BTPA4YarOTh

CBOIO €()eKTHBHICTh MpU BU3HAUYCHHI MpioputeTiB. CydacHl CUCTEMH 3MIHIOIOTh JIOTIKY
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poboTr KomaHa O€3NeKH, 3aCTOCOBYHOUM KOMIUICKCHI IIKaIM OIHIOBaHHSA. BoHu
BpPaxoOBYIOTh peaJibHe BUKOPHCTAHHS WIKiAJMBUX KOJIB 3JIOBMHUCHHKAMHU Ha JTaHWUN
momeHT. Ile mae 3mory 3ocepenutu 3ycrinis ¢GaxiBIliB BUKIIOYHO HA THUX 3arpo3ax, sKi
CTaHOBJISTh HAWBHIILY HEOE3IEKY.

Pesynbrat poOoTH ampoOoBaHO NIISAXOM MyOmikarii Te3 momoBimi Ha XVI
MixHaponHii  HayKOBO-T€XHIUHIM  KoHpepeHuii  «lHpopmariiiHO-KOMIT'IOTEPHI

texHosorii — 2026» (M. XKutomup, 2—3 kBiTHs 2026 p.).

1.5. llopiBHANBHMI aHAJII3 CHCTEM CKAHYBAHHA BPa3JIMBOCTEMH

[IpoBeneHHsT O0'€KTUBHOTO TMOPIBHSJIBHOTO aHaNI3y CHUCTEM CKaHyBaHHSA
Bpa3JIMBOCTEH BHMAarae€ 3acTOCYBAaHHsS CTaHAApTU30BaHOi, 0araTOBUMIPHOI CHUCTEMU
OIIHIOBAHHSI, SIKA BPaXOBY€ SIK CYTO TEXHIYHI XapaKTEPUCTUKU IJIAaTHOpM, TaK 1
ornepauiiiHi, (piHaHCOB1 Ta OpraHi3auiiiHi (akTopH, 10 BU3HAYAIOTh €(EKTHBHICThH iX
IPAKTUYHOTO BIIPOBA/KEHHS. Y paMKax JaHOTO PO3JLTY aHaJI3yI0ThCs YOTUPH MTPOB1JIHI
pimieHHss puHKy: Tenable Nessus (y ckimami ekocuctemu Tenable Vulnerability
Management), Greenbone OpenVAS (Greenbone Community/Enterprise
Edition), Qualys VMDR Ta Rapid7 InsightVM (Nexpose).

Jlns  3a0e3nedeHHs] PENnpe3eHTATUBHOCTI Ta  00'€KTUBHOCTI  MOPIBHSHHSA
3aCTOCOBYBAJIMCS HACTYIHI JKepesa TaHuX:

1. Hezanexnuit O6enumapk Pentest-Tools.com (2024) - TecTyBaHHA ceMH
MPOBIIHMX CKaHepiB Ha 167 BpaznuBux cepenoBuiax [18];

2. TexHiuHa MOKyMEHTAIlis BAPOOHMKIB Ta He3allexKH1 aHamiTH4H1 oryisiau TuxCare
(2024) [16];

3. IlopiBusnbHMM aHanmi3 Senselearner (2025) mo10 TEXHIYHUX XapaKTEPUCTUK
OpenVAS, Nessus Ta Qualys [17];

4. Jlani anamtuunux arentctB Gartner (Magic Quadrant for Exposure Assessment

Platforms) Ta Mordor Intelligence (Vulnerability Management Market, 2024).
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[TopiBHsHHS 0a3 TaHUX BPA3IUBOCTEH JOCTIIKYBaHUX TIaTHOPM

Taomung 1.2

Rapid7
[Tapamerp Tenable Nessus OpenVAS (GVM) Qualys VMDR InsightVM
OGesr Gasu | >107 000 wrarimis | . 0 000 NVT >145 000 >170 000
miariaiB/NVT NASL (Community) / >150 CUTHAT epeBIPOK
000 (Enterprise) yP PEBIp
IloxenHo )
Yacrora [MoxennHo (< 24 rox (Community); B pexcnmi
peanbHOro vacy [Ionenno
OHOBJICHB 1715t HoBux CVE) I{oroguaHO (xmapa)
(Enterprise) P
. 24-72 ron
Yac pqaxun Ha | <24 rox (3a3BU4aid (Community); < 24 <12ron (?(MapHa 2448 ron
"osl CVE 12-16 Tox) . CHUHXPOHI3aI115)
ro (Enterprise)
[TinTpumka YactkoBa (uepes Ob6mexeHa actkopa Yactkopa
IoT/OT/SCADA Tenable OT) (Community)
[TinTpumka Tak (Tenable Tax (anlys Taxk
KOHTEWHEPiB Container Security) Obmexena Container (InsightVM)
P Y Security) g

[TopiBHSIHHS 31MCHIOETHCS 32 HACTYITHUMH KIIFOUOBUMH KPUTEPISIMU: OXOIICHHS
Bpa3iMBOCTEH Ta 0a3a IUIAriHiB, METOAOJIOTIS BHUSBIEHHS Ta TOYHICTh, apXITEKTypa
pO3ropTaHHs, CHUCTEMa TMplopuTe3allii pPU3MKIB, IHTETpAIlifHUN TOTEHIan Ta
aBTOMATHU3alllsl, a TaKOX MOJIENb JILEH3YBAHHS Ta CYKyIHa BapTICTh BIPOBAHKEHHS
(TCO). KputnyHuM MNOKa3HUKOM €(EKTUBHOCTI Oyab-sKO1 MIaTGOpMH yIpPaBIiHHS
BPA3JIMBOCTSAMHU € 00CAT Ta aKTyalIbHICTh 0a3u gaHuX nepeBipok. Cranom Ha 20242025
POKM CHUTYyallisl HA pUHKY BUIJISAA€ HACTYITHUM YMHOM (Tabnuis 1.2).

Tenable TpanuiiitHO MO3UINIOHYETHCA K “30JIOTUH CTaHIAPT raiys3i 3a 00CATroM
Ta sSKicTIO TuiarinHoi 0a3u. Kommanis miarpumye nonan 107 000 akTHBHUX TIEPEBIPOK,
HanucaHux MoBow NASL, 10 OXOIUTIOITH BPa3jiuBOCTI y ONEpaliiHUX CHUCTEMax
Windows, Linux, Unix, macOS, mepexxeBomy obnagHanni Cisco, Juniper, ceppicax
xmapHux npoaiiaepiB AWS, Azure ta Google Cloud [16]. ba3a Qualys € nopiBHSHHOIO
3a 00cSIroM, OJHAK KIIIOYOBOIO II€PEBArol0 XMapHOI apxXIiTEeKTypu € MHUTTEBE
PO3MOBCIOKEHHS OHOBJIEHB 0€3 He0OX1THOCTI PyYHOTO OHOBJICHHS ckaHepiB. OpenVAS
y Oe3komroBHoMy BapianTi (Community Feed) cyrreBo BiacTae BiJl KOMEpPLIMHHX
KOHKYPEHTIB 32 OXOIUICHHSM  CIEeNU(IYHOrO0  KOPHMOPATUBHOTO  IMPOTPaAMHOTO
3a0e3nedeHHs - 30kpemMa, nepesipku st SAP, Oracle Database, Cisco 10S (po3mmpeni)

Ta VMware 10CTYIHI BUKJIFOUHO Y KoMmepiliiiHii penakiiii Enterprise Feed [17].
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Hezanexuuii OeHUMapK MeEpEeKEeBUX CKaHEPIB Bpa3IMBOCTEH, MPOBEICHUI
kommnaHniero Pentest-Tools.com y 2024 potii, € HalOUIbII peNpe3eHTATUBHUM aKTyaJIbHUM
JOCTIKEHHSM, IO J103BOJIsIE 00'€KTUBHO MOPIBHATU peaibHy €(EeKTUBHICTH MmIaTdopm
[18]. Metomosorisi TeCTyBaHHs Iependayaia MepeBipKy CkaHepiB Ha 167 creriaabHO
MIATOTOBJICHUX BPA3IMBHUX CEPEIOBUINAX, 3 SKUX 128 Oynau MOCTYIHI )i BUSBIICHHS
nucTtaHiiino (6e3 ayreHTtudikarii). J[nsg xokHOI TIaThOpMHM BHMIPIOBAIUCS JBa
KJIFOUOBUX TTOKA3HUKHU:

1. Detection Availability (3asBinena gqoctymnHictb) - Bimcotok CVE 3 TecToBOTO
Habopy, I AKUX y 0a31 CKaHepa TEOPETUUHO ICHYIOTh MEPEBIPKU;

2. Detection Accuracy (dbaktuuna TtouHicTh) - Bimcotok CVE, daktuuno
BUSIBJICHUX I11]T YaC peaJIbHOTO CKaHyBaHHA 0e3 ayTeHTH(IKaIIIi.

PesynbraTtu 6eHUMapKy HaBeneHi y Tabnuii 1.3.

Tabmus 1.3

Pesynbratu Hezanexnoro 6enumapky Pentest-Tools.com (2024): Detection

Availability vs. Detection Accuracy

) . Po3pus mix
[TnaTdopma Detection Detection 3asBJICHUM Ta Tun minensii
p Availability (%) Accuracy (%) (axriarmy (%) H
Nessus "
Professional 55,09 18,56 36,53 Kowmepiriiina
Qualys ~45 35 10 g
Nuclei (FOSS) ~40 ~30 -10 beskomroBHa
OpenVAS
(GVM ~30 ~22 -8 beskomToBHa
Community)
Rapid7 * % .
Nexpose H/IT H/IT - Kowmepiriiina
Pentest- Bucoka Kowmepuiitna
Tools.com Bucoxka ~0
(KOHCHUCTEHTHA) (xmapHa)
Scanner

*[pumimka: Y memooonoeii beHumapky 6i03HAYAEMbCA CKIAOHICMb Oupepenyiayii
MIDHC TOKANbHUMUY Ma OUCMAHYIUHUMU nepesipkamu y 6a3i Nexpose, wo YHeMONCIUBTIOE

npsme NOPIBHAHHS 3a YUM NOKAZHUKOM NPpU MeCmy8anHi 8UKIOUHO 6 pexcumi black-box.
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HaBeneni naHi mnoTpeOylOTh PETENBHOIO KOHTEKCTYaJIbHOTO TPAKTYyBaHHS.
3HaYHUN PO3PUB MIXK 3asBJICHOIO JOCTYIHICTIO Ta (hakTUYHOIO TOuHICTIO Nessus (36,53
MPOLEHTHUX MYyHKTH) BiI0Opa)kae MPUHILIUIIOBY apXITEKTYPHY BIAMIHHICTb Y HIAXO0/1 0
dbopmyBanHs 3BiTiB. Tenable cBimoMo HanamToBye Nessus Ha CTpaTerito “MOBYAaHHS MPU
HEBIEBHEHOCTI” (conservative reporting): CKaHep HE T€HEpY€E CIIOBIIICHHSI, SKIIO HE
MOJK€ 3 JJOCTaTHHOIO MIpOIO JOCTOBIPHOCTI MIATBEPAUTH HASBHICTH BPa3IHBOCTI Yepes
MIPUXOBaH1 OaHepH Bepciii a00 HETUIIOBY MOBEIHKY CEpPBICY NMPU HEaBTEHTHU(PIKOBAaHOMY
ckanyBaHHi [18]. Takuii migxin MiHIMI3y€e KUTBKICTh XUOHOIO3UTUBHUX PE3YyJIbTaTIB
(false positives) 1iHOI 3HIKEHHS MOBHOTH BHUsABICHHS (recall) mpu 30BHINIHbOMY
tectyBaHHl. Qualys Ta Nuclei 1eMOHCTpYIOTh OUIBIN 30aJaHCOBAHMM MIiAX1a, TOAI K
OpenVAS noka3ye HalilMEHIIUN pO3pUB MIXK 3asBJICHOIO Ta (PAKTHYHOIO TOYHICTIO, 11O
CBITYUTH MPO OLIBII KOHCEPBATUBHY (hopMatizallito 0a3u mepeBipok.

AHasioriyHe mopiBHSIHHS e(ekTuBHOCTI ckaHepiB Nessus, OpenVAS Ta Nmap
Scripting Engine y KOHTEKCTI MEpeX MajuX 1 CepeAHiX MiMPUEMCTB OYyJI0 MPOBEIACHO
Chalvatzis ta iH. ABTopu miaTBepawid, o OpenVAS € MOTyXHOI O€3KOIITOBHOIO
aJbTEPHATUBOIO KOMEPIIIHHUM PIIIEHHAM, X04a i nmoTpedye OLIbII MITMOOKOT TEXHIUYHOI
KoMmreTeHIii oreparopa [33].

KpuTryHO Ba)JIMBO MIAKPECIUTH, MO YCl OINUCAaHI MOKA3HUKHU BITHOCSATHCA
BUKJTIIOUHO 710 HeaBTeHTU(]ikoBaHOTO (black-box) pexxumy ckanyBanns. [1pu nepexoai 10
aBTEHTU()IKOBAHUX MEPEBIPOK CUTYAIlisl KapIUHAIBLHO 3MIHIOEThCS - Nessus, 3a JaHUMU
caMoro BEHJI0pa, IEMOHCTpye TouHicTh HA piBHI “Illectu curm” (menme 0,32 nedextu
Ha MUTBHOH MEPEBIPOK), BUABIIAIOYH B cepeHboMy 307 Bpa3auBOCTEH Ha B30 (TIPOTH
18 mpu HeaBTeHTH(IKOBAaHOMY CKaHyBaHHI) [16].

ApXITEeKTYpHUN TIAXI]T 10 PO3TOPTAHHS € OJJHUM 13 HAOUTbII 3HAUy X (haKTOPiB
pu BUOOP1 T1aTGOpPMHU, OCKITTLKH BiH BU3HAUA€ MACIITAOOBAHICTh PIIIEHHS, BUMOTH JI0

1H(pacTpyKTypH Ta onepalliiine HaBantaxeHHs Ha [T-nepconan (Tabmuus 1.4).
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[TopiBHSHHS apXiTEKTyp PO3rOpTaHHS

Taomurg 1.4

Tenable Nessus/ | OpenVAS . .
[Tapametp Tenable VM (GVM) Qualys VMDR | Rapid7 InsightVM
Moaean On-premise / Self-hosted Cloud-native | Hybrid (Cloud + On-
PO3ropTaHHs Hybrid / SaaS (on-premise) SaaS prem)

. Tax (Tenable . Tak (Qualys .
Pe3ujieHTHI areHTH Agent) Hi Cloud Agent) Taxk (Insight Agent)
IIacuBHe Taxk (Tenable . .

P—— PVS) Hi Hi (oomexeno) | Tak (PAS module)
AreHTHe
ckaHyBaHHs (0e3 Taxk Hi Taxk Taxk
Mepe:Ki)
HiaTpumka air- Tax (Security Tax (self-
gapped mepex Center) hosted) Tax (QGS) Hacrioso
MyJbTHCEHCOPHA Tax (Nessus Tax (ospd, TaK Tax (Security
ADXITEKTVDA Scanners + PVS + openvasd, (Appliances + Console + Engines)

P yp Agents) agenti) CA) &
HinTpumka

AWS, Azure, AWS, Azure,

XMapHUX GCP OOMeEXKEHO GCP AWS, Azure, GCP
cepeIoBHIIL

Qualys VMDR € e1nHO10 3 pO3MISIHY TUX [1aTGOPM, SIKa COYATKY NPOEKTyBaJacs

ak xMapHa HatuBHa apxitektypa (Cloud-First), mo nae iii mpuHIIMIIOBI MepeBaru y

CIIEHapIsAX YIPABIIHHS r7100aJIbHO PO3MOAUICHUMH TianpuemMcTBaMu. Tenable Ta Rapid7

MPOTOHYIOTh THYUKI ri0puH1 Moaeni. OpenVAS, y cBOo uepry, € BUKIIFOUHO On-premise

pIIIICHHSM, II0 € CYTTEBUM OOMEXKEHHSIM JJI OpraHi3alliid, M0 MITPYIOTh 10 XMapHUX

1H(QPaACTPYKTYD.

BaxxnuBuM nudepeHniatopoM € Takoxk MiATPUMKa MACUBHOTO CKaHyBaHH4. Jluiie

Tenable (uepe3 xommoneHT Passive Vulnerability Scanner, PVS) ta Rapid7 (uepes

Passive Assessment Sensor) MpONOHYIOTh MOKJIMBICTh O€3MEPEPBHOTO MOHITOPUHTY

Tpadiky 0€3 aKTUBHOTO 30HAYBAHHS - (PYHKIlS KPUTUYHO BaxJiMBa i (DIHAHCOBHX

YCTaHOB Ta MPOMHUCIIOBUX CEPEIOBHILL, /1€ aKTUBHI CKaHYBaHHS KATETOPUYHO 3a00pOHEH1

yepes3 pU3MK JecTadinizaili KpUTHIYHUX CUCTEM.
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[TopiBHSHHS IHTETPALIMHUX MOKJIMBOCTEH

Taomung 1.5

Tapamerp E,ﬁable Nessus/ | 5,enVAS (GVM) | Qualys VMDR | Rapid7 InsightVM

REST API Tax (Tenable.io Tax (GMP/OSP Taxk (Qualys Tax (InsightVM
API) Protocol) API v2/v3) API)

InTerpanis 3 Splunk, QRadar, Splunk, QRadar,

SIEM Sentinel Oo6mexeno (syslog) | Splunk, QRadar Sentinel

InTerpauis 3 . . ) ServiceNow, ) .

ITSM Jira, ServiceNow Hi (mHaTuBHO) Tira Jira, ServiceNow

Patch . N

T o Quae | e e

(HATUBHMI) y g &

.CI/CD . Ob6MmexeHo Hi Tax Talf (DevOps

iHTerpauis native)

SOAR Tak (uepe3 Splunk .

iHTerpamis SOAR) Hi Tax Tax

Ynpasiinus Tax (CIS, NIST, OBMEKEHO Tak (CIS, SOX, | Tak (CIS, PCI

BinnosignicTio | PCI DSS) HIPAA) DSS)

Haitbinpim komruiekcHu iHTerpamiiiauii ctek y 2024-2025 pokax JEMOHCTPYE

Qualys

VMDR. HaruBHuii Mmoayjib NaT4Y-MEHEIKMEHTY J03BOJIAE,

BUABHUBIIN

Bpa3IMBICTh, OApa3y *k 3acobamu toro camoro Cloud Agent po3ropHyTH BiAIOBIAHE
BUMpaBJICHHs a00 aBTOoMaTU4HO cdopMyBaTh TikeT y ServiceNow, CKOpOUYyIOUHr
CEepeJiHIi Yyac yCyHeHHs Ha 3asiBieH1 60% MopiBHSAHO 13 po3pi3HEHUMH piteHHsIMU [17].

Rapid7 InsightVM TpaguuiiiHo mnoO3UIIOHY€eTbCad K HaOubm  DevOps-
OplEHTOBaHE pilIeHHs, 3a0e3neuyoun HaTuBHY iHTerpaiito 3 CI/CD naitruiaitnamu, 1o
JI03BOJISIE BIIPOBAJAUTH TEPEBIPKU BPA3NMBOCTEH O€3MOCEPEHBO y MPOLEC pO3pOOKH
nporpamHoro 3abesneueHds. OpenVAS, nonpu HasBHicTe GMP-nipoTokoity Ta HabOpy
KOMaHJHUX yTHIIT gvm-tools, moTpedye CyTTeBUX 3yCWib JUIsl 1HTErpamii B
KOPIOpPAaTUBHI E€KOCHUCTEMH, OCKUIbKM HE€ MATpUMye OuiblicTh “‘out-of-the-box”
koHekTopiB it nomyssipaux SIEM, ITSM ta SOAR mmargopm.

dinaHcoBa MOJIETh € OJIHUM 13 BU3HAaYaIBHUX (DaKTOPIB MpU BHOOPI miathopmu

JUISL MallX 1 cepeiHiX mianpueMcTB. [IOpiBHSHHA akTyaldbHUX IIHOBUX KaTeropii

HaBeeHo y Tabuui 1.6.
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Taomurg 1.6

[TopiBHsAIBHUIN aHAJI3 MOJIEIIEH JIIIIEH3YBaHHS Ta IIHOYTBOpeHHs (2024)

Rapid7

[Tapamerp Tenable Nessus OpenVAS (GVM) | Qualys VMDR InsightVM
B‘a30|32! KqupumHa GNU GPL v2 Komepuiiina SaaS KQMepumHa
JineH3is (migmucka) (BimkpuTa) (mianucka)
Be3komroBHa | Nessus Essentials Cqmmumty Community Edition .

. Edition (moBHa Hi
Bepcisn (516 IP) . . (oOMerxeHa)

(hyHKITIOHAJIBHICTH )

. ~4790/pix . .
Lina (NessusPro) 6 $0 (Com“?“n”” Jorogsipua (~$199— Jlorosipra
CTapTOBOIO ; ~€2 524/pik . (~$19-

iBrst 790/pik (Nessus (Enterprise) 250/akTuB/piK) 23 /axTuB/pix)
P Expert) P P
Mopean CD.IKC(?BaHa (3 BeskomrroBHo a00 | 3a KUIBKICTIO 3a KUIBKICTIO
R KUTBKICTIO . .
Tapudikanii . 3a 00J1aTHaHHS aKTHBIB aKTHBIB
CKaHEPIB)
CrninpHOTa
Minrpumica ?"rl(/)ZE(QH:rt) (Community); SLA i‘il/ZH/(IzII:H;Oqua ’ ?;g}oqua)
p (Enterprise) A y
. SOC 2,
Coombliars | pane | i SOCZIB02TOL o0
JITOBUL (Tenable.i0)

BaxxnuBo BpaxoByBaTu KOHIIEMIII0 CyKymHOT BapTocTi BripoBakeHHs (Total Cost

of Ownership, TCO). Ilonpu ¢opManbHy BIICYTHICTh JILEH3IMHUX BUILIAT,
BrpoBapkeHHsT OpenVAS Community Edition y kopnopaTHBHOMY CepeloBHIIl Hece
MPUXOBaHI OTEpaIiifHI BUTPATU: HEOOXITHICTh BUIIJICHHS KBaIi(DIKOBAHOTO MEPCOHATY
Linux/security-aamiHicTpaTtopiB jisi OOCIyroByBaHHS CHCTEMH, pydHa poboTa 3
yIpaBIiHHSA KOH(IrypaiisiMu Ta peryiisipHi oHoBieHHsa 0a3u NVT, a takox norpeba y
CaMOCTIHHIHM po3poOI11l IHTerpalliii 3 icHytouoro IT-ekocuctemoro. 3a pi3HUMHU OLIHKAMH,
peanbHi BUTpaTu Ha mATpUMKY OpenVAS y KOpHOpaTMBHOMY CEpEIOBHUII MOXYTh
NepeBUIIyBaTH BapTICTh KomepiiiHoi minen3ii Nessus Professional y pasi, sxmio
opraHizallisi He Ma€ J0CBIYEHOT BHYTPIIIHLOT KOMaHAN O€3IeKH.

BiamoBimHO 10 aHANITUYHUX AAaHUX PUHKY YIPaBIiHHS BpasnuBocTsaMH 3a 2024
pik, Tenable, Qualys Ta Rapid7 ctabinpHO 3aiiMalOTh JIAUPYIOUYl MO3UIIT Y CErMEHTI
BEJIMKHUX MIANpUEMCTB, (popmytoun noHan 70% noxonaiB pUHKY y cBoiil kaTeropii [16].

PuHOK ymipaBiiHHS Bpa3IuBOCTSMU JEMOHCTPYE CTIMKY TEHICHIIIIO 0 TpaHchopMalii y

HampsIMKYy I[IAPIIOI  KOHUEMNuUli “ympaBiiHHA noBepxHeto artaku”  (Exposure
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Management), py 1IbOMY CIIOCTEPIra€ThCsl 3aKOHOMIPHUM TEpeXia BiJl on-premise 10
SaaS ta ribpuaHHX MOJIeNel pO3ropTaHHS.

OpenVAS/GVM nmnpomoBxkye 3aiiMaThd BaroMe MiCIle B aKageMIYHOMY Ta
JOCITITHUIIBKOMY CEKTOP1, @ TAaKOX y CEpeIHhOMY Oi3HEecl 3 OOMEKEHUMHU O/ KeTaMHu
Ha KiOepOesneky. Bomnouac Greenbone akTHBHO pO3BHBA€ KOMEPIHY JiHINAKY
Enterprise Appliances sk MOBHOILIHHY albT€PHATUBY MAJIi PHUHKY, KOHKYPYIOUH 3a

I[IHOBOIO TIEpPEBaroro 3 Mo4YaTkoBUMHM piBHAMH Nessus Ta Rapid7.

1.6. O6rpynryBanusi Buoopy OpenVAS

3a pe3ymbTaTaMu TIOPIBHSUIBHOTO aHai3y, NpOBEAEeHOTO y po3mim 1.5,
BCTAHOBJICHO, 1110 KOJHA 3 PO3TJISHYTUX KoMmepiiitHux miatdopm - Tenable Nessus,
Qualys VMDR Tta Rapid7 InsightVM — He BiJilioBijla€ MOBHOIO MIPOIO CHEHU(pIYHUM
BUMOIaM aKaJeMIYHOro JOCIIKEHHS B ramxysl kioepOe3neku. CucteMHa apryMmeHTarlis
Ha KopucTh Greenbone OpenVAS ¢dhopmyeTbcs Ha OCHOBI I'SITU B3a€EMOIOTIOBHIOIOUUX
KpUTEPIiB: BIAMNOBIIHOCTI TPHUHIMIAM BIIKPUTOI HAYKH, TEXHIYHOI MPO30pOCTI U
PO3ILIMPIOBAHOCTI, MPABOBOI Ta (PIHAHCOBOI TOCTYITHOCTI, 3P1JI0CTI i aKTUBHOI MIATPUMKHI
CHUIBHOTH, a TaKOoX (YHKIIIOHAJIBHOT JOCTATHOCTI JJIS BUPIIICHHS TOCTaBICHUX
3aB/IaHb.

[Tepmmm 1 METOI0JIOTIYHO HANBAXIIMBIIIIMM apryMeHTOM Ha KopucTh OpenVAS €
HOT0 MOBHA BIMIOBIHICT MPUHIIMITY BIATBOPIOBAHOCTI PE3YJIBTATIB - PyHIAMEHTAIBHOT
BUMOTM /10 OYJb-KOTO aKaJeMIYHOrO JOCHIKEHHS B rany3l 1H(opMamiiHux
TEXHOJIOT1. Pe3ynpTaTu ckaHyBaHHS Bpa3IUBOCTEH Oe3MocepeHbO 3alieKaTh Bif
KOHKPETHOI Bepcli 0a3u JaHuX IUIariHiB, aAITOPUTMIB aHaII3y MEPEKEBUX BIJIMOBIJIEH Ta
BHYTPIIIHBOI JIOTIKM Kiacudikaii 3Haxinok. Komepiiitni miargopmu - Nessus, Qualys
ta Rapid7 InsightVM - peasnizoBani sk “dOpHI CKpUHBKHK: 1X IUIATTHU MOMIUPIOIOTHCS Y
CKOMITIJTLOBAHOMY BHTJISI[II 200 BUKOHYIOTHCS BUKJIIOYHO HA CEpBEpl BEH0pPA, TOAl 5K
BHyTpimHs Jorika anmroputMmiB VPR, TruRisk Ta Real Risk Score e 3axumenoro
KOMEpPLIHHOIO TaeMHULEI0. Lle MpUHIKUIIOBO YHEMOKIIMBIIIOE BepU(DIKAIII0 AITOPUTMY
OLIIHKM PU3MKIB HA PIBHI BUXIJHOTO KOy Ta LJIECIPAMOBaHY MOAUQIKAIIIIO NEPEeBIPOK

st cienudigHIX yMoB TectoBoro creHay. OpenVAS/GVM, HaBmaku, € MOBHICTIO
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BIJIKDUTOIO CHCTEMOIO: YCl KOMIIOHEHTH CTEKY - openvas-scanner Ha MoBi C, gvmd Ha
MoBi C, gsad nHa Python Ta React, ospd-openvas Ha Python, openvasd Ha Rust, a Takox
gvm-tools Ha Python - posnosciomkytotsesa i minensismu GNU GPL v2/v3 ta GNU
AGPL v3, a BUXiiHMi KOJ I[IJIKOM BIIKPUTO PO3MIILIEHO y yOIiYHOMY pEro3uTopii Ha
GitHub. Koxen NVT-ckpunt nanucanuii MmoBoro NASL 1 mMoxke OyTH NPOYUTAHHM,
MoK (DIKOBaHMIA Ta AE€TATBHO 33JOKyMEHTOBAHUH JTOCIIITHUKOM.

Jpyrum CyTT€BUM apryMEHTOM € TEXHIYHa MPO30pIiCTh 1 PO3MIMPIOBAHICTH
mwiatdopmu. LlerTpanpauM iHCTpyMeHTOM nocmigauka B OpenVAS € moBa NASL -
Creliaji3oBaHa CKpPUITOBa MOBa, CHMHTakcuuHo moaioHa g0 C Tta Perl, po3po0GieHa
BUKJIFOYHO [IJIi HalMCaHHS O€3NMeYHMX 1 TOPTATUBHHUX TMEPEBIPOK MEPEKEBUX
BpasnuBocTed. JlocaiaHuK Moxe BIAKpUTH Oyab-skuil 3 moHaa 90 000 nasBHux NVT-
CKPHIITIB 1 TOYHO 3PO3YMITH, SIKUM YMHOM CHCT€Ma BCTAHOBIIIOE€ HASIBHICTh KOHKPETHOI
Bpa3JIMBOCTI - aHANI3yl0uu OaHep BIANOBIMAL, TMOPIBHIOIOYM BEPCII0 BCTAHOBIEHOTO
NaKyHKy a0o nepeBipsitoun koHdirypamiiaui dain. Odimiiina 6i0miotexa python-gvm
JI03BOJISIE Y paMKax e€quHOro Python-ckpunTy mporpaMHO 3amyckaTH cepii CKaHyBaHb,
OTPUMYBATU pE3yJbTaTH, pPEaTI30ByBaTH BJACHy JIOTIKYy OpOOKM pe3ysbTaTiB
CKaHyBaHHS, a TaKO MPOTPaAMHO OTPUMYBATH 3BITU y Pi3HHX (opmaTax. MoayiabHa
MiKpocepBicHa apxitektrypa GVM, ne KOMIIOHEHT openvas-scanner B3aemoJii€ 3 ospd-
openvas yepe3 UNIX-coker, ospd-openvas - 3 gvmd uepe3 npotokos OSP, a gvimd - 3
BeO-iHTepdeticom gsad uyepes GMP/TLS, 3abesnedye NPUHIIUMIIOBY MOXKJIUBICTD
M1JIKJIFOYEHHS BJIACHOI 30BHINIHBOT CUCTEMHU a00 aHAJITUYHOTO MOJYJISI O€3M0CePEIHbO
1o gvmnd.

Tpetim BU3HAYaAbHUM KPUTEPIEM € MpaBoBa Ta (hiHAHCOBA JIOCTYIMHICTh. Tenable
Nessus Professional posnoscromxkyerbess 3a EULA-mineHsi€ro, ska KaTEropudHO
3a00pOHSE TECTYBaHHS MEpeX, SKMMH HE BOJIOJIE JIIeH31aT, OE3KOIINTOBHA BEpCis
Nessus Essentials oomexena 16 IP-agpecamu i mo30aBieHa MOBHOLIHHUX (PYHKIIN
3BiTHOCTI. Qualys VMDR € cyro SaaS-pimeHHsM 0€3 MOMXJIHBOCTI JIOKaJIbHOTO
pO3ropTaHHs 31 CTpOro oomexxeHuM TpoOHuUM noctynoM. Rapid7 InsightVM ne mae
OE3KOIITOBHOI BEpCii JJIsl aKaIeMIYHOTO BUKOPUCTAHHS, a trial-JTieH3is HagaeThCs JIUIIIe

Ha 30 gaiB. Mi"imanbHa piyda BapTicTh Nessus Professional ctanoButh 01m3bK0 4 790
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nonapiB CIIIA, Toai sik Qualys VMDR Tapudikyetses Big 199 nonapis Ha akTUB Ha pIK.
OpenVAS/GVM posnogcrokyethes 3a dinen3ismu GNU General Public License v2 Ta
v3 - KIAaCMYHUMHU “KOmiaeT’-TiIEeH31IMU BUIBHOTO TMPOTPaMHOro 3abe3rneueHHs,
BIJIMOBIJTHO JI0 SIKUX MpoTrpaMa Moxke OyTH BUIBHO BCTaHOBJICHA, 3aIlyllleHa, BUBYECHA,
MoauQiKoBaHa Ta PO3MOBCIOMKEHA 0€3 OyIb-IKuX (hiHAHCOBUX 3000B'I3aHH Ta YaCOBHUX
oomexenb. [loBue posropranas GVM Community Edition Ha HaB4agbHOMY CTEHJI €
a0COJIOTHO OE3KOIITOBHUM 1 BMMArae€ JIMILE HAasiBHOCTI BIJIMOBIJHUX amapaTHUX abo
XMapHHUX PECYpCiB i3 pekoMeHaoBaHUM MiHiIMyMoM y 4 sipa CPU, 8 'b RAM ta 60 I'b
JTMCKOBOTO MTPOCTOPY.

YeTBepTUM apryMEHTOM CIIYTY€ TEXHOJIOTIYHA 3PUIICTh MIaTHOPMHU Ta HASBHICTD
akTuBHOI miATpUMKH. Greenbone OpenVAS € o1HUM 13 HaliCTapilKX 1 HAUCTAOLTBHIIINX
MPOEKTIB Yy cdepl BIAKPUTOTO MPOTPAMHOT0 3a0e3neueHHs 11 KibepOesneku. [TogaTkom
roro ictopii craB 1998 pik, konu Peno Jlepazonom 0yiio po3po0eHO BIAKPUTUI CKaHEP
Nessus, a micist nepexoay Nessus Ha mponpieTapHy Jjdinen3iro y 2005 porl crnijibHOTa
BUIBHOTO TMporpamMHOro 3abe3mnedenHs ytBopuia ¢opk OpenVAS. 3 2008 poky
NIATPUMKY ¥ PO3BUTOK MPOEKTY B3sij1a Ha ceOe HiMelbka komnaHiga Greenbone Networks.
VY 2019 pomi cucrema orpuMaia HOBY Ha3By (Greenbone Vulnerability Management 3
YITKOIO crenu(iKami€ero BCIX KOMIIOHEHTIB, a y 2022 poll BOPOBaIKEHHS KOMIIOHEHTIB
Notus Scanner ta openvasd Ha MoBi Rust cTano peBOIOLIIHOIO 3MIHOIO apXITEKTYpPH,
10 KapAUHAIBHO MABUIIIIIA TPOYKTUBHICTH JOKATHHUX NIEPEBIPOK. AKTyallbHA BEPCist
GVM 24.10 mictuth posmmupeny miaTpumky CVSSv4 Ta BIOCKOHaJEHI MEXaHI3MU
Security Intelligence Export. Huni npoekt miarpumyeThcsi komanmorw Greenbone
Networks, mo namiuye nonan 60 mratHux (axisiiB B OcHabpioky (Himeuunna), ta
aKTUBHOIO T100asibHOIO criIbHOTO0. baza Community NVT OHOBIIOETHCS 1IOJICHHO 1
mictuth ToHaa 90 000 mepeBipok, mo oxormnorTs noHan 70 000 yaikaneHux CVE-
1aeHTHd1KaTopiB. BaxMBUM MIATBEPIKEHHAM aKaJIeMIdyHOI 3pI0cTi miaTthopmu € ii
IIMPOKE BUKOPUCTAHHS Yy perieH30Banux myomikaiisx xypHaiiB [EEE ta ACM, a takox
y IUCEPTaIIHHUX poOOTaxX MPOBIMHUX YHIBEpCUTETIB €Bponu Ta [liBHIYHOT AMEpHKH.

[T'atuii kpuTepiii - PyHKIIOHAIbHA TOCTATHICTH - O€3MOCEPEIHbO MOB'A3aHUN 13

KOHKPETHUMH 3aBIaHHSIMH MTPAKTUYHOI YaCTUHU poOoTH. [Tompu KoHCcTaTOBaH1 Y pO3/ILIi
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1.5 obmexenns OpenVAS Community Edition, 30kpemMa BIiJICYTHICTh BJIACHHX
aJTOPUTMIB MAIIMHHOTO HaBYaHHS JIJIs MpiopUTe3allli pu3uKiB Ta Ao Byxay 0a3y NVT
UIsT  cnenu@igHOTO KOPHOPATUBHOTO MPOTPaMHOTO 3abe3mnedeHHs, Tuiarpopma €
MOBHICTIO (DYHKIIIOHAJBHO JOCTaTHBOIO JUIs BUPIIMICHHS 3aBJaHb JOCIIJKCHHS.
ABTOMaTH30BaHe Ta aBTCHTH(IKOBAHE CKaHYBAHHS MEPEKEBUX BY3IIB, 1ICHTH(IKAIS I
knacudikamis BpaszmuBocTedt 3a  cramaptamu  CVE/CVSSv3/CPE, reneparis
CTPYKTypoBaHuX 3BITIB y popmaTax XML, PDF ta TXT, a Takox rHy4Ke HajaIllTyBaHHS
napaMmeTpiB ckaHyBaHHs dyepe3 BeOiHTepderic GSA — yci i QyHKUIl TIATPUMYIOTECS y
MMOBHOMY 00CsI31 1 € JIOCTaTHIMHU JJII TTOOY/I0BU KOMIUIEKCHOI METOJAMKUA TPHUETAITHOTO
aynuty Oesneku IT-indpacTpykTypu. ba3oBa BIACYTHICTh aJIrOpUTMY MpiopuTE3allii
turty VPR abo TruRisk koMIeHCyeTbCs €KCHEPTHOI I1HTEPHPETALIEI0 PE3YNbTATIB
CkaHyBaHHS Ha ocHoBl MeTpuk CVSS v3 Ta aHamizy KOHTEKCTYy BHSIBICHUX
Bpa3JIMBOCTEMN.

JIJisi HAOYHOTO TMIJACyMYyBaHHSI TMOPIBHSJIBHUX apryMEHTIB HaBeJCHa 3Ba)KEHA
MaTpHIls BUOOPY, /1€ KOKHOMY KPUTEPIIO MPHUCBOEHO BarOBUM KOE(IIIEHT BIATOBIAHO 10
HOro 3HAUyHIOCTI IS aKaJeMIYHOTO JOCHIKCHHS, MIATBEPIKYE 3HAUHY MEepeBary
OpenVAS 13 pesynbratoMm 9,30 6aiB HaJl KOMEPIIMHUMEU anbTepHATUBAMU: Nessus -
4,14 6anis, Qualys Ta Rapid7 - o 3,40 6aniB. BusHauaabHUM € T€, 110 3a KPUTEPISIMHU
BIJIKPUTOCTI BUXIJHOTO KOAY Ta MOKJIUBOCTI po3poOku BracHUX NVT - kiro4oBUMH 3
TOYKHU 30py aKaJeMIYHOT METOIOJIOTIi - KOMEPIliHHI MIaTGOopMu OTPUMYIOTh HYJIHOBY
OLIIHKY, OCKUIBKM iX 3aKpuTa apXIiTeKTypa € MPUHUUIIOBO HECYMICHOIO 3
byHIaMEHTAIBHUMH ~ BUMOTaMHM  aKaJeMIYyHOI  BIJTBOPIOBAHOCTI Ta  HAyKOBO-
JIOCITITHULIBKOTO PO3LITUPEHHS.

Ha mniacraBi mnpoBeAeHOro N'STUKPUTEPIATBHOTO aHaji3y BCTAHOBIEHO, UIO
Greenbone OpenVAS y penakiii Community Edition € HaiiG1b11 OOTpYHTOBAaHUM Ta
TEXHIYHO BIJAMOBITHUM BHOOpPOM Il MPAKTUYHOI peajizaiii 3aBlaHb JaHOTO
JUTIJIOMHOTO TOCHIPKeHHS. BiIKpUTICTh BUXIAHOTO KOy € HAYKOBOIO HEOOXIIHICTIO, a
HE JPYTOPSAHUM TIApaMeTPOM, OCKUIBKM JIMIIE 3a Ii€i yMOBHU 3a0€3MeUuyeEThCs
MO>KJIMBICTh BepHU(ikalli KOXHOI MEpeBIPKM BPA3IMBOCTEH Ta BIITBOPEHHS BCHOTO

JOCTIAHULIBKOTO Tponecy HezanexkHuM croctepiraueM. Jlinensis GNU GPL ycysae
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OyIIb-SIK1 IOPUIWYHI PU3UKU Ta (PIHAHCOBI MEPENIKOIN IS JOCIIKCHHS 1 MyOikaii
pe3ynbratiB. TakuM 4YMHOM, Y MPAKTUYHINA YaCTHHI JaHO1 TUTIIIOMHOT poOoTu OpenVAS
BUKOPHCTOBYETHCS K BIIKPUTA JOCITITHUIIbKA TuTaTdopMa, Ha 6asi K0T po3pOoOIsIETHCS
METO/IMKAa KOMIUIEKCHOTO TPHUETAMHOIO ayJuTy O€3MeKH, IO TMO€IHYE 30BHIIIHE
HEaBTEHTU(IKOBAaHE, BHYTPIIIHE aBTEHTHU(IKOBaHE Ta TOBHE MEPEKEBE CKAHYBAHHS.
Taxkmii miAXig BIANOBITAE MPUHIUMIIAM BIIKPUTOI Haykd, 3a0e3leduye TMOBHY
BIJITBOPIOBAHICTh PE3YJIbTATIB Ta CTBOPIOE METOJIOJIOTIYHY OCHOBY IS MOJAJBIINX

JOCTIKEHb y Taly3i aBTOMaTU30BAHOTO YIIPABIIHHS BPa3IUBOCTIIMH.

BuCHOBKM /10 epmIOro po3mijiay:

VY nmepmoMy po3auli MPOBEACHO KOMIUIEKCHHM aHalll3 TEOPEeTUYHHUX 3acaja Ta
MPaKTUYHOTO  1HCTPYMEHTapil0  BUSIBIIEHHA BpaznuBocte [T-iHQpacTpykTypu.
JIOCIIKEHO €BOJIIOIII0 MOHATTS “‘BPa3iMBICTh BiJ CYTO TEXHIYHUX MPOrPAMHUX
NOMMJIOK [0 0araTOBUMIPHOTO pPHU3UK-OPIEHTOBAHOTO KOHUENTY, 3aKpiIUIEHOTO Yy
MikHapoaHux cranaaprax ISO/IEC 27000, NIST SP 800-30 ta nauionansHomy HJI T3I
1.1-003-99. BcranosneHo, 1o nepexij Ha cuctemy oifiHtoBanHs CVSS v4.0 3 i votupma
rpynamMi METPHUK J03BOJISIE 3HU3UTHU KIJIbKICTh XMOHO MPIOPUTU30BAHUX BPA3IUBOCTEN
Ha 65-76% MNOPIBHAHO 3 TOINEPEAHBOIO BEPCIEI0, MO0 € KPUTUYHO BAXIMBUM IS
aBTOMATHU30BaHUX CHCTEM CKaHyBaHHS. AHaJ3 Cy4acHOTO JaHAIadTy 3arpo3 Ha OCHOBI
3BiTIB ENISA Threat Landscape 2025 ta CERT-UA 3a 2025 pik maTBepAwB, IO
eKCIUTyaTallisi  Bpa3JMBOCTEH  3alMIIAETHCS  JAPYTMM  BEKTOPOM  [OYaTKOBOT'O
nponukHeHHs (21,3% 1HIUACHTIB), a B YKPaiHCHKUX pealisix KUTbKICTh KIOEPIHITUACHTIB
3pocna Ha 37,4% 1 pocsrna 5927 Bumanakis, 1O OOIPYHTOBYE AaKTYaJIbHICTb TEMU
JOCITIIKEHHS.

[IpoBeneHO cHCTEMHHI OTJIsii METOMIB BUSIBICHHS Bpa3MBOCTEH (ITACHBHOTO
ayJluTy, aKTUBHOTO CKaHyBaHHS Ta TeCTyBaHHS Ha mnpoHukHeHHs 3a PTES) Tta
OOTPYHTOBAHO 1X KOMOIHYBaHHS 32 IPUHIIUIIOM aHATITUYHOI JIIMKK. AHAI3 apXITEKTypH
cucteMm Nessus, OpenVAS, Qualys ta Rapid7 BusiBUB KJIFOUOBI TE€HJICHIIII: Mepexia A0
areHTHOTO CKaHYBaHHS, pETeNibHE IUJIaHyBaHHS 1H(PACTPYKTYypu Ta BIPOBAIKECHHS

KOHTEKCTHOI MplopuTe3allii pu3uKiB 3aMiCTh COPTYBaHHS 3a 6a30BuM Oaom CVSS.
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[TopiBHsIbHUN  aHami3 1IaTGOpPM 3a KPUTEPISIMA  OXOIUICHHS, TOYHOCTI,
apXiTEeKTypH, 1HTerpallli Ta JileH3yBaHHs, MIAKPIIUICHU gaHuMu OeHumapky Pentest-
Tools.com (2024), 3aBepmuBcs Bubopom Greenbone OpenVAS Community Edition sik
OCHOBHOTO IHCTPYMEHTY INMPaKTUYHOI YacTUHU poOoTH. BuOIp 3yMOBIEHUH BIAKPUTOIO
apxIiTeKTyporo 1miIatGopmMu, MATPpUMKOIO Tiporokoiany GMP nans aBromaTtumzaiii

CKaHyBaHHsI, MOKJIMBICTIO JIOKAJIbHOTO pO3ropTaHHs Ta BiibHOIO JineH3iero GNU GPL.

Ilpuxoowvko /.C. Apk.
iy O.IO. KKIKB.KP.6 - 125—-10-T13 41
3mn. | Apx. Ne doxym. Hionuc | dama




PO3J1J 2. MPOEKTYBAHHA IIIICUCTEMU BUABJIEHHSA
BPA3JIMBOCTEM IT-IHOPACTPYKTYPU

2.1. ApxiTekTypa nmiacucreMu BUSIBJCHHSI BPa3JMBOCTeH

3a pe3ynpTaTaMH aHali3y, IPOBEJACHOTO Y MEPIIOMY PO3/iii, OOIpPYHTOBaHO BUOIp
mwiatdopmu Greenbone OpenVAS sk 6a30BOro iIHCTPYMEHTY JUIsl TOOYI0BU M1JCUCTEMU
BUsiBJIeHHs BpaznuBocten IT-iHdpacTpykrypu. Ilepexin 10 mpoekTyBaHHS MOTpeOye
dopmaizaiii apXiTeKTYpHUX pIllleHb, SKI BU3HAUYATUMYTh CTPYKTYpYy, HMOBEIIHKY Ta
B32€MO/III0 BCIX MPOTPAMHUX KOMIIOHEHTIB M1JCUCTEMHU.

[lincucrema BUSBICHHS BpA3IUBOCTEH TMPOEKTYETHCS SK  PO3MOIIICHHINA
pPOrpaMHUIl KOMILJIEKC, MOOY/IOBaHUU 3a MPHUHIMIIOM OaraTOpIBHEBOI apXITEKTYpH.
Takuii miaxig, MUPOKO OOIPYHTOBAHUN Y JITEPATYpl 3 MPOEKTYBAHHS 1H(OPMAIIHHUX
cucteM, 3a0e3nedye pO3IAUICHHS BIANOBIAAIBHOCTEH MIXK KOMIIOHEHTaMH, CIIPOILYE
MaciTabyBaHHs Ta JO3BOJISIE 3aMIHIOBATH 200 MOIU(iKyBaTH OKpeMi MOTyJ1i 0€3 BILTUBY
Ha PELITYy CUCTEMHU. ApPXITEKTypa MiICHCTEMH OPraHi30BaHa y TPH JIOT1YHUX EIIEJIOHH:
piBeHb 300py JaHMX, PIBEHb YIpPaBIiHHS Ta 30€piraHHs, a TaK0XX PIBEHb MOJAHHS Ta
inrerpaii (Puc. 2.1).

PiBeHp 300py AaHHMX € ONEpamiiHUM SAPOM IMIJICUCTEMH, IO O€3MOCEepPEeaHBO
B3aeMoJiie€ 3 nociimkyBaHoo IT-iHdpacTpykTryporo. LleHTpaqbHUM €eMEHTOM I[HOTO
pIBHSL BHCTyHa€e KOMIIOHEHT oOpenvas-scanner — BHCOKONPOAYKTHBHHI MepeKeBui
CKaHep, peani3oBaHMii MOBOIO mporpamyBaHHs C. MOro OCHOBHMM 3aBIAHHAM €
BUKOHAHHSI TECTIB MEpEXKEBUX Bpa3IMBOCTEH, KOXKEH 3 AKHX MpPEICTaBisie COOOIO
OKpEMHUM CKpHUIIT, HamucaHui creriaiaizoBaHoto MoBoro NASL. Ilin yac ckanyBaHHs
openvas-scanner nociaioBHO BUKOHY€ NV T-CKpUIITH POTH IIIbOBUX BY3JI1B: 3/11MCHIOE
BUSIBJICHHS TIOPTIB, 1/IEHTU(]IKAIlI0 CEpBICIB, BH3HAYEHHS BEpPCId MPOTPaMHOTO
3a0e3MeueHHs Ta OE3MOCEePETHIO MEPEBIPKY HASIBHOCTI BIJOMHUX BPa3IMBOCTEN IUISIXOM
MOPIBHSHHS OTPUMAaHMX TapameTpiB 3 6a30to 3Hanb CVE [19].

BaxxnuBuUM apXiTEKTypHHUM pIILIEHHSM, BIPOBaLKeHUM Yy Bepcli GVM 22.x, ctana
nosiBa KommoHeHTa Notus Scanner, SKHil KapAWHAJIBHO OINTUMI3yBaB MPOLEAYPY

JIOKaJIBHUX TIepeBIpok Oe3meku. TpamuiiiHuii miaxia nepeadadaB 3amyCcK OKPEMOTO

Ilpuxoowvko /.C. Apk.
iy O.IO. KKIKB.KP.6 - 125—-10-T13 £
3mn. | Apx. Ne doxym. Hionuc | dama




NASL-ckpunty st KOXHOT IEPEBIPKU OHOBJIEHb — 33 HAIBHOCTI JIECSTKIB THCSY TaKUX
NEepeBIPOK 1€ CTBOPIOBAJIO 3HAYHE OOYMCIIOBajIbHE HaBaHTaXeHHS. Notus Scanner
BUpINIyE M0 MpoOJeMy MPUHIMIOBO IHAKIIE: BIH OJHOPA30BO 30Mpa€ CIHCOK
BCTAHOBJICHUX TMAaKYHKIB Ha I[IJILOBOMY XOCTi, a TIOTIM BUKOHY€E O(IaiiH-TTOPIBHSIHHS 3
JSON-6a3010 pexomeHmamiii Oe3nekn Oe3 TOBTOPHHX MEPEKEBUX 3BEPHEHb. Y
HaitHOBimIN Bepcii apxitektypu GVM 24.x QynkuioHanbHicTh Notus iHTerpoBaHa
0e3mocepeIHbO B KOMIOHEHT openvasd — HOBY ciy>k0y CKaHyBaHHS, peaii30BaHy MOBOIO
nporpamyBanHs Rust. Ilepexiz 3 Python-obroptku ospd-openvas Ha HatuBHY Rust-
peamizaiiito openvasd € cTpaTeriyHOW MOJEpHi3alli€ro, MO0 3a0e3meuye CYTTEBE
I1JIBUIIICHHS ITPOYKTUBHOCTI Ta 3MEHIIICHHS KIJIBKOCTI KOMIIOHEHTIB y cTeky [19].

Jist 3a6e3neyeHHst 0OMiHY TPOMDKHUMH pe3ynbTaTamu Mk NV T-ckpunramu mija
4yac akTUBHOT'O CKaHyBaHHs BUKOPUCTOBY€EThCs cxoBullle Redis — BUcokomBHKicHa 6a3a
JaHUX y omnepaTtuBHIN nam'sati. Redis BUKOHye (QyHKIII0O TUM4YacoBOi 0a3u 3HAHb, 1€
KOXXHOMY IIJTbOBOMY XOCTY BHJUIAE€THCS OKpeMa JioriuHa 0aza mganux. NVT-ckpuntu
3aMKUCYIOTh BUSIBICHY 1HGoOpMalio (BIIKpUTI TOPTH, OaHEpH CEpBICIB, Bepcii
nporpamHoro 3abesnedeHHs) 7o KB, a HacTynmHl CKpUNTH 34YUTYIOTh L1 JaHl JUIS
OPUMHATTS pillleHb Mpo Mojaibln mnepeBipku. B3aemomis openvas-scanner 3 Redis
3IACHIOETHCS BUKITIOUHO uepe3 UNIX-cokert, mo 3abe3nedye MiHIMaabHy JAaTEHTHICTh
Ta BUKJIFOUYA€ MOKJIUBICTh 30BHIIIHLOTO MEPEXOruieHHs JaHux [20].

PiBens ynpaBiniHHsS Ta 30epiraHHs IPEACTABICHUA IIEHTPATLHUM KOMITIOHEHTOM
gvimd — JIeMOHOM YyrmpaBiiHHS, peanizoBaHuM MmoBoto C. Came gvmd BHKOHYE POJIb
OpKecTpaTopa BCIeTl MiACUCTEMH: BiH BIJIIIOBIIA€ 32 CTBOPCHHS Ta IUIAHYBaHHS 3aBJaHb
CKaHyBaHHSI, YIPaBIiHHA OOJIKOBUMHM 3allUcaMd Ta IMpaBaMH JOCTyMIy, OOpOOKY
pe3yibTaTiB, TEHEPALIII0 3BITIB Ta KOOPAUHALIIO poOoTH ckaHepiB. st 30epiranHs ycix
NEePCUCTEHTHUX JAaHUX — PE3yJbTaTiB CKaHyBaHb, KOH(ITypalliii 3aBl1aHb, METaJaHUX
NVT-ckpunris, inpopMmarnii SCAP/CERT Ta 06mikoBUX 3anuciB KOpUCTyBadiB — gvmd
BUKOPHUCTOBYE pessniiny 0a3y ganux PostgreSQL [20].

B3aemomiss gvmd 31 ckanepoMm 3aiiicHIOeThCs uepe3 npotokoa OSP — XML-
0a3zoBaHUI MPOTOKOJ, po3podsieHnit Greenbone 111 cTaHAAPTH3AIT KOMYHIKAIT MIXK

MEHEKEPOM Ta PI3HUMH THUIIAMH CKaHEepiB. Y TOTOYHIN apXiTEeKTypl MNPOMIKHUM
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KOMITIOHEHTOM BHCTYyMae ospd-openvas — Python-cepep, sikuii npuiimae OSP-komanau
Bim gvmd uyepe3 UNIX-coker 1 TpaHchatoe iX y BUKIMKHA oOpenvas-scanner. Y
nepcrnekTuBHiN apxiTektypi GVM 24 x npoTtokon OSP 3aminroerscst Ha RESTful HTTP
API, peanizoBanuii 6e3mocepeHL0 B openvasd, 110 CIPOIIy€e IHTETpallilo Ta 3MEHIIYE
KUTBKICTh TTIPOMIKHHX JJaHOK [21].

J1J1 30BHIIIHBOTO YIPABIiHHS MigcucTeMor0 gvmd Hajgae MOBHOQYHKIIIOHATBHHIMA
nporpamauii inTepdeiic — nporokon GMP. GMP € XML-0a30BaHMM IPOTOKOJIOM THUITY
“3anmuT-BIANOBIIL’, 110 3a0e3meuye NOBHMI HAOIp omepalliii ynpaBiIiHHSA: CTBOPEHHS Ta
KOH(DIrypyBaHHs 11JIel CKaHYBaHHS, BU3HAYEHHSI MTOJIITUK MTEPEBIPOK, 3aITYCK Ta 3yTHUHKA
3aBlaHb, OTpUMaHHS 3BITIB y pisHux ¢dopmarax (XML, PDF, HTML, CSV),
HaJallITyBaHHS PO3KJIAJIIB Ta CHOBIIIEHb, 4 TAKOXK a/IMIHICTPpYBaHHs KopucTyBayiB. [Ipu
3'eqHaHHl yepe3 mepexy GMP BukopucroBye mudpysanas TLS 3 iHppacTpykTyporo
BIJIKDUTHX KJTIOUIB, 110 3a0e31euye KOHPIAEHIIHHICTh Ta aBTeHTH(PIKALII0 KOMYHIKAIIii.
[Topt 3a 3amoBuyBaHHsM 11t GMP-3'eqnans — TCP/9390 [21].

PiBeHp mopanHs Ta iHTErpaiii 3ade3neuye B3a€MOJII0 IIJICUCTEMHU 3 KIHIIEBUMHU
KOpUCTyBauaMH Ta 30BHIIIHIMU cucTeMaMu. OCHOBHUM 1HCTPYMEHTOM Bi3yasli3allii €
Greenbone Security Assistant — cydacHuii BeO-iHTepdeiic, peani30BaHUN SK
onHOcTOpiHKOBHUI noaaTtok (SPA) Ha 6a3i ¢peiimBopky React. GSA Hamae IHTYITUBHO
3po3ymunil rpadiuauil iHTepdeiic A ynpaBiiHHS yciMa acleKTaMH MiJCUCTEMHU: BiJl
HaJAIITyBaHHS TlapaMeTpiB CKaHYBaHHS [0 aHaJi3y pe3yJbTaTiB 3 MOMKIIUBICTIO
¢1apTpallii, COpTyBaHHs Ta €KCIOPTY 3BiTiB. CepBepHa YacTUHA BeO-1HTEpPeiicy — 1eMOH
gsad — Bukonye poiab HTTP-nipoxkci, sikuii mpuiimae 3anuTH Bi Opay3epa KOopucTyBaya
Ta Tpancmoe ix y GMP-komanaun no gvmd uepe3 UNIX-coker [22].

JIns mporpamHoi 1HTerpaiii Ta aBTOMaTH3allli y MiJCUCTEeMI TepeadadyeHo JBa
KIIFOUOBUX 1IHCTpYyMeHTH. bibmioTeka python-gvm € odimiitHoro Python-616mi0Tekotro, 1m0
abctparye XML-komyHikanito GMP-nipoTokoiy Ta miATpUMYy€ TPU TUIH 3'€IHAHb: Yepe3
UNIX-coker, TLS ta SSH. YTunita gvm-tools Hagae Habip KOMaHIHUX IHCTPYMEHTIB —
gvm-cli 1 BinnpaBku XML-komana, gvm-script s 3amnycky Python-ckpunTis ta gvm-

pyshell nns iHTepakTHBHOI poOOTH. HasBHICTH TakUX 1HCTPYMEHTIB POOUTH OOpaHy
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HJ'IaT(bOpMy MAaKCHUMAaJIbHO THYYKOIO JJI1 HPOBECACHHA KOMIINICKCHOTO TPHUETAIITHOI'O

aynuty 0e3neku [T-iHGpacTpyKTypH Ta aHaII3y BUSIBJICHUX Bpa3JIUBOCTEH [22].

Kopucrysau Mogayne excnopry Ta aHanisy

J Pises nogankA Ta rerpal l

GSA python-gvm
React SPA + gsad gvm-tools / gvm-Cli

—

gvmd
Menepxep - C

Pisess YIDAENiHHA Ta 30%@4E

PostgreSQL
peaynsraTy, SCAP,
CERT, kopuctysaui

0spd-openvas NVT Community Feed
OSP-cepsep - Python 100000+ ckpunTis

I Nolus Scanner
openvas-scanner R LSC - Rust
Cranep - C + NASL

W\“ﬁ Cisco RISW

W WS JOKYB: Vi UIATOPH,
Knowledge Base Linux Windows 10 {peyBanal Ubuntu Server 22.04 MAPLLDYTH3ATOP:
KOMyTaTopu

K

Pucynok 2.1 — Tpuenienonna apxiTeKTypa HiACUCTEMH BUSBICHHS BPa3JIMBOCTEN
Ha 6a31 GVM

[ToTik maHMX y MIJCHCTEMI MiJ 4Yac TUIOBOIO LUKIY CKaHYBaHHS MOXe OyTu
ONMMCAHUN K MOCTIAOBHICTh ceMu eramiB. KopucTyBauy a00 aBTOMaTU30BAHUIA CKPUIT
dbopmye 3amuT Ha CKaHyBaHHs d4epe3 BeO-iHTepdeiic GSA adbo GMP API. 3anur
notparuisie 10 gvmd, sSIKUi Baiaye mapameTpu, CTBOproe 3aBiaaHHsa y PostgreSQL Tta
nepeae KOMaHAy 3allycKy cKaHyBaHHs 10 ospd-openvas uepe3 OSP-mpoToxoi.
KomnoneHnT ospd-openvas iHiIlitoe poIiec openvas-scanner, nepeIarodu KoMy mepetik
uineit Ta BuOpani NVT-ckpuntu. CkaHep MOYMHAE B3aEMOJIIIO 3 LIIOBUMH BY3JIaMH,
3anucyroun npoMikHi pesynbratd 10 Redis KB. OnnouacHo Notus Scanner BUKOHY€
odaiiH-TIepeBIpKy MaKyHKIB JJi1 aBTEHTHU(IKOBaHMX CKaHyBaHb. [licis 3aBeprieHHs
CKaHYBaHHS Pe3yJbTaTU MMOBEPTAOThCA yepe3 ospd-openvas 10 gvmd, sikuii 3A1HCHIOE 1X
o0poOKy — mpucBoroe piBHI KputuuHocti 3a CVSS, mnoB's3ye 3Haximku 3

inentudikaropamu CVE ta CPE, 30epirae ctpykrypoBani nani y PostgreSQL. Kinueuii
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3BIT CTa€ IOCTYITHUM KopucTyBaueBi uepe3 GSA abo Moxe OyTH IporpaMHO OTpUMaHUMN
yepe3 GMP API nis mopanbiioro anamizy.

OOpana TpuemeIoHHa apxXiTeKTypa 3a0e3nedye psij MPUHIUIIOBUX TIepeBar aJis
nociipkeHHs. HasBuicte Bigkputoro GMP APl crBoproe HaxiiiHe TIATPYHTS IS

aBTOMATH3aIlli TPOIECIB ayAWTy Ta MacmTaOyBaHHS CHUCTEMH 0e3 HEeO0OXITHOCTI

2.2. DyHKIIOHAJIbLHA CTPYKTYpPa CUCTEMU

VY nmigpo3naun 2.1 BU3HAYEHO TPUELIETOHHY apXITeKTypy MiJICUCTEMH BUSBICHHS
Bpa3jMBOCTEH Ta OKPECICHO pOJi OCHOBHUX KOMIIOHEHTIB. [Ipote apxiTekrypHe
MIPE/ICTABIICHHS OTMHCYE JIUIIE CTPYKTYPHI 3B'I3KM MiXK IMPOTPAMHUMH €JIEMEHTaMH 1 HE
PO3KpUBA€E IXHHOTO BHYTPIIIHBOTO (PYHKIIIOHAIIBHOTO HAMOBHEHHs. [l 3a0e3reueHHs
MOBHOTH  TPOEKTYBAaHHS  HEOOXIJHO  JIeTalli3yBaThd  KOXKEH  KOMIIOHEHT  SIK
(GYHKIIOHATBHUNA MOJYJb 13 YiTKO BU3HAYEHHWMHM 3ajadyaMy, BXITHUMH Ta BUXITHUMU
naHuMu. OyHKI[IOHATbHA IEKOMITO3HUIIIS MIJICUCTEMHU J03BOJISIE€ BUAUIUTH IT'SITh JIOTTYHUX
MOJyJIiB, KOK€H 3 SIKMX BIJMOBIJIA€ 3a OKPEMHUH acleKT MpOLeCy BUSBICHHS Ta
ynpaBiiHHS BpaznuBocTsiMu (Puc. 2.2).

Monayns CKaHyBaHHS € BHKOHABYMM  €IEMEHTOM  TIJACUCTEMH,  SKHH
0e3Mmocepe/IHbO peaizye TEXHIUHY MPOIEeIyPy BHUSBICHHS BPa3JIMBOCTEH Ha IIJTLOBUX
By3/Iax Mepexi. DYyHKIIOHAIBHO BiH 00'€qHYE TPH KOMIIOHCHTH, KOXXEH 3 SIKHUX
CHelaTi3yeThCsl HA MEBHOMY THIIl nepeBipok. KoMmoHeHT openvas-scanner BUKOHYE
aKTUBHE MEPEKEBE CKaHyBaHHA — MOCIII0BHO 3amyckae NV T-ckpuntu, 110 3/1HCHIOIOTh
BUSIBJIICHHSI XOCTiB, ckanyBaHHs nopTiB Merogamu TCP SYN, TCP Connect Ta UDP,
1IeHTU(IKALIIO0 CEepBICIB 3a OaHepaMH BIJIMOBIAEH, BU3HAYEHHS BEpPCId MPOrpaMHOrO
3a0e3mnedeHHs Ta 0e3MoCcepeIHIO MEePEBIPKY HAABHOCTI BiAOMUX BpasnuBocTed. Koxen
NVT-ckpunt € aBTOHOMHOIO OJIMHUIICIO TEPEBIPKH, KA OTPUMY€E BXIIHI JlaHi 3 0a3u
3HaHb Redis, BUKOHyE€ MEpEKeBY B3a€MOMII0 3 IIUUII0 Ta TMOBEPTAE PE3yJbTaT y
CTPYKTYpPOBaHOMY BHUIJISI/L: 1I€HTU(]IKATOP BPa3IMBOCTI, PIBEHb KPUTUYHOCTI, ONTUC Ta

pekoMeHaIli moa0 ycyHeHss [23].
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Komnonent Notus Scanner BiJNoOBiJae 3a JOKajdbHI TEpPEBIpKU O€3MEKH, SKi
MOTPeOYIOTh aBTEHTH(IKOBAHOTO JIOCTYyNy JO IUJIbOBOro Xxocra. Ha BigmiHy BiX
KJIACUYHOTO MiIXO0/TY, /1€ JJIsl KOKHOTO OHOBJIEHHS 3ammyckaeTbes okpemuid NV T-ckpurr,
Notus mpaifoe 3a NPUHLIKIOM MaKETHOTO aHali3y: BiH OJHOPA30BO 30MpaE MOBHUMU
nepesik BCTAHOBICHUX MPOTrpaMHUX MakyHKiB yepe3 SSH a6o WMI, miciis 4oro BUKOHY€
o(TaifH-TIOPIBHSHHS 3 JIOKAJhHOIO 0a3010 pexoMmeHmamiii Oe3neku y dopmari JSON.
Takuit miaxig A03BOJSE TEPEBIPUTH THUCSAYl TOTEHLIMHUX Bpa3IMBOCTEH 3a dHac,
MOPIBHAHHUN 3 BUKOHAHHSM OJIHOTO MEpEXEeBOro 3amuTy. (s omepamiifHuX cucTeM
cimerictBa Linux Notus ananizye nmakynku ¢opmatie DEB ta RPM, a nins Windows —
nepeBipsie BCTAHOBJICHI OHOBJICHHS Yepe3 CUCTeMHUI peectp [23].

KommnoneHT ospd-openvas BUKOHYE (YHKIIIO YHI(PIKOBAHOrO 1HTEpQency Mix
pIBHEM YIIpaBJIiHHSA Ta BHUKOHABYMMHM KOMIIOHEHTAMHM CKaHyBaHHsA. BiH mnpuiimae
koMaHau Big gvmd y ¢opmati nporokory OSP, po3nonauise 3aBIaHHs MiX openvas-
scanner Ta Notus Scanner, arperye npomixHi pe3yJabTaTH Ta MOBEPTAE KOHCOJ1JOBAHUMN
MOTIK JaHWX Ha3aJl 10 MeHepkepa. [ist 3a0e3neueHHs mapaaeabHOr0 BUKOHAHHS KIJTbKOX
CKaHyBaHb ospd-openvas MmiITpUMy€ MEXaHi13M YepT 3aB/IaHb Ta KOHTPOJIIOE CTIOKUBAHHS
CUCTEMHHUX pPEeCypcCiB, OOMEXYIOUM KUIBKICTh OJIHOYACHUX TIOTOKIB CKaHYBaHHS
BIJIMOBIHO /10 TTapaMeTpiB KoHpirypartii [24].

Mopaynb ynpaBiiHHS peaai3oBaHUNM KOMIOHEHTOM gvmd 1 € I[eHTpaJlbHUM
KOOPJIMHALIIMHUM BY3JIOM TMijicucTeMd. DYHKIIOHATIBHO 1€ MOJYJIb OXOIUIIOE IIICTh
B3a€MOIOB'sI3aHNX mijgcucTeM. lligcucrema ymnpaBiaiHHA 3aBIaHHSIMHU BIANOBITAE 3a
MOBHUM KUTTEBUN LUKJI CKAaHYyBaHHS: BiJl CTBOPCHHS 3aBJAaHHS 3 BU3HAYEHHSM IIUICH,
MOJIITUKU TIEPEBIPOK Ta OOJIKOBUX JaHUX — JO 3alyCKy, MOHITOPHUHTY MpOrpecy Ta
30epexkeHHs pe3ynbraTiB. Ilimcucrema ruiaHyBaHHS 3a0e3neuye aBTOMAaTU30BaHE
BUKOHAHHS CKaHYBaHb 32 PO3KJIA/IOM 13 MIATPUMKOIO PEKYPEHTHUX 1HTEpBaIiB y (hopmarti
iCalendar, 1o 103BoJIsIE OpraHizyBaTH PETYISPHUNA MOHITOPUHT 1H(GPACTPYKTypHu 0e€3
ydacTi orniepatopa [24].

[Tincucrema momituk Bu3Hadae Habopu NV T-CKpunTiB, K1 3aCTOCOBYBATHMYThCSI
niJ yac KOHKpeTHOro ckanyBaHHs. GVM Hajae Kijibka CTaHAAPTHUX MOJITUK PI3HOTO

piBHs ThnuOuHM: “Discovery” 0OOMEXYyeTbCsl BHSBJICHHSAM XOCTIB 1 MOpTiB, “Host
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Discovery” BuzHauae aktuBHi By3nu, “Full and Fast” BukoHye KOMIIJIEKCHE CKaHYBaHHS
3 onTuMi3ali€ero mBuakocTi, a “Full and Very Deep” 3ailicHI0O€ MaKCUMAaJIbHO PETEIIbHY
NEPEeBIpKY, BKIIOYAIOUM TMOTEHIIIHO HeOe3neyHi TecTH. AJMIHICTpaTOp MOXe
CTBOPIOBATH BJIACHI MOJITHUKHA, BUOMparound KOHKpeTHI ciMmeiicTBa NVT abo oxpemi
CKpUTITH 1)1 crienudiaamnx 3amaq [24].

[Timcucrema ympaBIiHHS JOCTYIIOM peali3ye poOJbOBY MOJENIb aBTOpH3aIlii 3
MIJITPUMKOIO KUTBKOX PIBHIB MPUBLICIB. AJMIHICTPATOp Ma€ MOBHUM JOCTYM JI0 BCIX
GyHKIIH CUCTEMH, OTIEPAaTOP MOKE CTBOPIOBATH Ta 3aIlyCKaTH 3aBJaHHS, a CIIOCTepirad
— JUIIe meperisaaTi 3BiTH. J[0JaTKOBO peai3oBaHO MEXaHi3M Ipym Ta J03BOJIB, 110
JT03BOJISIE OOMEXXHUTH BUJIUMICTh PE3YJIbTaTIB CKaHyBaHHS BIJIMOBIIHO JI0 OpPTaHi3aIiiHol
cTpyktypH. [ligcucTemMa CHIOBIIIEHD J03BOJISE€ HAJAIITYBaTH aBTOMATHYHE pearyBaHHS
HA 3aBEPIICHHS CKaHyBaHHA a00 BHUSBICHHS KPUTUYHHX Bpa3IMBOCTEM — uepes
BIJIIIPABKY €NeKTpOHHUX JucTiB, HTTP-3anuTiB 10 30BHINIHIX cHCTEM a00 BUKOHAHHS
JIOBUIBHUX KOMaH[I [24].

[lincucrema 3BITyBaHHS 3MA1MCHIOE (OPMYBaHHS MIJACYMKOBUX JIOKYMEHTIB Y
KUIbKOX (popmarax: XML s mporpamuoi o0pooku, PDF Ta HTML 15 npeacraBineHHs
KkepiBHUITBY, CSV st IMIIOPTY B aHAIITUYHI CUCTEMU. 3BITH MICTSTh CTPYKTYpOBaHY
1H(popMaIlilo Npo KOXKHY BUsBIEHY BpasiuBicTh: iaeHTU(dikKaTop CVE, oninky CVSS,
omuc TPOOJIEeMH, BEKTOpP aTaKu Ta PEKOMEHalii Imoa0 ycyHeHHs. llinTpumyernscs
MexaHi13M (QuIbTpallii pe3yiabTaTiB 32 piIBHEM KPUTUYHOCTI, XOCTOM, cimericTBoM NVT Ta
IHIIUMHU TTapaMmeTpamu [25].

Mopaynp 6a3u 3HaHBL 3a0e3leuye IMiJICHCTEMY aKTyaJIbHOIO 1H(OpPMAIIE TIPO
B1JIOMI BPa3JIMBOCTI Ta METOJIU iX BHsBIeHHS. OCHOBHUM JiKepesaoM aganux € Greenbone
Community Feed — BigkpuTa KoJeKIis, sika Hajaluyye nmoHaa cTto Tucad NVT-ckpunrtis
MoBO10 NASL. Ckpuritu opraHizoBaHi 3a CIMECTBaMH BIAMOBIIHO 10 THUITY TIEPEBIPKU
ab6o mimpoBoi miargopmu: “Debian Local Security Checks”, “Windows: Microsoft
Bulletins”, “Web application abuses”, “SNMP”, “General” Ta iami. Koxxen NVT-ckpunt
MICTUTh METaJiaHi, 10 OMUCYIOTh Koro mpusHadeHHs, nop'sizani CVE ta CPE, piBenn

kputnyHocTi 32 CVSS Ta yMoBu 3acTocyBaHHs [23].

Ilpuxoowvko /.C. Apk.
iy O.IO. KKIKB.KP.6 - 125—-10-T13 48
3mn. | Apx. Ne doxym. Hionuc | dama




Oxkpim NVT-ckpunriB, 0a3a 3HaHp Bkjatoudae jgaHi SCAP — cranmaptu3oBaHi
Bu3HaueHHs: CVE Tta cioBuuku CPE, siki BAKOPUCTOBYIOTBCS JJII KOPEJIALii pe3yIbTaTiB
CKaHyBaHHS 3 TJIOOAIBHMMHM 0a3amMu Bpas3IWBOCTEHd. TakKoX 3aBaHTAXKYIOTHCS
pexomenaaiii CERT-Bund ta DFN-CERT, 1m0 HagawTh KOHTEKCTHY 1H(POpPMAITIO TTPO
3arpo3u Ta JOCTymHI BumpasieHHS. OHOBJICHHS BCIX KOMIIOHEHTIB 0a3u 3HaHb
3IIACHIOETHCS YTUIIITOIO0 greenbone-feed-sync, sika BUKOPUCTOBYE MPOTOKOJ ISYNc st
cUHXpoHi3aiii 3 cepBepamu Greenbone. Baxiuso 3a3naunty, mo Community Feed mae
3aTPUMKY OHOBJIEHB MPUOIM3HO 14 nHIB opiBHAHO 3 KoMepiiitHuM Enterprise Feed, 1o
CJI1J1 BpaXxOBYBATH MpH IJIaHYBaHHI KPUTUYHHUX CKaHYBaHb [25].

Monynp 30epiranHsi peaidizye IBOKOMIIOHEHTHY CTpaTeriro 30€pe)KEeHHs JTaHuX,
ONTUMI30BaHy JJI PI3HUX THUIMIB HaBaHTakeHHs. PostgreSQL BucTymae OCHOBHUM
MEPCUCTEHTHUM CXOBUIIEM, JIe 30€pIiratoThCs pe3yIbTaTH BCiX CKaHyBaHb, KOHPIryparlii
3aB/laHb, MOJITHUKW, JaHI KOpUCTyBayiB, MmeragaHi NVT-ckpuntiB Ta iHdopmaris
SCAP/CERT. Ctpykrypa 6a3u nanux 3ade3neuye epeKTuBHE BUKOHAHHS aHAJITUYHUX
3anuTiB: momnryk BpasnuBocTed 3a CVE-ineHtudikatopom, arperaiito CTaTUCTHUKU 3a
PIBHAMH KPUTUYHOCTI, NOPIBHSIHHS PE3YJIbTATIB MOCIIIOBHUX CKAaHYBaHb JJIs1 BUSIBJICHHS
JTUHaMiKK cTaHy Oe3mneku [20].

Redis BUKOHY€e MNPUHUMIIOBO 1HIIY (YHKLIIO — 3abe3nedye TUMYacoBe
BHCOKOIITBUIKICHE CXOBHIIE JJIs1 03 3HAHb il 4aC aKTUBHOTO CKaHyBaHHs. Dopmyra
PO3paxyHKy HEOOX1JTHOI KUJIBKOCTI JoriuHux 0a3 maHux Redis BU3HaA4aeThCs BUPA3OM:
databases =2 +n X m, e n — KUIbKICTh OJTHOYACHUX CKaHyBaHb, M — KIJIbKICTh XOCTIB y
KOXXHOMY CKaHyBaHHi, a JIBl JOJaTKOBUX 0a3u 3ape3epBOBaH1 JJisi OCHOBHUX JIaHUX Ta
kemry NVT. Ilicns 3aBepiieHHss CKaHyBaHHS TUM4YacoBi 0a3u 3HaHb y Redis
BUJIAJISIFOTHCSI, @ PEJIEBAHTHI pe3yJibTaTh MIrpyroTh 10 PostgreSQL uyepe3 gvmd. Taka
CTpateris po3AiUIeHHs 3a0e3neduye, 3 OJHOTO 00Ky, MaKCUMAJIbHY IIBHUAKICTH OOMIHY
naHuMu Mixk NV T-ckpuntamu i1 yac CKaHyBaHHS 1, 3 1HIIIOTO — HaJiHE TOBrOTpUBAJIC
30epiraHHs pe3yJbTaTiB 3 MATPUMKOIO CKIa HUX 3anuTiB [20].

Moayns momanHs Ta iHTEerpallli Hajae inTepdencu Iy B3aEMO/IIT SK 3 JIF0IMHOIO-
OIepaTopoM, TakK 1 3 30BHIIIHIMH NporpaMHUMH cuctemamu. BeO-intepdeiic GSA e

OCHOBHHMM 1HCTPYMEHTOM TIOBCSAKIECHHOI poOOTH omeparopa Oe3meku. BiHn Hamae
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Bi3yaJbHy TaHEIb MOHITOPUHTY 3 TpadikaMy PO3MOIIIY BPa3IWBOCTEH 3a PIBHAMU
KPUTHUYHOCT1, 1HTEPAKTUBHI TaOJUIll PE3yJbTaTiB 3 MIATPUMKOI COPTYBaHHsS Ta
dinapTpartii, Bi3yalbHUN KOHCTPYKTOp 3aBIaHb Ta LIJ€H CKaHyBaHHS, a TaKOX 3aco0u
YOpaBJIIHHSA KOpPUCTyBadamMu Ta nmpaBamu jgoctyny. GSA mnoOynoBaHuil sk
OJTHOCTOPIHKOBHI nofaTok Ha 0a3i ¢peirimMmBopky React, mo 3abe3medye nuHamidHe
OHOBJICHHS iHTep(ericy 6e3 epe3aBaHTaKEHHS CTOPIHKH [22].

Jist mporpamHoi iHTerpauii MoOAyJidb Hajae JocTyn uepe3 mnporokon GMP.
bibmioreka python-gvm abctparye XML-koMyHiKallito MPOTOKONy Ta Hagae 00'€KTHO-
OopieHTOBaHUM 1HTepdelC /I CTBOPEHHS CKPHUIITIB aBTOMaTH3allii. TUnoBuii crieHapii
BUKOPHCTaHHS BKJIIOYA€E MIPOTrpaMHE CTBOPEHHS IIIJIEH Ta 3aBAaHb, 3allyCK CKaHyBaHHS,
OUIKYBaHHS 3aBEPIICHHS Ta aBTOMAaTUYHE OTPUMAHHS 3BITY AJIA MOJAJIBIIOI OOPOOKH.
HabGip yrtumit gvm-tools nomoBHioe 0610J110TEKy KOMAaHJIHUMH I1HCTPYMEHTaAMHU IS
IHTEpaKTUBHOI poOoTH: gvm-cli no3BoJise Haacuiaatu J0BUIbHI  GMP-komanau
0e3rmocepe/lHb0 3 TEepMiHAITy, gvm-script BHUKOHYye Python-ckpunT B KOHTEKCTI
aBreHTU(dikoBaHoi GMP-cecii, a gvm-pyshell Hamae iHTepakTHBHY OOOJIOHKY JIJIst

JOCTITHUITLKUX 3a1a4 [26].

Pucynok 2.2 — ®yHKI10HaIbHA CTPYKTYpa MiICUCTEMH BUSIBJIEHHS Bpa3JIMBOCTEN
Onucana (QyHKIIOHAIBHA CTPYKTYpa BH3HA4Ya€ M'SATh YITKO PO3MEKOBAHUX

MOJYJIiB, KOKEH 3 SIKUX MOK€ OyTH HaJalllTOBAHHWM Ta MACIITA0OBAaHUN HE3AJEKHO Bi
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iHImUX. Moaynb CKaHyBaHHsS 3a0e3ledye TEeXHIYHY peati3allilo MepeBIpoK, MOAYJb
YIpaBJiHHSI KOOPAUHYE TMpolec Ta (HopMye 3BITH, MOAYJb 0a3u 3HAHb MIATPUMYE
aKTyaJbHICTh 1H(OpMAIi PO 3arpo3u, MOIYJb 30€piraHHsS TapaHTy€e HAIIHHICTh Ta
MIBUIKICTH POOOTH 3 JaHUMHU, a MOJYJIb MTOaHHA 3a0€31euye JOCTYIHICTh PE3yIbTaTiB

JUTS BCIX KaTeropiil KOpUCTYBayiB Ta IHTETPALIiIO 3 30BHIIIHIMUA CUCTEMaMH.

2.3. Moaeap B3aeMO/Iil KOMIIOHEHTIB CHCTEeMH

Busnauena y momepenHix mipo3aiiiax (yHKI[IOHaIbHA CTPYKTypa MiJCHCTEMHU
BUMarae jaerajizailii iHhopMaliiHuX MOTOKIB MK i1 MOAyJISMHU. 3TigHO 3 O(IIiiHOIO
apxiTeKTypHOIO oKyMeHTariero GVM, B3aeMoist opraHizoBaHa HaABKOJIO IIEHTPATILHOTO
By3Jia — ieMoHa ynpasiinHag gvmd [19]. et kOMIOHEHT BUKOHYE pOJIb KOOPAUHATOPA,
SKUW KOHCOJiAye Oa30Be CKaHyBaHHS Yy TIOBHOIIIHHE PIIICHHS IS YIpaBIiHHS
BPa3JIMBOCTSAMH. 3arajibHy MOJIETb B3a€MO/I1i MO>KHA YMOBHO PO3JIUTUTH HA TPU BEKTOPH:
BHYTpIIIHA KOMYHIKaIlisi KOMIIOHEHTIB, B3a€MOJIS 3 IIJIbOBUM CEPEIAOBHUINEM Ta
30BHIITHS IHTETPAILlisl.

B3aemoniss kopucTyBada 3 MIJCMCTEMOIO IHIIIIOETHCA Y€pe3 PIBEHb MOJAHHS.
['omoBHOIO Toukor goctyny € GSA — BeO-iHTepdeiic, skuil yepe3 ciyxOy gsad
B3aemojnie 3 gvmd. KomyHikamis Ha IpbOMY pIBHI 3A1MCHIOETBCA BHUKIIOYHO 3a
nornomororo npotokoiny GMP [19]. BiagnosigHo g0 odiriiinoi cnerudikariii API, GMP e
XML-6a30BaHUM TIPOTOKOJIOM, SIKMW 3a0e3leuye Tepenadyy BCbOTO CHEKTPY KOMaH]
YOpPAaBIIHHSA: BlJ CTBOPEHHS 3aBAaHb 1 LUJIEH A0 3alyCKy MEpPEeBIPOK Ta OTPUMAaHHS
roTOBUX 3BiTiB [21].

[Ticnst oTpuMaHHg KOMaHIM Ha 3anycK ckaHyBaHHA yepe3 GMP, komnoneHnT gvmd
HIIIIOE B3a€EMOJIII0 3 BUKOHABUMM piBHEM. J[Ji1 IIbOrO BUKOPUCTOBYETHCS 1HIIUMN
KoMyHiKamiitHui crangapt — OSP [19]. 3 Goky ckaHepa Iil 3allUTH TIpUMae ciyk0a
ospd-openvas. Bona ¢yHkIionye sik iHTEpdenc MK MEHeIKEepoM Ta Oe3mocepeaHiM
SAIPOM TIEPEBIPOK: uUepe3 Hei CHHXPOHI3YIOThCS JlaHI TECTIB, MEPENAIOThCS CHTHAIU
YIPaBIIHHSA CTaHAMU CKaHYBaHHS Ta MOBEPTAIOTHCS PE3yJbTaTH MEPEBIPOK Ha3aj 10

gvmd. [TocigoBHICTh IMX BUKJIMKIB BigoOpakeHa Ha niarpami B3aemo/ii (Puc. 2.3).
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user GSA GvMD 0B 0SPD Target SCAM

Inlulanisauin cranysasns (HTTRAHTTPS)

Kowmarna start_task (GMP)

3anuc eraryey (Running)

3anyck ckanyeaxus (OSP)

Mpouec BUKOHaHHA NepeBipok

Mepeaaya uinei Ta NVT

Mepewesi aannu / S8H cecin

Binnoeint cepsicis / Crncok nakeTie

MopieHsitis 3 Bagoio BpasnueocTed

MpoMiHI 3HAXIZKA (BpaanKEOCTI)

Mepenaqa pesyneparia (OSP)

Npuceoska piska WSS, knacudikavia

3Beperenis peayneTaTia

CTaTyc ckaHyBaHHA (Done)

miTy y Bpaysep

User GSA GVMD 0B 0sPD Target SCAN

Pucynok 2.3 — Jliarpama nociioBHOCTI B3a€MO/Ii1 KOMIIOHEHTIB Mij 4yac
BUKOHAHHS CKaHYBaHHS

VYci koHCOIIT0BaH1 AaHl — KOH(IrypaliifHi HaJlalTyBaHHs, IpaBa KOPUCTYyBauiB,
MOJIITUKY Ta PE3yJbTaTH CKaHyBaHb — MEPEAaOThCa J1eMOHOM gvmd 10 pessuiifHoi 6a3u
nanux PostgreSQL [19]. Taka TpaH3akiiiiiHa MOJEIb TapaHTYE, 110 MEHEHKED € €TUHUM
KOMIIOHEHTOM 3 MPSMHM JOCTYIIOM JI0 CXOBHIIA, 3a0€3MeUyrouM 130JISIiI0 0a3u BiJl
Oe3rmocepeIHIX MPOIeCiB CKaHyBaHHS.

[Iporec komyHikallii ckaHepa 3 JOCTIIPKYBAaHUMH By3JaMU PEali3ye€ThbCsl Y JBOX
pi3HUX Mojensax. TpaaulliiHa akTUBHA MOJIEIb Tiepedaydae, 1o JJisi KOXKHOI IEpPEeBIPKU
IHIUBITyaIbHO 3aBAHTAXYETHhCSI Ta BUKOHYETHCS OKPEMUN MEPEKEBUN CKPUIIT, SKUI
1HILIIOE 3'€THAHHS 3 IOPTOM a00 CEPBICOM IILJI1 JJIsl MIATBEPKEHHS Bpa3auBocTi [19].

AJBTEpHATUBHOIO CXEMOIO € JIOKaJIbHI MEePeBIpKU Oe3neku 3a gornomororo Notus
Scanner. Ileit KOMIOHEHT KapJUHAIBHO 3MIHIOE TIOTIK JAHMUX: 3aMICTh 0araTopasoBOrO
BUKOHAHHSI CKPUIITIB, MJICUCTEMA 3/1MCHIOE €/IMHY aBTeHTH(IKOBaHY cecito (uepe3 SSH
a6o0 WMI), 36upae moBHUN TEepeiik BCTAHOBJICHOTO MPOrpaMHOIo 3abe3rmeueHHs Ha
L1JTbOBOMY XOCTI, ITICJISI YOTO 11€ 3BE/ICHHSI JIOKAJIBHO MOPIBHIOETHCS 3 IEPETIKOM BIIOMUX
BpasnuBUX mporpam [19]. Takuii anropuT™ ycyBae MepexeBy HaJAMIPHICTb Ta MIHIMIZY€

BILJIUB Ha MIPOIYKTUBHICTH IITHhOBUX CEPBEPIB 1] 4aC MOHITOPHUHTY.
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Apxitektypa GVM chopoekToBaHa HE JHIIE SAK I1HCTPYMEHT 3 TpadiuyHuUM
iHTepdeiicom, ame W sAK MiACUCTEeMa, 3JaTHA J0 TIMOOKOI MporpamMHOi iHTerpaili B
icHyI0ul mporiecu iHpopMaliiHOI Oe3MeKku MiANPUEMCTBA. BUKOPUCTaHHS BIIKPUTOTO
nporokoiny GMP no3Bosisie mepeTBOpUTH cucTteMy Ha noBHolIHHUN “headless™ cepsic
(cepBic 0e3 rpadiuyHOTO iHTEPPEHCY), IKUM KEPYIOTh 30BHIIIHI CHCTEMHU yIPABITIHHSI.

Sk 3a3HayaeThbes B oiriiiHIN qoKyMeHTalli 1o 0i16moTeku python-gvm [22], 115
abctpakiiss Hanx GMP-poTOKOIOM aKTMBHO BHKOPHUCTOBYETHCS MJIsi aBTOMAaTH3allll
PYTUHHUX 3a/1a4. 30KpeMa, Taka apXiTeKTypa J03BoJIsie BOYJIOBYBAaTH 3allyCK CKaHYBaHb
0e3rmocepe/IHb0 Yy KOHBEEpH Oe3mnepepBHOI 1HTerpamii Ta JOCTaBKU. Y Takiil Mojeni
TPUTEPOM IS B3a€EMOJII BUCTyNa€e HE JIIOJMHA-ONIEpaTOp, a MporpaMHa TMOJis
(HampuKiaa, po3ropTaHHS HOBOTO CEPBEPA).

Kpim Toro, BukopucTtaHusi MepexkeBoro mnpotokoiay OSP cTBoproe nepeayMoBU
JUISL pO3IMOAUICHOI apXITeKTYypu po3roptanHs. OIWH LEHTpalbHUW ek3eMIusip gvmd
3/laTeH KOMYHIKYBaTH 4epe3 3amu@poBaHl KaHAIU 3 BIIJAJICHUMH CEHCOpaMH ospd-
openvas. Taka Mozieb B3aeMO1i BUpILIy€e MPoOIeMH MapLIpyTH3aLli Ta JOCTYIy 4epes
MIDKMEPEXKEBI €KpPaHH, OCKUIbKA CKaHyBaHHS IHILIIOETHCS JOKAIbHO Y IIJIbOBOMY
CErMEHTI MEpEXi, a IEHTPAJIIbHOMY CEpBEPY MOBEPTAIOTHCS JIUIIE 00POOIIEH] pe3yIbTaTu

nepeBipok [19].

2.4. Po3po0ka TomoJiorii TecToBOI Mepexi

Jlns mepeBipkd €PEeKTUBHOCTI PoOOTH PO3pOOJICHOI MIACUCTEMHU BUSBJICHHS
Bpa3IMBOCTEH  HEOOXITHE  pealicTUYHE TecToBe  cepeaoBuiie. Sk 0a3oBy
1H(pacTpyKTypy Oyl0 0OOpaHO KOpPIOPAaTHUBHY MEpEKY, CIPOEKTOBAHY B paMKax
TONepe/IHIX eTamiB AOCiIKeHHs. [i apxiTekTypa 6a3yeThcsl Ha KIACHUHill TpUpPiBHEBIi
lepapxiuHiit momeni Cisco (piBHI sapa, PO3MONUTY Ta JOCTYMY) 3 BUKOPHCTAHHIM
npotokosry GLBP myist pesepByBaHHs 1UII031B Ta OanaHCcyBaHHs HaBaHTaxeHHs (Puc.
2.4.). Takuil miaxix I03BOJISIE IMITYBaTH THIOBY CY4YacHY KOPHOpPATHBHY MEPEXKY 3

MPUTAMAHHOIO M CKJIQIHICTIO, CETMEHTAITIEI0 Ta MapIIPyTHU3AIIIETO.
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AOPA

po3noauy

AOCTYny

L A L

Pucynok 2.4 — CxemMaTu4He MpeiCcTBICHHS TPUPIBHEBOI 1€papX14HOl apXITEKTypH

Jis piBHA siapa 0OpaHO MOTYKHE OOJIaJHAHHS, pO3paxOBaHE Ha MIBUAKICHY
nepeaavy AaHuX (MaricTpajibHy KOMYTalll0) MK OCHOBHMMHM JIOTIYHUMHU CErMEHTaMHU
Mepexi. ['0ioBHa BUMOra 710 HbOTo — MiHIMIi3allisl 3aTPUMOK Ta 3a0€3MeUeHHS TPAaHUYHO
BHUCOKOI MTPOITYCKHOI 3/IaTHOCTI, aJ)K€ caMme TyT OOpOOJISETHCSA BECh TPAH3UTHHI Tpadik.
KpuTrnyHa BaXIMBICTh HAIIMHOCTI BUMArae BIPOBaKEHHS 1yOIFOBaHHS KaHAJIB 3B'A3KY
Ta MEXaHI13MI1B MUTTEBOTO NIepeMUKaHHs Tpadiky mpu 3005X.

Ha piBHI po3noaiiy, SKuil CIyrye JJAHKOK MK SIIPOM Ta JOCTYIIOM, PEali30BaHO
nporokon GLBP. [Ins uporo 6yae 3aaisiHO TpyIy MapiipyTHU3aTOPIB, K1 JISTUMYTh K
€IMHUI BIpTyalbHUI LUTI03 3a 3aMOBUYyBaHHsIM. Bukopucrtanus GLBP gacts 3Mory mum
MPUCTPOSIM OJTHOYACHO 00p0o0JiaTH ARP-3anuTu Biji KIIIEHTIB, 1110 JO3BOJIUTH €(DEKTUBHO
OanancyBatu Tpadik Ta rapaHTyBaTH Oe3repebiitHICT, MepexeBUX cepBiciB. Peamizariis
IBOTO TPOTOKONY TAaKOX CHOPUATUME THYYKOMY KEpPYBAaHHIO TIOTOKAMHU JIaHUX,
BPaxOBYIOUM MPIOPUTETHICTh CEPBICIB Ta CTaH PE3EPBHUX JIHKIB Yy PIZHHUX MITaTax
Mepexi.

st Oe3nocepeHbOro MIAKIIOYEHHS! KIHIIEBUX KOPUCTYBayiB Ta MPUCTPOIB
npU3HauYeHUN piBeHb JocTymy. TyT OyJe BHKOPHUCTAaHO KEpOBaHE KOMYyTalliiiHe
oOJsiafHaHHs 3 MUPOKUM HabopoM (yHkiin: VLAN-cermMeHTaris, moxiTHKU Oe3MeKH,
3aXMCT MOPTIB Ta KOHTPOJIb A0CTymy. Tpadik 3 {boro piBHA Oy/ie nmepeHanpaBiIsTUCS Ha
MapHIpyTHU3aTOPH PIBHA PO3MOALTY JJisi 00poOku 3a mpoTokosiom GLBP ta momanmeioi

MapuipyTH3alii 10 30BHIIIHIX a00 BHYTpPIIIHIX cepsiciB. Jl0JaTKOBI 3axo0u Oe3neKku
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nependavaroTh nepeBipky ARP-makeriB, Bukopuctanus ACL nis oomexenHss GLBP-
Tpadiky Ta BuauIeHHS okpemux VLAN ni1s B3aeMoii Mixk caMUMU MapIipyTH3aTOPaMH.

Bnposamxenns npotokoiny GLBP sik K11040BOTO €1eMeHTa apXiTeKTypH J1I03BOJISIE
YHUKHYTH TIEPEBAHTAKCHHS KaHATMIB TPH MIIKIIOYEHHI JO 30BHINIHIX MEpPEX Ta
[arepuety. [Ipu npomy 30epiraeTbcs ONTUMATbHUN OamaHC MK CKIIQJHICTIO peasizarii

Ta €(PEKTUBHICTIO 0OPAHOTO TEXHIYHOTO PIIICHHS JIJIsl KOHKPETHOTO CEpPEeIOBHUIIIA.

| PiBeHb agpa

PiBeHb po3nopainy

ST 9" PigeHb AocTyny

SW-42- sw 43 15-5\5\42 156 SW-42-15-7 SW-4-158  SWK42-15-9

. ﬁ_' +—.L f,

Ws- 4i1s 1 ws4[15 2 WS- 153 WSJ 15-4 ,J 49-15-6

L. L

PucyHnok 2.5 — 3aranbHa TONOJIOTISE MEPEKI

3aranpHa po3po0iieHa Mepeka CKJIaJaeTbes 3 4 MapuipyTuszaropiB ta 9
KOMYTaToOpiB, IO 3a0e3MeUyroTh MIJKIOYEHHS KOPHUCTYBadiB, CEpPBEPIB 1 CHUCTEM
MOHITOPUHTY. /{7151 3py4HOCTI aAMIHICTPYBAaHHS Ta MiABUILIECHHS PiBHS O€3MEKH, MEPEKY
JIOT1YHO PO3JAUICHO Ha M'ATh KiIF04oBHX miaMepex (A, B, C, D, E), koxxHa 3 SIKHX BUKOHY€
CBOIO crietn(iuHy (yHKIIIIO B 3arajibHii apXITEKTYpi.

Iliomepesca A (3oeuiwmniti wimoz ma NAT) s migMepeka BUKOHYE POJb
JIEeMITITapU30BaHOT 30HM a00 3O0BHINIHROTO I1HTEp(dEHCcy MK SAPOM MeEpexi Ta

riobanbHO0  Mepexkero  [aTepuer. LleHTpanbHUM  €€MEHTOM TYT BUCTYIAE
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Mapuipytu3arop R-42-15-1, skuii BuUKOHYe (QyHKII MarictpajibHOro sapa. BiH
3abe3reuye JIOCTYyN JI0 30BHINIHIX PECcypciB 3a JOMOMOTOI MEXaHI3My TpPaHCISI
mepexxeBux anpec (NAT Overload/PAT). 3'ennanns peanizyerbes uepe3 iHTEpderc
Gigabit Ethernet, ne MapipyTu3zarop oTpuMye IuHaMiuHI 00 CTaTUYHI HAJAIITYBaHHS
BiJ mpoBaiinepa. Lleil cerMeHT € KpUTUYHO BaKJIMBUM JIJIsl OTPUMAHHSI OHOBJIEHH 0a3
BpaziuBocTe cepeepoM OpenVAS 13 30BHIIIHIX JKEPET.

Lliomepeoci B, C, D (Tpanzumwui ninku moyka-mouxa) BHyTpIIIHSA MapIIpyTH3aIIis
Mix piBHeM sifpa (R-42-15-1) ta piBaem posnoainy (R-42-15-2, R-42-15-3, R-42-15-4)
peanizoBaHa uepe3 130bOBaHl TpaH3uTHi migmepexki B (10.10.10.0/30), C
(20.20.20.0/30) Ta D (30.30.30.0/30). Bukopuctanuss macku /30 103BOJISIE BUIUIUTH
piBHO 1BI KopucHi [P-aigpecm 1 KOXKHOTO KaHaly 3B'A3Ky, WIO MIHIMI3YE
MapHOTPAaTCTBO  QJPECHOr0  MPOCTOPY  Ta  YHEMOXIIMBIIOE  HIAKIIOYEHHS
HECaHKI[IOHOBAHMX MPUCTPOIB y MaricTpayibHi KaHaiu. Ll1 migMepexi 3a0e3nedyroTh
CTBOPEHHSI TPUKYTHOI BiJIMOBOCTIMKOi TOMOJIOTIi: SIKIIO OJUH 13 MapuIpyTHU3aTOPIB
PO3MOALTY BUXOAUTH 3 JIaly, Tpadik aBTOMATUYHO MEPEHANPABIISETHCS Yepe3 1HIII BY3JIH
3aBJISIKM MTPOTOKOIY AuHaMiyHoi Mapupytusaiii EIGRP.

Iliomepesca E (Mepesxca docmyny ma ingppacmpyxkmypu) Haitbinpimii cermeHT
Mmepexi (193.42.15.0/24), axuii oXorutoe Bech piBeHb AocTynmy. CaMe TyT pO3rOpHYTO
nyJl KepoBaHMX KomyTaropiB Bil SW-42-15-1 no SW-42-15-9. Mapuipytuszatopu
pO3MOMUTY BHCTYMAIOTh IS Il€1 MEpPeXl €IUHUM BIPTyaJIbHUM I[IUTFO30M 34
3amoBuyBaHHsM (IP: 193.42.15.254) 3aBasiku HanamToBaHii rpyni GLBP. Po3noain IP-
azpec I KJIEHTCHKUX CTaHIIIN 3A1HCHIOEThCS eHTpatizoBaHo yepe3 DHCP-cepBep Ha
6a3i sigpa R-42-15-1 (3 Bukopucrannsm ¢yskiii DHCP relay Ha piBHi po3noainy).

Jlnist peanizaiiii 3aBlaHb JUIIJIOMHOTO MPOEKTY 0a3oBa miamepexa E Oyina cyTreBo
MoaM(IKOBaHA MUISIXOM BIIPOBAPKCHHSI KOMIIOHEHTIB MIJICUCTEMH CKaHyBaHHS Ta
iHTerpaii Bpa3nuBux 1uei (Target Systems).

[leHTpanbHUM €JIEMEHTOM OHOBJEHOI TOMOJOrIl CTaB CepBep CKaHyBaHHS
OpenVAS (posropuytuii Ha 6a3i OC Kali Linux). Moro migxmodeHo 10 koMyTatopa

SW-42-15-8. Ceprepy npusnaueno [P-agpecy 193.42.15.25 3a nporokonom DHCP.

Ilpuxoowvko /.C. Apk.
iy O.IO. KKIKB.KP.6 - 125—-10-T13 56
3mn. | Apx. Ne doxym. Hionuc | dama




Jlns mepeBipku e(heKTUBHOCTI CKaHEpa Ta BiAMpaIlOBaHHS P13HUX CIIEHAPIiB aTak,
3aMICTh CTaHAApPTHUX poOoumx craHmi (WS-42-15-1, WS-42-15-2 ta WS-42-15-3) y
Mepexy goctymy (maMepexa E) Oymo iHTerpoBaHO TpH CHEIiani30BaHi Bpa3JIUBI IILTi:

1. Metasploitable 2 — HaBMHUCHO Bpa3iMBa oneparliiiHa cucrema Ha 6a3i Linux,
CHeIiajJIbHO CTBOPEHA JUTsl TECTYBaHHS 3ac001B Oe3meku. BoHa MICTUTh BEMKY KiJTBKICTh
BIIKpUTHX MOPTIB Ta 3acTapinux ceppiciB (FTP, Telnet, SSH, Bpa3nusi Be6G-cepBepw,
0a3u nanux). Lleit By30.1 103BOSUTE NepeBipUTH 3AaTHICTE OpenV AS BUSBIATH KIIACUYH1
MepeKeBl BPa3IMBOCTI Ta TOMUJIKU BIKPUTOTO AOCTYIIY.

2. Windows 10 — kiieHTChKa omeparliiiHa cuctemMa po3ropHyTa 0e3 OCTaHHIX
OHOBJIEHb Oe3neku. Bona ciyryBatume MINIEHHIO JJI8 TECTyBaHHA MEXaHi3MIB
aBTEHTU(IKOBAHOTO CKaHyBaHHs 4yepe3 mpotokosu WMI ta SMB, mo m03BonuTh
cuctemi GVM mnpoananizyBatu peectp 1 paillioBy cucTeMy Ha HasiBHICTh MPOMYIIEHUX
maT4iB B1x Microsoft.

3. Ubuntu Server 22.04 LTS — cepBeppua OC 3 HaBMHCHO HEKOPEKTHO
HaJalTOBaHUMHU cepBicaMu. Llei By3011 cripsiMOBaHUN Ha MIEPEBIPKY SKOCT1 BUSIBICHHS
JIOTIYHUX Bpa3IMBOCTEN KOH(Irypamii (Hampukiaj, ciaabKl alropuTMu UppyBaHHS
SSH, nagmipHi npaBa 10CTYITy 10 TUPEKTOPIi).

JleTanbHa TaOuUIS aapecarlii yciei Mepesxi, BKJIIFOUHO 3 BUIUICHUMHU Jlala3oHaMu
115t KomyTatopiB (193.42.15.5 - 193.42.15.14) ta nynamu DHCP s KiHIIEBUX CTaHIIIM
1 Bpa3IMBUX I11JIeH, BUHeceHa B JloaTKu 10 AUTUIOMHOI pOOOTH.

CrnpoekToBaHa TAaKWM YHMHOM TOIOJIOTIA € MaciiTa0OBaHOK Ta TEXHIYHO
oOrpyHTOBaHOI0. BOHa 1103BOJIsSIE HE JMINE TMEPEBIPUTH MPaIE3IaTHICTh aJTOPUTMIB
pesepByBanHsg GLBP, anme # 3a0esmedye imealibHE CepeOBHUINE JJII TOBHOIIHHOTO
TECTyBaHHS MIJICUCTEMH BUSBIICHHA Bpa3iauBocTeil. HasBHICTH pi3HUX omnepaniiHux
CHUCTEM Ta THUIIB 3arpo3 B OJHOMY CEIMEHTI T'apaHTy€ KOMIUIEKCHE BUIPOOYBaHHS

ckanepa OpenVAS B ymMOBax, MakCUMaJIbHO HAOJIMKEHUX JI0 peajbHOI iIHPPacTpyKTypH

IIIPHUEMCTRA.
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2.5. Mopeasn 3arpo3 ais gociaiaxyBanoi IT-ingpacrpykrypu

s 3a0e3neueHHs €QEKTUBHOTO (YHKI[IOHYBAHHS IMIJCUCTEMH BHSIBICHHS
Bpa3JIMBOCTEH HEOOX1THO YITKO (hopMalTi3yBaTH NEPETiK 3arpo3, Kl € peJIeBaHTHUMH JIJIs
CIIPOEKTOBAHOI TECTOBOI i1H(GpacTpykTypu. Po3poOka Mosmemni 3arpo3 € KPUTHIHUM
eTaroM, 1[0 JO03BOJISIE OOIPYHTYBaTH BHUOIp MOJITUK CKAHYBAaHHS Ta HaJallTyBaHHS
napameTpiB OpenVAS TakuM 4MHOM, 100 OXONUTH MaKCUMAaJIbHO HIUPOKHUI CHEKTP
MOTEHILIHHUX BEKTOPIB aTak Ha pi3HUX piBHsX eTanoHHOi Moneni OSI. [Tpu popmyBanHi
JIAHOT MOJIeJIl BPaxOBYIOTHCS 0a30Bl NMPUHIMIMN Kiacudikailii 3arpo3 (HampuKIa,
eneMentu merogosorii STRIDE — miamina, BTpy4aHHs, po3KpUTTs iH(pOpMallii, BiTMOBa
B 00OCJIYyroByBaHHI Ta MIJBUILIEHHS NPUBLIEIB), aAaNTOBaHI MiJ CIEHU(PIKY pO3TOPHYTOL
TOMOJIOTII.

OckuIbKM OCHOBOK 1H(pacTpykTypu € obOmnanHanHs Cisco, OpraHi3oBaHe 3a
TPUPIBHEBOIO 1€PApXIYHOIO MOJEJUII0, 3HaYyHAa YacTHHA 3arpo3 JIeKHUTb Yy IUIOLIMHI
kaHansHOTO (L2) Ta MmepexeBoro (L3) piBHiB. Ha piBH1 goctymy (komyTtaTopu cepii SW-
42-15) KpUTUYHUMHU 3arPO3aMH €:

1. ARP Spoofing — mimmina MAC-aznpec 3 METOr0 NepexoruieHHs TpadiKy MK

poOOYMMU CTAHI[ISIMHU Ta IUII030M 32 3aMOBUYBAaHHSIM [27].

2. DHCP Starvation — 3noBmucHe Buuepnanas myny I[P-agpec na DHCP-
cepBepli, 10 NPHU3BOJUTH 1O BIAMOBH B OOCIYrOBYBaHHI JJIi HOBUX JICTITUMHHUX
KJIIEHTIB Mepexi [28].

3. VLAN Hopping — HECaHKI[IOHOBaHMM TIEpexiJy MDK BIpTyaJbHUMHU
JIOKaJIbHUMU MEpexaMu uepes3 ekcIutyarauito nporokoxy DTP abo noasiiiHe TeryBaHHs
KaJIpiB, 110 JO3BOJISIE 3JI0BMUCHUKY OTPUMATH JOCTYII 10 130JbOBAaHUX CETMEHTIB [29].

Ha piBHl posmominy Ta smpa, 1€ (QYHKIIOHYIOTh TMPOTOKOJIW JUHAMIYHOI
MapuIpyTH3alii Ta pe3epByBaHHS, ICHYIOTh ClielU(idHI BEKTOPU aTaK BHUCOKOTO PIBHS
KpUTHYHOCTI. Jl0 HHMX HajexaTb MaHIMyJaauii 3 MOPOTOKOJOM OajaHCyBaHHS
HaBaHTakeHHd GLBP. OcCkiibkM TPOTOKON MOKJIAAA€ThCS HA OOMIH MYJIbTHUKACT-
NOBIJOMJICHHSIMH, 3J10BMUCHUK Moxe 3aidcautd GLBP  Spoofing — iHiniroBatu
HECaHKIIIOHOBaHE 3axoruieHHs poiii Active Virtual Gateway ab6o Active Virtual

Forwarder, 1mo 103BOJIMTH MOBHICTIO MEPEXONUTU ab0 3a0JI0KyBaTH BUXIAHUI Tpadik
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nigmepexi E [30]. Tamoro 3arpo3oro € EIGRP Poisoning — iH'ekiiss XuOHMX MapIIpyTiB
y aBTOHOMHY CUCTEMY, 1110 MOXE MPU3BECTH IO YTBOPEHHS MeTellb MapuipyTu3aiii abo
nepeHarnpasieHHs marictpaibHoro Tpadiky [31]. Kpim Toro, 30epiraerbcs pu3HK
eKCIUTyaTallii agMiHICTPATUBHUX MPOTOKOIIB: BUKOPUCTAHHS CTaHAAPTHUX community
string mst SNMP, ataku moBHoro mepebopy (brute-force) Ha cepBicu ympaBIiliHHS
Telnet/SSH, a Tako pO3KPUTTS TOIOJIOTII MEpeki Yepe3 HEKOHTPOIbOBAHE PO3CHIAHHS
naketiB npoTtokory CDP.

3arpo3u A IUIBOBUX OMEpalliiHuX CHUCTEM Ta cepBiciB Jpyruii MacuB 3arpos
CTOCYEThCSl 0€3MOCEPEIHBO KIHIIEBHX BY3J1B MeEpexki (CEepBEpPHOr0 Ta KJIIEHTCHKOTO
CErMEHTIB), SIKI y TECTOBIM TOIOJOrIi MpPEACTaBICHI TpbOMa CIIEIlali30BaHUMHU
UJIbOBUMH omepaiiiinuMu cuctemaMu. KokHa 3 HUX IMITye OKpeMuM Kiac mpobiiem
1H(}opMaIiiHOT Oe3MeKH.

Jlns By3na Ha 0a3i Metasploitable 2 kimrodoBuMH 3arpo3aMu € HasBHICTb
BOy1I0BaHMX OEKIOPIB Ta EKCILTyaTallis 3aCTapiInX MEpeKeBUX MPoToKoiB. Lleit BekTop
OXOIUTIOE TIEPEXOIJICHHSI aBTEHTU(IKAIIMHUX JaHUX Yepe3 He3amudpoBaHi KaHAIH
(manmpukian, FTP ta Telnet), HasBHICTh BpaznuBux Bepcid 6a3 manux (MySQL 06e3
napodisi root, PostgreSQL), a Takok KpuTU4YHI BpaznuBOCTI y BeO-cepBepax (Apache,
Tomcat) Ta cepBicax BiAAaNeHOT0 BUKIUKY npoueayp. Lli 3arpo3u kinacu@ikyroThes sk
npoOJsieMHu pO3KpUTTA iH(GOpMallli Ta BiIJIaJIEHOr0 BUKOHAHHS Koay. BoHM BUMararoTh
BiJl CKaHEpa BUKOPUCTAHHS IHTCHCUBHUX aKTUBHUX MEPEKEBHUX TECTIiB [32].

Jnst kmientebkoi OC Windows 10 roloBHUM BEKTOPOM 3arpo3 € Oprasi3aliiiHi
HEJIOJIIKK — BIJICYTHICTh CBO€YACHOTO BCTAHOBJICHHS OHOBJICHB Oe3meku. Lle cTBoproe
BHUCOKI PU3HKH EKCIUTyaTallii BITOMUX KPUTUYHUX BPA3JIMBOCTEH Y MEPEKEBUX CITyKOax
Server Message Block, Remote Procedure Call Ta miacucremax sigpa OC. BiacyTHicTh
naTyiB J03BOJIsiE€ peanizyBatu ataku Tuiy Pass-the-Hash, NTLM Relaying, a takox
eKCIUTyaTyBaTH BPA3JIMBOCTI HYJIHOBOTO a00 N-ro JHA, 10 HEMHHYYE TMPU3BOIUTH 0
MOBHOTO KOMITPOMETYBAHHSI MAIlIMHK 200 JIOKAJILHOTO TI1IBUIIIEHHS IPUBLIEIB.

Cepsepua OC Ubuntu Server 22.04 LTS dopmye BexTop 3arpo3, 6e3mocepeaHbo
NOB'A3aHUH 3 MOMUJIKAMU aIMIHICTpYBaHHs Ta KoH(Iryparii. J[o Takux 3arpo3 HajiexaTh

BUKOPHUCTAHHSA 3aCTaplIuX 1 cnabkux kpunrorpadivaux anroputmis (Hanpukiam, CBC-
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mu@piB ado crapux Bepciit TLS) nns SSH ta HTTPS-3'ennans. Takoxk Croau BXOJATh
3QJIMIICH] CTaHJIApPTHI 00JIIKOBI 3alIMCU JOCTYMY, HaJIMIPHO JiOepaibHi IpaBa JOCTYIY
70 KPUTHYHUX (ailliB 1 JUPEKTOPi, a TaKoX HEBIPHO HAIAIITOBAHI MOJITUKU
MDKMEPEKEBOTO €KpaHy Ha PiBHI XOCTa, IO 3aJMINAIOTh BIAKPUTUMH CIIYKOOB1 TTOPTH

0a3 JaHUX YU CHUCTEM MOHITOPUHTY JJISl 3arajbHOIO JIOCTYILY.

windows Bulletins / Ubuntu Brute—furcé / Service
Local Security Checks Enumeration

CISCO / CIS Benchmarks

Mepexesa ichpaE:prlcrypa (Cisco)
v
KaHaneHWi piBeHb L2

3arpoau: ARP Spoofing, VLAN
Hopping, DHCP Starvation

v

Mepexeswii piseHb L3

3arposn: GLBP Spoofing,
EIGRP Poisoning, SNMP

=

dows / Lin

LlinboBi EICTEMW (Wir
v

PieeHs OC

3arpoau: MponyLleHi naTyi,

MNoKanksHe MNiABULLEHHS
npveineis

PieeHb cepsicis Ta goaaTkie
Barpoau: Misconfigurations,

Legacy Protocols, Brute-
force

Pucynok 2.6 — Marpuug 3arpo3 no piBHsx IT-iHdpacTpykTypu
Kopemsmiiss  Momemi  3arpo3 13 dynkiionanmom ckanepa OpenVAS Jlns
IPOAKTUBHOT'O BUSIBJICHHS OMHMCAHUX 3arpo3 10 MOMEHTY iX eKCIulyaTalii, miJcucTeMa
GVM BukopuctoBye 0a3y creliagi3oBaHMX CIMEHCTB TECTIB, fAKI Oe3rnepepBHO
oHOBIIIOIOTHCA uepe3 Greenbone Community Feed.
ITepeBipka MepexeBoro obOnagHanHa Cisco 3a0e3MeuyeTbCs CIMEHMCTBOM

ckpunTiB CIS-Benchmarks ta CISCO, ski aHanizyroTh KoHGIrypariiiHi ¢aiau Ha
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BIJIMOBIHICTD TAJTy3€BUM CTaHapTaM Oe3IeKH, BUsBIIsIoun BpazauBocTi CDP uu ciabki
SNMP-koM'toHITI. 3arpo3u ciiabkoi aBTeHTHQIKalli Ha BCIX BY3JIaX BHUSBISIIOTHCS
mMonynsmu cimeiictBa Brute-Force. BiacyTHicTe HeoOximHux matdiB Ha Windows-
MallliH1 11eHTU(IKYEThCs 3a gomomoror cimeirictB Windows Ta Windows: Microsoft
Bulletins, sixi 6a3ytoTsest Oe3nocepenapo Ha 6a3ax qanux CVE.

Ha ocHoBi po3po6ieHoi 0araTOBEKTOPHOI MOJEN 3arpo3, s KOMILIEKCHOTO
TecTyBaHHs iHQpacTpyKTypH OyJie BUKOPHUCTAHO JBI TapasesibHI CTpaTerii CkaHyBaHHS B
OpenVAS:

1. HeaBrentudikoBane MepekeBe CKaHyBAaHHS 3 BUKOPHUCTAHHSIM MOJITHKU
“Full and fast”. BoHa m103BOJMThH IIBUJKO BUSBUTH BIIKPHUTI MOPTH, 1ICHTHU(DIKYBATH
3alylIeH] CEepBICH Ta 3HAWTHM OYEBUIHI MEPEKEBI BPA3JIMBOCTI (30KpemMa Ha BY3Jl
Metasploitable 2 Ta MaricTpaJlbHUX MapIIpyTH3ATOPaX).

2. Asrentu(ikoBaHe ckaHyBaHHs uepe3 mnporokonmn SSH (mmst Ubuntu) ta
WMI/SMB (n1s Windows 10). Ileit MeTroa M03BOJUTH CKaHEpPy aBTOpPU3YBATHCS B
CUCTEMi, 310paTh CHUCKH BCTAHOBIICHUX TIAKETIB, MEPEBIPUTH KIIOYl PEECTPY Ta
MpoaHali3yBaTH JIOKaJIbHI KOH(Iirypaiii, 3a0e3meuyroud BHSABICHHS 3arpo3 THILY

“Missing Patches” ta “Misconfigurations” 3 HyJIbOBUM piBHEM XHOHUX CIIPallbOBYBaHb.

BucHoOBKM 10 APYroro po3aiiy:

Y npyromy posnaim Oyiio 3IHMCHEHO KOMIUICKCHE IPOEKTYBAHHS ITJICHCTEMU
BUSIBJICHHSI Bpa3iuBOCTel Ha 0a3i TexHojoriuHoro creky OpenVAS/GVM, a Takox
PO3p00JICHO TECTOBE CEPEIOBHIIIE [ il MPaKTUIHOT arpoodarrii.

30kpema, OyJi0 OOIPYHTOBAHO BHOIp TpPHUPIBHEBOI MOIYJIBHOI apXITEKTYpH
CUCTEMHU O€3IeKH, sIKa JIOTIYHO PO3JLIse Mpouecu 300py NaHuxX (Y4epe3 KOMIIOHEHTU
CKaHyBaHHS), LIEHTPATI30BaHOTO yMpaBiiHHSA (3a jomoMororo gvmd ta 0a3 JaHux
PostgreSQL/Redis) Ta piBHs noganss iHdopmMmarii (uepe3 BeO-iHTepdeiic GSA Ta API).
Takuit minxig 3abe3nedye BHCOKY MaclITaOOBaHICTh MIJCUCTEMH Ta JI03BOJISIE
IHTErpyBaTtu ii B KOPIOpPaTUBHI KOHBEEPU aBTOMATH3allli 3 BUKOPUCTAHHSIM MPOTOKOIY

GMP.
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OyHKIIIOHAIbHA CTPYKTypa MiACUCTeMHU OyJia JAeTaldi3oBaHa 3 aKIEHTOM Ha
CydacHI METOAM CKaHyBaHHS. Po3risHyTO MOAens B3aeMoii KOMITOHEHTIB, IO
HiATBEpIUIa TepeBaru BUKOpHUCTaHHA MpoTokoiny OSP nns moOynoBH po3moiIeHUX
apXITEeKTyp CKaHyBaHHS, 3JaTHHUX TPAIIOBATH B 130JIbOBAHWX CETMEHTaX Mepexi 0e3
MOPYIIEHHS TOJITHK MIXKMEPEKEBUX €KPaHiB.

s mepeBipkd e€PEeKTUBHOCTI CIPOEKTOBAHOI MIACUCTEMH OYyJi0 po3poOieHO
TOTIOJIOTIIO JTOCIIIJIKYBAaHOT Mepexki. 3a OCHOBY B3SITO KJIACUYHY TPUPIBHEBY 1€papXiuHy
mozenb Cisco 3 peamizalii€ro mpoTokoiy OanmancyBanHs HaBaHTaxkeHHsS GLBP. bazoy
iHpacTpykTypy Oysio MoAM(pIKOBAaHO: JIO MEpeXi TOCTYNy I1HTETPOBAHO CEpBEP
OpenVAS Ta Tpu Tunu cremianizoBaHux BpaznuBux 1ieit (Metasploitable 2, Windows
10 6e3 oHOBIEHb Ta HeKopekTHO HanamrtoBaHuid Ubuntu Server). lle mo3sosmio
CTBOPUTHU CEPEAOBUIIE, MAKCUMAIBHO HAOIMKEHE /IO peaIbHUX KOPIIOPATUBHUX YMOB.

Ha ocHoB1 po3po06:1eHo1 Tomosorii 6ysio chopMOBaHO KOMIUIEKCHY MOJEIb 3arpo3.
Mopnenps knacudikye BeKTopu aTak Ha mepexeBe obnamHanHs (ARP Spoofing, GLBP
Spoofing) Ta minpoB1 onepaiiitHi cucteMu. KoxkHy 3arpo3y Oyiio yCHIIIHO 31CTaBIICHO 3
BiAMOBIAHUMU cimeiicTBamu TecTiB NVT Ta monitukamu ckanyBanHs OpenVAS.

OTxe, pe3ynbTaTH MPOEKTYBaHHS, OTPUMAaHI Yy JAPYroMy po3fiiii, (GpopMyroTh
MTOBHOITIHHE TEOPETUYHE Ta APXITEKTYPHE MIATPYHTS VIS IEPEX0Ty A0 €TaIy MPaKTHIHOT
peaizailii, po3ropTaHHs BIpTyaibHOTO cTeHaa B cepeaoBuili GNS3 ta 6e3nocepeHporo

MPOBENICHHSI CKaHyBaHb, 10 OyJi€ PO3TJIIHYTO B HACTYITHOMY PO3/ILII.
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PO31J 3. PEAJIIBAIIA TA JOCJILZKEHHA INIACUCTEMMU BUABJIEHHA
BPA3JIMBOCTEM HA BA3I OPENVAS

3.1. BcraHoBjeHHs Ta HAJamTyBaHHa OpenVAS

[IpakTiuHa peasnizaiis MiJCUCTEMH BHUSIBJICHHS BPa3IUBOCTEU PO3IMOYMHAETHCS 3
po3ropTaHHs LeHTpaibHOro enemeHta — ckanepa OpenVAS (Greenbone Vulnerability
Management). J;1s1 3a0€31eueHHs MaKCUMaIBbHOT CYMICHOCT1 Ta CTab1IbHOCTI pOOOTH, SIK
0a30By orepalliiiny cucremy Oysio oOpaHo criemianizoBanuii nuctpuOyTtus Kali Linux,
SAKUN MICTUTh HE0OX17H1 KoMITOHEHTH GVM y cBOiX O(ilIHHUX PETO3UTOPISX.

[lepunM eTamnom po3ropTaHHs CTajao 3aBaHTAXKECHHS Ta IMIIOPTYBaHHS O(IIIITHOTO
obpazy Kali Linux no cepemoBuma BipTyamizamii VirtualBox. Ilig uwac 6a3oBoro
HaJAIITyBaHHS BIPTyaJbHOI MalIMHU OYyJIO BHUJAUIICHO ONTHUMAaJbHI amapaTHi pecypcu
(30Kkpema 00'eM orepaTUBHOI Mam'siT1), HEOOX1/IHI JUIsl CTa01IIbHOI pOOOTH PECYPCOEMHUX
06a3 nanux PostgreSQL ta Redis, 1110 BUKOPUCTOBYIOTHCSI CKAaHEPOM ITiJi 4ac OOpPOOKH

THCSIY BPA3JIMBOCTEN.

3arancHe
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i InTepd KOpUCTYBaYa
v Enable Hardware Clock in UTC Time
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Pucynox 3.1 — IMmopTyBaHHs Ta HaJalITyBaHHS BIPTyaJIbHOI MallTUHU
[Tepen G6e3nmocepeHIM BCTAHOBJICHHSIM ITporpaMHoro komiuiekcy OpenVAS, Oyio
MPOBEICHO 00O0B'A3KOBY MPOLIEYPY aKTyasi3allii CIUCKIB MMaKeTiB ONepaIiiftHol CUCTEMH.
[le KpUTUYHO BaXXJIMBO JIJIi YHUKHEHHS KOHQJIIKTIB 3aJ€KHOCTEH Mia 4ac 1HCTAJISAIIT
cnenugiuaux ciayx0. Cunxponizauis 3 odimiitHumu penosutopismu Kali Linux

3MIMCHIOBAJIACs 3a JIOMOMOTOK) CHCTEMHOTO MEHeIKepa makeTiB (komanma sudo apt

update).
Ipuxoowvxo J1.C. Apk.
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dain  Mawwna Mepernsg  BeepenHs  Mpucrtpoi  Aosigka
S mEP o] 2 3 4 |FH]
i |

kali@ kali: ~

Session Actions Edit View Help

[sudo] pas
Get:1 http
g .2 MB]
.downloa rolling (deb) [53.2

i.downloa ali kali-rolli / ackage [104 kB]
.downloa kali-rolling/contrib amd64 Contents (deb) [18

.downloa -rolling/non-f imdbe4d Pa [175 kB]
.downloa -rolling/non-f imd64 Con (deb) [8

ali.download/kali kali-rolling/non-free-firmware amd64 Packages
li.download/kali kali-rolling/non-free-firmware amdé4 Contents
]

MB in 13s (5,998 kB/s)
1540 packages can be upgraded. Run 'apt list --upgradable' to see them.

Pucynox 3.2 — Axryanizaiis cruckiB nakeriB sudo apt update

[licnss oTpuMaHHS aKTyaJbHMX I1HAEKCIB MAKETIB, OyJI0 BHUKOHAHO TIj00albHE

OHOBJICHHSI BCIX BCTAHOBJICHMX KOMIIOHEHTIB OHGpaHiﬁHOI CHCTCMH 10 OCTaHHIX

ctabuibHuX Bepciid (komanaa sudo apt upgrade -y). Lle rapanTye yCyHEHHsSI HasiBHUX

JIOKaJIbHUX BPA3JIMBOCTEM B caMiil CHCTEM1 CKaHyBaHHS Ta 3a0e3rnedye aOCOIOTHY

CYMICHICTB sifipa 3 ocTaHHIMU MOy isiMu GVM.

®aiin  MawwHa [Mepernan Beegenns [Mpucrpol  [osiaka

5 >, 3 A 5
SR EmPOF|1 23 4[]
i |

kali@kali: ~

Session Actions Edit View Help

- up
The following p automatically insta and are no longer required:

openssll
emove them.

Upgrading:

Pucynox 3.3 — Onosnenns cucremu sudo apt upgrade -y

Ipuxoowvxo J1.C.
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cnyk0: gvmd (MeHemkep  ympasiiiHHA), ospd-openvas (1eMOH

BCSHOCCpGHHiﬁ MpoueC BCTAHOBJICHHA CKaHEPpa BKIIIOYA€ PO3rOpTaHHA KIIOYOBHUX

ckaHepa), gsad (BeO-

inTepdeiic) ta 6a3um ganmx PostgreSQL. Ilicna 6a30Boro po3ropTaHHs KOMIIOHEHTIB

CUCTCMU KPHUTHUYHO BaXJIMBHM CTallOM € IICPBHHHA CHHXpOHiBaHiH 0a3 JaHHUX

BpasnuBocTel. CrucreMa BHKOPHUCTOBYE KibKa pkepen manmx: NVT st aKTUBHUX

nepeBipok MepekeBux ciyx0, SCAP-mani ayis mepeBipky BiMOBITHOCTI CTaHIapTam

oesneku, Ta CERT-gaHl 71 oTpuMaHHS akTyasbHOI 1H(popmarli npo 3arpo3u. Llei

MPOIIEC 1HIIII0ETHCSA ABTOMATHUYHUM CKPUIITOM gvm-setup, KUl 3aBaHTaXy€e HalCBIXKIIII

nianucu 6e3nocepeinbo 3 peno3utopiiB Greenbone Community Feed.

®aiin  Mawwea Nepernna Bseaern Mpuctpoi  Josiaxa

S EmPo| 2

kali@kali: ~

Session Actions Edit View Help

install gvm

[sudo] password for kali:

The following packages were automatically installed and are no longer required:
enchant-2 libraw23t64 openjdk-21-jre
libavc1394-0 libsdl2-classic openjdk-21-jre-headless
libgdal3s libsimdutf31 postgresql-common-dev
libio-pty-perl libsodium23 python3-pluginbase
libipc-run-perl libteamdctl® python3-pysnmp&
libmbedcryptol6 1libunibreaké6 python3-tz
libpostal-data libxmlsec1-1
libpostalil libxmlsecl-openssll

Use 'sudo apt autoremove®' to remove them.

Installing:
Installing dependencies:

Summary:
Upgrading: @, Installing: 4, Removing: @, Not Upgrading: 61
Download size: 2,482 kB
Space needed: 15.9 MB / 61.3 GB available

Get:1 http://kali.download/kali kali-rolling/non-free amd64 greenbone-security-a
istant all 26.17.0-0kalil [2,176 kB]

Get:2 http://kali.download/kali kali-rolling/main amd64 gsad amd64 24.16.0-1 [14
kB]

Get:3 http://kali.download/kali kali-rolling/main amd64 gvm all 25.04.3 [12.1 kB
Get:4 http://kali.download/kali kali-rolling/main amd64 gvm-tools all 25.4.6-1 [
3 kB]

Fetched 2,482 kB in 3s (815 kB/s)

Selecting previously ed package greenbone-security-assistant.

(Reading database.. 4 iles and directories currently installed.)

Preparing to unpac -

Unpacking greenbon rity-assistant (26.17.0-0kalil)..

Selecting unselected package gsad.

Preparing

Unpacking .

Selecting previol unselected package gvm.

Preparing to unpack ../archives/gvm_25.04.3_all.deb..

Unpacking gvm (25.04.3)..

Selecting previously lected package gvm-tools.

Preparing to unpack . n-tools_25.4.6-1_all.deb..

Unpacking gvm-tool .6-1).

Setting up greenbone rity-assistant (26.17.0-0kalil)..

Setting up gsad (24.16.0-1)..

gsad.service is a disabled or a static unit, not starting it.

Setting up gvm (25.04.3)..

Setting up gvm-tools (25.4.6-1)..

Processing t ers for man-db 1)

Processing triggers for kali-menu (2026.2.6)..

Pucynok 3.4 — IIpouec BctaHoBieHHs siapa ckanepa OpenVAS
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daiin  MawwHa MpucTpoi  Aosiaka

2 3 4 |[F]
kali@kali: ~
Edit View Help

Debian and Kali

you find any issue in this script, please report it directly to Debian or

ermissions

ermissions

admin pa
rd '7b57,
ed Import Owner
Import Ownel
M f

uire lock on

AP d: from

®ain  Mawwna Mepernag  Beeaenns Mpuctpol  [osioka

S m P D

. kali@kali: ~

Session Actions Edit View Help

community.greenbone.net/community/d
a-objects/gvmd
on

ault scanner

] Ib440211c OpenVAS /run/ospd/ospd-openvas.sock
enVAS Default

[i] No need to alter default scanner

Done
Pl note the password for the admin
User

You can now run gvm-c correctly configu

Pucynok 3.6 — Pe3ynpTaT yCHilHOro aBTOMaTUYHOrO HaJlallITyBaHHS

Ipuxoowvxo J1.C.

vk O.IO. KKIKB.KP.6 - 125—-10-T13

3mmn.

Apx.

Ne doxym. Hionuc | dama

Apx.

66




[Ticist 3aBepiieHHsT CHHXpOHI3alii (iIiB, MiJCUCTeMa TMepeBIps€e LUIICHICTh 0a3
JaHuX 1 mepedyoBye keml. Ha 1iboMy eTari BaKJIMBO MEPEKOHATHUCS, 110 BC1 CUCTEMHI
JIEMOHU TPAIIOIOTh y IITaTHOMY PEXHUMI 1 KOPEKTHO B3a€EMOJIIOTH MK COO0O0IO.
Cayx6a ospd-openvas BcTaHOBIIOE 3'eqHaHHs yepe3 Unix-cokeT 3 gvmd, SKHid, y CBOIO
4yepry, BIJMOBiAa€ Ha 3amuTU Bix BeO-cepBepa gsad. YcmimHicTh KOHGIryparii

NEPEBIPAETHCS CHEHIATBHOIO YTUIITOIO.

S Mawewe Negerren  Brepsrrs ToeCTpol

S eomP -

Sesszion Actions Edit View Help

It seems Like your GWM-25.04.0 inmstallatics is OX.

Pucynox 3.7 — IlepeBipka KOpeKTHOCTI po3ropTaHHs KoMroHeHTiB GVM
VYrpaBiaiHHS CHUCTEMOIO, HaJaIlITyBaHHS 3aBJlaHb Ta aHaji3 pe3yJbTaTiB

3MIIHCHIOETHCS uepe3 rpadiunuil BeO-inTepdeiic GSA. Beb-inTepdeiic npaitoe Ha MopTy

Ipuxoovxo /J.C. Apk.
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9392 1 BuUMarae aBTOpH3allll 3a JOMOMOTOK OOJIIKOBOT'O 3alHCy aiMIHICTpATopa,

CTBOPCHOI'O Ha eTari BCTAHOBJICHHS.

é OPENVAS

Sign in to your account

Username

admin

Password

19000000000000000000000000

OPENVAS
COMMUNITY

Pucynok 3.8 — ®opma aBTopu3ailii BeO-inTepdeiicy OpenVAS

[Ticnst ycminrHOTO po3ropTaHHs Ta aBTOpU3AIlii B CUCTEMI, BIAKPUBAETHCS TOCTYII
70 TosioBHOTO poboyoro mpoctopy OpenVAS. I'padiunnmii BeOG-inTepdeiic miaThopmu
noOyJoBaHUN 3a 3pYyYHUM MOAYJIBHUM MPUHUMUIIOM, IO JIOTIYHO  PO3ILISE
IHCTpYMEHTapid Ha KUIbKa KIIOYOBUX PO3IUIIB, 3a0€3Meuyloud aJMIHICTPATOPy
e(eKTUBHE yIIPaBIiHHS MpoIecaMu ayauTy KidepOe3neku. I'0oBHe HaBirauiiiHe MEHIO
BKJIFOYA€ HACTYITHI OCHOBHI KaTeropii:

1. Po3nain Dashboards (ITaneni inctpymentiB) Lle ctaproBa cropinka miathopmu,
gKa CIyrye aHaJITUYHUM LEHTPOM /Ui Bi3yandi3alli 3arajlbHOro CTaHy Oe3NeKu
iHppacTpykTypu. [HbopMarlis mogaeThCs y BUTIISII KPYTOBUX JlarpaM Ta IHTEPaKTUBHUX
rpadikiB, 10 BiI0Opa)kalOTh CTATHUCTHKY 3a KUIbKICTIO BUSBICHHMX Bpa3JIMBOCTEH, iX
piBaeM kputnuHocTi (High, Medium, Low) Ta ctatycom BUKOHAaHHS MOTOYHUX 3aB/IaHb.
[e#t Moaynb AO3BOJISIE MIBUJIKO OLIIHUTHU 3arajlbHy CHUTYAIlll0 B MEpexi 0e3 TMOOKOoro

3aHYpEHHS Yy 3BITH.

Ilpuxoowvko /.C. Apk.

iy O.IO. KKIKB.KP.6 - 125—-10-T13

68
3mn. | Apx. Ne doxym. Hionuc | dama




Offses

< Kolilinux @ Kaii Tools
& openvas
Lt Dashboard

1 pashboards

o

Tasks by Sevesity Class (Total: 0) x Tasks by Status (Total: 0)

CVES by Creation Time x NVTS by Severity Class (Total: 0)

Pucynox 3.9 — Po3ain Dashboards
2. Po3nin Scans (CkanyBanns) Lleit po3ail € OCHOBHUM pOOOYMM MPOCTOPOM IS
IPOBECHHS 0e3M0CepeaHBOro ayuTy. BiH JIOTYHO MOAUIAE€THCA HA TP MiAKATEropii:
o Tasks: meHto juisi KoH(Irypaiiii, 3aIycKy Ta BiJICTEKEHHS MPOrpecy 3aBiaHb Ha
CKaHyBaHHS.
o Reports: apxiB yCiX 3aBEpIICHHUX MEPEBIPOK, IKUI HAJIA€ MOKIIUBICTH JIETATLHOTO
neperssiay ado eKCrnopty pe3yJibratiB ayauTy y dopmarax PDF, XML yu CSV.
o Results: 3BeieHUI peeCTp YCiX KOHKPETHUX BPA3JIUBOCTEH, 1IEHTU(PIKOBAHUX ITi]T
yac CKaHyBaHb, 13 3a3HaYEHHAM piBHS 3arpos3u 3a mkanoro CVSS ta [P-aapecu

Bpa3JIMBOI0 XOCTa.

" Lokl o & & @ 83

ali Forums € Kali MetHunter # Exploit-DB = Goor

o
g
g
@

5% [ Filter (PRORSION g
i T/ Tasks 0 of 0

oo

Reports Tasks by Severity Class (Total: 0) * Tasks with most High Results per Host x Tasks by Status (Total: 0)

Pucynox 3.10 — Po3nin Scans (Tasks)
Ilpuxoowvko /.C. Apk.
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3. Posmin  Assets (AxktuBu) Moaynb  BIANOBia€E 3a  aBTOMAaTHU30BaHY
IHBEHTapH3allil0 JOCHKyBaHOi Mepexi. Ilmarpopma Hakomudye Ta CTPYKTypye
iH(poOpMalLliI0 TPO BCl NpPOCKaHOBaHI By3nH. Y Bkiamai Hosts GOpMyeTbCS CIUCOK
BusiBiieHnx [P-ampec 13 mpuB'a3kor0 A0 3HAWAEHUX 3arpo3, a y Bkjiaaui Operating
Systems akyMyJTIOIOTbCS JlaHI TIPO iMeHTHU(}IKOBAHI OTMEpaIiifHi CHCTEMH IUIBOBHX
mamuH. lle cyTTeBo monermrye momaNbIuii KOHTPOJL Ham 1HPPACTPYKTypOw Ta

BUABJICHHA HGC&HKHiOHOBaHI/IX HpPICTpOIB.

ums e Kali NetHunter o Exploit DB & Google Hacking DB

|li Dashboards @r Filter NS -
¢ S >
5 e EHnsts 0ofo 0o
S assets v
Hosts by Severity Class (Total: 0) * Hosts Topology * Hosts by Modification Time (Total: 0)
Modified Hosts
Operating Systems
Total Hosts
TLS Certificates
[ Resilience

Pucynok 3.11 — Po3ain Assets (Hosts)

4. Pozmin  Security Information (Indopmamis mnpo 6Oe3nexy) OauH 13
HAaWBAKJIUBIIINX PO3/IIB CUCTEMH, 110 MICTUTH 1 rio0anpHy 6a3y 3HaHb. TyT 310paHi
BC1 alirOpUTMU TecTiB Ha BpaznuBocTi (NVT), peectp 3araibHOBIAOMHUX Bpa3IMBOCTEN
(CVE), inentudikaropu xondirypamii (CPE) ta ceptudikatu Oesmexu. Lleir posmin
peryisipHo CMHXpOHI3yeThesl 3 cepBepamu Greenbone Community Feed, mo rapantye

MaKCUMaJIbHY aKTyaJbHICTh T TOYHICTh MEPEBIPOK.

ums X Kali NetHunter # Exploit-DB = Google Hacking DB

i Dashboards ® Filter ) @F -

i+ CERT-Bund Advisories S

CERT-Bund Advisories by Severity Class (Total: 26963) x CERT-Bund Advisories by Creation Time * CERT-Bund Advisories by CVSS (Total: 26963}

H/A Created CERT-Bund Advs

ion
- :

DFN-CERT Advisaries

Total CERT-Bund Advs

(0]
/& configuration »
The SCAP database is required

3= Administration

Pucynox 3.12 — Po3nin SecInfo (CERT-Bund Advisories)

Ilpuxoowvko /.C. Apk.
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5. Poznin  Configuration (HamamryBanns) leli wMoayinb €  KIHOYOBUM
IHCTPYMEHTOM [l TJIMOOKO1 KacTomizallli mapameTpiB ayJauTy Ta JIOTIKHM POOOTH

CHCTCMU.

rums e Kali NetHunter o

|1 Dashboards U & Filter DEDOL -
© scans > N
- E Port Lists 3 of 3
=1 .
= Assets >
[} Resilience > o 1-30f3
o Security Port Counts
& information i Name Actions
Total | TCP 1) uDP T}
42 configuration e -
All 14NA assigned TC
583 3 -
Targets (Version 20200827.) w838 o836 0 B7ea
Port Lists All IANA assigned TCP and UDP
(Version 20200827.) e e a8 8709
Credentials
’ All TCP and Nmap top 100 UDP
Scan Configs ersion 20300807 65635 65535 100 (R =R
Alerts
Apply to page contents S ma

Schedules

Repart Confi
epart Configs 1-30f3

Repart Formats
Scanners.
Filters

Pucynox 3.13 — Po3ain Configuration (Port Lists)

Bin npononye po3mupeHuii Had1p miIKaTeropiit:

o Targets: CTBOpEHHsI Ta TPyITyBaHHA 17N ayauTy, criuckiB [P-aapec, migmepex
a00 TOMEHHUX IMEH.

o Port Lists: ynpaBlllHHS [1alla30HAMH MEPEKEBHUX IMOPTIB, SIKI MIJIATAI0Th
nepeBipIl: Hampukiaa, ckanyBaHHs Bcix goctynHux TCP/UDP moptiB abo nwine
ctannaptHux 3a [ANA.

o Credentials: 0Oe3neuHe IEHTpai30BaHE YMPABIIHHSI OOJIKOBUMH JIAHUMH,
napossimu, SSH-knrouamu, SMB-TokeHaMu, SIKi BUKOPUCTOBYIOTHCS JJISI MPOBEACHHS
rIMOOKOTro aBTEHTU(PIKOBAHOTO CKaHyBaHH (“‘OUTOro sAumka’).

o Scan Configs: Bubip npodiiaiB IHTEHCUBHOCTI Ta TNIMOWHU TIEPEBIPKU (30KpeMa,
6a3oBi nomituky “Full and fast” a6o “Discovery”).

o Alerts Ta Schedules: HanamTyBaHHs aBTOMAaTH30BAaHUX CIIOBINIEHb PO
KPUTUYHI 3HAX1IKW: HATTPHUKJIA/, BIIIPaBKa 3BITIB HA €JIEKTPOHHY TOIITY Ta TJIAHYBaHHS

pEeryJISIpHUX MEPEBIPOK 32 PO3KIATOM.

Ilpuxoowvko /.C. Apk.
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e Report Configs Ta Report Formats: HanalITyBaHHS CTPYKTYPH MiJACYMKOBHX
3BITIB Ta ynpaBiiHHs GopMaramu ix excriopty (PDF, XML, CSV o).

o Scanners:  ynpaBliHHA  MAKIIOYEHUMH  PYLISIMH  CKaHyBaHHS,  3a
3aMOBUYYBaHHSIM BUKOPUCTOBYEThCS cTaHaapTHUil OpenVAS Scanner yepe3 mpoToKoi
OSP.

o Filters Ta Tags: CTBOpPEHHA CKJAQJHUX MpPaBHJI COPTyBaHHSA iHQopMallii Ta
MapKyBaHHS I1IJIeH Y1 BPa3JIMBOCTEH JIJIsl 3pyUHOI Kilacudikarlii BETUKHX MACHUBIB TaHUX.

6. Po3nmin Administration (AnMinictpyBanHs) Lle rnobanpHuit Momynb s
ynpaBiiiHHS caMmoro cuctemoro Greenbone Vulnerability Management Ta ii iHTerparieto
B IHPpacTpyKTypy HianpueMcTBa. MeHIO MICTUTh HACTYIIHI IAPO3/1IH:

o Users, Groups, Roles Ta Permissions: 3a0e3nedyloTh peaiizaiiio  MOjel
yopaBiiHHS 10cTyrnoM Ha ocHOBI poisielr (RBAC). Bouu 103BONISIIOTE aAMIHICTPATOPY
CTBOPIOBATH OOJIIKOBI 3amUCH JJISl ayJAMTOPIB, O0'€HYBAaTU iX Yy TpPyNH Ta THYYKO
HaJAIITOBYBATH PiBHI MPUBUIEIB 1100 NEPETIISAY 3BITIB UM 3aIlyCKY 3aBIaHb.

e Performance: 1HCTPYMEHT Il MOHITOPUHTY 3aBaHTAXEHOCTI IMiJCUCTEMU
GVM, mo 703BOJIsIE ONTUMI3yBaTH BUKOPUCTaHHS amapaTHUX peCcypciB Mia yac
MacOBOTO CKaHyBaHHS.

e Trashcan: cuemianizoBaHUN KOIIUK JjIsi TUMYAcCOBOTO 30epiraHHs BHUIAJICHUX
KoH(Dirypaiiii, 3aBanb a00 3BITIB 13 MOXKJIMBICTIO X BIJJHOBJICHHS.

o Feed Status: KpUTUYHO Ba)XJIMBa CTOPIHKA JJII MOHITOPUHTY CTAaTyCy Ta JaTu
OCTaHHbOI cuHXpoHi3alii 06a3 nanux BpaznuBoctedl (NVT, SCAP, CERT) 3 cepBepamu
Greenbone.

o LDAP ta RADIUS: wmopaymi, 10 J03BOJISAIOTH 1HTETPYBaTH IIJICHCTEMY
ayreHtudikamii OpenVAS 13 KopnopaTuBHUMH CIy:KO0aMu KaTajloriB (HalpuUKIA/,
Active Directory), 3a0e3medyroyd IEHTpali30BaHUM Ta OC3MeUYHMd BXIT IS

CHiBpOOITHUKIB KOMITaHI1.

Ilpuxoowvko /.C. Apk.
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OffSec  Kali Linux @ Kal N Kali Forums % Kali NetHunter

& openuns

) Resilience

@

% Feed Status

2 configuration

SC administration Type Content origin Version Status

users NVT Ay NVTs Greenbane Community Feed 2026060970828 Current
scAP 5 cves 7 cres Greenbone SCAP Data Feed 2026060910623 update in progress...

Greenbane CERT Data Feed 2026060970536 Update in progress...
Permissions

Greenbone Data Objects Feed 2026060970625 Update in progress...
performance

Trashcan

LDAP
RADIUS

@ Help

Pucynox 3.14 — Po3nin Administration (Feed Status)

3.2. CTBOpEeHHs TeCTOBOI0 Cepea0BHUIIA

Ha nmorouHoMy eTami BHKOHAHO TMOYATKOBE HANAIITYBAaHHA MapUIPyTHU3aTOPIB
KOPIOPAaTUBHOI Mepexi. 30KpeMa, peani3oBaHO ajpecallilo MepekeBUX 1HTepdeiciB
BIMOBIAHO 110 po3pobiieHoro mia"y IP-aapecariii Ta HajmamToBaHO JUHAMIYHY
MapuipyTHu3aiio 3 BukopuctanHsMm mpotokony EIGRP. Ile 3abesneunno KOpekTHUM
OOMIH MapLIpyTHOI 1H(GOPMALIED MK MapLIPyTU3aTOpaMU Ta MOXJIMBICT Mepeaadl
MaKeTIB MK yciMa IMiIMepeKaMu KOPIOPAaTUBHOI IHPPACTPYKTYPH.

Hanawmyeanns IP-adpecayii

Ha nepmomy erami 6yno npusHaueHo [P-anpecu intepdeiicam MapiipyTH3aTOpiB
R-42-15-1, R-42-15-2, R-42-15-3 Ta R-42-15-4. ]Jlna opranizamii 3'€IHaHb MIiX
MapuIpyTU3aTOPaAMHU BUKOPUCTAHO MEPEXKI TUITY “TOUYKA-TOUYKA™ 3 MAacKOo miamepexi /30
(255.255.255.252), w10 103BOJIsIE pallOHAIBHO BUKOPUCTOBYBATH JTOCTYITHUIN aJpeCHUIM
npoctip. Kpim Toro, Ha wmapmpytuzatopi R-42-15-1 nanamroBano iHTepdeiic,
nigkmoueHuid 10 NAT-cermenTa 3 ajapecHuM mnpoctopom 192.42.15.0/24, saxuit
3a0e3nedye JOCTYM BHYTPIITHBOT MEPEKI IO 30BHIMIHIX PECYPCIB.

Hanawmyeannsa adpecauii na R-42-15-1:

R-42-15-1#conf t

R-42-15-1(config)#int gig0/0

R-42-15-1(config-if)#ip address 10.10.10.1 255.255.255.252
R-42-15-1(config-if)#no sh

R-42-15-1(config-if)#exit

R-42-15-1(config)#

Ilpuxoowvko /.C. Apk.
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R-42-15-1(config)#int gig1/0

R-42-15-1(config-if)#ip address 20.20.20.1 255.255.255.252
R-42-15-1(config-if)#no sh

R-42-15-1(config-if)#exit

R-42-15-1(config)#int gig2/0

R-42-15-1(config-if)#ip address 30.30.30.1 255.255.255.252
R-42-15-1(config-if)#no sh

R-42-15-1(config-if)#exit

R-42-15-1(config)#int gig4/0

R-42-15-1(config-if)#ip address 192.42.15.1 255.255.255.0
R-42-15-1(config-if)#no sh

R-42-15-1(config-if)#exit

AHaNOTIYHUM YMHOM BHMKOHAaHO HAaJAlITYBaHHA IHTEpQEiCciB Ha I1HIIHUX
MapuipyTtuzaropax. Hanpuxmnan, R-42-15-2 miaxmtouenuit no R-42-15-1 uepes mepexy
10.10.10.0/30, a Takoxx mMae goctyt Ao migmepexi 193.42.15.0/24, axa peanizye GhyHKIii
KOPHUCTYBAI[bKOT'O a00 CEpPBEPHOTO CEIrMEHTY.

Hanawmyearnns ounamiunoi mapupymuszayii

Jlist 3a0e3nedyeHHs] MapuIpyTU3allii MK yCIMa CErMEHTaMU MEpPEkK1 BUKOPUCTAHO
nporokon EIGRP, mo € ontumansaum BuOopoM aiisi Cisco-IHPpacTpyKTypu 3aBISKU
IIBUJIKI KOHBEPTEHIII1, MacTaboBaHOCTI Ta marpumii VLSM.

Ha Bcix MapmpyTtuzatopax axTuBoBaHO mporec MapupyTtusauii EIGRP 3
11eHTH(GIKaTOpOM aBTOHOMHOI cucTteMu 4215. Y KkoHbirypamii mnepepaxoBaHO BCi
JIOKaJIbHI Mepexi, SIKl MOBUHHI OpaTu y4acTh y MapupyTtusaiiii. s smeHmenss tpadiky
MapIIpyTU3aTOPiB Y KOPUCTYBAIIBKUX CErMEHTaX BUKOPHCTAHO KOMAaHIY passive-
interface, ska 3aboponse wHaacunanHga Hello-nmoBinomnenr EIGRP nHa mneBHHX
1HTEpPeicax.

Hanawmyeanns npomoxony mapwpymusayii EIGRP na R-42-15-1:

R-42-15-1#conf t

R-42-15-1(config)#router eigrp 4215
R-42-15-1(config-router)#network 192.42.15.0 255.255.255.0
R-42-15-1(config-router)#network 10.10.10.0 255.255.255.252
R-42-15-1(config-router)#network 20.20.20.0 255.255.255.252
R-42-15-1(config-router)#network 30.30.30.0 255.255.255.252
R-42-15-1(config-router)#network 193.42.15.0 255.255.255.0
R-42-15-1(config-router)#no auto-summary

R-42-15-1(config-router)#exit
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R-42-15-1#show ip interface brief
Interface IP-Address
Ethernet0/0 unassigned
G'gab tEthernet0/0 10.10.10.1
igabitEthernetl/0 20. 2F 2F
G gab tEthernet2/0
abitEthernet3/0
gab tEthernetd/0
tEthernet5/0
tEthernet5/1
tEthernet6/0
tE
2

? Method
NVRAM administrati
5 NVEAM up
S NVRAM up
NVRAM up
NVRAM administrati
NVERAM
5 NVEAM
5 NVRAM
NVRAEM
NVELAM

Status
vely
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interface brief
IP-Address
Ethernet0/0 unassigned
GigabitEthernet0/0 1F 10. 1F 2
GigabitEthernetl/0

? Method
NVEAM
NVELAM
NVRAM

Status

administratively

GigabitEthernet2/0
GigabitEthernet3/0
GigabitEthernetd/0

FastEthernet5/0
astEthernet5/1

astEtherneté/0

Fast Ethernete/1
-42-15-24])

Pucynok 3.16

R-42-15-3#show ip
Interface
Ethernetl/0

GigabitEthernet0/0
'g abitEthernetl/0
bitEthernet2/0
'gab tEthernet3/0
bitEthernetd/0

Ethernet5/0
Ethernet5/1
Ethernet&/0
Etherneté/1

Pucynok 3.17 —

R-42-15-4#show
Interface
Ethernet0/0

ip

GigabitEthernet0/0
GigabitEthernetl/0
GigabitEthernet2/0
; abitEthernet3/0
itEthernetd/0

O‘

[

|
W
[ls}

Ethernet5/0
Ethernet5/1
Etherneté&/0
Etherneté/1
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|
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Pucynok 3.18 —

interface brief

IP-Addres

unassigned

2F 20.
.42.15.

interface brief
IP-Rddress
unassigned

n
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NVRAM
NVEAM
NVEAM
NVEAM
5 NVEAM
5 NVRAM
5 NVRAM

? Method
S5 NVEAM
S NVEAM
S5 NVEAM
S5 NVERAM
5 NVEAM
S5 NVERAM
S5 NVEAM
5 NVEARAM
S NVEAM
5 NVEARAM

? Method
NVEAM
NVRAM

S NVRAM

S5 NVRAM

S NVRAM
NVRAEM
NVEAM

5 NVREAM

S NVEAM

S NVRAM
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— IlepeBipka crany intepdeiiciB Ha R-42-15-2

[TepeBipka crany inTepdeiiciB Ha R-42-15-3

IlepeBipka crany inTepdeiiciB Ha R-42-15-4




Ha mapuipytuzaropax R-42-15-2, R-42-15-3 ta R-42-15-4 Takox HajnamToBaHO

ydyacth y mnportokojii EIGRP numie Ha HeoOXxigHuX iHTepdeiicax, a iHTepdelicu, 110

M1AKII0YEH] 0 KOPUCTYBAIlbKOi MEPEKi, epeBeICHI B MACUBHHUM PEXUM.

Pucynox 3.20 — I[1epeBipka nanamryBanHs EIGRP na R-42-15-1 (ITpogosxenHs)
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2.15.2,

round-trip min/avg/max

2.15.3,

round-trip min/a

Pucynok 3.21— IlepeBipka 3B 3Ky MK BIJJAICHUMH IT1IMEPEKaMHU

[Tics 3aBepiIeHHS HANAIITYBAaHHS MapUIpyTH3allii Ta MEXaHI3MIB Pe3epBYBaHHSA
IUTI03Y OYJI0 peanizoBaHO CIykO0y aBTOMATHYHOI BHJadl MEPEKEBHX IapaMeTpiB 3a
nornomororo npotokonry DHCP. Buxopucranus DHCP no3Bonsie 1eHTpasnizoBaHo
KepyBaTH IMpolecoM mpu3HadeHHs [P-agpec KIIi€HTCHKUM MPHCTPOSM, IO 3HAYHO
CIPOIIY€E aAMIHICTPYBaHHS MEPEX1 Ta 3MEHIITY€ WMOBIPHICTh MMOMUJIOK IiJ1 4aC PyYHOTO
HaJIAIITyBaHHS.

Jlns uporo Ha MmapiipyTtusatopi R-42-15-1 Oyno nanamroano DHCP-ceprep. Y
KOH(irypallii BU3HA4YeHO Jiama3oH aapec Mepexi 193.42.15.0/24, 3 skoro KiaieHTaM
aBTOMaTU4YHO BujaroTbes [P-ampecu. Ilpm mpomy aapecu Bim 193.42.15.1 no
193.42.15.20 Oynu BUKIIOYEHI 3 MPOIECY aBTOMATHUYHOIO PO3MOJALIY 3a JOTOMOIOIO
komanau ip dhcp excluded-address, ockinbku BOHM 3ape3epBOBaHI JJisi MEPEKEBOIO
oOnaJHaHHA Ta 1HIIMX OPHUCTPOIB 31 CTATUYHOIO ajpecaliero. Takox y mapaMmerpax
DHCP-nyny BkazaHO ajapecy HUIIO3Y 3a 3amMoBuyBaHHsIM 193.42.15.1 ta DNS-cepsep
8.8.8.8, 1m0 103BOJISE KITIEHTAM OTPUMYBATH BCl HEOOXIJTHI MEPEXKEBl HaNAIITyBaHHS
aBTOMATHUYHO.

OCKUIbKM YacTHMHA KIIEHTIB PO3TAIllOBaHa B IHIIMX CETMEHTaXx Mepexi, Ha
MapuipyTuzaropax R-42-15-2, R-42-15-3 ta R-42-15-4 Oyno HamamroBaHO MEXaHI3M
DHCP Relay Agent. Jlns mporo Ha intepdeiicax GigabitEthernetl/0 Buxopucrano
koMaHay ip helper-address, ska 3a0e3neuye mnepecunands mupokomoBHuXx DHCP-
3anuTiB A0 BianoBigHoro DHCP-cepBepa. 3aBasku IbOMY KIIIEHTCHKI IPUCTPOT MOKYTh

orpumyBatu [P-ampecu wHaBith TOmi, komu DHCP-cepBep 3HaxomuThcss B 1HIIIHN

M1IMEPEKI.
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[licnss 3aBepilieHHsS HalalTyBaHHS OyJO MIATBEPIKEHO KOPEKTHY poOOTY
mexanizmy DHCP. KiieHTchbKI IpUCTpOi yeminmHo oTpuMyoTh IP-anpecu, anpecy nuiosy
3a 3aMOBYYBaHHAM Ta mapameTpu DNS-cepBepa aBTOMaTHYHO, HE3aJICKHO BiJl CETMEHTA
Mepexi, 10 skoro BoHHW miakiatoueHi. Bukopucranns DHCP Relay Agent 3abe3mneuye
IIEHTPaTI30BaHE KePyBaHHS aIpPECHUM MPOCTOPOM 1 JO3BOJISIE YHUKHYTH HEOOXiTHOCTI
posropranus okpemoro DHCP-cepBepa B koxHiil miMepexi.

Hanawmyeanna npomoxony DHCP na R-42-15-1:

R-42-15-1(config)#ip dhcp excluded-address 193.42.15.1 193.42.15.20
R-42-15-1(config)#ip dhcp pool LAN_E
R-42-15-1(dhcp-config)#network 193.42.15.0 255.255.255.0
R-42-15-1(dhcp-config)#default-router 193.42.15.1
R-42-15-1(dhcp-config)#dns-server 8.8.8.8
R-42-15-1(dhcp-config)#exit

Hanawmyeanns DHCP Relay Agent na R-42-15-2:

R-42-15-2#conf t

R-42-15-2(config)#int gigl1/0
R-42-15-2(config-if)#ip helper-address 10.10.10.1
R-42-15-2(config-if)#exit

AHaOTIYHUM YWHOM BHUKOHAHO HaJAMITYBaHHS 1HTEpQeENCciB Ha I1HIIHMX

MapIIpyTH3aTopax.

.1

Pucynok 3.23 — IlepeBipka HanamryBanb DHCP
Y 1upomy eram Oyno peamizoBaHo HamamrtyBanHs GLBP nHa TphOX

Mapmpytu3aropax: R-42-15-2, R-42-15-3 Tta R-42-15-4. Merorwo € CTBOpPEHHA
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BipTyanpHoro nuio3y 3 IP-aapecoro 193.42.15.254, axa Oylie BUKOPUCTOBYBATHUCH SIK

ITI03 32 3aMOBYYBaHHM JJis X0cTiB Mepexki LAN.

GLBP 3a6e3neuye 6anaHcyBaHHS HABAaHTAKCHHS MK TPbOMa ITUTFO3aMH, & TaKOXK

aBTOMATUYHE BIJHOBJICHHS JOCTYIHOCTI BIPTYyaJIbHOTO IIIIO3Y Y BUMAAKY Bi1JIMOBU

aKTUBHOT'O MapIIpyTU3aTOpa.

Hanawmyeanna GLBP na R-42-15-2:

R-42-15-2#conf t

R-42-15-2(config)#interface GigabitEthernet1/0
R-42-15-2(config-if)#glbp 1 ip 193.42.15.254
R-42-15-2(config-if)#glbp 1 priority 110
R-42-15-2(config-if)#glbp 1 preempt delay minimum 30
R-42-15-2(config-if)#glbp 1 timers 5 15
R-42-15-2(config-if)#glbp 1 timers redirect 1200 14400
R-42-15-2(config-if)#glbp 1 load-balancing round-robin
R-42-15-2(config-if)#exit

AHAJIOTIYHUM YMHOM BHUKOHAHO HaJlalITyBaHHs iHTepdeliciB Ha R-42-15-3 Tta R-

42-15-4. TakuM YMHOM, aKTUBHHUM LLUTIO30M Oyne R-42-15-2, a R-42-15-3 1 R-42-15-4

3a0€3Me4y0Th PE3EpBYBAHHS .

EE WS-42-15-1 - PuTTY

4 GW 153.42.

Pucynok 3.24 — IlepeBipka po6otu DHCP ta GLBP
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Pucynok 3.26 — IlepeBipka po6otu GLBP na R-42-15-3
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]
Pucynok 3.27 — IlepeBipka podotu GLBP na R-42-15-4

[licns 3aBepuieHHA HajamTyBaHHsS mpotokoiny GLBP Ta mnepeBipku iioro
GbyHKIIIOHYBaHHS 3a jomomororo komanj show glbp 1 show glbp brief Oyno
NIATBEPAKEHO KOPEKTHY pOOOTY MEXaHI3My pEe3epBYBaHHS ILLIIO3Y Ta OanaHCyBaHHS
HABaHTAKEHHA. AHaJII3 OTPUMAHMUX PE3yJbTaTIB MOKa3aB, 10 MapupyTu3atopu R-42-
15-2, R-42-15-3 Ta R-42-15-4 o06'ennani B ogny GLBP-rpymy 3 nHOomepom 1, sika
BUKOPHUCTOBYE CIUIbHY BipTyanbHy [P-anpecy 193.42.15.254. Came us agpeca BUCTyIIa€e
IIUTF030M 32 3aMOBYYBAHHSIM JIJIs1 KIIIEHTIB Mepexi, 3a0e3neuyroun 6e3nepepBHU JOCTYIT

JI0 MEPEXKEBUX PECYPCIB HABITh Y pa3l BIIMOBH OJHOTO 3 MapIIPyTH3aTOPIB.
BiamoBinHo 10 HaaTOBaHUX 3HAYEHD MPIOPUTETY, MapipyTu3zarop R-42-15-2 3
npioputetoM 110 6yB 06paHHii aKTHBHHM BipTyaJdbHHM IITIO30M. MIOro OCHOBHHM
3aBJAHHSAM € KepyBaHHS TIpynow Ta po3noAun BipTtyanibHux MAC-agpec Mix
yuacHukamu GLBP. Koxen mapuipytuszatop rpynu BUKonye posib AVF, Matouu BiacHy
BipTyasibhy MAC-aapecy st oOpoOku MepexxeBoro Tpadiky. Pe3ynbratv BUKOHAHHS
koMmaHau show glbp miaTBepKyI0TH CTBOPEHHS TPhOX akTUBHUX forwarder'iB, TOTOBHUX

JI0 TIepe/Iadi MaKeTiB.
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JUist po3nojiny HaBaHTaXKEHHSI BUKOPUCTOBYETbCS alroputMm round-robin. Y
IbOMY pekuMI Ko)keH HoBuM ARP-3anut 1o BiptyansHoi [P-agpecu otpumye BimoBiib
Big iHmoro forwarder'a rpymu. BHacmizok mbOro MepexeBi BY3JIM IOCHIIOBHO
OTpUMYIOTH pi3Hi BipTyanbHi MAC-aapecu, o Hanexarb Mapiipytuzatopam R-42-15-
2, R-42-15-3 Tta R-42-15-4. Takuii MexaHI3M J03BOJSE PIBHOMIPHO PO3MOIUIATU
MepexkeBui Tpadik MK yciMa IUII03aMH TPynu Ta e()eKTHBHIIIE BUKOPHUCTOBYBATU
JOCTYTHI PECYPCH MEPEXEBO1 IHPPACTPYKTYpH.

JlonaTkoBo st 3a0€3MEYEeHHs IIBUIKOTO BHUSBICHHS 3MIH y TOIOJIOTiI Oynu
HajamToBaHi Taiimepu Hello ta Hold 31 3HauenHsmu 5 1 15 cexkynpa BianoBiaHo. Lle
JIO3BOJISIE  MapIIpyTU3aTopaM OIEPAaTUBHO BH3HAYATU BTpPATy 3B'A3KY 3 1HIIUMU
YYaCHHKAaMHU TPYIIH Ta CBOEYACHO pearyBaTy Ha BIIMOBHU. TaKOX aKTHBOBAHO MEXaHI3M
preemption i3 3aTpumKkor0 30 CeKyHJ, 3aBASKH SKOMY MAapIIpyTH3aTOp 13 BUIIUM
MPIOPUTETOM aBTOMATHYHO BIJHOBIIIOE CBOIO POJIb TIICIS TIOBEPHEHHS 10 pPOOOTH.
BukopucranHs 3a3HaueHMX MeEXaHI3MIB IIJBHINY€E BiIMOBOCTIMKICTh, HAIIHHICTH 1
CTaOUIBbHICTh (PYHKI[IOHYBaHHS MEPEXI.

Hanawmyeanns NAT na R-42-15-1:

R-42-15-1#conf t

R-42-15-1(config)#int gig4/0
R-42-15-1(config-if)#ip nat outside
R-42-15-1(config-if)#ip address dhcp
R-42-15-1(config-if)#exit

R-42-15-1(config)#int range gig0/0, gig1/0, gig2/0
R-42-15-1(config-if-range)#ip nat inside
R-42-15-1(config-if-range)#exit
R-42-15-1(config)#access-list 1 permit any
R-42-15-1(config)#ip nat inside source list 1 interface gig4/0 overload
R-42-15-1(config)#exit

Ilpuxoowvko /.C. Apk.
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Pucynok 3.29 — IlepeBipka 3B’s13Ky 3 www.google.com

Jiist 3a0e3nedyeH s JOCTYITy BY3JIiB BHYTPIITHBOT MEpPEX1 /10 30BHIIIHIX PECYpCiB
Ha Mapmpytuzatopi R-42-15-1 Oyno peanizoBaHO MeXaHI3M TPAHCHAIII MEpPEKEBUX
anpec NAT. Sk 3oBHimHIN iHTepdeiic BukopuctoByeThes GigabitEthernet4/0, sxuit
no3HayeHu# sk ip nat outside ta orpumye [P-anpecy aBTomMatuuHo Bij mpoBaiaepa 3a
nonomororo  DHCP.  Iutepdeiicu  GigabitEthernet0/0,  GigabitEthernetl/0 1
GigabitEthernet2/0 nanamroBani sik BHyTpitiHi (ip nat inside), 1110 103BOJIsI€ BUKOHYBATH
TPAHCJIIALIIO aJIpec JJIsl BCIX MIIKIIOYEHUX CETMEHTIB KOPIOPATUBHOT MEPEKI.

JIist eKoHOMIi aJpecCHOro TPOCTOpYy Ta 3a0€3MEYEeHHs] OJHOYACHOTO JIOCTYITY
0aratb0X KOpHUCTyBadiB 70 Mepexi [HtepHer Oyino Bukopuctano TexHosorito PAT.
HanamtyBaHHs BUKOHaHO 3a JOMOMOro0 koMaHau ip nat inside source list 1 interface
gig4/0 overload, sika 103BOJIsi€ BCIM BHYTPILIHIM BY3J71aM BHKOPHUCTOBYBATH OJIHY
30BHIIIHIO [P-afpecy 3 poO3pi3HEHHSM CEaHCIB 3a HOMEpaMM IMOPTIB. 3aCTOCYBaHHS
ciucky noctymy ACL 1 3a0e3nedye BKIIFOUEHHS /10 TPAHCAIII BCbOI0 BHYTPIIIHBOTO

Tpadiky, 1o crpusie eheKTUBHOMY BUKOPHUCTAHHIO TIOCTYITHUX MEPEKEBUX PECYPCIB.
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3 MeToI MiABUIIEHHS PIBHA 3aXUCTy IIUIFO30BOi 1HMpacTpyKTypu OyIio
HaJalTOBaHO MexaHi3M aBTeHTU(ikarii mpoTokosry GLBP. Yci mapmpyrtuzatopu, sxi
BXxoaiATh A0 ckinany GLBP-rpymun (R-42-15-2, R-42-15-3 Tta R-42-15-4),
BUKOPUCTOBYIOTh MD5-aBTeHTH]iKALIIIO 3 EAMHUM KITF0oUeM Oe3neKu. 3aBsSKU epeBipIll
JOCTOBIPHOCTI ciry>k00BuX moBiiomieHb GLBP 3HauHO 3HMKYETbCS WMOBIPHICTD
YCHIIIHOTO BUKOHAHHS aTak, MOB'S3aHUX 13 MIAMIHOIO MEPEKEBUX TOBIIOMIIEHb a00
HAaBMHCHHUM TOPYIIEHHSIM pOOOTH IPOTOKOIY.

HonatkoBo  Oyslo  peasi3oBaHO  MEXaHI3M  KOHTPOJIIO  Tpale3laTHOCTI
MapHIpyTH3aTOpiB Ha OCHOBI BaroBux KkoedimieHTiB. [loyaTkoBe 3Ha4YeHHsS Baru
BCTaHOBJIEHO Ha piBHI 110, BepxHiii mOpir BiIHOBIEHHS CTaHOBUTH 105, a HIDKHIM Hopir
crpaitoBants — 95. Take HanmamTyBaHHs JI03BOJISIE aBTOMAaTUYHO BU3HAYATH 3aTHICTh
MaplIpyTu3aropa BUKOHyBatu (pyHkLIi AVF Ta cBo€uacHO BUKJIIOYATH MOTO 3 MPOLECY
OaJlaHCyBaHHS HaBaHTAXXCHHS Y BUITAJIKY Jerpajalli MepeXeBUX pecypciB.

J1J1st MOHITOPUHTY CTaHy KPUTHYHHUX KaHAJIB 3B'I3Ky BUKOPUCTOBYETHCS MEXaHI3M
track, sikuii BijicTeXKye mparne3natHicTh iHTepdeiicy GigabitEthernet0/0. ¥V pa3i Brpatu
3'€JHAHHS Bara MapuipyTH3aTOpa aBTOMAaTHYHO 3MEHIIYETHCS Ha 3aJaHy BEJIHUUHY.
SIKII0 3HA4YeHHsI Bard OIYCKAa€TbCS HU)KUE BCTAHOBJIEHOTO IOPOTY, MapLIpyTH3aTOp
npunuHse BUKoHyBaTH (¢yHKUIi AVF, a oOpoOka Tpadiky mnepeaaeTbcsi I1HILIOMY
y4yacHMKY rpynu. [licns BITHOBIEHHS Npane3fgaTHOCTI 1HTepdelicy 3HaYeHHs Baru
MOBEPTAETHCS 10 TOYATKOBOTO PIBHS, 1 MAPUIPYTHU3aTOP aBTOMATUYHO MOBEPTAETHCS J10
npoiiecy OaniaHCyBaHHSI HaBaHTAXEHHS.

JIns 1omaTKoBOTO 3axMCTy Ciyk0oBux moBimomiienb GLBP Oymo 3actocoBaHo
posimmpeHuii cnucok KonTpomo mgoctynmy ACL 100. Foro mpaBuna 03BOJSIOTH
NpUiiMaTH MOBIAOMJIEHHS MPOTOKOJY JIMIIE BlJ JAOBIPEHHX MapIIPyTHU3aTOPIB TPYIH,
MPOIYCKAIOTh HEOOXimHui MynbTUKacT-Tpadik GLBP, 6mokytors yci croponni UDP-
NaKeTH, apecoBaHi Ha opT 3222, 13 BEIEHHAM KypHAIy MOA1H, a TAKOX J103BOJISIOThH
nepenauy pemtu [P-tpadiky 6e3 oOMexeHb.

Peanizamiss aBTeHTH(iKallli, KOHTpOJIO cTaHy iHTepdelciB Ta QuibTparii
ciry>k00Boro Tpadiky y noeaHansi 3 MoxiauBocTssMu GLBP 3a0e3neuye Bucokuii piBeHb

BIJIMOBOCTIHKOCTI Ta O€3MEeKHu MepekeBOi 1HQPACTPYKTYpH. 3aBISKH IIbOMY Mepexka

Ilpuxoowvko /.C. Apk.
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30epirae mpaie3aTHICTh HaBiTh Yy pa3l BIAMOBHU OKPEMHUX IMPUCTPOIiB abo crpod
HECaHKI[IOHOBAHOTO BTPYYaHHS B POOOTY MITFO30BOTO MPOTOKOIY.

Hanawmyeanna mexanizmie 3axucmy na R-42-15-2:

R-42-15-2#conf t

R-42-15-2(config)#int gigl/0

R-42-15-2(config-if)#glbp 1 authentication md5 key-string glbpSECUREKey!
R-42-15-2(config-if)#glbp 1 weighting 110 lower 95 upper 105
R-42-15-2(config-if)#glbp 1 weighting track 1 decrement 10

R-42-15-2(config-if)#exit

R-42-15-2(config)#track 1 interface gig0/0 line-protocol

R-42-15-2(config-track)#exit

R-42-15-2(config)#access-list 100 permit udp host 193.42.15.3 host 193.42.15.2 eq 3222
R-42-15-2(config)#access-list 100 permit udp host 193.42.15.4 host 193.42.15.2 eq 3222
R-42-15-2(config)#access-list 100 permit udp any eq 3222 host 224.0.0.102 eq 3222
R-42-15-2(config)#access-list 100 deny udp any any eq 3222 log
R-42-15-2(config)#access-list 100 permit ip any any

R-42-15-2(config)#exit

R-42-15-2(config)#int gig1/0

R-42-15-2(config-if)#ip access-group 100 in

R-42-15-2(config-if)#exit

AHanoriyHMM YMHOM BUKOHAHO HajlaluTyBaHHS Ha R-42-15-3 Tta R-42-15-4.

Pucynox 3.30 — [lepeBipka HanmamTyBaHb aBTeHTU(IKAIlIT Ta BATOBUX 3HAY€HHH HA R-

42-15-2
Ilpuxoowvko /.C. Apk.
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Pucynok 3.31 — [lepeBipka HanamTyBaHb aBTEHTU(IKAIlT Ta BATOBUX 3HAY€HHb Ha R-

42-15-3

Pucynok 3.32 — [lepeBipka HaylaimTyBaHb aBTeHTH(IKAIll] Ta BarOBUX 3Ha4eHHb Ha R-

42-15-4

[Ipuxoowko /1.C.

Jauyk O.1O.

3mmn.

Apk.

Ne ooxym.

ITionuc

JMlama
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nrotocol

nrotocol

Pucynox 3.33 — BinoOpaskeHHs IOTOYHOTO CTaHy 00'€KTIB, 3a SIKUMHU 31HCHIOETHCS

CTCIKCHHAA

Pucynok 3.34— I[leperinsan BMICTY HaJdallITOBAHUX CHUCKIB KOHTPOJIIO AOCTYITY

Y Mexax TIJIBUINEHHA pIBHS O€3MeKu MepexeBoi 1H(pacTpykTypu Oyia

peanizoBaHa KOH(]irypailisi 6€31eyHoro BiAAJIEHOr0 JOCTYIY 10 MaplIpyTH3aTOpiB 3a

nornomororo mpotokosry SSH. Ileit mportokon 3abe3nedye 3axuieHe MUGpyBaHHS

nepeaanoi iHgopmMallii, Mo CyTTEBO 3HUKYE PU3UKU MEPEXOIUICHHS OOJIIKOBHX JaHUX

a00 1HIIUX YyTJIMBUX JAHUX I1J Yac aAMIHICTPYBaHHS MPUCTPOIB.

[Ipuxoowko /1.C.
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JUis  KOX)KHOTO MapHipyTH3aTopa CIIOYaTKy Oylio 3aJaHo JOMEHHE 1M’s
prikhodko.net, sike BUKOPHUCTOBY€EThCS MijJ 4yac TreHepali kpuntorpadiyHUX KIIOYiB.
[Ticns mporo crBoproBasacs mapa RSA-kmtouiB mosxkuuoro 1024 6itm. Ili xmmrogi
HEOOX1JH1 Ui BCTaHOBJIEHHA 3axuileHoro SSH-3'eqHanHs. VY pe3ynbTaTi KOXEH
MapIIpyTHU3aTOp OTPUMaB YHIKAJIbHE 1M s KJTF049a, ChOpPMOBaHE Ha OCHOBI HOTO IMEHI Ta
BKAa3aHOTO JIOMCHY.

Jlani 6ys0 cTBOpEHO OOJIIKOBUM 3amyc KOpHUCTyBada 3 iMeHeM admin 1 mapoJsem,
3amupOBaHUM 3a JOMOMOT0I0 MEXaH13My secret, 110 3abe3neuye BUIIUN PIBEHb 3aXUCTY
MOPiBHSHO 31 3BHMYaiHUM password. [y mudpyBaHHS BCIX MapojiB y KOHDIryparisax
OyJI0 aKTUBOBAHO CEepBIC service password-encryption.

Jlist BipTyanbHUX TepMiHaJIbHUX JHIN (vty 0—4) Oyiio BKa3aHo, IO JTOCTYI A0
MapuipyTH3aTopa A03BoJieHHi jwuire 4depe3 SSH-mpoTokois, a TakoX HaJalITOBAHO
aBTEHTU(IKAIII0 32 JOKAJbHUMHU OOJIKOBUMU JaHUMH. lle BUKIIOYaE MOKIMUBICTH
MIJIKIIOUEHHS Yepe3 He3axHIeHl pOoToKoIH, Ak-0T Telnet, 1 rapanTye, 1o BCl ceaHCH

aJIMIHICTPYBaHHS BUKOHYIOTbCS Y 3alTU(POBAHOMY BUTJISIII.

Hanawmyeannsa mexanizmy 8i00aneno20 nioknwuenna na R-42-15-1:

R-42-15-1#conf t

R-42-15-1(config)#ip domain-name prikhodko.net

R-42-15-1(config)#crypto key generate rsa

The name for the keys will be: R-42-15-1.prikhodko.net

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

R-42-15-1(config)#username admin secret adminpass

R-42-15-1(config)#ip ssh version 2

R-42-15-1(config)#line vty 0 4

R-42-15-1(config-line)#login local

R-42-15-1(config-line)#transport input ssh

R-42-15-1(config-line)#exit

R-42-15-1(config)#service password-encryption

*Jun 4 17:00:30.755: %SSH-5-ENABLED: SSH 1.99 has been enabled

R-42-15-1(config)#service password-encryption

R-42-15-1(config)#exit

Ilpuxoowvko /.C. Apk.
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Jlns mapmpytuzatopiB R-42-15-2, R-42-15-3 ta R-42-15-4 nanamryBaHHS
MeXaH13My BIJIJaJICHOTO MiAKJIIOYEeHHS 3a A01oMoror SSH BUKOHYBaoCs aHAJIOT1YHA
YUHOM.

@diHaTbHUM €TarlOM CTBOPEHHS TECTOBOTO CEpe/IOBHIIA CTalla MiArOTOBKA Ta
1HTErparlis IIbOBUX OMEPALIMHUX CHCTEM Yy MEPEXKEBY TOMOIOT 0. J{is imiTamii
peanbnoi IT-iHGpacTpykTypH KoMmaHii Oysi0 BUKOpucTaHo rinepsizop VirtualBox, ne
CTBOPEHO YOTHUPH yHIKaIbHI BIpTyajbHI MAIlIMHU 3 BIAMOBITHUMH anlapaTHUMHU
HaAIITYBaHHAMU. MepexkeBi afantepu KO>KHOI MallTUHU OyJIK MEPEeBEICHI y PEXKUM
HEMIKII0UYEHOT0 Ka0emto /ISl MOJaIbIIOro MporpaMHOro o0'e JHaHHS 1X
6e3nocepennbo uepes inrepdeiic mardhopmu GNS3.

B sikocTi TUIOBOT KITII€EHTCHKOT CUCTEMH BUKOPUCTAHO OMEPaIliiHy CUCTEMY
Windows 10 Pro. Bona imiTye 3Bu4aiine podoue Miclie CriBpoOITHIKAa KOPIIOPATUBHOT
Mepexi. s ctabibHOi poOoTH rpadiyHoro iHTepdeiicy cucreMi BUALIEHO 4
rira0aiiTu onepaTuBHOI MaM'sTi Ta CTBOPEHO JUHAMIUYHUMN KOPCTKUI TUCK. 3 METOIO
JEMOHCTpaIlii ePeKTUBHOCTI pOOOTH CKaHepa Oe3neKu cucTeMy OyJo CB1IOMO
BCTAHOBJIEHO Y 0a30B1i KOMIUIEKTAIlil, a CITy>K0y aBTOMaTH4YHOI'O 3aBaHTaKEHHS

OHOBJICHb ITOBHICTIO JCaKTHUBOBAHO.

¥

Mincymox

% Machine Name and 0S Type
Machine Name |

ndows.iso

B unattended Install

Username

ws-10-42-15.myguest. virtualbox.org

EFIEnable

[y
W e

Oosinka 3 3aKiHYATH CracysaTH

Pucynox 3.35 — [limcymKkoBi anapaTHi HalTamTyBaHHS BIpTyalbHOI MAIlIMHA

Windows 10 Pro

M

Ipuxoowvxo J1.C.
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CepBepHy yactuHy iH(MpacTpykTypu mpencrasisie Ubuntu Server akTyanbHOI
Bepcii. Ls onepariitHa cuctema (yHKIIOHY€e 6€3 rpadiuHOi 000JIOHKH Ta BUKOHYE POJIb
KOPIOPAaTUBHOTO BeOCepBepa, M0 J03BOJIMIIO ONTHUMI3yBaTH CIIOKMBAHHS amapaTHUX

pecypciB 1 BUAUIUTH I 11 poOOTH 2 rirabaiiTv orepaTuBHOI aM'ATi.

%

Mincymok

Th ing table sumn
u are happy wi
you can go back and modify the configuration.

% Machine Name and 0S Type
Machine Name
Machine Folder
IS0 Ima
D Ubuntu (64-bit)
Skip true
B Hardware

OcHOBHE NaM'ATE
Mpouecop(i)
EFI Enab

Ooeigka

JaKiHMTH CrkacyeaTt

Pucynok 3.36 — [lincymMKoOBI anapaTH1 HalalTyBaHHA BipTyanbHoi Mammau Ubuntu
Server
OcTaHHIM KOMIIOHEHTOM € crelanizoBaHa cuctema Metasploitable 2. Ile
HAaBMMCHO Bpa3iMBa onepaliiiHa cucreMa Ha 0a3i siapa Linux, sika BUKOPUCTOBY€ETHCA SIK
€TaJIOHHA I[UJTh JIJISl TIEPEBIPKU TIOBHOTU BUSIBIICHHS KPUTHYHUX HEIOJIKIB MEPEKEBOTO
3axucty. OCKUIbKHM cucTeMa 0a3y€eThCs Ha IyXKe JEeTKid apXiTeKTypl, 1Sl ii MIOBHOLIHHOTO

HKI10HYBaHHSI BUSIBUJIOCS IOCTaTHBO | rirabaiita OlIepaTUBHOI aM'ATI.
YHKIIOHY A Y

Ipuxoovxo /J.C. Apk.
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NMincyMmok

ing table summarizes the configuration you have chosen for the new virtual machine.
e happy wi uratio Finish to create the virtual machine, Alternatively
o back and modify configuration.

*& Machine Name and 05 Type
Machine Mame etasploitable2-42-15
e Folder = etasploitable2-42-15

ype Ubuntu (64-bit)
B Hardware

1024
1

falze

Attached Digk D:WirtualBox\graduationwork \Metasploitable 2-Linux \Metasplo

Hosinka

Pucynox 3.37 — [lizicyMKOBI anapaTHi HaJallITyBaHHs BIPTYalbHOT MAIlIMHU

Metasploitable 2

3.3. HanamryBaHHs Ta nNpoBeleHHA ckaHyBaHHA I T-ingpacTpykrypn

[Ticast posropTaHHs TECTOBOTO CEPEAOBHUINA, OMUCAHOTO Y TIOMEPEIHbOMY
MPO3LIL, YCiI BY3JIM MEpEeXi aBTOMATUYHO OTpUMaiu Mepexeni aapecu Binm DHCP-
CepBEpa, HAJIAIITOBAHOTO Ha MapIIPyTU3aTOpl KOPMOpaTUBHOI Mepexi. byno
3a(hiIKCOBAaHO HACTYIHUH po3moal aapec y mamepexi 193.42.15.0/24: ckanep 6e3neku
Kali Linux (OpenVAS) — 193.42.15.25, minboBuii cepep Ubuntu Server — 193.42.15.21,
BpaznuBa cuctema Metasploitable 2 — 193.42.15.22, po6oua craniis Windows 10 —
193.42.15.27, Bipryansuuii w03 GLBP — 193.42.15.254. KopekTHICTh OTpUMaHUX
anpec OyJo MATBEPIKEHO 3a JOMOMOTOI0 CTAaHAAPTHUX CUCTEMHUX YTHIIIT: KOMaHIH ip

a Ha Linux-cucremax Ta ipconfig Ha poOouiii ctaniii Windows.

Ipuxoovxo /J.C. Apk.
vk O.IO. KKIKB.KP.6 - 125—-10-T13 0}
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Pucynok 3.38 — MepexeBi apecu By3IiB TECTOBOTO CEpPEIOBUINA, OTPUMAaHI 3a
npotokosiom DHCP

Ilepen movyaTkoM ckaHyBaHHS 0yJI0 BAKOHAHO BEpHU(IKAIII0 MEPEXKEBOI 3B'I3HOCTI
MDK CKaHEepOM O€3MeKH Ta KOXHUM 13 IUIbOBUX BY3JiB 3a fonomoror [CMP-3anuTis.
Pe3ynbraT TecTyBaHHS MIATBEPAWIM MOBHY JOCTYIHICTh YCIX BY3JIIB TECTOBOIO
cepenoBuina 31 ckanepa: o3 193.42.15.254, Metasploitable 2 (193.42.15.22), Ubuntu
Server (193.42.15.21) ta Windows 10 (193.42.15.27) — yci BianoBiiu 6€3 BTpaT NakeTiB
(0% packet loss). JomaTkoBo Oyj0 TNEpEeBIpEHO HASBHICTh 30BHIIIHBOTO 3'€THAHHS
nursixoM HajacunadnHs ICMP-3anutiB 1o myomignoro DNS-cepsepa Google (8.8.8.8), 110
HIATBEPANIIO KOPEKTHY poOoTy MexaHi3My NAT Ha mpuKopIOHHOMY MapHipyTH3aTopi
Ta JOCTYIHICTh 30BHIIIHIX pecypciB Mepexki [HTepHeT 13 TecToBOTO cepenoBuina. Takum
YUHOM, OyJI0 BCTAaHOBJICHO TMOBHY IMpalle3/aTHICTh MEpexkeBoi 1H(pacTpykTypu Ta

TOTOBHICTb CEpEIOBUIIA IO MPOBEACHHS ayAUTy OC3MEeKH.

Ilpuxoowvko /.C. Apk.
iy O.IO. KKIKB.KP.6 - 125—-10-T13 02
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Pucynok 3.39 — IlepeBipka MepeskeBOi 3B'I3HOCTI MI’K CKaHEPOM Ta IiIJIbOBUMH

Qaiin  Mawwwa Mepernsa Beeaewnss MNpuctpoi  fosiaxka
B emmPOC| 23 | m
B kali@kali: ~

Session Actions Edit View Help

3 193.42.15.254
PING 193.42.15.254 (193.42.15.254) 56(84) bytes of data.
64 bytes from 193.42.15.254: icmp_seqg=1 ttl=255 time=19.1 ms
64 bytes from 193.42.15.254: icmp_seqg=2 ttl=255 time=9.05 ms
64 bytes from 193.42.15.254: icmp_seq=3 ttl=255 time=13.5 ms

— 193.42.15.254 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 9.047/13.876/19.120/4.122 ms

3 193.42.15.22
PING 193.42.15.22 (193.42.15.22) 56(84) bytes of data.
64 bytes from 193 icmp_seg=1 ttl=64 time=118 ms
64 bytes from 193.42.15 icmp_seq=2 ttl=64 time=3.50 ms
64 bytes from 193.42.15.22: icmp_seq=3 ttl=64 time=2.24 ms

— 193.42.15.22 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 2.240/41.380/118.400/54.463 ms

3 193.42.15.21
PING 193.42.15.21 (193.42.15.21) 56(84) bytes of data.
64 bytes from 193.42.15.21: icmp_seg=1 ttl=64 time=10.2
64 bytes from 193.42.15.21: icmp_seq=1 ttl=64 time=23.5 ms (DUP!)
64 bytes from 193.42.15.21: icmp_seq=1 ttl=64 time=24.5 ms (DUP!)
64 bytes from 193.42.15.21: icmp_seqg=1 ttl=64 time=32.6 1 (pup!)
64 bytes from 193.42.15.21: icmp_seq=2 ttl=64 time=5.87
64 bytes from 193.42.15.21: icmp_seq=3 ttl=64 time=4.88

— 193.42.15.21 ping statistics —
3 packets transmitted, 3 received, +3 duplicates, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 4.880/16.925/32.619/10.480 ms

3 193.42.15.27
PING 193.42.15.27 (193.42.15.27) 56(84) bytes of data.
64 bytes from 193.42.15.27: icmp_seg=1 ttl=128 time=9.74 ms
64 bytes from 193.42.15.27: icmp_seq=2 ttl=128 time=12.3 ms
64 bytes from 193.42.15.27: icmp_seq=3 ttl=128 time=17.1 ms

— 193.42.15.27 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 9.744/13.073/17.146/3.067 ms

3 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttl=114 time=58.3 ms
64 bytes from 8.8.8.8

¢ icmp_seq=2 ttl=114 time=56.7 ms

By3Jiamu 3a fonomororw ICMP-3anutiB

JIist BceGIYHOTO aHai3y 3aXHUIIEHOCTI MOJIETHOBAHOT KOPIMOPATUBHOI MEpPEexkKi

OyJI0 TPOBEJCHO TPH IOCTIAOBHUX €Talu CKaHYBaHHS, KOXKEH 3 SKHUX MaB YITKO

BU3HAYEHY METy, BJacHUM Hallp mapaMeTpiB Ta IMITYBaB KOHKPETHHMH cLEHapii

peanbHOTrO ayauTy Oesnekd. Yci CKaHyBaHHS BHUKOHYBAJHCS 3a JIOIOMOTOIO CKaHepa

OpenVAS Default, sxuii € sgpom miargopmu Greenbone 1 3a0e3nedye aBTOMAaTUYHY

MepeBipKy BY3JIB Mepexi Ha BianoBiaHicTe moHan 60 000 TecTiB MepexeBHUX

BpaznuBocTerd NVT.

Jiist Beix Tpbox eTaniB 0yino o0paHo koHpirypaiito ckanyBaHHs “Full and fast” —

CTaHJApTHUHN 1 PEKOMEHIOBAaHUN PO3pOOHUKAMH MPODiib, IKUl BUKOHYE TTOBHUI HAOIp

Ipuxoowvxo J1.C.
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nepeBipok Oe3rneku 3 onTuMizaliero mBuAKOCTl. Llei npodine BKiIOYae BCl TOCTYIHI
NVT-monymi, ajne BUKIIOYA€E MOTEHIIHHO necTpykTuBHI Tectu (DoS), mo mormu 6
MOPYIIUTH CTaOUIbHICTh POOOTH BY3JIB TECTOBOTO cepefoBuina. Bubip came 1poro
npod11r0 00yMOBJICHUN THM, 10 BiH 3a0e31euye MaKCUMalbHe TOKPUTTS BPa3IuBOCTEH
IpU MIHIMAJIBHOMY PHU3UKY Uil 1HPPACTPYKTYpH, IO € KPUTUYHO BAXKIUBUM IIpU
NIPOBEJICHHI ay/IUTy B KOPIIOPATUBHUX MEpEkax, 1e Oe3nepepBHICTh pOOOTH CEPBICIB €

MIPIOPUTETOM.

(AN o o o

i Forums ¥ Kall WetHunter = Exploit-DB

|l Dashboards o 1-7 o7
. Family NVTS
) scans » Name Actions
- Total T, Trend T| Total T, Trend 7|
2 pcs
S Aassets > -
[ . s 2 — 3 — o0
@ Resilence (Basic configuration template with a minimum set of NVTs required for a scan. Version 20200827.)
— Security Discovery
©) > 11 — 3327 fa
= Information {Network Discovery scan configuration. Version 20201215.) ~ L9
4% configuration - npty
[ empt i i 0 _— ° . O ‘3
(Empty and static configuration template. Version 20201215.)
Targets
Port Lists Full and fast 60 ~ 178989 o0
(Mast NVT's; optimized by using previously collected information. Version 20201215.)
Credentials
Host Discovery
scan Confias 2 — 2 — Q9
Scan Configs (Network Host Discovery scan configuration. Version 20201215.)
Alerts e
B g Ed -
(Configuration with checks for Logdj and CVE-2021-44228. Version 20211227.) 10 2 o3
Schedules
System Discovery
Report Configs ystem Discove 5 . 20 . o
(Network System Discovery scan cenfiguration. Version 20201215.)
Report Formats
Scanners Apply to page contents Owma
Filters
1-70f7
Tags
<= Administration >

Pucynox 3.40 —IIpodins koudirypaiii ckanyBanus “Full and fast”

Sk ciucok MopTiB AJig BCiX ckaHyBaHb Oyio oopano “All IANA assigned TCP” —
nepenik, mo Bkiaoudae Bci TCP-mopTtu, odiuiitHo 3apeectpoBaHi B peectpi Internet
Assigned Numbers Authority. Ileit cnucok oxoruroe npubauzHo 5000 HaHO1IBII
NOIIMPEHUX TMOPTIB, 110 BUKOPUCTOBYIOTHCS BIJIOMUMH MEPEKEBUMHU CEpPBICAMH Ta
npotokosamu (HTTP, SSH, FTP, SMB, RDP, DNS Tomo), i € onTumMaabHUM
KOMITPOMICOM M1X IIOBHOTOIO CKaHYBAaHHSI Ta 4aCOM HOTO BUKOHAHHS.

[lepmmii eTan ckaHyBaHHs IMITYBaB /11l 30BHIIIHHOTO 3JIOBMUCHUKA a00 ayAUTOPA,
KWW HE Ma€ KOJIHUX OOJIKOBUX JaHUX JIJISl JOCTYIy JI0 CHUCTEM 1 3MIMCHIOE PO3BIAKY
BUKJIIOYHO ‘“330BHI’”, aHAJII3yOYH JIUIIIE T1 CEPBICU Ta IOPTH, 1110 IOCTYITHI Uepe3 MEPEKY.

Takuii miaxia BiJANOBIa€ METOJOJOTII TECTyBaHHS HAa MPOHUKHEHHS 3a MPUHIUIIOM

Ilpuxoowvko /.C. Apk.
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“qopHOi CKpUHBKM 3TigHO 3 pekomenpaaiismu ctangapty OWASP Testing Guide Ta
NIST SP 800-115 [11].

Y moxayni Configuration — Targets Oyi0 cTBopeHo 11i1b i Ha3Boto “Fast Target”
3 HACTYITHUMU NapaMeTPaMH:

1. Hosts (LiboBi By3mun): 193.42.15.22, 193.42.15.21, 193.42.15.27 — IP-aapecu
TPHOX IILOBUX BY3JiB TecToBoro cepenonuiia (Metasploitable 2, Ubuntu Server Tta
Windows 10 BimmoBimHo). Aapecu Oyio BKa3aHO Bpy4YHy depe3 KoMy, MO0 CKaHep
NepeBIpsiB JIMIIE KOHKPETHI MAalllMHW, a HE BUTpayaB 4Yac Ha IMOPOXKHI aJpecu y
MIMEPExKi.

2. Port List (Cimcok moptiB): All IANA assigned TCP.

3. Alive Test (Merog  BuU3HAUE€HHS  JOCTYIHOCTI): OyJio  0OpaHo
3HaueHHA “Consider Alive” (BBaxkatu By30J JocTynHuM). Llel mapamerp € KI0YOBUM
JUISL BIPTYQJIbHUX CEPENOBHUIL: BiH 1HCTPYKTY€ CKAHEp MPOIYCTUTU MOMNEPEIHIO (azy
BusiBsieHHsT BY31iB (Host Discovery) 1 oapa3y mnepelTu 10 CKaHyBaHHsS IOPTIB Ta
nepeBipku BpaznuBocTter. Y cepepoBuuli GNS3, ne BipTyalpHI KOMyTaTOPU MOXYTb
HernepeadauyBaHo o0po0ssitu MacoBi ICMP- abo ARP-3anuTu, Takuii miaxiJ rapaHrye,
IO JKOJEH 13 IUIbOBHX BY3JIIB HE Oy/a€ IMOMUJIKOBO BHU3HAHUM “‘HENOCTYMHHUM 1
IIPONYIIEHUN CKAHEPOM.

4.  Credentials (O6:iKk0BI JaH1): HE BUKOPUCTOBYBAJIUCH.

Edit Target Fast Target X

Name

Fast Targef]

Comment

Hosts.
o Manual | 193.42.15.22,193.42.15.21, 193.42.15.27

From file

Exclude Hosts

© manual

From file

Allow simultaneous scanning via multiple 1Ps
o Yes No

Port List
AllIANA assigned TCP O

Alive Test
Use Scan Config Default o Consider Hosts as Alive Custom

Pucynok 3.41 — HanamryBanns mim “Fast Target” nnst HeaBTeHTU()IKOBAHOTO

CKaHYBaHH:
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Y Mmoaym Scans — Tasks Oyno cTBopeHo 3aBaanHs Mmija Ha3zBorw “Fast Audit” 3

HAaCTYIITHUMH IIapaMCTpaMu:

1.
2.
3.
4.

Scan Targets: Fast Target.
Scan Config: Full and fast.
Scanner: OpenVAS Default.

Maximum concurrently executed NVTs per host: 4 — KiIbKICTh TECTIB

BPa3JIMBOCTEH, 1110 OJTHOYACHO BUKOHYIOTHCSI HA OJTHOMY BY3Ji. 3HaUeHHs 4 3a0e3neuye

HOMipHC HaBaAHTAXCHHS Ha KOKHY I_IiJ'H)OBy MallnuHy.

5.

Maximum concurrently scanned hosts: 20 — oCKiJIbKY LILJICH JIMIIE TPH, 1€

3HAYCHHA JO3BOJISIE€ CKAHCPY HepeBipﬂTI/I BCl BY3JIM OAHOYACHO, 10 CYTTEBO CKOPOYYE

3arajlbHUM 4ac ayJuTy.

New Task X
Name
Fast Audit
Comment
Scan Targets
Fast Targe{| s O
Alerts
[
Schedule
once [}
Add results to Assets
O Yes No
Apply Overrides
O ves No
Min QoD
70 -
Alterable Task
[ |

Pucynok 3.42 — HanamrryBanns 3apnanns “Fast Audit”

Dashboards ON[ Filter [ ORelol7d

iT/Tasks 10f1 0o

Tasks by Severity Class (Total: 1) x Tasks with most High Results per Host x Tasks by Status (Total: 1)

Notes

Name Status 1| Reports 1| Last Report 1] Severity 7| Trend 1) Actions

[} 793

Apoly o page contents [SRoRs)

Pucynok 3.43 — 3anyck 3aBnanns “Fast Audit”
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CkanyBanHs1 O0yno posnoyato 12 yepBHs 2026 poky o 08:12 UTC rta ycmimHo
3agepiieHo 0 09:06 UTC (3arasbHa TpuBalIiCTh — MOpUOIM3HO 54 XBUIWHHU). 3a
pesynbTaTamMu Oyiio BuUsBIIeHO 648 3amuciB (mo imbrparii, 69 micms), 3 skux: 13
kputnyHux (Critical), 10 Bucokux (High), 39 cepeanix (Medium) ta 7 Huszbkux (Low)
BpaziuBocTed. [lepeBakHa OUIBIIICTP KPUTUYHMX Ta BHUCOKMX BpaszIUBocTed Oyia
imenTudikoBana Ha By31i Metasploitable 2, mo miaTBepaxxye HOro mTYy4YHO Bpa3iUBY

KOH(irypaliiro.

i Forums ¥ Kall WetHunter = Exploit-DB

|l Dashboards
oL} Filter SEDOZ -

() scans
Tasks

Reports

Tasks by Severity Class (Total: 1) * Tasks with most High Results per Host x Tasks by Status (Total: 1)
Results

Critica

Vulnerabilities

Notes

Overrides \ ‘
Russuns per Host

= Assets >
[3) Resilience >

= Security
= Informatian [} 1-1of1

/7 configuration > Name status 1) Reports T|  Last Report 1 severity 1] Trend 1 Actions

= Administration > Fri, Jun 12, 2026 B:12 AM Coordinatec

Fast Audit T o ° CLEZ2eD

niversal Time

Py
() Help >

Apply to page contents U

1-10of1

Pucynok 3.44 — Pe3ynbrar 3aBepiieHHs ckanyBaHHS “Fast Audit” 31 crarycom Done

Hpyruii eran ckaHyBaHHS 1IMITYBaB CIIEHapiil BHYTPIIITHBOTO AyJIUTY, TIPU SKOMY
ayIUTOp Ma€ JICTITUMHUUN JOCTYM JI0 CHUCTEM 13 BIAMOBIIHUMH OOJIIKOBUMH JTaHUMHU.
Takuit miaxia BiANIOBIIAE METOAOJIOTIT “O1101 CKPUHBKHU ™ 1 T03BOJISIE CKAHEPY HE JIUIIIC
aHaTI3yBaTH 30BHIIITHI MEPEkKEBI CEPBICH, a i YBIUTHU BCEPEANHY OINEPAIIiHOT CUCTEMH
JUIsL TEepEeBIPKM BHYTPIIIHIX KOH(Irypaliif, BCTAHOBJIEHHWX MAaKETIB MPOTPAMHOIO
3a0e3nedYeH s, CTaHy OHOBJIEHb, TapaMeTpiB peectpy Windows Ta JTOKaIbHUX MOTITHK
Oe3MeKH.

Ha nipomy erami 31 criucky 1isieid 0yJsio cBiioMo BUKJIIOYEHO By30s1 Metasploitable
2(193.42.15.22). [IpyunHa moJyiArae B TOMY, IO 115 CUCTEMA € HaBYAILHOIO TIaT(HOPMOT0
31 IITY4YHO CTBOPEHUMH BPA3IUBOCTIMHU, 1 IPOBEJICHHS aBTEHTU(PIKOBAHOTO CKaHYBaHHS

JUISL HE1 He Ma€ MPaKTUYHOTO CEHCY — 11 He3aXUIICHICTh yKe OyJia MOBHICTIO BUSIBJICHA Ha
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nepiiomy etani. HaromicTh yBara Oyna 3ocepemkena Ha Ubuntu Server Ta Windows 10
— THIOBUX MPEACTaBHUKAX KOPIIOPATUBHOT iIHPPACTPYKTYPH.

[lepen HamamrtyBaHHSM LTI OyJIO CTBOPEHO JBa HAOOpU OOJIKOBUX NTaHUX Y
moxayni Configuration — Credentials:

1. “Linux SSH Access” — Ttum: Username + Password; morin: prikhodko;
npotokoi: SSH (mopt 22). Lli oOmikoBi gaHi mpu3HadyeHi Ajid aBTEeHTH)IKaIii Ha
cepBepax IiJ yrpasiiHHAM Linux 3a jomomoroto mpotokoiry SSH, 1o 103BoJIsie CKaHepy
BUKOHYBAaTH KOMaH/I{ Ha BIIJAJICHI MalllMHI Ta aHAJI3yBaTH ii BHYTPIIIHIN CTaH.

2. “Windows SMB Password” — tun: Username + Password; noria: Winl0-
42-15; mporokon: SMB (mopt 445). L1i 0011k0B1 AaH1 MpU3HAYEHI JJi aBTeHTUDIKaIi Ha
pobouux craHuisx mig ynpapiiHHAM Windows 3a gomomoror mpotokoiny SMB, mio
HaJae CKaHepy Joctyn a0 peectpy Windows, CMCKy BCTaHOBJIEHHX OHOBJIEHb Ta

KOH(DIrypariii CUICTEMHUX CITyXKO.

New Credential

Name
Linux SSH Access

Comment

Type
Username + Password

Auto-generate

Yes @ No

Username
prikhodko

Password
mnn

Cancel

New Credential X

Name
Windows SMB Password

Comment

Type
Usemame + Password

Auto-generate

Yes @ No

Username
Win10-42-15

Password

cancel |

| ome | ) [ sove ]
Pucynox 3.45 — CtBopeHHs 00J1IKOBUX JJAHUX ISl aBTEHTU(PIKOBAHOTO JOCTYITY

byno ctBopeHo HOBy muib mig HazBoro “Authenticated Target” 3 HacTynmHUMH
napaMeTpaMH:

1. Hosts: 193.42.15.21, 193.42.15.27 — mume Ubuntu Server Ta Windows 10.

2. Port List: All IANA assigned TCP.

3. Alive Test: Consider Alive — aHajoriyHo a0 TMEPIIOrO eTamy, IS
YHUKHEHHS! XHOHUX CIPAIlbOBYBaHb Y BIpTYaJbHOMY CEPEIOBHIIIL.

4. Credentials for Authenticated Checks:
o SSH: Linux SSH Access — nis aBrentudikanii va Ubuntu Server.

« SMB: Windows SMB Password — ny1s1 aBrenTudikanii Ha Windows 10.
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Mew Target X

Hamne

Aulhenticated Targat
COmTeng
Hirsts
0 mManual 193471529 192421527
Froam file

Exclisde Hosts

n Marnua

Froam Hilis

Allow simultsnecus scanning via mukiple IFs
D s Mo
Furt Lizt

AlNTANS nesigread TOE

[

Cradantinls for authanticated chacks

55H

Linus 58H Acoess F anpart | 22 L
(i1 Elevate privileges L}

Gt {MNTLW
‘Windows SME Pagseword X L)

ES¥i

SAMP
T

PEyarse Lodmup Oy

s ) mo
hevese Lg-..:;:uir«.f
Pucynok 3.46 — HanamryBanss mim “Authenticated Target” 13 npukpirieHuMu
00JIIKOBUMH TAHUMU

Bbyno ctBopeno 3aBnanus mig Ha3zBoro “White Box Audit:

1. Scan Targets: Authenticated Target.

2 Scan Config: Full and fast.
3. Scanner: OpenVAS Default.
4
5

Maximum concurrently executed NVTs per host: 4.

Maximum concurrently scanned hosts: 10.
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|l Dashboards

© scans

Tasks

Reports

Results

Vulnerabilities

Notes

Overrides

=
5 assets

Resilience

= Security
&
Information

/% configuration

3= administration

() Help

New Task

Name
White Box Audit

Comment

Scan Targets

Authenticated Target

Alerts

Schedule

Add results to Assets

O ves No

Apply Overrides

o Yes No

Min QoD
70

Alterable Task

Cancel

O

<>

<2

O

- once [}

Pucynok 3.47 — HanamryBanns 3apnanns “White Box Audit”

ali Forums ¢ Kali NetHunter

' ﬁ‘rhsks 2of2

O

Fast Aud

Exploit-DB

Tasks by Severity Class (Total: 2)

Name

it

White Box Audit

= Critical

NIA

D4 a

" mi s R

Google Hacking DB

s | & G

- o x

uc ®@ | @ | @ |00:00 G | admin @

Filter EECERYOW]

© You have been inactive, your session will expire in

3 minutes

Tasks with most High Results per Host x Tasks by Status (Total: 2)

Status T, Reports T Last Report T| Severity 1] Trend 1)

Fri, Jun 12, 2026 8:12 AM Coordinated
universal Time

L oone vd
TS 1 ]

Apply to page contents

Pucynok 3.48 — 3anyck 3aBnanns “White Box Audit”

Lo

Dane

= Running

1-20f2

Actions

@708

798

©ma

CxkanyBanns 0ymo po3nodaro o 17:41 UTC ta 3aBepmieno o 18:31 UTC (3aranbHa

TPUBAJICTh — NMpuOIM3HO 50 XBUIMH). 3a pe3ynbTaTamu Oyno BusBieHo 214 3amuc (10

dinpTpartii, 6 mcins), 3 skux: 0 kputuunux, 0 BUcokux, 1 cepenans (Medium) Ta 5 HUZBKUX

(Low) BpaznuBocteit. Y pozaini Host Authentications 3BiTy 0ys10 3a(iKCOBaHO yCHIIIHY

Ipuxoowvxo J1.C.

Jlsuyk O.1O.

3mmn.

Apx.

Ne doxym.

ITionuc

Hama

KKIKB.KP.6 - 125—-10-T13
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100




aBTeHTH(IKaIi0 1Mo npoTokony SMB na By3ni Windows 10 (SMB: Success), mio
HiATBEPANIIO KOPEKTHICTh HA/IaHUX OOJIIKOBUX JAHHMX Ta JO3BOJIUJIO CKaHEPY BUKOHATU
TIIMOOKUI aHali3 BHYTPIIIHBOTO CTaHy OIEpaIliitHOi CUCTEMH. 3HAYHO MEHINIA KUIBKICTh
BUSIBJICHUX BPA3JIMBOCTEH MOPIBHSHO 3 MEPIIMM €TallOM MOSICHIOEThCS THM, 110 Ubuntu
Server Ta Windows 10, Ha Biaminy Big Metasploitable 2, € cygyacuumu onepariiHuMu

cucTeMaMu 3 0a30BUM PIBHEM 3aXHUCTy, IO BXKE BKJIIOYAE€ BOyJoBaHHWI OpaHaMayep Ta

MEXaHI13MH aBTOMAaTUYHOTO OHOBJICHHS.

C @

Offsec  Kali Linux i Forums X Kali MetHunter % Exploit-DB % Google Hacking DB

& openvas
|.li Dashboards [oRNK Filter SEODOBL -
@ scans v =
i 5o/ Tasks 2 of 2 oo
Tasks
Reports Tasks by Severity Class (Total: 2) x Tasks with most High Results per Host x Tasks by Status (Total: 2)
Results Medium Done
M Critical
Vulnerabilities.
Notes
Overrides T
> esutspartont
h il >
(] 1-20f2
Name Status T/ Reports T| Last Report T| Severity 1| Trend 1) Actions
Fri, Jun 12, 2026 8:12 AM Coordinated
Fast Audit Lo B €
ast Audi [ —— 10.0 (Critical) DE@GZeD
(3) F 12, 2026 4:44 PM C dinated
@ help ’ White Box Audit T AL, oorenate Beciur) ) DEEsea

Universal Time
Apply to page contents Sewa

1-20f2

Pucynox 3.49 — Pesynbrar 3aBepuienns ckanyBanHus “White Box Audit” 31 cratycom
Done

Tperiif, ¢iHanbHUN eTanm CKaHyBaHHS IMITYBaB KOMIUJIEKCHHM ayJIuT YCI€l
KOPIOPATUBHOI MiIMEPEeXi, SKUH TPOBOIUTHCS MPHU TEepBUHHOMY oOcTexeHHl IT-
1H(pacTpyKTypu nignpueMcTBa. Ha BiAMIHY BiJ momnepeaHiX eTamiB, 1€ aapecH Iijieu
BKa3yBaJIUCS BPYUHY, TyT CKaHepy OyJI0 Ha/IaHO MOBHMIA /11alTa30H aApec MiIMepexi, o0
BIH CaMOCTIHHO 31ilicHuB BusiBiieHHs (Discovery) ycix akKTMBHUX BY3JIB 1 MPOBIB iX
noBHUM ayaut. lleil cueHapiii € HaWOLIbII PEATICTUYHUM 3 TOYKH 30pY MPAKTUKHU
KOPIOPATHUBHOI K10ep0Oe3neKn, OCKUIBKU ayAUTOP YacTO HE Ma€ Momnepeannoi iHdopmartii
PO MOBHUM MEPENTIK IPUCTPOIB Y MEPEKI.

byno ctBopeno mine mim HazBoio “Full Network Scan” 3 nactymaumun

mapamMCcTpamMu:
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1. Hosts: 193.42.15.0/24 — yca migmepexxka kiacy C, mo oxommoe 254
MOTEeHIIHI aapecu By3MiB (Big 193.42.15.1 no 193.42.15.254).

2. Port List: All TANA assigned TCP.

3. Alive Test: 6yno o6pano komOinoBanuii meton “ICMP, TCP-ACK Service
& ARP Ping”, sikuii € HalOIbII HANIWHUM T1AXO0I0M JIJIsl BUSIBJICHHS aKTUBHUX BY3JIIB y
rereporeHHii Mepexi. Lleil MeTon mMmocmiIoBHO 3aCTOCOBYE TpU Pi3HI MEXaHI3MU
BUSIBJICHHS:

o ARP Ping — nancunae ARP-3anutu Ha kananbHoMy piBHI (L2) mogeni OSI,

IO JI03BOJISIE BUSBUTU OyAb-KHH MPHUCTPIH y JOKAIBHOMY CETMEHTI Mepexi,

HaBITh SKIIO BiH O0s1okye ICMP-mmakeTn abo Mae yBIMKHEHMI OpaHaMayep;

o ICMP Ping — BuxopuctoBye crannaptHi ICMP Echo Request maketu

(anasior koMaHaM ping) Uil BUSIBIEHHS BY3JIIB Ha MepexeBoMy piBHi (L3);

o TCP-ACK Service Ping — Binnpasnsie TCP-naketu 3 npanopuem ACK Ha

CTaHJapTHI MOPTH CEPBICIB, 1110 J03BOJIIE BUSIBUTH BY3IH, siKi PpuibTpytoTs ICMP,

ane mMaroTh Biakputi TCP-nopTH.

Buxopucransas came KOMOIHOBaHOTO MeTofy 3aMicTh npoctoro ICMP Ping a6o
Consider Alive € KpUTUYHO BaXKJIIMBUM NPHU CKaHYBAaHHI MOBHOI MIAMEPEXKI: MapaMmeTp
Consider Alive 3MycuB Ou CKaHep BUKOHYBATH MOBHUW ayauT ycix 254 aapec, 110
npu3Besio 6 10 0araToOroAMHHOTO MAPHOTO OYIKyBaHHS TaMayTiB.

4. Credentials for Authenticated Checks:

° SSH: Linux SSH Access — 111 aBTOMaTUYHOT aBTEHTU(IKAaI[li Ha BUSBICHUX

Linux-cucremax.

o SMB (NTLM): Windows SMB Password — 1i1s1 aBTOMaTW4HOi

aBreHTU(DiKalli Ha BUsBIeHUX Windows-cucremax.

Takum yuHOM, TpETE CKAHYyBaHHS MOEIHAIIO B COO1 MOXKIIMBOCTI 000X MOTMEPEaHIX
eTaliB: aBTOMATUYHE BUSABJICHHS BY3J11B, 30BHIILIHIA aHaji3 MOPTIB 1 CEPBICIB, a TAKOXK
BHYTPIIIHIN aBTEHTHU(IKOBAHUM ayauT THUX BY3JIIB, 10 SKUX CKaHEp 3MIT OTpUMATH

JIOCTYII 32 TOTIOMOTOX0 HaTaHUX OOJIIKOBHUX JaHUX.
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Edit Target Full Network Scan X

Hosts

Manual

From file

Exclude Hosts

Manual
From file

Allow simultaneous scanning via multiple 1Ps
Yes No

Port List
Alive Test
Use Scan Config Default Consider Hosts as Alive o Custom

ARP Ping x ICMP Ping x TCP-ACK Service Ping X

Credentials for authenticated checks

Pucynok 3.50 — HanamrryBanss uut “Full Network Scan™ 13 3a3HaueHHsIM miaMepexi
Ta 00JIIKOBUX JJAHUX
byno crtBopeHo 3aBmanHs miax HazBow “‘Full Network Audit” 31 chemiansHO
ONTUMI30BaHUMHM MapamMeTpaMu JjIsi CTa01IbHOT pOOOTH y BIPTyaIbHOMY CEPEIOBHIIII:

1. Scan Targets: Full Network Scan.

2. Scan Config: Full and fast.

3. Scanner: OpenVAS Default.

4. Maximum concurrently executed NVTs per host: 10 — 301b1116HE 3HAUSHHS
MOPIBHSHO 3 TOINEPEAHIMHU eTamamMH, IO J03BOJSE TMPUCKOPUTH ayAWT KOXKHOTO
OKPEMOT0 By3JIa 32 paxyHOK MapajeIbHOTO BUKOHAHHS O1IBIIOT KIIBKOCTI MIEPEBIPOK.

5. Maximum concurrently scanned hosts: 2 — e 3HaueHHs OyJio CBiIOMO
3MEHIIIEHO 3 METOK OOMEXKEHHS 3arajbHOro o0csITy MepexeBoro Ttpadiky, Mo
TeHEPYEThCS CKaHepoM. Y BipTyanbHOMY cepenoBuiili GNS3, e BipTyalibHi KOMyTaTOpH

MarTh 0OMEKEeHHH po3Mip OydepiB MaKeTiB, HAAMIPHE OJHOYACHE CKaHYBaHHS Oaratbox
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BY3JIIB MOJK€ TIPU3BOJAUTH JI0 MEpenoBHEHHS Yepr (queue overflow) Ta BTpaTtu makeTis,

10, Y CBOIO Yepry, COPUUUHSIE XUOH1 pe3yJIbTaTh a00 TaiMayTH CKaHyBaHHS.

Edit Task Full Network Audit

Scan Targets

Alerts

Schedule

Add results to Assets

Q ves No
Apply Overrides
QO ves No
Min QoD

70

Auto Delete Reports
© Do not automatically delete reports

Automatically delete oldest reports but always keep
newest

Scanner

Cancel

i

once [}

reports

Pucynok 3.51 — HanamryBanss 3apnanns “Full Network Audit”

ITepen 3amyckoM CKaHyBaHHS Ha CKaHEpl TaKoK OyJ0 BHKOHAHO OITHMI3aIliio

MCPECIKEBOTO CTCKY 3a JOIIOMOI'OI0 KOMaH/Iu:

sudo ethtool -K ethO tx off rx off

[{s1 komMaHJ @ BUMHUKAE arapaTHe OOYMCIICHHS KOHTPOJbHUX CYM Ha MEPEKEBOMY

iHTEepdeiici. Y BipTyalbHUX CEPEAOBHINAX, /1€ MEPEXKEBl afanTepud € MPOrpaMHUMHU

emyisisivu, Gyakiis Checksum Offloading Mmoske npu3BoauTH 10 TeHEpallii TaKeTiB 3

HEKOPEKTHUMH KOHTPOJIBHUMU CyMaMHu, sIK1 OyIyTh BIAKMHYTI LUJIbOBUMHU BY3J1aMH, 1110

HCTAaTHBHO BIIMBA€ HA ITOBHOTY Ta TOYHICTB pe3YJ'II)TaTiB CKaHYBaHH:I.
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PesynbpraTn BukoHanHsa. CkanyBaHHs 0ysio po3nodaro o 19:40 UTC Ta ycmimHo
3aBepiieHo o 21:00 UTC (3aranpHa TpuBadicTh — npuOan3Ho 80 XBWIMH). 301blIeHA
TPUBAIICTh TOPIBHIHO 3 TMOMNEPEIHIMU €TalaMu TOSICHIOEThCS  HEOOX1AHICTIO
MOTEPETHHOTO BUSIBJICHHSI aKTUBHUX BY3JIB cepes] 254 agpec miaMepexi Ta 00MeXeHHIM
y 2 OIHOYACHO CKaHOBaHI BY3JH. 3a pesyibTaTamMu Oynio BusBieHo 919 3amuciB (10
dinbTpanii, 92 micns), 3 akux: 13 kpurnynux (Critical), 10 Bucokux (High), 50 cepeanix
(Medium) Ta 19 Husbkux (Low) BpazmuBocteii. CkaHep yCHIIIHO BUSBHUB yCl aKTHBHI
BY3JIM TECTOBOTO CEpEIOBHUIIA, BKIIOYAIOUM MEpeKeBe O00JaAHAHHS (MaplIpyTHU3aTOp

193.42.15.1), Ta poBiB iX IMOBHHI ayJIUT.

OffSec Kali Li

1
& openvas

|l Dashboards [OR NI Filter QEOGL -

) scans ~ =
- 1=/ Tasks 3 of 3 o

Tasks

Reports Tasks by Severity Class (Total: 3) x Tasks with most High Results per Host * Tasks by Status (Total: 3)
Results Medium Done
M Critical
Vulnerabilities
- _
Overrides
Resuits per Ho

=1
= Assets >

[ resilience
— Security R [am} 1-303
== Information N .
Name -] Status T) Reports 7| Last Report T/ Severity T) Trend T} Actions
o configuration F 12, 2026 B:12 AM Coordi |
Ti, Jun 2026 B:12 Al oordinated
Fast Audit [ oo B o iws*m‘? L oo citean ] CEasCD
SE administration > !
B Help N Fri, Jun 12, 2026 7:40 PM Coordinated
) Full Network Audit CGEETTEES @ [ o0 citican £
~ e el Universal Time f’ D @ f <@ 3
Fri, Jun 12, 2026 5:41 PM Coordinated
White Box Audit T : g e T — PE@AOD
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Pucynox 3.52 — Pe3ynbrar 3aBepuienns ckanyBanHs “Full Network Audit” 31 cratycom

Done

3.4. AnaJi3 pe3yJbTaTiB CKAHYBAHHA Ta OLIHKA BPa3JIMBOCTEMH

[licnss ycmimHOTO 3aBEpIICHHS BCIX TPbOX €TalliB CKaHyBaHHS 3a JIOMOMOTOIO
OpenVAS Oyino oTpuMaHO MacWB JaHUX IMIOJO0 CTaHy 3axHUIIEHOCTI IIJILOBOT
iHQpacTpyKTypu. AHa3 3reHEpPOBaHUX 3BITIB J03BOJUB KiIacH(PiKyBaTH BUSIBJIEHI
BPA3JIMBOCTI 32 pIBHEM KPUTHYHOCTI BiamoBigHO a0 mkaau CVSS Ta BU3HAYNTH iXHIH
MOTCHIIMHUN BIUIMB Ha Oe€3MeKy KoprmopaTUBHOI Mepexi. KokeH 13 3acTOCOBaHUX
NIIXO0/IB MPOJEMOHCTPYBAB YHIKAJIbHI pe3yJbTaTH, IO MiJTBEPHKYE HEOOXIAHICTh

KOMIUIEKCHOT'O OaraTopiBHEBOIO ayIUTy 1H(pOpMaIiiiHOT Oe3neKu.

Ilpuxoowvko /.C. Apk.
vk O.IO. KKIKB.KP.6 - 125—-10-T13 105
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[{imboBUMH BYy3JIaMU IS CKaHyBaHHS BHCTYIIJIM TPH BipTyaJbHI MAaIlluHH,
IHTErpOBaH1 B MEPEXKY JOCTYITY JJIs IMITaIlil pI3HUX TUITB 1IHQPACTPYKTYPHUX €TIEMEHTIB
Ta CEepBICIB:

1. Ubuntu Server 22.04 LTS (IP-agpeca: 193.42.15.21) — cepBepna OC;

2. Metasploitable 2 (IP-agpeca: 193.42.15.22) — naBmucuo Bpazmuba OC Ha 6a3i Linux,
OpIEHTOBaHA HAa TECTYBaHHS O€3MEKH;

3. Windows 10 (IP-agpeca: 193.42.15.27) — xiientcrka OC 6€3 0OCTaHHIX OHOBJICHb.

4. Cam ckanep Kali OpenVAS 0yB posroprayTuii 3a agpecoro 193.42.15.25.

% o5t
Vulnerability T} F 1 severity QoD 11 Location T}
[

vvvvvvvvvv

@

Pucynok 3.53 — 3aranbHuii iepenik BUSBICHUX BPa3JIMBOCTEN 3a pe3yiabTaTaMu
ckanyBanHns "Fast Audit"

CkanyBanHsi TpuBasio Onu3bko 54 xBwimH (posnouyato o 08:12:18 UTC 1
3agepiieHo o 09:06:07 UTC 12 uepBusa 2026 poky). 3arajoMm mijg 4yac ayauty OyJio
BUSIBJIICHO 648 pe3ynbTariB, 3 AKuX 69 perneBaHTHHX BpaszauBOCTel (micis ¢iabTpaiii
pesynbratiB 31 crarycamu "Log", "Debug", "False Positive" Ta piBHEM TOYHOCTI
BusiBiicHHA QoD Huxue 70%).

PesynpTatu mepmioro etamy BUSBHIMCS HAHOUIBII MOKA30BUMH JIJISI TIPAKTHYHOL
YacTUHU AOCHipKeHHs. 31 69 3adikcoBaHMX 3amuciB (IMICHs 3aCTOCYBaHHA (UIBTPY
MiHIMaJIBHOTO PiBHA J0Bipu QoD > 70) Ha TpbOX MUIILOBUX By3Jax OyJio 3HaiaeHo 13

KpUTHYHKX Ta 10 BUCOKHX Bpa3IMBOCTEN.

Ilpuxoowvko /.C. Apk.
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1P

Address N

193.42.15.22

193.42.15.27

Hostname | OS 1] PortsT| Apps T| Distance?] Auth

19

start 1

Fri, Jun 12,
2026 8:13
AM
Coordinated
Universal
Time

Fri, Jun 12,
2026 8:13
AM
Coordinated
Universal
Time

Fri, Jun 12,
2026 8:13

End 1, I L T e 1L n 1 EEE T Tota

Fri, Jun 12,
2026 9:05
AM
Coordinated

Universal
Time

13 10 38 5 o 0 66

Fri, jun 12,
2026 9:03
AM

. 0
Coordinated
Universal
Time

Fri, Jun 12,
2026 8:19

AM AM
193.42.05.21 a 0 0 Coordinated  Coordinated  © ° 0 ! 0 0 *

Universal Universal
Time Time

Pucynok 3.54 — Po3nojin BUSIBIEHUX BPA3IMBOCTEH 3a PIBHAMU KPUTUYHOCTI JJIs
KOXKHOTO I[iJThOBOTO BY3J1a
AOconoTHa  OUIBIIICTh KPUTHYHUX  3HAXIJIOK 30CEpePKeHa Ha  BY3Jl
Metasploitable 2 (193.42.15.22), 1110 € mpsIMUM HaCJI1IKOM HOTO I1JIbOBOTO IPU3HAYCHHS
K HaBYaJbHOI CHCTEMH 3 HABMHUCHO BpasiMBOI KoH(irypamiero. Kpurtnunoro
3HaX11KOI0 3 METOJI0JIOTTYHOI TOUKHU 30pY € T€, 0 CKaHEp HE MPOCTO BUSBUB TEOPETUYHI
BPa3JIMBOCTI, a B TEPEBaKHIM OIIBIIOCTI BUIAJKIB BHUKOHAB I1XHE aKTUBHE
M1ATBEPIKECHHS.
3o0kpema, Ha opTy 3632/tcp ckaHep yCHINTHO eKCIUTyaTyBaB Bpa3iauBicTh DistCC
Remote Code Execution (CVE-2004-2687, CVSS 9.3) 1 orpuMaB peanbHUil pe3yJabTaT
BUKOHAHHS cucTeMHoi komaHau: uid=1(daemon) gid=1(daemon). Ha mopty 5900/tcp
cepBic VNC npuifHsIB MiAKIIOYEHHS 3 MaposieM password, 10 € IpuKiIagoM HauTipiioi
MOXKJIMBOi MpPAaKTUKM — BHUKOPUCTAHHA TpPHUBIAJbHUX O00MiKOBUX naHux. Ciyxk0a
PostgreSQL na nopty 5432/tcp no3Bonuia aBTeHTU(IKAIIIO BiJl IMEHI IPUBUICHOBAHOTO
KOpHCTyBaua postgres 3 OJHOMMEHHHMM TapoJieM postgres. AnanoriyHo, udepe3 FTP-
cepBep Ha moprtax 21/tcp Tta 2121/tcp ckanep mimiOpaB KiibKa Map CTaHAAPTHUX

o0mikoBux manux: msfadmin:msfadmin, service:service, user:user.

Ilpuxoowvko /.C. Apk.
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Pucynox 3.55 — I[lepenik inentudikoBanoro nporpamuoro 3abdesneuenss (CPE) ta

BIIMOBIHUM PIBEHb 3arpo3

Oco06nuBoi yBaru 3acinyroBye BpasznuBictb Apache Tomcat Ghostcat (CVE-2020-

1938, CVSS 9.8) na nopty 8009/tcp. Ckanep 371iCHUB aKTUBHUN 3anuT uepe3 AJP-

KOHEKTOp Ta OTpuMaB BMICT KoHirypariiiiHoro ¢aitry /WEB-INF/web.xml, mo €

0e33anepeyHuM JOKa30M MOXKJIMBOCTI HECAHKI[IOHOBAHOT'O YHUTAHHS JIOBUIBHUX (aiiiliB

y KOHTEKCTI Be03acTOoCyHKy. Takox OyJio MiATBEP/IKEHO HASIBHICTH BIIOMOTO Oekaopa

vsftpd 2.3.4 (CVE-2011-2523, CVSS 9.8), skuii BikpuBa€ KOMaHAHY OOOJIOHKY Ha

nopty 6200/tcp, Ta MOKIIMBICTh HECAHKIIIOHOBAHOT'O rOOt-IOCTYITy Yepe3 ciiyxk0y rlogin

0e3 BBeJIEHHA Oy1b-SIKOTO TapoJisl.

IIpuxoovko /].C.

Jlsuyk O.1O.
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Kali Forums & Kali NetHunter = Exploit-DB = Google Hacking DB
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|l pashboards

Information

Results  Hosts Ports Applications  Operating Systems CVEs Closed CVEs ~ TLS Certificates  Error Messages  User Tags
690648 (30f3)  (200026) 90119 Gor3 4 of 34 (For2) 12 0f 2 2ot 21

() scans
1-340f34
Tasks
CVE 71 Hosts 7| Occurrences 7| Severity .
Report
o BELE A0 Ve 0085 30s ple X55 / Cor d Execut
Results CVE-2008-5304 CVE-2008-5305 1 1 [ 10.0 (Criticanl
Vulnerabilities
CVE-1999-0618 The rexec service is running 1 1
Notes
CVE-2011-2523 vsftpd Compromised Source Packages Backdoor Winerability - )
Overrides Eeaiieaes Active Check Cooamiee
0 Assets ’ E-2002-1809 CVE-2004-1532 CVE-2004-2357 CVE-2006-1451 CVE-2007-2554
CVE E-2009-0919 CVE-2014-3419 CVE-2015-4669 CVE-2016-6531 CVE-2018-15719 MySQL / MariaDB Default Credentials (MySQL Protocal) 1 1
[3) Resilience > -
CVE
—, Security
= Information CVE-2020-1933 Apache Tomcat AJP RCE Vulnerability (Ghostcat) - Active Check 1 1 Lo s (critical ]
& Configuration > CVE-2004-2687 DIStCC RCE Vuln CVE-2004-2687) 1 1 03 (critican )
S5 Administration > PHP < 5.3.13, 5.4.x < 5.4.3 Multiple Vulnerabilities - Active
CVE-2012-1823 CVE-2012-2311 CVE-2012-2336 CVE-2012-2335 . 1 1 b )
a Check
@ Help >
CVE-1999-0501 CVE-1995-0502 CVE-1939-0507 CVE-1995-0! 2001-1594 CVE-2013-7404
CVE-2014-9198 CVE-2015-72 1 CVE-2017-82 2018-9068 CVE-2018-17771 FTP Brute Force Logins With Default Credentials Reporting 1 2 -
CVE-2018-19063 CVE-2018-19064 CVE-2018-25147 CVE-2020-36915
CVE-1999-0651 rsh Unencrypted Cleartext Login 1 1 y ]
FUF-1904.NART The rlaain saruirs is ninninn 1 1 T

Pucynok 3.56 — 3BeieHui nepesiik BUSBICHUX BPa3IMBOCTEN 3a MIKHAPOJHUM
cragaaptom CVE

Ha BeOcepBepi Metasploitable (mopt 80/tcp) ckaHep BHUSIBUB OJpa3y KijbKa
KPUTHYHHUX MpoOsieM: 3acTapiiauii Beb63actocyHok TWiki 3 Bpa3nuBOCTSAMH BUKOHAHHS
noButbHuX kKomaHa (CVE-2008-5304, CVE-2008-5305, CVSS 10.0), MOXIUBICTB
BukoHaHHs PHP-xoxy udepes HexopektHo HanamroBanuit PHP-CGI (CVE-2012-1823,
CVSS 7.5), a Ttakox aktuBoBanHi HeOe3meuHi HTTP-meromu PUT 1 DELETE, 3a
JIOTIOMOT'OI0 SIKMX CKaHEp YCIIIIHO 3aBaHTaKUB Ta BUJIAJIMB TECTOBUH (paiisl Ha cepBepi.
HonatkoBo BusiBieHo BpasnuicTh OpenSSL CCS Injection (CVE-2014-0224, CVSS
7.4) ta Java RMI Insecure Default Configuration (CVE-2011-3556, CVSS 7.5), 3a sikoi
I[IJIbOBA MaIllIMHA CAaMOCTIMHO 1HiIitoBajia 38opoTHe TCP-3'enHaHHs 10 CKaHepa.

Oco0JMBO BaXXJIMBOIO 3 MPAKTHYHOI TOYKM 30py € 3Haxigka, sky OpenVAS
Kiacu(ikye K KpUTUUYHY: omnepalliiina cucrema Metasploitable 2 6a3yetscst Ha Ubuntu
8.04, tepmin miaTpumku sikoi 3aBepruBes me 2013-05-09. BiacyTHicTh Oynb-sKHX
OHOBJICHb O€3MEKU MPOTATOM IMOHA]T IECATH POKIB O3HAUAE, 110 BC1 BiJIOMI BPa3JIUBOCTI,
OITyOJTIKOBaHI1 3a 11eH Yac, 3aIUIIAI0THCS O€3 BUIIPABIICHb.

Ha BigMminy Big Metasploitable 2, cydacni cuctemu Ubuntu Server (193.42.15.21)
ta Windows 10 (193.42.15.27) npu 30BHIIIHbOMY CKaHyBaHHI 0e3 aBTEHTH(]IKallli HEe

BUSBIIIM KpUTHYHUX TipoOiem. Ha Windows 10 ckanep ineHTH(iKyBaB muiie

Ilpuxoowvko /.C. Apk.
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JOCTYMHICTB nepeniky BHyTpimHIX RPC-ciyx6 uepes nopt 135/tcp (DCE/RPC Services
Enumeration, CVSS 5.0), mo € tunoBoro koHpiryparieo migs Windows-cucrem y
BHYTPILIHIX MEpeKax.

Hpyruii eran ckanyBaHHs OyB 3ocepemkenuid Ha Ubuntu Server Ta Windows 10 13
HaJaHHSAM JIETITUMHUX OOJKOBUX naHux (mpotokomn SSH Ta SMB BigmoBimgHO).
KirouoBoo mepeayMoBOIO 7l OTPUMaHHSI JOCTOBIPHUX pPe3yJbTaTiB Oylia yCHilIHA
aBTeHTH}IKAIlIS CKaHEpa Ha 000X IIJILOBUX BY3J1aX, 10 MiATBEPUKYEThCS po3aiioM Host
Authentications y 3BiTi.

@ Fri, Jun 12, 2026 5:41 PM
Report: . . . T
Coordinated Universal Time

Information Results  Hosts Ports  Applications Operating Systems CVEs Closed CVES  TLS Certificates ~ Error Messages  User Tags
)

(6of214)  (20f2)  (20f6) (23 0f 23) 20F2) (20F2) (7of2) (00F0) (00F0) )

1-20f2

Ad::e“ 1L Hostname 1, ©St, Ports Tl Apps T Distance T, Auth sStart | End T [ Ciiticol [0 1 Medium T T 1 GEETE 7, Total T  Severity

FriJun12,  Fri Jun 12,

2026 5:42 2026 6:31

PM PM
193.42.15.27 = ! o 906 Coordinated  Coordinated 0 ! t o 0 2 e

Universal Universal
Time Time

Fri Jun12,  Fri Jun 12,
2026 5:42 2026 6:11
PM PM

193.42.15.21 1 23 9 Coordinated coordinated °

Pucynok 3.57 — 3aranpHa cTaTucTuka aBTeHTH(1KOBaHOro ckanyBaHHs (White Box
Audit) 3a 1IIbOBUMU By3J1aMU
Pe3ynbpTaTi 1pOTO €Tamy KapJAMHAJIBHO BIIPIZHSAIOTHCA BiJl MOMEPEAHBOTO SIK 32
KUIBKICTIO, TaK 1 3a XapakTepoM 3Haxi1oK. JKogHOT KpUTHYHOT 200 BUCOKOT BPa3IUBOCTI
BUSIBJICHO HE OYyJI0, 110 MIATBEPKY€E HAICKHUM 0a30BUN PIBEHb OE3IMEKH IIUX CUCTEM.
[Ipote aBTeHTH(IKOBaHUI JOCTYI JO3BOJIUB BUSIBUTH IPUXOBAHI HEAOIKH, IPUHILIUIIOBO

HEJIOCSDKHI JIJIS1 30BHINIHBOTO CKaHepa.

Ilpuxoowvko /.C. Apk.
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Pucynok 3.58 — BinoOpakeHHs netaneil BUSBICHUX BPa3IMBOCTEH i yac
aBTEHTU(]IKOBAHOTO JOCTYIY JI0 IIIOBUX CUCTEM

Ha Ubuntu Server (193.42.15.21) 3aBasku goctyny no SSH ckanep oTpuman
MO>KJIMBICTh YATATH CUCTEMHHI 1HTEp(DEIC A/ipa onepaniiHoi cucteMu. BiH BCTaHOBUB,
mo sapo Linux Ha 1mpoMmy By3il HE Ma€ MIKPOKOJOBHMX IaT4diB MPOTH amapaTHUX
BpasnuBocTed npouecopa AMD, Bimomux sik Transient Scheduler Attacks (CVE-2024-
36348, CVE-2024-36349, CVE-2024-36350, CVE-2024-36357). Craryc 3axucry,
3udTaHuil Oe3mocepeHbO 3 sijapa, MictuB psagok Vulnerable: Clear CPU buffers
attempted, no microcode, 10 CBIIYUTH MPO BIACYTHICTh HEOOX1THOTO MIKPOKOIOBOTO
OHOBJICHHS BiJl BUpOOHUKa Mporiecopa. Lls Bpa3nuBicTs € BUKIIOYHO 3Haxiako0 White
Box mijgxoy: *0/1eH 30BHIIIHIN CKaHep HE 3J]aT€H MPOUUTATH MOI10HY 1H(OpMaIliio 6e3
aBTCHTH(IKOBAHOTO JOCTYITy 110 cucteMu. Kpim toro, koHdiryparis cinyxkou OpenSSH
niaTpumye ciadki 64-0iTHi anroputMu aBTeHTU(ikarii noBigomiienb (Weak MAC
Algorithms), 30kpema umac-64, BiZIMOBa BijJ SKUX € CTaHJAAPTHOK PEKOMEHIAIIIEI0

O€e3IIeK .

Information Results Hosts Ports Applications  Operating Systems  CvEs Clesed CVEs  TLS Certificates  Error Messages ~ User Tags
@ )

(6of214)  (20f2)  (20f6) (230f23) 20f2) oF2) (7of2) 10 0f0) ©0f0) )

1-20f2
cvE | NVT TL Hosts 7|  Occurrences 7|  Severity

Missing Linux Kernel mitigations for ‘TSA' hardware vulnerabilities (AMD-
SB-7020.

CVE-2024-36348 CVE-2024-36349 CVE-2024-36350 CVE-2024-36357

1 1

CVE-1999-0524 ICMP Timestamp Reply Information Disclosure 2 2 ) 2100w ]

Pucynox 3.59 — Inenrudikaris anaparaux BpaznuBoctelt sapa (CVE) 3a nonmomororo

JIOKaIbHUX MEPEBIPOK

Ilpuxoowvko /.C. Apk.
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Ha po6ouiit craniii Windows 10 (193.42.15.27) aBrenTudikaiiisi o mpoToKoJry
SMB no3Bosuia oTpuMaTy AeTaIbHUM Tepenik ycix BHyTpimHIX RPC-ciayx0 cuctemu.
Ckanep imeHTH(]IKYBaB KOHKPETHI IMPOLECH, IO OOCIYrOBYIOTh KOXEH TMOPT:
30Kpema, Isass.exe (miacucremMa aBTeHTUdIKAIi Ta aBTOpH3allii) Ha mopty 49664/tcp
Ta spoolsv.exe (mucmeruep yepru ApykKy) Ha mopty 49668/tcp. Lla indopmaris €
KPUTUYHO IIHHOIO JUTSI 3JIOBMHCHHMKA, OCKUTHKU JO3BOJISIE TOYHO BU3HAYUTH ITUTL IS
MOJANIBIINX aTaK Ha KOHKPETHI MPUBLICHOBaHI MPOIIECH.

3Benenuii pedynptaT White Box Audit miaTBepaxye 3aranbHUNA MPUHITAIT CYyYacHOT
KiOepOe3neKu: OHOBJICHI OIEpalliiiHi CUCTEMHU € CTIMKMMU JI0 MOIIMPEHUX MEPEKEBUX
aTak, OJJHAK HaBITh BOHM MOXXYTb MICTUTH TPHUXOBaHI amaparHi Ta KOHQIrypaiiiHi
BPA3JIMBOCTI, BUSIBJICHHS SIKUX BUMAara€e aBTeHTU(PIKOBAHOTO BHYTPIIIHBOTO ayJIUTY.

Tperiit eramn — “Full Network Audit” — naB HaliO1IBIII KOMIUIEKCHY KapTUHY CTaHy
iHQpacTpykTypu. CkaHep, OTpUMAaBIIM JJIs  JOCHUDKEHHS LUIy  MOIAMEPEKY
193.42.15.0/24, camocTiitHO BUSIBUB 8 aKTUBHUX BY3IiB 3 254 MoxiauBux aapec. Cepen
HUX, Ha JIOJAATOK JO BIJIOMUX ULUIBOBUX CHUCTEM, OyJ0 1AeHTHU(IKOBAHO MEPEKEBE

oOJlafHaHHS: MapIIPYyTU3aTOpU Ta MNUI03U 3a aapecamu 193.42.15.1, 193.42.15.2,

193.42.15.3 ta 193.42.15.254.

1P Address 11 Hostname 1. os 1l Ports Tl Apps Tl Distance Tl Auth start 11 End 11 T 1L T Medum 1 1 1L EEEEE 1L Total 1l Severity
193.4215.22 20 19 CEe] i Jl;\mlafedziz‘ﬁ 9:00 P

e Coorc versal Time 12 10 4 6 0 0 70

i
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] 0 2 2 0 ] 4
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A
c
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© c

2.5 i, Jun 12, 2026 7:57 PM
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oordinated Universal i o o 2 2 0 o q
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Coordinated Universal Time  Co
A
c

Fri,Jun 12, 2026 5:01 PM

i, Jun 12, 2026 8:34 PM
Coordinated Universal Time  Coordina
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Fri, Jun 12, 2026 T:43 PM Fri, Jun 12, 2026 8:10 PM
Coordinated Universal Time  Coordinated Universal Time
A

Fri,Jun 12, 2026 7:41PM i, Jun 12, 2026 7:45 PM
Coordinated Universal Time  Coordinated Universal Time

Pucynok 3.60 — Pe3ynbrat aBTOMaTU4HOI 11IeHTU]IKALIT OnepaliiHuX CUCTEM B
1H(pacTpyKTypi
AHami3 MepexeBOro oOJaJHaHHS BHUSBUB OJHOTHUITHI BPA3JIMBOCTI CEPEIHBHOTO
pPIBHS Ha BCIX MaplIpyTH3aTopax 1 HUII03ax, NoB's3aHi 3 KoHpirypamiero SSH. Ha
KOKHOMY 3 HHUX MIATPUMYIOTBCS 3acTapiii  aJropuTMH OOMIHY KJIHOYaMH, IO
BukopuctoBytotb SHA-1 Ta 1024-6itHi rpynu [ipdi-I'enmana, a Ttakox cradki
anroput™Mu cumeTpudHoro mudpysants, 30kpema 3DES-CBC ta AES-CBC. 3a3naueHi

QITOPUTMH BBaXaroThcs BpaznuBuMu 10 atak tuiry SWEET32 ta BEAST 1 noTtentiiino
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JTO3BOJISIIOTH 3JI0BMUCHUKY 3 IOCTATHIMU 0OYUCITIOBAIBHUMU PECYpCaMu po3indpyBaTu

aJMIHICTPaTUBHUN TpadiK MEepeKeBOro oOJIaHaAHHS.

i Forums % Kali NetHunter Exploit-DB Goc

1-920f92

Vulnerability L &1 severity TL QoD T4 o Location T, Created TL
L 1

CMP Timestamp Reply Information Disclosure & 80% 1934215254 generaliicmp WA Nin

Fri, Jun 12, 2026
B:16 PM
Coordinated

Fri, Jun 12, 2026
8:07 PM

Coordir
Universal Time

Pucynok 3.61 — JleranizoBaHuii nepesnik BpazauBocTeil koHpirypaiii npotokory SSH
Ha MepeKeBOMY IUTI031 (xocT 193.42.15.254)

[TopiBHSAHHA pe3yJbTaTIB YCIX TPhOX €TaliB JIEMOHCTPYE YITKY 3aKOHOMIPHICTD.
Meton Black Box € HallmuBuammm s BUSBIEHHS KPUTHUHUX, EKCILUTyaTOBaHUX
Bpa3MBOCTEH y myOiuHO JocTynmHUX cepBicax. Meron White Box 3a0e3neuye rinbuny,
HEOOXI1IHY JJI BUSIBJICHHA alapaTHUX, SAEPHUX Ta KOHQITypaluliiHUX HEIOMIKIB, SIKI HE
MaroTh 30BHIIIHIX MPOsBiB. [loBHE MepexkeBe ckaHyBaHHS J103BOJISIE CKJIACTH BUYEPITHY
KapTy 1H(PACTPYKTYpH 1 BUABUTH BY3JIM, ICHYBAaHHS SIKMX ayJUTOp MITI 1 HE 3HATH.
KomrinekcHe 3acTocyBaHHS BCIX TPbOX MIAXOIB, peasii3oBaHe B paMKax Ili€i poOoOTH, €

ONTUMAJILHOIO ~ CTpaTerielo mnpoBeAeHHs ayauty Oesmeku IT-indpacTpykrypu

H1AIPUEMCTBA.
Ilpuxoowvko /.C. Apk.
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1-350f 35

CvE 1) NVT 7). Hosts 1| Occurrences 7| Severity

1

CVE-1999-0618 The rexec service is running 1 1

P RCE Wulnerability (Ghostcat) - Active Check 1 1

594 CVE-2013-7404
9068 CVE-2018-17771 FTP Brute Force Logins With Default Credentials Reporting 1 2

Pucynok 3.62 — Kitacudikaris BusiBiieHux 3arpos IT-iHppacTpykTypu 3a
MDKHapoHuMH ineHTudikatopamu CVE
KoMmmiekcHe ckaHyBaHHS MPOJEMOHCTPYBaO €(QEKTUBHICTh 3aCTOCYBAHHS
nigcuctemMu OpenVAS Juisi MOHITOPUHTY HE JIMIIIE KIHIIEBUX CTaHIN 1 cepBepiB, alie i
0a30B0i MepexeBoi iHPpacTpyKTypH. BusBieni Henoniku koH(irypaiii nporokoiay SSH
Ha MmapmpyTtuzatopax Cisco MIAKPECHIOI0Th KPUTUUHY BaXJIMBICTh IMILIEMEHTAIl]
Cy4aCHUX KpurnrorpadiuHux cTaHiapTiB (BUKOpucTaHHS RSA-KIIIO4IB JOBXHHOIO HE
menme 2048 6iT abo emintuuHux KpuBux ECDHE) nns 3axucty BHYTPIIIHBOTO

aJMiHICTpaTUBHOTO Tpadiky BiJ aTak Tuny Man-in-the-Middle.

Operating System {] CPE 1| Hosts T| Severity |

Ubuntu 8.04 cpe:/o:canonical:ubuntu_linux:8.04 1
B cisco 10S cpe:/o:cisco:ios 4 Bdium) ]
[ Microsoft Windows cpe:/o:microsoft:windows 1 Jedium)

Ubuntu 22.04 LTS cpe:/o:canonical:ubuntu_linux:22.04:-:Its 1 B8 (low) ]
B Linux Kernel cpe:jo:linux:kernel 1

Pucynok 3.63 — 3BefieHa CTaTUCTHKA BUSBICHUX aKTUBHUX BY3JIIB Ta PO3MOALI
Bpa3JIMBOCTEN 3a pe3yJibTaTaMH KOMIIJIEKCHOTO CKaHYBAaHHS MEPExi
3aranpHa OIIHKA 3aXHINEHOCTI JIEMOHCTPYE, IO TOJIOBHUM BEKTOPOM aTaKkh B
JOCIIJKEHIH 1HGPACTPYKTypl € 3acTapiil Ta HEBIANOBIAHO HANAIMITOBAaHI CEPBICU
(imiToBaHi By3noM Metasploitable 2), y Toii yac ik OHOBJIEHI OmEpaIliiHi CUCTEMH 3a
YMOBH MPaBUIILHOTO MEPEKEBOTO EKPaHYBaHHS 3THIIAIOTHCS CTINKIUMH JI0 BiIJAJICHOTO
3nmomy. BogHOYac BUsIBIICH] BHYTPIIIIHI Ta ariapaTHi HEJIOJIIKU BUMAralTh BIPOBAKEHHS
OpraHi3aliifHO-TEXHIYHUX 3aXO0JiB, TaKUX SK PETyJIspHE OHOBJICHHS MIKPOKOIY

MPOLIECOPiB, BIAMOBA BiJ BUKOPHCTAHHS 3acTapuiuX KpUOTOrpadiuyHUX MPUMITHUBIB
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(SHA-1, 3DES, RC4) Ha MepexxeBoMy 00JIaIHAHHI Ta CYBOPE PO3MEXKYBaHHS JOCTYITY

1o nporokoiiB yrpasiiHasa (SSH, SMB, RPC) na piBHI MiXkMepeKeBUX €KpaHiB.

BucHOBKH 10 TPeTHOT0 PO3Iiay:

Y T1perbomy po3auti Oyjo peani3oBaHO MPAKTHUYHY YACTUHY IOCHIKEHHS —
MPOBEICHHS KOMIUIEKCHOIO ayJuTy O€3MeKu MOJenboBaHoi KopropaTuBHoi [T-
1H(pacTpyKkTypH 3a gonomororo miatdopmu Greenbone OpenVAS.

Ha nepmomy etami Oyno moOynoBaHO TECTOBE CEPEAOBHUIIEC Y MPOrPaMHOMY
emynaropi GNS3, sike BIITBOPIOE THUIOBY apXITEKTYpy MEPEKi MaJIOro MiJNpPUEMCTBA.
Tomosnorist BKJIIOYana MapuIpyTH3aTOPU 3 MPOTOKOJOM pe3epByBaHHs nuto3y GLBP,
DHCP-cepBep a1 aBTOMAaTUYHOTO MPU3HAYEHHS aJIpeC, MEXaHI3M TPaHCIALli ajpec
NAT nuisa 3a0e3nedeHss J0CTYIy A0 30BHILIHIX PECYPCIB, @ TAKOK YOTHUPHU KIHIIEB1 BY3JIU
pi3HMX TUHIB: cepBep mija ynpasmiHHsAM Ubuntu Server, podouy ctanuiro Windows 10,
HAaBMHCHO Bpa3iuBy cucteMy Metasploitable 2 Ta ckanep 0e3nexu Ha 6a31 Kali Linux 3
posropuytuM OpenVAS. Ilpane3natHictb 1HQpacTpyKTypu Oyji0 MIATBEPAXKEHO
NEPEBIPKOIO MEPEKEBOT 3B'SI3HOCTI MIXK yciMa By3JIaMHu.

CkanyBaHHs OyJIO MPOBEJCHO Y TPU MOCTIAOBHUX €TarM, KOXKEH 3 SKUX 1MITyBaB
OKpeMHUil clieHapii peanbHOoro ayauty. HeaBrentudikoBane ckanyBanHs (Black Box)
BUsBWIO 13 kputuuHux Ta 10 BUCOKMX Bpa3IMBOCTEH, MEpEeBakKHA OIIBIIICTh SIKUX
30cepemkena Ha By3i11 Metasploitable 2. Ckanep He nuiiie i1eHTH(IKYBaB Bpa3IMBOCTI, a
W aKTUBHO MIATBEPIUB MOXKIMBICTh IXHBOI €KCIUTyaTallii: 0yJ0 BUKOHAHO BiJajICHUN
3ammyck koman uepe3 DistCC ta PHP-CGI, npountano kondirypamiitnuit daiin Apache
Tomcat uepes BpaznusicTb Ghostcat, migidpano ctangapTHi mapo:ii 10 ciayx0 FTP, VNC,
PostgreSQL Ta MySQL. AptentudikoBane ckanyBands (White Box) mo3Bomuio
BUSIBUTH TIPUXOBAHI HEJOJIKHM Cy4YacHHX OIEpaIiiHuX CHUCTeM — BIJICYTHICTh
MIKPOKOJOBUX MaT4iB JJIsl alapaTHUX Bpa3inuBocTel npouecopiB AMD Ta BUkopucTaHHs
CIa0KNX KpUNTOorpaiyHUX aarOpuTMIB, — II0 € TPUHIUIOBO HEAOCSHKHUM IS
30BHIIIHBOTO criocTepirava. [Tosuuii ayaut miamepexi (Full Network Audit) 3a6e3neuns
BUSBIICHHS § aKTHBHHX BY3JiB, BKIIOYAIOYM MeEpeKeBe OOJIaHaHHs, Ta MOKa3aB

HasSBHICTH KOHGITypaliifHux BpaznuBoctelt SSH-npoTokory Ha MapiipyTuzaTopax.
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PesynpTatn TphOX e€TamiB CKaHyBaHHS MEPEKOHJIWBO TMIATBEPIMIIM, IO
KOMIUIEKCHUM TIIX1J, KWW MO€IHYE 30BHIMIHIN, BHYTPIIIHIA Ta MEPEKEBUM ayauT, €
ONTUMAJIBHOIO CTpaTerie€lo ormiHku 3axumieHocTi IT-iHdpacTpykTypu migmpueMCTBa.
XKonmen okpemuii Meronm He 3abe3nedye MoBHOTH KapTwHH: Black Box He 06aunth
BHYTpIilIHIX KoHirypamiif, White Box He oxormioe mepexeBe o0iagHaHHS, a TOBHE
CKaHyBaHHS Mepexi 0e3 OOMIKOBUX JaHUX MPOMyCKae TIHOWHHI Bpa3iNBOCTI

oTepariiHuX CUCTEM.
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BUCHOBKHA

VY numinomH1i po6oTi OYyJI0 TOCHIIKEHO MpoIlec ayauTy iHdopmaliiiHoi 0e3nexu
IT-indppacTpykTypu  TIANPUEMCTBA 3  BHKOPUCTAHHSIM  CyYacHHUX  3aco0iB
aBTOMAaTH30BaHOTO aHami3y Bpa3nuBocTell. [locTaBiaena mera — po3poOka Ta mpakTUIHA
anpoOartiss METOIMKH KOMIUIEKCHOTO ayJauTy OE3MeKH KOPIOpaTHBHOI Mepexi — Oyra
JOCSITHYTa B TIOBHOMY 00CsI31.

Y nepmomy po3nuni  Oylo MOpoaHaNi30BaHO TEOPETUYHI 3acaau  ayJauTy
iHpopMaIliiiHOi 0e3meKu, po3rissHyTO HOpMaTHUBHO-TIpaBoBy 0a3y (ctanmaptu ISO/IEC
27001, NIST SP 800-115, merogomnorito OWASP), knacudikoBaHO THUIK ayauTy Ta
BU3HAYEHO pOJIb ABTOMATHU30BAHMX CKAaHEPIB BPA3JIMBOCTEM Yy CydyacHId CHCTEMI
3abe3reueHHs  KiOepOe3neku MiANpUEMCTB. BCTaHOBIEHO, 110 BUKOPUCTAHHS
CIElIAII30BAaHUX IHCTPYMEHTIB € HEOOXIJIHOI, aJleé HE JIOCTaTHbOK YMOBOIO
e(EeKTUBHOIO ayJAuTy — pe3yJbTaTH MOTPeOyIOTh KBaMl(PIKOBAHOI 1HTEpPIpETALii
daxiBuem.

Y apyromy posniii 0ys0 MpoBEJAEHO MOPIBHSJIBHUN aHANI3 CydacHUX IuIaTGopMm
JUIsl CKaHyBaHHs Bpa3iIMBOCTe Ta oOrpyHroBaHo BuOip Greenbone OpenVAS sk
OCHOBHOT'O 1HCTpYMEHTY nociikeHHs. [InaTtdopma BianmoBijzae BUMOTraMm BIJKPUTOCTI,
pEeryJsipHOTO OHOBJICHHS 0a3u BPA3JIMBOCTEH Ta MIATPUMKA MHOKHHH TMPOTOKOJIIB
aBTeHTU(DIKalli, 1[0 poOUTH I MPUIATHOIO ISl MPOBEAEHHS ayJAWTY B I€TEPOr€HHUX
MEPEKEBUX CepeoBHIIaX. Takox OyJ0 OMUCAHO MPOIIEC MPOEKTYBAaHHS Ta MOOYAOBU
TecToBO1 1H(ppacTpykTypu y cepenoBuii GNS3, mo Bkimroyae mapuipytuzatopu Cisco 3
nporokosioM GLBP, cepBepHi Ta KIII€HTCHKI orepaliiiii CHCTEMH.

Y TperboMy pozaut Oyjo peani3oBaHO MNPAKTUYHY YaCTUHY JOCIIJKEHHS.
HeaBrentudikoane ckanyBanHd (Black Box) 3adikcyBano 69 pesynbrariB micis
dinpTparii, cepen skux 13 kputnyHux Ta 10 BUCOKUX Bpa3MBOCTEH. ABTCHTH(IKOBAHE
ckanyBanHs (White Box) BusiBuiio 6 pe3ynbTariB, 5KOJHOTO 3 KPUTUYHUM a00 BUCOKHUM
piBaeMm. IloBuuii ayautr migmepexi (Full Network Audit) 3adikcyBaB 92 pesynbrartu,
cepen skux 13 kpurnunux, 10 Bucokux, 50 cepeanix ta 19 Hu3bkuUX BpaznuBocTei. 301r
KUIBKOCTI KPUTHUYHUX Ta BHCOKHX 3HAXIJJOK MIX TMEpIIUM Ta TPETIM eTarnaMu
MOSICHIOETHCSI TUM, L0 MOBHHUI aylUT MOBTOPHO OXOIUIIOE Ti cami BY3JIH, 30KpeMa

Metasploitable 2, sikuii € TOMIHYIOUHM JHKEPETOM KpUTHYHUX BpaziauBocTell. [IpakTuuna
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IIHHICTh OTPUMAaHMUX pE3yJbTaTIB MOJIATAE Yy JEMOHCTpalii HACTYMHHX KIHOUYOBHUX
BHUCHOBKIB:

[lepmie. CuctemMu 3 TMPOCTPOUCHHM TEPMIHOM MIATPUMKU (Ha MPUKIAL
Metasploitable 2 / Ubuntu 8.04) crtaHoBisATH HaMOUIBILy 3arpo3y A Oe3neku
KOpITIOpaTUBHOI Mepeski. HasBHICTD y Mepeki Xo4ya O 0JTHOTO TaKOTo By3Jia 3 BIAKPUTUM
MEpEXKEBUM JIOCTYTIOM JI03BOJISI€ 3JIOBMUCHUKY OTPUMATH TOBHUHN KOHTPOJIb 0€3 HKOIHUX
CHeliaIbHUX HABUYOK YU IHCTPYMEHTIB.

Hpyre. CydacHi onepartiitai cucremu (Ubuntu Server 22.04 LTS, Windows 10) 3a
yMOBH 0a30B0i KOH(irypariii JeMOHCTPYIOTh BHUCOKY CTIMKICTh JO 30BHINIHIX aTak.
OpHak BHYTpIllIHIM aBTeHTU()PIKOBAHUN ayIUT 3/1aT€H BUSBUTH MPUXOBAaHI BPA3JIUBOCTI
anmapaTHoro piBHSI Ta KOHQITypaliiiHi HEIONIKA KpUNTOrpaiyHUX MPOTOKOJIB, L0
NOTPeOYIOTh LIJIECHPSIMOBAHOTO YCYHEHHS.

Tpere. MepexeBe o6OnagHaHHs (MapIPyTH3aTOPH, KOMYTAaTOpHU) YacTo
3aJIMIIAETHCS 11032 YBArok MpU MPOBEIEHHI ayIUTy, X0U4a MOKE MICTUTH Bpa3IMBOCTI B
HaJalITyBaHHSIX TMPOTOKOJIB aAMIHICTPAaTUBHOIO jaoctymy. IloBHe ckaHyBaHHS
migMepexi € €IUHIM METOAOM, II0 TapaHTYy€e BUSABICHHS BCIX aKTUBHUX MPHUCTPOIB Ta
OLIIHKY 1XHBOI'O CTaHy 3aXHUIIEHOCTI.

Yersepre. KommiekcHuit miaxia A0 ayauTy, mo noeanye 30BHimHINA (Black Box),
BHyTpimHIK (White Box) Tta Mepexesuii (Network Audit) meroau, € 000B'SI3KOBOIO
yMOBOIO i1 ()OpMyBaHHS MOBHOI Ta JIOCTOBIPHOI KAapTWHU CTaHy I1H(OpMaIiHOI
Oe3MneKu MiMPUEMCTBA. 3aCTOCYBaHHS JIMIIE OJHOTO 3 METOJIIB HEMUHYYE MPU3BOAUTD
JI0 TIPOTYCKY CYTTEBUX KATErOpiil BPa3IMBOCTEM.

Po3pobnena y aumuioMHii poOOTI MeToAuka Moxke OyTH 3acTOCOBaHA
MIJNPUEMCTBAMUA MaJiOTO Ta CEPEIHbOro Oi13HEeCY ISl TMPOBEJCHHS PEryJSpHOIo
BHYTPIIIHBOTO ayAUTy Oe3meku O0e3 3alydeHHs] 30BHINIHIX KOMEPIHHUX CEpBICIB,
ockiibku Bcl BukopucTadi iHcTpymeHTH (GNS3, OpenVAS, Kali Linux) € BuUibHO
PO3IMOBCIOPKYBAaHUM IIPOTPaMHUM 3a0€3MEUYSHHSIM 3 BIIKPUTUM BUX1THUM KOJIOM.

Pesynbratn poOoTH ampoOoBaHO HIISAXOM MyOumikaiii Te3 momoBimi Ha X VI
MixHapomHii  HAyKOBO-TexHIUHIA  koHbepeHiii  «IHdopmariitHo-KoMI'TOTepH1

TexHoJoT1i — 2026» (M. JKutomup, 2—-3 kBiTHs 2026 p.).
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Anpecaltlis mpuCcTpOiB MEpexi

Jlomatok b*

Q
X
[Tigmeperxa/ Iarepdeiic/Mepexuauii i . -
Tpuerpiit ananrep/IILo3 [P-angpeca Macka niamepexi éi
[Tigmepexa A - DHCP
[Timmepexa B - 10.10.10.0 255.255.255.252 | /30
[Timmepexa C - 20.20.20.0 255.255.255.252 | /30
[Tiqmepexa D - 30.30.30.0 255.255.255.252 | /30
[Tinmepexa E -— 193.42.15.0 255.255.255.0 /24
gig0/0 10.10.10.1 255.255.255.252 | /30
gigl/0 20.20.20.1 255.255.255.252 | /30
R-42-15-1
gig2/0 30.30.30.1 255.255.255.252 | /30
gig4/0 DHCP
gig0/0 10.10.10.2 255.255.255.252 | /30
R-42-15-2 gigl/0 193.42.15.1 255.255.255.0 /24
gigl/0 (virtual) 193.42.15.254 255.255.255.0 124
gig0/0 20.20.20.2 255.255.255.252 | /30
R-42-15-3 gigl/0 193.42.15.2 255.255.255.0 /24
gigl/0 (virtual) 193.42.15.254 255.255.255.0 124
gig0/0 30.30.30.2 255.255.255.252 | /30
R-42-15-4 gigl/0 193.42.15.3 255.255.255.0 124
gigl/0 (virtual) 193.42.15.254 255.255.255.0 124
193.42.15.5-
SW-42-15-(1-9) vlanl 193.42.15.14 255.255.255.0 /24
MepexuHuil aganrep
WS-42-15-(1-6) T, DHCP
3aMOBYYBAHHIM
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Jlomatox B*

Kondirypariitai ¢aitnm MmepexeBUx NpucTpoiB

R-42-15-1#sh run
Building configuration...

Current configuration : 2482
bytes
1

upgrade fpd auto
version 15.2
service timestamps debug
datetime msec
service timestamps log datetime
msec
service password-encryption
|
hostname R-42-15-1
!
boot-start-marker
boot-end-marker
!
no aaa new-model
no ip icmp rate-limit
unreachable
!
ip dhcp excluded-address
193.42.15.1 193.42.15.20
!
ip dhcp pool LAN_E
network 193.42.15.0
255.255.255.0
default-router 193.42.15.254
dns-server 8.8.8.8
!
no ip domain lookup
ip domain name prikhodko.net
ip cef
no ipvé cef
!
multilink bundle-name
authenticated
!
username admin secret 5
$1$vIe2$34Q1DuIDMGLZLAISMHNdIO
!

redundancy
!
ip tcp synwait-time 5
ip ssh version 2
1
interface Etherneto/o
no ip address
shutdown
duplex auto
1
interface GigabitEtherneto/o
ip address 10.10.10.1
255.255.255.252
ip nat inside
ip virtual-reassembly in
duplex full
speed 1000
media-type gbic
negotiation auto
1
interface GigabitEthernetl/0
ip address 20.20.20.1
255.255.255.252
ip nat inside
ip virtual-reassembly in
negotiation auto
1

interface GigabitEthernet2/0

ip nat inside
ip virtual-reassembly in
negotiation auto
1
interface GigabitEthernet3/0
no ip address
shutdown
negotiation auto
1
interface GigabitEthernet4/0
ip address dhcp
ip nat outside
ip virtual-reassembly in
negotiation auto
1
interface FastEthernet5/0
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet5/1
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/0
no ip address
shutdown
duplex auto
speed auto
!
interface FastEthernet6/1
no ip address
shutdown
duplex auto
speed auto
!
router eigrp 4215
network 10.10.10.0 0.0.0.
network 20.20.20.0 0.0.0.
network 30.30.30.0 0.0.0.
network 192.42.15.0
network 193.42.15.0
redistribute static
1
ip forward-protocol nd
no ip http server
no ip http secure-server
1
ip nat inside source list 1
interface GigabitEthernet4/0
overload
ip nat inside source list
NAT_ACL interface
GigabitEthernet4/0 overload
1

w w w

ip access-1list extended NAT_ACL
deny ip any 192.168.122.0

0.0.0.255

permit ip any any

1

access-list 1 permit any

no cdp log mismatch duplex

1

control-plane
1

mgcp profile default
|

line con ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line aux ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login local
transport input ssh
1

End

R-42-15-2#sh run
Building configuration...

Current configuration : 2327
bytes
1

upgrade fpd auto

version 15.2

service timestamps debug
datetime msec

service timestamps log datetime
msec

service password-encryption
!

hostname R-42-15-2

!

boot-start-marker
boot-end-marker

!

no aaa new-model

no ip icmp rate-limit
unreachable

!

no ip domain lookup

ip domain name prikhodko.net
ip cef

no ipvé6 cef

!

multilink bundle-name
authenticated

!

username admin secret 5
$1$hWkM$PwWFIkh68VKUXUfi8c5fAY1
!

redundancy

!

ip tcp synwait-time 5

ip ssh version 2

!

track 1 interface
GigabitEthernet@/@ line-protocol
1

interface Etherneto/e
no ip address
shutdown

duplex auto

1

interface GigabitEtherneto/o
ip address 10.10.10.2
255.255.255.252

duplex full

speed 1000

media-type gbic

gatekeeper negotiation auto
ip address 30.30.30.1 shutdown !
255.255.255.252 ! interface GigabitEthernetl/0
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ip address 193.42.15.1
255.255.255.0
ip access-group 100 in
ip helper-address 10.10.10.1
glbp 1 ip 193.42.15.254
glbp 1 timers 5 15
glbp 1 timers redirect 1200
14400
glbp 1 priority 110
glbp 1 preempt delay minimum 30
glbp 1 weighting 110 lower 95
upper 105
glbp 1 authentication md5 key-
string 7
094B420B093632313E3E21212E3D69
glbp 1 weighting track 1
decrement 10
negotiation auto
1
interface GigabitEthernet2/0
no ip address
shutdown
negotiation auto
1
interface GigabitEthernet3/0
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet4/0
no ip address
shutdown
negotiation auto
!
interface FastEthernet5/0
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet5/1
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/0
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/1
no ip address
shutdown
duplex auto
speed auto
!
router eigrp 4215
network 10.10.10.0 0.0.0.3
network 193.42.15.0
passive-interface
GigabitEthernetl/0
!

ip forward-protocol nd

no ip http server

no ip http secure-server

1

access-list 100 permit udp any
eq 3222 host 224.0.0.102 eq 3222
access-list 100 permit ip any
any

no cdp log mismatch duplex

1

control-plane
1

mgcp profile default

gatekeeper

shutdown

1

line con ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line aux ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login local
transport input ssh
1

End

R-42-15-3#sh run
Building configuration...

Current configuration : 2327
bytes
!

upgrade fpd auto

version 15.2

service timestamps debug
datetime msec

service timestamps log datetime
msec

service password-encryption
!

hostname R-42-15-3

!

boot-start-marker
boot-end-marker

!

no aaa new-model

no ip icmp rate-limit
unreachable

!

no ip domain lookup

ip domain name prikhodko.net
ip cef

no ipvé6 cef

!

multilink bundle-name
authenticated

!

username admin secret 5
$1$0TN1$7BO4ANpZmb . vIIETMLOZWK1
!

redundancy

!

ip tcp synwait-time 5

ip ssh version 2

!

track 1 interface
GigabitEthernet@/0 line-protocol
!

interface Ethernete/o
no ip address
shutdown
duplex auto
1
interface GigabitEtherneto/0
ip address 20.20.20.2
255.255.255.252
duplex full
speed 1000
media-type gbic
negotiation auto
1

interface GigabitEthernetl/0

ip address 193.42.15.2
255.255.255.0
ip access-group 100 in
ip helper-address 20.20.20.1
glbp 1 ip 193.42.15.254
glbp 1 timers 5 15
glbp 1 timers redirect 1200
14400
glbp 1 priority 105
glbp 1 preempt delay minimum 30
glbp 1 weighting 110 lower 95
upper 105
glbp 1 authentication md5 key-
string 7
03035709163C046F7B3B3COE120B4A
glbp 1 weighting track 1
decrement 10
negotiation auto
1
interface GigabitEthernet2/0
no ip address
shutdown
negotiation auto
1
interface GigabitEthernet3/0
no ip address
shutdown
negotiation auto
1
interface GigabitEthernet4/0
no ip address
shutdown
negotiation auto
1
interface FastEthernet5/0
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet5/1
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/0
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/1
no ip address
shutdown
duplex auto
speed auto
!
!
router eigrp 4215
network 20.20.20.0 0.0.0.3
network 193.42.15.0
passive-interface
GigabitEthernetl/0
1

ip forward-protocol nd

no ip http server

no ip http secure-server

1

access-list 100 permit udp any
eq 3222 host 224.0.0.102 eq 3222
access-list 100 permit ip any
any

no cdp log mismatch duplex

1

control-plane
!

IIpuxoovko /].C.

KKIKB.KP.6 - 125—-10-T13

Apx.

Jlsuyk O.1O.

3mn. | Apx.

Ne 0okym. Hionuc

Hama

127




mgcp profile default
!

gatekeeper

shutdown

1

line con @
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line aux ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login local
transport input ssh
1

End

R-42-15-4#sh run
Building configuration...

Current configuration : 2306
bytes
!

upgrade fpd auto

version 15.2

service timestamps debug
datetime msec

service timestamps log datetime
msec

service password-encryption
!

hostname R-42-15-4

!

boot-start-marker
boot-end-marker

!

no aaa new-model

no ip icmp rate-limit
unreachable

!

no ip domain lookup

ip domain name prikhodko.net
ip cef

no ipvé6 cef

!

multilink bundle-name
authenticated

!

username admin secret 5
$1$YBj0$08Q1KQO29ul1R2kxNOersE1l
!

ip tcp synwait-time 5

ip ssh version 2

!

track 1 interface
GigabitEthernet@/0 line-protocol
1

interface Etherneto/0
no ip address
shutdown
duplex auto
1
interface GigabitEtherneto/0
ip address 30.30.30.2
255.255.255.252
duplex full
speed 1000
media-type gbic
negotiation auto
1
interface GigabitEthernetl/0
ip address 193.42.15.3
255.255.255.0
ip access-group 100 in
ip helper-address 30.30.30.1
glbp 1 ip 193.42.15.254
glbp 1 timers 5 15
glbp 1 timers redirect 1200
14400
glbp 1 preempt delay minimum 30
glbp 1 weighting 110 lower 95
upper 105
glbp 1 authentication md5 key-
string 7
©3035709163C046F7B3B3COE120B4A
glbp 1 weighting track 1
decrement 10
negotiation auto
1
interface GigabitEthernet2/0
no ip address
shutdown
negotiation auto
1
interface GigabitEthernet3/0
no ip address
shutdown
negotiation auto
1
interface GigabitEthernet4/0
no ip address
shutdown
negotiation auto
!
interface FastEthernet5/0
no ip address

interface FastEthernet5/1
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/0
no ip address
shutdown
duplex auto
speed auto
1
interface FastEthernet6/1
no ip address
shutdown
duplex auto
speed auto
1
router eigrp 4215
network 30.30.30.0 0.0.0.3
network 193.42.15.0
passive-interface
GigabitEthernetl/@
1

ip forward-protocol nd

no ip http server

no ip http secure-server

!

access-list 100 permit udp any
eq 3222 host 224.0.0.102 eq 3222
access-list 100 permit ip any
any

no cdp log mismatch duplex

!

control-plane

1

mgcp profile default
!

gatekeeper

shutdown

1

!

line con ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line aux ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login local

! shutdown transport input ssh
redundancy duplex auto !
! speed auto End
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JlonaTok I'*

Kondirypamiitai daitmm Targets (Li1)

Authenticated Target:
<get_targets_response status="200" s
tatus_text="0K">

<target i1d="4b0818d7-e23d-4f9e-995c-
lcdd24fb5bd1">

<owner>

<name>admin</name>

</owner>

<name>Authenticated Target</name>
<comment/>

<creation_time>2026-06-
12T11:41:18Z</creation_time>
<modification_time>2026-06-
12T11:41:18Z</modification_time>
<writable>1</writable>
<in_use>1</in_use>

<permissions>

<permission>

<name>Everything</name>
</permission>

</permissions>

<hosts>193.42.15.21,
193.42.15.27</hosts>
<exclude_hosts/>
<max_hosts>2</max_hosts>

<port_list id="33d@cd82-57c6-1lel-
8ed1-406186ea4fc5">

<name>All IANA assigned TCP</name>
<trash>e</trash>

</port_list>

<ssh_credential id="82b31ce6-8e93-
4937-9fc4-dc594dfd53ce">

<name>Linux SSH Access</name>
<port>22</port>

<trash>e</trash>

</ssh_credential>

<smb_credential id="8ed45000-ae08-
4bda-alac-33cc9e75da5c">
<name>Windows SMB Password</name>
<trash>e</trash>

</smb_credential>

<esxi_credential id="">

<name/>

<trash>@</trash>

</esxi_credential>

<snmp_credential id="">

<name/>

<trash>e</trash>

</snmp_credential>
<ssh_elevate_credential id="">
<name/>

<trash>@</trash>
</ssh_elevate_credential>
<krb5_credential id="">

<name/>

<trash>e</trash>

</krb5_credential>
<reverse_lookup_only>0</reverse_look
up_only>
<reverse_lookup_unify>0</reverse_loo
kup_unify>
<allow_simultaneous_ips>1</allow_sim
ultaneous_ips>

<alive_tests>

Consider Alive

<alive_test>Consider
Alive</alive_test>

</alive_tests>
<port_range»T:1-3,5,7,9,11,13,17-
25,27,29,31,33,35,37-39,41-46,48-
50,52-59,62-80,82-99,101-113,115-
224,242-248,256-257,259-269,271,280-
284,286-287,308-324,333,344-584,586-
658,660-702,704-707,709-715,729-
731,741-742,744,747-754,758-
765,767,769-777,780,800-802,810,828-
833,847-848,853-854,860-862,873,886-
888,900-903,910-913,953,989-993,995-
1001,1010,1021-1022,1025-
1026,1029,1033-1108,1110-1275,1277-
1300,1303-1490,1492-1527,1529-
1782,1784-2193,2197-2199,2201-

2258,2260-2368,2370-2377,2379-
2681,2683-2692,2694-2793,2795-
2824,2826-2872,2874-2924,2926-
3091,3093-3096,3098-3125,3127-
3300,3302-3321,3326-3366,3372-
3402,3405-3545,3547-3693,3695-
3993,3995-4047,4049-4076,4078-
4083,4085,4087-4143,4145-4172,4174-
4190,4192-4193,4197,4199,4300-
4314,4316,4320-4323,4325-
4336,4340,4343-4360,4368-4379,4389-
4393,4395-4396,4400-4411,4413-
4417,4419-4423,4425-4433 ,4442-
4458,4484-4488,4500,4535-4538,4545-
4556,4559,4563,4566-4570,4573,4590-
4591,4593-4605,4646,4658-4692,4700-
4704,4711,4725,4727-4728,4730-
4731,4733,4737-4745,4749-
4753,4756,4774,4784,4786-4788 , 4800 -
4803,4827,4837-4851,4867-4871,4876-
4877,4879-4880,4883-4885,4888-
4889,4894,4899-4902,4912-4915,4940-
4942,4949-4953,4969-4971,4984-
4991,4999-5013,5015,5020-5030,5032-
5034,5042-5045,5048-5057, 5059-
5075,5080-5087,5093-5094, 5099-
5103,5106-5107,5111-5112,5114-
5115,5117,5120,5133-5135,5137,5145-
5146,5150-5152,5154-5157,5161-
5168,5172,5190-5197,5200-
5203,5209,5215,5221-5237,5245,5248-
5254,5264-5265,5269-5272,5280-
5282,5298-5310,5312-5318,5320-
5321,5343-5344,5349,5352-5363,5397-
5435,5443,5445,5450, 5453-5456, 5461 -
5465,5470-5473, 5475, 5500-
5507,5550,5553-5557,5565-5569, 5573
5575,5579-5586,5597-5605,5618,5627-
5639,5646,5666,5670-5681,5683-
5684,5688-
5689,5693,5696,5700,5705,5713-
5730,5741-5748,5750,5755,5757,5766-
5771,5777,5780-5783,5785,5793,5813-
5814,5841-
5842,5859,5863,5868,5883,5900,5910-
5913,5963,5968-5969, 5984 -
5993,5999, 6064-6066, 6068-6077 ,6084-
6088,6099-6117,6121-
6124,6130,6133,6140-6149,6159-
6163,6200,6209,6222,6241-6244,6251-
6253,6267-6269,6300-6301,6306,6315-
6317,6320-6322,6324-6326,6343-
6344, 6346-
6347,6350,6355,6360,6370,6379,6382,6
389-6390,6417-6421,6432,6440,6442-
6446,6455-6456,6464,6471,6480-
6489,6500-6503,6505-6510, 6513 -
6515,6543-6544, 6547 -
6551,6558,6566,6568,6579-6583,6600-
6602,6619-6629,6632,6640,6653,6655-
6656,6670-6673,6678-6679,6687-
6690,6697,6701-6703,6714-6716,6767-
6771,6777-6778,6785-
6791,6801,6817,6831,6841-
6842,6850,6868, 6888, 6900-
6901,6924,6935-6936,6946,6951, 6961 -
6966,6969-6970,6997-7026,7030-
7031,7070-7073,7080,7099-
7101,7117,7121,7128-7129,7161-
7174,7200-7202,7215-7216,7227-
7229,7236-7237,7244,7262,7272-
7283,7365,7391-7395,7397,7400-
7402,7410-7411,7421,7426-
7431,7437,7443,7471,7473-
7474,7478,7491,7500-7501,7508-
7511,7542-
7549,7551,7560,7563,7566,7569-
7570,7574,7588,7606,7624,7626-
7631,7633,7648,7663,7672-
7677,7680,7683,7687,7689,7697,7700,7
707-7708,7720,7724-
7728,7734,7738,7741-

7744,7747,7775,7777-7779,7781,7786-
7787,7789,7794,7797-7801,7810,7845-
7847,7869-7871,7878,7880,7887,7900-
7903,7913,7932-7933,7962,7967,7979-
7982,7997,7999-8009, 8015-8016, 8019-
8023,8025-8026,8032-8034,8040-
8044,8051-8059, 8066-
8067,8070,8074, 8077, 8080-8084, 8086 -
8088,8090-8091,8097,8100-8102,8115-
8118,8121-8122,8128-
8132,8140,8148,8153,8160-8162,8181-
8184,8190-8192,8194-8195,8199-
8201,8204-
8208,8230,8243,8270,8276,8280,8282,8
292-8294,8300-8301,8313,8320-
8322,8351,8376-8380,8383,8400-
8405,8415-8417,8423,8442-
8445,8450,8457,8470-8474,8500-
8502,8554-8555, 8567, 8600, 8610-

8615, 8665-
8666,8675,8686,8688,8699,8710-
8711,8733,8750,8763-8770,8778,8786-
8787,8793,8800, 8804, 8873, 8880-
8881,8883,8888-8894,8899-8901,8910-
8913,8937,8953-8954, 8980, 8989 -
8991,8997-9002, 9005, 9008-9010,9020-
9026,9050-9051, 9060, 9980, 9083 -
9093,9100-9107,9111,9119,9122-
9123,9131,9160-9164,9191,9200-
9217,9222,9255,9278-9285,9287,9292-
9295,9300,9306,9310,9312,9318,9321,9
339,9343-9346,9374,9380,9387-
9390,9396-9397,9400-9402,9418,9443 -
9445,9450, 9500, 9535-9536,9555,9592-
9600,9612,9614,9616-9618,9628-
9631,9640, 9666-9668, 9694 -
9695,9700,9747,9750,9753,9762,9800-
9802,9875-9877,9888-
9889,9898,9900,9909,9911,9925,9950-
9955,9966,9978-9979,9981,9987-
9988,9990-10010,10020, 10050 -
10051,10055,10080-10081,10100-
10104,10107,10110,10113-
10117,10125,10128-10129,10160-
10162,10200-10201,10252,10260-
10261,10288,10321,10443,10540-
10544,10548,10631,10800, 10805, 10809,
10860,10880,10933,10990,11000-
11001,11095,11103-11106,11109-
11112,11161-11165,11172-11175,11201-
11202,11208,11211,11319-
11321,11367,11371,11489,11600,11623,
11720,11723,11751,11796,11876,11967,
11971,12000-12008,12010,12012-
12013,12109,12121,12168,12172,12300,
12302,12321-
12322,12345,12753,12865,13160,13216-
13218,13223-13224,13400,13720-
13722,13724,13782-13783,13785-
13786,13818-13823,13894,13929-
13930, 14000-14001,14033-14034,14141-
14143,14145,14149-
14150,14154,14250,14414,14500,14936-
14937,15000,15002,15345,15363,15555,
15660,15740,15999-16002,16020-
16021,16161-16162,16309-16311,16360-
16361,16367-16368,16384-
16385,16619,16665,16789,16900,16950,
16991-16995,17007,17184-17185,17219-
17221,17223,17225,17234-
17235,17500,17555,17729,17754-
17756,17777,18000,18104,18136,18181-
18187,18241-18243,18262,18463,18634-
18635,18668,18769,18881,18888,19000,
19007,19020,19191,19194,19220,19283,
19315,19398,19410-19412,19539-
19541,19998-20003, 20005, 20013 -
20014,20034,20046,20048-
20049,20057,20167,20202,20222,20480,
20670, 20999-21000,21010,21212-
21213,21221,21553-
21554,21590,21800, 21845-21849, 22000-
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22005,22125,22128,22222,22273,22305,
22335,22343,22347,22350-
22351,22537,22555,22763,22800,22951,
23000-23005,23053,23294,23333,23400-
23402,23456-23457,23546,24000-
24006,24242,24249,24321,24323,24386,
24465 ,24554,24577,24666,24676-
24678,24680,24754,24922,25000-
25009, 25576,25604,25793,25900-
25903,26000,26133,26208,26257,26260-
26263,26486-
26487,26489,27010,27017,27345,27442,
27504,27782,27876,27999-
28001,28010, 28200,28240,28589,29167,
29999-
30003,30100,30260,30400,30999, 31016,
31020,31400,31416,31457,31620,31685,
31765,31948-
31949,32034,32249,32400, 32483,32635-
32636,32767-
32777,32801,32811,32896,33000, 33060,
33123,33331,33333-
33334,33434,33656,34249,34378-
34379,34567,34962-34964,34980,35000-
35006,35100, 35354-

35357,36001, 36524,36602,36700, 36865,
37475,37483,37601,37654,38000-
38002,38201-

38203,38800, 38865,39681,40000,40404,
40841-40843,41111,41121,41230,41794-
41797,42508-42510,43000,43188-
43191,43210,43439-43441,44123,44321-
44323,44444-

44445 ,44553,44818,44900,45000-
45002,45045,45054,45514,45678,45824-
45825,45966,46336,46998-
47001,47557,47624,47806,47808,48000-
48005,48048-48050,48128-
48129,48556,48619,48653,49000-
49001,49150</port_range>

</target>

<filters id="">

<term>first=1 rows=1000 uuid=
uuid=4b0818d7-e23d-4f9e-995c-
1cdd24fb5bdl sort=name</term>
<keywords>

<keyword>

<column>first</column>
<relation>=</relation>
<value>1</value>

</keyword>

<keyword>

<column>rows</column>
<relation>=</relation>
<value>1000</value>

</keyword>

<keyword>

<column>uuid</column>
<relation>=</relation>

<value/>

</keyword>

<keyword>

<column>uuid</column>
<relation>=</relation>
<value>4b0818d7-e23d-4f9e-995c-
1cdd24fb5bdi</value>

</keyword>

<keyword>

<column>sort</column>
<relation>=</relation>
<value>name</value>

</keyword>

</keywords>

</filters>

<sort>

<field>

name

<order>ascending</order>

</field>

</sort>

<targets start="1" max="1000"/>
<target_count>

3

<filtered>1</filtered>
<page>1</page>

</target_count>
</get_targets_response>

Fast Target:

This XML file does not appear to have
any style information associated with
it. The document tree is shown below.
<get_targets_response status="200" s
tatus_text="0K">

<target id="b9ePee69-3e99-4339-a37d-
21b6bbb50607" >

<owner>

<name>admin</name>

</owner>

<name>Fast Target</name>

<comment/>

<creation_time>2026-06-
11T12:53:03Z</creation_time>
<modification_time>2026-06-
12708:08:22Z</modification_time>
<writable>1</writable>
<in_use>1</in_use>
<permissions>
<permission>
<name>Everything</name>
</permission>
</permissions>
<hosts>193.42.15.22,
193.42.15.27</hosts>
<exclude_hosts/>
<max_hosts>3</max_hosts>
<port_list id="33d0cd82-57c6-1lel-
8ed1-406186ea4fc5">

<name>All IANA assigned TCP</name>
<trash>@</trash>

</port_list>

<ssh_credential id="">

<name/>

<port/>

<trash>e</trash>

</ssh_credential>

<smb_credential id="">

<name/>

<trash>e</trash>

</smb_credential>

<esxi_credential id="">

<name/>

<trash>@</trash>

</esxi_credential>

<snmp_credential id="">

<name/>

<trash>e</trash>

</snmp_credential>
<ssh_elevate_credential id="">
<name/>

<trash>@</trash>
</ssh_elevate_credential>
<krb5_credential id="">

<name/>

<trash>e</trash>

</krb5_credential>
<reverse_lookup_only>@</reverse_look
up_only>
<reverse_lookup_unify>0</reverse_loo
kup_unify>
<allow_simultaneous_ips>1</allow_sim
ultaneous_ips>

<alive_tests>

Consider Alive

<alive_test>Consider
Alive</alive_test>

</alive_tests>
<port_range»T:1-3,5,7,9,11,13,17-
25,27,29,31,33,35,37-39,41-46,48-
50,52-59,62-80,82-99,101-113,115-
224,242-248,256-257,259-269,271,280-
284,286-287,308-324,333,344-584,586-
658,660-702,704-707,709-715,729-
731,741-742,744,747-754,758-
765,767,769-777,780,800-802,810,828-
833,847-848,853-854,860-862,873,886-
888,900-903,910-913,953,989-993,995-
1001,1010,1021-1022,1025-
1026,1029,1033-1108,1110-1275,1277-
1300,1303-1490,1492-1527,1529-
1782,1784-2193,2197-2199,2201-
2258,2260-2368,2370-2377,2379-
2681,2683-2692,2694-2793,2795-
2824,2826-2872,2874-2924,2926-
3091,3093-3096,3098-3125,3127-
3300,3302-3321,3326-3366,3372-
3402,3405-3545,3547-3693,3695-

193.42.15.21,

3993,3995-4047,4049-4076, 4078 -
4083,4085,4087-4143,4145-4172,4174-
4190,4192-4193,4197,4199,4300-
4314,4316,4320-4323,4325-
4336,4340,4343-4360,4368-4379,4389-
4393,4395-4396,4400-4411,4413-
4417,4419-4423,4425-4433,4442-
4458,4484-4488,4500,4535-4538,4545-
4556,4559,4563,4566-4570,4573,4590-
4591,4593-4605,4646,4658-4692,4700-
4704,4711,4725,4727-4728,4730-
4731,4733,4737-4745,4749-
4753,4756,4774,4784,4786-4788, 4800 -
4803,4827,4837-4851,4867-4871,4876-
4877,4879-4880,4883-4885,4888-
4889,4894,4899-4902,4912-4915,4940-
4942,4949-4953,4969-4971,4984 -
4991,4999-5013, 5015, 5020-5030, 5032-
5034,5042-5045,5048-5057,,5059-
5075,5080-5087,5093-5094, 5099-
5103,5106-5107,5111-5112,5114-
5115,5117,5120,5133-5135,5137,5145-
5146,5150-5152,5154-5157,5161-
5168,5172,5190-5197,5200-
5203,5209,5215,5221-5237,5245,5248-
5254,5264-5265,5269-5272,5280-
5282,5298-5310,5312-5318,5320-
5321,5343-5344,5349,5352-5363,5397-
5435,5443,5445,5450, 5453-5456, 5461 -
5465,5470-5473, 5475, 5500-
5507,5550,5553-5557,5565-5569, 5573
5575,5579-5586,5597-5605,5618,5627-
5639,5646,5666,5670-5681, 5683 -
5684,5688-
5689,5693,5696,5700,5705,5713-
5730,5741-5748,5750,5755,5757,5766-
5771,5777,5780-5783,5785,5793,5813-
5814,5841-
5842,5859,5863,5868,5883,5900,5916-
5913,5963,5968-5969,5984-
5993,5999, 6064-6066, 6068-6077 ,6084-
6088,6099-6117,6121-
6124,6130,6133,6140-6149,6159-
6163,6200,6209,6222,6241-6244,6251-
6253,6267-6269,6300-6301,6306,6315-
6317,6320-6322,6324-6326,6343-
6344,6346-
6347,6350,6355,6360,6370,6379,6382,6
389-6390,6417-6421,6432,6440,6442-
6446,6455-6456,6464,6471,6480-
6489,6500-6503,6505-6510, 6513 -
6515,6543-6544, 6547 -
6551,6558,6566,6568,6579-6583 , 6600~
6602,6619-6629,6632,6640,6653,6655-
6656,6670-6673,6678-6679,6687-
6690,6697,6701-6703,6714-6716,6767-
6771,6777-6778,6785-
6791,6801,6817,6831,6841-
6842,6850,6868, 6888, 6900-
6901,6924,6935-6936,6946,6951, 6961 -
6966,6969-6970,6997-7026,7030-
7031,7070-7073,7080,7099-
7101,7117,7121,7128-7129,7161-
7174,7200-7202,7215-7216,7227-
7229,7236-7237,7244,7262,7272-
7283,7365,7391-7395,7397,7400-
7402,7410-7411,7421,7426-
7431,7437,7443,7471,7473-
7474,7478,7491,7500-7501,7508-
7511,7542-
7549,7551,7560,7563,7566,7569-
7570,7574,7588,7606,7624,7626-
7631,7633,7648,7663,7672-
7677,7680,7683,7687,7689,7697,7700,7
707-7708,7720,7724-
7728,7734,7738,7741-
7744,7747,7775,7777-7779,7781,7786-
7787,7789,7794,7797-7801,7810,7845-
7847,7869-7871,7878,7880,7887,7900-
7903,7913,7932-7933,7962,7967,7979-
7982,7997,7999-8009, 8015-8016, 8019-
8023,8025-8026,8032-8034,8040-
8044,8051-8059, 8066-
8067,8070,8074,8077,8080-8084, 8086 -
8088,8090-8091,8097,8100-8102,8115-
8118,8121-8122,8128-
8132,8140,8148,8153,8160-8162,8181-
8184,8190-8192,8194-8195,8199-
8201,8204-
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8208,8230,8243,8270,8276,8280,8282,8
292-8294,8300-8301,8313,8320-
8322,8351,8376-8380, 8383, 8400-
8405,8415-8417,8423,8442-
8445,8450,8457,8470-8474,8500-
8502,8554-8555, 8567, 8600, 8610-

8615, 8665-
8666,8675,8686,8688,8699,8710-
8711,8733,8750,8763-8770,8778,8786-
8787,8793,8800, 8804, 8873, 8880-
8881,8883,8888-8894,8899-8901,8910-
8913,8937,8953-8954, 8980, 8989 -
8991,8997-9002, 9005, 9908-9010, 9020 -
9026,9050-9051, 9060, 9980, 9083 -
9093,9100-9107,9111,9119,9122-
9123,9131,9160-9164,9191,9200-
9217,9222,9255,9278-9285,9287,9292-
9295,9300,9306,9310,9312,9318,9321,9
339,9343-9346,9374,9380,9387-
9390,9396-9397,9400-9402, 9418, 9443 -
9445,9450,9500,9535-9536, 9555, 9592-
9600,9612,9614,9616-9618,9628-
9631,9640, 9666-9668, 9694 -
9695,9700,9747,9750,9753,9762,9800-
9802,9875-9877,9888-
9889,9898,9900,9909,9911, 9925, 9950 -
9955,9966,9978-9979,9981, 9987 -
9988,9990-10010, 10020, 10050-
10051,10055,10080-10081,10100-
10104,10107,10110,10113-
10117,10125,10128-10129,10160-
10162,10200-10201,10252,10260-
10261,10288,10321,10443,10540-
10544,10548,10631,10800,10805,10809,
10860,10880,10933,10990,11000-
11001,11095,11103-11106,11109-
11112,11161-11165,11172-11175,11201-
11202,11208,11211,11319-
11321,11367,11371,11489,11600,11623,
11720,11723,11751,11796,11876,11967,
11971,12000-12008,12010,12012-
12013,12109,12121,12168,12172,12300,
12302,12321-
12322,12345,12753,12865,13160,13216-
13218,13223-13224,13400,13720-
13722,13724,13782-13783,13785-
13786,13818-13823,13894,13929-
13930, 14000-14001,14033-14034,14141-
14143,14145,14149-
14150,14154,14250,14414,14500, 14936 -
14937,15000,15002,15345,15363,15555,
15660,15740,15999-16002,16020-
16021,16161-16162,16309-16311,16360-
16361,16367-16368,16384-
16385,16619,16665,16789,16900,16950,
16991-16995,17007,17184-17185,17219-
17221,17223,17225,17234-
17235,17500,17555,17729,17754-
17756,17777,18000,18104,18136,18181-
18187,18241-18243,18262,18463,18634-
18635,18668,18769,18881,18888,19000,
19007,19020,19191,19194,19220,19283,
19315,19398,19410-19412,19539-
19541,19998-20003 , 20005, 20013 -
20014,20034,20046,20048 -
20049,20057,20167,20202,20222,20480,
20670,20999-21000,21010,21212-
21213,21221,21553-
21554,21590,21800, 21845-21849, 22000-
22005,22125,22128,22222,22273,22305,
22335,22343,22347,22350-
22351,22537,22555,22763,22800,22951,
23000-23005,23053,23294, 23333, 23400-
23402,23456-23457, 23546, 24000-
24006,24242,24249,24321,24323,24386,
24465, 24554, 24577 , 24666, 24676 -
24678, 24680, 2475424922 ,25000-
25009, 25576,25604, 25793, 25900-
25903,26000, 26133, 26208, 26257, 26260-
26263,26486-
26487,26489,27010,27017,27345,27442,
27504,27782,27876,27999-

28001, 28010, 28200, 28240, 28589, 29167,
29999-
30003,30100, 30260, 30400, 30999, 31016,
31020,31400,31416, 31457, 31620, 31685,
31765,31948-
31949,32034,32249,32400, 32483, 32635-

32777,32801,32811,32896,33000, 33060,
33123,33331,33333-
33334,33434,33656,34249,34378-
34379,34567,34962-34964,34980,35000-
35006,35100, 35354-

35357,36001, 36524,36602,36700, 36865,
37475,37483,37601,37654,38000-
38002,38201-
38203,38800,38865,39681,40000,40404,
40841-40843,41111,41121,41230,41794-
41797,42508-42510,43000,43188-
43191,43210,43439-43441,44123,44321-
44323,44444 -

44445 ,44553,44818,44900,45000-
45002,45045,45054,45514,45678,45824 -
45825,45966,46336,46998-
47001,47557,47624,47806,47808,48000-
48005,48048-48050,48128-
48129,48556,48619,48653,49000-
49001,49150</port_range>

</target>

<filters id="">

<term>first=1 rows=1000 uuid=
uuid=b9ePee69-3e99-4339-a37d-
21b6bbb50607 sort=name</term>
<keywords>

<keyword>

<column>first</column>
<relation>=</relation>
<value>1</value>

</keyword>

<keyword>

<column>rows</column>
<relation>=</relation>
<value>1000</value>

</keyword>

<keyword>

<column>uuid</column>
<relation>=</relation>

<value/>

</keyword>

<keyword>

<column>uuid</column>
<relation>=</relation>
<value>b9ePee69-3e99-4339-a37d-
21b6bbb50607</value>

</keyword>

<keyword>

<column>sort</column>
<relation>=</relation>
<value>name</value>

</keyword>

</keywords>

</filters>

<sort>

<field>

name

<order>ascending</order>

</field>

</sort>

<targets start="1" max="1000"/>
<target_count>

3

<filtered>1</filtered>
<page>1</page>

</target_count>
</get_targets_response>

Full Network Scan:

This XML file does not appear to have
any style information associated with
it. The document tree is shown below.
<get_targets_response status="200" s
tatus_text="0K">

<target id="8f397eee-58b4-48c3-94a5-
5376a44dfcel">

<owner>

<name>admin</name>

</owner>

<name>Full Network Scan</name>
<comment/>

<creation_time>2026-06-
11T11:34:41Z</creation_time>
<modification_time>2026-06-
12T719:39:58Z</modification_time>
<writable>1</writable>
<in_use>1</in_use>

<permission>

<name>Everything</name>
</permission>

</permissions>
<hosts>193.42.15.0/24</hosts>
<exclude_hosts/>
<max_hosts>254</max_hosts>
<port_list id="33d@cd82-57c6-1lel-
8ed1-406186ea4fc5">

<name>All IANA assigned TCP</name>
<trash>0</trash>

</port_list>

<ssh_credential id="82b31ce6-8e93-
4937-9fc4-dc594dfd53ce">

<name>Linux SSH Access</name>
<port>22</port>

<trash>0</trash>

</ssh_credential>

<smb_credential id="8ed45000-ae08-
4bda-alac-33cc9e75da5c">
<name>Windows SMB Password</name>
<trash>0</trash>

</smb_credential>

<esxi_credential id="">

<name/>

<trash>@</trash>

</esxi_credential>

<snmp_credential id="">

<name/>

<trash>0</trash>

</snmp_credential>
<ssh_elevate_credential id="">
<name/>

<trash>@</trash>
</ssh_elevate_credential>
<krb5_credential id="">

<name/>

<trash>@</trash>

</krb5_credential>
<reverse_lookup_only>@</reverse_look
up_only>
<reverse_lookup_unify>0@</reverse_loo
kup_unify>
<allow_simultaneous_ips>1</allow_sim
ultaneous_ips>

<alive_tests>

ICMP, TCP-ACK Service & ARP Ping
<alive_test>ARP Ping</alive_test>
<alive_test>ICMP Ping</alive_test>
<alive_test>TCP-ACK Service
Ping</alive_test>

</alive_tests>
<port_range»T:1-3,5,7,9,11,13,17-
25,27,29,31,33,35,37-39,41-46,48-
50,52-59,62-80,82-99,101-113,115-
224,242-248,256-257,259-269,271,280-
284,286-287,308-324,333,344-584,586-
658,660-702,704-707,709-715,729-
731,741-742,744,747-754,758-
765,767,769-777,780,800-802,810,828-
833,847-848,853-854,860-862,873,886-
888,900-903,910-913,953,989-993,995-
1001,1010,1021-1022,1025-
1026,1029,1033-1108,1110-1275,1277-
1300,1303-1490,1492-1527,1529-
1782,1784-2193,2197-2199,2201-
2258,2260-2368,2370-2377,2379-
2681,2683-2692,2694-2793,2795-
2824,2826-2872,2874-2924,2926-
3091,3093-3096,3098-3125,3127-
3300,3302-3321,3326-3366,3372-
3402,3405-3545,3547-3693,3695-
3993,3995-4047,4049-4076,4078-
4083,4085,4087-4143,4145-4172,4174-
4190,4192-4193,4197,4199,4300-
4314,4316,4320-4323,4325-
4336,4340,4343-4360,4368-4379,4389-
4393,4395-4396,4400-4411,4413-
4417,4419-4423,4425-4433,4442-
4458,4484-4488,4500,4535-4538,4545-
4556,4559,4563,4566-4570,4573,4590-
4591,4593-4605,4646,4658-4692,4700-
4704,4711,4725,4727-4728,4730-
4731,4733,4737-4745,4749-
4753,4756,4774,4784,4786-4788,4800-
4803,4827,4837-4851,4867-4871,4876-
4877,4879-4880,4883-4885,4888-
4889,4894,4899-4902,4912-4915,4940-
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4991,4999-5013,5015,5020-5030,5032-
5034,5042-5045,5048-5057,5059-
5075,5080-5087,5093 - 5094, 5099 -
5103,5106-5107,5111-5112,5114-
5115,5117,5120,5133-5135,5137,5145-
5146,5150-5152,5154-5157,5161-
5168,5172,5190-5197,5200-
5203,5209,5215,5221-5237,5245,5248-
5254,5264-5265,5269-5272,5280-
5282,5298-5310,5312-5318,5320-
5321,5343-5344,5349,5352-5363,5397-
5435,5443,5445,5450, 5453-5456,5461-
5465,5470-5473,5475,5500-
5507,5550,5553-5557, 5565-5569,5573 -
5575,5579-5586,5597-5605,5618,5627 -
5639,5646,5666,5670-5681,5683-
5684,5688-
5689,5693,5696,5700,5705,5713-
5730,5741-5748,5750,5755,5757,5766-
5771,5777,5780-5783,5785,5793,5813 -
5814,5841-
5842,5859,5863,5868,5883,5900,5910-
5913,5963,5968-5969, 5984-
5993,5999, 6064-6066 , 6068-6077 , 6084 -
6088,6099-6117,6121-
6124,6130,6133,6140-6149,6159-
6163,6200,6209,6222,6241-6244,6251-
6253,6267-6269,6300-6301,6306,6315-
6317,6320-6322,6324-6326,6343-
6344,6346-
6347,6350,6355,6360,6370,6379,6382,6
389-6390,6417-6421,6432,6440,6442-
6446,6455-6456,6464,6471,6480-
6489,6500-6503,6505-6510, 6513 -
6515, 6543-6544, 6547 -
6551,6558,6566,6568,6579-6583,6600-
6602,6619-6629,6632,6640,6653,6655-
6656,6670-6673,6678-6679, 6687 -
6690,6697,6701-6703,6714-6716,6767-
6771,6777-6778,6785-
6791,6801,6817,6831,6841-
6842,6850,6868,6888,6900-
6901,6924,6935-6936,6946,6951,6961 -
6966,6969-6970,6997-7026,7030-
7031,7070-7073,7080,7099-
7101,7117,7121,7128-7129,7161-
7174,7200-7202,7215-7216,7227-
7229,7236-7237,7244,7262,7272-
7283,7365,7391-7395,7397,7400-
7402,7410-7411,7421,7426-
7431,7437,7443,7471,7473-
7474,7478,7491,7500-7501,7508-
7511,7542-
7549,7551,7560,7563,7566, 7569 -
7570,7574,7588,7606,7624,7626-
7631,7633,7648,7663,7672-
7677,7680,7683,7687,7689,7697,7700,7
707-7708,7720,7724-
7728,7734,7738,7741-
7744,7747,7775,7777-7779,7781,7786-
7787,7789,7794,7797-7801,7810,7845-
7847,7869-7871,7878,7880,7887,7900-
7903,7913,7932-7933,7962,7967,7979-
7982,7997,7999-8009, 8015-8016,8019-
8023,8025-8026,8032-8034,8040-
8044,8051-8059, 8066-
8067,8070,8074,8077,8080-8084, 8086-
8088, 8090-8091,8097,8100-8102,8115-
8118,8121-8122,8128-
8132,8140,8148,8153,8160-8162,8181-
8184,8190-8192,8194-8195,8199-
8201,8204-
8208,8230,8243,8270,8276,8280,8282,8
292-8294,8300-8301,8313,8320-
8322,8351,8376-8380,8383,8400-
8405,8415-8417,8423,8442-
8445,8450,8457,8470-8474,8500-

8615, 8665-
8666,8675,8686,8688,8699,8710-
8711,8733,8750,8763-8770,8778,8786-
8787,8793,8800,8804,8873,8880-
8881,8883,8888-8894,8899-8901,8910-
8913,8937,8953-8954, 8980, 8989 -
8991,8997-9002, 9005, 9908-9010, 9020 -
9026,9050-9051, 9060, 9980, 9083 -
9093,9100-9107,9111,9119,9122-
9123,9131,9160-9164,9191,9200-
9217,9222,9255,9278-9285,9287,9292-
9295,9300,9306,9310,9312,9318,9321,9
339,9343-9346,9374,9380,9387-
9390,9396-9397,9400-9402, 9418, 9443 -
9445,9450, 9500, 9535-9536,9555,9592-
9600,9612,9614,9616-9618,9628-
9631,9640,9666-9668, 9694 -
9695,9700,9747,9750,9753,9762,9800-
9802,9875-9877,9888-
9889,9898,9900,9909,9911, 9925, 9950-
9955,9966,9978-9979,9981, 9987 -
9988,9990-10010,10020,10050-
10051,10055,10080-10081,10100-
10104,10107,10110,10113-
10117,10125,10128-10129,10160-
10162,10200-10201,10252,10260-
10261,10288,10321,10443,10540-
10544,10548,10631,10800, 10805, 10809,
10860,10880,10933,10990,11000-
11001,11095,11103-11106,11109-
11112,11161-11165,11172-11175,11201-
11202,11208,11211,11319-
11321,11367,11371,11489,11600,11623,
11720,11723,11751,11796,11876,11967,
11971,12000-12008,12010,12012-
12013,12109,12121,12168,12172,12300,
12302,12321-
12322,12345,12753,12865,13160,13216-
13218,13223-13224,13400,13720-
13722,13724,13782-13783,13785-
13786,13818-13823,13894,13929-
13930, 14000-14001,14033-14034,14141-
14143,14145,14149-
14150,14154,14250,14414,14500,14936-
14937,15000,15002,15345,15363,15555,
15660,15740,15999-16002,16020-
16021,16161-16162,16309-16311,16360-
16361,16367-16368,16384-
16385,16619,16665,16789,16900,16950,
16991-16995,17007,17184-17185,17219-
17221,17223,17225,17234-
17235,17500,17555,17729,17754-
17756,17777,18000,18104,18136,18181-
18187,18241-18243,18262,18463,18634-
18635,18668,18769,18881,18888,19000,
19007,19020,19191,19194,19220,19283,
19315,19398,19410-19412,19539-
19541,19998-20003, 20005, 20013 -
20014,20034,20046,20048-
20049,20057,20167,20202,20222,20480,
20670, 20999-21000, 21010, 21212-
21213,21221,21553-
21554,21590,21800, 21845-21849, 22000-
22005,22125,22128,22222,22273,22305,
22335,22343,22347,22350-
22351,22537,22555,22763,22800,22951,
23000-23005,23053,23294,23333,23400-
23402,23456-23457, 23546, 24000-
24006, 24242,24249,24321, 24323, 24386,
24465, 24554, 24577 , 24666 , 24676 -
24678,24680, 2475424922, 25000
25009, 25576,25604, 25793, 25900-
25903,26000,26133, 26208, 26257, 26260-
26263,26486-
26487,26489,27010,27017,27345,27442,
27504,27782,27876,27999-

28001, 28010, 28200, 28240, 28589, 29167,

30003,30100, 30260, 30400, 30999, 31016,
31020,31400,31416,31457,31620,31685,
31765,31948-
31949,32034,32249,32400,32483,32635-
32636,32767-
32777,32801,32811,32896,33000, 33060,
33123,33331,33333-
33334,33434,33656,34249,34378-
34379,34567,34962-34964,34980,35000-
35006,35100,35354-
35357,36001,36524,36602,36700,36865,
37475,37483,37601,37654,38000-
38002,38201-

38203,38800, 38865,39681,40000,40404,
40841-40843,41111,41121,41230,41794-
41797,42508-42510,43000,43188-
43191,43210,43439-43441,44123,44321-
44323,44444 -

44445 ,44553,44818,44900,45000-
45002,45045,45054,45514,45678,45824-
45825,45966,46336,46998-
47001,47557,47624,47806,47808,48000-
48005,48048-48050,48128-
48129,48556,48619,48653,49000-
49001,49150</port_range>

</target>

<filters id="">

<term>first=1 rows=1000 uuid=
uuid=8f397eee-58b4-48c3-94a5-
5376a44dfcel sort=name</term>
<keywords>

<keyword>

<column>first</column>
<relation>=</relation>
<value>1</value>

</keyword>

<keyword>

<column>rows</column>
<relation>=</relation>
<value>1000</value>

</keyword>

<keyword>

<column>uuid</column>
<relation>=</relation>

<value/>

</keyword>

<keyword>

<column>uuid</column>
<relation>=</relation>
<value>8f397eee-58b4-48c3-94a5-
5376a44dfcel</value>

</keyword>

<keyword>

<column>sort</column>
<relation>=</relation>
<value>name</value>

</keyword>

</keywords>

</filters>

<sort>

<field>

name

<order>ascending</order>

</field>

</sort>

<targets start="1" max="1000"/>
<target_count>

3

<filtered>1</filtered>
<page>1</page>

</target_count>
</get_targets_response>
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Fast Audit:
<get_tasks_response status="200" sta
tus_text="0K">
<apply_overrides>@</apply_overrides>
<task id="8171af3c-16c4-4ccl-8ccd-
0a987celdd12">
<owner>
<name>admin</name>
</owner>
<name>Fast Audit</name>
<comment/>
<creation_time>2026-06-
12708:09:58Z</creation_time>
<modification_time>2026-06-
12708:09:58Z</modification_time>
<writable>1</writable>
<in_use>0</in_use>
<permissions>
<permission>
<name>Everything</name>
</permission>
</permissions>
<alterable>0@</alterable>
<usage_type>scan</usage_type>
<config id="daba56c8-73ec-11df-a475-
002264764cea">
<name>Full and fast</name>
<trash>e</trash>
</config>
<target id="b9eOee69-3e99-4339-a37d-
21b6bbb50607" >
<name>Fast Target</name>
<trash>e</trash>
</target>
<scanner id="08b69003-5fc2-4037-
a479-93b440211c73">
<name>OpenVAS Default</name>
<type>2</type>
<trash>e</trash>
</scanner>
<status>Done</status>
<progress>-1</progress>
<report_count>
1
<finished>1</finished>
</report_count>

<trend/>
<schedule id="">
<name/>
<trash>e</trash>
</schedule>

<schedule_periods>0</schedule_period
s>

<last_report>

<report id="5fd1@a4f-1lbad-4b79-bfoc-
dc69ead58336">

<timestamp>2026-06-
12708:12:00Z</timestamp>
<scan_start>2026-06-
12708:12:18Z</scan_start>
<scan_end>2026-06-
12709:06:07Z</scan_end>
<result_count>
<critical>13</critical>

<hole deprecated="1">10</hole>
<high>10</high>

<info deprecated="1">7</info>
<low>7</low>

<log>104</log>

<warning deprecated="1">39</warning>
<medium>39</medium>
<false_positive>0</false_positive>
</result_count>
<severity>10.0</severity>

</report>

</last_report>

<observers/>
<average_duration>3229</average_dura
tion>
<result_count>166</result_count>
<preferences>

<preference>

<name>Maximum concurrently executed
NVTs per host</name>
<scanner_name>max_checks</scanner_na
me>

Koudirypariiini daitnm Tasks (3aBrans)
<value>4</value>
</preference>
<preference>
<name>Maximum concurrently scanned
hosts</name>
<scanner_name>max_hosts</scanner_nam
e>
<value>20</value>
</preference>
<preference>
<name>Add results to Asset
Management</name>
<scanner_name>in_assets</scanner_nam
e>
<value>yes</value>
</preference>
<preference>
<name>Apply Overrides when adding
Assets</name>
<scanner_name>assets_apply_overrides
</scanner_name>
<value>yes</value>
</preference>
<preference>
<name>Min QOD when adding
Assets</name>
<scanner_name>assets_min_qod</scanne
r_name>
<value>70</value>
</preference>
<preference>
<name>Auto Delete Reports</name>
<scanner_name>auto_delete</scanner_n
ame>
<value>no</value>
</preference>
<preference>
<name>Auto Delete Reports
Data</name>
<scanner_name>auto_delete_data</scan
ner_name>
<value>5</value>
</preference>
</preferences>
</task>
<filters id="">
<term>apply_overrides=0 min_qod=70
first=1 rows=1000 uuid=
uuid=8171af3c-16c4-4ccl-8ccd-
0a987celdd12 sort=name</term>
<keywords>
<keyword>
<column>apply_overrides</column>
<relation>=</relation>
<value>@</value>
</keyword>
<keyword>
<column>min_god</column>
<relation>=</relation>
<value>70</value>
</keyword>
<keyword>
<column>first</column>
<relation>=</relation>
<value>1</value>
</keyword>
<keyword>
<column>rows</column>
<relation>=</relation>
<value>1000</value>
</keyword>
<keyword>
<column>uuid</column>
<relation>=</relation>
<value/>
</keyword>
<keyword>
<column>uuid</column>
<relation>=</relation>
<value>817laf3c-16c4-4ccl-8ccd-
0a987celddl12</value>
</keyword>
<keyword>
<column>sort</column>
<relation>=</relation>
<value>name</value>

</keyword>

</keywords>

</filters>

<sort>

<field>

name
<order>ascending</order>
</field>

</sort>

<tasks start="1" max="1000"/>
<task_count>

3

<filtered>1</filtered>
<page>1</page>
</task_count>
</get_tasks_response>

White Box Audit:
<get_tasks_response status="200" sta
tus_text="0K">
<apply_overrides>@</apply_overrides>
<task id="57fc01d8-e2bc-475f-9051-
3f38e54858a5">

<owner>

<name>admin</name>

</owner>

<name>White Box Audit</name>
<comment/>

<creation_time>2026-06-
12T11:46:02Z</creation_time>
<modification_time>2026-06-
12T11:46:02Z</modification_time>
<writable>1</writable>
<in_use>@</in_use>

<permissions>

<permission>
<name>Everything</name>
</permission>

</permissions>
<alterable>@</alterable>
<usage_type>scan</usage_type>
<config id="daba56c8-73ec-11df-a475-
002264764cea">

<name>Full and fast</name>
<trash>@</trash>

</config>

<target id="4b0818d7-e23d-4f9e-995c-
1lcdd24fb5bd1">

<name>Authenticated Target</name>
<trash>@</trash>

</target>

<scanner id="08b69003-5fc2-4037-
a479-93b440211c73">

<name>0OpenVAS Default</name>
<type>2</type>

<trash>@</trash>

</scanner>

<status>Done</status>
<progress>-1</progress>
<report_count>

2

<finished>2</finished>
</report_count>
<trend>same</trend>

<schedule id="">

<name/>

<trash>@</trash>

</schedule>
<schedule_periods>0</schedule_period
s>

<last_report>

<report id="d24f1c3e-c859-4d4b-88a0-
d6c59ad251e5">

<timestamp>2026-06-
12T17:41:20Z</timestamp>
<scan_start>2026-06-
12T17:41:36Z</scan_start>
<scan_end>2026-06-
12T18:31:57Z</scan_end>
<result_count>
<critical>e</critical>

<hole deprecated="1">0</hole>
<high>0@</high>

<info deprecated="1">5</info>
<low>5</low>
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<log>54</log>

<warning deprecated="1">1</warning>
<medium>1</medium>
<false_positive>0</false_positive>
</result_count>
<severity>5.0</severity>

</report>

</last_report>

<observers/>
<average_duration>2779</average_dura
tion>
<result_count>91</result_count>
<preferences>

<preference>

<name>Maximum concurrently executed
NVTs per host</name>
<scanner_name>max_checks</scanner_na
me>

<value>4</value>

</preference>

<preference>

<name>Maximum concurrently scanned
hosts</name>
<scanner_name>max_hosts</scanner_nam
e>

<value>10</value>

</preference>

<preference>

<name>Add results to Asset
Management</name>
<scanner_name>in_assets</scanner_nam
e>

<value>yes</value>

</preference>

<preference>

<name>Apply Overrides when adding
Assets</name>
<scanner_name>assets_apply_overrides
</scanner_name>

<value>yes</value>

</preference>

<preference>

<name>Min QOD when adding
Assets</name>
<scanner_name>assets_min_qod</scanne
r_name>

<value>70</value>

</preference>

<preference>

<name>Auto Delete Reports</name>
<scanner_name>auto_delete</scanner_n
ame>

<value>no</value>

</preference>

<preference>

<name>Auto Delete Reports
Data</name>
<scanner_name>auto_delete_data</scan
ner_name>

<value>5</value>

</preference>

</preferences>

</task>

<filters id="">
<term>apply_overrides=0 min_qod=70
first=1 rows=1000 uuid=
uuid=57fc01d8-e2bc-475f-9051-
3f38e54858a5 sort=name</term>
<keywords>

<keyword>
<column>apply_overrides</column>
<relation>=</relation>
<value>@</value>

</keyword>

<keyword>

<column>min_god</column>
<relation>=</relation>
<value>70</value>

</keyword>

<keyword>

<column>first</column>
<relation>=</relation>
<value>1</value>

</keyword>

<keyword>

<column>rows</column>
<relation>=</relation>

<keyword>
<column>uuid</column>
<relation>=</relation>
<value/>

</keyword>

<keyword>
<column>uuid</column>
<relation>=</relation>
<value>57fc01d8-e2bc-475f-9051-
3f38e54858a5¢</value>
</keyword>

<keyword>
<column>sort</column>
<relation>=</relation>
<value>name</value>
</keyword>

</keywords>

</filters>

<sort>

<field>

name
<order>ascending</order>
</field>

</sort>

<tasks start="1" max="1000"/>
<task_count>

3
<filtered>1</filtered>
<page>1</page>
</task_count>
</get_tasks_response>

Full Network Audit:
<get_tasks_response status="200" sta
tus_text="0K">
<apply_overrides>0</apply_overrides>
<task id="56138b44-418f-4fd3-a26f-
6048bbaca62e">

<owner>

<name>admin</name>

</owner>

<name>Full Network Audit</name>
<comment/>

<creation_time>2026-06-
12T19:22:06Z</creation_time>
<modification_time>2026-06-
12T19:22:06Z</modification_time>
<writable>1</writable>
<in_use>@</in_use>

<permissions>

<permission>
<name>Everything</name>
</permission>

</permissions>
<alterable>@</alterable>
<usage_type>scan</usage_type>
<config id="daba56c8-73ec-11df-a475-
002264764cea">

<name>Full and fast</name>
<trash>e</trash>

</config>

<target id="8f397eee-58b4-48c3-94a5-
5376a44dfcel">

<name>Full Network Scan</name>
<trash>@</trash>

</target>

<scanner id="08b69003-5fc2-4037-
a479-93b440211c73">

<name>OpenVAS Default</name>
<type>2</type>

<trash>@</trash>

</scanner>

<status>Done</status>
<progress>-1</progress>
<report_count>

2

<finished>2</finished>
</report_count>

<trend>up</trend>

<schedule id="">

<name/>

<trash>e</trash>

</schedule>
<schedule_periods>0</schedule_period
s>

<last_report>

<timestamp>2026-06-
12T719:40:06Z</timestamp>
<scan_start>2026-06-
12T19:40:32Z</scan_start>
<scan_end>2026-06-
12T721:00:37Z</scan_end>
<result_count>
<critical>13</critical>

<hole deprecated="1">10</hole>
<high>10</high>

<info deprecated="1">19</info>
<low>19</low>

<log>195</log>

<warning deprecated="1">50</warning>
<medium>50</medium>
<false_positive>0</false_positive>
</result_count>
<severity>10.0</severity>

</report>

</last_report>

<observers/>
<average_duration>2681</average_dura
tion>
<result_count>298</result_count>
<preferences>

<preference>

<name>Maximum concurrently executed
NVTs per host</name>
<scanner_name>max_checks</scanner_na
me>

<value>10</value>

</preference>

<preference>

<name>Maximum concurrently scanned
hosts</name>
<scanner_name>max_hosts</scanner_nam
e>

<value>2</value>

</preference>

<preference>

<name>Add results to Asset
Management</name>
<scanner_name>in_assets</scanner_nam
e>

<value>yes</value>

</preference>

<preference>

<name>Apply Overrides when adding
Assets</name>
<scanner_name>assets_apply_overrides
</scanner_name>

<value>yes</value>

</preference>

<preference>

<name>Min QOD when adding
Assets</name>
<scanner_name>assets_min_qod</scanne
r_name>

<value>70</value>

</preference>

<preference>

<name>Auto Delete Reports</name>
<scanner_name>auto_delete</scanner_n
ame>

<value>no</value>

</preference>

<preference>

<name>Auto Delete Reports
Data</name>
<scanner_name>auto_delete_data</scan
ner_name>

<value>5</value>

</preference>

</preferences>

</task>

<filters id="">
<term>apply_overrides=0 min_qod=70
first=1 rows=1000 uuid=
uuid=56138b44-418f-4fd3-a26f-
6048bbaca62e sort=name</term>
<keywords>

<keyword>
<column>apply_overrides</column>
<relation>=</relation>
<value>@</value>

</keyword>

<keyword>

<value>1000</value> <report id="221500d5-ace2-43f7-9c8d- <column>min_qgod</column>
</keyword> €28a4d1848f7"> <relation>=</relation>
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<value>70</value>
</keyword>

<keyword>
<column>first</column>
<relation>=</relation>
<value>1</value>
</keyword>

<keyword>
<column>rows</column>
<relation>=</relation>
<value>1000</value>
</keyword>

<keyword>
<column>uuid</column>
<relation>=</relation>
<value/>

</keyword>

<keyword>
<column>uuid</column>
<relation>=</relation>
<value>56138b44-418f-4fd3-a26f-
6048bbaca62e</value>
</keyword>

<keyword>
<column>sort</column>
<relation>=</relation>
<value>name</value>
</keyword>

</keywords>

</filters>

<sort>

<field>

name
<order>ascending</order>
</field>

</sort>

<tasks start="1" max="1000"/>
<task_count>

3

<filtered>1</filtered>
<page>1</page>

</task_count>
</get_tasks_response>
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I Summary

This document reports on the results
of an automatic security scan.

The report first summarises the
results found.

Then, for each host, the report
describes every issue found.

Please consider the advice given in
each description, in order to
rectify

the issue.

All dates are displayed using the
timezone "Coordinated Universal
Time",

which is abbreviated "UTC".

Vendor security updates are not
trusted.

Overrides are off. Even when a
result has an override, this report
uses

the actual threat of the result.

Notes are included in the
report.Information on overrides is
included in the report.

This report might not show details
of all issues that were found.
Issues with the threat level "Log
are not shown.

Issues with the threat level "Debug"
are not shown.

Issues with the threat level "False
Positive" are not shown.

Only results with a minimum QoD of
70 are shown.

This report contains all 92 results
selected by the

filtering described above. Before
filtering there were 919 results.

Scan started: Fri Jun 12 19:40:32

2026 UTC

Scan ended: Fri Jun 12 21:00:37
2026 UTC

Task: Full Network Audit

Host Summary

3k 3k 3k 3k 3k 3k %k %k k k k k

Host Critical High
Medium Low Log False Positive
193.42.15.1 (2] 0
2 2 (2] [
193.42.15.2 (2] (2]
2 2 (2] [
193.42.15.3 (2] 0
2 2 0 (2]
193.42.15.21 (2] 0
0 4 0 (2]
193.42.15.22 13 10
41 6 4 0
193.42.15.25 (2] ]
0 0 0 (2]
193.42.15.27 (2] (2]
1 1 0 (2]
193.42.15.254 (2] 0
2 2 0 0
Total: 8 13 10
50 19 0 (2]

II Results per Host

Host 193.42.15.1
kKoK oK ok o K K oK oK ok o K K K

Scanning of this host started at:
Fri Jun 12 19:45:57 2026 UTC
Number of results: 4

Port Summary for Host 193.42.15.1

Service (Port) Threat Level

22/tcp Medium
(CVSS: 5.3)

general/icmp Low (CVSS:
2.1)

Security Issues for Host 193.42.15.1

Issue

NVT: Weak Key Exchange (KEX)
Algorithm(s) Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.150713

Threat: Medium (CVSS: 5.3)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak key
exchange (KEX) algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak KEX algorithm(s):
KEX algorithm

Reason

diffie-hellman-group-exchange-shal |
Using SHA-1
diffie-hellman-groupl-shal |
Using Oakley Group 2 (a 1024-bit
MODP group!

) and SHA-1

Impact:
An attacker can quickly break
individual connections.

Solution:
Solution type: Mitigation
Disable the reported weak KEX
algorithm(s)

- 1024-bit MODP group / prime KEX
algorithms:

Alternatively use elliptic-curve
Diffie-Hellmann in general, e.g.
Curve 25519.

Vulnerability Insight:
- 1024-bit MODP group / prime KEX
algorithms:

Millions of HTTPS, SSH, and VPN
servers all use the same prime
numbers for Dif!
fie-Hellman key

exchange. Practitioners believed
this was safe as long as new key
exchange mes!
sages were generated

JlonaTok E*

Kowndirypariitai ¢aitnu Targets (Llini)

for every connection. However, the
first step in the number field
sieve-the mo!
st efficient

algorithm for breaking a Diffie-
Hellman connection-is dependent only
on this p!
rime.

A nation-state can break a 1024-
bit prime.

Vulnerability Detection Method:
Checks the supported KEX algorithms
of the remote SSH server.

Currently weak KEX algorithms are
defined as the following:

- non-elliptic-curve Diffie-
Hellmann (DH) KEX algorithms with
1024-bit MODP gr!
oup / prime

- ephemerally generated key
exchange groups uses SHA-1

- using RSA 1024-bit modulus key
Details:

Weak Key Exchange (KEX) Algorithm(s)
Supported (SSH)

(0OID: 1.3.6.1.4.1.25623.1.0.150713)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(0ID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url:
https://weakdh.org/sysadmin.html

url: https://www.rfc-
editor.org/rfc/rfco142

url: https://www.rfc-
editor.org/rfc/rfc9142#name-summary -
guidance-for-implem

url: https://www.rfc-
editor.org/rfc/rfc6194

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.5

Issue

NVT: Weak Encryption Algorithm(s)
Supported (SSH)

OID: 1.3.6.1.4.1.25623.1.0.105611

Threat: Medium (CVSS: 4.3)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:
The remote SSH server is configured
to allow / support weak

encryption algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak client-to-server
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc
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The remote SSH server supports the
following weak server-to-client
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

Solution:

Solution type: Mitigation

Disable the reported weak encryption
algorithm(s).

Vulnerability Insight:

- The 'arcfour' cipher is the

Arcfour stream cipher with 128-bit
keys. The Arcfour cipher is

believed to be compatible with the

RC4 cipher [SCH!

NEIER]. Arcfour

(and RC4) has problems with weak
keys, and should not be used
anymore.

- The 'none' algorithm specifies
that no encryption is to be done.
Note that t!
his method provides

no confidentiality protection, and
it is NOT RECOMMENDED to use it.

- A vulnerability exists in SSH
messages that employ CBC mode that
may allow a!

n attacker to

recover plaintext from a block of

ciphertext.

Vulnerability Detection Method:
Checks the supported encryption
algorithms (client-to-server

and server-to-client) of the
remote SSH server.

Currently weak encryption
algorithms are defined as the
following:

- Arcfour (RC4) cipher based
algorithms

- 'none' algorithm

- CBC mode cipher based algorithms
Details:

Weak Encryption Algorithm(s)
Supported (SSH)

(OID: 1.3.6.1.4.1.25623.1.0.105611)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc8758

url:
https://www.kb.cert.org/vuls/id/9585
63

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.3

NVT: Weak MAC Algorithm(s)
Supported (SSH)

OID: 1.3.6.1.4.1.25623.1.0.105610
Threat: Low (CVSS: 2.6)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

The remote SSH server is configured
to allow / support weak MAC
algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak client-to-server MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

The remote SSH server supports the
following weak server-to-client MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

Solution:

Solution type: Mitigation
Disable the reported weak MAC
algorithm(s).

Vulnerability Detection Method:
Checks the supported MAC algorithms
(client-to-server and

server-to-client) of the remote
SSH server.

Currently weak MAC algorithms are
defined as the following:

- MD5 based algorithms

- 96-bit based algorithms

- 64-bit based algorithms

- 'none' algorithm
Details:
Weak MAC Algorithm(s) Supported
(SSH)
(OID: 1.3.6.1.4.1.25623.1.0.105610)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc6668

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.4

Issue

NVT: ICMP Timestamp Reply
Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:

The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: ©

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:

Solution type: Mitigation

Various mitigations are possible:
- Disable the support for ICMP

timestamp on the remote host

completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!

h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a

Timestamp message. It consists of
the originating timestamp sent by
the sender!

of the Timestamp as

well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:
cve: CVE-1999-0524
url:

https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780

cert-bund: CB-K15/1514

cert-bund: CB-K14/0632

dfn-cert: DFN-CERT-2014-0658

Host 193.42.15.2
sk sk ok sk ok sk sk sk sk sk ok ok sk ok ok

Scanning of this host started at:
Fri Jun 12 19:57:41 2026 UTC
Number of results: 4

Port Summary for Host 193.42.15.2

Service (Port) Threat Level

22/tcp Medium
(CVSS: 5.3)

general/icmp Low (CVSS:
2.1)

Security Issues for Host 193.42.15.2

Issue

NVT: Weak Key Exchange (KEX)
Algorithm(s) Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.150713

Threat: Medium (CVSS: 5.3)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak key
exchange (KEX) algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak KEX algorithm(s):
KEX algorithm

Reason

Summary:
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diffie-hellman-group-exchange-shal |
Using SHA-1
diffie-hellman-groupl-shal |
Using Oakley Group 2 (a 1024-bit
MODP group!

) and SHA-1

Impact:
An attacker can quickly break
individual connections.

Solution:
Solution type: Mitigation
Disable the reported weak KEX
algorithm(s)

- 1024-bit MODP group / prime KEX
algorithms:

Alternatively use elliptic-curve
Diffie-Hellmann in general, e.g.
Curve 25519.

Vulnerability Insight:
- 1024-bit MODP group / prime KEX
algorithms:

Millions of HTTPS, SSH, and VPN
servers all use the same prime
numbers for Dif!
fie-Hellman key

exchange. Practitioners believed
this was safe as long as new key
exchange mes!
sages were generated

for every connection. However, the
first step in the number field
sieve-the mo!
st efficient

algorithm for breaking a Diffie-
Hellman connection-is dependent only
on this p!
rime.

A nation-state can break a 1024-
bit prime.

Vulnerability Detection Method:
Checks the supported KEX algorithms
of the remote SSH server.

Currently weak KEX algorithms are
defined as the following:

- non-elliptic-curve Diffie-
Hellmann (DH) KEX algorithms with
1024-bit MODP gr!
oup / prime

- ephemerally generated key
exchange groups uses SHA-1

- using RSA 1024-bit modulus key
Details:

Weak Key Exchange (KEX) Algorithm(s)
Supported (SSH)

(OID: 1.3.6.1.4.1.25623.1.0.150713)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url:
https://weakdh.org/sysadmin.html

url: https://www.rfc-
editor.org/rfc/rfc9142

url: https://www.rfc-
editor.org/rfc/rfc9142#name-summary -
guidance-for-implem

url: https://www.rfc-
editor.org/rfc/rfc6194

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.5

NVT: Weak Encryption Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105611
Threat: Medium (CVSS: 4.3)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:
The remote SSH server is configured
to allow / support weak

encryption algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak client-to-server
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

The remote SSH server supports the
following weak server-to-client
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

Solution:

Solution type: Mitigation

Disable the reported weak encryption
algorithm(s).

Vulnerability Insight:

- The 'arcfour' cipher is the

Arcfour stream cipher with 128-bit
keys. The Arcfour cipher is

believed to be compatible with the

RC4 cipher [SCH!

NEIER]. Arcfour

(and RC4) has problems with weak
keys, and should not be used
anymore.

- The 'none' algorithm specifies
that no encryption is to be done.
Note that t!
his method provides

no confidentiality protection, and
it is NOT RECOMMENDED to use it.

- A vulnerability exists in SSH
messages that employ CBC mode that
may allow a!

n attacker to

recover plaintext from a block of

ciphertext.

Vulnerability Detection Method:
Checks the supported encryption
algorithms (client-to-server

and server-to-client) of the
remote SSH server.

Currently weak encryption
algorithms are defined as the
following:

- Arcfour (RC4) cipher based
algorithms

- 'none' algorithm

- CBC mode cipher based algorithms
Details:

Weak Encryption Algorithm(s)
Supported (SSH)

(OID: 1.3.6.1.4.1.25623.1.0.105611)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:
url: https://www.rfc-
editor.org/rfc/rfc8758

url:
https://www.kb.cert.org/vuls/id/9585

63

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.3

NVT:

Weak MAC Algorithm(s)

Supported (SSH)

0ID:

1.3.6.1.4.1.25623.1.0.105610

Threat: Low (CVSS: 2.6)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak MAC
algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak client-to-server MAC
algorithm!

(s)

hmac-md5

hmac-md5-96

hmac-shal-96

The remote SSH server supports the
following weak server-to-client MAC
algorithm!

(s)

hmac-md5
hmac-md5-96
hmac-shal-96

Solution:

Solution type: Mitigation
Disable the reported weak MAC
algorithm(s).

Vulnerability Detection Method:
Checks the supported MAC algorithms
(client-to-server and
server-to-client) of the remote
SSH server.
Currently weak MAC algorithms are
defined as the following:

MD5 based algorithms
96-bit based algorithms
64-bit based algorithms
‘none’ algorithm

Details:

Weak MAC Algorithm(s) Supported
(SSH)

(OID: 1.3.6.1.4.1.25623.1.0.105610)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc6668

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.4

NVT:

ICMP Timestamp Reply

Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:
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The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: ©

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:
Solution type: Mitigation
Various mitigations are possible:

- Disable the support for ICMP
timestamp on the remote host
completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!
h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a

Timestamp message. It consists of
the originating timestamp sent by
the sender!

of the Timestamp as

well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:

cve: CVE-1999-0524

url:
https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780

cert-bund: CB-K15/1514

cert-bund: CB-K14/0632

dfn-cert: DFN-CERT-2014-0658

Host 193.42.15.3
kKoK ok ok K KoK oK ok K K oK

Scanning of this host started at:
Fri Jun 12 19:52:50 2026 UTC
Number of results: 4

Port Summary for Host 193.42.15.3

Service (Port) Threat Level

22/tcp Medium
(CVSS: 5.3)

general/icmp Low (CVSS:
2.1)

Security Issues for Host 193.42.15.3

NVT: Weak Key Exchange (KEX)
Algorithm(s) Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.150713
Threat: Medium (CVSS: 5.3)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak key
exchange (KEX) algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak KEX algorithm(s):

KEX algorithm |
Reason

diffie-hellman-group-exchange-shal |
Using SHA-1
diffie-hellman-groupl-shal |
Using Oakley Group 2 (a 1024-bit
MODP group!

) and SHA-1

Impact:
An attacker can quickly break
individual connections.

Solution:
Solution type: Mitigation
Disable the reported weak KEX
algorithm(s)

- 1024-bit MODP group / prime KEX
algorithms:

Alternatively use elliptic-curve
Diffie-Hellmann in general, e.g.
Curve 25519.

Vulnerability Insight:
- 1024-bit MODP group / prime KEX
algorithms:

Millions of HTTPS, SSH, and VPN
servers all use the same prime
numbers for Dif!
fie-Hellman key

exchange. Practitioners believed
this was safe as long as new key
exchange mes!
sages were generated

for every connection. However, the
first step in the number field
sieve-the mo!
st efficient

algorithm for breaking a Diffie-
Hellman connection-is dependent only
on this p!
rime.

A nation-state can break a 1024-
bit prime.

Vulnerability Detection Method:
Checks the supported KEX algorithms
of the remote SSH server.

Currently weak KEX algorithms are
defined as the following:

- non-elliptic-curve Diffie-
Hellmann (DH) KEX algorithms with
1024-bit MODP gr!
oup / prime

- ephemerally generated key
exchange groups uses SHA-1

- using RSA 1024-bit modulus key
Details:

Weak Key Exchange (KEX) Algorithm(s)
Supported (SSH)

(OID: 1.3.6.1.4.1.25623.1.0.150713)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url:
https://weakdh.org/sysadmin.html
url: https://www.rfc-
editor.org/rfc/rfc9142

url: https://www.rfc-

editor.org/rfc/rfc9142#name-summary-

guidance-for-implem

url: https://www.rfc-
editor.org/rfc/rfc6194

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.5

NVT: Weak Encryption Algorithm(s)

Supported (SSH)

OID: 1.3.6.1.4.1.25623.1.0.105611

Threat: Medium (CVSS: 4.3)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol

Detected by: SSH Protocol Algorithms

Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak
encryption algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak client-to-server
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

The remote SSH server supports the
following weak server-to-client
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

Solution:
Solution type: Mitigation

Disable the reported weak encryption

algorithm(s).

Vulnerability Insight:

- The 'arcfour' cipher is the

Arcfour stream cipher with 128-bit
keys. The Arcfour cipher is

believed to be compatible with the

RC4 cipher [SCH!

NEIER]. Arcfour

(and RC4) has problems with weak
keys, and should not be used
anymore.

- The 'none' algorithm specifies
that no encryption is to be done.
Note that t!
his method provides

no confidentiality protection, and

it is NOT RECOMMENDED to use it.

- A vulnerability exists in SSH
messages that employ CBC mode that
may allow a!

n attacker to

recover plaintext from a block of

ciphertext.

Vulnerability Detection Method:
Checks the supported encryption
algorithms (client-to-server

and server-to-client) of the
remote SSH server.

Currently weak encryption
algorithms are defined as the
following:
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- Arcfour (RC4) cipher based
algorithms

- 'none' algorithm

- CBC mode cipher based algorithms
Details:
Weak Encryption Algorithm(s)
Supported (SSH)
(OID: 1.3.6.1.4.1.25623.1.0.105611)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc8758

url:
https://www.kb.cert.org/vuls/id/9585
63

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.3

NVT: Weak MAC Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105610
Threat: Low (CVSS: 2.6)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak MAC
algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak client-to-server MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

The remote SSH server supports the
following weak server-to-client MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

Solution:

Solution type: Mitigation
Disable the reported weak MAC
algorithm(s).

Vulnerability Detection Method:
Checks the supported MAC algorithms
(client-to-server and

server-to-client) of the remote
SSH server.

Currently weak MAC algorithms are
defined as the following:

- MD5 based algorithms

- 96-bit based algorithms

- 64-bit based algorithms

- 'none' algorithm
Details:
Weak MAC Algorithm(s) Supported
(SSH)
(OID: 1.3.6.1.4.1.25623.1.0.105610)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc6668

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.4

Issue

NVT: ICMP Timestamp Reply
Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:

The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: @

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:
Solution type: Mitigation
Various mitigations are possible:

- Disable the support for ICMP
timestamp on the remote host
completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!
h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a

Timestamp message. It consists of
the originating timestamp sent by
the sender!

of the Timestamp as

well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:

cve: CVE-1999-0524

url:
https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780

cert-bund: CB-K15/1514

cert-bund: CB-K14/0632

dfn-cert: DFN-CERT-2014-0658

Host 193.42.15.21
kK ok ok KKK ok o R K Kok oK

Scanning of this host started at:
Fri Jun 12 19:43:34 2026 UTC
Number of results: 4

Port Summary for Host 193.42.15.21

Service (Port) Threat Level

general/tcp Low (CVSS:
3.8)

22/tcp Low (CVSS:
2.6)

general/icmp Low (CVSS:
2.1)

Security Issues for Host
193.42.15.21

Issue

NVT: Missing Linux Kernel

mitigations for 'TSA' hardware
vulnerabilities (AMD-SB-7029)

0ID: 1.3.6.1.4.1.25623.1.0.119211
Threat: Low (CVSS: 3.8)

Port: general/tcp

Product detection result:
cpe:/a:linux:kernel

Detected by: Detection of Linux
Kernel mitigation status for
hardware vulnerabilities (OID:
1.3.6.1.4.1.25623.1.0.108765)

Summary :
The remote host is missing one or
more known mitigation(s) on

Linux Kernel side for the
referenced 'AMD Transient Scheduler
Attacks' (TSA) h!
ardware

vulnerabilities.

Vulnerability Detection Result:

The Linux Kernel on the remote host
is missing the mitigation for the
"tsa" hard!

ware vulnerability as reported by
the sysfs interface:

sysfs file checked

| Linux Kernel status (SSH response)

/sys/devices/system/cpu/vulnerabilit
ies/tsa | Vulnerable: Clear CPU
buffers atte!

mpted, no microcode

Notes on the "Linux Kernel status
(SSH response)" column:

- sysfs file missing: The sysfs
interface is available but the sysfs
file for th!

is specific vulnerability is
missing. This means the current
Linux Kernel doesn'!

t know this vulnerability yet. Based
on this it is assumed that it
doesn't provi!

de any mitigation and that the
target system is vulnerable.

- Strings including "Mitigation:",
"Not affected" or "Vulnerable" are
reported d!

irectly by the Linux Kernel.

- All other strings are responses to
various SSH commands.

Solution:
Solution type: VendorFix
The following solutions exist:

- Update to a more recent Linux
Kernel to receive mitigations on
Kernel level !
and info about

the mitigation status from it

- Enable the mitigation(s) in the
Linux Kernel (might be disabled
depending on!
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the configuration)

Additional possible mitigations
(if provided by the vendor) are to:

- install a Microcode update

- update the BIOS of the Mainboard

Note: Please create an override
for this result if one of the
following applie!

s:

- the sysfs file is not available
but other mitigations like a
Microcode updat!

e is already in

place

- the sysfs file is not available
but the CPU of the host is not
affected

- the reporting of the Linux
Kernel is not correct (this is out
of the control!

of this VT)

Affected Software/0S:
Various AMD CPUs. Please see the
references for the full list

of affected CPUs.

Vulnerability Insight:
The following flaws exist:

- CVE-2024-36348: A transient
execution vulnerability may allow a
user process!

to infer the

control registers speculatively
even if UMIP[3] feature is enabled,
potentiall!

y resulting in

information leakage.

- CVE-2024-36349: A transient
execution vulnerability may allow a
user process!

to infer TSC_AUX

even when such a read is disabled,
potentially resulting in information
leakag!

e.

- CVE-2024-36350: A transient
execution vulnerability may allow an
attacker to!

infer data from

previous stores, potentially
resulting in the leakage of
privileged informatio!

n.

- CVE-2024-36357: A transient
execution vulnerability may allow an
attacker to!

infer data in the

L1D cache, potentially resulting
in the leakage of sensitive
information acros!

s privileged
boundaries.

Vulnerability Detection Method:
Checks previous gathered information
on the mitigation status

reported by the Linux Kernel.
Details:
Missing Linux Kernel mitigations for
'TSA' hardware vulnerabilities (AMD-
SB-...
(OID: 1.3.6.1.4.1.25623.1.0.119211)
Version used: 2026-01-14T05:47:41Z

Product Detection Result:
Product:cpe:/a:linux:kernel

Method:Detection of Linux Kernel
mitigation status for hardware
vulnerabilities

(OID: 1.3.6.1.4.1.25623.1.0.108765)

References:

cve: CVE-2024-36348
cve: CVE-2024-36349
cve: CVE-2024-36350
cve: CVE-2024-36357

url: https://docs.kernel.org/admin-
guide/hw-vuln/index.html

url:
https://www.amd.com/en/resources/pro
duct-security/bulletin/amd-sb-
7029.html

cert-bund: WID-SEC-2025-1850
cert-bund: WID-SEC-2025-1502
dfn-cert: DFN-CERT-2026-1712
dfn-cert: DFN-CERT-2025-3377
dfn-cert: DFN-CERT-2025-3133
dfn-cert: DFN-CERT-2025-2173
dfn-cert: DFN-CERT-2025-1912
dfn-cert: DFN-CERT-2025-1908
dfn-cert: DFN-CERT-2025-1839
dfn-cert: DFN-CERT-2025-1835
dfn-cert: DFN-CERT-2025-1833
dfn-cert: DFN-CERT-2025-1825
dfn-cert: DFN-CERT-2025-1811

Issue

NVT: TCP Timestamps Information
Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.80091

Threat: Low (CVSS: 2.6)
Port: general/tcp

Summary:

The remote host implements TCP

timestamps and therefore allows
to compute the uptime.

Vulnerability Detection Result:

It was detected that the host
implements RFC1323/RFC7323.

The following timestamps were
retrieved with a delay of 1 seconds
in-between:

Packet 1: 2849880309

Packet 2: 2849881370

Impact:

A side effect of this feature is

that the uptime of the remote
host can sometimes be computed.

Solution:

Solution type: Mitigation

To disable TCP timestamps on linux
add the line

‘net.ipv4.tcp_timestamps = @' to
/etc/sysctl.conf. Execute 'sysctl -
p' to appl!

y the settings at

runtime.

To disable TCP timestamps on
Windows execute 'netsh int tcp set
global timesta!
mps=disabled’

Starting with Windows Server 2008
and Vista, the timestamp can not be
complete!
ly disabled.

The default behavior of the TCP/IP
stack on this Systems is to not use
the Tim!
estamp options when

initiating TCP connections, but
use them if the TCP peer that is
initiating co!
mmunication includes

them in their synchronize (SYN)
segment.

See the references for more
information.

Affected Software/0S:
TCP implementations that implement
RFC1323/RFC7323.

Vulnerability Insight:

The remote host implements TCP

timestamps, as defined by
RFC1323/RFC7323.

Vulnerability Detection Method:

Special IP packets are forged and
sent with a little delay in
between to the target IP. The
responses are searched for a
timestamps. If foun!
d, the timestamps
are reported.
Details:
TCP Timestamps Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.80091)
Version used: 2023-12-15T16:10:08Z

References:

url:
https://datatracker.ietf.org/doc/htm
1/rfc1323

url:
https://datatracker.ietf.org/doc/htm
1/rfc7323

url:
https://web.archive.org/web/20151213
072445/http://www.microsoft.com/en-
us/download/details.aspx?id=9152

url:
https://www.fortiguard.com/psirt/FG-
IR-16-090

Issue

NVT: Weak MAC Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105610

Threat: Low (CVSS: 2.6)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak MAC
algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak client-to-server MAC
algorithm!

(s):

umac-64-etm@openssh.com
umac-64@openssh.com

The remote SSH server supports the
following weak server-to-client MAC
algorithm!

(s):

umac-64-etm@openssh.com
umac-64@openssh.com

Solution:

Solution type: Mitigation
Disable the reported weak MAC
algorithm(s).

Vulnerability Detection Method:
Checks the supported MAC algorithms
(client-to-server and

server-to-client) of the remote
SSH server.

Currently weak MAC algorithms are
defined as the following:

- MD5 based algorithms

- 96-bit based algorithms

- 64-bit based algorithms

- 'none' algorithm
Details:
Weak MAC Algorithm(s) Supported
(SSH)
(0ID: 1.3.6.1.4.1.25623.1.0.105610)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol
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Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc6668

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.4

NVT: ICMP Timestamp Reply
Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:
The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: @

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:
Solution type: Mitigation
Various mitigations are possible:

- Disable the support for ICMP
timestamp on the remote host
completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!
h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a

Timestamp message. It consists of
the originating timestamp sent by
the sender!

of the Timestamp as

well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:

cve: CVE-1999-0524

url:
https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780

cert-bund: CB-K15/1514

cert-bund: CB-K14/0632

dfn-cert: DFN-CERT-2014-0658

Host 193.42.15.22
kKo ok o KKK ok R KK oK K

Scanning of this host started at:
Fri Jun 12 20:19:09 2026 UTC
Number of results: 70

Port Summary for Host 193.42.15.22

Service (Port) Threat Level

1524/tcp Critical
(CVSS: 10.0)

512/tcp Critical
(CVSS: 10.0)

513/tcp Critical
(CVSS: 10.0)

80/tcp Critical
(CVSS: 10.0)

8787/tcp Critical
(CVSS: 10.0)

general/tcp Critical
(CVSS: 10.0)

21/tcp Critical
(CVSS: 9.8)

3306/tcp Critical
(CVSS: 9.8)

6200/tcp Critical
(CVSS: 9.8)

8009/tcp Critical
(CVSS: 9.8)

3632/tcp Critical
(CVss: 9.3)

5432/tcp Critical
(CVSS: 9.0)

5900/tcp Critical
(CVSS: 9.0)

1099/tcp High (CVsS:
7.5)

2121/tcp High (CvVSS:
7.5)

514/tcp High (CVSS:
7.5)

25/tcp Medium
(CVsS: 6.8)

111/tcp Medium
(CVSS: 6.4)

445/tcp Medium
(CVSS: 6.0)

22/tcp Medium
(CVsS: 5.3)

23/tcp Medium
(CVSS: 4.8)

general/icmp Low (CVSS:
2.1)

Security Issues for Host
193.42.15.22

Issue

NVT: rlogin Passwordless Login
0ID: 1.3.6.1.4.1.25623.1.0.113766

Threat: Critical (CVSS: 10.0)
Port: 513/tcp

Summary:
The rlogin service allows root
access without a password.

Vulnerability Detection Result:
It was possible to gain root access
without a password.

Impact:
This vulnerability allows an
attacker to gain

complete control over the target
system.

Solution:

Solution type: Mitigation

Disable the rlogin service and use
alternatives like SSH instead.

Vulnerability Detection Method:
Checks if a vulnerable version is
present on the target host.
Details:

rlogin Passwordless Login

(OID: 1.3.6.1.4.1.25623.1.0.113766)
Version used: 2020-09-30T09:30:12Z

Issue

NVT: Operating System (0S) End of
Life (EOL) Detection

0ID: 1.3.6.1.4.1.25623.1.0.103674

Threat: Critical (CVSS: 10.0)
Port: general/tcp

Product detection result:
cpe:/o:canonical:ubuntu_linux:8.04
Detected by: 0S Detection
Consolidation and Reporting (OID:
1.3.6.1.4.1.25623.1.0.105937)

Summary:

The Operating System (0S) on the

remote host has reached the end
of life (EOL) and should not be

used anymore.

Vulnerability Detection Result:

The "Ubuntu" Operating System on the
remote host has reached the end of
life.

CPE:
cpe:/o:canonical:ubuntu_linux:8.04
Installed version,

build or SP: 8.04
EOL date: 2013-05-09
EOL info:

https://documentation.ubuntu.com/pro
ject/release-team/list-of!
-releases/

Impact:
An EOL version of an 0S is not
receiving any security updates

from the vendor. Unfixed security
vulnerabilities might be leveraged
by an att!
acker to compromise

the security of this host.

Solution:

Solution type: Mitigation

Update the 0S on the remote host to
a version which is still

supported and receiving security
updates by the vendor.

Note / Important: Please create an
override for this result if the
target host!

is a:

- Windows system with Extended
Security Updates (ESU)

- System with additional 3rd-party
/ non-vendor security updates like
e.g. fro!

m 'TuxCare',
'Freexian Extended LTS' or similar

Vulnerability Detection Method:
Checks if an EOL version of an OS is
present on the target

host.
Details:
Operating System (0S) End of Life
(EOL) Detection
(OID: 1.3.6.1.4.1.25623.1.0.103674)
Version used: 2025-05-21T05:40:19Z

Product Detection Result:
Product:cpe:/o:canonical:ubuntu_linu
X:8.04

Method:0S Detection Consolidation
and Reporting
(O0ID: 1.3.6.1.4.1.25623.1.0.105937)

Issue

NVT: TWiki < 4.2.4 Multiple XSS /
Command Execution Vulnerabilities
0ID: 1.3.6.1.4.1.25623.1.0.800320

Threat: Critical (CVSS: 10.90)
Port: 80/tcp
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Summary:
TWiki is prone to multiple cross-
site scripting (XSS) and

command execution vulnerabilities.

Vulnerability Detection Result:
Installed version: 01.Feb.2003
Fixed version: 4.2.4

Impact:
Successful exploitation could allow
execution of arbitrary script code
or
commands. This could let attackers
steal cookie-based authentication
credentia!
1s or compromise the affected
application.

Solution:
Solution type: VendorFix
Update to version 4.2.4 or later.

Affected Software/0S:
TWiki versions prior to 4.2.4.

Vulnerability Insight:
The flaws are due to:

- %URLPARAM{}% variable is not
properly sanitized which lets
attackers

conduct cross-site scripting
attack.

- %SEARCH{}% variable is not
properly sanitised before being used
in an

eval() call which lets the
attackers execute perl code through
eval

injection attack.

Vulnerability Detection Method:
Details:

TWiki < 4.2.4 Multiple XSS / Command
Execution Vulnerabilities

(OID: 1.3.6.1.4.1.25623.1.0.800320)
Version used: 2025-12-11705:46:19Z

References:

cve: CVE-2008-5304

cve: CVE-2008-5305

url: http://twiki.org/cgi-
bin/view/Codev.SecurityAlert-CVE-
2008-5304

url:
http://www.securityfocus.com/bid/326
68

url:
http://www.securityfocus.com/bid/326
69

url: http://twiki.org/cgi-
bin/view/Codev/SecurityAlert-CVE-
2008-5305

NVT: The rexec service is running
0ID: 1.3.6.1.4.1.25623.1.0.100111
Threat: Critical (CVSS: 10.0)

Port: 512/tcp

Summary:
This remote host is running a rexec
service.

Vulnerability Detection Result:
The rexec service was detected on
the target system.

Solution:
Solution type: Mitigation
Disable the rexec service and use
alternatives like SSH
instead.

kind of functionality that rsh
has: you can execute shell commands
on a remote!

computer.

The main difference is that rexec
authenticate by reading the username
and pas!
sword *unencrypted*

from the socket.

Vulnerability Detection Method:
Checks whether an rexec service is
exposed on the target

host.
Details:
The rexec service is running
(OID: 1.3.6.1.4.1.25623.1.0.100111)
Version used: 2023-09-12T05:05:19Z

References:
cve: CVE-1999-0618

Issue

NVT: Possible Backdoor:
Ingreslock

0ID: 1.3.6.1.4.1.25623.1.0.103549

Threat: Critical (CVSS: 10.90)
Port: 1524/tcp

Summary:
A backdoor is installed on the
remote host.

Vulnerability Detection Result:

The service is answering to an 'id;'
command with the following response:
uid=0(!

root) gid=0(root)

Impact:

Attackers can exploit this issue to

execute arbitrary commands in the
context of the application.

Successful attacks will compromise

the affected is!

ystem.

Solution:

Solution type: Workaround

A whole cleanup of the infected
system is recommended.

Vulnerability Detection Method:
Details:

Possible Backdoor: Ingreslock

(OID: 1.3.6.1.4.1.25623.1.0.103549)
Version used: 2023-07-25T05:05:58Z

Issue

NVT: Distributed Ruby (dRuby/DRb)
Multiple RCE Vulnerabilities

0ID: 1.3.6.1.4.1.25623.1.0.108010

Threat: Critical (CVSS: 10.0)
Port: 8787/tcp

Summary:
Systems using Distributed Ruby
(dRuby/DRb), which is available in
Ruby versions !
1.6

and later, may permit unauthorized
systems to execute distributed
commands.

Vulnerability Detection Result:

The service is running in $SAFE >= 1
mode. However it is still possible
to run a!

rbitrary syscall commands on the
remote host. Sending an invalid
syscall the ser!

vice returned the following

Flo:Errno: :ENOSYS:bt["3/usr/1lib/ruby
/1.8/drb/drb.rb:1555:in
“syscall'"@/usr/lib/!
ruby/1.8/drb/drb.rb:1555:in
“send'"4/usr/lib/ruby/1.8/drb/drb.rb
:1555:in " __ send!
__""A/usr/lib/ruby/1.8/drb/drb.rb:15
55:in
“perform_without_block'"3/usr/lib/ru
by!

/1.8/drb/drb.rb:1515:in
“perform'"5/usr/lib/ruby/1.8/drb/drb
.rb:1589:in “main_lo!
op'"@/usr/lib/ruby/1.8/drb/drb.rb:15
85:in
“loop'"5/usr/lib/ruby/1.8/drb/drb.rb
11!

585:in
“main_loop'"1/usr/1lib/ruby/1.8/drb/d
rb.rb:1581:in
“start'"5/usr/lib/ruby/!
1.8/drb/drb.rb:1581:in
“main_loop'"//usr/lib/ruby/1.8/drb/d
rb.rb:143e:in “run'"1!
/usr/lib/ruby/1.8/drb/drb.rb:1427:in
“start'"//usr/lib/ruby/1.8/drb/drb.r
b:1427:!

in
“run'"6/usr/lib/ruby/1.8/drb/drb.rb:
1347:in
“initialize'"//usr/lib/ruby/1.8/d!
rb/drb.rb:1627:in
“new'"9/usr/lib/ruby/1.8/drb/drb.rb:
1627:in "start_service'"%/!
usr/sbin/druby_timeserver.rb:12:errn
oi+:mesg"Function not implemented

Impact:
By default, Distributed Ruby does
not impose restrictions on allowed
hosts or sel!
t the

$SAFE environment variable to
prevent privileged activities. If
other controls!

are not in place, especially if the

Distributed Ruby process runs with
elevated privileges, an attacker
could exec!
ute arbitrary system commands or
Ruby

scripts on the Distributed Ruby
server. An attacker may need to know
only the !
URI of the listening Distributed
Ruby

server to submit Ruby commands.

Solution:
Solution type: Mitigation
Administrators of environments that
rely on Distributed Ruby should
ensure that

appropriate controls are in place.
Code-level controls may include:

- Implementing taint on untrusted
input

- Setting $SAFE levels
appropriately (>=2 is recommended if
untrusted hosts ar!
e allowed to submit Ruby commands,
and >=3 may be appropriate)

- Including drb/acl.rb to set
ACLEntry to restrict access to
trusted hosts

Vulnerability Detection Method:
Send a crafted command to the
service and check for a remote
command execution

via the instance_eval or syscall
requests.
Details:
Distributed Ruby (dRuby/DRb)
Multiple RCE Vulnerabilities
(OID: 1.3.6.1.4.1.25623.1.0.1080190)

Vulnerability Insight: response: Version used: 2024-06-28T05:05:33Z
rexec (remote execution client for
an exec server) has the same References:
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url:
https://tools.cisco.com/security/cen
ter/viewAlert.x?alertId=22750

url:
http://www.securityfocus.com/bid/470
71

url: http://blog.recurity-
labs.com/archives/2011/05/12/druby_f
or_penetration_testers/

url: http://www.ruby-
doc.org/stdlib-
1.9.3/1libdoc/drb/rdoc/DRb.html

NVT: Apache Tomcat AJP RCE
Vulnerability (Ghostcat) - Active
Check

0ID: 1.3.6.1.4.1.25623.1.0.143545
Threat: Critical (CVSS: 9.8)

Port: 8009/tcp

Summary:
Apache Tomcat is prone to a remote
code execution (RCE)

vulnerability in the AJP connector
dubbed 'Ghostcat'.

Vulnerability Detection Result:

It was possible to read the file
"/WEB-INF/web.xml" through the AJP
connector.

Result:

AB 8\x0004 A\x0088 \x00020K \x0001
\x000CContent-Type
\x001Ctext/html;charset=!
IS0-8859-1
AB\x@01FA%\x0003\x001FA <! --

Licensed to the Apache Software
Foundation (ASF) under one or more

contributor license agreements.
See the NOTICE file distributed with

this work for additional
information regarding copyright
ownership.

The ASF licenses this file to You
under the Apache License, Version
2.0

(the "License"); you may not use
this file except in compliance with

the License. You may obtain a
copy of the License at

http://www.apache.org/licenses/LICEN
SE-2.0

Unless required by applicable law
or agreed to in writing, software

distributed under the License is
distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or
implied.

See the License for the specific
language governing permissions and
limitations under the License.

-->

<?xml version="1.0" encoding="ISO-
8859-1"?>

<!DOCTYPE html PUBLIC "-//W3C//DTD
XHTML 1.8 Strict//EN"

"http://www.w3.0rg/TR/xhtml1/DTD/xht
mll-strict.dtd">
<html
xmlns="http://www.w3.0rg/1999/xhtml"
xml:lang="en" lang="en">
<head>
<title>Apache Tomcat/5.5</title>
<style type="text/css">
/*< | [CDATA[*/
body {
color: #000000;
background-color: #FFFFFF;
font-family: Arial,
"Times New Roman", Times, serif;
margin: 10px Opx;

border: none;

}

a:link, a:visited {
color: blue
}
th {
font-family: Verdana, "Times
New Roman", Times, serif;
font-size: 110%;
font-weight: normal;
font-style: italic;
background: #D2A41C;
text-align: left;
}
td {
color: #000000;
font-family: Arial,
Helvetica, sans-serif;

}
td.menu {

background: #FFDC75;
}
.center {

text-align: center;
}
.code {

color: #000000;

font-family: "Courier New",
Courier, monospace;

font-size: 110%;

margin-left: 2.5em;

#banner {
margin-bottom: 12px;

}

p#congrats {
margin-top: 0;
font-weight: bold;
text-align: center;

}

p#footer {
text-align: right;
font-size: 80%;

}
/*11>*/
</style>
</head>
<body>
<!-- Header -->
<table id="banner" width="100%">
<tr>

<td align="left"

style="width:130px">
<a
href="http://tomcat.apache.org/">
<img src="tomcat.gif"
height="92" width="130" alt="The
Mighty Tomcat - MEOW!"!
/>
</a>

</td>

<td align="left"
valign="top"><b>Apache

Tomcat/5.5</b></td>
<td align="right">
<a

href="http://www.apache.org/">
<img src="asf-logo-
wide.gif" height="51" width="537"
alt="The Apache Software!
Foundation"/>
</a>
</td>
</tr>
</table>
<table>
<tr>
<!-- Table of Contents -->
<td valign="top">
<table width="100%"
border="1" cellspacing="0"
cellpadding="3">
<tr>

<th>Administration</th>
</tr>

<tr>
<td
class="menu">
<a
href="manager/status">Status</a><br/
>
<a
href="admin">Tomcat&nbsp;Administrat
ion</a><br/>
<a
href="manager/html">Tomcat&nbsp;Mana
ger</a><br/>
&nbsp;
</td>
</tr>
</table>
<br />
<table width="100%"
border="1" cellspacing="0"
cellpadding="3">
<tr>

<th>Documentation</th>
</tr>
<tr>
<td class="menu">
<a
href="RELEASE-
NOTES. txt">Release&nbsp;Notes</a><br
/>
<a href="tomcat-
docs/changelog.html">Change&nbsp;Log
</a><br/!
>
<a href="tomcat-
docs">Tomcat&nbsp;Documentation</a><
br/> !
&nbsp;
&nbsp;
</td>
</tr>
</table>

<br/>
<table width="100%"
border="1" cellspacing="0"
cellpadding="3">
<tr>
<th>Tomcat
Online</th>
</tr>
<tr>
<td class="menu">
<a
href="http://tomcat.apache.org/">Hom
e&nbsp;Page</a><br/>
<a
href="http://tomcat.apache.org/faq/"
>FAQ</a><br/>
<a
href="http://tomcat.apache.org/bugre
port.html">Bug&nbsp;D!
atabase</a><br/>
<a
href="http://issues.apache.org/bugzi
1la/buglist.cgi?bug_s!
tatus=UNCONFIRMED&amp;bug_status=NEW
&amp; bug_status=ASSIGNED&amp;bug_sta
tus=REOP!
ENED&amp; bug_status=RESOLVED&amp;res
olution=LATER&amp;resolution=REMIND&
amp;reso!
lution=---
&amp; bugidtype=include&amp;product=T
omcat+5&amp; cmdtype=doit&amp;order!
=Importance">0pen Bugs</a><br/>
<a
href="http://mail-
archives.apache.org/mod_mbox/tomcat-
use!
rs/">Users&nbsp;Mailing&nbsp;List</a
><br/>
<a
href="http://mail-
archives.apache.org/mod_mbox/tomcat-
dev!
/">Developers&nbsp;Mailing&nbsp;List
</a><br/>

}
img {
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<a
href="irc://irc.freenode.net/#tomcat
">IRC</a><br/>
&nbsp;
</td>
</tr>
</table>

<br/>
<table width="100%"

border="1" cellspacing="0"
cellpadding="3">
<tr>
<th>Examples</th>
</tr>
<tr>
<td class="menu">
<a href="jsp-

examples/">JSP&nbsp; Examples</a><br/
>
<a
href="servlets-
examples/">Servlet&nbsp;Examples</a>
<br/>
<a
href="webdav/">WebDAV&nbsp;capabilit
ies</a><br/>
&nbsp;
</td>
</tr>
</table>

<br/>
<table width="100%"
border="1" cellspacing="0"
cellpadding="3">
<tr>

<th>Miscellaneous</th>
</tr>
<tr>
<td class="menu">
<a
href="http://java.sun.com/products/j
sp">Sun's&nbsp;Java&n!
bsp;Server&nbsp;Pages&nbsp;Site</a><
br/>
<a
href="http://java.sun.com/products/s
ervlet">Sun's&nbsp;Se!
rvlet&nbsp;Site</a><br/>

&nbsp;
</td>
</tr>
</table>
</td>
<td

style="width:20px">&nbsp;</td>

<!-- Body -->

<td align="left"
valign="top">

<p id="congrats">If you're

seeing this page via a web browser,
it mean!
s you've setup Tomcat successfully.
Congratulations!</p>

<p>As you may have guessed
by now, this is the default Tomcat
home pag!
e. It can be found on the local
filesystem at:</p>

<p
class="code" >$CATALINA_HOME/webapps/
ROOT/index.jsp</p>

<p>where "$CATALINA_HOME"
is the root of the Tomcat
installation direc!
tory. If you're seeing this page,
and you don't think you should be,
then either!
you're either a user who has
arrived at new installation of
Tomcat, or you're a!
n administrator who hasn't got
his/her setup quite right. Providing

s the case, please refer to the <a
href="tomcat-docs">Tomcat
Documentation</a> f!
or more detailed setup and
administration information than is
found in the INSTA!
LL file.</p>

<p><b>NOTE:</b> This
page is precompiled. If you change
it, this pag!
e will not change since

it was compiled
into a servlet at build time.

(See
<tt>$CATALINA_HOME/webapps/ROOT/WEB-
INF/web.xml</tt> as t!

o how it was mapped.)

</p>

<p><b>NOTE: For security
reasons, using the administration
webapp

is restricted to users
with role "admin". The manager
webapp

is restricted to users
with role "manager".</b>

Users are defined in
<code>$CATALINA_HOME/conf/tomcat-
users.xml</cod!
e>.</p>

<p>Included with this
release are a host of sample
Servlets and JSPs!

(with associated source code),
extensive documentation (including
the Servlet 2!

.4 and JSP 2.0 API JavaDoc), and an
introductory guide to developing web
applica!
tions.</p>

<p>Tomcat mailing lists
are available at the Tomcat project
web site!
:</p>

<ul>

<li><b><a

href="mailto:users@tomcat.apache.org
">users@tomc

Solution:
Solution type: VendorFix
- Update Apache Tomcat to version
7.0.100, 8.5.51, 9.0.31 or

later

- For other products using Tomcat
please contact the vendor for more
informati!
on on fixed

versions

Affected Software/0S:
Apache Tomcat versions prior
7.0.100, 8.5.51 or 9.0.31 when the

AJP connector is enabled.

Other products like JBoss or
Wildfly which are using Tomcat might
be affected !
as well.

Vulnerability Insight:
Apache Tomcat server has a file
containing vulnerability, which

can be used by an attacker to read
or include any files in all webapp
director!
ies on Tomcat, such

as webapp configuration files or
source code.

Vulnerability Detection Method:
Sends a crafted AJP request and
checks the response.

Details:

Apache Tomcat AJP RCE Vulnerability
(Ghostcat) - Active Check

(OID: 1.3.6.1.4.1.25623.1.0.143545)
Version used: 2026-03-18T05:59:10Z

cve: CVE-2020-1938

url:
https://lists.apache.org/thread/bnys
51vg1875dsslkkx2vmwxv833135x

url:
https://tomcat.apache.org/security-
9.html#Fixed_in_Apache_Tomcat_9.0.31
url:
https://tomcat.apache.org/security-
8.html#Fixed_in_Apache_Tomcat_8.5.51
url:
https://tomcat.apache.org/security-
7 .html#Fixed_in_Apache_Tomcat_7.0.10
0

url:
https://web.archive.org/web/20250114
042903 /https://www.chaitin.cn/en/gho
stcat

url:
https://www.cnvd.org.cn/flaw/show/CN
VD-2020-10487

url:
https://github.com/YDHCUI/CNVD-2020-
10487-Tomcat-Ajp-1fi

url:
https://securityboulevard.com/2020/0
2/patch-your-tomcat-and-jboss-
instances-to-protect-from-ghostcat-
vulnerability-cve-2020-1938-and/

url: https://www.cisa.gov/known-
exploited-vulnerabilities-catalog

cisa: Known Exploited Vulnerability
(KEV) catalog

cert-bund: WID-SEC-2024-0528

cert-bund: WID-SEC-2023-2480

cert-bund: CB-K20/0711

cert-bund: CB-K20/0705

cert-bund: CB-K20/0693

cert-bund: CB-K20/0555

cert-bund: CB-K20/0543

cert-bund: CB-K20/0154

dfn-cert: DFN-CERT-2021-1736
dfn-cert: DFN-CERT-2020-1508
dfn-cert: DFN-CERT-2020-1413
dfn-cert: DFN-CERT-2020-1276
dfn-cert: DFN-CERT-2020-1134
dfn-cert: DFN-CERT-2020-0850
dfn-cert: DFN-CERT-2020-0835
dfn-cert: DFN-CERT-2020-0821
dfn-cert: DFN-CERT-2020-0569
dfn-cert: DFN-CERT-2020-0557
dfn-cert: DFN-CERT-2020-0501
dfn-cert: DFN-CERT-2020-0381

Issue

NVT: MySQL / MariaDB Default
Credentials (MySQL Protocol)

0ID: 1.3.6.1.4.1.25623.1.0.103551

Threat: Critical (CVSS: 9.8)
Port: 3306/tcp

Product detection result:
cpe:/a:mysql:mysql:5.0.51a

Detected by: MariaDB / Oracle MySQL
Detection (MySQL Protocol) (OID:
1.3.6.1.4.1.25623.1.0.100152)

Summary:

It was possible to login into the

remote MySQL using default
credentials.

Vulnerability Detection Result:
It was possible to login as user
"root" with an empty password.

Solution:
Solution type: Mitigation
- Change the password as soon as
possible

- Contact the vendor for other
possible fixes / updates

Affected Software/0S:
The following products are know to
use such weak credentials:

the latter i! References:
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- CVE-2001-0645: Symantec/AXENT
NetProwler 3.5.x

- CVE-2002-1809: Windows binary
release of MySQL 3.23.2 through
3.23.52

- CVE-2004-1532: AppServ 2.5.x and
earlier

- CVE-2004-2357: Proofpoint
Protection Server

- CVE-2006-1451: MySQL Manager in
Apple Mac 0S X 10.3.9 and 10.4.6

- CVE-2007-2554: Associated Press
(AP) Newspower 4.0.1 and earlier

- CVE-2007-6081: AdventNet
EventLog Analyzer build 4030

- CVE-2009-0919: XAMPP

- CVE-2014-3419: Infoblox NetMRI
before 6.8.5

- CVE-2015-4669: Xsuite 2.x

- CVE-2016-6531, CVE-2018-15719:
Open Dental before version 18.4

- CVE-2024-22901: Vinchin Backup &
Recovery 7.2 and prior

- No CVE / GHSA-g38h-mr9p-fjmf:
Vvveb CMS 1.0.8 and prior

Other products might be affected
as well.

Vulnerability Detection Method:
Details:

MySQL / MariaDB Default Credentials
(MySQL Protocol)

(OID: 1.3.6.1.4.1.25623.1.0.103551)
Version used: 2026-05-27T08:10:51Z

Product Detection Result:
Product:cpe:/a:mysql:mysql:5.0.51a

Method:MariaDB / Oracle MySQL
Detection (MySQL Protocol)
(OID: 1.3.6.1.4.1.25623.1.0.100152)

References:

cve: CVE-2001-0645

cve: CVE-2002-1809

cve: CVE-2004-1532

cve: CVE-2004-2357

cve: CVE-2006-1451

cve: CVE-2007-2554

cve: CVE-2007-6081

cve: CVE-2009-0919

cve: CVE-2014-3419

cve: CVE-2015-4669

cve: CVE-2016-6531

cve: CVE-2018-15719
cve: CVE-2024-22901

NVT: vsftpd Compromised Source
Packages Backdoor Vulnerability -
Active Check

0ID: 1.3.6.1.4.1.25623.1.0.103185
Threat: Critical (CVSS: 9.8)

Port: 6200/tcp

Summary:
vsftpd is prone to a backdoor
vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:
Attackers can exploit this issue to
execute arbitrary commands

in the context of the application.
Successful attacks will compromise
the affe!
cted

application.

Solution:

Solution type: VendorFix

The repaired package can be
downloaded from the referenced

vendor homepage. Please validate
the package with its signature.

Affected Software/0S:

vsftpd 2.3.4 source packages

downloaded between 20110630
and 20110703 are affected.

Vulnerability Insight:
The tainted source package contains
a backdoor which opens a

shell on port 6200/tcp.

Vulnerability Detection Method:
Details:

vsftpd Compromised Source Packages
Backdoor Vulnerability - Active
Check

(OID: 1.3.6.1.4.1.25623.1.0.103185)
Version used: 2026-02-18T05:57:21Z

References:

cve: CVE-2011-2523

url:
https://scarybeastsecurity.blogspot.
com/2011/07/alert-vsftpd-download-
backdoored.html

url:
https://web.archive.org/web/20210127
090551/https://www.securityfocus.com
/bid/48539/

NVT: vsftpd Compromised Source
Packages Backdoor Vulnerability -
Active Check

0ID: 1.3.6.1.4.1.25623.1.0.103185
Threat: Critical (CVSS: 9.8)

Port: 21/tcp

Summary:
vsftpd is prone to a backdoor
vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:
Attackers can exploit this issue to
execute arbitrary commands

in the context of the application.
Successful attacks will compromise
the affe!
cted

application.

Solution:

Solution type: VendorFix

The repaired package can be

downloaded from the referenced
vendor homepage. Please validate

the package with its signature.

Affected Software/0S:

vsftpd 2.3.4 source packages

downloaded between 20110630
and 20110703 are affected.

Vulnerability Insight:
The tainted source package contains
a backdoor which opens a

shell on port 6200/tcp.

Vulnerability Detection Method:
Details:

vsftpd Compromised Source Packages
Backdoor Vulnerability - Active
Check

(OID: 1.3.6.1.4.1.25623.1.0.103185)
Version used: 2026-02-18T05:57:21Z

References:

cve: CVE-2011-2523

url:
https://scarybeastsecurity.blogspot.

com/2011/07/alert-vsftpd-download-
backdoored.html

url:
https://web.archive.org/web/20210127
090551/https://www.securityfocus.com
/bid/48539/

Issue

NVT: DistCC RCE Vulnerability
(CVE-2004-2687)

0ID: 1.3.6.1.4.1.25623.1.0.103553

Threat: Critical (CVSS: 9.3)
Port: 3632/tcp

Summary:
DistCC is prone to a remote code
execution (RCE)

vulnerability.

Vulnerability Detection Result:

It was possible to execute the "id"
command.

Result: uid=1(daemon) gid=1(daemon)

Impact:
DistCC by default trusts its clients
completely that in turn

could allow a malicious client to
execute arbitrary commands on the
server.

Solution:
Solution type: VendorFix
Vendor updates are available. Please
see the references for

more information.

For more information about
DistCC's security see the
references.

Vulnerability Insight:
DistCC 2.x, as used in XCode 1.5 and
others, when not configured

to restrict access to the server
port, allows remote attackers to
execute arbi!
trary commands via

compilation jobs, which are
executed by the server without
authorization check!
s.

Vulnerability Detection Method:
Details:

DistCC RCE Vulnerability (CVE-2004-
2687)

(0OID: 1.3.6.1.4.1.25623.1.0.103553)
Version used: 2022-07-07T10:16:06Z

References:

cve: CVE-2004-2687

url:
https://distcc.github.io/security.ht
ml

url:
https://web.archive.org/web/20150511
045306/http://archives.neohapsis.com
:80/archives/bugtraq/2005-
03/0183.html

dfn-cert: DFN-CERT-2019-0381

Issue

NVT: PostgreSQL Default
Credentials (PostgreSQL Protocol)
0ID: 1.3.6.1.4.1.25623.1.0.103552

Threat: Critical (CVSS: 9.0)
Port: 5432/tcp

Product detection result:
cpe:/a:postgresql:postgresql:8.3.1
Detected by: PostgreSQL Detection
Consolidation (OID:
1.3.6.1.4.1.25623.1.0.128025)

Summary:
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It was possible to login into the
remote PostgreSQL as user
postgres using weak credentials.

Vulnerability Detection Result:
It was possible to login as user
postgres with password "postgres".

Solution:

Solution type: Mitigation
Change the password as soon as
possible.

Vulnerability Detection Method:
Details:

PostgreSQL Default Credentials
(PostgreSQL Protocol)

(OID: 1.3.6.1.4.1.25623.1.0.103552)
Version used: 2024-07-19T15:39:06Z

Product Detection Result:
Product:cpe:/a:postgresql:postgresql
:8.3.1

Method:PostgreSQL Detection
Consolidation
(OID: 1.3.6.1.4.1.25623.1.0.128025)

Issue
NVT: VNC Brute Force Login
0ID: 1.3.6.1.4.1.25623.1.0.106056

Threat: Critical (CVSS: 9.9)
Port: 5900/tcp

Summary:
Try to log in with given passwords
via VNC protocol.

Vulnerability Detection Result:
It was possible to connect to the
VNC server with the password:
password

Solution:
Solution type: Mitigation
Change the password to something
hard to guess or enable
password protection at all.

Vulnerability Insight:
This script tries to authenticate to
a VNC server with the

passwords set in the password
preference. It will also test and
report if no a!
uthentication /

password is required at all.

Note: Some VNC servers have a
blacklisting scheme that blocks IP
addresses aft!
er five unsuccessful

connection attempts for a period
of time. The script will abort the
brute forc!

e attack if it

encounters that it gets blocked.

Note as well that passwords can be
max. 8 characters long.

Vulnerability Detection Method:
Details:

VNC Brute Force Login

(OID: 1.3.6.1.4.1.25623.1.0.106056)
Version used: 2021-07-23T07:56:26Z

NVT: Java RMI Server Insecure
Default Configuration RCE
Vulnerability - Active Check

0ID: 1.3.6.1.4.1.25623.1.0.140051
Threat: High (CVSS: 7.5)

Port: 1099/tcp

Multiple Java products that
implement the RMI Server contain a
vulnerability that could allow an
unauthenticated, remote attacker to
execute !
arbitrary code
(remote code execution/RCE) on a
targeted system with elevated
privileges.

Vulnerability Detection Result:

By doing an RMI request it was
possible to trigger the
vulnerability and make th!

e remote host send a request back to
the scanner host (Details on the
received p!

acket follows).

Destination IP: 193.42.15.25
(receiving IP on scanner host side)
Destination port: 13921/tcp
(receiving port on scanner host
side)

Originating IP: 193.42.15.22
(originating IP from target host
side)

Impact:
An unauthenticated, remote attacker
could exploit the

vulnerability by transmitting
crafted packets to the affected
software. When t!
he packets are

processed, the attacker could
execute arbitrary code on the system
with elevat!
ed privileges.

Solution:

Solution type: Workaround

Disable class-loading. Please

contact the vendor of the
affected system for additional

guidance.

Vulnerability Insight:
The vulnerability exists because of
an incorrect default

configuration of the Remote Method
Invocation (RMI) Server in the
affected sof!
tware.

Vulnerability Detection Method:
Sends a crafted JRMI request and
checks if the target is

connecting back to the scanner
host.

Note: For a successful detection
of this flaw the target host needs
to be able!

to reach the

scanner host on a TCP port
randomly generated during the
runtime of the VT (cu!
rrently in the

range of 10000-32000).

Details:

Java RMI Server Insecure Default
Configuration RCE Vulnerability -
Active Ch...

(OID: 1.3.6.1.4.1.25623.1.0.140051)
Version used: 2026-04-17T15:51:27Z

References:

cve: CVE-2011-3556

url:
https://web.archive.org/web/20211208
040855/http://www.securitytracker.co
m/id?1026215

url:
https://web.archive.org/web/20110824
060234 /http://download.oracle.com/ja
vase/1.3/docs/guide/rmi/spec/rmi-
protocol.html

url:
https://tools.cisco.com/security/cen
ter/viewAlert.x?alertId=23665

dfn-cert: DFN-CERT-2012-1829
dfn-cert: DFN-CERT-2012-1380
dfn-cert: DFN-CERT-2012-1377
dfn-cert: DFN-CERT-2012-1156
dfn-cert: DFN-CERT-2012-1155
dfn-cert: DFN-CERT-2012-0956
dfn-cert: DFN-CERT-2012-0828
dfn-cert: DFN-CERT-2012-0815
dfn-cert: DFN-CERT-2012-0638
dfn-cert: DFN-CERT-2012-0451
dfn-cert: DFN-CERT-2012-0418
dfn-cert: DFN-CERT-2012-0354
dfn-cert: DFN-CERT-2012-0146
dfn-cert: DFN-CERT-2012-0142
dfn-cert: DFN-CERT-2012-0126
dfn-cert: DFN-CERT-2012-0095
dfn-cert: DFN-CERT-2012-0047
dfn-cert: DFN-CERT-2011-1844
dfn-cert: DFN-CERT-2011-1826
dfn-cert: DFN-CERT-2011-1804
dfn-cert: DFN-CERT-2011-1743
dfn-cert: DFN-CERT-2011-1738
dfn-cert: DFN-CERT-2011-1706
dfn-cert: DFN-CERT-2011-1628
dfn-cert: DFN-CERT-2011-1627
dfn-cert: DFN-CERT-2011-1619

NVT: PHP < 5.3.13, 5.4.x < 5.4.3
Multiple Vulnerabilities - Active
Check

0ID: 1.3.6.1.4.1.25623.1.0.103482
Threat: High (CVSS: 7.5)

Port: 80/tcp

Summary :
PHP is prone to multiple
vulnerabilities.

Vulnerability Detection Result:
By doing the following HTTP POST
request:
"HTTP POST" body : <?php
phpinfo();?>
URL :
http://193.42.15.22/cgi-
bin/php?%2D%64+%61%6C%6C%6F%77%5F%75
%!
72%6C%5F%69%6E%63%6C%75%64%65%3D%6F%
6E+%2D%64+%73%61%66%65%5F%6D%6F %64%6
5%3D%6F%!
66%66+%2D%64+%73%75%68%6F%73%69%6E%2
E%73%69%6D%75%6C%61%74%69%6F %6E%3D%6
F%6E+%2D!
%64+%64%69%73%61%62%6C%65%5F%66%75%6
E%63%74%69%6F%6E%73%3D%22%22+%2D%64+
%6F%70%6 !
S5%6E%S5F%62%61%73%65%64%69%7 2%3D%6E%6
F%6E%65+%2D%64+%61%75%74%6F%5F%70%7 2
%65%70%6 !
S5%6E%64%5F%66%69%6C%65%3D%70%68%70%3
A%2F%2F%69%6E%70%75%74+%2D%64+%63%67
%69%2E%6!
6%6F%72%63%65%5F%72%65%64%69%72%65%6
3%74%3D%30+%2D%64+%63%67%69%2E%72%65
%64%69%7 !
2%65%63%74%5F%73%74%61%74%75%73%5F %6
5%6E%76%3D%30+%2D%6E
it was possible to execute the
"<?php phpinfo();?>" command.
Result:

<title>phpinfo()</title><meta
name="ROBOTS"
content="NOINDEX,NOFOLLOW,NOARCHIV!
E" /></head>

<tr><td class="e">Configuration
File (php.ini) Path </td><td
class="v">/etc/ph!
p5/cgi </td></tr>

<h2>PHP Core</h2>

<h2>PHP Variables</h2>

Impact:
Exploiting this issue allows remote
attackers to view the source

Summary:
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code of files in the context of
the server process. This may allow
the attacke!
r to obtain

sensitive information and to run
arbitrary PHP code on the affected
computer. !
Other attacks are

also possible.

Solution:
Solution type: VendorFix
PHP: Update to version 5.3.13, 5.4.3
or later

- Other products / applications:
Please contact the vendor for a
solution

Affected Software/0S:
PHP versions prior to 5.3.13 and
5.4.x prior to 5.4.3.

Other products / applications
might be affected by the tested CVE-
2012-1823 as!

well.

Vulnerability Insight:
When PHP is used in a CGI-based
setup (such as Apache's

mod_cgid), the php-cgi receives a
processed query string parameter as
command !
line arguments which

allows command-line switches, such
as -s, -d or -c to be passed to the
php-cgi!

binary, which can

be exploited to disclose source
code and obtain arbitrary code
execution.

An example of the -s command,
allowing an attacker to view the
source code of !
index.php is below:

http://example.com/index.php?-s

Vulnerability Detection Method:
Send multiple a crafted HTTP POST
requests and checks the

responses.

Notes:

- This script checks for the
presence of CVE-2012-1823 which
indicates that th!

e system is also

affected by the other included
CVEs.

- It is currently expected that a
result of this VT is reported if the
system !
is generally

exposing a phpinfo() output on the
relevant URL / endpoint (independent
from t!
he running product).

Exposing such sensitive
information is generally seen as a
security misconfigu!
ration and should be

avoided.

Details:

PHP < 5.3.13, 5.4.x < 5.4.3 Multiple
Vulnerabilities - Active Check

(OID: 1.3.6.1.4.1.25623.1.0.103482)
Version used: 2026-04-23T706:21:05Z

References:

cve: CVE-2012-1823

cve: CVE-2012-2311

cve: CVE-2012-2336

cve: CVE-2012-2335

url:
https://web.archive.org/web/20190212
080415/http://eindbazen.net/2012/05/
php-cgi-advisory-cve-2012-1823/

url:
https://www.kb.cert.org/vuls/id/5208
27

url:
https://bugs.php.net/bug.php?id=6191
0

url:
https://www.php.net/manual/en/securi
ty.cgi-bin.php

url:
https://web.archive.org/web/20210121
223743/http://www.securityfocus.com/
bid/53388

url:
https://web.archive.org/web/20120709
064615/http://www.h-
online.com/open/news/item/Critical-
open-hole-in-PHP-creates-risks-
Update-2-1567532.html

url: https://www.cisa.gov/known-
exploited-vulnerabilities-catalog
cisa: Known Exploited Vulnerability
(KEV) catalog

dfn-cert: DFN-CERT-2013-1494
dfn-cert: DFN-CERT-2012-1316
dfn-cert: DFN-CERT-2012-1276
dfn-cert: DFN-CERT-2012-1268
dfn-cert: DFN-CERT-2012-1267
dfn-cert: DFN-CERT-2012-1266
dfn-cert: DFN-CERT-2012-1173
dfn-cert: DFN-CERT-2012-1101
dfn-cert: DFN-CERT-2012-0994
dfn-cert: DFN-CERT-2012-0993
dfn-cert: DFN-CERT-2012-0992
dfn-cert: DFN-CERT-2012-0920
dfn-cert: DFN-CERT-2012-0915
dfn-cert: DFN-CERT-2012-0914
dfn-cert: DFN-CERT-2012-0913
dfn-cert: DFN-CERT-2012-0907
dfn-cert: DFN-CERT-2012-0906
dfn-cert: DFN-CERT-2012-0900
dfn-cert: DFN-CERT-2012-0880
dfn-cert: DFN-CERT-2012-0878

Issue

NVT: EasyPHP Webserver <= 12.1
Multiple Vulnerabilities - Active
Check

0ID: 1.3.6.1.4.1.25623.1.0.803189

Threat: High (CVSS: 7.5)
Port: 80/tcp

Summary:
EasyPHP Webserver is prone to
multiple vulnerabilities.

Vulnerability Detection Result:
Vulnerable URL:
http://193.42.15.22/phpinfo.php
Concluded from:

<title>phpinfo()</title><meta
name="ROBOTS"
content="NOINDEX,NOFOLLOW, NOARCHIV!
E" /></head>

<tr><td class="e">Configuration
File (php.ini) Path </td><td
class="v">/etc/ph!
p5/cgi </td></tr>

<h2>PHP Core</h2>

<h2>PHP Variables</h2>

Impact:
Successful exploitation will allow
attackers to gain

administrative access, disclose
the information, inject PHP
code/shell and exe!
cute a remote PHP

Code.

Solution:
Solution type: WillNotFix
No known solution was made available
for at least one year

since the disclosure of this
vulnerability. Likely none will be
provided anymo!
re. General solution

options are to upgrade to a newer
release, disable respective
features, remove!
the product or

replace the product by another
one.

Affected Software/0S:
EasyPHP version 12.1 and prior.

Vulnerability Insight:
The bug in EasyPHP WebServer
Manager, its skipping

authentication for certain
requests. Which allows to bypass the
authentication!
, disclose the

information or execute a remote
PHP code.

Vulnerability Detection Method:
Sends a crafted HTTP GET request and
checks the response.

Note: It is currently expected
that a result of this VT is reported
if the sys!
tem is generally

exposing a phpinfo() output on the
relevant URL / endpoint (independent
from t!
he running product).

Exposing such sensitive
information is generally seen as a
security misconfigu!
ration and should be

avoided.

Details:

EasyPHP Webserver <= 12.1 Multiple
Vulnerabilities - Active Check
(0ID: 1.3.6.1.4.1.25623.1.0.803189)
Version used: 2025-11-11T05:40:18Z

References:

url:
https://cxsecurity.com/issue/WLB-
2013040069

Issue

NVT: FTP Brute Force Logins With
Default Credentials Reporting

OID: 1.3.6.1.4.1.25623.1.0.108718

Threat: High (CVSS: 7.5)
Port: 2121/tcp

Summary:

It was possible to login into the

remote FTP server using
weak/known credentials.

Vulnerability Detection Result:
It was possible to login with the
following credentials
<User>:<Password>
msfadmin:msfadmin
postgres:postgres

service:service

user:user

Impact:
This issue may be exploited by a
remote attacker to e.g. gain

access to sensitive information or
modify system configuration.

Solution:

Solution type: Mitigation
Change the password as soon as
possible.

Vulnerability Insight:
The following devices are / software
is known to be affected:

- CVE-2001-1594: Codonics printer
FTP service as used in GE Healthcare
eNTEGRA!

P&R
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- CVE-2013-7404: GE Healthcare
Discovery NM 750b

- CVE-2014-9198: Schneider
Electric ETG3000 FactoryCast HMI
gateways

- CVE-2015-7261: QNAP iArtist Lite
distributed with QNAP Signage
Station

- CVE-2016-8731: Foscam C1 devices

- CVE-2017-8218: vsftpd on TP-Link
C2 and C20i devices

- CVE-2018-9068: IMM2 for IBM and
Lenovo System x

- CVE-2018-17771: Ingenico Telium
2 PoS terminals

- CVE-2018-19063, CVE-2018-19064:
Foscam C2 and Opticam i5 devices

- CVE-2018-25147: Microhard
Systems IPn4G

- CVE-2020-36915: Adtec Digital
SignEdje Digital Signage Player

Note: As the VT 'FTP Brute Force
Logins With Default Credentials'
(0ID:

1.3.6.1.4.1.25623.1.0.108717)
might run into a timeout the actual
reporting of!
this vulnerability

takes place in this VT instead.

Vulnerability Detection Method:
Reports weak/known credentials
detected by the VT

'FTP Brute Force Logins With
Default Credentials' (OID:
1.3.6.1.4.1.25623.1.0.!
108717).
Details:
FTP Brute Force Logins With Default
Credentials Reporting
(OID: 1.3.6.1.4.1.25623.1.0.108718)
Version used: 2026-01-16T15:42:49Z

References:

cve: CVE-1999-0501

cve: CVE-1999-0502

cve: CVE-1999-0507

cve: CVE-1999-0508

cve: CVE-2001-1594

cve: CVE-2013-7404

cve: CVE-2014-9198

cve: CVE-2015-7261

cve: CVE-2016-8731

cve: CVE-2017-8218

cve: CVE-2018-9068

cve: CVE-2018-17771
cve: CVE-2018-19063
cve: CVE-2018-19064
cve: CVE-2018-25147
cve: CVE-2020-36915

NVT: Apache JServ Protocol (AJP)
Public WAN (Internet) / Public LAN
Accessible (TCP)

0ID: 1.3.6.1.4.1.25623.1.0.108716
Threat: High (CVSS: 7.5)

Port: 8009/tcp

Summary:
The script checks if the target host
is running a service

supporting the Apache JServ
Protocol (AJP) accessible from a
public WAN (Inter!
net) / public

LAN.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Solution:

Solution type: Mitigation

Only allow access to the AJP service
from trusted sources /

networks.

Vulnerability Insight:
When using the Apache JServ Protocol
(AJP), care must be taken

when trusting incoming connections
to Apache Tomcat. Tomcat treats AJP
connect!
ions as having

higher trust than, for example, a
similar HTTP connection. If such
connections!

are available to an

attacker, they can be exploited in
ways that may be surprising (e.g.
bypassing!

security checks,

bypassing user authentication
among others).

Vulnerability Detection Method:
Evaluate if the target host is
running a service supporting

the Apache JServ Protocol (AJP)
accessible from a public WAN
(Internet) / publ!
ic LAN.

Note: A configuration option
'Network type' to define if a
scanned network sho!
uld be seen as a

public LAN can be found in the
preferences of the following VT:

Global variable settings (OID:
1.3.6.1.4.1.25623.1.0.12288)
Details:

Apache JServ Protocol (AJP) Public
WAN (Internet) / Public LAN
Accessible (T...

(OID: 1.3.6.1.4.1.25623.1.0.108716)
Version used: 2025-07-11T05:42:17Z

References:

url:
https://lists.apache.org/thread/bnys
51vg1875dsslkkx2vmwxv833135x

Issue

NVT: rsh Unencrypted Cleartext
Login

OID: 1.3.6.1.4.1.25623.1.0.100080

Threat: High (CVSS: 7.5)
Port: 514/tcp

Summary:
This remote host is running a rsh
service.

Vulnerability Detection Result:

The rsh service is misconfigured so
it is allowing connections without a
passwor!

d or with default root:root
credentials.

Solution:
Solution type: Mitigation
Disable the rsh service and use
alternatives like SSH

instead.

Vulnerability Insight:
rsh (remote shell) is a command line
computer program which can

execute shell commands as another
user, and on another computer across
a compu!
ter network.

Remark: NIST don't see
‘configuration issues' as software
flaws so the referen!
ced CVE has a

severity of ©.0. The severity of
this VT has been raised by Greenbone
to still!

report a
configuration issue on the target.

Vulnerability Detection Method:
Details:

rsh Unencrypted Cleartext Login
(OID: 1.3.6.1.4.1.25623.1.0.100080)
Version used: 2021-10-20T09:03:29Z

References:
cve: CVE-1999-0651

Issue

NVT: FTP Brute Force Logins With
Default Credentials Reporting

OID: 1.3.6.1.4.1.25623.1.0.108718

Threat: High (CVSS: 7.5)
Port: 21/tcp

Summary:

It was possible to login into the

remote FTP server using
weak/known credentials.

Vulnerability Detection Result:
It was possible to login with the
following credentials
<User>:<Password>
msfadmin:msfadmin
postgres:postgres

service:service

user:user

Impact:
This issue may be exploited by a
remote attacker to e.g. gain

access to sensitive information or
modify system configuration.

Solution:

Solution type: Mitigation
Change the password as soon as
possible.

Vulnerability Insight:
The following devices are / software
is known to be affected:

- CVE-2001-1594: Codonics printer
FTP service as used in GE Healthcare
eNTEGRA!

P&R

- CVE-2013-7404: GE Healthcare
Discovery NM 750b

- CVE-2014-9198: Schneider
Electric ETG3000 FactoryCast HMI
gateways

- CVE-2015-7261: QNAP iArtist Lite
distributed with QNAP Signage
Station

- CVE-2016-8731: Foscam Cl1 devices

- CVE-2017-8218: vsftpd on TP-Link
C2 and C20i devices

- CVE-2018-9068: IMM2 for IBM and
Lenovo System x

- CVE-2018-17771: Ingenico Telium
2 PoS terminals

- CVE-2018-19063, CVE-2018-19064:
Foscam C2 and Opticam i5 devices

- CVE-2018-25147: Microhard
Systems IPn4G

- CVE-2020-36915: Adtec Digital
SignEdje Digital Signage Player

Note: As the VT 'FTP Brute Force
Logins With Default Credentials’
(01D:

1.3.6.1.4.1.25623.1.0.108717)
might run into a timeout the actual
reporting of!

this vulnerability
takes place in this VT instead.

Vulnerability Detection Method:
Reports weak/known credentials
detected by the VT

'FTP Brute Force Logins With
Default Credentials' (OID:
1.3.6.1.4.1.25623.1.0.!
108717).
Details:
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FTP Brute Force Logins With Default
Credentials Reporting

(0OID: 1.3.6.1.4.1.25623.1.0.108718)
Version used: 2026-01-16T15:42:49Z

References:

cve: CVE-1999-0501

cve: CVE-1999-0502

cve: CVE-1999-0507

cve: CVE-1999-0508

cve: CVE-2001-1594

cve: CVE-2013-7404

cve: CVE-2014-9198

cve: CVE-2015-7261

cve: CVE-2016-8731

cve: CVE-2017-8218

cve: CVE-2018-9068

cve: CVE-2018-17771
cve: CVE-2018-19063
cve: CVE-2018-19064
cve: CVE-2018-25147
cve: CVE-2020-36915

NVT: Test HTTP dangerous methods
0ID: 1.3.6.1.4.1.25623.1.0.10498
Threat: High (CVSS: 7.5)

Port: 80/tcp

Summary:
Misconfigured web servers allows
remote clients to perform

dangerous HTTP methods such as PUT
and DELETE.

Vulnerability Detection Result:

We could upload the following files
via the PUT method at this web
server:
http://193.42.15.22/dav/puttest10828
12230.html

We could delete the following files
via the DELETE method at this web
server:
http://193.42.15.22/dav/puttest10828
12230.html

Impact:
- Enabled PUT method: This might
allow an attacker to upload

and run arbitrary code on this web
server.

- Enabled DELETE method: This
might allow an attacker to delete
additional fil!
es on this web

server.

Solution:
Solution type: Mitigation
Use access restrictions to these
dangerous HTTP methods
or disable them completely.

Affected Software/0S:
Web servers with enabled PUT and/or
DELETE methods.

Vulnerability Detection Method:
Checks if dangerous HTTP methods
such as PUT and DELETE are

enabled and can be misused to
upload or delete files.
Details:
Test HTTP dangerous methods
(OID: 1.3.6.1.4.1.25623.1.0.10498)
Version used: 2023-08-01T13:29:10Z

References:

url:
http://www.securityfocus.com/bid/121
41

owasp: OWASP-CM-001

NVT: The rlogin service is
running
0ID: 1.3.6.1.4.1.25623.1.0.901202

Threat: High (CVSS: 7.5)
Port: 513/tcp

Summary:
This remote host is running a rlogin
service.

Vulnerability Detection Result:
The rlogin service is running on the
target system.

Solution:

Solution type: Mitigation

Disable the rlogin service and use
alternatives like SSH instead.

Vulnerability Insight:
rlogin has several serious security
problems,

- all information, including
passwords, is transmitted
unencrypted.

- .rlogin (or .rhosts) file is
easy to misuse (potentially allowing

anyone to login without a
password)

Vulnerability Detection Method:
Details:

The rlogin service is running

(OID: 1.3.6.1.4.1.25623.1.0.901202)
Version used: 2025-03-05T05:38:53Z

References:
cve: CVE-1999-0651

Issue

NVT: SSL/TLS: OpenSSL CCS Man in
the Middle Security Bypass
Vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.105042

Threat: High (CvSS: 7.4)
Port: 5432/tcp

Summary:
OpenSSL is prone to a security
bypass vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:

Successfully exploiting this issue

may allow attackers to obtain
sensitive information by

conducting a man-in-the-middle

attack. This may lead !

to other attacks.

Solution:

Solution type: VendorFix

Updates are available. Please see
the references for more information.

Affected Software/0S:
OpenSSL before ©.9.8za, 1.0.0 before
1.0.0m and 1.0.1 before 1.0.1h.

Vulnerability Insight:
OpenSSL does not properly restrict
processing of ChangeCipherSpec
messages, which allows man-in-the-
middle attackers to trigger use of a
zero-le!
ngth master key in
certain OpenSSL-to-OpenSSL
communications, and consequently
hijack sessions or!
obtain sensitive
information, via a crafted TLS

y.

Vulnerability Detection Method:

Send two SSL ChangeCipherSpec
request and check the response.
Details:

SSL/TLS: OpenSSL CCS Man in the
Middle Security Bypass Vulnerability
(OID: 1.3.6.1.4.1.25623.1.0.105042)
Version used: 2025-01-17T15:39:18Z

References:
cve: CVE-2014-0224
url:
https://www.openssl.org/news/secadv/
20140605 . txt
url:
http://www.securityfocus.com/bid/678
99
cert-bund: WID-SEC-2026-0180
cert-bund: WID-SEC-2023-0500
cert-bund: CB-K15/0567
cert-bund: CB-K15/0415
cert-bund: CB-K15/0384
cert-bund: CB-K15/0080
cert-bund: CB-K15/0079
cert-bund: CB-K15/0074
cert-bund: CB-K14/1617
cert-bund: CB-K14/1537
cert-bund: CB-K14/1299
cert-bund: CB-K14/1297
cert-bund: CB-K14/1294
cert-bund: CB-K14/1202
cert-bund: CB-K14/1174
cert-bund: CB-K14/1153
cert-bund: CB-K14/0876
cert-bund: CB-K14/0756
cert-bund: CB-K14/0746
cert-bund: CB-K14/0736
cert-bund: CB-K14/0722
cert-bund: CB-K14/0716
cert-bund: CB-K14/0708
cert-bund: CB-K14/0684
cert-bund: CB-K14/0683
cert-bund: CB-K14/0680
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2015-0593
dfn-cert: DFN-CERT-2015-0427
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0082
dfn-cert: DFN-CERT-2015-0079
dfn-cert: DFN-CERT-2015-0078
dfn-cert: DFN-CERT-2014-1717
dfn-cert: DFN-CERT-2014-1632
dfn-cert: DFN-CERT-2014-1364
dfn-cert: DFN-CERT-2014-1357
dfn-cert: DFN-CERT-2014-1350
dfn-cert: DFN-CERT-2014-1265
dfn-cert: DFN-CERT-2014-1209
dfn-cert: DFN-CERT-2014-0917
dfn-cert: DFN-CERT-2014-0789
dfn-cert: DFN-CERT-2014-0778
dfn-cert: DFN-CERT-2014-0768
dfn-cert: DFN-CERT-2014-0752
dfn-cert: DFN-CERT-2014-0747
dfn-cert: DFN-CERT-2014-0738
dfn-cert: DFN-CERT-2014-0715
dfn-cert: DFN-CERT-2014-0714
dfn-cert: DFN-CERT-2014-0709

NVT: Multiple Vendors STARTTLS
Implementation Plaintext Arbitrary
Command Injection Vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.103935
Threat: Medium (CVSS: 6.8)

Port: 25/tcp

Summary:

Multiple vendors' implementations of

'STARTTLS' are prone to a
vulnerability that lets attackers

inject arbitrary commands.

Vulnerability Detection Result:

Issue handshake, aka the 'CCS Injection'
————— vulnerabilit!
IIpuxoovko /].C. Apxk.
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Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:
An attacker can exploit this issue
to execute arbitrary commands

in the context of the user running
the application. Successful exploits
can al!
low attackers to

obtain email usernames and
passwords.

Solution:

Solution type: VendorFix

Updates are available. Please see

the references for more
information.

Affected Software/0S:
The following vendors are known to
be affected:

Ipswitch

Kerio

Postfix

Qmail-TLS

Oracle

SCO Group

spamdyke

IsC

Vulnerability Detection Method:
Send a special crafted 'STARTTLS'
request and check the

response.
Details:
Multiple Vendors STARTTLS
Implementation Plaintext Arbitrary
Command Injecti...
(OID: 1.3.6.1.4.1.25623.1.0.103935)
Version used: 2023-10-31T05:06:37Z

References:

cve: CVE-2011-0411

cve: CVE-2011-1430

cve: CVE-2011-1431

cve: CVE-2011-1432

cve: CVE-2011-1506

cve: CVE-2011-1575

cve: CVE-2011-1926

cve: CVE-2011-2165

url:
http://www.securityfocus.com/bid/467
67

url:
http://kolab.org/pipermail/kolab-
announce/2011/000101.html

url:
http://bugzilla.cyrusimap.org/show_b
ug.cgir?id=3424

url:
http://cyrusimap.org/mediawiki/index
.php/Bugs_Resolved_in_2.4.7

url:
http://www.kb.cert.org/vuls/id/MAPG-
8D9M4P

url:
http://files.kolab.org/server/releas
e/kolab-server-
2.3.2/sources/release-notes.txt

url: http://www.postfix.org/CVE-
2011-0411.html

url:
http://www.pureftpd.org/project/pure
-ftpd/news

url:
http://www.watchguard.com/support/re
lease-notes/xcs/9/en-
US/EN_ReleaseNotes_XCS_9_1_1/EN_Rele
aseNotes_WG_XCS_9_1_TLS_Hotfix.pdf
url:
http://www.spamdyke.org/documentatio
n/Changelog.txt

url:
http://datatracker.ietf.org/doc/draf
t-josefsson-kerberos5-
starttls/?include_text=1

url:
http://www.securityfocus.com/archive
/1/516901

url:
http://support.avaya.com/css/P8/docu
ments/100134676

url:
http://support.avaya.com/css/P8/docu
ments/100141041

url:
http://www.oracle.com/technetwork/to
pics/security/cpuapr2011-301950.html
url: http://inoa.net/qgmail-
tls/vu555316.patch

url:
http://www.kb.cert.org/vuls/id/55531
6

cert-bund: CB-K15/1514

dfn-cert: DFN-CERT-2011-0917
dfn-cert: DFN-CERT-2011-0912
dfn-cert: DFN-CERT-2011-0897
dfn-cert: DFN-CERT-2011-0844
dfn-cert: DFN-CERT-2011-0818
dfn-cert: DFN-CERT-2011-0808
dfn-cert: DFN-CERT-2011-0771
dfn-cert: DFN-CERT-2011-0741
dfn-cert: DFN-CERT-2011-0712
dfn-cert: DFN-CERT-2011-0673
dfn-cert: DFN-CERT-2011-0597
dfn-cert: DFN-CERT-2011-0596
dfn-cert: DFN-CERT-2011-0519
dfn-cert: DFN-CERT-2011-0516
dfn-cert: DFN-CERT-2011-0483
dfn-cert: DFN-CERT-2011-0434
dfn-cert: DFN-CERT-2011-0393
dfn-cert: DFN-CERT-2011-0381

Issue

NVT: TWiki Cross-Site Request
Forgery Vulnerability (Sep 2010)
0ID: 1.3.6.1.4.1.25623.1.0.801281

Threat: Medium (CVSS: 6.8)
Port: 80/tcp

Summary:

TWiki is prone to a cross-site
request forgery (CSRF)
vulnerability.

Vulnerability Detection Result:
Installed version: @1.Feb.2003
Fixed version: 4.3.2

Impact:

Successful exploitation will allow

attacker to gain administrative
privileges on the target

application and can cause CSRF

attack.

Solution:

Solution type: VendorFix

Upgrade to TWiki version 4.3.2 or
later.

Affected Software/0S:
TWiki version prior to 4.3.2

Vulnerability Insight:
Attack can be done by tricking an
authenticated TWiki user into
visiting

a static HTML page on another
side, where a Javascript enabled
browser will se!
nd an HTTP POST request

to TWiki, which in turn will
process the request as the TWiki
user.

Vulnerability Detection Method:
Details:

TWiki Cross-Site Request Forgery
Vulnerability (Sep 2010)

(0ID: 1.3.6.1.4.1.25623.1.0.801281)
Version used: 2024-03-01T14:37:10Z

References:
cve: CVE-2009-4898
url:

http://www.openwall.com/lists/oss-
security/2010/08/03/8

url:
http://www.openwall.com/lists/oss-
security/2010/08/02/17

url: http://twiki.org/cgi-
bin/view/Codev/SecurityAuditTokenBas
edCsrfFix

url: http://twiki.org/cgi-
bin/view/Codev/DownloadTWiki

NVT: RPC Portmapper Service
Public WAN (Internet) / Public LAN
Accessible

0ID: 1.3.6.1.4.1.25623.1.0.104901
Threat: Medium (CVSS: 6.4)

Port: 111/tcp

Product detection result:
cpe:/a:portmap:portmap

Detected by: RPC Portmapper Service
Detection (TCP) (OID:
1.3.6.1.4.1.25623.1.0.108090)

Summary:
The script checks if the target host
is running a RPC Portmapper

service accessible from a public
WAN (Internet) / public LAN.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Solution:
Solution type: Mitigation
- Only allow access to the RPC
Portmapper service from trusted
sources
- Disable the service if unused /
not required

Vulnerability Insight:
A public accessible RPC Portmapper
service is generally seen as

/ assumed to be a security
misconfiguration.

In addition openly accessible RPC
Portmapper services can be abused
for distri!
buted denial of

service (DDoS) reflection attacks
against third parties.

Please see the references for more
information.

Vulnerability Detection Method:
Evaluate if the target host is
running a RPC Portmapper

service accessible from a public
WAN (Internet) / public LAN.

Note: A configuration option
'Network type' to define if a
scanned network sho!
uld be seen as a

public LAN can be found in the
preferences of the following VT:

Global variable settings (OID:
1.3.6.1.4.1.25623.1.0.12288)
Details:

RPC Portmapper Service Public WAN

(Internet) / Public LAN Accessible
(OID: 1.3.6.1.4.1.25623.1.0.104901)
Version used: 2023-09-13T05:05:227

Product Detection Result:
Product:cpe:/a:portmap:portmap

Method:RPC Portmapper Service
Detection (TCP)
(0ID: 1.3.6.1.4.1.25623.1.0.108090)
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References:

url:
https://www.bsi.bund.de/EN/Themen/Un
ternehmen-und-Organisationen/Cyber-
Sicherheitslage/Reaktion/CERT-
Bund/CERT-Bund-Reports/HowTo/Offene-
Portmapper-Dienste/Offene-
Portmapper-Dienste.html

url:
https://www.debian.org/doc/manuals/s
ecuring-debian-manual/rpc.en.html

url: https://blog.lumen.com/a-new-
ddos-reflection-attack-portmapper-
an-early-warning-to-the-industry/

Issue

NVT: Anonymous FTP Login
Reporting

0ID: 1.3.6.1.4.1.25623.1.0.900600

Threat: Medium (CVSS: 6.4)
Port: 21/tcp

Summary:
Reports if the remote FTP Server
allows anonymous logins.

Vulnerability Detection Result:
It was possible to login to the
remote FTP service with the
following anonymous !
account(s):
anonymous : anonymous@example. com
ftp:anonymous@example.com

Impact:
Based on the files accessible via
this anonymous FTP login and

the permissions of this account an
attacker might be able to:

- gain access to sensitive files

- upload or delete files.

Solution:

Solution type: Mitigation

If you do not want to share files,

you should disable anonymous
logins.

Vulnerability Insight:
A host that provides an FTP service
may additionally provide

Anonymous FTP access as well.
Under this arrangement, users do not
strictly ne!
ed an account on the

host. Instead the user typically
enters ‘anonymous' or 'ftp' when
prompted for!

username. Although

users are commonly asked to send
their email address as their
password, little!

to no verification

is actually performed on the
supplied data.

Remark: NIST don't see
‘configuration issues' as software
flaws so the referen!
ced CVE has a

severity of ©.0. The severity of
this VT has been raised by Greenbone
to still!

report a
configuration issue on the target.

Vulnerability Detection Method:
Details:

Anonymous FTP Login Reporting

(OID: 1.3.6.1.4.1.25623.1.0.900600)
Version used: 2021-10-20T09:03:29Z

References:
cve: CVE-1999-0497

NVT: TWiki < 6.1.0 XSS
Vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.141830
Threat: Medium (CVSS: 6.1)

Port: 80/tcp

Summary:
bin/statistics in TWiki 6.0.2 allows
XSS via the webs parameter.

Vulnerability Detection Result:
Installed version: 01.Feb.2003
Fixed version: 6.1.0

Solution:
Solution type: VendorFix
Update to version 6.1.0 or later.

Affected Software/0S:
TWiki version 6.0.2 and probably
prior.

Vulnerability Detection Method:
Checks if a vulnerable version is
present on the target host.
Details:

TWiki < 6.1.0 XSS Vulnerability
(OID: 1.3.6.1.4.1.25623.1.0.141830)
Version used: 2023-07-14T16:09:27Z

References:
cve: CVE-2018-20212
url:

https://seclists.org/fulldisclosure/
2019/Jan/7

url: http://twiki.org/cgi-
bin/view/Codev/DownloadTWiki

Issue

NVT: jQuery < 1.9.0 XSS
Vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.141636

Threat: Medium (CVSS: 6.1)
Port: 80/tcp

Summary:
jQuery is prone to a cross-site
scripting (XSS)

vulnerability.

Vulnerability Detection Result:
Installed version: 1.3.2

Fixed version: 1.9.0
Installation

path / port:
/mutillidae/javascript/ddsmoothmenu/
jquery.min.js

Detection info (see OID:
1.3.6.1.4.1.25623.1.0.150658 for
more info):

- Identified file:
http://193.42.15.22/mutillidae/javas
cript/ddsmoothmenu/jquery!

.min.js

- Referenced at:
http://193.42.15.22/mutillidae/

Solution:
Solution type: VendorFix
Update to version 1.9.0 or later.

Affected Software/0S:
jQuery prior to version 1.9.0.

Vulnerability Insight:
The jQuery(strInput) function does
not differentiate selectors

from HTML in a reliable fashion.
In vulnerable versions, jQuery
determined whe!
ther the input was

HTML by looking for the '<'
character anywhere in the string,
giving attackers!

more flexibility

when attempting to construct a
malicious payload. In fixed
versions, jQuery on!
ly deems the input

to be HTML if it explicitly starts
with the '<' character, limiting
exploitabi!
lity only to

attackers who can control the
beginning of a string, which is far
less common.

Vulnerability Detection Method:
Checks if a vulnerable version is
present on the target host.
Details:

jQuery < 1.9.0 XSS Vulnerability
(0OID: 1.3.6.1.4.1.25623.1.0.141636)
Version used: 2023-07-14T05:06:08Z

References:
cve: CVE-2012-6708
url:

https://bugs.jquery.com/ticket/11290
cert-bund: WID-SEC-2026-1752
cert-bund: WID-SEC-2022-0673
cert-bund: CB-K22/0045

cert-bund: CB-K18/1131

dfn-cert: DFN-CERT-2025-1803
dfn-cert: DFN-CERT-2023-1197
dfn-cert: DFN-CERT-2020-0590

NVT: Samba 3.0.0 <= 3.0.25rc3 MS-
RPC Remote Shell Command Execution
Vulnerability - Active Check

0ID: 1.3.6.1.4.1.25623.1.0.108011
Threat: Medium (CVSS: 6.0)

Port: 445/tcp

Product detection result:
cpe:/a:samba:samba:3.0.20

Detected by: SMB NativelLanMan (OID:
1.3.6.1.4.1.25623.1.0.102011)

Summary:
Samba is prone to a vulnerability
that allows attackers to

execute arbitrary shell commands
because the software fails to
sanitize user-s!
upplied input.

Vulnerability Detection Result:

By sending a special crafted SMB
request it was possible to execute
“ping -p 5f!
4f70656e564153565431393039335F -c50
193.42.15.25"" on the remote host.
Received answer (ICMP "Data" field):
0x00: 6B 70 2C 6A 1B F3 04 00 56 54
31 39 30 39 33 5F

kp,j....VT19093_

Ox10: 5F 4F 70 65 6E 56 41 53 56 54
31 39 30 39 33 5F

_OpenVASVT19093_

0x20: 5F 4F 70 65 6E 56 41 53 56 54
31 39 30 39 33 5F

_OpenVASVT19093_

Ox30: 5F 4F 70 65 6E 56 41 53
_OpenVAS

Impact:
An attacker may leverage this issue
to execute arbitrary shell

commands on an affected system
with the privileges of the
application.

Solution:
Solution type: VendorFix
Updates are available. Please see
the referenced vendor
advisory.

Affected Software/0S:
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Samba versions 3.0.0 through
3.0.25rc3.

Vulnerability Detection Method:
Sends a crafted SMB request and
checks if the target is

sending an ICMP Echo Request back
to the scanner host.

Note: For a successful detection
of this flaw the scanner host needs
to be abl!

e to directly

receive ICMP Echo Requests (Type

8) from the target.

Details:

Samba 3.0.0 <= 3.0.25rc3 MS-RPC
Remote Shell Command Execution
Vulnerability...

(OID: 1.3.6.1.4.1.25623.1.0.108011)
Version used: 2026-03-12T705:56:11Z

Product Detection Result:
Product:cpe:/a:samba:samba:3.0.20

Method:SMB NativelLanMan
(OID: 1.3.6.1.4.1.25623.1.0.102011)

References:

cve: CVE-2007-2447

url:
https://www.samba.org/samba/security
/CVE-2007-2447 .html

url:
https://web.archive.org/web/20210121
173708/http://www.securityfocus.com/
bid/23972

NVT: TWiki CSRF Vulnerability
0ID: 1.3.6.1.4.1.25623.1.0.800400
Threat: Medium (CVSS: 6.0)

Port: 80/tcp

Summary :

TWiki is prone to a cross-site
request forgery (CSRF)
vulnerability.

Vulnerability Detection Result:
Installed version: @1.Feb.2003
Fixed version: 4.3.1

Impact:

Successful exploitation will allow

attacker to gain administrative
privileges on the target

application and can cause CSRF

attack.

Solution:
Solution type: VendorFix
Upgrade to version 4.3.1 or later.

Affected Software/0S:
TWiki version prior to 4.3.1

Vulnerability Insight:

Remote authenticated user can create
a specially crafted image tag that,
when viewed by the target user,
will update pages on the target

system with th!
e privileges of the target user
via HTTP requests.

Vulnerability Detection Method:
Details:

TWiki CSRF Vulnerability

(OID: 1.3.6.1.4.1.25623.1.0.800400)
Version used: 2024-06-28T05:05:33Z

References:

cve: CVE-2009-1339

url:
http://secunia.com/advisories/34880
url: http://bugs.debian.org/cgi-
bin/bugreport.cgi?bug=526258

url:
http://twiki.org/p/pub/Codev/Securit
yAlert-CVE-2009-1339/TWiki-4.3.0-c-
diff-cve-2009-1339.txt

Issue

NVT: SSL/TLS: Deprecated SSLv2
and SSLv3 Protocol Detection

0ID: 1.3.6.1.4.1.25623.1.0.111012

Threat: Medium (CVSS: 5.9)
Port: 5432/tcp

Product detection result:
cpe:/a:ietf:secure_sockets_layer:3.0
Detected by: SSL/TLS: Version
Detection (OID:
1.3.6.1.4.1.25623.1.0.105782)

Summary:
It was possible to detect the usage
of the deprecated SSLv2

and/or SSLv3 protocol on this
system.

Vulnerability Detection Result:

In addition to TLSv1l.0+ the service
is also providing the deprecated
SSLv3 proto!

col and supports one or more
ciphers. Those supported ciphers can
be found in th!

e 'SSL/TLS: Report Supported Cipher
Suites' (OID:
1.3.6.1.4.1.25623.1.0.802067) !

VT.

Impact:

An attacker might be able to use the

known cryptographic flaws to
eavesdrop the connection between

clients and the service to get

access to sens!

itive data

transferred within the secured
connection.

Furthermore newly uncovered
vulnerabilities in this protocols
won't receive se!
curity updates

anymore.

Solution:
Solution type: Mitigation
It is recommended to disable the
deprecated SSLv2 and/or SSLv3
protocols in favor of the TLSv1.2+
protocols.
Please see the references for more
resources supporting you with this
task.

Affected Software/0S:
All services providing an encrypted
communication using the

SSLv2 and/or SSLv3 protocols.

Vulnerability Insight:

The SSLv2 and SSLv3 protocols

contain known cryptographic flaws
like:

- CVE-2014-3566: Padding Oracle On
Downgraded Legacy Encryption
(POODLE)

- CVE-2016-0800: Decrypting RSA
with Obsolete and Weakened
eNcryption (DROWN)

Vulnerability Detection Method:
Checks the used SSL protocols of the
services provided by this

system.
Details:
SSL/TLS: Deprecated SSLv2 and SSLv3
Protocol Detection
(0ID: 1.3.6.1.4.1.25623.1.0.111012)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:secure_sockets_1
ayer:3.0

Method:SSL/TLS: Version Detection
(0OID: 1.3.6.1.4.1.25623.1.0.105782)

References:

cve: CVE-2016-0800

cve: CVE-2014-3566

url:
https://configurator.tlsref.org/

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html

url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TRO3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org

url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

url: https://drownattack.com

url:
https://www.imperialviolet.org/2014/
10/14/poodle.html

cert-bund: WID-SEC-2026-0180

cert-bund: WID-SEC-2025-1658

cert-bund: WID-SEC-2023-0431

cert-bund: WID-SEC-2023-0427

cert-bund: CB-K18/0094

cert-bund: CB-K17/1198

cert-bund: CB-K17/1196

cert-bund: CB-K16/1828

cert-bund: CB-K16/1438

cert-bund: CB-K16/1384

cert-bund: CB-K16/1141

cert-bund: CB-K16/1107

cert-bund: CB-K16/1102

cert-bund: CB-K16/0792

cert-bund: CB-K16/0599

cert-bund: CB-K16/0597

cert-bund: CB-K16/0459

cert-bund: CB-K16/0456

cert-bund: CB-K16/0433

cert-bund: CB-K16/0424

cert-bund: CB-K16/0415

cert-bund: CB-K16/0413

cert-bund: CB-K16/0374

cert-bund: CB-K16/0367

cert-bund: CB-K16/0331

cert-bund: CB-K16/0329

cert-bund: CB-K16/0328

cert-bund: CB-K16/0156

cert-bund: CB-K15/1514

cert-bund: CB-K15/1358

cert-bund: CB-K15/1021

cert-bund: CB-K15/0972

cert-bund: CB-K15/0637

cert-bund: CB-K15/0590

cert-bund: CB-K15/0525

cert-bund: CB-K15/0393

cert-bund: CB-K15/0384

cert-bund: CB-K15/0287

cert-bund: CB-K15/0252

cert-bund: CB-K15/0246

cert-bund: CB-K15/0237

cert-bund: CB-K15/0118

cert-bund: CB-K15/0110

cert-bund: CB-K15/0108

cert-bund: CB-K15/0080

cert-bund: CB-K15/0078

cert-bund: CB-K15/0077
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cert-bund: CB-K15/0075

cert-bund: CB-K14/1617

cert-bund: CB-K14/1581

cert-bund: CB-K14/1537

cert-bund: CB-K14/1479

cert-bund: CB-K14/1458

cert-bund: CB-K14/1342

cert-bund: CB-K14/1314

cert-bund: CB-K14/1313

cert-bund: CB-K14/1311

cert-bund: CB-K14/1304

cert-bund: CB-K14/1296

dfn-cert: DFN-CERT-2018-0096
dfn-cert: DFN-CERT-2017-1238
dfn-cert: DFN-CERT-2017-1236
dfn-cert: DFN-CERT-2016-1929
dfn-cert: DFN-CERT-2016-1527
dfn-cert: DFN-CERT-2016-1468
dfn-cert: DFN-CERT-2016-1216
dfn-cert: DFN-CERT-2016-1174
dfn-cert: DFN-CERT-2016-1168
dfn-cert: DFN-CERT-2016-0884
dfn-cert: DFN-CERT-2016-0841
dfn-cert: DFN-CERT-2016-0644
dfn-cert: DFN-CERT-2016-0642
dfn-cert: DFN-CERT-2016-0496
dfn-cert: DFN-CERT-2016-0495
dfn-cert: DFN-CERT-2016-0465
dfn-cert: DFN-CERT-2016-0459
dfn-cert: DFN-CERT-2016-0453
dfn-cert: DFN-CERT-2016-0451
dfn-cert: DFN-CERT-2016-0415
dfn-cert: DFN-CERT-2016-0403
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2016-0360
dfn-cert: DFN-CERT-2016-0359
dfn-cert: DFN-CERT-2016-0357
dfn-cert: DFN-CERT-2016-0171
dfn-cert: DFN-CERT-2015-1431
dfn-cert: DFN-CERT-2015-1075
dfn-cert: DFN-CERT-2015-1026
dfn-cert: DFN-CERT-2015-0664
dfn-cert: DFN-CERT-2015-0548
dfn-cert: DFN-CERT-2015-0404
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0259
dfn-cert: DFN-CERT-2015-0254
dfn-cert: DFN-CERT-2015-0245
dfn-cert: DFN-CERT-2015-0118
dfn-cert: DFN-CERT-2015-0114
dfn-cert: DFN-CERT-2015-0083
dfn-cert: DFN-CERT-2015-0082
dfn-cert: DFN-CERT-2015-0081
dfn-cert: DFN-CERT-2015-0076
dfn-cert: DFN-CERT-2014-1717
dfn-cert: DFN-CERT-2014-1680
dfn-cert: DFN-CERT-2014-1632
dfn-cert: DFN-CERT-2014-1564
dfn-cert: DFN-CERT-2014-1542
dfn-cert: DFN-CERT-2014-1414
dfn-cert: DFN-CERT-2014-1366
dfn-cert: DFN-CERT-2014-1354

Issue

NVT: SSL/TLS: Deprecated SSLv2
and SSLv3 Protocol Detection

OID: 1.3.6.1.4.1.25623.1.0.111012

Threat: Medium (CVSS: 5.9)
Port: 25/tcp

Product detection result:
cpe:/a:ietf:secure_sockets_layer:2.0
Detected by: SSL/TLS: Version
Detection (OID:
1.3.6.1.4.1.25623.1.0.105782)

Summary:
It was possible to detect the usage
of the deprecated SSLv2

and/or SSLv3 protocol on this
system.

Vulnerability Detection Result:

In addition to TLSv1l.0+ the service
is also providing the deprecated
SSLv2 and S!

SLv3 protocols and supports one or
more ciphers. Those supported
ciphers can be !

found in the 'SSL/TLS: Report
Supported Cipher Suites' (OID:
1.3.6.1.4.1.25623.1!

.0.802067) VT.

Impact:

An attacker might be able to use the

known cryptographic flaws to
eavesdrop the connection between

clients and the service to get

access to sens!

itive data

transferred within the secured
connection.

Furthermore newly uncovered
vulnerabilities in this protocols
won't receive se!
curity updates

anymore.

Solution:
Solution type: Mitigation
It is recommended to disable the
deprecated SSLv2 and/or SSLv3
protocols in favor of the TLSv1.2+
protocols.
Please see the references for more
resources supporting you with this
task.

Affected Software/0S:
All services providing an encrypted
communication using the

SSLv2 and/or SSLv3 protocols.

Vulnerability Insight:

The SSLv2 and SSLv3 protocols

contain known cryptographic flaws
like:

- CVE-2014-3566: Padding Oracle On
Downgraded Legacy Encryption
(POODLE)

- CVE-2016-0800: Decrypting RSA
with Obsolete and Weakened
eNcryption (DROWN)

Vulnerability Detection Method:
Checks the used SSL protocols of the
services provided by this

system.
Details:
SSL/TLS: Deprecated SSLv2 and SSLv3
Protocol Detection
(OID: 1.3.6.1.4.1.25623.1.0.111012)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:secure_sockets_1
ayer:2.0

Method:SSL/TLS: Version Detection
(OID: 1.3.6.1.4.1.25623.1.0.105782)

References:

cve: CVE-2016-0800

cve: CVE-2014-3566

url:
https://configurator.tlsref.org/

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html

url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TR03116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min

deststandard_BSI_TLS_Version_2_4.htm

1
url:

https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org

url:

https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-

parameters-

report-2014

url: https://drownattack.com

url:

https://www.imperialviolet.org/2014/
10/14/poodle.html

cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:
cert-bund:

dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
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dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:

WID-SEC-2026-0180
WID-SEC-2025-1658
WID-SEC-2023-0431
WID-SEC-2023-0427
CB-K18/0094
CB-K17/1198
CB-K17/1196
CB-K16/1828
CB-K16/1438
CB-K16/1384
CB-K16/1141
CB-K16/1107
CB-K16/1102
CB-K16/0792
CB-K16/0599
CB-K16/0597
CB-K16/0459
CB-K16/0456
CB-K16/0433
CB-K16/0424
CB-K16/0415
CB-K16/0413
CB-K16/0374
CB-K16/0367
CB-K16/0331
CB-K16/0329
CB-K16/0328
CB-K16/0156
CB-K15/1514
CB-K15/1358
CB-K15/1021
CB-K15/0972
CB-K15/0637
CB-K15/0590
CB-K15/@525
CB-K15/0393
CB-K15/0384
CB-K15/0287
CB-K15/0252
CB-K15/0246
CB-K15/0237
CB-K15/0118
CB-K15/0110
CB-K15/0108
CB-K15/0080
CB-K15/0078
CB-K15/0077
CB-K15/0075
CB-K14/1617
CB-K14/1581
CB-K14/1537
CB-K14/1479
CB-K14/1458
CB-K14/1342
CB-K14/1314
CB-K14/1313
CB-K14/1311
CB-K14/1304
CB-K14/1296
DFN-CERT-2018-0096
DFN-CERT-2017-1238
DFN-CERT-2017-1236
DFN-CERT-2016-1929
DFN-CERT-2016-1527
DFN-CERT-2016-1468
DFN-CERT-2016-1216
DFN-CERT-2016-1174
DFN-CERT-2016-1168
DFN-CERT-2016-0884
DFN-CERT-2016-0841
DFN-CERT-2016-0644
DFN-CERT-2016-0642
DFN-CERT-2016-0496
DFN-CERT-2016-0495
DFN-CERT-2016-0465
DFN-CERT-2016-0459
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dfn-cert: DFN-CERT-2016-0453
dfn-cert: DFN-CERT-2016-0451
dfn-cert: DFN-CERT-2016-0415
dfn-cert: DFN-CERT-2016-0403
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2016-0360
dfn-cert: DFN-CERT-2016-0359
dfn-cert: DFN-CERT-2016-0357
dfn-cert: DFN-CERT-2016-0171
dfn-cert: DFN-CERT-2015-1431
dfn-cert: DFN-CERT-2015-1075
dfn-cert: DFN-CERT-2015-1026
dfn-cert: DFN-CERT-2015-0664
dfn-cert: DFN-CERT-2015-0548
dfn-cert: DFN-CERT-2015-0404
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0259
dfn-cert: DFN-CERT-2015-0254
dfn-cert: DFN-CERT-2015-0245
dfn-cert: DFN-CERT-2015-0118
dfn-cert: DFN-CERT-2015-0114
dfn-cert: DFN-CERT-2015-0083
dfn-cert: DFN-CERT-2015-0082
dfn-cert: DFN-CERT-2015-0081
dfn-cert: DFN-CERT-2015-0076
dfn-cert: DFN-CERT-2014-1717
dfn-cert: DFN-CERT-2014-1680
dfn-cert: DFN-CERT-2014-1632
dfn-cert: DFN-CERT-2014-1564
dfn-cert: DFN-CERT-2014-1542
dfn-cert: DFN-CERT-2014-1414
dfn-cert: DFN-CERT-2014-1366
dfn-cert: DFN-CERT-2014-1354

Issue
NVT: SSL/TLS: Report Weak Cipher
Suites
0ID: 1.3.6.1.4.1.25623.1.0.103440

Threat: Medium (CVSS: 5.9)
Port: 5432/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Report
Supported Cipher Suites (OID:
1.3.6.1.4.1.25623.1.0.802067)

Summary:

This routine reports all weak

SSL/TLS cipher suites accepted by
a service.

Vulnerability Detection Result:
'Weak' cipher suites accepted by
this service via the SSLv3 protocol:
TLS_RSA_WITH_RC4_128_SHA

'Weak' cipher suites accepted by
this service via the TLSv1.0
protocol:

TLS_RSA_WITH_RC4_128_SHA

Impact:
This could allow remote attackers to
obtain sensitive information

or have other, unspecified
impacts.

Solution:
Solution type: Mitigation
The configuration of this services
should be changed so that it

does not accept the listed weak
cipher suites anymore.

Please see the references for more
resources supporting you with this
task.

Affected Software/0S:
All services providing an encrypted
communication using weak

SSL/TLS cipher suites.

Vulnerability Insight:

These rules are applied for the

evaluation of the cryptographic
strength:

- RC4 is considered to be weak
(CVE-2013-2566, CVE-2015-2808)

- Ciphers using 64 bit or less are
considered to be vulnerable to brute
force !
methods and

therefore considered as weak (CVE-
2015-4000)

- 1024 bit RSA authentication is
considered to be insecure and
therefore as we!
ak

- Any cipher considered to be
secure for only the next 10 years is
considered !
as medium

- Any other cipher is considered
as strong

Vulnerability Detection Method:
Checks previous collected cipher
suites.

NOTE: No severity for SMTP
services with 'Opportunistic TLS'
and weak cipher s!
uites on port 25/tcp

is reported. If too strong cipher
suites are configured for this
service the al!
lternative would be

to fall back to an even more
insecure cleartext communication.
Details:

SSL/TLS: Report Weak Cipher Suites
(OID: 1.3.6.1.4.1.25623.1.0.103440)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:transport_layer_
security

Method:SSL/TLS: Report Supported
Cipher Suites
(OID: 1.3.6.1.4.1.25623.1.0.802067)

References:

cve: CVE-2013-2566

cve: CVE-2015-2808

cve: CVE-2015-4000

url:
https://configurator.tlsref.org/

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html

url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TRO3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org

url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014
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dfn-cert:
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dfn-cert:

NVT: HTTP Debugging Methods

CB-K16/0030
CB-K15/1751
CB-K15/1591
CB-K15/1550
CB-K15/1517
CB-K15/1514
CB-K15/1464
CB-K15/1442
CB-K15/1334
CB-K15/1269
CB-K15/1136
CB-K15/1090
CB-K15/1059
CB-K15/1022
CB-K15/1015
CB-K15/0986
CB-K15/0964
CB-K15/0962
CB-K15/0932
CB-K15/0927
CB-K15/0926
CB-K15/0907
CB-K15/0901
CB-K15/0896
CB-K15/0889
CB-K15/0877
CB-K15/0850
CB-K15/0849
CB-K15/0834
CB-K15/0827
CB-K15/0802
CB-K15/0764
CB-K15/0733
CB-K15/0667
CB-K14/0935
CB-K13/0942
DFN-CERT-2023-2939
DFN-CERT-2021-0775
DFN-CERT-2020-1561
DFN-CERT-2020-1276
DFN-CERT-2017-1821
DFN-CERT-2016-1692
DFN-CERT-2016-1648
DFN-CERT-2016-1168
DFN-CERT-2016-0665
DFN-CERT-2016-0642
DFN-CERT-2016-0184
DFN-CERT-2016-0135
DFN-CERT-2016-0101
DFN-CERT-2016-0035
DFN-CERT-2015-1853
DFN-CERT-2015-1679
DFN-CERT-2015-1632
DFN-CERT-2015-1608
DFN-CERT-2015-1542
DFN-CERT-2015-1518
DFN-CERT-2015-1406
DFN-CERT-2015-1341
DFN-CERT-2015-1194
DFN-CERT-2015-1144
DFN-CERT-2015-1113
DFN-CERT-2015-1078
DFN-CERT-2015-1067
DFN-CERT-2015-1038
DFN-CERT-2015-1016
DFN-CERT-2015-1012
DFN-CERT-2015-0980
DFN-CERT-2015-0977
DFN-CERT-2015-0976
DFN-CERT-2015-0960
DFN-CERT-2015-0956
DFN-CERT-2015-0944
DFN-CERT-2015-0937
DFN-CERT-2015-0925
DFN-CERT-2015-0884
DFN-CERT-2015-0881
DFN-CERT-2015-0879
DFN-CERT-2015-0866
DFN-CERT-2015-0844
DFN-CERT-2015-0800
DFN-CERT-2015-0737
DFN-CERT-2015-0696
DFN-CERT-2014-0977

(TRACE/TRACK) Enabled
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0ID: 1.3.6.1.4.1.25623.1.0.11213
Threat: Medium (CVSS: 5.8)
Port: 80/tcp

Summary:
The remote web server supports the
TRACE and/or TRACK

methods. TRACE and TRACK are HTTP
methods which are used to debug web
server c!
onnections.

Vulnerability Detection Result:
The web server has the following
HTTP methods enabled: TRACE

Impact:
An attacker may use this flaw to
trick your legitimate web

users to give him their
credentials.

Solution:

Solution type: Mitigation

Disable the TRACE and TRACK methods
in your web server

configuration.

Please see the manual of your web
server or the references for more
informatio!

n.

Affected Software/0S:
Web servers with enabled TRACE
and/or TRACK methods.

Vulnerability Insight:
It has been shown that web servers
supporting this methods

are subject to cross-site-
scripting attacks, dubbed XST for
Cross-Site-Tracing!
, when used in

conjunction with various
weaknesses in browsers.

Vulnerability Detection Method:
Checks if HTTP methods such as TRACE
and TRACK are

enabled and can be used.
Details:
HTTP Debugging Methods (TRACE/TRACK)
Enabled
(OID: 1.3.6.1.4.1.25623.1.0.11213)
Version used: 2023-08-01T13:29:10Z

References:

cve: CVE-2003-1567

cve: CVE-2004-2320

cve: CVE-2004-2763

cve: CVE-2005-3398

cve: CVE-2006-4683

cve: CVE-2007-3008

cve: CVE-2008-7253

cve: CVE-2009-2823

cve: CVE-2010-0386

cve: CVE-2012-2223

cve: CVE-2014-7883

url:
http://www.kb.cert.org/vuls/id/28830
8

url:
http://www.securityfocus.com/bid/116
04

url:
http://www.securityfocus.com/bid/152
22

url:
http://www.securityfocus.com/bid/199
15

url:
http://www.securityfocus.com/bid/244
56

url:
http://www.securityfocus.com/bid/333
74

url:

url:
http://www.securityfocus.com/bid/369
90

url:
http://www.securityfocus.com/bid/379
95

url:
http://www.securityfocus.com/bid/950
6

url:
http://www.securityfocus.com/bid/956
1

url:
http://www.kb.cert.org/vuls/id/86759
3

url:
https://httpd.apache.org/docs/curren
t/en/mod/core.html#traceenable

url:
https://techcommunity.microsoft.com/
t5/iis-support-blog/http-track-and-
trace-verbs/ba-p/784482

url: https://owasp.org/www-
community/attacks/Cross_Site_Tracing
cert-bund: CB-K14/0981

dfn-cert: DFN-CERT-2021-1825
dfn-cert: DFN-CERT-2014-1018
dfn-cert: DFN-CERT-2010-0020

NVT: SSL/TLS: Server Certificate
/ Certificate in Chain with RSA keys
less than 2048 bits

0ID: 1.3.6.1.4.1.25623.1.0.150710
Threat: Medium (CVSS: 5.3)

Port: 25/tcp

Summary:

The remote SSL/TLS server

certificate and/or any of the
certificates in the certificate

chain is using a RSA key with less

than 2048 b!

its.

Vulnerability Detection Result:

The remote SSL/TLS server is using
the following certificate(s) with a
RSA key w!

ith less than 2048 bits (public-key-
size:public-key-
algorithm:serial:issuer):

1024 :RSA:00FAF93A4C7FB6BOCC:1.2.840.
113549.1.9.1=#726F6F74407562756E7475
3830342D!
626173652E6C6F63616C646F6D61696E ,CN=
ubuntu804-base.localdomain,OU=0ffice
for Com!

plication of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no such t!

hing outside US,C=XX (Server
certificate)

Impact:
Using certificates with weak RSA key
size can lead to

unauthorized exposure of sensitive
information.

Solution:

Solution type: Mitigation

Replace the certificate with a

stronger key and reissue the
certificates it signed.

Vulnerability Insight:

SSL/TLS certificates using RSA keys

with less than 2048 bits are
considered unsafe.

Vulnerability Detection Method:

Checks the RSA keys size of the

server certificate and all
certificates in chain for a size <

SSL/TLS: Server Certificate /
Certificate in Chain with RSA keys
less than 2...

(O0ID: 1.3.6.1.4.1.25623.1.0.1507190)
Version used: 2021-12-10T12:48:00Z

References:

url: https://www.cabforum.org/wp-
content/uploads/Baseline_Requirement
s_V1.pdf

Issue
NVT: phpinfo() Output Reporting
(HTTP)
OID: 1.3.6.1.4.1.25623.1.0.11229

Threat: Medium (CVSS: 5.3)
Port: 80/tcp

Summary:

Reporting of files containing the

output of the phpinfo() PHP
function previously detected via

HTTP.

Vulnerability Detection Result:
The following files are calling the
function phpinfo() which disclose
potentiall!
y sensitive information:
http://193.42.15.22/mutillidae/phpin
fo.php
Concluded from:

<title>phpinfo()</title><meta
name="ROBOTS"
content="NOINDEX,NOFOLLOW, NOARCHIV!
E" /></head>

<tr><td class="e">Configuration
File (php.ini) Path </td><td
class="v">/etc/ph!
p5/cgi </td></tr>

<h2>PHP Core</h2>

<h2>PHP Variables</h2>
http://193.42.15.22/phpinfo.php
Concluded from:

<title>phpinfo()</title><meta
name="ROBOTS"
content="NOINDEX,NOFOLLOW, NOARCHIV!
E" /></head>

<tr><td class="e">Configuration
File (php.ini) Path </td><td
class="v">/etc/ph!
p5/cgi </td></tr>

<h2>PHP Core</h2>

<h2>PHP Variables</h2>

Impact:
Some of the information that can be
gathered from this file

includes:

The username of the user running
the PHP process, if it is a sudo
user, the IP!

address of the

host, the web server version, the
system version (Unix, Linux,
Windows, ...), !
and the root

directory of the web server.

Solution:

Solution type: Workaround

Delete the listed files or restrict
access to them.

Affected Software/0S:

All systems exposing a file

containing the output of the
phpinfo() PHP function.

This VT is also reporting if an
affected endpoint for the following
products h!
ave been identified:

- CVE-2008-0149: TUTOS

- CVE-2023-49282, CVE-2023-49283:
Microsoft Graph PHP SDK

http://www.securityfocus.com/bid/369 2048 bit. - CVE-2024-10486: Google for
56 Details: WooCommerce plugin for WordPress
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Vulnerability Insight:
Many PHP installation tutorials
instruct the user to create a

file called phpinfo.php or similar
containing the phpinfo() statement.
Such a !
file is often left

back in the webserver directory.

Vulnerability Detection Method:
This script reports files identified
by the following separate

VT: 'phpinfo() Output Detection
(HTTP)' (OID:
1.3.6.1.4.1.25623.1.0.108474).
Details:
phpinfo() Output Reporting (HTTP)
(OID: 1.3.6.1.4.1.25623.1.0.11229)
Version used: 2025-07-09T05:43:50Z

References:

cve: CVE-2008-0149

cve: CVE-2023-49282

cve: CVE-2023-49283

cve: CVE-2024-10486

url:
https://www.php.net/manual/en/functi
on.phpinfo.php

url:
https://beaglesecurity.com/blog/vuln
erability/revealing-phpinfo.html

NVT: Weak Key Exchange (KEX)
Algorithm(s) Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.150713
Threat: Medium (CVSS: 5.3)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak key
exchange (KEX) algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak KEX algorithm(s):

KEX algorithm |
Reason

diffie-hellman-group-exchange-shal |
Using SHA-1
diffie-hellman-groupl-shal |
Using Oakley Group 2 (a 1024-bit
MODP group!

) and SHA-1

Impact:
An attacker can quickly break
individual connections.

Solution:
Solution type: Mitigation
Disable the reported weak KEX
algorithm(s)

- 1024-bit MODP group / prime KEX
algorithms:

Alternatively use elliptic-curve
Diffie-Hellmann in general, e.g.
Curve 25519.

Vulnerability Insight:
- 1024-bit MODP group / prime KEX
algorithms:

Millions of HTTPS, SSH, and VPN

fie-Hellman key

exchange. Practitioners believed
this was safe as long as new key
exchange mes!
sages were generated

for every connection. However, the
first step in the number field
sieve-the mo!
st efficient

algorithm for breaking a Diffie-
Hellman connection-is dependent only
on this p!
rime.

A nation-state can break a 1024-
bit prime.

Vulnerability Detection Method:
Checks the supported KEX algorithms
of the remote SSH server.

Currently weak KEX algorithms are
defined as the following:

- non-elliptic-curve Diffie-
Hellmann (DH) KEX algorithms with
1024-bit MODP gr!
oup / prime

- ephemerally generated key
exchange groups uses SHA-1

- using RSA 1024-bit modulus key
Details:

Weak Key Exchange (KEX) Algorithm(s)
Supported (SSH)

(OID: 1.3.6.1.4.1.25623.1.0.150713)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url:
https://weakdh.org/sysadmin.html

url: https://www.rfc-
editor.org/rfc/rfco142

url: https://www.rfc-
editor.org/rfc/rfc9142#name-summary-
guidance-for-implem

url: https://www.rfc-
editor.org/rfc/rfc6194

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.5

Issue

NVT: Weak Host Key Algorithm(s)
(SSH)

0ID: 1.3.6.1.4.1.25623.1.0.117687

Threat: Medium (CVSS: 5.3)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:
The remote SSH server is configured
to allow / support weak host

key algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak host key
algorithm(s):

host key algorithm | Description

ssh-dss | Digital
Signature Algorithm (DSA) / Digital
Signature Stand!

Solution:

Solution type: Mitigation

Disable the reported weak host key
algorithm(s).

Vulnerability Detection Method:

Checks the supported host key

algorithms of the remote SSH
server.

Currently weak host key algorithms
are defined as the following:

- ssh-dss: Digital Signature
Algorithm (DSA) / Digital Signature
Standard (DSS!

)

Details:

Weak Host Key Algorithm(s) (SSH)
(0OID: 1.3.6.1.4.1.25623.1.0.117687)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc8332

url: https://www.rfc-
editor.org/rfc/rfc8709

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.6

NVT: SSL/TLS: Server Certificate
/ Certificate in Chain with RSA keys
less than 2048 bits

0ID: 1.3.6.1.4.1.25623.1.0.150710
Threat: Medium (CVSS: 5.3)

Port: 5432/tcp

Summary:

The remote SSL/TLS server

certificate and/or any of the
certificates in the certificate

chain is using a RSA key with less

than 2048 b!

its.

Vulnerability Detection Result:

The remote SSL/TLS server is using
the following certificate(s) with a
RSA key w!

ith less than 2048 bits (public-key-
size:public-key-
algorithm:serial:issuer):

1024 :RSA:00FAF93A4C7FB6BOCC:1.2.840.
113549.1.9.1=#726F6F74407562756E7475
3830342D!
626173652E6C6F63616C646F6D61696E ,CN=
ubuntu804-base.localdomain,OU=0ffice
for Com!

plication of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no such t!

hing outside US,C=XX (Server
certificate)

Impact:
Using certificates with weak RSA key
size can lead to

unauthorized exposure of sensitive
information.

Solution:

Solution type: Mitigation

Replace the certificate with a

stronger key and reissue the
certificates it signed.

Vulnerability Insight:
SSL/TLS certificates using RSA keys

servers all use the same prime ard (DSS) with less than 2048 bits are
numbers for Dif! considered unsafe.
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Vulnerability Detection Method:

Checks the RSA keys size of the

server certificate and all
certificates in chain for a size <

2048 bit.

Details:

SSL/TLS: Server Certificate /

Certificate in Chain with RSA keys

less than 2...

(0ID: 1.3.6.1.4.1.25623.1.0.150710)

Version used: 2021-12-10T12:48:00Z

References:

url: https://www.cabforum.org/wp-
content/uploads/Baseline_Requirement
s_V1.pdf

NVT: SSL/TLS: Certificate Expired
OID: 1.3.6.1.4.1.25623.1.0.103955
Threat: Medium (CVSS: 5.0)

Port: 25/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Collect and
Report Certificate Details (OID:
1.3.6.1.4.1.25623.1.0.103692)

Summary:
The remote server's SSL/TLS
certificate has already expired.

Vulnerability Detection Result:

The certificate of the remote
service expired on 2010-04-16
14:07:45.

Certificate details:

fingerprint (SHA-1)
ED093088706603BFD5DC237399B498DA2D4D
31C6

fingerprint (SHA-256)
E7A7FAOGD63E457C7C4A59B38B70849C6A70B
DA6F830C7A!

F1E32DEE436DE813CC

issued by
1.2.840.113549.1.9.1=#726F6F74407562
756E747538!
30342D626173652E6C6F63616C646F6D6169
6E,CN=ubuntu8e4-
base.localdomain,OU=0ffice f!

or Complication of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no !

such thing outside US,C=XX

public key algorithm |
RSA

public key size (bits) |
1024

serial |
@OFAF93A4C7FB6BSCC

signature algorithm |
shalWithRSAEncryption

subject |
1.2.840.113549.1.9.1=#726F6F74407562
756E747538!
30342D626173652E6C6F63616C646F6D6169
6E,CN=ubuntu8e4-
base.localdomain,OU=0ffice f!

or Complication of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no !

such thing outside US,C=XX

subject alternative names (SAN) |
None

valid from |
2010-03-17 14:07:45 UTC

valid until |
2010-04-16 14:07:45 UTC

Solution:

Solution type: Mitigation

Replace the SSL/TLS certificate by a
new one.

Vulnerability Insight:

This script checks expiry dates of

certificates associated with
SSL/TLS-enabled services on the

target and reports whether any have

already ex!

pired.

Vulnerability Detection Method:
Details:

SSL/TLS: Certificate Expired

(OID: 1.3.6.1.4.1.25623.1.0.103955)
Version used: 2026-03-13T05:54:58Z

Product Detection Result:

Product:cpe:/a:ietf:transport_layer_

security

Method:SSL/TLS: Collect and Report
Certificate Details
(OID: 1.3.6.1.4.1.25623.1.0.103692)

NVT: SSL/TLS: Renegotiation DoS
Vulnerability (CVE-2011-1473, CVE-
2011-5094)

0ID: 1.3.6.1.4.1.25623.1.0.117761
Threat: Medium (CVSS: 5.0)

Port: 5432/tcp

Summary:

The remote SSL/TLS service is prone

to a denial of service (DoS)
vulnerability.

Vulnerability Detection Result:

The following indicates that the
remote SSL/TLS service is affected:
Protocol Version | Successful re-
done SSL/TLS handshakes
(Renegotiation) over an!

existing / already established
SSL/TLS connection

TLSv1.0 | 10

Impact:
The flaw might make it easier for
remote attackers to cause a

DoS (CPU consumption) by
performing many renegotiations
within a single connec!
tion.

Solution:

Solution type: VendorFix

Users should contact their vendors
for specific patch

information.

A general solution is to
remove/disable renegotiation
capabilities altogether !
from/in the affected

SSL/TLS service.

Affected Software/0S:
Every SSL/TLS service which does not
properly restrict

client-initiated renegotiation.

Vulnerability Insight:
The flaw exists because the remote
SSL/TLS service does not

properly restrict client-initiated
renegotiation within the SSL and TLS
protoc!
ols.

Note: The referenced CVEs are
affecting OpenSSL and Mozilla
Network Security S!
ervices (NSS) but

both are in a DISPUTED state with
the following rationale:

> It can also be argued that it is
the responsibility of server
deployments, n!
ot a security

library, to prevent or limit
renegotiation when it is
inappropriate within a s!
pecific environment.

Both CVEs are still kept in this
VT as a reference to the origin of
this flaw.

Vulnerability Detection Method:
Checks if the remote service allows
to re-do the same SSL/TLS

handshake (Renegotiation) over an
existing / already established
SSL/TLS conne!
ction.
Details:
SSL/TLS: Renegotiation DoS
Vulnerability (CVE-2011-1473, CVE-
2011-5094)
(0ID: 1.3.6.1.4.1.25623.1.0.117761)
Version used: 2026-03-13T05:54:58Z

References:

cve: CVE-2011-1473

cve: CVE-2011-5094

url:
https://web.archive.org/web/20211201
133213/https://orchilles.com/ssl-
renegotiation-dos/

url:
https://mailarchive.ietf.org/arch/ms
g/tls/wdg46VE_jkYBbglS5yE4P9nQ-8IU/
url:
https://vincent.bernat.ch/en/blog/20
11-ssl-dos-mitigation

url:
https://www.openwall.com/lists/oss-
security/2011/07/08/2

cert-bund: WID-SEC-2026-0180
cert-bund: WID-SEC-2024-1591
cert-bund: WID-SEC-2024-0796
cert-bund: WID-SEC-2023-1435
cert-bund: CB-K17/0980

cert-bund: CB-K17/0979

cert-bund: CB-K14/0772

cert-bund: CB-K13/0915

cert-bund: CB-K13/0462

dfn-cert: DFN-CERT-2025-0933
dfn-cert: DFN-CERT-2017-1013
dfn-cert: DFN-CERT-2017-1012
dfn-cert: DFN-CERT-2014-0809
dfn-cert: DFN-CERT-2013-1928
dfn-cert: DFN-CERT-2012-1112

Issue

NVT: awiki <= 20100125 Multiple
LFI Vulnerabilities - Active Check
0ID: 1.3.6.1.4.1.25623.1.0.103210

Threat: Medium (CVSS: 5.0)
Port: 80/tcp

Summary:
awiki is prone to multiple local
file include (LFI)

vulnerabilities because it fails
to properly sanitize user-supplied
input.

Vulnerability Detection Result:
Vulnerable URL:
http://193.42.15.22/mutillidae/index
.php?page=/etc/passwd

Impact:
An attacker can exploit this
vulnerability to obtain potentially
sensitive information and execute
arbitrary local scripts in the
context of th!
e webserver
process. This may allow the
attacker to compromise the
application and the hos!
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t.

Solution:
Solution type: WillNotFix
No known solution was made available
for at least one year

since the disclosure of this
vulnerability. Likely none will be
provided anymo!
re. General

solution options are to upgrade to
a newer release, disable respective
feature!
s, remove the

product or replace the product by
another one.

Affected Software/0S:
awiki version 20100125 and prior.

Vulnerability Detection Method:
Sends a crafted HTTP GET request and
checks the response.

Details:

awiki <= 20100125 Multiple LFI
Vulnerabilities - Active Check

(OID: 1.3.6.1.4.1.25623.1.0.103210)
Version used: 2025-04-15T05:54:49Z

References:

url: https://www.exploit-
db.com/exploits/36047/

url:
http://www.securityfocus.com/bid/491
87

NVT: Check if Mailserver answer
to VRFY and EXPN requests

0ID: 1.3.6.1.4.1.25623.1.0.100072
Threat: Medium (CVSS: 5.0)

Port: 25/tcp

Summary :
The Mailserver on this host answers
to VRFY and/or EXPN requests.

Vulnerability Detection Result:
'VRFY root' produces the following
answer: 252 2.0.0 root

Solution:

Solution type: Workaround
Disable VRFY and/or EXPN on your
Mailserver.

For postfix add
‘disable_vrfy_command=yes' in
‘main.cf"'.

For Sendmail add the option 'O
PrivacyOptions=goaway'.

It is suggested that, if you
really want to publish this type of
information, !
you use a mechanism

that legitimate users actually
know about, such as Finger or HTTP.

Vulnerability Insight:
VRFY and EXPN ask the server for
information about an address. They
are

inherently unusable through
firewalls, gateways, mail exchangers
for part-time!

hosts, etc.

Vulnerability Detection Method:
Details:

Check if Mailserver answer to VRFY
and EXPN requests

(OID: 1.3.6.1.4.1.25623.1.0.100072)
Version used: 2023-10-31T05:06:37Z

References:
url: http://cr.yp.to/smtp/vrfy.html

Issue
NVT: SSL/TLS: Certificate Expired
0ID: 1.3.6.1.4.1.25623.1.0.103955

Threat: Medium (CVSS: 5.0)
Port: 5432/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Collect and
Report Certificate Details (OID:
1.3.6.1.4.1.25623.1.0.103692)

Summary:
The remote server's SSL/TLS
certificate has already expired.

Vulnerability Detection Result:

The certificate of the remote
service expired on 2010-04-16
14:07:45.

Certificate details:

fingerprint (SHA-1) |
EDO93088706603BFD5DC237399B498DA2D4D
31C6

fingerprint (SHA-256)
E7A7FAGD63E457C7C4A59B38B70849C6A70B
DA6F830C7A!

F1E32DEE436DE813CC

issued by
1.2.840.113549.1.9.1=#726F6F74407562
756E747538!
30342D626173652E6C6F63616C646F6D6169
6E,CN=ubuntu8e4-
base.localdomain,OU=0ffice f!

or Complication of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no !

such thing outside US,C=XX

public key algorithm |
RSA

public key size (bits) |
1024

serial |
OOFAF93A4C7FB6BICC

signature algorithm |
shalWithRSAEncryption

subject
1.2.840.113549.1.9.1=#726F6F74407562
756E747538!
30342D626173652E6C6F63616C646F6D6169
6E,CN=ubuntu8e4-
base.localdomain,OU=0ffice f!

or Complication of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no !

such thing outside US,C=XX

subject alternative names (SAN) |
None

valid from |
2010-03-17 14:07:45 UTC

valid until |
2010-04-16 14:07:45 UTC

Solution:

Solution type: Mitigation

Replace the SSL/TLS certificate by a
new one.

Vulnerability Insight:

This script checks expiry dates of

certificates associated with
SSL/TLS-enabled services on the

target and reports whether any have

already ex!

pired.

Vulnerability Detection Method:
Details:

SSL/TLS: Certificate Expired

(OID: 1.3.6.1.4.1.25623.1.0.103955)
Version used: 2026-03-13T05:54:58Z

Product Detection Result:
Product:cpe:/a:ietf:transport_layer_
security

Method:SSL/TLS: Collect and Report
Certificate Details

(OID: 1.3.6.1.4.1.25623.1.0.103692)

NVT: SSL/TLS: Renegotiation DoS
Vulnerability (CVE-2011-1473, CVE-
2011-5094)

0ID: 1.3.6.1.4.1.25623.1.0.117761
Threat: Medium (CVSS: 5.0)

Port: 25/tcp

Summary:

The remote SSL/TLS service is prone

to a denial of service (DoS)
vulnerability.

Vulnerability Detection Result:

The following indicates that the
remote SSL/TLS service is affected:
Protocol Version | Successful re-
done SSL/TLS handshakes
(Renegotiation) over an!

existing / already established
SSL/TLS connection

TLSv1.0 | 10

Impact:
The flaw might make it easier for
remote attackers to cause a

DoS (CPU consumption) by
performing many renegotiations
within a single connec!
tion.

Solution:

Solution type: VendorFix

Users should contact their vendors
for specific patch

information.

A general solution is to
remove/disable renegotiation
capabilities altogether !
from/in the affected

SSL/TLS service.

Affected Software/0S:
Every SSL/TLS service which does not
properly restrict

client-initiated renegotiation.

Vulnerability Insight:
The flaw exists because the remote
SSL/TLS service does not

properly restrict client-initiated
renegotiation within the SSL and TLS
protoc!
ols.

Note: The referenced CVEs are
affecting OpenSSL and Mozilla
Network Security S!
ervices (NSS) but

both are in a DISPUTED state with
the following rationale:

> It can also be argued that it is
the responsibility of server
deployments, n!
ot a security

library, to prevent or limit
renegotiation when it is
inappropriate within a s!
pecific environment.

Both CVEs are still kept in this
VT as a reference to the origin of
this flaw.

Vulnerability Detection Method:
Checks if the remote service allows
to re-do the same SSL/TLS

handshake (Renegotiation) over an
existing / already established
SSL/TLS conne!
ction.
Details:
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SSL/TLS: Renegotiation DoS
Vulnerability (CVE-2011-1473, CVE-
2011-5094)

(OID: 1.3.6.1.4.1.25623.1.0.117761)
Version used: 2026-03-13T05:54:58Z

References:

cve: CVE-2011-1473

cve: CVE-2011-5094

url:
https://web.archive.org/web/20211201
133213/https://orchilles.com/ssl-
renegotiation-dos/

url:
https://mailarchive.ietf.org/arch/ms
g/tls/wdg46VE_jkYBbgl5yE4P9nQ-8IU/
url:
https://vincent.bernat.ch/en/blog/20
11-ssl-dos-mitigation

url:
https://www.openwall.com/lists/oss-
security/2011/07/08/2

cert-bund: WID-SEC-2026-0180
cert-bund: WID-SEC-2024-1591
cert-bund: WID-SEC-2024-0796
cert-bund: WID-SEC-2023-1435
cert-bund: CB-K17/0980

cert-bund: CB-K17/0979

cert-bund: CB-K14/0772

cert-bund: CB-K13/0915

cert-bund: CB-K13/0462

dfn-cert: DFN-CERT-2025-0933
dfn-cert: DFN-CERT-2017-1013
dfn-cert: DFN-CERT-2017-1012
dfn-cert: DFN-CERT-2014-0809
dfn-cert: DFN-CERT-2013-1928
dfn-cert: DFN-CERT-2012-1112

NVT: QWikiwiki directory
traversal vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.16100
Threat: Medium (CVSS: 5.0)

Port: 80/tcp

Summary:

The remote host is running
QWikiwiki, a Wiki application
written in PHP.

The remote version of this
software contains a validation input
flaw which may!

allow an attacker

to use it to read arbitrary files
on the remote host with the
privileges of th!

e web server.

Vulnerability Detection Result:
Vulnerable URL:
http://193.42.15.22/mutillidae/index
.php?page=../../../../../../]

oo/ o/ /.. /etc/passwd%00

Solution:
Solution type: WillNotFix
No known solution was made available
for at least one year since the
disclosure
of this vulnerability. Likely none
will be provided anymore. General
solution !
options are to upgrade to a newer
release, disable respective
features, remove the product or
replace the produc!
t by another one.

Vulnerability Detection Method:
Details:

QWikiwiki directory traversal
vulnerability

(OID: 1.3.6.1.4.1.25623.1.0.16100)
Version used: 2025-04-15T05:54:49Z

References:
cve: CVE-2005-0283

url:
http://www.securityfocus.com/bid/121
63

Issue
NVT: /doc directory browsable
OID: 1.3.6.1.4.1.25623.1.0.10056

Threat: Medium (CVSS: 5.0)
Port: 80/tcp

Summary:

The /doc directory is browsable.
/doc shows the content of the

/usr/doc directory and therefore it

shows which !

programs and - important! - the

version of the installed programs.

Vulnerability Detection Result:
Vulnerable URL:
http://193.42.15.22/doc/

Solution:
Solution type: Mitigation
Use access restrictions for the /doc
directory.
If you use Apache you might use
this in your access.conf:
<Directory /usr/doc>
AllowOverride None
order deny, allow
deny from all
allow from localhost
</Directory>

Vulnerability Detection Method:
Details:

/doc directory browsable

(OID: 1.3.6.1.4.1.25623.1.0.10056)
Version used: 2023-08-01T13:29:10Z

References:
cve: CVE-1999-0678
url:

http://www.securityfocus.com/bid/318

Issue

NVT: FTP Unencrypted Cleartext
Login

OID: 1.3.6.1.4.1.25623.1.0.108528

Threat: Medium (CVSS: 4.8)
Port: 21/tcp

Summary:
The remote host is running a FTP
service that allows cleartext logins
over

unencrypted connections.

Vulnerability Detection Result:

The remote FTP service accepts
logins without a previous sent 'AUTH
TLS' command!

. Response(s):

Non-anonymous sessions: 331 Please
specify the password.

Anonymous sessions: 331 Please
specify the password.

Impact:
An attacker can uncover login names
and passwords by sniffing traffic to
the

FTP service.

Solution:
Solution type: Mitigation
Enable FTPS or enforce the
connection via the 'AUTH TLS'
command. Please see

the manual of the FTP service for
more information.

Vulnerability Detection Method:

Tries to login to a non FTPS enabled
FTP service without sending a

'AUTH TLS' command first and
checks if the service is accepting
the login with!
out enforcing the use of

the "AUTH TLS' command.
Details:
FTP Unencrypted Cleartext Login
(OID: 1.3.6.1.4.1.25623.1.0.108528)
Version used: 2023-12-20T05:05:58Z

Issue

NVT: FTP Unencrypted Cleartext
Login

0ID: 1.3.6.1.4.1.25623.1.0.108528

Threat: Medium (CVSS: 4.8)
Port: 2121/tcp

Summary:
The remote host is running a FTP
service that allows cleartext logins
over

unencrypted connections.

Vulnerability Detection Result:

The remote FTP service accepts
logins without a previous sent 'AUTH
TLS' command!

. Response(s):

Non-anonymous sessions: 331 Password
required for openvasvt
Anonymous sessions:
required for anonymous

331 Password

Impact:
An attacker can uncover login names
and passwords by sniffing traffic to
the

FTP service.

Solution:
Solution type: Mitigation
Enable FTPS or enforce the
connection via the 'AUTH TLS'
command. Please see

the manual of the FTP service for
more information.

Vulnerability Detection Method:
Tries to login to a non FTPS enabled
FTP service without sending a

'AUTH TLS' command first and
checks if the service is accepting
the login with!
out enforcing the use of

the "AUTH TLS' command.
Details:
FTP Unencrypted Cleartext Login
(OID: 1.3.6.1.4.1.25623.1.0.108528)
Version used: 2023-12-20T05:05:58Z

Issue
NVT: Telnet Unencrypted Cleartext
Login
0ID: 1.3.6.1.4.1.25623.1.0.108522

Threat: Medium (CVSS: 4.8)
Port: 23/tcp

Summary:
The remote host is running a Telnet
service that allows cleartext logins
over

unencrypted connections.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:
An attacker can uncover login names
and passwords by sniffing traffic to
the

Telnet service.
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Solution:

Solution type: Mitigation

Replace Telnet with a protocol like
SSH which supports encrypted
connections.

Vulnerability Detection Method:
Details:

Telnet Unencrypted Cleartext Login
(OID: 1.3.6.1.4.1.25623.1.0.108522)
Version used: 2023-10-13T05:06:09Z

NVT: VNC Server Unencrypted Data
Transmission

0ID: 1.3.6.1.4.1.25623.1.0.108529
Threat: Medium (CVSS: 4.8)

Port: 5900/tcp

Summary:
The remote host is running a VNC
server providing one or more
insecure or

cryptographically weak Security
Type(s) not intended for use on
untrusted netw!
orks.

Vulnerability Detection Result:
The VNC server provides the
following insecure or
cryptographically weak Securit!
y Type(s):

2 (VNC authentication)

Impact:

An attacker can uncover sensitive

data by sniffing traffic to the
VNC server.

Solution:

Solution type: Mitigation

Run the session over an encrypted
channel provided by IPsec [RFC4301]
or SSH [RF!

c4254].

Some VNC server vendors are also
providing more secure Security Types
within t!
heir products.

Vulnerability Detection Method:
Details:

VNC Server Unencrypted Data
Transmission

(OID: 1.3.6.1.4.1.25623.1.0.108529)
Version used: 2023-07-12T05:05:04Z

References:

url:
https://tools.ietf.org/html/rfc6143#
page-10

NVT: Cleartext Transmission of
Sensitive Information via HTTP

0ID: 1.3.6.1.4.1.25623.1.0.108440
Threat: Medium (CVSS: 4.8)

Port: 80/tcp

Summary:
The host / application transmits
sensitive information (username,
passwords) in

cleartext via HTTP.

Vulnerability Detection Result:

The following input fields were
identified (URL:input name):
http://193.42.15.22/dvwa/login.php:p
assword
http://193.42.15.22/phpMyAdmin/ :pma_
password

http://193.42.15.22/phpMyAdmin/ ?D=A:
pma_password
http://193.42.15.22/tikiwiki/tiki-
install.php:pass
http://193.42.15.22/twiki/bin/view/T
Wiki/TWikiUserAuthentication:oldpass
word

Impact:
An attacker could use this situation
to compromise or eavesdrop on the

HTTP communication between the
client and the server using a man-
in-the-middle!

attack to get access to

sensitive data like usernames or
passwords.

Solution:

Solution type: Workaround
Enforce the transmission of
sensitive data via an encrypted
SSL/TLS connection.

Additionally make sure the host /
application is redirecting all users
to the !
secured SSL/TLS connection before

allowing to input sensitive data
into the mentioned functions.

Affected Software/0S:
Hosts / applications which doesn't
enforce the transmission of
sensitive data vil!
a an

encrypted SSL/TLS connection.

Vulnerability Detection Method:
Evaluate previous collected
information and check if the host /
application is n!

ot

enforcing the transmission of
sensitive data via an encrypted
SSL/TLS connecti!
on.

The script is currently checking
the following:

- HTTP Basic Authentication (Basic
Auth)

- HTTP Forms (e.g. Login) with
input field of type 'password’
Details:

Cleartext Transmission of Sensitive
Information via HTTP

(OID: 1.3.6.1.4.1.25623.1.0.108440)
Version used: 2023-09-07T05:05:21Z

References:

url:
https://www.owasp.org/index.php/Top_
10_2013-A2-
Broken_Authentication_and_Session_Ma
nagement

url:
https://www.owasp.org/index.php/Top_
10_2013-A6-Sensitive_Data_Exposure

url:
https://cwe.mitre.org/data/definitio
ns/319.html

Issue

NVT: phpMyAdmin 'error.php' Cross
Site Scripting Vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.801660

Threat: Medium (CVSS: 4.3)
Port: 80/tcp

Summary:
phpMyAdmin is prone to a cross-site
scripting (XSS) vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:

Successful exploitation will allow
attackers to inject arbitrary

HTML code within the error page and
conduct phishing attacks.

Solution:
Solution type: WillNotFix
No known solution was made available
for at least one year since the
disclosure
of this vulnerability. Likely none
will be provided anymore. General
solution !
options are to upgrade to a newer
release, disable respective
features, remove the product or
replace the produc!
t by another one.

Affected Software/0S:
phpMyAdmin version 3.3.8.1 and
prior.

Vulnerability Insight:

The flaw is caused by input
validation errors in the 'error.php'’
script when processing crafted
BBcode tags containing '@’
characters, which

could allow attackers to inject
arbitrary HTML code within the error
page

and conduct phishing attacks.

Vulnerability Detection Method:
Details:

phpMyAdmin 'error.php' Cross Site
Scripting Vulnerability

(OID: 1.3.6.1.4.1.25623.1.0.801660)
Version used: 2023-10-17T05:05:34Z

References:

cve: CVE-2010-4480

url: http://www.exploit-
db.com/exploits/15699/

url:
http://www.vupen.com/english/advisor
ies/2010/3133

dfn-cert: DFN-CERT-2011-0467
dfn-cert: DFN-CERT-2011-0451
dfn-cert: DFN-CERT-2011-0016
dfn-cert: DFN-CERT-2011-0002

NVT: Apache HTTP Server
"httpOnly' Cookie Information
Disclosure Vulnerability

OID: 1.3.6.1.4.1.25623.1.0.902830
Threat: Medium (CVSS: 4.3)

Port: 80/tcp

Product detection result:
cpe:/a:apache:http_server:2.2.8
Detected by: Apache HTTP Server
Detection Consolidation (OID:
1.3.6.1.4.1.25623.1.0.117232)

Summary:

Apache HTTP Server is prone to a
cookie information disclosure
vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:
Successful exploitation will allow
attackers to obtain sensitive
information

that may aid in further attacks.

Solution:
Solution type: VendorFix
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Update to Apache HTTP Server version
2.2.22 or later.

Affected Software/0S:
Apache HTTP Server versions 2.2.0
through 2.2.21.

Vulnerability Insight:
The flaw is due to an error within
the default error response for
status code 400 when no custom
ErrorDocument is configured, which
can be
exploited to expose 'httpOnly'
cookies.

Vulnerability Detection Method:
Details:

Apache HTTP Server '"httpOnly' Cookie
Information Disclosure Vulnerability
(OID: 1.3.6.1.4.1.25623.1.0.902830)
Version used: 2026-02-24T05:57:09Z

Product Detection Result:
Product:cpe:/a:apache:http_server:2.
2.8

Method:Apache HTTP Server Detection
Consolidation
(OID: 1.3.6.1.4.1.25623.1.0.117232)

References:

cve: CVE-2012-0053

url:
http://secunia.com/advisories/47779
url:
http://www.securityfocus.com/bid/517
06

url: http://www.exploit-
db.com/exploits/18442

url:
http://rhn.redhat.com/errata/RHSA-
2012-0128.html

url:
http://httpd.apache.org/security/vul
nerabilities_22.html

url:
http://svn.apache.org/viewvc?view=re
vision&revision=1235454

url:
http://1lists.opensuse.org/opensuse-
security-announce/2012-
02/msgeee26.html

cert-bund: CB-K15/0080

cert-bund: CB-K14/1505

cert-bund: CB-K14/0608

dfn-cert: DFN-CERT-2015-0082
dfn-cert: DFN-CERT-2014-1592
dfn-cert: DFN-CERT-2014-0635
dfn-cert: DFN-CERT-2013-1307
dfn-cert: DFN-CERT-2012-1276
dfn-cert: DFN-CERT-2012-1112
dfn-cert: DFN-CERT-2012-0928
dfn-cert: DFN-CERT-2012-0758
dfn-cert: DFN-CERT-2012-0744
dfn-cert: DFN-CERT-2012-0568
dfn-cert: DFN-CERT-2012-0425
dfn-cert: DFN-CERT-2012-0424
dfn-cert: DFN-CERT-2012-0387
dfn-cert: DFN-CERT-2012-0343
dfn-cert: DFN-CERT-2012-0332
dfn-cert: DFN-CERT-2012-0306
dfn-cert: DFN-CERT-2012-0264
dfn-cert: DFN-CERT-2012-0203
dfn-cert: DFN-CERT-2012-0188

NVT: SSL/TLS: Deprecated TLSv1.0
and TLSvl.1 Protocol Detection

0ID: 1.3.6.1.4.1.25623.1.0.117274
Threat: Medium (CVSS: 4.3)

Port: 5432/tcp

Product detection result:
cpe:/a:ietf:secure_sockets_layer:3.0

Detected by: SSL/TLS: Version
Detection (OID:
1.3.6.1.4.1.25623.1.0.105782)

Summary:
It was possible to detect the usage
of the deprecated TLSv1.0

and/or TLSv1.1 protocol on this
system.

Vulnerability Detection Result:
The service is only providing the
deprecated TLSv1.0 protocol and
supports one o!

r more ciphers. Those supported
ciphers can be found in the
'SSL/TLS: Report Sup!

ported Cipher Suites' (OID:
1.3.6.1.4.1.25623.1.0.802067) VT.

Impact:

An attacker might be able to use the

known cryptographic flaws to
eavesdrop the connection between

clients and the service to get

access to sens!

itive data

transferred within the secured
connection.

Furthermore newly uncovered
vulnerabilities in this protocols
won't receive se!
curity updates

anymore.

Solution:
Solution type: Mitigation
It is recommended to disable the
deprecated TLSv1.0 and/or

TLSvl.1 protocols in favor of the
TLSv1.2+ protocols.

Please see the references for more
resources supporting you with this
task.

Affected Software/0S:
- All services providing an
encrypted communication using the

TLSv1.0 and/or TLSv1l.1l protocols

- CVE-2023-41928: Kiloview P1 4G
and P2 4G Video Encoder

- CVE-2024-41270: Gorush v1.18.4

- CVE-2025-3200: Multiple products
from Wiesemann & Theis

Vulnerability Insight:
The TLSv1.0 and TLSvl.1 protocols
contain known cryptographic

flaws like:

- CVE-2011-3389: Browser Exploit
Against SSL/TLS (BEAST)

- CVE-2015-0204: Factoring Attack
on RSA-EXPORT Keys Padding Oracle On
Downgra!
ded Legacy

Encryption (FREAK)

Vulnerability Detection Method:
Checks the used TLS protocols of the
services provided by this

system.
Details:
SSL/TLS: Deprecated TLSv1.0 and
TLSvl.1 Protocol Detection
(OID: 1.3.6.1.4.1.25623.1.0.117274)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:secure_sockets_1
ayer:3.0

Method:SSL/TLS: Version Detection
(OID: 1.3.6.1.4.1.25623.1.0.105782)

References:

cve: CVE-2011-3389
cve: CVE-2015-0204
cve: CVE-2023-41928
cve: CVE-2024-41270

cve: CVE-2025-3200

url:
https://configurator.tlsref.org/
url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html
url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html
url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TRO3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org
url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

url:
https://datatracker.ietf.org/doc/rfc
8996/

url:
https://vnhacker.blogspot.com/2011/0
9/beast.html

url:
https://web.archive.org/web/20201108
095603/https://censys.io/blog/freak
url:
https://certvde.com/en/advisories/VD
E-2025-031/

url:
https://gist.github.com/nyxfqq/cfae3
8fada582a0f576d154belaeblfc

url:
https://advisories.ncsc.nl/advisory?
1d=NCSC-2024-0273

cert-bund: WID-SEC-2026-0180

cert-bund: WID-SEC-2023-1435

cert-bund: CB-K18/0799

cert-bund: CB-K16/1289

cert-bund: CB-K16/1096

cert-bund: CB-K15/1751

cert-bund: CB-K15/1266

cert-bund: CB-K15/0850

cert-bund: CB-K15/0764

cert-bund: CB-K15/0720

cert-bund: CB-K15/0548

cert-bund: CB-K15/0526

cert-bund: CB-K15/0509

cert-bund: CB-K15/0493

cert-bund: CB-K15/0384

cert-bund: CB-K15/0365

cert-bund: CB-K15/0364

cert-bund: CB-K15/0302

cert-bund: CB-K15/0192

cert-bund: CB-K15/0079

cert-bund: CB-K15/0016

cert-bund: CB-K14/1342

cert-bund: CB-K14/0231

cert-bund: CB-K13/0845

cert-bund: CB-K13/0796

cert-bund: CB-K13/0790

dfn-cert: DFN-CERT-2020-0177
dfn-cert: DFN-CERT-2020-0111
dfn-cert: DFN-CERT-2019-0068
dfn-cert: DFN-CERT-2018-1441
dfn-cert: DFN-CERT-2018-1408
dfn-cert: DFN-CERT-2016-1372
dfn-cert: DFN-CERT-2016-1164
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2015-1853
dfn-cert: DFN-CERT-2015-1332
dfn-cert: DFN-CERT-2015-0884
dfn-cert: DFN-CERT-2015-0800
dfn-cert: DFN-CERT-2015-0758
dfn-cert: DFN-CERT-2015-0567
dfn-cert: DFN-CERT-2015-0544
dfn-cert: DFN-CERT-2015-0530
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dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:
dfn-cert:

NVT:

0ID:

DFN-CERT-2015-0396
DFN-CERT-2015-0375
DFN-CERT-2015-0374
DFN-CERT-2015-0305
DFN-CERT-2015-0199
DFN-CERT-2015-0079
DFN-CERT-2015-0021
DFN-CERT-2014-1414
DFN-CERT-2013-1847
DFN-CERT-2013-1792
DFN-CERT-2012-1979
DFN-CERT-2012-1829
DFN-CERT-2012-1530
DFN-CERT-2012-1380
DFN-CERT-2012-1377
DFN-CERT-2012-1292
DFN-CERT-2012-1214
DFN-CERT-2012-1213
DFN-CERT-2012-1180
DFN-CERT-2012-1156
DFN-CERT-2012-1155
DFN-CERT-2012-1039
DFN-CERT-2012-0956
DFN-CERT-2012-0908
DFN-CERT-2012-0868
DFN-CERT-2012-0867
DFN-CERT-2012-0848
DFN-CERT-2012-0838
DFN-CERT-2012-0776
DFN-CERT-2012-0722
DFN-CERT-2012-0638
DFN-CERT-2012-0627
DFN-CERT-2012-0451
DFN-CERT-2012-0418
DFN-CERT-2012-0354
DFN-CERT-2012-0234
DFN-CERT-2012-0221
DFN-CERT-2012-0177
DFN-CERT-2012-0170
DFN-CERT-2012-0146
DFN-CERT-2012-0142
DFN-CERT-2012-0126
DFN-CERT-2012-0123
DFN-CERT-2012-0095
DFN-CERT-2012-0051
DFN-CERT-2012-0047
DFN-CERT-2012-0021
DFN-CERT-2011-1953
DFN-CERT-2011-1946
DFN-CERT-2011-1844
DFN-CERT-2011-1826
DFN-CERT-2011-1774
DFN-CERT-2011-1743
DFN-CERT-2011-1738
DFN-CERT-2011-1706
DFN-CERT-2011-1628
DFN-CERT-2011-1627
DFN-CERT-2011-1619
DFN-CERT-2011-1482

Threat: Medium (CVSS: 4.3)

Port:

25/tcp

Product detection result:
cpe:/a:ietf:secure_sockets_layer:2.0
Detected by: SSL/TLS: Version
Detection (OID:

1.3.6.1.4.1.25623.1.0.105782)

Summary:
It was possible to detect the usage
of the deprecated TLSv1.0
and/or TLSv1l.1 protocol on this
system.

Vulnerability Detection Result:

SSL/TLS: Deprecated TLSv1.0
and TLSvl.1 Protocol Detection
1.3.6.1.4.1.25623.1.0.117274

The service is only providing the

deprecated TLSv1.0 protocol and

supports one o!

r more ciphers. Those supported

ciphers can be found in the
'SSL/TLS: Report Sup!

ported Cipher Suites' (OID:
1.3.6.1.4.1.25623.1.0.802067) VT.

Impact:

An attacker might be able to use the

known cryptographic flaws to
eavesdrop the connection between

clients and the service to get

access to sens!

itive data

transferred within the secured
connection.

Furthermore newly uncovered
vulnerabilities in this protocols
won't receive se!
curity updates

anymore.

Solution:
Solution type: Mitigation
It is recommended to disable the
deprecated TLSv1.0 and/or

TLSv1.1 protocols in favor of the
TLSv1.2+ protocols.

Please see the references for more
resources supporting you with this
task.

Affected Software/0S:
- All services providing an
encrypted communication using the

TLSvl.0 and/or TLSv1l.1 protocols

- CVE-2023-41928: Kiloview P1 4G
and P2 4G Video Encoder

- CVE-2024-41270: Gorush v1.18.4

- CVE-2025-3200: Multiple products
from Wiesemann & Theis

Vulnerability Insight:
The TLSv1.0 and TLSvl.1 protocols
contain known cryptographic

flaws like:

- CVE-2011-3389: Browser Exploit
Against SSL/TLS (BEAST)

- CVE-2015-0204: Factoring Attack
on RSA-EXPORT Keys Padding Oracle On
Downgra!
ded Legacy

Encryption (FREAK)

Vulnerability Detection Method:
Checks the used TLS protocols of the
services provided by this

system.
Details:
SSL/TLS: Deprecated TLSv1.@ and
TLSv1.1 Protocol Detection
(OID: 1.3.6.1.4.1.25623.1.0.117274)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:secure_sockets_1
ayer:2.0

Method:SSL/TLS: Version Detection
(OID: 1.3.6.1.4.1.25623.1.0.105782)

References:

cve: CVE-2011-3389

cve: CVE-2015-0204

cve: CVE-2023-41928

cve: CVE-2024-41270

cve: CVE-2025-3200

url:
https://configurator.tlsref.org/

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html

url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TRO3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org
url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

url:
https://datatracker.ietf.org/doc/rfc
8996/

url:
https://vnhacker.blogspot.com/2011/0
9/beast.html

url:
https://web.archive.org/web/20201108
095603/https://censys.io/blog/freak
url:
https://certvde.com/en/advisories/VD
E-2025-031/

url:
https://gist.github.com/nyxfqq/cfae3
8fada582a0f576d154belaeblfc

url:
https://advisories.ncsc.nl/advisory?
1d=NCSC-2024-0273

cert-bund: WID-SEC-2026-0180
cert-bund: WID-SEC-2023-1435
cert-bund: CB-K18/0799

cert-bund: CB-K16/1289

cert-bund: CB-K16/1096

cert-bund: CB-K15/1751

cert-bund: CB-K15/1266

cert-bund: CB-K15/0850

cert-bund: CB-K15/0764

cert-bund: CB-K15/0720

cert-bund: CB-K15/0548

cert-bund: CB-K15/0526

cert-bund: CB-K15/0509

cert-bund: CB-K15/0493

cert-bund: CB-K15/0384

cert-bund: CB-K15/0365

cert-bund: CB-K15/0364

cert-bund: CB-K15/0302

cert-bund: CB-K15/0192

cert-bund: CB-K15/0079

cert-bund: CB-K15/0016

cert-bund: CB-K14/1342

cert-bund: CB-K14/0231

cert-bund: CB-K13/0845

cert-bund: CB-K13/0796

cert-bund: CB-K13/0790

dfn-cert: DFN-CERT-2020-0177
dfn-cert: DFN-CERT-2020-0111
dfn-cert: DFN-CERT-2019-0068
dfn-cert: DFN-CERT-2018-1441
dfn-cert: DFN-CERT-2018-1408
dfn-cert: DFN-CERT-2016-1372
dfn-cert: DFN-CERT-2016-1164
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2015-1853
dfn-cert: DFN-CERT-2015-1332
dfn-cert: DFN-CERT-2015-0884
dfn-cert: DFN-CERT-2015-0800
dfn-cert: DFN-CERT-2015-0758
dfn-cert: DFN-CERT-2015-0567
dfn-cert: DFN-CERT-2015-0544
dfn-cert: DFN-CERT-2015-0530
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0375
dfn-cert: DFN-CERT-2015-0374
dfn-cert: DFN-CERT-2015-0305
dfn-cert: DFN-CERT-2015-0199
dfn-cert: DFN-CERT-2015-0079
dfn-cert: DFN-CERT-2015-0021
dfn-cert: DFN-CERT-2014-1414
dfn-cert: DFN-CERT-2013-1847
dfn-cert: DFN-CERT-2013-1792
dfn-cert: DFN-CERT-2012-1979
dfn-cert: DFN-CERT-2012-1829
dfn-cert: DFN-CERT-2012-1530
dfn-cert: DFN-CERT-2012-1380
dfn-cert: DFN-CERT-2012-1377
dfn-cert: DFN-CERT-2012-1292
dfn-cert: DFN-CERT-2012-1214
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dfn-cert: DFN-CERT-2012-1213
dfn-cert: DFN-CERT-2012-1180
dfn-cert: DFN-CERT-2012-1156
dfn-cert: DFN-CERT-2012-1155
dfn-cert: DFN-CERT-2012-1039
dfn-cert: DFN-CERT-2012-0956
dfn-cert: DFN-CERT-2012-0908
dfn-cert: DFN-CERT-2012-0868
dfn-cert: DFN-CERT-2012-0867
dfn-cert: DFN-CERT-2012-0848
dfn-cert: DFN-CERT-2012-0838
dfn-cert: DFN-CERT-2012-0776
dfn-cert: DFN-CERT-2012-0722
dfn-cert: DFN-CERT-2012-0638
dfn-cert: DFN-CERT-2012-0627
dfn-cert: DFN-CERT-2012-0451
dfn-cert: DFN-CERT-2012-0418
dfn-cert: DFN-CERT-2012-0354
dfn-cert: DFN-CERT-2012-0234
dfn-cert: DFN-CERT-2012-0221
dfn-cert: DFN-CERT-2012-0177
dfn-cert: DFN-CERT-2012-0170
dfn-cert: DFN-CERT-2012-0146
dfn-cert: DFN-CERT-2012-0142
dfn-cert: DFN-CERT-2012-0126
dfn-cert: DFN-CERT-2012-0123
dfn-cert: DFN-CERT-2012-0095
dfn-cert: DFN-CERT-2012-0051
dfn-cert: DFN-CERT-2012-0047
dfn-cert: DFN-CERT-2012-0021
dfn-cert: DFN-CERT-2011-1953
dfn-cert: DFN-CERT-2011-1946
dfn-cert: DFN-CERT-2011-1844
dfn-cert: DFN-CERT-2011-1826
dfn-cert: DFN-CERT-2011-1774
dfn-cert: DFN-CERT-2011-1743
dfn-cert: DFN-CERT-2011-1738
dfn-cert: DFN-CERT-2011-1706
dfn-cert: DFN-CERT-2011-1628
dfn-cert: DFN-CERT-2011-1627
dfn-cert: DFN-CERT-2011-1619
dfn-cert: DFN-CERT-2011-1482

Issue
NVT: jQuery < 1.6.3 XSS
Vulnerability

OID: 1.3.6.1.4.1.25623.1.0.141637
Threat: Medium (CVSS: 4.3)
Port: 80/tcp

Summary:
jQuery is prone to a cross-site
scripting (XSS)

vulnerability.

Vulnerability Detection Result:
Installed version: 1.3.2

Fixed version: 1.6.3
Installation

path / port:
/mutillidae/javascript/ddsmoothmenu/
jquery.min.js

Detection info (see OID:
1.3.6.1.4.1.25623.1.0.150658 for
more info):

- Identified file:
http://193.42.15.22/mutillidae/javas
cript/ddsmoothmenu/jquery!

.min.js

- Referenced at:
http://193.42.15.22/mutillidae/

Solution:
Solution type: VendorFix
Update to version 1.6.3 or later.

Affected Software/0S:
jQuery prior to version 1.6.3.

Vulnerability Insight:
Cross-site scripting (XSS)
vulnerability in jQuery before
1.6.3,

when using location.hash to select
elements, allows remote attackers to

script or HTML via a crafted tag.

Vulnerability Detection Method:
Checks if a vulnerable version is
present on the target host.
Details:

jQuery < 1.6.3 XSS Vulnerability
(OID: 1.3.6.1.4.1.25623.1.0.141637)
Version used: 2023-07-14T05:06:08Z

References:

cve: CVE-2011-4969

url:
https://blog.jquery.com/2011/09/01/j
query-1-6-3-released/

cert-bund: WID-SEC-2026-1752
cert-bund: CB-K17/0195

dfn-cert: DFN-CERT-2017-0199
dfn-cert: DFN-CERT-2016-0890

NVT: SSL/TLS: RSA Temporary Key
Handling 'RSA_EXPORT' Downgrade
Issue (FREAK)

0ID: 1.3.6.1.4.1.25623.1.0.805142
Threat: Medium (CVSS: 4.3)

Port: 25/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Report
Supported Cipher Suites (OID:
1.3.6.1.4.1.25623.1.0.802067)

Summary:
This host is accepting 'RSA_EXPORT'
cipher suites and is prone

to a man-in-the-middle (MITM)
vulnerability.

Vulnerability Detection Result:
'RSA_EXPORT' cipher suites accepted
by this service via the SSLv3
protocol:
TLS_DHE_RSA_EXPORT_WITH_DES4@_CBC_SH
A

TLS_RSA_EXPORT_WITH_DES4@_CBC_SHA
TLS_RSA_EXPORT_WITH_RC2_CBC_4@_MD5
TLS_RSA_EXPORT_WITH_RC4_40_MD5
'RSA_EXPORT' cipher suites accepted
by this service via the TLSv1.0
protocol:
TLS_DHE_RSA_EXPORT_WITH_DES4@_CBC_SH
A

TLS_RSA_EXPORT_WITH_DES4@_CBC_SHA
TLS_RSA_EXPORT_WITH_RC2_CBC_4@_MD5
TLS_RSA_EXPORT_WITH_RC4_40_MD5

Impact:
Successful exploitation will allow
remote attacker to downgrade

the security of a session to use
'RSA_EXPORT' cipher suites, which
are signifil!
cantly weaker than

non-export cipher suites. This may
allow a man-in-the-middle attacker
to more !
easily break the

encryption and monitor or tamper
with the encrypted stream.

Solution:

Solution type: VendorFix

- Remove support for 'RSA_EXPORT'
cipher suites from the

service. Please see the references
for more resources supporting you
with this!

task.

- If the service is using OpenSSL:
Update to version 0.9.8zd, 1.0.0p,
1.0.1k o!

r later.

Affected Software/0S:

- Hosts accepting 'RSA_EXPORT'
cipher suites.

- OpenSSL versions prior to
0.9.8zd, 1.0.0 prior to 1.0.0p and
1.0.1 prior to !
1.0.1k.

Vulnerability Insight:
Flaw is due to improper handling RSA
temporary keys in a

non-export RSA key exchange cipher
suite.

Vulnerability Detection Method:
Checks previous collected cipher
suites.

Details:

SSL/TLS: RSA Temporary Key Handling
'RSA_EXPORT' Downgrade Issue (FREAK)
(OID: 1.3.6.1.4.1.25623.1.0.805142)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:transport_layer_
security

Method:SSL/TLS: Report Supported
Cipher Suites
(OID: 1.3.6.1.4.1.25623.1.0.802067)

References:

cve: CVE-2015-0204

url: https://freakattack.com

url: https://openssl-
library.org/news/secadv/20150108.txt
url:
https://web.archive.org/web/20210122
095002/http://www.securityfocus.com/
bid/71936

url:
https://www.secpod.com/blog/freak-
attack

url:
https://blog.cryptographyengineering
.com/2015/03/03/attack-of-week-
freak-or-factoring-nsa

url:
https://configurator.tlsref.org/
url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TGO2102/BSI-TR-02102-1.html
url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html
url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TRO3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org
url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

cert-bund: WID-SEC-2026-0180
cert-bund: CB-K18/0799

cert-bund: CB-K16/1289

cert-bund: CB-K16/1096

cert-bund: CB-K15/1751

cert-bund: CB-K15/1266

cert-bund: CB-K15/0850

cert-bund: CB-K15/0764

cert-bund: CB-K15/0720

cert-bund: CB-K15/0548

cert-bund: CB-K15/0526

cert-bund: CB-K15/0509

cert-bund: CB-K15/0493

cert-bund: CB-K15/0384

cert-bund: CB-K15/0365

inject!
arbitrary web
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cert-bund: CB-K15/0364

cert-bund: CB-K15/0302

cert-bund: CB-K15/0192

cert-bund: CB-K15/0016

dfn-cert: DFN-CERT-2018-1408
dfn-cert: DFN-CERT-2016-1372
dfn-cert: DFN-CERT-2016-1164
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2015-1853
dfn-cert: DFN-CERT-2015-1332
dfn-cert: DFN-CERT-2015-0884
dfn-cert: DFN-CERT-2015-0800
dfn-cert: DFN-CERT-2015-0758
dfn-cert: DFN-CERT-2015-0567
dfn-cert: DFN-CERT-2015-0544
dfn-cert: DFN-CERT-2015-0530
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0375
dfn-cert: DFN-CERT-2015-0374
dfn-cert: DFN-CERT-2015-0305
dfn-cert: DFN-CERT-2015-0199
dfn-cert: DFN-CERT-2015-0021

NVT: Weak Encryption Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105611
Threat: Medium (CVSS: 4.3)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:
The remote SSH server is configured
to allow / support weak

encryption algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak client-to-server
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

arcfour

arcfourl28

arcfour256

blowfish-cbc

cast128-cbc
rijndael-cbc@lysator.liu.se

The remote SSH server supports the
following weak server-to-client
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

arcfour

arcfourl2s

arcfour256

blowfish-cbc

cast128-cbc
rijndael-cbc@lysator.liu.se

Solution:

Solution type: Mitigation

Disable the reported weak encryption
algorithm(s).

Vulnerability Insight:
- The 'arcfour' cipher is the
Arcfour stream cipher with 128-bit
keys. The Arcfour cipher is
believed to be compatible with the
RC4 cipher [SCH!
NEIER]. Arcfour
(and RC4) has problems with weak
keys, and should not be used
anymore.

- The 'none' algorithm specifies
that no encryption is to be done.
Note that t!
his method provides

no confidentiality protection, and
it is NOT RECOMMENDED to use it.

- A vulnerability exists in SSH
messages that employ CBC mode that
may allow a!

n attacker to

recover plaintext from a block of

ciphertext.

Vulnerability Detection Method:
Checks the supported encryption
algorithms (client-to-server

and server-to-client) of the
remote SSH server.

Currently weak encryption
algorithms are defined as the
following:

- Arcfour (RC4) cipher based
algorithms

- 'none' algorithm

- CBC mode cipher based algorithms
Details:

Weak Encryption Algorithm(s)
Supported (SSH)

(OID: 1.3.6.1.4.1.25623.1.0.105611)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc8758

url:
https://www.kb.cert.org/vuls/id/9585
63

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.3

Issue

NVT: SSL/TLS: Certificate Signed
Using A Weak Signature Algorithm
OID: 1.3.6.1.4.1.25623.1.0.105880

Threat: Medium (CVSS: 4.0)
Port: 25/tcp

Summary:

The remote service is using a

SSL/TLS certificate in the

certificate chain that !

has been signed using a
cryptographically weak hashing

algorithm.

Vulnerability Detection Result:

The following certificates are part
of the certificate chain but using
insecure !

signature algorithms:

Subject:
1.2.840.113549.1.9.1=#726F6F74407562
756E74753830342D626173!
652E6C6F63616C646F6D61696E , CN=ubuntu
804-base.localdomain,OU=0ffice for
Complicat!

ion of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no such thing o!

utside US,C=XX

Signature Algorithm:
shalWithRSAEncryption

Solution:

Solution type: Mitigation

Servers that use SSL/TLS
certificates signed with a weak SHA-
1, MD5, MD4 or MD2 !

hashing algorithm will need to
obtain new

SHA-2 signed SSL/TLS certificates
to avoid web browser SSL/TLS
certificate war!
nings.

Vulnerability Insight:

The following hashing algorithms
used for signing SSL/TLS
certificates are consi!

dered cryptographically weak

and not secure enough for ongoing
use:

- Secure Hash Algorithm 1 (SHA-1)

- Message Digest 5 (MD5)

- Message Digest 4 (MD4)

- Message Digest 2 (MD2)

Beginning as late as January 2017
and as early as June 2016, browser
developer!
s such as Microsoft and Google will
begin warning users when visiting

web sites that use SHA-1 signed
Secure Socket Layer (SSL)
certificates.

NOTE: The script preference allows
to set one or more custom SHA-1
fingerprint!

s of CA certificates which are
trusted by this routine. The
fingerprints

needs to be passed comma-separated
and case-insensitive:

Fingerprintl

or

fingerprintl, Fingerprint2

Vulnerability Detection Method:
Check which hashing algorithm was
used to sign the remote SSL/TLS
certificate.

Details:

SSL/TLS: Certificate Signed Using A
Weak Signature Algorithm

(OID: 1.3.6.1.4.1.25623.1.0.105880)
Version used: 2021-10-15T11:13:32Z

References:

url:
https://blog.mozilla.org/security/20
14/09/23/phasing-out-certificates-
with-sha-1-based-signature-

algorithms/
Issue
NVT: SSL/TLS: Diffie-Hellman Key

Exchange Insufficient DH Group
Strength Vulnerability

0ID: 1.3.6.1.4.1.25623.1.0.106223
Threat: Medium (CVSS: 4.0)

Port: 5432/tcp

Summary:

The SSL/TLS service uses Diffie-

Hellman groups with insufficient
strength (key size < 2048).

Vulnerability Detection Result:
Server Temporary Key Size: 1024 bits

Impact:
An attacker might be able to decrypt
the SSL/TLS communication

offline.

Solution:
Solution type: Workaround
- Deploy (Ephemeral) Elliptic-Curve
Diffie-Hellman (ECDHE) or use

a 2048-bit or stronger Diffie-
Hellman group. Please see the
references for mor!
e resources

supporting you with this task.
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- For Apache Web Servers:
Beginning with version 2.4.7,
mod_ssl will use DH pa!
rameters which

include primes with lengths of
more than 1024 bits.

Affected Software/0S:
All services providing an encrypted
communication using

Diffie-Hellman groups with
insufficient strength.

Vulnerability Insight:
The Diffie-Hellman group are some
big numbers that are used as

base for the DH computations. They
can be, and often are, fixed. The
security !
of the final secret

depends on the size of these
parameters. It was found that 512
and 768 bits to!

be weak, 1024 bits

to be breakable by really powerful
attackers like governments.

Vulnerability Detection Method:
Checks the DHE temporary public key
size.

Details:

SSL/TLS: Diffie-Hellman Key Exchange
Insufficient DH Group Strength
Vulnerab...

(OID: 1.3.6.1.4.1.25623.1.0.106223)
Version used: 2026-06-03T07:18:10Z

References:

url: https://weakdh.org

url:
https://weakdh.org/sysadmin.html
url:
https://configurator.tlsref.org/
url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html
url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html
url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TR03116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org
url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

url:
https://httpd.apache.org/docs/2.4/mo
d/mod_ssl.html#sslcertificatefile

NVT: SSL/TLS: Diffie-Hellman Key
Exchange Insufficient DH Group
Strength Vulnerability

OID: 1.3.6.1.4.1.25623.1.0.106223
Threat: Medium (CVSS: 4.9)

Port: 25/tcp

Summary:

The SSL/TLS service uses Diffie-

Hellman groups with insufficient
strength (key size < 2048).

Vulnerability Detection Result:

Server Temporary Key Size: 1024 bits

Impact:
An attacker might be able to decrypt
the SSL/TLS communication

offline.

Solution:
Solution type: Workaround
- Deploy (Ephemeral) Elliptic-Curve
Diffie-Hellman (ECDHE) or use
a 2048-bit or stronger Diffie-
Hellman group. Please see the
references for mor!
e resources
supporting you with this task.
- For Apache Web Servers:
Beginning with version 2.4.7,
mod_ssl will use DH pa!
rameters which
include primes with lengths of
more than 1024 bits.

Affected Software/0S:
All services providing an encrypted
communication using

Diffie-Hellman groups with
insufficient strength.

Vulnerability Insight:
The Diffie-Hellman group are some
big numbers that are used as

base for the DH computations. They
can be, and often are, fixed. The
security !
of the final secret

depends on the size of these
parameters. It was found that 512
and 768 bits to!

be weak, 1024 bits

to be breakable by really powerful
attackers like governments.

Vulnerability Detection Method:
Checks the DHE temporary public key
size.

Details:

SSL/TLS: Diffie-Hellman Key Exchange
Insufficient DH Group Strength
Vulnerab...

(OID: 1.3.6.1.4.1.25623.1.0.106223)
Version used: 2026-06-03T07:18:10Z

References:
url: https://weakdh.org
url:

https://weakdh.org/sysadmin.html

url:
https://configurator.tlsref.org/

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html

url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TR@3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org

url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

url:
https://httpd.apache.org/docs/2.4/mo
d/mod_ssl.html#tsslcertificatefile

Issue

NVT: SSL/TLS: Certificate Signed
Using A Weak Signature Algorithm
0ID: 1.3.6.1.4.1.25623.1.0.105880

Threat: Medium (CVSS: 4.0)
Port: 5432/tcp

Summary:

The remote service is using a

SSL/TLS certificate in the

certificate chain that !

has been signed using a
cryptographically weak hashing

algorithm.

Vulnerability Detection Result:

The following certificates are part
of the certificate chain but using
insecure !

signature algorithms:

Subject:
1.2.840.113549.1.9.1=#726F6F74407562
756E74753830342D626173!
652E6C6F63616C646F6D61696E , CN=ubuntu
804-base.localdomain,OU=0ffice for
Complicat!

ion of Otherwise Simple
Affairs,0=0COSA, L=Everywhere,ST=Ther
e is no such thing o!

utside US,C=XX

Signature Algorithm:
shalWithRSAEncryption

Solution:
Solution type: Mitigation
Servers that use SSL/TLS
certificates signed with a weak SHA-
1, MD5, MD4 or MD2
hashing algorithm will need to
obtain new

SHA-2 signed SSL/TLS certificates
to avoid web browser SSL/TLS
certificate war!
nings.

Vulnerability Insight:

The following hashing algorithms
used for signing SSL/TLS
certificates are consil!

dered cryptographically weak

and not secure enough for ongoing
use:

- Secure Hash Algorithm 1 (SHA-1)

- Message Digest 5 (MD5)

- Message Digest 4 (MD4)

- Message Digest 2 (MD2)

Beginning as late as January 2017
and as early as June 2016, browser
developer!
s such as Microsoft and Google will
begin warning users when visiting

web sites that use SHA-1 signed
Secure Socket Layer (SSL)
certificates.

NOTE: The script preference allows
to set one or more custom SHA-1
fingerprint!

s of CA certificates which are
trusted by this routine. The
fingerprints

needs to be passed comma-separated
and case-insensitive:

Fingerprint1l

or

fingerprintl, Fingerprint2

Vulnerability Detection Method:
Check which hashing algorithm was
used to sign the remote SSL/TLS
certificate.

Details:

SSL/TLS: Certificate Signed Using A
Weak Signature Algorithm

(OID: 1.3.6.1.4.1.25623.1.0.105880)
Version used: 2021-10-15T11:13:32Z

References:
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url:
https://blog.mozilla.org/security/20
14/09/23/phasing-out-certificates-
with-sha-1-based-signature-
algorithms/

NVT: SSL/TLS: 'DHE_EXPORT' MITM
Security Bypass Vulnerability
(LogJam)

0ID: 1.3.6.1.4.1.25623.1.0.805188
Threat: Low (CVSS: 3.7)

Port: 25/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Report
Supported Cipher Suites (OID:
1.3.6.1.4.1.25623.1.0.802067)

Summary:
This host is accepting 'DHE_EXPORT'
cipher suites and is prone

to a man-in-the-middle (MITM)
vulnerability.

Vulnerability Detection Result:
'DHE_EXPORT' cipher suites accepted
by this service via the SSLv3
protocol:
TLS_DHE_RSA_EXPORT_WITH_DES4@_CBC_SH
A
TLS_DH_anon_EXPORT_WITH_DES40_CBC_SH
A

TLS_DH_anon_EXPORT_WITH_RC4_40_MD5
'DHE_EXPORT' cipher suites accepted
by this service via the TLSv1.0
protocol:
TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SH
A
TLS_DH_anon_EXPORT_WITH_DES40_CBC_SH
A

TLS_DH_anon_EXPORT_WITH_RC4_40_MD5

Impact:
Successful exploitation will allow a
man-in-the-middle attacker

to downgrade the security of a TLS
session to 512-bit export-grade
cryptograph!
y, which is

significantly weaker, allowing the
attacker to more easily break the
encryptio!
n and monitor or

tamper with the encrypted stream.

Solution:
Solution type: VendorFix
- Remove support for 'DHE_EXPORT'
cipher

suites from the service. Please
see the references for more
resources supporti!
ng you with this

task.

- If the service is using OpenSSL:
Update to version 1.0.1n, 1.0.2b or
later.

Affected Software/0S:
- Hosts accepting 'DHE_EXPORT'
cipher suites.

- OpenSSL versions prior to 1.0.1n
and 1.0.2 prior to 1.0.2b.

Vulnerability Insight:
Flaw is triggered when handling
Diffie-Hellman key exchanges

defined in the 'DHE_EXPORT' cipher
suites.

Vulnerability Detection Method:
Checks previous collected cipher
suites.

Details:

SSL/TLS: 'DHE_EXPORT' MITM Security
Bypass Vulnerability (LogJam)

(OID: 1.3.6.1.4.1.25623.1.0.805188)
Version used: 2026-06-03T07:18:10Z

Product Detection Result:
Product:cpe:/a:ietf:transport_layer_
security

Method:SSL/TLS: Report Supported
Cipher Suites
(OID: 1.3.6.1.4.1.25623.1.0.802067)

References:

cve: CVE-2015-4000

url: https://weakdh.org

url:
https://weakdh.org/sysadmin.html

url:
https://web.archive.org/web/20210122
160144 /http://www.securityfocus.com/
bid/74733

url: https://weakdh.org/imperfect-
forward-secrecy.pdf

url:
https://openwall.com/lists/oss-
security/2015/05/20/8

url:
https://blog.cloudflare.com/logjam-
the-latest-tls-vulnerability-
explained

url: https://openssl-
library.org/post/2015-05-20-logjam-
freak-upcoming-changes/index.html

url:
https://configurator.tlsref.org/

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/EN/BSI/Publications/TechGui
delines/TG02102/BSI-TR-02102-1.html

url:
https://www.bsi.bund.de/EN/Themen/Oe
ffentliche-
Verwaltung/Mindeststandards/TLS-
Protokoll/TLS-Protokoll_node.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Publikationen/Techni
scheRichtlinien/TRO3116/BSI-TR-
03116-4.html

url:
https://www.bsi.bund.de/SharedDocs/D
ownloads/DE/BSI/Mindeststandards/Min
deststandard_BSI_TLS_Version_2_4.htm
1

url:
https://web.archive.org/web/20240113
175943/https://www.bettercrypto.org

url:
https://www.enisa.europa.eu/publicat
ions/algorithms-key-size-and-
parameters-report-2014

cert-bund: WID-SEC-2026-0180

cert-bund: CB-K21/0067

cert-bund: CB-K19/0812

cert-bund: CB-K16/1593

cert-bund: CB-K16/1552

cert-bund: CB-K16/0617

cert-bund: CB-K16/0599

cert-bund: CB-K16/0168

cert-bund: CB-K16/0121

cert-bund: CB-K16/0090

cert-bund: CB-K16/0030

cert-bund: CB-K15/1591

cert-bund: CB-K15/1550

cert-bund: CB-K15/1517

cert-bund: CB-K15/1464

cert-bund: CB-K15/1442

cert-bund: CB-K15/1334

cert-bund: CB-K15/1269

cert-bund: CB-K15/1136

cert-bund: CB-K15/1090

cert-bund: CB-K15/1059

cert-bund: CB-K15/1022

cert-bund: CB-K15/1015

cert-bund: CB-K15/0964

cert-bund: CB-K15/0932

cert-bund: CB-K15/0927

cert-bund: CB-K15/0926

cert-bund: CB-K15/0907

cert-bund: CB-K15/0901

cert-bund: CB-K15/0896

cert-bund: CB-K15/0877

cert-bund: CB-K15/0834

cert-bund: CB-K15/0802

cert-bund: CB-K15/0733

dfn-cert: DFN-CERT-2023-2939
dfn-cert: DFN-CERT-2021-0775
dfn-cert: DFN-CERT-2020-1561
dfn-cert: DFN-CERT-2020-1276
dfn-cert: DFN-CERT-2016-1692
dfn-cert: DFN-CERT-2016-1648
dfn-cert: DFN-CERT-2016-0665
dfn-cert: DFN-CERT-2016-0642
dfn-cert: DFN-CERT-2016-0184
dfn-cert: DFN-CERT-2016-0135
dfn-cert: DFN-CERT-2016-0101
dfn-cert: DFN-CERT-2016-0035
dfn-cert: DFN-CERT-2015-1679
dfn-cert: DFN-CERT-2015-1632
dfn-cert: DFN-CERT-2015-1608
dfn-cert: DFN-CERT-2015-1542
dfn-cert: DFN-CERT-2015-1518
dfn-cert: DFN-CERT-2015-1406
dfn-cert: DFN-CERT-2015-1341
dfn-cert: DFN-CERT-2015-1194
dfn-cert: DFN-CERT-2015-1144
dfn-cert: DFN-CERT-2015-1113
dfn-cert: DFN-CERT-2015-1078
dfn-cert: DFN-CERT-2015-1067
dfn-cert: DFN-CERT-2015-1016
dfn-cert: DFN-CERT-2015-0980
dfn-cert: DFN-CERT-2015-0977
dfn-cert: DFN-CERT-2015-0976
dfn-cert: DFN-CERT-2015-0960
dfn-cert: DFN-CERT-2015-0956
dfn-cert: DFN-CERT-2015-0944
dfn-cert: DFN-CERT-2015-0925
dfn-cert: DFN-CERT-2015-0879
dfn-cert: DFN-CERT-2015-0844
dfn-cert: DFN-CERT-2015-0737

NVT: SSL/TLS: SSLv3 Protocol CBC
Cipher Suites Information Disclosure
Vulnerability (POODLE)

0ID: 1.3.6.1.4.1.25623.1.0.802087
Threat: Low (CVSS: 3.4)

Port: 25/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Report
Supported Cipher Suites (OID:
1.3.6.1.4.1.25623.1.0.802067)

Summary:
This host is prone to an information
disclosure vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:

Successful exploitation will allow a
man-in-the-middle attackers gain
access to!

the plain text data stream.

Solution:
Solution type: Mitigation
Possible Mitigations are:

- Disable SSLv3

- Disable cipher suites supporting
CBC cipher modes

- Enable TLS_FALLBACK_SCSV if the
service is providing TLSv1.0+

Vulnerability Insight:

The flaw is due to the block cipher
padding not being deterministic and
not cove!

red by the Message Authentication
Code
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Vulnerability Detection Method:
Evaluate previous collected
information about this service.
Details:

SSL/TLS: SSLv3 Protocol CBC Cipher
Suites Information Disclosure
Vulnerabili...

(0ID: 1.3.6.1.4.1.25623.1.0.802087)
Version used: 2026-03-13T05:54:58Z

Product Detection Result:
Product:cpe:/a:ietf:transport_layer_
security

Method:SSL/TLS: Report Supported
Cipher Suites
(OID: 1.3.6.1.4.1.25623.1.0.802067)

References:
cve: CVE-2014-3566
url:
https://www.openssl.org/~bodo/ssl-
poodle.pdf
url:
http://www.securityfocus.com/bid/705
74
url:
https://www.imperialviolet.org/2014/
10/14/poodle.html
url:
https://www.dfranke.us/posts/2014-
10-14-how-poodle-happened.html
url:
http://googleonlinesecurity.blogspot
.in/2014/10/this-poodle-bites-
exploiting-ssl-30.html
cert-bund: WID-SEC-2026-0180
cert-bund: WID-SEC-2025-1658
cert-bund: WID-SEC-2023-0431
cert-bund: CB-K17/1198
cert-bund: CB-K17/1196
cert-bund: CB-K16/1828
cert-bund: CB-K16/1438
cert-bund: CB-K16/1384
cert-bund: CB-K16/1102
cert-bund: CB-K16/0599
cert-bund: CB-K16/0156
cert-bund: CB-K15/1514
cert-bund: CB-K15/1358
cert-bund: CB-K15/1021
cert-bund: CB-K15/0972
cert-bund: CB-K15/0637
cert-bund: CB-K15/0590
cert-bund: CB-K15/0525
cert-bund: CB-K15/0393
cert-bund: CB-K15/0384
cert-bund: CB-K15/0287
cert-bund: CB-K15/0252
cert-bund: CB-K15/0246
cert-bund: CB-K15/0237
cert-bund: CB-K15/0118
cert-bund: CB-K15/0110
cert-bund: CB-K15/0108
cert-bund: CB-K15/0080
cert-bund: CB-K15/0078
cert-bund: CB-K15/0077
cert-bund: CB-K15/0075
cert-bund: CB-K14/1617
cert-bund: CB-K14/1581
cert-bund: CB-K14/1537
cert-bund: CB-K14/1479
cert-bund: CB-K14/1458
cert-bund: CB-K14/1342
cert-bund: CB-K14/1314
cert-bund: CB-K14/1313
cert-bund: CB-K14/1311
cert-bund: CB-K14/1304
cert-bund: CB-K14/1296
dfn-cert: DFN-CERT-2017-1238
dfn-cert: DFN-CERT-2017-1236
dfn-cert: DFN-CERT-2016-1929
dfn-cert: DFN-CERT-2016-1527
dfn-cert: DFN-CERT-2016-1468
dfn-cert: DFN-CERT-2016-1168
dfn-cert: DFN-CERT-2016-0884
dfn-cert: DFN-CERT-2016-0642
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2016-0171

dfn-cert: DFN-CERT-2015-1431
dfn-cert: DFN-CERT-2015-1075
dfn-cert: DFN-CERT-2015-1026
dfn-cert: DFN-CERT-2015-0664
dfn-cert: DFN-CERT-2015-0548
dfn-cert: DFN-CERT-2015-0404
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0259
dfn-cert: DFN-CERT-2015-0254
dfn-cert: DFN-CERT-2015-0245
dfn-cert: DFN-CERT-2015-0118
dfn-cert: DFN-CERT-2015-0114
dfn-cert: DFN-CERT-2015-0083
dfn-cert: DFN-CERT-2015-0082
dfn-cert: DFN-CERT-2015-0081
dfn-cert: DFN-CERT-2015-0076
dfn-cert: DFN-CERT-2014-1717
dfn-cert: DFN-CERT-2014-1680
dfn-cert: DFN-CERT-2014-1632
dfn-cert: DFN-CERT-2014-1564
dfn-cert: DFN-CERT-2014-1542
dfn-cert: DFN-CERT-2014-1414
dfn-cert: DFN-CERT-2014-1366
dfn-cert: DFN-CERT-2014-1354

NVT: SSL/TLS: SSLv3 Protocol CBC
Cipher Suites Information Disclosure
Vulnerability (POODLE)

0ID: 1.3.6.1.4.1.25623.1.0.802087
Threat: Low (CVSS: 3.4)

Port: 5432/tcp

Product detection result:
cpe:/a:ietf:transport_layer_security
Detected by: SSL/TLS: Report
Supported Cipher Suites (O0ID:
1.3.6.1.4.1.25623.1.0.802067)

Summary:
This host is prone to an information
disclosure vulnerability.

Vulnerability Detection Result:
Vulnerability was detected according
to the Vulnerability Detection
Method.

Impact:

Successful exploitation will allow a
man-in-the-middle attackers gain
access to!

the plain text data stream.

Solution:
Solution type: Mitigation
Possible Mitigations are:

- Disable SSLv3

- Disable cipher suites supporting
CBC cipher modes

- Enable TLS_FALLBACK_SCSV if the
service is providing TLSv1.0+

Vulnerability Insight:

The flaw is due to the block cipher
padding not being deterministic and
not cove!

red by the Message Authentication
Code

Vulnerability Detection Method:
Evaluate previous collected
information about this service.
Details:

SSL/TLS: SSLv3 Protocol CBC Cipher
Suites Information Disclosure
Vulnerabili...

(OID: 1.3.6.1.4.1.25623.1.0.802087)
Version used: 2026-03-13T05:54:58Z

Product Detection Result:
Product:cpe:/a:ietf:transport_layer_
security

Method:SSL/TLS: Report Supported
Cipher Suites
(OID: 1.3.6.1.4.1.25623.1.0.802067)

References:
cve: CVE-2014-3566
url:
https://www.openssl.org/~bodo/ssl-
poodle.pdf
url:
http://www.securityfocus.com/bid/705
74
url:
https://www.imperialviolet.org/2014/
10/14/poodle.html
url:
https://www.dfranke.us/posts/2014-
10-14-how-poodle-happened.html
url:
http://googleonlinesecurity.blogspot
.in/2014/10/this-poodle-bites-
exploiting-ss1-30.html
cert-bund: WID-SEC-2026-0180
cert-bund: WID-SEC-2025-1658
cert-bund: WID-SEC-2023-0431
cert-bund: CB-K17/1198
cert-bund: CB-K17/1196
cert-bund: CB-K16/1828
cert-bund: CB-K16/1438
cert-bund: CB-K16/1384
cert-bund: CB-K16/1102
cert-bund: CB-K16/0599
cert-bund: CB-K16/0156
cert-bund: CB-K15/1514
cert-bund: CB-K15/1358
cert-bund: CB-K15/1021
cert-bund: CB-K15/0972
cert-bund: CB-K15/0637
cert-bund: CB-K15/0590
cert-bund: CB-K15/0525
cert-bund: CB-K15/0393
cert-bund: CB-K15/0384
cert-bund: CB-K15/0287
cert-bund: CB-K15/0252
cert-bund: CB-K15/0246
cert-bund: CB-K15/0237
cert-bund: CB-K15/0118
cert-bund: CB-K15/0110
cert-bund: CB-K15/0108
cert-bund: CB-K15/0080
cert-bund: CB-K15/0078
cert-bund: CB-K15/0077
cert-bund: CB-K15/0075
cert-bund: CB-K14/1617
cert-bund: CB-K14/1581
cert-bund: CB-K14/1537
cert-bund: CB-K14/1479
cert-bund: CB-K14/1458
cert-bund: CB-K14/1342
cert-bund: CB-K14/1314
cert-bund: CB-K14/1313
cert-bund: CB-K14/1311
cert-bund: CB-K14/1304
cert-bund: CB-K14/1296
dfn-cert: DFN-CERT-2017-1238
dfn-cert: DFN-CERT-2017-1236
dfn-cert: DFN-CERT-2016-1929
dfn-cert: DFN-CERT-2016-1527
dfn-cert: DFN-CERT-2016-1468
dfn-cert: DFN-CERT-2016-1168
dfn-cert: DFN-CERT-2016-0884
dfn-cert: DFN-CERT-2016-0642
dfn-cert: DFN-CERT-2016-0388
dfn-cert: DFN-CERT-2016-0171
dfn-cert: DFN-CERT-2015-1431
dfn-cert: DFN-CERT-2015-1075
dfn-cert: DFN-CERT-2015-1026
dfn-cert: DFN-CERT-2015-0664
dfn-cert: DFN-CERT-2015-0548
dfn-cert: DFN-CERT-2015-0404
dfn-cert: DFN-CERT-2015-0396
dfn-cert: DFN-CERT-2015-0259
dfn-cert: DFN-CERT-2015-0254
dfn-cert: DFN-CERT-2015-0245
dfn-cert: DFN-CERT-2015-0118
dfn-cert: DFN-CERT-2015-0114
dfn-cert: DFN-CERT-2015-0083
dfn-cert: DFN-CERT-2015-0082
dfn-cert: DFN-CERT-2015-0081
dfn-cert: DFN-CERT-2015-0076
dfn-cert: DFN-CERT-2014-1717
dfn-cert: DFN-CERT-2014-1680
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dfn-cert: DFN-CERT-2014-1632
dfn-cert: DFN-CERT-2014-1564
dfn-cert: DFN-CERT-2014-1542
dfn-cert: DFN-CERT-2014-1414
dfn-cert: DFN-CERT-2014-1366
dfn-cert: DFN-CERT-2014-1354

NVT: Weak MAC Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105610
Threat: Low (CVSS: 2.6)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak MAC
algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak client-to-server MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

umac-64@openssh.com

The remote SSH server supports the
following weak server-to-client MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

umac-64@openssh.com

Solution:

Solution type: Mitigation
Disable the reported weak MAC
algorithm(s).

Vulnerability Detection Method:
Checks the supported MAC algorithms
(client-to-server and

server-to-client) of the remote
SSH server.

Currently weak MAC algorithms are
defined as the following:
MD5 based algorithms

- 96-bit based algorithms

- 64-bit based algorithms

- 'none' algorithm
Details:
Weak MAC Algorithm(s) Supported
(SSH)
(OID: 1.3.6.1.4.1.25623.1.0.105610)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc6668

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.4

NVT: TCP Timestamps Information
Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.80091
Threat: Low (CVSS: 2.6)

Port: general/tcp

Summary:

The remote host implements TCP

timestamps and therefore allows
to compute the uptime.

Vulnerability Detection Result:

It was detected that the host
implements RFC1323/RFC7323.

The following timestamps were
retrieved with a delay of 1 seconds
in-between:

Packet 1: 1664703

Packet 2: 1664807

Impact:

A side effect of this feature is

that the uptime of the remote
host can sometimes be computed.

Solution:

Solution type: Mitigation

To disable TCP timestamps on linux
add the line

‘net.ipv4.tcp_timestamps = @' to
/etc/sysctl.conf. Execute 'sysctl -
p' to appl!

y the settings at

runtime.

To disable TCP timestamps on
Windows execute 'netsh int tcp set
global timesta!
mps=disabled’

Starting with Windows Server 2008
and Vista, the timestamp can not be
complete!
ly disabled.

The default behavior of the TCP/IP
stack on this Systems is to not use
the Tim!
estamp options when

initiating TCP connections, but
use them if the TCP peer that is
initiating co!
mmunication includes

them in their synchronize (SYN)
segment.

See the references for more
information.

Affected Software/0S:
TCP implementations that implement
RFC1323/RFC7323.

Vulnerability Insight:

The remote host implements TCP

timestamps, as defined by
RFC1323/RFC7323.

Vulnerability Detection Method:
Special IP packets are forged and
sent with a little delay in
between to the target IP. The
responses are searched for a
timestamps. If foun!
d, the timestamps
are reported.
Details:
TCP Timestamps Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.80091)
Version used: 2023-12-15T16:10:08Z

References:

url:
https://datatracker.ietf.org/doc/htm
1/rfc1323

url:
https://datatracker.ietf.org/doc/htm
1/rfc7323

url:
https://web.archive.org/web/20151213
072445/http://www.microsoft.com/en-
us/download/details.aspx?id=9152

url:
https://www.fortiguard.com/psirt/FG-
IR-16-090

Issue

NVT: ICMP Timestamp Reply
Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:

The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: ©

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:
Solution type: Mitigation
Various mitigations are possible:

- Disable the support for ICMP
timestamp on the remote host
completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!
h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a

Timestamp message. It consists of
the originating timestamp sent by
the sender!

of the Timestamp as

well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:
cve: CVE-1999-0524
url:

https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780

cert-bund: CB-K15/1514

cert-bund: CB-K14/0632

dfn-cert: DFN-CERT-2014-0658
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Scanning of this host started at:
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Port Summary for Host 193.42.15.25

Service (Port) Threat Level

Security Issues for Host
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Host 193.42.15.27
Kok ok Kok ok ok ok K ok R K ok K oK

Scanning of this host started at:
Fri Jun 12 20:01:57 2026 UTC
Number of results: 2

Port Summary for Host 193.42.15.27

Service (Port) Threat Level

135/tcp Medium
(CVSS: 5.0)

general/icmp Low (CVSS:
2.1)

Security Issues for Host
193.42.15.27

Issue

NVT: DCE/RPC and MSRPC Services
Enumeration Reporting

0ID: 1.3.6.1.4.1.25623.1.0.10736
Threat: Medium (CVSS: 5.0)

Port: 135/tcp

Summary:
Distributed Computing Environment /
Remote Procedure Calls

(DCE/RPC) or MSRPC based service
enumeration reporting.

Vulnerability Detection Result:
Here is the list of DCE/RPC or MSRPC
services running on this host via
the TCP p!
rotocol:
Port: 49664/tcp

UUID: 12345778-1234-abcd-ef00-
0123456789ac, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49664]

Named pipe : lsass

Win32 service or process :
lsass.exe

Description : SAM access

UUID: 51a227ae-825b-41f2-b4ag-
1ac9557a1018, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49664]

Annotation: Ngc Pop Key Service

UUID: 8fb74744-b2ff-4c00-bedd-
9ef9al191felb, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49664]

Annotation: Ngc Pop Key Service

UUID: b25a52bf-e5dd-4f4a-aeab-
8ca7272a0e86, version 2

Endpoint:
ncacn_ip_tcp:193.42.15.27[49664]

Annotation: KeyIso
Port: 49665/tcp

UUID: d95afe70-a6d5-4259-822e-
2c84dalddbed, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49665]
Port: 49666/tcp

UUID: fébeaff7-1e19-4fbb-9f8f-
b89e2018337c, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49666]

Annotation: Event log TCPIP
Port: 49667/tcp

UUID: 3a9ef155-691d-4449-8d05-
09ad57031823, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49667]

UUID: 86d35949-83c9-4044-b424-
db363231fdec, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49667]
Port: 49668/tcp

UUID: ob6edbfa-4a24-4fc6-8a23-
942blecab5dl, version 1

UUID: 12345678-1234-abcd-ef00-
0123456789ab, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49668]
Named pipe : spoolss

Win32 service or process :
spoolsv.exe

Description : Spooler service

UUID: 4a452661-8290-4b36-8fbe-
74093294978, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49668]

UUID: 76f03f96-cdfd-44fc-a22c-
649502001209, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49668]

UUID: ae33069b-a2a8-46ee-a235-
ddfd339be281, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49668]
Port: 49669/tcp

UUID: 367abb81-9844-35f1-ad32-
981038001003, version 2

Endpoint:
ncacn_ip_tcp:193.42.15.27[49669]
Port: 49670/tcp

UUID: 6b5bddle-528c-422c-af8c-
a4079bedfed8, version 1

Endpoint:
ncacn_ip_tcp:193.42.15.27[49670]

Annotation: Remote Fw APIs
Note: DCE/RPC or MSRPC services
running on this host locally were
identified. Re!
porting this list is not enabled by
default due to the possible large
size of th!
is list. See the script preferences
to enable this reporting.

Impact:
An attacker may use this information
to gain more knowledge about

the remote host and to conduct
further attacks based on it.

Solution:

Solution type: Mitigation
Filter incoming traffic to this
ports.

Affected Software/0S:
All systems exposing / disclosing
information via DCE/RPC or

MSRPC services.

Vulnerability Insight:
DCE/RPC or MSRPC services running on
the remote host can be

enumerated by connecting on port
135 and doing the appropriate
queries.

Vulnerability Detection Method:
Reports previously collected (via
'DCE/RPC and MSRPC Services

Enumeration' OID:
1.3.6.1.4.1.25623.1.0.108044)
DCE/RPC or MSRPC services.

This VT is reporting a severity by
default. If the scanned network is
e.g. a p!
rivate LAN / private

WAN which contains systems not
accessible to the public (access
restricted) an!

d it is accepted

that the service is disclosing
information to this network please
set the 'Net!
work type'’

configuration of the following VT
to e.g. 'Private LAN' or 'Private
WAN' :

Global variable settings (OID:
1.3.6.1.4.1.25623.1.0.12288)

In this case a 'Log' level result

DCE/RPC and MSRPC Services
Enumeration Reporting

(O0ID: 1.3.6.1.4.1.25623.1.0.10736)
Version used: 2025-11-26T05:40:08Z

Issue

NVT: ICMP Timestamp Reply
Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:

The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: ©

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:
Solution type: Mitigation
Various mitigations are possible:

- Disable the support for ICMP
timestamp on the remote host
completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!
h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a
Timestamp message. It consists of
the originating timestamp sent by
the sender!
of the Timestamp as
well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:

cve: CVE-1999-0524

url:
https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780

cert-bund: CB-K15/1514

cert-bund: CB-K14/0632

dfn-cert: DFN-CERT-2014-0658

Host 193.42.15.254
ok Kok ok ok KKK ok K Kok K

Scanning of this host started at:
Fri Jun 12 20:11:00 2026 UTC
Number of results: 4

Port Summary for Host 193.42.15.254

Endpoint: is used instead.
ncacn_ip_tcp:193.42.15.27[49668] Details: Service (Port) Threat Level
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22/tcp Medium
(CVSS: 5.3)

general/icmp Low (CVSS:
2.1)

Security Issues for Host
193.42.15.254

NVT: Weak Key Exchange (KEX)
Algorithm(s) Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.150713
Threat: Medium (CVSS: 5.3)

Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak key
exchange (KEX) algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak KEX algorithm(s):

KEX algorithm |
Reason

diffie-hellman-group-exchange-shal |
Using SHA-1
diffie-hellman-groupl-shal |
Using Oakley Group 2 (a 1024-bit
MODP group!

) and SHA-1

Impact:
An attacker can quickly break
individual connections.

Solution:
Solution type: Mitigation
Disable the reported weak KEX
algorithm(s)

- 1024-bit MODP group / prime KEX
algorithms:

Alternatively use elliptic-curve
Diffie-Hellmann in general, e.g.
Curve 25519.

Vulnerability Insight:
- 1024-bit MODP group / prime KEX
algorithms:

Millions of HTTPS, SSH, and VPN
servers all use the same prime
numbers for Dif!
fie-Hellman key

exchange. Practitioners believed
this was safe as long as new key
exchange mes!
sages were generated

for every connection. However, the
first step in the number field
sieve-the mo!
st efficient

algorithm for breaking a Diffie-
Hellman connection-is dependent only
on this p!
rime.

A nation-state can break a 1024-
bit prime.

Vulnerability Detection Method:
Checks the supported KEX algorithms
of the remote SSH server.

Currently weak KEX algorithms are
defined as the following:

- non-elliptic-curve Diffie-
Hellmann (DH) KEX algorithms with
1024-bit MODP gr!

oup / prime

- ephemerally generated key
exchange groups uses SHA-1

- using RSA 1024-bit modulus key
Details:
Weak Key Exchange (KEX) Algorithm(s)
Supported (SSH)
(OID: 1.3.6.1.4.1.25623.1.0.150713)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url:
https://weakdh.org/sysadmin.html

url: https://www.rfc-
editor.org/rfc/rfco142

url: https://www.rfc-
editor.org/rfc/rfc9142#name-summary-
guidance-for-implem

url: https://www.rfc-
editor.org/rfc/rfc6194

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.5

Issue

NVT: Weak Encryption Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105611

Threat: Medium (CVSS: 4.3)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:
The remote SSH server is configured
to allow / support weak

encryption algorithm(s).

Vulnerability Detection Result:
The remote SSH server supports the
following weak client-to-server
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

The remote SSH server supports the
following weak server-to-client
encryption al!

gorithm(s):

3des-cbc

aes128-cbc

aes192-cbc

aes256-cbc

Solution:

Solution type: Mitigation

Disable the reported weak encryption
algorithm(s).

Vulnerability Insight:

- The 'arcfour' cipher is the

Arcfour stream cipher with 128-bit
keys. The Arcfour cipher is

believed to be compatible with the

RC4 cipher [SCH!

NEIER]. Arcfour

(and RC4) has problems with weak
keys, and should not be used
anymore.

- The 'none' algorithm specifies
that no encryption is to be done.
Note that t!
his method provides

no confidentiality protection, and
it is NOT RECOMMENDED to use it.

- A vulnerability exists in SSH
messages that employ CBC mode that
may allow a!

n attacker to

recover plaintext from a block of

ciphertext.

Vulnerability Detection Method:
Checks the supported encryption
algorithms (client-to-server

and server-to-client) of the
remote SSH server.

Currently weak encryption
algorithms are defined as the
following:

- Arcfour (RC4) cipher based
algorithms

- 'none' algorithm

- CBC mode cipher based algorithms
Details:

Weak Encryption Algorithm(s)
Supported (SSH)

(0OID: 1.3.6.1.4.1.25623.1.0.105611)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(0OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc8758

url:
https://www.kb.cert.org/vuls/id/9585
63

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.3

Issue

NVT: Weak MAC Algorithm(s)
Supported (SSH)

0ID: 1.3.6.1.4.1.25623.1.0.105610

Threat: Low (CVSS: 2.6)
Port: 22/tcp

Product detection result:
cpe:/a:ietf:secure_shell_protocol
Detected by: SSH Protocol Algorithms
Supported (OID:
1.3.6.1.4.1.25623.1.0.105565)

Summary:

The remote SSH server is configured

to allow / support weak MAC
algorithm(s).

Vulnerability Detection Result:

The remote SSH server supports the
following weak client-to-server MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

The remote SSH server supports the
following weak server-to-client MAC
algorithm!

(s):

hmac-md5

hmac-md5-96

hmac-shal-96

Solution:

Solution type: Mitigation
Disable the reported weak MAC
algorithm(s).

Vulnerability Detection Method:
Checks the supported MAC algorithms
(client-to-server and
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server-to-client) of the remote
SSH server.

Currently weak MAC algorithms are
defined as the following:

- MD5 based algorithms

- 96-bit based algorithms

- 64-bit based algorithms

- 'none' algorithm
Details:
Weak MAC Algorithm(s) Supported
(SSH)
(OID: 1.3.6.1.4.1.25623.1.0.105610)
Version used: 2024-06-14T05:05:48Z

Product Detection Result:
Product:cpe:/a:ietf:secure_shell_pro
tocol

Method:SSH Protocol Algorithms
Supported
(OID: 1.3.6.1.4.1.25623.1.0.105565)

References:

url: https://www.rfc-
editor.org/rfc/rfc6668

url: https://www.rfc-
editor.org/rfc/rfc4253#section-6.4

Issue

NVT: ICMP Timestamp Reply
Information Disclosure

0ID: 1.3.6.1.4.1.25623.1.0.103190
Threat: Low (CVSS: 2.1)

Port: general/icmp

Summary:

The remote host responded to an ICMP
timestamp request.

Vulnerability Detection Result:

The following response / ICMP packet
has been received:

- ICMP Type: 14

- ICMP Code: ©

Impact:
This information could theoretically
be used to exploit weak

time-based random number
generators in other services.

Solution:
Solution type: Mitigation
Various mitigations are possible:

- Disable the support for ICMP
timestamp on the remote host
completely

- Protect the remote host by a
firewall, and block ICMP packets
passing throug!
h the firewall in

either direction (either
completely or only for untrusted
networks)

Vulnerability Insight:
The Timestamp Reply is an ICMP
message which replies to a

Timestamp message. It consists of
the originating timestamp sent by
the sender!

of the Timestamp as

well as a receive timestamp and a
transmit timestamp.

Vulnerability Detection Method:
Sends an ICMP Timestamp (Type 13)
request and checks if a

Timestamp Reply (Type 14) is
received.
Details:
ICMP Timestamp Reply Information
Disclosure
(0OID: 1.3.6.1.4.1.25623.1.0.103190)
Version used: 2025-01-21T05:37:33Z

References:

cve: CVE-1999-0524

url:
https://datatracker.ietf.org/doc/htm
1/rfc792

url:
https://datatracker.ietf.org/doc/htm
1/rfc2780
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