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import mport numpy as np 
from scipy import stats 
import matplotlib.pyplot as plt 
import matplotlib.font_manager 
 
from pyod.models.abod import ABOD 
from pyod.models.knn import KNN 
 
import numpy as np 
from scipy import stats 
import matplotlib.pyplot as plt 
import matplotlib.font_manager 
from pyod.utils.data import generate_data, get_outliers_inliers 

 

 
 
#generate random data with two features 
X_train, Y_train = generate_data(n_train=200,train_only=True, n_features=2) 
 

 
 
outlier_fraction = 0.1 
 

 
x_outliers, x_inliers = get_outliers_inliers(X_train,Y_train) 
 
n_inliers = len(x_inliers) 
n_outliers = len(x_outliers) 
 

 
 
F1 = X_train[:,[0]].reshape(-1,1) 
F2 = X_train[:,[1]].reshape(-1,1) 
 

 
xx , yy = np.meshgrid(np.linspace(-10, 10, 200), np.linspace(-10, 10, 200)) 
 



 
 

 
 
plt.scatter(F1,F2) 
plt.xlabel('F1') 
plt.ylabel('F2') 
plt.show() 
 

 
3 –   

 
classifiers = { 
   'Angle-based Outlier Detector (ABOD)' 
:ABOD(contamination=outlier_fraction), 
   'K Nearest Neighbors (KNN)':KNN(contamination=outlier_fraction) 
} 
 
#  
plt.figure(figsize=(10, 10)) 
 
for i, (clf_name,clf) in enumerate(classifiers.items()) : 
  # fit the dataset to the model 
  clf.fit(X_train) 
 

 
 

    
  scores_pred = clf.decision_function(X_train)*-1 
 

   \  
  y_pred = clf.predict(X_train) 
 

     
  n_errors = (y_pred != Y_train).sum() 
  print('No of Errors : ',clf_name, n_errors) 
 

 

  
 
  threshold = stats.scoreatpercentile(scores_pred,100 *outlier_fraction) 
 



 
 

 
 

 
  Z = clf.decision_function(np.c_[xx.ravel(), yy.ravel()]) * -1 
  Z = Z.reshape(xx.shape) 
 
  subplot = plt.subplot(1, 2, i + 1) 
 

 
 
  subplot.contourf(xx, yy, Z, levels = np.linspace(Z.min(), threshold, 
10),cmap=plt.cm.Blues_r) 
 

 
 
  a = subplot.contour(xx, yy, Z, levels=[threshold],linewidths=2, 
colors='red') 
 

   

 
 
  subplot.contourf(xx, yy, Z, levels=[threshold, Z.max()],colors='orange') 
 

 
  b = subplot.scatter(X_train[:-n_outliers, 0], X_train[:-n_outliers, 1], 
c='white',s=20, edgecolor='k') 
 

 
  c = subplot.scatter(X_train[-n_outliers:, 0], X_train[-n_outliers:, 1], 
c='black',s=20, edgecolor='k') 
  subplot.axis('tight') 
 
  subplot.legend( 
    [a.collections[0], b, c], 
    ['learned decision function', 'true inliers', 'true outliers'], 
    prop=matplotlib.font_manager.FontProperties(size=10), 
    loc='lower right') 
 
  subplot.set_title(clf_name) 
  subplot.set_xlim((-10, 10)) 
  subplot.set_ylim((-10, 10)) 
plt.show() 
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from __future__ import division 
from __future__ import print_function 
 
import os 
import sys 
from time import time 
 
import numpy as np 
from numpy import percentile 
import matplotlib.pyplot as plt 
import matplotlib.font_manager 
 

 
from pyod.models.abod import ABOD 
from pyod.models.cblof import CBLOF 
from pyod.models.feature_bagging import FeatureBagging 
from pyod.models.hbos import HBOS 
from pyod.models.iforest import IForest 
from pyod.models.knn import KNN 
from pyod.models.lof import LOF 
from pyod.models.mcd import MCD 
from pyod.models.ocsvm import OCSVM 
from pyod.models.pca import PCA 
from pyod.models.lscp import LSCP 



 
 
from pyod.models.inne import INNE 
from pyod.models.gmm import GMM 
from pyod.models.kde import KDE 
from pyod.models.lmdd import LMDD 
 

  
 
n_samples = 200 
outliers_fraction = 0.25 
clusters_separation = [0] 
 

 
 

  
 
xx, yy = np.meshgrid(np.linspace(-7, 7, 100), np.linspace(-7, 7, 100)) 
n_inliers = int((1. - outliers_fraction) * n_samples) 
n_outliers = int(outliers_fraction * n_samples) 
ground_truth = np.zeros(n_samples, dtype=int) 
ground_truth[-n_outliers:] = 1 
 

 
 
detector_list = [LOF(n_neighbors=5), LOF(n_neighbors=10), LOF(n_neighbors=15), 
       LOF(n_neighbors=20), LOF(n_neighbors=25), LOF(n_neighbors=30), 
       LOF(n_neighbors=35), LOF(n_neighbors=40), LOF(n_neighbors=45), 
       LOF(n_neighbors=50)] 
 

   
 
print('Number of inliers: %i' % n_inliers) 
print('Number of outliers: %i' % n_outliers) 
print('Ground truth shape is {shape}. Outlier are 1 and inliers are 
0.\n'.format(shape=ground_truth.shape)) 
print(ground_truth) 
 
random_state = np.random.RandomState(42) 
 

 
 
classifiers = { 
  'Angle-based Outlier Detector (ABOD)': 
    ABOD(contamination=outliers_fraction), 
  'Cluster-based Local Outlier Factor (CBLOF)': 
    CBLOF(contamination=outliers_fraction, 
      check_estimator=False, random_state=random_state), 
  'Feature Bagging': 
    FeatureBagging(LOF(n_neighbors=35), 
         contamination=outliers_fraction, 
         random_state=random_state), 
  'Histogram-base Outlier Detection (HBOS)': HBOS( 
    contamination=outliers_fraction), 
  'Isolation Forest': IForest(contamination=outliers_fraction, 
            random_state=random_state), 
  'K Nearest Neighbors (KNN)': KNN( 
    contamination=outliers_fraction), 
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  'Average KNN': KNN(method='mean', 
         contamination=outliers_fraction), 
  'Local Outlier Factor (LOF)': 
    LOF(n_neighbors=35, contamination=outliers_fraction), 
  'Minimum Covariance Determinant (MCD)': MCD( 
    contamination=outliers_fraction, random_state=random_state), 
  'One-class SVM (OCSVM)': OCSVM(contamination=outliers_fraction), 
  'Principal Component Analysis (PCA)': PCA( 
    contamination=outliers_fraction, random_state=random_state), 
  'Locally Selective Combination (LSCP)': LSCP( 
    detector_list, contamination=outliers_fraction, 
    random_state=random_state), 
  'INNE': INNE(contamination=outliers_fraction), 
  'GMM': GMM(contamination=outliers_fraction), 
  'KDE': KDE(contamination=outliers_fraction), 
  'LMDD': LMDD(contamination=outliers_fraction), 
} 
 

 
 

for i, clf in enumerate(classifiers.keys()): 
  print('Model', i + 1, clf) 
 

  

  
 
for i, offset in enumerate(clusters_separation): 
  np.random.seed(42) 
   
  X1 = 0.3 * np.random.randn(n_inliers // 2, 2) - offset 
  X2 = 0.3 * np.random.randn(n_inliers // 2, 2) + offset 
  X = np.r_[X1, X2] 
   
  X = np.r_[X, np.random.uniform(low=-6, high=6, size=(n_outliers, 2))] 
 
   
  plt.figure(figsize=(15, 16)) 
  for i, (clf_name, clf) in enumerate(classifiers.items()): 
    print(i + 1, 'fitting', clf_name) 
    # fit the data and tag outliers 
    clf.fit(X) 
    scores_pred = clf.decision_function(X) * -1 
    y_pred = clf.predict(X) 
    threshold = percentile(scores_pred, 100 * outliers_fraction) 
    n_errors = (y_pred != ground_truth).sum() 
     
 
    Z = clf.decision_function(np.c_[xx.ravel(), yy.ravel()]) * -1 
    Z = Z.reshape(xx.shape) 
    subplot = plt.subplot(4, 4, i + 1) 
    subplot.contourf(xx, yy, Z, levels=np.linspace(Z.min(), threshold, 7), 
         cmap=plt.cm.Blues_r) 
    # a = subplot.contour(xx, yy, Z, levels=[threshold], 
    #       linewidths=2, colors='red') 
    subplot.contourf(xx, yy, Z, levels=[threshold, Z.max()], 
         colors='orange') 
    b = subplot.scatter(X[:-n_outliers, 0], X[:-n_outliers, 1], c='white', 
          s=20, edgecolor='k') 
    c = subplot.scatter(X[-n_outliers:, 0], X[-n_outliers:, 1], c='black', 
          s=20, edgecolor='k') 
    subplot.axis('tight') 



 
 
    subplot.legend( 
    [ 
      # a.collections[0], 
      b, c], 
    [ 
       
      'true inliers', 'true outliers'], 
    prop=matplotlib.font_manager.FontProperties(size=10), 
    loc='lower right') 
    subplot.set_xlabel("%d. %s (errors: %d)" % (i + 1, clf_name, n_errors)) 
    subplot.set_xlim((-7, 7)) 
    subplot.set_ylim((-7, 7)) 
  plt.subplots_adjust(0.04, 0.1, 0.96, 0.94, 0.1, 0.26) 
  plt.suptitle("Outlier detection") 
plt.show() 

 

3 – -
-  

– 
-  

– 
 



63 
 

–  
 

–  
-  

– 
 

 
–  

 



64 
 

–  LMDD 

 
 

 

 

- 

 

 

- -

-

-



 
 

 

  

  

 

 

 

 

 

 

 

 

 

 

 

 



66 
 

 

 

- 

 

 

3 - 3  
3  

 

   
    

    
  

 
 

 
 

 

 
 

 

    
  

 
 

    
     

 
3  

 
   

    
    



 
 

    
   

    
    

    

    

    

    
   

  
 

 

    

 
3  
 

   

  

 

 

  
 

 

  
 

 

    
    

  

 

 

    
 

 

 
import numpy as np # linear algebra 
import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv) 
 
# Input data files are available in the "../input/" directory. 
# For example, running this (by clicking run or pressing Shift+Enter) will li
st all files under the input directory 
 
import os 
for dirname, _, filenames in os.walk('/kaggle/input'): 
    for filename in filenames: 
        print(os.path.join(dirname, filename)) 
 
# Any results you write to the current directory are saved as output. 
 
import pandas as pd 
from tensorflow.keras.utils import get_file 
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try: 
    path = get_file('kddcup.data_10_percent.gz', origin='http://kdd.ics.uci.e
du/databases/kddcup99/kddcup.data_10_percent.gz') 
except: 
    print('Error downloading') 
    raise 
     
print(path)  
 
# This file is a CSV, just no CSV extension or headers 
# Download from: http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html 
df = pd.read_csv(path, header=None) 
 
# The CSV file has no column heads, so add them 
df.columns = [ 
    'duration', 
    'protocol_type', 
    'service', 
    'flag', 
    'src_bytes', 
    'dst_bytes', 
    'land', 
    'wrong_fragment', 
    'urgent', 
    'hot', 
    'num_failed_logins', 
    'logged_in', 
    'num_compromised', 
    'root_shell', 
    'su_attempted', 
    'num_root', 
    'num_file_creations', 
    'num_shells', 
    'num_access_files', 
    'num_outbound_cmds', 
    'is_host_login', 
    'is_guest_login', 
    'count', 
    'srv_count', 
    'serror_rate', 
    'srv_serror_rate', 
    'rerror_rate', 
    'srv_rerror_rate', 
    'same_srv_rate', 
    'diff_srv_rate', 
    'srv_diff_host_rate', 
    'dst_host_count', 
    'dst_host_srv_count', 
    'dst_host_same_srv_rate', 
    'dst_host_diff_srv_rate', 
    'dst_host_same_src_port_rate', 
    'dst_host_srv_diff_host_rate', 
    'dst_host_serror_rate', 
    'dst_host_srv_serror_rate', 
    'dst_host_rerror_rate', 
    'dst_host_srv_rerror_rate', 
    'outcome' 
] 
 

 
df[0:19289] 
 



 
 

 
–  

 
 

print("Read {} rows.".format(len(df))) 
print('='*40) 
print('The number of data points are:', df.shape[0]) 
print('='*40) 
print('The number of features are:', df.shape[1]) 
print('='*40) 
output = df['outcome'].values 
labels = set(output) 
print('The different type of output labels are:', labels) 
print('='*125) 
print('The number of different output labels are:', len(labels)) 
 

 
Read 494021 rows. 
======================================== 
The number of data points are: 494021 
======================================== 
The number of features are: 42 
======================================== 
The different type of output labels are: {'loadmodule.', 'smurf.', 'rootkit.', 'g
uess_passwd.', 'pod.', 'teardrop.', 'normal.', 'perl.', 'nmap.', 'spy.', 'buffer_
overflow.', 'land.', 'back.', 'warezclient.', 'phf.', 'satan.', 'imap.', 'ipsweep
.', 'portsweep.', 'neptune.', 'ftp_write.', 'multihop.', 'warezmaster.'} 
=================================================================================
============================================ 
The number of different output labels are: 23 
 
print('Null values in dataset are',len(df[df.isnull().any(1)])) 
print('='*40) 
 
# Checkng for DUPLICATE values 
df.drop_duplicates(keep='first', inplace = True) 
 
# For now, just drop NA's (rows with missing values) 
df.dropna(inplace=True,axis=1)  
 
# stored the data into a pickle file so we can load through 
# df.to_pickle('df.pkl') 
 
print("Read {} rows.".format(len(df))) 
 
# Exploratory data analysis 



 
 
import matplotlib.pyplot as plt 
from matplotlib.pyplot import * 
 
plt.figure(figsize=(15,7)) 
class_distribution = df['outcome'].value_counts() 
class_distribution.plot(kind='bar') 
plt.xlabel('Class') 
plt.ylabel('Data points per Class') 
plt.title('Distribution of yi in train data') 
plt.grid() 
plt.show() 
 

 
–  

 
sorted_yi = np.argsort(-class_distribution.values) 
for i in sorted_yi: 
    print('Number of data points in class', class_distribution.index[i],':', 
class_distribution.values[i],  
          '(', np.round((class_distribution.values[i]/df.shape[0]*100), 3), '
%)') 
     
#df.groupby('outcome')['outcome'].count() #this could also be used if you wan
t no-fromatted for above. 
 
ENCODING = 'utf-8' 
 
def expand_categories(values): 
    result = [] 
    s = values.value_counts() 
    t = float(len(values)) 
    for v in s.index: 
        result.append("{}:{}%".format(v,round(100*(s[v]/t),2))) 
    return "[{}]".format(",".join(result)) 
         
def analyze(df): 
    print() 
    cols = df.columns.values 
    total = float(len(df)) 
 



 
 
    print("{} rows".format(int(total))) 
    for col in cols: 
        uniques = df[col].unique() 
        unique_count = len(uniques) 
        if unique_count>100: 
            print("** {}:{} ({}%)".format(col,unique_count,int(((unique_count
)/total)*100))) 
        else: 
            print("** {}:{}".format(col,expand_categories(df[col]))) 
            expand_categories(df[col]) 
 
# Analyze KDD-99 
 
import pandas as pd 
import os 
import numpy as np 
from sklearn import metrics 
from scipy.stats import zscore 
 
analyze(df) 
 
145586 rows 
** duration:2495 (1%) 
** protocol_type:[tcp:89.92%,udp:8.43%,icmp:1.65%] 
 

 
# Encode a numeric column as zscores 
def encode_numeric_zscore(df, name, mean=None, sd=None): 
    if mean is None: 
        mean = df[name].mean() 
 
    if sd is None: 
        sd = df[name].std() 
 
    df[name] = (df[name] - mean) / sd 
     
# Encode text values to dummy variables(i.e. [1,0,0],[0,1,0],[0,0,1] for red,
green,blue) 
def encode_text_dummy(df, name): 
    dummies = pd.get_dummies(df[name]) 
    for x in dummies.columns: 
        dummy_name = f"{name}-{x}" 
        df[dummy_name] = dummies[x] 
    df.drop(name, axis=1, inplace=True) 
 
encode_numeric_zscore(df, 'duration') 
encode_text_dummy(df, 'protocol_type') 
encode_text_dummy(df, 'service') 
encode_text_dummy(df, 'flag') 
encode_numeric_zscore(df, 'src_bytes') 
encode_numeric_zscore(df, 'dst_bytes') 
encode_text_dummy(df, 'land') 
encode_numeric_zscore(df, 'wrong_fragment') 
encode_numeric_zscore(df, 'urgent') 
encode_numeric_zscore(df, 'hot') 
encode_numeric_zscore(df, 'num_failed_logins') 
encode_text_dummy(df, 'logged_in') 
encode_numeric_zscore(df, 'num_compromised') 
encode_numeric_zscore(df, 'root_shell') 
encode_numeric_zscore(df, 'su_attempted') 
encode_numeric_zscore(df, 'num_root') 
encode_numeric_zscore(df, 'num_file_creations') 



 
 
encode_numeric_zscore(df, 'num_shells') 
encode_numeric_zscore(df, 'num_access_files') 
encode_numeric_zscore(df, 'num_outbound_cmds') 
encode_text_dummy(df, 'is_host_login') 
encode_text_dummy(df, 'is_guest_login') 
encode_numeric_zscore(df, 'count') 
encode_numeric_zscore(df, 'srv_count') 
encode_numeric_zscore(df, 'serror_rate') 
encode_numeric_zscore(df, 'srv_serror_rate') 
encode_numeric_zscore(df, 'rerror_rate') 
encode_numeric_zscore(df, 'srv_rerror_rate') 
encode_numeric_zscore(df, 'same_srv_rate') 
encode_numeric_zscore(df, 'diff_srv_rate') 
encode_numeric_zscore(df, 'srv_diff_host_rate') 
encode_numeric_zscore(df, 'dst_host_count') 
encode_numeric_zscore(df, 'dst_host_srv_count') 
encode_numeric_zscore(df, 'dst_host_same_srv_rate') 
encode_numeric_zscore(df, 'dst_host_diff_srv_rate') 
encode_numeric_zscore(df, 'dst_host_same_src_port_rate') 
encode_numeric_zscore(df, 'dst_host_srv_diff_host_rate') 
encode_numeric_zscore(df, 'dst_host_serror_rate') 
encode_numeric_zscore(df, 'dst_host_srv_serror_rate') 
encode_numeric_zscore(df, 'dst_host_rerror_rate') 
encode_numeric_zscore(df, 'dst_host_srv_rerror_rate') 
 
# display 5 rows 
 
df.dropna(inplace=True,axis=1) 
df[0:5] 
# This is the numeric feature vector, as it goes to the neural net 
 

 
–   

 
# Convert to numpy - Classification 
x_columns = df.columns.drop('outcome') 
x = df[x_columns].values 
dummies = pd.get_dummies(df['outcome']) # Classification 
outcomes = dummies.columns 
num_classes = len(outcomes) 
y = dummies.values 
 
df.groupby('outcome')['outcome'].count() 
 

 
 
# create our target classifications 
binary_y = df['attack_flag'] 
multi_y = df['attack_map'] 
 
test_binary_y = test_df['attack_flag'] 
test_multi_y = test_df['attack_map'] 
 
# build the training sets 
binary_train_X, binary_val_X, binary_train_y, binary_val_y = train_test_split
(to_fit, binary_y, test_size=0.6) 



 
 
multi_train_X, multi_val_X, multi_train_y, multi_val_y = train_test_split(to_
fit, multi_y, test_size = 0.6) 
 

 

 
 
# model for the binary classification 
binary_model = RandomForestClassifier() 
binary_model.fit(binary_train_X, binary_train_y) 
binary_predictions = binary_model.predict(binary_val_X) 
 
# calculate and display our base accuracty 
base_rf_score = accuracy_score(binary_predictions,binary_val_y) 
base_rf_score 
 
0.9936097586790855 
 

 

 
 
# define the list of models that we want to test 
models = [ 
    RandomForestClassifier(), 
    LogisticRegression(max_iter=250), 
    KNeighborsClassifier(), 
] 
 
# an empty list to capture the performance of each model 
model_comps = [] 
# walk through the models and populate our list 
for model in models: 
    model_name = model.__class__.__name__ 
    accuracies = cross_val_score(model, binary_train_X, binary_train_y, scori
ng='accuracy') 
    for count, accuracy in enumerate(accuracies): 
        model_comps.append((model_name, count, accuracy)) 
 
# a box plot will do well to show us overall performance and the variation in 
the models. 
result_df = pd.DataFrame(model_comps, columns=['model_name', 'count', 'accura
cy']) 
result_df.pivot(index='count',columns='model_name',values='accuracy').boxplot
(rot=45) 
 

-

 
 



 
 

 
–  

 
 

 
 
# a helper function for getting some analytical data about our predictions 
def add_predictions(data_set,predictions,y): 
    prediction_series = pd.Series(predictions, index=y.index) 
 
    # we need to add the predicted and actual outcomes to the data 
    predicted_vs_actual = data_set.assign(predicted=prediction_series) 
    original_data = predicted_vs_actual.assign(actual=y).dropna() 
    conf_matrix = confusion_matrix(original_data['actual'],  
                                   original_data['predicted']) 
     
    base_errors = original_data[original_data['actual'] != original_data['pre
dicted']] 
     
    non_zeros = base_errors.loc[:,(base_errors != 0).any(axis=0)] 
 
    false_positives = non_zeros.loc[non_zeros.actual==0] 
    false_negatives = non_zeros.loc[non_zeros.actual==1] 
 
    # put everything into an object 
    prediction_data = {'data': original_data, 
                       'confusion_matrix': conf_matrix, 
                       'errors': base_errors, 
                       'non_zeros': non_zeros, 
                       'false_positives': false_positives, 
                       'false_negatives': false_negatives} 
     
    return prediction_data 
 

 
 
# capture our prediction data 
binary_prediction_data = add_predictions(df, 
                                         binary_predictions, 
                                         binary_val_y) 
 
# create a heatmap of the confusion matrix 



 
 
sns.heatmap(data=binary_prediction_data['confusion_matrix'], 
            xticklabels = ['Predicted Normal','Predicted Attack'], 
            yticklabels = ['Actual Normal','Actual Attack'], 
            cmap="YlGnBu", 
            fmt='d', 
            annot=True) 

 
–  

 

-
 

    
  

 
 
# dataframe to store incorrect classification 
binary_prediction_data['errors'].describe() 
 

 
–   

 

 
  

 
# data minus the rows with no variance 
binary_prediction_data['non_zeros'].describe() 
 

 
- -

 
 
# see the standard deviation of the false positives 
binary_prediction_data['false_positives'].std() 



 
 
# see the standard deviation of the false negatives 
binary_prediction_data['false_negatives'].std() 
 

 

 
 -

 
 
# distribution of false negatives--what attacks did we miss? 
binary_prediction_data['false_negatives'].attack.value_counts().plot.bar() 

 
 –  

 

 

 
 

#  
outcomes = ['attack_flag','attack_map', 'actual'] 
 

 
 

new_features = (binary_prediction_data['false_positives']==0).all(axis=0) 
feature_cols = binary_prediction_data['false_positives'].loc[:,new_features] 
feature_cols = feature_cols.drop(outcomes,axis=1) 
 
#  
new_feature_columns = list(feature_cols.columns) 
new_feature_columns 
 

 
['num_failed_logins', 
 'su_attempted', 
 'num_root', 
 'num_access_files', 
 'is_guest_login'] 
 



 
 
#  
to_fit_new_features = to_fit.join(df[new_feature_columns]) 
 
#  
new_feature_train_X, new_feature_val_X, new_feature_train_y, new_feature_val_
y = train_test_split(to_fit_new_features, binary_y) 
 

 
#  
new_feature_model = RandomForestClassifier() 
new_feature_model.fit(new_feature_train_X, new_feature_train_y) 
new_feature_predictions = new_feature_model.predict(new_feature_val_X) 
 
# get the score for the model 
new_feature_score = accuracy_score(new_feature_predictions,new_feature_val_y) 
 
new_feature_score 
 

 0.9928873082907312 
 

 
 
# capture the prediction data 
new_prediction_data = add_predictions(df, 
                                      new_feature_predictions, 
                                      new_feature_val_y) 
 
# create a heatmap of the confusion matrix 
sns.heatmap(data=new_prediction_data['confusion_matrix'], 
            xticklabels = ['Predicted Normal','Predicted Attack'], 
            yticklabels = ['Actual Normal','Actual Attack'], 
            cmap="YlGnBu", 
            fmt='d', 
            annot=True) 
 

 
–  

 
 

 
 

 
# distribuition of the false negatives--what attacks did we miss? 
new_prediction_data['false_negatives'].attack.value_counts().plot.bar() 



 
 

 
–  

 
 

 
 

import pandas as pd 
import io 
import requests 
import numpy as np 
import os 
from sklearn.model_selection import train_test_split 
from sklearn import metrics 
from tensorflow.keras.models import Sequential 
from tensorflow.keras.layers import Dense, Activation 
from tensorflow.keras.callbacks import EarlyStopping 
 
# Create a test/train split.  25% test 
# Split into train/test 
x_train, x_test, y_train, y_test = train_test_split( 
    x, y, test_size=0.25, random_state=42) 
 
# Create neural net 
model = Sequential() 
model.add(Dense(10, input_dim=x.shape[1], kernel_initializer='normal', activa
tion='relu')) 
model.add(Dense(50, input_dim=x.shape[1], kernel_initializer='normal', activa
tion='relu')) 
model.add(Dense(10, input_dim=x.shape[1], kernel_initializer='normal', activa
tion='relu')) 
model.add(Dense(1, kernel_initializer='normal')) 
model.add(Dense(y.shape[1],activation='softmax')) 
model.compile(loss='categorical_crossentropy', optimizer='adam') 
monitor = EarlyStopping(monitor='val_loss', min_delta=1e-3, patience=5, verbo
se=1, mode='auto') 
model.fit(x_train,y_train,validation_data=(x_test,y_test),callbacks=[monitor]
,verbose=2,epochs=19) 
 

 
Epoch 1/19 
3413/3413 - 6s - loss: 0.2155 - val_loss: 0.1031 
Epoch 2/19 



 
 
3413/3413 - 6s - loss: 0.0953 - val_loss: 0.0858 

 
3413/3413 - 6s - loss: 0.0513 - val_loss: 0.0530 
Epoch 17/19 
3413/3413 - 6s - loss: 0.0500 - val_loss: 0.0531 
Epoch 18/19 
3413/3413 - 7s - loss: 0.0485 - val_loss: 0.0505 
Epoch 19/19 
3413/3413 - 6s - loss: 0.0462 - val_loss: 0.0508 
 
import tensorflow.keras.backend as K 
print('Learning Rate - ') 
print(K.eval(model.optimizer.lr))  
print('='*50) 
model.summary() 
 
Learning Rate -  
0.001 
================================================== 
Model: "sequential" 
_________________________________________________________________ 
Layer (type)                 Output Shape              Param #    
================================================================= 
dense (Dense)                (None, 10)                1210       
_________________________________________________________________ 
dense_1 (Dense)              (None, 50)                550        
_________________________________________________________________ 
dense_2 (Dense)              (None, 10)                510        
_________________________________________________________________ 
dense_3 (Dense)              (None, 1)                 11         
_________________________________________________________________ 
dense_4 (Dense)              (None, 23)                46         
================================================================= 
Total params: 2,327 
Trainable params: 2,327 
Non-trainable params: 0 
 
import seaborn as sns 
import datetime as dt 
 
def confusion_matrix_func(y_test, y_test_pred): 
     
    ''' 

 
    ''' 
    C = confusion_matrix(y_test, y_test_pred) 
    cm_df = pd.DataFrame(C) 
    labels = ['back', 'butter_overflow', 'loadmodule', 'guess_passwd', 'imap'
, 'ipsweep', 'warezmaster', 'rootkit',  
'multihop', 'neptune', 'nmap', 'normal', 'phf', 'perl', 'pod', 'portsweep', '
ftp_write', 'satan', 'smurf', 'teardrop', 'warezclient', 'land'] 
    plt.figure(figsize=(20,15)) 
    sns.set(font_scale=1.4) 
    sns.heatmap(cm_df, annot=True, annot_kws={"size":12}, fmt='g', xticklabel
s=labels, yticklabels=labels) 
    plt.ylabel('Actual Class') 
    plt.xlabel('Predicted Class') 
     
    plt.show() 
 



 
 
# calculate roc curve 
from sklearn.metrics import * 
#fpr_RF, tpr_RF, thresholds_RF = roc_curve(y_test, pred) 
from sklearn import preprocessing 
def multiclass_roc_auc_score(y_test, pred, average="macro"): 
    lb = preprocessing.LabelBinarizer() 
    lb.fit(y_test) 
    y_test = lb.transform(y_test) 
    pred = lb.transform(pred) 
    return roc_auc_score(y_test, pred, average=average) 
 
print('Train data') 
print(x_train.shape) 
print(y_train.shape) 
print('='*20) 
print('Test data') 
print(x_test.shape) 
print(y_test.shape) 
print('='*20) 
 
from sklearn.metrics import accuracy_score, confusion_matrix, precision_score
, recall_score, f1_score, roc_auc_score 
print('Predicting on the test data:') 
start = dt.datetime.now() 
escore = model.evaluate(x_test, y_test, batch_size=32) 
pred = model.predict(x_test) 
pred = np.argmax(pred,axis=1) 
y_eval = np.argmax(y_test,axis=1) 
 
vscore = metrics.accuracy_score(y_eval, pred) 
 
rscore = recall_score(y_eval, pred, average='weighted') 
 
ascore = precision_score(y_eval, pred, average='weighted') 
 
f1score= f1_score(y_eval, pred, average='weighted') #F1 = 2 * (precision * re
call) / (precision + recall) for manual 
 
roc_auc_socre = multiclass_roc_auc_score(y_eval, pred) 
 
print('Completed') 
print('Time taken:',dt.datetime.now()-start) 
print('='*50) 
print("Validation score: {}".format(vscore)) 
print('='*50) 
print("Evaluation score: {}".format(escore)) 
print('='*50) 
print("Recall score: {}".format(rscore)) 
print('='*50) 
print("Precision score: {}".format(ascore)) 
print('='*50) 
print("F1 score: {}".format(f1score)) 
print('='*50) 
print("ROC-AUC score: {}".format(roc_auc_socre)) 
 
Train data 
(109189, 120) 
(109189, 23) 
==================== 
Test data 
(36397, 120) 
(36397, 23) 
==================== 



81 
 
Predicting on the test data: 
1138/1138 [==============================] - 1s 1ms/step - loss: 0.0508 
Completed 
Time taken: 0:00:02.516503 
================================================== 
Validation score: 0.9908234195125972 
================================================== 
Evaluation score: 0.05082421377301216 
================================================== 
Recall score: 0.9908234195125972 
================================================== 
Precision score: 0.9885758843840302 
================================================== 
F1 score: 0.988816489428654 
================================================== 
ROC-AUC score: 0.6913971252584903 
/opt/conda/lib/python3.7/site-packages/sklearn/metrics/_classification.py:1221: Undef
inedMetricWarning: Precision is ill-defined and being set to 0.0 in labels with no pr
edicted samples. Use `zero_division` parameter to control this behavior. 
  _warn_prf(average, modifier, msg_start, len(result)) 
 
confusion_matrix_func(y_eval, pred) 
 

 
–  
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mport numpy as np 
from scipy import stats 
import matplotlib.pyplot as plt 
import matplotlib.font_manager 
 
from pyod.models.abod import ABOD 
from pyod.models.knn import KNN 
 
import numpy as np 
from scipy import stats 
import matplotlib.pyplot as plt 
import matplotlib.font_manager 
from pyod.utils.data import generate_data, get_outliers_inliers 
 
 
X_train, Y_train = generate_data(n_train=200,train_only=True, n_features=2) 
 
outlier_fraction = 0.1 
 
# store outliers and inliers in different numpy arrays 
x_outliers, x_inliers = get_outliers_inliers(X_train,Y_train) 
 
n_inliers = len(x_inliers) 
n_outliers = len(x_outliers) 
 
F1 = X_train[:,[0]].reshape(-1,1) 
F2 = X_train[:,[1]].reshape(-1,1) 
 
xx , yy = np.meshgrid(np.linspace(-10, 10, 200), np.linspace(-10, 10, 200)) 
 
plt.scatter(F1,F2) 
plt.xlabel('F1') 
plt.ylabel('F2') 
plt.show() 
 
 
classifiers = { 
   'Angle-based Outlier Detector 
(ABOD)':ABOD(contamination=outlier_fraction), 
   'K Nearest Neighbors (KNN)':KNN(contamination=outlier_fraction) 
} 
 
#set the figure size 
plt.figure(figsize=(10, 10)) 
 
for i, (clf_name,clf) in enumerate(classifiers.items()) : 
  # fit the dataset to the model 
  clf.fit(X_train) 
 
  scores_pred = clf.decision_function(X_train)*-1 
 
  y_pred = clf.predict(X_train) 
 
  n_errors = (y_pred != Y_train).sum() 
  print('No of Errors : ',clf_name, n_errors) 
 
 
  # threshold value to consider a datapoint inlier or outlier 
  threshold = stats.scoreatpercentile(scores_pred,100 *outlier_fraction) 
 
 Z = clf.decision_function(np.c_[xx.ravel(), yy.ravel()]) * -1 



 
 
  Z = Z.reshape(xx.shape) 
 
  subplot = plt.subplot(1, 2, i + 1) 
 
 
  subplot.contourf(xx, yy, Z, levels = np.linspace(Z.min(), threshold, 
10),cmap=plt.cm.Blues_r) 
 
  a = subplot.contour(xx, yy, Z, levels=[threshold],linewidths=2, 
colors='red') 
 
 subplot.contourf(xx, yy, Z, levels=[threshold, Z.max()],colors='orange') 
 
  b = subplot.scatter(X_train[:-n_outliers, 0], X_train[:-n_outliers, 1], 
c='white',s=20, edgecolor='k') 
  # scatter plot of outliers with black dots 
  c = subplot.scatter(X_train[-n_outliers:, 0], X_train[-n_outliers:, 1], 
c='black',s=20, edgecolor='k') 
  subplot.axis('tight') 
 
  subplot.legend( 
    [a.collections[0], b, c], 
    ['learned decision function', 'true inliers', 'true outliers'], 
    prop=matplotlib.font_manager.FontProperties(size=10), 
    loc='lower right') 
 
  subplot.set_title(clf_name) 
  subplot.set_xlim((-10, 10)) 
  subplot.set_ylim((-10, 10)) 
plt.show() 

 
 

  



 
 

 
 

 
from __future__ import division 
from __future__ import print_function 
 
import os 
import sys 
from time import time 
 
import numpy as np 
from numpy import percentile 
import matplotlib.pyplot as plt 
import matplotlib.font_manager 
 

 
from pyod.models.abod import ABOD 
from pyod.models.cblof import CBLOF 
from pyod.models.feature_bagging import FeatureBagging 
from pyod.models.hbos import HBOS 
from pyod.models.iforest import IForest 
from pyod.models.knn import KNN 
from pyod.models.lof import LOF 
from pyod.models.mcd import MCD 
from pyod.models.ocsvm import OCSVM 
from pyod.models.pca import PCA 
from pyod.models.lscp import LSCP 
from pyod.models.inne import INNE 
from pyod.models.gmm import GMM 
from pyod.models.kde import KDE 
from pyod.models.lmdd import LMDD 
 

 
n_samples = 200 
outliers_fraction = 0.25 
clusters_separation = [0] 
 

 
 

xx, yy = np.meshgrid(np.linspace(-7, 7, 100), np.linspace(-7, 7, 100)) 
n_inliers = int((1. - outliers_fraction) * n_samples) 
n_outliers = int(outliers_fraction * n_samples) 
ground_truth = np.zeros(n_samples, dtype=int) 
ground_truth[-n_outliers:] = 1 
 

 
detector_list = [LOF(n_neighbors=5), LOF(n_neighbors=10), 
LOF(n_neighbors=15), 
       LOF(n_neighbors=20), LOF(n_neighbors=25), LOF(n_neighbors=30), 
       LOF(n_neighbors=35), LOF(n_neighbors=40), LOF(n_neighbors=45), 
       LOF(n_neighbors=50)] 
 

 
print('Number of inliers: %i' % n_inliers) 
print('Number of outliers: %i' % n_outliers) 
print('Ground truth shape is {shape}. Outlier are 1 and inliers are 
0.\n'.format(shape=ground_truth.shape)) 
print(ground_truth) 
 
random_state = np.random.RandomState(42) 

 
classifiers = { 



 
 
  'Angle-based Outlier Detector (ABOD)': 
    ABOD(contamination=outliers_fraction), 
  'Cluster-based Local Outlier Factor (CBLOF)': 
    CBLOF(contamination=outliers_fraction, 
      check_estimator=False, random_state=random_state), 
  'Feature Bagging': 
    FeatureBagging(LOF(n_neighbors=35), 
         contamination=outliers_fraction, 
         random_state=random_state), 
  'Histogram-base Outlier Detection (HBOS)': HBOS( 
    contamination=outliers_fraction), 
  'Isolation Forest': IForest(contamination=outliers_fraction, 
            random_state=random_state), 
  'K Nearest Neighbors (KNN)': KNN( 
    contamination=outliers_fraction), 
  'Average KNN': KNN(method='mean', 
         contamination=outliers_fraction), 
  'Local Outlier Factor (LOF)': 
    LOF(n_neighbors=35, contamination=outliers_fraction), 
  'Minimum Covariance Determinant (MCD)': MCD( 
    contamination=outliers_fraction, random_state=random_state), 
  'One-class SVM (OCSVM)': OCSVM(contamination=outliers_fraction), 
  'Principal Component Analysis (PCA)': PCA( 
    contamination=outliers_fraction, random_state=random_state), 
  'Locally Selective Combination (LSCP)': LSCP( 
    detector_list, contamination=outliers_fraction, 
    random_state=random_state), 
  'INNE': INNE(contamination=outliers_fraction), 
  'GMM': GMM(contamination=outliers_fraction), 
  'KDE': KDE(contamination=outliers_fraction), 
  'LMDD': LMDD(contamination=outliers_fraction), 
} 
 

 
for i, clf in enumerate(classifiers.keys()): 
  print('Model', i + 1, clf) 
 

 
 

for i, offset in enumerate(clusters_separation): 
  np.random.seed(42) 
   
  X1 = 0.3 * np.random.randn(n_inliers // 2, 2) - offset 
  X2 = 0.3 * np.random.randn(n_inliers // 2, 2) + offset 
  X = np.r_[X1, X2] 
   
  X = np.r_[X, np.random.uniform(low=-6, high=6, size=(n_outliers, 2))] 
 
   
  plt.figure(figsize=(15, 16)) 
  for i, (clf_name, clf) in enumerate(classifiers.items()): 
    print(i + 1, 'fitting', clf_name) 
    # fit the data and tag outliers 
    clf.fit(X) 
    scores_pred = clf.decision_function(X) * -1 
    y_pred = clf.predict(X) 
    threshold = percentile(scores_pred, 100 * outliers_fraction) 
    n_errors = (y_pred != ground_truth).sum() 
     
 
    Z = clf.decision_function(np.c_[xx.ravel(), yy.ravel()]) * -1 
    Z = Z.reshape(xx.shape) 
    subplot = plt.subplot(4, 4, i + 1) 



 
 
    subplot.contourf(xx, yy, Z, levels=np.linspace(Z.min(), threshold, 7), 
         cmap=plt.cm.Blues_r) 
    # a = subplot.contour(xx, yy, Z, levels=[threshold], 
    #       linewidths=2, colors='red') 
    subplot.contourf(xx, yy, Z, levels=[threshold, Z.max()], 
         colors='orange') 
    b = subplot.scatter(X[:-n_outliers, 0], X[:-n_outliers, 1], c='white', 
          s=20, edgecolor='k') 
    c = subplot.scatter(X[-n_outliers:, 0], X[-n_outliers:, 1], c='black', 
          s=20, edgecolor='k') 
    subplot.axis('tight') 
    subplot.legend( 
    [ 
      # a.collections[0], 
      b, c], 
    [ 
       
      'true inliers', 'true outliers'], 
    prop=matplotlib.font_manager.FontProperties(size=10), 
    loc='lower right') 
    subplot.set_xlabel("%d. %s (errors: %d)" % (i + 1, clf_name, n_errors)) 
    subplot.set_xlim((-7, 7)) 
    subplot.set_ylim((-7, 7)) 
  plt.subplots_adjust(0.04, 0.1, 0.96, 0.94, 0.1, 0.26) 
  plt.suptitle("Outlier detection") 
plt.show() 

 
  



 
 

 

 

 
import numpy as np # linear algebra 
import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv) 
 
# Input data files are available in the "../input/" directory. 
# For example, running this (by clicking run or pressing Shift+Enter) will li
st all files under the input directory 
 
import os 
for dirname, _, filenames in os.walk('/kaggle/input'): 
    for filename in filenames: 
        print(os.path.join(dirname, filename)) 
 
# Any results you write to the current directory are saved as output. 
 
import pandas as pd 
from tensorflow.keras.utils import get_file 
 
try: 
    path = get_file('kddcup.data_10_percent.gz', origin='http://kdd.ics.uci.e
du/databases/kddcup99/kddcup.data_10_percent.gz') 
except: 
    print('Error downloading') 
    raise 
     
print(path)  
 
# This file is a CSV, just no CSV extension or headers 
# Download from: http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html 
df = pd.read_csv(path, header=None) 
 
# The CSV file has no column heads, so add them 
df.columns = [ 
    'duration', 
    'protocol_type', 
    'service', 
    'flag', 
    'src_bytes', 
    'dst_bytes', 
    'land', 
    'wrong_fragment', 
    'urgent', 
    'hot', 
    'num_failed_logins', 
    'logged_in', 
    'num_compromised', 
    'root_shell', 
    'su_attempted', 
    'num_root', 
    'num_file_creations', 
    'num_shells', 
    'num_access_files', 
    'num_outbound_cmds', 
    'is_host_login', 
    'is_guest_login', 
    'count', 
    'srv_count', 
    'serror_rate', 
    'srv_serror_rate', 



 
 
    'rerror_rate', 
    'srv_rerror_rate', 
    'same_srv_rate', 
    'diff_srv_rate', 
    'srv_diff_host_rate', 
    'dst_host_count', 
    'dst_host_srv_count', 
    'dst_host_same_srv_rate', 
    'dst_host_diff_srv_rate', 
    'dst_host_same_src_port_rate', 
    'dst_host_srv_diff_host_rate', 
    'dst_host_serror_rate', 
    'dst_host_srv_serror_rate', 
    'dst_host_rerror_rate', 
    'dst_host_srv_rerror_rate', 
    'outcome' 
] 
# Analyzing the Dataset 
 
print("Read {} rows.".format(len(df))) 
print('='*40) 
print('The number of data points are:', df.shape[0]) 
print('='*40) 
print('The number of features are:', df.shape[1]) 
print('='*40) 
output = df['outcome'].values 
labels = set(output) 
print('The different type of output labels are:', labels) 
print('='*125) 
print('The number of different output labels are:', len(labels)) 
 
# Data Cleaning 
 
# Checking for NULL values 
print('Null values in dataset are',len(df[df.isnull().any(1)])) 
print('='*40) 
 
# Checkng for DUPLICATE values 
df.drop_duplicates(keep='first', inplace = True) 
 
# For now, just drop NA's (rows with missing values) 
df.dropna(inplace=True,axis=1)  
 
# stored the data into a pickle file so we can load through 
# df.to_pickle('df.pkl') 
 
print("Read {} rows.".format(len(df))) 
 
# Exploratory data analysis 
import matplotlib.pyplot as plt 
from matplotlib.pyplot import * 
 
plt.figure(figsize=(15,7)) 
class_distribution = df['outcome'].value_counts() 
class_distribution.plot(kind='bar') 
plt.xlabel('Class') 
plt.ylabel('Data points per Class') 
plt.title('Distribution of yi in train data') 
plt.grid() 
plt.show() 
 
 
sorted_yi = np.argsort(-class_distribution.values) 



 
 
for i in sorted_yi: 
    print('Number of data points in class', class_distribution.index[i],':', 
class_distribution.values[i],  
          '(', np.round((class_distribution.values[i]/df.shape[0]*100), 3), '
%)') 
     
#df.groupby('outcome')['outcome'].count() #this could also be used if you wan
t no-fromatted for above. 
 
ENCODING = 'utf-8' 
 
def expand_categories(values): 
    result = [] 
    s = values.value_counts() 
    t = float(len(values)) 
    for v in s.index: 
        result.append("{}:{}%".format(v,round(100*(s[v]/t),2))) 
    return "[{}]".format(",".join(result)) 
         
def analyze(df): 
    print() 
    cols = df.columns.values 
    total = float(len(df)) 
 
    print("{} rows".format(int(total))) 
    for col in cols: 
        uniques = df[col].unique() 
        unique_count = len(uniques) 
        if unique_count>100: 
            print("** {}:{} ({}%)".format(col,unique_count,int(((unique_count
)/total)*100))) 
        else: 
            print("** {}:{}".format(col,expand_categories(df[col]))) 
            expand_categories(df[col]) 
 
# Analyze KDD-99 
 
import pandas as pd 
import os 
import numpy as np 
from sklearn import metrics 
from scipy.stats import zscore 
 
analyze(df) 
 
# Encode a numeric column as zscores 
def encode_numeric_zscore(df, name, mean=None, sd=None): 
    if mean is None: 
        mean = df[name].mean() 
 
    if sd is None: 
        sd = df[name].std() 
 
    df[name] = (df[name] - mean) / sd 
     
# Encode text values to dummy variables(i.e. [1,0,0],[0,1,0],[0,0,1] for red,
green,blue) 
def encode_text_dummy(df, name): 
    dummies = pd.get_dummies(df[name]) 
    for x in dummies.columns: 
        dummy_name = f"{name}-{x}" 
        df[dummy_name] = dummies[x] 
    df.drop(name, axis=1, inplace=True) 



 
 
 
# Now encode the feature vector 
 
encode_numeric_zscore(df, 'duration') 
encode_text_dummy(df, 'protocol_type') 
encode_text_dummy(df, 'service') 
encode_text_dummy(df, 'flag') 
encode_numeric_zscore(df, 'src_bytes') 
encode_numeric_zscore(df, 'dst_bytes') 
encode_text_dummy(df, 'land') 
encode_numeric_zscore(df, 'wrong_fragment') 
encode_numeric_zscore(df, 'urgent') 
encode_numeric_zscore(df, 'hot') 
encode_numeric_zscore(df, 'num_failed_logins') 
encode_text_dummy(df, 'logged_in') 
encode_numeric_zscore(df, 'num_compromised') 
encode_numeric_zscore(df, 'root_shell') 
encode_numeric_zscore(df, 'su_attempted') 
encode_numeric_zscore(df, 'num_root') 
encode_numeric_zscore(df, 'num_file_creations') 
encode_numeric_zscore(df, 'num_shells') 
encode_numeric_zscore(df, 'num_access_files') 
encode_numeric_zscore(df, 'num_outbound_cmds') 
encode_text_dummy(df, 'is_host_login') 
encode_text_dummy(df, 'is_guest_login') 
encode_numeric_zscore(df, 'count') 
encode_numeric_zscore(df, 'srv_count') 
encode_numeric_zscore(df, 'serror_rate') 
encode_numeric_zscore(df, 'srv_serror_rate') 
encode_numeric_zscore(df, 'rerror_rate') 
encode_numeric_zscore(df, 'srv_rerror_rate') 
encode_numeric_zscore(df, 'same_srv_rate') 
encode_numeric_zscore(df, 'diff_srv_rate') 
encode_numeric_zscore(df, 'srv_diff_host_rate') 
encode_numeric_zscore(df, 'dst_host_count') 
encode_numeric_zscore(df, 'dst_host_srv_count') 
encode_numeric_zscore(df, 'dst_host_same_srv_rate') 
encode_numeric_zscore(df, 'dst_host_diff_srv_rate') 
encode_numeric_zscore(df, 'dst_host_same_src_port_rate') 
encode_numeric_zscore(df, 'dst_host_srv_diff_host_rate') 
encode_numeric_zscore(df, 'dst_host_serror_rate') 
encode_numeric_zscore(df, 'dst_host_srv_serror_rate') 
encode_numeric_zscore(df, 'dst_host_rerror_rate') 
encode_numeric_zscore(df, 'dst_host_srv_rerror_rate') 
 
# display 5 rows 
 
df.dropna(inplace=True,axis=1) 
df[0:5] 
# This is the numeric feature vector, as it goes to the neural net 
 
# Convert to numpy - Classification 
x_columns = df.columns.drop('outcome') 
x = df[x_columns].values 
dummies = pd.get_dummies(df['outcome']) # Classification 
outcomes = dummies.columns 
num_classes = len(outcomes) 
y = dummies.values 
 
df.groupby('outcome')['outcome'].count() 
 
# create our target classifications 
binary_y = df['attack_flag'] 



 
 
multi_y = df['attack_map'] 
 
test_binary_y = test_df['attack_flag'] 
test_multi_y = test_df['attack_map'] 
 
# build the training sets 
binary_train_X, binary_val_X, binary_train_y, binary_val_y = train_test_split
(to_fit, binary_y, test_size=0.6) 
multi_train_X, multi_val_X, multi_train_y, multi_val_y = train_test_split(to_
fit, multi_y, test_size = 0.6) 
 
 
# model for the binary classification 
binary_model = RandomForestClassifier() 
binary_model.fit(binary_train_X, binary_train_y) 
binary_predictions = binary_model.predict(binary_val_X) 
 
# calculate and display our base accuracty 
base_rf_score = accuracy_score(binary_predictions,binary_val_y) 
base_rf_score 
 
# define the list of models that we want to test 
models = [ 
    RandomForestClassifier(), 
    LogisticRegression(max_iter=250), 
    KNeighborsClassifier(), 
] 
 
# an empty list to capture the performance of each model 
model_comps = [] 
 
# walk through the models and populate our list 
for model in models: 
    model_name = model.__class__.__name__ 
    accuracies = cross_val_score(model, binary_train_X, binary_train_y, scori
ng='accuracy') 
    for count, accuracy in enumerate(accuracies): 
        model_comps.append((model_name, count, accuracy)) 
 
# a box plot will do well to show us overall performance and the variation in 
the models. 
result_df = pd.DataFrame(model_comps, columns=['model_name', 'count', 'accura
cy']) 
result_df.pivot(index='count',columns='model_name',values='accuracy').boxplot
(rot=45) 
 
<matplotlib.axes._subplots.AxesSubplot at 0x7f73068501d0> 
 
# a helper function for getting some analytical data about our predictions 
def add_predictions(data_set,predictions,y): 
    prediction_series = pd.Series(predictions, index=y.index) 
 
    # we need to add the predicted and actual outcomes to the data 
    predicted_vs_actual = data_set.assign(predicted=prediction_series) 
    original_data = predicted_vs_actual.assign(actual=y).dropna() 
    conf_matrix = confusion_matrix(original_data['actual'],  
                                   original_data['predicted']) 
     
    # capture rows with failed predictions 
    base_errors = original_data[original_data['actual'] != original_data['pre
dicted']] 
     
    # drop columns with no value 



 
 
    non_zeros = base_errors.loc[:,(base_errors != 0).any(axis=0)] 
 
    # idetify the type of error 
    false_positives = non_zeros.loc[non_zeros.actual==0] 
    false_negatives = non_zeros.loc[non_zeros.actual==1] 
 
    # put everything into an object 
    prediction_data = {'data': original_data, 
                       'confusion_matrix': conf_matrix, 
                       'errors': base_errors, 
                       'non_zeros': non_zeros, 
                       'false_positives': false_positives, 
                       'false_negatives': false_negatives} 
     
    return prediction_data 
 
# capture our prediction data 
binary_prediction_data = add_predictions(df, 
                                         binary_predictions, 
                                         binary_val_y) 
 
# create a heatmap of the confusion matrix 
sns.heatmap(data=binary_prediction_data['confusion_matrix'], 
            xticklabels = ['Predicted Normal','Predicted Attack'], 
            yticklabels = ['Actual Normal','Actual Attack'], 
            cmap="YlGnBu", 
            fmt='d', 
            annot=True) 
 
# data minus the rows with no variance 
binary_prediction_data['non_zeros'].describe() 
 
# see the standard deviation of the false positives 
binary_prediction_data['false_positives'].std() 
 
# see the standard deviation of the false negatives 
binary_prediction_data['false_negatives'].std() 
 
# distribution of false negatives--what attacks did we miss? 
binary_prediction_data['false_negatives'].attack.value_counts().plot.bar() 
 
import pandas as pd 
import io 
import requests 
import numpy as np 
import os 
from sklearn.model_selection import train_test_split 
from sklearn import metrics 
from tensorflow.keras.models import Sequential 
from tensorflow.keras.layers import Dense, Activation 
from tensorflow.keras.callbacks import EarlyStopping 
 
# Create a test/train split.  25% test 
# Split into train/test 
x_train, x_test, y_train, y_test = train_test_split( 
    x, y, test_size=0.25, random_state=42) 
 
# Create neural net 
model = Sequential() 
model.add(Dense(10, input_dim=x.shape[1], kernel_initializer='normal', activa
tion='relu')) 
model.add(Dense(50, input_dim=x.shape[1], kernel_initializer='normal', activa
tion='relu')) 



 
 
model.add(Dense(10, input_dim=x.shape[1], kernel_initializer='normal', activa
tion='relu')) 
model.add(Dense(1, kernel_initializer='normal')) 
model.add(Dense(y.shape[1],activation='softmax')) 
model.compile(loss='categorical_crossentropy', optimizer='adam') 
monitor = EarlyStopping(monitor='val_loss', min_delta=1e-3, patience=5, verbo
se=1, mode='auto') 
model.fit(x_train,y_train,validation_data=(x_test,y_test),callbacks=[monitor]
,verbose=2,epochs=19) 
 
import tensorflow.keras.backend as K 
print('Learning Rate - ') 
print(K.eval(model.optimizer.lr))  
print('='*50) 
model.summary() 
 
import seaborn as sns 
import datetime as dt 
 
def confusion_matrix_func(y_test, y_test_pred): 
     
    ''' 
    This function computes the confusion matrix using Predicted and Actual va
lues and plots a confusion matrix heatmap 
    ''' 
    C = confusion_matrix(y_test, y_test_pred) 
    cm_df = pd.DataFrame(C) 
    labels = ['back', 'butter_overflow', 'loadmodule', 'guess_passwd', 'imap'
, 'ipsweep', 'warezmaster', 'rootkit',  
'multihop', 'neptune', 'nmap', 'normal', 'phf', 'perl', 'pod', 'portsweep', '
ftp_write', 'satan', 'smurf', 'teardrop', 'warezclient', 'land'] 
    plt.figure(figsize=(20,15)) 
    sns.set(font_scale=1.4) 
    sns.heatmap(cm_df, annot=True, annot_kws={"size":12}, fmt='g', xticklabel
s=labels, yticklabels=labels) 
    plt.ylabel('Actual Class') 
    plt.xlabel('Predicted Class') 
     
    plt.show() 
 
# calculate roc curve 
from sklearn.metrics import * 
#fpr_RF, tpr_RF, thresholds_RF = roc_curve(y_test, pred) 
from sklearn import preprocessing 
def multiclass_roc_auc_score(y_test, pred, average="macro"): 
    lb = preprocessing.LabelBinarizer() 
    lb.fit(y_test) 
    y_test = lb.transform(y_test) 
    pred = lb.transform(pred) 
    return roc_auc_score(y_test, pred, average=average) 
 
print('Train data') 
print(x_train.shape) 
print(y_train.shape) 
print('='*20) 
print('Test data') 
print(x_test.shape) 
print(y_test.shape) 
print('='*20) 
 
# Measure accuracy 
from sklearn.metrics import accuracy_score, confusion_matrix, precision_score
, recall_score, f1_score, roc_auc_score 



 
 
print('Predicting on the test data:') 
start = dt.datetime.now() 
escore = model.evaluate(x_test, y_test, batch_size=32) 
pred = model.predict(x_test) 
pred = np.argmax(pred,axis=1) 
y_eval = np.argmax(y_test,axis=1) 
 
vscore = metrics.accuracy_score(y_eval, pred) 
 
rscore = recall_score(y_eval, pred, average='weighted') 
 
ascore = precision_score(y_eval, pred, average='weighted') 
 
f1score= f1_score(y_eval, pred, average='weighted') #F1 = 2 * (precision * re
call) / (precision + recall) for manual 
 
roc_auc_socre = multiclass_roc_auc_score(y_eval, pred) 
 
print('Completed') 
print('Time taken:',dt.datetime.now()-start) 
print('='*50) 
print("Validation score: {}".format(vscore)) 
print('='*50) 
print("Evaluation score: {}".format(escore)) 
print('='*50) 
print("Recall score: {}".format(rscore)) 
print('='*50) 
print("Precision score: {}".format(ascore)) 
print('='*50) 
print("F1 score: {}".format(f1score)) 
print('='*50) 
print("ROC-AUC score: {}".format(roc_auc_socre)) 
 
confusion_matrix_func(y_eval, pred) 
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