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Mertoro kBamiikaimiiiHoi poOOTH € MOCTIIKEHHS METOJIB Ta TEXHOJOT1H
3aXMCTy MEpPEekeBOi iHPpacTpykTypu Ha 0a3i pimeHHs pfSense 3 iHTerpariero MS
Active Directory Ta mpO€KTYBaHHSI MEpekKeBOi 1HOPACTPYKTYpPH 3 BUKOPUCTAHHAM
3raJjlaHux pilieHb.

B xo11 po60oTH po3risiHyTO TeOpeTUUHI aciekT pobotu Active Directory 1 #ioro
KOMITOHEHTH. [TpoaHanizoBaHoO pi3HOBUAM MIXKMEPEKEBUX E€KPaAHIB, X KiIacU(IKaIliIo
Ta (PyHKI10HAJIbHI MOKJIUBOCTI. [IpoBeneHO MOPIBHAHHS OE3KOIITOBHUX MPOTrPaMHUX
MapHIpyTU3aTOPiB 1 MDKMEPEKEBUX EKpaHIB 3 BIIKPUTUM KOJOM, IEpepaxoBaHO
(GyHKLI0HATBHI MOKIIMBOCTI Ta ocobiuBocTi pfSense.

Po3pobneno Tomosnorito Ta agpecaiiro Mepexxi opraxizaiii. Bukonano Bubip
METOIB Ta MEXaHI3MIB 3aXHUCTY I MOAAJIBIIOI iX peanizaiii B MPOEKTI 1 0OpaHO
HeoOX11HEe O0IaHAHHS U1 peai3alli Mepexl.

[IpakT4HO peanizoBaHO Ta HAJIAIITOBAHO MPOEKT Mepexki B emyssitopi GNS3 13
BukopuctanHsMm VirtualBox. IlporecToBaHO HasABHICTH 3B’A3Ky MK ycCIMa
KOMITOHEHTaMH. 3JIMCHEHO HaJallTyBaHHS JOJATKOBUX (YHKIM 3aXHUCTy Ta
BUKOHAHO iX TECTYBaHHs, sIKE MIATBEPAMIO iX €(PEKTUBHICTh B 3aXHUCTI MEPEXi Ta
KOPEKTHICTh BCIX BUKOHAHUX HAJIAIITYBaHb MPOEKTY.

KJIFOUOBI CJIOBA: MICROSOFT, ACTIVE DIRECTORY, MEPEXA,
MIXMEPEJXXEBHWI EKPAH, PFSENSE, 3AXUCT, TOITOJIOI'LS, JOMEH.



ANNOTATION

The final qualification paper consists of an explanatory note, which includes an
introduction, three chapters, conclusions, a list of references, and appendices. The main
text is presented on 78 pages of printed text. The explanatory note includes 9 pages of
appendices. The list of references contains 22 entries and occupies 2 pages. The work
includes 63 figures and 2 tables. The total volume of the paper is 87 pages.

The purpose of the qualification work is to study the methods and technologies
for protecting network infrastructure based on the pfSense solution with MS Active
Directory integration and to design a network infrastructure using these solutions.

The paper examines the theoretical aspects of Active Directory and its
components. It analyzes various types of firewalls, their classification, and functional
capabilities. A comparison of free software routers and open-source firewalls was
conducted, listing the features and functionalities of pfSense.

The network topology and addressing for the organization were developed.
Methods and mechanisms for protection were selected for further implementation in
the project, and the necessary equipment for network deployment was chosen.

The network project was practically implemented and configured in the GNS3
emulator using VirtualBox. Connectivity between all components was tested.
Additional security features were configured and tested, confirming their effectiveness
in network protection and the correctness of all project settings.

KEYWORDS: MICROSOFT, ACTIVE DIRECTORY, NETWORK,
FIREWALL, PFSENSE, SECURITY, TOPOLOGY, DOMAIN.
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BCTVII

AkTyajabHicTh TeMu. CbOrofHi, B yMOBax IIBHUAKOI IMdpoBizalii Oi3Hec-
IPOLIECIB 1 AKTUBHOTO PO3BUTKY XMapHUX TEXHOJIOT1H, MUTAHHS 3aXUCTYy MEpPEKEBOi
1H(PACTPYKTYpH CTa€ KPUTUYHUM JUJIsl 3a0e3nedYeHHs] HaaliHOCTI i Oe3nepepBHOCTI
poboTu opraizaiiii. 3poctanHs Kidep3arpo3 1 MOUTUPEHHS CKIIAHUX aTaK, TaKUX K
¢immHr, aTaku TUmy "BiaMoBa B oOciyroByBaHHI" (DDoS), a Takox 370BXHBaHHS
MPUBLIESIMU KOPUCTYBAUiB, BUMAraloTh 3aCTOCYBaHHS CYYaCHUX MIIXOMAIB JI0 3aXUCTY
KOPIHOPATUBHUX MEPEK.

pfSense — e HajaiiiHe pIlIEHHS 3 BIAKPUTUM KOJOM, SIKE JTO3BOJISIE CTBOPUTHU
MacITaboBaHy CHCTEMY O€3IMEeKH 3 MOMJIHMBICTIO TOHKOTO HAJIAITYyBaHHS MPaBUII
GbinpTparii, KOHTPOJ TpadiKy Ta BUSABICHHS aTak. 3aBAsku iHTerpaiii 3 Microsoft
Active Directory, pfSense Hamae opranizaiisM MOXIHUBICTh IIEHTPATi30BaHOTO
YIOpaBIiHHS JOCTYIIOM 1 TOJITHKaAMU O€3MeKH, IO € OCOOJMBO BAXKIUBUM IS
CEepeJIHIX 1 BETMKUX KOMIaHiH, e MPUCYTHS 3HayHa KIbKICTh KOPUCTYBAUIB 1 CKJIa/IHA
BHYTPIILIHS CTPYKTYpa.

Bukopucranns Active Directory y mnoegnanHi 3 pfSense mo3Bossie
ONTUMI3YBaTU YMNpPABIIHHA @paBaMU JOCTYIYy JO pPI3HUX CETrMEHTIB MEpexi,
3HIDKYIOUM PHU3UK HECAHKIIOHOBAHOTO JOCTYNy 1 MIABUIIYIOUH €(EeKTUBHICTh
KOHTPOJIIO 332 aKTUBHICTIO KopucTyBadiB. Lle 0co0nuBO akTyaiabHO Ui KOMIIaHId 3
YYTIWBUMH JAHUMH, K1 TAMAAA0Th i perysTopHi Bumory, Taki sk GDPR, HIPAA
TOIILIO.

Metoro kBamiikaiiiHoi poOOTH € JOCHIKEHHSI METOMIB Ta TEXHOJOT1HI
3aXHCTy MEpPEKeBOi 1IHPpacTpyKTypu Ha 0a3zi pimeHHs pfSense 3 iHTerpariero MS
Active Directory.

[TocTaBiena meTa nmependavdac BUKOHAHHS TAKUX 3aBJIaHb:

— Amnani3 acniektiB pobotu Active Directory;

— JlocnimkeHHs kinacugikaiii Ta NpU3HAY€HHSI MI>KMEPEKEBUX €KpPaHIB;

— IHopiBHSIHHST OE3KOIITOBHUX PIIlICHb;

— Po3po6xka Tormosorii Mmepesxi Ta BUOIp o0J1aiHaHHS;

— Bubip MeTo/1iB Ta MEXaH13MIB 3aXHUCTY;



— HanamTyBaHHS TIPOEKTy Mepeki Ta OOpaHMX pIillleHh 1 TepeBipKa
e(eKTUBHOCTI iX POOOTH.

O0’exkTOM [JOCTIIKEHHSI € TPOLEC MNPOEKTYBAHHSA 3aXUIIEHOI MEpEeXeBOi
1H(pacTPyKTypH oprasizaiiii.

IIpeameTrom poCHiTKEHHS € KOMIUIEKCHI METOAM 1 TEXHOJOrIi 3aXUCTy
MEpeXeBOoi 1HQPACTPYKTYypH INUIAXOM To€nHaHHA (QyHKIIoHAMy pfSense 3

MOXIIMBOCTSIMH Microsoft Active Directory.



PO3/ILJI 1. TEOPETUYHI ACIIEKTU ITOBY JOBU KOMIT'FOTEPHOI MEPEXI
3 BUKOPUCTAHHAM ACTIVE DIRECTORY TA PFSENSE

1.1. Teoperuuni acnexkTu podoru Active Directory

Active Directory (AD) — e cepBic kaTanoriB Big Microsoft, po3po0Onenuit nis
oprasizaiiii 1 ynpasiiHHs iHQopMalliiiHUMH pecypcamu Mepexi. OCHOBHOIO (PYHKITIEIO
AD e uenrtpanizoBaHe ynpasiiHHS JOCTYIIOM JO PECYpCiB OpraHizailii, BKIIOYat04u
KOPHUCTYBaulB, KOMIT'FOTEpH, MPUHTEPHU Ta 1HIII MepexeBl 00'exktu. Cucrema Active
Directory Oyna Briepie npeacrabiena B Windows 2000 Server 1 3 Toro yacy 3a3Hajna
O0aratbox yaockoHaneHb. OcHoBHI (¢yHKUiIi AD BKIIOYalOTh ayTeHTUQIKAIIIO,
aBTOPU3AINIIO Ta YIPABIIHHS pecypcaMu, 10 pOOUTH 1i OAHUM 13 HAMMOUIUPEHIIINX
pilIeHb I KOPIOPATUBHUX MEPEK.

Cmpyxkmypa Active Directory

Active Directory € iepapXidyHOIO CTPYKTYpOlO, sika 3a0e3reuye 3pydHe
yIpaBliHHA 06'eKTaMu B Mepexi. [i 6a30Ba CTPYKTypa CKIIagaeThes 3 AeKiIbKOX PiBHIB
[1]:

1. Jlic (Forest) — me nHaWBummii piBeHb CTpyKTypu Active Directory. Jlic
o0'eqnye kinbka qoMmeHiB (Domains), KOXKeH 3 SKUX NPEICTaBIsE€ OKPEMY OIMHUIIIO
ynpaBiiHHS. Bei ToMeHu B JTici MatOTh CIUTBHY KOH(DIryparlito i cxemy, o J03BOJISE
iM B3aeMOJIATH OAMH 3 OJHUM. JIiC € JIOT1YHOIO CTPYKTYPOIO, sika 00'€JHY€E BC1 JOMEHU
B €IUHY €KOCHUCTEMY.

2. Homen (Domain) — 1ie ocHoBHa oauHUI B AD, sika 00'e1HY€ 00'€KTH, TaKi K
KOPHUCTYBaul, TPyNnu Ta KOMI'IOTepHu. JloMeH 3a0e3nedye 13011110 TaHUX 1 MOJITHUK,
IO CIPOINy€ YMpaBliHHS Ta MiABuIlye Oe3meky. KoxeH qomeH mae BiacHy 6asy
NMaHuX, sika 30epirae iHdopMallio npo o0'€eKTH, a TAaKOXK KOHTPOJEPH JOMEHY, IO
BIJIMTOBIIAIOTH 32 ayTeHTU(]IKAIIIFO 1 aBTOpHU3AIIiIO.

3. JlepeBo (Tree) — e Habip mOMEHIB, SIKIi MalOTh 3arajbHUN MPOCTIP iMEH i
MOXYTh B3a€EMOJISTH MK cobow. JloMeH, nomgaHuil 10 JepeBa, aBTOMATUYHO

yCHaJKOBYE BJIACTUBOCTI OATBbKIBCHKOT'O IOMEHY.
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4. Omunnmi opraxizainii (Organizational Units, OU) — 11e KoHTeHEPHI 00'€KTH,
Kl BUKOPHUCTOBYIOTBCS JIJI1 OpraHizaiii pecypciB ycepenuHi JToMeHy. Bonu
J03BOJISIIOTH TPYITyBaTH 00'€KTH 32 (QYHKIIIOHATLHUMH 200 CTPYKTYPHUMU O3HAKAMH,
10 CIIPOIIY€E YIIPaBIIiHHS JOCTYIIOM 1 TomiTHKamMu. Hampukiran, Biaaiin opranizaimii
MOXYTb OyTH MpeAcTaBieHi y BUrisiai okpemux OU.

5. O6’extu (Objects) — 1me ocHOBHI enemeHTH B Active Directory. Bonu
BKJIIOYAIOTh KOPUCTYBAYiB, KOMIT IOTEPH, MPUHTEPU, TPYNH Ta iHII pecypcu. Koxken
00'exkT Mae HaOip arpuOyTiB (HampuUKIaA, IM's, Mapojib, YIEHCTBO B IpyMax), sKi
BHU3HAYAIOTh HOTO BIACTHBOCTI.

@yuxyii Active Directory

OcHoBHuMH (yHKIIsIMU Active Directory e:

- AyteHtudikaiis KOPHCTYBa4iB 1 MPUCTPOIB — 1€ NPOIEC TMEePEBIPKU
0COOMCTOCTI KOpUCTyBaua abo0 mOpuUCTporo. BukopuctanHs 1EHTpaIi30BaHOT
ayreHtudikamii yepe3 AD 103Boisie CIPOCTUTH MPOIEC BXOAY KOPUCTYBAYIB Y
cucreMy 1 3a0es3neuye eAMHy TOUKY JOCTYIY JI0 BCIX PECYpCiB B IOMEHI.

- ABTOpH3allig — BU3HAYCHHS IIPaB JOCTYIy KOPUCTYyBaya 70 PeCypciB Mepexi
HAa OCHOBI MOro pose 1 HamamTyBaHb Oesneku. Active Directory mo3Bossie
HAJAIITOBYBAaTH PI3HOMAHITHI MOJITUKU O€3NeKu JUisi pI3HUX OO0'€KTIB 1 Tpym,
0oOMEXyIO0UM JOCTyN J0 NEBHHX PECYpPCIB Ha OCHOBI NOTped KopHucTyBaya ado
IPUCTPOIO.

- YnpaBniHHA o0'ektamu Ta pecypcamu — AD 103BOJIIE LEHTPAII30BaHO
KepyBaTH BCiMa 00’ €KTaMu Mepexi. AJMIHICTPaTOPH MOKYTh CTBOPIOBATH, BUAAIATH
Ta 3MIHIOBAaTHU 00'€KTH, a TAKOX MPU3HAYATU MOJITUKU OC3MEKH 1 JOCTYIY.

- I'pynosi nomituku (Group Policy) — 1ie MexaHi3M ynpaBiiHHS KOH(DIrypaIi€ero
KOMIT'IOTEpIB 1 KOpPUCTYBauiB y JjJoMeHi. [lomiTUKH H03BOJSIOTH aIMIHICTPATOPY
HAJIAIITOBYBATH MapaMeTPH CUCTEMHU, 30KpeMa Oe3MeKy, BCTAHOBICHHS IPOTPaMHOTO
3a0e3mnedeHHs, mapaMmeTpu Opaysepa Tono. ['pymnoBi MOMITUKA TO3BOJSIOTH MIBUJKO 1
IIEHTPaIi30BaHO 3aCTOCOBYBATH 3MIHH JIJIsl BC1X KOMIT'FOTEPIB 1 KOPUCTYBAUiB y JIOMEHI.

- Monitopusar 1 aynutr — Active Directory 3abe3nedye 1HCTPYMEHTH ISt

BIJICTe)KCHHS TTOJI1H, TAKUX SK BXOJU B CUCTEMY, 3MiHH 00'€KTIB UM MOJIITHK, & TAKOXK
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crpodbu nocTymy a0 pecypceiB. Lle 103Bosie aamiHicTpaTopaM aHaI3yBaTH aKTUBHICTh
y Mepexi, BUABIATH MOTEHIIIMHI 3arpo3u 1 3a0e3medyyBaTy BiAMOBIIHICTH BUMOTaM
O€3MeKH.

Aymenmudgbixayia ma be3nexa

Active Directory miaTpumye Kiibka METO/I1B ayTeHTU(]iKaLli, TAKUX SIK:

- Kerberos — ocHoBHUIT TpoTOKON A ayTeHTUdikamii B AD, sikuii 3a0e3neuye
BUCOKMIM pIBEHb O€3MEeKM 3aBJASKA BUKOPUCTAHHIO KBUTKIB JOCTyNy Ta
KpUNTOrpadiyHuX METO/IIB.

- NTLM (NT LAN Manager) — ctapimuii IpOTOKOJ, SIKUW 3aCTOCOBYETHCS IS
cymicHocTi 31 ctapumu Bepcisimu Windows [2]. Xoua NTLM He Takuii Oe3neyHuid, sk
Kerberos, BiH Bce 111€ BUKOPUCTOBYETHCS B IEBHUX BUIAKAX.

- SAML (Security Assertion Markup Language) — 1e mnpoTokoa mis
3abe3rneueHHs eaquHoro Bxoay (SSO) y cTopoHH1 10AaTKHU, 110 IHTErpyeThes 3 Active
Directory Federation Services (ADFS) [3].

VYropasninas 6Oe3nekor0 B AD Takox mnepeidadae HalalmTyBaHHS T'PYIOBUX
HOJITHK, SIK1 TO3BOJIAIOTh BU3HAYATH Pi3HI 0OMEXEHHS Ta MpaBuiIa JUIsi KOPUCTYBaUiB
1 koM 1oTepiB. Hampukiaza, MokHa HaJIaITyBaTH BUMOTH JIO TIApOJIiB, aBTOMATHYHE
OJIOKyBaHHSA OOJIIKOBUX 3aIlMCIB Yy BHIAJKY IM1J03p1JI0i aKTUBHOCTI, OOMEXEHHS
JOCTyMy J10 IeBHUX (paitniB abo mporpam.

Pennixayis oanux i konmpoav docmyny

Active Directory miaTpuMye peruikamnito JaHUX MK KOHTPOJIEpaMU IOMEHY, 1110
3a0e3reuye BHCOKY JOCTYIHICTh 1 HaMIHMHICTh CHUCTeMH. Perumikaiiis g03BOJIsE
PO3MOAUIATA OHOBJIEHHS 1H(pOpPMALIil MIXK yciMa KOHTPOJIEpaMH IOMEHY B IOMEHI a00
Jicl, 3a0€3Meuy0UM aKTyalIbHICTh JAHUX Ha KOXKHOMY By3J11. L{e 0co01MBO BaKIMBO B
PO3MOIITIEHUX Meperkax, JIe AeKUIbKa (Pi3MIHUX JIOKAI[IH opraHi3allli BAKOPUCTOBYIOTh
oJIHYy 1 Ty % 0a3y nanux AD.

s koHTponto goctynmy AD BHKOPHUCTOBYE MHUCKPEIIHI CIUCKH KOHTPOJIO
noctyny (DACL), sxi BU3HA4aIOTh MpaBa A0CcTyny 10 00'ekTiB. KoxkeH 00'ekT Mae
DACL, e Bka3zaHo, iKi KOpUCTyBayl a00 rpyNy MarOTh IPABO HA YUTAHHS, 3MIHY a00
BUalIcHHs 1boro o060’ekra. 3aBmsku DACL MoxkHa HajmamTyBaTH JOCTYIl Ha
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JETAIBHOMY PIBHI, 11O MiJBHINYE OE3MEKy 1 J03BOJSE 3aCTOCOBYBATH crienu]ivHi
MOJTITUKK O€3MEeKH 10 PI3HUX 00'€KTIB.

Jloriuna ctpykrypa AD, sika Bkirovae jic, fomenu, OU ta 00'ekTH, cnpsiMoBaHa
Ha CIPOIICHHS YIPABIIHHSI pecypcaMH B MEpeXi Ta 3a0e3MeueHHs YITKOTO MOJLITY
npaB 1 posiel. Bonnouac AD mae (izuuHy CTpyKTypy, LI0 BioOpaxae po3Mojiia
KOHTPOJIEPIB JOMEHY 1 3B’SI3KIB MI’K HUMHU.

- Caiitu (Sites) — e enemenTu Gi3u4HOI CTpyKTypu AD, siKi IPeaCTaBISIOThH
co0oro (i3uuHl JOKamii Mepexi, Hampukiang odicu B pisHux wMmictax. Caiitu
JOTIOMAararoTh ONTUMI3yBaTH PEIUTIKAIlil0, 3MEHIIIYIOYM HaBAaHTAXKCHHSI HA MEPEXKY Ta
MOKpAIIyIOUd MIBUIAKICTh JOCTYITY 10 PECYPCiB.

- Konutponepu nomeny (Domain Controllers) — 1ie cepBepu, ki 30epiratoTh Korii
6a3u ganux AD 1 BiAnoBigaroTh 3a ayTeHTU(DIKAIII0, aBTOPU3AIlil0 Ta 1HI (PYHKIIIT,
OB’ s13aH1 3 0e31eKoro [4].

Jlogipui 8iOHOCUHU MidIC QOMEeHaMU

Active Directory miaTpumye CTBOPEHHSI IOBIPYUX BITHOCUH MiX JIOMEHAMH, 1110
J03BOJISIE KOPUCTYBa4aM OJHOTO JOMEHY OTPUMYBATH JIOCTYM JO PECYPCIB 1HIIIOTO
nomeHy. lle € BaXIMBUM acmeKTOM Y BEJIHMKHX OpraHi3allisfix, A€ ICHYIOTh KiJTbKa
noMeHiB. J{oBip4Yi BIIHOCHHU MOKYTh OyTH OJHOCTOPOHHIMH 200 JBOCTOPOHHIMH, 110
BU3HAYA€ HAMPSMOK JIOCTYIy MDK JOMEHaMH. BOHHM TakoX MOXYTh OyTH
TPAH3UTUBHUMHU a00 HETPAH3UTUBHHUMHM, III0 BHU3HAYAE MOMIIMUBICTH MOIIUPEHHS
JIOBIPY Ha 1HIII JIOMEHH B JIiCl.

Cnyacou Federation Services i Lightweight Directory Services

Jlis nonatkoBoi PyHKIIOHANBHOCTI Active Directory BKiIto4ae Taki cepBicH, K
Active Directory Federation Services (ADFS) Ta Active Directory Lightweight
Directory Services (AD LDS).

- ADFS no3Bosisie peanizyBatu eaunuid Bxij (SSO) 1 3a0e3nedye AOCTYI 0
CTOPOHHIX JOJATKIB 3a JIOIIOMOI'OK CTaHAapTiB, Takux sk SAML, mo monermrye

IHTETpaIliio 3 XMapHUMH PIIICHHSIMHU Ta IHIIUMH CEPBICAMH.
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- AD LDS nanae QyHKIIOHAIBHICTh KaTaJIOTiB, CX0XKYy Ha AD, ane € nermmum i

MPU3HAYCHUM ISl TOJIaTKIB, sIKi MOTPeOYyIOTh aBTOHOMHOI 0a3u JaHuX 0e3 MOBHOI

1H(PaCTPYKTYpH TOMEHY.

1.2. Pi3HOBHU/ | NpU3HAYEHHA MiXKMepe:KeBUX eKPaHiB

MixmepexeBi ekpaHu (a0o (daepBOJiM) € OCHOBHHM €JIEMEHTOM 3aXHCTY
CydyaCHUX MepexeBux I1H(pacTpykTyp. BoHM BUKOHYIOTH (QyHKLIIO (iibTpanii
Tpadiky MK MepekamH, T03BOJISIIOYM ab0 3a00pOHSIOUM AOCTYIN JO0 PECYpPCIB
BIIMOBIAHO 110 3aJaHUX TMPaBWJ. 3aBIsIKU PI3HOMAHITHOCTI TEXHOJIOTIH, CydacHi
MDKMEpEXKEBl €KpaHM 3[aTHI 3a0e3MedyyBaTH 3aXMCT HE JIMIIE Ha OCHOBI MPOCTHUX
MIpaBuII, ajie i aHai3yBaTH MOBEAIHKOBI aCTIeKTH TpadiKy, BUSABIATH HIKIIUBI 1T Ta
MPOTUAISATH CKJIQJHUM aTakaM. Jlaji po3riasiHeMO OCHOBHI PI3HOBUIN MIKMEPEIKEBUX
€KpaHiB Ta iX NpU3Ha4YeHHS [5].

Knacudgbixayia miscmepedsicesux expanie 3a munom oopooxku mpagixy

3asiexxHo Bij crioco0y 00poOku Tpadiky MIKMEPEKEBI €KpaHU MOAUISIIOTHCS Ha
KiJTbKa OCHOBHHMX THIIIB [6]:

1. Tlakerni ¢inetpu (Packet Filters) — me omuH 13 HAWMPOCTIIIUX BHU/IIB
MDKMEPEKEBUX €KPAHIB, 1110 MPALIOI0Th HA MEPEKEBOMY Ta TPAHCIOPTHOMY PIBHSIX
moxeni OSI. IMaketrni GinbTpu 103BONSAIOTE a00 OJ0KYIOTH Tpadik Ha ocHOBI [P-
aapecu, mopty 1 mportokoiry. OCHOBHA IepeBara IbOTO MiJIXO0Jy — HOro BHUCOKa
HMIBUAKICTb 0OpOOKH, OJHAK TaKl EKpaHU HE MOXKYTh aHAJI3YBaTH 3MICT MaKETIB, 110
00OMeKy€e TXHIO 3JaTHICTh 0 BUSBJICHHS CKJIAIHUX aTaK.

2. MixmepexeBi ekpanu ctany (Stateful Firewalls) — 1ie Bmockonasiena Bepcist
nakeTHux (iIbTPiB, sIKa Belle OOJIK CTaHIB 3'¢HaHb. BOHU MepeBIpsAIOTh HE TIIBKU
OKpeMmi IaKeTH, a i CTeXaTh 32 KOHTEKCTOM 3'€/IHaHb, TO3BOJISIOUHN BIJICTEXKYBATH, YU
€ TMaKeT YaCTUHOI0 BCTAHOBJICHOTO 3'eAHaHHA. Taka (QyHKIiS MmigBUIIYye O€3MeKy,
OCKIJIbKH 3HIKYETHCS] PU3HK MPOXOHKEHHS HeOaxkaHoro Tpadiky. Lleit Tun ¢paeppomis
3/1aT€H 3aXUIIATH MEPEXKY BiJl IEBHUX BUJIB aTaK, Takux Ak spoofing tTa DDoS [7].

3. IIpokci-paepBonu (Proxy Firewalls) — MixkmepexxeBl €KpaHH I[bOTO THUITY

BHUCTYIIAIOTH SK ITOCCPCOAHUKN MIK KiHLIGBI/IMI/I TOYKaMH 3'€I[HaHH$I. Bonu HpHﬁMaIOTL
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3aMUTH BiJ KJIIEHTA, aHATI3YIOTh 1X 1, IPU CXBaJICHHI, IEpealoTh Ha cepBep. [Ipokci-
(dhaepBOIM MOXKXYTh BUKOHYBATH TEepeBipKy Tpadiky Ha piBHI JOJATKIB, 110 IMiABHUIILYE
piBeHb O€3MeKH 1 Ja€ MOXKIUBICTh (PibTpaiii HeOaKaHOTO KOHTEHTY a00 MO/aTKiB.
OnnHak mpokci-paepBoOIU 3HIKYIOTh MIBUAKICTh pOOOTH Yepe3 HEOOXiIHICTh 00pOOKHU
TpadiKy Ha JOJIaTKOMY PiBHI.

4. MixmepexxeBl ekpanu Ha piBHI gonatkiB (Application Layer Firewalls) — i
dbaepBOIM MPAIIOIOTh, HA PIBHI JOJATKIB 1 MOXYTh aHaII3yBaTH BMICT IIaKeTiB,
BU3HAYAOYH JIOTTYCTUMICTh 3aIUTIB 3aJIeXKHO Bija crienndiku mogatkiB. Bonn 3matHi
3aXMINATH BiJl aTaK, SKI 3JJOBKUBAIOTh MPOTOKOJIAMHU PIBHS JIOJATKIB, HAPUKIAI, BiJl
SQL-in ekt abo arak Ha ocHoBi HTTP. Takuifi Tun ekpaHiB 3a3BUYaid
BUKOPHUCTOBYIOTH JJIsl 3aXHUCTY BEO-0/1aTKIB.

5.I'6puani mixmepexei exkpanu (Hybrid Firewalls) — kom0OinyoTh y co0i
¢byHKuii pi3HUX TUNIB aepBoiiB. Hanpukian, BOHH MOXKYTh MOEAHYBATH MOXKIIMBOCTI
cTaHoBOTO (haepBoJia Ta MPOKCI-(QYHKITIOHAT I aHali3y Ha PiBHI JOJATKIB. 3aBIsKU
1IbOMY, TiIOpuAHI (aepBoM 3a0€3MEeUyIOTh BHUINMK PiBEHb OE3MEKH, T03BOJISIOUH
onHo4YacHO (pinbTpyBaTH Tpadik Ha KUIbKOX piBHIX Moneni OSI.

Midicmepeosicesi expanu 3a micyem 6CmMaHOB8AEeHHS 8 MEPEdICE

3a MICLIEM YCTaHOBKHM B MEPEKi, MIKMEPEKEB1 €KpaHU TAKOXK MOJISIOTHCS Ha
pI3HI1 KaTeropii:

1. IlepumetpoBi daepBonu (Perimeter Firewalls) — BcTaHOBIIIOIOTHCS HA MEXi
Mepex1, BIJIOKPEMIIIOIOYM 1i BiJ 30BHIIIHHOTO CEpeAoBUIA. BOHM 3axuaroTh
BHYTPIIIHIO MEPEXY BiJ 30BHIMIHIX 3arpo3, JO03BOJIAIOUM ab0 OJOKyro4n Tpadik
3aJIeKHO BiJ 3aJlaHuX npaBuil. lle HaWMOWMpPEHIHUA TUIT MIKMEPEKEBUX EKPaHIB,
OCKUIbKHM CaM€ MEPUMETPOBUM 3aXUCT € MEPIIUM pyOekeM Oe3MeKr opraHizaiii.

2. Baytpimni daepBomm (Internal Firewalls) — BcTaHOBIIOIOTBCS BCepeaunHi
Mepexl sl TMOJAUTY Pi3HUX CErMEHTIB, HaNpHUKIaJ, MIX BIIIIJIaMUA OpraHizaiii.
BuyTpimni  (daepBonm gomomMaraioTh 3amnodiratu  HeOaKaHOMYy JTOCTYIY MIiX
CEerMEeHTaMH 1 MOXYTh 3a0e31euyBaTy OUTbII AETAIbHUIM KOHTPOJIb HAJ JOCTYIIOM 0
pecypciB y BHYTpIIHIA Mepexi. BOHM € BaX/IMBOIO YacTUHOK MEPEKl, M€
3aCTOCOBYETHCS] KOHIIETILIIS 30H 3aXHCTY.
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3. Xwmaphui ¢aepBoaun (Cloud Firewalls) — me MixkmepekeBi eKpaHH, SKi
pO3ropTaroThcsl B XMAapHUX cepeloBHIaX. BoHM 3axMIaloTh  BIPTyasbHI
1H(GPaCTPYKTYpH BiA 30BHINIHIX 3arpo3 1 JO3BOJIAIOTH 3IIACHIOBATH (IBTPALIiIO
Tpadiky Ha pPIBHI XMapHUX JOJATKIB 1 cepBiciB. XmapHi (aepBoiau 0COOIMBO
aKTyaJlbH1 JJii OpraHi3alliii, siki BUKOPHCTOBYIOTb MOJENl PO3MOJLIEHOI 0OpOoOKU
JAHUX 1 XMapHi pecypcu.

IIpusnauenns misxcmepedxcesuil eKpauie

OcHOBHE TpPHU3HAYEHHS MIKMEPEKEBUN EKpaHIB Moyirae B 3al0e3meueHH]
3aXMCTy MEPEXKi BiJl HECAHKIIIOHOBAHOTO JOCTYITY 1 IIKIUIMBUX BIUIMBIB. Po3risiHEMO
KJIF0UOB1 (DYyHKIIIT (ha€pBOJIIB.

1. KoHTpOap 1OCTYIy — MIKMEPEKEB1 EKPAHHU PETYIIOIOTH JOCTYI 10 MEPEXI,
J03BOJISAIOUM  a00 OJIOKYHOUM 3°€lHAHHS BIANOBIAHO A0 3ajaHux mpaswil. lle
JoToMarae  OOMEXHUTH JOCTyN 110 KOH(PIACHIIMHUX PECypciB 1 3HU3UTH PHU3UK
NPOHUKHEHHS 3JI0BMHCHHUKIB.

2. 3axuct Bij aTak — 3aBAsAKU (QYHKIISAM GIbTpallii Ta MOHITOPUHTY TpadiKy
daepBoM MOXYTb BHUSBIATH Mimo3pini aii Ta OmokyBatu Tpadik, Mo Moxke OyTu
YaCTUHOK aTak, Takux sk DDoS, araku tuny "mrogmna mocepeauni”" (Man-in-the-
Middle), ¢immnr Ta iHmI.

3. JloryBaHHsI Ta MOHITOPUHT — (DAEPBOJIM BELYTh )KYPHAIH MO1M, SIKI PIKCYIOTh
iHpopMalLlil0 Tpo Bcl 3'€HAHHS, IO MPOXOIATh uepe3 Mepexy. Lle no3Bossie
aHaII3yBaTU N1J03plLy aKTUBHICTS 1 IIBUAKO pearyBaTH Ha MOTEHLIHHI 3arpO3H.

4. ®dinpTpallisi KOHTEHTY — MPOKCi-(haepBoOIH MOXKYTh GIIBTpyBaTH Tpadik Ha
PIBHI 0JATKIB, 110 J03BOJIsIE OOMEXUTH JIOCTYII 0 IEBHUX BeO-pecypciB abo BUIB
KOHTEHTY, 3aXMILAI4Yyd OpraHi3amilo BiJg HeOakaHUX BeO-cailTiB ad0 IIKIAJIMBOIO
KOHTEHTY.

5. BipryansHi npuBatHi Mepexi (VPN) — Oarato MDKMEpPEKEBUX €KpaHiB
niaTpuMyoTh QyHkiito VPN, mo 3abe3nedye Oe3neyHuil BijmaaeHUN ITOCTYM 0
mepekeBux pecypcei. VPN mugpye aasi, 1o nepenarTbes Uepes3 3arajibHOAO0CTYIIHI

MEpPEX1, TAM CAMUM 3aXHILAI04YH1 KOH(PIIEHUIHHICT 1 HITICHICTh epeJaHuX JaHuX [8].
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6. 3axumcT Big BUTOKY JaHUX — (aepBoiM 37aTHI 3amobiratv mepenadi
KOHpieH 11iHOT 1H(pOopMaIlli 3a MEXi MEpexki 3a JOMOMOTOI CIEIialbHUX MOJITHK
¢inpTparnii, mo gonomMarae 30epertd KOH(IACHIIHHICTD JaHHX.

Miscmepedncesi exkpanu Hoeo2o nokoninus (NGFW)

HoBuii eram po3BUTKY MDKMEpPEXKEBUX €KpaHIiB — L& (aepBOJid HOBOTO
nokomiHHs (Next-Generation Firewalls, NGFW), sxi moeanyrwoTs y co61 dyHKIii
TpaJAuLITHUX (AEPBOJIIB 3 MOMXKJIMBOCTSIMHU JUIsl 3aXMCTy BiJI cydacHUX 3arpos [9].
NGFW Bkitouatots Taki QyHKIII, SK:

- [acnexis Ha piBH1 noaatkiB — NGFW MoXyTh po3mi3HaBaTy Ta aHalIi3yBaTH
cnenugiyHl A0JATKHU, HABITh SKIIO BOHM BUKOPUCTOBYIOTh HECTaHAAPTHI MOPTU a00
IPOTOKOJIH.

- Cucrema 3ano6iranns Bropraess (IPS) — NGFW Bxirouarots ¢yHkinii [PS, ski
JO3BOJISIIOTH BUSBIIATH Ta OJIOKYBATH M103PUTYy aKTUBHICTh B PEKHUMI PEATBHOTO Yacy
[10].

- Inrerpanis 3 iHmUMHu cucteMamu 3axucty — NGFW MoxyTs oOMiHIOBaTHCS
iH(pOpMaLli€l0 3 cHUCTeMaMu aHTUBIpycHOro 3axucty, SIEM Ta iHmmmm 3acobamu
Oe3nexu s 3a0e3MeYeHHs] KOMITJIEKCHOTO 3aXHUCTY.

NGFW cranu nomyiasipHUMH 3aBJsIKU CBOIM 34aTHOCTI 3a0€3IeuyBaTu 3aXUCT
BIJl CyYacHHMX KiOep3arpo3, Takux SIK KiOep-muryHctBo, mkigiuse I3, cknamHi

uinboBi araku (Advanced Persistent Threats, APT) toio.

1.3. IHopiBHsIHHA BigoMmXx 0€e3KOIITOBHUX NPOrpamMHHux

MapUIPYyTH3ATOPiB/MIzZKMepekeBUX eKPaHIB

Hwxuye HaBemeHo omuc HAHOUIBIIT BIJOMHUX MIKMEPEKEBUX CKpaHIB 3
BIJIKPUTUM BHUX1JTHUM KOJIOM:

1) OPNsense — 1e mnporpaMHe 3a0e3Me4YeHHs 3 BIAKPUTUM KOJOM ISt
3a0e3MedeHHsT MepekeBoi Oe3meku Ta MapiipyTusaiii, po3pobieHe Ha 0asi
onepauiitHoi cucremu FreeBSD. Bono € Binranyxenusm npoektis pfSense 1 mOnOwall.

['onmoBHa Mera cnuibHOTH po3poOHUKIB OPNsense — CTBOpeHHSI CTaOUIBHOI,
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3axXUIICHOT W aJanTUBHOI IUIAT(GOPMU 3 AKIIEHTOM Ha 3pYYHICTh BUKOPUCTAHHS,
peryJIsipHi OHOBJICHHSI KOMITOHEHTIB O€3MEeKU Ta yA0CKOHaJIeHHs iHTepdericy [11].

OPNsense Hajgae IIUPOKUH CIEKTp I1HCTPYMEHTIB JUIsl 3aXHUCTy MEpexi,
MapuIpyTH3allii, KOHTPOJIO JOCTYIy, aHaji3y Ta MOHITOpUHTY Tpadiky. [TogidHO 10
pfSense, 1me pimeHHs MAXOAUTh I JOMAIIHIX MEpPeX, CepeiHIX 1 Malux
MIPUEMCTB, a TAKOK BEJIMKUX KOPIOPAIiid, /Ie BaXKIMBl BUCOKHM pIBEHb O€3MEKH Ta
IPOCTOTa KEPYBaHHS.

Kirouosi ¢ynkmii 060x miardgopm moxioni: miarpumka IDS/IPS, ynpasninus
VPN, oinprpamis Tpadiky, podorta 3 VLAN, OamancyBaHHS HaBaHTaKEHHS Ta
1HTEerpatis 3 10JaTKOBUMUA MOAYJISIMU, TAKUMHU K Squid AJi KellyBaHHs 1 MPOKCI a00
Suricata nns BusiBiIeHHs 3arpo3. BinminHow pucoro OPNsense € aBTOMartuyHe
OHOBJICHHA CHUCTeMHU Ta O€3MEeKOBUX MAaKEeTiB, WI0 CHPHUSIE ONEpPaTUBHOMY
BIIPOBA/X)KEHHIO BUITPABJIEHB 1 MiHIMI3allli pU3UKIB.

I'padpiunmii iaTEepdeiric OPNsense BHUPI3HAETHCA CYYaCHUM JU3aMHOM 1
3pyYHICTIO. MEHIO po3TallloBaHe 3J1iBa, a (PYHKIIIS MOILIYKY 3a KIIOYOBUMHU CIIOBAMHU
3HAYHO CIPOILIY€ HaBiraiir, 0COOIMBO y BENTUKUX Mepexax. Y mopiBHsIHHI 3 pfSense,
7€ MEHIO 3HaxOIWUTbci 3Bepxy 1 momryky Hemae, OPNsense mpomonye OiibIr
IHTYITUBHUI JOCTYN J0 HaJaIITyBaHb, 110 POOUTH HOTO 3pYyYHUM I KOPUCTYBAUiB,
SK1 IParHyTh €pEKTUBHOCTI Ta KOM(POPTY B aJIMIHICTPYBAHHI.

2) pfSense — 1ie nporpaMHe 3a0e3MeUeHHs 3 BIAKPUTUM KOJOM JJIi CTBOPEHHS
MDKMEPEKEBOTO €KpaHa Ta MapUIpyTU3aTopa, MoOyJOoBaHE HAa OCHOBI ONepaiiitHol
cuctemu FreeBSD [12]. BoHo € ogHUM 13 MPOBIIHUX pIlIEHb Y CBOIH KaTeropii, sike
IOPOINOHYE KOMepuUiHuil piBeHb (¢yHKUIOHaIbHOCTI. [lomynspuicte pfSense
NOSICHIOETBCA ~ MOr0  BHUCOKOK NPOAYKTUBHICTIO, THYYKICTIO HaJalITyBaHb 1
MOMUIMBICTIO MacIiTa0yBaHHS, 110 POOUTH MOT0 YHIBEPCATbHUM JJII MEPEX Oymb-
SKOro po3mipy Ta Tuny. CucreMa BKIIOUYa€ IUPOKUN HaOlp QyHKIIHN 11 MepekeBoi
Oe3nexkn Ta MapmipyTu3aiii, 30kpema ¢inbrpamio Tpadiky, miarpumky VLAN,
OaJlaHCYBaHHS HaBaHTAXXEHHS, MOHITOPUHT 1 OJIOKyBaHHs HeOakaHuMX 3'eHaHb. Lle

3a0e3neuye Moro epeKTUBHICTh Y 3aCTOCYBAHHI SIK JUIsl JIOMAIIIHIX MEPEX 1 Mallux
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013HeCIB, TaK 1 JIJIsl BEIMKUX KOPIIOPATUBHUX CEPEIOBUIIL 13 T1BUIICHUMU BUMOTAMU
110 Oe3reKku Ta cTablILHOCTI.

Ha Bigminy Big OaraTbox KOMEpUIHHUX pillleHb, pfSense JOCTYMHUN y KITBKOX
dbopmarax: sk armapaTtHi nmpucTpoi Bij Netgate, K BipTyabHI TPUCTPOT JJIs1 CEPETOBHUIIL
BIpTyalli3alii, a TAKOX Yy BHUIJIAI1I OE3KOLITOBHOI 3aBaHTaXKyBaHOI BepcCii, IKYy MOKHA
BCTAaHOBUTU Ha cepBepHe abo 3BHUuaiiHe oOsagHaHHs. Lle m03BoJsie KopucTyBauaM
BUOpaTH Ha3pyUHImMK crocid iHTerparlii pfSense y cBoro iHGPpaACTPYKTYpy 3aIEKHO
B1Jl TEXHIYHHUX 1 (PIHAHCOBUX MOTPED.

pfSense ocHarmeHuit 3py4HrM BeO-1HTEpPEHCOM, SIKHI CIIPOIITY€ HAJTAITyBAaHHS
Ta yIpaBJiHHS HaBITh Ui aMiHIcTpaTopiB 0e3 rmmbokux 3HaHb FreeBSD. [nTepdeiic
Ja€ 3MOT'y HajlalToByBaTH (yHKUIi, ak-0T IDS/IPS nuist BusiBlieHHs Ta 3amo0iraHHs
BTOPTHEHHsM (3 1HTerpamiero Snort abo Suricata), cTBopeHHs Ta ymnpaBiiHHS VPN
(OpenVPN, IPsec, PPTP), momituku Opannmayepa # NAT (Network Address
Translation). Kpim Toro, cucrema miaTpuMye YMCIEHHI JOJATKOBI MOAYJI, Takl SIK
Squid nns kemryBanHs BeO-kKoHTEeHTY a00 pfBlockerNG miist koHTeHT-diabTpartii, o
JI03BOJISIE aIaNTyBaTH i1 0 crienupiyHIX MOTped KOPUCTYBAYIB.

3aBAsikd  MHPOKOMY  (PYHKIIIOHATy, CTaOlIBHOCTI Ta 3JaTHOCTI [0
MaciitTabyBanHs pfSense € HaliHUM pIIIEHHSAM JJIs OpraHi3aulii, fKi MparHyTb
3a0€e3MeunTH BUCOKUI PIBEHb O€3MEKH Ta YNPaBIIHHA TpadikoM 0e3 3HaYHUX BUTpPAT
Ha KOMEPIIiiH1 JiIeH3ii.

3) IPFire — ue nuctpuOyTHB KepoBaHOro Opanamayepa Ha 06a3i Linux,
noOynoBanuii Ha ocHoBI Netfilter, skuii moeanye ¢yHKIII MepexeBoi Oe3reKH,
MapiupyTu3auii Ta @uibrpauii kouteHnty [13]. Cnouatky ctBopenuit sik popk [PCop,
[PFire OyB mepenucanuii 13 BukopuctaHHsM Linux From Scratch, mo no3sosuio
ONTHUMI3yBaTH MOT0O Ta 3pOOUTH HE3AIEKHOIO MIATHOPMOI0. 3aBASIKK LIBOMY IT1IXOTy
cuctema 3abe3nevyye BUCOKY MPOJYKTUBHICTh 1 CTAOUIbHICTh HaBIThb HA CKPOMHOMY
oOnagHaHHI.

[PFire miaTpumye MIMPOKUN CIEKTpP amapaTHOro 3abe3nedeHHs, BKIIOYAI0YH
npucTpoi 3 apxitekTyporo ARM, nanpukmnan Raspberry Pi, mo poouts iioro uynoBum
BUOOPOM JUIsi HEBEIMKHUX MeEpeX, BigmameHux odiciB abo MiANPHEMCTB 13
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o6MeskeHIMH pecypcaMu. Moro eeKTUBHICTS IPOSBIAETHCS y MiHIMAIBHUX BUMOTaxX
no obnagHanHs: ais pobotu IPFire nocrararo numre 256 Mb onepatuBHOi mam'sTi,
110 3a0e3neuye JOCTYIHICTh HaBITh JUIs 3aCTapUIMX MPUCTPOIB.

[Tonpu miniMamictuunuii miaxia, [PFire mpomonye 6a3oBuit Habip QyHKITIH,
TakuX SIK BeO-1HTepdeiic A ynpasininas, miarpumka [IDS/IPS; VPN, dinerpanis Beo-
KOHTEHTY Ta KOHTPOJIb MOCTymy. CrucreMa aKTHBHO BUKOPHUCTOBYETHCS ISl 3aXUCTY
B1J1 Be0-3arpo3, MOHITOPUHTY Tpadiky Ta 3a0e3nedeHHsT OE3MeKU JOKATbHUX MEPEexK.
HonatkoBo, [PFire miaTpumye (yHKIIII0 MPOKCi-cepBepa 3 MOKIIMBICTIO KEUTyBaHHS
JAaHUX, 10 CIpHUsA€ ONTUMIZaIlii Tpadiky y Mepekax i3 0OMEKEHOI MPOITYyCKHOIO
3IaTHICTIO.

Ha Biaminy Bijg Ou1bII MOTYKHUX Iu1aT@opM, Takux gk pfSense abo OPNsense,
IPFire opienToBanmii Ha 6a30B1 PyHKIIIT Oe3neku 6€3 PO3MMPEHOro Habopy MOIYJIIB 1
miaridiB. Lled ¢okyc Ha mpocToTi Ta Jerkocti BUKOpucTaHHs poOuth [PFire
iIcalbHUM BHUOOPOM IS 3aBjaHb, JI¢ MNPIOPUTETOM € IIBUAKA KOH]Irypariis,
HAJIAHICTh Ta €EKOHOMIA pecypciB. OJiHaK OCTaHHI OHOBJICHHS BKJIIOYAIOTh MIATPUMKY
TLS-nepeBipku Ta OUTBII THYYKI MOXJIMBOCTI 17151 PinbTpatii Tpadiky, 110 po3LUIHPIOE
HOT0 3aCTOCYBaHHS HaBITh y OUIBII CKIIAJHUX MEpPEkKaX.

4) VyOS — 11e porpaMHe pilIeHHsS 1Ji1 MEPEXeBOi Oe3neku, mody/I0BaHe Ha
ocHOBI Linux, sike 3a0e3neuye QyHKIIi OpaHaMayepa, MaplIpyTH3aLli Ta yIpaBiIiHHS
Mepexero [14]. Cucrema Oyna po3po0iieHa siKk yHIBEpCAIbHUIN 1THCTPYMEHT JJIsI PI3HUX
MEPEKEBUX CEPEIOBHIN, 3 AaKIIEHTOM Ha MPOCTOTY BUKOPHUCTAHHS, THYYKICTh Ta
MacITaboBaHICTh. 3aBASKU BIAKpUTOMY BUXigHOMY Koy VyOS Hazae KOpucTyBadam
MO>KJIMBICTh aJIaliTyBaTU IUIATQOpPMY J10 BIACHUX NOTPeO, 3a0e3MeuyroYd BHUCOKY
MPOJYKTHUBHICTh HaBITh HA MAJIONOTY>KHOMY OOJIaJIHAHHI.

VyOS niarpumMye pizHOMaHITHE anapaTHe 3a0e31e4eHHs, BKIIIOYAI0YH TPUCTPOT
3 apXiTekTyporo ARM, 110 103BOJIsSI€E BUKOPHUCTOBYBATH HOTO HA TAKUX MPUCTPOSX, K
Raspberry Pi. Ile pobuts VyOS edexktuBHHUM BHOOpPOM Il HEBETUKHX OQICiB,
JIOMAITHIX MEPEeXK 1 BITAICHUX 00’ €KTIB, JIe BAXKIMBO 3a0€3MeUNTH HAAIHHUN 3aXUCT

13 MIHIMAJIbHUMHM BHTpaTtaMu. CucTreMa JEMOHCTPYE BHCOKHI pPIBEHb E€KOHOMII
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pecypciB: BOHA 3/1aTHA MPAIIOBATH HAa 00JIaJHAHH1 31 CKPOMHUMU XapaKTePUCTUKAMH,
3a0e31euyroun CTabUIbHICTD 1 MIBUJIKOIIIO.

Ha BigmiHy Bix nmoTykHux miaatdopm, Takux sk pfSense abo OPNsense, siki
MPOIOHYIOTh MHUPOKHU Habip po3mmupenb, VyOS opieHTOBaHUN Ha TPOCTOTY Ta
JIErKiCTh BUKOpUCTaHHs. Lleil miaxig poOuTh HOro 3py4yHuM JUisl 3aBJaHb, Jie HOTPIOHO
MIBUJIKE HaJalITyBaHHS Ta 0a30BUH piBeHb Oe3nexku. BogHouac ocTaHHI OHOBIIEHHS
CHUCTEeMH PO3LIUPHUIIH 11 QYHKIIIOHAT, TOAABIITH MOXKJIIMBICTh OUIBII THYUYKOT (DUIBTpALIii
TpadiKy Ta MOKpAIEHHS IHCTPYMEHTIB MOHITOPUHTY.

3aBAsKA CBOiM BIOKPUTIA apXiTEKTypi, MIHIMaJIbHUM CHCTEMHUM BUMOTaM 1
3py4HOoMy iHTepdeiicy, Vyo € iiealbHuM BHOOpPOM JJIsl OpraHi3ailiii, siki IparHyTh
3a0e3neunTy 0a30BUI PIBEHb MEPEXKEBOI OE3MEKHU Ta YIPABIiHHA 0€3 3HAYHUX BUTPAT
Ha 00JIaIHAHHS YM JIIIICH3YBaHHS.

Jis y3aranbHeHHs 1HGOpMallii Ta BUIIJIEHHS OCHOBHMX MEpeBar 1 HEAOJIKIB

KOXXHOTO 3 TIPOJIyKTIB MpEJCTaBIeHa MOPIBHUIbHA TaOIUIls HUXK4e, Taou. 1.1.

Taomung 1.1
[TopiBHsTbHA TAOIUIIS MIXKMEPEKEBUX EKPaHiB
OPNsense pfSense IPFire Vyo

[TinTpumka VPN + + + n
®dinapTpalis BeO-3MiICTy + + + +
IDS/IPS + + + T
AHTHUBIPYCHUH 3aXUCT + + - +
banancyBanus

+ + - +
HaBaHTa)KECHHS
Web Proxy + - + +
JlonaTkoBi pyHKIIT + + — -

Obuparoun pfSense, MoOkHa BIJ3HAYUTH, IO €W NPOAYKT 3ale3neyye
HauOuTb  30amaHcoBaHWM  HaAOlp (QyHKIINH  Oe3leku, NPOJYKTHBHOCTI Ta
pPO3IIMPIOBAHOCTI, MO0 POOUTH MOr0 ONTUMAJIBHUM PIMIEHHSAM [JIsi Oaratbox
OpraHi3alifHuX 1 TEXHIYHUX MMOTPeO.

[TepeBaru Bubopy pfSense [15]:
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1. Iupoxmii ¢yHkmionan 06e3 mgomarkoBux BuUTpar — pfSense Hagae
KOMIUIEKCHUM Ha01p QYHKITIH 1711 MEepeKeBOi Oe3MeKH, BKI0Uaru miaTpuMKky VPN,
IDS/IPS, anTuBipycHUN 3axucT, (iIbTpalil0 BeO-KOHTEHTY, OajlaHCyBaHHs
HABAaHTAKEHHA Ta BEO-MPOKCI, MO POOUTH HMOTO MOTY>KHHM I1HCTPYMEHTOM IS
BCEOIUHOIO0 3axuCTy Mepexi. BaxnauBo, mo 1ed (QyHkioHan agoctynHuil 0e3
JT0JIATKOBUX JIIEH31MHUX BUTpPAT.

2. MacmraboBaHicTh 1 goAaTkoBi Moaymi — pfSense MiATpUMY€E UYHMCICHHI
JOJJaTKOBl MAKETH, SIKI MOXKYTh OyTHM BCTaHOBJIEHI Ui PO3MIMPEHHS (YHKI[IOHATY
3alIeHO Bif crienudigyHuX 1moTped opranizamii. lle BkiItoyae makeTu i 3aXHUCTY,
MOHITOPUHTY Ta ONITUMI3allli MEpexK1, IK-0T Snort 111 JogaTtkosoro piBHs IDS/IPS a6o
pfBlockerNG nmns posmumpenoi ¢uibTpamii koHTeHTy. llopiBHsiHO 3 IPFire, sikmii
obmexxeHul y po3muperHi GyHkIin, pfSense nponoHye OUTbITY THYUYKICTb.

3. banaHcyBaHHS HaBaHTAXXEHHA — (YHKIIA OaJlaHCYBaHHsS HaBaHTAKECHHS
3abe3reuye cTablIbHy pOOOTY MEpeXi, IO € BaXKIUBHUM I OpTaHi3aliil 3 BEIUKUM
obcsirom Tpadiky abo Ui CepeloBUIN 3 JICKIIbKOMa IHTepHET-3'eqHaHHAMH. Ll
MOKJIMBICTh TakoXk aoctynHa B OPNsense, ane B [PFire BoHa BiaCyTHS, IO poOUTH
pfSense kpammum BUOOpPOM UIsi MEpeX, A€ MOTPIOHO MIATPUMYBATH BUCOKY
JIOCTYTIHICTb.

4. Iarerpaumis 3 Active Directory — nerko iHTerpyetbcsi 3 Microsoft Active
Directory, 1mo m03BOJISIE IIEHTPAJII30BAaHO YIPABISATH JOCTYIIOM KOPUCTYBadyiB 1
HAJIAIITOBYBAaTH MOJITUKK Oe3meky Ha piBHI opranizamii. Lle € Benukoro mepeBaroio
JUTsI KOMITaH1, 110 MPAIIOI0Th Y KOPIIOPATUBHUX CEPEAOBUINAX 1 TOTPEOYIOTH €AMHOTO
KOHTPOJIIO aBTEHTU(IKALII].

5. InTyiTUBHUI 1HTEpdEiC Ta aKTUBHA MIATPUMKA CHOUIBHOTH — MA€ 3py4HHIA
BeO-1HTepeiic, SKU 03BOJISIE HABITH aJMIHICTpaTOpaMm 0e3 TIJIIMOOKHUX 3HaHb Yy
FreeBSD edextuBHo HanamroByBatu cucremy. Kpim toro, pfSense miarpumyerbes
BEJIMKOIO0 CIIJTFHOTOI KOPUCTYBadiB 1 pO3pOOHMKIB, 1O 3a0e3neuye TOCTYI 0

YUCJICHHUX THCTPYKIIIK, POpyMIB Ta TEXHIYHOI MIATPUMKH.
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3aBIAKH TO€THAHHIO OE3KOITOBHOTO, MOBHO(MYHKIIIOHAIBHOTO pIIICHHS 3
aKTHBHOIO MIATPUMKOIO Ta PO3IIMPIOBaHICTIO, pfSense € onTHMaaTbHUM BUOOPOM IS

noOynoBu 6e3meuHoi, cTablIbHOT Ta MacTab0BaHOI MEPEXKEBOI 1HOPACTPYKTYpH.

1.4. Bizomocri i pyHknionaabHi MOKJINBOCTI 010 pfSense

pfSense — 11e MOTYXHUI MI>KMEPEKEBUN €KPaH 3 BIKPUTUM BUXITHUM KOJOM,
PpO3p0o0IIeHUH 115 TOOYI0BU MEPEKEBUX PIIICHB, K MOXKYTh 3a0€31euyBaTH BUCOKUNA
piBeHb Oe3neku. Bin 0asyerbcss Ha omnepauiiiHiii cucremi FreeBSD 1 Hagae
KOPUCTyBauaM THYYKI MOJKJIMBOCTI YMPABIIHHA MEPEXKEBOIO 1HPPACTPYKTYpPOIO.
pfSense € OaratroyHKIIOHAJILHUM 1HCTPYMEHTOM, SIKUM BKJIIOYaEe B cebOe pi3Hi
KOMITOHEHTH JIJIS 3aXHUCTY MEPEKi, a TAKOXK JIJIs1 11 MOHITOPUHTY 1 onTuMizariii [16].

OcHoBHi BioMocTi Tipo pfSense:

— ByB po3poOnenuii sik anpbTepHATHBA JOPOTUM amapaTHUM MIKMEPEKEBUM
exkpaHaM. BiH cTaB momyJsipHUM 3aBJ/ISIKM CBOil THYYKOCT1, BUCOKIH MPOTYKTUBHOCTI,
IIHPOKOMY (DYHKIIOHANY Ta aKTHBHiH CIiNbHOTI. MOro Mo)KHa BCTAHOBJIIOBATH Ha
CTaHAapTHE MepexeBe oOJaJHaHHS a0o creriani3oBaHl CEpBEpH, IO POOUTH HOro
JOCTYITHUM JUJISI KOMIAHIM pi3HUX MacmTabiB — Bl Manux O(QicCiB 0 BEIMKHUX
KOPIIOPATUBHUX MEPEXK.

— IligTpumye koHbiryparito depe3 Bed-iHTepderic, Mo poouTh HOTO 3PYUYHUM
y BUKOpHUCTaHH1 HaBiTh 1181 I T-crerianicTis, siki He € ekcniepramu y FreeBSD. 3aBnsku
OpOoCTOMY Ta 3pO3yMUIOMY 1HTepdelcy aAMIHICTPaTOpd MOXKYTh  IIBHJKO
HaJaITOBYBAaTU TIpaBWjia OE3MEKHW, MOHITOPUTH Tpadik 1 BIPOBAKYBATH HOBI
PILIEHHS 1JI 3aXUCTy MEPEXKI.

OyHKIIOHATBHI MOXKIHBOCTI pfSense:

— Hapmae mmpoxuii cekTp QyHKIIOHAIBHUX MOKJIUBOCTEH 1151 3a0e3meYeHHs
0e3meKu Mepexi, yIpaBIlliHHS JOCTYIIOM Ta MOHITOPUHTY MEPEXKEBOT0 Tpadiky.

— Hamae ¢ynkmito ¢ineTparii Tpadiky, sika € OCHOBOIO JUIsl 3a0e3MeyeHHs
Oe3nexkn Mmepexi. BoHa n03Bojsie CTBOprOBATH mMpaBwiia (iabTpaiii Ha ocHOBI [P-
ajzpec, MOPTIB Ta MPOTOKOIIB. AJAMIHICTPaTOp MOKE HAJAIITOBYBAaTH IpaBuia s

KOHKPETHUX MEpeKeBUX 1HTep(eiCiB, KOHTPOJIIOBATH BXITHUHN 1 BUXITHUN Tpadik Ta
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oOMeXyBaTH JOCTYIl [0 NEeBHUX pecypciB. Lle 3pemror 103BoJIAE€ 103BOJISIE
OJIOKYBaTH IIKIIJTHUBHHI TpadiK 1 3aXUIIATH MEPEKY B1Jl HECAHKIIIOHOBAHOTO JOCTYITY.

— Opnmniero 3 kmouoBux ¢GyHkmii pfSense € Stateful Packet Inspection (SPI) —
TEXHOJIOT1sI, 10 BIJCTEXXYy€ CTaH 3'€JHAHb y Mepexi. Ha BinmMiHy Bim 3BUYaitHOI
¢binpTpamii maketiB, SP1 103Bosisie BU3HAUUTH, YU € MAKET YAaCTHMHOKO ICHYHOHOIO
3'enmHaHHs, a00 BIH HAAXOAWTH 0Oe€3 BiAMOBIAHOTO 103BOdy. lle mimBuIlye piBEHB
3aXHUCTY, 3HUKYIOUH PU3HUK MPOIYCKY HeOaXaHOTro Tpadiky.

— ITigtpumye Network Address Translation (NAT), mo q03BosiE 3MiHIOBATH
[P-anpecu B maketax [17]. NAT nmomomarae npuxoBatu BHyTpimHi [P-anpecu mepexi
B1Jl 30BHIIIHIX JHKepell, 3a0€3Meuyourd TUM CaMUM 3aXUCT BiJl IPSIMOTO JOCTYMY J0
BHYTpIIIHIX pecypciB. Y pfSense miarpumyrotbest pizHi tunu NAT, Brirouaroum
Buximauii NAT 1 mnepenanpasnenHss noptiB (Port Forwarding). Ile mo3Bossie
3a0e3neunTy OUIbIl THYYKE YOPABIIHHS JOCTYNOM /O BHYTPIIIHIX PECypciB 1
0OMEXUTH 30BHIIIHIN IOCTYTI 10 IEBHUX CEPBEPIB.

— MIATpUMYE HaJaIITyBaHHsS BIpTyalbHUX mnpuBatHuXx Mmepex (VPN), mo
703BoJIsiEe 3a0e3meunTy Oe3MeyHuil BiAMaIeHuid AOCTYN A0 KOPIOPATUBHOT MEPEKi.
pfSense miaTpumye ocHoBHi VPN-niporokomnu, taki sik OpenVPN, IPsec, L2TP, mo
3a0e3neuye HaniiiHe mwuU@pyBaHHA Tpadiky MK BIAJAJEHUMU KOPUCTYBayaMH Ta
Mepexero. Lle 0co0aMBO KOPUCHO ISt OpraHi3aiii 3 BiIJaJIEHUMH CIIBPOOITHUKAMU
a60 oicamu, K1 TOTPEOYIOTh OE3MEYHOTO JOCTYITY 0 PECYpPCiB MEPEKi.

OpenVPN — 1ie oivH 13 HAUMOMYJISIPHIIIKUX TPOTOKOJIB J1J1s1 CTBOpeHHST VPN-
3'emHanb. BiH BigoMuii CBO€r0 THYUKICTIO Ta HamiiHicTIO. OpenVPN minrpumye
mudpyBanHss Ha ocHoBl SSL/TLS, mio 3a0e3neuye BHUCOKHIA pIBEHb 3aXHUCTY
nepenanux aAaHux. pfSense no3Bonsie HamamToByBaTH OpenVPN s pisHux
CIIEHAapIiB, BKJIIFOYAIOUU TOYKY-TOUKY 1 KJI1EHT-CEPBEP.

[Psec — me me oAWH MPOTOKOJN, SAKWNA MIATpUMYyeThcs B pfSense st
3a0e3neueHdss VPN-3'ennans. [Psec 4acTo BUKOPUCTOBYETHCS I MIKMEPEKEBUX
3'emHaHb MDK odicamMu abo JJis IHTerpalii 3 1HITMMH MEPEKEBUMH pilllecHHAMU. Bix
3a0e3neuye MUQPPYBaHHA HA PIBHI MEpexi, IO POOUTH HOro e(EeKTUBHUM ISt
3a0e3nedeHHs 0€3MeKu KOPIMOPATUBHOTO TPa(iKy.
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pfSense miaTpuMye OGanaHCyBaHHS HABAaHTAXKEHHS 1 pe3epByBaHHs 3'efHaHb. e
JO3BOJISIE  PO3MOJUISATH HABAaHTAXEHHS MDK JEKUIbKOMa I1HTEpHET-KaHaJIaMH, IO
JOTIOMara€ YHUKHYTH TEPEBAHTAKEHHS OJHOTO KaHaly 1 3abe3medye CcTaOUTbHHIA
noctyn 1o pecypciB. Kpim Toro, pfSense miaTpumye HajamTyBaHHS PE3EpPBHOTO
KaHally, 110 3a0e3reuye BIAMOBOCTIMKICTb. Y BHIAJIKY, SKIIO OCHOBHHUI KaHaj CTae€
HEJOCTYITHUM, Tpadik aBTOMAaTUYHO MEePEHAIPaBISETHCS HA pe3EPBHUN KaHaI.

Ham miskmeperxeBuii MOke BUKOPUCTOBYBATH JIOJATKOBI MMAKETH VIS IHTETpallii
3 CHUCTEMaMHM 3aro0iraHHs BTOPrHEHb, TaKuMU K Snort ado Suricata. 11 cucremu
JO3BOJISIIOTH BUSBJISITH 1 OJIOKYBATH MiJO3PITY aKTHBHICTh y MEpEXl B PEXKUMI
peanbHOro yacy, L0 JO0MOMara€e 3aXUCTUTH MEPEXY BiJ PI3HMX aTakK, BKIHOYAIOUU
DDoS, ¢immar 1 ataku Ha piBHI jnoaatkiB. Cucrema IPS B pfSense anamizye
MepexeBHi Tpadik, BAKOPUCTOBYIOUH CUTHATYPH BIJIOMHX aTak, 1 0JIOKy€e HeOaKaHU
Tpadik.

pfSense mae moTyxHi (YHKIIT MOHITOPUHTY 1 JIOTYBaHHS, IO JO3BOJISIFOTH
aAMIHICTPATOPy BIACTEXKYBaTH CTaH MeEpeki 1 KOHTPOJIOBATH AaKTUBHICTH
KopuctyBauiB. JloryBaHHs moii 103Bojsie€ (DiKCyBaTH BCl 3'€IHAHHSA, IO MPOXOAATH
yepe3 (aepsoin, 30epiraroun iHpopmarito npo [P-aapecu, mopTu, yac 3'eqHaHb 1 1HII
BaXXJIMBI mapameTpu. lle gomomarae BUSBISATU MiJ03pLTY aKTHUBHICTH 1 ONEPATUBHO
pearyBaTd Ha NOTEHLIMHI 3arpo3u. IHTepdeiic pfSense Takox Hanmae rpadiuHe
BiIoOpakeHHs TpadiKy Ta CTaHy 3'€/IHaHb, 1110 MOJICTIIYE aJAMIHICTPYBaHHS MEPEXKI.

Expan miarpumye BipTyaibHi JokaibHl Mepexi (VLAN), mo 1no3Bossie
CEIrMEHTYBAaTH MEPEXKy Ha 130J1b0BaHI cerMeHTH. CermeHTaris 3a qonomororo VLAN
JOTIOMAara€e 3aXxMCTUTH KOH(IACHIIIHI JaHl, 3MEHIIYIOYM PU3UK MOIIMPEHHS aTak
BcepenuHi mepexi [18]. Hanpuknaa, MOKHA BUAUIMTH OKpPEMi1 CErMEHTHU ISl PI3HUX
BIIJIUTIB opraHizaiii abo JJisi roCThOBMX KOPUCTYBAdiB, IO 3HUXKYE HMOBIPHICTH
HECAHKIIIOHOBAHOTO JOCTYITY /10 BaXJIMBUX PECYPCIB.

Iumeepayis 3 Microsoft Active Directory

[aTerparis pfSense 3 Microsoft Active Directory € oHi€10 3 KITI0U0BUX (QyHKITIH
JUTsl 3a0€3MeYeHHs LIEHTPaIi30BAHOIO YIPABIIHHS JOCTYIIOM 1 aBTeHTH(IKalieo. Lle
JI03BOJISIE OpraHi3aIlisiM BUKOPUCTOBYBATH iCHYI0UY 1H(MpacTpykTypy Active Directory
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JUTsI yTIIPABIIIHHS TTpaBaMU JIOCTYIIY 10 MEPEXKEBUX PECypcCiB. 3aBasiku iHTerparttii 3 AD,
aJIMIHICTPATOPH MOXYTh KOHTPOJIIOBAaTH JOCTYI KOPHCTYBaudiB /IO PECYpCIiB,
3aCTOCOBYBATH €IMHI MOJITUKU OE3MEKH 1 CIIPOIyBaTH MPOIIEC aBTEHTU(IKALII].

[HTETpaIis TakoX T03BOJISAE HANTAIITYBATH OJTHOPA30BY aBTeHTU]iKaIio (Single
SignOn, SSO), 1m0 3Ha4YHO CHpOIIyEe MPOIEC BXOAY KOPUCTyBayiB y cuctemy. Lle
0COOJIMBO KOPUCHO JUIsl OpraHizallii, aKi moTpeOyITh €JUHOTO CIIOCO0Y YIpaBIiHHSA
JOCTYIIOM U1 3HMKCHHS aJMIHICTPaTUBHOTO HaBaHTaxeHHsA. KpiMm Toro, mMokHa
BIIPOBAAUTH JBO(AKTOpHY aBTeHTH(iKamito (2FA), sika momae momaTKoBUN piBEHb
Oe3nekn, BUMararoud MiATBEPKEHHS OCOOM KOPHICTyBaua 4depe3 JApyruil ¢axrtop,
HaAIpUKJIaa, OJHOPAa30BUH Ko abo GlomeTpuyHi JaHi. J{BodakTopHa ayreHTH]iKaLIA
€ OOOB'SI3KOBOIO BUMOIOIO JJIA AOCTYNy 10 KPUTUYHUX CHCTEM a00 MyOJiyHUX
pecypciB.

Pozwupenns moscniusocmeti 3a 00nomo2oo 000amrKo8uUx naxkemis

pfSense miaTprMy€e BCTaHOBJIEHHS JOJATKOBUX MAKETIB, IO JIO3BOJISIE 3HAYHO
PO3MIUPUTHU HOTOo PyHKIIOHAI. JlesKi 3 HAMMOMYJISAPHIIINUX MAaKETIB BKIIOYAOTh:

- Snort i1 Suricata — cucTemMu BHUSIBJICHHS Ta 3amobiranns Bropraens (IDS/IPS),
SIK1 JJO3BOJISIFOTH BUSIBJISITH 1 OJIOKYBAaTH Mi03pP1Ty aKTUBHICTD.

- pfBlockerNG — maket ayig O610KyBaHHA HEOa)KaHOTO KOHTEHTY 1 (QuibTparii
Tpadiky 3a reorpaYyHUMHU Ta THIIUMHU KPUTEPISIMHU.

- Squid — mipoxkci-cepBep 1 KeUTyounid cepBep, SKU Moke OyTH HaJlallITOBAHMIMA
JUT KOHTPOJIO BeO-Tpadiky, PpibTparii KOHTEHTY 1 eKOHOMIT MPOMYCKHOI 3JaTHOCTI.

- Darkstat i BandwidthD — iHcTpyMeHTH MOHITOPHUHTY, Ki HaJal0Th JOKJIAIHY
CTaTUCTUKY TIPO BUKOPUCTAHHS MEPEKEBUX PECYPCIB.

[li makeTu M03BOJIAIOTH THYYKO HalaITOBYBaTu pfSense aJyisi BiAMOBIIHOCTI
cnenudiyauM moTpedamM opraxizailii, 3a0e3nedyrdd Ipu I[bOMY BHUCOKHH DPIBEHb
3axXHCTy.

Dinompayiss KOHMEHMY:.

pfSense no3BoJisse HamamToBYBaTH (IIBTPAIlil0 KOHTEHTY HAa OCHOBI Pi3HHUX
napamMeTpiB, 30KpeMa 3 BUKOPUCTaHHAM naketa Squid Jj1st KoHTpoJito BeO-Tpadiky. Lle
JI03BOJIsIE OOMEKUTH TOCTYT JI0 IEBHUX BEO-PECYpCIB, TAKUX SIK COIIaIbHI Mepexi a0o
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caitu 3 HeOaKaHMM KOHTEHTOM, MI0 MOXE MIABUIIUTH MPOAYKTHUBHICTD
CIIBPOOITHHKIB 1 3MEHIIIUTH PU3UK JOCTYITY J0 IIKIIJIMBUX CANTIB.

IlepeBaru pfSense:

1. Bigkputuii koa 1 0e3KOMTOBHICTh — pfSense € MPOAYKTOM 3 BIAKPUTUM
KOJIOM, 1[0 pOOUTH MOr0 AOCTYITHUM JJIS PI3HUX OpraHi3ailiil 6e3 104aTKOBUX BUTpAT
Ha JIIEeH3Ii.

2. 'myukicTh 1 MacmTaboBaHIiCTh — pfSense Jerko aiantTy€eTbest 10 Pi3HUX BUMOT
1 MOXe OyTH BHKOPUCTaHHMM K B MaluxX odicax, Tak 1 B BETUKUX KOPIOPATHBHHUX
Mepexax.

3. IligTpumka 6e3miyl (yHKLIA 1 MaKeTiB — 3aBASKU MIATPUMLI JOJATKOBUX
nakeriB pfSense MoOKHa HajalITyBaTH BIANOBIAHO [0 CHEHU(PIYHUX BUMOT
oprasizariii.

4. IlpocroTa agMmiHICTpyBaHHSI — 3aBISKH BeO-1HTEpQeicy aaMiHICTpaTopu
MOXKYTh IIBHIKO HAJIAIMTOBYBATH 1 KEPYBATH MEpEkKEI 0e3 HeOOXiTHOCTI BUBUCHHS
cxinanaux komaug FreeBSD.

pfSense € ogHMM 3 HaWMOMYJSPHIMIMX pIIEHb A 3a0e3MeUYeHHs Oe3MeKu
MEpPEeXi 3aBSIKM CBOiM THYYKOCTI, IIMPOKOMY (DYHKITIOHATY 1 MIATPUMII TOJAATKOBUX
nakeriB. 3aBAsku GyHKUisM (inbTpauii Tpadiky, miarpumui VPN, cucremam
3ano0iraHHs BTOPrHEHb Ta 1HTerpauii 3 Microsoft Active Directory, pfSense no3Bossie
CTBOPHUTH HAJIIMHY 1 KEPOBaHY MEPEKEBY 1HOPACTPYKTYPY, KA BIAMOBIIA€ CYYACHUM
BUMoOram 0 Oe3neku. Lle poOuth ioro ieanbHUM BUOOPOM /Il Oprasi3auiii pi3HOro
MaciTaly, siKi IparHyTh 3aXUCTUTH CBO1 PEeCypcH 1 3a0e3MmeunTy O€3NeYHUN JOCTYII
710 JTaHUX.

BucHOBOK 10 mepioro po3aiay

Byno npoBeneno Teopernunmii ana3 po6oTtu Active Directory, o 3abe3rneuye
LHEHTPAII30BaHE YMNPABIIHHS JOCTYIIOM JO0 pecypciB Mepexi. Po3riasiHyTo OCHOBHI
KOMITOHEHTH JIOTi4HO1 Ta (izuyHOi cTpykTypu AD, BKIIOUYaroud Jic, JOMEHH,
opraHi3aliifHi OAWHUIl, 00'€KTH Ta KOHTPOJIEPH JOMEHY, a TaKOX (PYHKIIIOHAJIbHI
MO>KJIMBOCTI, TaKl SIK ayTeHTU(IKaIlisl, aBTOPU3aLlisl, yIPaBI1HHA 00'€KTaMH Ta FPYIIOBI
nomitTuku. OnucaHo mpoTokonu ayreHTu(ikarii, 30kpema Kerberos ta NTLM,

27



MEXaHI3MH peruTiKailii TaHux 1 J0BipYl BITHOCMHU MK nomeHamu. [IpoanarnizoBaHo
nonatkoBi cepBich, Taki sk ADFS ta AD LDS, saxi po3mmproroTs (QyHKITIOHAT
CHUCTEMH.

Bukonano anami3 pi3HOBHIIB MDKMEPEKEBUX EKpPaHIB Ta iX MPHU3HAYCHHS.
PosrisiHyTo knacudikamito gaepBosiiB 3a TUIOM 00poOku Tpadiky. Takoxk omucaHo
MOJILT MIKMEPEKEBUX €KpaHiB 3a MICIIEeM BCTAaHOBJIEHHS B Mepexi. [IpoanarnizoBaHo
OCHOBHI (PyHKIII1 haepBOIIIB, TaKi IK KOHTPOJIb IOCTYITy, 3aXUCT BiJ aTak, JOTYBaHHS,
¢inbpTpanis KOHTEeHTY, miaTpuMka VPN Tta 3amobiraHHs BUTOKY naHuX. J[0gaTkoBO
PO3MIITHYTO MOXJIMBOCTI (haepBosiB HOBOro mokodiiHHA (NGFW), siki iHTEerpyroTh
GbyHKUIT TpaIULIMHKUX PILIEHB 13 CyYaCHUMHU METOJaMU 3a11001raHHs 3arp0o3aMm, TaKuM,
SIK THCIIEKII1s Ha piBHI A0JaTKiB, IPS Ta iHTerpamis 3 iHIMMHU cucTeMaMu Oe3MeKu.

[IpoBeneHO TMOPIBHSAHHA HAWMOUIMPEHIMNUX OE3KOIITOBHUX MPOTPAMHUX
MapuIpyTHU3aTOPIB 1 MIKMEPEKEBUX E€KPaHIB 3 BIAKPUTHUM KoAOM, a came pfSense,
OPNsense, [PFire Ta VyOS. byno Bu3HaueHo ixHi OCHOBHI (DyHKIIII, mepeBaru Ta
O0OMEXXEHHSI, a TaKOXX MPEJCTABICHO MOPIBHSJIbHY TaOJIUII0. Y pe3ysbTari 3p00IeHO
BUCHOBOK, IO pfSense € HaiOnbm 30amaHCOBAHMM PIMIEHHSAM JUISL 3aXHUCTY
KOPIOPAaTUBHUX MEPEX 3aBIAKU MIMPOKOMY (DYHKIIOHATY, THYYKOCTI Ta aKTUBHIN
HIATPUMII CHUTBHOTH.

Hanpukinii, 0yJsi0 HaBe1eHO BIAOMOCTI Ta PYHKIIOHAIbHI MOXIMBOCTI pfSense
SK OJIHOTO 3 Halle()eKTUBHIMIMX MPOTPAMHUX MIKMEPEKEBUX EKPaHIB 3 BIIKPUTHUM
KOJIOM. BUCBITIIEGHO OCHOBHI acCleKTH HOro poOOTH, BKJIIOYAIOUHM MOKIMBOCTI ISt
3a0e3nedeHHs] 0e3MeKu Mepexki, MOHITOPUHTY, YIPABIIHHS JOCTYIOM 1 MiATPUMKH
VPN-3'ennanb. Po3rissHyTO BUKOpPUCTaHHS! JOJATKOBHMX IMAKETIB, SIKI PO3LIMPIOIOTH
(GyHKIIIOHAT CHUCTEMH [JIsi BUSBJICHHS 3arpo3, (uabTpaiii Tpadiky Ta KOHTPOJIIO
KOHTEHTY. 3p00JIeHO BUCHOBOK, 110 pfSense € THyYKUM, MaclITaOOBAaHUM Ta TPOCTUM
B aAMIHICTPYBaHHI pIIICHHSIM, SKE BIANOBIIA€ Cy4aCHHMM BUMOTaM JI0 Oe3NeKH

KOPIIOPaTUBHHUX MEPEK.
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PO3AUI 2. TPOEKTYBAHHA [TPOEKTY MEPEXI, METOIIB 3AXUUCTY TA
I[TPOI'PAMHOI'O 3ABE3IIEUEHH

2.1. Po3po0xka TomoJiorii Ta agpecauii

BuOip Tomonorii Mepexi € BaXJIMBHUM €TAallOM Yy CTBOPEHI MEpEexeBOl
iHdpacTpykTypu opranizamii. Big mnpaBwibHO 00paHOi TOMOJNOTII  3aJIEKUTH
e(EeKTUBHICTh MEPEKEBOTO 3B'SI3Ky, Oe3leka JaHUX Ta ONTUMI3allisi BUKOPUCTAHHS
pecypciB.

[TpoexTyBaHHS MEPEXK MOXKE 3HAYHO BIAPIZHATHUCS B 3aJISKHOCTI Bl pO3Mipy Ta
BUMOT oprasizamiii. Hampukman, notpedu B MepexeBid 1HGPACTPYKTypl AJis
MaJIeHbKOI Oprasizaiii 3 MEHIIOK KIJbKICTIO MPUCTPOIB OyAyTh MEHII, HDK JIA
BEJIMKOI OopraHizallii 3 BEJTUKOI KUIbKICTIO IPUCTPOIB 1 MiIKITFOYEHb.

OpHak, HE3aJIeKHO BIJ PO3MIPY MEpeXl YM BUMOT, BAKIUBUM (PAKTOPOM IS
ycmimHoi  peamizanii  Oyab-sikoi IT-iHQpacTpykTypu € JOTpUMaHHS HaJlEKHUX
CTPYKTYpOBaHUX 1HXEHEPHUX MPUHIUIMIB. /[0 HUX HaleXaTh:

o MonynsHicte. Iloginstoun pi3Hi QyHKOII Mepexxi Ha Mouym, ii
MPOEKTYBaHHS cTae mpocTimuM. Cisco BHIUISE KUTbKAa TaKUX MOJYJIB, 30KpeMa
KaMITyCHY MEpexy, OJIOKU CepBICIB, 1aTa-UEHTP 1 Kpail [HTepHeTYy.

o Haniiinicte. Mepexka NOBMHHA — 3aJIMIIATUCS  JIOCTYNMHOK IS
BUKOPHUCTAHHS SIK B HOPMAJIbHUX, TaK 1 B HAI3BUYAHUX cuTyarisx. HopMansHi ymMoBH
BKJIFOYAIOTh OYiKyBaH1 MOTOKHM Tpadiky Ta maTepHU Tpadiky, a TaKOX 3aIjlaHOBaHI
nojii, fK OT TMepioauM TeXHIYHOro oOciayroByBaHHs. Hang3euuaitHi cuTyanii
OXOIUTIOIOTH BIJIMOBHM amapaTHOTO YW MPOTPAMHOTO 3a0e3leyeHHs, HaJAMIpHEe
HaBaHTaXX€HHs Tpadiky, HE3BUYHI MNarepHu Tpadiky, arakd Tumy "BigMOBa B
ob6cnyroByBanHi" (DoS), un Oyab-sKi iHIII HenlepeadadyBaHi MOii.

° ['HydYkicTh. 3maTHICT, 3MIHIOBATH YACTHHH MEPEXKi, T0JaBaTH HOBI
nociyru abo 30UIbIIYBaTH i1 MOTYXXHICTh 0€3 HEOOXIAHOCTI MPOBEICHHS BEJIUKUX
OHOBJIEHB (HAIMPUKIIAJI, 3aMIHU OCHOBHOT'O anapaTHOTO 3a0€3MEeUeHHS ).

o besneka.  3abesneueHHs ~ 3aXUCTy  JIaHUX Ta  MEpPeXl  BiA

HECAHKIIIOHOBAHOI'O JOCTYIy Ta aTaKk € OCHOBHUM acHeKTOM OyAb-sIKOT Mepe’KeBOi
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iHppacTpykTypu. lle BKkItOUae BUKOpPHUCTaHHS (DA€pBONIB, CHUCTEM BHUSBIICHHS
BTOPrHEHb, IU(PYBAHHA JAHUX Ta IHIIUX 3aXOAIB, CIIPSIMOBAaHUX Ha 30€pEeKEHHS
KOH(1IEHIIIHOCTI, MIIICHOCTI Ta JOCTYMHOCTI 1aHUX.

o VYrpaBiaiHHS Ta MOHITOPUHT. Ba)XMBO MaTu MOXJIMBICTH 3A1HCHIOBATH
e(eKTUBHUI MOHITOPHUHT CTaHy MEpEXi Ta YIPaBJIATH i1 KoMIIoHeHTaMHu. [le Bkitodae
BUKOPHUCTAaHHS 3aCO0IB ISl BUSIBICHHSA NMPOOJIEM 1 aHOMaliif, a TaKOX CHCTEM MAJis
[IEHTPAII30BaHOTO KEPYBAaHHS MEPEKEI0, 10 TI03BOJISE MBUJIKO pearyBaTH Ha 3001 a00
3MiHY YMOB.

o MacmraboBanicts. Mepeska HOBUHHA MAaTH MOKJIMBICTh MacIITa0yBaHHS
0e3 3HAYHMX TPYAHOIIIB y pa3l 3pOCTaHHS BUMOT a00 KUIBKOCTI KOpucTyBauiB. Lle
N03BOJIsIE 30epiraT BUCOKY €(DEeKTUBHICTh Ta HAAIMHICTh HABITh 32 YMOB PO3LIMPEHHS
1HGPACTPYKTYpPH.

ToMmy, nns 3a10BOJIEHHS BCIX BUIIE3a3HAYEHMX BUMOT, 1HXKEHEpU 3 KOMIIaHIi
Cisco 3anpoBaguiii BAKOPUCTaHHS TPUPIBHEBOT TOMOJIOT1i MEPEX1 (SIKY 1€ HA3UBAIOTh
lepapxiyHa), ska BKJO4Yae B cebe TpU OCHOBHI pIiBHI: pIBEHb JOCTYIY, PIBEHb
po3noaily Ta piBeHb sapa, puc.2.l. Taka apxiTekrypa [103BOJIsIE €(PEKTUBHO

PO3MOUISTH HaBAaHTAXKEHHS MDK pPI3HUMH 4YacTHHAMH MEpexi, 3abe3neuyrodn

ONTHUMAJIbHHUM 0ajaHC Mk MPOAYKTUBHICTIO, MACIITA0OBaHICTIO Ta HafilHICTIO [19].

N,
s ™,
/ N,

PiBeHb Agpa

Pucynok 2.1 — TpupiBHEBa TONOJIOT1SI MEPEXKI
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[TonibHe mpoekTyBaHHS MEpEXi nepeadadae MoMiT MEPEXi Ha OKpeMi piBHI,
KOXEH 3 SIKUX BUKOHYE KOHKPETHI1 (PYHKIIi, 110 BU3HAYAIOTh MOr0 poJib y 3arajbHii
CTPYKTYp1 Mepexl. Lle 1ae MOXKIMBICTh MEPEXKEBOMY aJAMIHICTPATOPy ONTUMI3YBaTH
BUOIp amapaTHOro Ta TMPOTPpaMHOTrO 3abe3nmedyeHHs, a TakoX (YHKIHN, sKi
BIJIOBIJIAIOTh 32 BUKOHAHHS CleUU(IYHMX 3aBIaHb HA KOKHOMY 3 piBHIB. Takwuii
I11X1/1 BAKOPUCTOBYETHCS, SIK 10 po3poOku LAN, Tak 1 WAN mepex.

[TepeBara moainy Mepeki Ha MEHIII, OUIBIIT KEPOBaH1 OJIOKHU MOJIATAE B TOMY, 1110
JOKaNbHUHN Tpadik 3aUIIAE€THCA B MEKax JIOKAIbHUX cerMeHTiB. Jlume Toi Tpadik,
KU HAMPABJISIETHCS B 1HIIN MEPEXK1, IEPEIacThCA Ha BUILIUNA PiBEHb.

Tunose npoektyBanHs i€papxiuHoi LAN-mepexi s niAnpueMcTBa BKIIOYAE
TPHU OCHOBHI P1BHI:

PiBenp nocTymy BiANOBiZAa€ 3a MiAKIOYEHHS KIHIIEBUX KOPHUCTyBadiB abo
pobouux rpyn a0 mepexi. Lle Touka BXoay B Mepexy Ui KiHIIEBHX MPUCTPOIB, TAKUX
K KOMIT'IOTepH, TeraedOoHH, MPUHTEPU, a TAKOXK 1HIN KiHIEBI nmpuctpoi. Ha mpomy
PIBHI 3IIACHIOETHCS KOHTPOJb JOCTYIy JIO MEpexki, 3aCTOCOBYIOTHCS TOJITHKU
0e3meKu Ta MOXKyTh OyTH BIPOBaKEH1 0a30B1 MEXaHI3MHU IS YIPaBIiHHSA Tpadikom,
Hanpukiaa, ¢ureTparis abo mpioputuzamis Tpadiky. PiBeHb mocTymy 3abesneuye
HIJKIIOYEHHS [0 I1HIIMX YacTUH MEpexXi uYepe3 po3MOoAUIbYl MPUCTPOi, Takl SK
KOMYTaTOpHU Ta TOUYKHU JOCTYITY.

PiBeHb po3mojiny BiANMOBIIAE 3a 3B'SI30K MK PI3HUMU CETMEHTAMHU MEpexi Ta
Ha/Ia€ MOXJIMBICTh yNPABIiHHS MOMITUKaMH, MapupyTusauii Ta GireTpamii Tpadixy.
Ile#i piBeHb BU3HAUa€, SIK MepexeBUU Tpadik Oyne PO3MOMUIATUCA MDK PI3HUMU
nigMepeKaMH 1 Ik OyIyTh KEpYBAaTHUCS TPAH3UTHI AaH1 MK pIBHEM JIOCTYIY Ta SJIPOM.
PiBeHp po3noaily Takox 3alMaeThbcs OOPOOKOH MapiipyTu3ailii, (UIbTpaliero
Tpadiky Ta 3aCTOCYBaHHIM MOJITHK O€3MEKU, TAKUX SK JOCTYI JI0 TIEBHUX PECYpPCIB
abo cepgiciB. BiH Bijirpae BaxJIMBY poJib y 3a0e3neueHH] ePeKTUBHOI 1 Oe3meuHol
B3a€EMOJIIT MK PI3HUMHU CETMEHTaMHU MEPEXKI.

PiBenp simpa € HaWBHIIMM pIBHEM Mepexi 1 3a0e3meuye MIBUIKY 1 HaAIHHY
nepefavyy JaHUX MDK PI3HMMH 4YacTUHAMHU MEpPEXi, 3a3BHMYail MDK PI3HUMH

PO3MOAUIBYNMY KOMYTaTOPaMH B MEKax opraHizarlii a0 Mi>k BETMKHMH CETMEHTAMHU
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Mepexi. OCHOBHA POJIb IIbOT'O PiBHS — 3a0€3MeUYeHHS BUCOKOI MPOIYCKHOI 3IaTHOCTI
Ta MBUIKOCTI 0OMiHY HaHUMU. PiBeHb siapa 0OpolOisie Benukuii oocsar Tpadiky 1 €
KPUTHYHUM /7151 3a0€3MeYeHHs CTab1IbHOT pOOOTH MepeXi, OCKIIBKU BiH MIATPUMYE
3B'I30K MK BIJJAJICHUMH TOYKAMH MEpPEXKI Ta IIBUAKE IEPEMIICHHS aHHX.
BaxnuBo, mo0 Ha 1bOoMy piBHI OyiM MIHIMalbHI 3aTPUMKHA 1 MaKCHUMaJlbHa
HaIHHICTb.

Tomy, cTBOpEHHsI TOIOJIOTIT JOKaJbHOI MEpeXi opraHizailii 0yJio IpOBEACHO 3
JOTPUMAaHHSM TPHUPIBHEBOI MoAel Mepexi. [I[poekTyBaHHS TpUPIBHEBOI MEPEXKEBOI
CTPYKTYpH Tiepeadadae BpaxyBaHHS CYYaCHMX HPHHIUINB 3a0€3MEeUeHHS BHCOKOT
JOCTYITHOCTI Ta CTIMKOCTI 10 BIAMOB, 1110 J103BOJII€E MIHIMI3yBaTH PU3UKHU MPOCTOO Ta
3001B y poOoTi cucreMu. [IpoekT mpeacrasisie coO0I0 HEBEIUKY JIOKAJTIbHY MEPEXY

opranizaiii Ha 30 KiHIIeBUX pOOOUYMX CTaHIIIH, puc.2.2.

Intelnet

oooo

LA

=

Pucynok 2.2 — Tonosoris mepexi

SAnpo BianoBigaE 3a ynpapiiHHA TpadiKOM MiXK KOPIOPATUBHOIO MEPEKEI0 Ta
30BHINIHIM 1HTepHETOM. Ha 1bOoMy piBHI BCTAHOBJIEHO MapuHIpyTHU3aTOp Ha 0asi
pfSense, saxuil oqHOUAaCHO BUKOHYE POjb (aepBoia Ta MapuipyTtusatopa. Came nei
pPIBEHb € LIEHTpPaJIbHUM JUJIsl 3a0€3MEUYEHHsl 3aXUCTYy MEPEKeBOi 1H(PaCTpPyKTypH,

KOHTPOJIIO TOCTYITYy Ta CeTMEeHTallii Tpagiky.
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Posmonin mpencraBieHuit  OCHOBHMM KomyTatopoM Switch-1, sxuii €
MaricTpajbHUM TMPUCTPOEM, IO 3ade3nedye nepeaady Tpadiky MK SIpOM MeEpexi
(pfSense) 1 migyernumu piBHSAMHU JocTyny. Ha 1ibOMy piBHI TakoK 1HTErpOBaHUMN
cepep WinServ-1, mo mnpamoe Ha Windows Server 2019. Bin BukoHye pouib
KOHTpoOJiepa JOMEHY 3 BHKOpucTaHHsIM Microsoft Active Directory mis
IEHTPAJII30BAaHOTO YIPABIIHHSA KOPUCTYyBayaMH, TPyIMaMH Ta MOJITUKaMHU O€3MEeKH B
KOPIIOPaTUBHIN MEpexi.

PiBensb noctyny Bkitouae komytatopu Switch-2 ta Switch-3, sxi miakio4aoTh
KiHIIEBl TPUCTPOi (poboui crauiii). L{i mpuctpoi no3naveni sk WS-..., 1 mpairoTh
niJ ynpaBiiHHSAM onepauiiiHoi cucremu Windows 10. Lleii piBeHp 3a0e3rneuye
KOpUCTYBauyaM MIAKIOYEHHS JO MEpexl, JOCTyo JO pecypciB, a TaKOX
aBTeHTH(IKAIIIO Yepe3 KOHTPOJIep JoMeHY. TaKuM YMHOM, KOJKEH KIHIIEBUN MPUCTPIi
OTPUMYE LIEHTPATI30BAHO HANAIITOBAHUK JOCTYN J0 KOPHOPATUBHUX CEPBICIB 1
pecypciB.

Aodpecayis

Hactynum, He MEHII BaXJIMBUM KPOKOM, € BHOIp HIAMEPEX Ta PO3MOILI
aapecartii. Jlyist mpucTpoiB JIOKaIbHOT MEPEXI MepedaueHo BUKOPUCTAHHS apEeCHOTO
npoctip 192.168.1.0/24, saxuii 3a0e3neuye 1o 254 nocrynuux [P-aapec. Lle ineanbuuit
Ta TUNOBUN BUOIp 17 HEBEIUKOI a00 cepeaHbOI MEpPEeXkl, A€ BAXIIUBO CIPOCTHTH
yopaBiiHHS Mepexero. s aBroMartuyHoro mnpusHadeHHs [P-agpec kiHueBum
npuctposm Oyzae HanamroBano cepsep DHCP (Dynamic Host Configuration Protocol)
Ha WinServ-1.Ilogi6uuii miaxin 3a0e3neunts eheKTUBHY pOOOTY JIOKATbHOT MEPEXKi
Ta COPOCTUTH ii PO3LIMPEHHS B MailOyTHbOMY.

Mapuipytuzarop, To0To PfSense, Oyae HamamroBanuit st orpumanHsi [P-
aapecu nuHaMmivHO Bia [HTepHeT-mpoBaiiaepa 3a mornomMoror nporokoay DHCP. A
JOCTYN TPUCTPOIB JIOKAIBHOI Mepexi J0 [HTepHeTy Oyne 3abe3nedyBaTHUCh Yepe3
nHanamrtyBanHag MmexaHizMmy NAT (Network Address Translation), a tounime PAT (Port
Address Translation), 1m0 BOJHOYAC TaKOX CHPHUSETUME JOJATKOBIN Oe3merr

JIOKaJIbHOI IHPPACTPYKTYPH.
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Hwxue nHa Ta6:n1.2.1 HaBeneHO TaOIMINIO ajapecarii IMPUCTPOIB JIOKAIbHOT

migMepexi, a Ha puc.2.3 MPOJAESMOHCTPOBAHO TOIOJOTII0 MEpexi 13 3a3HAYCHHSIM

PO3MOJIIIIEHUX aJpecC.

Tabmuus 2.1
[TapameTpu apecanii IpUCTPOiB MEpExKi
- InTepdeiic/Mepexuunii .
Mepe:xa/lIpuctpiii ananrrep/IL1io3 IP-anpeca Macka Ipedikc
Internet — DHCP
LAN — 192.168.1.0 | 255.255.255.0 124
EthO DHCP
PfSense
Ethl 192.168.1.1 | 255.255.255.0 124
KOMYTaTOp IHTepq)eﬁC Vlan 1 192.168.1.2 | 255.255.255.0 /24
Switch-1 111103 32 3aMOBUYBaHHIM 192.168.1.1 |255.255.255.0 | /24
KOMYTaTOp IHTepq)eﬁC Vlan 1 192.168.1.3 255.255.255.0 /24
Switch-2 111103 32 3aMOBUYBaHHIM 192.168.1.1 |255.255.255.0 | /24
KOMYTaTop IHTepq)eﬁc Vlan 1 192.168.1.4 255.255.255.0 124
Switch-3 [I1103 32 3aMOBUYBaHHAM 192.168.1.1 | 255.255.255.0 124
) EthO 192.168.1.10 | 255.255.255.0 124
Cepsep Win-Serv-1
[IIr03 32 3aMOBYYBaHHSIM 192.168.1.1 | 255.255.255.0 /24
Po6oui craniii EthO
WS-1 - DHCP
WS-30 [IInr03 3a 3aMOBYyBaHHAM

Intefnet

.DHCP

f
1

PfSense

LAN Network
192.168.1.0/24

[

3 “ 10
WinServ-1

Switch-2

um (r um
E am E = E am
WS-1.DHCP WS- DHCP WS- .DHCP

WS-30 .DHCP

Pucynok 2.3 — Tonosnorist Mepexi 3 aJipecalli€io MpucTpoiB

34



2.2. Bu0ip MeToaiB Ta MeXaHi3MiB 3aXHUCTy

VY cydyacHUX yMOBax, KOJU MEPEXKI MiIal0ThCS YUCICHHUM 3arpo3aMm 1 aTakam,
BAXKJIMBO BIIPOBAIXKYBATH METOJIU, SIK1 HE TUIbKU 3aXUIIAIOTh B1Jl HECAHKI[IOHOBAHOIO
J0CTyMYy, aje W 3MEHIIYIOTh oy ataku. Lle mepenbadae 3acTocyBaHHS MPUHITUITY
6araropiBHeBoro 3axucty (Defense in Depth), mo no3Bosisie nokanizyBaTu 3arposu i
0OMEKHUTH iX BIUIMB Ha 1HILI YaCTUHU iHPpacTpykTypH. Lle o3Hayae, mo HaBiTh y pasi
YCHIIIHOI aTaKu Ha OJWH 3 €JIEMEHTIB MEPEXK1, 3IOBMUCHUK HE MaTUME JOCTYIy 10
BCIX PECYPCIB, OCKIJIBKH KOKEH CETMEHT Ma€ CBO1 BJIACHI PiBHI 3aXUCTy. Takui miaxiz
BKJIIOUA€E B ce0e K MPEBEHTHUBHI 3aX0/IM, TaK 1 METOM BUSABIICHHS Ta pearyBaHHs Ha
IHIIMICHTH Oe3TeKH, 30KpeMa 3a0e3rmedeHHsT KOH(D1ICHIIIHHOCTI, MUTICHOCTI TaHUX Ta
JOCTYTIHOCTI1 pecypciB. BuOip BiIMOBIIHMX METO/IIB Ta MEXAaHI3MIB 3aXHCTY 3aJICKUTh
BiJ cnerudiku Mepexi, i MacmTady Ta BUMOT 10 O€3MEKH, a TAKOXK BPaXOBY€ MOXKITUBI
3arpo3u Ta pU3MKHU, 3 AKUMHU MOKE 3ITKHYTHUCS OpraHi3arlis.

Tomy, nns 3a06e3nedeHHs BIAMOBITHOTO PIBHS 3aXUCTY MEpexi Oyjo BUOpaHO
HU3KY pIIIEHb, K1 COPUAIOTH €()EKTUBHOMY YIPAaBIIHHIO JOCTYIIOM, MOHITOPUHTY
noii Ta 3a0e3neyeHHI0 0€3MeKH Ha BCIX PIBHAX MEPEKi.

Active Directory (AD) € 3py4HUM Ta BIJOMUM pILIEHHAM JUIsl YOPaBIIHHS
JIOCTYTIOM 1 3aXHCTOM KOPIIOPAaTHBHUX MEPEXK, 3a0e3Meuyrodn IIEHTpali30BaHe
30epiraHHsi OOJIIKOBHX 3alKMCIB KOPUCTYBadiB, TPyl 1 PECypcCiB, a TaKOX IOJITUK
noctymy. BukopucroBytoun mporokoiu LDAP, Kerberos, DHCP i DNS, AD no3Bossie
e(eKTUBHO ayTeHTU(DIKYBaTH KOPUCTYBaUiB 1 KOHTPOJIOBATH iX IIpaBa uyepe3 MO THKH
rpyn. AD Takox miaTpuMye IHTErpauio 3 IHIUMHU cCUCTeMaMu 0€3MeKH, IO M1BUIILYE
piBeHb 3axucty mepexi. Kpim Toro, AD m03Bossie BUKOHYBAaTH JAE€TATbHUN ayIUT Jii
KOPHCTYBauiB 1 HAJa€ MOXJIMBICTh PEai30BYBaTH CKJIQJIHI MEXaHi3MHU 130Js1ii Ta
PO3MOiTYy TpaB JOCTYIY, IO 3HAYHO 3HIKYE PU3UKH HECAHKIIIOHOBAHOTO TOCTYILY
JI0 BOKIIMBHUX PECYPCIB.

Syslog € BaxIMBUM MPOTOKOJIOM JIJIsl LIEHTPATI30BaHOIO 300py, 30epiraHHs Ta
aHaIi3y JIOTIB 3 PI3HUX HPHUCTPOIB 1 CUCTEM y Mepexi. BukopucroByroun Syslog,
aJMIHICTPATOPH MOXYTh €(PEKTMBHO MOHITOPUTH MO OE3MEKH, PEECTPYIOUU BCi

KpUTHYHI i Ta CIpoOM HECaHKI[IOHOBaHOro noctyny. lle mo3Bosisie onepaTuBHO
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BUSIBJISITH 3arpO3M, BUKOHYBATH ayJUT Ta KOPEJALII0 TOJii, a TaKOX BHUKOHYBaTH
MOIIYK THX 4YM I1HIMUX monik. [aTerpamis Syslog 3 cucremaMu MOHITOPUHTY Ta
BUSIBJICHHS ~ BTOPTHEHb  MiABHILYE  €(QEKTUBHICTh  YMpPaBIIHHSI  OE3MEKOIo,
3a0e3meuyroun MPo30piCTh MEPEXKi Ta IMIBHUAKE pearyBaHHs HA MOTEHIIIITHI 3arpo3H.

SSH (Secure Shell) — e nmpoTokosa Ay 0€3MeYHOTO BiAAAIICHOTO JAOCTYIY A0
OPUCTPOIB Ta CHCTEM Yy MeEpexi, AKud 3a0e3medye mubpyBaHHS JTaHUX,
aBTeHTH(}IKAIII0 Ta MUICHICT, MOBiAOMJIEHb. SSH € KpUTUYHO BaXJIUBUM IS
aJIMIHICTPYBAaHHS CEpPBEPIB, MApLIPYTHU3aTOPIB Ta IHIIUX MEPEKEBHUX MPHUCTPOIB,
OCKIJIbKH BiH JI03BOJISIE 3/[IHCHIOBATH BIJJAJICHY HACTPOUKY Ta KEPyBaHHS CUCTEMaMU
0e3 pU3MKy MepexorieHHd a0o BHA03MIHM 1H(popMalii. [IpoTokoa BUKOPUCTOBYE
kpunrorpadiudi METOAU sl 3a0€3MEeUeHHsl 3aXUCTy JaHUX, L0 MepealoThes, 1
HNIATPUMY€E pI3HI MeTOAM ayTeHTUdikallii, 30KpeMa 3a JOMOMOTOK TapoJIiB 1
nyOniyHux Kio4iB. BopoBamxenns SSH y Mepexy 3a0e3neunts 6€3nmeyHuil 10CTyn
70 TPUCTPOIB, IO POOUTH HOTO BAXKJIMBUM IHCTPYMEHTOM JJIsi YIPABIIHHS Ta
MIATPUMKH O€3IMEeKH B MEPEkKax Oyab-sKOTO THITY.

PfSense — 11e cnenianizoBanuii AUCTPUOYTUB OMEPaIifHOI CHCTEMU HAa OCHOBI
FreeBSD, sixuii moennye QyHKIT Mi>XXMEpEXEBOTo eKpaHy 1 mapuipytuszartopa. Llei
OPOAYKT IIUPOKO BHUKOPUCTOBYETHCS JJIsi CTBOPEHHS HAJIiHHUX Ta Oe3MeYHuX
MEpPEXKEBUX PILIEHb K Y MAJIMX, TaK 1 B cepeAHix opraHizamisx. PfSense 3a0e3neuye
NOTYXXHUN HAO1p IHCTPYMEHTIB ISl KEPYBAHHS MEPEKEI0, TO3BOJISIOYM BUKOHYBATU
¢inbTpanito Tpadiky, MapHIpyTH3AIiI0, CTBOPEHHS BIPTYaJbHUX MPUBATHUX MEPEK
(VPN), a Takox 3a1iCHIOBaTH MOHITOPHHT 1 aHaJi3 MepekeBoro tpadiky. [arepdeiic
HaJAIITyBaHb € IHTYITUBHO 3pO3yMUIMM 1 3pYYHUM JUIsl aAMIHICTPATOPIB, 110 JO3BOJISIE
IIBUJIKO HAJIAIITOBYBATH 0€3MeKy Ta €()eKTUBHO YIPABISATH MEPEKEBUMH PECYPCAMH.
PfSense minrpumye HU3KY BaxJIMBUX (PYHKIIN 3aXUCTy, cepell IKUX MOKHa OKpPEMO
BUJILJTUTH HACTYIIHI, K1 OyyTh 3aCTOCOBAHI:

o MixmepexeBuil ekpas. PfSense 103Bosisie CTBOprOBaTH J€TalIbHI IpaBuia
JUIsl (QUIBTpAIlii BXITHOTO Ta BUXIAHOTO Tpadiky, 10 JOMOMAarae 3aXuCTUTH MEPEKY

B1Jl HECAHKIIIOHOBAHUX JIOCTYIIIB.
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o NAT (Network Address Translation). BukopuctoByerbcs s
NEPETBOPEHHS aJIpec Ha MeX1 MEpexi, 10 T03BOJIsIE MacKyBaTu BHyTpiHi [P-agpecu
Ta 3a0e3neuyBaTy KOH(1ACHIIIHHICTb.

o Snort — 1me mNOMyJspHUN I1HCTPYMEHT BHSBJICHHS Ta 3amoOiraHHs
BroprueHHsaM (IDS/IPS), sxuii mocTynmHui sIK IDOAATKOBUU MakeT JUIsl TIaTdOopMu
pfSense. Snort Bukonye yHKIIiT aHai3y MepexxeBoro Tpadiky B pexXuMi peaibHOro
yacy Ta TMOPIBHIOE HOro 3 BiIOMUMH IIa0JOHaMM (CUTHATypaMH) arak, 100
3abe3neuntu O0e3rneky Mepexi. B manoMy mpoekTty Snort Oy/1e BAKOHYBAaTH MEPEBIPKY
BXigHOTO Tpadiky 3 Mepexi [HTepHeT.

o Mowuitopuar Ta aHamiz Tpadiky. MOXIUBOCTI AUCTpUOYyBaTHBA
JIO3BOJIAIOTE 30UpaTH JaHl MPO MEpekeBUU Tpadik, 3A1MCHIOBATH HOTO aHaMI3 s
BUSIBJICHHS aHOMAaJii abo mepenaBaTH Il JaHi JJIS MOAQJIBIIOr0 aHaji3y 4epe3 BiKe

3rajiaif mpotokoa Syslog a6o SNMP.

— PfSense

LAN Network

Switch-2 ' Switch-3
WinServ-1
| [ | ul |
E | [ | | | | [ | | [ |
WS-1 WS- WS- WS-30

Pucynok 2.4 — Cxema po6otu Syslog Ta po3mitieHHs: Snort B Mepexi
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o Packet Capture. [ncTpymMeHT st aHamizy MepexxeBoro Tpadiky Ha piBHI
MAKEeTiB, 110 JO3BOJISE aIMIHICTPATOpPaM BUBYATH BMICT MepeaHuX JaHUX, BU3HAYATH
JUKepeso nmpooiieM abo MOTEHLIHHI 3arPO3H.

o Ping 1 Traceroute. BUKOpHUCTOBYIOTBCS MJisi TMEPEBIPKH JOCTYIHOCTI
XOCTIB 1 JIarHOCTUKH MapuIpyTiB IO HHUX, II0 JOMOMAara€ BHUSBUTH MpoOJIeMHU 3
MIJKJII0YEHHAM a00 3aTpUMKaMHU B MEPEKI.

o Nmap. [HCTpyMeHT mis CKaHyBaHHS MEpEeXi, IO J03BOJSE BHSIBISATH
BIJIKpUTI MMOPTH Ta OTPUMYBATH 1HPOPMAIIIIO MPO 3aIMyIICH] CEPBICH Ha XOCTaX.

o States 1 States Summary. [HCTpyMeHTH 1J1s1 MOHITOPUHTY CTaHy 3'€THAHb
y pealbHOMY 4aci, sIKi IOMOMararTh aHATI3yBaTH BUKOPUCTAHHS PECYpPCiB 1 3'€THAHD
y MEpEexKi.

o Monitoring. IlaHenb UIi  MOHITOPUHTY  PECYPCIB  MEPEKEBUX
iHTepdeiciB, MO Hagae ACTAIbHY 1H(POPMAIIIIO MPO CTATHCTHKY TpadikKy, KUTbKICTh

MOMIIOK, IIBUKICTh Mepeadl JaHUX Ta 1HII KIYOB1 TapaMeTpu poOOTH MEPEKI.

2.3 Bubip o0siaqHaHHA MU OpraHi3amii poooTu Mepe:xi

Bubip npucrtporo s po3ropranHsi pfSense € KpUuTUYHUM 7151 3a0€3MEeYeHHS
cTabuIbHOI, Oe3reyHol Ta nMpoAyKTHUBHOI pobotu Mepexi. Cam PfSense minrpumye
MIUPOKUA ceKTp GyHKIIN, Takux sk Maprpytusamis, VPN, dinerpanis tpadiky,
daepBoI Ta pi3Hi QyHKINT O€3MeKH, TOMY 00JIaJHAHHS Ma€ BIJIMOBIAATH [IUM BUMOTaM.
KntowoBumu mapameTpamMu mpu BHOOpPY € TPOAYKTHUBHICTH MpoIEecopa, o0csr
OTIepaTUBHOI MaM’ATi JyIsl cTabuUIbHOI poOOTH TPH BEJIMKIM KUIBKOCTI 3’€IHaHb, a
TAaKOX HIBUIKICTb 1 HAAIHHICTh MEpPEXKEBUX 1HTEPPENCIB 13 MIATPUMKOIO TrabiTHUX
nopTiB. BaxIMBUMHU € TakoX eHeproeeKTUBHICTh 1 CUCTEMa 0XOJo KeHHs. Bubip
Mae 0a3yBaTHCS Ha aHaI31 MOTOYHUX MOTpeOdax Mepexi Ta BpaxOoByBaTH ManOyTHE
MaciTadyBaHHs, 00 3a0€3NeUYnTH HAAIMHICTD 1 JOBTOBIYHICTD 1HQPACTPYKTYpH.

Tomy Netgate SG-1100 € onTuMaasHUM BUOOPOM JUTSI pealtizallii AMcTpuoyTuBa
pfSense 3aBAsSkM MO€JHAHHIO MOTY>XHOCTI, KOMIIAKTHOCTI Ta €HEpProe(eKTUBHOCTI.
[eit mpucTpiii cneniaibHO po3poOaeHuit st podotu 3 pfSense, M0 rapaHTye MOBHY

CYMICHICTB 1 cTab1IbHICTh poboTH [20].
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Pucynok 2.5 — Netgate SG-1100

Januii npucTpiii OCHAILIEHUW MPOJYKTUBHOI Ta €HEpProe(eKTUBHOI 64-
po3psimHolo cuctemoro Ha kpuctaimi (SoC) Marvell ARMADA® 3720, mio
BUKOPHUCTOBYE nBosiAepHuil mporiecop ARM® Cortex®-A53. SG-1100 3abesmneuye
npomnyckHy 371aTHICTh 10 500 MOiT/c y pexxumi MiXKMepekeBoro ekpana ta 1o 1 ['6it/c
pu poOOTI K MapIIPyTU3ATOP.

[Tpu BUOOpP1 MOJIETI KOMyTaTOpa BaXKJIMBO 3BEPHYTH yBary Ha Taki MapaMmeTpH,
K IPOJYyKTUBHICTb, MPONYCKHA 3/1aTHICTh Ta KUIbKICTh MOPTIB. Kpim TOro, Bapro
BpPaxOBYBaTH MOJKJIUBICTh MacIITaOyBaHHS, EHEProeEeKTUBHICTh Ta HAAIHHICTH
oOJyiaTHaHHS.

Came Tomy komytaTop mojeni Cisco SF200-24FP e BimMiHHUM BHOOpPOM ISt
3aJI0BOJICHHSI OCHOBHUX BHUMOT 3aBJSIKM CBOIM 24 mopTam Ta miarpumkoro PoE. 1le
inTenekryanbHuii komyTtarop Fast Ethernet cepii Cisco Small Business 200, skunii
MOEJTHY€E BUTIHY I[iHY, BUCOKY TIPOJYKTUBHICTh Ta (yHKIIOHATIBHICTh. BiH 11€anpHO
HIIXOOUTh I cepeAHiX o(piCHUX 1H(PACTPYKTYp, 3a0e3Meuyrour BUCOKUN PIBEHb
Oe3nexku 1 HaJliHy NPOAYKTUBHICTH JUJIsi Mepex Oi3Hec-knacy. Lleil posmmpenunii
kKoMmyTartop 3 miarpumkoro Fast Ethernet abo Gigabit Ethernet Hagae ocHoBHI GyHKIIIT
KepyBaHHs, Oe3neku Ta sSKocTi oOciyroByBaHHs (QoS). 3aBasku 3pydyHOMY BeO-
iHTepdeiicy kopuctypaua, Cisco SF200-24FP no3Boisie mBUAKO 1 IETKO HAJIAIITYBATH
HaJlHYy Mepexy I Oprasizamii, a TakoX 3a0e3mnedye MaclTaOOBaHICThb, WIO
JI03BOJISI€ aJIalITYBaTH MEPEXKY J10 3pOCTAOUMX MOTPed Oi3HECY.
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Pucynok 2.6 — KomytaTtop Cisco SF200-24FP

Y TpupiBHEBIH MepexeBill CTPYKTypi BHKOpHUCTaHHS npuctporo Netgate SG-
1100 stk MepexeBOro eKpaHa € akTyaJIbHUM 1 JOIUIbHUM PIIIEHHSIM, BpaXOBYIOUH HOTO
edeKTUBHICTh y 3a0e3MedeHH] MepekeBoi Oe3MeKd, MIATPUMKY CYy4YaCHUX (PYHKITIN
MapHipyTu3aiii Ta po3MHUPEeHI MOXIUBOCTI (uibTparii Tpadiky. 3arjaHOBaHE
BukopuctanHsa komytaTtopiB Cisco SF200-24FP na npyromy Ta TpeTbOMy pIBHSIX
3a0€3MeunTh HAIWHICTh Ta MPOJYKTUBHICTH MEPEXKi, CTBOPIOIOYM 30aJaHCOBAHY
1H(PaCTPYKTYpY, L0 BiANOBIIa€ BUMOTaM CyYaCHUX KOPIIOPATUBHUX CEPEIOBUILI.

IIpu BuOOp1 komm'totrepa st BcraHoBiaeHHs Windows Server 2019 BaxiuBo
BpPaXxOBYBAaTH HACTYIIHI XapaKTEPUCTHKH, IO 3a0e3nedarb e(QeKTUBHY poOOTY
npuctporo. OCHOBHUM TaKUM acCIEKTOM € MPOIYyKTUBHICTh MPOIECOPa, OCKUIBKH AJIs
OTiepaIliifHOi CUCTEMH CEPBEPHOTO THITY € Bpail BAXJIMBUM HAsIBHICTh OaraTosijpeHoro
mporecopa 3 BHCOKOIO TaKTOBOKO YACTOTOIO, SIKMH 3AaTHUN OOpOOJIATH OJHOYACHO
YHUCJICHHI 3allUTH BiJ KOpHUCTyBauiB. HasBHICTh AMCKPETHOI BIJEOKApPTH HE € BKpaid
BKJIMBUM, OCKIJIBKU OUTBIIICTh Cy4acHUX MPOIIECOPIB Ta MATEPUHCHKHUH TIAT MAIOTh
BOys0oBaHui rpadiuHuil iHTepdeiic, AKOTo TOCTaTHhO i OulbmiocTi 3amad. Kpim
TOTO, CIIIJT IOJATH TOCTATHBOT'O OOCATY ONEepaTUBHOI MaM'sTi, 3a3BHYAM 11¢ HE MEHIIIE
16 I'b. Jlyist 30epiranHs JaHUX BOKIJIMBUI BUO1p IIBUIKUX )KOPCTKUX JUCKIB a00 Kpariie
SSD, siki 3a0e3nedarh BHCOKY IIBHAKICTH BIATYKY Ta pobotu cuctemu. Cepsep
00OB’SI3KOBO TOBMHEH MaTH MATPUMKY TirabitHoro Ethernet nns 3aGe3neueHHs
IBUJIKOTO OOMIHY JaHuMu. KpiM TOro, BaXXJIMBO, 100 KOMIT'IOTEP MaB JOCTaTHHO
NOPTIB JJIs1 NIAKIIOYEHHS NepuepiiHuX NPUCTPOiB.

BHCHOBOK 10 APYroro po3aiiy

B xoa1 HanucanHs po3auty Oyjio BUKOHAHO pO3pOOKY TOMOJIOTIi Ta aapecarlii
Mepexi opraHizarlii BiAmoBiaHo 10 TpupiBHeBOi Moaeni Cisco. CTBOPEHO TOIMOJIOTIIO
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1 Mepexki Ha 30 KiHIeBUX poOOYMX CTaHINH, e MapHipyTu3aTrop Ha 0a3i pfSense
peanizye dyHKIi (haepBoa Ta MapipyTuzaTopa. Ha piBHI po3moiiay BIpOBaKEHO
komyTatop Switch-1 i cepBep WinServ-1 3 interpariero Microsoft Active Directory
JUTSL TIEHTPaII30BaHOTO ympaBiiHHSA. Ha piBHI J0CTyIly HajaliTOBAaHO KOMYTaTOPH
Switch-2 1 Switch-3 i migxiarodeHHS KIHLIEBUX MNpUCTpoiB. s amgpecarii
BUKopucTaHo migMepexy 192.168.1.0/24 3 nanamryBanasm cepBepa DHCP s
aBTomMaTu4Horo posnoairy IP-aapec. CnpoektoBana iHppacTpykTypa 3abe3nedye
LEHTPAJII30BaHE YIPABJIHHSA, THYYKICTh Ta BUCOKUI PIBEHb OE3IEKH.

byno BUKOHaHO BHPOBAKEHHS METOIIB 1 MEXaHI3MIB 3aXHCTy MEPEKEBOT
1H(PACTPYKTYpPH 3 BUKOPUCTAHHIM NPHUHIMIY OaraTOpiBHEBOrO 3aXUCTY. Y paMmKax
LBOT0 MIIX01y OyJie iIHTerpoBaHo Active Directory /uist HEHTpa130BaHOTO YIIPaBIIIHHS
OOJIIKOBUMHM 3alKcaMy Ta MOJITUKAMH JOCTymy. JJis MOHITOpHHTY MO 1 aHAIi3y
JoriB Oyxae BIpoBajkeHO mpoTokon Syslog. SSH BuxkopucToByBaTUMEThCS st
3aXMIIEHOTO BIIJIAJICHOTO JIOCTYITY 10 HMPHUCTPOiB. OCHOBOIO OE3MEKH MEpPEkKi CTaHe
MapHIpyTH3aTOpP/MDKMEpPEKeBUH ekpaH Ha 0a3l auctpulOytuBa pfSense, skuit
BUKOHYBaTHMe (QYHKIIT MiKMepexkeBoro exkpany, NAT, a takox IDS/IPS (3
BUKOpHUCTaHHAM Snort abo Suricata). Takoxk Oyzae peanizoBaHO MOHITOPHUHT 1 aHaJi3
Tpadiky, nepexomieHHs mnakeTiB depe3 Packet Capture, miarHOCTHKY MepeXeBUX
MapuIpyTiB Ta cTany pfSense 3 BUKOPUCTaHHSAM PI3HOMAHITHUX IHCTPYMEHTIB, a TAKOXK
CKaHyBaHHsI MEpEeX1 3a TornoMororo Nmap.

Bbyno npoananizoBano BUMOTH Mepeski 0 obnagHanHs, Ta oOpaHo Netgate SG-
1100 nns posropranus pfSense, Cisco SF200-24FP mns komyTaTopiB Ta cepBep 13
OaratosIiepHUM TPOILIECOPOM Ta HABEJEHO TEXHIYHI1 mapametrpu njs cepepa Ha OC

Windows Server 2019.
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PO34UJI 3. ITOBYAOBA, HAJIATODKEHHA TA TECTYBAHHA POBOTU
MEPEXI

3.1. ba3zoBe HAJIArO/IKeHHS MPOEKTY Mepe:Ki

[IpoextyBanHs Mepexi Oyno BukoHaHO B emyisatopi GNS3, 1m0 103BOJHUTH
iHDpacTpykTypy Ta

IPOTECTYBAaTH ii poOOTY B pealbHUX YMOBax 0e3 moTpedu B (hi3MYHOMY OOJIaHAHHI.

MaKCHMaJIbHO  TMPUOIMKEHO  3MOJICIIOBATH  MEPEKEBY
[Ipu 1mpoMy mis 3amycKy OIEpaliiHuX CHUCTEM BHUKOPHCTOBYBABCS TiNEPBI3OP
VirtualBox, mo 3a6e3ne4yuTs BipTyamizaliio pfSense, cepBepa Ta poOOUMX CTaHITIH.
3pemIToro 11e 103BOJIsIE CTBOPUTH TOBHOILIIHHE TECTOBE CEPEOBHINE IJIs IEPEBIPKH Ta
HAJAIITYBaHHA MEPEXKEBUX KOMIIOHEHTIB TeEpel iX BIPOBAKEHHAM Yy (i3UUHIN
iH}pacTpykTypi. Tonosoris crBopeHoi mepexi B GNS3 HaBeneHa Hikue Ha puc.3.1 1

TaKOX MPEJCTABICHA Ha NOI.A.
Internet

LAN Network
192.168.1.0/24

Swifich-1

Switch-2

<

P

NS-2
vpcS

.DHCP

—

WinServ-1 ws-/ \
vecs

.10

\ Switch-3

4
VS-4
vPCS

.DHCP

.DHCP

Pucynok 3.1 — [Ipoekt mepexi B GNS3
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[Tepmr 3a Bce HEOOX1THO BUKOHATH 0a30BE HAIATOKEHHSI TapaMeTpiB aapecartii
Ha nuctpuOyTuBi pfSense. InTepdeiic ethO Oymy cimyryBatu mjis MiAKIIOYECHHS 0
[HTEpHETY Ta 3a 3aMOBYYBAHHIM OTPUMYBAaTUME JUHAMIYHI [TapaMeTpH aapecanli Bijg
npoBaiinepa, a ethl mpusHaueHuid nst TOKaIbHOI MEpEXi 1 32 3aMOBUYYBAHHSIM Mae
aapecy 192.168.1.1/24, puc.3.2. Takum yuHoMm pfSense He MOTpeOye 10JATKOBUX

3MIHU B HaJIallTYBaHHAX.

ﬁ"- PfSense [Running] - Oracle VM VirtualBox

Machine View Input Devices Help
Starting syslog...done.
Starting CROH... done.
pfS5ense 2.7.2-RELERSE amdb64d 28231286-2818
Bootup complete

FreeB5D/amd64 (pfSense.home.arpal) (ttyvH)
VirtualBox Virtual Machine - Hetgate Device ID: 257e9689bf4eZ21baB168
xxx Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAN (wan) -> emnB ->» vw4/DHCP4: 192 .168.122.97/24
LAN (lan) -> eml -» wdq: 192 .168.1.1/24

Logout (5S5H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option:

Pucynok 3.2 — T'onnoBHe MeHI0 pfSense

[lepeitnemo 10 xomyTtaropiB. Huxkdye HaBeleHO ClieHapid HalalITyBaHHS IS
Switch-1, Btim Switch-2 Ta Switch-3 HanaroKyrThCs 32 TUM CAMUM QJITOPUTMOM.

Ha Oynio HanmamroBaHo HUTIO3 3a 3aMOBYYBaHHSIM Ha anpecy 192.168.1.1 mis
MapuipyTu3anii Tpadiky I03a JOKaJIbHOI Mepexero, BkazaHo DNS-cepeepu 3
aapecamu 192.168.1.10 (ampeca Winows Server) 1 192.168.1.1 (agpeca pfSense),
3amano goMmeHHe iM’st hryhorus.net, yBiMkHeHO ¢yHKIIIO ip domain lookup s
3nificHenHs DNS-3anutiB, HanamroBado intepdeiic vlanl 3 [P-agpecoro 192.168.1.2
Ta Mackoro migmMepexi 255.255.255.0, a Takok akTUBOBAHO 11e¥ iHTepdelic KOMaHI010

no shutdown, puc.3.3.
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e Switch-1 - PUTTY

Pucynoxk 3.3 — HanaromkenHnst aapecairii Ha Switch-1

Jami Ha  KOoMyTaropa HalaroJpkyeMo 0a30oBy  ayTeHTHQIKAIED 3
BUKOPUCTAHHSAM KOPHMCTyBaua Ta JIO3BOJISIEMO TMIJIKIIOYEHHS JIO MPHUCTPOIB 3
BUKOpHUCTaHHA npoTokosy SSHv2. Takum 4yMHOM TyT OyJIO HajJalITOBAHO MApOJIb
KOMaH/1010 enable secret enable-pass 1jist 3aXHCTY peKUMY TPUBIICHOBAHOTO JOCTYITY,
CTBOPEHO KOpHCTyBaua Anton 3 piBHEM MpUBLIEIB 15 1 maposnem pass-admin, a TaKox
st miHid VTY 0-4 HanamroBaHo BUKOpUCTaHHA jauiie SSH-npoTokoiy, yBIMKHEHO
JIOKaJabHY ayTeHTHU(ikallito 3a mornomMoror login local 1 aHanmoriyHo HajgalmTOBAHO
KOHCOJBHUM JaocTyr. 3reHepoBaHo RSA-ximroui mnsa 3abesnedeHHs: SSH-3'ennansb,
aktrBoBaHO SSH-Bepciro 2, a TakoX BCTaHOBIIEHO TaiM-ayT nist SSH-3'enmnans y 30

cekyH[, puc.3.4. Ha oMy 6a3oBe HajnaropKeHHs 3aBEpLICHO.

F Switch-1 - PuTTY

Pucynox 3.4 — Hanaromkenns aytentudikarii Ta SSHv2 na Switch-1
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Ilepetimemo 10 KoHTposiepa JoMeHy, ToOTo mo WinServ-1. Jlnsg moduarky
3a/1a€EMO TIapaMeTPpy CTATUYHOI ajipecallii 3T1IH0 BUKOHAHOTO PO3MOJILTY B PO3ILIL 2,

puc.3.5.

File Machine View Input Devices Help

E] Ethernet Properties X
Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192,168 . 1 . 10

Subnet mask: 255,255 .255. 0

Default gateway: 192 .168. 1 . 1

Obitain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 127.0 .0 .1

Alternate DNS server: 192 . 168, 1 . 10

[ validate settings upon exit Pt

Cancel

Pucynoxk 3.5 — Hanaromkenns aapecarii Ha Windows Server

Jlani BukoHyemo po3roptadHs Active Directory 3 1o/1aBaHHSIM BiIIOBITHUX

poJiel, pyHkIIii Ta cTBOpeHHs 1oMeHy hryhorus.net, puc.3.6-3.8.

inServ-1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

[ Add Roles and Features Wizard — m} %
S | DESTINATION SERVER
elect server roles Winsens-1

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Server Roles

AD DS

Confirmation

[[] Active Directory Certificate Services

Active Directory Domain Services

[[] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Device Health Attestation

HCP Server

Fax Server

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[ Hyper-v

[ Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[ Web Server (11S)

[ Windows Deployment Services

[ Windows Server Update Services

=

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
rale, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

Cancel

Pucynox 3.6 — JloganHs BiAMOBITHUX POJICH TSI KOHTPOJIEpa JOMEHY
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inServ-1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

[ Add Roles and Features Wizard — [m} e
DESTINATION SERVER
Select features Winserv-1

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection PR NET Framework 3.5 Feature ~ NET Framework 3.5 combines the
Server Roles © [W] .NET Framework 4.7 Features (2 of 7 installed) pawer of the .NET Framework 2.0
i [] Background Intelligent Transfer Service (BITS) AP_Is E""th new te‘.:hnologles for
= 25 [ BitLocker Drive Encryption bulldln.g applications that offer
DNS Server [ BitLocker Network Unlock appealing user interfaces, protect
B [ BranchCache your customers' personal identity
DHCP Server [ Client for NFS information, enable seamless and
AD DS [ Containers secure communication, and provide
_ ] Data Center Bridging the ability to model a range of
Confirmation [ i business processes
Direct Play P :

[] Enhanced Storage

[ Failover Clustering

Group Policy Management

[1 Host Guardian Hyper-V Support

[ 170 Quality of Service

[] 115 Hostable Web Core

[1 Internet Printing Client

[] 1P Address Management (IPAM) Server

[ iSNS Server service W

| < Previous | | Next > | Install

Pucynok 3.7 — Jloganss BiqnoBiAHUX QYHKIIN AJI1 KOHTPOJIEpa JOMEHY

WinServ-1 [Running] - Oracle VM Virtual

File Machine View Input Devices Help

[ Active Directory Domain Services Configuration Wizard - O X
. . TARGET SERVER
Deployment Configuration WinSery 1

Deployment Configuration

Select the deployment operation
Domain Contreller Cptions

Additional Cptions
Paths

—

() Add a domain controller to an existing domain

Add a new domain to an existing forest

Add a new forest

Review Options . o _ . .
Specify the domain information for this operation

Prerequisites Chack
Root domain name: hryhorus.neﬂ

Mare about deployment configurations

< Previous Install Cancel

Pucynok 3.8 — CtBopenns nomeny hryhorus.net




[Ticns poro Hanaromkyemo podbory DHCP cepBepy Ha KOHTpoJepi JOMEHY.

DHCP cnyxuTh 17151 aBTOMaTU4HOTO Npu3HaueHHs [P-agpec 1 MmepexkeBux nmapameTpis

KIII€EHTaM, 1110 CIIPOIITY€E aaMiHICTpyBaHHS Mepexi, puc.3.9-3.10.

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help

3 Mew Scope Wizard

i
IP Address Range e
f You define the scope address range by identifying a set of consecutive IP addresses.

b —Configuration settings far DHCP Server

Enter the range of addresses that the scope distibutes.

Start IP address: |192.1aa. 1.1

End IP address: | 192.168. 1 254

—Configuration settings that propagate to DHCP Client

Length: 24

Subnet mask: |255255255 0

< Back MNext > Cancel

Pucynox 3.9 — 3ananus gianazony posnadi aapec Kii€HTaM

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Mew Scope Wizard

Add Exclusions and Delay —
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

& T & 1.5

£

Type the IP address range that you want to exclude. f you want to exclude a single
address, type an address in Start P address only.

Start IP address: End IF address:
| | S Add

Remove |

Subnet dela)' in milli second:

Excluded address range:

< Back Mext > Cancel

Pucynok 3.10 — BukiiroueHHs CTaTHUHKX aJipec 3 po3aadi
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Takox Hamarogumo po6oty DNS cepBepy HUISXOM J10JaBaHHS BiAMOBITHUX
3amuciB sl TpUCTpoiB Mepexki. DNS cepBep cinyryBaTuMme Ijiss TEPETBOPECHHS
noMmeHHuX imMeH Ha [P-aapecm, mo 3pemToro 3a0e3MeUuTh MOKIHMBICTH 3PYYHO

3BEPTATUCH JIO MPUCTPOIB JOMEHHOI IHPpaCTPyKTypH 3a ix imeHamu, puc.3.11.

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
e Server Manager
2 DNS Manager - [m] X

File Action View Help

o= HEE =z B8 88

EOEA DNS Mame Type Data Tirmestamp
v 3 WINSERV-1 j medcs
v & F?rward Lookup Zones j_sites
é“.J _msdes.hryhorus.net j_tcp
~ = hryhorus.net j_udp
- | _msdcs — X
TJ- sites jDomalnDnsZones
| tep jForestDnsZones
| _udp El(same as parent folder) Start of Authority (SOA) [28], winserv-1.hryhorus.n..,  static
~| DomainDnsZones E(same as parent folder) Mame Server (MS) winsery-1.hryhorus.net, static
“| ForestDnsZones El(;ame as parent folder) Host (4) 192.168.1.10 14.12.2024 20:00:00
“| Reverse Lookup Zones EPfSense Host (A) 192.168.1.1 static
| Trust Points ESwitch-‘I Host (A) 192.168.1.2 static
| Conditional Forwarders ElSwitch-B Host (A) 192.168.1.4 static
ESwitch-S Host (A) 192,168.1.3 static
Elwin;erv-‘l Host [4) 192.168.1.10 static
EWS-‘I Host (A) 192.168.1.11 16.12.2024 0:00:00

Pucynok 3.11 — HanamryBanus DNS cepsepy

Ha xoHTposepi [1OMeHy JIMIIAETbCS CTBOPUTH OOJIIKOBI 3aITMCH KOPUCTYBAUiB,
SIK1 OyTyTh BUKOPUCTOBYBATHUCH KIIIEHTAMHU MEPEX1 /111 BXOAY B CUCTEMY Ha KIHIIEBUX

CTaHILisAX Mepexi, puc.3.12.

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Mew Ohbject - User x

LE’ Create in:  hryhorus.net/LAN-USERS

First name: |Arrlon | Initials: IE'
|
|

Last name: |Hr)'hon.|3

Full name: |Arrlon M. Hryhorus

User logon name:

|user-ahm-1| | @hryhorus net w

User logon name {pre-Windows 2000):
|HHYHOHUS\ | |user—ahm—1

< Back Mext = Cancel

Pucynok 3.12 — CtBopeHHs 00J11IKOBOTO 3aIIUCy KopucTyBaya user-ahm-1
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[Tepeitnemo no kinmeBux npuctpoie Windows 10. s nmpukiagy po3risiHeMO
koM ’torep WS-1, BTIM iHIII BY3JIM HaJalITOBYIOTHCS TUM caMuM yuHOM. Ilepir 3a
BCE JIJIS1 TaHUX MPUCTPOIB HEOOXI1THO BKa3aTH JMHAMI4He oTpuMaHHs aapec Big DHCP
cepBepa, TOOTO BiJ KOoHTpoJdiepa aoMeHy WinServ-1 Ta mepeBIpUTH KOPEKTHICTbH

OTpUMaHUX NapameTpiB aapecaiiii, puc.3.13.
Fi

ER Administrator: C\Windows\system32\cmd.exe

3arancH  AnsTepHaTMEHE KoHIrypaLia

TapameTpy NpaToKoNY IP MOKYTE NPUSHAUETHCA SETOMATHIHO, IS
Balua MEpPEa NIATPMMYE TaKy MO#AWBICTE. B iHwoMy pasi cnia e
oTPMMaTK NapameTpi IP B agMiHicTpaTopa Mepexd.

dminis

lindows IP Config
@ OTpumaTit IP-aapecy asTOMaTHHHOD

O BukopucToByBaTH Taky [P-anpecy:

@ OTpumaTi agpecy DNS-cepeepa aBTOMATHYHO

O BukopucToBysaTi Taki aapea DNS-cepeepis:

Pucynok 3.13 — Otpumanus quHamiyHoi aapecu Ha WS-1

[Ticns npbOro BUKOHYEMO TpPHUEAHAHHSA MPUCTPOIO 110 JoMeHy hryhorus.net 3
METOI0 IICHTPATi30BAaHOTO YIMpPaBIiHHI, 3aCTOCYBaHHS TPYMOBUX TOJITHK 1
3a0€3MeUYeHHS KOPHCTyBauyaM €IMHOTO JIOCTYMY J0 PEecypciB JOMEHHOI Mepexi,

puc.3.14.
¥ WS-1(0S10) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

JaNMCT CHOTEMA Binnanete sukopig  MoXHa SMIHUTW iM'A Ta uNeHCTEO Lsoro KoMnloTepa. 3miHu

. . MOXYTe BIIMHYTW HA AOCTYN [0 MEPEXEEIX PECYPCIE.
IM's komn'toTepa YeTaTkyBaHHA n ¥ y AOCTYN A0 MEp pecyp

HuxueHaseneHi BIROMOCT BMKOPWCTOBYIOTECA ANA
imeHTWOIKaL BaLOro KoM 0TEpa B MEpeXi. IM'R koMM o Tepa:

W51

Onmc komn'toTepa

Hanpuknan: " Oomawrii komnioTep'| r‘LIDBHe ST T

"HaTanuH komnioTep”. WSs-1
MoBHe im'A Komn oTepa: WS-1 o
DATKOBO...
PoBoua rpyna: WORKGROUP
YuacHuk
lof BMKOpMCTaTM MaRCTED ANA BXOAY A0 | @ AOMEHY:
nomety a6o poGouoi FPYNK, HATWCHITE KHOMKY | |neHTMdiKkaTo] ‘
| hryhorus net

"lpeHmudikaTop Mepexi”.

(O pofiouai rpynn:

Lllo6 nepefmeHyBaT™ Lei KoM loTep abo E
SMIHMTW fioro ApMeH ui poBouy rpymy, iy WORKGROUP
HETWCHITE K

3miHeHHA iMeHi komn'toTepa abo gomery X

Cracysam
o Bac EiTae Aomen hryhorus.net. ;;}::c';_l;:r‘ T——

eHy Ta poBouct rpynn

1 E;Sr.liHnm
yEaT

pcTocC "
HACTOOWKK

Pucynok 3.14 — [Ipuennannas koM 10Tepy 10 AoMeHy hryhorus.net
49



Syslog — e mpoTokos a1t 360py, 30epiraHHs Ta MOHITOPUHTY ITOBIJIOMJICHB
KYpHQTIB TOMIM 3 PI3HUX TMPUCTPOIB 1 CHUCTEM 1 BHUKOPUCTOBYETHCS IS
IIEHTPAII30BAaHOTO YIPABIIHHS JOTaMH, BUSBJICHHS MPOOJIeM, ayauTy Ta OC3MeKu B
KOPIOpaTUBHUX Mepekax. B manoMmy mpoekti Mepexi ponb Syslog cepsepa
BUKOHYBAaTHME KOHTPOJIEP IOMEHY, a KJIieHTaMu Oy ayTh komyTatopu Ta pfSesnse. Jlis
NpUKJIaay, Ha CepBepl BUKOHAEMO BCTAHOBJICHHS O€3KOIITOBHOI yTwmiTH «Visual
Syslog Server» [21], sika 103BOJUTH OTPUMYBATH 1 BijoOpakaTu 3i0paHi MOAii 3

IPUCTPOIB, puc.3.15.

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine Wiew Input Devices Help

B8 Visual Syslog Server 1.6.3 = O

A g o = e, @ &

Setup Font Processing  Highlighting Goto new View file Clear About Terminate

4 &

Display
View file | syslog W

Message filtering | = All messages match

Displaying 0 messages

Fadility Priority

Pucynok 3.15 — Becranosnena nporpama «Visual Syslog Server»

Tenep Ha KOMyTaTOpax HaJalITyeEMO BIiAMpaBKY MOAiA A0 cepBepy Syslog.
Hwxue HaBene creHapii HamaropkeHHs s Switch-1, ogHak iHII mpucTpoi

HaJIaroKyI0ThCA TUM € YHHOM puc.3.16.

End with CNTL/Z.

etime

Pucynok 3.16 — HanamryBanHs TepecriIKy CIIOBIIIEHb 110 cepBepy Syslog
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Ilepesipka pobomu
3 oxani€ei 3 pobouoi craHIi Mepexi, s npukiaxy WS-1, BUKOHaEMO BXiJ B

CHUCTEMY 3 BUKOPHCTaHHSIM OOJIKOBUX JaHUX KopucTyBada Anton Hryhorus.

Anton M. Hryhorus

e

BiTaHH#!

Pucynok 3.17 — Bxin B cuctremy WS-1 nig kopuctyBaueM Anton Hryhorus

BukoHaemMo nepeBipKy 3B’S3KY 3 IHIIMMH HPHUCTPOSIMU JIOKAJIBHOI MEPEXI 3
BUKOPUCTAaHHS iX MOMEHHUX iMeH. TakoX TepeBIpUMO MOKIIUBICTh 3 €THAHHS 3

pecypcamu Mepexi Inrepuer, puc.3.18.

File Machine View Input Devices Help

E¥ Windows PowerShe E¥ Windows PowerShell

com

Pinging Wi

Reply +re

Reply from I
y from 1

rage
learn.ztu.

Finging pfsen
Reply from I

d trip tim i 1111 0 Approximate round trip
Minimum = 1lms (imum = Sms, Minimum = 37 i

Pucynok 3.18 — [lepeBipka MepeKeBOT0 3B’ I3KY
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3 Windows Server BHKOHa€EMO BijjajieHe MIIKIIOUYEHHS JI0 OJHOTO 3
KOMYTaTOPiB MEpeXi 3 BUKOpUCTaHHs mpoTokony SSHv2 ta yrumitu PuTTY [22],
puc.3.19. JIns npukinagy BiZIMKHEMO OJUH 3 aKTUBHUX MEPEXKEBHUX 1HTEPPEHCiB i
oapa3dy B Tmporpami s neperysimy nomiii Syslog BimoOpa3mnuch  BIAMOBIIHI
CHOBILIEHHS MPO BHUMKHEHHs 1HTepdeiicy eth3/2. Bukonani nii AeMOHCTPYIOTH
KOPEKTHICTh POOOTH BijIajieHOTo MijkiatoueHHs depe3 SSH Ta mpaBuibHYy poOOTY

Syslog.

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

1-1 (config-if) #:
B8 Visual Syslog Server 1.6.3 - O X

i A 8 L. B = Qe J ¢ |
Setup Font Processing  Highlighting Goto new More View file Clear About Terminate
Display
view file  |syslog w | [the last 292 bytes of the 1.3 Mb]
Message fitering = All messages match

Displaying 2 messages

Time | IP | Host| Fadility | Priority |Tag | Message
Dec 21 17:32:42 192.168.1.2 local? notice 40 *Dec 21 15:32:41: %LINK-5-CHANGED: Interface Ethernet3/2, changed state to administratively down
Dec 21 17:32:42  (192,168.1.2 local7 notice 41 :32: tLINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet3/2, changed state to down

UDP 0.0.0.0:514 TCP 0.0.0.0:514 101

Pucynoxk 3.19 — IlepeBipka miakmtouenas yepe3 SSH ta pobdoty Syslog

3.2. ba3oBe Hanaroma:keHHs pfSense

3a 3aMOBYYBaHHSIM JOCTyHn 10 BeO-1HTepdeiicy pfSense MoxIHMBUI 3

BUKOPHCTaHHAM TIpoTokosry https, To 3a azapecoro https://192.168.1.1 ab6o

https://pfsense, ockinbku B Mepexki HanamtoBaHo podoty DNS cepBepy 1 € MOXKIIUBITS

3BEpTaTHUCh 0 MIPUCTPOIB 3a X iMeHaMu. ToMy 3 BUKOpUCTaHHS Opay3epa nepexouMo
3a OZHIEIO 31 3rajjaHoro ajapecoro. Hac 3ycTpiuae MOBIIOMIIEHHS MPO HE3aXUILECHE
HiAKTIOYEHHSA, OCKUIbKA pfSense BHUKOPUCTOBYE CaMOIMIIMUCAHUN cepTu(ikar.
IrHOpy€eMO naHe TOBiOMIIEHHS Ta BBOAMMO JioriH (admin) Ta mapoinb (pfsense) 3a

3aMOBYYBaHHsIM, puc.3.20-3.21.
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https://192.168.1.1/
https://pfsense/

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

L] —
: im] Privacy error x + (8] X
« O © Notsecure | hitps://pfsense ATy o = % ',i

A

Your connection isn't private

Attackers might be trying to steal your information from pfsense (for example, passwords,

messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Pucynok 3.20 — Ilepexin 3a aapecoro pfSense y 6paysepi

¥ WinServ-1 (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

:‘ im} B pfSense - Lagin X —+ - O x

&~ O © Notsecure | hips://pfsense ATy = % - ',i

m sen Se Login to pfSense

SIGN IN

admin

pfsense

SIGN IN

Pucynok 3.21 — Ilepexin 3a aapecoro pfSense B 6paysepi

Axmo Bce Oyno BBENEHO NPABWIBHO, TO BiApa3zy BiZOOpa3HTHCS BIKHO 3
MalCTPOM HaJlalITyBaHb, MiJ] Yac SIKOTO CJiJ 3a3HAYUTH TaKl MapaMeTpH, sK 1M 4
noMeHny, anpecy NTP-cepBepy, uwacoBuii mosdC Ta 3agaTd HOBHM MapoJib
aaMmiHicTpartopa, puc.3.22-3.23. [Hm NOyHKTH MalCTpy HaJlallITyBaHb MOXHA

IIPOIYCTUTH.
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Rlisense =

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User
Manager.

Wizard / pfSense Setup/ General Information (2]

Step 2 of 9
General Information
On this screen the general pfSense parameters will be set.

Hostname pfSense

Name of the firewall host, without domain part.
Examples: pfsense, firewall, edgefw

Domain hryhorus.net

Domain name for the firewall.

Pucynok 3.22 — 3agaHHs iM’s1 JOMEHY

Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User
Manager.

Wizard / pfSense Setup / Time Server Information (2]

Step 3 of 9
Time Server Information
Please enter the time, date and time zone.

Time server 0.ua.pool.ntp.org|

host L.
ostname Enter the hostname (FQDN) of the time server.

Timezone Europe/Kyiv

Pucynok 3.23 — 3ananus aapecu NTP-cepBepy Ta 4acoBOTO Mosicy




Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User
Manager.

Wizard / pfSense Setup / Set Admin WebGUI Password (2]

Step b of 9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also
5SH services if enabled.

Admin
Password

Admin =
Password
AGAIN

Pucynok 3.24 — 3agaHHst HOBOTO napoJisi aiMiHicTpaTopa

B nynkti DNS Resolver- Domains Override 3agamMo Ha3By JOMEHY Ta
BignoBiaHy anpecy DNS-cepBepy 3aBasku uomy pfSense 3M0ke J€TKO 3BepTaTHCS JI0
MPUCTPOIB JOKATHHOI MEpexki 3a ix imeHamu, puc.3.25.

Rlisense =

COMMUNITY EDITION

Services / DNS Resolver/ General Settings / Edit Dom&@h@0indeE @

Domains to Override with Custom Lookup Servers

Domain hryﬂorus.ﬂet
Domain whose lookups will be directed to a user-specified DNS lookup server.
IP Address 192.168.1.10

IPv4 or IPv6 address of the authoritative DNS server for this domain. e.g.: 192.168.100.100
To use a non-default port for communication, append an '@ with the port number.

TLS Queries [[J Use SSL/TLS for DNS Queries forwarded to this server
When set, queries to all DNS servers for this domain will be sent using SSL/TLS on the default
port of 853.
TLS
Hostname

An optional TLS hostname used to verify the server certificate when performing TLS Queries.

Description

A description may be entered here for administrative reference (not parsed).

Pucynox 3.25 — HanamryBanas Domain Override
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3.3. HanamryBaHHs Ta nepeBipka nogaTkoBux ¢pynkuii 0e3nexku pfSense

Hanamryemo BinmpaBky crioBimmens 10 Syslog cepBepa 11 IIEHTPaTIi30BaHOTO

MOHITOPUHTY TIOAiNA 1 3a0e3MeUeHHs] ONEPAaTHMBHOIO pearyBaHHsS Ha TMOTEHIIINHI

npobiemu, puc. 3.26.

Remote Logging Options

Enable
Remote

Logging

Source
Address

IP Protocol

Remote log
servers

Remote
Syslog
Contents

Send log messages to remote syslog server

Default (any) v

This option will allow the logging daemon to bind to a single IP address, rather than all IP
addresses. If a single IP is picked, remote syslog servers must all be of that IP type. To mix
IPv4 and IPv6 remote syslog servers, bind to all interfaces.

MOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all
addresses.

IPv4 v

This option is only used when a non-default address is chosen as the source above. This
option only expresses a preference; If an IP address of the selected type is not found on the

chosen interface, the other type will be tried.
WinServ-1:514 IP[:port] Pl:port]
] Everything

System Events

Firewall Events

[C] DNS Events (Resolver/unbound, Forwarder/dnsmasqg, filterdns)

[C] DHCP Events (DHCPF Daemon, DHCP Relay, DHCP Client)

(] PPP Events (PPPoE WAN Client, L2ZTP WAN Client, PPTP WAN Client)
General Authentication Events

[C] Captive Portal Events

[] VPN Events (IPsec, OpenVPN, LZTE PPPokE Server)

Gateway Monitor Events

Pucynok 3.26 — HanamryBanHs BiinpaBKu CHOBIIIEHb 0 Syslog cepepa

Ilepetinemo 1m0 mnpaBun daepBona. MixmepexeBuii exkpan pfSense 3a

3aMOBUYYBaHHSIM JIOTPUMYETHCS METOOJIOTII0 "TO3BOJHMTH 3a 3aMOBUYYBaHHSIM' Ha

LAN-inTepdeiici Ta "3aboponutu 3a 3amoBuyBaHHsIM" Ha WAN-inTepdeiici. 1o

o3Hayae J03BUI Bchboro BuXigHOro Tpadiky 3 LAN no InTepHery Ta On0KyBaHHS

BximHoro tpadiky 3 Inrepnery, puc.3.27-3.28. 3a MOXKIMBICTIO KOPUCTYBad MOKeE
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JIeTKO Joaatu Oyab-sKi CBOI IpaBWia, BTIM JJisi 0a30BOi poOOTH Mepexi HasBHI

IMpaBuHJia € I[OCTaTHiMI/I.

:‘isense System - Interfaces ~ Firewall ~ Services + VPN~ Status ~ Diag

COMMUNITY EDITION

Firewall / Rules/ WAN L E @

Floating WAN  LAN

—
Rules (Drag to Change Order)
m] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X onoB ¢ RFC 1918 networks & g & g o Block private networks o ]
X onoB ¢ Reserved * * * * * Block bogen networks o ]

Mot assigned by IANA

Pucynok 3.27 — IlpaBuna daepBomna mist intepdeiicy WAN

Dsense System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics

COMMUNITY EDITION

Firewall / Rules/ LAN L E @

Floating WAN LAN

I
Rules (Drag to Change Order)
o States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v/ 20/4.58 o 2 4 LAN 443 * £5 Anti-Lockout Rule o ]

MiB Address 80

O < 10/4.20 IPvd*  LAN £ £ 3 2 none Default allow LAN to any &, y‘ N
MiB subnets rule mx

O « 0/0B IPv6*  LAN ok L none Defaultallow LANIPvEto  +f, #* IO

subnets any rule mx

Pucynok 3.28 — I[IpaBuna daepBona s inrepdeiicy LAN

Hanawmyeanns i mecmyeanns Snort

Snort — e cucrema BUsBIECHHs Ta 3amnoOiranHs BToprHeHHsM (IDS/IPS), sika
aHaTI3y€e MEPEKEBUM TpadiK y peKUMi pEaTbHOTO Yacy, BUSBIISE Mi03P1JIl aKTUBHOCTI
Ta MOke OJ10KyBaTu ataku. Y pfSense Snort Mo>kHa BCTAHOBUTH SIK 10JaTKOBHM MakKeT,
IO J03BOJISIE 1HTErpyBaTW MOTYKHUW 1HCTPYMEHT O€3MEKH il MOHITOPHHIY,

dinpTpamii Tpadiky Ta 3anmobdiranHs kidep3arpo3am, puc.3.29.
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Risense

COMMUNITY EDITION

System / Package Manager / Package Installer (2]

pfSense-pkg-snort installation successfully completed

Installed Packages  Awvailable Packages Package Installer

——
(. . N N N N 9 9 9 Y% 9% 9 9% 9 9% 9% 9 Y O Y Y AWV
Package Installation

Please note that, by default, snort will truncate packets larger than the -
default snaplen of 15158 bytes. Additionally, LRO may cause issues with

Streamt target-based reassembly. It is recommended to disable LRO, if

your card supports it.

This can be done by appending '-lro' to your ifconfig_ line in rc.conf.

Message from pfSense-pkg-snort-4.1.6_17:

Please visit Services - Snort - Interfaces tab first to add an interface, then select your desired rules packages at
the Services - Snort - Global tab. Afterwards visit the Updates tab to download your configured rulesets.

»»> Cleaning up cache... done.

success

q

Y

Pucynok 3.29 — BcranoBnenns nakyHky Snort Ha pfSense

[Tepexogumo 10 TIOOANEHUX HanmamTyBaHb Snort. [lepmr 3a Bce HEOOXimHO
00paTh CIUCKU TOTOBUX MpaBwWiI, SKI OyAyTh BHUKOPUCTOBYBaTHCh B poOoTi. Cuifg
3ayBKUTH, IO JCSIKI CIIMCKU HATAIOTHCS JIMIIE 3a TJIATHOKO MiIUCKO0, OJHAK € i

6e3komToBHi, puc.3.30.

Rlisense

COMMUNITY EDITION

Services / Snort/ Global Settings (7]

Snort Interfaces  Global Settings  Updates  Alerts  Blocked Passlists Suppress [PLists SIDMgmt LogMgmt Sync

Snort Subscriber Rules

Enable Snort VRT Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a fres Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snert Oinkmaster

Cod,
ode Obtain a snort.org Uinkmaster code and paste it here. (Paste the code only and not the URL!)

Snort GPLv2 Community Rules

Enable Snort GPLv2 Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort
Subseriber License restrictions. This ruleset is updated daily and is a subset of the subscriber ruleset

Emerging Threats (ET) Rules

Enable ET Open Click to enable download of Emerging Threats Open rules

ETOpen is an cpen source set of Snort rules whose coverage is more limited than ETPro

Pucynok 3.30 — Bu6ip criuckiB nmpaBuil
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TyT >xe Ha CTOPIHIII MOXKHA 3a3HAYUTH 1IHTEPBAJ aBTOMAaTUYHOTO OHOBIICHHS, B
JAHOMY BWIAJIKY II€ IIOJHS, 1 3a3HAYUTH TepMiH OnokyBaHHs [P-aapec mpucTpoiB y
BUIIAJIKy TOPYIICHb MPABWI, IO B JAHOMY BHITAJIKy Oy/e CTAaHOBUTH | TOIWHY,

puc.3.31.

Rules Update Settings

Update Interval 1 DAY ~

Please select the interval for rule updates. Choosing NEVER disables auto-updates.

Update Start Time 00:30

Enter the rule update start time in 24-hour format (HH:MM). Default is 00 hours with a randomly chosen minutes value
Rules will update at the interval chosen above starting at the time specified here. For example, using a start time of 00:08
and choosing 12 Hours for the interval, the rules will update at 00:08 and 12:08 each day. The randomized minutes value
should be retained to minimize the impact to the rules update site from large numbers of simultaneous requests.

Hide Deprecated
Rules Categories

Disable SSL Peer

Click to hide deprecated rules categories in the GUI and remove them from the configuraticn. Default is not checked

[ Click to disable verification of SSL peers during rules updates. This is commonly needed only for self-signed certificates

Verification Default is not checked
General Settings
Remove Blocked 1 HOUR v

Hosts Interval
Please select the amount of time you would like hosts to be blocked. In most cases, one hour is a geod choice

Remove Blocked Click to clear all blocked hosts added by Snort when removing the package. Default is checked
Hosts After

Deinstall

Keep Snort Settings Click to retain Snort settings after package removal.
After Deinstall

Startup/Shutdown [ Click to output detailed messages to the system log when Snort is starting and stopping. Default is not checked
Logging

Pucynok 3.31 — HanamryBanHs iHTepBaJly OHOBJIEHb ITpaBuJi Ta Oj10KyBaHHs [P-

aJpec npUcCTpOIB

Jlani HeoOXimHO Oe3mocepeHbO BHKOHATH 3aBAHTAXEHHS OOpaHUX CIHCKIB

npaBui, puc.3.32.

COMMUNITY EDITION

Services / Snort/ Updates (2]

Snort Interfaces  Global Settings  Updates  Alerts Blocked PassLists Suppress IPLists SIDMgmt LogMgmt Syne

Installed Rule Set MD5 Signature

Rule Set Name/Publisher
Snort Subscriber Ruleset
Snort GPLv2 Community Rules
Emerging Threats Open Rules
Snort OpenApplD Detectors
Snort ApplD Open Text Rules

Feodo Tracker Botnet C2 IP Rules

Update Your Rule Set

Update Rules |

Last Update Dec-21 2024 18:37

MDS5 Signature Hash
933de61b4fcc18617644c4e600dd2c28
5bcd3fc072935bab7036bbaid958edad
3f08fd219334d211e2517d1b102ebecd
Not Enabled
Not Enabled

Not Enabled

Result: Success

MDS5 Signature Date

Saturday, 21-Dec-24 18:33:25 EET
Saturday, 21-Dec-24 00:08:47 EET
Saturday, 21-Dec-24 18:33:25 EET
Not Enabled

Not Enabled

Not Enabled

Pucynok 3.32 — 3aBantakeHHsI OOpaHUX CIHCKIB MPaBUI
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Jani HeoOximHO oOpaTH iHTep(deiic Ha skoMmy mpairoBatuMme Snort. B manomy
Bunajaky 1e oyae WAN, oCcKUIbKM IJi1 HAc OUIBIN BaXKIMBO 3aXUCTUTU MEPEXKY BiJ

30BHIIIHIX 3arpo3, puc.3.33.

msense n nterfaces Firewall = & VPN ~ Status v Dia

COMMUNITY EDITION

Services / Snort/ WAN - Interface Settings (2]

Snort Interfaces  Global Settings  Updates  Alerts  Blocked Passlists Suppress |PLists SID Mgmt LogMgmt Sync

WAN Settings

General Settings

Enable Enable interface

Interface WAN (em0) v

Choose the interface where this Snort instance will inspect traffic.

Description WAN

Enter a meaningful description here for your reference.

Snap Length 1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.

Pucynok 3.33 — HanamryBanus po6otu Snort Ha iHTepdeiici WAN

Huxue Ha cTOpiHIII MOKHA 3a3HAYUTH, 11100 Snort aBTOMaTUYHO F'eHEPYBaB
JIOTH MPO CIpaIOBaHHS TPUBOT, 5Kl B MOJATLIIOMY OyyTh IEpeaapecoBaH1 10

Syslog cepsepa, puc.3.34.

Alert Settings

Send Alerts to Snort will send Alerts to the firewall's system log. Default is Not Checked.

System Log
System Log Facility LOG_AUTH v
Select system log Facility to use for reporting. Default is LOG_AUTH.
System Log Priority LOG_ALERT v
Select system log Priority (Level) to use for reporting. Default is LOG_ALERT.
Enable Packet (] Checking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file
Captures
Enable Unified2 [C] Checking this option will cause Snort to simultanecusly log alerts to a unified2 binary format log file in the logging
Logging subdirectory for this interface. Default is Not Checked.

Log size and retention limits for the Unified2 log should be configured on the LOG MGMT tab when this option is enabled.

Pucynox 3.34 — HanamryBanss renepaiiii jioriB poooTu Snort
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e nmxue € myHKT «Block Offensicey, sikuii Bkiirouae poboTu Snort B peskumi
IPS (Intrusion Prevention System), ToOTO He JHIlIe BUSBJIEHHS, @ 1 aBTOMAaTHYHOTO
OJOKYBaHHSI XOCTIB y pa3l BUHUKHEHHs TpUBOT. [loku He OyZ1IeMO BMUKATH JaHy OMIIIIO
1 mepeBipumo poboty Snort B peskumi IDS (Intrusion Detection System), puc.3.35.

Block Offenders [JJ Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.

Pucynox 3.35 — Omist aBToMaTHaHOTO OJIOKYBaHHS XOCTiB (pexkum [PS)

Tenep HeoOxigHO 00paTh Kareropli mpaBui, fKi OyayTh BUKOpucTaHi. [ns
«Snort Subscriber IPS Policy Selection» ob6upaemo ommiro «Balanced», ska
3a0e3reunTh onTuManbHui HaOip mpaBuwi. st « Snort GPLv2 Community Rules
(Talos certified)» ta «Ruleset: ET Open Rules» BMukaemo Bci kateropii mpaBui,
puc.3.36. [ToBHa UTrOCTpaIlis CTOPIHKY IpeacTaBieHa Ha 101.b.1.

WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked

Snort will examine the enabled rules in your chosen rule categories for checked flowbits. Any rules that set these dependent flowbits will be
automatically enabled and added to the list of files in the interface rules directory.

Auto-Flowbit Rules | |

Disabling auto-flowbit rules is strongly discouraged for security reasons. Auto-enabled flowbit rules that generate unwanted alerts should have their
GID:SID added to the Suppression List for the interface instead of being disabled.

Snort Subscriber IPS Policy Selection

Use IPS Policy If checked, Snort will use rules from one of three pre-defined IPS policies in the Snort Subscriber rules. Default is Mot Checked.
Selecting this option disables manual selection of Snort Subscriber categories in the list below, although Emerging Threats categories may still be
selected if enabled on the Global Settings tab. These will be added to the pre-defined Snort IPS policy rules from the Snort VRT.
IPS Policy Selection Balanced

v

Snort IPS policies are: Connectivity, Balanced, Security or Max-Detect.

Connectivity blocks most major threats with few or no false positives. Balanced is a good starter policy. It is speedy, has good base coverage level, and
covers most threats of the day. It includes all rules in Connectivity. Security is a stringent policy. It contains everything in the first two plus policy-type

rules such as a Flash object in an Excel file. Max-Detect is a policy created for testing network traffic through your device. This policy should be used
with caution on production systems!

Select the rulesets (Categories) Snort will load at startup
[- B Category is auto-enabled by SID Mgmit conf files
[ Category is auto-disabled by SID Mgmt conf files

s

Enable Ruleset: Snort GPLv2 Community Rules

Snort GPLv2 Community Rules (Talos certified)

Enable Ruleset: ET Open Rules Enable Ruleset: Snort Text Rules Enable Ruleset: Snort SO Rules Snort OPENAPPID rules are not enabled.
emerging-activex.rules snort_app-detect.rules snort_browser-chrome.so.rules

emerging-attack_response.rules snort_blacklist.rules snort_browser-ie.so.rules

emerging-botcc.portgrouped.rules snort_browser-chrome.rules snort_browser-other.so.rules

" amearninn-hntre nilas annrt hrowearfirafroy rilas annrt hroweerwehlkit an riles

Pucynok 3.36 — Bubip xareropist mpaBui



Jlani MOoXHa EpeTsTHyTH, IKi TpaBuia OyayTh BUKOPUCTaHI Ta BPyUHY
BUKITIOYUTH JTUIIHI. OHAK 3aIUIINMO BCi MpaBuiIa BKIFOYCHUMH 332 3aMOBYYBAHHSIM,

puc.3.37.

WAN Settings  WAN Categories ~ WAN Rules  WAN Variables ~ WAN Preprocs  WANIPRep  WAN Logs

Available Rule Categories

Category Selection: IPS Policy - Balanced v

Select the rule category to view and manage.

Rule Signature ID (SID) Enable/Disable Overrides

When finished, click APPLY to save and send any SID enable/disable changes made on this tab to Snort.

Rules View Filter

‘l

Selected Category's Rules

Legend: @ Default Enabled 0 Enabled by user o Auto-enabled by SID Mgmt Action/content modified by SID Mgmt Rule action is alert
(%) Default Disabled € Disabled by user @) Auto-disabled by SID Mgmt

State Action GID SID Proto Source SPort Destination DPort Message

@ 1 56133 tcp SEXTERNAL_NET any SSMTP_SERVERS 25 BROWSER-CHROME
Google Chrome PNG in
TTF parsing heap
overflow attempt

@ T 56132 tcp SEXTERNAL_NET SFILE_DATA_.. SHOME_NET any BROWSER-CHROME
Google Chrome PNG in
TTF parsing heap
overflow attempt

@ T 56131 tcp SEXTERNAL_NET any SSMTP_SERVERS 25 BROWSER-CHROME
Google Chrome PNG in
TTF parsing heap
overflow attempt

Pucynok 3.37 — Ileperisig 3aCTOCOBAaHUX ITPaBUII

ba3oBi HanmamryBanHst Snort BukoHaHo. Tenep 3amyckaemo Moro po0oTy Ha

iHTepdeiict WAN, puc.3.38.

Rlisense sysem~ interfaces +  Fiewall -

COMMUNITY EDITION

Services / Snort/ Interfaces (2]

Snort Interfaces  Global Settings  Updates  Alerts  Blocked Pass Lists  Suppress |IPLists  SID Mgmt LogMgmt  Sync

N
Interface Settings Overview
Interface Snort Status Pattern Match Blocking Mode Description Actions
O WAN (em0) [ R&IO) AC-BNFA DISABLED WAN LSO

Pucynok 3.38 — 3amyck po6otu Snort Ha iHTEpdeiici WAN
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Tecmysanns pobomu Snort

Nmap (Network Mapper) — 11e IOTy>XKHUN IHCTPYMEHT JIJI1 CKaHYBaHHSI MEPEK,
SIKUWA BUKOPUCTOBYETHCS ISl BUSIBIICHHS XOCTIB, BIAKPUTHX TMOPTIB, 3amyIIEHUX
cepBiciB, IXHIX Bepciil i MOTEHI[IHNX Bpa3aMBOCTEH. MIOro OCHOBHA MeTa — ayauT
0e3neKkn Mepexi Ta J1arHOCTUKA, BTIM YaCTO BUKOPUCTOBYETHCS Y 3JIOBMUCHUX IIJISX.
st TectyBaHHsT poOOoTH mpaBui Snort Oyae BukopucrtaHo Nmap, sika Oyje
BCTAHOBJICHA HA YMOBHY cTallito 31oBMHCcHUKaA Kali 3 anpecoro 192.168.122.232. lam
BUKOHAaeMO KoMaHnay «nmap -sV -Pn 192.168.122.97», sika npockaHye 30BHIILIHINA
nyomiuyauit (WAN) inTepdeiic pfSense Ha HasBHICTh BIAKPUTHX CEPBICIB, IO
IpaLOTh HAa HbOMY. [liciis mMeBHOTO MPOMIKKY Yacy CKaHyBaHHS 3aBEPIIMIOCH 0e3
pe3yabTtariB, puc.3.39, ockinbku npaBuiia (aepposia pfSense Ha inTepdeiici WAN
3a00pOHSIOTH Oy 1b-SIK1 BX1/1H1 3’ € THAHHS.

k.

kali(@ kali: ~

File Actions Edit View Help

nmap.org ) at 2@24-12-21 19:21 EET
mpleted (1 up going Connect Scan
done; ETC: 19:25 ( remaining)
2 mpleted (1 going Connect Scan
Timing: - done; ETC: 19:25 (0:00:85 remaining)
Nmap scam report for 192.168. 7
Host is up.
All 1002 scanned ports on 192.168 97 are in ignored states.
Not shown: 18@@ filtered tcp ports (no-response)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 214.58 seconds

Pucynox 3.39 — Pe3ynbraT ckanyBanHs Nmap 1Jid BUSIBJICHHS cepBiciB Ha pfSense

Onnak Ha pfSense B myHKTI «Alertsy Hamiiinwio 10 croBimeHb 3 BIAMITKAMH
«Potentially Bad Traffic» Ta « Attempted Information Leak». /laHi crioBimieHHs: MaloTh
B onrci cioBo «ET SCANy, 110 03Haua€e BUSBICHHS CKaHYBAaHHS MEPEX1 Ha HASIBHICTD
BIIKPUTUX TIOPTIB 1 MOMJIMBUX Bpa3JIUBHUX CEpBICIB, IO 1 OyJO BHUKOHAHO Ha
nonepeaHboMy Kpoui. KpiM 1bOro, MokHa AI3HAaTUCh aJpecy Ta MOPTH JKepena 1

npusHadeHHs, puc.3.40. [loBHa imrocTparrist HaBeJeHa Ha 1071.5.2.
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jsense

OMMUNITY EDITION

Services / Snort/ Alerts (7]

Snort Interfaces  Global Settings  Updates  Alerts  Blocked PassLists Suppress IPLists  SIDMgmt Log Mgmt  Sync

I
Alert Log View Settings
Interface to Inspect WAN (em0) ol Auto-refresh 100 m

View Alert lines to display.

Alert Log View Filter [+

10 Entries in Active Log

Date Action Pri Prota Class Source IP SPort Destination IP DPort GID:SID Description
2024-12-21 2 TCP Attempted 192.168.122.232 36746 192.168.122.97 5810 1:2002910 ET SCAN
19:24:30 Information  Q, Q x Potential VNC

Leak Scan 5800-5820

2024-12-1 2 TCP Potentially 192.168.122,.232 52718 192,168.122.97 5432 1:2010939 ET SCAN

19:24:27 Bad Traffic Q Q x Suspicious
inbound to
PostgreSQL port
5432

2024-12-21 2 TCP Potentially 192.168.122.232 52708 192.168.122.97 5432 1:2010939 ET SCAN

19:24:26 Bad Traffic  Q Q x Suspicious
inbound to
PostgreSQL port
5432

Pucynok 3.40 — Otpumani crioBitieHHs1 Snort Mpo crnpoOy CKaHyBaHHS

AHaJIOT1YHI TIOBIIOMJICHHS MOXXHa ToOaumTH 1 Ha Syslog cepsepi, 1m0 OyB

HaJaIITOBAaHUM Ha KOHTPOJIEpl JoMeHY, puc.3.41.

B Visual Syslog Server 1,63

@ A a g

Setup Font  Processing Highlighting
Display

% F « » 6

Gota new More Viewprev  Miewnext  View file Clear About  Terminate

View fie | syslog ~|  [thelast 1.7Mb of the 2.1Ma]
Message fitering (=] < Priority = (emerg OR alert OR crit OR err OR warning OR notice)
Displaying 231 messages of 383
| Host | Faciity

Jsnort/snart_alerts.php: Configuration Change: admin@192.168. 1. 10 (Local Database): Snort pkg: updated ALERTS tab settings.

tion: Potentially Bad Traffic] [Priority: 2] {TCP}

tion: Potentially Bad Traffic] [Priority: 2] {TCP}
tion: Potentially Bad Traffic] [Priority: 2] {TCP}
tion: Potentially Bad Traffic] [Priority: 2] {TCP}
ity: 2] {TCP} 18
-2 {1y
: 3 {TCP} 192,
+ 2 {TCP}
* 3 {TcP}

Dec 21 19:22:24 192.168.1.1 T e et snonte3i4] [1:2010935: 3] ET SCAN Suspidous inbound to MSSQL port 1433 [Classfication: Potentially Bad Traffic] [Priority: 2] {TCP} 192. 168. v

Pucynok 3.41 — Otpumani crioBimmeHHs Ha Syslog cepBepi
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Hanawmyeannus pooomu Snort 6 pesxcumi IPS
[ToBepHemochk a0 HanmamtyBanb Snort Ha iHTepdeiici WAN 1 HamamryeMo
poboty cuctemu B pexumi IPS, To6T0 aBTOMaTnuHOTO Gi1OKYBaHHS [P-agpec By3miB

BiJIMTPaBHUKIB MAKETIB, sIKi MPOBOKYIOTH CIIPAIIOBAHHS CTOBIICHB, pUC.3.42.

Block Settings

Black Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.

IPS Mode Legacy Mode v

Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Snort inspection
engine into the network stack between the NIC and the 0S. Default is Legacy Mode.

Legacy Mode uses the PCAP engine to generate copies of packets for inspection as they traverse the interface. Some
leakage" of packets will occur before Snort can determine if the traffic matches a rule and should be blocked. Inline mode
instead intercepts and inspects packets before they are handed off to the host network stack for further processing.
Packets matching DROP rules are simply discarded (dropped) and not passed to the host network stack. No leakage of
packets occurs with Inline Mode. WARNING: Inline Mode only works with NIC drivers which properly support Netmap
Supported drivers: bnxt, cc, cxgbe, cxl, em, em, ena, ice, igh, igc, ix, ixgbe, ixl, lem, re, vmx, vtnet. If problems are experienced
with Inline Made, switch to Legacy Mode instead.

Kill States Checking this option will kill firewall established states for the blocked IP. Default is checked.

Which IP to Block SRC v

Select which IP extracted from the packet you wish to block. Default is BOTH.

Pucynok 3.42 — HanmamryBanust Snort B pexumi [PS

[ToBTOpUMO ckanyBaHHs pfSense 3 BAKOPUCTaHHSAM yTWiIiTH Nmap, puc.3.43.

Starting Nmap 7

Nmap scan report for pfSense

Host is up.

All 1088 scanned ports on pfSense (192.168.12:
Not shown: 1008 filtered tcp ports (no-respon

orrect results at https://nmap.org/submit/ .
p5.14 seconds

Pucynox 3.43 — Pe3ynbraT ckanyBaHHs Nmap AJid BUsIBJICHHS cepBiciB Ha pfSense

Ha pfSense, sk 1 paniiie, HaIIAIIINA CIOBIIIEHHS PO BUSBJICHHS CKaHYBaHHS,
onHak Ternep y Bkiaal Blocked 3’sBuBcs 3ammc 3 aapecoro 192.168.122.232 Ta
OTHCOM TIOJ1ii, uepes siki qany [P-aapecy Oyio 3a610k0BaHO 17151 Oy Ab-SIKOT B3a€MO/IIT,
puc.3.44. 3rigHo paHillie HaJalITOBAaHUX MTPaBUJI Snort TaHuii By30J1 Oyie iepedyBaTu

3a0JI0KOBaHUM IPOTATOM F'OANHH.
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Snort Interfaces  Global Settings  Updates  Alerts  Blocked PassLists Suppress |IPLists SIDMgmt LogMgmt Sync

Blocked Hosts and Log View Settings
Blocked Hosts

All blocked hosts will be saved All blocked hosts will be removed
Refresh and Log Refresh 500
View Save auto-refresh and view Default is ON Number of blocked entries to
settings view. Default is 500
Last 500 Hosts Blocked by Snort (only applicable to Legacy Blocking Mode interfaces)
# P Alert Descriptions and Event Times Remove
1 192.168.122.232 ET SCAN Suspicious inbound to mySQL port 3306 - 2024-12-21 22:17:38 x

ET SCAN Potential VNC Scan 5800-5820 — 2024-12-21 22:20:25

ET SCAN Suspicious inbound to PostgreSQL port 5432 - 2024-12-21 22:18:11
ET SCAN Suspicious inbound to MSSQL port 1433 - 2024-12-21 22:18:55

ET SCAN Suspicious inbound to Oracle SQL port 1521 - 2024-12-21 22:19:01

1 host IP address is currently being blocked Snort on Legacy Blocking Mode interfaces

Pucynok 3.44 — Anpeca koM 10Tepa, 1110 MPOBOIUB CKaHyBaHHs OyJia 3a0J0KOBaHa

3.4. TecTyBaHHA IIarHOCTUYHMX Ta MOHITOPUHTOBUX YTIWIIT pfSense

Jiacnocmuyni incmpymenmu

JHuctpuOyTHB Hajga€ BEIMKUANW TMEpeliK IarHOCTHYHUX 1HCTPYMEHTIB,
PO3TJISTHEMO OCHOBHI 3 HUX.

Packet Capture — me IHCTpyMEHT JJIsi 3aXOIUICHHS Ta aHalli3y MEPEKEBOTO
Tpadiky, SKUH MPOXOJAUTH Yepe3 MaplipyTuzaTop. BiH 103Bossie BUOpatH iHTepdeiic
(LAN, WAN uu iammii), HamamryBatd GurbTpu it 30opy ganux 3a [P-agpecamu,
MOpTaMHU YU IHIUMU MapaMeTpamu, a Takox 30epiratu tpadik y dopmari PCAP, mo
KOPHUCHO JUIsl A1arHOCTUKU MPOOJIeM 13 MIAKIIOUeHHSIM, MapiipyTtu3aiiero, VPN a6o

(daepBOIOM, a TAKOXK JIJIs1 BUSIBJICHHSI IIKIIJIMBUX Jil y Mepexi, puc.3.45-3.47.

msense System ~ Interfaces ~  Firewall ~

COMMUNITY EDITION

Diagnostics / Packet Capture 2]
Packet Capture Options
Capture Options WAN (em0) ~ Custom Filter  +
Interface to capture packets on. Filter preset.
1000 0 [ Promiscuous Mode
Max number of Max bytes per Capture all traffic seen by the interface. Disable this option
packets to capture packet (default 0) to only capture fraffic to and from the interface, including
(default 1000). Enter Enter 0 (zero) for no broadcast and multicast traffic.
0 (zero) for no limit limit
View Options Normal v Default Type ~ Name Lookup

The level of detail Force the captured Perform a name lookup for port, host, and MAC addresses
shown when viewing traffic to be when viewing the packet capture. This can cause
the packet capture. interpreted as a significant delays due to reverse DNS lookups

specified type

Pucynox 3.45 — I[lepexomnenns tpadiky uepes Packet Capture
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Running packet capture:
{usr/sbin/tcpdump -ni em0 -p -¢c 1000 -U -w - ‘(not vlan)’

Packet Capture Output: /tmp/packetcapture-em0-20241220200717.pcap ¥ Auto-scroll

18:@7:22.639945 IP 192.168.122.97.43775 » u.arin.net.domain: UDP, length 44 ~
18:@7:22.648602 IP u.arin.net.domain > 192.168.122.97.43775: UDP, length 137@

18:@7:22.652361 IP 192.168.122.97.31419 > d.in-addr-servers.arpa.domain: UDP, length 43

18:@7:22.723283 IP 192.168.122.97 » 192.168.122.1: ICMP echo request, id 48136, seq 7201, length 2

18:@7:22.725863 IP 192.168.122.1 > 192.168.122.97: ICMP echo reply, id 48136, seq 7201, length 9

18:@7:22.834150 IP d.in-addr-servers.arpa.domain > 192.168.122.97.3141%: UDP, length 489

18:@87:22.835363 IP 192.168.122.97.6373@ > ns4.apnic.net.domain: UDP, length 49

18:87:22.836056 IP 192.168.122.97.36668 > ns3.afrinic.net.domain: UDP, length 49

18:87:22.536240@ IP 192.168.122.97.58399 > ns3.lacnic.net.domain: UDP, length 46

18:87:22.847812 IP ns3.afrinic.net.domain » 192.168.122.97.36668: UDP, length 657

18:87:22.848422 IP 192.168.122.97.39443 > ns4.apnic.net.domain: UDP, length 49

18:87:22.861468 IP ns4.apnic.net.domain > 192.168.122.97.63738: UDP, length 169

18:@87:22.873519 IP ns4.apnic.net.domain > 192.168.122.97.39443: UDP, length 181

18:@7:22.874193 IP 192.168.122.97.3715@ » ns3.lacnic.net.domain: UDP, length 49

18:@7:23.162284 IP ns3.lacnic.net.domain > 192.168.122.97.3715%@: UDP, length 181

18:@7:23.162589 IP ns3.lacnic.net.domain > 192.168.122.97.5839%9: UDP, length 377

18:@7:23.16457@ IP 192.168.122.97.17964 > 572-246-46-32.deploy.static.akamaitechnologies.com.domain: UDP, length 7@

18:@7:23.164866 IP 192.168.122.97.31714 > 595-10@-175-32.deploy.static.akamaitechnologies.com.domain: UDP, length 7@
18:@7:23.165341 IP 192.168.122.97.2107@ > 395-18@-173-32.deploy.static.akamaitechnologies.com.domain: UDP, length 49

1.

Pucynok 3.46 — I[lepexomnenuit Tpadik yepes Packet Capture

packetcapture-em0-20241221224841.pcap [SW-8-A1 Ethernet3/2 to R-8-A1 FastEthernet0/1]

@ain  [Mpaeka Burnag [Mepexia 3axonnedHa  Ananizs  Cratmcrvka  Tenedonia Wireless  IHcrpymentw  [osigka

AdAmaI® RE Qea=mEF S Qe F

—=
’I | Apply a display filter ... <Ctrl-/>
Time MNo.  Source Destination Protocol Leng Info
08.197566 21 192.168.122.97 204.79.197.239 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Enc
@8.197599 22 192.168.122.97 204.79.197.239 TLSv1.2 153 Application Data
8.197837 235192.155.122.97 1284.79.197.239 TL5v1.2 393 Application Data
@.198894 24 284.79.197.239 192.168.122.97 TCP 68 443 - 33798 [ACK] Seq=5973 Ack=2163 win=655%::::
@.198947 25 284.79.197.239 192.168.122.97 TCP 68 443 - 33798 [ACK] Seq=5973 Ack=2262 Win=655:
9.198961 26 204.79.197.239 192.168.122.97 TCP 68 443 » 33798 [ACK] 5eq=5973 Ack=2681 Win=6551 |
8.228379 27 284.79.197.239 192.168.122.97 TLSv1.2 465 MWew Session Ticket, Change Cipher Spec, Encr
@.222248 28 192.168.122.97 204.79.197.239 TLSv1.2 92 Application Data
9.223593 29 284.79.197.239 192.168.122.97 TCP 68 443 - 33798 [ACK] Seq=6384 Ack=2639 Win=655:
@.248804 38 284.79.197.239 192.168.122.97 TLSv1.2 92 Application Data
@.283563 31 192.168.122.97 204.79.197.239 TCP 54 33798 - 443 [ACK] Seq=2639 Ack=6422 Win=636! v
< >

@8 dc 2d c1 68 8@ 27 04 8a 2c 68 90 45 89 RT------
@8 68 40 @8 7f 86 2c d4 @ a8 7a 61 cc 4f L@
84 @6 81 bb 73 18 ba 4b 23 43 &f 56 50 18 EEEEEEE-

Frame 23: 393 bytes on wire (3144 bits), 393 bytes cap|
Ethernet II, Src: PCSSystemtec_84:8a:2c (88:00:27:84:8

Internet Protocol Version 4, Src: 192.168.122.97, Dst: db @1 00 88 17 83 63 01 4e 80 00 08 00 88 1
o s e lewnens
Transmission Control I?r'otocol, src Port: 33798, Dst Po 02 46 Of £7 8F ¢2 46 37 b2 fa Bb 4 67 88 - .F....
UFERE0FE LEpEr SEHiE @ 9e dd ca bd a4 69 98 bf 86 e2 a2 fa db
AC A7 &2 £A4 -2 ~0 An T AT An AE CC A+~ Aa AL ~A weo Cii

Pucynok 3.47 — Ilepernsn nepexormieHux makeriB uepe3 Wireshark

pflnfo — 1ie iHCTpYyMEHT, KUl Hazae 3BefeHy 1H(OpMaIlito PO CTaH CUCTEMHU,
MepexeBl 1HTepdelich Ta HalalmTyBaHHS. BiH 703BOJsie meperiisiatd KIHOYOB1
napaMeTpHu, Taki sIKk BUKOPUCTAHHS MPOIecopa, mam’ sTi, CTaH 3’€IHaHb, CTATUCTUKY

Tpadiky, akTUBHI cecii Ta 1HIII A1arHOCTUYHI JTaHi.
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Diagnostics / pfinfo

Auto Update Page

Refresh Automatically refresh the output below

Status: Enabled for 43718 days ©5:34:32 Debug: Urgent

Hostid: @x21ba@168

Checksum: @xfbedsS2fffd7a33432f982e67f6c455¢5

Interface Stats for eml IPv4 IPv6
Bytes In 2770629 7623
Bytes Out 42216738 2712
Packets In

Passed 18194 34

Blocked 7 a
Packets Out

Passed e @

Blocked 21 @

Pucynox 3.48 — Ilepernsn cratuctuku pfinfo

Nmap B pfSense, BUcTynae sik JiarHOCTHYHA yTHJIITA JJi CKAHYBaHHS MEPEKi,
BU3HAYCHHS AaKTUBHHUX XOCTIB, BIJKPUTUX TOPTIB 1 JOCTynmHUX cepsiciB. Llei
IHCTPYMEHT JOMOMAara€e aJMIHICTpaTopaM BHSBJISATH CJIa0Kl Miclsl B KOHQIrypauii
MEpexi, TEPeBIPSITH JOCTYIHICTh BY3JTIB, a TaKOX J1arHOCTYBAaTH NpOOJIEeMH 3
OiAKII0YeHHAM. J[1s1 mpukiaxy BHKOHAEMO CKaHYBaHHs KOHTpoJiepa JOMEHY, SIKE

M0Ka3ajo0 psiji BIAKPUTHX MOPTIB, puc.3.49-3.50.

e

General Options

IP or Hostname

Diagnostics / Nmap

winserv-1

Enter the IP addresses or hostnames that you would like to scan. o

Interface Auto detect (default) ~
Select the source interface here
Scan Type TCP SYN v
Select the scan type. 0
UDP Scan [CJ Combines an UDP scan (-sU) with a TCP scan method
Only possible if a TCP scan methed was selected. o
-Pn [ Treat all hosts as online (No ping).
Allow scanning of networks that do not answer echo requests o
-sV Attempt to identify service versions
Try to detect services running on discoverd ports. o
-0 Enable Operating System detection

Try to identify remote host via TCP/IP fingerprinting o

Pucynok 3.49 — HanamryBanns ckanyBanHs WinServ-1 uepe3 Nmap



05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Fri Dec 20 28:20:48
# Nmap 7.94 scan initiated Sat Dec
-1

winserv

MNmap scan report for winserv-1 (192.168.1.18)

Host is up (©.8023s latency)

Mot shown: 987 filtered tcp ports (no-response)

PORT

53/tcp
88/tcp
135/tcp
139/tcp
389/tcp
445/ tcp
464/ tcp
514/tcp
593/tcp
€36/tcp

STATE
open
open
open
open
open
open
open
open
open

open

3268/tcp open

3269/tcp open

5357/tcp open
MAC Address: @5:80:27:85:F0:99 (Oracle

States — 11e 1HCTPYMEHT JJII MOHITOPUHTY CTaHIB 3'€/lHaHb y TaOJIMIIl CTaHIB
daepBoy. Bin BijoOpakae Bci akTHUBHI cecii, BKIIOUar4H iHGOPMAIIIIO PO JKEPeo,
PU3HAYEHHS, IIPOTOKOJI 1 00CST MepeaaHnx JaHuX. States 103BOJIsIE aIMIHICTpATOPaM
aHali3yBaTW MOTOYHHM MepexeBUM Tpadik, BHUSBISATH aHOMalli, J1arHOCTYBaTH

npoOIeMH 3 MAKIIOYCHHSIM 1 KOHTPOJIOBATH BUKOHAHHS mpaBui (aepBoiy. [loBHa

SERVICE
domain

msrpc
netbios-ssn
ldap
microsoft-d
kpasswds?
shell?
ncacn_http
tcpwrapped
ldap
tcpwrapped
http

VERSION

Simple DNS Plus

kerberos-sec Microsoft

Microsoft

Microsoft

Microsoft

s?

Microsoft

Microsoft

Microsoft

Window
Window

s
=
Windows
s

Window

Windows
Windows

HTTPAPI

Kerberos (server time:

RPC
nethios-ssn

Active Directory LDAP

RPC over HTTP 1.8

Active Directory LDAP

httpd 2.8 (SSDP/UPNP)

VirtualBox virtual NIC)

2824 -- 1 IP address (1 host up) scanned in 32.28 seconds

2024-12-21 21:@3:13Z)

(Domain: hryhorus.n

(Domain: hryhorus.n

m
)

ta.,

-

21 23:@2:51 2024 as: fusr/local/bin/nmap -s5 -sV -0 -oN /root/nmap.result --append-output

Site: Default-First-Site-Name)

et@., Site: Default-First-sSite-Name)

Pucynox 3.50 — Pe3ynbrar ckanyBanas WinServ-1

UTIOCTpallis HaBeaeHa Ha 10.1.b.3.

Diagnostics / States/ States

States

Reset States

State Filter

Interface

Filter expression

Interface

WAN

Rule ID

Protocol

icmp

icmp

udp

udp

Source (Original Source) -> Destination (Original Destination) State

192.168.122.97:21044 = 192.168.122.1:21044

192.168.122.97:30417 -~ 8.8.8.8:30417

192.168.1.10:55576 -> 23.64.12.10:443

192.168.122.97:61152 (192.168.1.10:55576) -= 23.64.12.10:443

Packets
0:0 9.086K /

8.541K
0:0 1.563K/

1.563K
MULTIPLE:MULTIPLE 9/M
MULTIPLE:MULTIPLE a/n

Pucynok 3.51 — [lepermsi cTaHiB 3’ €AHaHb

Bytes

257 KiB
/242
KiB

128 KiB
/128
KiB

4 KiB /
4 KiB

4 KiB /
4 KiB
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States Summary — 1i¢ IHCTpYMEHT, SIKMM Hajae 3BeJeHYy IH(OpMaIlio mpo
BUKOPHCTaHHsA Tabiuii craHiB (aeproiy. BiH BigoOpakae KITbKICTh aKTUBHUX
3'emHaHb I KOKHOTO iHTepdeiicy, mporokony Ta IP-aapecu. States Summary
JOTIOMAarae aJMiHICTpaTopaM MIBUIKO OIIIHUTH 3aBaHTAXXCHICTh MEPEXi, BUSBHUTH
JUKepesla aHOMaJIbHOI aKTUBHOCTI a00 mio3puiuil Tpadik, a TakoxK 3a0e3MeduTH
edeKTUBHE YMpaBIIHHA pecypcamu TaOiuIl cTaHiB, puc.3.52. [loBHa imtocTparris

HaBeneHa Ha noa.b.4.

Flisense

COMMUNITY EDITION

Diagnostics / States Summary (2]

By Source IP

Protocol counts
IP # States Protocol # States Source Ports Dest. Ports

192.168.1.10 g udp

%]

192.168.122.97 3 lemp 2 2

By Destination IP

Protocol counts
P # States Protocol # States Source Ports Dest. Ports
B8B88 1 icmp 1 1
23.64.12.17 2 udp 2 1
31.28.161.71 1 udp g
192.168.1.1 7 tcp 7 1

192.168.1221 1 icmp 1 1

Pucynok 3.52 — Ilepernsa 3arajibHOI CTAaTUCTUKHU 3’ €THAHD

Monimopune pfSense

HuctpuOyTtuB pfSense TakoX Hajae MMPOKI MOXKIMBOCTI, IIOAO0 MEPErsiay
CTaTUCTUKU poOoTH. Tak Ha TOJIOBHIN CTOPIHIN MOKHA 3pyYHO MOOAUYUTH iH(OPMAITiTO
PO OCHOBHI MMapaMeTpH CUCTEMU, BUKOPUCTAHHS CUCTEMHUX pecypcis, [P-anpec. Jlo
TOTO K, JaHA TIAHETh MOXKe OYTH 3pYYHO HaJalllTOBaHAa KOPUCTyBadeM TIia CBOi
notpedu, mo 1 OyJ0 BHKOHAHO ISl 3pYYHOTO BUBOJY CIOBIimEeHb Snort, puc.3.53.

[ToBHa imrocTparttist npeacrarieHa Ha 1014.b6.5.
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Current

Sat Dec 21 22:35:07 EET 2024

(NDI) from your firewall in order to validate support for this
unit. Write down your NDI and store it in a safe place. You can
purchase TAC supports here.

date/time
DNS server(s) « 127.001
« 192.168.122.1
« 192.168.1.10
Last config Sat Dec 21 22:17:02 EET 2024
change

State table size
0% (31/147000) Show states

MBUF Usage

0% (4292/1000000)
Load average 0.67,0.42,0.36
CPU usage [ |

A%

Memory usage
76% of 1474 MiB

SWAP usage
0% of 1024 MiB
Disks OO0
Mount Used Size Usage
>/ 866M 746G

[
11% of 7.4G (zfs)

f |
[ =4

s WAN D 1000baseT <full-duplex> 192.168.122.97
i LAN A 1000baseT <full-duplex= 162.168.1.1

Snort Alerts OO

Src/Dst Address

Interface/Time

Description

WAN 192.168.122.232:44668  ET SCAN Suspicious
Dec 2122:34:.. 192.168.122.97:5432 inbound to PostgreSQL..
WAN 192.168.122.232:44668  ET SCAN Suspicious
Dec 2122:34:.. 192.168.122.97:5432 inbound to PostgreSQL..
WAN 192.168.122.232:44660  ET SCAN Suspicious
Dec 21 22:34-.. 192.168.122.97:5432 inbound to PostgreSQL..
WAN 102.168.122.232:48802  ET SCAN Potential VNC
Dec 2122:34:.. 192.168.122.97:5802 Scan 5800-5820

WAN 192.168.122.232:37580  ET SCAN Suspicious
Dec 2122:34:.. 192.168.122.97:1433 inbound to MSSQL port...

Pucynox 3.53 — I'onoBHe mento pfSense

Bxnanka Interfaces mo3Bomsie BiACTEXKyBaTH CTaTyC 1 CTaTUCTUKY pPOOOTH

MepexeBuX 1HTepdeiiciB  MapuipyTuzaropa. TyT BigoOpaxarThCsi KIHOYOBI

napameTpHu, Takl SIK 3aBaHTAXKEHHs 0 BXIIHOMY Ta BUXIAHOMY Tpadiky, KUIbKICTb
nepelannux 1 TPUHHATUX MMAKEeTIB, MOMWIKHU Ta BIJKUHYTI TAKeTH, pUc.3.54.

Status / Interfaces =

I 2]

WAN Interface (wan, em0)

Status

DHCP

MAC Address

IPv4 Address

Subnet mask IPv4
Gateway IPv4

IPv6 Link Local

DNS servers

MTU

Media

In/out packets

In/out packets (pass)
In/out packets (block)
In/out errors
Collisions

Interrupts

up Pt

up D Relinquish Lease
08:00:27:04:8a:2c - Oracle VirtualBox virtual NIC
192.168.122.97

255.255.255.0

192.168.122.1
fe80::a00:27ff:fe04:8a2c%em0
192.168.122.1

1500

1000baseT <full-duplex=

56902/38713 (32.92 MiB/2.86 MiB)
56902/38713 (32.92 MiB/2.86 MiB)
8683/0 (523 KiB/0 B)

0/0

0

80004 (8/s)

LAN Interface (lan, em1)

Status

MAC Address

IPv4 Address

Subnet mask IPv4
IPv6 Link Local

MTU

Media

In/out packets

In/out packets (pass)
In/out packets (block)
In/out errors
Collisions

Interrupts

up G

08:00:27:42:9a:¢5 - Oracle VirtualBox virtual NIC
192.168.1.1

255.255.255.0
fe80::a00:27ff:fed42:9ac5%em1
1500

1000baseT <full-duplex=
27703/61533 (4.67 MiB/45.43 MiB)
27703/61533 (4.67 MiB/45.43 MiB)
71/50 (7 KiB/3 KiB)

0/0

4]

55007 (5/s)

Pucynok 3.54 — Ilepernsan Bknanku Interfaces
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Monitoring — 11e MaHenb JJs BIACTEKEHHS] Ta MOHITOPHHTY CTaHy CUCTEMH 1
Mepe)eBOi aKTUBHOCTI B peaJibHOMY 4aci. BoHa Hajiae pi3HOMaHITHI IHCTPYMEHTH JJIsI
HEeperIsAly CTAaTUCTUKU pOOOTH cucTeMH, TpadiKy, MEpexKeBUX IHTEPPEICIB Ta IHIITNX
BOXIMBUX NapameTpiB. OHIEI0 3 OCHOBHUX (DYHKIIIH € MOKIIUBICTh IEPETIIAIATH JIaH1
PO BUKOPUCTAHHS MEPEXKEBUX I1HTEP(DENCIB, CTaH MIJKIOYEHb, BUKOPUCTAHHS
CUCTEMHUX pecypciB, Touro, puc.3.55-3.57.

Status / Monitoring FCLO

Default

Interactive Graph

Left Axis: System — Processor

user util nice util system util interrupt
Right Axis: None - . ®sy P

@ processes

200.00

150.00

100.00

Utilization, Number

50.00

L A

19:01:00 19:10:00 19:18:20 19:26:40 19:35:00 19:43:20 19:51:40 20:00:00

pfSense.hryhorus.net Time Period: Custom Resolution: 1 Minute Sun Dec 22 00:59:10 2024

Pucynox 3.55 — KiibKiCTh aKTUBHUX MPOIIECIB Ta BUKOPUCTAHHS MTPOLIECOPHOTO Yacy

Status / Monitoring AC L0
Default
Settings o

Interactive Graph

Left Axis: System - Memory
Right Axis: None -

@ active inactive @ free cache @wire
userwire @ laundry buffers

50.00
50.00
40.00 |/

30.00

Utilzation, Percent

20.00

1000

0.00
19:01:00 18:10:00 19:18:20 19:26:40 19:35:.00 19:43:20 19:51:40 20:00:00

pfSense.hryhorus.net Time Period: Custom Resolution: 1 Minute Sun Dec 22 01:00:12 2024

Pucynok 3.56 — Bukopucrannas O3I1
72



Status / Monitoring FCLO

Default

Interactive Graph

Left Axis: Traffic - LAN

inpass outpass inblock outblock
Right Axis: None — ®inp P

@ inpassé outpassé @inblocks outblocké
@ inpass total outpass total

-100k

-200k

Bits Per Second

-300k

-400k

19:01:00 19:10:00 19:18:20 19:26:40 19:35:00 19:43:20 19:51:40 20:00:00

pfSense.hryhorus.net Time Period: Custom Resolution: 1 Minute Sun Dec 22 01:05:17 2024

Pucynoxk 3.57 — [IporyckHa 37aTHICTh 32 CEKYHIY

BucHOBOK 10 TPeTHOTO po3ainy

B xoai pobotu Oyno peanizoBaHO MPOEKT Mepexki B emynsaTopi GNS3 i3
BukopuctanHsm VirtualBox st Bipryamizamii pfSense, cepBepa Ta po60YnX CTaHITIN.
Bukonano 6a3oBe HanamroBaHHs pfSense, koMyTaTtopiB 3 ayreHTHdikalieo ta SSH.
Buxonano posropranus cepepy Windows Server 2019 B posii KOHTpoJiepa 10MEHY 3
Active Directory Tta HamamroBanumu cepBicamu DHCP 1 DNS. PoGoui cranmii
IpUEIHAHO 10 JOMeHYy. JlJisl [eHTpasi30BaHoOro JIOryBaHHs HajamToBaHo Syslog 13
BukopuctanHaM Visual Syslog Server. [IpoBeieHo TeCTyBaHHS HasIBHOCTI 3B’ 13Ky MIXK
MPUCTPOSIMUA MEPEXKi, aBTOpH3aIlii KOPUCTYBadiB Ha POOOUMX CTaHIisfX, podoTy SSH
Ta Syslog.

byno BukoHaHO 0a3oBe HamamTyBaHHA pfSense 3 BUKOPHUCTAHHSIM BeO-
iHTepdeiicy. Jlomano im’st nomeny, aapecy NTP-cepBepy, yacoBuii mosicy, a Takox
3MIHEHO Napoib aaMiHicTpaTopa. [ns nanamryBanHs DNS Resolver Bkazano gomen
Ta BiANoBiAHY aapecy DNS-cepBepa, 1m0 103BoJisie 3BepTaTHCS A0 MPHUCTPOIB Y

JIOKaJNbHIN MEPEexi 3a iX IMEHAMH.
73



BukonaHo HanamTyBaHHS Ta IEPEBIPKY J0IaTKOBUX PYyHKI[IH Oe3neku pfSense.
CrioyaTky HajaliTOBaHO BIANPaBKY CHOBilleHb a0 Syslog cepBepa ans
[EHTPaTI30BaHOT0 MOHITOpPHUHTY Hofii. Jlani mepeBipeHo npaBuia (aepsoia, Ae A
iHTepdeiicy WAN BcraHoBiIeHO OnOKyBaHHSI Oyib-skoro BximHoro Ttpadiky. Jlis
NOCUJICHHSI O€3MEeKM BCTAHOBJICHO MAKET CHUCTEMHU BHUABICHHS Ta 3amoOiranHs
BTOPTHEHHAM Snort Ta HaJaAIITOBaHO Horo poOOTy 3 OOpaHUMHU CHHCKAMU TIPAaBUIIL.
[Ticns uporo mporecToBaHO PoOOTY Snort 3 BAKOPUCTAHHIM 1IHCTpyMEHTY Nmap i
BUSIBJICHHSI MEpEXEeBUX BpaznuBocTeil. CHOBIlIEHHS MPO MOTEHMINHHI 3arpo3u Oyniu
3adikcoBaHi B iHTep(deiici pfSense Ta Ha Syslog ceppepi. J1s MoaaabI10T0 MOCHICHHS
3axXUCTy Ha Snort OyJyio HajamToBaHo pexxuM IPS, o aBromarnuno 610kyBatume [P-
aJpecy MOPYUIHUKIB MICJISI CIPAIlbOBYBAHHS CIOBIIIEHbD.

BukoHaHO TecTyBaHHSI J1arHOCTUYHMX Ta MOHITOPUHTOBHUX YTWIIT pfSense.
Po3rnssHyTo OCHOBHI 1HCTpyMeHTH, Taki sik Packet Capture misi mepexoruieHHs
MepexxeBoro Tpadiky, pfinfo nnms mepernsmy crany cuctemu, a Takok Nmap Juis
CKaHyBaHHS MEpPEXi Ta BUSBICHHS AaKTUBHHX XOCTIB. Takox OyJi0o mepeBipeHO
BUKOPHUCTaHHS IHCTpYMEHTIB States Ta States Summary Juisi MOHITOPUHTY aKTHBHUX
3'€lHaHb 1 KOHTPOJO cTaHy Tabmuili (aepBory. J[07aTKOBO, BUBYEHO MOMIJIMBOCTI
MOHITOPUHTY CTaHy CHUCTEMH 4Yepe3 TOJIOBHY MaHenb pfSense, a TakoX BKIAIKU IS

BIJICT€KYBAHHSI CTAaTUCTUKUA MEPEXKEBUX 1HTEP(EHCIB Ta BUKOPUCTAHHS CHCTEMHHUX

pecypciB.
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B CHOBKHA

B xoni BukoHanHs kBamidikamiiiHOT poOoTH OyI0 AOCTIKEHO METOAM Ta
TEXHOJIOT1I 3aXHUCTy MepexeBoi 1H(PpacTpykTypu Ha 0a31 pimeHHs pfSense 3
iHTerpauiero MS Active Directory.

VY mepriomy po3Jiijii MPOBECHO ACTaNbHUN aHalli3 OCHOBHUX KOMITOHCHTIB Ta
(GyHKLIOHATBHUX MOKIMBOCTEN cucteMu Active Directory, a TakoX MpOaHaI130BaHO
PIZHOBHJIM MDKMEPEKEBHX €KpaHIB 1 ix Kiacudikauiro. OnucaHo KIHOYOBI aCEKTH
pobotu ¢daepBoiB, 30KpeMa KOHTPOJIb JOCTYIY, 3aXHCT BijJ arTak, (UIbTpaIliio
KOHTEHTY Ta maTpuMKy VPN, a Takox QyHKuii (aepBOjiB HOBOIO MOKOJIHHS.
[IpoBeneHo TOpIBHSHHA  OE3KOIITOBHUX MPOrPaMHUX  MapUIPyTHU3aTOpiB 1
MDKMEPEKEBUX €KpaHiB 3 BIAKPUTUM KOJI0M, 30KkpeMa pfSense, OPNsense, [PFire Ta
VyOS, i BusHaueHo, mo pfSense € HAWOLIBIT ONTHUMAIBHUM PIIICHHSIM IS
KOPIOPATUBHUX MEPEX 3aBISKH CBOIM THYYKOCTi, (DYHKI[IOHAIILHOCTI Ta MIATPUMIIL.
3po06ieHo BUCHOBOK, 10 pfSense € eeKTUBHUM 1HCTPYMEHTOM JJis 3a0€3MeUeHHS
0€3IeKn MEePEeKi, 3aB/ISIKU THTErpailii 3 JOJAaTKOBUMHU MTaKETaMU JIJ1s1 BUSIBJIICHHS 3arpo3,
dbinpTparii Tpadgiky Ta KOHTPOIIO KOHTEHTY.

Y npyromy po3aini Oyno po3po0JeHO TOMOJIOTII0 Ta aApecaiiio Mepexi
opranizamii. CTBOpeHa TOIOJOTIS BKIIOYAE MapmpyTuzarop Ha 0a3i pfSense,
KOMYTATOPH JIJIsl piBHS JOCTYITY Ta PO3IOALTY, CEpBep 3 iHTerpaiiero Microsoft Active
Directory s HeHTpai30BaHOTO YIPABIIHHS Ta KIHIEBI poOoui cTaHili. Bukonana
aapecartis mepexi 3 BukopuctanusiM DHCP st aBTromatuunoro posnosainy IP-aapec
JUIsl KIHLIEBUX MPUCTPOiB. BUKOHAaHO BUOIp METOJIB Ta MEXaHI3MIB 3aXHUCTy IS
MOJANBINOI 1X pearizaiii B mpoekTi Mepexi. OKkpiM 1oro, Oyjao oOpaHO HEOOXimHE
oOJaiHaHHsI 171 peasizallii Mepexi.

VY TperboMy po3aim Oyno peani3oBaHO HNPOEKT Mepexi B emynsTopt GNS3 i3
BukopuctanHsam VirtualBox jist Biptyamnizamii pfSense, cepBepa Ta po60YuX CTaHIIIM.
Bukonano 6a3oBe HanamtyBaHHs pfSense, komyTtaropis, cepepy Windows Server
2019. PoOoui cTanuii Oynu npueHaH1 10 JOMEHY, a ISl LEHTPaIi30BaHOI 0 JIOT'YBaHHS
HanamroBaHo Syslog. IlporecToBaHO 3B’S30K MIX NPUCTPOSIMH, aBTOPU3AIIIIO
KopucTyBauiB, poooty SSH 1 Syslog. 3niiicHeH0 HaamTyBaHHs 0IaTKOBUX (PyHKIIII
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oesnexku pfSense, BkiIrO4Yaroum croBimeHHs g0 Syslog, HamamryBanHs (aepBoiy,
1HTerpalio Snort 1 BUSBJICHHS BTOPIHEHb Ta TECTYyBaHHS 3 IHCTpyMEHTOM Nmap.
Oxpim TOro, IPOBEACHO HAaNAIITYyBaHHS pexkumy IPS 1mst aBToMaTH4HOTO O10KYBaHHS
MOPYIIHUKIB Ta TECTyBaHHA J1arHOCTUYHUX Ta MOHITOPUHTOBUX YTWIIT pfSense.
Pe3ynbraroM BHKOHaHHS pPOOOTHM € CTBOpPEHHSA €(QEeKTHBHOI Ta Oe3MneyHol
MepexxeBoi 1HGpacTpykTypu Ha 0asi pimeHb pfSense Ta MS Active Directory.
[IpoBenene AOCHIKEHHS J103BOJIMIIO JAECTATIbHO BUBYUTH OCHOBHI KOMITIOHEHTH Ta
¢dyHkIionanbHI MOXKIUBOCTI Active Directory, a Takox MmpoaHami3yBaTH Pi3HOBHIU
MDKMEpEeXeBUX ekpaHiB 1 (aepBoniB. Oxpema yBara mpuauUIeHO (DYHKIIIOHATIEHUM
MOxIMBOCTSIM pfSense. Po3pobiiena Tomosoris Ta aapecailis Mepexi 3a0e3neduin
HAJIC)KHUM PIBEHb OE3MEKU Ta THYYKOCTI 1H(pacTpykTypu. Peamizauis mpoekTy B
emyssiTopi GNS3 miarBepaniia KOPEKTHICTh Ta €PEKTUBHICTh BUKOPUCTAHUX PIIICHb
Bci nocrasneni 3aBaanHs 0yJid BUKOHaHI B MIOBHOMY 00cs131. [loanbIn HanmpssMKu AJist
JOCITIDKCHHST Ta BJIOCKOHAJICHHS MOXYTh BKJIIOYATH I1HTErpaIlif0 J0JaTKOBUX
MEXaHI13MiB 3aXHCTYy, TAKUX SIK CUCTEMH BUSIBJICHHS aHOMaJIiil Ha OCHOBI MAIIMHHOTO

HaBYaHHS a0o iHTerparii 31 cuctemamu SIEM.
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Honarok A — IIpoekt mepexi B GNS3

Internet

LAN Network
192.168.1.0/24

Switch-2 Switch-3

.DHCP .DHCP .10 .DHCP .DHCP
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Honatok b.1 — Bxiroueni kareropii mpasuit Snort

Select the rulesets (Categories) Snort will load at startup

- Catagory is auto-snabled by SID Mgmt con files
@ - Category is suto-disabled by SID Mgmt conf files

Ruleset: Snort GPLv2 Community Rules

Snon GPLv2 Community Rules (Talos certified)

Enable Ruleset: ET Open Rules
emerging-activex rules
emerging-attack_response rules

emerging-botce portgrouped.rules

emarging botec rules

emerging-chat rules

amerging-ciarmy rules

emerging-compromised.rules
emerging-curment_events rules

emerging-deleted rules

ging-dns.rules
emerging-doa.rules
ales

emerging-drop.

emerging-dshield rules
emarging-oxploit rulea
emarging-fip.rules
emerging-games. rules
emerging-cmp rules
emerging-icmp_info rules

emerging-imap rules

emerging-inappropriate rules
B  emeginginfo.ules

B emergingmalware rules

B emergingmiscrules

emarging-mobils_malware.rules

emerging-netbios.rules
emerging-p2p.1ules

emer

grpalicy rules

emerging pop3.rules
emerging retired.rules
emerging-rpe.rules

emerging-acada rules

emarging scan rules

smerging-shellcode. rules
B emergingemtpules
7] emerging-snmp rules

emerging-sql rules
emerging telnet rules
emerging-thp ules

emerging-torrules

emerging trojan rules
emarging-user_agents rules
amerging-voip fules
emerging-web_client.rules

emarging-web_server.rules

emerging-web_specific_apps rules

emerging-worm rules

Enable Ruleset: Snort Text Rules
snort_app-detect rules
snort_blacklistrules
snort_browser-chrome.rules
snort_browser-firefox rules
snort_browser-ie.rules.
snort_browser-otherrules
snort_browser-pluging rules
snart_browser-webkil rules
snart_contentreplace.rules
snort_delated rules
snort_exploit-kit rules

snort_fileexecutable rules

flash rules
snort_file-idantify rules
snort_file-imaga.rules

snort_filejavarules

snart_file-muftimedia.sules
snart_file-office rules
snart_file-ther rules
snart_flepdf rules
snort_indicator-compromise.rules
snort_indicator-obfuscation. rules
snort_indieator-scan rules
snort_indicstor-shellcoda rules
snort Jocal rules
snart_makware-backdoot rules
snort_malware-cnc rules
snort_matware other rules
snort_malware-tools rules
snort_netbios sules
anort_oslinux rules
snort_os-mobile rules
anart_ow-ather.rules
snort_os-solaris.ules

snort_os-windows.rules

snart_policy maltimedia rules
snart_policy-other rules
snart_policy social rules
snort_policy-spam.rules
snort_protocol-dns rules
snort_protocoHfinger rules
snort_protocok-ftp.rules
anort_protocokicmp.rules
snort_pratocoHmap.rules
snart_protoccknntp rules
snart_protocok-other rules
snort_protocokpop rules
snort_protocokrpe.rules
snort_protocokscada,rules
anart_protocok services rules
snart_protocoksnmp. rules
snart_protocoktelnet rules
anart_protocoktitp. rules
snart_protocolvoip rules
wnort_pua-adware. rules
snart_pua-other rules
snort_pua-p2p.rules
anort_pustoolbars.ules
snort_server apache rules
snart_server-iis.rules

snort_server-mail.rules

snort_server-mssqlrules
snort_server-mysq|

snort_sarver-oracle rules
snort_server-other.rules

snort_server-samba rules
anort_server-webapp rules
anart_sql rules

snor_x11.rules

Enable Ruleset: Snort SO Rules

Snort OPENAPPID rules are not enabled.
snort_browser-chrome so. rules
snort_browser-e.so.rules
snort_browser-other so.rules
snort_browser webkit so.rules
snort_exploitkit so rules
snont_file-executable so rules
snort_file-flash.so.res
snart_file-image sa.rules
anart_file-java so.rules
snort_file-muhimedia.so rules
anort_file-office.so.rules

file-other.so.rules

snort_file-pdf so.1ules
anort_indicator-shellcode o rules
snor_malware-cnc.so rules
snort_malware-cther.so.rules
snort_netbios so.rules
snart_os-linux.so rules
snort_os-other so.rules
snart_os-windows.so.rules
snort_policy-other.so.rules
anort_policy-social so rules
snart_protocak-dns.so.rules
snor_protocoknntp.so rules
snort_protocoothes.so rulés
snart_protocol-scada sa.rules

snor

pratocak-snmp.so rules
snort_protocoktfip.so.rules
snor_protocolvoip. s0.tules
snort_puap2p sorules
snor_server-iis. 80 rules

snort_server-mail so rules

onar_server-mysql so rules
snort_server-oracle.so rules
anart_server-other s, rulos

snort_server-webapp so rules
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Honarok b.2 — CnioBimmenHs: Snort mpo ckaHyBaHHSI MEPEXi

Flisense

COMMUNITY EDITION

Services / Snort/ Alerts ©

Snort Interfaces  Global Settings  Updates  Alerts  Blocked Passlists Suppress IPLists SIDMgmt LogMgmt Sync

Alert Log View Settings
=m0) 2l Auto-refresh 100 m

Interface to Inspect WAN (e

yse interface view

Alert Log Actions *mm
Alert Log View Filter [+)

10 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description
2024-12-21 2 TCP Attempted 192.168.122.232 36746 102.168.122.97 5810 ET SCAN
19:24:30 Information  Q, Q Potential VNC
Leak Scan 5800-5820
2024-12-21 2 TCP Potentially 192.168.122.232 52718 192.168.122.97 5432 ET SCAN
10:24:2 Bad Traffic Q Q Suspicious
inbound to
PostgreSQL port
5432
2024-12-21 2 TCP Potentially 192.168.122.232 52708 192.168.12297 5432 1:2010939 ET SCAN
19:24:26 Bad Traffic Q Q x Suspicious
inbound 1o
PostgreSQL port
5432
2024-12-21 2 TCP Potentially 192.168.122.232 48510 192.168.122.97 1521 1:2010936 ET SCAN
19:23:41 Bad Traffic  Q x Suspicious
inbound to
Oracle SQL port
1521
2 TCP Potentially 192.168.122 48504 192.168.12297 1521 1:2010936 ET SCAN
Bad Traffic  Q x Suspicious
inbound 1o
Oracle SQL port
1521
2024-12-21 2 TCP Potentially 192.168.1 37190 168.12297 1433 1:2010935 ET SCAN
19:22:23 Bad Traffic [+ x Suspicious
inbound 10
MSSQL port
1433
202412 2 TCP Potentially 37186 192168.12297 1433 | )35 ET SCAN
10:22:22 Bad Traffic Q Susplcious
inbound 1o
MSSQL port
1433
2024-12-21 2 TCP Potentially 192.168.122.232 50650 3306 1:2010937 ET SCAN
19:22:14 Bad Traffic  Q Suspicious
inbound 1o
mySaL port
3306
202412-21 2 TCP Potentially 192.168.122.232 50650 102.166.122.97 3306 937 ET SCAN
19:22:13 Bad Traffic Q Susplcious
inbound 1o
mySqaL port
3306
20241221 2 TCP Potentially 192.168.122.232 50646 192.168.12297 3306 1:2010937 ET SCAN
19:22:12 Bad Traffic Q Q b 4 Suspicious

inbound 10
mySQL port
3306

View license.
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Flisense

MMUNITY EDITION

Diagnostics / States/ States

States

Reset States

Honatok b.3 — Cranu 3’eqHadb

State Filter (-]

Interface

Filter expression

Rule ID

all v

States
Interface Protocol
WAN icmp
WAN icmp
LAN udp
WAN udp
LAN tep
LAN tep
LAN tep
LAN cp
LAN icp
LAN tcp
LAN tep
LAN top
LAN udp
LAN tcp
WAN icp
LAN tcp
WAN tcp
LAN tcp
LAN tcp
LAN tep
LAN tcp

Source (Original Source) -> Destination (Original Destination)

192.168.122.97:21044 -> 192.168.122.1:21044

192.168.122.97:39417 -> 8.8.8.8:30417

192.168.1.10:55576 -> 23.64.12.10:443

192.168.122.97:61152 (192.168.1.10:55576) -> 23.64.12.10:443

192.168.1.10:64133 -> 192.168.1.1:443

192.168.1.10:64136 -> 192.168.1.1:443

192.168.1.10:64137 -> 192.168.1.1:443

192.168.1.10:64139 -> 192.168.1.1:443

192.168.1.10:64140-> 192,168.1.1:443

192.168.1.10:64143 -> 192.168.1.1:443

192.168.1.10:64144 -> 192.168.1.1:443

192.168.1.10:64145-> 192.168.1.1:443

192.168.1.1:514 -> 192.168.1.10:514

192.168.1.10:64149 -> 48.209.144.71:443

192.168.122.97:45783 (192.168.1.10:64149) ->

48.209.144.71:443

192.168.1.10:64154 -> 204.79,197.230:443

192.168.122.97:19046 (192.168.1.10:64154) -»

204.79.197.239:443

192.168.1.10:64155-> 192.168.1.1:443

192.168.1.10:64157 -> 192.168.1.1:443

192.168.1.10:64160 -> 192.168.1.1:443

192.168.1.10:64161 -> 192.168.1.1:443

State

0:0

MULTIPLE:MULTIPLE

MULTIPLE:MULTIPLE

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_2:FIN_WAIT_2

FIN_WAIT_2:FIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_2:FIN_WAIT_2

FIN_WAIT_2:FIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

SINGLE:NO_TRAFFIC

FIN_WAIT_2:FIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_ZFIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_ZFIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

FIN_WAIT_Z:FIN_WAIT_2

Packets
9.0B6K /
8.541K

1.563K /
1.563K

9/11

9/1M

717

117

18/24

8/7

8/8

8/8

25/ 35

18/21

13/17

13/17

7/7

B/8

8/8

Bytes
257 KiB
242
KiB
128 KiB
f128
KIB

4 KiB /
4 Kig

4 Kig /
4 KiB

2KiB/
546 B

2KiB/
546 B

3KiB/
14 KiB

2KiB/
546 B

2KiB/
546 B

2KiB/
2 KiB

2KiB/
2 KiB

4 KiB /
19 KiB

184 B/
0B

6 KiB /
12 KiB

6 KiB /
12 KiB

3KiB/
7 KiB

3KiB/
7 KiB

2KiB/
3468

2 KiB /
546 B

2KiB/
2 KiB

2KiB/
2KiB
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Honarok b.4 — 3aranbHa cTaTUCTHKA 3’ €JHAHD

Flisense

COMMUNITY EDITION

Diagnostics / States Summary e

By Source IP

Protocol counts

P # States Protocol # States Source Ports Dest. Ports
192.168.1.10 9 udp 2 1
tep i 1
192.168.122.97 3 lemp 2 2
udp 1 1

By Destination IP

Protocol counts

P # States Protocol # States Source Ports Dest. Ports
8888 1 icmp 1 1
23.64.1217 2 udp 2 1
31.28161.71 1 udp 1 i |
192.168.1.1 7 tcp 7 1
192.168.122.1 1 icmp 1 1

Total per IP

Protocol counts

P # States Protocol # States Source Ports Dest. Ports
8.8.8.8 1 lemp 1 1
23.64.1217 2 udp 2 1
31.28.161.71 1 udp 1 1
192.168.1.1 7 tcp 7 1
192.168.1.10 9 udp 2 1

tep 7 1
192.168.122.1 1 icmp 1 1
192.168.122.97 3 icmp 2 2

udp 1 1

By IP Pair

Protocol counts

P # States Protocol # States Source Ports Dest. Ports
192.168.122.97 -= 192.168.122.1 1 iemp 1 1
192.168.122.97 --8.8.8.8 1 iemp 1 1
192.168.1.10 -> 23.64.12.17 2 udp 2 1
192.168.1.10 - 192.168.1.1 7 tcp 7 1
192.168.122.97 -> 31.28.161.71 1 udp ’ 1

= pfSense Netgate. View license. =
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Flisense

COMMUNITY EDITION

Status / Dashboard

System Information

Name
User

System

BIOS

Version

CPU Type

Hardware
crypto

Kemnel PTI
MDS Mitigation
Uptime

Current
date/time

DNS server(s)

Last config

FO0

pfSense hryhorus.net
admin@192.168.1.10 (Local Database)

VirtualBox Virtual Machine
Netgate Device 10: 257e9609bf4e21ba0160

Vendor: innotek GmbH
Version: VirtualBox
Release Date: Fri Dec 1 2006

2.7.2-RELEASE (amd64)
built on Wed Dec 6 22:10:00 EET 2023
FreeBSD 14.0-CURRENT

Version Information updated at Sat Dec 21 21:50:34

EET 2024 &5

Intel(R) Core(TM) 15102100 CPU @ 1.60GHz

2 CPUs: 1 package(s) x 2 cache groups x 1 core(s)
AES-N| CPU Crypto: Yes (inactive)

QAT Crypto: No

Inactive

Disabled
Inactive
00 Hour 48 Minutes 44 Seconds
Sat Dec 21 22:38:10 EET 2024
« 127.0.01
+ 192.168.122.1
« 162.168.1.10

Sat Dec 21 22:17:02 EET 2024

change
State table size
0% (27/147000) Show state
MBUF Usage
0% (4292/1000000)
Load average 0.45, 0.40,0.35
CPU usage |
3%
Memory usage
76% of 1474 MiB
SWAP usage
0% of 1024 MiB
Disks Q0
Mount Used Size Usage
A 866M 7.46 &

11% of 7.4G (zfs)

pfSense

Honarok b.5 — I'onmoBue mento pfSense

+ O

Netgate Services And Support [— X x]

Contract type

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your pfSense gateway firewall appliance from
Netgate and elected Community Support at the point of sale or
installed pfSense on your own hardware, you have access o
various community support resources. This includes the NETGATE
RESOURCE LIBRARY

You also may upgrade to a Netgate Global Technical Assistance
Center (TAC) Support subscription. We're always onl Qur team is
staffed 24x7x365 and committed to delivering enterprise-ciass
worldwide support at a price point that |s more than competitive
when compared 1o others In our space

* Upgrade Your Support Community Suppeort Resources

Official pfSense Training by

» Metgate Global Support FAQ

Netgati

= Netgate Protessional
+ Visit Netgate.com
services

If you decide 1o purchase a Netgate Global TAC Support
supscription, you MUST have your Netgate Device ID

(NDI) from your firewall in order to vallidate support for this
unit. Write down your NDI and store it in a safe place. You can
purchase TAC supports here

~a
=

S WAN N 1000baseT <full-duplex> 192,168.122.97
S LAN 4 1000baseT <full-duplex> 192.168.1.1

Snort Alerts OO0

Interface/Time Src/Dst Address Description

ET SCAN Suspicious
inbound to PostgreSQL

WAN
Dec 21 22:34:...

192
192

168.122.232:44668
168.122.97:5432

WAN 102.168.122.232:44668 ET SCAN Suspicious
Dec 2122:34:.. 192.168.122.97:5432 Inbound to PostgreSQL
WAN 102.168.122.232:44660  ET SCAN Suspicious
Dec 2122:34:., 192168.122.97:5432 inbound to PostgreSQL
WAN 192.168.122.232:48802  ET SCAN Potential VNC
Dec 2122:34:., 192.168.122.97:5802 Scan 5800-5820

WAN 102.168.122.232:37580  ET SCAN Suspicious
Dec 2122:34:.. 192.168.122.97:1433 inbound to MSSQL port.

Netgate. View license
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Honarok B — Jlictuar koH}irypariitnux QaitiiB npucTpoiB Mepexi

SW-Distr-1:

|

! Last configuration change at 16:09:38 UTC Fri
Dec 20 2024

!

version 15.2

service timestamps debug datetime msec
service timestamps log datetime

no service password-encryption

service compress-config

!

hostname Switch-1

!

boot-start-marker

boot-end-marker

!

!

logging discriminator EXCESS severity drops 6
msg-body drops EXCESSCOLL

logging buffered 50000

logging console discriminator EXCESS
enable secret 5
$1$bDprSyvzvN9IoXImKIuVOq2uvHV 1
!

username Anton privilege 15 secret 5
$1$nBb/$Jd6ByO94tgWw/114VI7TAHO
no aaa new-model

!

!

no ip icmp rate-limit unreachable

!

!

!

ip domain-name hryhorus.net

ip name-server 192.168.1.10

ip name-server 192.168.1.1

ip cef

no ipvé6 cef

!

!

!

spanning-tree mode pvst
spanning-tree extend system-id

!
!
!
!
!
!

interface Ethernet0/0
!

interface Ethernet0/1
'

interface Ethernet0/2

|

interface Ethernet0/3
!

interface Ethernet1/0
!

interface Ethernet3/1
!

interface Ethernet3/2
!

interface Ethernet3/3

!

interface Vlanl

ip address 192.168.1.2 255.255.255.0
!

ip default-gateway 192.168.1.1
ip forward-protocol nd

!

ip tcp synwait-time 5

ip http server

!

ip ssh time-out 30

ip ssh version 2

ip ssh server algorithm encryption aes128-ctr
aes192-ctr aes256-ctr

ip ssh client algorithm encryption aes128-ctr
aes192-ctr aes256-ctr

!

!

logging trap notifications

logging host 192.168.1.10

!

!

!

control-plane

!

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
login local

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login local
transport input ssh
!

!

!

end
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SW-Access-1:

! Last configuration change at 16:45:54 UTC Fri
Dec 20 2024

!

version 15.2

service timestamps debug datetime msec
service timestamps log datetime

no service password-encryption

service compress-config

!

hostname Switch-2

!

boot-start-marker

boot-end-marker

!

!

logging discriminator EXCESS severity drops 6
msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS
enable secret 5
$1$jDyR$BTISNESUWBT4qI27jSEJ41
!

username Anton privilege 15 secret 5
$1$ZEx6$Yr0cf7nPmOhHT6fUSUKm70
no aaa new-model

!

no ip icmp rate-limit unreachable

!

!

!

ip domain-name hryhorus.net

ip name-server 192.168.1.10

ip name-server 192.168.1.1

ip cef

no ipvé6 cef

!

!

!

spanning-tree mode pvst
spanning-tree extend system-id

!

!

interface Ethernet0/0
!

interface Ethernet0/1
'

interface Ethernet0/2
!

interface Ethernet0/3
'

interface Ethernet1/0
!

interface Ethernetl/1
!

interface Ethernet1/2
!

interface Ethernet1/3
!

interface Ethernet2/0
!

interface Ethernet3/0
!

interface Ethernet3/1
!

interface Ethernet3/2
!

interface Ethernet3/3

!

interface Vlanl

ip address 192.168.1.3 255.255.255.0
!

ip default-gateway 192.168.1.1

ip forward-protocol nd

!

ip tcp synwait-time 5

ip http server

!

ip ssh time-out 30

ip ssh version 2

ip ssh server algorithm encryption aes128-ctr
aes192-ctr aes256-ctr

ip ssh client algorithm encryption aes128-ctr
aes192-ctr aes256-ctr

!

!

logging trap notifications

logging host 192.168.1.10

!

!

!

control-plane

!

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
login local

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login local
transport input ssh
!

!

!

end
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