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AHOTAILIA

Burryckna kBamidikariitna po0oTa MaricTpa CKJIaIaeThCs 3 MOSCHIOBAIBHOL
3aIUCKU JI0 JUIUIOMHOTO TIPOEKTY, KA CKIAHAETHCS 31 BCTYIy, TPHOX PO3JILTIB,
BHCHOBKIB, CIHCKY BHKOPHCTAHOI JiTEpaTypu Ta JOAaTKiB. TEKCTOBa YacTHWHA
BUKJIaJeHa Ha 49 cTopiHKax ApyKoBaHOTO TeKcTy. [losicHioBanbHa 3amucka mae 32
CTOPIHKM AoAarkiB. CIIMCOK BUKOPUCTAHUX JKepea MICTUTh 11 HaliMeHyBaHHS 1
3aiimae 1 ctopinky. B po6oti HaBeneno 70 pucyHkiB. 3araabHuil 00csr podotu — 82
CTOPIHKH.

Merorw kBamikamiitHoi pobotrn € po3poOka IT-idpacTpykrypm 3a
nomomororo pimens Microsoft.

B po6otri Oyno po3rissHyTO Tpu3HA4YeHHS 1 npuHun pobotu IT-
iHppacTpykTyp. [IpoananizoBaHO BUKOPUCTAHHSIM PI3HUX THITIB MEPEXKI Ta ICHYFOUNX
pieHp 178 11 mo6ynoBu. JloCHIKEHO 3aCTOCYBAaHHS MO PHUX ICHYIOUHX PIllICHb.
Po3pobieHo makeT Mepexi, BU3HAUEHO HEOOXiAHE MporpamMHe 3are3ledyeHHs Ta
OpUCTPOT, Kl Oy/iu HanamroBaHl. Pe3ynbrar poOOTH MPOTECTOBaHMIA Ta BIINOBIAAE
MOCTABJICHUM BUMOTaM.

Kmouosi cmosa: WINDOWS, WINDOWS SERVER, DFS, ACTIVE
DIRECTORY, DOMAIN CONTROLLER, DHCP, SERVER, JOCTWVI],

ITPABUIJIA, AJIMIHICTPATOP, BIPTYAJII3ALILA, MEPEXA,
BIZIMOBOCTIMKICTS.
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ANNOTATION

The master's qualification thesis consists of an explanatory note to the diploma
project, which includes an introduction, three chapters, conclusions, alist of references,
and appendices. The textual part spans 49 pages of printed text. The explanatory note
contains 32 pages of appendices. The list of references includes 11 sources and
occupies 1 page. The work features 70 figures. The total volume of the thesis is 82
pages.

The purpose of the qualification thesis is to develop an IT infrastructure using
Microsoft solutions.

The thesis examines the purposeand principles of IT infrastructures. It analyzes
the use of various types of networks and existing solutions for building them. The
application of popular existing solutions is researched. A network model is developed,
and the required software and devices are identified and configured. The results of the
work have been tested and meet the specified requirements.

Keywords: WINDOWS, WINDOWS SERVER, DFS, ACTIVE DIRECTORY,
DOMAIN CONTROLLER, DHCP, SERVER, ACCESS, RULES,
ADMINISTRATOR, VIRTUALIZATION, NETWORK, FAULT TOLERANCE.
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[IEPEJIIK YMOBHHUX [TO3HAYEHD

[IK — nepcoHalIbHHUI KOMIT FOTEP
AD - Active Directory

DC- Domain Controller

LAN — Local Area Network

WAN — Wide Area Network

I13 — nporpamue 3a06e3neUeHHS
OC- omneparriiina cuctema

MFA — Multi-factor Authentication
DFS — Distributed File System
CRM — Customer Relationship Management
NAS — Network Attached Storage
SAN - Storage Area Network
SQL — Structured Query Language
AWS — Amazon Web Services
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BCTVII

AKTyaJIbHiCTh TeMH: pimreHHs Microsoft HamarOTh MUPOKI MOKIUBOCTI JIJIS
nooynoBu IT-ibpacTpykrypu 06e3 3HaYHUX BUTpar. BoHM J103BOJSIOTH
OiIOpUeMCTBaM  €(EKTUBHO OpraHi3yBaTH poOO0dYi MpOIECH, 3ATUINAIOYNCH
KOHKYPEHTOCTIPOMOXKHUMH Ta TEXHOJIOTTYHO cy4acHUMH. [[1g Mammx 1 cepemHix
OIIMPUEMCTB 11€ BIMIHHA MOXJIMBICTH BOPOBAJMTH IHHOBALi 0€3 HEOOXiTHOCTI
3HAYHUX KAITAIOBKJIAEHb.

MeTta aocaigsKeHHsi: BU3HAYCHHS ONTHUMAIbHUX METOIIB Ta TEXHOJOTIH
nooynoBu IT-HPpacTpykTyp opraniamiii i3 BUKOPUCTAaHHSIM pimieHb Microsoft,
aHam3 1XHBOI E(PEKTUBHOCTI, (YHKIIOHATLHMX MOJXKIMBOCTEH Ta BIUIMBY HAa
3MEHIIEHHS BUTPAT MiANPUEMCTB.

3anaui gocinkeHns: cteopenns [T-HdpacTpykTypu, sika Moxe 3a0e3neunTu

CTaOUIbHUI 3B’ 130K MDK IPUCTPOSIMU 1 0yTH MPAKTUYHOIO y CBOEMY BUKOPHCTAHHL
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PO311J11 TEOPETUYHI ACIIEKTH
1.1 Teoperuuni acnekru I T-indgpacTpykrypn

IT-iHppacTpykTypa — 11€ CYKYIHICTh anapaTHUX 1 IPOTpaMHUX 3aC001B, MEPEK,
CHCTEeM 30epiraHHsl TaHWX, CEPBEPIB, MPOTPAMHOTO 3a0€3IMEeUEHHs, a TaKOXK IHIIHMX
pecypciB, HeoOXiTHUX I 3a0e3rmedeHHs (PYHKIIOHYBaHHS H(GOPMAIMHUX CHCTEM
opraniailii. Bona € ocHOBOO 17151 30epiranHs, 00poOKH Ta rmepeaadi JaHuX, a TaKoX
JUTSL THIATPUMKH O13HEC-TIPOIIECIB.

Bona ckinagaeTbcs 3 TaKUX KOMIIOHEHTIB:

. OO6uucmoBanbHI pecypcu(cepBepu, poooyi CTaHIIil )

. Mepexi(LAN, WAN, mapmipyTupa3zoTpu, KOMyTyTaTOpH, TOIIIO)

. Cuctemu 30epiranns 1aHnux(NAS, SAN)

. Xwmapsi margopmu(OneDrive, Google Drive, Amazon S3)

. [Iporpamue 3a6e3neuenus(OC, SQL, CRM)

. besneka( AHTUBIpYCH, TEXHOJIOTT MUGPyBaHHS )

. XwmapHi texnonorii(Azure, AWS, Google Cloud)

IT-inppacTpykTypa 3a0e3medye aBTOMATH3aIllI0 OMEpaiiif, TakuX K
(diHaHCOBMI OOJIIK, YNPaBIIHHSA MEPCOHAIOM, JIOTICTUKA, Ipoaaxi Towmo. CydacHl
IHCTpYMEHTH Ta IUIaTGOPMH JOMOMAraloTh IIBHJIIE BHUKOHYBaTH 3aBJIaHHS,
ONTUMBYIOTh KOMYHIKaIlli Ta J103BOJISIIOTH MPALIOBAaTH B PEAIbHOMY 4acl. 3aBJISIKU
npaBWIbHIN HOPACTPYKTYpl OpraHizallisi MOKe rapaHTyBatu Oe3rnepeOiiHuil 10CTyn
no HbopmMmarii 3 Oyap-axoro mici. Kommanii, mo BUKOpUCTOBYIOTH cydacHi IT-
TEXHOJIOT1i, MOXYTh IIBHJIIC pearyBaTd Ha PHUHKOBI 3MIHH Ta TMPOTOHYBaTH
iHHOBaIKHI pimenns. Haniiaa IT-iHdpacTpykTypa MIHIMIByE PHU3UKH BTpATH JTaHHUX
a0o aTak xakepiB.

Panilie koMnaHii BUKOPUCTOBYBAIM BENMKI cepBepu (MeliHppeitmu). CydyacHa
iH(ppacTpyKTypa OpiEHTOBaHA Ha PO3MOAUICHI CHCTEMHU, IO MPAIIOIOThH K JIOKAIBHO,
Tak 1 B xmapl. OpradiBaii Bce OUIbIIE IHTErPYIOTh XMapHI CEpPBICH AJIA
MacIITadOBaHOCTI, JTIOCTYMHOCTI Ta €KOHOMii KoWTiB. BkmodenHs "po3ymHux"

MPUCTPOIB Y MEPEXKY PO3IIMPIOE MOXKIMBOCTI HOPACTPYKTYpU (HAMPUKIIAL,
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BIIIAJICHUIA MOHITOPUHT Ta ynpasiiHHs). CuctemMu opkecTparii, Taki sik Kubernetes,

AO03BOJEIIOTh ABTOMATHU3YyBATU ynpaBJIiHHH KOHTeﬁHepaMH Ta JOAdaTKaMH. quaCHa

H(ppacTpykTypa MNIITPUMYE CKJIaJHI aHATTUYHI CHUCTEMH, SKI JONOMAaraioTh

KOMITaH1SIM TIpUiiMaTy 0OOTpyHTOBAHI PIIEHHS 3a JOTIOMOT OO IITYYHOTO IHTEJIEKTY.

3aramom IT-mepexa Moke BUKOPUCTOBYBATH TaKi TEXHOJIOT i :

Bipryanizamis(VMware, VirtualBox)

XwmapHi miatgopmu
Kownreitnepusanig(Docker, Kubernetes)
Cuctemu ynpasiinas nanumu(Hadoop, Spark)
Mepesxesi TexHoorii(SD-WAN, 5G)
besnexka(EDR, MFA)

1% pragon1 | IT-INfrastructure Architecture Landscape Diagram | aragont.com

Generated using Dragon1 | Enterprise Architect, Cloud-Based EA Tool
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Puc. 1.1 - Ilpuknan Bemukoi I T-iHppacTpykTypu 3 mxepena [9]

VYci chepu nisimpbHOCTI (OCBITA, MEAUIIMHA, TOPTIBJISA, IPOMHUCIIOBICTD) CTAIOTh

sanexxuumu Bl IT. 3aBasiku IT-HPpacTpykTypl opraHizaiii MOXYyTb €(EKTUBHO
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https://www.dragon1.com/watch/230970/it-infrastructure-architecture-blueprint

CIIBIPALIOBaTH HE3aJEeKHO Bl reorpadii. XmapHi miarGopMu Ta TEXHOJOTI
BI1I€03B'SI3KY 3p00OMIM MOXKIIMBUM MPOYKTUBHY po0O0TY 3 oMy. IT-HppacTpykTypae
0a3010 i1 HOBUX TEXHOJIOTIA, TakuX SK IUTYYHUW IHTEJCKT, OJIOKYEHH,
aBroMaru3zarlisa. HagiliHa iHdpacTpykTypa nonomarae KOMIaHISIM IEPEKUBATH KPHU3H,
3a0e3meuyroun 0e3nepepBHICTD OTepaltii.

1.2 Orasia pimens Ha 6a3i Microsoft

Microsoft € ogHMM 13 TPOBIIHMX CBITOBHX MOCTaYajbHHUKIB IIPOrPAMHOIO
3a0e3MeueHHs Ta TEXHOJIOTH 111 cTBopeHHs 1 miaTpumMku I T-mdpactpykTypu. Cepen
il IPOAYKTIB JOCTYNHMI HaOIp pIllIEHb, SIKI MOKHA BUKOPUCTOBYBATH JIsl TOOY10BU
IT-mppacTpykrypu opranBamid. Lli pimeHHss DPOMOHYIOTH BHCOKUN PIBEHb
HA/IIHOCTI, CyMICHOCTI Ta ()yHKITIOHAJIbHOCTI HaBITh Y 0a30BUX BEPCIIX, 10 TO3BOJISIE
NOCATTH O13HEC-1IUIel 0e3 3HaUHMUX (DIHAHCOBUX BUTpAT.

Hanpuknang Microsoft Azure Free Tier mamae gocTym a0 HabOpy XMapHHX
pecypciB, BKarodaroun 750 TOAWMH BUKOPHUCTAHHS BIPTyalbHMX MammH Linux abo
Windows, 5 I'b cxoBuia B Blob Storage, 250 I'b y SQL Database Ta 1 cepsicu. 3a
JOTIOMOTOI0 HbOTO PEANBYEThCA XOCTUHI BeO-I0JATKIB, TECTyBaHHA, MOOYI0Ba

0a30BUX CEPBICIB /I OpraHi3aIlii.

Puc. 1.2 - Jlorotun Microsoft Azure
Windows Admin Center - iHCTpyMEHT IS LIEHTPaTi30BAHOTO YIPABIIHHS
cepBepamu Windows (biBUYHUMEU Ta BIpTyaJTbHUMH) Yepe3 BeO-mHTepdeiic. Bin mae

MOYJIMBICTh YOPABJIATH 1HPPACTPYKTYpOIO, POOUTH MOHITOPHHT 1 CIPOIIYE

HaJIalTyBaHH:.
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Windows Admin Center  Server Manager = Microsoft

SA18n34-2.sa18.nttest.microsoft.com
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A\ Azure hybrid services e B 2 il i) ki =
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G Azure File Sync
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&5 Backup 18:01:02 101018134 3343 0xF452144679F0 0x0001E88B2E48 T SYNIECEICW 1Pvd 1 false
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2. 10.10.182.1 179 0x00100@341C06  0x00005E000108 TP ACK Pv4 1 false
L3 Devices
0xF45214467990 0x001DD8341C01 <P SYNIECEICW 1Pv4 1 false
E] Events 0x00155D846100 uoP Pud 3 false
[ Files P PSHIACK  IPV6 1 false
0x020D7872CAS8S Ox0; 1674 A< PSHIACK Pve 1 false
B Firewall " " ¥
10.10.181.32 3343 0x00155D846100 0x001550846000 uor Pv4 3 false
IS installed Apps
10.10.181.33 3343 0x00155D2846100 uop Pud 3 false
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[ packetmon
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" 0xF452144679F0 uop Py 3 fabe
B Registry -
0xF45214459200 e FINJACK Pvd. 1 false
»< Remote Desktop
0xF45214459200 0xF452144579 P ACK P4 1 false
48 Roles & Features 0XF452144692D0  OXFAS214467970 P FINJACK  1Pv4 1 false
B3 Scheduled Tasks OXFAS214467970  OxFA5214459200 P ACK Pud 1 false
OKF45214469200  0xFA52144679F0 uop pud 3 faka
) settings
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Puc. 1.3 - TIpuxnan Bukopuctanus pimenns Windows Admin Center
Ionymsapuum € pimeras Microsoft 365, o gae 0€3KOIITOBHUI JOCTYIT I
HAaBYAILHUX 3aKiafiB 1 HenmpuOyTKOoBUX opraHiamii. Bxmodae Word, Excel,
PowerPoint, Outlook Ta Microsoft Teams. Jltonu MatoTh MOKIMBICTH OPTraHI30BYBATH

CIIBIpALll, YIIPABJIATH JOKYMEHTaMU, IPOBOIUTU OHJIAHH-3yCTPIYL.

Puc. 1.4 - Jlorotun Microsoft 365
SQL Server Express - Bepcis cuctemu yrpasiiHHs 0azamu nanux SQL Server.
3a3BuYai 3aCTOCOBYETHCS Y MATUX Oi3HECAX, SIKMM MOTPIOHO KEPYBAHHS JaHUMH UM

TECTYBaHHS MPOTPAM.
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5 DESKTOP-S700LB3\SQLEXPRESS.Books - dbo. Table_1DESKTOP-9700LB3\SQLEXPRESS Books - dbo.book_details - Microsoft SQL Server Management Studio
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Puc. 1.5 - Bug nporpamuoro 3ade3neuenns Microsoft SQL Server Management
Studio

Cepen nporpamictiB Bimomum pitrernasm € Visual Studio Code, 60 BoHO siBIiste
c000I0 TIOTY)KHE CEpENOBHINE PO3POOKHM 3 MIATPUMKOIO PO3IIMPEHh 1 MOB

IpOrpamMyBaHHS.

Puc. 1.6 - Jlorotun Visual Studio Code
Active Directory mae MoXJMBICTH po3ropraHHs B pamkax Windows Server

Evaluation abo y xwmapi udepe3 Azure AD Free. 3a3Buuail 3aCTOCOBYETHCS I

YIPAaBIIHHA JOCTYyIAaMH Ta aBTEHTU(]IKAIIEI0 B Mepexax 1  LEHTPal30BAHOIO
YHpaBJ'IiHHSI KOpHUCTyBa4aMU Ta 0e3MeKoI0.
Cuoopuyx A.B.. Apk.
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Puc. 1.7 - Ckpirmor 3i ctapoi Bepcii Active Directory, mo kepyerbcs 3a
nonomororo rpadgiaHoi Microsoft Management Console

[Mponyktu Microsoft jerxko HTErpyrooThCs OAMH 3 OJHHUM, IO 3a0e3redye
3pyuHIcTh y HanawmryBaHH1 [T-HppacTtpykTypu. LI pimenHs 3a0e3nedyrors 0a3oBi
dbyHkIii kibepOe3neku, 30kpema 6aratodakTopHy aBTeHTU(IKAIIO Ta MUbPyBaHHS
nanux. Microsoft mpomonye cneriaibHi OE3KOIITOBHI IMAKETH MJIS OCBITHIX 1
OJIaroIiitHUX OpTaHi3allii, 110 I03BOJIsIE BUKOPUCTOBYBATH MOTY>KHI IHCTPYMEHTH 0€3
noaaTkoBuxX BUTpaT. Cepen KOHKYPEHTIB MOYKHA BHJIUIMTH OCOOJMBICTH PINICHB
Microsoft - iHCTpyMEHTH MarOTh IHTYITHBHO 3pO3yMiTnii iHTEpdeiic, 10 3MEHIIye
noTpeOy B CTEIiaT30BaHIi MIATOTOBII IEPCOHAITY.

Pimrennst Microsoft Server Core € yacTHHOIO omnepariiHux cucteM MicroSoft
Server, Takux sk Wmdows Server, 1 HagacTbCd SK OMIA JJI1 BCTAHOBJIICHHI 3
MIHIMQJIbHUM HA0OpPOM KOMITOHEHTIB, HEOOXITHUX I 3aIyCKy CEpBEPHUX POJICH.
Jlimensist st Microsoft Server Core minnagae min ymoBHU, BUKIaaeHl B Microsoft

Software License Terms (YMoBH JiiieH31i Ha mpoTrpaMHe 3a0e3nedeHds Microsoft).

3mH.
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Microsoft Server Core mileH3yeThbCsl SIK YacTWHA 3arajibHOl JIIEH31 IS
Windows Server. Jlinen3is Ha cepBep MOke OyTH HajlaHa Ha OCHOBI PI3BHUX MOICIICH,
30Kpema:

o Jlinensis 3a xumbkicTio sijep (Core-based licensing) — y npoMy Bumamaxy
JIIEH31 3aCTOCOBYETHCSA 10 GIBUYHUX SAep IPOoIlecopa Ha CepBepi.

o Jlinensis 3a xopuctyBauamu abo npuctposimu (CALs — Client Access
Licenses) — st 1OCTyIy KIEHTCHKUX MPHUCTPOIB 10 CEpBEPa MOXKYTh
3HaJIOOUTUCH OKPEMIJIILIEH31i Ha TOCTYII.

Server Core € «JIerkuM» BapiaHTOM OTIEpaIliiiHOi CUCTEMHU, ITI0 0O3HAYaE, 10 BIH
Ma€ 3HaYHO MEHIIe BOYIOBaHUX (DYHKIIA y MOPIBHSIHHI 3 MOBHOI[IHHUM BapiaHTOM
Windows Server. OgHak H#oro (pyHKIIOHATBHICT OOMEXKYETHCS JIMIIE OCHOBHUMHU
cepBicamu IJIs 3aITyCKy CepBEpHHUX poJiei (Hampukiaa, Active Directory, DNS, IIS
TOIIO).

YmoBu niensii 1y Server Core aHAJIOTWHI 10 YMOB JIILIEH31i 1J1s1 TOBHOI Bepcil
Windows Server. OgHak Ba)JIMBO 3a3HAYUTH, 1110 Y € OOMEXKEHHSI HA BUKOPHUCTAHHS
JesKuX crenuPaHux QyHKIIi:

e He Bci rpadiuHi HTepdehcH MATPUMYIOTHCS (HAIPUKIIA/, BIICYTHICTD
rpadigHoro iHTepdericy kopuctyaua— GUI).

e Jleski dyHKII, TakKi SK CEpBEPHUN MEHEKEDP, 0OMekeH1 a00 BiACYTHI.

YMOBU NileH31 BU3HAYaIOTh MAaKCUMAaJIbHY KUIBKICTh (DI3UYHUX MHPOLIECOPIB
a0bo szep, IS AKUX BU MOKETE 3aCTOCyBatTu jieH31t0. Y Server Core 111 KUIbKICTh HE
3MIHIOETHCS IOPIBHIHO 3 TOBHOO Bepcieto Windows Server, ajie BaxIJIMBO MaM'siTaTH,
1110 KUTbKICTh Si/Iep BU3HAYAE BAPTICTh JIIICH3II.

Jlimensis aist Microsoft Server Core 3a3Buyait 103B0JISIE 3/1IICHIOBATH MITPaIlO
Mpk BepcisiMu Windows Server (Hampukiaa, 3 Windows Server 2016 na Windows
Server 2019 a6o Windows Server 2022). Ilpore, K10 BU IEpEXOAUTE 3 IOBHOT BepcCil
Windows Server Ha Server Core abo HaBmaku, 1€ HE € IPOCTHUM OHOBJICHHSIM Yepe3
3MiHy KoHGIrypani onepartiitnoi cuctemu (Bix GUI o Core abo HaBmaku).

Jliuen3is Ha Server Core He 0OMEXY€E Bac y BUKOHAHHI CEPBEPHUX POJIEH 4n

crnenuduHUX 3aBaaHb. lIpore, kopuctyBaui abo MPUCTPOT, Kl MIAKIFOYAIOTHCS JI0
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cepBepa, MOBUHHI MaTH BiinoBinHy JineH3ito Ha goctyn (CAL). Server Core moxe
OyTH BUKOPHUCTAaHUM JIJI1 BUKOHAHHSA TEBHUX 3aBllaHb 0€3 HEOOXITHOCTI IMOBHOI
iHetamsiii ctangaptHoro GUI, mo minBuiiye eeKTUBHICTh Ta 3HUKYE BUTpPATH Ha
pecypcu.

Microsoft Hamae TexHIUHY MIOTPMMKY IS Bcix Bepcii Windows Server,
BKrOUaroun Server Core, IpoTe MATPUMKA OHOBJICHB JIJIA ITi€l Bepcii Mae crierudiaai
momeHntu. Windows Server Core oTpuMye OHOBJICHHS 4epe3 CTaHAApTHUI KaHaj
oHOBJIeHb Microsoft 1 KOpuCTyBaui TakoX MOBHHHI CIHIIKyBaTHU 3a 3MIHAaMU B
noJiiTukax maTpuMku Bepcii Windows Server, OCKUIbKY MATPUMKA CTApUX BEPCId
MO>Ke OyTH TIPUIMHHEHA.

Axmo xmeHt BukopuctoByere Microsoft Server Core B BipTyalizoBaHOMY
cepenoBuIl (HampuWKiIaa, HAa BIPTyaJbHUX MalllMHAX), TOJI JIIEH311 Ha CEpPBEp
3alie)KaTUME BiI KUIBKOCTI BIPTyalbHUX MAIlIMH, $SKI B XOUY€TE€ CTBOPUTU.
BipTyanizamis Mo’ke BUMaraTH JOJaTKOBHUX JIIEH31d Ha BIpTyalbHI MamMHU (5K
PaBWIIO, YEPE3 BUKOPUCTAHHS JIIIICH31 Ha PI3UYHI sIApa 9U MIPOIIECOPH).

CepaepHi onepariiiai cuctemu Microsoft, Taki sk Windows Server Standard um
Windows Server Datacenter, mpomoHy:0OTh OUlbIie (DYHKIIA Ta MOMXIHUBOCTEH Y
nopiBHsiHHI 3 Server Core. Opnak Server Core po3poOJeHHM sl 3MEHILIECHHS
HABAaHTAKEHHS HAa CHUCTEMY, 3MEHIIEHHS KUIbKOCTI BPa3JIMBOCTEH Ta MiABUIICHHS
Oe3reky yepe3 MEHIY KUIbKICTh KoMIoHEeHTIB OC, siKi MOTEHIITHO MOXYyTb OyTH
aTakoBaHi.

Ockimbku  Server Core wmae wMeHme (yHKIIOHAIBHOCTI, BIH 3a3BUYad
CIIPUMMAETHCA SIK OUThI Oe3MeUHMil BUOIP, OCKUIbKM OOMEXKEHHS B IHTepdeici
3HWKYIOTh TOTEHIHHI Bpa3nuBocTl. KpiM Toro, omepariifHa cHcTeMa dYacTo
BUKOPHUCTOBYETHCS JIJIsI BUKOHAHHS CEPBEPHHX POJICH, J€ BaXKJMBa CTAOUIHHICTH 1
oesneka. BinmosinHo, Server Core Moxe OyTH JIIEH30BaHUM [Js1 BUKOHAHHA
cepTu(iKOBaHMX 3aBJIaHb Y KOHTEKCTI cTaHnmapTiB, Takux sik FIPS 140-2 (Federal
Information  Processing Standard), 1m0 3acTocoByHOTbCS g OE3MEUHOrO

BUKOPUCTAaHHSA B Jiep»aBHUX yctaHoBax CIIIA.
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1.3 MeTtoau nodynosu I T-indppacTpykryp

[lobynosa IT-iHbpacTpykTypu mnepeadavae CTPYKTYpOBaHMM MIIXig 10
POEKTYBAHHS, HAIAIITYBAHHSI i1 BIIPOBAJI?)KEHHS CUCTEM, 1110 BITIOBIIal0Th TOTpeOam
opraupauii. lle Bkimoyae BuOIp amapaTHOro 3a0e3NeueHHs, MPOTPaMHUX PIECHb,
KOH(}Irypariiro Mepek, CEpBEPIB 1 CHCTEM YIPaABIIHHS TOCTYIIOM.

CnouatKy NpoBOJIATh aHAI3 BUMOT, @ CaMe OLIHKY O13HEeC -MoTped, BU3HAYCHHS
IIUICH (aBTOMAaTH3aIllsl MPOLECiB, MIBUIIICHHS OE3TICKH, ONTUMI3aIlisl BUTPAT), 00JIIK
MmaciiTadyBaHHS, MPOTHO3YBaHHS MaOYTHHOTO POCTY OpraHi3ailii, imeHTuiKaliro
00MEXEHb, IO BKIIOYAE OMOIKET, TEXHIYHI PECypCH, HasBHUN mnepcoHai. Jlami
CIIELIATICTH BUOUPAIOTH Ky CaMe apXITeKTypy Oyzae matu mepexa. Lle Mmoxe OyTu:

. JlokanbHa 1H}pacTpyKTypa, KOJM CEpBEpPH Ta MEPEXi PO3TOPHYTI y
MPUMIIICHHAX OpTraHi3ailii. BoHa miaxoauTe AJ1s1 KOMITaHii 3 BUCOKMMHU BUMOTaMH JI0
KOH(IIEHIIMHOCTI JaHUX.

. XMapHa iHppacTPYKTypa - I PO3TOPTaHHS B XMapHUX CEPEIOBHUIIAX, 110
11eanbHO I THYYKOCTI Ta JOCTYIY 3 OY/Ib-SKOTO MICIISl Ta €EKOHOMIi Ha anapaTHOMY
3a0e3MeyeHHI.

. I'opunna Monens sBisie cO00K KOMOIHAIIO JIOKAIBHOI Ta XMapHOL
iHppacTpyKTypu. BukopuctoByeThCs 1151 30€piraHHsi KPUTUYHUX JAHUX JIOKAIBHO 3
IHTErpaIlie€l0 XMapHUX PIIICHb.

Hactynuuit kpok — cermenTaiisi. [loTpiOHO BU3HAYUTH JIOTTUHI Ta (GI3UUHI 30HU
(BUpOOHUYHUN CErMEHT, KOPUCTYBAIlbKHI, TECTOBUM) 1 PO3MOAUIMTA HABAHTAXKECHHS
MDK OKpPEMHUMH cCepBepaMu a00 XMmapHUMHU pecypcamu. Ilicms mporo e
ctanmapTuzamis - BukopucTaHHs ctaHgaptHux maxonaiB (ITIL, TOGAF) nna
NPOEKTYBAaHHS, MOHITOPUHTY Ta YIPABIIHHA I1HPPACTPYKTYPOIO 1 BIPOBAIKEHHSI
NOJITHUK KibepOe3neku. BKIHII nuX 11l Bi1OYyBa€eThCs TECTYBAHHS 1 IPOTOTUITYBAHHSL:
CTBOPEHHS TECTOBOT'O CEPENOBUIIA JJIsI MEPEBIPKU MPOIYKTUBHOCTI T4 HAAIAHOCTI
pILLIEHB.

OkpeMO MOXHa PO3TJSHYTU HalalITyBaHHS cepBepiB 1 kopucTyBauiB. Llei

IpoIlec He MEHII BaXXJIMBUH 3a nomnepeaHid. Bece mounnaerbes 31 BctanoBneHHs: OC
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Windows Server (manpuknan, 2019 a6o 2022) 1 HajmamTyBaHHS poJieid 1 QyHKIIH,
Takux sk Active Directory (AD), DNS, DHCP. Moxhza BukopuctoByBaru Hyper-V
abo VMware 111 CTBOPEHHSI BIpTyaJbHUX CEPBEPIB 1 pO3rOPTaHHS IEKUIBKOX CEPBEPIB
Ha oAHOMY (PBUYHOMY OO0JagHAHHI U1 €KOHOMIl pecypciB. CiioM 3a UM e
BCTAaHOBJICHHS OpaHaMayepiB, OHOBJICHHS OICPAIllfHAX CHUCTEM, BITPOBAJIKCHHS
MOJITUK JOCTymy, Takux sk RDP uepes VPN. He cmin 3abyBatu mpo pe3epBHE
KOTTIFOBAaHHS.

Jljisi HanmamTyBaHHS MEPEeX BUKOPUCTOBYIOTH PI3HI MpakTHKU. Po3risHemo
OCHOBHI KPOKH.

CTtBOPIOIOTHCH BIpTyalibHi JIOKabHI Mepexi (VLAN) mist 3ol CerMeHTIB 1
HAJIAIITOBYETHCS MapUIPyTU3aTOpu Ta Komytatopu (Hanpukiaa, Cisco, Mikrotik).
SIKIII0 BUKOPHUCTOBYETHCS 0€3/[pOTOBAa MEPEKA, TO CJII HAIAIITYBATH TOYKHU JTOCTYITY
3 WPA3 nns 6e3nexu 1 KoHTposmoBaTu npoctyrnom a0 Wi-Fi depes cepsicu Radius.
Mepeka 3a3Budail Mae TMIKIIOYEHAS A0 [HTepHETY, ToMy Tpeba BUKOPHCTOBYBATH
OCHOBHE 1 pe3epBHE MIIKIIOUCHHS 7S 3a0e3meueHHs 0e3nepepBHOCTI pobotu. Ha
3aBEPIIATLHOMY €Tarll BIPOBA/KYIOTHCA CUCTEMH MOHITOpUHTY, Taki sk PRTG,
Zabbix abo Microsoft Network Monitor, a Takox 3aco0u aHanizy 3arpo3, HanpuKJaz,
Security Onion, Zeek (panime Bro) ado Suricata, mo 3a0e3ne4yroTh KOMILIEKCHUMA
KOHTPOJIb 32 IHPPACTPYKTYpOIO, BUSBJICHHS aHOMaJIN Ta 3aXUCT Bif KiOepaTak.

Jlna ynpapiiHHA OOJIKOBUMHM 3amuicamu po3ropTaerbes Active Directory, sika
BUKOHYE pOJIb IIEHTPATI30BaHOT TOUKM aBTeHTU(IKAIli, aBTOopu3alii Ta OOIIKY
(Authentication, Authorization, and Accounting — AAA). Lle m03BoJsie eheKTHBHO
YIOPaBISITH KOPUCTyBadaMu, HAJTAIITOBYBATH TpymnoBi moituku (GPO) nis KoHTp oo
JTOCTYITy JIO pecypciB, a TaKOXK MpU3HAYATH POJII ¥ MpaBa BIATIOBITHO 10 IMOCAT0BUX
000B's13KiB. BaXIMBUM acTIeKTOM € BIPOBAKEHHS MOJIITUKA HAHMEHILIOTO MPUBLICIO
(Least Privilege) Ta 3a0e3neueHHs OaratopakTopHOi ayTeHTU(DIKALLT 1JIs1 MiABULICHHS

O€E3MEeKH.
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1.4 llpuknaau apxXiTeKTYPHUX pillleHb

Posrastnemo aekimbka npukiaaB IT-iHbpacTpykTyp pi3HHX TuniX. JlokanbHa

HppacTpykTypa Manoro odicy uu 613HeCY MOMKE MaTH TaKl XapaKTep UCTUKU:

. Ceprep Windows Server, po3ropHyTuii 1711 BUKOHaHHs poJjieii AD, DNS
1 DHCP.

. Onun mapmpyTu3arop 3 miaTpumMkor VPN 11 BinaaeHoro 10CTymy.

. NAS (manpuxkman, Synology) nns 30epiranHs ¢aililiB 1 pe3epBHOTO
KOTTIFOBAHHS.

. be3npoToBiTOUKK AOCTYIY 111 MOOUIBHUX IPUCTPOIB.

SIKI0 XTOCH 3aX04€ 3aCTOCYBATH XMapHe PIllIeHHs 11 CTapTaIy, TO BOHO MOXe
MICTUTH TaKl KOTIMOHEHTHU:

. Bukopuctanns Microsoft Azure Free Tier: BipTyalibHa MaimHa st
xocTuHTy noaarkiB 1 SQL Server Express st ynpaBiiHHS JaHUMHU.

. 36epiranus dainiB y OneDrive 3 KOHTpOeM BEpCIid.

. Microsoft Teams aJist ciibHOT poOOTH I KOMYHIKAILii .

Jliist motped ribpuaHoi Moeni cepeaHbo1 KoMIaHii Tpeda MaTH:

. JloxanbHuii cepBep Active Directory s ympaBiiHHS OOJIKOBUMU
3anrcamu.

. XmapHUil pe3epBHUM cepBep y Azure 11 aBapiiHOTO BITHOBJICHHS.

. Posropranns Exchange Online 115t KopriopaTUBHO1 HOILTH.

. HamamryBannas VPN 1715 criiBpoOITHUKIB, SIK1 TIPAIIOIOTH BIIIATICHO.

Komn y xommanii um Oi3HECy BelMKa KOpIopaTHBHA Mepeka, TO BOHA

XapaKTCpU3y€TbCs TAKUMHU KOMIIOHCHTAMMU

. bararo3oHoBa Mojieinb, a came JokaabHui IO/l 17151 KpUTUYHO BaXKITMBUX

JaHUX 1 XMapHa HPpacTpyKTypa sl HEKIIFOUOBHUX CEPBICIB (0OMIH (paiiyamMHu, 1Moimra).

. Knacrtepu cepsepiB Hyper-V miist BUCOKOT JOCTYIHOCTI
. Bukopuctannsa Azure AD 11 yripaBiiHHS JOCTYIIOM 1 MOOUIBHICTIO.
Cuoopuyx A.B.. Apx.
[Danvroscokuii 1.1
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PO3/11)12 MOJAEJIOBAHHS ITPOCTOI IT-IHOPPACTPYKTYPH
2.1. Orasa i HaJlalryBaHHS Mepeaxi

Mepexa cknamaetbcs 3 4oTHUpbox mnpuctpoiB: SERVER-1, SERVER-2
0azoBoro komyraropa 3 nporpamu GNS3 i po6ouoi cranmii kopuctyBada(WS-1). Ha
cepBepax BctanoBieHa OC Windows Server 2016, a Ha KOoMIT FOTepi KOPUCTyBa4a
Windows 10, 106 MaTii MOKJIMBICTH MTEPEBIPUTH BUKOHAHI HaJTAITyBaHHA. B Mepexi

J1Ba CE€pBeEpa: NEPIINNA — OCHOBHHM, 1P YT - pE3EPBHUM.

SERV-1-1

WorkStation-1-1
SW-1

"t:—#" i

Puc. 2.1 - Tononoris mepexi
Cnouarky TpeOa HamamtyBaru nepimi cepsep. Ilepumii kpox — 3agatu

cepBepy iM’ 1.

Computer Mame/Domain Changes X
You can change the name and the membership of this

computer. Changes might affect access to network resounces.

Computer name:
| Serv-1|

Full computer name:
Serv-1
Mare...

Member of
(") Domain:

(®) Workgroup:
WORKGROUP

Cancel

Puc. 2.2 - BikHO, 7€ 3MIHIOETBCS IM’ 5T CEpBEPY

Cuoopuyx A.B.. Apx.
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DNS.

Cuin 3amaru cepBepy cratuuny IP-anpecy.

| Internet Protocol Version 4 (TCP/IPwd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

: (") Obtain an IF address automatically
(@) Use the following IP address:

g IP address: | 192.168. 1 . 1 |
1 Subnetmask: | 255.255.255. 0 |
1 Default gateway: | 192.168. 1 . 1 |
[ Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 192,168 . 1 . 1 |

Alternate DMS server: | . . . |

[ ] validate settings upon exit P —

Cancel

Puc. 2.3 - Bikno, ae 3amaetscs IP-agpeca ceppepy

[lepe3amyckaeMo cepBep i BCTaHOBIHOEMO KoMroHeHTH Active Directory Ta

= Add Roles and Features Wizard — ] >

DESTINATIOM SERVER

Select installation type Serv1
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous MNext > nsta Caneel

Puc. 2.4 - BikHO BCTaHOBJIEHHSI KOMIIOHEHTIB, B IKOMY BUOPaHO POJIb
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fiz Add Roles and Features Wizard - O *

DESTINATION SERVER

Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Ty, (®) Select a server from the server pool

() Select a virtual hard disk

Server Pool
Feztures
Filter: | |
Name IP Address Operating System
Serv-1 192.168.1.1 Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > | nsta Cancel

Puc. 2.5 - Bikno BuOOpY cepBepy, Ha AIKOMY OY1yTh BCTAHOBJICHI KOMITOHEHTH

[ Add Roles and Features Wizard — O >

DESTINATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.

Installation Ty Roles Description
[] Active Directory Certificate Services Active Director):' Domair? Services
Active Directory Domain Service (AD D5) stores information about

objects on the network and makes

[ Active Directory Federation Services = ! -
this information available to users

[] Active Directory Lightweight Directory Services

DMNS Serve [] Active Directory Rights Management Services and network administrators. f"“D Ds

P ] Device Health Attestation uses domain controllers to give

AD DS ] DHCP Server network users access to permitted

Confirmation DNS Sarver resources anywhere on the network
] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

] Hyper-V

[ Metwork Policy and Access Services
] Print and Document Services

[] Remote Access

] Remaote Desktop Services

[ Volume Activation Services

] Web Server (115)

] Windows Deployment Services

] Windows Server Update Services

| < Previous | | Mext = | nsta Cancel

Puc. 2.6 - BikHo BUOOPY KOMIIOHEHTIB, sIKI BCTAHOBIIOBATUMYTbCS
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ITicnsa MCpC3aBaAHTAKCHHS, IIPOJOBKYEMO

Server Manager.

HaJIalITyBAaHHA,

ajie BXKE€ y BIKHI

[z Active Directory Domain Services Configuration Wizard — O >
) ) r: ot TARGET SERVER
Deployment Configuration Serv-1
Deployment Configuration )
Select the deployment operation
Domain Controller Options . ] o i
N ) i_) Add a domain controller to an existing domain
Additional Options ) Add a new domain to an existing forest
aths ® Add a new forest
Review Options
Specify the domain information for this operation
Prerequisites Check
Root domain name: zhytomyr.net
Puc. 2.7 - BikHo, 1€ 3a/1a€ThCs 1M’ I TOMEHY
&z Active Directery Domain Services Configuration Wizard - O *
- —~ n . TARGET SERVER
Domain Controller Options i

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Cptions

DMS Options

Additional Options

view Options

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain controller capabilities

| Domain Mame System (DNS) server
/| Global Cataleg (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sensssne

Confirm password: |nnnn

Puc. 2.8 - 3amaemo maposs ayss DSRM

Ham 3rerepyetbest NetBIOS-im’s — nie yHikampHUMI 16-TH OiTHA aapeca s

imeHTHdIKaIli BCIX peCypCiB MEPEXKI.
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[z Active Directory Domain Services Configuration Wizard — d X

- - . TARGET SERVER
Additional Options

Serv-1

Deployment Configuratio
. - Verify the MetBIOS name assigned to the domain and change it if necessary

omain Controller Opticns
The NetBIOS domain name: ZHYTOMYR

DM5E Qptions

Additional Options

Puc. 2.9 - 3renepoBane NetBIOS-im’ s

[licns mepe3aBaHTaXEeHHs, BIKHO BXOJY IMOBMHHO BUIJISIATH HACTYIHUM

File Machine View Input Devices Help

ZHYTOMYR\Administrator
[T

S ZHYTOMYR\Admi...

R Other user

;
T &

BONST #WE LT T 6 0 riohtcyl

Puc. 2.10 - BikHO BXOJy MicCJisi BCTAHOBJIEHHS! KOMITIOHEHTIB

Cuoopuyx A.B.. Apk.
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Ile o3nauae, mo oOJIKOBHMI 3amuc aaMmiHicTaropa ngonaBcs B AD 1 cras

YaCTUHOIO TOMCHY. XOpOI_HI/IM HiIIXOI[OM BBAXXAacTbCs BUJAJICHHA 00JIIKOBOTO 3aItncy,

SAKUW CTBOpUBCS Mif yac BcTaHoBieHHS OC 1 CTBOPUTH CBI OOJIKOBUN 3amuc 13

NOBHUMHU NOBHOBaXKeHHsIMU. CriouaTky Tpeda CTBOPHUTH BIIMOBIIHI OpraHizalliiiHi

O TUIIL

File Action VWiew Help
= 2

] Active Directory Users and Computers

& B|XE g |

: Active Directory Users and Comn
| Saved Cueries
~ 3 zhytomyr.net
| Builtin
| Computers
2| Domain Controllers

| Users
w (2| Zhytomyr
2| DC Admins
2| Clients

| ForeignSecurityPrincipals
| Managed Service Accour

Mame

Puc. 2.11 - CTBOpeEHI opraHizailiiiHi O JUHHUIII

DC Admins — minpo3nin aaminictparopis, Clients — minposnin kimientiB. Jlami

Tpeba mepeMicTUTH OOJIKOBHM 3amuc aAMIHICTparopa, sKa CTBOpWIACS MpU

BctaHoBiieHi B DC Admins, cTBopuTH OOJIKOBI 3amucH, OKpeMi IS KOXXHOTO

aJMIHICTpaTOpa 1 3a/1aTH 1M IIpaBa.

] Active Directory Users and Computers

File Action View Help

o5 2Fa B HERIRaETE%

=]

v 3 zhytomyr.net

Active Directory Users and Com|| Mame Type

| Saved Cueries User

E)Administratur

E)ASidnrchuk User

7| Builtin

Description

Built-in account for ad...

Puc. 2.12 - CtBOpeHHs 00JIIKOBOTO 3aITUCY OKPEMOT0 aJAMIHICTpaTopa

Cuoopuyx A.B..
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Select Groups *

Select this object type:
|Gmups aor Builtdn securty principals | Object Types...

From this location:

|zh1_.'tnrrr'_.'1'.net | Locations...

Enter the object names to select (examples):

Administrators ; Domain Admins ; Enterprise Admins ; Check Names
Group Policy Creator Owners ; Schema Adming

Advanced. .. Ok Cancel

Puc. 2.13 - JTonaBanHst HOBOCTBOPEHOTO KOPHUCTYBaya 10 rpyn
aJIMIHICTpaTOpiB
[Ticns nHamamryBaHb Tpeba mMepe3aBaHTAXUTU CepBep 1 3alTH ML IMEHEM

HOBOT'0 aIMIHICTpaTOpa, IPH YOMY MONEPETHHOT0 TPEOA BITKIIOUHUTH.

] Active Directory Users and Computers
File Action View Help
e T L8 XEBE HR T haTES

: Active Directory Users and Com|| pame Type Description

| Saved CQueries
v 3 zhytomyr.net
| Builtin

1 Comnuters

dministrator User Built-in account for ad...
&ASidnrchuk User

Puc. 2.14 - Pe3ynpTaT BUKOHAHUX JTiit
CepBep Oynyts BukopuctoByBatm DHCP, ToMy Tpeba HamamryBaté IO
CITyKOYy.

Add Roles and Features Wizard - [u] x
el . DESTINATICN SERVER
Select server roles P—

Before You Begin Select one or more roles to install on the selected server.

Roles Description
[ Active Directory Certificate Services Dynamic ’}-iosi-ilon"\guratlon
| Active Directory Domain Services (Installed) Protocol (DHCF) Server enables you
[] Active Directory Federation Services to centrally configure, manage, and
[] Active Directory Lightweight Directory Services prowvide temporary IP addresses and
[ Active Directory Rights Management Services related information for client
[ Device Health Attestation computers.
[DHCP Serve:
| DNS Server (Installed)
[] Fax Server

] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

] Hyper-V

[] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

1 Remote Desktop Services

[] Volume Activation Services

[ Web Server (IIS)

[] Windows Deployment Services

] Windows Server Update Sarvices

Puc. 2.15 - Bikno BubGopy BctanoBieHHs: komnomenty DHCP Server

Cuoopuyx A.B.. Apk.
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[Ipu HanamTyBaHHsT KOMIIOHEHTY TpeOa NepeBIpUTH UM BUOPaHU TpaBUIIbHUNA

KOPHUCTYyBay, a came aJMIHICTpaTop.

[z DHCP Post-Install configuration wizard

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

(®) Use the following user's credentials

User Name: | ZHYTOMYRVASidorchuk

() Use alternate credentials

UserMame:

Puc. 2.16 - BikHo mpeacrtaBiaeHOro KopucTyBada Ay HamamryBandas DHCP

Server

Mew Scope Wizard
Scope Name —
fou have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your netwark .

Name: |152.153.1|

Description: |

Puc. 2.17 - Bikno ctBopenHs HoBoi o6macti DHCP

Mew Scope Wizard

IP Address Range —
You define the scope address range by identifying a set of consecutive |P addresses.

Corfiguration settings for DHCF Server
Enter the range of addresses that the scope distributes.

Start IP address: | 192 . 188 . 1 . 1

End P address: | 192.168. 1 . 254

Corfiguration settings that propagate to DHCP Client

Length: 24

Subret mask: 25b.256 256 . 0

< Back Next = Cancel

Puc. 2.18 - Bikno ctBopenss myiy IP-anpec

Cuoopuyx A.B..
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Mew Scope Wizard

Router (Default Gateway) ——
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:
192 168 . 1 . 1] Ad

L

Puc. 2.19 - 3ananns uwmo3y

[Ticns nanamtyBaHHsI, CTBOpUTHCS 001acTh IP-aapec.

& DHCP Start IP Address End IP Address
v B serv-1zhytomyr.net 13192.168.1.1 192.168.1.254
v I |Ped

v [ Scope[192.168.1.0] 192.168.1

i} Address Pool
i Address Leases
z1| Reservations
., Scope Options
| Policies

-3 Server Options

= Policies

#| Filters

S IPvE

Puc. 2.20 - Pe3ynprat HanamrryBanuss DHCP

[Totpiono wamamryBath DNS, a came 30HY NpsMOTO meperjsgy 1 30HY

3BOPOTHBOIO MEPEIIAAY. 30HA IPSAMOTO NEPErJISAY CTBOPUIACS aBTOMATUYHO, & 30HY

3BOPOTHBOTO MEPErIIsi Ty Tpeda CTBOPUTH.

£ DNs Manager

File Action View Help
e rEHEBe= BEI 88

& [zNS Mame Type Data Timestamp
v B SER‘:_1 d Lookun Z E—I(same as parent folder) Start of Authority (SOA) [2], serv-1.zhytomyr.net,, .. static
¥ [ Torward Loaoxp cones E—I(same as parent folder) MNarme Server (N5) serv-1.zhytomyr.net. static

=) _msdeszhytomyr.net
~ 2] zhytomyr.net
| _msdecs
| _sites

[—I 182.168.1.1 Pointer (PTR) serv-1.zhytomyr.net. static

1 tep
1 _udp
| DomainDnsZones
| ForestDnsZones
~ [ | Reverse Lookup Zones
=) 1.168.192.in-addr.arpa
| Trust Points
| Conditional Forwarders

Puc. 2.21 - Bikno DNS Manager micist HajamryBaHb
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OymyTh qoaaBaTHcs y BinmoBigHi BKiaagku B DNS Manager.

Tenep npu nin’ €1HAHHI B MEPEXY HOBUX POOOUMX CTAHLIIN UM CEpBEPIB, BOHU

Jlnst 6e3nepediiiHoT poOOTH CJTil HAAIITYBATH IPYTUH CEpBED.

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

>

Se

rver-2

Member of
{®) Domain:

Full computer name:
Server-2

Mare...

|2h'_.ft|:|m'_.fr.net|

i) Workgroup:

WORKGROUP

Cancel

Puc. 2.22 - 3mina iMeH1 Apyroro cepBepy 1 J0aBaHHS MOTO B IOMEH

Tenep 3 npyroro cepBepa Mo>kHa 3aX0IUTH B 00JIIKOBUH 3aMHC aIMIHICTPaTOPa,

AKUW OyB CTBOpPEHHUU Ha IMepiioMy cepBepl. Bci mojmanbin HajgalmTyBaHHS CEpBEPY

MOYKHA pOOHTH 3 TIEPIIIOTO cepBepa.

F’ﬁ Add Servers

Active Directory

Location:

DMS Import

igl zhytomyr »

Operating System:| All

MName (CN): MName, or beginning of name |
MName Operating System
Serv-1 Windows Server 2019 Standard

Windows Server 2019 Standard

Puc. 2.23 - JlonaBanHs 1pyroro cepBepy B CIIUCOK Ha MEPIIOMY CEpBEPI.
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Tpeba3zanartu npyromy ceppepy cratuuny IP-agpecy.

Internet Protecol Version 4 (TCP/IPvd) Properties >
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Use the following IP address:

1P address: [192.188. 1. 2 |
Subnet mask: [ 255.255.255. 0 |
Default gateway: [192.188. 1.1 |

Obtain DMS server address automatically

(®) Use the following DMS server addresses:

Preferred DNS server: | 192,168 . 1 . 1 |

Alternate DNS server: | . . . |

[ validate settings upan exit Advancede

Cancel

Puc. 2.24 - IP-agpeca npyroro cepBepy

Fﬁ'i Add Roles and Features Wizard

Select destination

Before You Begin

Installation Type

A

Server Selection

- O x

DESTINATION SERVER

S e r \I'e l' Server-2 zhytomyr.net

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool
() Select a virtual hard disk

Server Rolas Server Paol
| Features
Filter: |
[
MName IP Address Operating System
Serv-1.zhytomyr.net 192,168.1.1 Microsoft Windows Server 2019 Standard
192.168.1.2 Microsoft Windows Server 2019 Standard
2 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown.
| < Previous | | Mext > | nsta
Puc. 2.25 - [Ipouec HamamryBaHHs: APYroro CEpBeEpy
Cuoopuyx A.B.. Apk.
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Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Insiallation Type Roles

- [] Active Directory Certificate Services
Active Directory Domain Service
[ Active Directory Federation Services
[] Active Directory Lightweight Directory Services

DM5 Server [] Active Directory Rights Management Services
U [] Device Health Attestation
AD D5
[ ] DHCP Server
Confirmation DNS Server

Puc. 2.26 - BcTaHOBIEHHSI KOMIIOHEHTIB Ha IPYTUil CEpBEp

— o e R R

& Active Directory Domain Services Configuration Wizard - O ot
D . | ) C _Ig . t TARGET SERVER
eployment Configuration Server-2.zhytomyrnet

Deployment Configuration

Select the deployment operation

Domain Contreller Cptions _ . o i
- . ®) Add a domain controller to an existing domain

Additicnal Options ) Add a new domain to an existing forest

aths ) Add a new forest

Review Options

Specify the domain information for this operation
Domain zhytomyr.net

Supply the credentials to perform this operation

ZHYTOMYR\ASidorchuk

Puc. 2.27 - lonaBanHs 1pyroro KOHTPOJEPY JOMEHY JI0 ICHYFOUOTO JIOMEHY

[licns nporo apyruil cepBep MOYHE aBTOMAaTHUYHE Mepe3aBaHTaxeHHs. Crin
nepeBIipUTH BUKOHaH1 HamamryBaHHs y koHcosii MMC. Tlicns no1aBanHs Ha mepiomy
cepsepi e ogHoro DNS-cepBepy 30HM IPSMOTO MEPETTsAY 13BOPOTHBOTO IEP TSIy

MOBWHHI 301ratucH.

Cuoopuyx A.B.. Apk.
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Consclel - [Conscle Root\DNS\Server-2\Reverse Lookup Zones'1.168.192.in-addr.arpa] — O >
File Action View Favorites Window Help - & X
e nmXEBozHE 988
| Console Root MName Type Actions
= ';;]:ISVE Directory Users and Computers E—I(same as parent folder) Start of Authority (SOA) || 1.168.192.in-addr.arpa &
W -
"" EI SERV-1 E-Il:sameasparentfnlder] Mame Server (M5) More Actions »
. E—I(same as parent folder) Mame Server (M5)
w | | Forward Lookup Zones - )
. [-I 192.168.1.1 Pointer (PFTR)
= _msdecs.zhytomyr.net [—I )
| zhytomyr.net =1192.168.1.2 Pointer (PTR)
~ [ | Reverse Lookup Zones
=l 1.168.192.in-addr.arpa
| Trust Points
| Conditional Forwarders
W f] Server-2
| Forward Lookup Zones
~ || Reverse Lookup Zones
= 1.168.192.in-addr.arpa
| Trust Points
| Conditional Forwarders
< >

Puc. 2.28 - Ycnimna nepeBipka HalalITyBaHb

Tenep neoOxinno noaatu DHCP na npyruii cepsep.

[ Add Reles and Features Wizard — O *
ot - _ DESTINATION SERVER
Installation progress Server 2:2nytomyrnet

View installation progress

o Feature installation
—

Installation started on Server-2.zhytomyr.net

DHCP Server

Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Puc. 2.29 - IIporec BcTanosnenus komrnonenty DHCP na npyruii cepsep
[licnst BcTaHOBJIEHHS HEOOXITHO BHKOHAHM KIHIIEBE HAJIAITYBaHHA, €

HPOTIOHYETHCS IM’ 51 00JIIKOBOTO 3aMUCy 1 Ha IboMy 3aBepumtu 3 DHCP.

Cuoopuyx A.B.. Apk.
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2.2. HanamryBaHHs BiIMOBOCTIHKOCTI cepBepiB

Windows Server npornoHye mupoKuii Hab1p TEXHOJIOTIH JIJIsi BIIMOBOCTIMKOCTI,
SIKI TIIXOASTh JUIA PBBHUX CIEHApiiB — BT 3a0€3MEUEHHS BUCOKO1 JOCTYITHOCTI
JOKaJIbHUX CEpBEpIB JI0 pEIUIKAllii JaHuX MDK caitamu. Po3srisiHemo Jekuibka
TEXHOJIOTIH, K1 MOYKHA BUKOPHUCTATH JIJISl ITOCTABIICHUX ITUICH.

Split Scope — 1e TEXHOJOTIs, SKa BHKOPHCTOBYETHCS I 3a0e3IedcHHs
noctymHocti DHCP-cepBepa. Bona nepenbauae po3mnoaut ogHoro giana3zony IP-ampec
MK aBoMa abo Outeiie DHCP-cepBepamu. Lleit minxin m03BoJIsI€ yHUKHYTH TP OCTOIO
B pa3i BUXO/Yy OJHOTO CepBepa 3 Jaty.

Failover 3a0e3meuye aBTOMaTnIHE MIepeHECEHHS pO00YOTO HABAHTAXKEHHS MDK
By3JiamH (cepBepamu) y pasi 360t0. Lle ogna 3 kmovyoBux ¢ynkuii Windows Server
2016, saxa mpaitroe s pi3HUX ciyk0, Bkmodaroun DHCP, Hyper-V Ta knactephi
cepsicu. Y Failover € nBa pexxuma poOoTH:

Hot Standby — 1ie xosm, oauu cepBep mpaiioe akTHBHO (OCHOBHUIA), IpyTHid
cepBep nepedyBae B pexXUMi OYIKyBaHHsI 1 aBTOMaTU4HO Oepe Ha cebe poboTy y pasi
30010 OCHOBHOTO.

Load Balancing - oOuaBa cepBepu OJHOYACHO OOCIYTrOBYIOTH KI€HTIB,
OaJlaHCyBaHHS  HABaHTAXCHHS  BIIOYBaeTbCs  3a  3a3Jajerylb  3aJaHuM
cmiBBiqHOIEHHAM (Hanpukiam, 50/50 ado 70/30).

Hanamrryemo Failover,

)
Specify the partner server to use for failover ..Ii

Provide the host name or |P address of the partner DHCP server with which failover

Add Server ? X
Select a server you want to add to your console.
" This server:
@ This authorized DHCP server:
‘ MName ‘ IP Address |
sery-1.zhytomyr.net 152.168.1.1
server-2 zhytomyr net 192.168.1.2

Puc. 2.30 - Bubip cepBepa-mapTHepa 17151 00pOoOKH BITMOBH
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Configure Failover

Create a new failover relationship ‘ﬁ .

Create a new failover relationship with partner server-2. zhytomyr net

Relationship Name: |serv-1 zhytomyr net-server-2 zhytomyr net

Maximumn Client Lead Time: | 1ﬂ hours | Dj‘ mirites

Mode: |Load balance j

Load Balance Percentage

Local Server: 5|};| L
Partner Server: 5|};| L

[ State Switchover Interval: 5:_|:| mirutes

¥ Enable Message Authentication

Shared Secret: | rrrrrrrr |

< Back Mext > Cancel

Puc. 2.31 - bananc HaBaHTa)KEHHS MDK CEepBEpaMHu

Jis mepeBipku Tpeda 3aiiTi B koHCO b MMC, BinkpuTH BITITOBITHI BKIIAIKH.

&4 Consolel - [Console Root\Active Directony
G4 File Action View Favorites Windo
o AR<] e (= RREMREIN 7 |

" Console Root

v ] Active Directory Users and Computers
1| Saved Queries
3 zhytornyr.net
v 2 DNs
3 SERV-1
5 SERVER-2
v & DHCP
v 3 serv-lzhytomyr.net
& IPvd
& IPv6
" fl server-2.zhytomyr.net
o IPvd
& IPvb

Puc. 2.32 - IlepeBiBpka HanamryBaHb s BinMoBocTiikocTi DHCP
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3ereH1 mparnopliii CBiIYaTh Ipo Te, 10 BCE MPaBUIbHO HAJIAIITOBAHO. Takok Ha

JIpyroMy 1OMEeH1 IOBUHHA BUKOHATHUCS PEILTIKAITIS.

& Consclel - [Censole Root\Active Directory Users and Computers [ Server-2.zhytomyr.net izhytomyr.net\Zhyton
E File Action View Favorites Window  Help

B | = L = G - L — i v e | L
@E:?’|“_Iq|$flj|xm._'.._-,|ﬁ >|s|;_:l'£:_?4_'_-.ﬂ.

| Console Root || Mame Type Description
v [ Active Directory Users and Compur

5 Administrator  User Built-in account for ad...

| Saved Queries %ASidDrchuk User

v 3 zhytomyr.net
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
| Users
w (3] Zhytomyr
2| Clients

2| DC Admins

~ 2 DNS
Puc. 2.33 - Ycmimua perunkaiiiss MbK TOMEHaMH.

2.3. Po6oTa 3 nucxkamu

CTBOpHMMO CHUTbHY TANKy JJI1 BCIX KOpPHCTyBadiB. [l 1boro cmepiiy

HNOTP1IOHO CTBOPUTH FPYMOBY MoJiiTuKy y BikHi MMC.

Browse for a Group Policy Object ? .y

Domains/0ls  Sies Al

Look in: |77 Clients. Zhytomyr.zhytomyr.net S EEREER

Domains, OUs and linked Group Policy Objects:

Mame Domain

=] |Clierts zhytomyr.net

Cancel

Puc. 2.34 - BikHOo cTBOpEHHS TPyNOBOi MOJITUKH
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Ha nucky C cTBOpHMO HOBY MaIKy J10 SIKO1 OyJ1€ TOCTYI Y BCIX.

#

Mame Date modified Type Size
PerfLogs File folder
Program Files File folder
Program Filg o .
Permissions for PublicFolder X

Users
Windows General Sharing Security Secwrity

PublicFolder Object name:  C:\Public Object name:  C:\PublicFolder

Group or user names:
B CREATOR OWNER

GI’DUD ar user names:

. S8 CREATOR OWNER
83 SYSTEM 82 5YSTEM
é’zf'd”‘h“k 'As;ic'yrf 2 ASidorchuk (ASidorchuk @zhytomyr net)
L rmimictrstoes [ -
< 82 Administrators (ZHYTOMYR\Administrators)
o ] B2 Everyone
To change pemissions, cli 82 Users (ZHYTOMYR\Users)
Pemissions for CREATOR
OWNER Add... Remave
Full cortral .
Madify Permissions for Everyone Allow Deny
Read & execute Full control o o~
List folder contents Madify O
Read Read & execute |
Write List folder contents O
For special pemmissions or Read O hd
click Advanced.
E— ol | [ oot

snces ,(M Close Cancel Apply [ ]
Puc. 2.35 - HanmamrryBanHs manku JiJis yCiX KOPUCTYBadiB.

Takox 3pa3y CTBOPUMO MEPCOHAIbHY MAINKy JJs1 KOKHOTO KOpHCTyBada Ha

nucky C.

Program Files

Program Files (x86])

Users General | Sha Permissions for PersonalFolder >
Windows Object name .
PublicFolder Securty
Group ar use
PersonalFolder | - Object name:  C:\PersonalFalder
82 Everyon
S‘CHEAT (Group or user names:
SR SYSTE E
g
B Ciedrure -
< SR CREATOR OWMNER
SR SYSTEM
To change p

2 Asidorchuk (ASidorchuk @zhytomyr net)
Pemissions f SR Administrators (ZHYTOMYRAdministrators)

OWNER £2 Users (ZHYTOMYR\Users)
Full control
Modsly Add... Remove
Read & ex -
List folder Pemissions for Everyone Allovw Deny
Read Full control .
Write Moty =

For specidl p Read & execute ]

click Advanc List folder contents Ll

Read O .

I :
<= /(‘ Extended )\Standardf‘ Cancel Peply

Puc. 2.36. HanamrryBanHs 1mepCOHAIBHOT AIIKA KOPUCTyBada
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v ;fj zhytornyr.net There are no items to show in this view,
» ] Builtin -
s [ Computers New Object - Shared Folder *
» (2] Domain Controllers
> || ForeignSecurityPrincipaly P )
> ] Managed Service Accour z Ceiets RTnIERREL e
» [ ] Users
v (2 Zhytomyr Name-
[EdgTiEn [PublicFolder |
(2| DC Admins
MNetwork path {\'server‘share):
|\\SERV—1\PuincFoIder| |

Puc. 2.37 - CtBOpeHHs ciuIbHOT NAnKy y oprani3aniiniii oguawi Clients

Pazom 3 UM, CTBOPUMO TPHOX KOPUCTYBAUIB B 111l OpTaHi3alliiiHii OHHHUIIL

] Active Directory Users and Computers
File Action View Help
&= | 2@ B B2 HE|I P aETER

: Active Directory Users and Com|| Mame Type Description
» [ Saved Queries E)Client?_
v j‘j zhytemyr.net E) Client3

5 || Builtin

User
User
&, Clinet1 User

Computers R
@PubllcFolder Shared Folder

Domain Centrollers
ForeignSecurityPrincipaly
Managed Service Accour
Users

Zhytomyr

2 Clients

2] DC Admins

3
=
=
=
8
=

PRV VIRVINVIRY

Puc. 2.38 - Pe3ynbTaT BUKOHAHUX il

JHonamo narnku y Bikai MMC

F: Properties

Proces V-1\PublicFolder

General  Common

:%: Action: Create

Location: | WSERV-1'PublicFolder

Reconnect: [ ] Label as: |PublicFoIder

Drive Letter
(O Use first available, starting at:  (®) Use: =rF
Descri

N |
ape Connect as (optional)

User name:

Password: Confirm password:

Hide/Show this drive

(® No change
(O Hide this drive
(O show this drive

Hide Show all drives

(® No change
(O Hide all drives
(O show all drives

Apply

Puc. 2.39 - JlogaBanHs my0IiuHOT TAKH
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@ Folders

Name Order Action Path

Processing (K %Logonuser®% 1 Create WSERV-T\PersonalFo

%eLogonuser?: Properties

General  Comman

Path: | WSERV-1'PersonalFolder%sLogonuser %%

Description Attributes

Mo policies selec [JRead-only

[ Hidden
[ Archive

Delete this folder (if emptied)

Recursively delete all subfolders (if emptied)
Delete all files in the folder(s)

Allow deletion of read-only filesffolders

Ignore errors for files ffolders that cannot be deleted

I | Cancel Apply Help

G: Properties
ublicFolder

Gereral  Common erscnalFolder,

% Action: |Creahe v|

Location: | WSERV-1\PersonalFolder\3tUsername % | lII

Reconnect: []  Label as: |Personal |

Drive Letter

(") Use first available, starting at: (@) Use: =1
Description

No policies
Connect as (optional)

User name:

Fasswaord: Confirm password:

Hide/Show this drive Hide/Show all drives
(®) No change (@) No change
("I Hide this drive () Hide all drives
(") Show this drive (") show all drives

Puc. 2.41 - JlonaBanHs mpuBaTHOI nanku y Bkiaaami Drive Maps
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HeO6XiI[HO BCTAHOBUTHU KBOTU Ha BUKOPHUCTAHH: MiCI.[SI B ITaIIKax.

= Add

Reles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.
Roles

+| DHCP Server (Installed)
+/| DNS Server (Installed)
[] Fax Server
4 [H] File and Storage Services (2 of 12 installed)
4 [H] File and i5C5I Services (1 of 11 installed)
| File Server (Installed)
[] BranchCache for Metwork Files
[[] Data Deduplication
[] DFS Namespaces
[] DFSs Replication
File Server Resource Manage|
[ File Server V5SS Agent Service
[] iSCSl Target Server
[] iSCSI Target Storage Provider (VDS and WSS
[] Server for NFS
[ Work Folders
| Storage Services (Installed)
[] Host Guardian Service
[71 Hyper-V

Puc. 2.42 - BcTaHOBIECHHSI KOMITIOHEHTY «JTUCIIETYEP PECYPCIB»

[Ticns mepe3aBaHTaXKEHHS CTBOPIOEMO KBOTH.

B

|2
| File Action View Help

&= x5 BE

v é‘a Cuota Management
& CQuotas
E Quaota Templates
ﬁ Storage Reports Manag

& File Management Tasks

3‘5 File Server Resource Manager (Local)

£E File Screening Management

=i Classification Management

Create Quota Template

1 Copy properties from quota template {optional):

)
100 MB Limit w C
E 1 mi opy
E ] Settings
ement E ] Template name:
|Clients |
B8 1
Description (optional):

21 |
g ;
E ! Space limit
E | Limit:
3] |
E ! (® Hard quota: Do not allow users to exceed limit
E ! () Saft quota: Allow users to exceed limit {use for monitoring)

Motfication thresholds

Threshold E-mail Event Log Command Report

Waming (85%) v

Waming (35%) v v

Waming (100°%) v v

Add...

Puc. 2.43 - CtBOpeHHSs 111a0JI0HY KBOTH
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& File Server Resource Manager (Local) || Bier Show all: Oitems
W é‘fl Quota Management

QUDtEP &l [P | | ik Fa¥ A T [ T | . KEAd_s.l. T,
@ Quotas Create Quota X
3| Quota Templates
TEE‘ File Screening Management Cuota path:
ﬂ Storage Reports Management |C:'-_F‘ersuna|F0|der Browse. ..

=i Classification Management

& File Management Tasks (® Create quota on path

() Auto apply template and create quotas on existing and new subfolders

Quota properties

You can either use properties from a quota template or define custom
quota properties.

How do you want to configure quota properties 7

(@) Derive properties from this quota template (recommended);

Clients ~

() Define custom quota properties

Summary of quota properties:
=) Quota: C:\PersonalFolder ~
- Source template: Clients
i~ Limit: 5.00 M8 (Hard)
- Notffication: 4
- Waming{85%): Email
i Waming{35%): Email, Event log ¥

Puc. 2.44 - 3aganus KBoTH
3 KBOTaMH Ha LbOMY 3akiH4eHO. [IpoJoBXKyrouuW mpaiioBaTd 3 ManKamy,
BUKOpHUCTaeMO TexHosorio DFS. Bona 3a6e3mneuye opranizaiiito 10CTymy 10 (ailiiB i
NarnoK y po3NOAUICHUX Mepexax 1 JO03BOJIIE CTBOPIOBATH €IMHY JIOTTUHY CTPYKTYPY
(ailioBUX pecypciB, sKi (PIBUUHO MOXKYTh PO3TAILIOBYBAaTHUCS HA PI3HUX CEpPBEpax 1 B

PBHUX reorpapiaHuX JOKaIsIX.

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

|| Fax Server
4 [m] File and Storage Services (3 of 12 installed)
4 [W] File and i5C5! Services (2 of 11 installed)

| File Server (Installed)
[] BranchCache for Network Files
[ Data Deduplication
aspaces|
[] DFS Replication
| File Server Resource Manager (Installed)
[] File Server VSS Agent Service
[ i80Sl Tarnet Server

Confirmation

Puc. 2.45 - lonaBanns kommnoneHty DFS Ha cepBep
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I
; = v = | Manage Local Disk (C2)

Home Share View Crrive Tools

— “ 4 e » ThisPC » Local Disk (C) »
Mame a
#F Cuick access Csharo
B Desitop DF5Roots
‘r Downloads Perflogs
=| Documents PersonalFolder
| Pictures Program Files
= Local Disk (C:) Program Files (x26)
PublicFolder
= This PC
StorageReports
cF Metwork Users
Windows
Java Script
CPP

Puc. 2.46 - CtBopenns nanok 1yt DFS Ha nepiomy ceppepi

s M = | Local Disk (C2)

Home Share View

«— w A il s ThisPC » Local Disk (C2)
Mame
7 Quick access
PerfLogs
[ Decktop g _
Program Files
‘ Downloads Prograrn Files (x26)
=| Documents Users
= Pictures Windows
Pyth
[ This PC ython
React
CF Metwork Java

Puc. 2.47 - CtBopenns nanok i1 DFS Ha npyromy cepepi

[Tpu cTBOpEHI MAITOK BKJIMBO PO3IIEPUTH iX 1 SMIHUTH JOCTYIL. Tenep /10/1aeMo

nanku y Bikai DFS Management.

Cuoopuyx A.B..

Apk.

\Danvroscorkutl 1.1

3mn. | Apk. Ne ooxym. Hionuc |lama

41




4 DFS Management
_ File Action View Window Help
=55 H

v E-?mespaces Mamespace Names 5 Delegati
i Wizhytormnyr.netyHomel pace oervers | Lelegation
f{% Replication 6 entries

Type Mame
Al CPP
Al CSham
a1 Java
a1 JavaScript
Al Python
] React

Puc. 2.48 - Jlonani manku y Bikai DFS Management

3poOumo Tak, 100 Manku 101aIMCs Ha BC1 KOMIT  FOTEPH KITIEHTIB.

L Consolel - [Console Root\Active Directory Users and Computers [ Serv-1.zhytomyr.net |
l File Action View Favorites Window  Help

] = e = i [ — . . —
e | 2T 4 B XEGZ HE PR ETAR

i [ | Console Root Mame Type
4 ~ =] Default Domain Palicy [Serv-1.zhytomyr.net]

c Conf ) 2] Clients Organizational...
! Computer Configuration 21 DC Admins Organizational...

2, User Configurati
#5 Dser Lonfiguration EdHomeDFS  Shared Folder

il w ] Active Directory Users and Computers [ Serv-
| Saved Queries
v 3 zhytomyr.net
| Builtin
~| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
~| Managed Service Accounts
| Users
w 3| Zhytomyr
2| Clients

2| DC Admins

Puc. 2.49 - lonaBanus cnibHO1 manku HomeDFS
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% Consolel - [Console Root\Default Domain Policy [Serv-1.zhytomyr.net] Policy\User Configuration\Preferences\Windows Settings\Drive Maps]
ﬁ File Action View Favorites Window Help

e fE B Emdz BHRE RO+ t 3

| Console Root
w |=[ Default Domain Policy [Serv-1.zhytomyr.net] -
i Computer Configuration == Dnve Maps
User Configurati
v -jerp ﬁn- gurenen Order Action Path
olicles Processing
w || Preferences ' 1 Create WSERV-1"HomeDFS
w [ ] Windows Settings
&) Applications
=2 Drive Maps
Environment
43 Files
=t Ealdare

Puc. 2.50 - JlogaBanns nanku HomeDFS vy Bikui DriveMaps
[Ipu npaBmwIbHOMY HaJAIITYBaHHI, Ha 000X cepBepax MOBUHHI 3’ IBUTHUCS BCl

TIaKH, SIKI MU CTBOPIOBaH A1 TexHoJorii DFS.

File Machine WView Input Devices Help
| | @ = | Manage
File Home Share WView Drive Toals
r v A mm 5 ThisPC » HomeDFS (H:)
MName
s+ Quick access
CPP
I Deskto - -
P a1 CSharp
;Downloads -
7 Java
= Docurnents -+ 5 JavaScript
=| Pictures - # | Python
React
[ This PC o el
| oF Metwork

File  Machine

Manage Ho

Home Share View Drrive Tools
“— « / mm 3 ThisPC » HomeDFS (H:)
Mame
# Quick access
CPP
[ Desktop + .
21 CSharp
; Downloads -+
2 lava
== Documents - 1 JavaScript
=/ Pictures -+ 7 Python
s Local Disk (C) 7 React
EThisPC
[?' MNetwork

Puc.2.52 - [lanku Ha nepioMy cepBepi
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PO3/I1J13 TECTYBAHHSA CTBOPEHOI IT-IHOPACTPYKTYPU

3.1. Orasig po6ouoi cTaHiii kKopucTyBaya

Jlyist mepeBipku poOOTH, CIIOYATKY A0JaMO po0OOUy CTaHIII0 KOPUCTyBaya y

JOMCH.

X [@HHA | =

|paTkoED
MoxHa 3MIHATH iM'A Ta YNEHCTBO LBOrD KoM ioTepa. 3MiHe - |

MOXYTE BNIMHYTW Ha QOCTYN A0 MEPEXEEKE PECYPCIE.
lent kepyeaHHA * Cuctema A Besne

IM'A KoMA'loTERE:

[MNepernad 3aranbHW;
WS-l | 160 pernan
MoBHe iM'A koMM loTepa: Bunyck Windows
W3-1 Windows 10 Educatior
]
Honatkoso... ImiHEHHA iMeHi Komn'toTepa abo gomeny X
YuacHuk M
® pomeny:
|zh1,'t|::rrr'_.rr.net | | | o Bac giTag gomen zhytomyr.net,
() poBovoi cpyrm: 1
LA | = 3
WORKGROUP
| Mepo Ta goTHE:
Cracysam
Hactpolikn imeni komn'io
[ra'A komMn' toTepa:
QK CracyBami JacTocyBami [MoBHE iM'A KomMA'HTE

Puc. 3.1 - JlonaBanHs po0040i CTaHIIii y JOMEH

3poOumo BXiz uepe3 00JIIKOBUHM 3aIIUC KOPUCTYBava.

Clinet1

© *BitaHHs!

Puc. 3.2 - Tlponiec BXoay y cHCTEMY BiT iMEHI KOpHUCTyBaya
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[Tpu minkmroveHi y 1oMeH poboya craniiisi otpumMana IP-agpecy, mo roBopurs

po po6oty DHCP.

File Machine View Input Devices Help
BN Ch\Windows\systern32iomd.exe

Microsoft Windows [)
{ (opnopauia Makik

Windows IP Configuration

Ethernet adapter Ethernet:

Puc. 3.3 - Anpecaris Ha poOoUiii cTaHIIii

IlepeBipuMO 4u € BC1 CIUIbHI HAIKH, sIKI OyJIM CTBOPEHL

File Machine WView Input Devices Help
B [/ 5| Ueank -

m Komn'toTep Burnag

« v o4 & geirnk v | & Mowryk: Leit MK
, . ~ Mankw (7)
7 Wengknit goctyn

I PoBounii cTin 3D-ob'exTn E Bigeosanucn yi Jokyrentn

J ZasanTakenna -

=| Aorymenn 3EBAHTAHEHHA 3o6pakenna Myzuka
| 3obpakeHHn 3 [ —

3 Uei MK

|_'||'

PoBouwnii ctin
=2 Mepexa
~ MpwcTpoi Ta Hocii (2)

Nlokanenmii gnck (C:) Auckosog komnakT-guckis (D)

]
.y 8,95 6 sineHo 3 19.4TE Ty
v Mepexesi po3TawysaHHsa (3)
| PublicFolder (F:) Personal (G:) HomeDFS (H:)
I I
W 351 b einnos 49476 W™ 459 MB sinero 3 5,00 MB W 351 B sineos 49416

Puc. 3.4 - BinoOpakeHHs manok Ha poOOYiii CTaHINl KOPUCTyBada

BaxmuBo, 1110 KBOTa cripaBzi €, Tomy mamnka Personal mae po3mip 5SMb.

Cuoopuyx A.B.. Apx.
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File Machine WView Input Devices Help

:' ] = |
m O cHOBHE CnineHWA Ao0cTyn Burnag 3acobmM
—_ v A == 5 UedNK * HomeDFS(H:) »
Ima'a
3 Wengkwii gocmyn
CPP
| I PoBouwnii cTin .
7 CSharp
; 33BaHTaxEHHA
2 lava

= AoxymenTn 7 JavaScript

7 Python
React

| JoBpameHHa
3 Leii MK -

EF Mepewa

Puc. 3.5 - Bino6paxenns nanok DFS Ha po0ouiii cTaHilii KopucTyBaya
[lepeBipuMoO UM cIipaB/il € CUHXPOH3ALIA ManoK MbK HPUCTPOSIMU: CTBOPHMO

JeKuTbKa (aililiB Ha poOOUii CTaHIIil 1 MOJUBUMOCS YU 3 SIBUJIMCSI BOHU HA CEpBEpax

| &
File Machine View Input Devices Help
| [ = | Ccpp
m JcHOBHE CRineHWiA gocryn Brrnag
« v 4 » Ued MK » HomeDFS(H:) » CPP v | 0 Mowy
Ira'n Jata amiHeHHA Twun Pozmip
3t Wengkwid goctyn
L =| CPP_cade 18.12.2024 21:37 TEKCTOEMI 40Ky M., 3 KB
B PoBouni cTin

Puc. 3.6 - CtBopenuii paiin CPP_code.txty mamii CPP, sika BUKOpucToBye
DFS

File Machine WView Input Devices Help

= | v = | Personal (G:)

m JCHOEHE CRineHWI gocTyn Burnag

i « v 4 == 3 Ueid MK » Personal (G:) v | O Mow
1 Ina’m Jata 3miHeHHA Tun Pozmip
7 Wewaknii goctyn
& somelmage 19.12.2024 21:38 ®ann BMP 0 KB
B PoBouwii cTin = g

4 3asaHTameHHA

Puc. 3.7 - CtBopenuii daiin somelmage.bmp y nepcoHanbHii marmiii

KOpHUCTyBada

Cuoopuyx A.B.. Apk.
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|

| 1+ = | Client1
Home Share View
{ v A » ThisPC » Local Disk (C:) » PersonalFolder » Clientl w Q)
Name Date modified Type Size
7 Quick access
= somelmage 12/19/2024 %38 PM BMP File
[ Desktop J
JL Nownlnads

10 HGPaCTPYKTypa MPaIfoe 1 BCl HATAITYBaHHS 3p00JICHI TPaBUIIHHO.

File Machine Wiew Input Devices Help
: ANSENES

=

®aiin OCHOBHE

| «

KepysaHHA

CRiNEHKE gocTyn

PublicFelder (F:)
Burnag

3aco6u gNA pOBOTH 3 AWCKaMU
w A == 5 Leid MK > PublicFolder (F:)

-~
Ina'A

" ) Mot
fata smiHeHHA Tun Pozmip
st Wemakwii goctyn
veryBigFile 19.12.2024 21:40 TekcToBKMIA 4OKYM... T1KB
B PoBounii cTin =l venyBig Aok
; 33BaHTaHEHHA
! 1= Odoxynentn

TmRmarauun

Puc. 3.8 - CtBopenuii daiin veryBigFile.txt y crninbHil mami 115 BCix

KOPHCTYBauiB

File Machine View Input Devices Help

| = | CPP
Home Share View
« v » ThisPC » HomeDFS (H) » CPP
i -~
Name Date modified Type Size
# Quick access
CPP_code 12/19/2024 9:37 PM
[ Desktop = -
4 Downloads

Text Document

KB

Puc. 3.9 - [lepesipka nosiu ¢aitmy CPP_code.txt Ha nepmiomy cepBepi
. .

File Machine View

Input Devices
|| = | PublicFolder

Home Share

Help

View

| & v > ThisPC » Local Disk (C:) » PublicFolder ~
| ~
{ Mame Date modified Type Size

s Quick access

veryBigFile 12/19/2024 9:40 PM
[ Desktop 5 veryBig
; Downloads

Text Document T1KE

Puc. 3.10 - IlepeBipka nosiBu (haitny veryBigFile.txt wa nepromy ceppepi
= .

File Machine View

Input Devices Help

0O KB
Puc. 3.11 - IlepeBipka mosBu (aitry Somelmage.bmp #a mepmmomy cepsepi

AHasnoriyHa nosiBa mpucyTHs 1 Ha Ipyromy cepBepi. MoxkHa 3p00UTH BUCHOBOK,

Cuoopuyx A.B.. Apk.
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BUCHOBKHA

VY mporieci BUKOHAHHS JUTIOMHOT pOOOTH OyJI0 BUKOHAHO HU3KY 3aBJIaHb, K1
JTO3BOJIMIIM 3aKPIMUTH TEOPETUYHI 3HAHHS Ta 3700yTH MPaKTUIHHUKN JOCBI y cdepi
noOynosu IT-iHppacTpyKkTypu OpraHizarii.

B nepmomy po3auti OyB orysix TeopeTudHuX acnektiB | T-iHdpacTpykTypu 1
pimenb Microsoft. JleTaapbHO pO3TISHYTO MPOrpaMu 1 3acO0M Jii BUKOHAHHS
[IOCTABJIEHUX IUIEH.

B npyromy po3aut Oyno po3TIITHYTO MPOIEC pO3TOPTaHHS 1 HATAITYBAHHS
MEpEeKi, 3aCTOCYBaHHs MPaBWJ, CTBOPEHHS PI3HUX TUIIIB MoK JJIi KOPUCTYBadiB,
HaJJaHHs J03BOJIIB, 3aCTOCOBAHO TeXHOI0rH0 DFS.

B Tperbomy posaimi OynmM mpoTeCTOBaHI BUKOHAHI HAJAINTYBaHHS: BXI
KOpPHUCTyBaua y BCili OOJIKOBHI 3amuc, nepeBipka JOCTYMHOCTI MarnoK 1 JO3BOJIIB,
nepeBipKa JOCTYIMHOCTI MEPEXKI.

OTpumaHMuil TOCBII € BaXIMBOIO CKJIQAO0BOIO crewiaibHOCTI «KoMmi’ rotepHa
IHXKEHepis», OCKUIbKY BIH J103BOJISI€ 3aCTOCOBYBATH MPAKTUYHI 3HAHHS 1151 BUPIIEHHSI

aKTyaJlbHUX 3aBlaHb y cdepi IT.
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CIIMCOK BUKOPHUCTAHOI JIITEPATYPU

1. Odimisina  ctopinka  Microsoft  [Emextponnmii  pecypc] -

https://www.microsoft.com

2. Odiniiina CTOpIHKa GNS3 [EnexTpoHHMIA pecypc] —

https://www.gns3.com/

3. Odciniinnii  caiir  Oracle VirtualBox [Enextponnwmii pecypc] —
https://www.virtualbox.org/

4.  Odiuiiinuii  caiit goxkymentanii Microsoft Windows [Enextponnuii
pecypc]— https://learn.microsoft.com/uk-ua/windows/

5. JlokymeHTartis 1o GNS3 [EnexTponHmMit pecypc] —
https://docs.gns3.com/docs/

6.  Hoxymentamis mo cepsicam Microsoft [Enexrponnmii pecypc] —

https://learn.microsoft.com/uk-ua/docs/

7.  Hoxymentamis 1o Windows Server [Enekrponnmii pecypc] —

https://learn.microsoft.com/en-us/windows-server/

8.  Joxymentamis mo  VirtualBox [Enektponnmii  pecypc] —

https://www.virtualbox.org/wiki/Documentation

9. Tlpukian IT-iHppacTpykTypH [Enextponnwmii pecypc] -
https://mmww.dragonl.com/watch/230970/it-infrastructure-architecture-b lueprint

10. Tabmuns ponei, ciayx0 poneii i ¢pynkmiii Microsoft Windows Server

[Enextponnwmii pecypc] - https://learn.microsoft.com/en-us/windows-

server/administration/server-core/server-core-roles-and-services

11. Caiir muen3iiiaux yroja pimens Microsoft [Enexkrponnmii pecypce] -
https://mmw.microsoft.com/en-us/useterms?oneroute=true#areaheading-uid673828

Cuoopuyx A.B.. Apx.
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HamamryBanHs nepuioro cepsepa:

Honatok A — HanamryBanHs cepBepiB

B PROPERTIES
. For Serv-1

Computer name

Domain

Windows Defender Firewa
Remote management
Remaote Desktop

MNIC Teaming

Ethernet

Operating system version

Hardware information

Last installed updates
Windows Update

Last checked for updates

Windows Defender Antivirus
Feedback & Diagnostics

E Enhanced Security Configuration
Time zone

Product ID

Processors
nstalled memory (RAM)

Total disk space

Serv-1

zhytomyr.net

Public: On

Enabled

Disabled

Disabled

192.168.1.1, IPvb enabled

Microsoft Windows Server 2019 Standard

inmotek GmbH VirtualBox

Mewver
Download updates only, using Windows Update
Today at 4:26 PM

Real-Time Protection: On

Settings

Cn

(UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius
Mot activated

Cuoopuyx A.B..
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HanamrryBanust npyroro cepsepa:

i PROPERTIES

For Server-2

Computer name

Domain

Windows Defender Firewa
Remote management
Remote Desktop

MIC Teamning

Ethernet

Operating system version

Hardware information

Last installed updates
Windows Update

Last checked for updates

E Enhanced Security Configuration
Time zone

o

Product ID

Processors
nstalled memory (RAM)

Total disk space

Server-2

zhytomyr.net

Domain: On

Enabled

Disabled

Disabled

192.168.1.2, |Pvb enabled

Microsoft Windows Server 2019 Standard
innotek GmbH VirtualBox

MNewver
Download updates only, using Windows Update

Mever

Real-Time Protection: On

Settings

On

(UTC-08:00) Pacific Time (U5 & Canada)
Mot activated

AMD Ryzen 5 5500
4GB
49.46 GB

Cuoopuyx A.B..

\Danvroscorkutl 1.1

3mn. | Apk. Ne ooxym. Hionuc |lama

Apk.

52




Honarok b — Anpecariis cepBepiB

Anpecariis Ha IEpIIOMY CepBepi:

File Machine Wiew Input Devices Help
B CWindowshsystem32iemd exe

M oft Windows [Version 16.8.17763.1
[ 8 Microsoft Corporation. All rights reserved.

C:\Users\ASidorchuk>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS X .o

Link-local IPv6 Address . . . . . : 28 22fb:7132:324
IPv4 Address. :

Subnet Mask

Default Gateway

C:\Wsers\ASidorchuk:»

Anpecariist Ha APYyroMy cepBepi:

File Machine View Input Devices
BN ChWindows\systemn32iomd exe

g osoft Window

s [Version 186.8.17763.1898
8 Microsoft Corporation. All rights reserved.

C:\Users\ASidorchuk>ipconftig

lWindows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPv4 Address.

Subnet Mask

Default Gateway

C:\Users\ASidorchuk>»
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Honarok B — Tabmuri posteit, cimyx0 pouteit 1 pyrkiid Microsoft Windows Server

Role

Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

File and Storage Services

Host Guardian Service

Hyper-V

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server 115

Windows Server Essentials Experience

Windows Server Update Services

Pomi

Name
AD-Certificate
AD-Domain-Services
ADFS-Federation
ADLDS

ADRMS

DeviceHealthAttestationService

DHCP

DNS
FileAndStorage-Services
HostGuardianServiceRole
Hyper-V

Print-Services
RemoteAccess
Remote-Desktop-Services
VolumeActivation
Web-Server
ServerEssentialsRole

UpdateServices

Installed by default?
N

N
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Role

Active Directory Certificate

Services

Active Directory Rights

Management

File and Storage Services

Cepsicu pouieit

Role service
Certification Authority

Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service

Certification Authority Web Enrollment
Network Device Enrollment Service

Online Responder

Active Directory Rights Management Server

Identity Federation Support
File and iSCSI Services

File Server

BranchCache for Network Files

Data Deduplication

DFS Namespaces

DFS Replication

File Server Resource Manager
File Server VSS Agent Service

iISCSI Target Server

Name

ADCS-Cert-Authority

ADCS-Enroll-Web-Pol
ADCS-Enroll-Web-Svc

ADCS-Web-
Enrollment

ADCS-Device-
Enrollment

ADCS-Online-Cert

ADRMS-Server

ADRMS-Identity
File-Services
FS-FileServer
FS-BranchCache

FS-Data-
Deduplication

FS-DFS-Namespace
FS-DFS-Replication
FS-Resource-Manager
FS-W55-Agent

ISCSITarget-Server

Installed by
default?

N
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Print and Document Services

Remote Access

Remote Desktop Services

Web Server (I15)

iSCSI Target Storage Provider (VDS and VSS
hardware providers)

Server for NFS

Work Folders

Storage Services

Print Server

LPD Service

DirectAccess and VPN (RAS)
Routing

Web Application Proxy

Remote Desktop Connection Broker*

Remote Desktop Licensing

Remote Desktop Virtualization Host
Web Server

Common HTTP Features

Default Document

Directory Browsing

HTTP Errars

Static Content

HTTP Redirection

WebDAV Publishing

iSCSITarget-VSS-VDS

FS-NFS-Service
FS-SyncShareService
Storage-Services
Print-Server
Print-LPD-Service
DirectAccess-VPN
Routing

Web-Application-
Proxy

RDS-Connection-
Broker

RDS-Licensing
RDS-Virtualization
Web-WebServer
Web-Common-Http
Web-Default-Doc
Web-Dir-Browsing
Web-Http-Errors
Web-Static-Content
Web-Http-Redirect

Web-DAV-Puhlishing
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Health and Diagnostics
HTTP Logging

Custom Logging
Logging Tools

QODBC Logging
Request Monitor
Tracing

Performance

Static Content Compression

Dynamic Content Compression

Security

Request Filtering

Basic Authentication

Centralized SSL Certificate Support

Client Certificate Mapping Authentication
Digest Authentication

I1S Client Certificate Mapping Authentication
IP and Domain Restrictions

URL Authorization

Windows Authentication

Web-Health

Web-Http-Logging

Web-Custom-Logging

Web-Log-Libraries

Web-ODBC-Logging

Web-Request-Meonitor

Web-Http-Tracing
Web-Performance

Web-Stat-
Compression

Web-Dyn-
Compression

Web-Security
Web-Filtering
Web-Basic-Auth
Web-CertProvider
Web-Client-Auth
Web-Digest-Auth
Web-Cert-Auth
Web-IP-Security
Web-Url-Auth

Web-Windows-Auth
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Application Development
MNET Extensibility 3.5

MNET Extensibility 4.6
Application Initialization
ASP

ASP.NET 3.5

ASP.NET 4.6

cal

ISAPI Extensions

ISAPI Filters

Server Side Includes
WebSocket Protocol

FTP Server

FTP Service

FTP Extensibility
Management Tools

1S & Management Compatibility
1S 6 Metabase Compatibility
IIS 6 Scripting Tools

1S & WMI Compatibility

1S Management Scripts and Tools

Web-App-Dev
Web-Net-Ext
Web-Net-Ext45
Web-Applnit
Web-ASP
Web-Asp-Net
Web-Asp-MNet45
Web-CGl
Web-ISAPI-Ext
Web-ISAPI-Filter
Web-Includes
Web-WebSockets
Web-Ftp-Server
Web-Ftp-Service
Web-Ftp-Ext
Web-Mgmt-Tools
Web-Mgmt-Compat
Web-Metabase
Web-Lgcy-Scripting
Web-WHI

Web-Scripting-Tools

Windows Server Update WID Connectivity UpdateServices-
Services WidDB
WSUS Services UpdateServices-
Services
SQL Server Connectivity UpdateServices-DB
Cuoopuyx A.B.. Apx.
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Feature

NET Framework 3.5 Features

NET Framework 3.5 (includes .NET 2.0 and 3.0)

HTTP Activation

Non-HTTP Activation

.NET Framework 4.6 Features

.NET Framework 4.6

ASP.NET 4.6

WCF Services

HTTP Activation

Message Queuing (MSMQ) Activation
Named Pipe Activation

TCP Activation

TCP Port Sharing

Background Intelligent Transfer Service (BITS)

Compact Server

BitLocker Drive Encryption
BranchCache

Client for NFS

Containers

Data Center Bridging

OryHKIIi

Name
NET-Framework-Features
NET-Framework-Core
NET-HTTP-Activation
NET-Non-HTTP-Activ
NET-Framework-45-Features
NET-Framewaork-45-Core
NET-Framework-45-ASPNET
NET-WCF-Services45
NET-WCF-HTTP-Activation45
NET-WCF-MSMQ-Activation45
NET-WCF-Pipe-Activation45
NET-WCF-TCP-Activation45
NET-WCF-TCP-PortSharing45
BITS

BITS-Compact-Server
BitLocker

BranchCache

NFS-Client

Containers

Data-Center-Bridging

Installed by default?
N

{removed)

N

N
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Enhanced Storage

Failover Clustering

Group Policy Management

I/O Quality of Service

IS Hostable Web Core

IP Address Management (IPAM) Server
iISNS Server service

Management OData IIS Extension
Media Foundation

Message Queuing

Message Queuing Services
Message Queuing Server
Directory Service Integration
HTTP Support

Message Queuing Triggers
Routing Service

Message Queuing DCOM Proxy
Multipath 1/O

MultiPoint Connector

MultiPoint Connector Services

MultiPcint Manager and MultiPoint Dashboard

EnhancedStorage
Failover-Clustering

GPMC

Disklo-QoS

Web-WHC

IPAM

ISNS

ManagementQdata
Server-Media-Foundation
MSHMQ

MSMQ-Services
MSMQ-Server
MSMMQ-Directory
MSMQ-HTTP-Support
MSMMQ-Triggers
MSkMQ-Routing
MSMMQ-DCOM
Multipath-10
MultiPoint-Connector
MultiPoint-Connector-Services

MultiPoint-Toaols
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Network Load Balancing

Peer Name Resolution Protocol

Quality Windows Audio Video Experience
Remote Differential Compression

Remote Server Administration Tools

Feature Administration Tools

BitLocker Drive Encryption Administration Utilities
DataCenterBridging LLDP Tools

Failover Clustering Tools

Failover Cluster Module for Windows PowerShell
Failover Cluster Automation Server

Failover Cluster Command Interface

IP Address Management (IPAM) Client

Shielded VM Tools

Storage Replica Module for Windows PowerShell
Role Administration Tools

AD DS and AD LDS Tools

Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

NLB

PNRP

qwWave

RDC

RSAT

RSAT-Feature-Tools
RSAT-Feature-Tools-BitLocker
RSAT-DataCenterBridging-LLDP-Tools
RSAT-Clustering
RSAT-Clustering-PowerShell
RSAT-Clustering-AutomationServer
RSAT-Clustering-CmdInterface
IPAM-Client-Feature
RSAT-Shielded-VM-Tools
RSAT-Storage-Replica
RSAT-Role-Tools

RSAT-AD-Tools
RSAT-AD-PowerShell

RSAT-ADDS
RSAT-AD-AdminCenter

RSAT-ADDS-Tools
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AD LDS Snap-Ins and Command-Line Tools
Hyper-V Management Tools

Hyper-V Module for Windows PowerShell
Windows Server Update Services Tools

APl and PowerShell cmdlets

DHCP Server Tools

DNS Server Tools

Remote Access Management Tools

Remote Access module for Windows PowerShell
RPC over HTTP Praoxy

Setup and Boot Event Collection

Simple TCR/IP Services

SMEB 1.0/CIFS File Sharing Support

SME Bandwidth Limit

SNMP Service

SNMP WMI Provider

Telnet Client

VM Shielding Tools for Fabric Management
Windows Defender Features

Windows Defender

Windows Internal Database

RSAT-ADLDS
RSAT-Hyper-V-Tools
Hyper-V-PowerShell
UpdateServices-RSAT
UpdateServices-API

RSAT-DHCP

RSAT-DNS-Server
RSAT-RemoteAccess
RSAT-RemoteAccess-PowerShell
RPC-over-HTTP-Proxy
Setup-and-Boot-Event-Collection
Simple-TCPIP

FS-SMB1

FS-SMBEW

SNMP-Service
SNMP-WMI-Provider
Telnet-Client
FabricShieldedTools
Windows-Defender-Features
Windows-Defender

Windows-Internal-Database
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Windows PowerShell
Windows PowerShell 5.1

Windows PowerShell 2.0 Engine

Windows PowerShell Desired State Configuration Service

Windows PowerShell Web Access

Windows Process Activation Service

Process Model

NET Environment 3.5

Configuration APls

Windows Server Backup

Windows Server Migration Tools

Windows Standards-Based Storage Management
WinRM 115 Extension

WINS Server

WoWe4 Support

PowerShellRoot

PowerShell

PowerShell-V2

DSC-Service
WindowsPowerShellWebAccess
WAS

WAS-Process-Model
WAS-NET-Environment
WAS-Config-APls
Windows-Server-Backup
Migration
WindowsStorageManagementService
WinRM-11S-Ext

WINS

WoWe4-Support

¥
A
{removed)
N

N
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Honarok I — Jlinensiitna yrona MICROSOFT SOFTWARE LICENSE TERIMS

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this information, which
may be associated with your organization, over the internet, and uses it to help improve your
installation, upgrade, and user experience, and the quality and security of Microsoft products and
services. Windows Server has four (4) information collection settings (Security, Basic, Enhanced,
and Full), and uses the "Enhanced” setting by default. The Enhanced level includes
information required to: (i) run our anti-malware and diagnostic and usage information
technologies; (ii) understand device quality, and application usage and compatibility; and (iii)
identify quality issues in the use and performance of the operating system and applications.

Choice and Control: Administrators can change the level of information collection through

Settings. For more information on diagnostic and usage information, see (aka.ms/winserverdata)
and the Microsoft Privacy Statement (aka.ms/privacy).

Last updated April 2018
MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SERVER

Thank you for choosing Microsoft! Depending on how you obtained Windows Server (herein
referred to as "Windows Server” or “server software” or “software”), this is a license

agreement between (i) you and the device manufacturer or software installer that distributes the
software with your device; or (if) you and Microsoft Corporation (or, based on where you live or if
a business where your principal place of business is located, one of its affiliates) if you acquired the
software from a retailer. Microsoft is the device manufacturer for devices produced by Microsoft or
one of its affiliates, and Microsoft is the retailer if you acquired the software directly from
Microsoft. Printed paper license terms, which may come with the software, take the place of any
on-screen license terms.

This agreement describes your rights and the conditions upon which you may use the software. You
should review the entire agreement, including any supplemental license terms that accompany the
software and any linked terms, because all of the terms are important and together constitute this
agreement that applies to you. You can review linked terms by pasting the (aka.ms/) link into a
browser window. The terms also apply to any updates, supplements, and Internet-based services. If
you obtain software from a manufacturer or installer, and you obtain updates or supplements
directly from Microsoft, then Microsoft, and not the manufacturer or installer, licenses those to you.

By accepting this agreement or using the software, you agree to all of these terms,
and consent to the transmission of certain information during activation and during
your use of the software as per the privacy statement described in Section 6. If you
do not acceptand comply with these terms, you may not use the software or its
features. You may contact the device manufacturer or installer, or your retailer if you purchased
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the software directly, to determine its return policy and return the software or device for a refund or
credit under that policy. You must comply with that policy, which might require you to return the
software with the entire device on which the software is installed for a refund or credit, if any.

1.

2.

License Model Overview.

a. This agreement applies to the server software, and any additional Microsoft software that
may only be used with the server software, that is preinstalled on your device, or
acquired from a manufacturer or retailer and installed by you, the media on which you
received the software (if any), and also any Microsoft updates, upgrades, downgrades,
supplements or services for the software, unless other terms come with them.

b. The license model described below covers core licensing of certain editions and versions
of the server software and client access licenses (CALSs). A minimum number of core
licenses for each physical processor and server is required, unless otherwise stated.
Additionally, each user or device accessing the server software requires a server
software CAL, unless otherwise stated.

c.  Microsoft offers choice of licenses to accommodate our customer needs, so please refer
to the license terms specific to the software edition offering that you acquired. The
server software comes in two different editions, Standard and Datacenter.

i.  License Requirements. The server software licenses for both Standard edition
and Datacenter edition are based on: (a) the number of physical cores in the
physical hardware; (b) the number of devices and users that access instances of
specific versions of server software (CALSs); and (c) the server software
functionality accessed. The license terms for both editions are dependent on, and
align to, a specific software product version. For example, if you acquired a prior
version, the licensing terms specific to that version apply to that version of server
software, and do not entitle you to future versions of the software.

ii.  License Difference. Under the Standard edition license you are limited to a

certain number of instances of server software, whereas under the Datacenter edition license
you are permitted an unlimited number of instances of server software, as further
described in this agreement.

Definitions

a. Additional Software. Additional software is defined as those listed here:
(aka.ms/additionalsoftware).

b. Assigninga License. To assign a license means to designate that license to one device
Or one user.

c. Clustered HPC Applications are high performance computing applications that solve
complex computational problems, or a set of closely related computational problems in
parallel. Clustered HPC Applications divide a computationally complex problem into a
set of jobs and tasks that are coordinated by a job scheduler, such as provided by
Microsoft HPC Pack or similar HPC middleware that distributes these in parallel across
one or more computers operating within an HPC cluster.
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Core License. A core license is the license required to license one physical core within
a server. A physical core is a core in a physical processor. A physical processor consists
of one or more physical cores.

High Performance Computing (“HPC"”) Workload is a workload where the server
software is used to run a Cluster Node and is used in conjunction with other software as
necessary to permit security, storage, performance enhancement, and systems
management on a Cluster Node to support the Clustered HPC Applications. Cluster
Node is a device that is dedicated to running Clustered HPC Applications or providing
job scheduling services for Clustered HPC Applications.

Instance. You create an “instance” of software by executing the software’s setup
or install procedure or by duplicating an existing instance. Run an Instance. You “run
an instance” of software by loading it into memory and executing one or more of

its instructions. Once running, an instance is considered to be running (whether or not its
instructions continue to execute) until it is removed from memory.

Operating System Environment. An “operating system environment” is:

i. all or part of a physical or virtual (or otherwise emulated) operating system
instance, that enables separate machine identity (primary computer name or
similar unique identifier) or separate administrative rights, and instances of
applications (if any), configured to run on the operating system instance or parts
identified above.

(@) Physical operating system environment is configured to run directly on a
physical hardware system. The physical operating system instance used to
run hardware virtualization software (e.g., Microsoft Hyper-V Server or
similar technologies) or to provide hardware virtualization services (e.g.,
Microsoft virtualization technologies) is considered part of the physical
operating system environment.

(b) A virtual operating system environment is configured to run on a virtual
(or otherwise emulated) hardware system.

ii. A physical hardware system can have either or both of the following:
(@) one physical operating system environment, and

(b) one or more virtual operating system environments.

Server. A server is a physical hardware system or device capable of running server
software. A hardware partition or blade is considered to be a separate physical hardware
system.

Web Workloads (also referred to as “Internet Web Solutions”) are publicly

accessible and consist solely of web pages, websites, web applications, web services,
and/or POP3 mail services. For clarity, access to content, information, and applications
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served by the software within an Internet Web Solution is not limited to you or your
affiliates’ employees.

You may use the software in Internet Web Solutions to run: (1) web server software (for
example, Microsoft Internet Information Services), and management or security agents
(for example, the System Center Operations Manager agent), (2) database engine
software (for example, Microsoft SQL Server) solely to support Internet Web Solutions,
(3) the Domain Name System service to provide resolution of Internet names to IP
addresses as long as that is not the sole function of that instance of the software. Any
other usage of the software is not considered to be a Web Workload.

j-  Windows Server Container (without Hyper-V isolation) is a feature of Windows
Server software.

k. Windows Server Containerwith Hyper-V isolation (formerly known as Hyper-V
Container) is a container technology in Windows Server which utilizes a virtual
operating system environment to host one or more Windows Server Container(s). Each
Hyper-V isolation instance used to host a Windows Server Container is considered one
virtual operating system environment.

3. How to License Server Software

a. Licensinga Server. Properly licensed software grants you the right to install and run a
certain number of instances of the server software on a server. Before you run these
instances, you must determine the number of required core licenses per server
(subsection 3.b) and assign those core licenses to that server as described below.

Manufacturer or Installer License. If you obtained the software from a manufacturer
or installer, you are licensed for 16 cores; additional core licenses may be included in
the manufacturer’s or installer’s server packaging. Any such additional licenses you
acquire from the manufacturer or installer will also be subject to these license terms and
any other additional terms included with those additional licenses. Certificate of

Authenticity label(s) may be found affixed to the server and/or in the
manufacturer’s or installer's software packaging, which will indicate the total
number of core licenses assigned to the server by the manufacturer or installer.

b. Determining the Number of Licenses Required. To license a server, all physical
cores in the server must be licensed.

i. Each server is required to be licensed with a minimum of 16 core licenses.

ii. Each physical processor is required to be licensed with a minimum of eight core
licenses.

If the number of physical cores in the server exceeds the minimum 16-core license
requirement, you may need additional core licenses to cover the additional physical
cores, except as provided for in subsection 3.c.i(b) and 3.c.ii(b).

iii.  Manufacturer or Installer. 1f the number of physical cores in the server exceeds
the minimum 16-core license requirement, you need additional core licenses to
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cover the additional physical cores. If you obtained the software from a
manufacturer or installer, physical cores that are disabled for use by an operating

system do not need to be licensed; this exemption does not reduce the minimum
number of core licenses required as described in this section.

c. Assigning the Required Number of Licenses to the Server

. Manufacturer or Installer. 1f you obtained the software from a
manufacturer or installer:

(a) Initial Assignment. The software license is assigned to the server with

which you acquired the software, except as provided below. That server
is the licensed server for all of those licenses. You may not assign the
same core licenses to more than one server at the same time.

(b) Reassignment.

(1) You may not reassign core licenses for software obtained from a

manufacturer or installer, unless you purchase those additional license
rights.

(2) If you acquire additional licenses that include the right to reassign a

core license, you may reassign that core license, but not within 90 days
of the last assignment. You may reassign that core license sooner if you
retire the licensed server due to permanent hardware failure. If you
reassign a core license, the server to which you reassign the license
becomes the new licensed server for that core license. You may need
additional core licenses to cover all of the physical cores in the new
server.

il Microsoft. If you obtained the software from Microsoft (not via a
manufacturer or installer):

(a) Initial Assignment. After you determine the number of core licenses you

need for a server, you must assign that number of core licenses to that
server. That server is the licensed server for all of those licenses. You may

not assign the same core licenses to more than one server at the same time.

(b) Reassignment. You may reassign core licenses, but not within 90 days of
the last assignment. You may reassign core licenses sooner if you retire the
licensed server due to permanent hardware failure. If you reassign core
licenses, the server to which you reassign the licenses becomes the new
licensed server for those core licenses. You may need additional core
licenses to cover all of the physical cores in the new server.

d. RunningInstances of the Server Software

Windows Server Standard
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i. For each server to which you have assigned the required number of core licenses as
provided in Section 3.b., at any one time you may run the server software in:

. one physical operating system environment,
. up to two virtual operating system environments, and

. any number of operating system environments instantiated as Windows
Server Containers without Hyper-V isolation.

i.  Ifyou run all permitted instances at the same time, the instance of the server
software running in the physical operating system environment may be used only
to:

. run hardware virtualization software,
. provide hardware virtualization services,

. run software to manage and service operating System environments on the
licensed server.

iii.  If you want to run additional instances of the server software as set forth in this
Section 3.d., you may need to acquire additional licenses to the server as described
in Section 3.b. Windows Server Datacenter

i For each server to which you have assigned the required number of core
licenses as provided in Section 3.b. you may run, at any one time:

. one physical operating system environment,
. any number of virtual operating system environments, and

. any number of operating system environments instantiated as Windows
Server Containers without Hyper-V isolation.

Server Repartitioning. You may reassign licenses on a single piece of hardware
sooner than permitted above, when you:

 reallocate physical processors from one licensed hardware partition to another;
 create two or more partitions from one licensed hardware partition;
« create one partition from two or more licensed hardware partitions.

as long as (i) prior to repartitioning, each hardware partition is fully licensed, and (ii) the
total number of physical processors, physical cores and core licenses remains the same.

Running Instances of the Additional Software. You may run or otherwise use any
number of instances of additional software listed on the website specified below in
physical or virtual operating system environments on any number of devices. You may

use additional software (to which additional fees may sometimes apply) only with the
server software. For a list of additional software, see (aka.ms/additionalsoftware).
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Creating and Storing Instances on Your Servers or Storage Media. For each
server for which you are appropriately licensed, you may create and store any number of
instances of the software on any of your servers or storage media. This may be done
solely to exercise your right to run instances of the software under any of your licenses
as described in the applicable use rights (e.g., you may not distribute instances to third
parties).

Restrictions. The software is licensed, not sold. The manufacturer or installer and
Microsoft reserve all rights (such as rights under intellectual property laws) not
expressly granted in this agreement, whether by implication, estoppel or otherwise,
unless applicable law gives you more rights. You must comply with any technical
limitations in the software that only allow you to use it in certain ways. For example,
this license does not give you any right to, and you may not:

. work around any technical restrictions or limitations in the software;

. reverse engineer, decompile or disassemble the software, or otherwise attempt to
derive the source code for the software, except and only to the extent: (i) permitted
by applicable law, or (i) required by third party licensing terms governing use of
certain open source components that may be included in the software;

. use the software’s files and components within another operating system or
application running on another operating system;

. publish, rent, lease, lend, or copy the software (other than the permitted backup
copy);

. disclose the results of any benchmark tests of the software to any third party
without Microsoft's prior written approval;

. transfer the software (except as permitted by this agreement);

. separate the server software for use in more than one operating system
environment under a single license, unless expressly permitted. This applies even
if the operating system environments are on the same physical hardware system;

. use the software for commercial software hosting services; or

. when using Internet-based features you may not use those features in any way that

could interfere with anyone else’s use of them, or to try to gain access to or
use any service, data, account or network, in an unauthorized manner.

Rights to access the software on any device do not give you any right to implement Microsoft
patents or other Microsoft intellectual property in software or devices that access that device.

Included Microsoft Programs. The software may contain other Microsoft programs.

Unless otherwise specified, these license terms apply to your use of those Microsoft
programs used with server software.

Updates. The software periodically checks for system updates and may install them for
you. You may obtain updates only from Microsoft or authorized sources, and Microsoft
may need to update your system to provide you with those updates. By accepting this

Cuoopuyx A.B..

[Danvroscoxuit 1.1

Apk.

3mH.

Apx.

Ne ooxym. Hionuc |lama

70




agreement, you agree to receive these types of automatic updates without any additional
notice.

k. Backup Copy. You may make asingle copy of the software for backup purposes. You
may use it only to create instances of the software.

. Limited rights versions. If the software version you acquired is marked or otherwise
intended for a specific or limited use, then you may only use it as specified. You may not
use such versions of the software for commercial, non-profit, or revenuegenerating
activities.

Preview. You may choose to use preview, insider, beta or other pre-release
versions of the software (“previews") that Microsoft may make available.
You may use previews only up to the software’s expiration date and so
long as you comply with all the terms of this agreement. Previews are
experimental and may be substantially different from the commercially released
version. Notwithstanding anything to the contrary in this agreement, previews
are

provided “AS IS,” and no warranty, implied or express (including the
Limited Warranty), applies to these versions. By installing previews on
your device, you may void or impact your device warranty and may
not be entitled to support from the manufacturer of your device or
network operator, if applicable. Microsoft is not responsible for any damage
thereby caused to you. Microsoft may not provide support services for previews. If
you provide Microsoft comments, suggestions or other feedback about the preview
(“submission”), you grant Microsoft and its partners rights to use the
submission in any way and for any purpose.

Evaluation. For evaluation (or test or demonstration) use, you may not sell the
software, use it in a live operating environment, or use it after the evaluation
period. Notwithstanding anything to the contrary in this agreement, evaluation
software is provided “AS IS” and no warranty, implied or express
(including the Limited Warranty), applies to these versions.

NFR. You may not sell software marked as “NFR" or “Not for Resale.”

ACADEMIC EDITION SOFTWARE. You must be a “Qualified Educational
User” to use software marked as “Academic Edition” or “AE." If you do not

know whether you are a Qualified Educational User, visit
(aka.ms/academicedition) or contact the Microsoft affiliate serving your country.

m. Maximum Instances. The software or your hardware may limit the number of

instances of the server software that can run in physical or virtual operating system
environments on the server.

4. Windows Server Client Access Licenses (CALs)
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Types of CALs and Assignment

There are two types of CALs: one for devices and one for users. You may use a
combination of device and user CALSs.

i. Device CAL. Permits one device, used by any user, to access an instance of the
server software on your licensed servers.

ii. User CAL. Permits one user, using any device, to access an instance of the server
software on your licensed servers.

Assignment. You must acquire and assign the corresponding version of the
appropriate CAL to each device or user that directly or indirectly accesses your
instances of the server software. A hardware partition or blade is considered to be a
separate device.

Your

CALs also permit access to your instances of earlier versions, but not later

versions, of the server software. If you are accessing instances of an earlier version

(.9,

under downgrade rights (see section 5.b.), you may also use CALs

corresponding to that earlier version.

Reassignment. You may:

Exceptions.

reassign a CAL to another device or user, but not less than 90 days since the
last reassignment of that same CAL, unless the reassignment is due to (i)

permanent hardware failure or loss, (i) termination of the user's
employment or contract or (iii) temporary reallocation to cover a

user’s absence or the unavailability of a device that is out of service.
Customer must remove the software or block access from the former device
or to the former user.

temporarily reassign your device CAL to a loaner device while the first
device is out of service, or your user CAL to a temporary worker while the
user is absent.

You do not need CALs for:

any of your servers already licensed to run instances of the server software
(i.e. for licensed server to access another licensed server);

up to two devices or users to access your instances of the server software
only to administer those instances;

any instance running in a physical operating system environment used solely
to:

run hardware virtualization software;

provide hardware virtualization services;

run software to manage and service operating System environments on
the licensed server.
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. any user or device that accesses a Web Workload or HPC Workload.

Additional CALs. Some server software functionality requires additional CALs, some of
which are listed below:

. Windows Server Remote Desktop Services: the corresponding version of the
Windows Server Remote Desktop Services CAL.

. Windows Server Active Directory Rights Management Services: the
corresponding version of the Windows Server Active Directory Rights
Management Services CAL.

Windows Server Remote Desktop Services. In addition to a Windows Server
CAL, you must acquire the corresponding version of Windows Server Remote Desktop
Services CAL for each user or device that (i) directly or indirectly accesses the Remote
Desktop Services functionality, (i) directly or indirectly accesses the server software to
host a graphical user interface (using the Windows Server Remote Desktop Services
functionality or other technology), or (iii) accesses the Multipoint Services functionality.
For more information about Windows Server Remote Desktop Services CALS, visit
(aka.ms/windowsrds).

Windows Server Active Directory Rights Management Services CALs. In
addition to a Windows Server CAL, you must acquire the corresponding version of
Windows Server Active Directory Rights Management Services CAL for each user or
device that directly or indirectly accesses the Windows Server Active Directory Rights
Management Services functionality.

The server software can be used in either “per device or per user” mode or “per
server” mode. In “per device or per user” mode, you need a Windows Server CAL
for each device or user that directly or indirectly accesses instances of the server
software on your licensed servers. In “per server” mode, you need and must
dedicate exclusively to an instance of the server software as many Windows Server
CALs as the greatest number of devices and users that may directly or indirectly access
that instance at the same time. You may change the mode only one time, from
“per server” to “per device or per user.” If you do, you will retain the same
number of Windows Server CALs.

Multiplexing. Multiplexing or pooling to reduce direct connections with the software
does not reduce the number of licenses of any type that you need.

5. Additional Licensing Provisions.

a. Transfer. The provisions of this section do not apply if you acquired the software in
Germany or in any of the countries listed on this site (aka.ms/transfer), in which case any
transfer of the software to a third party, and the right to use it, must comply with
applicable law.

i. If you obtained the software from Microsoft, the first user of the software may
transfer it, this agreement, and CALs directly to a third party. Before the transfer,
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that party must agree that this agreement applies to the transfer and use of the
software. The transfer must include the software and the Proof of License label.
The first user may not retain any instances of the software unless that user also
retains another license for the software.

i.  If you obtained the software from a manufacturer or installer, you may transfer the
software only with the licensed server, all Certificate of Authenticity label(s), any
additional licenses originally included with the server, and this agreement directly
to a third party. Before the transfer, that party must agree that this

agreement applies to the transfer and use of the software. You may not retain any
instances of the software unless you also retain another license for the software.

Nothing in this agreement prohibits the transfer of software to the extent allowed under
applicable law if the distribution right has been exhausted.

b. Downgrade Rights. Instead of creating, storing, and using the software, for each
permitted instance, you may create, store, and use an earlier version of the following
editions of the software for so long as Microsoft provides support for that earlier version
as set forth in (aka.ms/windowslifecycle):

For Windows Server Standard

Windows Server Standard

Windows Server Essentials

Windows Server Foundation

Windows Server Enterprise

Windows Web Server

Windows HPC Server Operating System

For Windows Server Datacenter

Windows Server Datacenter

Windows Server Standard

Windows Server Essentials

Windows Server Foundation

Windows Server Enterprise

Windows Web Server

Windows HPC Server Operating System

This agreement applies to your use of the earlier versions of the editions listed above. For the
avoidance of doubt, by electing this downgrade option: (i) you will not have the right to
create, store, or use a greater number of instances of the software than are permitted under this
agreement, and (i) you will need to acquire licenses for all cores in the physical server in
accordance with Section 3 of this agreement. If the earlier version includes different
components not covered in this agreement, the terms that are associated with those
components in the earlier version of these editions apply to your use of them. Neither the
manufacturer or installer, nor Microsoft is obligated to supply earlier versions or other editions
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to you. At any time, you may replace an earlier version or edition with this version and edition
of the software.

c. Data Storage Technology. The server software may include data storage technology
called Windows Internal Database. Components of the server software use this
technology to store data. You may not otherwise use or access this technology under

this agreement.

d. Font Components. While the software is running, you may use its fonts to display and
print content. You may only:

- embed fonts in content as permitted by the embedding restrictions in the fonts;
and

temporarily download them to a printer or other output device to print content.

e. Icons, images, and sounds. While the software is running, you may use but not share
its icons, images, sounds, and media. The sample images, sounds, and media provided
with the software are for your non-commercial use only.

f. Additional Functionality. Microsoft may provide additional functionality for the
software. Other license terms and fees may apply.

g. Adobe Flash Player. The software includes Adobe Flash Player that is licensed under
terms from Adobe Systems Incorporated at (aka.ms/adobeflash). Adobe and Flash are
either registered trademarks or trademarks of Adobe Systems Incorporated in the United
States and/or other countries.

h. Third Party Components. The software may include third party components with
separate legal notices or governed by other agreements, as may be described in the
ThirdPartyNotices file(s) accompanying the software.

Manufacturer or Installer. For software obtained from a manufacturer or installer, the
software may include third party components that the manufacturer or installer, not the
third party, licenses to you under this agreement. Notices, if any, for the third party
components are included for your information only.

i. Additional Notices.

i H.264/AVC, MPEG-4 visual standards and VC-1 video standards. The

software may include H.264/MPEG-4 AVC and/or VC-1 decoding technology.
MPEG LA, L.L.C. requires this notice:

THIS PRODUCT IS LICENSED UNDER THE AVC, THE VC-1 AND THE
MPEG-4

PART 2 VISUAL PATENT PORTFOLIO LICENSES FOR THE PERSONAL
AND NON-

COMMERCIAL USE OF A CONSUMER TO (i) ENCODE VIDEO IN
COMPLIANCE
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WITH THE ABOVE STANDARDS (“VIDEO STANDARDS") AND/OR (ii)
DECODE

AVC, VC-1, AND MPEG-4 PART 2 VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL AND NON-COMMERCIAL
ACTIVITY

AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO
PROVIDE

SUCH VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR
ANY OTHER

USE. ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C;

SEE_(AKA.MS/MPEGLA).

ii. Malware protection. Microsoft cares about protecting your device from
malware. The software will turn on malware protection if other protection is not

installed or has expired. To do so, other antimalware software will be disabled or
may have to be removed.

Privacy; Consent to Use Data. Your privacy is important to us. Some of the software
features send or receive information when using those features. Many of these features can be
switched off in the user interface, or you can choose not to use them. By accepting this
agreement and using the software you agree that Microsoft may collect, use, and disclose the
information as described in the Microsoft Privacy Statement (aka.ms/privacy), and as may be
described in the user interface associated with the software features.

Activation and Validation. You shall use the appropriate product key for activation and
validation of the software. Your right to use the software after the time specified in the
software may be limited unless it is activated. You are not licensed to continue using the
software if it has unsuccessfully attempted to activate and you may not circumvent activation
or validation. In either case, Internet, telephone and SMS service charges may apply.

Geographic and Export Restrictions. If the software is restricted for use in a particular
geographic region, then you may activate the software only in that region. You must also
comply with all domestic and international export laws and regulations that apply to the
software, which include restrictions on destinations, end users, and end use. For further
information on geographic and export restrictions, visit (aka.ms/georestrict) and
(aka.ms/exporting).

Support and Refund Procedures.

a. For software preinstalled on a device or provided with the device by the

manufacturer. For the software generally, contact the device manufacturer or installer
for support options. Refer to the support number provided with the software. For updates
and supplements obtained directly from Microsoft, Microsoft may provide limited
support services for properly licensed software as described at (aka.ms/mssupport). If
you are seeking a refund, contact the manufacturer or installer to determine its refund
policies. You must comply with those policies, which might require you to return the
software with the entire device on which the software is installed for a refund.
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For software acquired from a retailer. Microsoft provides limited support services
for properly licensed software as described at (aka.ms/mssupport). If you purchased the

software from a retailer and are seeking a refund, and you cannot obtain one where you
acquired the software, contact Microsoft for information about Microsoft's refund

policies. See (aka.ms/msoffices), or in North America, call (800) MICROSOFT or see
(aka.ms/nareturns).

10. Governing Law. The laws of the state or country where you live (or if a business where your
principal place of business is located) govern all claims and disputes concerning the software,
its price, or this agreement, including breach of contract claims, unfair competition laws,
implied warranty laws, for unjust enrichment, and in tort, regardless of conflict of law
principles.

11.

Regional Variations. This agreement describes certain legal rights. You may have other
rights, including consumer rights, under the laws of your state or country. You may also have
rights with respect to the party from which you acquired the software. This agreement does
not change those other rights if the laws of your state or country do not permit it to do so. For
example, if you acquired the software in one of the below regions, or mandatory country law
applies, then the following provisions apply to you:

a.

Australia. References to “Limited Warranty” are references to the express
warranty provided by Microsoft or the manufacturer or installer. This warranty is given

in addition to other rights and remedies you may have under law, including your rights

and remedies in accordance with the statutory guarantees under the Australian Consumer
Law.

In this section, “goods” refers to the software for which Microsoft or the
manufacturer or installer provides the express warranty. Our goods come with
guarantees that cannot be excluded under the Australian Consumer Law. You are
entitled to a replacement or refund for a major failure and compensation for any other
reasonably foreseeable loss or damage. You are also entitled to have the goods repaired
or replaced if the goods fail to be of acceptable quality and the failure does not amount
to a major failure.

Canada. You can choose to stop receiving updates by turning off the automatic update

feature or Internet access. Refer to the product documentation to learn how to turn off
updates for your specific device or software.

European Union. The academic use restriction in Section 3.1.(iv) above does not apply
in the jurisdictions listed on this site: (aka.ms/academicuse).

Germany and Austria.

()  Warranty. The properly licensed software will perform substantially as described
in any Microsoft materials that accompany the software. However, the

manufacturer or installer, and Microsoft, give no contractual guarantee in relation
to the licensed software.

(i) Limitation of Liability. In case of intentional conduct, gross negligence, claims
based on the Product Liability Act, as well as, in case of death or personal or
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physical injury, the manufacturer or installer, or Microsoft is liable according to
the statutory law.

Subject to the preceding sentence, the manufacturer or installer, or Microsoft

will only be liable for slight negligence if the manufacturer or installer or
Microsoft is in breach of such material contractual obligations, the fulfiliment of
which facilitate the due performance of this agreement, the breach of which would
endanger the purpose of this agreement and the compliance with which a party
may constantly trust in (so-called “cardinal obligations"). In other cases of slight
negligence, the manufacturer or installer or Microsoft will not be liable for slight
negligence.

e. Otherregions. See (aka.ms/variations) for a current list of regional variations.

12. Entire Agreement. This agreement (including the limited warranty below), the terms

accompanying any software supplements, updates, and services that you use (whether
provided by the manufacturer, installer or Microsoft), and the terms contained in web links
listed in this agreement, are the entire agreement for the software and any such supplements,
updates, and services. You can also review the terms at any of the links in this agreement by
typing the URLs into a browser address bar, and you agree to do so. You agree that you will
read the terms before using the software or services, including any linked terms. You
understand that by using the software and services, you ratify this agreement and the above
linked terms.
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Warranty provision for Retail

Limited Warranty

Microsoft warrants that properly licensed software will perform substantially as described in any
Microsoft materials that accompany the software. This limited warranty does not cover problems

that you cause, that arise when you fail to follow instructions, or that are caused by events beyond

Microsoft's reasonable control. The limited warranty starts when the first user acquires the
software, and lasts for one year. Any supplements, updates, or replacement software that you may
receive from Microsoft during that year are also covered, but only for the remainder of that one-
year period or for 30 days, whichever is longer. Transferring the software will not extend the
limited warranty.

Microsoft gives no other express warranties, guarantees, or conditions. Microsoft excludes all
implied warranties and conditions, including those of merchantability, fitness for a
particular purpose, and non-infringement. If yourlocal law does not allow the
exclusion of implied warranties, then any implied warranties, guarantees, or
conditions last only during the term of the limited warranty and are limited as much
as your local law allows. If yourlocal law requires a longer limited warranty term,
despite this agreement, then that longer term will apply, but you can recover only
the remedies this agreement allows.

If Microsoft breaches its limited warranty, it will, at its election, either: (i) repair or replace the
software at no charge, or (ii) accept return of the software (or at its election the Microsoft branded
device on which the software was preinstalled) for a refund of the amount paid, if any. These are

your only remedies for breach of warranty. This limited warranty gives you specific legal
rights, and you may also have other rights which vary from state to state or country to country.

Exceptfor any repair, replacement, or refund Microsoft may provide, you may not
recover under this limited warranty, under any other part of this agreement, or under
any theory, any damages or other remedy, including lost profits or direct,
consequential, special, indirect, orincidental damages. The damage exclusions and

remedy limitations in this agreement apply even if repair, replacement or a refund does not fully
compensate you for any losses, if Microsoft knew or should have known about the possibility of the

damages, or if the remedy fails of its essential purpose. Some states and countries do not allow the
exclusion or limitation of incidental, consequential, or other damages, so those limitations or

exclusions may not apply to you. If your local law allows you to recover damages from
Microsoft even though this agreement does not, you cannot recover more than you
paid for the software (or up to $50 USD if you acquired the software for no charge).
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Warranty Procedures

For service or arefund, you must provide a copy of your proof of purchase and comply with
Microsoft's return policies, which might require you to uninstall the software and return it to
Microsoft or return the software with the entire Microsoft branded device on which the software is
installed; the certificate of authenticity label including the product key (if provided with your
device) must remain affixed.

1.  United States and Canada. For warranty service or information about how to obtain a refund
for software acquired in the United States or Canada, contact Microsoft via telephone at (800)
MICROSOFT,; via mail at Microsoft Customer Service and Support, One Microsoft Way,
Redmond, WA 98052-6399; or visit (aka.ms/nareturns).

2. Europe, Middle East, and Africa. If you acquired the software in Europe, the Middle East, or
Africa, contact either Microsoft Ireland Operations Limited, Customer Care Centre, Atrium
Building Block B, Carmanhall Road, Sandyford Industrial Estate, Dublin 18, Ireland, or the
Microsoft affiliate serving your country (aka.ms/msoffices).

3. Australia. If you acquired the software in Australia, contact Microsoft to make a claim at 13
20 58; or Microsoft Pty Ltd, 1 Epping Road, North Ryde NSW 2113 Australia.

4.  Other countries. If you acquired the software in another country, contact the Microsoft
affiliate serving your country (aka.ms/msoffices).
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Warranty provision for OEM

Limited Warranty

The device manufacturer or installer warrants that properly licensed software will perform
substantially as described in any Microsoft materials that accompany the software. If you obtain
updates or supplements directly from Microsoft during the 90-day term of this limited warranty,
Microsoft provides this limited warranty for them. This limited warranty does not cover problems
that you cause, that arise when you fail to follow instructions, or that are caused by events beyond
the reasonable control of the manufacturer or installer, or Microsoft. The limited warranty starts
when the first user acquires the software and lasts for 90 days. Any supplements, updates, or
replacement software that you may receive from the manufacturer or installer, or Microsoft, during
that 90-day period are also covered, but only for the remainder of that 90-day period or for 30 days,
whichever is longer. Transferring the software will not extend the limited warranty.

The manufacturer or installer, and Microsoft, give no other express warranties, guarantees, or
conditions. The manufacturer or installer, and Microsoft, exclude all implied warranties

and conditions, including those of merchantability, fitness for a particular purpose,
and non-infringement. If your local law does not allow the exclusion of implied
warranties, then any implied warranties, guarantees, or conditions last only during
the term of the limited warranty and are limited as much as your local law allows. If
your local law requires a longer limited warranty term, despite this agreement, then
that longer term will apply, but you can recover only the remedies this agreement
allows. You may have additional consumerrights under your local laws, which this
agreement cannot change.

If the manufacturer or installer, or Microsoft, breaches its limited warranty, it will, at its election,
either: (i) repair or replace the software at no charge, or (i) accept return of the software (or at its
election the device on which the software was preinstalled) for a refund of the amount paid, if any.
The manufacturer or installer (or Microsoft if you acquired them directly from Microsoft), may also
repair or replace supplements, updates, and replacement of the software or provide a refund of the
amount you paid for them, if any. These are your only remedies for breach of warranty.
This limited warranty gives you specific legal rights, and you may also have other rights which vary
from state to state or country to country.

Except for any repair, replacement, or refund the manufacturer or installer, or
Microsoft, may provide, you may not under this limited warranty, under any other
part of this agreement, or under any theory, recoverany damages or other remedy,
including lost profits or direct, consequential, special, indirect, or incidental
damages. The damage exclusions and remedy limitations in this agreement apply even if repair,
replacement or a refund does not fully compensate you for any losses, if the manufacturer or
installer, or Microsoft, knew or should have known about the possibility of the damages, or if the
remedy fails of its essential purpose. Some states and countries do not allow the exclusion or
limitation of incidental, consequential, or other damages, so those limitations or exclusions may not
apply to you. If your local law allows you to recover damages from the manufacturer or
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installer, or Microsoft, even though this agreement does not, you cannot recover
more than you paid for the software (or up to $50 USD if you acquired the software
for no charge).

Warranty Procedures

For service or refund, you must provide your proof of purchase and comply with the
manufacturer’s or installer’s return policies, which might require you to return the software
with the entire device on which the software is installed; the certificate of authenticity label
including the product key (if provided with your device) must remain affixed.

Contact the manufacturer or installer at the address or toll-free telephone number provided with
your device to find out how to obtain warranty service for the software. If Microsoft is your device
manufacturer or if you acquired the software from a retailer, contact Microsoft at:

1. United States and Canada. For warranty service or information about how to obtain a refund
for software acquired in the United States or Canada, contact Microsoft via telephone at (800)
MICROSOFT; via mail at Microsoft Customer Service and Support, One Microsoft Way,
Redmond, WA 98052-6399; or visit (aka.ms/nareturns).

2. Europe, Middle East, and Africa. If you acquired the software in Europe, the Middle East, or
Africa, contact either Microsoft Ireland Operations Limited, Customer Care Centre, Atrium
Building Block B, Carmanhall Road, Sandyford Industrial Estate, Dublin 18, Ireland, or the
Microsoft affiliate serving your country (aka.ms/msoffices).

3. Australia. If you acquired the software in Australia, contact Microsoft to make a claim at 13
20 58; or Microsoft Pty Ltd, 1 Epping Road, North Ryde NSW 2113 Australia.

4.  Other countries. If you acquired the software in another country, contact the Microsoft
affiliate serving your country (aka.ms/msoffices).
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