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AHOTAIIA

Bunyckna kBamidikariiiina po6ora Ha TeMy: «IIpoekT cucTeMu BUSBICHHS aTak
Ha ocHOBI Snort B IT-indpactpykrypi Ha mnatdopmi Microsoft Active Directory»
pUCBsSYEHA PO3pOoO0IIl Ta BIPOBAIKEHHIO €(PEKTUBHOI CUCTEMH BUSIBICHHS aTak JJis
3aXUCTY KJIIEHT-CEPBEPHOT MEPEKI.

VY pob6oTi mpoaHani30BaHO CydYacHI 3arpo3u, IO BUHUKAIOTH Yy CEPEIOBHUII
Active Directory, Ta pO3TJsiHyTO METOAM 3aXHUCTy 3 BHUKOPUCTAHHSIM CHCTEMH
BusiBJieHHS BTOprHeHb (IDS) Snort. Byno neranbHO omucaHo mpoliec MoOyaoBU
MEpPEXKEeBOI TOIOJOrIi, PO3pOOJICHO CXeMy ajpecallii Ta IHTerpoBaHO Snort s
MOHITOPUHTY  MepexeBoro Tpadiky. IIpakThyHi pe3ynbTaTud  BKJIIOYAIOTh
HaJalITyBaHHS KIIOYOBUX MepexeBuUx ciyx0, takux sk DNS, DHCP, NTP, i
nepeBipKky (GYHKIIOHYBaHHS CHCTEMH B YMOBaX peanbHUX 3arpo3. [IpoBenene
TECTYBaHHS MIATBEPAUIIO BUCOKY €(QEKTUBHICTh 3alpONOHOBAHUX PpIIIEHb Y
BUSIBJICHHI Ta 3aM00iraHH1 Pi3HOMaHITHUM KibepaTakam.

PoGoTta MicTuTh 95 CTOPIHOK OCHOBHOTO TEKCTy, 89 pucyHku, 4 Tabmwmii, a
takok 20 cropiHOK noaarkiB. CHUCOK BUKOPUCTaHUX JIKEpEN BKIOuYae 22
HallMEHYBaHb.

KmtouoBi cmoBa: CUCTEMA BUABJIEHHSA BTOPI'HEHb, ACTIVE
DIRECTORY, SNORT, KIBEPBE3IIEKA, MEPEXEBUII TPA®IK, IDS,
[MTPOTOKOJIN.



ANNOTATION

The Master's thesis titled "Design of an Attack Detection System Based on Snort
in an IT Infrastructure on the Microsoft Active Directory Platform" focuses on the
development and implementation of an effective intrusion detection system to protect
a client-server network.

The study analyzes modern threats within the Active Directory environment and
explores protection methods using the Snort intrusion detection system (IDS). The
thesis provides a detailed description of the network topology design, addressing
scheme development, and Snort integration for network traffic monitoring. Practical
results include the configuration of key network services such as DNS, DHCP, and
NTP, as well as testing the system's performance under real threat conditions. The
testing confirmed the high effectiveness of the proposed solutions in detecting and
mitigating various cyberattacks.

The work comprises 95 pages of main text, 89 figures, 20 tables, and 22 pages
of appendices. The list of references includes 16 sources.

Keywords: INTRUSION DETECTION SYSTEM, ACTIVE DIRECTORY,
SNORT, CYBERSECURITY, NETWORK TRAFFIC, IDS, PROTOCOLS.
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[MTEPEJIIK YMOBHUX ITO3HAYEHbDb
AD — Active Directory
IDS — Intrusion Detection System
IPS — Intrusion Prevention System
DNS — Domain Name System
DHCP — Dynamic Host Configuration Protocol
NTP — Network Time Protocol
IP — Internet Protocol
TCP — Transmission Control Protocol
UDP — User Datagram Protocol
LDAP — Lightweight Directory Access Protocol
SQL — Structured Query Language
VPN — Virtual Private Network
WS — Workstation
LAN — Local Area Network
HIDS — Host-based Intrusion Detection System
NIDS — Network-based Intrusion Detection System
ACL — Access Control List



BCTVII

AkTyanbHicTb TeMu. Tema "[IpoekT cucTeMu BUSIBJICHHS aTak Ha OCHOB1 Snort
B IT-iHdpactpykTypi Ha miardopmi Microsoft Active Directory"” € myxe akTyaabHOIO
B Cy4acHOMY CBITI iH(opMaLiitHuX TexHoJiorii. BoHa nonsirae y po3s'si3aHss npooJiem
kibepOe3nekn B cyudacHux IT-cepemoBuinax, ae kiOepaTaku CTalOTh BCE OUIBII
MOIIUPEHUMH Ta BATOHYCHUMH. BIIpoBa/sKeHHS CUCTEMU BHUSIBIICHHS BTOPTHEHB (IDS)
Ha OCHOBI Snort y moeHanHi 3 Twiatrgopmoro Microsoft Active Directory po3mmproe
MO>KJIMBOCTI MOHITOPUHTY MEPEX1 Ta BUSBJICHHS 3arpo3, MiJBUIYIOYN TAKUM YHHOM
3aranbHi 3axoqu Oe3nekd. Tomy 1 Tema Oyle AyXe aKTyalbHOIO 1 3MOXe OyTH
KOPHUCHOIO JIsl PI3HMX OpraHi3alliid, siki BUKOPUCTOBYIOTh Active Directory Ha 06a3i
Windows Server 1 XxouyTb 3a0€3M€4UUTH HAUBUIIHUIA PIBEHb 3aXUCTY CBOET MEPEXI.

MeTo1o 11i€i podoTH: € po3poOKa Ta BIPOBAHKEHHS CHCTEMU BUsBJICHHS aTak B IT-
1H(PACTPYKTypl 3 BUKOPUCTAHHSIM Snort sIK CUCTeMH BusBICHHS BTOprHeHb (IDS) 1
BuKopuctanHs 1iargopmu Microsoft Active Directory. Takum 4yMHOM, MeTa TOJISITaE B
TOMY, 1100 TMIJIBHUIIUTH PiBEHb KIOEPOE3MEeKH OpraHi3ailii MUITXOM aKTUBHOTO BUSIBIICHHS Ta
NOM’SIKIIEHHSI TOTEHIIMHUX 3arpo3 i mepexi. KpiM Toro, mpoekT cnpsMOBaHUN Ha
JOCTI/DKEHHST e(eKTUBHOCTI 1HTerpauii Snort 3 Active Directory mis mOKpaieHHs
MOXJTMBOCTEH BUSIBIICHHS 3arpo3 1 pearyBaHHs B peajibHux [ T-cepenoBuIax.

O0’ekTOM JOCHIUKEHHSI: € CHCTeMa BMABJICHHS aTaKk Ha OCHOBI Snort,
peamizoBana B IT-indpacTpykTypi, sika 6azyeThcs Ha 1uiatdopmi Microsoft Active
Directory.

IIpeameTom aocigkeHHs: € mporec BusBieHHs atak B IT-iHppacTpykTypi 3
BUKOpPUCTaHHAM cucteMu Snort Ha tuiatrgopmi Microsoft Active Directory. To0Oto,
came Ipouec aHaiizy MepexkeBoro Tpadiky Ta iaeHTU(IKaIll TOTeHIIHHUX 3arpo3 y
KOHTEKCTI BUKOPHUCTaHHS Snort B cepefoBHILi, MOOYIOBaHOMY Ha OCHOBI Active

Directory, € mpeaMeToM JTOCII1IKEHHS.



PO3AUJI 1 3aranbHi BiJOMOCTI IIpO cucTeMy BusBieHHs atak B [T-iHppacTpykTypi

1.1 Teopernuni acnektu pynkuionyBanasa Windows Server 2019

Windows Server Mae /iBa OCHOBHI KaHaJld BUITYCKY: KaHAJl IOBFOCTPOKOBOTO
oociyroByBanHs (LTSC) 1 piunumii kanan (AC). LTSC 3abe3mneuye 10BrocTpOKOBHI
BapiaHT, 30CEPEHKCHUIM Ha TPAJAUIIIHOMY >KUTTEBOMY ITUKIII OHOBJICHH OE3MEKH Ta
saxocTi. AC 3abe3nedye OUIBIN YacTl BUITYCKH, 30CEPEIKYIOUNCh Ha KOHTEHHEpax 1
MIKpOCEpBICaX, TOX BH MOXETE INBHUJAIIC CKOPUCTATHCS IepeBaraMu I1HHOBAIIIM.
Onniero 3 xmogoBux TeM Windows Server 2019 € riOpuana XxMapHa iHTerpartis, 1o
03HaYa€ MOXKIIUBICTh 0€3MEPEIIKOJHOTO MIAKIIOYEHHS PI3HUX JOKAJIBHUX CEPBEPIB Ta
xMmapHux ciyxO0 1 pecypciB. Windows Server 2019 niarpumye pi3Hi riOpuHi cueHapii,
Takl K CHUHXpOHI3aIis ¢ailyiie Azure, pe3epBHE KOIMitOBaHHS Azure, BiIHOBJICHHS
caiity Azure, MmepexxeBuit agantep Azure Ta MoHITOp Azure. I{i GpyHKIIT 103BONSIIOTH
CUHXPOHI3YBaTH, CTBOPIOBATH PE3EPBHI KOIIii, BIIHOBIIOBATH, OTPUMYBATH JTOCTYTI 1
KOHTPOJIIOBaTH Ballll CEPBEPH B PI3HUX MICIIX 1 Ha PI3HUX IUatpopmax,
BUKOPHUCTOBYIOUH MOpTa Azure siK IIEHTpalnbHUi iHTepdeiic kepyBaHHA. [HTerparis 3
riOpyUIHOI0 XMapol MOKE JOTMOMOITH BaM OITHMI3yBaTH CXOBHIIE, MEPEKY Ta
1H(pacTpyKTypy O€3MeKH, a TaKOXK BUKOPUCTOBYBATH MACIITA0OBAHICTh 1 THYYKICTh

XMAapH.

Pucynok 1.1 — Windows Server 2019



[le ogauM BaxiauBUM yaockoHaieHHsAM y Windows Server 2019 € miaTpumka
rinepkoHBeprentHoi iHgpactpykrypu (HCI), sxka € cmocobom 00’enHaHHS
00UYHNCITIOBAILHUX PECYpPCiB, CXOBHINA Ta MEPEXKEBUX PECYPCIB B €IMHUN KJIacTep
cepBepiB. HCI Moxke cipoCTUTH pO3ropTaHHs cepBepa Ta KepyBaHHS HUM, 3MEHIIUTH
BUTpPATH Ha OOJAaTHAHHS Ta MiJBUIIUTH MPOTYyKTUBHICTH 1 HanidHicTh. Windows
Server 2019 npencraBnsie kinbka HOBUX (GyHKIH 1 iHCTpyMeHTiB st HCI, Takux sk
Storage Spaces Direct, Storage Replica, Storage Migration Service, System Insights 1
Windows Admin Center. Lli ¢yHKuii Ta 1HCTpYMEHTH O03BOJSIIOTH CTBOPIOBATH,
HAJAIITOBYBaTH, KOHTpodoBaTu Ta mnepemimyBatu kinactepu HCI, a Ttakox
OTPUMYBATH CTAaTHUCTUYHI JaHI Ta PEKOMEHJallli Ha OCHOBI Mojeliel poOodoro

HABAaHTAKEHHSA Ta JaHUX MPO MPOAYKTHUBHICTb.

o e e

i 1
i 1
1 1
1 1
i 1
i 1
1 1
1 1
1 1
' :
1
! D Windows Admin Center Ul !
i 1
i 1
1 1
' i
i

1
i N ' :
1 - i
i 1
i 1
1 1
1 i
i 1
i 1
1 1
1 1
i 1
i 1
i 1
: 1
1 1
1 1
i 1
1 1

4 Storage Spaces Software Defined
Loy Direct Networking

4+———  Windows Server Datacenter 2019 R

Validated Partner Hardware

Pucynox 1.2 — Windows Server Datacenter 2019

besmneka 3aBxau € TOJJOBHUM MPIOPUTETOM JJISI CHCTEMHUX aJMiHICTPATOPiB, 1
Windows Server 2019 mocTaBase€Thcs 3 KUIBKOMa BIOCKOHAICHHSIMH OE3IICKH, SK1
JOTIOMAararoTh 3aXUCTUTU CEPBEPH BiJ Pi3HUX 3arpo3 1 BpaznuBocteit. Ll pyHkIii Ta
BJIOCKOHAQJICHHSI BKJIIOYAIOTh €KPaHOBaHI BIpTyallbHI MalllMHM, K1 3alIM(ppOBaHi Ta
130JbOBaHl  BiI XOCTa Ta IHIIMX BIPTyaJbHUX  MAIIWH, 3aM00iraruu
HECaHKI[IOHOBaHOMY JocTymy Ta BTpydaHHio. Windows Defender Advanced Threat
Protection (ATP) — 11e cimy»k0a, sika BUSIBJIsi€ PO3IIMPEH] aTaKU Ha CEPBEPU Ta pearye

Ha HHX 3a AOIIOMOI'OIO aHaJ'Ii3y HOBGI[iHKI’I, MAlllMHHOI'O HaBYaHHA Ta XMAapHOI'o
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iaTenekty. Konrelinepu Windows Server — 11e Jierki Ta 130Jb0BaH1 CEpeOBUIIA, K1
MOKYTb 3aITyCKaTH MPOTPaMH, HE BIUTUBAIOYH HA XOCT YH 1HIII KOHTCHHEPH.

Server 2019 mnoTyXHimuiA 1 CTaOUTbHIMNNA, HDK OyAb-sSKAA 13 HOTO
nonepeaHukiB. Lle o03Hauae, 1110 OCHOBHI TEXHOJIOT1T 1IHGPACTPYKTYPH MPAIIOBATUMYTh
Kpare, HiX 0yIb-KOJIH, 1 Oy yTh OLTBIIT O€3NEYHUMU, HIXK Oy Ib-KOJIM PaHIIIe, 3aBISKHA
PO3MIIICHHIO X ICHYIYUX poOoYnX HaBaHTaxeHb moBepx Windows Server 2019.

1.2 Kinacudikanist cucteM BUSIBJICHHSI BTOPTHEHb

Cuctema BusBieHHs: BTopruess (IDS) — 11e cuctema, cipsiMmoBaHa Ha BUSIBIICHHS
MOTEHIIMHMX aTaK HUISXOM aHali3y TMOBEIIHKHA Ta TMOPIBHSAHHA i1 3 MiJ03pUIUMH
MoiensiMe. ['010BHOIO MeToro IDS € KOHTpOJIb Ta MOHITOPUHT MEPEXKEBUX PECYPCIB,
a TaKOX BHSIBJICHHS HE3BUYHOI Ta HEPEryJsIpHOI aKTHBHOCTI a00 MOMKIMBHUX
37I0BKMBaHb. LI KOHIIENIS ICHY€ NPOTATOM KUIbKOX POKIB, TPOTE HEIIOAAaBHO BOHA
NpPUBEPHYJIA 3HAYHUN 1HTEpEC JOCHIAHHUKIB Ta PO3POOHUKIB CUCTEM 1HPOpPMaLIHOI
O€3I1eKH, OCKUIbKHY CTajla KIIFOYOBOK CKJIAJIOBOIO 3arajbHOi IHPPaCTpyKTypH Oe3neKu
Mepexi.

Cucrema BUSBIICHHSI BTOPTHEHb aHAI3y€ MEPEKeBUil Tpadik IS BUSBICHHS
OyIIb-SIKUX HE3BHYAMHUX a00 Herepen0auyeHuX aKTUBHOCTEH 1 CIOBIIIAE CUCTEMHOTO
a00 MepexXeBOro aJMiHICTpaTopa Mpo BUSBICHI aHoMauii. Y aeskux Bumaakax IDS
MOXK€ BXKHBATH 3aXOJIB MPOTH HeOe3rmeyHoro Tpadiky, Takux sSK OJIOKyBaHHS abo
130515111181 [P-anpec kopuctyBaua abo Jkepena, oo 3aXUCTUTH MEPEXKY BiJl MOKIIMBUX
3arpos.

JIBa Havinommpeninn Buau IDS 3a MiciieM BCTaHOBJICHHS:

- Network Intrusion Detection System (NIDS);

- Host-based Intrusion Detection System (HIDS).

[Tepmia mpaittoe nuine Ha piBHI MEpeXki, a Jpyra — JIMIIE HAa PIBHI OKPEMO
B3STOTO XOCTA.

Texnonoris NIDS pae MOXIMBICTP BCTAaHOBUTH CHCTEMY Y CTpaTEridyHO

BOKJIMBUX MICIISIX MEPEX1 Ta aHaJI3yBaTH BX1AHUN/BUXIAHUHN Tpadik BCIX MPHUCTPOIB
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mepexi. NIDS ananizyrots Tpadik Ha TIIMOOKOMY PiBHI, «3aTJISIIAI0YN» Y KOKEH MaKeT
13 KAHAJIBHOT'O PIBHS JI0 PIBHS J10JATKIB.

NIDS Bigpi3HsaeTbCs Big MDKMeEpeKeBOro ekpana, abo Qaeppona. daepBon
Gbikcye nuIIe aTaku, 10 HAIXOMATh 30BHI Mepexi, Toal sk NIDS 3marHa BusBuTH 1
BHYTPIILIHIO 3arpo3y.

MepexkeBl cUCTEMHU BHSIBJICHHS BTOPIHEHb KOHTPOJIIOIOTH BCIO MEPEXKY, ILIO
JI03BOJISI€ HE BUTPAYATUCA HA JI0JIaTKOBI pilieHHs. Aje € Hepodik: NIDS BiicTeKyIOTh
BECh MEpEeXeBUU TpadiK, CIIOKMBAIOYM BEIHMKY KUIBKICTh pecypciB. YuM OLIbIIMIA
obcar Tpadiky, TuM BuIa morpeda B pecypcax CPU ta RAM. Ile npu3Boauth 10
NOMITHUX 3aTPUMOK OOMIHY JaHMMHU Ta 3HUKEHHS IIBUAKOCTI pOOOTH MeEpexi.
Benukuii o6car inpopmariii Takoxx mosxke npurosomimuta NIDS, 3mycuBmm cucremy
MPOMYCKATHU JIeAKl MAKETH, 10 POOUTH MEPEKY BPa3IUBOIO.

AnbpTepHaTHBa MEpPEXKEBUM  CHUCTEMaM —  XOCTOBL. Taki  cUCTEMH
BCTAHOBJIIOIOTHCS HA OJIMH XOCT YCEpEANHI MEPEXkKi Ta 3aXUIIA0Th TUIbKH oro. HIDS
TaKOXX aHaMI3YIOTh BCl BXIJHI Ta BHUXIJHI MaKeTH, ajie¢ JIMIIE OJHOTO MPHUCTPOIO.
Cucrema HIDS npaiitoe 3a mpyUHITMTIOM CTBOPEHHS CHAMIIOTIB (paililiB: poOUTH 3HIMOK
MOTOYHOI BepCii 1 MOPIBHIOE HOTO 3 MONEPEIHbOI0, BHUSBJISIOUM MOKIIMBI 3arpo3H.
HIDS kpanie BCTaHOBIIIOBaTM Ha KPUTHUYHO BAKIMBI MAllMHU MEPEXKI, SIKI PLAKO
3MIHIOIOTh KOH(Irypartio.

Kpim NIDS ta HIDS, noctrynui takox PIDS (Perimeter Intrusion Detection
Systems), iK1 OXOPOHSIIOTh HE BCIO MEPEKY, a JUIIE MEXKI Ta CUTHAII3YIOTh PO IXHE
nopyuenHs. [le oqun pizHoBUa - VMIDS (Virtual Machine-based Intrusion Detection
Systems). Lle pi3HOBU/ crcTeM BUSBIICHHS 3arpo3 Ha OCHOBI TEXHOJIOT1H BIpTyasi3allii.
Taka IDS no3BOisi€ YHUKHYTH PO3TOPTaHHS CUCTEMH BUSIBICHHS HAa OKPEMOMY
npucTtpoi. JlocTaTHbO PpPO3TOpHYTHM 3aXMCT Ha BIpTyalbHId MalluHI, sKa

BIJICTEXKYBaTUME Oy/Ib-sKY M1J03PLILy aKTUBHICTb.
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Host Based (IDS)

HIDS DS Ha ocHoBi XocTa
Network based IDS
NIDS 3 f =
IDS na ocHosi Mepexi
Hybryd IDS
HDS liopuaHuii IDS
Network node intrusion detection
NNIDS BHSARNEHHSA BTOPrHEHE
MEpeXeBoro Byana
Anomaly based IDS
AIDS Lirrabir s ot : ”
aenTHdikaTopu HA OCHOBI aHOMaNTi
Misuse detection system
MDS :

CHcTema BUSBJIEHHS 3N0BKHEAHE

Pucynok 1.3 — Tunu cucrem BusiBiieHHs BTopraeHb (IDS)

1.3 Cucremu BUSIBJIECHHS BTOPTHEHb, 110 023YI0THCA HA CUTHATYPAax

Bci cucremu BusBiienns arak [DS mpaifioroTh 32 OTHUM MPUHIIMIIOM — MOUTYK
3arpo3u LUISIXOM aHami3y Tpagiky. BIIMIHHOCTI KpUIOThCA y Tpolieci aHami3y. IcHye
TPHU OCHOBHI BUJIM: CUTHaTypHI, 3ACHOBAaH1 HA aHOMaJIIsIX Ta 3aCHOBAH1 Ha IIpaBUJIaX.

IDS uporo pi3HOBHAY MPAIIOIOTh 32 CXOXKUM 3 aHTHUBIPYCHHM MPOTPAMHHUM
3a0e3MeueHHsIM TPUHIMIOM. BOHU aHaI13yI0Th CUTHATYPH Ta 31CTABIISIIOTS iX 13 6a3010,
sIKa Ma€ MOCTIHO OHOBITFOBATHCS JIJIsl 3a0€3MeUeHHS KOpeKTHOT podoTr. BianmosiaHo,
y IIbOMY TOJISITa€ TOJIOBHUM HEJ0JIK curHaTypHux IDS: sikio 3 sskuxoch npuyuH 0asza
HEJOCTYIHA, MEpPE)Ka CTa€ BPa3IMBOIO. TakoX SKIIO aTaka HOBAa Ta 1 CHrHarypa
HEB1JI0OMa, € PU3HUK TOTO, IO 3arpo3a He OyJie BUSBIICHA.

CurnarypHui IDS 31aTHi BijcTexxyBaTu madiaoHu yu cranu. [lla6nonu — 1e i
CUTHATYPH, sIK1 30epiratoTbcs B 0a3i, 110 MOCTIHHO OHOBIIOETHCS.

[TouaTkoBHUll cTaH CHUCTEMH — HOpMaJlbHa POOOTa, BIJIICYTHICTh aTaku. [licis
YCIIIIHOI aTaKh CUCTEMa MEePEeXOAUTh Y CKOMIIPOMETOBAaHUM CTaH, TOOTO 3apaKeHHS
npoinuio yemimHo. KoxHa s (Hanpukiia, BCTAHOBICHHS 3'€ JTHAHHS 3a TPOTOKOJIOM,
110 HE BIJTIOBIAa€ MOMITHUII Oe3MeKr KoMIaHii, akTuBizallis 113 Toio) 31aTHa 3MIHUTH
cran. Tomy cur"atypsi IDS BijicTexxyroTh He /i1, a CTaH CUCTEMH.

[eit piznoua IDS 3a mpuHIIUIIOM POOOTH Y YOMYCh CXOXa 3 BIJCTEKECHHIM

CTaHIB, TUIBKM Ma€ O1IbIIIe OXOIICHHS.
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IDS, mo 6a3yroTbcst Ha aHOMaJTISIX, BUKOPUCTOBYIOTh MalllMHHE HaBYaHHs. J1is
NpaBUIbHOI pOOOTH TAaKMX CHUCTEM BHSBJIEHHS 3arpo3 NOTPIOHUN MpOOHUN mMepioa
HaBYaHHA. AJMIHICTpAaTOpaM PEKOMEHIYEThCSI MPOTSATOM IMEPIINX KiUTHbKOX MICSIIIB
MOBHICTIO BIJKJIIOYUTH CUTHAJIM TPUBOTH, 00 cucTteMa HaBuanacs. [licis TectoBoro
nepioAy BoHa rotToBa A0 podotu. CucteMa aHalizye poOOTy MEepexi B JaHUI MOMEHT,
MOPIBHIOE 3 aHAJIOTIYHHMM II€P10JI0OM Ta BUSBIISIE aHOMAJIIi. AHOMAaIT MOIIIAIOTHCS Ha
TPH KaTeropii:

- CTaTUCTHYHI,

- aHOMaJTii MPOTOKOJIIB,

- aHomaJii Tpadiky.

CratuctuyHi aHoMauii BUSIBIAIOTHCS, Koau cuctema IDS cranoButh npodiib
IITaTHOI ~aKTUBHOCTI (00CST  BXITHOTO/BUXITHOTO Tpadiky, mporpamu, Mo
3aIyCKalOThCA 1 T.JA.) 1 MOPIBHIOE Horo 3 mortouHuMm mnpodineM. Hanpuxnan, s
KOMITaHii XxapakTepHe 3pocTaHHs Tpadiky mo Oyansx Ha 90%. ko Tpadik pantom
3pocte He Tak Ha 90%, ane B 900%, To cuctema NoBIAOMUTD MPO 3arpo3y.

Jlns BusiBneHHs aHoMaliid mpotokomiB IDS-cuctema aHanizye KOMyHiKaliiHi
MIPOTOKOJIH, X 3B'SI3KHU 3 KOPUCTYBavYaMH, JOJaTKaMHu Ta ckiianae rpodini. Hampuknazn,
BeOcepBep noBuHeH mpairoBatyd Ha opTy 80 mns HTTP ta 443 nna HTTPS. Sxuro
g nepenadi ingopmarii mo HTTP a6o HTTPS Oyne BUKOpHUCTOBYBATHUCH 1HIIHIA
nopt, IDS Hazginuie moBigoMIeHHS.

Takox IDS 3naTHi BUSBASTH aHoMauii, OyAb-sIKy HEOE3NEYHY YW HaBITh
3arpo3/MBYy aKTUBHICTh y MepekeBoMy Tpadiky. Po3rinsHemo, Hanmpukiaa, BUMAI0K
DoS-araku. Skmo crnpoOyBaTH MPOBECTH TaKy aTaky «B J0O», i1 posmi3Hae Ta
3YMIUHUTH HaBiTh (aepBoii. KpeaTuBHI 3JIOBMHUCHUKHA MOXXYTh PO3CHJIATH TMAKETH 3
pizaux agpec (DDoS), mo ckmannime BusButu. Texnonorii IDS anamizyroTh
MepexxeBUH Tpadik 1 3aBYaCHO 3amo0IratoTh MOAIOHUM aTaKaM.

1.4 IlopiBHAAHHSA BiZIOMHX CHCTEM BHSIBJIECHHSI BTOPTHEHb

st 3abe3neyeHHst 3axucty I[T-iHbpacTpykTypu BapTO PpO3IJISHYTH KiIbKa
cuctem BusiBieHHs atak (IDS), okpim Snort. Cepen HaWOIIbII BiTOMHUX PIillICHb
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BUIUIAIOTE Suricata, Zeek (Bro) ta OSSEC. KoxkHa 3 1ux cucTeM Mae BIIacHI
XapaKTEePUCTHKHU, TepeBarn Ta oOMexeHHsA. (O3HalOMIIEHHS 3 KIHOYOBUMH
0COOJIMBOCTSIMU KOKHOI JIOTIOMOYKE BU3HAYMTH, SKE PIIICHHS HaWKpale BiAMOBiTae
KOHKPETHUM MOTpedaM Ta 3aBJAaHHSIM.

Suricata — 1e OararoyHKIIIOHaTbHA CHUCTEMa BHSIBJICHHS aTaK, fKa TaKOX
nigrpumye dynxiionan IPS (Intrusion Prevention System). Ii ocHOBHOIO mepeBaroro €
MOXJIMBICTb 00poOsATH Tpadik NapajlieJbHO 3a PaxXyHOK BHUKOPUCTaHHS Oarato
MOTOYHOCTI, IO 3a0e3Meuy€e BUCOKY MPOMYKTUBHICTh. Suricata 37aTHa MpaIfoBaTH 3
npaBuiIamMu Snort, 110 poOUTS i1 3pyUHOIO JIJIsl TUX, XTO BXKE€ BUKOPUCTOBYE Snort 1 Xxoue
posipuTu MOXIJIMBOCTI. KpiM Toro, Suricata Moxe aHai3yBaTH HE JIMIIE TAKETH, a

it HTTP-3anutu ta ¢ainm, mo poOouTts ii OUIBII YHIBEpCATbHOIO IJIsi PI3HUX THUIIIB

CECPECAOBUILI.
Suricata is far more than an IDS/IPS D.I DS Alerts
—) Protocol
€&— Transactions
=
N ()f-) Network
e ‘ Flows
u - L] ‘
PCAP
SURICATA QO 1
Cloud & On-premise
Extracted
Files

Pucynok 1.4 — SURICATA

Zeek (panime Bigoma sik Bro) — e He mpocto IDS, a ckopimre mardopma mist
MOHITOPUHTY MeEpexKeBOi Oe3MeKku 3 eleMEHTaMU aHaji3zy MEpeKeBoro Tpadiky.
OcHOBHa BIAMIHHICTh ZeeK BijJ 1HIIMX pIlIEHb MOJSTa€ B TOMY, IO BiH OUIbIIE
30Cepe/KEHNU Ha BUSIBJICHHI aHOMAaJIi Ta HE3BUYHOI aKTUBHOCTI, HI’K Ha MiAMUCAX
aTak. Zeek CTBOpIOE JIETaNIbHI XKypHAIU MPO MEPEKEBY MISUIBHICTD, IO JOTOMAarae
aHaTI3yBaTH MO MIiCas IXHHOrO BUHUKHEHHA. OJHAK cucTtema MnoTpedye Ouiblie
pecypciB 1 yacy Ha HajallTyBaHHS, TOMY BOHAa HaWKpale MiIXOIUTh I BEIUKHX

oprasi3ariii i3 po3BHHEHOIO KiOepOe3IeKoro.
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14.656MB/s 177.752KB/s 472.819MB

21.464GB 16

Pucynok 1.5 — Zeek

OSSEC Bigpi3usaerbes Bia iHmux IDS tum, 1o mpaifoe Ha piBHI XOCTIB, a HE
Mmepexi. Lle cuctema BUSIBIEHHSI BTOPTHEHb 13 BIAKPUTUM KOAOM, SIKa CIIEL1aJi3y€ThCA
Ha MOHITOPUHTY (aiiliB, aHalI31 )KypHAIIB 1 BUSIBJICHH] aHOMaJIiil Ha P1BHI CepBEPIB
gy pobouux craHmiii. OSSEC edexTuBHO 3axuinae Bij BHYTPINIHIX 3arpo3 Ta
JOTIOMAra€e CTeXKHUTHU 32 3MIHAMHM B KPUTHYHO BAXKIMBUX (aiiax 1 KOHQIrypauisx.
Bona Takox miaTpuMye€ ILEHTpadi30BaHE YMPABIIHHSI, M0 3PYYHO JUISI BEIIUKHUX
iHPppacTpykTyp. Onnak OSSEC He miaXxoauTh JI aHATI3y MEPEKEBOTO Tpadiky, TOMYy

il YaCTO BUKOPHUCTOBYIOTh Y IIO€JIHAHHI 3 1HIIUMH [DS.

Pucynok 1.6 — OSSEC

[cHye 1Ie KiJTbKa aNbTEPHATUBHUX PIIIE€Hb, IKI MOXKYTh OYTH LIIKABUMH 3aJIEKHO
B noTped opranizauii. Hanpuknan, Wazuh — ue dopx OSSEC, skuii no1aB HOBI1

dbyHKIii, 30kpemMa iHTerpaiito 3 SIEM-cuctemMamu Ta mokpaiieHy aHajgiTuky. Snort 3
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— OHOBJIEHa Bepcig Snort, 0 Mae€ MOJINIIEHY MPOAYKTHUBHICTh 1 CHPOIICHY
KoH(irypamito. Security Onion — 11le KOMIUIEKCHE PIlIeHHS, sike 00’ eHye Kinbka IDS
Ta 1HIIMX IHCTPYMEHTIB JUIsl MOHITOPUHTY O€3MeKH B €IMHIN MIaThOpMi.

Bubip mix Suricata, Zeek, OSSEC Ta iHIMMH CHUCTEMaMH 3aJCKHUTh BiJ
3aBJaHb, Kl CTOATH NEpe] oOpraHizaiiero. Suricata Haikpaimie MiIXOAUTh ISt
BHCOKOHABAHTAXKEHUX Mepexk, Zeek — st rmubokoro aHamizy Tpadiky Ta BUSBICHHS
anomatiid, a OSSEC — 1151 KOHTPOJIIO Ha PiBHI XOCTIB 1 cepBEpIB. Y AESKUX BUIMAIKAX
JOIIILHO BUKOPUCTOBYBATH Kilbka IDS pa3zoM, mo06 3a6e3neunTi BCeOTYHUM 3aXUCT
Mepexi Ta JaHuX.

[lepeBaru Ta HeomikK Snort y OPIBHSIHHI 3 IHIIUMU PIIICHHSIMU

Snort € ogHi€O 3 HaUTTONMYIAPHIITUX cucTeM BusiBiaeHHs atak (IDS/IPS) 3aBnsku
CBOIM MpOCTOTI, €(PEKTUBHOCTI Ta MIMUPOKIA miaATpuMul croiuibHOTU. [IpoTe, ans
YXBAJICHHSI PIIICHHS 100 BIPOBADKEHHS Snort BaYKJIMBO MOPIBHATH HOTO 3 1HIIMMH
pimeHHsIMU, TakuMu sk Suricata, Zeek (Bro) ta OSSEC, 3Bakatroun Ha TXH1 CHJIBHI Ta

cJ1a0Ki CTOPOHH.

Tabmuus 1.1 — IlepeBaru Ta HeoNiKK Snort Ta MOPIBHAHHS 3 AJIbTEPHATHBAMHU.

[IepeBaru Snort Henomniku Snort [TopiBHSIHHA 3

albTEepHATUBAMU

JIOCTYIHICTb Ta MiATPUMKA ObMexeHa IpoTyKTUBHICTD Suricata nepesepiye Snort 'y

CHIJTEHOTH Snort 06pobisie MepexeBuit MPOTyKTUBHOCTI, 0COOJIUBO

Snort € Binkputum I13 3 Tpadik Moci0BHO, 0 MOXKE | HA BETUKUX MEpexax,

BEJIMKOIO CTIBHOTOIO CTBOPIOBATH MPOOJIEMHU Ha OCKLITBKH MOXKE

KOPHCTYBadiB, 110 3a0e31euye | BACOKOHABAHTAKCHHUX BUKOPHCTOBYBATH 0arato

peryJisipHe OHOBJIEHHS MPaBUi | Mepexax. [ Benukux noTtouHicTh. [Ipore, Hioro

Ta IIBUJIKE pearyBaHHs Ha iH}pacTpykTyp Suricata HaJIAIITyBaHHS MOXe OyTH

HOBI 3arpo3u. barato BUSIBIIETHCS OUIBII CKJIQIHIIIINM JUJISI HOBAUKIB.

opraHizaniif BAKOPUCTOBYIOTh | MPOJYKTHUBHUM 3aBIISIKU

Snort, 3aBasIKM YoMy MOJKJIMBOCTI MapajenbHol

JOCTYITHO OaraTto 00pOOKH MaKeTiB.

JTOKYMEHTAIIi1 Ta TOTOBUX

MIPUKJIA/1iB BIIPOBAKECHHS.
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[Tponorxenus Tadmuii 1.1

['Hy4KicTh HaMAMITYBaHb
Snort 103BOJIsSIE CTBOPIOBATH
BJIACHI MpaBuiIa JIst
BUSIBJICHHS aTaK Ta
aJIanTyBaTH X MiJ KOHKPETH1
notpedu. Lle poOuts Horo
MPUIATHUM SIK AJI TPOCTHX,
TakK 1 11 OLJIBIN CKJIaJHUX
CEPEIOBHIIL.

Zeek (Bro) cnerianizyerscs
Ha JIeTaIbHOMY aHaJi31
Tpadiky Ta MOBEAIHKOBOMY
MOHITOPHUHTY, IO pOOUTH
Horo OibII MPUIATHUM TS
BUSIBIICHHS CKJIQ/IHUX 3arpo3s,
TaKHX SIK aHOMaTii abo
HEBIJIOMI aTaKH.

Zeek (Bro) nagae
pO3ILIUPEHUN aHaTI3
MepeskeBoro Tpadiky,
BUSIBIISTFOYH TIOBEIIHKOBI
aHoMarii, 1o poouTs Horo
KOPHUCHUM TSI BUSIBIICHHS
HOBHX 3arpo3.

[[Inpoxe BUKOPUCTAHHS Y
IIPOMHCIIOBHUX CTAHAAPTAX
Bbarato opranizariit
IHTErpy1oTh Snort y cBOi
CUCTEMHU O€3IEKU 3aBISIKU
HOro CyMICHOCTI 3 IHITUMU
MPOJAYKTaMH, 10 HOJIETIY€
Horo BIIPOBAXKEHHS Ta
HaJalITyBaHHS.

SIKo cucremMa mparroe 3
BEJIMKOIO KIJIbKICTIO MTPaBUII,
Snort Mmoxe BTpayaTu
e(EeKTUBHICTb, 1110 YCKIIATHIOE
YIPaBJIiHHS NOJITUKAMU
Oe3neku. Suricata kparie
CIIPABIIIETHCS 3 BETUKUMU
oOcsaramMu mpaBuI 3aBASKU
Kpalii onTumizarii.

OSSEC ¢oxkycyeTrbcs Ha
MOHITOPHHTY XOCTIB 1 aHaNi31
JKypHAJIIB, IO IOMTOBHIOE
mepexesi IDS, Taki sik Snort
yM Suricata, ajie He MOXKe
[IOBHOLIIHHO 3aMIHUTH iX.

[Tinrpumka pexxumis IDS ta
IPS

Snort MoXe MpartoBaTu K y
pexumi MoHiTOpuHTy (IDS),
TaK 1 y peXKUMi aKTHUBHOTO
omokyBanHs atak (IPS), mo
pPOOHTH HOTO YHIBEpCATTBHUM
PIIIIEHHSIM.

BincyTHicTh BOym0BaHOT
MIATPUMKH IS
MOBEIIHKOBOT'O aHAI3Y

Snort opieHTOBaHMI HA
BHUSBJIEHHS aTaK Ha OCHOBI
MiAnuciB, Toai Sk Zeek Ta
OSSEC MoxyTh aHani3yBaTu
MOBEIIHKY B MEPEXK1 UM Ha
XO0CTax, 110 Ja€ MOYKIHUBICTD
BUSIBJISITH CKJIQHIIII 3aTPO3H.

Snort, sik cuctema BusBieHHs arak (IDS) Ha ocHOBI migmuciB, HaKpaiie
Ipalloe B CEpeIOBUIIAX, € BAXKIMBO HIBUIKO PO3MI3HABAaTH BIJIOMI 3arpo3u Ta
aHoMaiii y wmepexeBoMy Tpadiky. 3aBISKH CBOid THYYKOCTI W MOXJIHMBOCTI
CTBOPIOBATH BJIACHI IMpaBuia, Snort Moxke OyTu eeKTUBHUM y 0araThbOX BHUMAJKaX.
Och KiJIbKa PHUKITAIB, 16 BUKOPUCTAHHS SnOrt CTAaHE ONTUMATLHUM BHOOPOM.

1. KoHTpoJib KOPIIOPATUBHOT MEpExKi
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Snort 0cO0GJIMBO KOPUCHHMH JUIi MOHITOPHUHTY CEpPeAHIX 1 BEJIMKUX
KOPIOPAaTUBHUX MEPEXK, 1€ TOTPIOHO BHUSABIATH 3arpo3d B PEATBHOMY Yaci.
Hampuknaz, BiH MOXe BUSBIATH CKaHYBaHHS MOPTIB a00 CIIpoOU HECAHKIIIOHOBAHOTO
JOCTYTyY JI0 cepBepiB 1 pobounx craHiii. Lle qomomarae agmiHicTparopaM MIBUIKO
pearyBaTy Ha M1J03pLIl AKTUBHOCTI 1 MIHIMI3yBaTH MOTEHLIMHY HIKOAY.

[Mpuknan: Crnpoba artakyroyoro mifiOpatd maposi 10 cepBepiB uyeped SSH
MO’KHA BHSIBUTH 32 JOTIOMOTOIO CIICIIaIbHOTO TIpaBuia B Snort. 3aBusku oMy I1T-
BIJUI1JI OTPUMAE CIIOBIIIEHHS TPO MOKIMBUI OpyTQopc-aTaKy i 3MOKe BKUTHU 3aX0/I1B
JUTA 11 IPUTTAHEHHS.

2. 3axuct BeOJ0IaTKIB Bl BIZIOMHUX aTaK

Snort edexkTuBHUI y 3amoOiraHHl MOMMpeHUM BebartakaMm, TakuM sk SQL-
in’exnii a6o XSS (MikcaiiToBe BHKOHAHHS CKpMITiB). Moro migmucHi mpasuna
JO3BOJISIIOTH OMEPATUBHO BUSIBIISATH TaKi 3arpO3W M 3aXWINATH KPUTHYHO BaKIIWBI
BeOI0JaTKU.

[Tpuknan: Kommanis, sika Hajae KJII€EHTaM JOCTYM 0 BHYTPIIIHIX CEPBICIB uepes
BeOIIaTopMy, MOXKE HAJIAIMTYBAaTH Snort AJis BiJCTEKYBaHHS IMiI03PUTNX 3aIlUTIB,
10 MICTATH XapakTepHi 1 SQL-1H'eKI1iii KOHCTPYKIIIi.

3. BusBnenns wkigyusoro 113 y tpadiky

Snort Mo’ke posmi3HaBaTH BiOMI 3pa3Kd  MIKIAJIUBOTO MPOTPAMHOTO
3a0e3neueHHs, Kl epeaaroTbes Mepexero. Lle 0co0amBo KOpUCHO ISl TIAIPUEMCTB,
K1 0OpOOJISIOTh BEIMKUI OOCAT JAHUX Ta MOKYTh CTAaTH MILIEHHIO ISl K10epaTak.

[Mpuknazn: Sxuo KoprcTyBaul KOMIaHIi BUIAJAKOBO 3aBaHTAXKYIOTh 3apaxKeHUN
daiin 3 [HTepHeTy, Snort 3MoKe BUSBHUTH 111 MAKETH i MONEPEIUTH PO 3arpo3y, NepI
HIXK BIPYC MOTPANUTh Y BHYTPIIIHIO CUCTEMY.

4. MOHITOPHHT BiJJICHUX MAKII0UEeHb Ta VPN

Snort noOpe miAXoAWTH IS BIICTEXEHHS aKTHUBHOCTI Y VPN-3'enHanHsx Ta
IHITUX BiIIAICHUX MiAKII0UYeHHAX. L{e BaXxIuBO IJis opraHizaliii, mo MnpamroTh 3
BIIJTAJICHUMH CHIBpOOITHUKAMU a00 MIAPSAHUKAMHU, OCKIJIBKU TaKUM TOCTYI MOXKE
CTaTH BPA3JIMBUM MiclieM y Oe3merr.
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[Mpuknazn: SAkio aTakyrounii HAMara€TbCsi OTPUMATH TOCTYII A0 KOPIOPATUBHOT
Mepexi uepe3 migpoOneHuit VPN-mpodinb, Snort 3Moxe BHUSBUTH aHOMAJbHY
aKTUBHICTb 1 MOMIEPEAUTH MPO 1€ aIMIHICTpaTOPA.

5. KommnaeHc ta ayauTtu 6e3nexku

Snort TakoX KOPUCHMM JUIsi JAOTPUMAHHS BHMOI CTaHAApTIB Oe€3NeKu
(mampuxian, PCI DSS a6o ISO 27001). Bin mo3BoJisie BECTH KypHald BUSBICHHX
3arpo3, 10 CHPOILYE MATOTOBKY JI0 ayAMTIB Ta 3BITYBAHHS PO 3aX0/ 11 OE3MEKH.

[Ipuknan: @iHaHCOBA yCTaHOBA BUKOPUCTOBYE Snort UIsi MOHITOPUHTY MEpExi
Ta 3aIUCy BCIX CIPOO HECAHKIIIOHOBAHOTO JIOCTYMY J0 AaHUX KiieHTiB. L1 nani MmoxxHa
BUKOPUCTOBYBATH JIJI1 BHYTPIIIHIX EPEBIPOK Ta 30BHIIIHIX ayJIUTIB.

6. JIokabHI MEpexkKi 3 00MEKEHUM JOCTYIIOM JI0 PECYpCiB

Snort € JierkuM 1 He BUMAarae MOTY>KHOro OOJaJHaHHS, WO POOUTH HOro
e(eKTUBHUM [IJIs1 HEBEJIMKUX OpraHizaiiii abo mepex 3 oOMexxeHuMH pecypcamu. Lle
MOke OyTH KOPHUCHHMM ISl IIK1UI, HEBEIUKHX o(diciB ab0 cTapramiB, SSIKUM HOTPiOCH
0a30BUl pIBEHb 3aXUCTY.

[Mpuknaa: Mana kommnaHis, sika HE Ma€e BEITUKOTrO OIOJKETY Ha KibepOesmeky,
MOK€ BUKOPHUCTOBYBAaTH Snort 1jis 6a30BOr0 MOHITOPUHTY MEpeXeBoro Ttpadiky i
BUSIBIICHHS 3arpo3.

1.5 Bigminnocti podoru mixk IDS Ta IPS B IT-indppacTpykTypi

3aco0u 3aXUCTy 3aB3K/IU PO3BUBAIKCS PA30M 13 MTOSIBOIO HOBUX METO/IB arak. Lle
IpaBWJIO 3aJUIIAETHCS aKTyaJdbHUM 1 1 cepu 1HopmaniiiHoi Oe3neku. CydacHi
pILIIEHHS BUKOPHUCTOBYIOTh OpaHIMayepH, CUCTEMHU BHsBIEHHs BToprHeHb (IDS),
BeO(DUILTPH, MOTOKOBI aHTUBIPYCHI TporpamMu Ta maTpuMky VPN-3'enHanb.

bpannmayepu (firewall) 3ma1ficHIOIOTE TIEPEBIPKY MEPEKEBUX IMiJIKIIOUYECHb —
aHaMI3yIOTh ajJpecy Ta MOpPT NpU3HAYEHHS ¢ BIANpPaBHUKA, BHUKOPHUCTOBYBaHI
MPOTOKOJIU Ta CcTaH cecii. [[poTe BOHM He 34aTHI BUSIBISATH IIKIJIMBUN YU aTaKyIOUHid
Tpadik, SKIO BiH BIAMOBIJA€ BHU3HAUYCHHM aIMIHICTPATOPOM MpaBaM 1 IMOJITHKAM
IocTymy. Y BHUNAAKaX, KOMH EKCIUIONT BHKOPHUCTOBYE BPA3lHMBICTh Yy paMKax
JI03BOJICHOTO 3'€THAHHSA, OpaHMayep He 3MOKe 3a0JI0KyBaTH aTaky. [jis miiBUIIEeHHS
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PIBHSL 3aXUCTy BIPOBAKYIOTHCS HOBI TEXHOJIOTiI, cepell SKUX BaXJIMBE MiCIIe
3aiimatoTh cucreMu BusiBiaeHHs (IDS) ta 3anobiranus (IPS) BToprueHHsM.

Bigmiaaocti mix IDS ta IPS

IDS (Intrusion Detection System) — 11e cucTema BUSBIIEHHS BTOPTHEHb, a [PS
(Intrusion Prevention System) — cucrema 3amo6iranust BTopraeHHsM. L{i TexHomorii
HACTIIBKU CXOXI, IO iX YacTO PO3TISAAIOTh SIK YaCTUHY €IMHOTO pimieHHs. Panimie
IDS icHyBana sk OKpeMHUH I1HCTPYMEHT, aje 3roJoMm crajna ckiagoBoro IPS. V
NOPIBHAHHI 3 TpagulliiHUMU 3acobamu 3axucty, IDS ta IPS 3a0e3neuyiors BUIINN
piBEHb O€3IeKH Mepexki, 3aBASKM 3JaTHOCTI CBOEYACHO BHUSIBJISITH Ta OJIOKYBaTH

3arpo3m.

H
<
3
g
s
o
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Pucynok 1.8 — IPS/IDS

Bigminnocti mix IDS ta IPS

OcHOBHA PI3HUI MDK IUMHU PINICHHSIMH TOJIATAE y CIOCO0l pearyBaHHS Ha
iHuaentya. IDS BukoHye (yHKIIIO MOHITOPHUHTY: BOHAa pO3MI3HAE TMOTEHIIHO
HeOe3MeyHy AaKTUBHICTh Ta CIOBIIIA€ ajMiHIcTpaTopa mpo 3arpo3y. IPS, okpim
BUSIBJICHHsSI TIPOOJIEMH, aBTOMAaTUYHO TpPHUHMAaE 3aXoau Il OOpOTHOM 3 HEH —
po3puBae migo3piie 3'eqHanHs abo 6okye [P-aapecy, 3 K01 3A1HCHIOETHCS T11/103piia
AKTHUBHICTb.

Po3pi3HSIOTHCS 111 CUCTEMH TaKOX 3a CIOCOOOM 1HTErpallii B iIHPpaCTPyKTypy
Ta B3aeMOJIi€0 3 MepexkeBuM Tpadikom. IDS npairtoe napanenbHo 10 MOTOKY JaHUX,

0o0pobmsitoun  komii  Tpadiky, IO TPOXOAUTH Mepexer. Y cBow uepry, IPS
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BOYZIOBYETBCSI B MEPEKY, MPOIyCKaroun Bech Tpadik dyepe3 cede. Taka apXiTeKkTypa
pobuts IDS Oinbll 3py4HOI0 B yMOBaX BEJIMKHX HABaHTaXEHb, aJ K€ BOHA HE
BIJTUBATHME Ha 3arajbHy MEPEKEBY aKTHUBHICTh, HaBITh SIKIIO i pecypcu OyayTh
nepeBanTaxeHi. Hatomicts IPS Moxke cratu «By3bKUM MICLIEM», CHOBUIHHIOIOYU
poOOTY Mepexi Ta CTBOPIOIOYH JJOJIaTKOBE HaBaHTa)KEHHS Ha OpaHaMayep.

[0 KOHTPOJIOIOTH CHCTEMH BUSIBIICHHS Ta 3a00iraHHs BTOPTHEHHSIM

Ak yxe 3azHavanocs, IDS anamizye mepexeBuil Tpadik Ta MOpiBHIOE HOTO 3
HasBHOIO 0a3010 3arpo3. 3aBAsSKU I[bOMY BOHA 3/1aTHA BUSBISTH:

- MepeskeBi aTaku — ClipoOH MOPYIIUTH POOOTY CUCTEMU depe3 Tpadik;

- HecankiionoBanuii J0CTyn 10 JaHUX — TMIA03pLIl CIPOOM OTpUMATH
KOH(D11eHIIHY 1HQOpMaIio;

- AKTHUBHICTH IIKIITUBOTO [13 — BUSBIICHHSI BIpYCIB UM TPOSHIB Y TpadiKy;

- CkaHyBaHHS TOPTIB — CIPOOU 3HAUTH BIJKPHUTI MOPTH JUIS MOJATBIITNX
aTak;

- AHOMaJbHYy TIOBEIIHKY — HE3BHUHY aKTUBHICTH, IKa MOKE CBIAYUTHU PO
IPUXOBaHY 3arpo3y;

- BuxopucranHs OOTHETIB Ta MallHIHT-ITYyJIIB — BUSIBJIEHHS K10€p3arpos, siki
MOXXYTbh OYyTH YaCTHHOIO MAaCOBHUX aTak ab0 MalHIHTY KPUMITOBAJIIOT;

- [TopymieHHst OMITUK OE3MEKN — KOHTPOJIb 32 BAKOHAHHSM BCTAHOBJICHUX
MIPaBUII IOCTYITY Ta BUKOPUCTAHHS PECYPCiB.

3aBasiku TakoMy ¢yHkiioHany IDS ta IPS 3qaTHi 3a6e3meunTtt BUCOKUNA PiBEHB
3aXUCTy Ta 3HU3UTU PU3UK KiOepaTak Ha MEPEKEBY IHPPACTPYKTYpYy.

Kareropii IDS 3a miciieM BcTaHOBJICHHS Ta MPUHITUIIOM il

Cuctemu BusiBieHHs BToprHeHb (IDS) «knacudikyroThcss 3a  Micuem
BCTAHOBJIEHHS Ta NPUHLIMIIOM poOoTH. Jlani po3riasiHeMo oOuaBa miaxoau.

Kitacudikarrist 3a MiciieM BCTaHOBJICHHS

° Cucrema BUsIBIEHHS MepexeBUX BTOprHeHb (NIDS)

NIDS ananizye mepexkeBuil Tpaik ycix MpUCTPOIB y Mepexi, MepeBipsIodn
KOXKEH IMaKeT Ha BCIX PIBHSX — BIJl KAHAIBHOTO JI0 IPUKJIaAHOro. Taka cucrema 3/1aTHa
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BUSIBUTH SIK 30BHIIITHI, TaK 1 BHYTpIlIHI 3arpo3u. OgHak 31 3pOCTaHHIM 00csAry Tpadiky
30UIBIIYIOTBCS. BHMOTM /10 TIpoliecopa Ta omneparuBHOi mnam'sti. B ymoBax
nepeBanTaxeHHs: NIDS moxe He BcTuraTu 00po0IIsiTH BC1 TAKETH, 1110 CTBOPIOE PU3UK
MPOITYCKY 3arpo3.

o Cucrtema BusiBJIeHHS BTOprHeHb Ha XocTi (HIDS)

HIDS BcTaHOBIIOETHCA HAa OKPEMOMY XOCTI BCEpPEIMHI MEpEekl Ta aHajizye
aumie oro Tpadik 1 akTuBHICTH. [IpuHuMI poOOTHM TOJISITaE y CTBOPEHHI 3HIMKa
CUCTEMHU Ta MOPIBHSAHHI KHOro 3 MOMNEPEIHbOI0 BEPCIE0, IO JO3BOJISIE BHUSBUTHU
HeOakaHl 3MiHM 4M 3arpo3u. Taka cucTreMa HaWkpalle MiAXOIUTh ISl KPUTHIHO
BAYKJIMBUX CEPBEPIB, /i€ 3MIHU KOH(Irypalii BiA0yBatOThCS PIAKO.

o [TepumeTpoBa cucrema BusiBieHHs! BTopraeHb (PIDS)

PIDS — mie 6a3oBe pimieHHs, sIKe KOHTPOJIIOE JOCTYM A0 MEpexi Ha 1 Mexi,
noAiOHO /10 MapKaHy HaBKOJIO OyIMHKY. BoHa He 3a0e3reuye MOBHUM 3aXUCT MEPEXKI,
a JIUIIIE MOB1AOMIISIE PO MOTEHIIMHI TOPYIIEHHS IEPUMETPA.

o Cucrema BUSIBIICHHS BTOPTHEHB Ha OCHOBI BipTyansHux MamuH (VMIDS)

[Is1 cucrema BUKOPUCTOBYE MOXJIMBOCTI BipTyaui3allii, III0 yCyBa€e MOTpedy B
PO3rOpTaHHI OKPEMOTO MPUCTPOIO isi MoHiTopuHry. VMIDS posmingyerbcsi Ha
BIpTyaJIbHIM MalWHI, M0 JJO3BOJIAE aHANI3yBaTH IIJ03pUTYy AaKTUBHICTh Y
BIpTyaJbHOMY CEpEAOBUII 03 3HAaUHUX 3MiH Y (Pi3uuHii 1HHPACTPYKTYPi.

o Cucrema BHSIBIEHHS BTOPIHEHb Ha OCHOBI NPHUKJIAJHUX IPOTOKOJIB
(APIDS)

APIDS ananizye mnaket JaHUX, SIKI TEpPeJaloThCsl uepe3 MPOTOKOIU
npukiIaaHoro piBHs. [Ipukinagom Moxe Oyt KOHTposib SQL-3anuTiB AJ1 BUSBIICHHS
IIK1IJTMBOT aKTUBHOCTI IIPH B3a€EMO/IIT 3 Oa3amMu JaHUX.

o ['i6punna cuctema BusiBieHHs BToprueHs (HyIDS)

HyIDS moennye dyHKIIi KUTBKOX CHCTEM, OMHCAHUX BHIIE, JJIS TOCATHCHHS
Outbmoro piBHs 3axucty. lle KoMIieKcHe pIlIeHHs T03BOJSE BHUKOPHCTOBYBATU

CWJIbHI CTOPOHHM PI3HUX MIJIXOJIIB Y PAMKaX €IMHOI apXITEKTYpH.
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et miaxin go kiacudikaiii IDS monomarae opranizaiiisiMm 00paT ONTUMaIbHE
pIILIEHHSI 1711 CBOiX MOTPeO, 3aJIeKHO BiJ 0COOIMBOCTEN 1HPPACTPYKTYpHU Ta 3arpos,
SIK1 HEOOX1JHO KOHTPOJIFOBATH.

Kinacudikaris IDS 3a npunnunom aii:

CurHatypHi CHUCTEMH BHUABICHHS BTOPTHEHb MPAIIOIOTh 32 MPUHIIUIIOM,
CXOKMM Ha aHTHUBIPYCHE NporpamHe 3a0e3rneueHHs. BoHM MOpiBHIOIOTH Tpadik i3
BIJIOMUMHU CHUTHAaTypaMH 3arpo3, sIKi 30epiraroTbcsl y IMOCTIMHO OHOBIIOBaHIN 0a3i
naHux. SKmo poctyn a0 6a3u Oyne BIACYTHIM a00 BOHA BHUSIBUTHCS 3aCTapLiolo,
e(eKTUBHICTh TaKOl CUCTEMHU 3HUKYeTbCcs. OCHOBHHMM Henomik curHarypHux IDS
MoJIsiTa€ B TOMY, 1110 BOHU HE 3/IaTHI BUSIBJIATH HOB1 @00 HEB1JIOMI 3arpo3u, JJIsl IKUX
I1€ HE CTBOPEHO CUTHATypHu. TakuM YMHOM, 11l CHCTEMU MOXKYTh IPOIYCTUTH aTaku 3
HOBUMH XapakTepuctukamu. KpiMm TOro, BOHM 30C€pe/’KeHI Ha BIJICTEKEHHI CTaHy
CUCTEMHU, a HE Ha aHaJI131 OKPEMHUX MOA1M.

Cucremu, 10 MPalOOTh HAa OCHOBI aHOMAliid, 3aCTOCOBYIOTH TEXHOJIOTii
MaIIMHHOTO HaBYaHHS JJI BUSBIICHHS BIIXWICHb Yy OBEAIHI Mepexi. /{151 KopeKkTHOi
poOOTH TaKoi CHUCTEMHU CIOYAaTKy HEOOXITHO MPOBECTH HABYAHHS, SIKE 103BOJISIE
3pO3yMITH, K BUTIsAA€E "HOpMaibHA" aKTUBHICTh y Mepexi. TpuBaiicTh HaBUaHHS
3aNeXUTh BiJ ckiaagHocTi [T-1HppacTpyKTypu.

[Tpuntun po6otu IDS Ha OCHOBI aHOMAaJK TONIATAE Y TOPIBHSAHHI TOTOYHOTO
TpadiKy Ta aKTUBHOCTI 3 MONEPEIHIMHU NEPi0JaMu, 11100 BUSBUTHU TPU OCHOBHI THUIIH
aHOMaJTIif:

CratucTuyHi aHOMaTii — BUSIBJICHHS BIIXUJICHB Y KIJIbKOCTI 3aMHUTIB 200 00csArax
Tpadiky.

AHoMai1 TPOTOKOJIB — MOMHUJIKYA YM HECTAHIAPTHE BUKOPUCTAHHS MEPEKEBUX
MIPOTOKOJTIB.

Taki cucreMu € AOCUTHh €(PEKTUBHMMH Yy BHSBIICHHI HOBHX 3arpo3, ajle iXHe
HAJAIITYBaHHA Ta MIITPUMKA MOXYTh OyTH ckiIagHuMu. [loTpiGen yac s HaBYaHHS
CHUCTEMH, a TAaKOX PETyJspHE OHOBIEHHS MOJENCH AN YHUKHEHHS TTOMHUJIKOBHX
CIparbOByBaHb.
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1.6 AcnexkTu po6oTu 3i Snort

Snort — Cucrema, sIKa MAaKCHUMAaJIbHO 3aJ0BOJIHSIE€ OCHOBHI BHMOTHM Ta
BIJIMOBiAa€e moTpedaM opraHizamii.

3anobiranHs BTropraeHs (IPS/IDS) 13 BiakpuTum KogoMm y cBiti. Snort IPS/IDS
BUKOPHUCTOBYE CEPII0 MPABWI, Ki JOMOMAaralOTh BHU3HAYUTH 3JIOBMUCHY MEPEKEBY
aKTHUBHICTbH, 1 BUKOPUCTOBYE 111 TIPABUIIA JUISI TTOMIYKY MAKETIB, SIK1 301ral0ThCs 3 HUMH,
1 TeHepye€ CIOBIIIEHHS JIJIs1 KOPUCTYBAviB.

Snort Takoxk MOXkKHA PO3rOPHYTHU BCEPEAUHI, 00 3YMUHUTH Il MaKeTU. Snort
Ma€e TpU OCHOBHI NpH3HAuYCHHs: K cHipdep makeTiB, sk tcpdump, sk peectpaTop
MaKeTiB — 1110 KOPUCHO JJIsl HAJIAro/KEHHS MepekeBoro Tpadiky, abo Horo MoxHa
BUKOPHCTOBYBATH K TIOBHOMACIITAOHY CHCTEMY 3ar100iraHHsS BTOPTHEHHIO B MEPEXKY.
Snort MOXHa 3aBaHTaXXUTH Ta HANAIITYBAaTH SIK JUIsI OCOOMCTOrO, TaK 1 JJIsl IJIOBOTO
BUKOpHUCTaHHA. Och JIesK1 KJIOYOB1 aCIEKTH Snort:

= BusiBnenns 3arpos: Snort aHamizye MepexeBU Tpadik 1 BUSABISLE
aHoOMaJIii, 10 MOXKYTbh CBIIYUTH MPO HASIBHICTH aTak ad0 Bpa3IMBOCTEN B Mepexi. Bin
MOKE pearyBaTH Ha pi3Hl1 THIIH aTaK, BKIIOYAIOYH BiJIOMI A0JI0OHM aTak, Migo3piil il
KOPHCTYBauiB Ta HEOE3MEUHUI MepeKeBUM Tpadik.

= [IpaBuna BusBICHHsS: Snort BUKOPUCTOBY€E TMpaBWja IS BUSBICHHS
cnenuiyHUX THUIIIB aTak abo aHoManbHOI MoBemiHKH. L{i mpaBmima MOXyTh OyTH
HaJalTOBaHI JJIsi BUSIBJICHHS KOHKPETHUX 3arpo3 abo B3aeMoJli 3 MNEBHUMH
MEPEKEBUMHU TIPOTOKOIAMH.

= Amnani3 Ttpadiky: Snort Moke aHali3yBaTH Pi3HI aclleKTH MEpPEKEBOTO
TpadiKy, BKIIOYAIOYM 3aroJIOBKM MAaKETIB, JJaHI Ta CUTHATypH aTak, 100 BUSBUTHU
1103p 1Tl i

= [ToTy>kHICTh Ta THYYKICTH: Snort € ayXe TMOTY>XHOI Ta THYYKOIO
CUCTEMOIO, SIKa MOKe OyTH HaJlallTOBaHa JUIsl BUSIBJICHHS PI3HUX BUJIB 3arpo3 Ta

aJallTyBaTuCA o0 piSHI/IX MCPCIKCBUX CCPCAOBUIII.
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= Biakpute mporpamue 3abe3nedeHHs: Snort € BIAKPUTUM MPOrpPaMHUM
3a0€3MEeUYCHHSIM 3 BIIKPUTHM BUX1THUM KOJOM, IO JI03BOJISIE KOPUCTYBa4aM BHOCHTH
3MIiHH Ta PO3POOJIATH 10AATKOB1 (DYHKIIIT BIAMOBIHO /10 iX TOTPEO.

= [HTerpariis 3 iIHIIMMU CUCTEMaMH Oe3MeKH: Snort MOXKe 1IHTeTpyBaTUCS 3
IHIIMMH CUCTEeMaMH O€3MEeKH, TAKUMHU 5K (PaEPBOIH, CUCTEMHU KyPHATIOBAHHS MOJIIN

Ta CUCTEMU YTPABIIIHHS MOISIMHU, JJIsI CTBOPEHHS KOMIUIEKCHUX 3aXUCHUX PIIICHb.

Pucynoxk 1.7 — Snort

[IpaBmia Snort € BaXJITMBHUM KOMIIOHEHTOM, IO 3a0e3nedye e(eKTUBHICTh
po6otu cucremu. Kokae mpaBmiio B Snort CKIala€eThCs 3 TBOX OCHOBHUX YACTHH:
3aroJioBKa Ta OIIMii. 3aroJoBOK MICTUTh OCHOBHY I1H(oOpManito, HEOOXITHY IS
BU3HAYCHHS, sIKI MaKeTH MoTpiOHO TepeBipsaTH. Bid Bkitoyae Tun npotokony (TCP,
UDP, ICMP), IP-anpecu mxepena Ta NpU3HAYEHHs], MOPTH Ta HANPSAMOK Tpadiky.
Hampuknaz, mpaBuiio Moke BUTIIAaTH Tak: alert tcp any any -> 192.168.1.0/24 80, o
Oo3Hayae, MO0 cucTeMa Oyjae TeHepyBaTu croBimieHHs st Bcix TCP-makertis, siki
HaaxoAaTh Ha opT 80 3 Oyab-aKoi aapecu Ao miamepexi 192.168.1.0/24.

Onmii mpaBujia YTOYHIOIOTH YMOBHM, $KI MalOTh OYTH BHUKOHaHI s
CHpallbOBYBaHHS MpaBuiia. BOHM MOXYTh MICTUTH p13HI TapaMeTPH, Taki sIK msg, siKe
BH3HA4Ya€ TEKCT IMOB1JOMIICHHS, IO OyIe BUBEACHO IIPH CIIPallbOBYBaHHI IpaBuja, abo
content, ke BKa3ye Ha KOHKPETHHUM BMICT, 110 TOTP1IOHO 3HAMTH B makeTi. Hanpuknan,
IpaBUJIO MOXKE BUIIIAAATH Tak: alert tcp any any -> 192.168.1.0/24 80 (msg:"HTTP
GET detected"; content:"GET"; sid:1001; rev:1;), mo o3Hadae, 1o Oy/ie 3reHePOBaHO

cnoBiteHHs npu BusiiaeHH1 HTTP-3anuty 3 Tekcrom "GET" nHa nopt 80.
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Snort TakoX MIATPUMYE PETYISIPHI BUPa3u JUIsl CTBOPEHHSI CKJIQJHIIIUX YMOB Y
nmpaBWiIax, IO JO3BOJIIE OUIBII TOYHO HAJAIITYBAaTH CHUCTEMY JJIsi BUSBIICHHS
cnenupiuaux 3arpo3. Kpim Toro, mpasmia Snort MOXyTh OyTH 3rpynoBaHi B KaTeropii,
110 MOJIETIIY€E YNPaBIiHHA HUMH Ta iX HaJalITYyBaHHS BIJIMOBIIHO O BUMOT Oe3MeKu
KOHKPETHOT oprasizarii.

Perynspue oHOBJIEHHS paBII SNOTt € KPUTUYHO BAXKIUBUM IS 3a0€3MEYCHHS
3aXMCTY Bl HOBUX 3arpo3. Kibep3nounHili nocTiiHo po3po0isitoTh HOBI METOAM aTak,
TOMY Ba)XJIUBO, 1100 crcTeMa BUSBIICHHs Oyja aganToBaHa 0 OCTAHHIX TEHACHIIN y
oe3neri. Snort 703BOJIsIE KOPUCTYyBayaM 3aBAHTAKYyBaTH HOBI ITpaBuJla 3 PETO3UTOPIiB
CHUIBHOTH, 110 3a0€3MeUye€ iX aKTyaJIbHICTh Ta €(PEKTUBHICTD.

[Ile ogna BaxknmBa (PyHKINSE Snort — 1€ MOXJIMBICTH IHTETparlii 3 1HIIMMH
cuctemMamu 0e3neku. Snort Mo’KHa BUKOPUCTOBYBATH B KOMO1HaIll1 3 OpaHaMayepaMu,
CUCTEMaMH ympaBiaiHHA nonisiMu Oe3neku (SIEM) Ta 1HIIUMU pIlIEHHSIMH, IO
JT03BOJISIE CTBOPUTH KOMIUIEKCHY cHCTeMy 3axucTy. Lle 3abe3nedye OUIbII MIMPOKUIA
orjisig O€3MeKy B opraHizallii Ta J03BOJIs€ MIBUIIE PearyBaTy Ha IHIIUACHTH.

Snort TakoX € BIOKPUTUM TMPOTrpaMHUM 3a0€3MEUYCHHSIM, IO JO03BOJISIE
KOpPHCTyBauaM BHOCHUTH 3MIHU Ta PO3pOOJISATH HOBI (PYHKIII BIAMOBIAHO JO CBOIX
notped. Lle Hamae rHYyYKICTh y HaAJAlITyBaHHI CUCTEMHU Ta JO3BOJISIE OpraHi3alism
ajganTyBaTH Snort i1 CBOi crierudiuHi BUMOTH.

VY miacymKky, Snort € MOTY)XHHM 1 THYYKHM IHCTPYMEHTOM JUIsl BHUSBJICHHS
3arpo3 y Mepexi. Moro MoxmmBocTi B amamizi Tpadiky, BUABIEHHI aHOMAiH i
1HTerpanii 3 IHIIUMHA CUCTEMaMU O€3MeKH poOJIATh HOTO BAXIJIMBUM KOMIIOHEHTOM B
apceHani 3aco0iB 1H¢opmariiiHoi Oe3neku. IlpaBuima Snort, iX cTpykTypa Ta
QJaNTUBHICT, € KIIOYOBUMHU I 3a0€3MEeUeHHS BHUCOKOTO PIBHS  3aXHUCTY
1H(OpMaIIITHUX CUCTEM BiJ CydyacHHX KiOep3arpos.

BucHoBKku 10 nepioro po3ainy:

Y nepmiomy po3aiai Oyjao po3riISHYTO OCHOBHI NMPUHIIMIN Ta 1HCTPYMEHTH
3a0€3MEUEHHs] 3aXUCTY MEPEeXKEBUX 1HPPACTPYKTYyp BIJI arak, 30KpeMa uepes
Bukopuctanusa IDS/IPS. TlpoananizoBaHo oco0IMBOCTI poOOTH OMEpaliifHOl CUCTEMHU
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Windows Server 2019 Tta miargopmu Active Directory, mo € ¢pyHaaMEeHTaIbHUMU
enemeHTamu cydacHoi IT-inppactpyktypu. Kpim TOoro, 3HauHy yBary NpuIiiI€eHO
CUCTEMI BHUSBJIEHHS BTOPTrHEHb Snort Ta ii MOPIBHAHHIO 3 IHIIUMHU MOMYJISIPHUMHU
pimeHHsIMU, TakuMu sk Suricata, Zeek (Bro) ra OSSEC.

PosrnanyTi minxomum no kmacudikamii IDS 3a micuem BCTaHOBIEHHS Ta
OPUHITUNAME 11 TOMOMOTJIM BU3HAYMTH, B SKUX yMOBaX KOKHA 3 HUX € HAHOUIbII
epextuBHOO. CopmoBaHO 0azy 3HaHb MPO TEOPETUYHI Ta MPAKTUYHI ACHEKTH
3aXMCTy MEpEeXi, M0 € BAXIMBUM €TaroM IJs TMOJANbIIOTO MPOEKTYBAHHS Ta

peaﬂisauii’ CHUCTCMHU BUABJIICHHS aTak.

28



PO3JIJTI 2 TOIIOJIOTISL KOMIT'FOTEPHOI MEPEXI TA PO3POBKA
CUCTEMU AJJPECALII

2.1 IloGyxoBa TomoJI0Tii Mepeki

KiienT-cepBepHa Mepexka — 11e apXiTeKTypa, 1€ IPUCTPOi MOAUISIIOTHCS Ha
cepBepH Ta KiieHTH. CepBepHu HAlal0Th PECYpCH U CepBicH, Taki AK (aitnu, 6a3u
JAHUX, CJICKTPOHHA TOIITa Ta aBTCHTH(IKAIIS, a KIIIEHTH HAJCUIAIOTh 3alUTH JIJIS iX
oTpuMaHHA. Mepexxa 3a3BUuail peani3yeThbes 3a 31pKonoi0Ho0 abo TridpuIHO0
TOMOJIOTIE0, JIe CEPBEPHU € LIEHTPOM B3aeMO/I1i. OCHOBHI IIepeBaru Takoi Mepexi —
[IEHTpaJIi30BaHe yIPaBIiHHA Ta MMiABUIIIEHA Oe31eKa, aJiKe KpUTHYHI JaH1
30epiratoThcs Ha cepBepax. BogHouac He0iKaMu € 3aJ1eKHICTh Bl CEpBEpIB: Yy pasi
30010 JIOCTYII JI0 pecypciB Moxke OyTH 3a0mokoBaHui. [ 3a0e3nedeHHsT HaJIHHOCTI
BKJIMBO BIIPOBAKYBATH MEXaHI3MH PE3€PBYBAaHHS Ta MPOJAYMaHy CUCTEMY
aapecarti.

Y miii po6oTi Oyno PO3TISHYTO KIIIEHT-CEPBEPHY MEPEXKY, B sIKikM OyI0
BUKopucTaHo 1 mapupytuzatop: R-231-27-1. Takox OyayTh 3aimyudeHi KOMYTaTOpH
SW-231-27-1 ta SW-231-27-2. PoGoui craniii 0yayTh MIAKIIOYEH] 10 KOMYTAaTOPiB
SW-231-27-1 Ta SW-231-27-2. B naniii Mepesxi HaJaTOBaHO JOCTYM A0 IHTEPHETY.
Ha mepexeBuX NpUCTpOsX HAAIITOBAHO CUHXPOHI3alito yacy yepe3 NTP, BinnpaBky
JAHUX PO TOAIl 3 BUKOpPUCTaHHSAM Syslog Ta ayTeHTH}IKAIiI0 3 BUKOPUCTAHHAM
Radius. Ha Windows Server 6yne nanamroBano AD, DHCP-cepsep, DNS-cepsep,
NTP-cepsep, Syslog-cepep, Radius-cepsep. [HTepHeT-3'€1HanHs 3a0e3meuye A0CTYI
70 TJIOOATBHUX PECcypciB Ta J03BOJIsAE€ opraHizaili €(eKTUBHO CHIBMIpAIIOBATH 3
napTHEepaMu, KJII€EHTaMH W THITUMU 30BHIIIHIMU CTOpOHaMH. BOHO TakoX € BayKJTUBUM
JUIsL CBOEYACHOTO OTPHMMAHHS OHOBJICHb O€3MEKM Ta BHUKOPUCTAHHS XMapHUX
maTdopM 1 CepBicCiB.

PoGoui cranmii 1 cepepu BkMoudaTh: Windows 10, sika € KIHOYOBOIO
OTIepaIifHOI0 CUCTEMOIO /I CyYaCHUX pOOOYMX CTaHIlIH, 3a0€31euyoun CyMICHICTh

13 HOBITHIMM mporpaMamu Ta cepBicamu. Windows Server, ikl BAKOPHUCTOBY€EThHCS
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JUIS [ICHTPAJII30BAHOTO aJIMIHICTPYBAHHS MEPEXKI, YNPABIIHHSA JAaHUMU, KOHTPOJIIO
JIOCTYTy Ta BUKOHAHHS 1HITUX CEPBEPHUX 3a/7a4.

TpupiBHEBa TOMOJIOTISI MEPEKI — 1€ CTPYKTYpa, AKa MOJISE MEPEKY HA TPH
joriuni piBHi: sapo (Core), arperarito (Distribution) ta goctym (Access). Taka
apxiTekTypa 3abe3neuye eQpeKTUBHY poOOTy MEepexi, MiABUIIYE il MacIITAOOBaHICTS 1
crpoirye ynpasmiaas. Llei miaxig 4acTo 3aCTOCOBYETHCS B KOPIIOPATUBHUX MEPEkKax,
Je mOoTpiOHO ONTUMI3ZyBaTH OOpPOOKY BEIMKHUX OOCSTIB Tpadiky Ta 3a0e3medyuTH
HAIWHICTD 3'€THAHD.

PiBenp simpa (Core) BiAmoBiae 3a MIBUAKY IMeperady JaHUX MiK OCHOBHHUMH
cerMeHTamMu Mepexi. BiHn 3a0e3neuye BUCOKY MPOMYCKHY 3JAaTHICTb 1 MiHIMalbHI
3aTPUMKH, BUKOHYIOUH (DYHKIIIT mBHIKOI MapiipyTu3aiii. Ha mpomy piBHI 3a3BU4aii
BUKOPHUCTOBYIOTHCS OTYXH1 MaplIpyTU3aTOPU Ta KOMYTaTOPH, AK1 34aTHI 00poOIsITH
BEUKUA 00ciar Tpadiky. OCKUIBKM 4IpO0 € KPUTUYHHM KOMIIOHEHTOM, HOro
MPOCKTYIOTh 3 YPaxXyBaHHIM pe3epBYBaHHS Il MiHIMI3allli TPOCTOIB y pa3i BiIMOBHU
oOytaTHaHHS.

PiBenn arperamii (Distribution) BuCTymae sk NPOMIKHHUN mIap MiX SIPOM 1
piBHEM nocTyny. BiH KoHcomiaye Tpadik BiJ KIJIbKOX KOMYTAaTOPIB PiBHS JOCTYITY Ta
nepeaae Horo Ha piBeHb siapa. KpiMm Toro, Ha ibOMY pPiBHI 3aCTOCOBYIOTHCS MTOJTITUKHU
oesnexkn Ta ¢iabTpamis Tpadiky, HAMPHUKIAA, 3a JOTOMOTOI CHHUCKIB KOHTPOJIIO
noctryny (ACL). PiBenp arperanii TakoX BHUKOPUCTOBYETHCSI AJIS BIPOBAIXKECHHS
OalaHCyBaHHS HaBaHTAXKEHHSI Ta YIPAaBIIHHSA MIXMEPEKEBUMU 3'€THAHHAMH.

PiBenb goctymy (Access) 3abe3reuye miaKIF0UYeHHs KIHIIEBUX TPUCTPOIB, TAKUX
AK Komm'torepu, mnpuHTepu Ta I[P-teneponu, a0 wmepexi. Ha upomy piBHI
BCTAHOBJIIOIOTHCSL KOMYTaTOpH, SIKI 3a0e3neuyloTh mepenady JaHuX MK
KOPHUCTYBAIIbKUMH TPUCTPOSIMU Ta BUIIUMHU DPIBHAMU Mepexi. TakoX TyT MOXYTb
3aCTOCOBYBATUCS MEXaHI3MH KOHTPOJIIO JOCTYIly, Takl SIK aBTEHTU(IKaLis
KOPHCTYBAUIB 1 3aXUCT BiJl HECAHKI[IOHOBAHOT'O JIOCTYIY.

TpupiBHEBa TOMOJIOTISA JONOMArae po3MOAUIMTH HaBaHTAKEHHS B MEpexi Ta
MBUALIUTH 11 HATIAHICTD 3aB/SKH YITKOMY PO3MEKYBaHHIO (DYHKIIIH KOKHOTO PiBHSL.
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Taxa apxiTeKkTypa J03BOJIS€ JIETKO MacIITa0yBaTH MEPEXKY IIJIIXOM J101aBaHHS HOBUX
OpPUCTPOiB ab0 CErMeHTiB 0e3 MOpPYUIEeHHS 3arajibHoi CTPYKTypu. BoHa Takox
MOJICTIIY€E YIPaBIIHHS, OCKUIBKM TOJITHKK O€3MEeKHM Ta TpaBWiIa MapiipyTH3aIlii
MOXKYTh OYTH IIEHTPAJII30BaHO peaizoBaHi Ha PiBHI arperarii Ta sjapa.

VY mporeci mpoekTyBaHHs Oyia peanizoBaHa TPUPIBHEBA MOJETh MEPEXKi, SKa
Mae iepapxiuHy cTpykTypy. Llg wmoxenp mnepenbadae momili Mepexi Ha TpH
B3a€MOIIOB'sI3aH1 PIBHI: A/Ip0, po3noaul Ta nocTyn. KoxkeH 3 piBHIB BUKOHYE OKpeMi
¢dynkuii, mo 3ade3neuye e(PeKTUBHICTD 1 HAAIMHICTE poOOTH Mepexi. CTpyKTypa wi€i

MepeXki HA0YHO TMpeJICTaBlIeHa Ha pUCYHKY HUXKYE.

PieeHb poznoginy 1a goctyny INTERNET

Pieenb posnoginy Ta goctyny
WS-231-27-1 <:‘) F Alny Ta fgoctyny
m WS-231-27-3

=

S l i
Windows_server_1-1 -\231-27-1 R-233-27-1 SW’231’27’2/
% ' ‘%: \mfjws_mrver_z—l
w5—231—2y/2 \iudow571071 =
vecs i

PIBEHb S40FA

Pucynok 2.1 — 3araibHa TONOJIOT1s] MEPEXKI

PiBenp simpa ckitamaerbes 3 1 MapuipyTusaropa, BiH 3’€IHaHUN MiX COOOO
KaHaJIbHUMH 3B’ si3kaMu TexHoJorii Fast Ethernet.

PiBens po3noainy Ta 10CTyITy Mae 2 KOMyTaTOpH, Ta MiAKII0YEeH] po0oUi CTaHIIi1,
10 MiJ’€IHaHl J0 sApa Mepexi. 3’€AHaHHA JI0 sAJpa BUKOPHUCTAHO 3a JIOMOMOTOIO
texHosorii Ethernet.

2.2 Bubip o0s1aqHAHHSA

Mepexa crnpoektoBaHa Ha 6a3i ob6nagHanHs Cisco. Hukde mnpencraBieHi
TEXHIYHI XapaKTePUCTUKH MPUCTPOIB, K1 OYTyTh BUKOPUCTAHI B 1[I MEPEXi.

Poytep Cisco C7200 — 1e MOTyXHUH MEPEKEBUM TMPHUCTPINA, SKE MIHUPOKO
BUKOPUCTOBYETBCS U1l MapLIpyTH3alli B CEPEIHIX 1 BEJIMKUX KOPIIOPATHBHUX

Mepexax. Lleit poyrep, Bunymenuii y cepenuni 90-x pokiB, 3700yB HOMYJISPHICTh
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3aBASKUA CBOIM FHYYKOCTI, MPOAYKTUBHOCTI Ta MOXJIMBOCTSIM MaciTadyBaHHs. Cisco
C7200 ocHaiieHHi OTYKHUMU MPOIecopamMu, 110 3a0e3MeUy0Th BUCOKY IIBUAKICTh
00poOKHM TaKeTiB, 1 Ma€ MOXJIHMBICTh yCTaHOBKU 70 512 Mb omnepatuBHOI mam'sTi
(RAM) Ta 128 Mb ¢uemmam'sti, 110 103BOJIAE MIATPUMYBATH BEIUKY KUIBKICTh
MapIIpyTU3aLIHHUX 3aIUCIB 1 PYHKIIIH.

Poytep miaTpumye pi3HOMaHITHI MOAYJl 1HTepdeicy, M0 T03BOJSE
I1JKITI0YaTH Pi3HI TUIIA MEpEeXeBUX 3'eHaHb, BKiItoyaoun Ethernet, T1/E1, T3/E3 ta
1HOIl, 3aBASKA 4YOMY BIH MOXKE aJaNnTyBaTHUCS IiJ] KOHKPETHI BUMOI'M MEpPEXI.
[TpoaykruBHicTh Cisco C7200 moke mocsiraTd ACCATKIB TUCSY MMAKETIB HA CEKYHIY,
3aJIeKHO B1J] KOHQIrypallii, 1o poOUTh HOTO 1€ IbHUM J1J11 OOPOOKHU BETUKUX OOCATIB
Tpadiky.

[Ipuctpiit npawroe Ha ocHOBI onepartiitHoi cucremu Cisco [0S, ska 3a0e3neuye
HIMPOKUIA CcrHekTp (yHKUIA MapumpyTusaili, KoMyTalli, Oe3MeKH Ta YNpaBIIHHA
TpadikoMm. lle mporpamue 3abe3nedeHHs AO3BOJISIE HANAIITOBYBATH POYyTEp JUIs
PI3HOMAaHITHUX CLEHApPiiB BUKOPUCTAHHS, MIABULLYI0UYH Oro rHyukicTh. Cisco C7200
po3poOeHuit as 3a0e3MedeHHs] BUCOKOT HaAIMHOCTI Ta Oe3nepepBHOCTI pobOOTH,
NiATpUMY0Un QyHKIIT pe3epByBaHHS Ta aBTOMATUYHOTO BITHOBJICHHS B pa3i BIJIMOBH.

JlonaTkoBo, poyTep MiATPUMYE PI3HOMAHITHI MEXAHI3MU O€3MEKHU, BKIIOUAI0YN
JOCTYTI 32 CIUCKaMH, MU(PpyBaHHS Tpadiky Ta aBTCHTHU(IKAIII0 KOPUCTYBaYiB, 110
N03BOJIsIE 3a0€3NeYUTH Oe3MeuHuid OOMIH JaHMMU B Mepexi. 3aBISKH MOMIJIHMBOCTI
noaaBaHHs MonayiaiB iHTepdeiicy, C7200 Moxe JIerKo aanTyBaTUCA O 3pOCTAIOUUX
notped Oi3Hecy, MmO pPoOUTH HOTO YHIBEpPCAIBHUM PIMICHHSAM JJIsi 0araTbox
oprasizariu.

VY miacymky, poyrep Cisco C7200 € HamiitHUM 1 TOTY>XKHUM PIIICHHIM IS
MapIIPyTH3AIlii, IKE MiAXONTh IS CEPEJIHIX i BETMKHX KOPIOPATUBHUX Mepex. Moro
IHYYKICTh, MaCIITA0OBAHICTh Ta MIATPUMKA PI3HUX MEPEKEBUX TEXHOJIOTIH pOOIIATH
HOro oAHUM 3 Kpamwux BHOOPIB I OpraHizailii, sSKi TparHyTh 3a0€3MEUUTH

edeKTUBHY 1 0e3MeUHy MapIIpyTU3aLII0 Tpadiky.
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Pucynok 2.2 — Bucokonpoaykrtupauit Mapiipytuzarop Cisco C7200

Tabmuis 2.1 — Xapaktepuctuka MapiipyTtusaropa cisco ¢7200

adventerpricek9
IaTepdeiicu 3aranbHa iHGOpMaIIis
CranpapTHa nam'sitb 1 Gb
MakcumasibHa mam'siTh: 2 Gb
TexHoor1 nam'sri SDRAM
dnemmnam'aTh 64 Mb
[linTpuMyeThbCs KapTa mam'sTi CompactFlash (CF) Card

2. O6pa3 KomyraTtopa Cisco i86bi

Komyrarop Cisco 186bi € TOTy>KHUM MEPEKEBUM IIPUCTPOEM, IPU3HAUECHUM IS
3a0€e3MeUeHHs] BUCOKOT IPOJYKTUBHOCTI B CY4aCHUX KOpPIOPATUBHUX Mepexax. Llei
koMmyTaTop Hanexxutb 70 cepii Cisco 8800 1 po3polOieHuit 111 BUKOPUCTAHHS B
YMOBaXx, 1110 BUMararTh MBUAKOI Ta Ha1iHOT tepeaadi nanux. Cisco 186bi miarpumye
nepeoBl TEXHOJOTI, Taki K 1HTEeNeKTyalbHa MapUIpyTH3allisl, 10 J03BOJSE HOMY
eeKTUBHO 00pOOIISITH BEIHKI 00caTy Tpadiky.

KomyTtaTop niaTpumMye pi3HOMaHITHI IpOTOKOJIH, BKItoyatoun Ethernet, VLAN,
1 TCP/IP, mo poOUTh HOro yHIBEpCaJbHUM PILICHHSIM I PI3HUX MEPEXKEBUX

cepenoBuIl. 3aBasiku cBOii apxiTektypi, Cisco 186bi 3a0e3neuye BUCOKY MPOMYCKHY
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3/IaTHICTh 1 Majly 3aTPUMKY, IO € KPUTUYHO BAXJIMBUM JJI JOJNATKIB, UyTIUBUX 10
3aTpUMOK, TakuX K VoIP Ta moTokose Bijeo.

OO6namHanHs ocHaIeHe 6araTbMa MOPTaMH, sIK1 JJO3BOJISIOTH IMiJIKJIF0YATH Pi3HI
MIPUCTPOI, TaKl IK KOMI'IOTEPU, CEPBEPH Ta 1HII MepekeBl kommoHeHTH. Cisco 186bi
HiATpUMY€E TEXHONOTII ynpasiinHa Tpadikom, Taki ak Quality of Service (QoS), mo
N03BOJIsIE TIpiopuTU3yBaTH Tpadik 1 3abe3nedyBatu CTabUIbHY pOOOTY KPUTHUYHUX
3actocyHkiB. KpiM Toro, komyrtarop 3abe3neuye (QyHKIT O€3MEeKH, BKIOYAIOYU
KOHTPOJIb TOCTYITy Ta MU(PyBaHHS JaHUX, IO IMiIBUIIYE 3arajJbHUN PIBEHb 3aXUCTY
Mepexi.

Cisco 186bi TakoX Ma€ MOMJIMBOCTI JJISl YMOPABIIHHA Ta MOHITOPUHTY, IIO
JI03BOJISIE AIMIHICTPATOPaM JIETKO KOHTPOJIFOBATH CTaH MEPEXKi, a TAKOXK BUSIBIISITH Ta
ycyBaTu mpooOsiemMu B peanbHOMYy uaci. 3apasku miaTpumii SNMP Ta iHmmx
IPOTOKOJIIB YIpPaBIIHHS MEpexaMmu, aJMIHICTPATOPU MOXYTh HaJalITOBYBaTH Ta
YIPABJISITH KOMYTAaTOPOM B1JIJIaJICHO, IO CIIPOIIY€E aIMIHICTPYBaHHS MEPEXKI.

VY migcymky, komyTtarop Cisco 186bi € MOTY>KHUM 1 THYYKUM PIIIEHHSAM JIJIs
MiIPUEMCTB, K1 MParHyTh 3a0€3MeYnTH ePeKTUBHICTh, HAIAHICTD 1 O€3MeKy CBOIX
Mepex. 3aBASKH MIATPUMII HOBITHIX TEXHOJOTIM Ta MOXJIMBOCTI MaciITaOyBaHHS,
Cisco 186bi miaxoauTh JJIsi BUKOPUCTAHHSA B PI3HUX MEPEXKEBUX CEPENOBHILAX, IO

pOOUTH HOTO 11eaTbHUM BUOOPOM JIJIS Cy4aCHHUX OpTraHi3alliil.

Pucynok 2.3 — O0pa3 Cisco 186bi
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VY SKOCTI KiHIIEBUX POOOYMX CTaHIIH BUKOPUCTOBYBATUMYTHCS KOMIT IOTEPH 3
onepartiiinoro cucremoro Windows 10. Ii cranmii OyayTth (QyHKIIOHYBaTH 3
MIHIMAJIbBHUMH XapakTepucTUKaMu: 4-saepHuii nporecop, 8 ['b oneparnBHOi mam'sri,
HakonmayBau oO'emom 256 I'b (HDD ab6o SSD) ta mepexeBuit iHTepdeiic 3i
mBuakictio 100 Mbit. Sk cepsep Oyae BukopucTtoByBaTHCS KoMl torep 3 Windows
Server 2019, o6nagnanuii 8-smepuum mporecopoMm, 16 I'b omepatuBHOT mam'sri,
HakonuyyBauem o0'emom 512 I'b a6o Oumpmie (HDD um SSD) ta MepexeBum
iHTepdeiicom 31 mBuakictio 1 Gbit.

2.3. Po3po0ka cxemu ajpecanii Mepe:xi

Po3pobka cxemu aapecaltiii s KIIEHT-CEPBEPHOI MEPEXKI € BAXKIMBUM KPOKOM
st 3a0e3nedeHdss e(eKTUBHOTO (YHKIIIOHYBAaHHS Ta YIPABIIHHS MEpPEKEBUMHU
pecypcamu. IlpaBunbHa anpecailiss J103BOJIAE ONTUMI3yBaTu Tpadik, MiABUITUTH
Oe3neKky Ta 3a0e3MeUnTy 3pyYHe aAMIHICTpYBaHHS BCI€T IHPPACTPYKTYpH. Y IpoLeci
PO3pOoOKH aapecarii A KIIEHT-CEPBEPHOT Mepexki 3a3BUYail BUKOPUCTOBYIOTHCS JBa
OCHOBHI MIIXO/IM: CTaTUYHA 1 IMHAMIYHA ajpecarlis. s cepBepiB, MapLIpyTU3aTOPIB
Ta 1HIIUX KIOYOBUX MPHUCTPOIB PEKOMEHAYETHCS BUKOPUCTOBYBATH cTaTu4Hy IP-
aapecarlito, ska 3abe3neuye cTabUIBHUI JOCTYI 1 CIPOIIYE iXHE aJAMIHICTPyBaHHS.
JunamiuyHa agpecarisi, peanizoBaHa 4epe3 nporokon DHCP, 3a3Buuait
BUKOPHUCTOBYETbCA JJISl KIIIEHTCHKUX MPUCTPoiB. Lle 3MeHIye HaBaHTa)KEHHS Ha
aJIMIHICTpaTopiB Ta 3anobirae koHduiktaM [P-aapec y Benukux mepexax. Baxxiausum
aCIeKTOM € TOJLI MEpPEXi Ha MIIMEPEki, 10 JT03BOJISIE 3a0€3MEUUTH CETMEHTAIII0
TpadiKy AJIs MiABUIIEHHS MPOAYKTUBHOCTI Ta O0e3neku. Hanpukiasn, Mo)kHa BUIIIUTH
OKpeMi MiAMEpPexXi sl CEpBEpPiB, KIIEHTIB Ta MEPEKEBUX CEPBICIB, IO JTO3BOJIUTH
PO3MEXYyBaTH AOCTYI 1 HANAIITYBATH CIIeNU(IUHI MOTITUKA KOHTPOITIO AOCTyy. st
3pYYHOCTI YNPaBIiHHSA T4 MOHITOPUHTY MEpEXi 3a3BUYail BUKOPUCTOBYIOTHCS MACKH
NiMEPEX1, 0 BU3HAYAIOTH KUIBKICTh AOCTynHUX [P-agpec y KOKHOMY CErMeHTi.
Boagnouac wmapmipyTuzaiisi MK TigMepekamMu 3a0e3medyeTbcs 3a  JOIMOMOTOI0
KOMYTaTopiB a00 MapHipyTu3aTopiB TpeThoro piBHs. lle mo3Bossie edexTuBHO
nepenaBaT Tpadik Mk cerMeHTaMu 0e3 BTpaT MpoayKTUBHOCTI. Pemikaris agpec i
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pe3epBYBaHHS KJIIOYOBUX MapIIPYTIB JoroMarae 3abe3neyuTu Oe3nepepBHy poOoTy
Mepexi HaBiTh y BHMaAKy 300iB. Cxema ajpecailii € KPUTHYHUM EJIEMEHTOM Y
MPOEKTYBAHHI MEPEXi, sIKUW 3a0e3reuye 0ajaHC MK MPOAYKTHBHICTIO, OE3MEKOI0 1
THYYKICTIO PO3IIMPEHHS MEPEexkl y MallOyTHbOMY.

Jnsa nokanbHOI Mepexi Oyae 3amydeno 2 azapecu: 192.168.1.0/24 Ta
192.168.1.0/24

Jlns inTepHety Ta aiist Poytepa Oyina 3anydena agpeca: 202.192.27.0

Tabmuusg 2.2 — [lapameTpu MiAKIIOYEHHS IPUCTPOIB

[Ipucrpiit IaTepoeiic [TigkmroueHHs 10 MPUCTPOIO [TigkaroYeHHs 10
iHTepdeiicy

INTERNET Eth 0/0 R-231-27-1 Eth 0/0

Router Eth 1/0 SW-231-27-1 Eth 0/0

R-231-27-1 Eth 1/1 SW-231-27-2 Eth 0/0
KomyTarop Eth 0/1 WS-231-27-1 Eth 0
SW-231-27-1 Eth 1/0 Windows_server 1-1 Eth 0
Eth 0/3 WS-231-27-2 Eth 0
Eth 0/2 Windows 10 1 Eth 0
KomyTarop Eth 0/1 WS-231-27-3 Eth 0
SW-231-27-2 Eth 1/0 Windows_server 2-1 Eth 0

3MiCHIO PO3MOMIT aApec IS JOKAIbHUX Mepex. [ 3pydHOCTi pe3yiabTaT
HaBeIeHUH B Taldum 2.2.

Tabmuus 2.3 Axpecartist JTOKaJIbHOI MEepexi

[Ipu3HadyeHHs aapec IP — addressaddress
Anpeca mepexi 192.168.1.0 — 192.168.2.0
Macka mepexi 255.255.255.0(/24)
MinimaibHa agpeca 192.168.1.248
[Ir03 3a 3amMoBuyBaHHsM (1) 192.168.1.254
[Tpuznaueni Windows Server (2) 192.168.1.252 — 192.168.2.252
[Ipuznaueni komyTtaTopam (2) 192.168.19.240 — 192.168.19.243

2.4 ApxiTeKkTypa cucTeMu BUsiBJeHHsI BTOprHeHb SNORT
Cucrema SNORT € nonysisipHUM 1HCTPYMEHTOM JUJ1s1 BUSIBJICHHS Ta 3a11001raHHS

BTOPTHEHHSAM Yy MEpEeXY 3aBIsSKH CBOid THYYKIH apXITEKTypli Ta BIIKPUTOMY
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BHXiZHOMY Kozy. I cTpykTypa 103Bos€ e(h)eKTHBHO aHAJi3yBaTH MepEKeBUii Tpadik
y peaJbHOMY 4Yaci, BUSBIATH aHOMalii Ta NOTEHIIAHI 3arpo3u. OCHOBHUMU
komroHeHTamMu SNORT € monyni 3axormieHHs TpadiKy, MEXaHI3M JIEKOJyBaHHSI,
CUCTEMa 3aCTOCYBaHHSI MpPaBWJI 1 MOAYJb pearyBaHHs. Ll apxitektypa 3a0esneuye
MO>KJIMBICTh THYYKOTO HaJalITyBaHHS Ta MacmraOyBaHHs, mo poOuts SNORT
MPUIATHUM SIK JIJI1 HEBEITUKHUX JIOKATBHUX MEPEXK, TaK 1 ISl BEJIMKUX KOPIIOPATUBHUX
CEpeIOBHIL.

KimtouoBum komnoneHtoM SNORT € Momyne 3axorieHHS Tpagiky, SKUR
Ipairoe Ha PiBHI MEpekeBOro iHTepdeiicy Ta NEpexoIulioe MakeTh AaHuX, M0
npoxoJsiTh Mepexero. Lleit monyns gie moaiOHO 10 cHigdepa, aHATI3yIOUd SK
BXI1JTHUM, TaK 1 BUX1THUH Tpadik. 3aXOIUICH] MaKeTH MePeIal0oThCs Jadl B CHCTEMY JISI
OutbIn rambokoro anamizy. 3apasku nboMmy SNORT moxe ¢inbTpyBatu Tpadik 3a
nporokonamu, IP-agpecamu, mopramu Ta 1HIIUMH [TapaMeTpamu.

Hacrynauii  eram o00poOKM BUKOHY€ JCKOAYBaJIbHUW MOAYJb, SKHH
pO3MM(POBYE 3aXOIUICHI MAKETU Ta BUAUISE KOpUCHY iH(Dopmanito. Bin po3Ousae
MaKeTH Ha PiBHI BiANMOBIIHO 10 Mojeni OSI, mo 103Bosse aHATI3yBaTH SK 3aT0JIOBKH,
Tak 1 BMICT AaHuXx. Llell eranm € BaXJIMBUM /Jii KOPEKTHOTO PO3MI3HABAHHS aTak,
OCKUIBKU 0arato 3arpo3 MackyrTb CBiil Tpaik Ha Pi3HUX PIBHAX MPOTOKOJIIB.

[Ticns mexkomyBaHHA TAKETH TEPENAIOThCS B MOIYJb 3aCTOCYBAHHS IMPABHII,
akuil € ocHOBHUM KoMnoHeHTOM SNORT. Ileit Moy ib HOPIBHIOE MAKETH 3 HASABHUMHU
IpaBUJIaMU JJIs1 BUSBIICHHS OTEHIIHHUX 3arpo3. [IpaBuia MoxyTh OyTH CIpsMOBaHi
Ha BUSBIICHHS BIJIOMHMX aTak (CUTHAaTypHI MpaBmia) ab0 aHOMaJIbHOI MOBEIIHKH B
Mepexi. BoHu 3agaioTbes B cnemiaibHOMY (opMari Ta MOXKYTh BKIIOYATH
1H(OpMaIIito MPO THUIT MPOTOKOITY, MHKEPENIO Ta MpU3HAYCHHS TpadiKy, KIIOYOBI CIOBa
abo madnonu Bmicty. Hampukiman, SNORT moxe mykatu curtatypy SQL-1H’exiii
a00 crpoOy HECAaHKI[IOHOBAHOIO JIOCTYMY /10 cepBepa uepe3 SSH.

[Ile oaHMM BaXXJIMBUM KOMIIOHEHTOM € TMPENpOILECOPH, SKIi BHUKOHYIOThH
TOAATKOBUM aHami3 Tpadiky Tmepes 3acTOCYyBaHHSM OCHOBHHMX TMpaBwi. BoHu
JO3BOJISIIOTH TIATOTYBAaTH JaHl JJIs KPamioro po3Mi3HaBaHHSA aTak, 0OpoOIsouH

37



crienudiynl Tamu OpotokodiB, sik-oT HTTP a6o DNS. Ilpenporecopu MOXYTh
00'enHyBaTH ()parMEHTOBaHI IMAKETH, 1[0 JA€ 3MOTY BUSBISATH CKJIQJHI aTaku, SKl
HaMararThCs O0IUTH CHCTEMY 3a PaXyYHOK pO30OHUTTS TpadikKy.

[Ticns Toro, sik makeT Biamoigae nepHomy mnpaBwity, SNORT akTtuBye Mmoaysb
pearyBanss. Lleit Momynp Bu3Hauae, ki Aii HEOOX1THO BUKOHATH Y pa3i BUSBIICHHS
3arpo3u. Jlii MOXyTh BKJIIOYAaTH CTBOPEHHS CHOBIIIEHHS, 3amuc iHQopMarii 10
XKypHalny noaiil abo aktuBHe OsokyBaHHs Tpadiky. Y pexumi IPS (Intrusion
Prevention System) SNORT moxe He TUIbKHM BUSIBIATH, aje W 3amoOiratu atakam,
OJIOKYIOUM IIKIJJTUBHEN Tpadik y pexumi peasibHoro dacy. B pexwumi IDS (Intrusion
Detection System) BiH Jume ¢IKCye MiJI03pUTy AaKTUBHICTh 1 TMOBIJOMIISE
aJIMIHICTpaTOpa MPO MOKITUBY 3arpo3y.

Kypuanmu mnoniid, siki redepye SNORT, BifirpaioTh BaXJUMBY pojib Yy
3a0e3MneueHH1 0e3MeKHu, OCKUIBKU MICTATh 1H(OpMAILIito PO BUsABJIEHI 3arpo3u. L1 naxi
MOXYTh OYTH MpOaHali30BaHi aJMIHICTpaTOpamMu I MOAAIBIIMX 1M, TaKHUX SK
OHOBJICHHS MOJITHK Oe3neku abo 3MiHa npaBuid MOHITOpUHTY. SNORT minrpumye
IHTErpallifo 3 IHITUMHU IHCTPYMEHTAMU, HAIIPUKJIIA]], 3 CACTEMaMH YIIPaBIIHHS MMOiIMU
oesrieku (SIEM), 1o 103BOJISIE IIEHTPaAi30BaHO BIACTEKYBAaTH BCl 1HIHMICHTH B
Mepexi.

['myukicte SNORT 3abesneuyerbess 3aBASKH HOTO BIIKPUTOMY KOy, IO
JI03BOJISIE  KOPUCTyBadyaM CTBOPIOBaTH BJIACHI MpaBWJa Ta  PO3UIMPIOBATH
(yHKLIOHANBHICTh cucTeMHU. Lle 0coOnMMBO BaXJIMBO B yMOBax JAMHAMIYHHUX 3arpos,
KOJM MOTPIOHO IIBHJKO pearyBatu Ha HOBI BpaznuBocTi. SNORT Takox akTUBHO
HiATPUMYETHCS CHUTBHOTORO, IO JA03BOJISIE PETYISIPHO OTPUMYBATH HOBI TIpaBHia Ta
OHOBJICHHS.

Snort — e momysipHA Mporpama 3 BIIKPUTUM KOAOM, siKa 3a0e3Medye THy4YKe
HAJAIITYBaHHS Ta BHUCOKY IOPTATHBHICTh SIK CHCTEMa BHUSBIICHHS MEPEKEBUX
BTOPTHEHb HA OCHOBI 11a6JI0HIB. i Ierko po3ropHyTH Ha Pi3HUX MEPEKEBUX By3/axX, a
e(eKTUBHICTh poOOTH 3a0€3MeUy€ETHCS MIHIMAJIIBHUM CIIOKMBAHHSM PECYPCIB, TAKUX
SK OTIepaTHUBHA MaM'sITh 1 TPOIIECOPHUH Yac. Snort BUKOPUCTOBYE HAOIP MIAMUCIB, 110
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BU3HAYAIOTh KOHKPETHI TUMM aTaK 1 MIKiUIMBOT akTUBHOCTI. Lli migmucu Bimomi sk
npaBuiIa Snort, 1 caMe BOHM BU3HAYAIOTh, SIK CUCTEMa PO3ITI3HAE Ta pearye Ha 3arpo3H.

Kosxne npaBmiio B Snort cK1agaeThes 3 KUIBKOX OCHOBHMX KOMIIOHEHTIB: <Tisl
npaBwiia> <npotokoir> <[P-anpeca mkepena> <nopt pkepena> <HanpsMok> <IP-
ajpeca NpHU3HAYEHHS™> <IMOPT MpU3HAYEHHs™> <omuii npasuina>. Jlis mnpasuiia
BU3HAYa€, K CHCTEMa IMOBMHHA pearyBaTd Ha BUSBICHY aKTHUBHICTh — CTBOPHUTH
CIOBIIIICHHS,  3alMCAaTH  JKypHAI  9Yd  TPOCTO  TPOITHOPYBAaTH  TAaKeT.
HalinommupeHimyMy € npaBuiia Il CTBOPEHHS CIIOBILIEHB, K1 (DIKCYIOTh JaHl Mpo
11031y aKTUBHICTD JIJIS1 TTOJAIBIIIOTO aHaAI3Y.

KpiM oCHOBHUX mapaMeTpiB MepekKeBOTO MakeTa, y MpaBUIaX MOXYTh OyTH
BKa3aHi JOAaTKOB1 OMIlli, 1m0 3amarTbes y (opMmari map "kimrou-3HaueHHs". BoHu
MOXYTh MICTUTH 1H(QOpPMALII0 MPO THUI 3arpo3H, TEKCT TMOBIAOMIIEHHS MJis
aJMIHICTpaTopa, MPIOPUTET OMOBIIIEHHS Ta 1HIN NapameTpu. Hampuknaza, cucrema
MO3Ke MTpU3HAYaTH Pi3HI PiBHI IPIOPUTETIB 3arpo3aM: IpioputeT 1 BKazye Ha KpUTUUHY
HeOe3neKy, TO/1 sIK MPIOpUTET 4 03HAYa€ MEHII CEPHO3HY 3arpo3y.

Ocb npuknaja npasuia Snort:

alert tcp SEXTERNAL NET any -> SHOME NET any (msg: 'SYN FIN Scan
Detected'; flags: SF; reference: arachnids, 198; classtype: attempted-recon;).

VY mpomy mpukiaai cucrema reHepye crosimeHHs mius TCP-tpadiky, mio
HAJIXOJIUTh 13 30BHIIIHBOI MEPEXK1 /10 BHYTPIIIHbOI. BoHa mepeBipsie mparmopiii nakera
(flags) na HasiBHICTH KOMOIHaLIi SYN ta FIN, 110 yacto Bka3ye Ha CKaHyBaHHS IIOPTIB.
Jlo mpaBua TaKoX 0AaHO JOBIAKOBY 1H(pOpMaIlito Ta Kiacudikairito, o JornoMarae
M1J] 9Yac aHaIi3y 1HIUICHTIB.

Takum uymHOM, Snort 3aBasSKu TMpaBujaM 37aTHUN MIBUIKO BUSBISATH Ta
pearyBaTd Ha PI3HOMAHITHI 3arpo3u, 3a0e3Ieuyroud HaIIMHHN 3aXUCT MEpEekKeBOi
1H(}paCTPYKTypH.

OCHOBHI KOMITOHEHTH apXITEKTypH Snort HaBeeH1 Ha PUCYHKY 2.4.

ApxiTekTypa Snort € KOMIUIEKCHOI CHCTEMOIO JJIsi BUSBIICHHS MEPEKEBUX
BTOPTHEHb, IO CKJIAJIAE€ThCS 3 KUIBKOX KIIFOYOBHMX KOMITIOHEHTIB. Ha modatkoBomy
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eTari, MepexxeBul 1HPPACTPYKTYpHHUH PiBEHB, a00 "MepekeBuid xpebet', 3a0e3neuye
nepenavy JaHuX MK pI3HUMHU NpUCTposiMu B Mepexi. CHidep, po3TalioBaHuil Ha
IIbOMY PiBHI, TIEPEXOIUIIOE Ta (BIKCYyE BeCh MEpekeBUU Tpadik, M0 T03BOJIIE Snort
30uparu 1HGOPMaIIiIO TTPO MAKETH IS TOAAIBIIIOT0 aHATI3Y.

HactynHuM eramom € mperpoiecop, KUl TPOBOAUTH MOMEPETHI0 0OpOOKY
OTPUMaHUX JaHUX, QUIBTPYIOUHM Ta HOPMaTi3ylo4dHu Tpadik, MO CIpHUse CIPOIIEHHIO
aHai3y. OCHOBHOIO YACTHMHOIO apXiTEKTypH € IBUT'YH BUSIBJICHHS, SIKUW aHATI3Y€E aH1
3riIHo0 3 HaOopamu mnpasui. el ABUTYH TMOpPIBHIOE IHQPOpPMAIlI0O MPO MAKETH 3
CUTHATypamMHu aTak, 1[0 BU3HAYEHI B NpaBWJaX, 1 I'€HEPY€E CIOBIIIEHHS y pasi
BUSIBJICHHS M103p1I0T0 Tpadiky.

HaGopun mnpaBun € BaXIUBUM €JIEMEHTOM, OCKUIBKM BOHU ONHCYIOTb
XapaKTEPUCTUKU aTaK 1 MOXYTb OyTH HajallITOBAaHI BIAMOBIIHO 0 CHELU(PIYHUX
notped Mepexi. BoHM Takok MarTh NPIOPUTETH, 11O JO3BOJISIE CUCTEM] BU3HAYATH
Cepio3HICTh 3arpo3. Ilicis BUABIEHHS aTak, CHOBILIEHHS MEPEIAIOThCS 10 MOAYJIB
JUTSL SKYpHAIIOBAaHHA, AK1 (DIKCYIOTh 1HQOpMALi0 PO IHIMAECHTU IS MOAAJIBIIOTO
aHai3y Ta pearyBaHHs. TakuMm 4MHOM, apxiTeKTypa Snort 3a0e3neuye MOTY>KHUN

MeXaHi3M JJIA BUABJICHHSA Ta 3armo0iraHHs MCPCIKCBHUM 3aIrpO3aM.

E e HypHanu/
IBHIYH BUARNEHHS 3 e Baza faHu

HaGopwu npaeun

Pucynok 2.4 — Apxitektypa Snort

2.5. Po3po0ka migcucTeMu 3aXUCTy KJII€EHT-CEPBEPHOI MepesKi opraHizauii

[Tincucrema 3axucTy KIIEHT-CEPBEPHOI MeEpEeXi opraHizaiii € BaKJIMBUM
KOMIIOHEHTOM, 1110 3a0e31euye 3aXUCT TaHuX, 3MEHIITY€e PU3UKHU BUTOKY iH(pOpMaIlii Ta
3amo0irae HECaHKI[IOHOBAHOMY JOCTYITy J0 pecypciB mepexi. Po3poOka HamiitHOT
cucteMu Oesneku nepeadayae BIPOBAIKEHHS KUIBKOX PIBHIB 3aXHUCTy, SIKI

OXOIUTIOIOTh SIK MEpPEKEBUM, TaK 1 MPUKIATHUNA piBeHb. OCHOBHUM 3aBIaHHSIM
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MIJICUCTEMH € KOHTPOJb JIOCTYIy JI0 PECYpPCiB MEpeKi, MOHITOPHUHI aKTHBHOCTI
KOPHUCTYBauiB 1 3aXMCT BiJ 30BHILIHIX Ta BHYTPIillHIX 3arpo3. Ha mepmomy erari
CTBOPEHHS IMIJCUCTEMHM 3aXHCTy MPOBOJAUTHCS ayduT ICHYIOHOi MEpEeXeBOi
1HPpacTpyKkTypu, 100 BH3HAYWTH TOTCHINIAHI BPa3JMBOCTI, 30HM PH3UKY Ta
BU3HAYHTH KJIFOYOBI TOUKH, € MOTPiOHA mocuiieHa Oe3meka.

Jlist 3axucty MepexeBoi 1HPPACTPYKTYPH BUKOPHUCTOBYIOTHCS MIKMEPEKEBI
eKkpaHu ado OpaHaMayepH, ki PUIbTPYIOTh BX1IHHUM 1 BUX1IHUMA Tpadik BIAMOBIIHO 10
noJiTuk 6e3nexu. bpanamayepu 6710KyIOTh HECAaHKIIOHOBAHHA JOCTYTI 10 KPUTUIHHUX
CepBEpIB Ta 3aXUINAIOTh KIIEHTChKI po0OOYl CTaHIl BijJl 30BHIIIHIX aTak. BaxiuBum
KOMIIOHEHTOM € BHUKOPHUCTaHHS CHCTEM BHUSBICHHS Ta 3aro0iraHHs BTOPTHEHb
(IDS/IPS), siK1 TO3BOJISIIOTH BUSIBIISITH aHOMAJIbHY aKTUBHICTH 1 3a11001raTH 3arpo3am y
peanbHoMy uaci. Cucrema IDS/IPS anamizye mepexxeBuil Tpagik 1 BUKOPHUCTOBYE
CUTHATYpH ISl pO3MI3HABaHHS BIJOMHUX aTak a00 aHOMaJbHOI aKTUBHOCTI, III0 MOKE
CBIIYUTH MPO MOTEHIIIMHI 3arpo3Hu.

OxkpiM 1poro, mijcucrema 3axucry nependavae BuxkopuctanHs VPN (Virtual
Private Network) mis 3axuimeHoro 3'€THaHHS 3 BIJJQJICHUMH KOPHUCTyBadaMH Ta
binismu. VPN mudpye Tpadik, 110 103BOJSE 3aI00ITTH NEPEXOIUICHHIO JTaHUX T
yac ixHpOI nmepepadl uepe3 Mepexy. Jlnsg aBreHTHdikalii KOPHUCTyBayiB
BIIPOBAKYEThCS cuctema naBodaktopHoi aBreHtudikamii (2FA), sxa 3Ha4HO
nigBUILy€e Oe3MeKy, BAMaraoyu MiATBEPIKEHHS 0COOU 3a JOMOMOT 00 OHOPA30BOI0O
napoisi abo OlomeTpuyHUX JAaHUX. KOHTpOJb AOCTYyHmy 10 pecypciB MeEpexl
peaizyeTbcsl uepe3 CUCTEMH YIpaBJiHHS OOJIIKOBUMH 3allMCaMHM, SIK1 JTO3BOJISIOTH
TOYHO HaJAIITOBYBaTH IMpaBa JOCTYIy KOPUCTYBayiB 1 PEryJSPHO MEPEBIPATH IXHIO
AKTUBHICTb.

Jlns HamamtyBaHHS KIIIEHT-CEPBEPHOI Mepexki 13 3abe3meueHHsM Oe3IeKw,
CUHXPOHI3AILEI0 Yacy Ta LEHTPaII30BaHUM YIPABIIHHAM, OyJO peani3oBaHO psij
KITFOUOBUX MEPEKEBHUX IMapaMEeTpiB Ha MapIIPyTHU3aTOpl Ta KOMYTaTOpax, a TaKOX

HaJAIITOBaHO cepBepHi ciiy:kOu Ha Windows Server. ¥V naHiil apXiTeKTypl Mepexi
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BUKOPUCTOBYIOTHCS OJIMH MapIIPyTH3ATOP 1 JIBa KOMYTaTOPH JJIs 3B 3Ky Ta OOMIHY
JAHUMH, a BC1 po0O0Yi CTaHIIi MiAKI0UeH1 10 JomeHny Misha.net.

Ha mapmpytuzaropi R-231-27-1 BukoHaHa mo4yatkoBa KoH]irypartist agpecariii,
0 JO03BOJISIE OpraHi3yBaTH JIOCTYN 1O MEpexXi, HaJIallTOBAaHUNW MPOTOKOI
cunxpoHizauii yacy NTP nis miarpumMaHHs TOYHOTO 4acy Ha MEpPEKEBUX IPUCTPOSX,
a TakoX KoHIryparis Syslog /uist ieHTpai30BaHOTO XypHamtoBaHHs mofid. Lle gae
3MOTY aJMIHICTPaTOpy LEHTPAIi30BAaHO MOHITOPUTH AKTHUBHICTH 1 CTEXKHUTH 3a
Mepexero. Ilporokon SSH HanamToBaHO [ 3aXUIIEHOTO MIAKIIOYEHHS [0
MapuIpyTU3aTOPa, 10 J03BOJIsIE O€3MEYHO KepyBaTH MIPUCTPOEM BiJAAJICHO.

Komyratopu SW-231-27-1 Ta SW-231-27-2 TakoXX HamamToBaHl 3
BUKOPUCTAHHSAM CTaTHYHOI ajipecarlii Ta maKIro4eHi 10 Mapupytu3atopa R-231-27-
1 nnst 3a0e3neyeHHs 3B’ 3Ky 3 IHIIMMU TPUCTPOSIMU B Mepexi. Ha komyTaTtopax Takox
HanawmroBano NTP niist cuHXpoHi3alii yacy 3 cepBepoM, 10 AOTIOMarae nigTpUMyBaTH
€IMHUI Yac yepe3 BCIO MEPEXY, a TAKOK aKTUBOBAHO Syslog 1j1s 3amUCy CUCTEMHUX
NoJ1ii 1 MOHITOPUHTY MepekeBoro Tpadiky. Lle 1o3Bosie 30upaT KypHaIu Mol 13
KOMYyTaTOpiB Ha IICHTPaJi30BaHOMY CepBepi. 3axuieHe miaKkimodeHas depe3 SSH
TaKOX JIOCTYyITHE Ha KOMYTaTopax, o 3a0e3nedye BiJaICHUI TOCTYII 1 yIIPaBIiHHS.

Ha cepBepuux mnpuctposix Windows Server 1 Ta Windows Server 2
HaJIAIITOBaHI OCHOBHI CEPBICH JIJIs 3a0€3MeUeHHs yIpaBIiHHSI Mepexero 1 0e3mexu. Ha
000x cepBepax po3ropHyTo Active Directory (AD), mo Hamae meHTpali30BaHE
YIPABIIHHS KOPUCTYBa4yaMU 1 JOCTYIIOM JI0 MEPEKEBUX PECYPCIB. Y ¢l poOoUil CTaHIi
B MEpexXi MIAKIIYeHO 0 nqoMeHy Misha.net, 1mo 103BoJiss€ COIPOCTUTH KEPyBaHHSA
KOpPHUCTYBauyaMHU Ta JOCTYIIOM JI0 pecypciB Mepexki. Ha cepBepax Takox HamalmToBaHO
Syslog-cepBep, Akuii mpuiiMae *KypHaiau MOJINA BiJl MapIIpyTH3aTOpa 1 KOMYTaTOPIB,
JO3BOJISIIOYM  LIEHTPAJII30BAaHO BIJCTEXKYBaTH TMOMAII Ta IIBUAKO pearyBatu Ha
NOTEHI1ITHI TPOOIEMH.

HonarkoBo HamamrToBaHo Radius-cepBep, sikuii 3a0e3neuye LEHTpaTi30BaHy
ayTeHTHU(DIKaLIIO Il JOCTYITY 10 MEPEKEBUX PECYPCiB, a TAKOXK MOKPAIY€e KOHTPOJIb
3a JOCTYIIOM JI0 MEPEKEBUX NPUCTPOiB. Llei cepBep gae 3MOry KOHTPOJIFOBATH TOCTYII
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1 HQJTAIITOBYBATH MpaBuiia ayTeHTU(IKaIlii Ay miaBUIIeHHs O6e3meku B Mepexi. Jis
3a0€3MeUeHHs] TOYHOI CHHXpPOHI3alli BCIX MPHUCTPOIB MEpexi, Ha cepBepax
HanamroBanuii NTP-cepBep, sikuii 3a0e3mnedye €IUHUN YaCOBUW CTaHIAPT, IO
BXJIMBO JUIsI CUCTEM >KypPHAIIOBAHHA Ta MepexeBoi Oesneku. Jloctym 1o cepBepiB
3axXMIIEHO 3a JonoMorow SSH, mo 103BOJsSE€ BIIJAJIE€HO BUKOHYBAaTH YIPaBIIHCHKI
3amaul 0e3 pu3uKy kommpomertarlii nanux. OkpiM OCHOBHHX (yHKIIHA, Ha Windows
Server 1 ta Windows Server 2 takox HanamroBaHo DNS-cepBepu Ta peanizoBaHO
perutikaniro Mixx HUMH. DNS 3a6e3neuye nepeTBopeHHs1 JOMEHHUX 1MeH Ha [P-anpecu,
10 JTO3BOJISIE POOOYMM CTaHIISIM 1 cepBicaM y noMeHi Misha.net 3py4HO 3HAXOAUTH
HEO0OX1/IH1 pecypcH 3a iMeHamu, 3aMicTh [P-anpec. Lle criporirye noctyr 10 MepekeBUX
pecypciB 1 3abe3nedye CTaOUTBHICTD TMIIKIIOYEHb, OCKUIBKH JO3BOJISIE JIETKO
yIpaBJsATU TOMEHHUMU IMEHaMU Ta BiinoBigHuMu iMm [P-aapecamu.

Pemmikamiss Mk Server 1 Ta Server 2 peanizoBaHa uisi 3a0e3ME€UCHHS
Oe3repepBHOCTI POOOTH MEPEXi Ta 3aXUCTy JAHUX Yy BHUIAIKY BIIMOBH OJHOTO 3
cepBepiB. Peruikaiiis rapanTye, 10 BCl JaHl Ta HaJalITyBaHHS, CTBOPEHI HA OJHOMY
cepBepi, aBTOMATHYHO KOMIIOIOTHCA Ha IHIIWK, 3a0€3Meuyloud aKTyalbHICTb
iHopMmarii B peasbHOMY 4yaci. Ile ocobmuBo BaxksmBo st Active Directory, ne
CUHXPOHI3alllsl KOPUCTYBAIlbKUX OOJIIKOBUX 3aIMCIB, MOJITUK JOCTYIYy Ta I1HIIMX
HaJIAIITyBaHb J03BOJISIE 30epiraT €quHuM ctan qoMeHy Misha.net. Perikarrist Takosx
oxoruttoe DNS-3anucu, 1o 3abe3neuye JOCTYMHICTh JOMEHY 3 OYJIb-SIKOTO CepBepa
HaBITh y pa3l 30010 OJTHOTO 3 HUX.

PesepByBannss DNS 1 perutikamii Active Directory miaBUIyIOTh HaIHMHICTD 1
CTIMKICTh 710 3001B y Mepexi. 3aBIsKi I[bOMY MEpEKa 3aJIUIIAEThCS JIOCTYITHOIO, a
KOPHUCTYBadl MOXYTh MIJIKIIOYATHCS O PECYpPCIB HABITh 32 HASBHOCTI TEXHIYHUX
npo0JieM Ha OJTHOMY 13 CepBEPIB.

[HIIMM BaXJIMBHM AacCIIEKTOM 3aXHCTY € PETryJIIpHE OHOBJIEHHS MPOTPaMHOTO
3a0e3MeUeHHs] Ta BCTAHOBJICHHS MaTyiB O€3MeKH, IO 3arno0ira€ BUKOPUCTAHHIO
BpaznuBOCTEH y mporpamax. Jljigs ympaBiiHHA Ta MOHITOPUHTY TOJI Oe3neKku
BukopuctoBytoThes cuctemu SIEM (Security Information and Event Management),
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K1 00’ €IHYIOTh JIaH1 MPO MOJIii 3 PI3HUX KOMIIOHEHTIB MEpexki M aHaM3YITh 1X IS
BUSIBJICHHS 3arpo3 1 MOXJIMBUX I1HHUACHTIB Oe3neku. SIEM Hamae MOXKIUBICTH
[EHTPAII30BaHO BIJICTE)KYBAaTH Ta KEPyBaTH MOMISIMH B MEPEXi, a TaKOX IIBHUJIKO
pearyBaTH Ha IHIIMJICHTH.

Ha piBHI KiHIIEBUX MPUCTPOIB, TAKUX K KOMIT'FOTEPH KOPUCTYBAUIB 1 CEpBEPH,
BUKOPUCTOBYIOTHCS aHTHUBIpYCHE MpOrpaMHe 3a0e3leueHHs Ta 3acO0M 3aXUCTy Bij
HIKIJUIMBOTO TporpamMHoro 3a0esneueHHs. Lle mo3Bosisie 3amoOIirTé MPOHUKHEHHIO
HIKIJUIMBUX IporpaMm, Kl MOXYTb OyTH BUKOPHUCTaH1 Il KpaADKKH JaHUX a0o
NOpyHIeHHsT poOOTH Mepexi. Pe3epBHE KOIIIOBAaHHA € 1€ OJHHM €JIEMEHTOM
M1JICUCTEMU 3aXUCTY: PEryJIsipHi O€KaIu TaHUX rapaHTyIOTh, 110 1H(QopMallis He Oye
BTpav€Ha HaBITh Yy pa3l aTaku abo 30010. 3aBASKH PE3EPBHOMY KOITIFOBAHHIO MO>KHA
HIBUKO BIJHOBUTHU pOOOTY MEpEXi Miciid HenepeadauyBaHuX MOIIM.

3arajgoMm, IMIJCUCTEMA 3axXUCTy KIIIEHT-CEPBEPHOI Mepexl Oprasizauii €
0araTopiBHEBUM KOMIUIEKCOM, SIKUW TMO€JHYE IHCTPYMEHTH KOHTPOJIIO JAOCTYIY,
CUCTEMHU BUSIBJIICHHS 3arp03, TEXHOJIOT1i M (pyBaHHA, aHTUBIPYCHI 3aCOOU Ta CUCTEMY
yIpaBJIiHHs oaissMu Oe3rmeku. Bei 111 eJIeMeHTH MpaIoTh Pa3oM JIJIs 3a0e3neueHHS
HAJIIHHOTO 3aXHCTy JIaHMX Ta PECypCiB Mepexi, MIHIMI3YIOUH  PU3UKH
HECaHKI[I0HOBAHOTO JOCTYyMy 1 300iB y poOoTi. Takuil miaxij 103BOJISIE MIABUIIUTH
piBeHb Oe3MeKu Mepexi, 3a0e3neunTH ii CTaOUIbHICTh Ta €(EKTUBHICTH B YMOBax
MOCTIMHO 3pOCTalumX Kibep3arpos.

BucHoBku 10 pyroro po3auny:

VY npyromy po3zaiii Marictepchbkoi poOOTH OyJiO 3[1MCHEHO AeTalbHUN aHalli3
noOyZI0OBH KIIIEHT-CEPBEPHOI MEpEXki, 30KpeMa ii TONoJIOorii, BUOOpy 00JaHAHHS Ta
pOo3poOKu cxemu ajpecallii. byno Bu3HaueHo, 1110 KIII€EHT-CEpBEpHa Meperka HalKpale
BiAMOBiAae moTpebaM  opraHizamii 3aBISKA MOJXJIUBOCTI  IIEHTPaII30BAHOTO
yOpaBIiHHS pecypcamu, 110 3a0e3neuye Ouiblly Oe€3leKy Ta 3pYy4YHICTh
obcinyroByBanHs. [lpu 1oOymoBI TOmoJIOTii Mepexi BpPaxOBaHO MOKIIHMBOCTI
PO3LIMPEHHS. Ta ONTUMI3alli TpadikKy, IO MIJBUILYE MPOAYKTHUBHICTH MEPEKEBOT
1H(}pacTpyKTypH.
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Takox OyJo  po3MJITHYTO  HEOOXigHE  MepekeBe  oOJagHaHHS & —
MapuipyTuzatopu Ta Komyrtatopu Cisco, sSKi BIANOBIAAIOTH BHMOraM g0
NPOJYKTUBHOCTI M HamiiHOCTI Mepexi. Cxema ajapecarlii, mo mepemdadae IO
Mepexi Ha IMiIMEPEKi, J03BOJISE ONITUMI3YBAaTH TpadiK Ta MiIBUIIUTH PIBEHb O€3IMEKH.
Byno BmpoBakeHO NPOTOKOJM Ta cepBicH il cuHXpoHizamii uacy (NTP),
KypHamoBaHHs nofii (Syslog), aBrentudixkarrii (Radius) Ta momenHoi cimyx0u Active
Directory.

3aramoM, po3po0OiieHa KIIIEHT-CEPBEpHA Mepeka BIANOBIIAE CYYaCHUM
cTtaHjgaptaM Oe3rneku Ta 3abe3rnedye CTabUIbHUN JTOCTYH 10 PECYpPCiB MEpexi s

KOPHUCTYBauiB OpraHi3alii.
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PO3AUI 3. HAJIATOJDKEHHA TA TECTYBAHHA ITIJICUCTEMU 3AXUCTY
KJIIEHT-CEPBEPHOI MEPEXI

3.1 ba3oBe HaJ1arozKeHHS PUCTPOIB MepesKi

Y  mpoueci 0a30BOr0  HajaroJUKEHHS IPUCTPOIB  MEpexi BHUKOHAHO
KOH(]ITrypaliro KJIYOBUX KOMIIOHEHTIB, BKJIFOYAIOUM aJipecalliro, 1IeHTU]IKAIli0
IPUCTPOIB, HAJAIITYBAHHS MEPEXKEBUX CEpBICiB, a Takox BHpoBamxkeHHs DHCP 1
DNS 3 nomennum imenem Misha.net.

Anpecariisi IpUCTPOiB

Byno cTBOpeHO 1Bl JIOKaJIbHI MEPEXi:

192.168.1.0/24 — nns mepoi miagMepexi;

192.168.2.0/24 — nnst qpyroi miaMepexi.

Jlyist BCiX mpUCTPOIB Mepeki HamamroBaHo cratuyHy IP-agpecariro B mMexax
BIAMOBIAHUX TmiaMepex. KoxeH mnpucTpiii oTpuMmaB yHikaibHy IP-ampecy s
3a0e3MeYeHHs] KOPEKTHOTO (PYHKIIIOHYBaHHS MEpPExi.

[nentudikaiiist mpucTpoin

JUist 3py4HOCTI aAMIHICTPYBaHHS Ta MOHITOPUHTY BCl MPUCTPOi Oyiu
nepeiiMeHoBaH1 3r1JJHO 31 CTaHAAPTaMHU 11€HTU(DIKAIIi:

Mapiupyrtuzaropu: orpumainy Ha3Bu R-231-27-1 ta R-231-27-2.

KomyTtatopu: 6ynu nepeiimenoBani Ha SW-231-27-1 1 SW-231-27-2.

Kowmm'torepu: orpumanu imena WS-231-27-1, WS-231-27-2 ta WS-231-27-3.

CepBepu: U1l IBOX cepBepiB Oyji0 TaKOX MPHCBOEHO YHIKAIbHI 1MEHA IJis
iXHBOT 11EHTU(IKALIIT B MEPEXI.

HanamryBanuss DHCP

Jns  aBroMaruzaimii npusHaueHHs [P-agpec  kiieHtam  Mepexi  OyB
nanamroBanuit DHCP-cepBep. Kondirypartis Bkiroyana:

Busnauenns gianazoniB BuauieHHs [P-aapec niis 060X miaMepex:

Jnsa migmepexi 192.168.1.0/24: nianazon aapec 192.168.1.100-192.168.1.254.

Jlnst mamepexi 192.168.2.0/24: gianazon aapec 192.168.2.100-192.168.2.254.

BkaziBky nutto3y 3a 3aMmoBuyBaHHsAM (default gateway) 1u1st KOKHOT miAMepexi.

46



HanamryBanus pesepByBanus [P-agpec nisi KpUTUYHUX TPUCTPOIB, TAKUX K
CepBepH Ta MapIIPyTH3ATOPH.

HanamryBanns DNS

Jlns  3a0e3nedeHHsT 3pYyYHOCTI JIOCTYyNy 0 MEPEXKEBUX pecypciB 0yIio
HanamrToBaHo DNS-cepBep 13 nomennnm imeHeM Misha.net. OCHOBHI HaJlalITyBaHHS
BKJTIOYAITH:

[Ipu3HaueHHa OCHOBHOT'O JOMEHHOI'0 IMEeH1 Mepexi — Misha.net.

CTBOpEHHS 3aMKCiB AJI IMEH XOCTIB, HAIPHUKIA/:

R-231-27-1.Misha.net — 111 OCHOBHOT'O MapIIPyTU3aTOPA;

WS-231-27-1.Misha.net — asg poOoUMX CTaHIIH;

Serverl.Misha.net — st cepBepis.

Busnauennss DNS-cepBepa ik OCHOBHOI'O JiKepena JJis pO3B’s3aHHS IMEH y
JIOKaJbHIN MEPEXI.

HanamtyBanHs MepexeBUX CEpBICIB

Jist 3a6e3neyeHHs (PyHKIIIOHATBbHOCTI MEPEK] BUKOHAHO HANAIITYBAHHS TaKUX
CEpBICIB:

NTP (Network Time Protocol):

Ha wmapmpytusaropax, cepBepax 1 KpPUTHUYHHX MPUCTPOSIX HAJAIITOBAHO
CUHXPOHi3aIliio yacy 3a qornomororo NTP.

[e 3a0e3neuymio y3ro)KeHUl CUCTEMHUN Yac, 10 BAXKJIMBO IS IOTYBaHHS Ta
pOoOOTHU MEPEKEBUX MPOTOKOJIB.

Syslog:

HanamroBaHo 1nieHTpasnizoBaHe 30MpaHHs CUCTEMHHUX >KypHAIIB Ha BUALIEHOMY
cepsepi Syslog.

Ile 3a0e3meuynso MOHITOPUHT MEPEKEBUX TMOAIA 1 IIBUJIKE BHUSBICHHS
MOTEHIIMHUX MPOOIeM.

SSH (Secure Shell):

Jlist Bcix mpucTpoiB Mepexi akTuBoBaHO SSH aiig 3abe3neueHHs: 6e3meuHoro
BIJIJTAJICHOT'O JIOCTYITY.
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HanamroBano 3axuiieHi 0O0JIIKOBI 3alMMCH Ta MApoJil JJI YHEMOXKJIUBJICHHS
HECAHKIIIOHOBAHOT'O JIOCTYITY.

[TepeBipka koHpiryparriit

[Ticnst BUKOHAHHS HAJIAIITYBaHb OYJI0 MPOBEJEHO TECTYBAHHS:

[lepeBipeHO MAOCTYMHICTH MPUCTPOIB 32 JIOMOMOTOK KOMaHA ping Mix
i MEPEeKaMH.

[TepeBipeno ¢ynkuionyBanus DHCP, 30kpema aBTroMatuuHe oTpuMaHHsi [P-
aapec KI1EHTAMH.

Buxonano TecryBanHst po6otu DNS, Bkittoyarouu po3B’si3aHHSI JOMEHHUX 1IMEH.

ATecToBaHO CHHXpOHI3alito yacy uepe3 NTP, a Takoxx nepeBipeHo JIOryBaHHs
noAii Ha cepBepi Syslog.

BepudikoBano Oe3neunicTs 1 npoctynHicTh SSH-3’€qHanb AJie  KOXKHOTO
IPUCTPOIO.

Y pesynbrari BHKOHAaHUX poOIT OyJI0 HaJlAIITOBAaHO CTaOUIBHY Ta
(GyHKLIOHATBHY MEPEXKY, 1110 BKIIOYAE ABTOMATHUYHE PO3NOAIIICHHS aJIpec, MATPUMKY

JIOMEHHHX 1MEH, CHHXPOHI3aI[i10 9acy Ta 0€3MeYHUH Bl TaICHUI JOCTY 10 IPUCTPOIB.
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Pucynok 3.3 — 3agana anpeca SW—231-27—-1, SW—-231-27-2
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Pucynok 3.6 — Bci agpecu Ha KoMIT ' 10Tep1 MHTYIOTHCS

5 Tipd64 by Ph. Jounin s O %

Current Directorny |C: “Program Files\T ftpdEd j Browse
Server interfaces |192.1EB.1.252 Intel[R] PRO./1000 MT Dj Show Diir

Titp Server ] Titp Client ] DHCP server  Swslog server | Log viewer ]

text fram date

<188>204: *0ct 31 11:3%:29. ZCOP-4-DUPLEX_... 192.168.2.253 NA0133530...
<188>236: *0ct 31 11:35:36: ZCDP-4-DUPLEX_... 192.168.1.253 NA0133E36..
189237 *0ct 31 11:35:48 %5v5-5-CONFIG_.... 132.168.1.253 30133545,
<183>23% *0ct 31 11:36:17: ZLINK-5-CHANGE...  192.168.1.253 NA0TEIET...
<18923% *0ct 31 11:36:12 ZLINEPROTO-5-U...  192.168.1.253 NA0TX3ET..
4188205 *0ct 31 11:36:17. ZCOP-4-DUPLEX_... 192.168.2.253 ANA0TX3ETE..
187240 *0ct 31 11:36:23 ZLINK-3UPDOWN... 192.168.1.253 HA0THIE24....
<189>247: *0ct 31 11:36:24: ZLINEPROTO-5-U... 192.168.1.253 NA0TX3E24..
£188>242 *0ct 31 11:36:35 %C0P-4-DUPLEX_... 192.168.1.253 ANA0TX3E36...
188208 *0ct 31 11:37:15 %COP-4-DUPLEX_... 192.168.2.253 NA0TEITIE...
<188>24% *0ct 31 11:37:35 ZCOP-4-DUPLEX_... 192.168.1.253 NA0TRITI6..

Pucynok 3.9 — Syslog npaittoe
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Pucynok 3.11 — HamamrroBanuit ssh sva SW—231- 27— 1
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3.2 HanaromxenHns Active Directory i podoumnx craHiii
Crnepiiry Mu KoHGITypyBaJid cepBep 11t podoTu 3 noctiitHoto [P-anpecoro
192.168.1.252. Ile rapantye HaAiitHUN JOCTYN 10 CEPBEPA Ta 3aMO0ITAE MOKITHBUM

KOH(TIKTaM 3 iHITUMHU MMPUCTPOSIMH Y MEPEKI.

i

Internet Protocol Version 4 (TCP/1Pvd) Properties x
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP ssttings.

I () Obtain an IP address automatically
{®) Use the following IP address:

IP address: | 192.168. 1 .252 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168. 1 .254 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Pucynok 3.12 — HanamryBanus [P agpecu

Jlami Mu HajamTyBaldu CEpBEp, MOJABIIN 0 HHOTO MOTPiOHI poii. Cepen HUX
Ooymu ciyx6m Active Directory Domain Services (AD DS), DNS-cepsep Ta DHCP-

cepsep.

E Add Roles and Features Wizard - a x
3 T i DESTINATION SERVER
Select installation type WIN-UBGAIISe141

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin £ 2
= machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Pucynoxk 3.13 — JlonaBanns ponen
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[Tin yac HanamtyBaHHs MU BUOpaM cepBEp VISl pO3TOPTAHHS LIUX POJICH,

3a0€3MeUnII0 KOPEKTHY POOOTY JOMEHY Ta MEPEKEBUX CITYKO.

inked Base for clones

Fﬁ Add Roles and Features Wizard

| Before You Begin

Installation Type
¥

election

Server Roles

Features

Select destination server

= O

DESTINATIOM SERVER
SERV-231_27-1

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

b

Filter:

Name IP Address

Operating System

SERV-231_27-1

192.168.1.252

Microsoft Windows Server 2019 Datacenter

Pucynok 3.14 — Bubip cepBepa npu3HaueHHS

nked Base for clone

Before You Begin
Installation Type

Server Selection

AD DS

DHCP Server
DS Server

Confirmation

= Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

DHCP Server

[] Fax Server

(] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[ Metwork Controller

[[] Metwork Policy and Access Services

[ Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

] Web Server {lIS)

[] Windows Deployment Services

- O x

DESTINATION SERVER
SERV-231_27-1

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

Pucynok 3.15 — JlogaBanHs poseit

8 (0)
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Jlnist opranizariii JomeHy OyB CTBOpEHUI HOBUI JJOMEH 13 Ha3Boro Misha.net,

[, Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server selection

Server Rolas

AD DS

DHCP

DMS Server

Confirmation

Select one or more features to install on the selected server.

Features

v O
| [m] .NET Framework 4.7 Features (2 of 7 installed)
[ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Metwark Unlack
[] BranchCache
[ Client for NFS
O containers
[[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[[] Host Guardian Hyper-V Support
I:‘ 1/0 Quality of Service
[ 15 Hostable Web Core
[] Internet Printing Client
[] I Address Management (IPAM) Server
[T iSNS Server service

= O X

DESTINATION SERWVER
SERV-231_27-1

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| < Previous || MNext > |

Cancel

Install

Pucynok 3.16 — JlonaBanus poJieit

KWW HaJa€ MOXJIMBICTh HEHTPAII30BAaHOTO YIIPABIIHHSA KOPUCTYyBayaMH,

IPUCTPOSMHU Ta IHIIUMHU MEPEKEBUMHU PECYPCAMHU.

'!
‘.

& Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Domain Controller Cptions
Additional Options

Paths

Review Opfions

Freraguisites Check

Select the deployment operation

() Add a domain controller to an existing domain
() Add a new domain to an existing forest
@ Add a new forest

Specify the domain information for this operation

== O X

TARGET SERVER
SERV-231_27-1

Root domain name: |Misha.net

Pucynok 3.17 — CTBOpeHHSsI TOMEHY

[Torim Oyna namamrToBana oOiacte DHCP mim HasBoro Lan scope, sxa

3a0e3neuye aBToMaTU4He npu3HavueHHs [P-afpec KIEHTCHKUM MPUCTPOSIM Y MEPEXi.
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New Scope Wizard

Scope Name —
You have to provide an identifying scope name. You also have the option of providing

a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: |Lan_scope|

Description: 1

< Back Mext = Cancel

Pucynok 3.18 — CtBopenns o6nacti Lan_scope

VY pamkax obsacti Lan_scope OyB 3aganuii aiamna3on [P-aapec 11t KI1i€HTChKUX
IpUCTPOiB, Hampukiamd, Big 192.168.19.1 o 192.168.19.254, sxuii BUKOPUCTOBY€ETHCS

JJI1 aBTOMAaTHYHOI'O ITPU3HAYCHHA.

Mew Scope Wizard

IP Address Range T
“You define the scope address range by identifying a =et of consecutive |P addresses.

 Configuration settings for DHCP Server
Enter the range of addresses that the scope distibutes.
Start IP address: | 192 . 168 . 1 . 1

End IP address: 192 168 . 1 . 254

—Configuration settings that propagate to DHCP Client

Length: 24;]

Subnet mask: 255255205 .0

< Back Mext > Cancel

Pucynok 3.19 — BuznaueHHs [1ama3oHy po3jaadi ajpec
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3 niama3oHy po3nojauty Oyiau BUKIHOYEHI ctatuuHl [P-anpecu, siki mpu3HadeHi

JUIsL cepBepa Ta IHIIMX KPUTUYHUX MPHUCTPOiB, 30Kkpema 192.168.19.250—

192.168.19.254.

Mew Scope Wizard

Add Exclusions and Delay T
Exclusions are addresses or a range of addresses that are not distributed by the

server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. K you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:

192 .163. 1 .250 [192.168. 1 . 254 Add
Excluded address range:

Subnet delay in milli second:

[ &

< Back Next = Cancel

Pucynok 3.20 — BukirroueHHs CTaTHYHKX aJIpec 3 Jliana3oHy po3aadi
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by BcranoBnenmii Tepmin openau IP-anpec (lease time) misi KIi€HTCHKUX
MPUCTPOIB, IO ckiiaae 8 nHiB. Lle rapanTye cBoe4acHe OHOBJICHHS aJ]peC Ta MiHIMI3y€e

PU3HMK BUHUKHEHHS KOH(MIIKTIB

=

Mew Scope Wizard

Lease Duration —
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile netwarks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
lozations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.
Limited to:

Days: Hours: Minutes:
=0 K= =

< Back Neat = Cancel

Pucynok 3.21 — Bubip Tepminy "acy Buaadi aapec

VY nanamryBanusax DHCP OyB Bkazanuii nutto3 3a 3amoBuyBaHHsIM (default

gateway) 3 azpecoto 192.168.1.254, mo 3a0e3neuye 3'enHaHHs 3 [HTEpHETOM.
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B

New Scope Wizard

Router (Default Gateway) )
‘You can specify the routers, or defautt gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below.
P address
[

192.168.1.254

L

< Back Next > Cancel

Jo wnamamtyBanr DHCP Oynu ponmani agpecu DNS-cepBepiB, 1mo jgae
MOJIMBICTh KJIIEHTCHBKUM MPHUCTPOSIM BUKOpUCTOBYBaTH DNS st po3s's3aHHs
nomeHHux imeH. OcHoBHI DNS-ceppepu wMarTh anpecu 192.168.1.251 Ta
192.168.2.251.

-

New Scope Wizard

Demain Name and DNS Servers T~
The Domain Name System {DNS) maps and translates domain names used by clients

on your netwaorlk.

You can specify the parent domain you want the client computers an your network ta use for
DNS name resolution.

Parent domain:  |Misha.net

To configure scope clients to use DMS servers on your networl, enter the |P addresses for those
SErvers.

Server name: IP address:

e 192.168.1.252
192.168.2.252

< Back Mext »

Kimientcbka cranmis (Windows 10) Oyna HamamToBaHa Ha aBTOMAaTUYHE

otpuManHs [P-aapec yepe3 DHCP.

58



&

MpoTtokon InTeprety sepcii 4 (TCP/IPvd) — enacTueocTi X

3arancH  AnsTepHaTWBHA KoHDIrypaLia
MapaMeTpi NpoTokony IP MOKYTE MPMEHEHATMCA SETOMATMUHO, AKLLO

Balla MEpEka NIATPUMYE Taky MOMBICTE, B iHwomy pasi cnig
OTPUMMATK NapameTpu IP B aAMHICTPaTopa Mepex.

@ OtpumaTi IP-aapecy aBTOMaTHYHO

f:) BukopucToByBaTH Taky IP-agpecy:

[ - - ]
[ - - ]
. - 1]

@ OTpumaTi agpecy DNS-cepeepa asTOMaTHHHD

O BukopucToByBaTH Taki anpeck DNS-cepeepis:

[ - - ]
[T

[oaaTkoEa. ..

CracysaTh

Cranmiro 3 OC Windows 10 Oyno migkmioueHo mo momeHy Misha.net, mo
JI03BOJISIE BUKOPHUCTOBYBATH IIEHTPAi30BaHE YIPABIiHHS KOPUCTyBayaMH Ta

pecypcami.

fars

natcoso

Mo:ia SMIRITH 5 Ta 47EHCTB Lisor 0 KoMTloTepa. Sk
MOXyT ENIHYT Ha AOCTYI 40 MEPEX BEHX PRCHPCD.

' komnloTepa:
DESKTOPV3EKLIG ] 160

Moswe im'A komnoTepa: aiibesnexa » Cunerema ~ O Mowyk Ha naHeni kep:
DESKTOP-V3EKLOQ
R ! TMepernaa 3aranbHyx BiAOMOCTER Npo Komn'oTep
Yuacr Mepei
@ nomery, Bunyck Windows
I
Misha net Windows 10 Education
| 3 =) Srbes e |\
B © Kopropauis Matikpocot | n OWS
- (Microsoft Corporation), 2019.
KGROUP -

3nmienna imeri koun'toTepa 260 gomey X

0 Bac eitac gomen Misha.net. CPU 5340 @3.07GHz 3.08GHz

Cracysam

lyifina cucrema Ha Gasi npouecops x64

nepaTa i1 BBIA HEAOCTYMIHI Ha UsOMy

awcnner

Hacrpoiixu imeni komn'roTeps, Aomery Ta poBouai rpymi
In's kommoTepa: DESKTOP-V3EKLOQ [ =En
Moswe in's komn'roTepa:  DESKTOP-VIEKLOQ opake
Onnc KomnoTepa:

Poboua rpyma: WORKGROUP

Axrueauia Windows

Miakareuntnea ao InTepHery ana axtneauii Windows. [pounTaiite ymosn niuensi na

25 — Iipkmrouenns craniii 3 OC Windows 10 1o qomeny
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B C\Windows\system32\cmd.exe

26 — IlepeBipeHo uu poxoaTh miHru Ha Windows 10

bynu crtBopeni BignmoBigHi DNS-3amucu s 3a0e3MeueHHs] KOPEKTHOTO

po3B's3aHHA iMeH y noMmeHi Misha.net.

% DN Manager

File Action View Help

Ll AR 1oa (RERERENN 7 oI R=E
4 & DR3 Name Type Data Timestamp
v @ SERV-231_27-1 -—_Lmsdx.s
w 7 Forward Lookup Zones -
] _msdesMishanet j_‘CF
~ 2| Mishanet -
msdcs :I'me
pian IoemainDncZone:
1 iep ZlForestbrszones
1 _udp E-ltsams 25 parent folder] Start of Authority (S04] [22] cerv-231_27-1micha.,, static
DomainDnszone:|| o] (zame a5 parent folder] Hamz Server (NS| imishangt,  static
| ForestlinsFones E-lfsam: as parent felder] Host (A) 01.11.2024 16:00:00
| Reverse Lockup Zones E—IDESK TOP-VIEKLDCY Host (4] 01.11.2024 170000
1 Trust Points Elser-231_27-1 Host (4] static
Cenditional Forwarders E—lsﬂ-li-a’- 1 Host (A]
ﬂSJ\'J 27-2 Host (A) 1921882252
Elws-23-271 Host (A) 192,156.1.250
] Host (4] 192,168.1.249
Host (A] 192,166.2.251
E-l\’a"m:]uwsis:wer-1 Host (A] 192.166.1.252
Elwindows_server-2 Hist (A) 192,168.2.252
j E—ICS:E Host (A] 102.168.1.248
i
< >




byno BuKOHaHO MepeBIpKYy BCIX HaJaIlITyBaHb, 100 YIMEBHUTUCS, IO BCi
IOPUCTPOI MPABUIBHO OTPUMYIOTH [P-aapecn Ta MaioTh 3MOTYy MIAKJIIOYATHCS 0

JIOMEHY .

=X CA\Windows\system32\cmd.exe

Windows IP Configuration

Host me

Prim Dns 5

Node . S

IF R ing Enabled.
f abled.

MT Desktop Adapter

:4d41 :46el:
(Prefer

byno mepeBipeHo 3'€lHaHHA 3 MapHIPyTHU3aTOPOM 1 3a0€3MeUeHO JOCTYIl 0

[HTEpHETY AJI BCiX KIIIEHTCHKUX CTAHIIIM.

Minimum = 1m:
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Jns cunxpoHizamii yacy B Mepexi Oymno HamamrToBaHo NTP-cepsep Ha

KOHTPOJIEP1 TOMEHY, SIKUM 3a0e31neuye TOUHUHN Yac JIJIsl BCIX KIIEHTCHKUX MPUCTPOIB.

BN Administrator: C:\Windows'system32\cmd.exe

nanualpeerl

Kmienterki crantii 3 OC Windows 10 6ynu koHbirypoBaHi Ajis aBTOMAaTHYHO1

cuHxpoHizaiii yacy 3 NTP-cepBepom 1omMeRy.

comma
ync Tim

NTP ma OC Windows 10
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JHami Oyno namamroBano SSH (Secure Shell) nns 3abe3neueHHst 6e3me4HOTO
BIJITAJICHOTO0 JIOCTYNy JO CepBepiB 1 MepexeBux npuctpoiB. Lle mo3Bosse
aJIMIHICTPAaTOPy BUKOHYBAaTH KOH(DIrypariitHi 3MiHM Ta KepyBaTU MPUCTPOSIMU Uepe3
3amudpoBaHe 3’€qHAHHS, MO 3a0e3Nedye 3aXHWCT JaHUX BiJ HECAaHKIIIOHOBAHOTO

JOCTYILY.

E® Administrator: C\Windows\systermn32\cmd.exe

r file in whic

ire

cmd

&P PuTTY Key Generator

File Key Conversions Help
Key
Public key for pasting into OpenS5H authorized_keys file

ssh1sa A
AAAAB3NzaC lyc2EAAAADAGABAAABAG DhbiSKvmm Zz5 UM37xESmSvZAlKR) 7ap XAmP 8YguBAzv2Wd3UME
Dj5\WAOwJ951RgDPNC ImddCna ¥ Wik LNS2 780 Xu TnULI/4T81ERv 7mfLGyKe it NmLBKmMRfwuSALA26cbpdya
YEzFaT

o
+snn TP YKSNw P2 SeiGXoeuElH/cAz3b Y144 13FRsDAP5096IFKU 10iGa Zcevw AFrNKby laNowREuv XWRcBVgzy v

Key fingerprint: ‘ssh-rsa 2048 SHA256 b RsZF+vumXf5h83/DrlUSANJeK1ClywfHS 7P TOk MyNA

Key comment [rsarkey-20241105

|
|
Keypassphrase: | |
|

Corfim passphrase: |

Actizns
Fiesiee v DR Tarirei iy poas
Load an existing prvate key file Load

Save the generated key Save public key Save pivate key
Parameters

Type of key to generate:
@AsA QODsa (O ECD5A O EdDSA O 55H-1 (RSA)

Number of bits in = generated key
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SSH nixg’equaBcst 10

MapIIpyTH3aTopa

Jlani OyJia HajamToBaHa perliKallisi MK CEpBEpaMHu, 1110 JT03BOJISE 3a0€3MeUNTH
CUHXPOHI3AII0 JaHUX Ta HAJIAINTYyBaHb MK OCHOBHUM CEPBEPOM 1 pe3epBHUM. Bci
aHajoriuHi koHdiryparii, Bkiarodatoun HanamrtyBanHs DHCP, DNS, NTP ta SSH,
OyJii MOBTOPHO 3aCTOCOBAHI Ha APYroMy cepBepl i 3a0e3neyeHHs 0e3MepepBHOCTI

po0OOTH Ta BIIMOBOCTIMKOCTI MEPEKEBHUX CEPBICIB.

Bml B2
d Servic|| Mame From Server From Site Typ

From Server  From Site Type Description
8 <outomatically gener.. SERV-23127-1  Defeult-First-Si.. Cor

o
SERVER-2 Default-First-S.. Connection

3.3 BecranoBJieHHs porpaMu Snort

[ITo6 3aBaHTaXKUTH TIporpaMy Snort, MOTPIOHO TIepelTH Ha odilliiHNN BeOCaT

3a MOCWJIAaHHAM: https://www.snort.org/downloads 1 BuOpatu BiANOBiIIHY BEPCIIO

nporpamu. Ha pucynky 3.36 moka3aHO CTOpIHKY caliTy Snort i3 JOCTYIHUMH

BapilaHTaMU BEPCIH /I 3aBaHTAXKCHHS.
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https://www.snort.org/downloads

Q= w oo

Downloads a’ ?‘//

Snort 2 REA e Hincriss

anort 34U

[lo6 oTpumaru mocTyn A0 IIUPLIOrO BHOOpPY Bepciid IUIsl 3aBaHTa)KEHHS,
KOpHUCTyBauy NOTpIOHO 3apeecTpyBaTHcs Ha caiti Snort. Ha pucynky 3.37

MPEICTaBIICHO 1HTEP(EHC 0COOUCTOr0 KabiHeTy KOpUCTyBayva.

® ®

= & Myhccout G+ Sian Out

missg@3 legmailcom

License Terms Accepted

Unsubseribe

Bubupaemo Bepcito, cymicHy 3 omepariiiHoro cucteMoro Windows, i
IPHUCTYIA€EMO 10 ii MiArOTOBKH JUIS BCTAHOBJICHHS. Y HAIOMY BHIAAKY 1€ BepCis

2.9.20 (nuB. pucyHok 3.38).
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moacuze: Srort 3 0 3@ Dartaller.zedees

2onionds

8 — Bcranornenns Bepcii Snort 2.9.20 s Windows

Ha mepmomy erami HeoOXiIHO NPUWHATH yYMOBM JIEH31HHOT yronu (AuB.

pucyHok 3.39).

&

(37 Snort 2.9.20 Setup = >
License Agreement

Please review the license terms before installing Snort 2.9.20.

Press Page Down to see the rest of the agreement.

L
[ N

The text that follows is the GNU General Public License, Version 2 (GPL V2)
and governs your use, modification and/or distribution of SMORT.

Section 9 of the GPL V2 acknowledges that the Free Software Foundation may
publish revised andfor new versions of the GPL ¥2 from time to time. Section 9
further states that a licensee of a program subject to the GPL V2 could be

free to use any such revised and/or new versions under two different scenarios:

1. "Failure to Spedfy.” Section 9 of the GPL V2 allows a licensee of a W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Snort 2.9.20.

coce

Pucynoxk 3.39 — Ilepuunii Kpok BCTaHOBJIEHHS Snort
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(51 Snort 2.9.20 Setup i =

Choose Components ey
Choose which features of Snort 2.9. 20 you want to install. 67

Check the components you want to install and uncheck the companents you don't want to
install. Click Next to continue.

Select components to install: DES_FTIDhOH
4 Position your mouse
Dynamic Modules aver a campanent bo
Documentation see its description.

Space required: 7.6 MB

Mullsaft Install System w304

Pucynok 3.40 — BuGip koMrnoHeHTiB Snort

(it Snort 2.9.20 Setup —

Completed
Extract: README. variables ~
Extract: TODO

Extract: USAGE

Extract: WISHLIST

Extract: generators

Extract: snort_manual.pdf

Extract: snort_manual. tex

Create folder: C:\Snort\doc\signatures

Qutput folder: C:\Snort\doc\signatures

Completed ¥

Mullsoft Install System »3.04

< Back Cancel

Pucynox 3.41 — Ycnimne BcTaHOBIEHHS Snort

npcap 3 oQiiitHOro caiTy www.nmap.org.
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http://www.nmap.org/

Completed

Extract: Rl
Extract: T(
Extract: U
Extract: V

Extract: gg
Extract: sr
Extract: sn
Create fol
Output fol
Completad

(57 Snort 2.9.20 Setup

Snort has successfully been installed.

Snort also requires Mpecap 0.9984 to be installed on this machine,

Mpcap can be downloaded from:
https://nmap.org/npcap/

It would also be wise to tighten the security on the Snort installation

directory to prevent any malicious modification of the Snort executable.

Mext, you must manually edit the ‘snort.conf’ file to

and dlassification files,

| specify proper paths to allow Snort to find the rules files

Snort 2.9.20 3aBepuieHo

[Tepexoaumo Ha callT www.nmap.org/npcap/ 1 3aBaHTAKYEMO HEOOX1THUI

nonatok juist nmporpamu Snort. [ToTiM po3moynHaEMO MPOIEC YCTAaHOBKH, OOMPAOYH

BC1 TpU JIOCTYIHI MapaMeTpu (IuB. pucyHOK 3.43).

=

(7 Npcap 1.80 Setup

Installation Options

Restrict Mpcap driver's access to Administrators only

Install Mpcap in WinPcap API-compatible Mode

< Back

Support raw 802, 11 traffic (and monitor made) for wireless adapters

Install

Npcap

Please review the following options before installing Mpcap 1.80

Cancel

Hartuckaemo kHomky "Install" 1 mepexkonyemocs, mo Npcap Oyio yCHIIIHO

BCTAHOBJICHO (JIUB. pUCYHOK 3.44).
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(71 Npcap 1.80 Setup

Finished
Thank you for instaling Npcap

Mpcap has been installed on your computer.

Click Finish to close this wizard.

Mullsaft Install Syskem «3, 10

< Back Cancel

Npcap
[Ticnst ycmimHoi iHcTamsmii Snort Ta Npcap mepexoaumMo 10 HalallTyBaHHS
npaBui. IX MokHA 3HaWTH Ha odiuiiiHoMy caifti Snort. Bubupaemo mnpaBuna, o
BIJIMOBIAAIOTH Bepcii Snort, 3aBaHTaXyeMO apxiB Ta po3nakoByemo Koro. [licis nporo

NOBHUHHI 3'SBUTHCS Taki manku: “rules”, “so_rules”, “etc” ta “preproc_rules” (aus.

pucyHOK 3.45).

(=] + | rules = m} x
OoioBHe Criaskii oayn Eurang 2

& 3+ 4 ||= snot > rules v |lo 2 Mowyk rules

Ina'n Jata IMiHEHHA Tan Foamig
F Wangsua gocTyn
(i ete
BB Pobowi crin *

B ZaEamtawesHn BISPCOC I
& Aoeymenm ,
=] 3obpemennn o
& SNORT [\\VBaxSur)

rules

so_rules

3.4 HanamryBaHHs nporpamu Snort

Jlns mepeBipkd TPaBUIBHOCTI BCTAHOBJIICHHS Snort NOTPIOHO BIIKPUTH
KOMaHJIHUU PSAJOK (3 MpaBaMH aJMIHICTpaTopa) 1 CHOYaTKy BKa3aTH IUIAX 0

JIOKABHOTO JIMCKa, Jie OyJI0 3aBaHTaXKEHO Snort, BUKOPUCTOBYOYHM koManay “cd C:\”.
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Jani BBogumMo komaHay “‘cd Snort” mjs mepexody B mamky Snort, micis 4oro 3a
JonoMoror komauau “cd bin” norparuisiemo B miakatanor bin. J{ns nepeBipku Bepcii
Snort Habupaemo komanay “Snort -V”. Ha pucynky 3.46 moka3zaHo pe3yJbTar

YCHIIIHOTO BCTAHOBJICHHS Snort yepe3 KOMaHaHUM pAJIOK.

&

B Administrator: KomakaHnii pagok

tion), 2619. Yci npaea 3axuueHo.

Pucynox 3.46 — [ndopmairis mpo Snort y KOMaHAHOMY PSIIKY.
KomitoeMo Bech BMiCT namnku rules 3 po3makoBaHUMHU IPABHIIAMHU B TUPEKTOPItO
c:\Snort\rules. AHanoriuHo, NEPEeHOCUMO BMICT Mamku preproc rules 10

c:\Snort\preproc_rules, a BMicT nanku so_rules — 10 c:\Snort\so_rules (uB. pruCyHOK

3.47).

] Apmyaesr
& 3ospaesin

= SNORT(VBexS

& Onchie

Pucynok 3.47 — I[lepeminenHs ¢aiiaiB 13 po3nakoBaHOro apxiBy Snort
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Hacrynmaum kpokom mepexoaumo A0 c:/Snort/etc 1 BiakpuBaemo daiin

Snort.conf 3a fonomoroto ctangaptTHoro bioknora. Ilicas nporo npokpyuyemo aiin

BHU3 1 B paaky ipvar HOME NET any 3minroemo "any" na IP-aapecy Hamioro

npuctporo. Taka cama 3MiHa Mae OyTH BHeceHa 1 B 48-i1 psAloK (IUB. pUCYHOK 3.48).

B8 Windows_server_2 (GNS3 Linked Base for clones) [Running] - Oracle VM VirtualBox

" snort.conf - Notepad _

File Edit Format View Help

# 6) Configure output plugins

# 7) Customize your rule set

# 8) Customize preprocessor and decoder rule set
# 9) Customize shared object rule set

# Step #1: Set the network variables. For more information, see README.variables

# Setup the network addresses you are protecting
ipvar HOME_MET 192.168.2.252

# Set up the external network addresses. Leave as "any” in most situations
ipvar EXTERNAL_NET 192.168.2.252

# List of DNS servers on your network
ipvar DNS_SERVERS $HOME_NET

# List of SMTP servers on your network

ipvar SMTP_SERVERS $HOME_NET

Pucynox 3.48 — PenaryBanus [P-aapecu y ¢aitmi Snort.conf

[Ticns uporo mpokpyuayemo daiin 1o psaaka RULE PATH, ne 3amintoemo ../rules

Ha c:\Snort\rules, ../so _rules Ha c:\Snort\so_rules, a Takox ../preproc rules Ha

c:\Snort\preproc_rules. JlomatkoBo, 3miHoemo 3HaueHHs WHITE LIST PATH 1
BLACK LIST PATH 3 ../rules Ha c:\Snort\rules (auB. pucyHok 3.49).

Bl Windows_server_2 (GNS53 Linked Base for clones) [Running] - Oracle VM VirtualBo

| snort.conf - Motepad - O X
File Edit Format View Help

# List of GTP ports for GTP preprocessor
portvar GTP_PORTS [2123,2152,3386]

# other variables, these should not be modified
ipvar AIM_SERVERS [64.12.24.8/23,64.12.28.0/23,64.12.161.8/24,64.12.163.8/24,64.12.200.0/2¢

# Path to your rules files (this can be a relative path)
# Note for Windows users: You are advised to make this an absoclute path,
# such as: c:\snort\rules

# var SO_RULE_PATH ../so_rules
wvar PREPROC_RULE_PATH c:\Snort\preproc_rules

# If you are using reputation preprocessor set these
# Currently there is a bug with relative paths, they are relative to where snort is
# not relative to snort.conf like the above variables
# This is completely inconsistent with how other vars work, BUG 89986
# Set the absolute path appropriately]
wvar WHITE_LIST PATH c:\Snort\rules

var BLACK_LIST_PATH c:\Snort\rules

# Step #2: Configure the decoder. For more information, see README.decode

# CHmn mamand s Ancads muaede s
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CrBoproemo nBa daiinu — whitelist.conf Ta blacklist.conf, po3mintyrouu ix B

nupekTopii C:\Snort\rules (nuB. pucynok 3.50).

|
| = = | rules
o e e
- - » ThisPC » Local Disk (C:) » Snort » rules v &

Name Date modified Type Size

| # Ouick access

“lacal.rules RULES File 2KB

[ Desktop MJ.. )

icmp-info.rules RULES File 2KB

¥ Downloads I 7] whitelist.rules RULES File 2K

= Documents "~ app-detect.rules RULES File 1 KB

=] Pictures ") attack-responses.rules RULES File 2Ke

etc ‘jha:kdnnr‘ru\es RULES File 2Ke

rules 7| bad-traffic.rules RULES File 2kB
Snort | blacklist.rules RULES File 2k6 |

5 7 _| botnet-cnc.rules RULES File 2Ke

= mjbmwser—chmma.rulas RULES File T8 KB

[ This PC jbmwser-ﬁrefax‘rules RULES File 156 KB

) browser-ie.rules RULES File 1662 KB

¥ Metwork ..4 X L b

_| browser-other.rules RULES File 46 KB

| browser-plugins.rules RULES File 1526 KB

M browser-webkit rules RUIIFS File 21 KR

whitelist”.conf Ta “blacklist”.conf

Y aitmi  Snort.conf 3ami"roemo psgok #config logdir:

logdir:c:\Snort\log (muB. pucyHok 3.51).

&

Search ru

Ha

Configure default log directory for snort to log to. For more information see snort -h ¢

onfig logdir: c:\Snort\log

B

Pucynok 3.51 — 3amina komanau #config logdir
Kpim Toro, y aiini 3a1iCHI0OEMO 3aMIHY HACTYITHHUX 010J110TEK:
ust/local/lib/snort_dynamicpreprocessor

C:\Snort\lib\snort_dynamicpreprocessor,

| snort.conf - Notepad — O x
File Edit Format View Help

#

# <type> ::= pcap | afpacket | dump | nfq | ipq | ipfw

# <mode> read-file | passive | inline

# <var> arbitrary <name»=<value passed to DAQ

# <dir> ::= path as to where to lock for DAQ module so's

# Configure specific UID and GID to run snort as after dropping privs. For more informatior
#

# config set_gid:

# config set_uid:

# Configure default snaplen. Snort defaults to MTU of in use interface. For more informatic
#

# config snaplen:

#

# Configure default bpf_file to use for filtering what traffic reaches snort. For more infc
#

# config bpf_file:

#

config

Ha
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ust/local/lib/snort_dynamicengine/libsf engine.so Ha
C:\Snort\lib\snort_dynamicengine\sf engine.dll.

[Ticns Toro, sik 010mi0TeKH OyAYyTh 3aMiHEHI, 3aKOMEHTYEMO X 3a IOTIOMOTOI0
3HaKa #.

Takox 10/1aeMO KOMEHTapi (3a JOMOMOTOI0 #) mepen yciMa mpenpoiecopami,
K1 UAYTh M1 BOYJOBAHOIO HOPMATI3aIll€l0 MAKETIB, OCKUIbKH BOHU BHUKIMKAIOTH
MOMUJIKM Mpu BUKOHaHHI. [Iporiec 3aminu 610,110TeK TOKa3aHO HA PUCYHKY 3.52.

]
|

j. snort.conf - Notepad
File Edit Format View Help

# Configure protocol aware flushing
# For more information see README.stream5

config paf_max: 16808

# Step #4: Configure dynamic loaded libraries.

# For more information, see Snort Manual, Configuring Snort - Dynamic Modules

# path to dynamic preprocessor libraries
dynamicpreprocessor directory c:\Snort\lib\snort_dynamicpreprocessor]

# path to base preprocessor engine|
dynamicengine c:\Snort\lib\snort_dynamicengine\sf_engine.d1]]

# path to dynamic rules libraries
# dynamicdetection directory fusr/local/lib/snort_dynamicrules

Pucynok 3.52 — 3amina 6i010TeK

JHlomaemo cuMBOJI KOMeHTaps (#) mepes yciMa mpenpoiecopamu, o HallekKaTh
70 BOy1T0BaHOI HOpMaTi3allii MaKeTiB, OCKIJIbKM BOHM BHKJIUKAIOTh MMOMUJIKH ITi/1 4ac

BUKOHaHHA. CIHCOK OUX 3aKOMCHTOBAaHUX HpCHpOHCCOpiB MOKHA IT00QUYUTH Ha

puUcyHky 3.53.
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=

|

) snort.conf - Notepad - O X
File Edit Format View Help
dynamicengine c:\Snort\lib\snort_dynamicengine\sf_engine.dll

# path to dynamic rules libraries
# dynamicdetection directory fusr/local/lib/snort_dynamicrules

# Step #5: Configure preprocessors
# For more information, see the Snort Manual, Configuring Snort - Preprocessors

# GTP Control Channle Preprocessor. For more information, see README.GTP
# preprocessor gtp: ports { 2123 3386 2152 }

# Inline packet normalization. For more information, see README.normalize
# Does nothing in IDS mode
# preprocessor normalize ip4|

normalize_tcp: ips ecn stream|
normalize_icmpd
# preprocess normalize ip6|
# preprocessor normalize icmp6

# Target-based IP defragmentation. For more inforation, see README.frag3
preprocessor frag3_global: max_frags 65536
preprocessor frag3_engine: policy windows detect_anomalies overlap_limit 1@ min_fragment_le

OCKiTbKY 32 3aMOBUYBAHHSM PSAJOK ipvar HE pPO3Mi3HAETbCS Snort, 3SMIHIOEMO
Horo Ha var. J[j1s 11boro BUKOpUCTOBYeEMO kKomOiHaliro kiasimn Ctrl+H (auB. pucyHok

3.54).

=
3
]
m
T
3
m
m
L
m
(=]
]
3
m
3
3
3
]

| Replace >

Find what: |ip1rar | | Find Mext I
Replace with: |'n.rar| | Beplace
Replace Al

Cancel
[ ] Match case

[ ] Wrap around
ipvar Ha var
3aKIIIOYHUM €TaroM € BHJAJIECHHS 3BOPOTHOTO CIIEIIy Ta JOJaBaHHS CUMBOIY
KOMeHTaps (#) B pAIKH, IO MICTATH Ter "reputation preprocessor”. Ilicis BUKOHaHHS

X 3MiH 30epiraeMo (a1 1 3aKpUBaEMO HOro (JIMB. pUCYHOK 3.55).
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i

| snort.conf - Notepad - m} Pas

File Edit Format View Help
# POP preprocessor. For more information see README.pop ~
preprocessor pop: \

ports { 118 } %

bb64_decode_depth @

qp_decode_depth @ Y

bitenc_decode_depth @ %

uu_decode_depth @

# Modbus preprocessor. For more information see README.modbus
preprocessor modbus: ports { 582 }

# DNP3 preprocessor. For more information see README.dnp3
preprocessor dnp3: ports { 20808 } \

memcap 262144 3\

check_crc

# Reputation preprocessor. For more information see README.reputation
preprocessor reputation: |

priority whitelist, \

nested_ip inner, \|
whitelist $WHITE_LIST PATH\whitelist.rules, \
blacklist $BLACK LIST PATH\blacklist.rules

Pucynok 3.55 — Ocranniii kpok nepe 3amyckoMm Snort y daiini Snort.conf

3aIMIIAETBCS BCTAHOBUTHU IMpPaBWIO Ui Snort. [[nsg mboro mepexoammo 1o
nupektopli c:\Snort\rules Ta Bigkpuaemo ¢aitn icmp-info.rules 3a mornomMororo
brnoknora (nuB. pucyHok 3.56). Hampukinii ¢aiily 101a€EMO HACTYMHE MPABUIIO
(000B'SI3KOBO):

alert tcp any any -> any any(msg: "Testing Alert" ; sid:1000001).

Ile mpaBmI0 HE Ma€ KOHKPETHUX KPUTEPIiB, TOMY BOHO Oy/Ie CIIpalibOBYBaTH Ha
Oynp-skuii ICMP-makeT, skuii HaaXxoauTh. BakimBO 3a3HAYMTH, 11O B IPaBUII
BKa3aHO yHIKaJIbHUM 11eHTU(1KaTop mianucy (sid), akuii € 000B'I3KOBUM. 32 yMOBaMH,

BJIACH1 IIpaBmJia Snort NOBUHHI ounHaTucA 3 999999.

75



&

_ | icmp-info.rules: BaokroT 5

®ain  Peparyeanns  Qopmatr  Burnsg  [osigka
Copyright 28@1-2813 Sourcefire, Inc. All Rights Reserved.

This file contains (1) proprietary rules that were created, tested and certified by
Sourcefire, Inc. (the "VRT Certified Rules") that are distributed under the VRT
Certified Rules License Agreement (v 2.8), and (ii) rules that were created by
Sourcefire and other third parties (the "GPL Rules") that are distributed under the
GNU General Public License (GPL), w2.

by Sourcefire and other third parties. The GPL Rules created by Sourcefire are
owned by Sourcefire, Inc., and the GPL Rules not created by Sourcefire are owned by
their respective creators. Please see http://www.snort.org/snort/snort-team/ for a
list of third party owners and their respective copyrights.

In order to determine what rules are VRT Certified Rules or GPL Rules, please refer

#
#
#
#
#
#
#
#
# The VRT Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created
#
#
#
#
#
#
# to the VRT Certified Rules License Agreement (v2.0).

#

#
# ICMP-INFO RULES
#

Pucynox 3.56 — JlonaBanns npaswia y daiiii icmp-info.rules
[Ilo6 mnepeBiputu, yum Snort TIHACHO CTBOPIOE CIOBIIMICHHS, BIAKPUBAEMO
KOMaHJHUH PSAAO0K, IEPEXOIUMO 10 TUPEKTOpii c:\Snort\bin Ta BBOJAUMO KOMaHAY:
snort -1X -A console -c C:\snort\etc\snort.conf -1 C:\Snort\log -K ascii
ne X — 1e 1HJCKCHMM HOMEp Bamioro mepexeBoro iHtepdeticy. Ilicis
HaTuckaHHs Enter Snort rotoBuii 10 po6oTH.
Ha pucynky 3.57 moka3zaHo ycHIiIIHHI 3allyCK Snort Ha omepariiHiii cuctemi

Windows uepe3 KOMaHIHUHN PSIIOK.

o

BN Administrator: Komasgswi papoe . [} e

one

Pucynok 3.57 — Ycnimnuii 3amyck Snort uepe3 KOMaHIHY CTPIuKy
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3.5 IlepeBipka pyHKIIOHYBAHHSI CHCTEMH BUSIBJICHHSI BTOPTHEHb

[Ilo6 BHeBHUTHUCS B KOPEKTHIA poOOTI, HEOOXIAHO MPOTECTyBaTH Snort.
[epmmii TecT 31MCHIOETHCS Yepe3 KOMaHHHUMN PSAIOK 332 TOTIOMOTO0 KOMaH/IH:

snort -1 1 -¢ c:\Snort\etc\snort.conf -T.

Ha pucynky 3.58 nmokazaHo BUKOHAaHHS NIEPIIOTO €TaIy TECTyBaHHS.

Pucynok 3.58 — 3anyck nepiioro tectyBanHsa MoxHa

CIOCTEpIraTH YCIIIIHE BUKOHAHHS BCIX MPENporecopiB (AUB. pucyHOK 3.59).

makgk i pagoi - o x

- enabled

Pucynox 3.59 — Ycninne BUKOHaHHSI PEMIPOIIECOPIB

Kpim Toro, mpoBoauMo aHaji3 1 MepEeKOHYEMOCS, 110 MpaBuiia Oyau yCIIIIHO
3aBaHTaXeH1. 3arajioM Oyso ompanboBaHo 11051 pizHOMaHITHUX mpaBua (AUB.

pucysok 3.60). [lepeBipka mpemnpoiiecopiB 3aBepliieHa yCIiIIHO.
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&

& Select Administrator: Komanasuit pagox

the end of

Pucynok 3.60 — YcniuiHe BUKOHAHHS [TPaBUJI

VY miacyMKy MOXKEMO CHOCTEpIraTH, IO TECTyBaHHs OyJI0 BUKOHAHO YCIHIIIHO

(muB. pucyHok 3.61).

&

EX Select Administrator: Komangrwi psaok

Pucynok 3.61 — YcnimHe nepie TecTyBaHHs Snort
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Ax MoxxHa Mo0aYNUTH, MEPIINNA TECT 3aBEPIIUBCS YCIIIIHO. Ternep nepenaeMo
70 BUKOHAHHS OLIBIN CKJIAQIHOTO TECTYBaHHS depe3 KoMaHTHUU psagok. CrodaTtky
HE0oOX11HO mepeiTr a0 manku c¢:\Snort\rules 1 Bigkputu daiin local.rules. ¥ mpomy
daiini 1o1a€M0O HACTYIHI TTpaBuJjia JJIsl TeHEepallii CIOBIIICHb:

alert icmp any any -> any any (msg:”Testing [CMP”;s1d:1000001;)

alert tcp any any -> any any (msg:”Testing TCP”’;sid:1000002;)

alert udp any any -> any any (msg:”Testing udp”;sid:1000003;)

Ha pucynky 3.62 300pakeHo, ik 1oaTy 11 onoBiieHHs a0 ¢aiiny local.rules.

&

| *local.rules: Baokuor

®aiin  Peparyeanna ®opmat  Burnag  Josiska
# Copyright 2001-2024 Sourcefire, Inc. All Rights Reserwved.
#

# This file contains (i) proprietary rules that were created, tested and certified by
# Sourcefire, Inc. (the "VRT Certified Rules™) that are distributed under the VRT

# Certified Rules License Agreement (v 2.8), and (ii) rules that were created by

# Sourcefire and other third parties (the "GPL Rules") that are distributed under the
# GNU General Public License (GPL), v2.

#

# The VRT Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created

# by Sourcefire and other third parties. The GPL Rules created by Sourcefire are

# owned by Sourcefire, Inc., and the GPL Rules not created by Sourcefire are owned by
# their respective creators. Please see http://www.snort.org/snort/snort-team/ for a
# list of third party owners and their respective copyrights.

#

# In order to determine what rules are VRT Certified Rules or GPL Rules, please refer
# to the VRT Certified Rules License Agreement (v2.8).

alert icmp any any -»> any any (msg:"Testing ICMP";sid:1008001;)
alert tcp any any -> any any (msg:"Testing TCP";sid:1000082;)
alert udp any any -»> any any (msg:"Testing udp”;sid:laaﬁﬁﬁih)

Pucynok 3.62 — JlonaBanHs onosimieHs 10 ¢aitny local.rules
Jlami 3amyckaeMoO TECTyBaHHS 4epe3 KOMaHIHWN PsAOK, BUKOPUCTOBYHOUHU

KoMany: snort -1 1 -c c:\Snort\etc\snort.conf -A console.
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i

BX Select Administrator: KowakgHiil pagor - snort i 1-c c\Snomtetcsnort conf -4 consale e ) e

Pucynok 3.63 — 3anyck Ipyroro Tecry.
[Ticns BUKOHAHHS APYroro TECTYBAHHS CIOCTEPIraEMO YCIIIIHE 3aBaHTAXKEHHS

penporecopiB (pUcyHok 3.64).

&

BE¥ Select Administrator: Komaranaii praor - snort -i 1 -c ci\Snot\etc\snort.conf -A consale

Pucynok 3.64 — YcminmHui 3amycK IpenporecopiB Apyroro TeCTy.
Ax mokazaHo Ha pHUCYHKY 3.65, BCi mpaBuia OyJd YCIIIIHO 3aBaHTaXXEHI, a

nepeBipKa MpenpouecopiB BUKOHaHA 0€3 MOMUJIOK.
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B Select Administrator: KomanaHuii pagok - snort -i 1 -c c\Snort\etc\snort.conf -A console

Pucynok 3.65 — YcnimHe 3unTyBaHHS IpaBUil Ta Bepudikarlist mpenporecopin

Ha pucynky 3.66 BuHO, 1110 MpoLEC 1HINIaI3amii Snort 3aBepIuBCs yCIIIIHO.

&

B Select Administrator: Komananuii pagok - snort -i 1 -c c\Snort\etc\snort.conf -A console

Commenci

Pucynok 3.66 — YcninHa iHimiamizamis Snort
Ha 300paxkenni 3.67 BigoOpa)keHO pe3yJbTaT BUKOPUCTAHHS 1HCTPYMEHTY

Zenmap, rpadiudoro iHTepdeiicy s Nmap, Aas BHUKOHAHHS IHTEHCHBHOTO
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CKaHyBaHHsSI MepekeBoro mnpuctporo 3a IP-ampecoro 192.168.1.248. Ilim wac
CKaHyBaHHs OYJIO BHUSIBJICHO BiAKpuTui mopt 135/tcp, KMl BUKOPUCTOBYETHCS IS
Microsoft Windows RPC. Kpim Toro, 3a momomoror ¢yHkiii OS Detection 0yiio
BU3HAYEHO, IO TMPHUCTPIA TpaIfoe Ha ornepamiiiHii cuctemi Microsoft Windows
(Bepciz Windows 10 a6o Windows Server 2019) 3 tounictio 90-95%. Taxox
BUKOHAaHO ckaHyBaHHs MAC-aapecu, mo Bka3dye Ha BipTyanbHuil amantep Oracle
VirtualBox 3 anpecoro 08:00:27:EF:FE:19. ¥V pe3ynbTati TpacyBaHHs MapuipyTy 0yJio
niaTBep/KeHo, 1o [P-maker gocsr cBoro mpusHaueHHs 3a | xom. s 30o0py
JOATKOBOI 1H(opMarllii O0yJ0 BHKOPUCTAHO CKpUNTH Nmap, a 3araJbHUN dYac
ckanyBaHHs cksiaB 35.30 cexyHna. Bcei naHi Bka3yroTh Ha poOOUYMiA CTaH MPUCTPOIO Ta

JOTIOMAararoTh 3p0O3yMITH HOTO KOH(DIrypariito B Mepexi.

&

[ Zenmap - ] x

Scan Tools  Profie  Help
Target 1921581248 - Profile: | Intense scan - Scan

Command:  rmap -T4-A v 1921681243

Hosts Services Nrag Output Ports / Hosts Tepalogy Host Details Scans

nmap -T4 -A v 102,168.1 292 bt Details

192.165.1. 748
O 1921581253 33,08

+ 5858 elapssd (1000 total porta)

03 elapsed (1 service on 1 hoac)
insz 192.168.1.248
| against 1592.168.1.248

zeacitiwindaws_server.

indows 10 02 (95%), Microzoft Windews 1L
51%), Windows Ssrver 2019 (918}, Micromefs

50t U5 mat
Hetwork Distance:

LF ID Sequence Generation: In.
Service Info: ©5: Windows: C

TEACEROUTE
HOP RIT AIDRESS
1 5.64 wa 192.168.1.248

Filter Hosts

Pucynok 3.67 — BinoOpaxxeHHs iHpopMalii B Zenmap
Ha 300paxkeHHi mOKa3aHO pe3yJbTaT TECTYBaHHS CHUCTEMHU BUSIBIICHHS

BTOPTHEHb Snort, siKa 3/IHCHIOE MOHITOPUHI MEpEXKEBUX TAKETIB 1 TEHepye
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CIIOBIIICHHS HA OCHOBI 3aAaHuX mpaBwui. [lix gac Tecty Snort nmepeBipsie pi3HI THUIU
tpadiky, 3okpema UDP 1 ICMP. Cnouatrky ¢ikcytoteess mnaketu UDP 3
noBigomsieHHsM "Testing udp", mo Bkazye Ha ix mepeBipky Mik [P-agpecamm
192.168.1.253 1 192.168.1.248. [Totim BinOyBaeThcs TecTtyBanHs 111 ICMP (3a3Buyaii
MIHT-3aMUTIB), JI€ TaKOX PEECTPYIOTHhCS CIOBIIICHHS MPO MNPIOPUTET Ta aapecHu
JoKepena ¥ mpusHadeHHs. Lle cBimuuTh mpo ycmimHy poboTy Snort, sika 3gaTHa
BUSBIISITH 1 PEECTPYBATH MAKETH B peajbHOMY 4aci, 3a0e3meuytoud MOHITOPUHI Ta

0e3meKy Mepexi.

el

B Administrater: Kewmanamuii praer -

Pucynok 3.68 — YcminHui mporec Apyroro TecTy.

[Ilo6 nepernsitHyTH CTATUCTUKY, MOTPIOHO BIAKPUTH TEPMIHAJI 1 HATUCKATH
koMOiHanio knasim Ctrl+C. VYV pesynprari 3'IBUTBCS CTAaTUCTHKA, KA MICTUTH

1H(opMariito nMpo Bci mapameTpu Snort Ta BAKOHaHI MPoLecH. (PUCYHOK 3.69)
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Pucynok 3.69 — Cratuctuka Snort.

Jlani mokazano 2 npaBuia Snort, ski 3anucadi y daitmi local.rules:

[Iepuie npasuio:

alert icmp any any -> any any (msg:"ICMP alert detected";sid:1000001;rev:1;)

Lle mpaBuio crnpainpoBy€e mpu BUsABICHHI Oyap-skoro ICMP makery (3 Oyab-
SKOTO JpKepena Ta 10 OyAb-sIKOTO MpU3HAUYeHHA). SKio Snort BUSBUTH TaKUil MaKeT,
BIH TeHepye croBileHHs 3 nopigomieHHsAM "[CMP alert detected" 1 mae yHiKaJIbHMIA
igertudikatop (SID) 1000001.

Hpyre npaBuiio:
alert $HOME NET any -> $HOME NET any (msg:"Nmap scan FYI
detected";flow:stateless;flags:S;f:12;reference:arachnids,27;classtype:attempted-
recon;gid:180002;rev:4;)

Ile mpaBwiio reHepye cnosimeHHs, skmo B Mepexi 3 SHOME NET Oyne
BUSIBJICHO TIEBHUII THUIl MEPEKEBOTO CKaHYBaHHS (HAIPUKIAJ, CKaHYBaHHS MOPTY
yepe3 Nmap). 30kpema, nepeBipseTbesi HasiBHICTh cenu(iuHoro Habopy Mmpamnopiis
TCP nns BusiBnenHs SYN-ckaHyBaHHS, 110 € TUTIOBUM METOJOM CKaHyBaHHS TIOPTIB.
Skio Take ckaHyBaHHS BUSBJICHO, CIIOBIIIEHHS MICTHTh TekcT "Nmap scan FYI

detected" 1 mae mogaTkoBy iHGOpPMAIIiIO OO0 KJIacy CIIPoOr PO3BiaKH (recon).
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Tecalrules - Hotepsd

Fite Edit Fermat View Help
# Copyright 2081-2004 Sourcefira, Inc, A1l Rignts Reserved,

# This #1la contalns
# Sourcefire, Inc. ([t

# Certified Rules Lic

# Sourcefire and o

# G Gereral Public License
¥

#

he VET Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created
. 3 ife &Pe

¥ by Sourcefire an ties. T
# owned by Source d by
their respect -

# list of third party ownars and their

#
# In order to determine what rules are VAT Certified fules or GPL Rules, please refer
# To The WRT Certified Rules License Agreement (v2.8).

"

I

# LOCAL

my any -» any any (msg: “ICHP alert detected”;51d18@0801;rev:l;)

alert tep SHOME_NET any -5 SHOME_NET ary (msg:“Nmap scan FYN detected”;flow:stateless;flags:F,12;referencetarachnids,?7;classtype attemted- rocon; gid: 108028 rew:d;)

Pucynoxk 3.70 — [IpaBuna Snort

Ha pucynky 3.71 BimoOpakeHO pe3ynbTaTH CKaHyBaHHS MEPEXKi 3a IOTTOMOTOF0
iHcTpyMeHTy Nmap. byno nposeneHo ckanyBanHs [P-agpecu 192.168.2.252, B
pe3yJbTari AKoro Oyja0 BU3HAYEHO, IO HA I aapeci 3HAXOJIUTHCS KOMIT'IOTEp T
yOpaBmiHHAM onepaiiitHoi cuctemu Microsoft Windows 2019. byno BusiBneHo
BIJIKPUTI MOPTHU Ta BiANOBIAHI cepBicH, Taki sk DNS, Kerberos, SMB, LDAP, HTTP
Ta iHImI. Takox OyJ0 BHU3HAYEHO THUI TPHUCTPOIO Ta oOmepaliiHy cucremy. Lls
1H(popmanis Moxe OyTH BUKOPUCTaHA JJIA MOJANBIIOrO aHajizy Oe3MeKH MEpexl Ta

BUSIBJICHHSI IIOTEHIIIMHUX BPa3IIUBOCTEH.

85



&

[ zenmap - o *

Scan  Tools  Profile  Help
Target: | 192.168.2.252 ¥ | Profile  Intensescan -

Comman o | nmap T4 -A v 192.168.2.252

Hosts | Senvices Nmop Dutput  PortsfHosts  Topology  HostDetails  Seens

jainsc 192.166.2.252

11230
140, 13.022 elapsed

we 10 1503 - ZIHL {91%],

i Fiter Hoste

Pucynok 3.71 — CkanyBaHHs Zenmap

Ha pucynky 3.72 npencrapiieHi jor-gaiiam CUCTEMU BUSBJICHHS BTOPTHEHBb
(IDS) Snort, sxa moHITOpHIa MepexkeBuii Tpadik. Snort 3adikcyBaB BeNUKY KUTbKICTh
cripo® MiAKIOYEHHS 10 PI3HUX MOPTiB Ha komm'toTepi 3 [P-agpecoro 192.168.2.252.
i conpoOu Oynu knacu@ikoBaHl SIK MOTEHIIAHO MIKIJAIUBUA Tpadik, D0 MOXKE
CBITYUTH TIPO crpoOy CKaHyBaHHS a00 aTtaku Ha 1ed komm'totep. Lle MoxyTh OyTH
cripobu miadopy mapoJiB, eKCIUTyaTallli Bpa3auBoCTel ado 1HII BUAM KiOepaTak.

binbmiicte 3adikcoBaHMX TOMAIN TMOB'S3aHI 3 BIJCYTHICTIO TPUCTOPOHHBOTO
pykoctuckanus TCP, mo € xapakTepHOI O3HAKOK CKaHyBaHHS MOPTIB abo crpod
BCTAHOBUTHU HECAHKIIIOHOBAHI 3'€IHAHHS.

3aranowm, 1e# JIOT CBIAYUTH MPO aKTHBHICTh, CIPSIMOBaHY Ha Komm'torep 3 IP-
aapecoro 192.168.2.252, 1 BUMarae mojajibIIoro aHamidy s BU3HAYECHHS TOYHOI
IPUPOAM 3arPO3H Ta BXKUTTS BIAMOBIIHUX 3aX0/11B O€3MEKH.

Jlns  nmonmatkoBoi mepeBipku Oyno BcradHoBieHo Kali Linux, a Ttakox

HaJIallITOBaHO cTatuuHy IP-anpecy mis cucremu.
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: - = ' B |Z|vI L& nm-connection-editor * ¢ gterminal

Editing Ethernet connection 1

Connectionname  Ethernet connection 1
General Ethernet 802.1X Security DCB Proxy IPv4 Settings [Py ttings
Method Manual

Addresses

Address Netmask Gateway Add
192.168.1.247 24 192.168.1.254

Delete

Pucynok 3.72 — Bcranosnenuii Kali Linuks

Ha 300paxenni 3.73 mnoka3ano @aitn local.rules, saxuii MICTUTH
HaJAIITyBaHHA MpPaBWI Il Snort — cucTeMu BUsIBIIEHHS BTOprHeHs (IDS). ¥V
poMy (aiini MPUCYTHE MPABUIIO:

alert tcp any any -> SHOME NET 21 (msg:"FTP Attempted"; sid:60001;
rev:1;).

Ile mpasmno Biactexxye TCP-Tpadik, mo HaaxoauTh 3 Oyab-sakoi IP-
aapecu Ta Oylb-skoro nmopTty Ha mopt 21 y gomamniin mepexi SHOME NET
(mopt 21 BukxopuctoByeThes st FTP). Ilpu 36iry ymoBu Snort 3reHepye
croBiimeHHs: 3 mnoBigomueHusm "FTP  Attempted", BukopucToByroun
yHiKanbHui iaeHTudikarop npasuia (sid) 60001. ITpaBuio mae peBisito (rev) 1,

110 O3HAYAE TEPIIY BEPCilO I[LOT0 MPaBUIIA.

i

7 localules - Mategad - o ®

File Edit Format View Help
#
# This file contains (i) proprietary rules that were created, tested and certified by
# Sourcefire, Inc. (the "VAT Certified Rules") that are distributed under the VAT
# Certified Rules License Agreement (v 2.8), and (ii) rules that were created by
# Sourcefire and other third parties (the "GPL Rules™) that are distributed under the
# GHU General Public License (GPL), w2,
#
# The VRT Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created
# by Sourcefire and other third parties. The GPL Rules created by Sourcefire are
# owned by Sourcefire, Inc., and the GPL Rules not created by Sourceflre are owned by
# thelr respective creators. Plesse see http://www.snort.org/snort/snort-team/ for a
4 list of third party owners and their respective copyrights.
#
# In order to determine what rules are VRT Certified Rules or GPL Rules, please refer
# to the VAT Certified Rules License Agreement (v2.8).

AL RULES|

#
#
# LOC
#
a.

lert tep any any -» SHOME_MET 21 (mcg:"FTP Attempted”; sid:60081; rev:l;)

Pucynok 3.73 — IIpaBuna Snort
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Hacrynmaum kpokom migkimogaemocs 10 FTP-ceppepa Windows 3 Kali Linux

JUTsI IEPEBIPKU 3'€JTHAHHS Ta TECTYBAHHS MPABUIL

IR X [ap= ] root@kali: ~

=

File Actions Edit View Help

root@kali: ~

timed out

Pucynok 3.74 — I[ligkmtouenns no ftp
Ha Pucynky 3.75 MoxemMo mo0auyWTH M0 TECTYBaHHS IpaBUjia MPOUIILIO
YCHIIIHO. Snort BUKOPUCTOBYE KOHDirypartiiauii daiin snort.conf 1 3aBaHTaxXye pi3HI
npenpouecopu (Hanpukian, st FTP, HTTP, SMTP tomo). Ilicnd 3amycky nporecy
00poOku makeTiB Snort BUsBUB cripoOu miakmrodeHHs 10 FTP-cepsepa 3 [P-agpecu
192.168.1.247 na IP-agpecy 192.168.1.252 nopt 21. Lle Binnosinae npasuiry FTP

Attempted, 110 nokazano B jiorax 3 npioputerom 0.

&

Fil= B Select Administrator: Command Prompt - smort =i 4 -c ci\Snoetcsnortconf -2 consols = ] *

mm;q;:uuauu:unuunumumumm;

Pucynox 3.75 — I[lepeBipka npaBuia

Jam mu 0auyuMo ¢aiin sIKuii MICTUTh KOH(ITYpalito JIJIsl CUCTEMU O€3IEKH, sKa

JT03BOJISIE BUSIBIISITU NIOTEHIIIIHI 3arpO3U B MEPEKI.
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&

| local nules - Hotspad = =] ®

e Edit Format View Hep

This file contains (i) proprietary rules that were created, tested and certified by
Sourcefire, Inc. (the "WRT Certified Rules”) that are distributed under the VRT
Certified Rules License Agreement (v 2.8), and (ii) rules that were created by
Sourcefire and other third parties (the "GPL Rules”) that are distributed under the
GMU General Public License (GPL), 2.

by Sourcefire and other third parties. The GPL Rules created by Sourcefire are
owned by Sourcefire, Inc., and the GPL Rules not created by Sourcefire are owned by
their respective creators. Please see http://www.snort_org/snort/snort-team/ for a
list of third party owners and their respective copyrights.

In order to determine what rules are VRT Certified Rules or GPL Rules, please refer

Fil
8
#
#
#
#
#
i
# The VRT Certified Rules are owned by Sourcefire, Inc. The GPL Rules were created
4
#
#
#
#
#
# to the VRT Certifled Rules License Agreement (v2.@).

¥

et L

# LOCAL RULES

alert icmp SEXTERMNAL_MET any -» $HOME_MET any (msg:“satish message”; sid:5889; rew:1;)

Pucynok 3.76 — [IpaBuna Snort
BukonaHno ycminiHe TecTyBaHHS 3'€IHaHHS 3 MpUCTpoeM 3a [P-anpecoro

192.168.1.252 3a 1o11oMororw KOMaH/I4 ping

root @kali: ~

File Actions Edit View Help

[ i i
oo

oo
ot

-+

b
1
1
1
1
1
ttl
tl
1
1
+
t
il

+

et loss, time 11166ms
191 ms

Pucynok 3.77 — IlepeBipka 3B’ 13Ky
Ha 300paxenni 3.78 mokazaHo ¢parMeHT JIOTY CHCTEMH BHSIBICHHS
BTOPrHEHb Snort, ska 3adikcyBajia BEJIMKY KIJIbKICTh CHPOO BCTAaHOBUTHU
HecaHkIiioHoBaHl TCP-3'ennanns. Ile Moxe CBITUMTH MPO aTtaky abo crpooy

CKaHyBaHHS MEpexi.
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Pucynok 3.77 — IlepeBipka npaBuia

BucHOBKM 10 TPETHOrO PO3LTY:

Y T1perboMy po3auii Oylo JE€TAJbHO PO3TJIASHYTO TMPAKTHYHI aCIeKTH
BIPOBA/PKCHHS TIJICUCTEMH 3aXUCTy KIIIEHT-CEPBEPHOI Mepexi, 1Mo 0a3yeTbcs Ha
wiargopmi Microsoft Active Directory Ta cucteMi BUsIBJICHHS BTOprHeHb Snort. byro
BUKOHAHO HAaJaITyBaHHS KJIIOYOBHX MepekeBUX ciayxk0, Takux sk DNS, DHCP i
NTP, sxi 3abe3nedyroTh IICHTPATi30BaHE YIMPABIIHHA MEPEXeI Ta il ePeKTUBHE
(GYHKI[IOHYBaHHS.

Oco06nuBy yBary mpuaijeHO 1HTerpaiii Snort J1jsi MOHITOPUHTY MEPEKEBOro
TpadiKy 1 BHUSIBJICHHSA MOTEHLIMHUX aTak, [0 JO3BOJIAE OMEPATHBHO pearyBaTH Ha
3arpo3u, 3a0e3meuyroud BHUCOKY CTIMKICTb Mepexi g0 kibep3arpos. I[IpoBenene
TECTYBaHHSA MIATBEPAWIO TPalE3JaTHICTh 3alpONOHOBAHOI CHUCTEMH 3aXHUCTy, SKa
MPOJIEMOHCTpYBajia  3JaTHICTh  BUSIBIATA  3arpo3W,  BKJIIOYAIOYM  CIIPOOH

HECaHKI[IOHOBAHOTO JOCTYITY 1 MiI03p1JII AKTUBHOCTI.
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TakuM yuHOM, 3aITPONIOHOBAHA aPXITEKTYpa JA03BOJISIE JOCITTH BUCOKOTO PIBHS
Oe3neku, 30epiraloyd NOpH LbOMY CTaOUIBHICTH POOOTH MEPEKEBUX CIIYXkO.
Po3pobnieni pimieHHS € aKTyaJlbHUMH 1 MOXYTh OyTH €(QEKTHBHO BIIPOBAKCHI B

KOPIOPAaTUBHOMY CEpEIOBUIIII /1Jisi 3a0€3MeUeHHs HaIIMHOTO 3aXUCTY BIJ] 3arpO3.
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BUCHOBKHA

VY wmaricrepchkiii po0OOTI Oyj0 MPOBENECHO MAOCIIKEHHS, CIpPSIMOBaHE Ha
pO3pOOKYy Ta BIPOBAKEHHS CHUCTEMHU BHSIBJICHHS aTak Ha OCHOBI Snort B IT-
iH}pacTpykTypi, 10 mpaifroe Ha miardopmi Microsoft Active Directory. V mporieci
BUKOHAHHS POOOTH JOCSATHYTO IOCTABJIEHHMX IUIEH, SKI BKIIOYAIU TEOPETHYHE
OOTpYHTYBaHHSI BHOOPY TEXHOJOTIHA, TPOEKTYBAHHA MEPEXKEBOI apXITEKTypH,
PO3pOOKY CUCTEMHU ajipecallii, BIPOBAKEHHS CUCTEMU BUSIBIIEHHS BTOprHeHb (IDS)
Ta 11 TECTYBaHHs B PEaJlbHUX YMOBAX.

VY meprmiomy po3nuii 0yJio pO3MIISIHYTO 3arajibHi NPUHIUIN (DYHKITIOHYBaHHS
oneparliiinoi cuctemu Windows Server 2019, ii inTerpaiito 3 miatdopmoro Active
Directory Ta TeopeTuuyHi acmekTd poOOTH CUCTEM BUsBIEHHS BTOprHeHb (IDS).
[IpoBeneHo aetanbHy kinacudikaiito IDS, 30kpeMa Ha OCHOBI MiCIIsl BCTAHOBJICHHS Ta
OPUHIMIY [1i, & TAKOX NOPIBHSIHHSA PI3HUX pIlIEHb, TAaKUX AK Snort, Suricata, Zeek
(Bro) 1 OSSEC. 3’scoBaHo, 1o Snort € HalOUIbII ONTHUMAaJIbHUM BHUOOPOM IS
BIIPOBAKEHHSI 3aBJIIKH MO0 BUCOKIN THYYKOCTI, IPOYKTUBHOCTI Ta JOCTYITHOCTI.

Hpyruit po3ain 0ysio MpUCBIYEHO MPOEKTYBAHHIO KITIEHT-CEPBEPHOI MEepexi. Y
po6oti Oys0 pPO3pOOJEHO TOMOJIOTII0 MEpeki 3 BUKOPUCTAHHSM TPUPIBHEBOI
apXITEKTypH, IO BKJIKOYAE PIBHI sJpa, arperauii Ta IocTymy. BukoHaHo BuUOIp
oOJnaHaHHS, 30KpeEMa MapIIPyTU3aTOPiB, KOMYTATOPIB Ta pOOOYNX CTaHIIIA, a TAKOXK
po3p00JieHO eEeKTUBHY CXeMy ajapecallii. Y Cl eJIeMEeHTH Mepexki OyiIu CpOEKTOBaH1
3 ypaxyBaHHAM BUMOT JI0 MMPOTyKTUBHOCTI, MAaCIITA0OBAHOCTI Ta OE3MEKH.

Tpetiit po3is1 poOOTH BKIIFOYAB peaTi3allifo MACUCTEMHU 3aXUCTY Ta TECTYyBaHHSI
il mpane3naTtHocTi. Bylio HamamrToBaHO KIHOYOBI MepekeBl ciyxOu, Taki sik DNS,
DHCP, NTP, a Takox I1HTErpoBaHO CHCTEMY BHSBIEHHS BTOPTHEHb Snort s
MOHITOPUHTY MepekeBoro Tpadiky. Y XOJ1 TeCTyBaHHS TEPEBIPEHO 3aTHICTh
CUCTEMH BHSBJISATH MOTEHIIMHI 3arpo3u, BKJIKOYAIOYM CIPOOHM CKaHyBaHHS MOPTIB,
HECAHKI[IOHOBAaH1 MIAKIIOUYEHHS Ta 1HII Kibeparaku. OTpuMaHi pe3yJbTaTH

NIATBEPAWIA BUCOKY €(DEKTUBHICTh BIPOBAKEHOTO PIILIEHHS.
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CITMCOK BUKOPUCTAHOI JIITEPATYPU
l. KiienT—cepBepHa apxiTekTypa Ta poiii cepBepiB [EnekTponnuit pecypc]

—  Pexum  pmoctymy go  pecypey:  https://uk.wikipedia.org/wiki/KnieHT-

CepBEpHa_apXiTeKTypa

2. Snort — cucrtema BUSBIEHHS BTOPIHEHb: OCHOBHI MPUHIUIN POOOTH

[EnexTponnuii pecypc| — Pexxum noctymy: https:// www.snort.org

3. Ponr  Active Directory y 3a0esneueHHi Oe3mekn  MeEpeXeBOi
iHppacTpyKTypH [EnexrponHmii pecypc] — Pexum JOCTYTIY:

https://docs.microsoft.com/en-us/windows-server/identity/active-directory

4. Suricata IDS: moOpiBHSHHS MOXJIMBOCTEH 3 I1HIIMMHU PINICHHSIMU

[EnexTponnuii pecypc| — Pexxum noctymy: https://suricata-ids.org

5. Oco0aMBOCTI MOHITOPUHTY MEPEXEBOTO TpadiKy sl BUSBICHHS 3arpo3

[Enextponnuii pecypc] — Pexxum goctymy: https://www.networkworld.com

6. BnopoBamkenns cucremu Snort y KOPIIOPaTMBHY MEPEKY: IOKPOKOBA
THCTPYKITiS [EnextpoHHuii pecypc] — Pexum JOCTYILY:

https://cybersecuritymagazine.com/snort-setup

7. B3aemomiss Snort i3 Windows Server 2019 [Enextponnmii pecypc] —

Pexxum nocrymy: https://www.windowsserversecurity.com/snort

8. Cisco Ta IHCTpyMEHTH Jy1s 3a0e3neueHHs 0e3nexku mepexi [ Enekrponnuii

pecypc] — Pexxum nocrymy: https://www.cisco.com

0. Zeek (Bro): cucrteMa MOHITOPUHTY MepexkeBoi Oe3reku [EnexkTpoHHU

pecypc] — Pexxum nocrymy: https://zeek.org

10.  Windows Server 2019: cyuacHi ¢yHKIii a8 KOPHOPATUBHOT
1H(pacTpyKTypHu [EnextpoHHHMI pecypc] — Pexum JNOCTYILY:

https://techcommunity.microsoft.com

11. Hanamrysanus DHCP, DNS ta NTP na Windows Server [Enektponnuit
pecypc] — Pexxum noctymy: https://theitbros.com/dns-dhcp-ntp-setup

12.  Kibepszarposu y cydacHomy IT-cepenoBumi [Enextponnuii pecypc] —

Pexxum noctymy: https://cybersecurityventures.com
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https://uk.wikipedia.org/wiki/%D0%9A%D0%BB%D1%96%D1%94%D0%BD%D1%82-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D0%BD%D0%B0_%D0%B0%D1%80%D1%85%D1%96%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0
https://www.snort.org/
https://docs.microsoft.com/en-us/windows-server/identity/active-directory
https://suricata-ids.org/
https://www.networkworld.com/
https://cybersecuritymagazine.com/snort-setup
https://www.windowsserversecurity.com/snort
https://www.cisco.com/
https://zeek.org/
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13.  Wazuh sk amprepHaTuBa Snort s iHTerpamii 3 SIEM-cuctemamu

[EnexTponnuii pecypc| — Pesxxum noctymy: https://wazuh.com

14. Meroau 3axucTy KI€HT-cepBepHOI apXiTekTypu [Enexrponnuii pecypc]

— Pexxum nocrtymy: https://www.securecomputing.net

15. Amnam3 Ta TOpIBHSHHSA CHUCTEM BHUsBIEHHS BTOprHeHb (IDS)

[EnexTponnnii pecypc| — Pexum nocrymy: https://securityweekly.com/ids-comparison

16. NIDS 1 HIDS: nepeBaru Ta HEAONIKH y 3acTocyBaHHI [EnexkrpoHHUI

pecypc] — Pexxum noctymy: https://www.sans.org/reading-room

17.  JlokaneHi IDS cucremu: Ilepearu OSSEC [Enextponnuii pecypc] —

Pexxum noctymy: https://ossec.github.io

18. Intrusion Detection in IT Infrastructures: Case Study [Enexrponnuit

pecypc] — Pexxum noctymy: https://journals.plos.org/cybersec

19. Windows Server: Kpamii npaktuku HamamtyBanHs NTP [Enexrponnmii

pecypc] — Pexxum noctymy: https://ntp.org/server2019

20. 3axuct MepexeBoi iHGpacTpyKTypH 3a gornomorow IDS [Enektponnuit

pecypc] — Pexxum nocrymy: https://techrepublic.com/network-security

21.  VYawsuinpkuit M.A., ®anpkoBchkuit [.I. TIpoekT cuctemu BHSBICHHS
arak Ha ocHOBI snort B IT-indpactpykrypi // Tesu gomosigeit XIV MixHapoaHoi
HAyKOBO-TeXHIYHOT KoH(pepeHii «[HhopmariitHo-koMm F0TepHI TeXHOJIOT1T — 2024,
M. XKuromup, 02-03 rpyaus 2024 poky — Kuromup: XKuromupcbka noiitextika, 2024.

22.  VYaeuiupkuii M.A., bpoxacekuii 1O. b. Ilizcucrema 3axucty KII€HT-
cepBepHOi Mepexi Bin kidepatak // Te3u momosigeit VII Bceykpaincbkoi HAyKOBO-
TEeXHIYHOI KOH(pepeHIli «KoMIT IoTepH1 TEeXHOJIOT1: 1HHOBALli, MPOOJIEMH, PILICHHS»,
M. XKuromup, 02-03 rpyaus 2024 poky — Kuromup: Kuromupcrka nomitextika, 2024.
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Honarok A — JleranbHa cxema ooy 10BaHOT MEPEKi
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Honatok b. Kondirypauiiini ¢aiian okpeMux mpucTpoin

Current configuration : 1723 bytes

!

! Last configuration change at 09:51:38
UTC Tue Dec 17 2024

!

version 15.2

service timestamps debug datetime
msec

service timestamps log datetime

no service password-encryption

service compress-config

!

hostname SW-231-27-1

!

boot-start-marker

boot-end-marker

!

!

logging  discriminator ~ EXCESS
severity drops 6  msg-body  drops
EXCESSCOLL

logging buffered 50000

logging console discriminator
EXCESS

enable secret 5

$1$5cz58YDhypzydhA2JScO8FGBTY.
|

username admin privilege 15 password
0 passAdmin
no aaa new-model

!
!
!
!
!

no ip routing

no ip icmp rate-limit unreachable
!

!

!

no ip domain-lookup

ip domain-name Misha.net

no ip cef

no ipvé6 cef

!

!

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id

|

vlan internal  allocation
ascending

!
1p tcp synwait-time 5

!
!
!
!
!
!
!
!
!
!
!
!
!

interface Ethernet0/0
]

interface Ethernet0/1
]

interface Ethernet(0/2
]

interface Ethernet0/3
]

interface Ethernet1/0
]

interface Ethernetl/1
!

interface Ethernet1/2
!

interface Ethernet1/3
!

interface Ethernet2/0
!

interface Ethernet2/1
!

interface Ethernet2/2
!

interface Ethernet2/3
!

interface Ethernet3/0
!

interface Ethernet3/1
!

interface Ethernet3/2
!

interface Ethernet3/3

policy
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|

interface Vlanl

ip address 192.168.1.253

255.255.255.0

msecC

no ip route-cache
|

ip default-gateway 192.168.1.254
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
ip ssh version 2
!
!
logging host 192.168.1.252
!
!
!
control-plane
!
!
line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4
exec-timeout 60 0
logging synchronous
login local
transport input ssh
!
ntp update-calendar
ntp server 202.192.27.1
!
End
Current configuration : 1211 bytes
!
upgrade fpd auto
version 15.2
service timestamps debug datetime

service timestamps log datetime

no service password-encryption
!

hostname R-231-27-1

|

boot-start-marker
boot-end-marker

!

!

!

no aaa new-model

no ip icmp rate-limit unreachable

!
!
!
!
!
!

no ip domain lookup
ip cef

no ipv6 cef

!

multilink bundle-name authenticated

!
!
!
!
!
!
!
!
!
!

redundancy
!
!

ip tcp synwait-time 5

!
!
!
!
!
!
!
!
!
!

interface FastEthernet0/0

ip address 202.192.27.2

255.255.255.252

duplex half
!

interface FastEthernet1/0
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ip address 192.168.1.254
255.255.255.0

duplex auto

speed auto

!

interface FastEthernet1/1

ip address
255.255.255.0

duplex auto

speed auto

!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

!

ip route 0.0.0.0 0.0.0.0 202.192.27.1

!

192.168.2.254

logging trap notifications
logging host 192.168.1.252
no cdp log mismatch duplex
!

!

!

control-plane

!

!

!

mgcp profile default

|

!

!

gatekeeper
shutdown

!

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line vty 0 4
login

transport input all

!

ntp update-calendar

ntp server 202.192.27.1

!

End

Current configuration : 1723 bytes

!

! Last configuration change at 09:51:55
UTC Tue Dec 17 2024

!

version 15.2

service timestamps debug datetime
msec

service timestamps log datetime

no service password-encryption

service compress-config

!

hostname SW-231-27-2

!

boot-start-marker

boot-end-marker

!

!

logging  discriminator
severity  drops 6
EXCESSCOLL

logging buffered 50000

logging console
EXCESS

enable secret 5

$1SVIdASIYVNVZzz7TQHWINSUuVWEU1
!

EXCESS
msg-body  drops

discriminator

username admin privilege 15 password
0 passAdmin
no aaa new-model

!
!
!
!
!

no ip routing

no ip icmp rate-limit unreachable
!

!

!

no ip domain-lookup

ip domain-name Misha.net
no ip cef

no ipvé6 cef

!

!
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|

spanning-tree mode rapid-pvst
spanning-tree extend system-id

!

vlan internal allocation
ascending

!
ip tcp synwait-time 5

!
!
!
!
!
!
!
!
!
!
!
!
!

interface Ethernet0/0
'

interface Ethernet0/1
'

interface Ethernet0/2
'

interface Ethernet(0/3
'

interface Ethernet1/0
'

interface Ethernetl/1
'

interface Ethernet1/2
'

interface Ethernetl/3
'

interface Ethernet2/0
'

interface Ethernet2/1
'

interface Ethernet2/2
'

interface Ethernet2/3
!

interface Ethernet3/0

policy

|

interface Ethernet3/1
!

interface Ethernet3/2
!

interface Ethernet3/3
!

interface Vlanl
ip address

255.255.255.0

no ip route-cache
!

192.168.2.253

ip default-gateway 192.168.2.254

ip forward-protocol nd
!

ﬁo ip http server

no ip http secure-server
!

ip ssh version 2

!

!

logging host 192.168.1.252

!

!

!

control-plane

!

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous

line vty 0 4
exec-timeout 60 0
logging synchronous
login local
transport input ssh

!

ntp update-calendar

ntp server 202.192.27.1
!
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# Setup the network addresses you are

protecting
ipvar HOME NET 192.168.1.248

# Set up the external network
addresses. Leave as "any" in most situations

ipvar EXTERNAL NET
192.168.1.248

# List of DNS servers on your network
ipvar DNS SERVERS $SHOME NET

# List of SMTP servers on your
network

ipvar SMTP_SERVERS
$HOME NET

# List of web servers on your network

ipvar HTTP_SERVERS
$HOME NET

# List of sql servers on your network
ipvar SQL_SERVERS SHOME NET

# List of telnet servers on your network
ipvar TELNET SERVERS
$SHOME NET

# List of ssh servers on your network
ipvar SSH_SERVERS $SHOME NET

# List of ftp servers on your network
ipvar FTP_ SERVERS $SHOME NET

# List of sip servers on your network

ipvar SIP_ SERVERS $SHOME NET

Honmatoxk  B.  BiarectoBana  Ta
BiJjpeaaroBaHa KoHpirypartist Snort

# List of ports you run web servers on

portvar HTTP _PORTS
[80,81,311,383,591,593,901,1220,1414,1741,
1830,2301,2381,2809,3037,3128,3702,4343,4
848,5250,6988,7000,7001,7144,7145,7510,77
717,7779,8000,8008,8014,8028,8080,8085,808
8,8090,8118,8123,8180,8181,8243,8280,8300
,8800,8888,8899,9000,9060,9080,9090,9091,
9443,9999,11371,34443,34444,41080,50002,
55555]

HonaTtok B. BinrecTtoBaHna ta
BiJIpetaroBana KoHgiryparis Snort
# List of ports you want to look for
SHELLCODE on.
portvar SHELLCODE PORTS !80

# List of ports you might see oracle
attacks on
portvar ORACLE PORTS 1024:

# List of ports you want to look for SSH
connections on:
portvar SSH PORTS 22

# List of ports you run ftp servers on
portvar FTP_PORTS [21,2100,3535]

# List of ports you run SIP servers on
portvar SIP_ PORTS [5060,5061,5600]

# List of file data ports for file
inspection

portvar FILE DATA PORTS
[SHTTP_PORTS,110,143]

# List of GTP ports for GTP
preprocessor

portvar GTP_PORTS
[2123,2152,3386]

# other variables, these should not be
modified

ipvar AIM_SERVERS
[64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,
64.12.163.0/24,64.12.200.0/24,205.188.3.0/24
,205.188.5.0/24,205.188.7.0/24,205.188.9.0/2
4,205.188.153.0/24,205.188.179.0/24,205.188
.248.0/24]

# Path to your rules files (this can be a
relative path)

# Note for Windows users: You are
advised to make this an absolute path,

# such as: c:\snort\rules

var RULE PATH c:\Snort\rules

# var SO RULE PATH ../so_rules

var PREPROC RULE PATH
c:\Snort\preproc_rules
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# If you are wusing reputation
preprocessor set these

# Currently there is a bug with relative
paths, they are relative to where snort is

# not relative to snort.conf like the
above variables

# This is completely inconsistent with
how other vars work, BUG 89986

# Set the absolute path appropriately

var WHITE LIST PATH
c:\Snort\rules

var BLACK LIST PATH
c:\Snort\rules

TR R R R R
TR R

# Step #2: Configure the decoder. For
more information, sese README.decode

TR R R R e
TR R

# Stop generic decode events:
config disable decode_alerts

# Stop Alerts on experimental TCP
options

config
disable tcpopt experimental alerts

# Stop Alerts on obsolete TCP options
config disable tcpopt obsolete alerts

# Stop Alerts on T/TCP alerts
config disable tcpopt ttcp alerts

# Stop Alerts on all other TCPOption
type events:
config disable tcpopt alerts

# Stop Alerts on invalid ip options
config disable ipopt alerts

# Alert if value in length field (IP, TCP,
UDP) is greater th elength of the packet

# config
enable decode oversized alerts

# Same as above, but drop packet if in
Inline mode (requires
enable decode oversized alerts)

# config
enable decode oversized drops

# Configure IP / TCP checksum mode
config checksum mode: all

# Configure maximum number of
flowbit references. For more information, see
README.flowbits

# config flowbits_size: 64

# Configure ports to ignore

# config ignore ports: tcp 21
6667:6671 1356

# config ignore ports: udp 1:17 53

# Configure active response for non
inline operation. For more information, see
REAMDE.active

# config response: eth( attempts 2

# Configure DAQ related options for
inline operation. For more information, see
README.daq

#

# config daq: <type>

# config daq_dir: <dir>

# config dag mode: <mode>

# config daq_var: <var>

#

# <type> ::=pcap | afpacket | dump | nfq
| ipq | ipfw

# <mode> ::= read-file | passive | inline

# <var> ::= arbitrary <name>=<value
passed to DAQ

# <dir> ::= path as to where to look for
DAQ module so's

# Configure specific UID and GID to
run snort as after dropping privs. For more
information see snort -h command line options

#

# config set_gid:

# config set uid:

# Configure default snaplen. Snort
defaults to MTU of in use interface. For more
information sece README

#

# config snaplen:
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#

# Configure default bpf file to use for
filtering what traffic reaches snort. For more
information see snort -h command line options
(-F)

#

# config bpf file:

#

# Configure default log directory for
snort to log to. For more information see snort
-h command line options (-1)

#

config logdir: c:\Snort\log

HHIHEHHHHRHHIHHHHRHH

e

# Step #3: Configure the base detection
engine. For more information, see
README.decode

Spbt i g e
Sfdbids g R

# Configure PCRE match limitations

config pcre_match limit: 3500

config  pcre match limit recursion:
1500

# Configure the detection engine See
the Snort Manual, Configuring Snort - Includes
- Config

config detection: search-method ac-
split search-optimize max-pattern-len 20

# Configure the event queue. For more
information, see README.event queue

config event queue: max_queue 8§ log
5 order_events content length

S I T
T

## Configure GTP if it is to be used.

## For more information, see
README.GTP

HEHHHHHH T
AR

# config enable gtp

HHHE R R
R SR S

# Per packet and rule latency
enforcement

# For more
README.ppm

HHHE R R
R A S

information  see

# Per Packet latency configuration
#config ppm: max-pkt-time 250, \
# fastpath-expensive-packets, \
# pkt-log

# Per Rule latency configuration
#config ppm: max-rule-time 200, \
# threshold 3, \

# suspend-expensive-rules, \

# suspend-timeout 20, \

# rule-log alert

HHHHEHRH R R R
HHHIHHHHHIHIHEHEH

# Configure Perf Profiling for
debugging

# For more
README.PerfProfiling

HHHHHEHB IR R
HHHHHHHHHIHEHE

information see

#config profile rules: print all, sort
avg_ticks

#config profile preprocs: print all, sort
avg_ticks

HHHHHEHRH IR R R
HHHIHHHHHHIHEHEH

# Configure protocol aware flushing

# For more information see
README .stream5

HHHHHHHHRHIHEHEHHHRHH
HHHHIHH R

config paf max: 16000

HHHHEHR IR
TR

# Step #4: Configure dynamic loaded
libraries.
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# For more information, see Snort

Manual, Configuring Snort - Dynamic
Modules

HHIHEHHHHRHHHEHHHRHH
R AR

# path to dynamic preprocessor
libraries

dynamicpreprocessor directory
c:\Snort\lib\snort_dynamicpreprocessor

# path to base preprocessor engine

dynamicengine
c:\Snort\lib\snort_dynamicengine\sf engine.dl
1

# path to dynamic rules libraries
e dynamicdetection directory
/ust/local/lib/snort_dynamicrules

HHHHIH AR
HHHIHIHEHHHHRHIH

# Step #5: Configure preprocessors

# For more information, see the Snort
Manual, Configuring Snort - Preprocessors

HHHEHHHHRHHHEHHHRHH
R AR

# GTP Control Channle Preprocessor.
For more information, sse README.GTP

# preprocessor gtp: ports { 2123 3386
2152}

# Inline packet normalization. For more
information, see README.normalize

# Does nothing in IDS mode

# preprocessor normalize ip4

# preprocessor normalize tcp: ips ecn
stream

# preprocessor normalize icmp4

# preprocessor normalize ip6

# preprocessor normalize icmp6

# Target-based IP defragmentation.
For more inforation, see README.frag3

preprocessor frag3 global: max_frags
65536

preprocessor  frag3 engine: policy
windows detect anomalies overlap limit 10
min_fragment length 100 timeout 180

# Target-Based stateful
inspection/stream reassembly.  For more
inforation, sece README.stream5

preprocessor stream5_global:
track tcp yes, \

track udp yes, \
track icmp no, \
max_tcp 262144, \
max_udp 131072, \
max_active responses 2, \
min_response_seconds 5
preprocessor stream5_tcp:
log_asymmetric_traffic no, policy windows, \
detect_anomalies, require_3whs 180,
\
overlap limit 10, small segments 3
bytes 150, timeout 180, \
ports client 21 22 23 2542 53 79 109
110 111 113 119 135 136 137 139 143\
161 445 513 514 587 593 691
1433 1521 1741 2100 3306 6070 6665 6666
6667 6668 6669 \
7000 8181 32770 32771 32772
32773 32774 32775 32776 32777 32778
32779,\
ports both 80 81 311 383 443 465
563 591 593 636 901 989 992 993 994 995
1220 1414 1830 2301 2381 2809 3037 3128
3702 4343 4848 5250 6988 7907 7000 7001
7144 7145 7510 7802 7777 7779 \
7801 7900 7901 7902 7903 7904
7905 7906 7908 7909 7910 7911 7912 7913
7914 7915 7916\
7917 7918 7919 7920 8000 8008
8014 8028 8080 8085 8088 8090 8118 8123
8180 8243 8280 8300 8800 8888 8899 9000
9060 9080 9090 9091 9443 9999 11371 34443
34444 41080 50002 55555

preprocessor stream5 udp: timeout

180

# performance statistics. For more
information, see the Snort Manual,
Configuring Snort - Preprocessors -
Performance Monitor

# preprocessor perfmonitor: time 300
file /var/snort/snort.stats pktcnt 10000
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# HTTP normalization and anomaly
detection. For more information, see
README.http_inspect

preprocessor  http_inspect:  global
iis_unicode _map unicode.map 1252
compress_depth 65535 decompress_depth
65535

preprocessor http_inspect_server:
server default \

http methods { GET POST PUT
SEARCH MKCOL COPY MOVE LOCK
UNLOCK NOTIFY POLL BCOPY
BDELETE BMOVE LINK UNLINK
OPTIONS HEAD DELETE TRACE TRACK
CONNECT SOURCE SUBSCRIBE
UNSUBSCRIBE PROPFIND PROPPATCH
BPROPFIND BPROPPATCH
RPC_CONNECT PROXY_ SUCCESS
BITS POST CCM_POST  SMS POST
RPC _IN DATA RPC_OUT DATA
RPC_ECHO DATA }\

chunk_length 500000 \

server_flow depth 0\

client flow depth 0\

post_depth 65495 \

oversize dir length 500 \

max_header length 750\

max_headers 100 \

max_spaces 200 \

small chunk length { 105 } \

ports { 80 81 311 383 591 593 901
1220 1414 1741 1830 2301 2381 2809 3037
3128 3702 4343 4848 5250 6988 7000 7001
7144 7145 7510 7777 7779 8000 8008 8014
8028 8080 8085 8088 8090 8118 8123 8180
8181 8243 8280 8300 8800 8888 8899 9000
9060 9080 9090 9091 9443 9999 11371 34443
34444 41080 50002 55555 } \

non_rfc_char { 0x00 0x01 0x02
0x03 0x04 0x05 0x06 0x07 } \

enable cookie \

extended response_inspection \

inspect_gzip \

normalize utf\

unlimited decompress \

normalize javascript \

apache whitespace no \

ascii no \

bare byte no \

directory no \

double decode no \
iis_backslash no \
iis_delimiter no \
iis_unicode no \
multi_slash no \
utf 8 no\
u_encode yes \
webroot no

# ONC-RPC normalization and
anomaly detection. For more information, see
the Snort Manual, Configuring Snort -
Preprocessors - RPC Decode

preprocessor rpc_decode: 111 32770
32771 32772 32773 32774 32775 32776
32777 32778 32779
no_alert multiple requests
no_alert large fragments
no_alert_incomplete

# Back Orifice detection.
# preprocessor bo

# FTP / Telnet normalization and
anomaly detection. For more information, see
README .ftptelnet

preprocessor ftp_telnet: global
inspection_type stateful encrypted traffic no
check encrypted

preprocessor
telnet \

ayt attack thresh 20\
normalize ports { 23 } \
detect_anomalies

preprocessor ftp telnet protocol: ftp
server default \

def max param len 100 \

ports { 21 2100 3535 } \

telnet cmds yes \

ignore_telnet erase cmds yes \

ftp emds { ABOR ACCT ADAT
ALLO APPE AUTH CCC CDUP } \

ftp_ emds { CEL CLNT CMD CONF
CWD DELE ENC EPRT } \

ftp cmds { EPSV ESTA ESTP
FEAT HELP LANG LIST LPRT } \

ftp cmds { LPSV MACB MAIL
MDTM MIC MKD MLSD MLST } \

ftp cmds { MODE NLST NOOP
OPTS PASS PASV PBSZ PORT } \

ftp_telnet protocol:
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ftp_emds { PROT PWD QUIT REIN
REST RETR RMD RNFR } \

ftp_emds { RNTO SDUP SITE SIZE
SMNT STAT STOR STOU } \

ftp emds { STRU SYST TEST
TYPE USER XCUP XCRC XCWD } \

ftp emds { XMAS XMD5 XMKD
XPWD XRCP XRMD XRSQ XSEM } \

ftp emds { XSEN XSHAI
XSHA256 } \

alt max param len 0 { ABOR CCC
CDUP ESTA FEAT LPSV NOOP PASV
PWD QUIT REIN STOU SYST XCUP
XPWD }\

alt max param len 200 { ALLO
APPE CMD HELP NLST RETR RNFR STOR
STOU XMKD } \

alt max _param len 256 { CWD
RNTO } \

alt max param_len 400 { PORT } \

alt max param len 512 { SIZE } \

chk str fmt { ACCT ADAT ALLO
APPE AUTH CEL CLNT CMD } \

chk str fmt { CONF CWD DELE
ENC EPRT EPSV ESTP HELP } \

chk str fmt { LANG LIST LPRT
MACB MAIL MDTM MIC MKD } \

chk str fmt { MLSD MLST MODE
NLST OPTS PASS PBSZ PORT } \

chk str fmt { PROT REST RETR
RMD RNFR RNTO SDUP SITE } \

chk str fmt { SIZE SMNT STAT
STOR STRU TEST TYPE USER } \

chk str fmt { XCRC XCWD
XMAS XMD5 XMKD XRCP XRMD XRSQ

3\

chk str fmt { XSEM XSEN
XSHA1 XSHA256 } \

cmd validity ALLO < int [ char R
int ] >\

cmd_validity EPSV <[ { char 12 |
char A char L char L } ]>\

cmd_validity MACB < string >\

cmd validity MDTM < [ date
nnnnnnnnnnnnnn[.n[n[n]]] ] string >\

cmd_validity MODE < char ASBCZ
>\

cmd_validity PORT < host port >\

cmd_validity PROT < char CSEP >

cmd_validity STRU < char FRPO [
string ] >\

cmd validity TYPE < { char AE [
char NTC ]| char I | char L [ number ] } >

preprocessor ftp telnet protocol: ftp

client default \

max_resp_len 256\

bounce yes \

ignore_telnet erase cmds yes \

telnet cmds yes

# SMTP normalization and anomaly
detection. For more information, see
README.SMTP

preprocessor smtp: ports { 25 465 587
691 }\

inspection_type stateful \

b64 decode depth 0\

gp_decode depth 0\

bitenc_decode depth 0\

uu_decode depth 0\

log mailfrom \

log_rcptto \

log_filename \

log_email hdrs \

normalize cmds \

normalize cmds { ATRN AUTH
BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY }\

normalize cmds { EXPN HELO
HELP IDENT MAIL NOOP ONEX QUEU
QUIT RCPT RSET SAML SEND SOML } \

normalize emds { STARTTLS
TICK TIME TURN TURNME VERB VRFY
X-ADAT X-DRCP X-ERCP X-EXCH50 } \

normalize cmds { X-EXPS X-
LINK2STATE XADR XAUTH XCIR
XEXCH50 XGEN XLICENSE XQUE XSTA
XTRN XUSR } \

max_command line len 512\

max_header line len 1000 \

max_response_line len 512\

alt max command line len 260 {
MAIL }\

alt max command line len 300 {
RCPT } \

alt max command line len 500 {
HELP HELO ETRN EHLO } \
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alt max command line len 255 {
EXPN VRFY ATRN SIZE BDAT DEBUG
EMAL ESAM ESND ESOM EVFY IDENT
NOOP RSET } \

alt max command line len 246 {
SEND SAML SOML AUTH TURN ETRN
DATA RSET QUIT ONEX QUEU
STARTTLS TICK TIME TURNME VERB
X-EXPS X-LINK2STATE XADR XAUTH
XCIR XEXCH50 XGEN XLICENSE XQUE
XSTA XTRN XUSR } \

valid cmds { ATRN AUTH BDAT
CHUNKING DATA DEBUG EHLO EMAL
ESAM ESND ESOM ETRN EVFY } \

valid emds { EXPN HELO HELP
IDENT MAIL NOOP ONEX QUEU QUIT
RCPT RSET SAML SEND SOML } \

valid cmds { STARTTLS TICK
TIME TURN TURNME VERB VRFY X-
ADAT X-DRCP X-ERCP X-EXCHS50 } \

valid emds { X-EXPS  X-
LINK2STATE XADR XAUTH XCIR
XEXCH50 XGEN XLICENSE XQUE XSTA
XTRN XUSR } \

xlink2state { enabled }

# Portscan detection. For more
information, see README.sfportscan

preprocessor sfportscan: proto { all }
memcap { 10000000 } sense level { low }

# ARP spoof detection. For more
information, see the Snort Manual -
Configuring Snort - Preprocessors - ARP
Spoof Preprocessor

# preprocessor arpspoof

# preprocessor arpspoof detect host:
192.168.40.1 {0:0£:00:0:0£:00

# SSH anomaly detection. For more
information, see README.ssh
preprocessor ssh: server ports { 22 } \
autodetect \
max_client_bytes 19600 \
max_encrypted packets 20
\
max_server version len
100\
enable respoverflow
enable sshlcrc32\

enable srvoverflow
enable protomismatch

# SMB / DCE-RPC normalization and
anomaly detection. For more information, see
README.dcerpc2

preprocessor
102400, events [co ]

preprocessor dcerpc2 server: default,

policy WinXP, \

detect [smb [139,445], tcp 135, udp
135, rpc-over-http-server 593], \

autodetect [tcp 1025:, udp 1025:,
rpc-over-http-server 1025:], \

smb_max_chain 3,
smb_invalid_shares ["C$", "D$", "ADMINS$"]

dcerpc2: memcap

# DNS anomaly detection. For more
information, see README.dns

preprocessor dns: ports { 53 }
enable rdata overflow

# SSL anomaly detection and traffic
bypass. For more information, see
README ssl

preprocessor ssl: ports { 443 465 563
636 989 992 993 994 995 7801 7802 7900
7901 7902 7903 7904 7905 7906 7907 7908
7909 7910 7911 7912 7913 7914 7915 7916
7917 7918 7919 7920 }, trustservers,
noinspect_encrypted

# SDF sensitive data preprocessor. For

more information see
README.sensitive _data
preprocessor sensitive data:

alert_threshold 25

# SIP Session Initiation Protocol
preprocessor.  For more information see
README:sip

preprocessor sip: max_sessions 40000,
\

ports { 5060 5061 5600 }, \
methods { invite \

cancel \

ack \

bye \

register \

options \
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refer \
subscribe \
update \
join \
info \
message \
notify \
benotify \
do\
qauth \
sprack \
publish \
service \
unsubscribe \
prack }, \
max_uri_len 512, \
max_call id len 80, \
max_requestName len 20, \
max_from_len 256, \
max_to_len 256, \
max_via len 1024, \
max_contact len 512, \
max_content_len 2048
# IMAP preprocessor. For more
information see README.imap
preprocessor imap: \
ports { 143 } \
b64 decode depth 0\
gp_decode depth 0\
bitenc_decode depth 0\
uu_decode depth 0

# POP preprocessor. For more
information see README.pop
preprocessor pop: \
ports { 110 } \
b64 decode depth 0\
gp_decode depth 0\
bitenc_decode depth 0\
uu_decode_depth 0

# Modbus preprocessor. For more
information see README.modbus
preprocessor modbus: ports { 502 }

# DNP3 preprocessor. For more
information see README.dnp3
preprocessor dnp3: ports { 20000 } \
memcap 262144 \

check crc

# Reputation preprocessor. For more
information see README.reputation
preprocessor reputation: \
memcap 500, \
priority whitelist, \
nested_ip inner, \
whitelist
$WHITE_LIST PATH\whitelist.rules, \
blacklist
$BLACK LIST PATH\blacklist.rules

SELLE L Db R n R R
B

# Step #6: Configure output plugins

# For more information, see Snort
Manual, Configuring Snort - Output Modules

BEERA LA DA E

Suolalbiobiohadiinidn

# unified2

# Recommended for most installs

# output  unified2: filename
merged.log, limit 128, nostamp,

mpls_event_types, vlan_event types

# Additional configuration for specific
types of installs

# output alert unified2: filename
snort.alert, limit 128, nostamp

# output log unified2: filename
snort.log, limit 128, nostamp

# syslog
# output alert syslog: LOG AUTH
LOG ALERT

# pcap
# output log_tcpdump: tcpdump.log

# metadata reference data. do not
modify these lines

include classification.config

include reference.config

S A S
SEALLL
# Step #7: Customize your rule set
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# For more information, see Snort
Manual, Writing Snort Rules

#

# NOTE: All categories are enabled in
this conf file

SHEHH I
T

# site specific rules
include SRULE_PATH\local.rules

include $RULE_PATH\app-
detect.rules
include $RULE_PATH\attack-

responses.rules
include SRULE_PATH\backdoor.rules
include SRULE PATH\bad-
traffic.rules
include SRULE PATH\blacklist.rules

include $RULE_PATH\botnet-
cnc.rules

include $RULE_PATH\browser-
chrome.rules

include $RULE_PATH\browser-
firefox.rules

include $RULE_PATH\browser-
ie.rules

include $RULE_PATH\browser-
other.rules

include $RULE_PATH\browser-
plugins.rules

include $RULE_PATH\browser-

webkit.rules
include SRULE PATH\chat.rules
include $RULE PATH\content-
replace.rules
include SRULE PATH\ddos.rules
include SRULE_PATH\dns.rules
include SRULE PATH\dos.rules

include
$RULE PATH\experimental.rules
include $RULE_PATH\exploit-
kit.rules
include SRULE PATH\exploit.rules
include $RULE_PATH\file-

executable.rules
include SRULE_PATH\file-flash.rules
include $RULE PATH\file-
identify.rules

include SRULE PATH\file-

image.rules

include SRULE PATH\file-
multimedia.rules

include SRULE PATH\file-

office.rules
include SRULE PATH\file-other.rules
include SRULE PATH\file-pdf.rules
include SRULE PATH\finger.rules
include SRULE_PATH\ftp.rules
include $RULE PATH\icmp-
info.rules
include SRULE PATH\icmp.rules
include SRULE_PATH\imap.rules
include $RULE PATH\indicator-
compromise.rules
include SRULE PATH\indicator-
obfuscation.rules
include SRULE PATH\indicator-
shellcode.rules
include SRULE PATH\info.rules
include $RULE_PATH\malware-
backdoor.rules
include $RULE_PATH\malware-
cnc.rules
include $RULE_PATH\malware-
other.rules
include $RULE_PATH\malware-
tools.rules
include SRULE PATH\misc.rules
include
$RULE PATH\multimedia.rules
include SRULE PATH\mysql.rules
include SRULE PATH\netbios.rules
include SRULE PATH\nntp.rules
include SRULE PATH\oracle.rules
include SRULE PATH\os-linux.rules
include SRULE PATH\os-other.rules

include $RULE PATH\os-
solaris.rules
include $RULE PATH\os-

windows.rules
include SRULE PATH\other-ids.rules
include SRULE PATH\p2p.rules
include $RULE_PATH\phishing-

spam.rules

include $RULE_PATH\policy-
multimedia.rules

include $RULE_PATH\policy-

other.rules
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include SRULE PATH\policy.rules

include $RULE_PATH\policy-
social.rules

include $RULE_PATH\policy-
spam.rules

include SRULE PATH\pop2.rules

include SRULE PATH\pop3.rules

include $RULE_PATH\protocol-
finger.rules

include $RULE_PATH\protocol-
ftp.rules

include $RULE_PATH\protocol-
icmp.rules

include $RULE_PATH\protocol-
imap.rules

include $RULE_PATH\protocol-
pop.rules

include $RULE_PATH\protocol-
services.rules

include $RULE_PATH\protocol-

voip.rules

include $RULE_PATH\pua-
adware.rules

include $RULE_PATH\pua-
other.rules

include SRULE PATH\pua-p2p.rules

include SRULE PATH\pua-

toolbars.rules
include SRULE PATH\rpc.rules
include SRULE_PATH\rservices.rules
include SRULE PATH\scada.rules
include SRULE_PATH\scan.rules
include SRULE PATH\server-
apache.rules
include SRULE PATH\server-iis.rules

include $RULE_PATH\server-
mail.rules

include $RULE_PATH\server-
mssql.rules

include $RULE_PATH\server-
mysql.rules

include $RULE_PATH\server-
oracle.rules

include $RULE_PATH\server-
other.rules

include $RULE_PATH\server-

webapp.rules
include SRULE PATH\shellcode.rules
include SRULE PATH\smtp.rules
include SRULE PATH\snmp.rules

include $RULE PATH\specific-
threats.rules

include SRULE PATH\spyware-
put.rules

include SRULE PATH\sql.rules

include SRULE_PATH\telnet.rules

include SRULE PATH\tftp.rules

include SRULE _PATH\virus.rules

include SRULE PATH\voip.rules

include $RULE_PATH\web-
activex.rules
include $RULE_PATH\web-

attacks.rules
include SRULE PATH\web-cgi.rules

include $RULE PATH\web-
client.rules

include $RULE PATH\web-
coldfusion.rules

include $RULE PATH\web-

frontpage.rules
include SRULE PATH\web-iis.rules
include $RULE_PATH\web-
misc.rules
include SRULE PATH\web-php.rules
include SRULE PATH\x11.rules

BEERA LA A E
B

# Step #8: Customize your
preprocessor and decoder alerts

# For more information, see
README.decoder preproc_rules

BEERA LA A E
B

# decoder and preprocessor event rules

include
$PREPROC _RULE PATH\preprocessor.rule
]

include
$PREPROC RULE PATH\decoder.rules

include
$PREPROC RULE PATH\sensitive-
data.rules

HHHIHHHR R
TR

# Step #9: Customize your Shared
Object Snort Rules
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# For more information, see http://vrt-
blog.snort.org/2009/01/using-vrt-certified-
shared-object-rules.html

TR R R R R
HHRRRRRRR R

# dynamic library rules
# include $SO RULE PATH/bad-
traffic.rules

# include
$SO_RULE_PATH/chat.rules

# include
$SO RULE PATH/dos.rules

# include
$SO_RULE_PATH/exploit.rules

# include
$SO RULE PATH/icmp.rules

# include
$SO RULE PATH/imap.rules

# include

$SO RULE_PATH/misc.rules

# include
$SO RULE PATH/multimedia.rules

# include
$SO RULE PATH/netbios.rules

# include
$SO_RULE_PATH/nntp.rules

# include
$SO_RULE_PATH/p2p.rules

# include
$SO RULE PATH/smtp.rules

# include

$SO_RULE_PATH/snmp.rules

# include $SO_RULE PATH/specific-
threats.rules

# include $SO RULE PATH/web-
activex.rules

# include $SO RULE PATH/web-
client.rules

# include $SO RULE PATH/web-
iis.rules

# include $SO RULE PATH/web-
misc.rules
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Honatok I'. Te3a nomoBiai Ha TeMy MPOEKT CUCTEMH BUSBICHHS aTak Ha OocHOBI snort B IT-
iH(ppacTpyKTypi

Vabsaninbkuii M. A., maricTpasr,
DanbkoBebkuii L. I'., cT. BUKIagay,
HepxaBHuit yHiBepcuTeT « KUTOMUpPCHKA MOJITEXHIKA

NPOEKT CHUCTEMHU BUSBJIEHHSAI ATAK HA OCHOBI SNORT B IT-
IHOPACTPYKTYPI

IDS/IPS Bincrexye Bech Tpadik y Mepexi, 100 BUSBUTH OyIb-SKYy BIIOMY IIKi[UIMBY HOBeAiHKY. OnHHM i3
CHOCO0IB, SIKUMH 3JI0BMHUCHUK HaMaraTUMEThCS CKOMIIPOMETYBATH MEPEKY, € BUKOPUCTAHHS BPa3IMBOCTI B MPUCTPOT
abo nporpamMHomy 3a0e3nedenHi. IDS/IPS inentudikye 1i cripodu BUKOpHUCTaHHS Ta OJIOKYE iX JI0 TOTO, SIK BOHHU YCIIIITHO
CKOMIIPOMETYIOTh Oy/Ib-SIKY KiHILIEBY TOUKY B MEPEXKI.

Jis BUSIBIICHHS IHIMACHTIB 3a3BUYail BUKOPUCTOBYIOTHCS TpU MeToooril BusiBiieHHs [DS:

- BusiBneHHS Ha OCHOBI CHTHATyp MOpPIBHIOE CHTHATYPH 3 CIIOCTEPE)XKYBAaHHUMH IOIISIMH, 100 BHU3HAYUTH
MOXJIHBI iHIMAeHTH. Lle HaWmpoCTimIiii MeTO T BUSBICHHS, OCKUTBKU BiH ITOPIBHIOE JIUIIIE IIOTOYHY OJUHHIIIO aKTUBHOCTI
(HampuKITad, makeT abo 3amuc y KypHaIi 31 CITUCKOM MiANKCIB) 3a JOMTOMOTO0 OTiepalliif MOPiBHIHHS PSIIKIB.

- BusiBneHHs Ha OCHOBI aHOMaJIiii MOPIBHIOE BU3HAUEHHS TOTO, 1[0 BBAKAETHCS HOPMAIIbHOIO aKTUBHICTIO, 13
CIOCTEPEKYBAHUMH MOIsIMHU, 00 BUSIBUTH 3Ha4HI BinxuieHHs. L{eit MeTon BusiBieHHs MOXke OyTH Ayxe epekTHBHUM
JUIsl BUSIBJICHHSI PaHillle HEBIJIOMHX 3arpo3.

- AHani3 IpOTOKOJIy 3 ypaxyBaHHSM CTaHy IODIBHIOE TONEPEIHHO BU3HAYCHI MPOQisi 3araJbHONPUHHATHX
BH3HAYCHb JTOOPOSIKICHOI aKTUBHOCTI MPOTOKOJLY JUISl KOKHOTO CTaHy IPOTOKOJY 3 CIIOCTEPEKYBaHUMH IOISIMH, 1100
BUSIBUTH BiIXMIICHHS.

Snort — e cucrema BusiBieHHs BTOoprHeHb (IDS) Ta iHTpy3iiiHO-mipodinaktnuna cuctema (IPS) B ogHOMY
pimeHHi. BoHa BUKOPHCTOBYETHCS TS aHATI3y MEPEKEBOTO TpadiKy Ha MpeIMeT IIKiITHBOT a00 HeOakaHOT aKTHBHOCTI.
VY pexumi IDS Snort BusiBige moteHIiiHI 3arpo3n, a B pexumi [PS moxe OnokyBatn abo BimxwisaTu mei Tpadix B
peanpHOMY Yaci.

Suricata — 11le KOHKYpEHT CUCTEMH Snort Ha PHHKY CEPEIHbOr0 Oi3HECy 3 BIAKPHUTHUM BHXIIHHUM KOJOM, IO
Brepiue Oyna npencrasiena y 2010 poui. OnHiero 3 mepeBar Suricata € Te, 10 BOHa € MOJIOZIOI0 CUCTEMOIO, 1110 JT03BOJISIE
YHUKHYTH BEJIHKOI KUJIBKOCTI 3acTapijioro koay. KpiM Toro, BoHa BHKOPHCTOBYE HOBIIIi TEXHOJIOTII, 0 cnpuse ii
LIBUJKiH poOOTI HOPIBHSHO 3 KOHKYpeHTaMu. Po3poOHuKy Suricata TakosK MIKITyIOTHCS IPO CyMICHICTb 31 CTAHAAPTHUMH
YTWITITaM{ aHai3y pe3yNbTaTiB, M0 JO3BOJISIE il MATPUMYBATH Ti X MOIYJI, 1o i Snort. {1 cuctema Moxe BUSIBISITH
3arpo3u 3a IOTIOMOTOI0 CHUTHATYP 1 MiIXOANUTH TS CEPEIHIX 1 BETMKIX KOMITaHiH.

McAfee Network Security Platform 3a craproBy 1iny 6nussko $10
000. List cuctema BusiBneHHs: BTopraeHb (IDS) 3natHa edexTHBHO OJOKYBaTH IIMPOKUI CIIEKTP 3arpo3, BKIIOUAIOUU
JOCTYTI A0 IIKIJUIMBUX caifTiB Ta 3anobiranas DDoS-atakam. [Ipote uepe3 cBO0 po3MaxHICTh, BOHA MOX€E CIIOBUTEHUTH
poboty Mepexi. TyT BaJIMBO BHPIIINTH, 110 MPIOPUTETHIINM: iHTErpaIlis 3 iHIIUMH cepBicaMu ab0 MaKCHMAaIbHHIA
piBeHb Oe3MeKH.

Zeek — 1ie OE3KOIITOBHA CHCTEMa BUSBIICHHSI BTOPIHEHb 3 BIIKPUTHUM BUXITHUM Koj0M. BoHa minTpumye sik
CTaH/IapTHUH PEXUM BUSIBJICHHSI BTOP)KEHb, TAaK 1 PEXXHUM BHSBJICHHS IIKIITMBUX curHatyp. Oxpim mporo, Zeek moxe

BUSABIISTH TOJIT i JO3BOJISIE KOPHCTyBayaM BU3HAYATH BIIACHI CKPHIITH MONITHK. OmHak HemonikoMm Zeek € cxmagHicTh
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B3a€EMOJIi 3 IHCTPYMEHTOM depe3 BiACYTHICTh TpadiyHoro iHTepdeicy, OCKIIbKM pO3poOKa cHpsMOBaHa Ha
(hyHKIIIOHATTBHICTE.

Cucremu BusiBieHHs BToprHeHb (IDS) i cucremu 3ano6iranas BropraeHHsaM (IPS) mocriiiHO crocTepiraroTs 3a
BAIlIOI0 MEPEKEI0, BUABISIOUM MOXIIMBI IHIMJICHTH Ta 3alHCYI0YM iHOPMAMLII0 NPO HUX, 3YNHUHIIOYM IHIUICHTH Ta
MOB1IOMJISIIOYH TIPO HUX afMiHicTpaTopam 6e3mexn. KpiM Toro, geski mepexi BukopuctoBytots IDS/IPS mns BusiBineHHs
poOJIeM 13 MOJIITHKaMH OE3IEeKH Ta 3aI00iraHHs MOPYIIIEHHSM ITOJTITHK OE3MeKH.

VY nonogiai Oyzae npeacTaBieHo AeTaIBHUN OTIIsLA CUCTeM BusiBiieHHs: BToprHeHs (IDS) i cuctem 3amoGiranss
BropraenssiM (IPS), ix posb i 3HaueHHs B iHpacTpykTypi Oe3neku Mepexi. JlonoBines po3risiHe TPUHIUINA POOOTH LIHX
cucTeM, IXHI MO>KJIIMBOCTI BUSIBIICHHS Ta pearyBaHHs Ha IIOTEHIIIHHI 3arpo3H, a TaKOX IXHI epeBary Ta Hepoiku. Takox
Oyzae po3risHyTo BaxuBicTh IDS/IPS y 3a0e3meueHHi BiMOBITHOCTI MONITHKAM OC3MEKH Ta TXHIO POJIb Y 3amo0iranHi
MOPYIICHHSAM [UX TOJIITHK. Ha onoBizi Oyne po3risHyTo cydacHi TeHIEHII] Ta pekoMeHamii 3 Bukopucranus IDS/IPS
y KOHTEKCTi Cy9aCHHX 3arpo3 Ta BUMOT /10 OE3IIEeKH MEpexi.
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Honatok /I. Te3a nomoBizi Ha TeMy MicUcTeMa 3aXUCTy KIIEHT-CEPBEPHOI Mepexi Bij

KibepaTtak
YabsaHinbkuii M. A., maricTpanr,
Bpoacbkuii 10. b., K.T.H.,A01eHT
Hepxapuuii yHiBepcuTeT «KUTOMUPCHKA MOTITEXHIKA
MIJCUCTEMA 3AXUCTY KJIEHT-CEPBEPHOI MEPEXXI BIJI KIBEPATAK
Kibeparakn MOXyTh BHUHUKHYTH B OyIb-SKMH MOMEHT i Ha Oyab-sKiil iH(pacTpykTypi, TOMy HHUTaHHS
KiOepOe3neku € Ha/[3BUYaiiHO BaXKJIMBHM.
[Mincucrema 3axucTy KIEHT CEPBEPHOT MEepexKi Bif atak Ha Active Directory € gyke akTyaldbHOIO B CY9acCHOMY
CBITI iHpOpMamiiHUX TexHoNOTiH. Active Directory € ogHNM 3 OCHOBHHX KOMITOHEHTIB CYYaCHHUX KOPIIOPATUBHHX
MEpEeK, 1 BAXIINBO 3a0€3MeYNTH HOTO 3aXUCT BiJ Pi3HOTO POy aTak, TAKHUX SK 3JI0M HapOJIiB, BAKOPUCTAHHS HETIHCHUX
noriuiB i 6araro iHmmx. Jlo ckimamy Active Directory BXoAauTh KiibKa pi3HUX CITy’k0. OCHOBHOIO CIIY>K00I0 € CcIIyOu
noMeny, ane Active Directory Takox BKJIOYa€e Ciy)Ou mojeriieHux karanoris (AD LDS), mpoTokosn ZocTymy 10
crnporenux karanoris (LDAP), ciyx0u ceprudikarie abo AD CS, cinyx6u ¢enepaii (AD FS) i cnyx0u kepyBaHHs
npaBamu (AD RMS). Pi3Hi xoMaHau MpaIforOTh MO BCi YKpaiHi, 1 JIOJH MOXYTh MiJAKITIOYATHACSA O HE3aXHICHUX
Mepex, 0 poOUTH TXHI TaHi JOCTYITHUMH TS 37I0BMUCHHKIB.
l'osoBHA MeTa JTOCHIPKEHHS MOJISIrae B aHaji3i, po3poOLi Ta BIPOBaLKEHHI epEKTUBHOT MiICUCTEMH 3aXHUCTY
KIIIEHTCEPBEPHOI MEPEKi 3 METOIO 3am00iraHas KidepaTax.
Mera nocinikeHHs peati3oBaHa Ha OCHOBI BAKOPHCTAHHS MEPEJOBUX TEXHOJIOTIH Ta METOIIB 3aXUCTY, 30KpeMa
BIPOBA/UKEHHS CYYacHHX CHUCTEM BUSBIICHHS BTOPIHEHb, 3aCTOCYBaHHS INM(PYBaHHA DaHUX, BUKOPUCTaHHS
MEeXaHI3MiB ayTeHTU(}IKaIll Ta aBTOpHU3allii, a TAKO)X MOHITOPHUHTY Ta pearyBaHHS Ha iHIMIECHTH OE3MEKH B PEaIbHOMY
yaci.
3axuCT KIIIEHT-CEPBEPHUX MEpex Bij KidepaTak € HaA3BHYallHO BaXKJIMBHM 3aBJaHHSIM Y Cy4acHOMY
dpoBomy cBiTi. J{is 3a0e3neueHHs 0€3MEKN TAKUX MEPEK BUKOPUCTOBYIOTHCS PI3HOMaHITHI TEXHOJIOTIT Ta METO/N:
[J Firewalls ta Intpysiiina [erekmis/3ano0iranns (IDS/IPS): 3axumaroTe Mepexy BiJi HECAaHKIIOHOBAHOTO
JOCTYIy T BHSBJISIOTH aHOMAJII1 JUIsl 3a1100iraHHst aTaK;
[ mudpysanusa Janux ta VPN: 3abe3neuytoTs koH(}ineHIIHHICTS iH(QOpMaNii Ta 3aXUIIal0Th IIepeiady JaHuX
yepes 3ammu(poBaHi KaHAIH;
[J cerMeHTarisi Mepexi Ta TONITHKHA Oe3MeKH: PO3IUIIE Mepexy s OOMEKEHHs NOIIMPEHHS aTak Ta
BCTAQHOBJICHHS IIPaBUJI O€3IEKH;
[J antuBipycHe [13 Ta oHOBIEHHS O€3MEKH: 3aXHIAIOTH BiJl BIpYCiB Ta 3a0€3MeUyI0Th BCTAHOBJICHHS MATYiB IS
3aKPUTTS BPA3JIUBOCTEH.
Ili TexHoyorii Ta METONW CTAHOBIISATH KIIOYOBY IIJICHCTEMY 3aXUCTy KIIEHT-CEPBEPHUX MEPEK Bij
pi3HOMaHITHHX Kibeparax.
AHauti3 3arpo3 y cdepi Kibep3aXxucTy KII€HT-CEPBEPHIX MEPEK MOJISArae y BUSBICHHI OTEHINIMHUX aTaK Ta
BPAa3JIMBOCTEHl, IO MOXXYTh OyTH BHKOPHCTAaHI U1 HECAHKIIOHOBAHOTO IOCTYITY A0 JaHUX YH cucTeM. TexHiuHi
pilleHHs [T 3aXMCTy TaKHX MEpeX BKIIOYAIOTh B cebe METOOM 3axXHCTy, Taki SK 3acTOCyBaHHS OpaHIMayepis,
BIIPOBAJKEHHS cHCTeM BUsABIEeHHS BTOoprHeHb (IDS) ta 3amobiranus Bropraess (IPS), mmdpysanHs qaHux, perynspHe
OHOBIICHHSI IPOI'PAMHOTO 3a0€3MeUeHHS, BUKOPHCTAHHS CETMEHTAllil MepexKi, pe3epBHE KOIIIOBaHHS JJaHUX, aHTUBIPYCHI

3aX0[M Ta HABYAHHS IEpPCOHATY 10a0 KibepOesmeku. Ili 3axomu cnpsAMoBaHi Ha MOIEPEIKCHHS aTaK Ta 3MCHIICHHS
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MOXJIMBOCTI IXHBOT'O yCIIIITHOTO BIPOBAKEHHS, 10 JO3BOJISIE 3a0€3M1€UNTH OUIBII BUCOKUM piBEHb OE3IIEKH B KIIIE€HT-
CEpBEPHHX Mepexax.

[HHOBamiitHI migXoAM IO KiOEp3axWMCTy KITI€HT-CEPBEPHUX MEPEX BKIOYAIOTH 3aCTOCYBAaHHSA IITYYHOTO
IHTENIeKTy Ta MaIlMHHOTO HAaBYaHHSI JUTA pO3Mi3HABaHHS aHOMAJIbHOI aKTHBHOCTI Ta NepeadadeHHs MOTSHIIMHUX 3arpo3.
TexHiky aHANI3Y IOBEAIHKH KOPUCTYBAUiB Ta CICTEM B PEaTbHOMY Yaci JO3BOJIIIOTH BUSBIATH HEOUIKyBaHI BIIXUICHHS
Ta MBUAKO pearyBaTH Ha Kibep3arposu.

OTxe, KibepaTaky CTalOTh BCe OUTBILIOI0 3arpo30t0 AJIs OpraHizauiii Ta iHGpacTpyKTypH, OCOOJIMBO B yMOBaX

cy4yacHUX KOH(QUIIKTIB. 3abe3neueHHs1 Kibep3axucTy Ta po3poOKa IMiJCUCTEM 3aXUCTy JUIS KIIIEHT-CEPBEPHUX
MEpEeX € HEBiJI’EMHOIO CKJIaJIOBOI0 B YMOBax IOCTIHHO 3pocTaroumx Kibep3arpos. AHaii3 3arpo3 Ta 3aCTOCYBaHHS
TEXHOJIOTIM 3aXUCTy, TaKMX sSK IHU(pyBaHHS, MEpexeBi OpaHIMayepH, CHCTEMH BHSBJICHHS BTOPTHEHb Ta IHIII,
JIEMOHCTPYIOTh HEOOXIIHICTh IOCTIfHOTO BJIOCKOHAIECHHS Ta ajanTamii 3axo/iB Oe3NeKd 1O HOBHX BHUKIHKIB
kibeprpoctopy. Tomy, JnIIe KOMIUIEKCHUH, CHCTEMHHH TiJIXiJ] Ta MTO€AHAHHS PI3HOMaHITHUX TEXHOJIOTIH Ta METONIB
3aXUCTY MOXKYTh 3a0e3NeUnTH e(EeKTUBHUN 3aXHCT KITI€EHT-CEPBEPHUX MEPEXK BiJ CydacHUX KibepaTak.

CHucoK BUKOPHCTAHHUX JIZKepe

1. Active Directory. URL: https://www.cyberark.com/what-is/active-directory/
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