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AHOTALIS

KBasnidikarifina poboTa cK1a1aeThes 3 MPOEKTY MIACUCTEMHU 3aXUCTY
KOMIT'F0TepHOI Mepexi opranizaiii Ha 6a3i pimeHHs pfSense. ITosicHioBanbHa
3aITMCKa MICTUTH 75 CTOPIHOK, 89 pucyHka

Meroro poGoTH € po3po0Oak MPOeKTy MiACUCTEMH 3aXUCTY KOMII FOTEPHOL
Mepexi opranizauii Ha 6a3i pimenHs pfSense

[Tpoanai3yBaBIId OCHOBHI BHUMOIM TEXHIYHOTO 3aBIaHHS Ta OCOOIMBOCTI
o0y 10BU MepesKi BUOpaIu MepexeBi MpUCTPOTl [uist opraHizauii pobotu mepexi. byno
HaBEJIEHO TEXHIUHI XapaKTepUCTHKU BUOpaHoro oOiajHaHHs. byno mobynoBaHo Ta
HAJIarO/PKEHO HALIHHY Mepexy. '

[TpoananizoBano ¢yHKIil mMepexeBoro ekpany pfSense. Ile nano pozymiHHs
[OCTaBAEHO! 3aj1avi Ta BH3HAYMJIO TMOJAJBINI il /Ui HPOEKTYBaHHS Mepexi
opranizamii. Po3poOuiau mnpoekT kopriopaTuBHOI Mepexi oprasizauii. Po3pobiieno
CTPYKTYpy sapa IJ00aJbHOI Mepexi, HaBeJeHO OOIrpyHTyBaHHs BHOODY
MDKMEPEXKHOT0 eKpaHy, MaplIpyTU3aTopa, BipryansHoro komyraropa Hyper-V. Jlns
1o0y10BaHOT Mepexi HayaroJDkeHHo iHTepdeiicu O6panamayepa ta DHCP-cepsep,
TAKOX MEpeXi PO3MOIiIeH] 0 30HaX Ta MAlOTh BIANOBIAHWNA Oe3nedHuil piBeHb Ta
moxmBicTe  kepyBath  pfSense 3a  jmomomororo  BeG-iHTepdeiicy  Tinbku
ajMinictpatypy 3 pobodyoi cranuii PC-MGMT. Ta HanamToBaHo BijgajieHa
ayreHTu¢ikauis ans kopucryBauiB jgo Mmepexi OFFICE10 3a pgomomororo 3
kombOiHariero cepsepom FreeRadius ta OpenVpn.

Kitowosi cioBa: BPAH/IMAYEP, MEPEXXEBUIM EKPAH, BIPTY AJIbHUI
KOMVYTATOP, OpenVpn, RADIUS, ATAKA, 3AI'PO3A.
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ANNOTATION
The qualification work consists of a project of the organization's computer network
security subsystem based on the pfSense solution. The explanatory note contains 75
pages, 89 figures
The aim of the work is to develop a project of the organization's computer network
security subsystem based on the pfSense solution
After analyzing the basic requirements of the technical task and features of network
construction, we chose network devices for organizing the work of the network. The
technical characteristics of the selected equipment were given. A reliable network has
been built and established.
The functions of the pfSense firewall are analyzed. This gave an understanding of the
task and identified further steps for designing the organization's network. Developed a
project of the corporate network of the organization. The structure of the core of the
global network is developed, the substantiation of the choice of the firewall, router,
virtual switch Hyper-V is given. The built-in network is configured with firewall and
DHCP server interfaces, as well as networked and have the appropriate secure level
and the ability to manage pfSense using the Web interface only administration from
the PC-MGMT workstation. And configured remote authentication for users to the
OFFICE10 network using a combination of FreeRadius and OpenVpn servers.
Keywords: FIREWALL, NETWORK SCREEN, VIRTUAL SWITCH, OpenVpn,
RADIUS, ATTACK, THREAT.
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I[TEPEJIIK YMOBHNX CKOPOYEHD

IP — Internet Protocol

DHCP — Dynamic Host Configuration Protocol — mpotokon, skuii BiamoBimae 3a
JUHAMIYHY HACTPOUKY By3Ja MEpexKi
TCP — Transmission Control Protocol
IPS — Intrusion Prevention System
LAN — Local Area Network

DMZ — Demilitarized Zone

MAC — Media Access Control

ACL — Access-control list

VPN - Virtual Private Network

SSH — Secure Shell

WAN — Wide Area Network
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BCTVII

B cyyacHux peanisix MepexeBU €KpaH BiIIrpa€e BaXKIJIUBY POJIb IS
3a0e3MeUeHHsI 3aXUCTy KOM 0TepHOo1 Mepexi.CydacHe MiamprueEMCTBO MalOTh BIIACHI
MepK1 K1 MIIKIIYEHHI 10 [HTEpHETY, TOMY I11€10 MOKJIMBOCTIO MOXYTh
CKOPHCTATHCS 3JIOBMUCHUKH JIJIs1 IPOHUKHEHHS B JIOKAJIbHY Mepexy. L MoxyTh
OyTH pi3HI 10 BUKpaJACHHS Ta MU()pyBaHHS JaHUX JJIS TTOJATBIIOTO IIAHTAXKY
KOMIaH1i, BUBEJIEHHS 3 JIaJly OOYHMCIIFOBAIBHOI CUCTEMU 1 MEPEXOTUICHHS TpadiKy
MIK pOOOYHMMH CTAHLISIMH.

CporoJiHi MUTaHHS MEPEXKEBOI OE3IMEKH aKTyajdbHE HE TUIbKM i (axiBIiB 3
ki0epOesmneku. [Ipenenentu kibepOe3nekn MOKYTh BIUTMHYTH Ha BCIX KOPUCTYBayiB
1H(popMaliiiHux TexHojorid. Jlocuth 3rajatu Takl BipycHI aTaku, sk WannaCry 1
Petya. AGo xiOepaTaku, CHpsSIMOBaHI Ha TI€BHY I1H(PPACTPYKTYpYy, HAIPUKIA]
BlackEnergy.

AKTyaabHICTh TeMH. be3neka Mepexi € BaKJIMBUM aCIEKTOI JIsl
GyHKIIOHYBaHHS BHYTPIIIHBOI Ta 30BHIIIHBOI MEPEXK OpraHi3alliid.30BCiM 3aXUIICHY
KOPIIOpPaTUBHY Mepexy o0y 1yBaTU HE MOXKJIMBO, TOMY 1110 J€SK1 CEPBICH SIKUMH
KOPHUCTYIOThCS CIIIBPOOITHUKHK a00 KOpUCTyBayam OyayTh He AoctymnHi.lle mpusBene
JI0 TOTO 10 JOJATKOM a00 CepBiCOM KOpUCTyBaThesa Oyne He 3pyuHo.IIpocto
NOTPIOHO MIHIMI3YBaTH PIBEHb 3aIrPO3H MEPEKEBOI aTaku. MIXMepeKeBU eKpaH
pfSense nae 3Mory KOHTPOJIIOBATH BXiTHHI Ta BUXIAHUN Tpadik, TPOBOIUTH IO
METaJIaHUM THCIIEKIIII0 TTAKEeTiB, BCTAHOBIIOBATH JOJATKOBI MOJTYJII JIJIsS CTIOBIIIICHHS
Ta BiIOUTTS KibepaTtak. bpanamayep inbrpye mepexeuii Tpadik, o0 mpariBHUKU
OTPUMYBAJIH JIUIIIE Ti IaHi, K1 TOBUHHI oTpuMyBatu. JKoaeH Opanamayep He
MpaIloe 11ealIbHO, 1 HOT0 €(PeKTUBHICTh OAraTo B 4OMY 3aJIeKUTh Bij] TOTO, SIK
HaJAIITY€ETE aJMIHICTPATOP.

Metorw kBagidikaniiinoi podoTH € po3poOKa MPOEKTY MiICUCTEMH 3aXUCTY
KOMIT FOTEpHOT MEpEsKi oprasizanii Ha 0a3l pimenHs pfSense.

BcranoBieHHS MeTa 00yMOBIIIOE HACTYITHI 3aBJaHHS:
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Apk.
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— IIpoekTyBaHHS 3aXUCTy KOPIIOPATUBHOI MEPXK1 32 JOTIOMOTOIO
MepexxeBoro ekpany pfSense.

— Hanaromkenss npuctpoiB Mepexi. JlomaBaHHs 10JaTKOBUX MOIYITIB
JUTS 3aXUCTY MEpexi.

— TecryBaHHs Ha MPOHUKHEHHS KOPIIOPATHUBHOI MEPEXKi

O0’eKTOM A0CTiIZKEHHS € TTPOIIEC 3aXUCTY KOMIT IOTEPHOT Mepexi opraHizaiii
Ha 0a3i pilleHHs MDKMEPEKEeBOro ekpany pfSense.

IIpeameTrom AoCHiTKeHHS € TOCTIIKEHHS 3aXUCTY KOMIT FOTEPHOI MEPEXKI
oprasizariii 3a JOIIOMOT' 00 MI’XKMEPEKEeBOTO ekpaHy pfSense.

VY nporueci BUKOHaHHS KBall(PiKaliifHOi poOOTH OyJI0 PO3pOOIEHO IPOEKT

M1JCUCTEMH 3aXUCTy KOMIT FOTEPHOI MepexX1 oprasizaiii Ha 6a3i pimeHHs pfSense.

Kyniw M.B.

KIKKP.6 —125-10-T13

Apk.
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PO3JILJT 1. AHAJII3 3AXUCTY KOPIIOPATHUBHOI MEPXI 3A JOIIOMOI OO
MEPEXEBOI'O EKPAHY PFSENSE.

[Tpoekt pfSense — e 6e3KOMTOBHHIA TUCTPUOYTHB MEPEIKEBOTO
OpanaMayepa, 3aCHOBaHMM Ha orepailiitHii cuctemi FreeBSD 31 cnieniansaum siampom
1 BKITIIOYA€E MaKeTU OE3KOIMITOBHUX MPOTPaM CTOPOHHIX PO3POOHUKIB JIJIs TOAATKOBOT
¢dyukuionansHoOCTI. [Iporpamue 3a6e3neuenns pfSense, 3a J0MOMOr00 CHCTEMU
MaKeTIB, MOXKE 3a0€3MeUNTH Ty K (YHKIIIOHATBHICTh a00 OLIbIIE 3BUYANHUX
KOMepIiHHUX OpaHaMayepiB 0e3 Oyab-IKUX IMTYYHUX 00MeXeHb. BiH ycminmmo
3aMIHUB yC1 BIJJOM1 KOMEPIIiiHI Opanamayep H, SIKi BU MOKeTe co01 YSIBUTH B
YUCJICHHUX YCTaHOBKAX IO BChOoMY CBITY, BKIItouaroun Check Point, Cisco PIX,
Cisco ASA, Juniper, Sonicwall, Netgear, Watchguard, Astaro. [Iporpamue
3a0e3nedeHHs pfSense MicTUTh BeO-1HTEepdeic s KOHPIrypallii BCiX KOMIIOHEHTIB.
Hemae notpebu B Oyab-akux 3HaHHsAX UNIX, He mOTpiOHO BUKOPUCTOBYBATH
KOMaHJIHUU PSIIOK JIJIS1 YOrOCh, 1 HE MOTPIOHO BPYUYHY peaaryBatu Oyab-sKi Habopu
npasui. KopucryBaui, 3HaiiomM1 3 KOMEpIIHHUMH OpaHAMayepaMu, IIBUIKO
cnpuiimMaroTh BeO-iHTepdelic. bpanamayep pfSense sBisieTbCS 13 BIIKPUTUM
BUXI1JTHUM KOJIOM KOPIIOPATHUBHOTO piBHS. BiH Mae 6araro (yHKIIiH, K1 3a3BUYai
JIOCTYITHI Ha BUCOKOIIPU3HAUYEHUX OpaHaMayepax mporpieTapHoro xapakrepy. Hemae
npo0JeM 3 JTIIEH3yBaHHAM 1 Ma€ BCl PYHKIIII, SIKI IPONOHYIOTh HailKpari ¢pipMoBi
Ha3BU. BiH 3a0e3nedye BeanKy cTablIbHICTD, AKIIIO HE BUHUKAE anapaTHa rnpodiema i
MPOYKTUBHICTh YyA0BA.

1.1 Ipunanmnu pobotu OpanaMayepa

bpannmayep - 11e MmepekeBa cuctema 0e3neKy, Ipu3HaueHa s 3armo0iraHHs
HECaHKIIIOHOBAHOT'O JOCTYITY /10 PUBATHOI Mepexi abo 3 Hei. [Hmmmu cinoBamu, 1ie
MIEPEIIKOKAE HECAHKIIIOHOBAHUM KOPUCTyBadaM [HTepHETY OTpUMYBATH JTOCTYT JI0
NPUBATHUX MEPEXK, MAKII0UeHuX 10 [HTepHery. Peanizaiiis noBuHHa OyTH BUKOHAHA
TaKUM YUHOM, 1100 BC1 BX1JHI/BUX1AHI TTAKETH B/3 JToKaiabHO1 Mepexi ([HTpaHeT)
nmpoxoauiiu yepes Opanamayep. bpanamayepu ckaHye akeTd Ha HAsSBHICTh
IIK1IJIMBOTO KOy a00 BEKTOPIB aTak, ki Bxke 17IeHTH(IKOBaH1 SIK BCTAHOBJICHI

3arpo3u. SIKIo makeT JaHux OyJie Mo3HaYeHo fK 3arpo3a Oesmeli, Opanamayep He

Kyniw M.B.
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JI03BOJIUTH HOMY YBIUTH B MEpeXy a00 OTpUMATH JTOCTYII O KOMIT F0Tepa

opranizarii (puc. 1.1).

; ‘ Public Network

Internet

¢
3 O
.-
- - 4
? Firewal >

Dustbin

Secure Private Local Area Network

v = Specified Traffic Allowed

* = Restricted Unknown Traffic
Pucynok 1.1 — IlepeBipka makera OpanaMaypoM IpH MOTPAIUIAHI 13

30BHIIIBOI B IPUBATHY MEPEKY.

[IIo6 oTpumaTy 6a30BE pO3yMIiHHS TOTO, K MPAIIOIOTh OpaHIMayepH,
BKJIMBO 3pO3YMITH, K TpaitoroTh maketu TCP. [laHi, siki KoM 10Tep HaJcuiIae Ta
oTpuMye uepe3 [HTepHeT ado BHYTPILIHIO MEpexXy, CKianatoThes 3 makeriB TCP ta
UDP. ITaketu TCP MoxyTh epexTuBHilIe PUIbTpYyBaTUCS OpaHaMayepaMu, OCKIIbKU
BOHU MICTATH OljbIlIe iH(pOpMAIlii B CBOIX 3ar0J0BKaX .

[Taketn TCP MicTATh Taky 1HQOpMALIIO SIK aAPECH JHKepelia Ta MpU3HAYCHHS,
1H(OopMaIrito mpo MocIiOBHICTh MAKETIB Ta KOPHUCHE HaBaHTakeHHsA(puc. 1.2). [a
1H(DOopMaIris 103BOISIE MEPEKEBOMY 1HTEP(EICY HaIeKHUM YHHOM TepeIaBaTH JIaHi,
a MEPEKEBUI eKpaH MOKE MOPIBHATH 1110 1H(OpMaIiI0 3 PaBUIIaMHU, 3a SIKUMU BU
roro namamryBanu. Hanpukian, Bci qani HTTPS nepenarotscs uepes makeru TCP.
Komu nani HTTPS nancunarotbest Ha poOITHHKA KOMIT IOTEP Yepe3 MEPEKEBUIM
iHTepdeiic mig yac cepdinry B IHTepHETI, oro onepaiiiiiHa cucrema OyJie 3HaTH, 1110
11e JaHi, K1 Mal0Th HAIXOIUTU y BeO-Opay3ep. Te x came cTocyeThes 1 BeO-cepdinry

— Ha TeJneOoHl, Ha KOMIT I0TE€P1 UM HaBITh HA CEPBEPI B IIEHTP1 0OpOOKHU JaHUX. 3
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PO3MOBCIOIKEHHAM [HTEpHETY pedeil HaBITh MOKHA neperanatu [HTepHer 3a
JIOTIOMOT'0I0 CEHCOPHOTO eKpaHa, BOY/JOBaHOTO Y Balll XOJ0AUIbHUK. Bami naHi

HTTPS BUKOPHUCTOBYIOTHCSI OJJTHAKOBO.

TCP Header

1 | [ | 1 | 1
A A
Source Port 1 Destination Port
I - - 1 1 I 1 o 1
Sequence Number
Y S i s p—,
Acknowledgement Number Byles
T Y —— I A S
Header TCP Flags
Length Reserved e e . Window Size
™TT ye—p— l T T l T I T T l T l 0 l prg—y
TCP Checksum Urgent Pointer +
| l —— l J——— l T [ T 1 i l P l P ang— l o—— h—
TCP Options
[y —— Py —r— Y p———p—yrey P T T
g 1288 3B /'8 9 2‘ G W g ’3'0 7 89 é - 3'4 5 6 7 B9 é 1
: |
! |
|
- —o]

Pucynox 1.2 — 3aronoBok TCP nakera.

[Taketrt UDP mosxHa (pinbTpyBaTH 3a MOPTOM, ajie B IXHIX 3arojioBKax Opakye
iHdopmartii, sky MaroTh maketu TCP mis 6inbin ckiagHoi GinbTpaiii.
IcHye KibKa pi3HUX CIOCO01B, IKUMHU OpaHAMayepy O€3MEeKH MOXKYTh BIJICTEKYBaTH
Ta peryyoBaTtu MepexxeBui Tpadik. L{i MeToau MOXKYTh BKITIOUATH:

dinbTpanis maketiB — 11¢ MeTo OpaHaIMayepa, SKUH BUKOPUCTOBYETHCS IS
KOHTPOJIIO JJOCTYMY JI0 MEPEXki IMUISIXOM MOHITOPUHTY BUXIJTHUX 1 BXITHUX TAKETIB 1
JI03BOJTY iM TepeaaBaTu abo 3YMUHATH iX HAa OCHOBI aJipec, MPOTOKOJIIB 1 MOPTIB
[nTepHeT-nipoTokoy mxepena ta npusHaueHHs (IP). bpanamayepu Bu3HavyaroTh
Habopu mpaBui GUIBTPAIii MAKETIB, K1 3a0€3MeUyI0Th BUCOKOS(DEKTHBHI MEXaHI3MHU
oe3mneku. [TakeTHa ¢iapTpalris TakoX BijoMa sk ctatuuHa (imeTparis. [1ig gac
MEpEXEBOTr0 3B’ A3KY BY30J1 EPEIAE MAKET, IKUK (PLIBTPY€ETHCS 1 BIATOBIAAE

3a37aJIeriib BU3HAYCHUM MpaBwmiiaM 1 momitukam. [licis 36iry maker abo
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npuiMaeThes, a00 BiAXMIsieThes. DinbTpaltis makeTiB nepesipse [P-aapecu mxepena
Ta npusHadeHHs. ko oouasi IP-agpecu 30iraroThes, MakeT BBAXKAETHCA 0€3MEYHUM
1 nepeBipeHNM. OCKUIBKH BIAIPAaBHUK MOKE€ BUKOPUCTOBYBATH Pi3HI MPOTpamMu Ta
nporpamu, (PpiabTparlis MakeTiB TAaKOXK MePEeBIps€ MPOTOKOIM JKepesia Ta
pU3HAYEHHS, TaKi K MPOTOKOJ Aertarpam kopuctyBada (UDP) i mpotokon
kepyBanus nepenayeto (TCP). [TakeTHi GiTbTpu TakoXk MEPEBIPSIOTH aAPECH MOPTIB
JKepena Ta mpu3HaueHHs . J{eski GpiIbTpu makeTiB He € PO3yMHUMH 1 HE MOXKYTh
3araM'aTOBYBaTH BUKOpPHUCTaHi nmaketu. OAHaK iHII (QIIBTPU MAKETIB MOXKYTh
3armam’siITOBYBAaTH paHillle BUKOPUCTAaH1 €JIEMEHTH MaKeTiB, Taki 1k [P-aapecu
JoKEperia Ta MpU3HAYCHHS.

Stateful Insection (mepeBipka cTaHy) — II¢ TEXHOJIOTIS MEPEKEBOTO
OpanaMayepa, sika GUIbTPYE MaKeTH JaHUX, K1 TIATPUMYIOTHCSI CTAHOM 1
koHtekcToM. Komnanis Check Point Software Technologies (CPST) po3po6uina 1o
METOAMKY Ha moyaTtky 1990-x pokiB, 100 moaoaaTu 0OMeKEHHs MepeBIpKH 0e3
IpOMaJITHCTBA. 3 THX TP MepeBipKa CTaHy 3’ SBUJIACS SIK TAIY3€BUI CTaHIAPT 1 B
JTAHUM Yac € OJHIEI0 3 MPOBIAHUX MOIIUPEHUX TEXHOJIOT1H OpaHaMayepa, 110
BUKOPHUCTOBYIOThCS CbOTOJTHI. [IepeBipka cTaHy Tak0Xk Ha3UBAETHCS JTUHAMIYHOIO
¢dutbTparnieto naketiB. e Tun TexHomorii Opanamayepa, KU BiICTEXKY€E CTaH
aKTUBHMX 3'€IHaHb 1 BUKOPUCTOBYE 1H(HOPMAILILiO, 1100 T03BOJIUTH MEPEKEBI TAKETH
gyepes Opanamayep. [lepeBipka crany 3a3BU4ail BAKOPUCTOBYETHCS 3aMICTh
MepeBIpKU CTAaTUYHOI (DUIBTpAIlil TAKEeTIB 0€3 cTaHy 1 100pe MiAXOAUTh IS
npotokoiny kepyBanHs nepefadeto (TCP) Ta moaiOHUX MPOTOKOJIIB, X04a BiH TaKOXK
MOJK€e MATPUMYBATH TaKi MPOTOKOJH, sik TpoTokon User Datagram Protocol (UDP).

[lepeBipka cTaHy BUSBIIsIE KOMYHIKAI[lI{HI TAKETH MPOTITOM NEBHOTO NEPIOTY
yacy Ta MepeBipsi€ K BXiHI, TaK 1 BUX1THI makeTu. bpanamayep ciigkye 3a
BUX1JIHUMU TTAaKETaMU, SIK1 3alUTYIOTh MMEBHI BUAM BX1HUX MAKETIB 1 JAIOTh 103BLI
Ha MPOXOJIKEHHS BX1HUX MaKETIB, SKIIIO BOHU CTAHOBJISITH TOUYHY BIAMOBIIb.
Bbpannmayep 13 30epeKeHHSIM CTaHy BIJICTEXKYE BC1 CEAHCH Ta MEPEBIPs€ BCI MAKETH,
X04ua METO/I, IKUi BIH BUKOPHUCTOBYE, MOKE BIJIPI3HATUCS 3aJI€KHO B1J] TEXHOJIOT11

Opanamayepa i, OTXKe, BAKOPUCTaHHS MMPOTOKOIY 3B’ s13Ky. Hanmpukian, komu
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npotokosioM € TCP, 6panamayep (ikcye craH makera Ta iHGoOpmMaIlito mpo KOHTEKCT 1
MOPIBHIOE HOT0 3 MepeBakalouuMM JaHUMU ceancy(puc. 1.3). Skmo iaeHTHYHuH
3aIliC BXKE ICHYE, NMMaKeTy J03BOJICHO MPOUTH uepe3 Opanamayep. Skio 30ir He
3HANJIEHO, TO MAKeT MOBUHEH MMPOUTH TIEBHY MEPEBIPKY MOJITUKH. Y IEH Yac, SKIIO
MakeT BIJMOBiIa€ BUMOTaM MOJITHKHU, OpaHaIMayep MPUITYCKaE, 110 BiH MPU3HAYCHHA
JUIS 3aMIHM 3’ € THaHHS, 1 30epirae gani ceaHcy y BiAMOBIAHUX Tabnuisax. [loTim BiH
JI03BOJISIE TIAKETY MPOUTH. SIKIIO MakeT He BiAMOBIIa€ YMOBAM MOTITHKH, ITaKeT

BiIXUIAE€THCA.[ 3]

CLIENT SERVER

STATEFUL INSPECTION
FIREWALL

Pucynox 1.3 — Mertoanka poOOTH 1HCTIEKITIT TAKETy CTaHy.

1.2. Curment mepexi DMZ

Koundirypamis DMZ 3a6e3neuye 101aTKOBUM 3aXUCT BiJl 30BHIIIHIX aTak Ha
nokanbHy Mepexy (LAN). Tepmin «DMZ» 6yB 3amo3udenuit 3 reorpadiqaoi
oydepnoi 30uu, cTBopenoi Mix [liBHiunotO0 Ta [liBnennoro Kopesmu Hanpukiii
Kopeiicpkoi BiitHn. DMZ — 11e pi3uyna abo joriyHa miamepexa, sika
BUKOPUCTOBYETHCS JIJISI 13011111 TIOKATBHOT MEPEeX1 BiJl HEHAIHHUX MEPEXK, TAKUX 5K
3araibHONOCTYNHUM [HTEepHET. by ib-Ka nmociyra, 1110 HaIa€TbCsl KOPUCTYBAYaM Y
3arajbHOIOCTYNMHOMY [HTepHEeTI, MOBMHHA OYTH HajalToBaHa B Mepexi DMZ.
3a3BuyYail TaM pO3TaIOBYIOTHCS 30BHIIIHI CEpBEPH, CIyk0u Ta pecypcu. [locmyru

BKJIIOUYaOTh [HTEpHET, cucteMy qomMeHHUX iMeH (DNS), e1ekTpoHHy NOIITY, TPOKCI-
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cepBepu Ta mpotokoJ nepenadi daitnie (FTP), mpoTtokosn nepenayi rojocy uepes
IaTepuer (VolP).

Pecypcu ta cepBepu B mepexxi DMZ noctymHi 3 [HTepHETY, aje MaroTh qyKe
O0OMEKEHHUU JOCTYI A0 JOKAIbHOI Mepexi. 3aBISIKH TaKOMY IM1IX01y JIOKAJIbHA
Mepeka Ma€ T0JIaTKOBUH piBEHb O€3MEKH, IKH 0OMEXy€e MPSMUI TOCTYIl XaKepiB 10
BHYTPILIHIX cepBepiB 1 JaHuX 3 [HTepHeTy. Xakepu Ta KiOep3I0YMHII MOXYTh
OTPUMATH JOCTYII 10 CUCTEM, SIK1 MPaIIooTh Ha cepBepax DMZ. Jlns 3axucty Bij
MOCTIMHUX aTak HEOOX1THO MOCWINTH Oe3MeKy Ha ux cepBepax. OCHOBHA MeTa
DMZ — natu MOXIHMBICTh OpraHi3ailii BAKOPUCTOBYBATH 3araJIbHOJOCTYITHUN
[HTEpHET 1 3aXUCTUTH CBOIO MIPUBATHY a00 JIOKAJIbHY MEPEKY.

Mepexi DMZ ctBopeH!1 4Jid 3aXUCTy HalOIbII BPa3JIMBUX XOCTIB. XOCTH
DMZ nepenyciM BKJIIOYAOTh MOCIYTH, SIK1 BUXOAATH 32 MEXI1 JIOKAJIbHOT MEPEXi JIJIst
KopucTyBauiB. [[iIBUIIEHa MOKIMBICTh aTaKH 3MYIIYE X PO3MILLYBaTH B
KOHTPOJILOBAHUX MiaMepekax. [{e 3axuimae pemry Mepexi, sIKIio BOHU B KIHIIEBOMY
MiACYMKY OyAayTh ckoMmpomMeToBaHi. Xoctd B DMZ MaroTh AOCTYy /10 THIIHUX CITY>KO
y BHYTPILIHIA MEPEXI, 1 LIel TOCTYI CyBOPO KOHTPOJIOETHCS, OCKUIBKH J1aH1, 110
nepenaroThes yepes DMZ, ve € 6e3neunumu. 11106 momomMortu po3mmpuTu
MPUKOPJIOHHY 30HY O€3IEKH, 3B’ 130K MK XOCTOM DMZ 1 30BHIIIHBOIO MEPEKEIO
oOMexkeHo. Lle 103Bossie XocTaM y 3aXUILEHI Mepexi MiIKII0YaTUC 10
BHYTPIIIHBOI Ta 30BHINIHBOT MEPEX, TOMA1 SIK OpaHaIMayep BIAMOBIIAE 3a CIIUIbHE
BUKOPHUCTaHHS Ta KEpyBaHHS BCIM Tpadikom, siKuid Ainutbes Mixk DMZ ta
BHYTPIIIHBOIO Mepexkero./[omaTkoBuii OpanamMayep 3a3Buuaii 3axuiiae DMZ Bif
BIUTMBY BCHOTO B 30BHIINIHIN Mepexi. Och Aeski Buau BUKopuctanas DMZ B nesxux
13 HAWMOIIMPEHIIINX CITYKO, JOCTYIMHUX KOPUCTYyBayaM IiJ] 4ac CIUJIKYBaHHS 13
30BHIIIHBOI MEPEKI:

e Beb-cepBepu siKi MIATPUMYIOTH 3B’S30K 13 BHYTPIIIHIM CEPBEpPOM 0asu
JaHUX, MOXe 3Hagooutucs po3mictutu B DMZ nns  Gesnexu
BHYTPIIIHROI 0a3W JaHuX, fAKa YacTto 30epirae KOH(DIICHIIHHY

iHpopMmartiro. IloTiMm BeOG-cepBepr MOXYTh B3aEMOJIATH  Yepe3
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Opanamayep mnporpamu abo 0e3mocepeHbO 3 BHYTPIIIHIM CEpBEPOM
0as3u JaHuX, ajie BCe IIe MaloTh 3axuct DMZ.

e [lomToBi cepBepH — IEKTPOHHI JTUCTH Ta 0231 JaHUX KOPUCTYBadiB, K1
MICTSTh OCOOHMCTI MOBITOMJICHHS Ta OOJIIKOBI JJaH1 JIJIsl BXOY, 3a3BHUai
30epiraloTbcsl Ha cepBepax, sKIi HE MaroTh MPSAMOTO JOCTYIy J10
[arepuery. CepBep €NEKTPOHHOI TOIITH MOXHA CTBOpPUTH a0o
HaJamTyBaTu Beepeauui DMZ s B3aemoii Ta JOCTyIy 0 0a3u JaHUX
€JICKTPOHHO1 MOIITH, HE MAAaI0UH il MOTEHIIHHO MKIIIMBOMY TpadikKy.

e FTP-cepBepu MOXYTh PO3MIIyBaTH BaXJIMBUW BMICT Ha BeO-CaifTi
opranizailii Ta 3abe3nedyBaTH NpsAMy B3aemoiito 3 dainamu. Yepes 1e
FTP-cepBepu 3apxau TOBMHHI OYTHM YacTKOBO 130JIbOBaHI BIiJ

BHYTPIIIIHIX CUCTEM, SIKI € KPUTUYHUMHU.

JlomaTKkoBHIA 3aXUCT BiJl 30BHIIIHIX aTak 3a JONOMOrow KoHpirypaiii DMZ

3a3BUYail HE BUKOPUCTOBYETHCS MPOTH BHYTPIIIHIX aTak, sIK-OT MiApoOKa

CJICKTPOHHOIO TOIITOIO UM 1HIIUMH 3ac00aMHU YH TIepeBipKa 3B’ SI3Ky Yepe3

aHai3aTop nakeTiB. Maii>ke MpoTIroM ychboro yacy iCHyBaHHSI OpaHaIMayepiB MEPEKI

DMZ Gynu HeBi €MHOIO YaCTUHOIO O€3MEeKH KOpIopaTUBHOT Mepexi. Mepexi DMZ

PO3ropTAaIOThCA IS 3aXUCTY YYTIMBHUX CUCTEM 1 pecypciB. Mepexi DMZ vacto

BUKOPUCTOBYIOTHCS IS

e [3oydIiss Ta BIJOKPEMJICHHS TMOTEHIIMHUX IUJIBOBUX CHUCTEM BIJ
BHYTPIIIIHIX MEPEXK.

e 3MEHILIEHHS Ta KOHTPOJb IOCTYIY IO CUCTEM 30BHIIIHIX KOPUCTYBaUiB.

e Po3MmilieHHs KOPHOpPAaTUBHUX PECYpCiB Il HaJaHHS CTOPOHHIM

KOPUCTYyBauyaM aBTOPU30BAHOIO JOCTYITY J0 JEAKHUX 13 IIMX PECYPCiB.

[TinmpuemMcTBa OCTAHHIM YacOM BUPIIIMIM BUKOPUCTOBYBATH BIpTyallbHi

MaruHu a00 KOHTEHHEepH, 1100 130JIF0BATH KUTbKA PO3/UTIB Mepeki a00 KOHKPETHUX

JIOJIaTKIB B1Jl PEIITH KOPIIOPATUBHOTO CepeOBUIIIA. XMAPHI TEXHOJIOTIi YCyHYJIU

noTpeOy B BIAaCHUX BeO-cepBEpax B OpraHizallisax. biabnricTs 30BHINTHIX
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1HpacTPyKTYp, K1 KOJIUCH OyJIM CTBOPEHI Ha mianpuemctsl DMZ, nepeinum B
xMapy (Hampukia, nporpamu SaaS).

KrienTn koMmaHii, sSiKi MalOTh 3aralbHOJAOCTYITHUN Be0O-CailT, MOBUHHI
3poOHUTH CBiil BeO-cepBep JOCTYIMHUM 3 [HTepHeTY, 11100 OTpUMaTH JOCTYM J10 BeO-
caitty. Lle 3arposxye Bciit BHyTpimHii Mepexi. [1[006 yHuKHYTH 1T,0TO, OpTaHi3allis
MO3K€ 3aIlJIATUTH XOCTUHTOBIN KOMIaHI1 3a pO3MillleHHs BeO-cailTy abo oro
3arajbHOJIOCTYIHOTO cepBepa 3a OpanaMayepoM. OHaK 1€ MOXKE HETaTUBHO
BIUTMHYTH Ha MPOIYyKTUBHICTh. TOMY 3aralbHOJOCTYIIHI CEPBEPU PO3MIILYIOTHCS B
oKpeMux abo 130JIb0BaHUX Mepexax. Mepexxa DMZ nie sk 6ydep mixk [HTepHeTOM 1
MIPUBATHOIO MEpeXkero opraHizarlii. BiH 1301p0BaHM ITI030M O€3TIEKH, TAKUM SIK
Opanamayep, skuil puibTpye Tpadik Mixk DMZ Ta OKaIbHOIO Mepexero. 3a
3aMOBUYYBaHHSM cepBep DMZ 3axurieHuil iHIIMM IITI030M, SKUH GUIbTPY€e BX1THUIMA
TpadiK 13 30BHIIIHBOI MepexXi. BiH 11€anbHO pO3TalIOBaHHUI MK TBOMa
Opanamayepamu. HanamryBanns Opanagmayepa DMZ rapantye, 1o BXiJiHI MEPEXKEBI
MaKeTH BIICTEXKYIOThCS OpaHaMayepoM abo 1HIIO (YHKITIEI0 Oe3MeKH, IEPIIl HIXK
JIOCSITTU cepBepiB, po3minieHux y DMZ. ToMy, HaBiTh SKIIIO 3JIOBMUCHUK SIKUMOCh
YIHOM I0I0JIa€ TP OpaHIMayep, BiH MTOBUHEH MaTH MOKJIMBICTh OTPUMATH
JOCTYT 10 po3MUpeHux ciyk0 y DMZ, mo0 3aBaaTy cepio3HOi Ko O13HeCy.
k10 30BHINIHIN OpaHaMayep CKOMIIPOMETOBAaHUM 3IOBMUCHUKOM 1 cucteMa B DMZ
CKOMITPOMETOBAHA, BIH TAKOK MMOBUHEH MPOUTH Yepe3 BHYTPIIIHIN OpaHaMayep s
JIOCTYITy J10 BCIX KOH(IIEHUIMHUX KOPIOPATUBHUX AaHUX. BucokokBamiikoBaHUI
3JI0BMUCHHK 1HOJII MOK€ POHUKHYTHU B 3axuiieny DMZ, ane iCHyIOTb pi3HI CUCTEMU
MOTIEPEIKEHHS Ta PECYPCH, SIK1 HAJaI0Th 0arato CoBIIIEHb PO MOTOYHI
nopyieHHs. Opraxizaiiii, SIKUM HE0OX1THO JOTPUMYBATHUCS MPABUII, 1HOI

BCTAHOBITIOIOTH MIPOKCi-cepep y DMZ.
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1.3 MepexeBa MOMITHK )11 BCTAHOBIICHHS OpaHaMayepa

Ha mpoexTyBaHHS, BCTAHOBJICHHS Ta BUKOPUCTaHHS OpaHaMayepa B MEpeKi 3HAYHOIO
MIpOIO BILJIUBAIOTH JIBa PIBHI MEPEKEBOI IMOJITHKHM — TIOJIITHKA BHUIIIOTO PIBHS Ta

MOJIITUKA HIXKYOTO PIBHA.

[ToniTika BUIOrO PiBHS — 1€ IMOJITHKA JIOCTYIy JI0 MEPEXi, IO CTOCYETHCS
KOHKPETHUX NTUTaHb, IKa BU3HAYAE TIOCITYTH, K1 JTO3BOJICHI a00 SIBHO BIIMOBJISIOTHCS
BiJl OOMEXEHOT Mepexi, SK BOHH OYIyTh BUKOPHCTOBYBATHUCS, @ TaKOK YMOBH IS

BUHATKIB 3 1€ ITOJITUKH.

[lomiThka HWXKYOTrO PIBHA PO3KpHUBAE, SK OpaHaMayep oOpoOisTuMe

OOMEXXEeHHS TOCTYNy Ta (PUIbTpaIlito MOCIyT, BA3HAYEHUX MOJITUKOO BUILIOTO PIBHSI.

{1 mpaBuIa KOPOTKO MOSICHEH] HIKYE.

Service access policy(ITomiTuka OCTYITy 10 TOCIYT)

[TomiTrka AOCTYMy 0 MOCTYT 30CEPEIKYETHCS Ha TPOOJIEMaX BUKOPUCTAHHS
[HTEpHETY Ta BCIX 30BHILIHIX JIOCTYIMAaX A0 MEpEXi (TOOTO MOMITHKA TEIEPOHHOTO
nigkiatoueHss, SLIP ta PPP-niakntouenns). [llo6 6panamayep OyB ycmimHuMm,
MOJIITUKA JIOCTYITY JIO CEpPBICIB Mae OyTH PEeasiCTUYHOIO Ta OOTPYHTOBAHOIO Ta
MOBUHHA OYTH pO3pO0OJIeHA Mepe] BIPOBaKEHHAM OpaHaMmayepa. Peamictuuna
MOJTITHKA — 11€ TIOJIITHKA, sIKa 3a0e3medye OamaHc MIXK 3aXHCTOM MEPEKi BiJl BIJIOMUX
PHU3HKIB 1 HAaJla€ KOPUCTyBayaM JIOCTYII 10 MEPEKEBUX pecypciB. bpanamayep moxe
pealizyBaTH KiIbKa MOJITHK JOCTYITY 0 cyk0. OJIHaK TUIIOBOIO MOJIITUKOI MOXKE
OyTH 3a00poHa JOCTYMy 110 caiTy 3 [HTepHETY, ajie T03B1JI AOCTYITY 3 CAUTY 10
[aTepHeTY. [HIIIOIO THITOBOIO MOJIITUKOIO OYJI0 O T03BOJIUTH A0CTYyN 3 [HTEpHETY, aie,
MOXJIMBO, JIMIIIE JI0 OKPEMHUX CHUCTEM, TaKUX SIK iH(OpMalliiiHi cepBepH Ta cepBepu
€JICKTPOHHO1 TOIITH. bpanamayepu 4acTo peai3yroTh MOJITUKH TOCTYITY J0 CITyXKO,
K1 JTO3BOJIAIOTH JCSIKUM KOPUCTyBadaM OTpUMATH JA0CTYyN 3 [HTepHeTy 10 BUOpaHUX
BHYTpIIIHIX X0cTiB. OHaK 11eii JocTyI Oyae HaaaHo JIUIIE B pa3i He0OX1THOCTI 1

JIUIIIE 32 YMOBH HOTO 00’ €THAHHS 3 PO3IIMPEHOI0 aBTCHTH(IKAIIIETO.
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Firewall design policy(ITomituka mpoekTyBaHHs OpaHaMayepa)

[TomiTrka mpoekTyBaHHS OpaHaMayepa € cueruivyHOoI0 111 OpaHaMayepa Ta
BU3HAYA€E MPaBUia, AKi BAKOPUCTOBYIOTHCS JIsl peani3allii HOJITHKU AOCTYIY 10
ciry>k0u. [{ro moTHKY HEMOXKIMBO PO3POOUTH Y BaKyyMi, 1307 Ib0BAHO BiJI PO3YMIHHS
MO>KJIMBOCTEH 1 00OMEKEeHb OpaHaMayepa, a TAKOXK 3arpo3 1 Bpa3IuBOCTEH,
noB’si3anux 13 TCP/IP. bpanamayepu 3a3Buuail peanizyroTh OJIHY 3 JJBOX OCHOBHUX
MOJITUK TU3alHY — JO3BOJIATH Oy/b-KY MOCIYTY, SKIIO0 BOHA HE 3a00pOHEHA

psIMO, 1 3a00POHSTH OyAb-SIKY HOCIYTY, SIKIIO 1I€ SBHO HE JO3BOJICHO.

1.4 BpaznuBocTi Ta 3arpo3u Opanamayepa

[Ipomy1eHi ButipaBieHHs O€3MeKH 118 MpodiieMa, ska BUHUKAE, KOJU
nporpaMHe 3a0e3Me4YeHHs MEpPEKEBOro OpaHaMayepa He KEpY€eThCsl HaIe)KHUM
guHOM. /{7151 OyAB-sIKO1 MPOTPaMHOT POTPaMH € BPa3IUBOCTI, IKUMU MOXKYTh
CKOPHUCTATHCS 3JIOBMUCHUKHA — II€ CTOCYEThCS MporpaM OpaHamayepa, sik 1 0y/1b-
SKOT'0 1HIIOTO MPOrpamMHoro 3abe3neueHHd. Koau nocravanbHuku Opanamayepis
BUSIBIISIIOTH 111 BPa3JIMBOCTI, BOHH 3a3BUYail MPAIIOI0Th HAJ CTBOPEHHSIM
BUIIPABJICHHS, SIKE SIKHAUIIIBU/IIIIE YCYyBa€ MPOOIeMy.

Opnak caM (hakT iCHyBaHHS BUIIPABJIEHHS HE O3HAYae, 110 BiH Oyze
aBTOMATHUYHO 3aCTOCOBAHO JI0 IporpaMu OpaHamayepa Baioi kommnanii. [Toku 1e
BUIIPaBJICHHS (DaKTUYHO HE OyJIe 3aCTOCOBAHO JI0 BAILIOTO MPOTPAMHOIO
3abe3reueHHs OpaHMayepa, Bpa3iMBICTh BCE 1€ ICHY€ — MPOCTO YEKa€, KOJH 1i
BUKOPHWCTAE BUIAIKOBUM 3JIOBMUCHUK. Halikpaiiie BUpIIIUTH 110 TpOOIeMy —
CTBOPUTH CyBOpHUH Tpadik KEpyBaHHS BUTIPABICHHSIMHU Ta TOTPUMYBATHCS HOTO.
BiamosinHo 10 Takoro po3kianay Bu (a0o ocoba, sika Kepye Baior KibepOe3neKor)
MOBUHHI TIEPEBIPUTH HASIBHICTH Oy/Ib-sIKUX OHOBJICHb O€3MEKH JIJIsl BAIlIOTO
IporpaMHOro 3abe3rneueHHs OpaHaMayepa Ta IepeKOHATHUCS, 10 3aCTOCOBYETE 1X

SAKOMOTI'a MBUOIIC.
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[HCalinepcbki aTaky 1ie KOJIu OpaHaMayep rnepuMerpa npu3HaueHu s
3ano0iraHHs aTak, Kl MOXOJATh 3-3a MEX Mepexi opranizaiii. OTxe, Opanamayep
NepUMETpa CTa€ MapHUM — 3PEIITOI0, 3TIOBMUCHUK YK€ 3HAXOJIUTHCS Y Ballliit
cuctemi. OHaK, HaBITh AKIIO aTaka BiI0YBa€ThCA 3 BAIllOi Mepexi, OpaHamayepu
MOJKYTh IIPUHECTH MEBHY KOPUCTh — SIKIIO y Bac € BHYTPIIIHI OpaHIMayepy OBEpX
OpanaMayepiB mepuMmetpa. BHyTpinmHi OpanamMayepy J0IOMararoTh PO3AUISTH
OKpEeMI aKTUBH Y Ballliii MEpPeXi, TOMY 3JIOBMUCHUKAM JIOBOJIUTHCS OLIbIIIE
MparoBaTH, o0 MEePErTH 3 O/HI€T crucTeMu B iHITY. e mormomarae 301TbITUTH Yac
3pUBY 3JI0BMUCHHKA, 11100 y Bac OyJio OLIbIIe Yacy, Mmoo BIANOBICTH Ha aTaKy.

[Tomunku kKoHDIrypailii TparIsIOTHCS HaBITh AKIIO Y KOPIIOPATUBHINA Mepexi
€ OpaHMayep 1 BCl OCTaHH1 BUNIPABJICHHS BPA3JIMBOCTEH, 11€ BCE OJTHO MOXKE
BUKJIMKATH TIPOOJIEMH, SKIIO HAJAIITYBaHHs KOHQIrypallli OpaHaMayepa CTBOPIOIOTh
KoH(pmikTH. e Moxe npu3BecTH 10 BTPATH NPOIYKTUBHOCTI MEPEXK] KOMIaHIi B
NEAKUX BUIMAJKaX, a OpaHaIMayep MOBHICTIO HE 3MOKe 3a0€3MeYUTH 3aXUCT B THIITUX.
Hampuknaz, tuHaMiuHa MapiIpyTH3allis — 1€ mapaMeTp, SKUid TaBHO BBAXKAIOCS
MOTaHOIO 17Ie€10 BBIMKHYTHU, OCKUIBKH 11€ MPU3BOIUTH 10 BTPATH KOHTPOJIIO, 1110
3HIKYE Oe3neky. [IpoTe Aeski KoMITaHii 3aJIMIIa0Th 11¢ BKIIOUSHUM, CTBOPIOIOYH
Bpa3JIMBICTh Y CBOeMY Opanamayepi.llorano HanamroBanuii Opanamayep — 1e sk
3aCHUIMATH PIB 3aMKY IICKOM 1 IMTOKJIACTH KJII0Y BiJl TOJJOBHUX BOPIT Y CXOBaHKY NOpPYY
13 BXOJIOM — BH MPOCTO MOJIETTIYETe pOOOTY 37I0BMUCHUKAM, BUTPAYaIO4YH Yac,
TPOIII Ta 3yCHIUIS IIO/I0 OE3MEKH.

BiacyTtHicTh rmOOKOT IEPEeBIPKU MAKETIB CTAETHCS TIPH MEPEBIPKHU PiBHS 7
(200 «rIMOOKHIA MaKeT») — I1€ PEKUM CYBOPOI MEPEBIPKH, SIKUH BUKOPUCTOBYETHCS
OpaHaMayepaMH HACTYITHOTO MOKOJIIHHS JIJIsl IEPEBIPKU BMICTY 1H(POpMAaIIHHOTO
MakeTa rnepej THM, SIK CXBATUTH a00 BIAXWIUTH MPOXOKEHHS 1IbOTO MaKeTa J10
cuctemMu abo 3 Hei. MeHI po3BUHEH1 OpaHaIMayepu MOXYTh MPOCTO MEPEBIPUTH
TOYKY IMOXOJKEHHS Ta MPU3HAYCHHS TAKETy JaHMX, TIEPII HIXK CXBAIMTH a00
BIJIXWJIMTH 3aITUT — 1H(OPMAILiIOo, Ky 3TOBMUCHHUK MOKE JIETKO MiIpoOUTH, o0
o0 rypuTu Opanamayep Baiioi Mepexi.Halikpaiiie BupimeHHs 1i€i mpooiemMu —

BUKOpPUCTOBYBaTH Opanamayep pfSense, sikuii Moxe BUKOHYBATH TIIHOOKY NIEPEBIPKY
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MaKeTIB, 100 MEPEeBIPUTH MaKeTH 1HPOpMAIlil HAa HASIBHICTh BIJJOMUX IIKIJJTUBUX
nporpam, o6 iX MoxHa 0yJI0 BIIXUIIUTH.

DDoS araku po3moaisieHor0 BiIMOBOIO B 00ciayroByBanHi (DDoS) € gacto
BUKOPHCTOBYBAHOIO CTPATETIEI0 aTakK, sIka BIAPI3HIETHCS BUCOKOIO €(PEKTUBHICTIO Ta
BITHOCHO HHU3BKOIO I[IHOIO Y BUKOHAHHI. OCHOBHA METa MOJIATAE B TOMY, 100
MEPEBAHTAXKUTH PECYPCH 3aXMCHUKA 1 BUKJIIMKATHU BITKIFOUCHHS a00 TPUBAITY
HEMO>KJIUBICTh HajaBaTH nocayru. OHa 3 KaTeropii arak — MPOTOKOJIbHI aTaKu —
npU3HAyYCH1 JJI1 BUUEPIIaHHs pecypciB OpaHaMayepa Ta OajaHCyBaHHSA
HaBaHTaXXEHHS, 100 BOHU HE MOTJIM 00POOJISATH 3aKOHHMM Tpadik. Xoua
OpaHaMayepu MOXYTb ITOM SIKIIIUTHU JesiKl TUru atrak DDoS, BoHM Bce 0JJHO MOXKYTh
OyTH MepeBaHTaXKEHI aTakaMH MPOTOKOJ1B. Hemae mpoctoro BUnpaBieHHs 1715
DDoS-arak, ockiIbKH 1CHY€E 0€3J114 CTpaTerii aTak, ki MOKyTh BUKOPUCTOBYBATH
pi3HI cJ1a0K1 CTOPOHU B apXITEKTypl Mepexki Komnanii. Jlesiki mocTayalbHUKU TIOCITYT
KiOepOe3meKu MPOMOHYIOTh TIOCIYTH «OYUCTKIY, 33 JJOTIOMOTOIO SIKUX BOHH
BIJIBOJIIKAIOTh BX1AHUM Tpadik BiJ KOMIT IOTEPHOT MEPEXKI Ta COPTYIOTh 3aKOHH1
cripobu noctyny 3 Tpadiky DDoS. [leit 3akoHHU Tpadik NOTIM HAJCUIAETHCS Y

Ballly MEPEXKy, 1100 MOXKHA OyJI0 O BITHOBUTH HOPMAJIbLHY POOOTY.

1.5 JlomaroBi makyHku Opanamayepa pfSense

OnHiero 3 Halkpalux ocoosmBocteii PfSense e #oro 3AaTHICT aganTyBaTHCS
110 6araThbOX PI3HUX CUTYaIllM 3a JOMOMOTOIO MaKeTiB. BUKOpUCTaHHS CUCTEMU Ha
OCHOBI IaKeTiB 03BoIsie 6a30Bili ycraHoBIli PfSense samumraTticst HeBEIUKUM i
HaJla€ KOPUCTyBauaM MOKJIMBICTh BCTAHOBIIIOBATH JIMIIIE Tl MAKyHKH, sIK1 M HOTpPiOHI
JUTSL CBOTO CEPEIOBHIIIA.
1.5.1 Snort

Snort € nepe1oBOIO0 CUCTEMOIO 3aM00IraHHS BTOPTHEHHIO 3 BIIKPUTUM KOJOM
(IPS) y cBiti. Snort IPS BUKOpUCTOBYE psii IPaBUJI, SIKi JJOIIOMArar0Th BU3HAYUTH
HIK1JJIMBY MEPEXKEBY aKTUBHICTh, 1 BUKOPUCTOBYE 111 ITpaBUJIa ISl MOIIYKY MaKeTiB,
SK1 BIIMOBIAAIOTH 1M, 1 TEHEPYE CIOBIIIEHHS TSI KOPUCTYBaviB. SNOIt TakoX MOKHA

PO3TOPHYTH B PAIKY, OO 3yMUHUTH 11l TaKeTH. SNOI Mae Tpu OCHOBHI BUIH
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BUKOPHUCTAHHS: K aHAJII3aTOp MaKeTiB, ik tcpdump, sik peecTpaTop MakeTiB — IO
KOPHUCHO JIJIs1 HAJIAr0JI)KEHHS MEpEexeBOro Tpadiky, abo HOro MoxkHa
BUKOPHCTOBYBATH SIK TIOBHOI[IHHY CHCTEMY 3aro0IraHHs BTOPTHEHHIO B MEPEXKY.
Snort Mo)kHa 3aBaHTaKUTHU Ta HAJIAIITYBATH SIK JUIsl 0COOMCTOr0, TakK 1 JIJIsl 11JIOBOTO
BUKOPHCTaHHSI.

1.5.2 pfBlockerNG

pfBlockerNG — e maket nporpam pfSense, ctBopenuiit BBCanl77 i
BUKOPHUCTOBY€EThCS i (pinbTpanii Ha ocHoBi IP/DNS. Bin 3acHoBaHuil Ha
nonepeaHii podoti Mapuemio Koytinso ta Toma [lledepa. Metoro npoekty Oyio
PO3UIMPEHHS OCHOBHO1 (DyHKIIIOHATLHOCTI Opanamayepa pfSense, 103BOJSIOUH
KOpHCTyBa4aM KOHTPOJIIOBATH Ta KEPyBaTH BXITHUM Ta BUXIJHUM JIOCTYIIOM 4Yepe3
OpanaMmayep 3a nonomoroto criuckiB kepyBanHs [P tTa DNS. pfBlockerNG naznae
nporpaMHoMy 3a0e3nedeHHio pfSense® MOXKIMBICTh NPUMUMATH PIIIEHHS 00
JT03BOJTY/BIIMOBH Ha OCHOBI TaKUX €JEMEHTIB, sIK reosiokalis [P-anpecu, nomMmeHnne
M'st pecypcey abo peitiuHru Alexa KOHKpEeTHUX BeO-CalTiB. BUTbIIICTh KOPUCTYBaUiB
nporpamMHoro 3adesneueHHs pfSense BBaxaroThb, 110 pfBlockerNG — ne
dbanTacTHYHUM NakeT, 1 6e3 Hporo 1HCTaNIMIs pfSense Oyna 6 HEMOBHOIO.

pfBlockerNG no3Bossie cTBOproBaTH mpaBuiia OpaHaMayepa Ha OCHOBI
aapecHux npoctopiB [IPv4 ta [Pv6. TakuM 4uHOM, BU MOKETE KOHTPOJIOBATHU K
BX1JTHUH, TaK 1 BUX1AHUH Tpadik HA oqHOMY a00 KITbKOX iHTepdeiicax. Bu Takox
MoxeTe oomexutu [P-aapecy BianmoBiIHO A0 reosokaitii. ['eonokaris — e
imenTrdIKaIis abo oIiHKa peaabHoro reorpadiunoro posranryBanns [P-anpecu.
MaxMind, ninep y ramysi TogHOCTi reosnokauii [P, Hanae Ta miaTpuMye Cruck, sKi
BukopuctoBytoThes pfBlockerNG. Be6-caiiTi po3Milyt0Th BMICT 1 MeJiia Ha
cepBepax o BCbOMY CBITY, TOMY OyAbTe 00epekHi, OJIOKYyIOUH 3aHaATO Oararo.
HenaBMucHe 0510kyBaHHs Jeskux 13 nux [P-anpec Moxe mpusBecTu 10
HeTpare3aaTHOCTI Be0-caiiTiB a00 HEOCTYITHOCTI 3aBaHTAKEHbD.

pfBlockerNG takox Moxke koHTpoiroBatu q1ocTym 70 DNS Resolver, mo6
3ano0IrTi JOCTYMY JI0 IIKIIJIMBUX BEO-CailTiB, TaKUX SIK peKjiama, 3arpo3u Ta

HIK1JJIMBE TporpaMHe 3a0e3nedeHns. biokyBaHHs TOMeHy — Lie AyXe eeKTUBHUI
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MeToJ (bUTbTpallii JOMEHIB, 5Kl BIICTEXKYIOTh, IIKIIJTMBUX JOMEHIB 1 pekiaaMu. Bari
3anuti DNS nepeBipsitoThes y CIUCKY OJIOKYBaHHS, KOJIU BU MIEPETJIsiIacTe
[aTeprer. SIkmio 30ir 3HAMIEHO, 3aNTUT BIAXWIAE€Thes. Lle uynoBuii crocio O010KyBaTH
pexnamy 0e3 BUKOpHUCTaHHS MPoKci-ceprepa.JloMeHH1 IMeHa, 310paHi 3 pI3HUX
JOKEpeIT YOPHOTO CIHCKY a00 BBENICHI BPYYHY, BUKOPUCTOBYIOTHCS ISl CTBOPEHHS
ONTHUMI30BaHUX crucKiB O6okyBaHHS DNS Resolver. Bu moxete minnucaTtucs Ha
MONYJISIPHI CIUCKH OJIOKYBaHHS, K1 MATPUMYIOTh KOPUCTYBaul, a TAKOXK

BUKOPHCTOBYBATH MonepeaHbo cTBopeHi EasyLists.

1.5.3 FreeRadius

FreeRADIUS — e mporpamue 3a0e3ne4eHHs Ui BCTAHOBJICHHS CepBepa
RADIUS, MmoxynsHe, 0€3KOIITOBHE Ta 3a0€31e4y€e BUCOKY IIPOYKTUBHICTD 1
oesneky. FreeRADIUS miaTpuMye Bci MOMHUpPEH] MPOTOKOIM ayTeHTUDIKAIiT,
(GhaKTHYHO I1e OCHOBA 0aratbox KOMepHiiHuX mpoaykriB i mocayr RADIUS, a Takox
y HacC € BeJIMKa KIJIbKICTh MOJTYJIIB 1 1HIIKX, sIKI MOXHA BKItounTd. Hanmpukmnan,
BKJIFOUCHI MOJTyJTi 103BOJISI0TH BuKOprucToByBatn LDAP, MySQL, PostgreSQL 1
nasiTh Oracle ta inn 6a3u JaHMX, IO CTOCYETHCS THIIB ayTeHTH(IKaIil, BiH
nigrpumye EAP, Bkmtogaroun PEAP, EAP-TTLS, a takox EAP-TLS. FreeRADIUS
JT03BOJISIE KEPYBATH HUM 32 JIONIOMOTOI0 JOJATKOBHX 1IHCTPYMEHTIB, 11100 HE
JIOBOJIUJIOCS] HAJIAIITOBYBATH HOTO BPYYHY, PEIaryr0yu CKJIaJHl TEKCTOB1 daiau Ta
Ni3HIIIE 3aBaHTaXy04l KoH}Irypauito.bpanamayep pfSense mae noBHuii rpapiaHuit
1HTepdenc KOpUCTyBaya, SIKUil T03BOJUTh HaM JI€TAIbHO HAJIAIITyBaTH BCi
napameTpH, KpiM TOr0,MOKJIUBICTh TOOAYUTH HEOOPOOJIEHI TEKCTOBI (haiiyin

KOH(DIrypaiiii, IKI0 JOBEAETHCS BHOCUTH OyAb-5K1 3MIHU CAMOCTIHHO.
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PO3JIIJI 2. TIPOEKTYBAHHSI TA HAJIOI'OJDKEHHS KOMIT'IOTEPHOI
MEPEXI OPIAHI3ALII HA BA3I PIIIEHHS PFSENSE.
2.1 Po3poOka nMpoeKTy KOPIOPATUBHOT MEPEXKi

[Ipn cTBOpEHHI KOPHOPATUBHOI MEPEXi JJIA CTaOLIbHOI Ta O€3MeuHoi poOoTH
BuOpaHo MepeskeBi mpucTpoi kommaniit TP-LINK, Netgate Ta BipTyanbamii KoMy TaTop
Hyper-V.

Mapmpytuzatop TP-LINK ARCHER C64 ACI1200(puc. 2.1) 6e3npoToBuii
JBOXJIaNIa30HHUIA MapUIPYTU3aTOp KU JO3BOJISIE 3PYUYHO 1 HIBUIKO OpraHi3yBaTH
JIOCUTBH TIPOJIYKTUBHY MEpexKy HeBelaukoMy odici. [Tpuctpiii mpairroe 3a cTaHaapToM
Wi-Fi 802.11ac i moBHicTIO cyMicHHI 3 onepeaHivu nokoainasmu. TP-Link Archer
C64 minrpumye mianazoHu 2,4 1 5 I'Th, B sSKUX JT03BOJISIE AOCATAaTH IIBUIKOCTI
3'ennandsa B 300 1 867 MOi11/c BignmoBigHo. Texnosnoria MU-MIMO nae MOXIJIHBICTD
MIJKII0YaTH BEJIMKY KUIBKICTh MPUCTPOIB OJTHOYACHO 1 HE 3aBa)KaTU OJWH OJIHOMY.
[Iupoka 30Ha MOKPUTTA 1 CTAOUIBHUI CUTHAJI JOCATAEThCA 3ycwiuisiMa 4
peryiaboBaHux aHteH. llIBuako HanamtyBaru nmapamerpu podotu TP-Link Archer C64
MOXHa 3a JOMOMOror MmoOuipHOro ponarky. Ilintpumka WPA3 1e HOBIiTHIM
MPOTOKOJ, IO miaBHINye Oe3neky mnepcoHanbHux Wi-Fi1 mepex. binbm HamiitHe
mdpysanHs Wi-Fi maposns 1 3axuct Big OpyTtdopc-aTak 3abe3nedyarb NOBHOLIHHHUMA
3axucT JoMamHbporo Wi-Fi. 3aBasku 9OTHPHOM BHCOKONPOIYKTHBHUM 30BHIIIHIM
anteHam poytepa Archer A64 curnan Wi-Fi Oyne y Bcbomy odicy, a TEXHOJOTIA
Beamforming gacTe 3Mory moOKpamTH SIKICTh CUTHANY JJIsl BIAJAJIEHUX MPHUCTPOIB

3aBJsIKHW BHUABJICHHIO X po3TalryBaHHA Ta KOHIICHTPYBAHHIO CUTHAJY B X HaIpsIMKY.
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Pucynok 2.1 — Mapmpytuzatop TP-Link Archer C64.

VY kopnopaTuBHIM Mepexl HasBHHM BipTyaidbHud KomyTatop Hyper-V e
nporpamMHuil MmepexxeBuit komyratop Ethernet piBHs 2, sikuii JOCTyTHUN y qUCTIETYEpl
Hyper-V, xonu craHoBmoeTbes poib cepBepa Hyper-V. BipryanbHuii koMyTaTop
Hyper-V Bkitouae B ceOe mporpaMHO KepoBaHI Ta PO3MIMPIOBAHI MOMJIUBOCTI JJIst
NIJKJIIOYEHHS BIPTyalbHUX MAIIMH SIK O BIPTyaJbHUX MEPEX, Tak 1 10 (I3UYHOI
Mmepexi. Kpim Ttoro, BipTyaneHuii komytatop Hyper-V 3a0esneuye noTpuMaHHS
MOJIITUKU O€3MeKH, 130JiA1ii Ta piBHS OOCIYroByBaHHS. 3aBAsSKH BOYJIOBaHii
niaTpuMill apaiiBepiB (inbrpa cneuudikamii MepexeBoro iHtepdeiicy (NDIS) 1
npaiiBepiB BUHOCOK it matdgopmu ¢iastpamii Windows (WFP), BipryanbHwmii
komytarop Hyper-V  no3Bosisie He3aneXHUM [OCTadyajJbHUKAM MPOTrPamMHOro
3abe3neueHHss (ISV) cTBoproBaTH po3MIMpIOBAHI IUIAriHU, $KI Ha3WBAalOThCS
PO3IIMPEHHSIMH BIPTyaJIbHOTO KOMYTaTopa. SKi MOXYTh 3a0€3MeUUTH PO3IIUPEHI

MO>KJIMBOCTI MEpeXki Ta OE3MEKHU.

Jlesiki 3 OCHOBHUX (DYHKIIIH, SIK1 BKJIIOUEHI y BipTyanbHHi komyTaTtop Hyper-V:

e 3axwucr BiJ orpyeHHs (ciydinry) ARP/ND : 3ab6e3nedye 3axucT BiJl 3T0BMUCHOL
BIPTYaJbHOI MAIllMHU 3a JOMOMOTOI0 CIy(IHTY 32 MPOTOKOJOM PO3ILTICHHS
aapecu (ARP) nns xpamikku IP-aapec 3 1HIIMX BIPTyaJbHMX MAIIIUH.
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3abe3mneuye 3aXUCT BiA aTak, AKi MOXkHA 3amycTutu g [Pv6 3a momomororo
ciydinry Neighbor Discovery (ND).
3axuct DHCP Guard : 3axuimmae BiJ 37J0BMHCHOI BIpTyajbHOI MallUHH, SKa

npejcTaBiisie cede SK cepBep MPOTOKONY JWHAMIYHOI KOHQIryparii XocTy
(DHCP) oyt aTak «J1'0IMHA TIOCEPEIUHIY.

ACL moptiB : 3abe3neuye ¢impTparito Tpadiky Ha OCHOBI aapec/miana3oHiB
kepyBaHHa foctynom go menia (MAC) a6o Iurepuer-nporokony (IP), mo
JI03BOJISIE€ HAJIAIITYBATH 130JIS1I1I0 BIPTYaIbHOI MEPEXKI.

PexxuMm MaricTpam [0 BIPTYyaJlbHOI MalIMHU: JO03BOJISIE aJIMIHICTPAaTOpam
HaJAIITyBaTU KOHKPETHY BIPTYaJIbHy MAIlMHY $IK BIPTyaJIbHUM TPUCTpIH, a
noTIM HanpasisATH Tpagik 3 pizHUX VLAN Ha 1110 BIpTyallbHy MalluHy.
MOHITOPUHT MepekeBOro Tpadiky : A03BOJIAE aIMIHICTPATOPaM IMEPErIsIaTu
Tpadik, IKUH TPOXOAUTH YEPE3 MEPEKEBUI KOMYTATOP.

[30mpoBana (npuBatHa) VLAN : 103BoJIsiE€ aamiHicTpaTOpaM po3auIsaTH Tpadik

Ha KUIbKOX Vlans, 11100 jieriiie CTBOPIOBATH 130JIbOBaH1 CIIIBHOTH OPEHAPIB.

Huxye HaBe1eHO CIIMCOK MOKJIMBOCTEH, K1 MOKPAILLYIOTh 3pyYHICTh BUKOPUCTAHHS

BipTyasibHOTO KomyTaTtopa Hyper-V:

OOMeXEeHHST TIPOIMYCKHO1 3JaTHOCTI Ta TIATPUMKA IIaKeTiB: MiHIMalIbHA
NPOIMYCKHA 3JaTHICTb TapaHTy€ KUIbKICTh 3ape3€pBOBAHOI  IMPOIYCKHOI
3MaTHOCTI. MakcumanbHa TMPOMYCKHA 3JaTHICTh OOMEXY€E MPOIYCKHY
3JIaTHICTh, IKY MOKE BUKOPHCTOBYBATH BipTyajbHa MaIllHHA.

[linTpriMKa MapKyBaHHS SIBHOTO CHOBILIEHHS Mpo nepeBaHTaxkeHHs (ECN) :
mapkyBanHs ECN, takox Bigome sk Data CenterTCP (DCTCP), no3Bossie
(GI13MYHOMY KOMYTATOpy Ta ONEpaliiiiHiii cUCTeMi PeryjiroBaTh MOTIK Tpadiky
TaKUM YHHOM, 1100 OydepHi pecypcu KoMyTaTopa HE MEepPErnOBHIOBAIUCS, IO
MPU3BOUTH JI0 30UTBIIICHHS TTPOITYCKHOI 31aTHOCTI Tpadiky.

JliarHOCTHKA : J1aTHOCTHKA JTO3BOJISIE JIETKO BIJICTEKYBAaTH Ta BIJICTEKYBATH

MOJIii Ta MaKeTH Yyepe3 BIpTyalbHUI KOMYTaTOP.
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Oonaauenns 1 pfSense sukopucroByemo Netgate 6100(puc. 2.2), IKH € OJJHUM 3
HaWOLIBII YHIBEpCATBLHUX IIUIIO31B O€3IEeKH Y CBOEMY KJiaci. BiHijeanbHO MIIXOAUTH
JUTSL IOMY, BiJIJAJICHUX MIPALiBHUKIB 1 CEPEIHIX MiAMPUEMCTB SIKI TOTPEOYIOTh THYYKOT
KOH(irypaiii MOpTiB i1 BHUCOKOIIBHAKICHOTO TIIKIIOYEHHS JO0 TJI00albHOI Ta
JokanbHOI Mepexi. 6100 moegHy€e B 001 MOTYKHICTh YOTUPBOXSAEPHOTO MpoIiecopa
Intel C3558 3 inTerpoBanum QuickAssist i AES-NI, a takox 8 I'b mam'siti a1t mBuaKoi
poboTH KOpHUCTyBaua, 3a0e3Meuyoun MapipyTu3aiio noHan 18 I'6it/c L3 gepes 8
Hesanmexxaux 1 GbE, 2,5 GbE 1 10 GbE. T'myuki moptu WAN/LAN. Jlns
KOPIOPAaTUBHOI Mepekl HaAacTh MNPOAYKTHUBHOCTI, YHIBEPCAaJbHOCTI Ta HH3BKOI
3arajJpHOl BAapTOCTI BOJIOJIHHSA, CUCTEMH 3 MpPOrpaMHHUM 3a0e3neueHHsM pfSense
BI/IMOBIJAIOTh 3pOCTAIOYMM MOTpedaM OpraHizaiiii.

-, hetgate

Sl LT

Pucynox 2.2 — Illmro3 6e3nexku Netgate 6100.

Hwxde HaBeneHo ocodauBocTi Bukopuctanus Netgate 6100:

e Bix Gpanamayepa 10 yHi(pIKOBAaHOTO KEPYBAHHS 3arpO3aMH — OTPUMAHHS
BCiX PyHKIIIi Oe3meku, HeoOX1IH1 JIJIsl 3aXUCTY O13HECY.

e ['myuka koH}irypauis Ta niaTpumka MyabTu-WAN, BUCOKa TOCTYIHICTbD,
VPN, 6anancyBaHHsI HABaHTaXEHHsI, 3BITyBaHHs Ta MOHITOPHHT.

e JlomaBaHHS IOJATKOBUX IAKETIB, Taki sk Snort adbo Suricata ms IDS/IPS i
MOHITOPUHTY Oe3MeKu Mepexi, Squid it onTUMI30BaHOT TIOCTaBKH BMICTY Ta
SquidGuard ms 3axucty Bix cnamy/¢immary Ta diastparii URL-aapec.

e MaxkcuMalibHa KUIBKICTh aKTUBHUX IiakiroueHs: 4 000 000
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e MOXIMBICTH MiKIIOYEHHS Yepe3 3aln(poBaHi BIpTyaibHI IPUBATHI MEPExi
(VPN) mixx opicamMmu, MOOITEHUM MpalliBHUKaM 0€3MEYHO MiAKII0YaTUC abo
MIKITFOYCHHS 10 XMapH.

e BoOynosanuit maiictrep Amazon VPC, 106 nerko BctanoButu VPN-3’€1HaHHS

3 xmaporo Amazon EC2.

KopnopatnBaa Mepexa opraHizailii CKJIaaaeTcs i3 YbOTUPHOX MIAMEPEK SIKi
00’eHaHI MepexeBrM ekpaHoM PfSense ta Mae BUXij yepe3 MapIpyTH3aToOp A0
rio6anbHOi Mepexi [HTepHet. Tomosoris Mepexi oprasizaiiii 300pakeHo Ha pHC.

2.3.

MANAGMENT

-\

SERVER

SW-MGMT
PC-ADMIN

192.168.99.0/24

OFFICE20 \

192.168.100.0/24

N

OFFICE1D

SW-LAN20
SW-LAN4D

e B
\ 10.10.10.0/24 10.20.20.0/24
Pucynok 2.3 — Tomnoorisa Mepexi.

B migmepesxxi MANAGEMENT nassuuii onqun [TIK PC-ADMIN OC Debian 11
Bullsey (puc. 2.4), ne 3aiiicHIO€TECS HanarokeHs Opanamayepa pfSense.
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/ MANAGMENT \

SW-MGMT
PC-ADMIN

\ 192.168.99.0/24/

Pucynok 2.4 — 3aranpauit Burisg nigMmepe:xxi MANAGMENT.

B migmepexi OFFICE20 mictututs omgun ITK PC-201 3 OC Windows 7 Professional
(puc. 2.5).

| oFFicE20 \

[ Pc-201

\ 10.20.20.0/24 /

Pucynok 2.5 — 3aranpaunit Burisg migmepexi OFFICE20.

B migmepexxi OFFICE10 HasBHi aa ITK PC-101 ta PC-102 3 OC Debian 11 Bullsey
(puc. 2.6).

(e gl

| SW-LAN1O

e B

e\

PC-101 [ pc-02 |

K 10.10.10.0/24 /
Pucynok 2.6 — 3aransuuit Burnsg miamepexi OFFICEL0.
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B nigmepexi DMZ waseauii onun cepep 3 OC Ubuntu20.04(puc. 2.7).

-

-

e

SERVER

DMZ \

SW-DMZ

192.168.100.0/24 /

Pucynok 2.7 — 3aranpHuit BUrisg miamepexi DMZ.

Pospaxynok IP agpec ms migmepex HaBeneHuid y Tabmuisx 2.1-2.5.

Tabmums 2.1 — Anpecartis migmepexxi MANAGMENT

[Ipu3HaueHHs IP-anpeca
Anpeca Mmepexi 192.168.99.0
Macka mepexi 255.255.255.0/24
[HBepTOBaHa Macka 0.0.0.255
MinimanpHa ajgpeca 192.168.99.1

MakcumanbHa agpeca

192.168.99.254

[IInpokomoOBHa agpeca

192.168.99.255

Jliarma3oH BUIBHHUX aJipec

3

Tabnung 2.2 — Anpecaris niamepexi DMZ

[Ipu3HaueHHs IP-anpeca
Anpeca mepexi 192.168.100.0
Macka mepexi 255.255.255.0/24
[aBepTOBaHa Macka 0.0.0.255

MinimanbpHa ajgpeca

192.168.100.1

MakcumanbHa agpeca

192.168. 100.254

[ITupokoMoOBHa anpeca

192.168.100.255

Jliara3oH BUTBHHX aJIpec 3
Fra MR KIK.KP.5 — 125 — 10 - 13 e
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Tabmus 2.3 — Aapecarisa mamepexi OFFICELQ

[IpuzHaueHHs IP-anpeca
Anpeca mepexi 10.10.10.0
Macka mepexi 255.255.255.0/24
[aBepTOBaHa Macka 0.0.0.255
MinimanbHa agpeca 10.10.10.1
MakcumaiibHa ajapeca 10.10.10.254
[IIupoxomMoBHa aapeca 10.10.10.255
Jliara3oH BUTbHHX aJIpec 3

Tabmus 2.4 — Anpecaris miamepexi OFFICE20

[Ipn3HayeHHA [P-anpeca
Anpeca Mepexi 10.20.20.0
Macka mepexi 255.255.255.0/24
[aBepTOBaHa Macka 0.0.0.255
MinimapHa ajgpeca 10.20.20.1
MakcumanbHa ajipeca 10.20.20.254
[IInpokomMoBHa aapeca 10.20.20.255
Jliarma3oH BUTbHUX aJIpec 4

2.2 CtBopeHHs BipTyasibHHX KoMmyTaTopiB Hyper-V

BipryansHuii MepexxeBuid ajmantep (TakoXX BIJOMHH K  BIpTyaJIbHUM
MEpEeKEeBUN aJanTep) MOKHA PO3TIANATH SK BIpTyali30BaHy BEpCito (HI3UIHOTO
MEpEeXXEeBOro ajamnrtepa. BiH BHUKOPUCTOBYEThCS B cepemoBumax Hyper-V s
3’e¢IHaHHS (PI3UYHOTO CEpBEPA 3 IHIIMMHU CEPBEPAMHM, BIPTyaAIbHUMHU MalIMHAMH 200
OyIb-SIKUMH 1HIIUMH MEPEXEBUMH MPUCTPOSAMH uepe3 JokanbHe 3’emHanHs. VNIC
JI03BOJISIE 1 Kepye BCIMa MEpEeKeBUMU 3B’si3kamu. KoxkHa BIpTyalibHa MallMHa Mae

onuH abo kiibka VNIC, sk1 3a0e3meuyoTh MiAKII0UEHHS 10 OAHIeT miamepexi. OqHak
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MOXHa npu3HauuTu nonatkoBi [P-agpecu nmpomy NIC, mo6 oTrpumaTu JocTyn 10

KUTBKOX TMEpEexK.

MEpexi:

€ Tpu BipTyasibHI KOMYTaTOPH, SIK1 3a0€3MeUyI0Th Pi3HI PiBHI HIAKIIOUEHHS 0

1. 3oBHIIIHIN BIpTyalbHHI KOMYTAaTOpP MOXE MIAKIIOYATUCS 10 (H13HYHOTO

MEPEKEBOTO ajganTepa, 1o J03BOJISE BIPTyaJlbHUM MallliHAM OTPUMAaTH
noctyn 110 (i3uyHOi Mepeki. 30BHIINIHIA BIPTYaJbHUM KOMYTATOP
3a0e3neyye 3B’SI30K MDK BIpTyaJIbHUMH MallMHAMH Ha OJHOMY
GI3UYHOMY  KOMIT'IOTEpi, BIPTyaIbHUMH MalllMHAMU Ta (PI3UYHOIO
MaIIMHOI0, a TaKOX JO03BOJISI€ BIPTyaJbHHUM MAallMHAM OTPUMYBATH
JOCTYIL 10 (PI3UYHOT MEPEXKI.

BHyTpimHiil  BipTyaJibHM KOMYyTaTtop 3a0e3mnedye 3B’SI30K  MIX
BIpTyaJbHUMH MallliHAMU, IO MPAIOI0Th HAa 0AHOMY cepBepi Hyper-V,
a TaKOX MK UMMH BipTyadsHuMHU MamnHaMmu Ta OC kepyBaHHs. OgHak
el TUIT KOMYTaTOPiB HE HAAA€ TOCTYIY 10 (HI3UYHOI MEepexi.
[IpuBaTHUiI BIpTyaJIbHH KOMYTaTOp 3a0e3nedye MiAKIIOYEHHS JIMILIE
MDK BIpTyaJdbHUMHU MalllMHAMH, SIKI MPAIIOIOTh Ha oHOMY XocTi Hyper-
V. Le#t Tun Mepexi 3a0e3nevye 130Jb0BAHUN PEKUM MIIKIIOUCHHS J10

MEpexi.

IIle onquH MOMEHT, PO SKUN BapTo 3ragaTv, — Iie TeryBaHHs VLAN, ske €

MeroaoM npusHaueHHs neBHoro Tera (VLAN ID) kokHOMYy makery, IO Ipalio€e B

mepexi. TeryBanust VLAN crporirye nporiiec BU3HA4€HHS TOTO, SIKHM 1HPOpMaIlifHHHA

naketr HajaexuTh 10 neBHoi VLAN. B pe3ynbrari 11eif METON JA03BOJIIE 130JI0BATH

MepexeBul Tpadik 1 rapantye 0e3nepediiiHe BAKOHAHHS MEPEKEBOT0 3B’ A3KY.

Jis toro moO CTBOPUTHU BIPTyaJIbHUH KOMYTaTop MOTPIOHO YBIMKHYTH B

Windows ¢yskmii Briaaky Hyper-V Ta mnepe3aBaHTaXHTH KOMIT'IOTEp, Jali

nepexoauM B kepyBanHs Hyper-V na Bxiaaky Virtual Switch Manager.
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Pucynoxk 2.8 — CTBOpeHHsI BHYTPIIITHBOTO BIpTYalibHOTO KoMyTaTopa SW-

Pucynok 2.9 — CTBOpeHHs BHYTPIIIHBOTO BIpTyajabHOr0o Komytaropa SW-

% _Virtual Switches
=& New virtual network switch
| o Default Switch

¥ of. SW-LAN1O
Internal only
# _Global Network Settings

= Virtual Switch Properties

[Name:

[sw-an10

Notes:

OFFICE10

4 MAC Address Range

Connection type
What do you want to connect this virtual switch to?
() External network:

Intel(R) Ethernet Connection (2) 1215-V

@ Internal netwark
(O Private network

WLAN ID
Enable virtual LAN identification for management operating system
The VLAN identifier specifies the virtual LAN that the management operating

system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

s ooy

LAN10 mns migmepexxi OFFICE 10.

Remove

£ Virtual Switches

=% New virtual network switch
# o Default Switch

) o SW-LANIO

[ 2% SW-LAN2O
Internal only
A Global Network Settings

' mac address Range

=t Virtual Switch Properties

Name:

SW-LAN20

Notes:

OFFICE20

Connection type
What do you want to connect this virtual switch to?
() External network:

Intel(R) Ethernet Connection (2) 1215V

(® Internal netwark
() Private network

VLAN ID
Enable virtual LAN identification for management operating system

The VLAN identifier specifies the virtual LAN that the management operating

system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

[ =]

Remove

e sosh

LAN20 mns migmepexi OFFICE 20.
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& Virtual Switches

L. Virtual Switch Properties

& New virtual network switch

B ot

Name:

[sw-marr
¥ T SWALANIO

Internal only Bt

H ofa SW-LAN2D MAMAGMENT
B o SW-T
Internal only
% Global Network Settings Connection type

What do you want to connect this virtual switch to?
(O External network:

Intel(R) Ethernet Connection (2) 1215-V

(®) Internal netwark
() Private network

VLAN ID
Enable virtual LAN identification for management operating system

The VLAN identifier specifies the virtual LAN that the management operating
system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

Remove

e =

Pucynok 2.10 — CTBopeHHS BHYTPIIIHBOTO BIpTyaabHOTO KoMyTaTtopa SW-

MGMT ms migmepexxi MANAGMENT.

gm
=a

& Virtual Switches
=T New virtual network switch

wha Virtual Switch Properties

® % Default Switch Name:
! [swomz
Notes:
DMz
B B SW-DMZ Connection type

Internal only

What do you want to connect this virtual switch to?
% Global Network Settings

(O External network:

Intel(R) Ethernet Connection (2) 1219

(®) Internal network.
(O Private network

VLAN ID
Enable virtual LAN identification for management operating system
The YLAN identifier specifies the virtual LAN that the management operating

system wil use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

Remove

comce =

Pucynox 2.11 — CTBOpeHHS BHYTPIIIHBOTO BipTyaIbHOTO KOMyTaTtopa SW-

DMZ nnst migmepexi DMZ.
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" -

Networking  Sharing W status c

Co—— = Ty

d n

1 I
General

Th  Youcan get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator il
for the appropriate IF settings.

FlF

(C) Obtsin an IP address automatically

i
E (®) Use the following IP address:
f
B Subnet mask: 255,255,255, O
4
Default gateway: 192 . 168 . 99 . 1
[ Obtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server:

I

Alternate DNS server:

[Jvalidate settings upon exit bt

Ok Cancel

Pucynok 2.12 — Hanaromkenns IP-agpecu Ha MepexeBoMy aganrepy

Mepexi BipTyaiabHOro kKomytatopa SW-MGMT.

w

Networking ~ Sharing
grnet Connec
Co———

d
General
Th  Youcan get IP settings assigned automatically if your network supparts

this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

L

() Obtain an IP address automatically
(®) Use the following IP address:

FlEL—

[ 1P address: 192 . 168 . 100 . 253
8 Subnet mask: 255.255.255. 0
<

Default gateway: 192 .168 . 100 . 1
L Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server:

|

Alternate DNS server:

[ validate settings upon exit Advanced...

oK Cancel

Pucynok 2.13 — Hanaromkenns IP-agpecu Ha MmepexeBoMy aganrtepy

Mepexi BipTyaiabHoro komyrtaropa SW-DMZ.
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Networking  Sharing

grnet Connect
Co———

d
General
Th  You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(C) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 0 .10 .10 . 2
Subnet mask: 255 .255.255. 0
Default gateway: 0,10 .10 . 1

[ Obtain DNS server address automa

i
5

(®) Use the following DNS server addresses:

Preferred DNS server: l:l

Alternate DNS server: l:l

[Jvalidate settings upon exit Advanced. ..
oK Cancel

Pucynok 2.14 — Hanaromxkenns IP-agpecu Ha MepexeBoMy agantepy

Mepexi BipTyansHoro komyTtatopa SW-LAN10.

Networking  Shaing

automatically if your network sup
eed to ask your network administrator

(O Obtain an IP address automatically
(@ Use the following IP address:

Subnet mask: 255.255.255. 0

Default gateway: 0.20.20 .1

[ validate settings upon exit

oK Cancel

Pucynok 2.15 — Hanaromkenns IP-agpecu Ha MepexeBoMy afganrtepy

Mepexi BipTyamsHoro komyTtatopa SW-LANZ20.

2.2.1 HanaromkeHHs MEpEKEBUX aIalTepiB KIHIIEBUX TIPUCTPOIB

3a T0NOMOI010 CTBOPEHUX Ha MOMEPEIHFOMY KpOIIl BIpTyallHI KOMYTaTOpU
noxamo NIC mo BM Tta mepexesoro ekpany pfSense B rimepsizopi VMware
Workstation 16 Pro.B pemakropi BipTyanbHoi Mepexi(puc. 2.16) MOXIHUBICTh
BUKOPHCTOBYBATH JJIS MEPETIISATY Ta 3MiHU HaJIAIITYyBaHb MEPEX KJIIOUiB, J0/IaBaHHS
Ta BUJIAJICHHS BIPTyaJIbHUX MEPEXK Ta CTBOPEHHS CHEIiaTbHIX KOHDITyparriit
BIpTyaJbHOI MepexkKi. 3MIHH, SIK1 BHOCSITLCS Y PEAAKTOP1 BIPTyaIbHOT MEpexi,

BIUIMBAIOTH Ha BC1 BIPTYaJIbHI MaIIMHU, 10 MPaIOTh Ha XocTH. Ha xocti 3 OC
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Windows Oy nb-sikuii KOpUCTYBad MOXKE TIEPETIISIIaTH HATAIITYBaHHS MEPEXKi, ajie
JIUIIe KOPUCTYBaul aMiHICTpaTOpa MOXKYTh iX 3MiHUTH. Ha xocTi Linux moTpioHO

BBECTU KOPEHEBUI MapoJIb JIJIsl TOCTYIY IO PEAAKTOpa BIpTyalIbHOT MEpPEKi.

& Virtual Network Editor x

MName Type External Connection Host Connection ~ DHCP Subnet Address
WVMnetd Bridged Intel(R) Ethernet Connectio. ..

WMnet1 Bridged Hyper-¥ Virtual Ethernet Ad...

VMnet2 Bridged Hyper-¥ Virtual Ethernet Ad. ..

YMnet3 Bridged Hyper-¥ Virtual Ethernet Ad...

VMnetd Bridged Hyper-¥ Virtual Ethernet Ad.., -

Add Netwaork. .. Remove Netwark Rename Metwork. ..
VMnet Information
(®) Bridged (connect VMg directly to the external network)

Bridged to: | Hyper-V Virtual Ethernet Adapter #2 bt

(DI NAT (shared host's IP address with ¥Ms)

(") Host-only {connect ¥Ms internally in a private netwark)

Connect & host virtual adapter to this network

Use local DHCP service to distribute IP address to VMs DHCP Settings
Restore Defaults Import... Export... Cancel Apply Help

Pucynoxk 2.16 — JlogaBanHs 10 BIpTyajabHOI MEPEkKI MEpEXKEB1 aANTepu

komyTtaropiB B Virtual Network Editor.

[] pc-MGMT

Virtual Machine Settings X
Hardware  Options
Device Summary Device status
C cted
EMemory 932M8 comeets
+*Eprocessors 1 Connect at power on
(E=AHard Disk (SCST) 25G8
& covo (0E) Using fie C:\Usersiyoot\Dow... | | Network cornecton
i Network Adapter Bridged (Automatic) (O Bridged: Connected directly to the physical network
[£JusB Controlier Present Repiicate physical network connection state
1 Sound Card Auto detect
=1 Printer Present (O NAT: Used to share the host's IP address
Coisplay Auto detect (O Host-only: A private network shared with the host
(®) Custom: Spedific virtual network
¥Mnet1 w
() LAN segment:
LAN Segments. Advanced
Add... Remove
Cancel telp

Pucynok 2.17 — JlomaBaHHsI MepeXEBOTo ajnrepa BipTyaiabHOi Mepexi Ha [TK PC-

MGMT.
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Virtual Machine Settings

Hardware  Options

Device

E=Memory

{ FProcessors

=\ Hard Disk (SCSI)
(%) Co/OVD (IDE)
S Network Adapter
[=]use contraller
c]t Sound Card

[ Printer
[Cpisplay

summary
932 MB

1

25GB

Using file C:\Jsersiroot\Dow. ..

Bridged (Automatic)
Present

Auto detect
Present

Auto detect

Device status
Connected

Connect at power on

MNetwork connection

(O Bridged: Connected directly to the physical network
Replicate physical network connection state

() MAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
(®) Custom: Specific virtual network

*

MMnets

O LAN segment:

LAM Segments...

Advanced. ..

Pucynok 2.18 — JlomaBanHs MepexkeBoro aanrepa BipTyanbHoi Mmepexi Ha [IK PC-

[C] pc-102

101.

Hardware  Options

Device

E=IMemory
{"FProcessars

=4 Hard Disk (5CSI)
(") €D/DVD (IDE)
S Netwark Adapter
D USE Controller
c]t Sound Card

@ Printer

[Clpisplay

Summary
932MB

1

25GB

Using file C:\Usersroot\Dow. ..

Bridged (Automatic)
Present

Auto detect
Present

Auto detect

Device status
Connected

Connect at power on

Metwork connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state

(_JNAT: Used to share the host's IP address
(") Host-only: & private network shared with the host
(®) Custom: Spedific virtual network

VMnet+
O LAM segment:

LAM Segments...

Advanced...

Pucynox 2.19 — JlonaBanHs MepexeBoro aantepa BipTyanbHOi Mepexi Ha [1IK PC-

102.
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[C] Pc-201

Hardware  Options

Device

EMemary

1 FProcessors
[—\Hard Disk (5CST)
(=) CD/DVD (SATA)
[ElFioppy

55 Network Adapter
D LISB Controller
£} Sound Card

Eé',: Printer

[pisplay

Summary
392 MB

1

a0 GB

Using file D:\WirtualBoxOval...

Using file autoinst. fip
Bridged (Automatic)
Present

Auto detect

Present

Auto detect

Device status
Connected
Connect at power on

Metwork connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state

(_JNAT: Used to share the host's IP address
() Host-only: A private network shared with the host
(®) Custom: Specific virtual network

VMnet3
(CJLAN segment:

LAM Segments...

Advanced...

Pucynok 2.20 — JlomaBanHs MepexkeBoro aanrepa BipTyanbHoi Mmepexi Ha [IK PC-

201.

Hardware  QOptions

Device

E=IMemory

" EProcessors

=4 Hard Disk (5CST)
(%) CD/DVD (SATA)
59 Network Adapter
[]usB Controller
cli Sound Card

IE] Printer
[Ipisplay

Surmrmary
1.9GB

1

32GB

Using file C:\Usersroot'\Dow. ..

Custom {YMnetd)
Present

Auto detect
Present

Auto detect

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address
(O Host-orly: A private network shared with the host
(®) Custom: Spedific virtual network
VMnet2
O LAM segment:

LAM Segments. ..

Advanced...

Pucynok 2.21 — JlogaBaHHsI MEPEXKEBOTO aJIIITepa BIpTyaJbHOI MEPEXkKI Ha CepBepi.
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l_'|:| pfSense

Hardware Options
. Device status
Dewvice Summary
E=IMemory 168 Connected
El .ZPrucessors 1 Connect at power on
\Hard Disk (5C51) 20 GB .
(=) CO/DVD (IDE) Using file D:\pfsense2.6fwlp. . Metwark connection
S Metwork Adapter Custom (VMnetd) () Bridged: Connected directly to the physical network
FL Netwark Adapter 2 Custom (YMnet1) Replicate physical network connection state
5o Network Adapter 6 Custom (VMnet2)
55 Network Adapter 3 Custom (YMnet3) (CJMAT: Used to share the host's IP address
etwork Adapter ustom (VMne ost-only: A private network shared wi e hos
SO Network Adapter 4 Custom (VMnet4) () Host-orly: A private network shared with the host
=/ UsB Controller Present (®) Custom: Spedfic virtual network
c]1 Sound Card Auto detect
[_Ipisplay Auto detect VMnet4 >
O LAM segment:
LAM Segments... | | Adwanced...

Pucynok 2.22 — JlogaBaHHS MEPEXEBUX AANTEPIB BIPTyalTbHUX MEPEXK HA

Opanmmayepi pfSense.

2.3 bazoBe HayaropkeHHs OpanaMayepa pfSense

[Ticnst mpoliecy BCTaHOBJICHHS 13 30BHIIIHBOTO HOCIS HA dKOPCTKHM JTUCK
Opanamayepa pfSense Oyso ycHilIHO BCTAaHOBJICHO Ta Mepe3aBaHTakeHo. Oapasy
3yCTpiya€e YaCTKOBE MEHIO HAJIAIITYBAaHHS MEPEKEBOT0 eKkpany. B nanuii
koH(pirypamii migasuiocs a8a mepexeni iHTepderica WAN ta LAN(puc.2).
InTepdeiic WAN otpumas IP-agpecy Iutepuer npoBaiinepa, ajxe JaHHUN
MepexeBuit inTepdeiic HagamToBanuii dhcp-kmientom. Ha intepdeiici LAN Takox
Ha3zHaueHI IP-agpeca, ane ii NOTp1OHO 3MIHUTH Ta MPU3HAYUTH IHIIY came LeH
1HTEepdeiic Oyae 3M1MCHIOBATH KEPYBaHHS MEPEXKEBUM €KPAHOM, TOMY MOTPIOHO Ha

HBOMY HaJaITyBaTH BeO-KOH(DIrypariito Bchoro opanamayepa(puc 2.24-26).
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Starting syslog...done.

Starting CRON... done.

pfSense 2.6.B8-RELEASE amd64 Mon Jan 31 19:57:53 UTC 2822
Bootup complete

FreeBSD-/amd64 (pfSense.home.arpal) (ttyuvB)
UMware Virtual Machine - Netgate Device ID: f4b96382e343881a679c
=x% HelcoMe to pfSense 2.6.B-RELEASE (amdB4) on pfSense ===

HAN (Han) -> emMB -> wd4/0HCP4: 192.168.8.187-24
LAN (lan) -> eml -> vd4: 192.166.1.1/24

B) Logout (S5H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
B) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: J§

Pucynok 2.23 — KoHcoisibHe MeHI0 Opanamayepa pfSense s HamamryBaHHS.

Enter an option: 2
Available interfaces:

1 - HAN (emB - dhcp, dhcpb)
2 — LAH (enl - static)

Pucynok 2.24 — JlocTynHi iHTepdeiicH sl HalalTyBaHHS.

Enter the new LAN IPv4 address. Press <{ENTER> for none:
> 192.168.99.1

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
» 24

For a HWAN, enter the new LAN IPuvd4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuv6 address. Press <{ENTER> for none:
>

Pucynok 2.25 — HanamryBanns ip-aapecu mis intepgerica LAN.
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Do you want to enable the DHCP server on LANY (ysm) y

Enter the start address of the IPv4 client address range: 192.168.99.58
Enter the end address of the [Puvd4 client address range: 192.168.99.78
Disabling IPwG DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (ysm) py

Pleaze wait while the changes are sawved to LAN. ..
Reloading filter...

Reloading routing configuration...

DHCFD. ..

Restarting webConfigurator...

The IPv4 LAM address has been set to 192.168.99.1-24
You can now access the webConfigqurator by opening the following URL in your web

brouwser:
http:~-~192.168.99_1~

Press <ENTER> to cuntinue.l

Pucynok 2.26 — HanamryBanas DHCP-cepsepa anst mepexi LAN ta otpumanus
URL-aapecy.

Hai 3axonum B [IK PC-MGMT Ta nomansIii HamamTyBaHHS MEPEKEBOTO
ekpany pfSense Oyme 3ailicHIOBTHCS 3a JOMOI0I0 BeO-Opay3epa 3a URL-agpecoro
http://192.168.99.1/.

[TIK PC-MGMT orpumaB aunamiuny |P-aapecy Ha inTepdetic(puc. 2.27

) Bix MepekeBoro exkpany pfSense Ha sikomy HamamToBaHU Ha iHTEpGEHCi

LAN DHCP-cepsep

userl9l9@admin:~% /sbin/ifconfig

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.99.50 netmask 255.255.255.0 broadcast 192.168.99.255
ineté feB0::20c:29ff:feb7:5c45 prefixlen 64 scopeid 0x20<link=>
ether 00:0¢:29:b7:5c:45 txqueuelen 1000 (Ethernet)

RX packets 763 bytes 61264 (59.8 KiB)

RX errors @ dropped @ overruns @ frame 0

TX packets 408 bytes 49783 (48.6 KiB)

TX errors @ dropped 0@ overruns @ carrier 0 collisions @

Pucynok 2.27 — Buxonanus komauau ifconfig na PC-MGMT.
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http://192.168.99.1/

userl9l9@admin:~$% ping 192.168.99.1
PING 192.168.99.1 (192.168.99.1) 56(84) bytes of data.
64 bytes from 192.168.99.1: icmp seqg=1 ttl=64 time=0.318 ms

9

64 bytes from 192.168.99.1: icmp seq=2 ttl=64 time=1.02 ms

64 bytes from 192.168.99.1:

AC

---192.168.99.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2031ms
rtt min/avg/max/mdev = 0.318/0.710/1.024/0.293 ms
userl919@admin:~$ ping 192.168.99.2

icmp_seq=3 ttl=64 time=0.788 ms

PING 192.168.99.2 (192.168.99.2) 56(84) bytes of data.

64 bytes from 192.168.99.2: icmp_seg=1 ttl=128 time=0.313 ms
64 bytes from 192.168.99.2: icmp seq=2 ttl=128 time=0.691 ms
64 bytes from 192.168.99.2: icmp_seq=3 ttl=128 time=0.484 ms
~C

--- 192.168.99.2 ping statistics --

3 packets transmitted, 3 received, s packet loss, time 2007ms
rtt min/avg/max/mdev = 0.313/0.496/0.691/0.154 ms
user1919@admin:~$ [

Pucynox 2.28 — TIlepesipka 3B’s13ky 3 PC-MGMT wmix 6panamayepom Ta
BipTyaiapHUM KomyTatopoM SW-MGMT.

@ pfSense - Login — Mozilla Firefox A _ O X
i pfSense - Login x 4+
&« ] O & o+ 192.168.99.1 g =

msense Login to pfSense

SIGN IN

admin

Pucynok 2.29 — BaeneHHs 001KOBUX JaHUX y MpEACTaBIeHOMY BeO-iHTepdeiici
pfSense.
Komnu xopuctyBau Briepiie BXOAUTh A0 rpadiyHoro iHTepdercy nporpaMHoro
3abe3neyeHHs pfSense, OpanaMayep aBTOMaTUYHO IIPECTaBIIsIE MalCTED

HayamrtyBaHHs. [lepiia cTopiHka MalcTpa MOKa3aHa Ha MOYaTKOBOMY eKpaHi (puc.

2.30).
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@ pfSense.home.arpa - Wizard: pfSense Setup: — Mozilla Firefox A _ox
T pfsensehome.arpa - Wir x | +
& o O A 192.168.99.1 1 x tup_wizard.xn 8 =
WARNING: The ‘admin account password is set 1o the default value. Change the password in
Wizard / pfSense Setup / (2]

pfSense Setup

Welcome to pfSense® software!

This wizard will provide guida ough the initial configuration of pfSense

y clicking the logo image at the top of the screen

pfSense® software is developed and maintained by Netgate®

Metgate.

Pucynok 2.30 — Maiictep HanamrTyBaHb.

Ha nactynHomy 300pakeHH1 puc. 2.31 MOKHa HaJIalITYyBaTH Ha3BY

OpaHaMayepa, TOMEH, y SIKOMY BiH 3HaxoauThes, 1 DNS-cepBepu 115 Opanamayepa.

Wizard / pfSense Setup / General Information (2]

General Information

Hostname

Domain

Primary DNS Server

Secondary DNS Server

Override DNS

On this screen the general pfSense parameters will be set

pfSense
EXAMPLE: myserver

shield.company.arpa
EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query oot DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

1101

1.0.01

Allow DNS servers to be overridden by DHCP/PPP on WAN

[§ !Veb Browser
8 crowse the web

Pucynok 2.31 — HamamryBanns 3aranpHux napametpis pfSense.
Ha 300paxenHi puc. 2.32 € mapameTpu, OB’ s13aHi 3 4aCOM.

Wizard / pfSense Setup/ Time Server Information (]

Time Server Information

Please enter the time, date and time zone.

Time server hostname 2.pfsense.pool.ntp.org

Enter the hosiname (FQDN) of the time server.

Timezone Europe/Kiev e

Pucynok 2.32 — HamamryBanHs yacoBoro nosicy pfSense.

Ha 300paxenHi puc. 2.33 MoxHa HanamtyBatu iHTepderic WAN

OpanaMmayepa. Lle 30BHIIIHS Mepexa, 3BepHEeHa J0 MpoBaiiaepa abo MapIIpyTu3aropa
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Bropy, TOMy MaiicTep IMPONOHY€E BapiaHTH KOH(Iryparii AJis MATPUMKH KITbKOX

MOIIMPEHUX THUMIB 3’€fHaHHS [SP.

Wizard / pfSense Setup/ Configure WAN Interface (2]

Step 4 0f 9

Configure WAN Interface

On this screen the Wide Area Network information will be configured

SelectedType DHCP ~
General configuration
MAC Address
This fi an be used to modify ("spoof”) AC address of the WAN interface (may be required with some cable connections). Enter a MAC address
in the following format: o xx: e ave blank.
MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be
assumed
MSS

ove minus 40 (TCP/IP header size) will be in effect. If
pes will be assumed. This should match the above

f a value is entered in this field, then MSS clamping for TCP connections to the value entered
this field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other connectiol
MTU value in most all cases

Pucynok 2.33 — HanamryBanus intepdeiica WAN.

[Tone MAC-anpec nokazane Ha puc. 2.33 B 3araibHiil koH}irypamis WAN,
3mintoe MAC-anpecy, ska BUKOPUCTOBY€EThCs B MepexkeBomy iHTepderici WAN. Le
TaKO0X B1OMO sIK «miapooka» MAC-aapecu. [Ipodiiemu, siki BUPIIITYIOTHCS IUISIXOM
nigpooku MAC-anpecH, sk IpaBUI0, TAMYACOBI 1 iX Jierko BUpimuTy. Halkparuit
crnoci6 miit — 30epertu opuriHabHy anapatHy MAC-aapecy, BIarO9ucCh 10
niapoOKH JuIIe B pasl KpaitHbo1 HeoOxiaHocTi. 3MiHa MAC-aapecu Moxe OyTu
KOPHUCHOIO TIiJ] 4ac 3aMiHU ICHYIOYOT0 MEpexXeBOro obnaaHanus. Jleski mpopaiiaepu
[HTEpHETY, B TIEpIITy Yepry MOoCTadabHUKHN KaOCIbHUX MOCITYT, HE MPAIfOBaTUMYTh
HaAJICKHUM YUHOM, SKIo Oyzae BusiieHo HOBY MAC-anpecy. [lesiki iHTepHET-
MPOBaiiiepy BUMAraroTh BIAKIIOYEHHS MOJIEMY, 1HIIII BUMAaraloTh PEECTpallii HOBOi
aapecu o tenedony. Kpim Toro, sikiio 1ie WAN-3'e1HaHHS 3HaXOAUTHCSA B CETMEHTI
MepexXi 3 IHIITMMU CUCTEMaMHU, SIKi 3HaXo s Th Horo yepe3 ARP, smina MAC Ha
BIIMOBIHICTD 1 cTape 00JaiHaHHS TaKOK MOKE JOMTOMOTTH TMOJIETIIUTH TIepexis,

3aMICTb TOTO, 11100 ounmaty kemi ARP a6o oHoBiroBatu cratnyHi 3anmucu ARP.
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Wizard / pfSense Setup / Configure LAN Interface e

Step 50f 9

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LAN IP Address [192.168.99.1

Type dhep if this interface uses DHCP to obtain its IP address

Subnet Mask 24 v

Pucynok 2.34 — HanamtyBanns ctatuunoi IP-agpecu mis LAN.

JIBa ocTaHHI mapaMeTpu, okazaHi Ha puc. 2.35 BOy0BaH1 mapaMeTpu BX1THOT
¢1apTpallii, € KOpUCHUMU ISl 3a11001raHHs MOTPAILIIHHIO HE1MCHOro Tpagiky B
MEpPEXY, 3aXUIIEHY UM OpaHAMayepoM, TAKOXK BIIOMY K «DutbTpanis BXOay».
[Tapametp biiokyBatu npuBatHi Mepexi B iHTepdeiici WAN aBTOMaTHYHO BBOJUTD
npaBuiio 6siokyBaHHs s miaMepexk RFC 1918. Skiio B riobanbHiit Mepexi He
BUKOPHUCTOBYETHCS MpuBaTHUI [P-ipocTop, yBIMKHITH 11eil mapametp. Lle cTrocyeThes
nuine Tpadiky, iHinioBaHoro Ha ctopoHi WAN. JIokayibHI KJIIEHTH BCE 1€ MOXKYTh
3BEpTATUCS 10 XOCTIB y MPUBATHUX MEpExXax 3cepeuHu Opanamayepa. Lg onmis
JIOCTYIIHA JUTs OyAb-sIKOTO 1HTEepdeicy, ane 3a3Buyail BAKOPUCTOBYETHCS JIUIIIE B
iHTepdeiicax Tumy WAN. [ToniOHe npaBuiio MOKHA CTBOPUTH BPYUHY IS
0JIOKyBaHHS NMPUBATHUX MEPEX Ha iHTEepdencax, CTBOPUBIIHU MICEBIOHIM, 110 MICTUTD
nigmepexi RFC 1918, 1 nogaBmm npapuiio 6panamayepa Bropy npaBui iHTepdency,
100 610KyBaTH Tpadik 13 JHKEpesioM, 0 BIAMOBIIAE IIbOMY TIceBAOHIMY. (/{uB.
[TpuBatni [P-agpecu muist orpumanHs 10/1aTKOBOI iH(opmMartii mpo npuBatHi [P-
azpecH.)

Mepexi Bogon — 1ie Ti, sIK1 HIKOJIM HE cJiji 0auuTH B [HTEpHETI, BKIIIOYAIOUU
3ape3epBOBaHMi 1 Henpu3HaueHuii mpoctip [P-agpec. HasBHicTs Tpadiky 3 ux
MepeX MOXe CBITUUTH ab0 Tpo migpodsienuit Tpadik, abo Npo HEBUKOPUCTAHY
niaMepexy, sika OyJa 3aXoIuieHa JJisd 3TI0BMUCHOTO BUKopucTaHHs. Crnicku Bogon
npu3HayeHi A pinbTpauii HeaiicHoro Tpadiky 3 [nTepHery (Hanpukiam, y

rI00aTbHUX MEperXkKax), 10 HAIXOAUTh 10 OpaHaMayepa, Y BUMAAKax, KOJIU JKEpesio
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HEMOXKJIUBO B1A(Q1ITPYBATH 200 MEPEBIPUTH 1HIIUM YHNHOM, HAIPUKIAT JIJIs
Jep:kaBHUX cyk0. SKiio mpaBuia iHTepdeicy J03BOJISIIOTH JIMIIE 3 TIEBHUX
BiITAJICHUX JpKeped1, OJIOKyBaHHS bogon He fae xoaHoi mepeBaru. [Iporpamae
3abe3neuyeHHs pfSense Hajae aBa CIUCKU OOTOHIB, SIKI OHOBJIIOIOTHCS 32 TOTPEOH,
onuH 175 Mmepex 0oroH IPv4 1 onun ansa mepex 6oron [Pv6. briokyBanHs Mmepex
bogon He MiAXOIUTh JJIsl BAKOPUCTAHHS Ha JOKAJIbHUX/TIPUBATHUX 1HTEpdeiicax,
TaKHX fK JIOKaJibHa Mepexa. biokyBaHHs Mepek bogon Ha JokanbHUX 1HTEepdercax
MO3Ke OyTH IIKIATUBUM, OCKUIbKH OJI0KY€e Tpadik, HeOOX1THUIA I HaJIeKHOT poOOTH
JIOKaJIbHOT Mepexki, ocoomBo aiis [Pv6. Skio mokanbHi iHTEpdelicn MaloTh
BIJIMTOBIJIHI MTpaBUJIa, K1 JO3BOJISIIOTH JIMIIE 3 IEBHUX JIOKATBHUX JKEPE,

0JI0KyBaHHS bogon He MOTP1OHO.

RFC1918 Networks

Block RFC1918 Private Block private networks from entering via WAN
Networks onti

When set, this option blocks traffic from IP addresses that are res
/8). This option should generally be left turned on, un

Block bogon networks

Block bogon networks Block non-Internet routed networks from entering via WAN

When set, this option blocks traffic from IP addresses that are res
should never appear in the Internet routing table, and

(but not RFC 1918) or nof
ould not appear as the source add

s are prefixes that

Pucynok 2.35 — BOyznoBani napameTpu BXiaHOT GinbTpartii.

Jam Ha 300paxkeHH1 puc. 2.36 Bi10yBaeThCs 3MiHA NAPOJIb aJAMIHICTpATOpa
115 Tpadiunoro iHTepdeiicy. Haitkpaiiie BAKOPUCTOBYBATU HAAIMHUM 1 Oe3MeUHUI
MapoJib, aJie JKOAH1 0OMEKEHHS HE 3aCTOCOBYIOTHCSI aBTOMAaTUYHO. BBe1IeHHS mapoib
y nosie «Ilaponk agmiHiCTpaTopay Ta MoJjie MiATBEPIKCHHS, 1100 MepEeKOHATHUCS, IO
BBEJICHO MIPaBUJIHHO.SAKIIO TOCTYM 10 aIMiIHICTpYyBaHHS OpaHaMayepa yepes
rpadiuamii iHTepdeiic abo SSH BinkpuBaeThes B [HTEpHETI HABMUCHO 200
BUIIAJIKOBO, OpaHaMayep MOXxe OyTH JIeTKO CKOMIIPOMETOBAHUH, SIKIIO BiH BCE I11E

BUKOPHCTOBYE IMapoJib 3a 3aMoBUyBaHHsM pPfsense.
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Flisense

NITY EDITION

WARNING: The 'admin' account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Set Admin WebGUI Password (2]

Step 6 of §

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.
Admin Password 0000000000000

Admin Password AGAIN 0000000000000

» Next

Pucynoxk 2.36 — 3mina naposist 0011KOBOTO 3aMucy ajMiHicTpaTopa 10 BeO-

inTepdeiicy pfSense.

Wizard / pfSense Setup / Wizard completed. @

Step 9 of 9

1 Y e
Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people invalved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous)
Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

« To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletter for ongoing product information, software announcements and special offers.

Pucynok 2.37 — YcnimHo npoiinuia koHdiryparis pfSense.
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O & 192.168.99.1

System Information 00 Netgate Services And Support (-Xx]
Name fSense.shield.company.arpa
i s Contract type  Community Support
User admin@192.168.99.50 (Local Database) Community Suppert Only
System VMware Virtual Machine

Netgate Device ID: 14b96302e343081a679c NETGATE AND piSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

Release Date: Thu Nov 12 2020 If you purchased your pfSense gateway firewall appliance from Netgate and elected

Community Support at the point of sale or installed pfSense on your own
Version 2.6.0-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Mon Jan 31 19:57:53 UTC 2022 the NETGATE RESOURCE LIBRARY.

fesBsjiee STALE You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

Support subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is
mare than competitive when compared to others in our space.

Version information updated at Mon Jun 27 3:41:57 EEST 2022
~

=~
« Upgrade Your Support « Community Support Resources
CPU Type Intel(R) Core(TM) i7-9700F CPU @ 3.00GHz Pg PP thiis
AES-NI CPU Crypto: Yes (inactive) « Netgate Global Support FAQ « Official pfSense Training by Netgate

QAT Crypto: No « Netgate Professional Services Visit Netgate.com

Hardware crypto
Kernel PTI Disabled
If you decide to purchase a Netgate Global TAC Support subscription, you
MDS Mitigation Inactive MUST have your Netgate Device ID (NDI) from your firewall in order to
. validate support for this unit. Write down your NDI and store it in a safe place.
Uptime 01 Hour 42 Minutes 19 Seconds You can purchase TAC support here.

Current date/time  Mon Jun 27 5:23:23 EEST 2022

A
[5;
DNS server(s) « 127.001
- 192.168.0.1 Interfaces 00
) 1 ;;1 S WAN 4 1000baseT <full-duplex> 192.168.0.107

AN A 1000baseT <full-dunlex> 192.168.99.1

Pucynok 2.38 — [ndopmariiina manens MepexeBoro ekpany pfSense.

2.3.2 Hanaromxenns Vlan intepdeiicis ta dhcp-ceepa B pfSense.

KoxeH iHTepdeiic HaIamToBy€eThCSl OJJHAKOBO, 1 OyAb-sAKHil iHTep(deiic MOxKHa
HaJAIITyBaTU K OyAb-sikuii Ty iHTepdeicy (cratnunuit, DHCP, PPPoE Tomo).
Kpim Toro, 6;10KyBaHHS MPUBATHUX MEPEXK 1 Mepex bogon Moke BUKOHYBATHCS Ha
Oyne-sikoMy 1HTEpdeiici. Koxken iHTepdeiic MokHa nepeiiMeHyBaTH, BKIIOYAI0UN
WAN i1 LAN, na Bnacte im’s1. Kpim Toro, koxxeH inTepdeiic MokHa BMUKATH Ta
BUMKHYTHU 3a OaKaHHSIM, K0 X04a O OJIMH IHTep(EiC 3aIUIIAETHCS BKIFOYCHUM.

VLAN [103BOJISIFOTh KOMYTATOPY MEPEHOCUTH KUTbKA JUCKPETHUX
IIMPOKOMOBHHUX JIOMEHIB, I03BOJISIIOYH OHOMY KOMyTaTopy (DyHKIIIOHYBaTH TakK,
H10U 11€ K17bKa KomyTaTopiB. VLAN 3a3Bu4ail BUKOPUCTOBYIOTHCS AJI1 CETMEHTaIlli
MepeXi TaK caMo, SIK MO’KHA BUKOPHUCTOBYBATH KUJIbKa KOMYTaTOPIB: JJIs
PO3MIIIIEHHS XOCTIB Y IEBHOMY CETMEHTI, 130JIbOBAHOMY BIJl IHIIUX CETMEHTIB. SIKIIO
M1 KOMyTaTOpaMHi BUKOPUCTOBY€ETHCS TPAHKHUHT, PUCTPOT B OJJTHOMY CETMEHTI He
MOBUHHI 3HAXOAUTHCS Ha OJHOMY KoMmyTaTopi. [IpucTpoi, siki marpumMytoTh
TPaHKUHT, TAKOXX MOXYTh CIUJIKYBaTHCs B KUTbKkoX VLAN 4yepe3 oquH Gi3ndHmi
nopt. [lotpi6en NIC, sikuii miaTpumye anapaTtHe TeryBanHs VLAN abo niarpumye

noBri kaapu. Koxen kagp VLAN mae 4-6aiitoBuii Ter 802.1Q, nomganuii y
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3aroJ0BOK, TOMY PO3MIip KaJpy MOKe CTaHOBUTH 70 1522 Gaiit. [ToTpiOHa ceTeBa
Mepexa, aKa miaTpumye anapatae teryBaHHss VLAN a6o 10Bri kaapu, OCKIJIBKH 1HIII
aJiarTepy He MPALIoBaTUMYTh 3 (hpeiiMamu, OLTBIINMU 32 3BUYATHII MaKCUMyM
1518 6aiit i3 1500 MTU Ethernet. I{e npusBeae 10 BiAKUIaHHS BETUKUX KaIpiB, M0

CIPUYUHHUTD MPOOJIEMH 3 MMPOTYKTUBHICTIO Ta 3yNUHKY 3’ €THAHHS.

© O A 192.168.99.1/interfaces vian_

Plisense

COMMUNITY EDITION

Interfaces / VLANs / Edit =l @

VLAN Configuration

Parent Interface em?2 (00:0c:29:45:49:ad) v

Only VLAN capable interfaces will be shown.

VLANTag | 20
802.1Q VLAN tag (between 1 and 4094).
VLAN Priority

802.1Q VLAN Priority (between 0 and 7).
Description OFFICE20

A group
(not pars

Pucynok 2.39 — CrBopenns Vlan 20 na inrepdeiici em2 B 6panamayepi pfSense.

scription may be entered here for administrative reference

O & 192.168.99.1finterfaces vlan edit.php

msense System ~ Interfaces ~ Firewall + Services + VPN ~ Status » Diagnostics ~ Help ~

COMMUNITY EDITION

Interfaces / VLANs / Edit =l @
VLAN Configuration
Parent Interface em3 (00:0c:29:45:49:b7) v

Only VLAN capable interfaces will be shown

VLANTag 10
802.1Q VLAN tag (between 1 and 4094).
VLAN Priority

802.1Q VLAN Priority (between 0 and 7).
Description OFFICE10|

A grou
(not pa

Pucynoxk 2.40 — CrBopenns Vlan 10 na inrepdeiici em3 B Opanamayepi pfSense.

cription may be entered here for administrative reference
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O A& 192.168.99.1

Interfaces

COMMUNITY EDITION

Interfaces / VLANs / Edit =l @

VLAN Configuration

Parent Interface em4 (00:0¢:29:45:49:ch) v

Only VLAN capable interfaces will be shown.

100
802.1Q VLAN tag (between 1 and 4094).

VLAN Tag
VLAN Priority
802.1Q VLAN Priority (between 0 and 7).

Description DMZ

A grouf
(not pa

Pucynok 2.41 — CtBopenns Vlan 100 na inTepdetici em3 B Opanamayepi pfSense.

escription may be entered here for administrative reference
d)

Interfaces / VLANs =@
Interface Assignments  Interface Groups  Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs
I
VLAN Interfaces
Interface VLAN tag Priority Description Actions
em?2 20 OFFICE20 i
em3 10 OFFICE10 i
em4 100 DMZ i

Pucynok 2.42 — Cnucok ctBopenux Vlan B 6panamayepi pfSense.
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Interfaces / MANAGMENT (em1)

General Configuration

Enable Enable interface

IPv4 Configuration Type

Description MANAGMENT

Enter a de

IPv6 Configuration Type None

MAC Address

This field can be used to modif:
Enter a MAC

MTU

f this field is blank, the adapter's default MTU will be used. This is typ

Static IPv4

ddress in the following foi

= @

ription (name) for the interface here

MAC address of this interface.
at: socoomoaaeeoxx or leave blank

("spoof”) 1

cally 1 s but can vary in s cumstances

Pucynok 2.43 — 3mina Ha3u Mepexi VLAN B Opanamayepi pfSense.

Interfaces / Interface Assignments i @

Interface has been added

Interface Assignments

Interface
WAN
MANAGMENT
0PT1

0PT2

0PT3

Available network ports:

Interface Groups

Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Network port
€m0 (00:06:29:45:49:99) .
em1 (00:06:29:45:49:3) v
VLAN 20 on em2 (OFFICE20) v
VLAN 10 on em3 (OFFICET0) v
VLAN 100 on em4 (DMZ) v
em2 (00:0c:29:45:49:ad) v

Pucynok 2.44 — [pusHaueHHs vVlan BianoBigHOMY MEPEIKEBOMY TOPTY

opanamayepa pfSense.
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General Configuration

Enable Enable interface

Description OFFICE20

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 ~
IPvé Configuration Type None ~
MAC Address

The MAC address of a VLAN interface must be set on its parent interface

MTU -

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances

MSS <
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in

Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode
NARNING: MUST be set to autoselect (

Static IPv4 Configuration

IPv4 Address 10.20.20.1 /| 24 v

IPv4 Upstream gateway None h = Add a new gateway

from the list or add a new one using the "Add" button

tiate speed) unless the port this interface connects to has its speed and duplex forced

ection, select an existing Gatew:

bl bn

If this interface is an Internet co

B U S

Pucynok 2.44 — HanamryBanus ip-anpecu st mepexxi OFFICE20 ta yBiMKHEHHS

inTepdeiica Ha Opanamayepi pfSense.

General Configuration

Enable Enable interface

Description OFFICE10
Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 ~

IPv6 Configuration Type None ~
MAC Address

The MAC address of a VLAN interface must be set on its parent interface

MTU s

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances

MsS 2
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect

Speed and Duplex Default (no preference, typically autoselect) ~

Explicitly set speed and duplex mode for this intert

WARNING: MUST be set to autoselect

Static IPv4 Configuration

IPv4 Address 10.10.10.1 /| 24 ~

y negotiate speed) unless the port this interface connects to has its speed and duplex forced

Pucynok 2.45 — HanamryBauus ip-aapecu intepdeiica s mepexi OFFICEL0 Ta

yBIMKHEHHS Ha Opanamayepi pfSense.
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General Configuration

Enable Enable interface

Description DMZ
Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 e
IPv6 Configuration Type None ~
MAC Address

ress of a VLAN interface must b onits parent interfac
MTU
f this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in seme circumstances.
Mss
f a value is entered in thi d, then MSS clamp onnections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in eff
Speed and Duplex Default (no preference, typically autoselect) ~
Explicitly set speed and duple:
INING: MUST e speed) unless the port this interface connects to has its speed and duplex forced
Static IPv4 Configur:
|Pv4 Address 192.168.100.1 /|24 v

IPv4 Upstream gateway Nene hd
Pucynok 2.46 — HamamryBauus ip-agpecu iHtepdeiica ams mepesxki DMZ ta

yBIMKHEHHsI Ha Oparamayepi pfSense.

MANAGMENT OFFICE20 OFFICE10 DMZ

General Optio

Enable Enable DHCP server on OFFICE20 interface
BOOTP [ Ignore BOOTP queries

Deny unknown clients Allow all clients ~

When set to Allow all clients, any DHCP
interface, any DHCP
interface, only

hin this scope/range on this interface. If set to Allow known clients from any
nterface(s) will get an IP address. If s Allow known clients from only this
Il get an IP address within this

Ignore denied clients [ Denied clients will be ignored rather than rejected.
d cannot be enabled when a Failover Peer IP address

This option is not ¢

s configured

Ignore client identifiers [ If aclient includes a unique identifier in its DHCP request, that UID will not be recerded in its lease.

This op
server

seful ers but the same hardw.

lates the

an dual boot using different client identi

e (MAC) add

ess. Note that the resulting

Subnet 10.20.20.0
Subnetmask  255.255.255.0

Available range 10.20.20.1-10.20.20.254

10.20.20.20 10.20.20.35
From To

Range

Pucynoxk 2.47 — HanamryBanuss DHCP-cepBepa a1 KiHIIEBUX XOCTIB MEpEexKi

OFFICEZ20.
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O 8 192.168.99.1/services_dhcp.php?if=opt2

MANAGMENT OFFICE20 OFFICET0 DMZ

General Options

Enable Enable DHCP server on OFFICE10 interface
BOOTP Ignore BOOTP queries

Deny unknown clients

et to Allow known clients from any
Allow known clients from only this

interface, ge.
Ignore denied clients Denied clients will be ignored rather than rejected.
This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured
Ignore client identifiers If a client includes a unique identifier in its DHCP request, that UID will not be recorded in its lease.

This option ma ardware (MAC) address. Note that the resulting

server beh
Subnet  10.10.10.0

Subnet mask 255.255.255.0
Available range 10.10.10.1-10.10.10.254

Range  10.10.10.10 10.10.10.19

From To

Pucynok 2.48 — HanamryBannss DHCP-cepBepa A KiHIIEBUX XOCTIB MEpExki

OFFICE10.

2.3.3 TlepeBipka Mepex)eBUX aIaNTOPIB IP-aJpecH Ta MepeBipka 3B’ 3Ky

user8032@pc32872:-% /sbin/ifconfig

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.10.11 netmask 255.255.255.0 broadcast 10.10.10.255
inet6 fe80::20c:29ff:fe62:2999 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:62:a9:99 txqueuelen 1000 (Ethernet)

RX packets 1327 bytes 153517 (149.9 KiB)

RX erraors 0 dropped @ overruns @ frame 0

TX packets 3456 bytes 353862 (345.5 KiB)

TX errors 0 dropped 0 overruns 0 carrier ® collisions 0

Pucynok 2.49 — Iudopmarris npo mepexesuii anantep ens33 na PC-102.

user9781l@pc2381:-$% /shin/ifconfig

ens33: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.10.10.10 netmask 255.255.255.0 broadcast 10.10.10.255
inet6 feB0::20c:29ff:fe3f:f4b2 prefixlen 64 scopeid O0x20<link=>
ether 00:0c:29:3f:f4:b2 txqueuelen 1000 (Ethernet)

RX packets 1366 bytes 155795 (152.1 KiB)

RX errors @ dropped @ overruns @ frame 0

TX packets 3906 bytes 398932 (389.5 KiB)

TX errors 0 dropped 0 overruns @ carrier @ collisions 0

Pucynok 2.50 — Indopmariis npo mepexxkeuit agantep ens33 na PC-101.
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C:sUzerssroot>ipconf ig

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix shield.company.arpa
Link-local IPv6 Address . feBA::aBfe:Bich:cP4a:285ax11
IPv4 Address. . . . . . . . 18.20.20.2Q

Subnet Mask . . . . . . . . 255255 .255.8

Default Gateway . . . . . . 18.28.28.1

Tunnel adapter isatap.shield.company.arpa:

Media disconnected
thield.company.arpa

Media State . . . . . . . . . . .
Connection—specific DNS Suffix .

Pucynok 2.51 — Iudopmariis npo mepexesuit anantep Ha PC-201.

:~$ sudo ifconfig ens33 192.168.100.253 netmask 255.255.255.0
:~§ ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.100.253 netmask 255.255.255.8 broadcast 192.168.100.255

inet6 fe80::66b4:1eae:7c00:1045 prefixlen 64 scopeid 0x20<link>

ether 00:8c:29:7c:fc:31 txqueuelen 1000 (Ethernet)

RX packets 1294 bytes 93454 (93.4 KB)

RX errors @ dropped @ overruns 0 frame 0

TX packets 2003 bytes 336411 (336.4 KB)

TX errors @ dropped © overruns @ carrier ® collisions @

Pucynok 2.52 — Indopmartis npo MepexeBuii agantep Ha Server.

3 puc2.49-51 mepexeni aganrropu [1IK mepexx OFFICEL10 Ta OFFICE20

orpumaiu Big DHCP-cepBepa nunamivni ip-agpec.

userl919@admin:-$ ping 10.10.10.10

PING 10.10.10.10 (10.10.10.10) 56(84) bytes of data.
from 10.10.10.10: icmp seq=1 ttl=63 time=0.716 ms
from 10.10.10.10: icmp seq=2 ttl=63 time=1.68 ms
from 10.10.10.10: icmp seq=3 ttl=63 time=1.93 ms
from 10.10.10.10: icmp seq=4 tt1=63 time=1.49 ms

---10.10.10.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3025ms
rtt min/avg/max/mdev = 0.716/1.451/1.927/0.452 ms
userl919@admin:~% ping 10.10.10.11

PING 10.10.10.11 (10.10.10.11) 56(84) bytes of data.

64 bytes from 10.10.10.11: icmp_seg=1 tt1=63 time=26.4 ms

64 bytes from 10.10.10.11: icmp_seqg=2 ttl=63 time=1.52 ms

64 bytes from 10.10.10.11: icmp_seg=3 ttl=63 time=1.91 ms

~C

---10.10.10.11 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2005ms
rtt min/avg/max/mdev = 1.518/9.958/26.445/11.658 ms
user1919@admin:~$ [

Pucynoxk 2.53 — Ilepesipka 3B’a3ky Mix PC-MGMT ta I1K 3 mepexi OFFICE10.

userl919@admin:~$ ping 10.20.20.20

PING 10.20.20.20 (10.20.20.20) 56(84) bytes of data.

64 bytes from 10.20.20.20: icmp seqg=1 ttl=127 time=1.04 ms
64 bytes from 10.20.20.20: icmp seqg=2 ttl=127 time=0.521 ms
64 bytes from 10.20.20.20: icmp seq=3 ttl=127 time=0.542 ms

64 bytes from 10.20.20.20: icmp seq=4 ttl=127 time=1.64 ms

~ c

---10.20.20.20 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3046ms
rtt min/avg/max/mdev = 0.521/0.935/1.640/0.456 ms
user1919@admin:~$ |

Pucynok 2.54 — Ilepesipka 3B’s13ky Mixxk PC-MGMT ta I1K 3 mepexi OFFICE20.
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userl9l9@admin:~% ping 192.168.100.253

PING 192.168.100.253 (192.168.100.253) 56(84) bytes of data.

64 bytes from 192.168.1600.253: icmp seg=1 ttl=127 time=0.536 ms
64 bytes from 192.168.100.253: icmp seg=2 ttl=127 time=0.507 ms
64 bytes from 192.168.1600.253: icmp seqg=3 ttl=127 time=0.396 ms

64 bytes from 192.168.100.253: icmp seq=4 ttl=127 time=2.76 ms
fc

--- 192.168.100.253 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3066ms
rtt min/avg/max/mdev = 0.396/1.049/2.758/0.987 ms
userl919@admin:~$ [

Pucynox 2.55 — Tlepesipka 3B’s3ky Mmixk PC-MGMT ta Server B mepexi DMZ.

2.3.4 HanmamryBaHHS TpaBmI OpaHaMayepa
[TpaBuna 6panamayepa pfSense naroTh 3MOTy KOHTPYJIFOBATH BXITHUH Ta

Buxigauii Tpadik mepex Takux sk OFFICE10, OFFICE20, MANAGEMENT, DMZ.
3a nonomoroto npaswi PfSense npuiitmMae pilieHHs BIAXWIATH, TPUAMaTH abo
OsiokyBatu Tpadik B/3 Mepexi.JJi1 HanamTyBaHHs MpaBUiia NOTPIOHO MEPEUTH 10
niapo3ainy Rules B posnini Firewall . TToBeninka 6pannmayepa pfSense 3a
3aMOBUYYBaHHSM IOJISITA€ B TOMY, 11100 OJI0KYBaTH BECh TpadiK, SKIIO TIPABUIO
Opanamayepa He p03BoJsie e ssBHo. Ha B WAN(puc. 2.56) cTBopeHi 3a
3aMOBUYYBaHHSIM IPY HAJAIITyBaHi JIBa MPaBUia, sIKi OJIOKYIOTh MPUBATHI Ta

ooroncbkl Mepexi Ha iHTepdeiici WAN.

Flisense
Firewall / Rules/ WAN B @
Floating WAN MANAGMENT OFFICEZ0 QFFICETD DMZ

Rules (Drag to Change Order)

States  Protocol Source Port  Destination Port  Gateway Queue  Schedule Description Actions
X o0/0B * RFC 1918 networks . # ' * * Block private networks Qo

X o/e * Reserved * * * * * Block bogon networks e}
Not assigned by IANA

Pucynox 2.56 — TIlpasuia 6panamayepa ais intepdericy WAN.
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Ha sxnaami MANAGEMENT (puc. 2.57) , cTBopeHi npaBujia Ha BXiAHHH Ta
BuxigHuii Tpadik ams inTepdeiica mepexxi MANAGEMENT.

Firewall / Rules / MANAGMENT =wEe

The changes have been applied successfully. The firewall rules are new reloading in the background. x
Monitor the filter reload progress.

Floating WAN MANAGMENT OFFICE20 OFFICE10 DMZ

Rules (Drag to Change Order)

[} States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 1/1291MB * * MANAGMENT Address 80 = £ Anti-Lockout Rule O
| & 14/670MiE IPvd*  MANAGMENTnet *  * oo none Allow LAN to any rule 3000
0O « 0/0B IPv6*  MANAGMENT net  * * . none Allow LAN IPv6toanyrule 3 S DO T

i ]

Pucynoxk 2.57 — TlpaBuna Opanamayepa Ha inTepdeiicic MANAGEMENT.

Ha Bxnaami OFFICE20 (puc. 2.58) , ctBopeHi npaBuiia Ha BUXiTHAN Tpadik 10
noptiB 80, 443 (HTTP, HTTPS), ICMP 1 53 (DNS) nns inTepdeiica mepexi
OFFICEZ20 mo6 IIK otpumanu goctym Ao [HTepHeTYy.

Risense

Firewall / Rules / OFFICE20

The changes have been applied successfully. The firewall rules are now reloading in the background x
Monitor the filter reload progress

Floating WAN MANAGMENT OFFICE20 OFFICE10 DMZ

Rules (Drag to Change Order)

[m} States  Protocol Source

Port  Destination Port Gateway Queue Schedule  Description Actions
] ' 0/0B IPVATCP OFFICE20 address * * 80 (HTTP) none s 00T
1 v 8 IPvaUDP OFFICE20 net * " 53 (DNS) none $S00T
) % 0/0B IPV4TCP OFFICE20 net - * 443 (HTTPS) none $S00m
1V B IPvAICMP  OFFICE20 net * * * * none +,000
any,

Pucynox 2.58 — TIlpasuia 6panamayepa Ha iHTepdeiici OFFICE20.

Ha xmaaii OFFICEL0 (puc. 2.59) , cTBOpeHi nmpaBuiia Ha BUXigHui Tpadik 10
noptie 80, 443 (HTTP, HTTPS), ICMP i 53 (DNS) ans intepdeiica mepexi
OFFICE10 mo6 IIK otpumanu goctyn a0 [HTepHeTy.

Kyniw M.B.

; KIK.KP.b6 —125-10-T13 Aprc.
Cdhimenxo A.A.

3un.

58
Apk. Ne 0okym. Iionuc | dama




Firewall / Rules/ OFFICE10 =wEe

The changes have been applied successfully. The firewall rules are now reloading in the background
Moenitor the filter reload progress.

Floating WAN MANAGMENT OFFICE20 OFFICE10 oMz

Rules (Drag to Change Order)

States Protocol Source Port  Destination Port Gateway  Queue  Schedule Description Actions
v 0/0B IPva TCP OFFICE10 net * * 443 (HTTPS) * none 3,000
v o8 1Pv4 TCP OFFICEIOnet  *  + 80 (HTTP) i none &/00m
v o0/08 1Pv4 UDP OFFICEIOnet  *  + 53 (DNS) i none & /00T
V' O/KE  IPvAICMP  OFFICElOnet  *  + * * none & /00T

Pucynok 2.59 — IlpaBuna 6panamayepa Ha inTepdeiici OFFICELO.

Ha Bxnaaii DMZ (puc. 2.59), ctBopeHi npaBuia s ASTIMITHPU30BAHOT 30HH
Ha BuxigaHui Tpadik g0 nmoptis 80, 443 (HTTP, HTTPS),1 53 (DNS). Takum unHOM, 3a
MU npaBuiiamu DMZ Moy Th miIkirogaTrcs 10 [nTepHeTy, a BeO-cepBep Appache,
KU 3HAX0IUTheA BeepeanHi DMZ moxe Oyt njoctynHuid 3 [HTepHeTy Ta 30epirae
CBOI pecypcH B Oe3metli.

Firewall / Rules/ DMZ = EQ

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress

Floating WAN MANAGMENT OFFICE20 OFFICE10 DMZ

Rules (Drag to Change Order)

States  Protocol Source Port  Destination Port Gateway Queue  Schedule Description Actions
+ 0/0B  IPvAUDP DMZ net * * 53 (DNS) * none /000
v 0/0B  IPVATCP DMZ net * * 443 (HTTPS) * none 000
v 0/0B  IPVATCP DMZ net * * 80 (HTTP) * none 000

Pucynok 2.60 — IlpaBuna 6panamayepa Ha intepdeiici DMZ.

Jlst mepBipku mepexxki DMZ na Server 3anmyctumy BeO-cepBep 3a J10IOMOTOI0

ciyxou Appache2(puc. 2.61)

sudo systemctl start apache2
3 ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1580
inet 192.168.100.253 netmask 255.255.255.8 broadcast 192.168.100.255
inet6 feB80::66b4:1eae:7cBB:1045 prefixlen 64 scopeid @x28<link=>

ether @0:8c:29:7c:fc:31 txqueuelen 18060 (Ethernet)

RX packets 158882 bytes 234262181 (234.2 MB)

RX errors @ dropped © overruns @ frame @

TX packets 61578 bytes 5447101 (5.4 MB)

TX errors ® dropped @ overruns @ carrier ® collisions @

Pucynok 2.61 — 3anymienuii Be0-cepBep Appache2 na Server.
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Kouu 3ynuniennii Be6-cepep Appache HasiBHa MOKIUBICTD 3 MEPEXKi
OFFICE10 na ITK PC101 BigBizatu BeO-cTOpiHKy y Opasy3epi Mozilla Firefox(puc.
2.62).

Apache2 Ubuntu Default Pa: x| +

5 c O & 192.168.100.253 W

@ Apache2 Ubuntu Default Page

e —

This is the default welcome page used to test the correct operation of the Apache? server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/ww/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully

in e/doc/: e2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-- apache2.conf
- ports.conf
-- mods-enabled
/-- *.load
t-- *.conf
- conf-enabled
t-- *.conf
- sites-enabled
‘.- *.conf

Pucynox 2.62 — Be06-caiiT BeO-cepBepa Server.

JInst noctymy BeO-CTOPIHKM B 30BHIIIHIA MepeXi NOTPIOHO HAJIAIITYBaTH
npasio NAT Port Forward B pfSense(puc. 2.63).

Firewall / NAT / Port Forward (2]

The changes have been applied successfully. The firewall rules are now reloading in the background. x
Monitor the filter reload progress

Port Forward 11 Outbound NPt

[m] Interface  Protocol  Source Address Source Ports  Dest. Address Dest. Ports  NATIP NAT Ports  Description  Actions
0 & 32 WAN TCP * * 192.168.0.199 80 (HTTP)  192.168.100.253 80 (HTTP) SOm

Legend

. Pass

>3  Linked rule

Pucynok 2.63 — I1pasuina port forward.
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[

yberSecurity

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/wss/htal/index. html)
before continuing to operate your HTTP server

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
-- opache2. conf

*-- ports.conf
mods -enabled
/-~ *.Loa

!
/ d
/ *-- *.conf
[-- conf-enabLed

|-~ sttes-enabled

/ - *.conf

Pucynox 2.64 — Be06-caiiT BeO-cepBepa Server i3 30BHIITHLOT MEPEKi.

2.3 Bimanenna aytentudikaris gepez OpenVpn

O A 192.168.99.1

E{jsense

MUNITY EDITION

System / Package Manager / Package Installer (2]

Please wait while the installation of pfSense-pkg-freeradius3 completes.
This may take several minutes. Do not leave or refresh the page!

Installed Packages Available Packages Package Installer

ckage Installa
GTUTT: T.22.% 5 [Plocise]

libpaper: 1.1.28 [pfSense]

mysql57-client: 5.7.36 [pfSense]
pfSense-pkg-freeradius3: 0.15.7 33 [pfSense]
postgresqll3-client: 13.5 [pfSense]
protobuf: 3.17.3,1 [pfsense]

psutils: 1.17 5 [pfSense]

tallec: 2.3.1 [pfSense]

uchardet: 0.0.7 [pfSense]

Number of packages to be installed: 12
The process will require 121 MiB more space.
13 MiB to be downloaded.

[1/12] Fetching pfsSense-pkg-freeradius3-0.15.7 33.pkg: ........ done
[2/12] Fetching bash-5.1.12.pkg: ........ |

Pucynok 2.65 — Bcranosnenns nmakynka freeradius B Opanamayepi pfsense.
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COMMUNITY EDITION

Package /

Interface IP Address Interface Type IP Version Description
* 812 E] ipaddr Authentication port

L 813 acct ipaddr Accounting port

Pucynok 2.66 — HanamrryBanus npocityxoByBauHs nopTis s 1812 Ta 1813 Radius
cepBepa Ha pfSense.

Cepsep noctyny 10 mepexi (NAS) — 1e npucTpiid, sKkuil 3a0e3nevuye neBHUR
P1BEHb IOCTYITy A0 OUIbIIOI Mepexi. NAS, 1110 BUKOPUCTOBYE IHPPACTPYKTYPY
RADIUS, Takox € kmearom RADIUS, skuii HaacHitae 3alUTH HA H1IKIIOYCHHS Ta
o0mikoBi noBitomieHHs Ha cepBep RADIUS nns ayrenTudikariii, aBropusariii ta
00miky. KiieHTChbKI KOMIT FOTE€pH, TakKl K NOPTATUBHI KOMIT FOTEPHU Ta THII1
KOMIT FOTEPH 1]l KEPYBAHHSIM KJIIEHTCHKUX OINEpaliifHUX CUCTEM, HE € KIIIEHTaMU
RADIUS. Knientn RADIUS — 11e cepBepu J0CTyIy 10 MEPEKI, TaKi SIK TOUKH
0€3poTOBOTO JA0CTYyMy, KoMyTaTopu ayTeHTudikaiii 802.1X, cepBepu BipTyaabHOI
npuBaTHOi Mepexi (VPN) 1 cepBepr KOMyTOBAHOTO 3B’ 513Ky, OCKUTBKH BOHH

General Configuration

Client IP Address 127.0.01

Enter the IP address or network of the RADIUS client(s) in CIDR notation. This is the IP of the NAS (switch, access peint, firewall, router, etc.).

nkbes s

Enter a short name for the client. This is generally the hostname of the NAS

Client Shared Secret
Enter the shared secret of the RA ent here. This is tl secret (pa
communic

Sing
Miscellaneous Configuration

Client Protocol UDP

Enter the protocol the client uses.

Pucynok 2.66 — Hamamrysanus NAS/Clients kimientiB Radius cepsepa na pfSense.
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Server Settings

Descriptive name Authentication Server

Typ RADIUS

RADIUS Server Settings

Protocol PAP
Hostname or IP address 127.0.01
Shared Scoret
Authentication port 1812

Accounting port

Authentication Timeout

> tication request. If left blank, th
MOTE: If using an interactive two 3 : m, incre i 0 fi ow long it w

RADIUS NAS IP Attribute

Pucynok 2.67 — HanamryBanus cepBepa aynteHTudikaiii B UsreManager na
pfSense.

General Configuration

e

Enter the username. Whitespace is allowed.

Password

Password Encryption

: encryption for this user. If the are use e / ) hed by the expecte
function. Note that not all authentication protoco ) all 1y . Def: vord

Pucynok 2.68 — CtBopenHs BignaneHoro kopuctysada st mepexi OFFICEL0 na
cepsepi Radius.
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OpenVPN Servers

Interface Protocel / Port Tunnel Network Mode / Crypto Description Actions

WAN 4 1 4 : / N10

Pucynok 2.69 — HanamryBanHs Biganeny ayrentudikamiro s mepxi OFFICE1L0
3a monomororo OpenVpn.

General Configuration

4o

Enter the usermame. Whitespace is allowed

Enter the password for this userame mpty if you want o

Password Encryption Cleartext-Password v

d encrypticn for thi:
ithe: i

Certificate e Export
Opening pfSense-UDP4-1194-android-config.ovpn  Inline Gonfigurations:
You have chosen to open: . Most ciients | &, Android | b, OpenVPN Connect (10S/Android)
B pfsense-UDP4-1194-android-config.ovpn - Bundled Configurations:
whic s e (2. ) & archive &, config File oniy
from: h 68.99. - Current Windows Installer (2.5.2-x01):

Would you like to save this file? Xcanit 3ot
- Legacy Windows Installers (2.4.11-1x01):

Cancel
X 1000162019 X 7i8m1/20122
- Viscosity (Mac OS X and Windows):

Pucynox 2.71 — Excniopt (aitna kondiryparii OpenVpn.
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< Imported Profile

Profile cticcec<sfiillyv imported
@ Frofnle success] L!l"\-.- Imported

Profile Name
8.0.107 [pfSense-UDP4-1194-android-config]

Username

annofi1o

Save password

Password

[ Connect after import

Pucynox 2.72 — Imnopt ¢aiina Ta aynTeTudikailis KOpUCTyBada 10 MEpexKi
OFFICE10 B MOG1TIbHOMY JIOJIATKY .

= Profiles &l

4B/S /r]\ 4B/S

00:00:11 0 sec ago

YOU

annof10

192.168.10.2

SERVER
192.168.0.107

192.168.0.107

1194 UDPv4

Pucynok 2.73 — Ycmimse nigkiodeHHs: kopuctyBada 10 OFFICELO.
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$ ifconfig tunO
tun0: flags=81<UP,POINTOPOINT,RUNNING> mtu 1500

inet 192.168.10.2 netmask 255.255.255.0 destin
ation 192.168.10.2

unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00
-00-00 txqueuelen 500 (UNSPEC)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns O frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors O dropped O overruns O carrier 0 co
llisions O

Pucynok 2.73 — Ilepesipka ip-aapecu tun0.

$ ping 10.10.10.10

PING 10.10.10.10 (10.10.10.10) 56(84) bytes of data.
bytes from 10.10. : icmp_seq=1 ttl=63 time=23.
bytes from . : iemp_seq=2 ttl=63 time=15.
bytes from 10.10.10.10: icmp_seq=3 ttl=63 time=31.
bytes from .10.10.10: icmp_seq=4 ttl=63 time=22.
bytes from i : icmp_seqg=5 ttl=63 time=30.
bytes from 10.10.10.10: icmp_seq=6 ttl=63 time=23.
bytes from .10.10.10: icmp_seq=7 ttl=63 time=21.

bytes from .10.10.10: icmp_seq=8 ttl=63 time=20.

bytes from 10.10.10.10: icmp_seq=9 ttl=63 time=22.

pn 64979 eer i » 5 AES C ACHAZO-POLY BF-CBC
openvpn
peer info: IV_SSC
openvpn 64979 .168.0.101:45268 peer info: IV_BS64DL=1
pn 64979 .101:45 ARNING: 'link-mtu’ is used inc

openvpn 64979 2.168.0.101:45 WARMING: " is used inco ntly, local=

openvpn 64979 2.168.0.101:45 nnof10 onnection Initiated with [AF_INET]192.168.0.101:45268

openvpn 6  user ‘'annof10" authenticated

Pucynok 2.75 — JloryBaHHS MOAi# MpH BiAaJICHOMY TIKIIOUEHI O MEPExKi
OFFICE10.

Kyniw M.B.

KIK.KP.5 — 125 — 10 — 13 i

Cahimenxo A.A.

66
3mn. | Apk. Ne dokym. Iionuc | dama




PO3AUI 3. PEAJIIBALIA ATAKU HA BPAHIIMAVYEP PFSENSE

SYN flood (mamiBBigkpuTa aTaka) — Iie THI aTaKH BiIMOBH B 00CIyrOBYBaHHI
(DD0S), sixa cupsiMOBaHa Ha Te, MO0 3pOOUTH CEpBEP HEIOCTYITHUM JIsI 3aKOHHOTO
TpadiKy, CIOXKUBAIOYM BCl JIOCTYMHI pecypcu cepBepa. bararopa3oBo Hajcuiarouu
IaKeTH ITOYaTKOBOTO 3anmuTy Ha 3’ €HaHHA (SY N), 3JOBMUCHUK MOKE TICPEBAHTAXKUTH
BC1 JIOCTYIIHI MIOPTU HA IUIBOBINA CEPBEPHI MAIIMHI, 3MYIIYIOUYH I[ITbOBUN MPUCTPIN
MJISIBO a00 B3araji He pearyBaTH Ha 3aKOHHUH Tpadik.

3.1 CxanyBanns noptiB NMAP Ta artaka.

[Tepmium kpokoMm 10 00xonay mnpaBui OpaHamayepa € ix po3ymiHHs. [le
MOJIMBO, Nmap po3pi3Hs€ MOPTH, SKI JOCTYIHI, ajie 3aKpUTi, 1 Ti, SIKI aKTHUBHO
¢upTpyroThes. EdhekTuBHA MeTOaMKa MOJISArae B TOMY, 100 MOYaTH 31 3BUYAMHOIO
ckaHyBaHHs opTy SYN, a noTiM nepeiTu 10 OUIbIl €K30THUYHUX METOJIIB, TAKUX SIK
ckanyBanHsa ACK , 106 kpariie 3po3yMiTH MEPEKY.

Ak neranpHo onucano B po3auil «CkanyBanHa TCP ACK (-sA)», ckaHyBaHHS
ACK nancunae naketu TCP nuire 3 BctanosinenuM 0itoM ACK. HesanexHo Bij TOTO,
BIIKpUTI 4 3akpuTi noptu, RFC 793 Bumarae, mo6 b Bignosigana makerom RST.
3 iHmoro 0oky, OpanaMayepu, ki OJIOKYIOTh 30H], 3a3BUYail HE BIAMOBIAAIOTH a00
HAJICWJIAIOTh MOBIIOMJIEHHSI PO MOMMIIKY HeAocTynHOCTI npu3HadueHHs [CMP. L4
BIJIMIHHICTb J103BOJIsie Nmap noBigomisiTi, uu (uibTpyroThes naketn ACK. Habip
BiI(p1IBTPOBAHUX TOPTIB, PO sKI OBiAOMIIsI€ThCs ckaHnyBaHHsIM ACK Nmap, gacto
MEHIUUH, HK TIpU ckaHyBaHHI SYN Ha Tiif e MallliHi, OCKIIbKU ckaHnyBaHHs ACK
ckiaaHime BiadUIbTpyBaTH. barato Mepex J03BOISIOTH Maike HEOOMEXEeH1 BUXIJTHI
3’€IHaHHA, aj€ XOuyTh 3a0JIOKyBaTH |HTEPHET-XOCTIB BiJ 1HILIIOBAaHHS 3BOPOTHUX
3’e¢qHanb. biokyBanns BxinHux makeTiB SYN (6e3 BcranoBienoro 6ita ACK) — 1e
IpOCTHil crtociO 3poOUTH i€, ajie BiH BCE OJHO J03BOJIE MPOMYCKATU Oy Ab-sIKl MAKETH
ACK. bnokysaru 11 maketu ACK cknagHiiie, OCKUIbKA BOHU HE BKa3yHOTh, 3 SKOT
ctopoHu po3snoyato 3’enHaHHsA. [llo6 3abnokyBat Hebaxkanuit ACK mnaketu
(Bignpasneni ckanyBanHsM ACK Nmap), no3Bossttoun naketn ACK, mo Hanexartb
JIETITUMHUM 3'€/IHaHHAM, OpaHAMayepy MOBUHHI CTEXXKUTH 33 KOKHUM BCTAaHOBJIICHUM

3'eqHaHHsM, 1100 Bu3HauMTH, yu BinnoBigHuit manuii ACK. Lli Opanamayepu 3
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BU3HAUCHHSIM CTaHy 3a3BUYai OlIbIl O€3MeuYHi, OCKIIBKM BOHH MOXKYTh OyTH O1IBII
ooMexyrounMu. biokyBanHs ckanyBaHHS ACK € oqHUM 13 J0JaTKOBUX JOCTYITHHX
oOMexeHb. Heoniku mossraioTh y ToMy, 110 BOHM BUMAararoTh OUIbIIE pecypciB AJis
GYHKIIIOHYBaHHS, a Mepe3aBaHTaXCHHsI OpaHIMayepa 3 ypaxyBaHHSM CTaHy MOXKE
MPU3BECTH JI0 BTPATH CTaHy MPUCTPOIO Ta MPUITUHEHHS BCIX BCTAHOBIICHUX 3’ €1HAHb,
IO MPOXOJATh uepe3 Hboro. He3Bakaroun Ha Te, 1m0 OpaHaMayepu 3 MiATPUMKOIO
CTaHy IIUPOKO MOIIUPEHI Ta CTAIOTh MOMYJISPHIIIUMHU, T1IX17 0€3 30epeKeHHS CTaHy
BCe Mme € naocuTh mnommpennMm. Hampukman, cucrema Linux Netfilter/iptables
HIATPUMYE OMINI0 3PYYHOCTI --Syn, MO0 MOJETIIUTA BUKOHAHHS OMHCAHOTO BUIIE

niaxoay 0e3 craHy.

sudo nmap 192.168.0.107 1
Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-29 07:08 EEST
Nmap scan report for 192.168.0.107
Host is up (0.00037s latency).

All 1000 scanned ports on 192.168.0.107 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)
MAC Address: 00:0C:29:45:49:99 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 21.25 seconds

Pucynok 3.1 — Ilepesipka ACK ckanyBanHs Ha iHTepdetici pfSense.

[Tonepenus cripo6a ckanyBanHst 0ynu Ha npoTokosii TCP. IlpamroBatu 3 UDP
4acTO CKJIQJHIIIE, OCKUIBKY MTPOTOKOJ HE 3a0€3Medye MiATBEPIKCHHS BIIKPUTUX
nopTis, sik TCP. bararo nogatkis UDP npocTo irHopyroTh HEOU1KyBaH1 MaKeTH,
3anuiaoud Nmap He BIEBHEHUM, BIIKpUTHHN TOpT uu PinbTpoBanuid. O1xke, Nmap

MOMIIIAE 11 HEOAHO3HAYHI MOPTH Y BIIKPUTHMN|BIA(UIETPOBAHUI CTaH, K MOKa3aHO B

puc. 3.2.
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—| ) - [~]

— ) 192.168.0.167

Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-29 07:09 EEST
Nmap scan report for 192.168.0.107

Host is up (0.00033s latency).

PORT  STATE SERVICE
50/udp open|filtered re-mail-ck
51/udp open|filtered la-maint
52/udp open|filtered xns-time

53/udp open|filtered domain

54/udp open|filtered xns-ch

55/udp open|filtered isi-gl

56/udp open|filtered xns-auth

57/udp open|filtered priv-term

58/udp open|filtered xns-mail

59/udp open|filtered priv-file

MAC Address: 00:0C:29:45:49:99 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.26 seconds

Pucynok 3.2 — Ilepesipka ACK ckanyBanHs Ha iHTepdetici pfSense.

arge
msf6 exploit( ) > show options
Module options (exploit/unix/http/pfsense_group_member_exec):

Name Current Setting Required Description

PASSWORD pfsense Password to login with

Proxies A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS 5 The target host(s), see https://github.com/rapid7/metasploit-framework/wiki
/fUsing-Metasploit

RPORT 443 5 The target port (TCP)

SSL true Negotiate SSL/TLS for outgoing connections

USERNAME admin 5 User to login with

VHOST HTTP server virtual host

msT6 exploit( ) > exploit

Handler failed to bind to 192.168.0.107:4444
Started reverse double SSL handler on 0.0.0.0:4444
Exploit aborted due to failure: unexpected-reply: 192.168.0.107:443 - Could not connect to web service - no response
Exploit completed, but no session was created.
msfh exploit(

Pucynoxk 3.4 — BpasnuBicTh HE cripaltoBaia.

Sk BuaHO Ha puc3.3-3 pfSense BiaxuimB, Tak sik OyJI0 HATAMITOBAHA
koHbirypariis pfSense tinbku qocryn mae PC-MGMT.
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A eomk20- [0 IAME D A B

rootk@kali: ~ (Maximum 500) L=

File Actions Edit View Help S File Option: View Destination Protocol

# Name Disclosure Date Rank  Check Des Py4 (10000001 Processes Performance  App history Startup | | * 1Y
cription "

- 3% 441 GHz
Memory
wu/wsqsa(m%)

. iliary tcp/synflood ) eny rule DlskO(D)

ms ! use auxiliary/do 0L B

Display all 114 possibilities? (y or n)
msf6 > use auxiliary/dos/tcp/synflood
iliary( ) > set rhost 192.168.0.107
92.168.6.107

6 iliary( ) > exploit Disk 2 (F)
Running module against 192.168.0.107 y rule ( Remuvab\e

liary/dos/tcp/Syiflood normal
SYN Flooder

Inter: \yith a module by name or index. For example info 0

Dlsk 1(C)

N i 2
SYN flooding 192.168.0.107:80 Disk 3 (G)

Remuvab\e

Disk 4 (H)
Removable
0% v

Fewer details | (§) Open Resource Monitor

PI/IcyHOK 3.5 — BHKOHAHHS aTaKH synflood 3a nonomororo Metasploit.

gk

File Options View

Processes Performance  App history  Startup | 4 | *

ol
CPU
o | 7% 270 GHz
Memory
12,9/15,9 GB (81%)
Pucynok 3.6 — Pecypcu 1K micis 3akiHUeHHS aTaky.

arp_
autoadd 2 Automatical
Check if the

ettercap Input
dos_attack

dummy

Insertvictim IP: | 192.
conn

ttercap
find_ip

Pucynok 3.7 — Hanaromkenns BxifnHy ip-aapecy pfSense.
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?

activity

d new victims in the tar

Insert unused IP: | 10.11.11.11

s in the subnet

dos_attack: Starting scan against 19:
dos_attack: Starting attac

msense_

I EDITION

Status /

LU Performance

CPU
47% 4,42 GHz

Memory
14,2/15,9 GB (29%)

Disk 0 (D)
HDD

10%

Disk 1 (C3)
5D

1%

Disk 2 (F)
Removable
0%

Disk 3 (G)
Removable
0%

Disk 4 (H3)

Removable
0%

HIEIEaniA

Fewer details | (8) Open Re:

mum 500) Pause (@)

Source Destination Prcwcwﬁ - ' @ Ev H:l

source v

1011.00m 192.168 119 TCl

10.11.11.11:6: 192.168.0.107:120 ! File Actions m Q
10.11.11.11:63 192.168.0.10 ps eapoltest
easychem Host Lis

ostList x

10.11.11.11 192.168.0.1 2 easygen StHs

10.11.11.11:63719 192,168 3 R

¢ arp_coj
10111111 192.168.0.107:124 [sudo] p p-cop
Reading pac¢ autoadd
10.11.11.11 192.168. Building de
Reading ste
10.11.11.11:6 .
1 5 rcap-gi
10.11.11.11 92.168 : : e
The followi -
10.11.11.11:64999 .10 required: Y
fast b find_conn
python3-¢
10111101 0 ruby-thre
. : Use 'sudo &
0 upgraded

10.11.11.11:65255
find_ettercap

Terminal Emulator
Use the command line 192.168.0.1

TR - -
Pucynok 3.10 — Monitopunr B pfSense mig gac araxu synflood.

Plugins
Version Info
11
ji=2]
11

1.3
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cpu
5% 246 GHz

Memoary
211538 (743

Disk 0 (D)
HOD

Disk 1(C)
s

Disk 2 (F)

Remavable
Disk 3 (G}
Remavable

Disk 4 (H)

Remavable

Disk 5 (t)

Remavable

Ethernet

VEthermet (SW-LANI0)
Okbps

Ethernet
vEthemet (SW-OMZ)

0 : DKbps
Ethernet
vEthernet (Defau Switc

[}

Pucynox

© CPU

5% 2,46 GHz

292

4139 136288 Enat

3.11 — Mouitopunr B pfSense min yac araku synflood.

3006H

intel(R) Core(TM) i7-9700F CPU

@ 3.00GHz
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BMCHOBKU

VY naniit kBanmidikaliiHii po6oTi po3po0IeHO TPOCKT MiJACUCTEMH 3aXUCTY
KOMITIO TEpHOT Mepexi opranizaiii Ha 6a3i pimeHHs pfSense.

VY nepiioMy po3ai po3stHyTo podoty Opanamayepa pfSense. PosasiHyTo sk
MPALIOE 1HCIIEKIIIS MAaKETIB JIJIsl MePEKEeBOro Tpadiky sIKUH MOXKE HAIXOTH 3
I00ATBHOI MEpeXi TakK 1 3 caMOro MPUCTPOr0. TaKoXK AOCTYITHI ACSKI MOYJII JIJIS
3abe3reueHHs 0€3IeKH BiJl MIKITUBOTO TpadikKy.

VY npyromy po3niii mpoaHaitizoBaHo (YHKINT MepexkeBoro exkpany pfSense. Lle
7710 PO3YMIHHSI TTOCTaBJICHOI 3a/1aul Ta BU3HAYMIIO MOJANbBIII J1i 71 TPOEKTYBaHHS
Mepexi oprasizamii. Po3poOuiau MpoeKkT KOpPHOpaTHBHOI MEPEki opraHizalii.
Po3pobinieHo cTpykTypy s1pa rio0aibHOi Mepexi, HaBeIeHO OOTpyHTYBaHHSI BUOOPY
MDKMEPEKHOTO €KpaHy, MapuIpyTU3aTopa, BipTyanbHoro komyratopa Hyper-V. ns
noOyoBaHOI Mepeki Hajaro/keHHO iHTepdelicn Opanamayepa Ta DHCP-cepsep,
TaKOXX MEpeX1 PO3MOJIIJIEHI M0 30HaX Ta MalOTh BIAMOBIIHUNA OE3MEUHUIN PIBEHb Ta
MOXIHMBiCTh  KepyBatu pfSense 3a  nmomomororo  BeG-iHTepdeiicy — TiIbKH
anMiHictpatypy 3 pob6ouoi cranuii PC-MGMT. Ta HanamToBaHo BiganeHa
ayrentudikamiss ana kopuctyBadiB 1o wmepexi OFFICE10 3a momomororo 3
KoMmOiHarriero cepepoMm FreeRadius Ta OpenVpn.

Y TpeThoMy po3aim OyJio 3aaisHO JeKibka atak Ha Opanamayep pfSense ta
MPOBEIHE MOHITOPIHT TIiJ] Yac aTak.

[IpoananizyBaBlld OCHOBHI BUMOI'M TEXHIYHOTO 3aBJaHHS Ta OCOOJMBOCTI
noOy10BU Mepeki BUOpaIn MepeKeBl MPUCTPOT JJ1s opraHizaiiii poooTu mepexi. byio
HABEJICHO TEXHIYHI XapaKTEPUCTHKU BUOpaHOTO OOnamHaHHs. byno moOymoBaHo Ta
HaJIaro)KeHO HaJIHHY MEpEexy.

B pesynbrari Oysno OTpUMaHO JOCBiI TMOOYJOBM Ta 3aXHCTy MEpexi 3a

JOTIOMOTOI0 MepekeBoro ekpany pfSense.
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CIIMCOK BUKOPUCTAHUX JUKEPEJI

NETGATE 6100 MAX PFSENSE SECURITY GATEWAY [EnextponHuii

pecypc]. Pexxum nocrymy 110 pecypcy:
https://pfsense.cyberyog.com/shop/pfsense/security-gateway/firewall/netgate-6100-max-

pfsense-security-gateway/

besnporosuii mapuipytusarop (poyrep) TP-Link Archer A64 [EnekrponHmii

pecypc]. Pexum moctymy 1o pecypey: https://static-course-

assets.s3.amazonaws.com/ScaN6/ru/index.html#9.

Virtual LANSs [Enextponnuii pecypc]. Pexum noctyiy:

https://docs.netgate.com/pfsense/en/latest/vlian/index.html

pfSense VLAN Configuration [Enextponuuii pecypc]. Pexum goctymy:

https://docs.netgate.com/pfsense/en/latest/vlan/configuration.html

Block Bogon Networks [Enexkrponnuii pecypc]. Pexxum moctymy:

https://docs.netgate.com/pfsense/en/latest/firewall/rule-methodology.html

Setup pfSense [Enextponnuii pecypc]. Pexxum goctyiy:

https://www.tecmint.com/installation-and-configuration-of-pfsense-firewall-

router/

Biptyanbuuit komyTaropa B Hyper-V [Enexrponnuii pecypc]. Pexum
noctymy: https://docs.microsoft.com/en-us/windows-
server/virtualization/hyper-v-virtual-switch/hyper-v-virtual-switch
CTtBOpeHHs BipTyainsHOro komyTaropa B Hyper-V [Enekrponnuii pecypc].

Pexxum noctymy: https://www.tecmint.com/installation-and-configuration-of-

pfsense-firewall-router/

BpaznuBocTi Ta 3arpo3u aiis MepexeBoro exkpany [ Enexrpornwuii pecypc].

Pexxum nocrymy no pecypcey: https://aardwolfsecurity.com/5-firewall-threats-and-

vulnerabilities-to-look-out-for/

10./lomatkoBi makyuku pfSense [Enexkrponnuii pecypc]. Pexum moctymy 10

pecypcy: https://turbofuture.com/computers/The-Best-pfSense-Packages.

11.Mepexa DMZ [EnextponHuii pecypc]. Pexum noctymy:

https://www.fortinet.com/resources/cyberglossary/what-is-
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Onetworks.

12.TTo6ymoBa mepexu DMZ [Enextponnuii pecypc]. Pexxum nocrymy:

https://www.okta.com/identity-101/dmz/

13.ITpuauunu podotu mepexu DMZ [Enexkrponnwuii pecypc]. Pexxum goctyty:

https://www.axigen.com/articles/how-to-install-a-demilitarized-zone-for-your-

servers_24.html

14. 51k nmparrroe Stateful Inspaction [Enextponnuii pecypce]. Pexxum gocrymy:

https://www.qgeeksforgeeks.org/what-is-stateful-inspection/

15.0rns mepeskeBoro ekpany pfSense [Enexkrponnuii pecype]. Pexxum pocryiy:

https://www.pfsense.org/getting-started/

16.ITpoext FreeRADIUS[Enextponnuii pecypc]. Pexxum noctyry:
https://networkradius.com/doc/3.0.10/introduction/FreeRADIUS.html

17. SYN flood attack| Enekrponnuii pecypc]. Pexxum moctymy:

https://www.cloudflare.com/learning/ddos/syn-flood-ddos-attack/

18. HanamrryBanust DMZ[Enextponnuii pecypc|. Pexxum noctymy:

https://www.informaticar.net/how-to-setup-dmz-on-pfsense/

19. HanamrryBanus FreeRADIUS[Enextponnnii pecypce]. Pexum goctymy:

https://itigic.com/configure-freeradius-server-in-pfsense-and-use-wpa2-wpa3-

enterprise/

20. RADIUS client[Enektponnuii pecypc]. Pexxum goctyry:

https://docs.microsoft.com/en-us/windows-

server/networking/technologies/nps/nps-radius-clients

21. Firewall Rules [Enektponnuii pecypc]. Pexxum noctyry:

https://docs.netgate.com/pfsense/en/latest/firewall/configure.html

22. Determining Firewall Rules [Enexrponnuii pecypc]. Pexxum goctymy:

https://nmap.org/book/determining-firewall-rules.html

23.Authenticated group member RCE [Enextponnuii pecypc]. Pexxum goctymy:

https://www.infosecmatter.com/metasploit-module-

library/?mm=exploit/unix/http/pfsense_group_member_exec
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