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AHOTAILIIA

3aBmaHHsAM Ha KBamidikaliiiny pobGoty Oyma po3pobka MiJCHCTEMHU
aBTOMATHU3allil CHCTEMHOT0 aJMiHICTPYBaHHS KOPIIOPAaTUBHOI Mepexi Ha 6a3l Active
Directory.

[MosicHroBanibHa 3amucka 10 KBamidikaiiHoi podotu Ha Temy «lIpoekr
IiICUCTEMH aBTOMATU3allil CHCTEMHOTO aJMiHICTpyBaHHS KOPIIOPAaTUBHOI Mepexi Ha
0a3i Active Directory» cKJIaga€eTbes 31 BCTYIy, TPhOX PO3ALIIB, BUCHOBKY, CIIUCKY
BUKOPHCTAHOI JIiTepaTypH Ta JoAaTKy. TekcToBa YacTHHA BUKJIaJeHa Ha 66 CTOpiHKax
JIpYKOBaHOTO TekcTy. [TosicHIOBalbHA 3amMcka Ma€ CIIMCOK BUKOPHUCTAaHUX JKEPEI,
kUil mictuTh 21 HaliMeHyBaHHsS ¥ 3aiimae 3 cTtopiHkd. B poGoti HaBeneHo &9
PHCYHKIB Ta 2 6J0K-cXeMH. 3araibHui 06csar pobotu — 78 CTOPIHOK.

B nepiiomy po3mini Oyio HaBelIEHO TEOPETHYHI BIOMOCTI Ta DPO3IJIAHYTO
ocHOBHI (yHKII, BUIM Ta mpu3HaueHHs Active Directory. Po3risiHyTo croijbHi
XapaKTEPUCTUKH MOAaTKiB Ais aBToMmarm3auii B Active Directory. PosrisHyTo
TriepeBard aBTOMaTH3allii B CHCTEeMHOMY aJMiHICTpyBaHHI.

V apyromy po3aisi GyJ0 MpoBeieHO aHaj i3 HasBHUX TOIOJIOTIH Ta HaBeIEeHO,
pO3pOOIIEHO 3arajibHy TOTIONOTI0 Mepexi Ta cxeMy. Takox HpoaHali30BaHO Ta
00paHo MepexHe 00JI1aJHaHHS Ta HaBeJJICHO HOTro XapaKTepUCTUKH. Po3pobiieHo cxemy
[P-anpecanii MaiiOyTHBOI Mepexi 3 BpaxXyBaHHSM KiIBKOCTI BCIX HPUCTPOIB Ta
3aCTOCYBaHHSIM JTHHAMIYHOI afpecarii.

YV TpeThoMy po3aisi 6ylio MpoBefeHO peanizallio MiICUCTeMH aIMiHICTpyBaHHi
KOPIIOPATHBHOI Mepexi Ta mepeBipka il Ha Mpale3JaTHICTb.

BHCHOBOK MICTUTh B €00l pe3yibTaTd pO3POOKU MPOEKT IIiJCHCTEMH
aBTOMATHU3alLlil CUCTEMHOI0 aMiHiCTpyBaHHs KOPIIOPATHBHOI Mepexi Ha 0a3i Active
Directory. |

KJIIOUOBI  CJIOBA: ACTIVE  DIRECTORY, POWERSHELL,
ABTOMATU3ALL, KOPTIOPATUBHA MEPEXA, CKPUIIT, CSV.
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ANNOTATION

The task of the qualification project was the development of a subsystem for
automating the system administration of a corporate network based on Active
Directory

The explanatory note to the qualification project on the topic "The project of
the automation subsystem of the system administration of the corporate network based
on Active Directory" consists of an introduction, three sections, a conclusion, and a list
of used literature. The text part is laid out on 74 pages of printed text.

The explanatory note has a list of sources used, which contains 21 names and
occupies 3 pages. The list of conventional designations occupies 2 pages. The work
contains 89 drawings. The total volume of the work is 81 pages.

In the first chapter, theoretical information was given and the main functions,
types and purposes of Active Directory were considered. Common characteristics of
automation applications in Active Directory are considered. Advantages of automation
in system administration are considered

In the second section, an analysis of existing topologies was carried out, and a
general network topology and scheme were developed. Network equipment is also
analyzed and selected, and its characteristics are given. The IP addressing scheme of
the future network was developed, taking into account the number of all devices and
using dynamic addressing.

In the third section, the implementation of the corporate network administration
subsystem was carried out and its functionality was checked.

The conclusion contains the results of the development of the project of the
automation subsystem of the system administration of the corporate network based on
Active Directory.

KEY WORDS: ACTIVE DIRECTORY, POWERSHELL, AUTOMATION,
CORPORATE NETWORK, SCRIPT, CSV.
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ITEPEJIIK YMOBHUX I[TIO3HAYEHb

AAD - Azure Active Directory

AD CS — Active Directory Certificate Services

AD DS — Active Directory Domain Services

AD FS — Active Directory Federation Service

AD LDS — Active Directory Lightweight Directory Services
AD RMS — Active Directory Right Management Services
API — Application Programming Interface

BGP — Border Gateway Protocol

DHCP — Dynamic Host Configuration Protocol

EIGRP — Enhanced Interior Gateway Routing Protocol
GUI — Graphical User Interface

HTML — HyperText Markup Language

IDE — inTerpoBaHe cepeoBUIIE pO3POOKH

I0S — MoOibHA omepalliiiHa cucTeMa

|OS-XE — MixxMepexeBa onepailiiiHa cucrema Ha 0a3i Linux
IP — Internet Protocol

IPSec — IP Security

IPv4 — Internet Protocol version 4

ISE — Integrated Scripting Environment

ISR — Integrated Service Router

LDAP — Lightweight Directory Access Protocol

NAT — Network Address Translation

NTLM — NT LAN Manager

OSPF — Open Shortest Path First

OU — Organizational Unit

PBR — Policy-Based Routing

PfR — Performance Routing
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PHS — Personal Handy-phone System

PTA — Pass-through Authentication

RIP — Routing Information Protocol

SFP — Small Form-factor Pluggable

SPML — Service Provisioning Markup Language

VLAN — Virtual Local Area Network

VPN — Virtual Private Network

CSV — ¢aiinoBuit hopmat 115t IpeICTaBICHHS TA0IMYHUX JaHUX

IT — indopmartiiini TEXHOJOTIi
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BCTYII

AkTyaqabHicTh TeMu. KoprnopatuBHa Mepexa MpeacTaBiisie COO0I0 KOMILIEKC
KOMI'IOTEPHUX CHUCTEM 1 MPHUCTPOIB, IO CIOIYYaIOThCS MK COO0I0 B MeXax OJHIET
opraHizaiii abo manpueMcTBa. Taka Mepeka Hajae CHUTBHUN JOCTYIl J0 PI3HHUX
pecypciB, Takux sK ¢aiiam, IpyK, 0a3u TaHuX, MporpaMHe 3a0e3nedeHHs Ta [HTepHeT.

Bukopucranns Active Directory 103BoJsi€ IHTETpYBaTH PI3HOMAHITHI CUCTEMHU Ta
JOAATKU B MEPEXIi, CHPOUIYIOUM iX KEepyBaHHS Ta 3a0€3Meuyroud B3a€MOJII0, a TaKOX
3a0e3reuye BUCOKUH piBeHb O€3MEeKH MePEXki 3aBISKU BOYIOBAHIM MEXaH13MaM 3aXHCTY Bl
HECAHKIIOHOBAHOTO JIOCTYITY Ta 3JI0BMUCHHUKIB. 3 PO3BUTKOM TEXHOJIOTIH Ta MOUIMPEHHSIM
KOMITIOTEPHUX CHUCTEM Y CYYaCHHMX OpTaHi3allisiX 3pOCTaE HABAHTAKEHHS HA CHCTEMHHX
anMiHicTparopiB. OjHaK, BUKOHAHHS OaraTthbO0X OOOB'S3KIB BpPY4YHY MOXKE OyTH IyKe
pecypco3aTpaTHUM, a TAKOXK MPU3BOAUTH JI0 TIOMUJIOK.

ABTOMaTHM3allisl CUCTEMHOIO aJMIHICTPYBAHHS MOXKE JONOMOITH YHHKHYTH LIMX
npo0JIeM Ta MiABUIIUTH e(hEeKTUBHICTh POOOTH aaMiHICTpaTopiB. Active Directory € oHI€O
3 HAWMOIIMPEHIIMX Ta IMOTYKHUX CHCTEM YIPABIIHHSA IAUPEKTOPISIMHU, SIKa JI03BOJISIE
aBTOMAaTH3yBaTl 0arato 3aBJaHb CHCTEMHOIO aJMIHICTPYBaHHS, TAKHX SIK KEpyBaHHS
KOPHUCTYBa4aMH, TPyNamMH Ta MOJITUKaMH O€3TEKH.

MeTto0 [0CHKeHHSI € PO3po0OKa MPOEKTY MIACUCTEMU aBTOMAaTH3AIlll
CHCTEMHOI'0 a/IMiHICTpYBaHHsI KOPIIOPAaTUBHOI Mepexi Ha 06a3i Active Directory.

O0’ekTOM  OCJHIIGKEHHA €  TpolleC  aBTOMAaTW3allli  CHUCTEMHOTO
aJIMIHICTPYBAaHHS B KOPIOPATUBHIA MEpExKI.

IIpeaMeTomM A0CHiIKEHHS € TEXHOJOTIi aBTOMAaTH3allil aJAMIHICTPYBaHHS Y
KOpPIIOpAaTHBHIM Mepexi Ha 0a3i Active Directory.

Ilin yac BukoOHaHHA KBamidikaliiHOI PoOOTH OyJIO PO3POOJIECHO TMPOEKT
M1JICUCTEMHU aBTOMATH3AIlli CHCTEMHOTO aIMIHICTPYBaHHSI KOPIIOPATUBHOI MEpPEX1 Ha

0a31 Active Directory.
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PO3/ILJI 1. TEOPETHUYHI OCHOBHU ACTIVE DIRECTORY TA
ABTOMATU3AIII CHCTEMHOI'O AIMIHICTPYBAHHSI
KOPIIOPATHUBHOI MEPEXKI

1.1 ®dynkuii Ta npusHavyeHHs Active Directory

Active Directory (AD) — 1e Habip ciayKOOBHX IporpamM, po3poOJeHUui s
omeparliiinoi cuctemu Microsoft Server. [louyaTkoBO CTBOpPEHHI SIK CHpPOIICHUN
aJITOPUTM JIOCTYIy A0 KaTajoriB KopucTyBauiB, AD po3mmpuscsa y Bepcii Windows
Server 2008 3 inTerpamiero 3 cepBicamu apropu3artii. loro ocHOBHa QYHKIIist TIOJIATaE
y 3a0e3NeuyeHH] BUKOHAHHS TPYNOBOI TMOJITUKH, IO JO3BOJISIE 3aCTOCOBYBATU
OJIHAKOB1 MapaMeTpy Ha BCIX MITKOHTPOJIBLHUX KOMII IOTEPIB 3a JOMOMOro System
Center Configuration Manager.[2]

SK1110 TOBOPUTH MPOCTUMU ciioBamu, Active Directory — 11e poJib cepBepa, ska
JT03BOJISIE LIEHTPAII30BaHO KEPYBaTH JOCTYIaMH Ta J03BOJIAMU B JIOKAJIbHIM MEpexi.
Microsoft Active Directory (BiioMuii sik "Katayior") € MOTY>KHUM 1HCTPYMEHTOM, IO
HAJIa€ MOXKJIMBICTh aJIMIHICTPYBAaTH KOPUCTYBAUiB Ta JaH1 Mepexi. ['omoBHa MeTa ioro
CTBOPEHHSI — CIIPOIIEHHSI pOOOTH CUCTEMHHUX aJMIHICTPATOPIB Y BEIUKUX MepexKax.
Karanoru MicTaTh pi3HOMaHITHY 1H(QOpMaIi0, TOB'A3aHy 3 KOPUCTYBayaMu, IPYyIaMH,
npucTposiMu, GalIoBUMHU pecypcamu — 3arayioM, o0'exktamu, pucl.l. Hampukmnan,
aTpuOyTH KOPHUCTyBauya, 110 30€epiraloTbCsi B KaTajlo3l, MOXKYTh BKJIIOUATU aJIPECy,
JIOT1H, MAapoJib, HOMEP MOOUTbHOTO TenedoHy 1 T. 1. KaTanor BUKOpPUCTOBYETHCS SIK
TOYKa aBTEHTHU(IKaIlli, IO JO03BOJSE OTPUMATH HEOOXiAHY 1HGOpMAIIID PO
KOpHCTYBaya.

Buau Microsoft Active Directory:

— Active Directory (AD) e BiaacHOI cinyx0010 KaTajoriB, po3poOJICHOO
Microsoft. s ciyx0a, mo mpairoe Ha 6a31 Windows Server, mo3BoJisie€
aJMIHICTpaTOpaM KOHTPOJIOBATH JOCTYIl JO MEpexeBUx pecypciB. AD
30epirae gaHi y BUIJIsA1 00'€KTIB, TAKUX SIK KOPUCTYBayi, rPyIu, NporpaMu

ab0 PUHTEPHU.
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Pecypcu ta npunuumnu Oe3neku, Taki SIK KOpUCTyBadi abo Tpymiu, 3a3BU4ail
MIpEJICTaBIICH] Y BUTJISA/II 00'€KTIB.

Azure Active Directory (Azure AD), sKUH € CKJIAJ0BOIO YaCTHHOIO
Microsoft Azure, € ciyx00t0 Oi3Hec-ineHTHdiKalii. BiH nmpononye e1uHui
BX1]I, 0araTohakTOpHY aBTEHTHU(IKAI[i}0 Ta YMOBHHH JOCTYI JJIsl 3aXUCTY BiJT
99,9% xibepartak. Azure AD - e aGcomoTHO HOBa miuaTdopmMa, CTBOpEHa
Microsoft 3 Hyns A1 cTBOpeHHsT XMapHOi iHppacTpykTypu. s nepenadi
JAHUX MDK cUcTeMaMu, siki miaTpumytotb REST, Azure AD BukopucroBye
REST API.

[Nopugnuit Azure Active Directory (Hybrid AAD) Hamae MOXJIMBICTH
CTBOpPEHHsI TOpuIHOT 11eHTrdikalii 3 Bukopuctanusam Azure AD. Icaye Tpu
METO/JM aBTEHTH(]IKALli: CHHXPOHI3allisd MapoJiiB 3 BUKOPUCTAHHSIM XEIlIB
(PHS), Hackpizna aBrentudikaiis ta penepamis PTA (AD FS). i meTonu
TaKOXX HAJAl0Th MOXJIMBICTh €IMHOTO BXOoAay. [10pumnuii Azure AD
BUKOPUCTOBYETHCSI, KOJIM MOTPIOHO CHHXPOHI3ZYBAaTH JnaHi 3 Azure Active
Directory, ane HasiBHUM JIOKQJIBHUIM KOHTPOJIEP JOMEHY.

Cnyx6u nomeny Azure Active Directory (Azure AD DS) xkepyroth
JIOMEHHUMHU CITy>K0aMU, TAKUMHU K IPOTOKOJ JocTymy A0 kataiory (LDAP),
rpynoBi mnomituku Ta aBTeHTH(dikamiss Kerberos/NTLM. Bonu Takox
HAJAaI0Th MOXJIMBICTh BHKOPUCTAaHHS KEPOBAHOTO JOMEHY, TaKOrO SK
Windows Domain Join, 6e3 HE0OXiHOCTI pO3rOopTaHHs, 00CIyrOByBaHHS

a00 BUIPABIIEHHS KOHTPOJIEPIB IOMEHY.

Kopnopariis MaiikpocodT pospobuna Active Directory 3 MeTor HaJaHHS

3pYYHOTO Ta ILEHTPATI30BAaHOTO KEpyBaHHA KOPUCTyBadaMH, KOMIT'IOTEpaMU Ta

IHIIMMHU MEPEKEBUMH pecypcamu, 30epirarouu ix iHpopMallito B €IMHOMY KaTalo3l.

Active Directory BUKOHY€ Bl OCHOBHI (DYHKIIl: HaJaHHS KOPUCTyBauaM

MOXJIMBOCTI aBTEHTU(]IKAIll Ta OTpUMaHHSI JOCTYITY JI0 PECYPCIB Y MEXKax JOMEHY, a

TaKOX HaJIlaHHS aIMIHICTPAaTOpaM MOKJIMBOCTI KEPYBAHHS JJO3BOJIAMH Ta JOCTYIIOM JI0

IIUX MEPEKEBUX PECYPCIB.
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VYasnenns npo Windows-mepexi 6e3 Active Directory moske OyTu 1moaioHIM /10
MOCTITHOTO BBEACHHS OOJIKOBUX JaHUX ISl JIOCTYINY JI0 KOXHOi Mporpamu Ta
HEOOXITHOCTI BpPYYHY KepyBaTH JO3BOJIAMH Ta JOCTynoM 10 pecypciB nust IT-
KoMauIu. [21]

Ha cworomHimHiii neHb iCHy€ KijgbkKa HaWOUIbII MOMYJSPHUX CIYXO Active
Directory, siki 3a0e31meuyroTh Pi3HI PYHKITII:

— Jomenna cmyx6a Active Directory (AD DS) 36epirae indopmaiiito mpo
00’€KTH B JIOT14HIH 1€papXii Ta pOOUTH 11 JOCTYITHOIO JJIs aAMIHICTPATOPIB 1
KopuctyBauiB. Hanpukmnan, iHpopmarliisi mpo KOpucTyBadiB 30epiraeTscs siK
IMeHa, MicliernepeOyBaHHs, HOMEpH TeIePOHIB, €IEKTPOHHI apeCH TOIIO.

— Cnyx0u 00’ eqnanns Active Directory (AD FS) 3abe3mnedye e tuHmiA BXi 115
KOPHCTYBaiB. 3a JOMOMOTOI0 €IMHOTO BXOJY KOPUCTYBa4dl MOKYTh HaJlaTh
OOJIIKOBI JaH1 OJIMH Pa3 1 OTPUMATH JIOCTYII 10 KUTBKOX CIIyk0 1 mporpam y
MEpEexi.

— Cnyx6u kepyBanus npaBamu Active Directory (AD RMS), sk BuriuBae 3
HAa3BH, 3aliMa€ThCsl KEPYyBaHHAM JIOCTYNOM J0 iH¢opwmailii B nomeHi. Bin
3abe3reuye 0€3MeKy MaHuX, peaai3yloun MOJITUKU JOCTYMY J0 JaHUX.

— Cnyx6u ceprudikamii Active Directory (AD CS) po3Boisisie cBOiM
KOPUCTYBa4yaM BHUJABATHU M KepyBaTH 1H(PACTPYKTYPOIO BIAKPUTHX KIIOUIB
(PKI). Bin BUKOpUCTOBY€EThCS IS UGB PYBaHHS Ta AemupyBaHHs (HaiiB,
CJIEKTPOHHUX JIUCTIB 1 MEPEKEBOT0 TpadiKy B JOMEHI.

— Tlonermeni cayx0Ou karanoriB Active Directory (AD LDS) — ne ciyx0a
karanorie LDAP, sika miarpumye mporpamu 3 MiATPUMKOIO KaTaiory. Lle
poouThCs 6e3 Oyb-IKuX 00MEKEHb, OB’ I3aHUX 13 JOMEHOM, 1 3aJIe)KHOCTEH
Bil goMeHHHX ciayk0 Active Directory (AD DS). AD LDS mpamtoe Ha
aBTOHOMHHX CepBepax abo psAIOBUX CepBEpax.

Axmio mpamrpoBatd B cepenoBuili Ha ocHoBl Windows 1 Microsoft, Active

Directory BUSBIS€ThCS HaWKpamuM BuOOpoMm. 3aBasiku kKoHcomni Active Directory
3aBJIaHHS KEpPYBaHHS MEPEXKEI0 CTAlOTh JIETIIUMHU IS aJMIHICTPATOPIB KIThKOMa

criocobamu, HATPUKJIIA/;
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— Active Directory 30epirae MepexeBi JaHi Ta JOMOMAara€ OpraHi3yBaTH

lepapXiro Ballloi KOMMaHii.

— Active Directory Moxe mpalfoBaTd B KUIBKOX JOMEHaxX 3 pPi3HUMH

MOJTITHKAMU O€3IEeKH Ta aIMIHICTPAaTOPaAMH.

— Bin po3ymMHO Kepye aBTOpM3allisIMH, TapaHTYIOUH, 10 JAOCTYI 10 (aiiB

MarOThb JIHUIIC Ti, XTO Ma€ 10 HUX OOCTYII.

Active Directory
Server

cn w Applications O)

¥,

Domain
Policy

Enterprise-wide
policy and licensing

Group Policy

Marketing

Object
Manages application
portfolio and settings

Sales

AD Organizational Unit

2 a
E s

Applications

O)Appli(ations cn - B — Library

AH"
(]

Active Directory Organization File Share

Pucynok 1.1 — Opranizauis Active Directory

1.2 Anani3 3aBIaHp aBTOMaTH3aNil Ta mporpam s apromarusanii B AD

MacoBe kepyBanHs kKopucTyBauamu AD Moxke OyTu mpoOieMoro y BEIUKii 1

ckinagHii mepexxi Windows. KpiM TOro, BUKOpPHCTaHHS BJIACHUX 1HCTPYMEHTIB 1

cieHapiiB PowerShell nmorpebye rimbokux 3Hanb AD 1 clieHapiiB st MacoBOTO

KepyBaHHs KopuctyBauamu B AD.[3]

1) ADManager Plus — 1ie iHHOBaIIiliHE TIPOTpaMHe 3a0e3MeUeHHS )11 KepyBaHHS

Ta CTBOpEHHs 3BITiB y cdepi Active Directory, ske Hamae UIMPOKHUN CIIEKTP

MoJIMBocTeH, pucl.2. Moro rojoBHa nepesara nojsrae B 3AaTHOCTI CTBOPIOBATH Ta

KepyBaTH JeKiIbkoMa kopuctyBauamu AD omHouacHo 3a gomomororw CSV-daiinis.

[o6inb11e, 3a 1oNOMOro (yHKIT peakKTUBHOTO KEpyBaHHS OOJIKOBUMHM 3allCaMU
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KOPHUCTYBauiB, MOJIMBO 3MIHIOBaTH KUIbKa aTpuOyTIB OOJIKOBUX 3aIUCIB
KOPHCTYBa4iB BCHOTO JIUIIE B ogHOMY Kpoiii. Kpim toro, ADManager Plus Hanae
3py4Hi MOO1JIbHI IOJATKU JIJIsl IPUCTPOIB 3 onepailiitHoro cuctemoro 10S ta Android,

IO COPOIIYIOTh KepyBaHHs Active Directory mig yac nepeOyBaHHS B JOPO3i.

= ADManager Plus )

License  im AD Explorer TalkBack €3~ B

Management Reports Office 365 Delegation ‘Workflow Autornation Admin
2 Graphical view ' Create Reques -

Domain  admanagerplus.com V| 2 < Inside ADManager Plus

ADMa:

str to
663 2529 manag ory from r
. ) s Q e
as ex pired Users (e I p 0 days
Help Desk
ch Optiona v Reset Password Console
User Reports e System Reports <3
Awaiting Requests - 0
Revie ppros Execute
0 0 C
= > AD Management
Account Provisioning (via CSV Import)
Account Provisioning (via Templates)
s
Account Deprovisioning
Enable/Disable Users
| Number of users 9924 a Number of computers 9223 N
OU Management
Inactive users in 30 days 1750 1 Inactive computers In 30 days 2529 more
L} Disabled Users 32 || Disabled Computers 88
| Locked-out Users 0 ] Number of workstation 9217
AD Reports
| | Password Expired Users 663 | | Number of domain controllers 6
Inactive User Accounts
Real Last Logon
Group Membership (including nested
Logged On User Report o> Group and OU reports > members)
Passviord Expired Users
Locked-out Users
IT Compliance Reports
more
Rec
| 8,174 Numi
Rex W s Kb af dieviiiiminn Avnnie. |8 Office 265 Renorts & Manaaemen t

Pucynok 1.2 — Intepdetic nonatka ADManager Plus

[lin uwac macoBoro cTBOpeHHs Ta Mmoaudikamii kopuctyBauiB AD crae
MO>KJIMBUM BHUKOpPUCTOBYBaTH HACTPOIOBaHI IIA0JOHU, $KI MICTITh CTaHAApPTHI
3HAYEHHS aTpUOYTIB KOPUCTYBa4a Ha OCHOBI BiauTy uu podi, pucl.3. OkpiMm 116010,
TaKOXX MOXKJIMBO JEJIeTYBaTH il 3 KepyBaHHS KOPUCTYyBadaMH TEXHIKaM CIIyXOH
MIITPUMKH a00 0coOaM, sIKi HE € aIMIHICTPATOPaAMH.

BuxopucroBytoun ADManager Plus, crae MOXJIMBO MacoBO 3MiHIOBaTH
atpudytu AD; atpubytu B Exchange Server 2003, 2007, 2010, 2013 1 2016; oO6miHH1
nomrtuky; OOmikoBi 3anucu Microsoft 365, minensii, nomrtoBl ckpuHbku Exchange
Online To10; a Takox atpudyTu Skype s 6i3Hecy Ta ciryx0 TepmiHamiB. [HCTpyMeHT
MacoBOTO OHOBJICHHS KopucTyBauiB Active Directory chopourye Bci omeparii
KepyBaHHA KopuctyBadamu AD, 30kpema:

— CTBOpeHHS 00JIIKOBUX 3aIKCIB JIJIs1 KUTBKOX KOPUCTYBadiB OJJHOYACHO
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— 3miHa aTpuOyTiB AJIA KIJIBKOX KOPUCTYBaUiB

— CKuJaHHS MapoiB AJIsl KUIBKOX 00JIIKOBUX 3alKCIB KOPUCTYBadiB

— 3MiHa BiI0Opa)KyBaHUX IMEH KOPUCTYBayiB

— CrBOpeHHs MOMTOBUX CKpUHBbOK Exchange 1 3actocyBaHHS MONITHK
Exchange

— CtBopenns o6mikoBux 3anuciB Office 365 1 Google Workspace

— VYBIMKHCHHS, BAMKHEHHS Ta BUJIAJICHHS HEAKTUBHUX OOJIIKOBHX 3aITUCIB B
AD

— Ilepemimenns kopuctyBauiB Mixk OU

- ABTOMaTI/ISaI_IiH MaCOBOI'0 KCPYBAHHA KOPpUCTYyBaA4YaMHU

INPUT BULK PROCESS OUTPUT
-
} ACTIVE
DIRECTORY
ADManager Plus
# Yy
% Web Client —
— =
CSV / = AUTHENTICATION AND ]
TEMPLATE USER AUTHORIZED CONTROL FILE SERVER
J
. S
CSV Format: \ —
Column 1: Firstname —
Column 2: Initials
Column 3: Lastname E);(EECESE
Column 4: Department \ J

Pucynok 1.3 — IIponec MacoBOro CTBOpPEHHSI KOPUCTYBayiB

ADManager Plus ciponiye npoiiec MacoBOro CTBOPEHHS KOPUCTYBayiB JIMIIIE 32
KiJIbKa KpokiB. CTBOPEHHS KOPUCTYBAYiB 32 OJIMH KPOK MOkJIUBO B AD, Microsoft 365,
Exchange, Skype nns Oiznecy Ta Google Workspace 3 iHAMBIIyaTbHUMHU
HaJAIITYBaHHSIMH JUIS KOXKHOI TUIaTGOpMHU 3a JOTMOMOTOI0 MIA0JOHIB 1HiIiam3arii
KopucTyBauiB. HanamroBani mabioHu JJIsl CIIPOIIEHHS CTBOPEHHSI 00’ €KTIB TaKOX
MICTUTh METOAM Ha OCHOBI MPAaBUJI JJIsI aBTOMATUYHOTO 3alIOBHEHHSI aTpUOYTIB, SAKIIO
BUKOHYIOThCSI MEBHI ymMoBH. CrpolleHe Ta jerke kepyBaHHsS AD 3a nomomMororo
¢byukiin ADManager Plus, siki moBHICTIO 0a3yrOThCs Ha TpadiuyHOMY 1HTEpdeiici

KOPHUCTYyBayda, 3HAYHO M030aBUTH BiJl BUCHAXKIMBOTO 3aBIaHHs KepyBaHHS AD.
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2) Softerra Adaxes — 1ie eekTHBHE Ta THYYKe PillICHHS Ui KEpyBaHHs Active
Directory, sike MoJIEeTIIye, aBTOMATH3Yy€E Ta 3aXUIA€ KepyBaHHS, 0OCITyrOByBaHHS Ta
anminictpyBanus AD, pucl.4. Softerra Adaxes rapaHTye BHCOKOC(HEKTHBHE
KEepPYBaHHSI )KUTTEBUM IIUKIIOM KOPUCTYBAYiB, 110 JOCIATAETHCS 3a JOTIOMOTOI0 3aC001B
KepyBaHHs MiX ToMeHHUMH AD, 1eTanbHO PO3MOAiIeHOT Oe3Mekn Ha OCHOBI POJICH,
onTuMi3alii HaJaHHA KOPUCTYBauiB, aBTOMAaTH3allli aJMIHICTPATUBHHMX 3aBIaHb 1
poOoYoro TmpoIecy Ha OCHOBI 3aTBEP/KCHHS. 3a0€3MEeUyr0Yd TPOCTUH Y
BUKOpHUCTaHHI BeO-iHTepdeiic, Softerra Adaxes 3a06e3neuye KOHTPOILOBAHUN TOCTYII
10 pecypciB AD 3 Oyap-sikoro Be0-Opaysepa, J03BOJISIIOYN KOPUCTYBayaM 3MIHIOBATH
1H(}OopMaIliI0 BIACHOTO OOJIIKOBOTO 3aIMCy, IIYKaTH KOPUCTYBAdiB 1 00’€KTH Ta

BUKOHYBATH 3aBJIaHHs KepyBaHHS AD, UIst IKMX Y HUX € qocTaTHi 103BoH. [13]

YOUE[_R]GO Home Reports v  Basket Browsev 7w Q
i
User Management Active Directory Business Units
E#  Reset password
§i | contoso.com B | Computers
[7.  Unlock account
[# Modify user i example.com B  Departments
[zt Addto group
[EZ  Remove from group Lo S o P , i o
Recently created users My managed objects
iF Create mailbox Jm
e

[& Enable user 4 Today (12) O | wWoRKSTATION1
[@ Disable user a James Cooper O | WORKSTATION?
Object Creation Alexander Hamilton B server1
&  Create user ﬂ Susan John &% | Subcontractors
s Create group

9 Nicole Anderson & Employees
@  Create Organizational Unit

ﬂ Jane Higgins &% Offices

|

& John Granovsky & Managers

Pucynok 1.4 — Intepdeiic nomatka Softerra Adaxes
OcHoBHI 0co0mBOCTI Ta MOXIUBOCTI Softerra Adaxes:
— AJMiHICTpyBaHHSI O€3MeKu: aJMIHICTpyBaHHS O€3MEeKHM Ha OCHOBI pouiei
BUKOPUCTOBYEThCS ISl OpraHizaiii Ta e(peKTUBHOIO pPO3MOILLY T03BOJIB
MDK KopucTyBayamu. J[03BoJIM 00’ €IHYIOTBCSI B OKpeMi poJii Oe3leKku, siKi

JIETKO PETYJIOIOTHCA, 1 JO3BOJISIOTh KOPUCTYBayaM a0o0 rpyraM, SKUM BOHH
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npu3HaueHl, BUKOHYBaTH TEeBHUN HaOip 3aBAaHb. [Hyukuil MexaHizm
MIpU3HAYCHHS POOUTH PO3MOJILI JO3BOJIIB OUIbII JETaJTbHUM 1 O€3MEUHUM.
ABTOMAaTH3AIlsA aIMIHICTPATUBHHUX 3aBJiaHb: MOBCSAKACHHI aMIHICTPATHUBHI
omepariii CcTalOTh Bce OUIBII 1 OUIBII TPYAOMICTKUMH, OCKUIBKH
MINPUEMCTBA 3pocTarTh. 1106 3MEHIIUTH aJMIHICTpATHUBHE
HABaHTAKCHHS, PYTHHHI OIepallii MO)KHa aBTOMAaTU3yBaTH Ta 00’ €THATH B
onHe 3aBraHHA. JloaTKOBI Aii BUKOHYIOTHCS aBTOMATUYHO 3a JIOITOMOTOIO
Oi3Hec-MpaBWJI MiJ Yac BUKOHAHHS TEBHOI ormepallii ado 3a J0ImOMOTO0
3allJJaHOBAHMUX  3aBJaHb uepe3 peryisapHi MNpoMiXkH dvacy. OOcsar
edeKTUBHOCTI Oi3HeC-TpaBUJl 1 3alJIJaHOBAaHUX 3aBJIaHb KOHTPOJIIOETHCA
THYYKMMH YMOBaMH Ta MPU3HAYCHHAMH.

Cnporene 3a0e3nedyeHHs Ta JIOTPUMaHHS KOPIOPATUBHUX CTaHIAPTIB: Y
BEJIMKHX 1 CKIQJHUX MepekaX CTBOPEHHsS Ta Moaudikailisi 00’ekTiB Active
Directory mnepenbauae TOBTOpPHE BBeIeHHs Tiei camoi iHdopwmarii Ta
JOTPUMAaHHS KUJIBKOX KOPIOpaTHUBHUX cTaHAapTiB. [1[00 yHUKHYTH Takux
HAJMIpHUX 1 TPYAOMICTKUX 1M 1 MATpUMYBaTU YHI(piKOBaHE CEpPEOBUIIE
Active Directory, sike BIANOBI1a€ BU3HAYEHUM cTaHaapraMm, Softerra Adaxes
Hamae ma0ioHu BiacTtuBocTel. I1la0moHu BiacTHMBOCTEW BH3HAYAIOTH
oOMexeHHs (hOpMaTyBaHHS Ta MPaBHJIa ABTOMATHYHOTO TCHEPYBAHHS IS
BJIACTUBOCTEH  00’€KTIB. 32  JOMOMOTOI0  JIETAIbHOTO  MEXaHI3MY
MpU3HAYEHHS P13HI 1a0JIOHU BIACTUBOCTEH MOXKYTh OyTH €(DEKTUBHUMH JIJIsI
PI3HHUX PECYPCIB 3aJIEKHO B1J] IXHIX PEriOHAIbHUX a00 BIJOMYHX AECTAJICH.
PoGounii mporiec Ha OCHOBI 3aTBEPKEHHS: BUKOHAHHS JIEIKUX BaXKIMBUX
oreparfiii 4acto moTpedye MOroMKEHHS BIANOBIaIbHHX 0ci0. Softerra
Adaxes 103BoJil€ BU3HAYATH KPUTHUYHI Omepalii, KI BUKOHYIOTbCS JIUILE
MICTIs OTPUMAHHS JTO3BOJY.

Junamiuni 6i3Hec-oqunuil: Softerra Adaxes Hajgae BIpTyaibHI KOJEKIIIT, SIK1
BUKOPUCTOBYIOTBCA  JJii  opraHizamii  00’ekTiB  Active  Directory
ABTEPHATUBHUM CIIOCOOOM 0€3 mopytieHHs cTpykTypu AD. Unenu Gi3Hec-

N1PO3A1Ty BU3HAYAIOTHCA THYYKUMH MTpaBUIaMU YJIEHCTBA, Kl JI03BOJISIOTh
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JUHAMIYHO BKJIIFOYATH a00 BUKIIOYATH 00’ €KTH, aIanTyrO4uCh J0 3MiH B
Active Directory. BisHec-miagpo3ai MOXYTbh MICTUTH O0’€KTH 3 Pi3HHX
JIOMEHIB a00 HaBiTh JICIB, IO JO3BOJISIE KOPHUCTYBauyaM CIIJIbHO KEpyBaTH
TaKUMUA O0’€KTaMH, [0JIal0Yd OOMEXKEHHS JOMEHY 4YM OpraHi3alliiiHuX
CTPYKTYD.

Posmpene HamamryBanus: Adaxes BKIIOYae IMHPOKI MOMKJIMBOCTI
HAJNAIITYBAaHHS, $KI JTO3BOJISIIOTH Y3TOJAUTH MpOrpaMHe 3a0e3MedYeHHs 3
VHIKaJIbHUMH ~ OI3HEec-TipoliecaMd  Ta  BUMOTraMu. 32 JIOIIOMOTOO
KOPHUCTYBAJIbHUIIBKUX KOMaHJ CKJIaJHI Ta PyTHHHI 3aBIaHHs, XapaKTepHI
JUTSL BAIIoro pobo4yoro cepeloBUIa, MOKHA BUKOHYBATH OJTHUM KJIAllaHHSIM
mutii. Be6G-inTepdeiic MokHa HaNAIITyBaTH OKPEMO JIsl aMIHICTPATOPIB,
OMepaTopiB CIYXOM MIATPUMKHA Ta CIOy>KOM camooOciayroByBaHHs. s
KOXKHOT POJIl MOKHA HaJIAIITyBaTH (OpMU JUIsl CTBOPEHHS Ta Moaudikaiii
00’€KTIB, BU3HAUYHTH, SIK1 J11 MOXYTh BUKOHYBATH KOPUCTYBaul, J03BOJIATU
KOpUCTyBauaM TeperisjgaTd Jjuiie meBHi o00’ektu  Active Directory,
BUMKHYTH TIeBHI (QyHKIIT BeO-iHTepdeiicy, HamamTyBaTH TMONIYK 1
MO>KJIMBOCTI nieperisiny Active Directory Tomio.

3BiTHICTh Active Directory: gyHkiiis 3BiTyBaHHs, HagaHa Softerra Adaxes,
JT03BOJISIE TIOJIETIIMTH aHaii3 1 MoHITopuHr Active Directory. [ndopmariis,
npejcTaBlieHa B 3po3yMuioMy  ¢dopmaTi, jgomnomarae  e(peKTHUBHO
KOHTpOIIOBaTH cepenoBuine Active Directory 1 HamaBaTu maHi, HEOOXigH1
1151 1HGOpPMOBAHOTO yrpaBiiHHA KoMmaHiero. [ToBHui nepenik 3BiTiB AD,
HajgaHuii Softerra Adaxes, 1o3BoJisie oTpuMaTH HEOOXiAHY iH(MOpMaIIio 3a
MIHIMAJIbHUI Yac.

CucteMHMII ayauT: CEpBICHUU KypHald J03BOJIIE KOHTPOJIOBAaTH BCl
omepailii, SKi BHKOHYIOThCS dYepe3 Softerra Adaxes. [lns monermieHHs
neperssiay Ta MOHITOPUHTY 3apeecTpoBaHi ornepalii Mo>kHa BIAQIIbTpyBaTU
JUISL BIIOOpa)KEHHS OTmepalliif, $SKi BUKOHYE TIEBHHM KOPUCTYyBad, SKi
BUKOHYIOTHCSI 3 TIEBHUM OO ’€KTOM, SIKI BUKOHYIOTHCSI TIPOTSTOM IEBHOTO

nepioy yacy ToIIIoO.
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— banmancyBanHs HaBaHTakeHHs: Softerra Adaxes J03BoJisi€ 1HCTaIIOBATH

KUTbKa clTy’k0 Adaxes, siki MalOTh CHUTBHY KOH(DITypaItito.

Ile mo3Bomsie Softerra Adaxes miAKIIOYaTH KOPUCTYBauiB 0 HAHMOMMKUOI
JOCTYMHOI cIy>)kOu Adaxes, 00 YHUKHYTH TEpPEBAaHTKEHHS CHCTEMH,
30UTBITUTH  BUKOPHUCTAHHS ~ CETMEHTIB  MEpeXi  Ta  IiJIBHIIHATH
BIIITOBITAJIBHICTH CUCTEMH.

[Tintpumka SPML: mintpumka SPML, sxy Hanae Softerra Adaxes, 103BoJis€e
inTerpyBatu Adaxes y cuctemu 3abe3nedenns 3 miarpumkoro SPML. Ie nae
3mMory Adaxes oOwmiHiOBaTHCs JOaHuMHu HajganHia 3 SPML-cymicHumMu

npoBaiiepaMu iieHTrdIKaIli 6e3 CKIaaHo1 Ta JOPOroi IHTerpalii.

3) XIA Automation Server (panime Bimomuil sk XIA Configuration) €

IIporpaMHuM 336€3H€‘{6HH}IM, AK€ HaJac€ MO>KJIMBOCTI aBTOMaTI/ISaHﬁ CHUCTCMHOI'O

aJIMIHICTPYBAaHHS Ta KOH(IrypaliiiHOro yrnpaBiaiHHA B KOPIOPAaTUBHHUX CEPEIOBUILAX,

pucl.5. Ile pimeHHs 103BOJIsIE€ TUIAHYBAaTH, MpaIOBaTH B MEPEXi Ta KEpyBaTH

ABTOMATH30BaHUMHU 3aBJIaHHSAMHU Ha KOMITIOTEpax, cepBepax Ta mpucTposx.[12]

[E&: XIA Automation Server Administration Tools

File Tools Help

¥ Connect ¥, Disconnect [ ServerSettings gl Save Configuration | @) Help

-
v XASKE Automation Tasks
« 7 Automation Profilss This section displays the automation tasks to be executed by this profile
w gl Automation Profile
Mame Type Enabled
“8 Variable Defintions & Generate Password Password Generation Task Enabled
%] Automation Tasks M Create Active Directory Account Active Directory Account Creation Task Enabled
=# Update Organizational Unit Active Directory Organizational Unit Update Task Enabled
(© Scheduler Status it Delete Active Directory Group Active Directory Group Deletion Task Enabled
# Create Directory Directory Creation Task Enabled
ux Delete Share Share Deletion Task Enabled
et Create Google Account Google Account Creation Task Enabled
EH Enable Exchange Mailbox Exchange Mailbox Enable Task Enabled
fj" Create Office 365 Account Office 365 Account Creation Task Enabled
"'|2| Motify Administrators Email Task Enabled
| New Automation Task... Active Directory b | & Active Directory Account Creation Task
Move To Top Development 4 :, Active Directory Account Deletion Task
Move Up Filesystem b |  Active Directory Account Disable Task
Move Down Google b | @ Active Directory Account Enable Task
Move To Bottom Microsoft Exchange v | & Active Directory Account Exists Task
Office 363 L i
2, Import e ?‘ Active Directory Account Location Task
Export Utilities ¥ | fp Active Directory Account Mame Generator Task
Variables b |87 Active Directory Account Password Reset Task
Duplicate s Active Directory Account Unlock Task
Delete bel i Active Directory Account Update Task
Properties i<t Active Directory Group Creation Task
%  Active Directory Group Deletion Task
#=.  Active Directory Group Exists Task
A= Active Directory Group Location Task
™, Artiee Pirartane Grann |indste Tack

Pucynok 1.5 — Intepdeiic nomatka XIA Automation Server
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XIA Automation Server € THOTY)KHHM 1HCTPYMEHTOM JJisi aBTOMaTHU3aLli

CHUCTEMHOTr0 aJMIHICTpYBaHHA Ta KOH(IrypaliiiHoro yrpaBiiHHSA. BiH 103BoJIsIE

3MEHIIUTH PYTUHHY pPOOOTY, MIABUIIUTH €(PEKTHUBHICTh 1 HAMIMHICTH MPOIECIB

aJIMIHICTPYBaHHSI B KOPIIOPATUBHIM Mepexi Ta 3a0e3MeUnTH Kpaluil KOHTPOJIb HaJ

KoH(pirypamieto cucremu. OCHOBHI 0coOMBOCTI Ta MoxUMBOCTI XIA Automation

Server BKJIFOYAIOTh:

ABTtoMartm3arisi 3aBmaHb: XIA Automation Server T03BOJISIE CTBOPIOBATH
CKJIaJlHI aBTOMAaTHU30BaHI poOOYl MPOLECH, SIKI MOXYTh BKIIOYATH
MIOCJTITIOBHICTH Jiid, YMOBH, IIUKJIM Ta B3a€MOJIII0 3 TOBHUMH cucTemMami. Lle
J03BOJIsIE  €EKTMBHO aBTOMATHU3YBAaTH PYTUHHI 3aBJaHHS, TakKi K
CTBOPEHHSI, HAJIAIITYBaHHS Ta MOHITOPUHT KOPUCTYBAYiB, TPYyIy, MOJITUKY
0€3MeKHr, pe3epBHE KOMIIOBAaHHS TOIILIO.

Kondirypamiitne ynpasminas: XIA Automation Server Hajae MOXKJIMBOCTI
JUIsl 30€peXkeHHsl Ta KepyBaHHS KOH(DIrypaliiiHUMU TaHUMH KOMII'IOTEPIB,
CEpBEpIB Ta MEpex)eBUX MPUCTPOiB. Lle m03BoisiE BecTH IEHTpai30BaHy
0a3y NaHux 31 3HAHHSAMHU PO KOH(DIrypaiito, CTaTycH, 3aJIeKHICTh Ta
1CTOPIt0 3MIH CUCTEMHUX 00'€KTIB.

[lnanyBanHss Ta po3kianka 3aBnaHb: XIA Automation Server wmae
BOY/IOBaHWI IUIAaHYBaJIbHUK, SKHH JIO3BOJISE PO3KIAJAATH BUKOHAHHS
aBTOMATH30BaHMX 3aBJlaHb Y TIEBHUI Yac abo B neBH1 nepioau. e no3Bosie
3aIlyCTUTH BHUKOHAHHS 3aBJaHHS B TOTPIOHUN MOMEHT, 3a0e3nedyrouu
TOYHICTH Ta HAAIMHICTh aBTOMATHU3Aalll].

MomniTopunr Ta 3BiTHICTE: XIA Automation Server 3ab6e3nedye MOHITOPUHT
Ta 3BITHICTH I110JI0 BUKOHAHHS aBTOMATHU30BaHUX 3aBJlaHb. BiH 30upae gaHi
PO CTaH BUKOHAHHS 3aBJlaHb, CIIOCTEPITA€E 3a YCHIUIHICTIO a00 MOMUIKAMHU
B IIpoIleCi aBTOMAaTh3allii, a TakoX 30epirae 1CTOpil0 BUKOHAHHS JIJIs
TIOTAJTBIIIOTO aHAITI3y Ta ayauTy.

IaTerpamis 3 iHmmMMU cucteMamu: XIA Automation Server Moxe
IHTErpyBaTUCS 3 PI3HAMH CHCTEMaMH Ta CepBiCaMH, IO JO03BOJISIE

aBTOMATU3YBAaTH JIii HE TUIKU B MEKax OKPEMHUX KOMI'IOTEPiB a00 cepBepiB,
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aie ¥ B3a€EMOMISATH 3 1HIIMMH JOJaTKaMHU Ta CepBicaMU B KOPHOPATHUBHIN
Mepexl.

— 3axuct paHux Ta Oesneka: XIA Automation Server mae BOyJI0OBaHi
MEXaHI3MHU 3aXHCTy, sIKi 3a0e3MedyloTh KOH(IIEHIIHHICT Ta LUTICHICTh
naHux. JlocTynm 10 aBTOMaTW30BaHUX 3aBJlaHb Ta KOHQITypaliiHUX JaHUX
MoOske OyTH 0OMEeXEHHI 3a JOMOMOTOI0 POJieH, MpaB JOCTYIY Ta Ay uTy ik
KOPHCTYBaYiB.

— Ilintpumka Ta HaBuaHHsA: XIA Automation Server Hajgae JOKYMEHTAIIIIO,
NOCIOHMKH Ta TEXHIYHY MIATPUMKY, 1100 AOMOMOTTH BaM Yy PO3yMiHHI Ta
e(eKTUBHOMY BHUKOPWCTaHHI pIlIeHHS. TakoX, MOXyTh OyTH JOCTYIIHI
HaBYaJbHI Kypcu a0O0 TPEHIHTW JUIsl CUCTEMHHX aJMIHICTPATOpiB, SKi
Oa)XaroTh OMAHYBAaTU HaBUYKHU BUKOpUcTaHHS XIA Automation Server.

[IpencraBneni tpu nomatku ADManager Plus, Softerra Adaxes Tta XIA

Automation Server — MarOTh CIUIBHI XapaKTEPUCTHKH, SKi BKIFOYAIOTh YIPABIIHHSI
Active  Directory, aBTOMaru3aiil0 3aBJaHb CHCTEMHOIO  aJMIHICTPYBaHHS,
MOHITOPMHTY Ta 3BITHOCTI, 3aXHMCTy JaHUX Ta Oe3neku. BoHM 10NOMOXKYTh
aaMiHicTpatopaM epeKTUBHO KepyBaTu 00'ekTamu Active Directory, aBTOMaTH3yBaTu
PYTHUHHI 3a/1a4i, KOHTPOJIIOBATH Ta aHAI3yBaTH BUKOHAHHA 3aBJaHb, 3a0€3MeuyBaTH
Oe3MeKy Ta 3aXHUCT JaHUX, @ TAKOK OTPUMYBATU HEOOXIAHY MIATPUMKY Ta HaBYAHHS
111 €(heKTUBHOTO BUKOPUCTAHHS HUX pilieHb. KokeH 13 HuX T0AaTKIB Ma€ CBOI
OCOOJIMBOCTI Ta MO>KJIMBOCTI, 1 KOHKPETHE DIIICHHS 3aJIeKUTh BiJ MOTpeO BaIioi

oprasizaiii Ta BUMOT 10 BUOOpPY (hyHKIIIOHAJIBLHOCTI.

1.3 PowerShell sixk iHcTpymMeHT aBTOMaTH3a1ii CHCTEMHOT0

aaMmiHictpyBanHs B Active Directory

Windows PowerShell € o6omonkorw, po3pobnenoi Microsoft s 1ineit
aBTOMaTu3alli 3aBAaHb 1 yHOpaBiiHHA KoHQIirypamieto. Ll moryxkHa oOosioHKa
3acHoBaHa Ha Framework.NET 1 MicTuTh B c001 000JIOHKY KOMaHIHOTO PsiIKa 1 MOBa

cieHapiiB. PowerShell € iHCTpyMeHTOM, SKWW TOKIMKAHWNA 3aMIHUTH KOMAaHJIHUN
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pSAOK 1 3a0e3meynTH OUTBII MOTYKHI MOXJIMBOCTI JUIsl YIIPAaBIIHHS OIEPAaIiitHO0
cuctemoro Windows.

JIns Kpamioro po3yMmiHHS CIIOYaTKy Tpeda 3po3yMiTH, 0 Take obOojoHKa. B
iHbopMaTuIll OOOJIOHKOIO HA3MBAIOTh MPU3HAYEHUH IJIs1 KOpUCTyBaua iHTep(eric,
AKUM 3a0e3meuye JOCTYI O pi3HUX CIIyk0 omepaliiiHoi cuctremu, pucl.6. O6onaoHka
MOke OyTM Ha OCHOBI KOMaHJIHOro psijaka abo Moke MaTd B co01 rpadiuHuii
kopuctyBanbHUIIbKHUH 1HTEpPeiic (GUI). [ToBepx cranaapTHOT 000I0HKH KOMaHTHOTO
psanka Takox moxke 0ytu Windows PowerShell ISE. ISE Bucrynae sk interpoBaHe
CepelIoBHILE CIIeHapliB - Iie rpadiyHuii KOPUCTYBaJIbHHUIIBKUHN i1HTepdelc, sSkuii
JIO3BOJISIE CTBOPIOBATHU PI3HI ClieHapii 0e3 HeoOXi1THOCTI BBOJUTH BCi KOMaHIIU B
KoMaHHOMY psiiky. Ilepmia Bepcisi PowerShell 6yna Bunymiena B auctomani 2006
poky misg Windows XP, Windows Server 2003 1 Windows Vista. OcTaHHBOIO € Bepcist
4.0, sixa Oyna BumyieHa B >koBTHI 2013 r. BoHna e 3a 3amoBuyBanHsM 3 Windows
8.1 1 Windows Server 2012 R2.

Windows PowerShell, po3pobnenuii kommnanieto MaiikpocodT, BUCTyIae sK
MOTYXXHUW 1THCTPYMEHT JJI aBTOMAaTH3allll Ta MIBUAKOTO BUPIMICHHS BUCHAKIUBHUX
3aBlaHb aaMIHICTpyBaHHA. Llell 1HCTpyMEHT 103BOJIsiE BUKOHYBATH PI3HOMAHITHI
3aBJaHHs 0€3 3alBUX 3YCHJIb 1 IIIBUJIKO.

Hanpuknaz, 3a gonomoroto PowerShell moxHa nerko nepernsinyta Bci USB-
MPUCTPOI, K1 MIIKIIOYEH] 0 OJHOr0 ad0 JIEKIILKOX KOMITIOTEPIB y Mepexi. Takox
MO>KHA HAJIAIITYBaTH 3aBAaHHS, K1 TOTPEeOyIOTh TPUBAJIOTO BUKOHAHHS, 1 BAKOHYBATH
iX y (poHOBOMY pexuM1, TAM CaMUM 3BUIBHSIOUM Yac JIJIsl THIIUX POOIT.

PowerShell Takoxx m03BOJsie BU3HAYATH Ta 3aBEpIIyBaTH MPOIECH, SKI HE
BIJINIOBIJIaI0Th, 00 (PUIBTPYBATH KOHKPETHY 1H(GOPMAITIIO PO KOMIT'IOTEPH B MEPEXKI
Ta ekcnoptyBatd ii y Qopmari HTML. 3aBasku cBoOiM (PYHKIIOHAJIBHUM
MOXJIMBOCTSIM 1 THyukocTi, Windows PowerShell crae He3amiHHUM 1HCTPYMEHTOM
JUIsl €(PEeKTUBHOTO KepyBaHHS Ta aAMiHICTpyBaHHs. BiH cmpoiye ckiagHi 3aadi,
3a0e3rnevye MBUAKICTH Ta TPOJYKTHUBHICTh Y pOOOTI, JONMOMAaralouu 36KOHOMUTH 4ac

Ta 3yCHJLIIA.
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Pucynok 1.6 — Jlonatrok Windows PowerShell ISE

MosxmuBocti  PowerShell 103BoNIAIOTH  COPOCTUTH Ta aBTOMAaTHU3yBaTU
TPYAOMICTKI ¥ MOBTOPIOBAaHI 3aBJaHHS IUIIXOM CTBOPEHHS CILIEHapiiB 1 00'€nHaHHs
JCKIIbKOX KoMaH 1 pa3om.[8]

PowerShell nyxe xopucuumii npu po6oti 3 Active Directory. 3 ornsigy Ha Te, 1110
IHCTPYMEHT MICTUTh COTHI HAJAIITOBAHUX KOMAaHJ, SIKi Ha3WBaIOTHCS KOMaHJUIETH,
HMOBIpHICTH TOTO, 10 PowerShell Mmoxke momomMortu craTu OUIBII MPOAYKTHBHHM,
nyxe Bucoka. Windows PowerShell Takox 3abe3nedye MexaHi3M XOCTHHTY, 4epe3
akuii BukoHyBaHe cepenoBuiie Windows PowerShell moxke OyTtu BrnpoBajKeHO
BCEPEAUHY 1HIIMX 3aCTOCYHKIB, fIKI MOXYTh BHUKOPHCTOBYBATH (DYHKIIIOHAJIBHICTb
Windows PowerShell s BukOHaHHS MEBHMX omeparlii, BKJIIOYHO 3 THUMH, IO
nocTymHI 4depe3 rpadiunuii iHTepdeiic. L1 MOXKIMBICTH BXKE BUKOPHUCTOBYETHCS
Microsoft Exchange Server 2007, ymnpaBiiHHA SKUM JOCTYIIHO KOMaHAJIETaM
PowerShell, a Takox 3a0e3reueHi il BupoBakeHi rpadiuHl IHCTPYMEHTH yIPABIIIHHS,
ko xocT. PowerShell Bukimkae HeoOXinHI KOMaHAJIETH. [HIIMM 3aCTOCYHKOM
Microsoft, sikuii poOUTH CBOE KepyBaHHS JOCTYIHUM uepe3 komanaiietu PowerShell,
€ Microsoft SQL Server 2008. Windows PowerShell Bxitodae cBow BliacHy
pPO3IIMPIOBAHY KOHCOJIBHY CHCTEMY JOTIOMOTH, IO Haraiaye CTOpPIHKA man B
ob6ononkax Unix. Ha cTtopiHKax AOTOMOTH ONUCYIOTHCS KOMAaHJJIETH M KOHIIEIIIIT
PowerShell. 1llo6 moGauutu gomomory, ciijg BukiukaTd komanmietr Get-Help.
OumnmnarinoBa gosiaka w1t Windows PowerShell onosmroetses motrmxasa Ha TechNet

Library.
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1.4 3naveHHs Ta nepeBaru aBTOMATHU3alii B CHCTEMHOMY aMiHICTPyBaHHI

Active Directory

Active Directory (AD) — me cepBic KaTajory Ta CHCTeMa KepyBaHHS
inenTudikaiiiero, ska po3podieHa koMmmaHiero Microsoft 1 BUKOPUCTOBYETHCS st
KepyBaHHA KOpUCTyBayaMH, TpylaMd, KOMITIOTEpAaMH Ta I1HIIMMH pecypcaMu B
Mepexki Windows. ABTomaTu3zaiisi CHCTEMHOTO anMiHicTpyBaHHS Active Directory
BUKOPHUCTOBYETHCSA JJISl CIPOIIEHHS Ta ONTHMI3allil YIpaBliHHS LIEHTPasli30BaHOIO
CUCTEMOIO KepyBaHHSI OOJIIKOBUMH 3allMCaMU, pecypcamMu Ta MOJITUKaMHU Oe3MeKu B
mepexi Ha ocHOB1 Windows Server. OCHOBHI IPUYMHU BIIPOBAKEHHS aBTOMAaTH3aLIii
CUCTEMHOTO0 aJMiHICTpyBaHHs Active Directory BKITIOYaIOTh:

— EdekTuBHICTh: aBTOMaTH3allisl CHUCTEMHOTO aJMIHICTpyBaHHS Active
Directory 103B0JIsl€ BAKOHYBAaTH IMOBTOPIOBaHI 3aB/IaHHSI, TaKl IK CTBOPEHHSI,
OHOBJICHHS Ta BUJAQJICHHS OOJIIKOBUX 3alKCIB KOPUCTYBayiB, aBTOMAaTUYHO.
[le momomarae 3MEHIIUTH 4Yac 1 3yCHUJUIs,, BUTPAY€Hl HA PYTUHHI oreparli
aJIMIHICTPYBaHHS.

— VYmopaBimiHHA JOCTYHNOM: 3a JIOIOMOIOI0 aBTOMaTH3alii CHUCTEMHOIO
aaMmiHicTpyBaHHs Active Directory Mo)KHa BCTaHOBJIIOBaTH TMOJITUKH
Oe3rneku, OOMEXKyBaTH JOCTYN JO PECYpPCIB Ta KOHTPOJIIOBATH IpaBa
KopucTyBauiB. Lle 3a0e3neuye Oubly O€3MeKy Mepeski Ta J03BOJISIE MIBUAKO
pearyBaTy Ha 3MiHU B JOCTYI1 KOPUCTYBAauylB.

— Cragmaptu3aliis: aBTOMaTH3aIlsl CHCTEMHOTO aIMIHICTPYBaHHS JIOIIOMarae
3a0e3MeYnTH CTaHJapTHU3AIII0 ITPOIIECiB 1 HamamTyBanb B Active Directory.
Lle criporye kepyBaHHS MEPEKEIO Ta JO3BOJISIE 3a0€3IMEUNTH MOCIIIOBHICTh
1 y3TOJIKEHICTh B YCIX OMepariisx aJMiHICTPyBaHHS.

— ABTOMaTUYHHUIA MOHITOPHUHI: BKJIIOYAE AaBTOMATHUYHUA MOHITOPUHI CTaHy 1
3M0pOB's  JOMEHY, KOHTPOJb 3a pecypcaMu, a TaKOXX BHUSBICHHS
NOTEHIIITHUX MPoOJIeM Ta BPa3IuBOCTEM.

— 3MEHIIIeHHS TOMUJIOK: PyYHE BUKOHAHHS aIMIHICTPAaTUBHUX 3aBJIaHb YacTO

MOB'sI3aHE 3 PU3HUKOM JIIOJACBKHX ITOMMHIIOK. ABTOMaTI/I3aI_Ii$I JO3BOJIAE
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YHUKHYTH TIOMIJIOK Ta HEMPaBUJIBLHUX HAIAMITYBaHb IUIIXOM BUKOHAHHS
3aBJlaHb 3a3/1aJIeTi b BUBHAYCHUMH MPOIICTypaMH Ta MMPaBUIAMHU.

— HIBuakicte 1 MacmTabOBaHICTh: aBTOMATHU3aIls JO3BOJISIE  IIBUIKO
BUKOHYBaTH MacoBi omeparlii 3 OOJIKOBUMH 3alrcaMHi KOPHCTYBadiB,
rpynmamMu Ta pecypcamu. Hampuknam, CTBOpeHHs IEKiTbKOX OOJIIKOBHX
3aIlKCIB OTHOYACHO a00 MacoBE OHOBJICHHSI aTPUOYTIB KOPUCTYBAUiB.

— 3abe3mneueHHsl BIIHOBJCHHS: 3a JOMOMOIOK aBTOMAaTH3allil MOXKHA
peryJIIpHO CTBOPIOBATH PE3EpBHI KOIMIii Ta BITHOBIIOBATH JaHi Active
Directory B pa3i BUHUKHEHHs MpoOiem abo BTpaTu gaHux. Lle cmpusie
3a0e3neYeHHI0 O€3IeKH Ta Ha[IMHOCTI MEPEXKI.

— CopollleHHs  ayAWTy: aBTOMAaTH3allisi CUCTEMHOTO  aJMIHICTPYBaHHS
J03BOJISIE BECTH JACTAJIBHUM aynuT 31 300py Ta aHami3y XypHallB MOJIM
Active Directory. Ile monomarae BUSIBISITH Bpa3IMBOCT1, KOHTPOIIOBATH il

KOPHUCTYBauiB Ta 3a0€31euyBaTH BIANOBIAHICTh PETYJIATOPHUM BUMOTaM.

BucHOBKH 10 mepIIOro po3airy

B nanomy po3aini Oyio HaBeIeHO TEOPETUYHI BIIOMOCTI Ta PO3IJITHYTO OCHOBHI
¢dbyHKuii, BUAK 1 npu3HaueHHsa Active Directory.

PosrasinyTo CrinpHI XapaKTEpUCTUKH JOJATKIB /Ui BU3HAYCHHS 3a7ad, sKi
notpeOyroTh aBToMaTHu3aiii B Active Directory, a came - ADManager Plus, Softerra
Adaxes ta XIA Automation Server.

Takoxx Oymo mpoanamizoBaHo Kopucth PowerShell nmns  cucremHux
aamiHicTparopiB. OJHUM 13 HaWBaXIMBIMUX 1HCTpyMeHTIB IT-iHQpacTpykTypu €
Active Directory, OCKITbKM BIH Ja€ 3MOTY aJIMIHICTpAaTOpaM KOHTPOJIOBATH
OpoUeAypy HaJaHHS AOCTYNy KOpUCTyBauaM. BiH TakoX KOHTpOJIOe Oe3neKy Ta
NepeBIpKU, HAAI0UM JOCTYI 10 OOJIIKOBOTO 3aMUCy KOXKHOTO KOPUCTYyBaya 3 pi3HUX
JoKepen 3 onHiel Touku. KopucTtyBaul MOKyTh OyTH JIOT1UHO 3rpYIIOBaHi1 B IPyIu Ta

MIArpyInu 3a gonomoroto Active Directory st 3a06e3meueHHs] KOHTPOJIIO JOCTYITY.
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PO3JILJI 2. TPOEKTYBAHHS HNIJJCUCTEMU AIMIHICTPYBAHHSI
KOPIIOPATHUBHOI MEPEXKI

2.1 Bumoru 0 miacucreMu, BUOip 00/1aJHAHHSI KOPIIOPATHBHOI Mepe:xi

Bumorn g0 migcucTeMu aBTOMAaTH3alii CHUCTEMHOTO  aaMiHICTPYBaHHSA
KOpIopaTUBHOI Mepexi Ha 0a3i Active Directory MOXXyTh OyTH PI3HOMaHITHHUMH,
OCKIJIbKHM BOHH 3aJIe)KaTh BiJl TOTped Ta cienudiku KokHOI opraHizarii. [Ipote, icHye
KUTbKA 3arajJbHUX BUMOT, SIKI MOKHA BpaxyBaTH MPHU PO3pOOII TaKOT MiICUCTEMH.

[To-mepmie, migcucTemMa TOBHMHHA 3a0e3ledyBaTH TOBHE 1 e(eKTUBHE
ynpaBimiHHS o00'ektamu Active Directory. Lle BkiIro4ae MOXIIMBICTH CTBOPEHHS,
penaryBaHHs Ta BUJIAJICHHA KOPHUCTYBauiB, TPYN, KOMITIOTEPIB Ta 1HIIMX OO'€KTIB
Active Directory. Kpim Toro, mijicuctema MOBHHHA MiATPUMYBAaTU HaNAIITYBaHHS
npaB JAOCTYIY, MOJITHK O€3MEKH Ta IHIIUX MApaMeTPiB ISl KEPYBAHHS 00'€KTaMH.

[lo-npyre, aBTOMaru3ailiss PYTUHHUX 3aBllaHb I[OBHHHA OYTH KIIOYOBOIO
byHKIIIOHATBHICTIO TiAcucTeMu. Lle o3Hauae, 1m0 MiACUCTEMa MOBUHHA JIO3BOJIATH
CTBOPIOBATM Ta BHUKOHYBAaTHM aBTOMATH30BaHI NPOLECH JJIA 3IIMCHEHHS PI3HUX
3aBJlaHb, TaKWX $IK CTBOPEHHS HOBUX KOPUCTYBayiB, HaJlaHHA TMpaB JOCTYIY,
HaJalITyBaHHS TOJITHUK O€3MeKH TOINO0. ABTOMATH3AIlls CHPOIIYE Ta MPUCKOPIOE
aJAMIHICTpYBaHHS MEpEeXl1, 3MEHIIYIOYM pPHU3UK T[OMUJIOK Ta 3a0e3nedyrouun
MOCJIIJOBHICTE BUKOHAHHS 3aBJaHb.

J10/1aTKOBOO BUMOTOI0 € 3a0€3Me4YeHHs] MOHITOPUHTY Ta 3BITHOCTI. [lincucrema
MOBMHHA BOJIOJITH 3aco0amMu JJisi BIJICTeKEHHS Ta aHali3dy CTaHy MEpexi,
aBTOMATU30BAaHUX MPOILECIB Ta BUKOHAHUX 3aBAaHb. Lle mae 3mory agmiHicTpaTopam
KOHTPOJIFOBATH MPOTyKTUBHICTh, BUSIBIISITH TIOMIJIKH Ta 3a0€31e4yBaTH BiIMOBITHICT
cTaHjgapTaM O0e3IeKH Ta i BUMOoraM opraHizaiiii. 3BiTH, K1 Ha/Ia€ micucTeMa, TOBUHHI
OyTH 3p0O3yMUTMMHU Ta 1HHOPMATUBHUMHU, 3 MOKIIUBICTIO PUIBTPYBAHHS Ta COPTYBaHHS
JaHUX, 00 aaAMIHICTPATOPU MOTJIM OTPUMATH TOYHY 1 IOBHY iH(OpMAIliI0 TIPO CTaH
Mepexi.

OkpemMor0 BaXIMBOKO BHMOTol € Oe3meka. Ilimcucrema TmOBHHHA

3a0e3mnedyBaT HAIMHUM PIBEHb 3aXUCTY JaHUX, aBTEHTU(IKAIII0O KOPUCTYBadiB Ta
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aBTOpHU3aLlII0 JOCTYMy A0 pi3HMX (QyHKIN Ta o0'ekTiB Active Directory. Bona
MOBUHHA MATPUMYBATH MHMGPYBaHHS JaHUX, KOHTPOJb JOCTYITY, ayJIUT J1{ Ta 1HIII
MeXaH13MH 0e31eKH, 100 3amo0IrTM HEeCAHKI[IOHOBAHOMY JTIOCTYITY Ta 3JI0BKUBAHHSIM.

Kpim Toro, migcucrtema TMOBMHHA OYTH JIETKO BHUKOPHUCTOBYBAHOKIO Ta
Hajaro/pKyBaHorw. [nrepdeiic kopucTyBada MoBUHEH OyTH 1HTYITUBHO 3PO3yMIIHM 1
3pyYHUM, 3 MOXJIMBICTIO HAJIAIITYBaHHS MapaMETpiB Ta MepcoHamizaiii pobdodoro
cepenoBuiia. KOMIUIEKCHICT, HaJamTyBaHHS TIIOBUHHA OyTH 3HWXKEHA, 1100
3a0€3MeUnTH BUJIKY BIIPOBAHKCHHS Ta 3pyYHE YIIPABIIHHS.

[lincucrema MoOBMHHA MaTH A0OpPY MIATPUMKY Ta JOKyMeHTarito. Po3poOHuk
MOBMHEH HAJaBaTH TEXHIYHY MIATPUMKY, PETYJSIpHI OHOBIIEHHA Ta BYacCHI
BUIPABJICHHS MOMWIOK. JIoKyMeHTalliss MOBUHHA OyTH JOCTYITHOIO Ta MOBHOTOIO, 3
NOCIOHMKaMU KOpPHUCTyBauda, JAoKyMmeHTamiero APl Ta iHIIOI JOMOMIXKHOIO
iH(dopMmalliero g JOMOMOTH  aJAMIHICTpaTtopaM B €()EKTUBHOMY BHUKOPHCTaHHI
M1JICUCTEMH.

3aranom, BUMOTH JI0 MJICKCTEMH aBTOMAaTHU3aIll1 CACTEMHOTO aJIMIHICTPYBaHHS
KOpIIOpaTUBHOI Mepeki Ha 0aszi Active Directory mosnsraroTs y 3a0e3leueHHi
MOBHOIIIHHOTO Ta e(QeKTUBHOro ymnpaBiiHHS o0'ektamu  Active Directory,
aBTOMaTH3allli PYTUHHHUX 3aBJaHb, MOHITOPUHTY Ta 3BITHOCTi, O€3MEKH JaHUX,
JIETKOCTI BUKOPUCTAaHHSA Ta HAJIArOJKEHHS, a TaK0oX HAAIAHOI MIATPUMKHU 1
JIOKyMEHTAaIli.

BaxxnuBuM acnekToM € BpaxyBaHHS MOTpPeO 1 OCOOIMBOCTEM KOHKPETHOI
oprasizauii. Bumoru MoXyTh BIIPI3HSATUCA B 3aJIEKHOCTI BIJ PO3MIPY MEPEXI,
CKJIAJTHOCTI 1H(PPACTPYKTYpH, PO3MOJUICHOCTI KOPHUCTYBAYiB, TPYHOBOI IOJITHKH,
BUMOT 70 Oes3rneku, moTped aBToMarm3ailli Ta iHmuX (aktopiB. ToMy BaKIHUBO
IIPOBECTH aHaJI13 MOTpeO opraHizailii Ta BUOpATH MiICUCTEMY, sIKa HAUKpALIUM YUHOM
BIJINOBI/Ia€ KOHKPETHUM BUMOTaM 1 MOXe 3a0€3MeUUTH ONTUMAaIbHY aBTOMAaTH3AIlII0
Ta yNpaBJliHHS KOPIIOPATUBHOIO Mepekero Ha 0a3i Active Directory.

Jyist opraHizariii miacucTeMu KOPIOPaTUBHOI MEpexi OyIyTh 3aCTOCOBaHI Taki

oOJIagHAHHS:
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Mapmpytuzarop  Cisco ISR4331/K9 3 OararosiepHHM IMPOILIECOPOM,
nporpamauM 3abe3nedeHHsM Cisco [0S XE, 3nmathicTio A0 MacmtaOyBaHHS W
MOJKJIMBICTIO IHTETPYBaTH HOBI TIOCTYTH 3a0€3MeUnTh BUCOKOKIIAaCHE 00CTYyrOBYBaHHS
JOKaJIbHOT Mepeki Ha piBHI opraHizauid Ta ixHix ¢imii, puc2.l. e npuctpiit
3a0e3MeYeHNd MeXaHi3MaMH  TPUCKOPEHOTO  MUQPYBaHHSA, CIyXO0amMu st
o0pobOsienHss TpadikiB 13 Melia JaHUMH, a TaKoX mepeadadae pi3HI BapiaHTH
nin’ennanns: T1/E1, T3/E3 i 3a nomomororo mopriB Gigabit Ethernet.

[Tpusnauenunii oodcimyroByBatu ¢imii, Cisco 1SR4331/K9 craHOBUTh HOBHHMIA
HaOip ciyxk0 3 0OpoOJICHHsS ayJio- Ta BileoAaHUX, 3a0e3ledye BUCOKWW PiBEHb
MepeXeBOi Oe3MeKu W Halae JOCTYN J0 MEPEXi i MOOUTbHUX KIIE€HTIB. 3aBASKU
MOAYJIbHOMY (OpM-(PaKTOpy MOMKIMBO MOACPHI3yBaTH 1 ONITUMI3yBaTH 1IeM IPUCTPIN
Oe3nocepeHbO MiJ Bally MEpEekKy, PO3MINIYIOYM HOBI MOAYJl Yy CHeliadbHO
MPU3HAYEHUX JIJIS I[HOTO CJIOTaX.

Mapmpytuzatopu Cisco ISR4300 1 Cisco ISR4400 miarpumyroTs podOTy
npotokosiB NAT, IPSec VPN-cepgicis, RIP v1/v2, EIGRP, OSPF, BGP, PBR, P{R,
IPv4 Tta IPv6 anpecarii. Mapmpytuzaropu cepii Cisco ISR4000 3abe3neuyrorhb
3aMOBJICHHSIM KOPHUCTYBaudiB TIOCIYTM BHUCOKOI SIKOCTI, BHCOKY MAacIITaOHICTb

apXITEKTYPH, 3aXUCT IHBECTHUI[IH 1 MIHIMAJIbHI BUTPATH HA YCTAHOBKY.

Pucynok 2.1 — Cisco ISR4331/K9
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OCHOBHHMM KpuTeEpieM BUOOPY MOJiesiel KOMYTaTOPIiB € KUIbKICTh MOPTiB. Takox

BpPaxOBY€ThCA IIBUIKICTh Mepenadyl MUX MopTiB, puc2.2. Y Haumiid Mepexi

BUKOPUCTOBYIOThCA BCl KOMyTaTopu Ha 24 moptu. ONTUMaabHUM pPINICHHSM €

komyTtaTop ¢ipmu Cisco, a came Cisco Systems WS-C2960-24TT-L.

Pucynok 2.2 — Cisco Systems WS-C2960-24TT-L

Cisco Systems WS-C2960-24TT-L - kepoBanuii komyTatop 3 24 nmopramu Fast

Ethernet moptiB 1 2 kom00 Gigabit SFP. Ilepemukaui Cisco Catalyst 2960, 2960 -C 1

2960- S miaTpuMYyIOTH TIepeaady rojiocy, BiJieO 1 JaHUX 3 BUCOKHMMH CTaHJIapTaMu

oesnexkn poctyny. KpiM Toro, BoHM 3a0e3meuyloTh MacIITadOBaHE YIPaBIIHHS

BIIMOBIHO /10 TTOTpeO Oi3Hecy.

Oco6muBocTti komyTaTtopa Cisco Catalyst 2960 , 2960 -L 1 2960- S:

VYHIBepcaJabHICTh: MIATPUMKA MEpeaadl JaHuxX, Oe3pOTOBOTO 3B'A3KY 1
roJIOCOBOTO Tpadiky.

[HTEeNneKTyanbHe yOpaBIiHHSA: MOXJIMBICTh NPU3HAYEHHS MPIOPUTETIB
royiocoBoMy Tpadiky adbo AaHUM ISl JOCSITHEHHS HAWBUIIOI €PEeKTUBHOCTI
nepeaadi iHpopmarlii B oprasizarii.

[linBumiena Oe3neka: 3a0e3MeYeHHs 3aXUCTy BaXJIUBOI 1H(OpMaIlii,
BUSIBJICHHS HECAHKI[IOHOBAHOTO JOCTYIy KOPHCTYBauiB 1 3a0e3MeueHHs
6e3neyHoi poboTH.

HaniifHicTh: BUKOPUCTaHHS CTaHIapTHUX METOA1B Ta MmoayiiB FlexStack nms
MMABUIIEHHSI HAIIWHOCTI Ta [MIBUIKOTO BUIBJIECHHS TIOMHUJIOK.

3py4HICTh HaJamITyBaHHs: BUKopucTaHHsa Habopy Qynkuiii Cisco Catalyst
Kit Smart Operations 1 Cisco Network Assistant 1jisi CpoIIIeHHS TIPOIIECy

HaJIAIITYBAHH, OHOBJICHHA Tda YCYHCHHA ITIOMUJIOK.
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B poni cepBepa Oyne KOMIT'IOTEp 3 BCTAHOBJIEHOIO OMEPAIiHOI CHCTEMOIO
Windows Server. Windows Server - 1ie omnepaiiiiiHa cuctema, po3po0JieHa KOMITaHI€10
Microsoft, cnemianbHO TpW3HAYeHa I BUKOPUCTAHHS Ha cepBepax. BoHa Hamae
Ha01p QYHKIIH Ta IHCTPYMEHTIB, K1 TO3BOJIAIOTH OpraHizallisaM OyayBaTu, YIPaBIATUH
Ta PO3UIMPIOBATH KOMIT'IOTEpHI Mepexi Ta iHdpacTpykTypy. Windows Server mae
nekinbka Bepcii, Takux sk Windows Server 2019, Windows Server 2016, Windows
Server 2012 R2 Tta ixmi. Koxna Bepcis MpOMOHYe pIi3HI MOXJIHUBOCTI Ta

(YHKIIIOHABHICTB, 110 BiAMOBiIa0Th IOTpeOaM Pi3HUX THUITIB OpraHi3arii. [5]

2.2 Po3po0xa TomoJiorii KOMII’I0TEPHOI Mepe:ki Ta 1i cxeMH aapecauil

Jlana pobOoTa copsiMOBaHa Ha MNPOEKTYBAaHHA JIOKaldbHOI Mepexi. Jlo Hel
BIJIHOCSITh MEPEXI, y SIKUX KOMIT'IOTEPU PO3TAIIOBaHI HA HEBEJIUKUX TEPUTOPISLX (70
2000 m). Hanpuknas, JOKaJIbHOIO MEPEXKEI0 € Mepeka Majioro MiJINMPUEMCTBA, SKE
pO3TalIoBaHoO B JEKLIbKOX OymiBisx. Jms modynoBu LAN BUKOPHUCTOBYIOTH JOPOTi
TEXHOJIOT1i, Yepe3 110 BOHA 3a0e3neuye BUCOKY IIBUIAKICTh pOOOTH MEpEX] Ta 0OMIHY
1H(}OpMaIlI€I0 MK KOMITIOTEPAMH.

CydacHi Mepexi OCTYIy pO3JIUISIOTH 32 TEPUTOPIATBHOIO 03HAKOIO:

— JlokanbpHi Mepexi (LAN);

— TI'mob6anbhi Mepexi (WAN);

— Perionanshui Mmepexi (MAN).

OmHo0 3 BaXIJIMBUX BIIMIHHOCTEH MK MEpeKaMu JOCTYMY € iX Tomosoris. [Tix
TOMOJIOTIEI0 PO3YMIIOTh B3a€EMHE PO3TALIYBAaHHS BY3JIIB MEPEXI BIAHOCHO OJMH
onHoro. Komr'torepu, cBiTUM, KOHIIEHTPATOPH, MapIIPyTU3aTOPU Ta TOUKU HAJIEKATh
10 By3diB Mepexi.Tomonoris — 1e komyTauis (I3UYHHUX 3’€JHAHb MK BY3JIaMU
Mepexi. Bix Tunmy Tomosorii, $SKy BHUKOPUCTOBYE TIpoBaiiiep, 3ajiexarb
XapaKTEPUCTHKU MEPEKi.

Bubip Tomnosnorii Moxe BIUIMBATH Ha:

— MOJENb MEPEXKEBOT0 00JIaTHAHHS;

— TEXHOJIOTTYHI MOXKJIIMBOCTI MEPEKEBOr0 00JIaHAHHS,
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— pe3epBYBaHHS MPOIMYCKHOT 3JATHOCTI JIJIsl PO3IIUPEHHS MEPEKi;

— 3aco0u ympaBIiHHSI MEPEXKEIO.

[cHy€e TpY OCHOBHHUX TOIOJIOTIT MEPExi:

— mmuHa (bus), mpu sKii BCl KOMIT'IOTEPH MapajeIbHO MiAKIIOYAITHCS 10
ofHI€T NiHIT 3B’A3Ky ¥ 1H(oOpMalis Bii KOXKHOTO KOMIT IOTepa OJJHOYACHO
NepeIaeThbes BCIM 1HIIMM KOMIT I0Tepam;

— 3ipka (star), mpu SKii 10 OAHOTO IEHTPATBHOTO KOMIT IOTepa MPUETHYIOThCA
1IN nepudepiifHi KOMIT I0TEpH, MPUIOMY KOXKHHM 3 HUX BHKOPHUCTOBYE
CBOIO OKpEMY JIIHIIO 3B’ SI3KY;

— Kuible (ring), Npu K1 KOKHUM KOMIT'IOTEp nepeaae 1HPOopMalio 3aBxKI1
TIIBKA OJHOMY KOMIT'IOTE€PY, HACTYIIHOMY B JIAHLIOXKKY, a OJEpXKYeE
1H(pOpMaIll}0 TUIBKM BiJ MONEPEAHBOTO KOMIT IOTEpA B JIAHILIKOKKY, 1 LEH
JAHITIO)KOK 3aMKHYTUHN B «K1TBIIEY.

Ha mpakTtuiii HepiJIko BUKOPUCTOBYIOTh 1 KOMOiHAIlli 0a30BUX TOIMOJIOTIH, aie

OUIBILIICTh MEPEX OPIEHTOBAHI came Ha I1i TPHU.

[Ipu mpoexTyBaHHI Mepexi Oylia BHUKOPUCTaHA TOMOJIOTIS «3ipKay, TOMY
po3ristHeMO iH(opMalriro po Hei aeranbHirie. [4]

Tomnosorist «3ipka» — 1€ TOMOJIOTIS 3 SIBHO BUIIJIEHUM IEHTPOM, JI0 SIKOTO
M1IKITI0Yal0THCS Bl 1HIIN aOoHeHTH, prc2.3. Beck 00MiH iHQOpMaIIi€ro e BUHATKOBO
yepe3 LEHTPAIbHUI KOMIT'IOTEp, Ha SKUW y TaKUi CHoci0 Jsrae ayxe BeJMKe
HAaBAHTAKEHHSA, TOMY HIYMM IHIOUM, KpIM MEpEXl, BOHO 3aliMaTHCS HE MOXe.
3po3yMmino, 10 MEpeKHE YCTaTKyBaHHsS IIEHTPAIbHOTO a0OHEHTAa TOBHHHE OYTH
ICTOTHO OLIblI€ CKJIAQJHUM, YUM YCTaTKyBaHHs nepudepiiiHux adoneHTiB. IIpo
PIBHOIIPABHICTh A0OHEHTIB Y I[bOMY BUTIAJKy TOBOPUTHU HE JOBOJIUTHCA. SK MpaBuio,
came LIEHTpaJIbHUN KOMIT IOTEep € CaMUM MOTY>KHHUM, 1 CaMe Ha HbOTO TIOKJIaZal0Th BCl
byHkuii 3 kepyBaHHs 00MiHOM. Hisiki KOHQUIIKTH B MEpexi 3 TOIMOJIOTIEI0 «3ipKay y
OPUHLMII ~ HEMOXJIMBI, TOMY IO KEpyBaHHS TIOBHICTIO IIEHTpaJi30BaHe,
KOH(JIIKTYBaTH HEMA YOMY.

SIK1110 TOBOPHUTH MPO CTIAKICTH 31PKH 10 BIIMOB KOMII FOTEPIB, TO BUXIJ 3 JIa1y

nepudepiitHoro KOMIT'I0Tepa HiSK HE BiIOMBAa€ThbCS Ha (DYHKIIIOHYBaHHI YaCTUHU
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MEpexi, M0 3aTuIIniacs, 3aTe Oyab-gaKa BIAMOBA LIEHTPAJILHOTO KOMIT I0Tepa pOOUTH
MEpeXXy MOBHICTIO HeTpale31aTHo0. ToMy MOBUHHI MPUHMATHUCS CHEIialbHI 3aX0/11
I0/I0 TIJIBUIICHHS HAJIMHOCTI IIEHTPAJIBHOTO KOMIT'IOTepa 1 HMOro MeEpekHOl
anmaparypu. OOpuB Oyab-sKoro kabemo abo KOPOTKE 3aMHUKaHHS B HBOMY TpHU
TOMOJIOTIT «3i1pKa» MOpylrye OOMIH TIIBKM 3 OJHMM KOMIT'IOTEPOM, a BCl 1HIII
KOMII' FOTEPH MOKYTh HOPMAJILHO IPOJIOBKYBATH po0OTY.[6]

Ha BiaMiHy Bij mMHM, Y 31pIii HA KOXKHIH J1HIT 3B’ 513Ky Mepe0yBalOTh TIIbKH J1Ba
a0OHEHTH: IICHTPaAIBHUH 1 0uH 3 mepudepiiinux. HaityacTimme 115 IXHbOTO 3’ € THAHHS
BUKOPHCTOBYETHCA 1Bl JIiHII 3B’S3KYy, KOKHA 3 SKHUX Mepenae iH(GOpMalliio TUIbKU B
OJIHOMY HamnpsMKy. TakuM YMHOM, Ha KOKHIM JIiHI{ 3B 3Ky € TUIbKU OJIUH NMpUAMaY 1
OJIMH TiepenaBad. Bce 11e 1cTOTHO CIpolilye MepexHe BCTaTKYBaHHS B IMOPIBHSHHI 13
IIMHOKO W pATYye BIJ HEOOXIIHOCTI 3aCTOCYBAaHHS JOJATKOBHX 30BHINIHIX
TepmiHnaTopiB. [IpobieMa 3aracaHHs CUTHANIB Y JiHIT 3B’SI3Ky TAKOX BUPIIIYETHCS B
«3IpI» TPOCTINIE, HIK B «IIUHIY», aJP)K€ KOKHUI MpUiiMay 3aBXIU OJIEPKY€E CUTHAI
onHoro piBHs. CepHO3HUI HEMOJIK TOIMOJOTIT «31pKa» CKIANAETHCA Y JKOPCTKOMY

00OMeEXeHH1 KIJIbKOCTI aDOHEHTIB.

Pucynox 2.3 — Tonosnorist «3ipka»

Ilepesaru:

— Jlerko migKIOYaTH T0JATKOB1 IIPUCTPOI.
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— IlpoayKTUBHICTh HE 3aJIeXUTh BIJ MIBUAKOIlI OKPEMHX €JIEMEHTIB, TOMY
3QJIMIIAETHCS HA CTa0lIbHOMY BUCOKOMY PIBHI.

— TlpocTo 3HAWTH HECTIPABHICTb.
Henomiku:

— HecnpaBHicTh  IEHTpPaJIbHOTO  NPWIAAY MPHUIUHSAE  AISUIBHICTH — BCIX
KOPHCTYBaYiB.

— KingpKkicTh miaAKII09eHs 00YMOBICHO YMCIIOM MTOPTIB CEPBEPHOTO MIPUCTPOIO.

— Ha citky BuTpadaeThcs 6araTto Kaderto.

— Jlopore oGnagHaHHS.

WS-191-1-1_
7/

| Y

Fl PCS
WS-191-1-2 WS-191-1-3 WS-191-1-4 WS-191-1-5 WS-191-1-6
Pucynok 2.4 — I[ToGynoBana mepexa
Pospaxynok IP agpec mis mepexi:

Tabmung 2.1 — Axgpecaitis JJOKaJIbHOI KOPIIOPATUBHOT MEPExKi

[Ipu3HaueHHs IP-anpeca
Anpeca Mepexi 191.191.1.0
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Macka mepexi

255.255.255.0 /24

IHBepTOBaHa MacCKa

0.0.0.255

MinimasbpHa agpeca

191.191.1.1

MakcumaneHa aapeca

191.191.1.254

[ITupokoMoBHa aapeca

191.191.1.255

[1I;1r03 Mo 3aMOBYYBaHHIO

191.191.1.1

AJlpeca KomyTaropa

191.191.1.2

Hiana3zon agpec maitoytHix [IK

191.191.1.5-191.191.1.10

Jliama3oH BUTBHHX afpec

191.191.1.10 - 191.191.1.254

Tabmurs 2.2 — Anpecartist ipucTpoiB

.. | InTepdeiic/Mepexuuii .
Mepexa/mpucTpiid IP - ampeca Macka [Ipedikc
anarrrep/lnro3
Mepexa A — 191.191.1.0 255.255.255.0 124
Mapupytuzarop Iarepdeiic
191.191.1.1 255.255.255.0
R-191-1-1 Fast/Ethernet 0/1 f24
Iarepdetic Vlan 1 191.191.1.2 255.255.255.0 124
Komyratop I
103 3a
SW-191-1-1 g 191.191.1.1 - _
3aMOBYYBAHHSIM
Iarepdeiic Vlan 1 191.191.1.3 255.255.255.0 124
Cepsgep T
Serv-191-1-1 o3 8 191.191.1.1 - _
3aMOBYYBAHHSIM
Iarepdeiic Vlan 1 191.191.1.4 255.255.255.0 124
Cepsep T
JIF03 32
Serv-191-1-2 033 191.191.1.1 - _
3aMOBYYBAHHSIM
Po6oua cranmis Iarepdeiic Vlan 1 DHCP 124
WS-191-1-1 - nro3 3a
191.191.1.3 _
WS-191-1-6 3aMOBUYYBAaHHSIM

2.3 Po3pobka ckpuntiB aBTomMaTu3anii 3a 1onomoror PowerShell

PowerShell € 3 pi3HUMH  crOeHapissMH Ta  aBTOMATH3aIli€l0,  sKa
BUKOPHCTOBYETHCS B omepaniiianx cuctemax Windows. Bona Hagae mmpokuii HaOip
GyHKIIA U1 aBTOMAaTH3allii 3aBAaHb, KEPYBaHHSI CHCTCMHUMH HaJIAIITyBaHHSIMU,
BUKOHAHHS KOMaHJ Ta CKpunTiB. [lmst po3poOku clieHapiiB aBTOMaTH3alii 3a

nonomororo PowerShell MoxiIMBO BUKOPHUCTOBYBATH OYb-KHI TEKCTOBUH pEeaKTOP
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abo iHTerpoBane cepenosumie po3podku (IDE), manpuxnax PowerShell ISE
(Integrated Scripting Environment) a6o Visual Studio Code 3 posmupeHHsIM
PowerShell. PowerShell Takox mae 6araTo BOy10BaHUX KOMaH/I 1 MOJTYJIIB JIJIs pOOOTH
3 (paitlamMmm, MepeKEBUMHU pecypcaMu, CUCTEMHUMH HaJaIITyBaHHSIMH, OOpOOKOIO
naHuX 1 0araTo iHmoro.[9]

JUiss  peamizariii  TPOEKTy  MIJCHCTEMH  aBTOMAaTH3allli  CHCTEMHOTO
aZIMIHICTpPYBaHHsSI KOpHOpaTHBHOI Mepexxi Ha 0a31 Active Directory OyayTh
peali3oBaHi HaCTYIHI QyHKIIII:

— CtBopenHs (yHKIil qomaBaHHS OJAHOTO abo OaraThoX KopucTyBadiB: Lls
GyHKIIIST 103BOJIsSIE CTBOPIOBATH HOBUX KOpHCTyBauiB B Active Directory.
KopuctyBauy Hagaerbcsi MOXIUBICTH BBECTH iH(OpMAIO  MPo
KOPHUCTYBauiB, TaKy SIK 1M'sl, MPI3BULIE, 1ACHTU(PIKATOP OOJIKOBOIO 3alHUCy
Ta 1HII aTpuOyTH. DYHKIA TEpeBipse, YU HE ICHYE KOPUCTYBad 3 TaKUM
caMuM 1AeHTU(DIKaTOpoM OOJIIKOBOTO 3aIHUCy, 1 SKIIO TAKOTO KOpHUCTyBada
HE ICHY€, TO CTBOPIOE HOBOT'O KOopucTyBaya B Active Directory 3 BBeieHUMU
JTAHUMU.

— CrBopenHs (pyHKIII BUIAJICHHS OAHOro abo OaraTthox KopucrtyBauiB: s
GYHKITS TO3BOJIIE BUAAIATH OAHOTO a00 0aratbox KOpHCTYBadiB 3 Active
Directory. KopucTtyBauy HanaeTbcs MOXIIMBICTH BBECTH 1I€HTU(DIKATOpU
OOJIIKOBHUX 3alMCiB KOPUCTYBAyiB, SAKUX BIH Oaxxae BUIAIUTH. DYyHKIsA
nepeBipsiec HasSBHICTh BKa3aHUX KOPUCTYBAyiB 1 Buaauge ix 3 Active
Directory.

— CtBopenHs ¢yHKI akTUBaIli 1 AeakTuBaiii kopuctyBaua: (s dynkiis
HAJa€ MOXJIMBICTh AKTHBYBaTH a00 J€aKTUBYBATH OOJIIKOBUH 3aInc
kopuctyBaua B Active Directory. KopucTyBauy A03BOJII€ETbCS BBECTU
imeHTr(IKaTOp 00JIKOBOTO 3aMKCy KOPUCTYBaua, a PyHKIliS 3MIHIOE CTaTyC
aKTUBHOCTI 00JIIKOBOT'O 3aITMCYy B 3QJIEKHOCTI B1J] BUOOPY KOpUCTYyBaya.

— CtBopeHHs (YHKIT Teperisay KOpHCTyBauiB B Karanosi: Llg dynkimis
JIO3BOJISIE TIEPETJIAIaTh CIUCOK KOPUCTYBadyiB, IO MPUCYTHI B Active

Directory. Bona BuBoguTh iH(hOpMAaIIit0 PO KOKHOTO KOPUCTYBaya, TaKy K
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iM's, Tpi3BUIIE, 1AEHTU(DIKATOP OOJIKOBOrO 3amucCy Ta I1HINI aTpuOyTH.
OyHKIIA JoroMarae aaMIHICTPATOpPy MIBHUAKO NEPErNIIHYTH 1HGOpPMAIlio
PO KOPHUCTYBAYiB B KaTao31.

CrtBopeHHs (yHKIITI TEperyisiy HeaKTHBHUX KopucTyBauiB: Ll Qynkuis
JIO3BOJISIE TIEPErJIA/IaTh CHUCOK HEAKTUBHUX KOpPUCTYyBadiB B Active
Directory. Bona BuBOguTh iH(pOpMAILI0O MPO KOXKHOTO HEAKTUBHOTO
KOpHCTYBaya, TaKy SIK iM'sl, Ipi3BUIIE, 17eHTU(IKATOP 00JIIKOBOTO 3aMUCy Ta
iHII11 atpulyTH. DYHKINA J0oTIoMarae aaMiHICTpAaTOPy BUSBUTH 1 BUKOHATH
HEOOX1/1H1 i1 3 HEAaKTUBHUMU OOJIIKOBUMH 3alMICaMH KOPUCTYBaYiB.
CrBopennst ¢yHkiii neperysiny komm'torepiB B AD: s dyHkiis go3Boiise
neperisgaTi CIUCOK KOMM'IOTepiB, 1m0 npucyTHi B Active Directory. Bona
BHUBOJUTH 1H(POPMALIO PO KOKEH KOMI'IOTEP, TAKY SIK IM's, 1IeHTU(]IKATOP
o0'exrta, IP-anpecy Ta iHm atpuOytu. OYyHKIIA T0MIOMArae aJiIMiHiICTPaTopy
KOHTPOJIIOBaTH Ta KepyBaTu KoMir'totepamu B Active Directory.

CrBopenHsi (yHKIT BiJHOBJIECHHS KopuctyBaya: Ls dyHkiis mo3Boiise
BIJHOBUTH BUJAJIEHOTO KopucTyBaua B Active Directory. KopucryBauy
HAJIA€ThCSI MOJMKJIMBICTH BBECTHU 1JICHTH(IKATOp OOJIKOBOrO  3aIuCy
BUJIAJICHOTO KOPUCTYyBaua, a (yHKIIIS BIJHOBIIOE MOTO OOJIKOBUH 3aImcC,
AKIIO TaKuUW KOPUCTYyBau 3HAXOIAUTHCA B OOJIIKOBOMY 3amuci s

B1JTHOBJICHHSI.

Ili ¢ynkimii gomomararoTh aBTOMATHM3YBAaTH KEPYBAaHHS KOPHUCTyBauyaMU Ta

koMi'rorepamu B Active Directory, 3a0e3nedyroun IMBUAKI Ta €QEKTHBHI i

aaMmiHicTpatopa. Bonu M0oxXyTh OyTH BUKOPUCTaHI JIJIsi aBTOMATH3AIli1 TOBCAKICHHUX

3aBJlaHb aIMIHICTPYBaHHs Ta MOJICTIICHHS PYTHHHUX orepartiii.[16]

Ha pucynky 2.5 HaBeneHe 3arajbHa OJIOK-CXEMa aJIfTOPUTMY pOOOTH CKPUIITA.

binbm getanbHa cxema po3MilieHa Ha TOJaTKy A.
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Pucynok 2.5 — 3aranpHa 6710K-cxeMa alropuTMy poOOTH CKPHUITA

0a3i Active Directory.

PO3pOOIICHO 3arajibHy TOIOJIOTII0 MEPEXKI Ta CXEMY.

BucHOBKM 10 APYroro po3aiiy

B nanomy po3aini Oyno mpoOBEIEHO aHaji3 HasiBHUX TOMOJIOTIA Ta HaBEIEHO,

Takoxx mpoaHa i30BaHO Ta 0OpAaHO MEpEeKHE OO0JIAIHAHHS Ta HABEJIEHO HOTo
XapakTepuCTUKU. byno po3pobieHo cxemy I[P-aapecamii MaiOyTHBOI Mepexi 3
BpaxyBaHHSIM KUIBKOCTI BCIX MPUCTPOIB Ta 3aCTOCYBAHHSM JIMHAMIYHOI apecaltii.

byno Bu3HaueHO MOTpiOHI (DYHKIIT A7 CKPUNTIB [Jisl peami3alli MpPOeKTY

M1JICUCTEMHU aBTOMATH3AIlll CHCTEMHOTO aIMIHICTPYBaHHSI KOPIIOPATUBHOI MEpPEX1 Ha

Beproscoruil. H.IO

Tonoens.O.C

3mn. | Apx.

Ne 0okym.

ITionuc

Hama

KIKKP.6 —123 -01-T1I3

Apk.

37




MapuipyTu3aropa ta vlanl komyraropy.

PO3JILI 3. PEAJIIBALISI IIICUCTEMU AJIMIHICTPYBAHHS
KOPIIOPATHUBHOI MEPEXKI

3.1 HasnaroaxxeHHs 00J1aJHAHHSI KOPIIOPATHBHOI Mepexi

HanaromkeHHss mMepexxi po3MOYHEMO 3 TMPHU3HAYCHHS ajpec iHTepdeiicam

Pucynok 3.2 — HanamryBanust komytatop SW-191-1-1
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3.2 CrBopenns Active Directory B Windows Server

[Tounemo 3 gomaBanHs poJiei ciayx0 Ta Active Directory 1 HamamryBanHs |P-
anpecarlii cepepiB. HanamtyBaHHs cepBepiB, TOYATKOBI HATAIITYBaHHS TIEPIIIOTO Ta

JIPYroro cepBepa He BIAPI3HAIOTHCS, 3MIHU OYIyTh Jai.

=

Internet Protocol Version 4 (TCP/1Pv4) Properties -
General

You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: |191.191. 1 . 3 |
Subnet mask: | 255.255.255. 0 |
Default gateway: |191.191. 1 . 1 |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | 191 .191. 1 . 1 |

Pucynox 3.3 — HanamryBanus [P-agpecanii na Serv-191-1-1

-

Internet Protocol Version 4 (TCP/IPvd) Properties x
General

You can get IP settings assianed automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: |191.191. 1 . 4 |
subret mask: | 255.255.255. 0 |
Default gateway: |191.181. 1 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 191.191. 1 . 3 |

Pucynok 3.4 — HanamryBanus [P-agpecanii na Serv-191-1-2
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Hani ctBoproeMo nomeH B Active Directory. BinkpuBaemo aucneryep cepBepis,
HATUCKAEMO MIKTOTpaMy Mparopiisi Bropl MpaBopyd, a MOTiM HaTUCKaeMo (3podurtu

el cepBep KOHTPOJIEPOM JIOMEHY).

B serv-191-1-1 (Banyuieno] - C :
= Active Directory Domain Services Configuration Wizard - | *
D | _tC _[; - t TARGET SERVER
eployment Configuration eer 19111

Deployment Configuration

Select the deployment operation
Domain Centroller Options . o i
~ . () Add a domain controller to an existing domain
DNS Options () Add a new domain to an existing forest

Additional Options ® Add a new forest

Specify the domain information for this operation
Review Options

Root domain name: Berkovskiy.net

Pucynok 3.5 — CTBOproemMo 10MEH

= Server Manager

Server Manager * Local Server

= PROPERTIES
. For WS-191-1-1

- Computer name W5-191-1-1

BE All Servers Domain Berkowskiy.net

il ADDsS

18 DHcp

:% DNS Windows Defender Firewa Domain: On

ii File and Storage Services b Remote management Enabled

mo IS Remote Desktop Enabled

. NIC Teaming Disabled

r= Print Services Ethernet 191.191.1.3, IPv6 enabled

Pucynox 3.6 — IlepeBipka BCcTaHOBICHHS
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i

iz Active Directory Domain Services C

Deployment Configuration

Deployment Configuration

Domain Controller Options

Pucynok 3.
&

onfiguration Wizard — O X

TARGET SERVER
Serv-191-1-2

Select the deployment operation

® Add a domain controller to an existing domain
() Add a new domain to an existing forest
0 Add a new forest

Specify the domain information for this operation

Domain: Berkovskiy.net

Supply the credentials to perform this operation

Administrator@Berkovskiy.net

7 — lpuennanns no nomeny Berkovskyi.net

[ Active Directory Domain Services Configuration Wizard

Additional Options

Deployment Configuration

Domain Controller Options

- O X
TARGET SERVER
Serv-191-1-2
Specify Install From Media (IFM) Options
[ Install from media
Specify additional replication options
Replicate from: Serv-191-1-1.Berkovskiy.net b

Pucynok 3.8 — HanamtyBaHHs perutikalli 3 OCHOBHOTO cepBepa

Jlani BUKOHYEMO peecTpaliio 00'ekTiB KopucTyBaya. HaTuckaemo mnpaBoro

kHonkoro muii (KopuctyBaui) y ctBopeHoMy nomMeHi Active Directory.

Beproscoruil. H. IO Apx.
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MNew Object - User X

2

Createin:  Berkovskiy net/Branch-191-1-1/B-191-1-1-Admins

'l ]
First name: |Ac|min | Initials: L\\?
Last name: |Ac|min |
Full name: |Admin A. Admin |

User logon name:

|A.c|min-1| | @Berkovskiy.net w

User logon name (pre-Windows 2000):

|BERI(OVSKIY\ | |Admin-1 |
< Back Next = Cancel
Passward: |ooooooooo |
Confirm password: |uouuu| |

lser must change password at next logon
[] User cannot change password
[ Password never expires

[] Account is disabled

< Back Mext = Cancel

Pucynox 3.9 — CTBOpeHHsI HOBOTO KOPUCTyBaya 1 BCTAHOBJICHHS MapoJIs

: Active Directory Users and Computers

File  Action View Help
o= HE 8 XER BHEIBRaETER

: Active Directory Users and Com|| Name Type Description
| Saved Queries &, Admin A A.. User
v 3 Berkovskiy.net ——
. Security Group...
% Builtin WAL
| Computers

w 2| CorporateQffice
2| Admins
4| Employees
2| Domain Contrallers

~| ForeignSecurityPrincipal:
| Managed Service Accour

| Users

Pucynok 3.10 — CTBOpeHHS rpymny JOKaJIbHUX aIMIHICTPATOPIB 1 J01aBaHHS

aJMIHICTpaTopa.
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Delegation of Centrol Wizard ot

Tasks to Delegate
fou can select common tasks or customize your own.

oy

(®) Delegate the following common tasks: L\\S

Manage Group Policy links A
Generate Resuttant Set of Policy (Flanning)

Generate Fesultant Set of Policy (Logging)

Create, delete, and manage inetOrgPerson accounts

Reset inetOrgPerson passwords and force passward change at next Ic
Read all inetOrgPerson information

£ >

Pucynox 3.11 — JlonaBarss rpynu 1js Aesieraiiii KOHTPOJITEO
=i

Allow leg on locally Properties ? st
Security Policy Setting ~ Explain

Hg. AMlow log on locally

Define these policy settings:

Account Operators

Administrators

Backup Operators

BERKOWSKIY  Admins 1

ENTERFRISE DOMAIN CONTROLLERS
Prirt Operators

Server Operators

Add User or Group... Remaove

Maodifying this setting may affect compatibility with clients, services,
I and applications.
For more information, see Allow log on locally. (G823653)

Pucynox 3.12 — JlonaBanss rpyn# J10 nepemiky
Jlai BUKOHYEMO HaJallITyBaHHS PEIUIiKallii MiXK IBOMa KOHTpOJIEpaMu JJOMEHY

B Active Directory.

Jami poOMMO HanalmTyBaHHS MPOTOKOIY JTUHAMIYHOTO KOH(DITypyBaHHS BY3JIIB

DHCP ms momeny Active Directory

Beproscoruil. H.IO

Apk.

Tonosus.0.C KIKKPE - 123 - Ol - /73

3mn. | Apx. Ne doxym. Hionuc | Hama

43




| MpoTtoken InTeprety sepcii 4 (TCP/IPvd) — enactneocTi *

3arancHi | AnsTepHaTHMEHE KoHIrypaLiR

MapaMeTpy NpoTokony IP MOKYTE MPHMSHAYETHCA SETOMATHYHD, AKLLD
Balla MepEXa NI TPHUMYE TaKy MOMMKBICTE, B iHWwaomMy pasi cnia
OTPHMaTKH NapameTpu [P B aaMiHICTPaTopa MEPEX.

@ OTpuMaTH IP-agpecy aETOMaTHYHO

() BukopucToByEaTH Taky IP-aqpecy:
)
]
]

Pucynox 3.13 — Orpumanns [P-agpecu aBromatnuno, anamorivao va WS_191 1 2 -
WS 191 1 6

Server Manager * Dashboard

p— File Action View Help
]

@ E:>| bal | New Scope Wizard

i Local ‘?E_
- DHCP
Bi AllSe [ 5 yoqgrqy Socpefame . . )
. - ' You have to provide an identifying scope name. You also have the option of providing
Igl AD D v gy Pvd a description.
_ 3 Serve

11 DHCH = oot

=l Folic Type a name and description for this scope. This information helps you quickly identify
:% DMS ¥/ Filter how the scope is to be used on your network.
ii File a ® IPv6 Name: |Berk0vsk'ry_scope

Description: |""'a|'1|

Pucynok 3.14 — CtBopenHst 061acTi
&

Mew Scope Wizard

IP Address Range —
You define the scope address range by identifying a set of consecutive IP addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: 1911911 . 4

End IP address: | 191191 1 10|
Configuration settings that propagate to DHCP Client

Length: 2443

Subnet mask: 255 255 255 . O

Pucynox 3.15 — Jlianaszon aapec
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&

Mew Scope Wizard
Add Exclusions and Delay —r
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. F you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address: r

I ‘

Excluded address range:

191.191.1.1t0 191.191.1.4 Remove (

Pucynok 3.16 — Bukimoueni aapecu

=

Mew Scope Wizard
Router (Default Gateway) ——
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

|P address:

S IREIEERE Add
[ |

Pucynok 3.17 — Kondgiryparris pozaadi nmuio3y
i)

Mew Scope Wizard

Domain Name and DNS Servers —T
The Domain Mame System (DNS) maps and translates domain names used by clients

on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain:

To configure scope clients to use DNS servers on your network, enterthe |P addresses for those
sefvers.

Server name: IP address:

|
15113111

il

Pucynok 3.18 — ABTomaTnyHa reHepailis 0aTbKiBChKkoro goMeHy 1a DNS-ceppepy
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‘ &

| & DHCP

| File Action View Help

(== #nE oG Em

‘?. DHCP Client IP Address MName Lease Expiration Ac

v 5 ws-191-1-1.berkovskiy.net

v P4

v [g Scope [191.191.1.0]
i} Address Pool
3 Address Leases

M e ki m

1%191.191.15

W5-191-1-3.Berkov...

8/19/2023 8:4T:06 P|| Ac

Pucynox 3.19 — CtBopeHa obsacTh Ta BigoOpaxeHHs: opeHaoBanoi [P-anpecu

£ DNS Manager - m} bt
File Action View Help
es | 2mBeE Hm § @
2 [ENS Name Type Data Timestam
v &3 SER‘-I-191—'I—'I :-—_l_msdcs
v [ F?rward Lookup Zones j sites
e _msdes.Berkovskiy.ne j_tcp
v 2| Berkowvskiy.net =
> | _msdcs j_udp
| cites jDomainDnsZones
: :tcp jForestDnsZones
9 _udp E—l(same as parent folder) Start of Autharity (SOA) [40], serv-191-1-1.berkovs...  static
" DomainDnsZones E—l(same as parent folder) Mame Server (MS) serv-191-1-1.berkovskiy.net.  static
“| ForestDnsZones E—l(sameasparentfolded Name Server (NS) serv-191-1-2.berkovskiy.net.  static
| Reverse Lookup Zones E-l(same as parent folder) Host (A) 191.191.1.4 6/18/2023
| Trust Points E—l(same as parent folder) Haost (A) 191.191.1.2 6/18/2023
| Conditional Forwarders E—lser\r-191—‘|—‘| Host (4) 191.191.1.3 static
E—|Ser\r-19‘l-‘l-2 Host (A) 191.191.1.4 static
E-|WS-19'I-'I-'I Host (&) 191.191.1.5
E—|WS-191—1-2 Haost (A) 191.191.1.6
E—|WS-19‘I—‘I-3 Host (A) 191.191.1.7
E—|WS-19‘I—‘I-4 Host (&) 191.191.1.8
E-|WS-19'I—'I-5 Host (&) 191.191.1.9
E—|WS-191—1-6 Haost (A) 191,191,110

Pucynok 3.20 — logani DNS-3anutu tTuny A
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3.3 CTBOpeHHs CKPUNTIB aBTOMAaTH3aIlil 32 1omomMorow PowerShell

Jist mouatky ctBopuMoO ¢yHKIiI0 Show-Menu, sika BigoOpaxae MeEHIO 3

PI3HUMH OIIIISIMU, TIOB'SI3aHUMHU 3 omepallisiMu B Active Directory.
Import-Module ActiveDirectory

S function Show-Menu {
Clear-Host
Write-Host ====== Menu ====== "  -ForegroundColor Yellow
Write-Host Create users in AD"
Write-Host Delete uszers In AD"
Write-Host User Deactivation/Actiwvation”
Write-Host View all users"”
Write-Host Inactive users Report”
Write-Host Fetch AD Computers Details"
Write-Host "7. User Recovery"
Write-Host "Q. Exit"

[ R R N

Pucynok 3.21 — Kox ¢pynkuii Show-Menu

[lepma minis Import-Module Active Directory immoptye Moayib Active
Directory, mo6 3a0e3nedyuTH aocTyn A0 (YHKINA, MOB's3aHuX 3 pobdororo 3 AD.
Oynkiis Show-Menu BUBOAUTE MEHIO 3 PI3HUMHM OMIISIMU y KOoHcoJil. KoxkHa omiris
BUBOJIUTHCA 3a JONOMOTol0 komanau Write-Host, sika BUBOJUTH TEKCT Y KOHCOJII.
Jani, B OCHOBHIM YacTHMHI KOAY, BUKIMKaeTbcs GyHkiis Show-Menu, 1100

B1JI00pa3UTH MEHIO.

“ido {
Show-Menu
fchoice = Read-Host "Enter wyour choice"

= switch ($choice) {
'1" { Run-5Scriptl

{ Run-Scriptz
{ Run-Script3
{ Run-5cript4
{ Run-Scripts
{ Run-5cripté
{ Run-Script?
{ break }
= default {

Write-Host "Invalid choice. Try again or enter 'Q' to exit.”
= if (fchoice -eq 'Q") {

continue
b

P RUN I RN N
o e b b b i e el

f

1

} while (%choice -ne 'Q")

Pucynok 3.22 — Kox ¢ynkuii Show-Menu

KopuctyBauy mnpomnoHyeThCss BBEeCTH CBIA BHOIp, 1 BBEIEHA BapTICTh
30epiraeThes y 3miHHIM $choice 3a nomomororo komanau Read-Host. 3a momomororo
KOHCTPYKIIii switch, ko niepeBipsie 3HaueHHs $choice Ta BUKOHYE BiAIMOBITHUHN 010K
KOJy, 3aJIe’)KHO BiJ 00paHoi omirii. KoxkeH OJI0K KoJy, MOB'sI3aHUM 3 OMIIEI0 MEHIO,

BUKJIMKAE BiAMOBiAHY QyHKIIF0 Run-Scriptl-7. i ¢pyHkiii He HaBeJeHI B HAJaHOMY
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Tonosus.0.C KIKKPE - 123 - Ol - /73 47
3mn. | Apx. Ne doxym. Hionuc | Hama




KOJ1 1 TOBUHHI OYTH J0JaHI OKPEMO JJisl BAKOHAHHS BIIMOBIAHMUX JI1l, MOB'I3aHUX 3
KOXKHOIO oriero. SKio kopuctyBad Budepe Q (BUHUTH), KOJI BUXOIUTH 3 MUKIY do-
while 1 3akiH4uye cBow poGoTy. Y BHUMNAAKy, SIKIIO BBEIECHUN BUOIp HEMIMCHUM,
BUBOJIUTHCSA TIOBIJIOMJICHHSI MPO HEAIMCHUI BHOIp, 1 KOPUCTYyBady MPOTOHYETHCS

cpoOyBaTH 3HOBY a00 BUWTH, BBEICHHSIM Q.

Cmeopenns pyHkyii 0o0asanus 00H020 abo 6a2amvoxX KOpUcmyeauie

Posrnsnemo dynkmito Create-ADUsers, BoHa BIANOBITAa€E 3a CTBOPCHHS

KopucTyBadiB B Active Directory Ha ocHOBI ganux 3 CSV-daiiny.[15]

—function Create-ADUsers {
$securePassword = ConvertTo-SecureString "kk3x980%1c” -AsPlainText -Force
§filepath = "C:\Users'\Administrator'\Desktop'UsersForAD. csv"”
$users = Import-Csv %Tilepath -Delimiter ";"

= foreach (Suser in Susers) {
fuser5AM = fuser.SamAccountMame

= if ((Get-ADUser -Filter "SamAccountName -eg 'SusersaM'").Count -ne 0) {
Add-Type -AssemblyName Microsoft.VisualBasic

= fusersaM = [Microsoft.VisualBasic.Interaction]::InputBox("User with name
fusersaM already exists”,
"Enter a new username’, SuserSaM) Out-Null

1

$fname = Suser. 'First Name’
finitials = fuser. 'Initials’
$Iname = Suser.'Last Name’

$ititle = Suser.'Job Title"
jofficephone = Suser. 'Office Phone’
femailaddress = fuser. 'Email Address’
$0Upath = Suser.’'Organizational Unit’

Pucynox 3.23 — Ko ¢ynkuii Create-ADUSers

fcurrentTime = Get-Date -Format "yyyy-MM-dd HH:mm:ss"

= fuserParams = @f
Name = "%fname S$Tname”
GivenName = $fname
surname = STname
Initials = %initials
UserPrincipalName = "%fname.$Tname"
SamAccountName = fuserSAM
Path = %0Upath
AccountPassword = $securePassword
ChangePasswordAtLogon = Strue
0fficePhone = Sofficephone
EmailAddress = Semailaddress
Title = $jtitle

}

= if ((Get-ADUser -Filter "SamAccountName -eg 'SuserSaM'").Count -eq 0) {
$newlser = New-ADUser EuserParams -PassThru
Enable-ADAccount -Identity Snewlser.SamAccountMame
$outputMessage = "[ScurrentTime] Account created and activated for Sfname ffTname in SOUpath”
Write-Host SoutputMessage -ForegroundColor Yellow
foutputMessage Out-File -Append -FilePath $TlogFilePath

faddedUsers = Get-ADUser -Filter "SamAccountMame -eg 'SuserSAM'" -Properties Mame,
SamAccountName, UserPrincipalName, Created, Enabled

Write-Host "Added Users:"

faddedUsers Format-Table Name, SamAccountMName, UserPrincipalName

Created, Enabled -AutoSize

= else {

= foutputMessage = "[ScurrentTime] Account creation failed for %fname %lname. User with the
zame SamAccountMName already exists"
Write-Host SoutputMessage -ForegroundColor Red
foutputMessage Out-File -Append -FilePath $TlogFilePath

Pucynox 3.24 — Ko ¢ynxkmii Create-ADUSers

beproscoxuti. H. IO Apk.

Tonosus.0.C KIKKPE - 123 - Ol - /73 48

3mn. | Apx. Ne doxym. Hionuc | Hama




3amaetbest 3MiHHa $securePassword, ska MICTUTh Mapoyib i  HOBUX
KOpHUCTyBauiB. 3aiaerbes nuax 10 CSV-¢aiiny 3 7aHMMU KOPUCTYBaviB y 3MIHHIN
$filepath. 3a momomororo xkomarmu Import-Csv, nani 3 CSV-dainy iMmopTyroTscs B
smiaHy $users. Jlani nounHaeThes Uk foreach, SKUit MPOXOAUTH KPi3h KOKEH 3aITHC
KopucTyBada B $users. Busnauaerscst 3minHa $userSAM, sika MiCTUTH 3HAYCHHS TTOJIS
"SamAccountName" 151 TOTOYHOTO KOpUCTyBaua. 3a Jonomorow komanau Get-
ADUser 3 GinbTpoMm, TEpeBIPSEThCSA, YU ICHYE KOPHUCTyBad 3 TaKHUM CaMHUM
"SamAccountName". fkiio Takuii KOpUCTyBayd BXK€ 1CHY€E, BUBOJIUTHCS BIKHO BBOJIY
(InputBox) mns oTpuMaHHS HOBOTO IMEHI KOPHCTyBaya.

Jlai BU3HA4YaI0ThCsI 3MIHHI, 110 MICTSTh 3Ha4eHHs 1oiB 3 CSV-daiiny, Taki sk
1M's, TIpi3BHIIE, TTOCAIa, TeIePOH, eIEKTPOHHA ajpeca Ta 6arato 1HIIOro. 3a1a€ThCs
3MiHHa $userParams, sika MiCTUTB MMapamMeTpH JUIsl CTBOPEHHS HOBOTO KOPHCTyBava B
Active Directory. 3HOBY NEpeBIPSEThCS, YA ICHYE KOPUCTYBad 3 TaKUM CaMHUM
"SamAccountName". Skmo KopucTyBaua IlI€ HE ICHY€E, CTBOPIOETHCS HOBHUU
KOpPHUCTYBa4d 3a jornoMoror komauaun New-ADUser 3 BUKOpUCTaHHSM TapaMmeTpiB
3MiHHOi $userParams.

KopucrtyBaui akTuBYyIOThCS 3a Jomnomoror komanau Enable-ADAccount.
dopMyeThbCsl TTOBIIOMJICHHS 3 JaTOI0 Ta YacoM, SKE BKa3ye, IO OOJIIKOBUM 3aInc
KOpUCTyBaua OyB CTBOpPEHMH Ta akTUBOBaHUU. lle MOBigOMJIEHHS BUBOAWTHLCSA Ha
KOHCOJIb 3a JjornoMoror komanau Write-Host Ta nonaetscest 1o ¢aitny xxypaany. Koa
oTpuMy€e 1H(QOpPMAIIII0 MPO CTBOPEHUX KOPHUCTYBadiB 3a Jomomoror komanau Get-
ADUser 3 ¢inbrpom, mo BuxkopuctoBye "SamAccountName" xkopuctyBaua. Lg
iHpopMarliss BUBOIUTHCS Ha KOHCOJIb 3a J0omoMoror komanau Write-Host Ta
dbopmaryeThes 3a gomomororo Format-Table. SIkmo xopucTyBad 3 TakKUM CaMUM
"SamAccountName" Bxe iCHY€, (POPMYETHCS TOBIIOMJIEHHS PO HEBAAJIE CTBOPEHHS
00JIIKOBOTO 3aIHCY, K€ BUBOJUTHCS HA KOHCOJb Ta AOJAETHCS 0 (pailry *KypHay.

s dyHKITIS 3a0€e31Meuye aBTOMAaTU30BAHUN TPOIEC CTBOPEHHS KOPUCTYBAYiB B
Active Directory 3 Bukopuctanasm nanux 3 CSV-daitny Ta Hagae 3BIT PO CTBOPEHUX

KOpHCTYBaUiB.
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Pozrnsnemo ¢ynkiito Create-ADUsers, BoHa BiANOBIAAa€ 32 CTBOPEHHS OHOTO

KopucTyBaua B Active Directory 3 BBeIeHUMU KOPUCTYBa4YeM JIaHUMH.

- function Create-5ingleaDUser {
fzecurePassword = ConvertTo-SecureString "kk3x980%1c™ -AsPlainText -Force

$fname Read-Host "Enter the First Name™

$1name Read-Host "Enter the Last Name”

fusersAM = Read-Host "Enter the SamAccountMName"
finitials = Read-Host "Enter the Initials"

$jtitle = Read-Host "Enter the Job Title"”
fofficephone = Read-Host "Enter the Office Phone”
$emailaddress = Read-Host "Enter the Email Address"”
§0Upath = Read-Host "Enter the Organizational Unit"

$currentTime = Get-Date -Format "yyyyw-MM-dd HH:mm:ss"

= fuserParams = &f
Name = "$fname $Iname”
GivenMame = ifname
Surname = STname
Initials = %initials
UserPrincipalName = "%fname. £Tname"”
SamAccountName = fuserSaM
Path = %0Upath
AccountPassword = $securePassword
ChangePasswordAtLogon = Strue
0fficePhone = Sofficephone
EmailAddress = Semailaddress
Title = ijtitle

Pucynok 3.25 — Kon ¢ynkmii Create-SingleADUser

= if ((Get-ADUser -Filter "SamAccountMame -eq 'SuserSaM"").Count -eq 0) {
$newlzer = New-ADUser @userParams -PassThru
Enable-ADAccount -Identity SnewlUser.SamAccountMame
foutputMessage = "[ScurrentTime] Account created and activated for S$fname flname in 50Upath”
Write-Host foutputMessage -ForegroundColor Yellow
foutputMessage Out-Fi1le -Append -FilePath $logFilePath

faddedUser = Get-ADUser -Filter "SamAccountMame -eq "SuserSAM'" -Properties Name, SamAccountName,
UserPrincipalName, Created, Enabled
Write-Host "Added User:"” -ForegroundColor Yellow

faddedUser Select-Object MName, SamAccountMame, UserPrincipalMame, Created, Enabled
factivelUsers = (Get-ADUser -Filter {Enabled -eq 3truel}).Count
Write-Host "Active Users: Sactivelsers"” -ForegroundColor Yellow

else {
= foutputMeszage = "[ScurrentTime] Account creation failed for ifname $lname. User with
SamAccountMName SuserSAM already exists.”
Write-Host %outputMessage -ForegroundColor Red
foutputMessage Out-File -Append -FilePath 3TogFilePath

Pucynok 3.26 — Kon ¢yukii Create-SingleADUser
3amaetbess 3MmiHHA $securePassword, B skiii 30epiraetbes 3ammppoBaHUiA
napoib s HOBHX KOPHCTYBadiB. 3alUTye€ThCS BBEACHHS PI3HUX JTaHUX PO
KOpPUCTyBada, TaKuUX SK 1M's, Tpi3Buine, oOigikoBuil 3amuc (SamAccountName),
1HIII1a)H, 1Tocajia, TeaedoH, eJeKTPOHHA ajipeca Ta NUISX 10 OpraHi3aliiHOl OJIMHHUIII.
OtpumyeTbcs MOTOYHA Aara Ta 4yac 3a gomnoMororw Get-Date. CTBoproeThes
xemr-Tabmuis $userParams, B skii 30epiratoThest mapaMeTpH JUIsi CTBOPSHHS HOBOTO
KopuctyBaua B Active Directory. 3HaueHHs mapaMeTpiB OepyTbCsl 3 MOMNEpPEAHIX

3aITUTIB.
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Jlasni mepeBipsieThCs, UM ICHY€E KOPUCTYBay 3 TakuM camuM "SamAccountName"
3a nonomoror komanau Get-ADUser. SIKmo kopucTyBau He iCHY€, BUKOHYETHCS
CTBOPEHHS HOBOI'0 KOpUCTYyBaua 3a fonoMmororo komanau New-ADUser. KopucryBaua
aKTUBYIOTH 3a JoromMororo komanau Enable-ADAccount. BuBoauThcst moBigoMiieHHS
PO CTBOPEHHS Ta aKTHBAIII0 0OJIIKOBOTO 3alUCy Ha KOHCOJIb.

[ToBigomMmeHHs JogaeThest A0 Qailny xypHaimy. OTpuMmyeTbes iH(oOpMaris Tpo
CTBOPEHOTO KOpHICTyBaua 3a jgornomororo komanau Get-ADUser 1 BUBOAWTHCS Ha
KOHCOJIb. BUBOIUTHCS KIIbKICTh aKTUBHUX KOPUCTYBadiB Ha KOHCOJIb.

Posrnsnemo ¢ynkimito Run-Scriptl, sika 3amyckae CKpHUNT Ui CTBOPEHHS
kopuctyBauiB B Active Directory. Ckpunt Hajlae MEHIO 3 ONLISIMU I CTBOPEHHS

OAHOTI'O abo IIeKiJ'IBKOX KOpI/ICTYBaLIiB, d TaKOXK ITOBCPTAE€ 10 I'OJIOBHOT'O MCHIO.

—function Run-Scriptl {
= do {
Write-Host "Running Script 1..." -ForegroundColor Yellow
Write-Host "1. Create multiple users”
Write-Host "2. Create a single user”
Write-Host "Q. Return to menu"

fchoice = Read-Host "Enter your choice”
= switch (ichoice) {

'"1l" { Create-aDUsers 7
2" { Create-5inglesDUser }

'q" { break }
= default {
= Write-Host "Invalid choice. Try again or enter "qg’
o return to the menu."” -ForegroundColor Red

T while (5choice -ne "q")

Read-Host "Press Enter to return to the menu.”

Pucynok 3.27 — Kox ¢ynkuii Run-Scriptl

3amyckaeThcsl HeCKiHUeHHUM 1k do-while, sikuit Oyae MpoIoBKYBaTUCH J10
TUX Mip, MOKA KOpPUCTyBady He BuOepe omuito "q" A MOBEPHEHHS A0 MEHIO.
BuBonutbces nosinomiierHs "Running Script 1..." 3 )KOBTUM KOJIHOPOM 32 JIOIIOMOT OO
Write-Host. BuBoauThcs CHUCOK OMIlii MEHIO 3 BHKOpucTaHHSAM Write-Host. vV
KOpPUCTyBaya 3alHUTYyeThCAd Npo Horo BuOIp 3 BuUKOpucTaHHSIM Read-Host 1
30epiraeTbes y 3MinHy $choice.

BuxopucroByeThcsi oneparop switch anst BuOopy Ail 3ajeXHO BiJl 3HAUYCHHS
$choice: SAxmo $choice nopiaroe 'l', Bukmukaerbes Qynkuis Create-ADUsers mist

CTBOpPEHHS JCKiIbKOX KopucryBadiB. Skmo $choice mopiBHIOE '2', BUKIMKAETHCS
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¢ynkuis Create-SingleADUser mist cTBopeHHsT 0fHOTO KopucTyBava. Skmo $choice
JOPIBHIOE 'q', IIUKJI MPUITHHSIETHCS 3a JIOMOMOroo break, 1 KOpUCTyBad OBEPTAETHCS
JIO TOJIOBHOT'O MEHIO.

Sxmo JKkomHA 3 BUINE3a3HAYCHUX YMOB HE BUKOHYETBHCS, BUBOIUTHCS
MOB1JIOMJICHHS TTPO HeAllcHui BUO1p 3a qomomororo Write-Host. Lluki moBToproeThes,
skimo 3HadeHHs $choice He mopiBHIOE 'q'. Ilicms BUXOAy 3 IHUKIY, BHUBOJUTHCS
noBigomicHHs "Press Enter to return to the menu." 3a momomororo Read-Host. 1e mae
KOPHUCTYBady MOXJIMBICTh HATUCHYTH KjaBimry Enter i MOBEpHEHHS 10 TOJIOBHOTO

MCHIO.

CmeopenHs pyHKYyii sudanenHs 00H020 abo bazambox KOPUCH)Bayie

Posrnsnemo ¢dynkimito Mass-DeleteADUsers, sika Bujpalisie KOpPUCTYBayiB B

Active Directory 3a JOMOMOT010 IMIOPTY CIUCKY KOpUCTyBadiB 3 CSV-(daitny.

Jfunction Mass-DeleteADUsers {
Ffilepath = "C:\Users'AdministratorDesktop'\UsersToDelete. csv”
fusers = Import-Csv ffilepath -Delimiter ";"
$logFilePath = "C:\Users'Administrator’Desktop\CreatelUsersLog.csv"”
= foreach (Suser in Susers) {
fusername = iuser.SamAccountName
fuserToDelete = Get-ADUser -Filter { SamAccountMName -eq fusername }
- if (fuserToDelete) {
Remove-ADUser -Identity SuserToDelete -Confirm:ifalse
Write-Host "User fusername deleted.” -ForegroundColor Yellow
fcurrentTime = Get-Date -Format "wvyyw-MM-dd HH:mm:ss"
foutputMessage = "[ScurrentTime] User fusername deleted.”
Write-Host SoutputMessage -ForegroundColor Yellow
foutputMessage Out-File -aAppend -FilePath %£logFilePath
= T oelse {
Write-Host "User with the name fusername not found."” -ForegroundColor Red

Pucynok 3.28 — Kox dynxkuii Mass-DeleteADUsers
Busnauaetncs 3minna $filepath, sika mictuts nwisx 1o CSV-daiiny, mo MicTuTh
CIIMCOK KOPHUCTYBayiB I BHUAalICHHA. 3a jgomomoror ¢ynkmii Import-Csv
imnopryerbest CSV-(aiin 3 kopuctyBayamu. BusHauaetbes 3minHa $logFilePath, sika
BKa3ye HUIAX 10 ¢ailny, B sSKUi OydyTh 3alHMCYyBaTUCh >KypHaJbHI MOBI1JIOMJICHHS.
3amyckaeTbcsi LMk foreach s KOXXHOTO KOpHCTyBada 31 cnMcKy. BusHadaerbcs
3MiHHa $username, sika MICTHTh 3HaueHHs o "SamAccountName" 3 CSV-daiiny

JJI1 TIOTOYHOI'O0 KOpHUCTYyBa4a.
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BuxopuctoBytoun ¢inetp Get-ADUser, mrykaeTscsi KOpucTyBau B Active
Directory 3a mosieM "SamAccountName" 31 3HaueHHsM $username. SIKI0 KOpUCTYBay
sHainennit ($userToDelete He € OPOXKHIM), TO BiH BHJIAISETHCSA 3 BUKOPUCTAHHSIM
koMaHau Remove-ADUser 3 mapameTtpom -Identity mms Bka3iBku imeHTH(]iIKAaTOpa
KOpUCTyBauya. BuBOAWTBCS TOBIJOMIIGHHS TIPO BHJIAJIEHHS KOpUCTyBaya 3a
monomoror Write-Host. Busnauaetses 3minaa $currentTime, sika MiCTUTBL TOTOYHHI
gac y BKazaHoMmy (opmarti. dopmyeThcs moBimomiieHHs $SoutputMessage mpo
BHJIAJICHHS KOPHCTYBayua 3 BUKOPUCTAHHIM 3Ha4ueHb $currentTime i $username.

BuBomuThCsI TTOBITOMIICHHS TIPO BUAQJICHHS KOPHCTYBada 3 BUKOPHCTAHHIM
Write-Host. TloBimomiieHHsT 3alUCY€ThCSA B KiHEIb (hailily KypHaay 3a JTOIOMOIOI0
Out-File 3 mapamerpoMm -Append. SIkmio kopuctyBau He 3HaiaeHnii (SuserToDelete €
MOPOKHIM), TO BABOJUTHCS IMOBIIOMJIEHHS MPO T€, 1110 KOPUCTYBaya 3 BKa3aHUM 1M'sIM
HE 3HANCHO.

Posrnsanemo ¢ynkmito Run-Script2, ska 3amyckae CKpPUNT JJIsi BUJIAJICHHS
KopucTyBauiB B Active Directory. CKpunT HaJlae MEHIO 3 OMIISMH JUIsl BUJIAJICHHS
OKpEeMOro KOpUCTyBaua abo MacoBOI0 BUAJIICHHSI KOPUCTYBAUiB, @ TAKOXK MIOBEPTAE 70
TOJIOBHOT'O MEHIO.

Ifunction Run-Script2 {

T ite-Host "Running script 2..." ~Foregroundcalar vellow

Write-Host "1. Delete user”

Write-Host "2. Mass delete users”
Write-Host "Q. Return to menu”

fchoice = Read-Host "Enter your choice”
= switch ($choice) {
1

fusername = Read-Host "Enter the username you want to delete”
fuzer = Get-ADUser -Filter { SamAccountMame -eq fusername }

= it (fuser) {
Remove-ADUser -Identity Suser -Confirm:ifalse

Write-Host "User fusername deleted." -ForegroundColor Yellow
] T else {
Write-Host "User with the name fusername not found." -ForegroundColor Red
T
= 2
Mass-DeleteADUsers
1
‘g { break }
= default {
] Write-Host "Invalid chaice. Try again or enter 'qQ’
to return to the menu."” -ForegroundColor Red

1 while (Schoice -ne "q")

Read-Host "Press Enter to return to the menu.”

Pucynok 3.29 — Kox ¢ynkmii Run-Script2
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3amyckaeTbcsi HeCKiHUeHHHUM 1MKa do-while, sxuit Oyae mpoaoBXKyBaTHCh 10
TUX TIip, TOKM KOPHUCTyBad He BuOepe om0 "q" sl TOBEPHEHHS J0 MEHIO.
Buoautecs nosigomiienHs "Running Script 2..." 3 ’KOBTHM KOJIbOPOM 32 JJOIIOMOT OO
Write-Host. BuBoauThCs CIIMCOK ONIliii MEHIO 3 BHKOpUCTaHHSAM Write-Host. VvV
KOpHUCTyBaua  3alHUTYe€TbCcs Mpo Horo BuOip 3 BukopucrtaHHsM Read-Host 1
30epiraeThes y 3MiHHY $choice. BukopucroByeThest oneparop switch st Bubopy mii
3aJIeKHO Bi 3HaYeHHs $choice: Skmo $choice gopisHIoe '1', BUKIIMKAETHCS MPOIIEC
BUJIAJICHHS OKpEMOro KopucTtyBaua. KopucTyBady MpONOHYETHCS BBECTH 1IM's
KOpHCTYBaya, sSIKOTO BiH Oa)kae BUIAJIUTH, 1 TOTIM 3/11HCHIOETHCS TIEpeBipKa HAsIBHOCTI
KOopHCTyBaya Ta ioro BugaeHHs. ko $choice nopiBaroOE '2', BUKIHUKAETHCS QYHKITIS
Mass-DeleteADUsers ais MacoOBOTO BHJIaJICHHS] KOPUCTYBaYiB.

Sxmo $choice mopiBHIOE 'q', MUK NPUIHUHSIETHCS 3a JOMOMOror break, i
KOPHUCTYBa4 MOBEPTAETHCS JI0 TOJOBHOTO MEHIO. SIKIIO *OJHA 3 BHUINE3a3HAYCHUX
YMOB HE BHKOHYETHCSA, BHUBOJIUTHCA TOBIAOMIIEHHS NP0 HEAlMCHUN BHUOIp 3a
noromororo Write-Host. [luki moBTOpIOETHCSI, SIKIO 3Ha4YeHHS $choice He nopiBHIOE
'q. ITicist BUXoay 3 LUKy, BUBOAMTHCS moBigoMicHHsS "Press Enter to return to the
menu." 1 O4IKy€eThCS HATUCKAaHHS KJapimi Enter, mo0 MOBEpHYTHUCH 1O TOJIOBHOTO

MCHIO.

3.3.3 Cmeopenns Qpynkyii akmusayii ti Oeakmueayii Kopucmysaia

Posrnsmemo  dynkmiro Deactive-ADUser, BOHa BHKOPHCTOBYETHCS —JIJISI

JleaKTUBallil kKopucTyBaua B Active Directory.

“function Deactivate-ADUser {
$logFilePath = "C:"Users’\Administrator'Desktop’CreatelsersLog. csv"
fusername = Read-Host "Enter the username wou want to deactivate"
fuser = Get-ADUser -Filter { SamAccountName -eq Susername }

- it (fuser) {
Disable-aADAccount -Identity Suser
fcurrentTime = Get-Date -Format "wyyy-MM-dd HH:mm:ss"
foutputMessage = "[ScurrentTime] User fusername deactivated."”
Write-Host foutputMessage -ForegroundColor Yellow
foutputMes=sage Out-Fi1le -Append -FilePath FlogFilePath
- } else {
Write-Host "User with the name fusername not found." -ForegroundColor Red
1

Read-Host "Press Enter to return to the menu.”

Pucynok 3.30 — Kon ¢ynkuii Deactivate-ADUser
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[Ipu BukoHaHHi ¢YyHKIIT KOpUCTyBauy Oyjae 3ampONOHOBAHO BBECTH IM's
KOPHUCTYyBaya, SIKOTO BiH Oa)kae JIEaKTHUBYBATH. Y MEPIIOMY DPSAKY BCTAHOBIIOETHCS
nusix g0 Gdaiity kypHainy, ae OyayTh 30epiratvcs iH(opMaris mpo JIeaKTHBAIIII0
kopuctyBaua. DyHKIis BHKOpuUcTOBYe KoMaHay Get-ADUser s momryky
KopucTtyBaua B Active Directory 3a 3amanum iM'ssm. SIKIIO KOpUCTyBay 3HaWACHUIA,
fioro 00JIIKOBUI 3aIUC /1€ aKTUBYETHCS 3a TonoMororo komanau Disable-ADAccount.

[Ticns peakTuBamii OOMIKOBOTO 3alMCy KOPHUCTyBauda, (QYHKIS CTBOPIOE
MOBIJIOMJICHHSI TIPO JICaKTUBAIIIIO, K€ MICTHTh iM'S KOPHCTyBadya Ta MOTOYHY AaTy 1
yac. lle moBiZOMIICHHS BUBOJAUTHCS HA KOHCOJB 3 YKOBTHM KOJIBOPOM TEKCTY, 1 TAKOX
JOJIA€ThCS 10 (ailiny KypHally. SIKIO0 KOpUCTYBay 3 BKa3aHUM IM'sIM HE 3HANCHU B
Active Directory, BUBOAUTBHCS OBIAOMJIEHHS IIPO TE, 1110 KOPUCTYBAy HE 3HAMICHUH.

[Ticnst BUKOHAHHS IeaKTUBALli KOPUCTYyBaya, (DYHKIIIS OUIKY€, TOKH KOPUCTYBay
HaTucHe KiaBimy Enter, 1 moTiM moBepTaerbcs 10 MeHto. Ll yHkiis mo3Boise
3pYy4YHO JI€AKTUBYBaTU KOpHUCTyBauiB B Active Directory Ta BecTH XypHan Il JJis
NOJIaJIBILIOTO aHAJI3Y.

PosrisiHemo  dynkmiro  Activate-ADUser, BOHa BHUKOPHUCTOBYETHCS LIS

aKTHUBAIlll paHillle IeaKTHBOBAaHOTO KopucTyBaua B Active Directory.

Sfunction Activate-ADUser {
fusername = Read-Host "Enter the username you want to activate”
fuser = Get-ADUser -Filter { SamAccountMame -eq Susername }
- it (fuser) {
Enable-ADAccount -Identity Suser
fcurrentTime = Get-Date -Format "vwyy-MM-dd HH:mm:ss"
foutputMessage = "[ScurrentTime] User fusername activated.”
Write-Host foutputMessage -ForegroundColor Yellow
foutputMessage Qut-File -append -FilePath %TooFilePath
= 1 else {
Write-Host "User with the name fusername not found."” -ForegroundColor Red

Read-Host "Press Enter to return to the menu.”

Pucynok 3.31 — Kon ¢ynkmii Activate-ADUser
KopucryBauy Oyne 3aliporioHOBaHO BBECTH iM'st KOPHCTYBaya, IKOT0 BiH Oakae
akTuByBaTu. Kol po3nmovYrHAETHCS 3 OTPUMaHHS IMEHI KOPHUCTYBaya BijJl KOpUCTYyBaya,
0 BUKOHY€e (QYHKIIIIO, 3a gomomoror komanau Read-Host. Hactymuuii psmox
BUKOpHCTOBYE kKomaHay Get-ADUser i noiyky kopuctyBaua B Active Directory 3a
3aIaHUM 1M'sIM. SIKIII0 KOpUCTYBa4 3HANIEHU, 1OTO OOJIIKOBUH 3aMUC aKTUBYETHCS 32

nornomororo komauau Enable-ADAccount. Ilicns aktuBamii 0OJIKOBOrO 3amucy
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KOpPHUCTyBa4da, (PYHKI[iSI CTBOPIOE MOBIJIOMJICHHSI MPO AKTUBAIIO, SKE MICTUTH IM'S
KOpHCTYyBa4a Ta TIOTOYHY Aary i 4ac. Lle moBimomiieHHsI BUBOJUTHCS Ha KOHCOJIb 3
KOBTHM KOJIbOPOM TEKCTY, 100 MiAKPECIUTH YCIIIIHY aKTHBaIli0. SIKII0 KopucTyBad
3 BKa3aHUM IM'sIM He 3Haiinenuit B Active Directory, BUBOJUTHCS MOBIAOMIICHHS TIPO
Te, 10 KOpUCTyBau He 3HaiaeHui. [licns akTuBaiii kopucTtyBada, QyHKIIS OYIKYE,
JIOKM KOpPUCTyBau HATHCHE kiapimry Enter, 1 moTiM moBepTaeTbcs g0 MeHio. Ls
(byHKIIiS J03BOJISIE 3pyYHO aKTUBYBATH paHilIe J€aKTUBOBAHUX KOPUCTYBaviB B Active
Directory, a Tak0» BUBOJIUTH MOBIJOMJICHHS TIPO YCIIIIHY aKTUBAIIIIO.

Posrnsnemo ¢ynkmito Run-Script3, sika BHUKOHY€ CKpUIIT, TOB'SI3aHUN 3

JIeaKTUBAIIIEIO Ta aKTUBAIIIEI0 KOpUCTYBadiB B Active Directory.

—function Run-5cript3 {

- do {
Write-Host "Running Script 3...
Write-Host "1. Deactivate user”
Write-Host "2. Activate user"”
Write-Host "Q. Return to menu"

-ForegroundColor Yellow

fchoice = Read-Host "Enter wour choice"
- switch (fchoice) {
1T

Deactivate-abDUser

T
- 2t 1
Activate-ADUser
T
'q" { break }
- default {
- Write-Host "Invalid choice. Trv again or enter 'q' to
return to the menu.” -ForegroundColor Red
T

1} while ($choice -ne "q")

Read-Host "Press Enter to return to the menu.™

Pucynok 3.32 — Kox ¢ynkmii Run-Script3

Ko po3nounHaeThes 31 cTBOpeHHs nukiny do-while, sikuii BUKOHYETBCS, TOKH
KOpPUCTyBa4 He BuOepe BUXia 3 MeHIO0 (BBeAe 'q'). Y UK BUBOASTHCS HA €KpaH
JIOCTYTTHI OTIIIT 111 KOPUCTYBaua: JeaKTUBAIllsl KOPUCTYyBaya, aKTUBAIlisl KOPUCTyBadya
ab0 TMOBEpHEHHS 1O TOJIOBHOTO MeHo. Ilicias BuOopy omiii KOpHCTyBauem,
BUKOHYETHCS BIIMOBITHA (DYHKITIS.

Sxmo kopucrtyBau obupae 'l', Bukonyerbcst gpynkuisa Deactivate-ADUser, sika
JIeaKTUBY€E OOJIKOBMHM 3amuc kKopucTyBadya B Active Directory. Skmo kopuctyBau

obupae '2', BuxoHyeThcsi (GyHKiis Activate-ADUser, ska axTUBye paHiiie
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JIeaKTUBOBAaHOTO KopucTyBaua B Active Directory. ¥ Bumaaxky HeaiiicHOro BHOOpY
OMIIii KOPUCTyBaueM, BUBOJIUTHCS MOBIOMIICHHS PO HEAIMCHUM BUOIp, a KOPUCTYBad
MOBTOPHO OTPUMYE MOXJIMBICTh BHOpATH TMPABHUIBHY OMIII0 a00 MOBEPHYTHUCS IO
TOJIOBHOT'O MEHIO.

[Ticnst 3aBepiieHHs 0OpOOKM BHOOpPY KOpPHCTyBaua, IporpamMa O4IKYeE, JTOKH
KOpHCTyBa4 HaTHCHE KiaBinry Enter, i moTiM MOBepTaETHCS A0 TOJOBHOTO MeHIO. L5
dyHkIis 3a0e3neuye 3pyuHuii iHTepdeiic 1 JeakTUBAIll Ta aKTUBAllli KOPHUCTYBaYiB

B Active Directory 3 TOJIOBHOTO MEHIO CKPHIITY.

Cmeopenns (pyHKYii nepeansdy KOpUcmysadis 8 Kamaaio3si

PosrasHemo ¢ynkuito Run-Script4, sika BAKOHY€E CKPUIT JU1sl IEPETIISAAY CIUCKY
KOpPUCTYBadiB B 3amaHoMy Kkarano3i Active Directory. Ia dyHKIis 103BOJISIE
OTPUMATH 3PYyYHUN CHOCIO Meperisay COUCKYy KOPUCTYBadiB 3 3a/1aHOTO KaTaJIOTy B

Active Directory Ta B3a€EMOJIISITH 3 HUM Y BiKHI 3MICTY.

S function Run-5criptd {
Write-Host "Runming Script 4..." -ForegroundColor Yellow
- fusers = Get-ADUser -Filter ® -5earchBase "0U=Caorporate0ffice,
DC=Berkovskiy,DC=net"” -Property SamAccountMame,
initials, GiwvenMame, Surname, Title,
OfficePhone, EmailAddress, CanonicalMame
fusers select-0Object SamAccountMame,
initials, GivenName, Surname,
Title, OfficePhone, Emailaddress,
fanonicalMame | Out-GridView -Title "User List" -PassThru
Read-Host "Press Enter to return to the menu.”™

Pucynok 3.33 — Kox ¢ynkmii Run-Script4

CnouaTky, Ha €KpaH BUBOJUTHCA NoBigoMIieHHs "Running Script 4..." 3 5koBTUM
KOJIbOPOM, 100 TMOKa3aTW TMOYaTOK BHUKOHAHHS CKpUNTy. HacTymHMM Kpokow,
BUKOHYEThCS 3amuT a0 Active Directory 3a momomorow komanaiety Get-ADUser.
3actocoByeThest punbTp -Filter *, mo o3Hayae oTpuMaHHS BCIX KOPHUCTYyBadyiB. 3a
nonomMoror mnapamerpa -SearchBase Bka3zyeTbesl NUISIX A0 KaTajlory, Jie IIyKaTu
KopucTtyBauiB. Y  Takii cutyauii, karagorom € "OU=CorporateOffice,
DC=Berkovskiy, DC=net". Otpumani kopucTyBaui 30epiratoTbcs y 3MiHHIN $users.

[Ticnst oTpuMaHHS CIHUCKY KOPUCTYBadiB, BUBOAUTHCS Tabauus BikHa 3Mmicty (Out-

GridView).
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BuxopuctoByetbest komanaa Select-Object ny1st BuUOOpY MEBHUX BIACTUBOCTEN
KOpHCTyBauiB, Takux sk SamAccountName, initials, GivenName, Surname, Title,
OfficePhone, EmailAddress 1 CanonicalName. Lli BracTuBOCTi BigoOpaxaroTbcs y
BiKHI 3MICTY B SIKOCTI CTOBMIIIB Ta0uIli. BikHO 3MicTy oTpuMye 3aronoBok "User List"
3a Joriomororo napamerpa -Title. KopuctyBaueBi HaaeThesi MOXKIUBICTh B3a€EMO/TISITH
3 BIKHOM 3MICTy, BUOpaTH OJHOrO ab0 KIIBKOX KOPUCTYBauiB, a MOTIM HAaTUCHYTHU
kHonKy OK utst 3akputTs BikHA. [licist 3akpuTTS BiKHA, BUBOAUTHCS TOBIIOMIICHHS
"Press Enter to return to the menu.", 1o odikye, T0KM KOPUCTyBau HATUCHE KJIABIIIY

Enter, 1 moBepTa€THCS 10 TOJTOBHOTO MEHIO CKPHIITY.

Cmeopenns pyHkyii nepeaniady HeaKkmusHUxX KOpucmyeayia

Posrasiuemo ¢ynkitito Run-Script5, BoHa BUKOHY€E CKPUIIT JUTsl IEPETIIsiTy Ta
ayJIMTy HEAaKTUBHHUX KOpUCTyBauiB B Active Directory.

- function Run-5cripts {
ipresentDate = Get-Date
finactivelsers = Get-ADUser -Filter ® -Properties LastLogonDate
Where-Object { %_.lLastLogonDate -1t SpresentDate. AddDays(-290) 1
Sselect-0Object Name, SamAccountMame
fcsvFilePath = "CiWUsershAdministrator’Desktop'InactivelsersReport. csv”
finactivelsers Export-Csv -Path fcsvFilePath -MoTypeInformation
Write-Host "The following users are inactive:” -ForegroundColor Yellow
finactivelsers Format-Table Name, SamfAccountMame
Write-Host "Inactive users have been audited. The results are saved in ScsvFilePath”
Read-Host "Press Enter to return to the menu.”

Pucynok 3.34 — Kon ¢ynkmii Run-Script5

Crnouatky, 3MiHHa $presentDate oTpuMye IOTOYHY JaTy Ta Yac 3a JOTOMOTO0
komanau Get-Date. Jlami, BukoHyeTbes 3anuT a0 Active Directory 3a 10momMororo
koManiety Get-ADUser. 3actocoByetbest hinbTp -Filter *, mo o3nayae orpumanHs
BCIX KOpPHUCTyBadiB. BWKOpHUCTOBYeTBCs mapamerp -Properties mns BKIFOYCHHS
BrnactuBocTi LastLogonDate, o6 oTpumaTi AaTy OCTaHHBOTO BXOAY KOPHUCTYyBaya.
BuxopucroBytoun komanny Where-Object, 3acTocoByeThcst ymoBa, ne LastLogonDate
KOpHCTyBa4a MeHIIe motounoi gatu minyc 90 auiB ($presentDate. AddDays(-90)). Lle
J03BOJISIE BiA(IIBTPYBATH TUIBKM THUX KOPUCTYBayiB, SKI HE MaJld aKTUBHOCTI

npoTsAroM octanHix 90 mHIB.
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Bubpani HeakTHBHI KOpHCTyBadi 30epiratrotbcss y 3miHHIA $inactiveUsers.
3amaetbes 1uwax go dainy CSV, ne OyayTh 30epekeHi pe3yibTaTH ayauTy
HEaKTHBHHUX KOpPUCTyBauiB. 3a mgomomoror komaumu Export-Csv, $inactiveUsers
excropTyeTbesi B CSV-(aiin 3 Bukopuctanusam -Path nns BkazanHs nuiaxy 1o gaity
ta -NoTypelnformation fy1s1 BiicyTHOCTI BUBOAY 1HGOpMAIIIi PO TUTT JaHUX Yy (aiimi.
Ha expan BuBoauthcs nosinomienHsa "The following users are inactive:" 3 %&oBTHM
KOJIBOPOM.

KopucryBauam, siki Oyiau BHU3HA4Y€HI SIK HEAKTHWBHI, BUBOJMTHCS TaOIUIA 3
BUKopucTanHsaM komanau Format-Table, ne BimoOpakaroTscs ctosrmili Name (im's) Ta
SamAccountName (izeHtudikarop KopucTyBaua). Ha ekpaH BUBOAMTHCS
noBiomiuenus "Inactive users have been audited. The results are saved in
$csvFilePath", ne $csvFilePath € mmsxom mo daitmy, ne 30epekeHi pe3yibTaTé
aynuty. KopucTyBaueBl HaJaeThCsi MOXIIMBICTh HATHUCHYTH KiaBinry Enter, mo0

MMOBCPHYTHCS OO I'OJJOBHOI'O MCHIO CKPHUIITY.

Cmeopenns Qynxyii nepeansady komn'tomep 6 AD

Posrnsinemo ¢dynkiito Run-Scriptb, BoHa BUKOHYE CKPHUIT ISl MEPErJisiny
KoMIT'tI0TepiB B Active Directory Ta ekcrioptye ix naHi go ¢aiimy CSV.

—function Run-5cripté {
Write-Host "Running Script 3..." -ForegroundColor Yellow
Get-ADComputer -Filter ® -Properties Name, OperatingSystem,
- Enabled Export-Csv -Path "C:\Users‘Administrator'Desktop',
CompReport. csv” -MoTypeInformation Qut-Gridview -Title "User List" -PassThru

B

Write-Host "Check the file (CompReport.csv)” -ForegroundColor Yellow
Read-Host "Press Enter to return to the menu.”
Pucynok 3.35 — Kox ¢ynkmii Run-Script6
Busoguthest moBimomieHHs "Running Script 6..." 3 KOBTHMM KOJBHOPOM.
3actocoByeThesi komanaa Get-ADComputer 3 mapamerpom -Filter *, mo o3nagae
OTpUMaHHS BCIX KOMITIOTepiB 3 Active Directory. BukopuctoByerbcs mapameTp -
Properties nis BKJIIOYEHHS BJIACTUBOCTEM KOMI'IOTEpiB, Takux sk Name (im's),
OperatingSystem (omnepartiiina cucrema) Ta Enabled (mpamop aktuBarii).
PesynbTaTu 3anuty excnopTyroTbes 10 (aitimy CSV 3a 1onmomMoror KoMaHiau

Export-Csv. Bkazyerbcs nuisix no ¢aiiny -Path, ne 6ynyTts 30epexeni nai. [Tapametp
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-NoTypelnformation BUKOPUCTOBYETHCS AJIs1 BIACYTHOCTI BUBOAY 1H(OpMAaIIii Tpo THIT
nanux y ¢aini. Ilicns ekcnopty pesynbtariB g0 ¢ainy CSV, BUKOPUCTOBYETHCS
koManja Out-GridView 11s BimoOpaxeHHs pe3yJIbTaTiB Ha €KpaHi B IHTEPAKTUBHOMY
1 : " : n
pexuMl. BikHO 3 pesympraramum Mmae 3aronoBok 'User List". BuBomutbes
noBigomiieHHs "Check the file (CompReport.csv)" 3 3k0BTUM KOJIBOPOM, 1110 HAraaye
KOpHUCTyBaueBi mpo mepeBipky ¢aimy "CompReport.csv"', me 30epexeHi maHi.
KopucrtyBaueBi Hala€ThCsl MOXKIIMBICTh HATUCHYTH KiaBimry Enter, o0 noBepHyTHcs

A0 T'OJIOBHOI'O MCHIO CKPHIITY.

Cmeopenns yHKYii 610HOBIEHHS KOPUCT)Y8aya

Posrnsnemo ¢ynkuiro Run-Script7, BoHa BUKOHYE CKPHUNT JJIsl BIIHOBJICHHS
(ckacoByBaHHs BHJIaJICHHs) KOoprcTyBaua B Active Directory.

—function Run-Script? {
$logFilePath = "C:“Users'Administrator'Desktop'CreatelUsersLog. csv"
fcurrentTime = Get-Date -Format "vwyy-MM-dd HH:mm:ss"
fName = Read-Host “Enter the deleted user”
$logMessage = "[fcurrentTime] Recovering user: IName"”
Write-Output $logMessage | Qut-File -FilePath $logFilePath -Append
- frestoredlUser = Get-ADObject -Filter "samaccountname -eq
"SMame"" -IncludeDeletedObjects Restore-aADObject -Erroraction SilentlvContinue
frestoredUserDN = (Get-ADUser -Filter "samaccountname -eq "IName'"™).DistinguishedMame
- if (frestoredUserDN) {
$logMessage = "[fcurrentTime] User IName 15 recovered”
Write-Output $logMessage Qut-File -FilePath %logFilePath -Append
foutputMessage = "[ScurrentTime] User fWame is recovered”
Write-Host ZoutputMeszage -ForegroundColor Yellow
- } else {
ferrorMesszage = "Failed to recover user SName"
$logMessage = "[fcurrentTime] Error recovering user - SerrorMessage"”
Write-Output $logMessage Qut-File -FilePath %logFilePath -Append
foutputMessage = "[ScurrentTime] Error recovering user: ferrorMessage”
Write-Host ZoutputMesszage -ForegroundColor Red

Read-Host "Press Enter to return to the menu.”™

Pucynok 3.36 — Kon ¢ynkmii Run-Script?

Bceranosmoerbest nuisix o dainy xypHany CreateUsersLog.csv, ne OyayTh
30epekeH]1 MOBIAOMIIEHHS PO BIAHOBIIEHHSA KOpUCTYBadiB. OTpUMY€EThCA MOTOYHUN
yac 1 popMatyeTbes y psSAOK 3a Jornomororo komanau Get-Date 1 popmaty "yyyy-MM-
dd HH:mm:ss". KopucTtyBaueBi IponoHy€eTbCsl BBECTH iM'sl BUJIaJIEHOTO KOPUCTYBaya
3a noromoror koManau Read-Host. CTBOpro€ThCsl TOBIIOMIIEHHSI PO BiIHOBJICHHS

KOPHUCTYyBaua, iK€ MICTUTh TOTOYHH Yac 1 iM'st KOpUCTyBayJa.
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[ToBimomMiIeHHS PO BITHOBJICHHS KOPHUCTYyBaya 3alMHUCYEThCSA y (aili KypHAITy
3a gornomMororo komauau Write-Output 1 Out-File. BukonyeTtbcs cripo6a BiIHOBIICHHSI
KopucTtyBaua B Active Directory 3a qonmomororw komanau Get-ADObject 3 diibTpom
3a IMEHEM KOpHCTyBaua, BKJIIOYalOYM BHAalieHI o00'ekTh, 1 kKoMauHau Restore-
ADObject. [lepeBipsieTbes, U1 BAAIOCS BiTHOBUTH KOPUCTYBaua, MUISIXOM OTPUMAaHHS
fioro po3ramryBanHs B Active Directory 3a nonomororo komanan Get-ADUser. Skio
KOPHUCTYBa4 YCHIIIHO BIAHOBICHHUM, CTBOPIOETHCA TMOBIAOMIICHHSI MPO YCIIIIHE
BiTHOBJICHHSI, SIKE 3aMHUCYEThCS y (ailil )KypHaITy i BUBOJUTHCA Ha KOHCOIb. SIKIIO
BITHOBJICHHSI KOPUCTYyBaya HE BJAJIOCS, CTBOPIOETHCA MOBITOMIICHHS MPO MOMUIIKY,
AK€ 3aMHuCyeThCs y (ailn >kypHaly 1 BUBOAMTHCS Ha KOHCOJIb. KopucTtyBauesi

IPOIMOHYETHCSI HATUCHYTH KJiaBilny Enter, 100 NOBEpHYTUCS JO MEHIO.

3.4 Pe3yabTaTH TECTYBAHHS Ta IX aHAJI3

&
& Server Manager
Server Manager * Dashboard @1 F vamege T
i&% Dashboard
§ Local Server ROLES AND SERVER GROUPS
- Roles: 4 Server groups: 1 Servers total: 1
W= All Servers - :
mRALIDE i§l AaDDs 1 i1 DHCP 1
% DHcP
2 DNS @ Manageability @ Manageability
g File and Storage Services b Events Events
Services Services
Performance Performance
BPA results BPA results
= File and Storage
& DNs 1 i g 1

Services

@ Manageability @ Manageability

Pucynok 3.37 — HanamrroBasi poui B Active Directory

Pucynox 3.38 — I[lepeBipka mmdpyBaHHs mapoJis Ta BXij 10 npuctpoiB Ha R-191-1-

1, ma SW-191-1-1 ananorigso.
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Pucynox 3.39 — IlepeBipka 3B’ s13ky Mixk Srv-Winl i SW-191-1-1, mix iHImmm

ITepeBipsieMo 3B'I30K M1 IPUCTPOSIMU B KOPIIOPATUBHIN Mepexi.

&

BN Administrator: C\Windows'\system32hemd.exe
Ft Wi sion 18.8.177
ration. All

eived 4, Lo
nes in milli-s
imum = , Averag

Minimum = 1ms,

C:\User ministrator>

CEpBEPOM CHUTYaIllisl aHAJIOT1YHa

lindows IP Configuration

thernet adapter Ethernet:

Pucynox 3.42 — IlepeBipka DHCP na WS 191 1 6
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===== Menu =—=====

Create users in

Delete users in AD

User Deactiwvation/Activation
View all users

Inactive users Report

Fetch AD Computers Details
User Recovery

). Exit

Enter wour choice:

1.
2.
3.
4.
5.
6.
i
Q

Pucynok 3.43 — Pesynbrat dynkuii Show-Menu
[lepeBipuMo mpaie3aaTHICTh MEPIIOro cKpunty. [Ipu BUOOpI Mepuoro myHKTy
Oyzne mepexia 0 Ipyroro MeHro, ae Oynae BUOIp MK JBOMA MyHKTaMu: 1) CTBOpUTH
0araTb0X KOPHUCTYBadyiB. 2) CTBOPUTHU OJIHOIO KopucTyBaua. IIpu ycmimuomy ab6o
HEBJIaJIOMY CTBOPCHHIO KOpPHCTyBada OyJe OTPUMaHO ITOBIJIOMJICHHS B KOHCOJIb
kopuctyBaua ta ¢aiin CreateUsersLog. Takox repeBipuMo MOBEPHEHHS JI0 TOJIOBHOTO
MeHo. OMH KOpuUCTyBad OyB CTBOPEHMM 3a3/alierijib, mo0 mepeBiputH, uu Oyne
BHUBEJICHO TTIOMIJIKY PO ICHYBaHHS TOTO CaMOT'0 KOPHUCTyBaya.
Byno 3aiiicHeHO nepexia 10 Apyroro CIucKy, BUOMPAEMO MyHKT 1.
Running Script 1...
1. Create multiple users
Z. Create a single user

Q. Return to menu
Enter wour choice: hj

Running Script 1...

1. Create multiple users
2. Create a single user
Q. Return to menu

Enter your choice: |

Pucynok 3.44 — PesynbTat ¢ynkiii Run-Scriptl

7| UsersFarAD - Notepad — O *

File Edit Format View Help

EamﬁccountName;Initials;First Name;Last Mame;Jlob Title;0ffice Phone;Email Address;0Organizational Unit
bjovi;B;Bon;Jovi;0ffice Manager;893-340-8876;bbbisallufri-215@yopmail. com;0U=Employees,0U=Corporatedffice,DC=Berkovskiy
bten;B;Ben;Ten;Developer;893-238-4111;ddd11@yopmail. com;0U=Employees ,0U=Corporatelffice,DC=Berkovskiy,DC=net
shomer;D;Homer ; Simpson; Trainee;858-549-1346;Simpson.1977@gmail . com; OU=Employees ,OU=Corporate0ffice,DC=Berkovskiy,DC=net
iceice;G;Ancient;Apparition;Employee;856-991-1241;Simpson.1977@gmail. com;OU=Employees,OU=Corporatedffice,DC=Berkovskiy,l
Mrihite;M;Walter;White;Employee;097-120-3344; jesse@gmail. com; 0U=Employees ,0U=Corporate0ffice,D(=Berkovskiy,DC=net
meow;A;Alisa;Black; Employee;093-128-9932; catcatcat@gmail. com;0U=Employees,0U=CorporateOffice,DC=Berkovskiy,DC=net
chechik;L;Winston;Churchill;Employee;865-458-1487;challenger@gmail . com;0U=Employees,OU=Corporate0ffice,DC=Berkovskiy,DC:
robot;M;Rami;Malek; Employee;B871-248-5523;mr.robot@gmail. com;0U=Employees,0U=Corporate0ffice,DC=Berkovskiy,DC=net

Pucynox 3.45 — Bwmict ¢aiiny UsersForAD.csv
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Running Script 1...

. Create multiple users

. Create a single user

). Return to menu

nter ur choice: 1

[2023-06-20 14:56:21] Account created and activated for Bon Jowi in OU=Employees,0U=Corporatedffice, DC=Berkovskiy,DC=net
Added Users:

Enabled

Bon Jovi bjowi

[2023-06-20 14:56:21] Account created and activated for Homer Simpson in OU=Employees,0U=Corporate0ffice,DC=Berkovskiy,DC=net
Added Users:

SamAccountName UserPrincipalMame Created
omer Simpson shomer
[2023-06-20 14:56:21] Account created and activated for Ancient Apparition in OU=Employees ,0U=Corpor ate0ffice,DC=Berkovskiy,DC=net
Added Users:

e Created

Ancient Apparition iceice Ancient.Apparition 0/2023 2:56:21 PM

[2023-06-20 14:56:21] Account created and activated for Walter White in OU=Employees,OU=Corporate0ffice,DC=Berkovskiy,DC=net
Added Users:

ame SamAccountName UserPrincipalName Created Enabled
alter White Mrwhite Walter.white
[2023-06-20 14:56:22] Account created and activated for Alisa Black in OU=Employees ,0U=Corporate0ffice,D=Berkovskiy,Dl=net
Added Users:
SamAccountMName UserPrincipalName Created

Alisa Black meow Alisa.Black 023 2:56:22 PM True

Pucynoxk 3.46 — Pe3ynbrar ¢ynkiii Create-ADUSers
&

| CreateUsersLog - Notepad - [m] X
g p

File Edit Format View Help
[2823-86-28 14:56:21] Account created and activated for Bon Jovi in OU=Employees,0U=CorporateOffice,DC=Berkovskiy,DC=net
[2023-06-20 14:56:21] Account creation failed for Ben Ten. User with the

same SamAccountName already exists
[2623-86-20 14:56:21] Account created and activated for Homer Simpson in OU=Employees,0U=Corporate0Office,DC=Berkovskiy,DC=net
[2023-06-20 14:56:21] Account created and activated for Ancient Apparition in OU=Employees,OU=CorporateOffice,DC=Berkovskiy,DC=n
[2623-06-20 14:56:21] Account created and activated for Walter White in OU=Employees,0U=CorporateOffice,DC=Berkovskiy,DC=net
[2823-86-20 14:56:22] Account created and activated for Alisa Black in OU=Employees,0OU=CorporateOffice,DC=Berkovskiy,DC=net
[2023-06-20 14:56:22] Account created and activated for Winston Churchill in OU=Employees,0U=CorporateOffice,DC=Berkovskiy,DC=ne
[2623-06-20 14:56:22] Account created and activated for Rami Malek in OU=Employees,0U=CorporateOffice,DC=Berkovskiy,DC=net

Pucynok 3.47 — Pe3ynbTat nepecusiaHHs CIIOBIIICHb

] Active Directory Users and Computers
File Action View Help
e 2FH BB BRI 2 aETa%

] Active Directory Users and Com|| Name Type Business Phone  E-Mail Address Job Title
- Saved Q'{E”ES %Alisa Black User 093-128-9932 catcatcat@gmail.com Ernployee
v =4 E.erlul:am.rls;h.:ly.net %Ancient.ﬂ\pparition User 050-991-1241 Simpson %77 @gmail.com Ernployee
- C“' " . 2 Ben Ten User  093-230-4111  bbbisallufri-215@yopmail... Developer
omputers
= P . % Bon Jovi User 095-340-8076 bbbisallufri-215@yopmail....  Office Manager
w 2| CorporateOffice ) ) ] )
= Admins % Homer Simpson User 050-549-1346 Simpson 977 @gmail.com Trainee
= Employees % Rami Malek User 071-248-5523 mr.robot@gmail.com Ernployee
5] DT:nmain Contrallers %WalterWhite User 0G97-120-3344 jesse@gmail.com Ernployee
7 ForeignSecurityPrincipal: %Winstnn Churchill  User 065-430-1407 challenger@gmail.com Employee
Pucynox 3.48 — CtBOpeHi KopHUCTyBaui
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CrpoOyeMO CTBOPUTH OJHOIO KOPHCTyBada, JJI L[bOTO IOBEPTAEMOCA A0

CIIMCKY 1 BUOMPAEMO MYHKT 2.

ALCEer wour
Running Script 1...

1. Create multiple users
2. Create a single user
0. Return to menu

Enter wour choice: 2

Enter the First Name: Ronald

Enter the Last Name: Weasley

Enter the SamAccountMName: Rong&

Enter the Imitials: B

Enter the Job Title: Employee

Enter the O0ffice Phone: 091-Z34-8889

Pucynox 3.49 — Pesynprar ¢ynkiii Create-SingleADUser

Enter the Email Address: weasey.W2gmail.com

Enter the Organizational Unit: OU=Emplovees,0U=Corporate0ffice,DC=Berkovskiy,DC=net
[2023-06-20 15:25:00] Account created and activated for Ronald Weasley 1n OU=Employees ,0U=Co
rporatedf{ice, DC=Berkovskiy, DC=net

Added User:

Name : Ronald Weasley
SamAccountMName : RonB
UserPrincipalMame : Ronald.Weasley
Created : 6/20/2023 3:25:01 PM
Enabled : True

Active Users: 11

Runming Scraipt 1...
1. Create multiple users

Pucynox 3.50 — Pesynbrar ¢ynkiii Create-SingleADUser

E2923—96-29 14:56:22] Account created and activated for Winston Churchill inl OU;Empioyees,bU=C0rpor‘ate6‘F‘Fice,DC=Ber'i(n’:|vskiy,DC=nn
[2823-86-28 14:56:22] Account created and activated for Rami Malek in OU=Employees,OU=Corporatelffice,DC=Berkovskiy,DC=net
[2023-86-2@ 15:25:80] Account created and activated for Ronalh Weasley in OU=Employees,0OU=Corporate0ffice,DC=Berkovskiy,DC=net

Pucynok 3.51 — Pesynbrat nepecusnanns croBimiens B (aiin CreateUsersLog.csv

3 Ram VIZIEK UsEr UV 1-288-3345 MIFronoTWgmal.com Ermployes
%RnnaldWeasIE}r Uzer 001-234-2329 weaseyB W@ gmail.com Employee
E)‘."."alter‘."‘.fhite User 097-120-3344 jesse@gmail.com Employes

Pucynoxk 3.52 — CTBOpeHuii KOpucTyBau

Running Script 1...
1. Create multiple users
2. Create a single user

0. Return to menu
Enter wvour choice: g
Press Enter to return to the menu. :

Pucynok 3.53 — IloBepHEHHS 10 TOJOBHOTO MEHIO
[lepeBipuMo mpane3aaTHiCTh Ipyroro ckpunty. [Ipu BuOOpi nepmioro myHKTY
Oyze mepexia 10 Apyroro MeHro, fe Oyae BUOIp MK JBOMA IMyHKTaMH: 1) BHIATUTH

OJIHOTO KOpHCTyBaya. 2) BUAQIWTU OaraThoX kopuctyBaduiB. Ilpu ycmimHomy abo
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HEBJAJIOMY BHUIAJIIEHHIO KOpUCTyBadya OyAe OTPUMAHO TMOBIJIOMJIEHHS B KOHCOJIb
kopuctyBaua Ta ¢aiin CreateUsersLog. Takoxk nepeBipuMo MOBEPHEHHS IO TOJIOBHOTO

MCHIO.

Enter wyour c
Running Script 2...
1. Delete user

2. Mass delete users

Q. Return to menu
Enter your choice: d

Pucynok 3.54 — Pesynbrar ¢yskiiii Run-Script2
Cnpobyemo BUaIUTH 0JIHOTO KopucTyBaya Rami Malek, st iboro Bubupaemo

OyHKT 1 1 BBOAMMO #0ro0 JOTiH robot.

Enter your choice: 1

Enter the username you want to delete: robot
User robot deleted.

Runming Script 2...

1. Delete user

2. Mass delete users|
Q. Return to menu
Enter your choice:

Pucynok 3.55 — PesynbTat ¢ynkiii Run-Script2

Mame Type Business Phone  E-Mail Address lob Title
E\,Alisa Black User 093-128-9932 catcatcat@gmail.com Ermployee
E_\,Ancient Apparition User 050-991-1241 Simpson 977 @gmail.com Employee

E; Ben Ten User 093-230-4111 bbbisallufri-213@yopmail.com  Developer

E} Bon Jovi User 093-340-2076 bbbisallufri-215@yopmail.com  Office Manager
E} Hormer Simpson User 050-549-1346 Simpsen 1977 @gmail.com Trainee

E} Ronald Weasley User 091-234-2389 weaseyd. W@ gmail.com Employee
E;R"."alter"."'."hite User 097-120-3344 jesse@gmail.com Ermployee
E}Winstcun Churchill User 0B5-450-1407 challenger@gmail.com Employee

Pucynox 3.56 — [lepeBipka Bupanenns kopuctyBada Rami Malek

j CreatellsersLog - Motepad
File Edit Format Wiew Help

[2623-86-21 B85:88:22] User robot deleted.
Pucynok 3.57 — Pe3ynbrat nepecuiianns crosimienb B (aitn CreateUsersLog.csv
[TepeBipumo GyHKITIIO BUIAIEHHS BCIX KOpUCTyBadiB. {15 11boro HE0OX1IHO
oOpaT 2 TYHKT MEHIO. SIKIIO KOpHCTyBaua HEMae B CHUCTeMi, Oyje BUBEICHE
BIJINOBITHE TOBIOMJIEHHS. JlaHI PO KOPUCTYBauiB ISl BUJAJICHHS 3HAXOATHCS B

¢aiim UsersToDelete.csv.

Beproscoruil. H.IO

Apk.

Tonosus.0.C KIKKPE - 123 - Ol - /73

3mn. | Apx. Ne doxym. Hionuc | Hama

66




| UsersToDelete - Notepad - O

File Edit Format View Help

EamﬂccountName;Initials;First Name;Last Name;lob Title;0ffice Phone;Email Address;0Organizational Unit
bjovi;B;Bon;Jovi;0ffice Manager;B893-348-8876;bbbisallufri-215@yopmail. com;0U=Employees,0U=Corporate0ffice,DC=Berkov
bten;B;Ben;Ten;Developer;893-238-4111;ddd11@yopmail . com; 0U=Employees ,0U=Corporateldffice,DC=Berkovskiy,DC=net
shomer;D;Homer;Simpson; Trainee;850-549-1346;5impson.1977@gmail. com; OU=Employees ,0U=Corporate0ffice,DC=Berkovskiy,DC
iceice;G;Ancient;Apparition;Employee;@58-991-1241;5%impson.1977@gmail. com; O0U=Employees ,0U=Corporate0ffice,DC=Berkovs
Mrihite;M;Walter;White;Employee;897-128-3344; jesse@gmail. com;0U=Employees,OU=Corporatelffice,DC=Berkovskiy,DC=net
meow;A;Alisa;Black;Employee;893-128-9932; catcatcat@gmail. com; 0U=Employees,0U=Corporatelffice,DC=Berkovskiy,DC=net
chechik;L;Winston;Churchill ;Employee;865-458-1487;challenger@gmail . com;0U=Employees ,O0U=Corporate0ffice,DC=Berkovski
robot;M;Rami;Malek; Employee;871-248-5523 ;mr.robot@gmail. com; OU=Employees ,0U=Corporate0ffice,DC=Berkovskiy,DC=net

Pucynox 3.58 — Bwmict daitny UsersToDelete.csv

2. Mass delete users

Q. Return to menu

Enter your choice: 2

User bjovi deleted.

[2023-06-21 05:12:29] bjovi deleted.
User bten deleted.

[2023-06-21 05:12:29] bten deleted.
User shomer deleted.

[2023-D6-21 05:12:29] shomer deleted.
User iceice deleted.

[2023-06-21 05:12:29] iceice deleted.
User Mrwhite deleted.

[2023-D6-21 05:12:29] Mriwhite deleted.
User meow deleted.

[2023-06-21 05:12:29] meow deleted.
User chechik deleted.

[2023-06-21 05:12:29] chechik deleted.

Running Script 2...
1. Delete user
2. Mass delete users

Pucynok 3.59 — Pesynbtatr ¢ynkiii Mass-DeleteADUser

M:I CreatellsersLog - Notepad

File Edit Format View Help

[2023-86-21 85:12:29] User bjovi deleted.
[2023-86-21 85:12:29] User bten deleted.
[2023-86-21 @5:12:29] User shomer deleted.
[2023-86-21 85:12:29] User iceice deleted.
[2023-86-21 @5:12:29] User MrlWhite deleted.
[2023-86-21 85:12:29] User meow deleted.
[2023-86-21 85:12:29] User chechik deleted.

Pucynok 3.60 — Pe3ynbTaT nepecunanns crnosimieHb B gaiin CreateUsersLog.csv

Running Script 2...
1. Delete user
2. Mass delete users

0. Return to menu
Enter your choice: q
Press Enter to return to the menu. :

Pucynok 3.61 — [loBepHEHHS 1O TOJIOBHOTO MEHIO

[TepeBipuMo mpare3aaTHICTh TPETHOro CKpUnTy. [Ipy BUOOPI Mepiioro myHKTY
OyJe mepexia 10 Ipyroro MeHro, e 0yae BUOIp MK JBOMA TyHKTaMu: 1) AeaKkTUBAIIS

KOpPUCTyBada. 2) akTUBallis kopuctyBada. [lpm ycmimHi a6o HeBmamiii crpoOi
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aKTUBaIlli KOpUCTyBada OyJe OTPMMAHO MOBIJIOMJIEHHS B KOHCOJb KOPHCTyBada Ta
daiin CreateUsersLog. Takox rnepeBipuMo NOBEPHEHHS JI0 TOJIOBHOI'O MEHIO.

Byno 3aiiicHeHO nepexia 10 APyroro CIucKy, BUOMPAeMO MyHKT 1.

Enter wour choice: 3
=

Running Script 3...
1. Deactivate user

2. Activate user
0. Return to menu
Enter wour choice: |

Pucynok 3.62 — Pesynbrar ¢yskiiii Run-Script3

=

Enter wour choice: 3
Running Script 3...
1. Deactivate user
2. Activate user

. Return to menu
Enter wour choice: 1

Enter the username you want to deactivate: Mrwhite
[2023-06-21 05:34:26] User MrWhite deactivated.
Press Enter to return to the menu. :

Runming Script 3...
1. Deactivate user
2. Activate user

0. Return to menu
Enter wour choice:

Pucynok 3.63 — Pesynbrat ¢ynkmii Activate-ADUser

Mame Type Business Phone  E-Mail Address lab Title
%Alisa Black User 093-128-9932 catcatcat@gmail.com Employee
%Ancienthpparitian User 050-991-1241 Simpson 1977 @grmail.com Ermployee
%Ben Ten User 093-230-4111 ddd11@yopmail.com Developer
%Buneri User 093-340-8076 bbbisallufri-215@yopmail.cormn  Office Manager
E;Hu:umer Simpson User 050-349-1346 Simpson 1977 @grnail.com Trainee
E;F{ami Malek User 071-248-5523 mr.robot@grnail.com Ermployee
E)F{u:unald Weasley User 091-234-3230 weaseyd W@ gmail.com Employee

E;; Walter White User 097-120-3344 jesse@gmail.com Employee
E}Winstun Churchill User 065-450-1407 challenger@gmail.com Employee

Pucynok 3.64 — IlepeBipka neaktuBanii kopuctyBaua Walter White
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Cnpobyemo akTuByBaTu KopuctyBaua Walter White, Bubupaemo myHkT 2.

Runming Scrapt 3...

1. Deactivate user

2. Activate user

0. Return to menu

Enter your choice: 2

Enter the username you want to activate: Mrwhite
[2023-D6-21 05:39:05] User MrWhite activated.
Press Enter to return to the menu. :

=4

Running Script 3...
1. Deactivate user
2. Activate user

Q. Return to menu
Enter your choice: h

Pucynok 3.65 — Pesynerar ¢yukiii Deactivate-ADUser

|

File Edit Format Wiew Help

[2823-86-21 85:34:26] User MrlWhite deactivated.
[20823-86-21 B85:39:85] User Mrlhite activated.

Pucynok 3.66 — Pe3ynbpraTt nepecuiianns crosimienb B aitn CreateUsersLog.csv

=4

Runming Script 3...
1. Deactivate user
2. Activate user

0. Return to menu
Enter your choice: g
Press Enter to return to the menu. :

Pucynok 3.67 — [IoBepHEHHS 1O TOJIOBHOTO MEHIO
[TepeBipuMoO mpare3qaTHICTh YETBEPTOro CKpUMTy. [Ipu HaTHUCKaHHI MYHKTY 4,

Oyze 3a1CHEHO mepexij 10 BIKHA Meperisiy KopucTyBadiB B aupektopii Corporate
Office. B ganomy BiKHI TMeperyisily MOXIJIHWBO 3JIMCHUTH TOMIYK 3a (UIBTPOM,
NIepPEeBIPUMO II€.

=== Meny =———=—
Create users 1in AD
Delete users in AD
User Deactivation/Activation

View all users
Inactive users Report

Fetch AD Computers Details
User Recowvery

. Exit

Enter your choice: 4

Runming Script 4...

P R = I R VY R

Pucynok 3.68 — PesynbTat ¢yskiii Run-Script4
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&

EF UserList — O e
SamAccountName | initials | GivenName | Surname | Title OfficePhone | EmailAddress CanonicalName
Admin A Admin Admin Berkovskiy.net/CorporateOffice/Admins/Admin A. Admin
Ron8 B Ronald Weasley Employee 091-234-8889 weasey8. W@gmail.com Berkovskiy.net/CorporateCffice/Employees/Ronald Weasley
bjovi B Bon Jovi Office Manager 093-340-8076 bbbisallufri-215@yopmail.com  Berkovskiy.net/CorporateOffice/Employees/Bon Jovi
bten B Ben Ten Developer 093-230-4111  ddd11@yopmail.com Berkovskiy.net/CorporateCffice/Employees/Ben Ten
shomer D Homer Simpson Trainge 050-549-1346 Simpson. 1977 @gmail.com Berkovskiy.net/CorporateCffice/Employees/Homer Simpson
iceice G Ancient Apparition Employee 050-891-1241  Simpson. 1977 @gmail.com Berkovskiy.net/CorporateOffice/Employees/Ancient Apparition
Mriwhite M Walter White Employee 097-120-3344  jesse@gmail.com Berkovskiy.net/CorporateCffice/Employees/Walter White
meow A Alisa Black Employee 093-128-9932 catcatcat@gmail.com Berkowskiy.net/CorporateOffice/Employees/Alisa Black
chechik L Winston Churchill Employee 065-450-1407 challenger@gmail.com Berkovskiy.net/CorporateOffice/Emplayees/Winston Churchill
robot M Rami Malek Employee 071-248-5523 mrrobot@grmail.com Berkovskiy.net/CorporateCffice/Employees/Rami Malek
Pucynok 3.69 — Pesynbrar ¢ynkiii Run-Script4
] .
EF UserList — O e
1
054 %@
I
SamAccountName | initials | GivenName | Surname | Title OfficePhone | EmailAddress CanonicalName
shomer D Homer Simpson  Trainee 050-549-1346 Simpson.1977 @gmail.com Berkovskiy.net/CorporateOffice/Employees/Homer Simpson
iceice G Ancient Apparition Employee 050-891-1241  Simpson. 1977 @gmail.com Berkovskiy.net/CorporateOffice/Employees/Ancient Apparition

Pucynok 3.70 — Pe3ynbTaT Nouryky 3a HOMEPOM
[lepeBipuMo mpane3gaTHICTh M’SATOro ckpunrty. Ilpu HaTHCKaHHI MyHKTY 5,
Oyzne 3aiiicCHEeHO Meperiisi Ta ayJuT HEaKTMBHUX KOpHCTyBaudiB B Active Directory.

Pesynbrat Oyne 3anucanuii B daiin InactiveUsersReport.csv.

7. User Recovery

Q. Exit

Enter your choice: 5

The following users are inactive:

Name SamAccountName
Guest

krbtgt

Ronald Weasley

Bon Jowi

Ben Ten

Homer Simpson shomer
Ancient Apparition icelice
wWalter White Mrwhite
Alisa Black meow
Winston Churchill chechik
Rami Malek robot

Inactive users have been audited. The results are saved 1n C: JAdministrator\Desktop'In
activelsersReport. csv
Press Enter to return to the menu. :

Pucynok 3.71 — Pesynbrar ¢pynkiii Run-Scripts
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File Edit Format View Help

"Name" , "SamAccountMame”
"GQuest"”, "Guest”
"krbtgt", "krbtgt”

"Ronald Weasley","Rong8"

"Bon Jovi","bjovi™

"Ben Ten","bten"

"Homer Simpson”,"shomer”
"Ancient Apparition”,"iceice
"Walter White","Mrlhite”
"Alisa Black","meow"
"Winston Churchill","chechik"

"Rami Malek","robot™

Pucynok 3.72 — Pesynbrat nepecunanss croBinieHs B aitn InactiveUsersReport.csv

[TepeBipuMoO Tpane3aaTHICTh MIOCTOr0 CKpunTy. [IpM HaTHCKaHHI MyHKTY O,
Oyne 3aiiicHeHO Tepersiny KoMmm'rorepiB B Active Directory Ta ekcropTyBaHHS iX
naHux 10 ¢ainy CSV.

REeCOVEery

Enter wyour choice: &
Running Script 3...

Check the file (CompReport.cswv)
Press Enter to return to the menu.: |

Pucynok 3.73 — Pesynbrat ¢yskmii Run-Script6

File Edit Format View Help

"DistinguishedName”, "DNSHostMame", "Enabled”, "MName”,"ObjectClass™, "ObjectGUID", "OperatingSystem”, "
"CN=SERV-191-1-1,0U=Domain Controllers,DC=Berkovskiy,DC=net"”,"Serv-191-1-1.Berkovskiy.net","True"
"CHN=SERV-191-1-2,0U=Domain Controllers,DC=Berkovskiy,DC=net"”,"Serv-191-1-2.Berkovskiy.net"," " True"
"CHN=W5-191-1-3,CN=Computers,DC=Berkovskiy,DC=net","W5-191-1-3.Berkovskiy.net", "True", "W5-191-1-3"
"CN=W5-191-1-1,CN=Computers,DC=Berkovskiy,DC=net","W5-191-1-1.Berkovskiy.net", "True", "W5-191-1-1"

Pucynok 3.74 — Pe3ynbpTaT nepecusianns crioBiiieHb B (aitn CompReport.csv

"SamAccountlame”,"SID", "UserPrincipallName™

2", "SERV-191-1-1", "computer"”, "8@4a74b3-Ba2f-4115-9¢58-3c611a888cB1", "Windows Server 2019 Standard™,"SERV-191-1-1%","5-1-5-21-¢
2", "SERV-191-1-2", "computer”, "8d@19e54-fdd7-4814-bfea-c73b22e3c1df", "Windows Server 2019 Standard”,"SERV-191-1-2%","S5-1-5-21-¢
"computer"”,"ddcea7®3-1f12-47cd-a7e2-9146331cc67F", "Windows 18 Education”,"WS-191-1-3%","S-1-5-21-823568835-16773208935-4331

"computer"”,"2c3166b2-6e66-4d1f-bd12-49a78ba5decc”, "Windows 18 Education”,"WS-191-1-1%","S-1-5-21-823568835-16773208935-4331

i
i
i

Pucynok 3.75 — Pe3ynbpTaT nepecusiannsg crioBieHb B (aitn CompReport.csv
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[lepeBipuMo mpare3gaTHicTb CbOMOTO CKpunTy. Ilpu HaTHUCKaHHI MyHKTY 7,
Oyne 3amponoOHOBAaHO 3JIMCHUTH  BIJIHOBJICHHS (CKacCOBYBaHHsS  BHJIQJICHHS)
KOpHCTYyBaua 3a iioro jorinoM B Active Directory. Bunaneno kopucryBaua Alisa Black

3 JIOTIHOM Meow, 11100 MepPeBIPUTH BITHOBJICHHS.

Enter vour choice: 7
Enter the deleted user: meow

[2023-D06-21 06:50:23] User meow 15 recovered
Press Enter to return to the menu. :

Pucynok 3.76 — Pesynbrart ¢ynkmii Run-Script?

Marme Type Business Phone  E-Mail Address lob Title
%Ancientﬁpparitiun User 050-991-1241 Simpsen 1977 @gmail.com Employee
E)Ben Ten User 093-230-41M1 ddd11@yepmail.com Developer
E)BDHJD‘Ji User 093-340-2076 bbbisallufri-213@yopmail.com  Office Manager
Mame Type Business Phone  E-Mail Address lob Title
E;Alisa Black User 093-128-9932 catcatcat@gmail.com Ermployee
%Ancient.ﬁpparitiun User 050-991-1241 Simpson1977@gmail.com Employee
&Ben Ten User 093-230-4111 ddd11@yopmail.com Developer
E)BDHJENi User 093-340-2076 bbbisallufri-215@yopmail.com  Office Manager

Pucynox 3.77 — [lepeBipka BigHOBIIeHHS kopucTyBaya Walter White

File Edit Format View Help

[2823-86-21 86:508:12] User meow deleted.
[2623-86-21 86:50:23] Recovering user: meow
[2623-86-21 86:50:23] User meow is recovered

Pucynok 3.78 — PesynbTaT nepecunanns crnosinieHs B ¢gaiin CreateUsersLog.csv

BucHoBKH 10 TPETHOT0 PO3aiTy

B nmanomy po3zauni Oysio omucaHo MpoOIeC CTBOPEHHS 0a3u JaHUX KaTallory 3a
nonomoror Active Directory y Windows Server ta mepeBipeHo ii mpare3gaTHICTb.
Byno mpoBeneHO Hajmaro[KeHHsS MNPHUCTPOIB A (DyHKIIIOBaHHS KOPIOPATUBHOT
Mepexi 1 IEPEBIPEHO 3B’ A30K MK HUMHU. byJi0 peanizoBaHO Ta IPOTECTOBAHO CKPUIITH

JUTsl aBTOMATH3allli aIMIHICTPyBaHHS.
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BUCHOBKHA

[Tix yac BUKkoHaHHA KBajidikamiitHoi poOOTH OYJI0 MPOBEJACHO HANAIITYBAaHHS
Active Directory B Windows Server juist KOpriopaTUBHOT MEPEXKI.

B mepmiomy po3aini Oyno HaBeIEHO TEOPETUYHI BIIOMOCTI Ta PO3IVISIHYTO
OCHOBH1 (yHKIIT, BUIM Ta TpusHadeHHs Active Directory. Po3rissHyTo cCHuibHi
XapaKTEepUCTUKU JOJAaTKiB uisi aBToMatm3aiii B Active Directory. PosrisiayTo
nepeBaru aBTOMaTu3allii B CHCTEMHOMY a/IMiHICTPYBaHHI

VY npyromy po3aini Oyio MpoBEICHO aHali3 HasBHUX TOIOJIOTIN Ta HaBeAECHO,
pO3pO0JICHO 3arajbHy TOIOJOTII0 MEpPeXi Ta cxeMy. TakKoK MpoaHaTi30BaHO Ta
oOpaHO MepekHe 00J1aJHAHHS Ta HABEJICHO MO0 XapaKkTepucTuku. Po3po0ieHo cxemy
IP-angpecanii mailOyTHROT Mepeki 3 BpaxyBaHHSIM KUIBKOCTI BCIX MPHUCTPOIB Ta
3aCTOCYBaHHSM JIUHAMIYHOT aJpecarri.

Y Tpethomy po3miii OyJ0 MPOBEICHO peali3allis Ta TeCTyBaHHS IIICHCTEMH
aJIMIHICTPYBAaHHS KOPIIOPATUBHOT MEPEXKI.

B pesynbraTi BUKOHAaHHS KBamiikamiifHOi poOOTH OTPUMaHO MOrIHOJIEH]
TEOPETUYHI 3HAHHS Ta HABUYKH 3 HAJIATOJKEHHS MPOEKT IMiJICHCTEMH aBTOMAaTH3aIlil

CUCTEMHOT0 a/IMIHICTPYBAaHHS KOPIIOPaTUBHOI Mepexkl Ha 0a31 Active Directory.
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https://blog.1gb.ua/perevod-kak-legko-nachat-pysat-na-powershell-yly-neslozhnaya-avtomatyzaczyya-dlya-upravlenyya-active-directory/
https://blog.1gb.ua/perevod-kak-legko-nachat-pysat-na-powershell-yly-neslozhnaya-avtomatyzaczyya-dlya-upravlenyya-active-directory/
https://www.linkedin.com/pulse/15-best-active-directory-powershell-scripts-dhrub-bharali
https://www.linkedin.com/pulse/15-best-active-directory-powershell-scripts-dhrub-bharali
https://www.heyvaldemar.net/vklyuchenie-korziny-active-directory-v-windows-server-2012-r2/
https://www.heyvaldemar.net/vklyuchenie-korziny-active-directory-v-windows-server-2012-r2/
https://www.adaxes.com/
https://www.centrel-solutions.com/xiaautomation/user-provisioning-software.aspx
https://www.centrel-solutions.com/xiaautomation/user-provisioning-software.aspx
https://servicedesk.ironman.com/Help/GettingStartedWithAdaxes.WhatIsAdaxes.html
https://servicedesk.ironman.com/Help/GettingStartedWithAdaxes.WhatIsAdaxes.html
https://studfile.net/preview/4603396/page:2/
https://www.youtube.com/watch?v=UxqN05aRKlg
https://www.youtube.com/watch?v=3k9xcPtE7Cs

17.Automate Active Directory with PowerShell Tutorial 2 : Importing CSV
[Enexrponnmii pecypc] // JackedProgrammer. — 2021. — Pexwum goctymy

10 pecypcey: https://www.youtube.com/watch?v=r280XRHmIPA .

18.Creating AD Users from CSV with Powershell | ServerAcademy.com
[Enexrponnmii pecypc] // ServerAcademy.com. — 2017. — Pesxkum goctymmy
10 pecypcey: https://www.youtube.com/watch?v=9WACQE-Q9xo.

19.Bulk modify Active Directory user attributes | Windows Server 2022 |

User attributes update [Enexrponnuii pecypc] // InfoAlias. — 2022. —
Pexum nocrymy 1o pecypcy:
https://www.youtube.com/watch?v=vDjoKsyOXkM .

20.PowerShell ForEach Loops [Enexkrponnuii pecypc] // Server
Academy.com. — 2019. — Pexxum ocTyny 0 pecypcy:

https://www.youtube.com/watch?v=s-XGLxeN6rA .

21.HamamryBanus Azure Active Directory ITinkmrouenns Pass-Through
Authentication [Enektponnuii pecypc] // WebSetNet. — 2020. — Pexxum
JIOCTYITY J10 pecypcey:
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%
D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-
%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%
D0%B9-
%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-
%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%B
D%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-
%D1%87%D0%B5%D1%80%D0%B5%D0%B7-
%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D

1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/ .
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https://www.youtube.com/watch?v=r28oXRHmlPA
https://www.youtube.com/watch?v=9WAcQE-Q9xo
https://www.youtube.com/watch?v=vDjoKsy0XkM
https://www.youtube.com/watch?v=s-XGLxeN6rA
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
https://www.websetnet.net/uk/%D0%BD%D0%B0%D0%BB%D0%B0%D1%88%D1%82%D1%83%D0%B2%D0%B0%D1%82%D0%B8-azure-%D0%B0%D0%BA%D1%82%D0%B8%D0%B2%D0%BD%D0%B8%D0%B9-%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3-%D0%B7%27%D1%94%D0%B4%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%80%D0%BE%D0%B9%D1%82%D0%B8-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%8E/
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