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AHOTALIA

KBanigikauilina poboTa CKJIaIa€ThCs 3 IPOEKTY MiACUCTEMH 3aXUCTY B IHCak e~
pepkux atak Windows-mepesi Ha 6a3i Active Directory, fioro peaiizallito Ta mosiCHIOBa-~
JBHOI 3aIMMCKU IO HBOTO.

[TosicHIOBaJIbHA 3aMIMCKa MIiCTUTE 53 cTopiHka Ta 48 imoctpanii. Cnucok BUKOpU-
CTaHUX JKepen MicTuTh 11 HalfiMeHyBaHb Ta pO3MillleHUH Ha 1 cTOpiHL.

MeTo10 poGoTH € po3poOKa MPOEKTY MiJCUCTEMHU 3aXUCTY BiJl IHCAHAEPCHKUX aTaK
Windows-Mepexi Ha 0a3i Active Directory.

B po6ori 6y110 onucane MepexeBe 00JaJHAHHA, CTBOPEHO MPOEKT MiACHCTEMH Ta
HaTalToBaHO Horo. HamaltoBani MeTOAM 3aXHUCTY 3a JOMOMOTOK I'DYNOBUX MOMITHK
Active Directory Ta HaBe1€HO pe3yJIbTaTU TECTYBaHHS.

Kmouosi cnosa: WINDOWS, ACTIVE DIRECTORY, IHCAHMJIEP, IHCAU/IE-
PCBKI ATAKH, 3AXUCT.
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ANNOTATION

The qualification work consists of the project of the subsystem of protection against
insider attacks of the Windows network based on Active Directory, its implementation
and an explanatory note to it.

The explanatory note contains 53 pages and 48 illustrations. The list of used sources
contains 11 names and is placed on 1 page.

The purpose of the work is to develop a project of the protection subsystem against
insider attacks of the Windows network based on Active Directory.

The work described network equipment, created a subsystem project and
configured it. Configured protection methods using Active Directory Group Policies and
test results.

Keywords: WINDOWS, ACTIVE DIRECTORY, INSIDER, INSIDER
ATTACKS, PROTECTION.
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[TEPEJIIK YMOBHUX ITO3HAYEHb

[13 — mporpamue 3a0e3neueHHs

AD — Active Directory

SSH — Secure Shell

OSPF — Open Shortest Path First

EIGRP — Enhanced Interior Gateway Routing Protocol
DoS — Disk Operating System

VLAN - Virtual Local Area Network

IP — Internet Protocol

SAM - Security Accounts Manager

Ecunenxo B. L
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BCTVII

Baxko ysutu y XXI cTopiuui komnanii Ta i 3BU4aiiHUX JroJei 0e3 iHpopmMariiii-
HUX cucteM. lle € Hamow 1oaeHHOI0 NMOTPEOOI0: AJIs poOOTH, HABYAHHS, OTPUMAaHHS
iHbopMaIlii Ta A7 BIAMOYMHKY. Ta 3 pO3BUTKOM TEXHOJIOT1H, pU3HK 1HCAHEPChKUX aTaKk
Ha MANPUEMCTBA 3pOCTAE, TOMY Ha CHOTOJIHIINIHIN JIeHb KOMIIaHii BCe OUIbIIIE CTalOTh
3aIliKaBJICH] Y 3aXHMCTI CBO€ET Mepexi, 11100 HE JOMYCTUTH BUTOK BaXKJIMBOI Ta KOH(1ICH-
miiHo1 iH(opMmarii.

AKTyasnbHicTh TeMU. OTXe, 3aXUCT JAaHHUX € BaXJIMBOIO CKJIaJ0BOIO, TOMY IO
oprasisaiiii, ki 00CITyTOBYIOTb JIf0JIeH, 30epiratoTh ycro iHhopmaIito Ha IpUCTposx(cep-
BEpH, KOMII'FOTEPH 1 T.J1.). TOMy nocrae nuTaHHs Npo 30€peKEeHH HUX KOHPIAECHIIHHUX
JaHUX, 100 He BIIOYJIOCS HECAHKIIIOHOBAHOTO JOCTYMY SIK 31 CTOPOHU 3JIOBMHCHHKIB,
TakK 1 31 CTOPOHHM CaMHX CITIBPOOITHUKIB.

MeTtorw kBajgigikauniitHoi podoTu € po3poOka MPOEKTY MIJCUCTEMU 3aXUCTY BiJ
iHcalinepcrkux artak Windows-mepeski Ha 6a3i Active Directory.

BcranoBiieHa MeTa 00yMOBITIO€ HACTYTHI 3aB/IaHHS:

— OOIpyHTYBaTH HEOOXIJTHICTH PO3POOKH CHCTEMH 3aXHCTY BiJ 1HCAMIEPCHKHUX

arak Windows-mepexi Ha 6a3i Active Directory;

—  PO3pPOOUTH MPOEKT MIJACUCTEMHU 3aXUCTY BiJ] IHCAWIEPCHKUX aTaK;

— HJIATOJIUTH Ta MIPOTECTYBATH CUCTEMY 3aXHCTY BiJl IHCAWIEPChKUX aTaK

006’€KTOM J0CTITKEHHS € METOIU 3aXUCTY BiJI IHCAMIEPCHKUX aTaK.

IMpeameTom aocJaimKkeHHs € 3acToCyBaHHs 3aco0iB Active Directory mis peaniza-

ii 3axucty Windows-Mepesxi Bijl iHCaiiIepChKUX aTak.

VY nporieci BUKOHaHHS KBaJli(pikaiiifHoi poooTu 0ys10 po3po0aeHO MPOEKT MiACHC-

TEMU 3aXMCTY Bij iHcanaepcbkux atak Windows-mepeski Ha 0a3i Active Directory.

E€cunenxo B. L. Apk.
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PO3/1J 1 BIIOMOCTI ITPO THCAWAEPCHKI ATAKUA TA METO/IM 3AXH-
CTY

1.1 IncaiizepchKi aTaKku Ta iX BUAH
Incatioep — npaiiBHUK KOMITaHii, IKUM KOPUCTYIOYHCH JOCTYTIOM JI0 KOH(1ACHIIii-
HO1 1HOpMaIlli, pO3MIIIIEHOT Y KOMIT'IOTEPHHINA MEpeXi yCTaHOBHU, BUKOPUCTOBYE Ti JIJIst

HaHECEHHs 30MTKIB KOMITaHii a00 OTpUMaHHS TPOIIIOBOT HATOPOIH.

Taki mopyIIHUKY TOAUISIIOTHCS Ha TaKl KaTeropii:
— JIOsUTHHI 1HCalaepu (Hea0alli Ta MaHIMyIbOBaHi);
— CKPHUBJDKEHI Ta HEJIOsUIbHI 1HCAlIepH;
— MOTHBOBaHI 330BHI (MOTMBOBaHI (DIHAHCOBO Ta BIIPOBAIKEHI);
— 1HIUI MOPYIIHUKH (Ti, 0 MAIOTh HA METI BIUIMHYTH Ha BapTICTh aKLii NIATPHUEM-

CTBA).

Hawm Bigomo, 1o iHdopmMarliis Moxke 0yTH BikpuTa Ta KoHpineHmiiHa. Ta came KoH-
¢1aeHuiiHa iHPopMaLlis € HIJUTIO 3T0BMUCHUKIB. Y Ta0u. 1.1 HaBeleHO OCHOBHI KaTero-
pii 3710BMHCHUX aTak. Hwkue Oyae HaBeneHa TaOIUI 3 TAIIOBUMHU BUIaMH atak[2].

Taomurg 1.1 — Bunu atak

Kareropis araku Ommc

ATaka miIclyXOBYBaHHSI MOJISITAE€ Y TOMY, 1110 3arpO3JTMBUI

aTaka MiJCIyXOBYy- | Cy0’€KT MEPEXOILIIOE Ta MPOCIyXOBYE MEPEKEBUI Tpadik.
BaHHS [s1 aTaka Tako HA3UBAETHCS CHI()IHTOM, a00 MIMUTYHCT-
BOM.

o Ataku Ha Moau(iKkallito JaHUX B110YBatOTHCS, KOJIH 37I0B-
araka Mozuikaii na- o . _
MUCHUK 3aXOIUB Tpadik MiANPUEMCTBA Ta 3MIHUB JIaH1 B
HUX
nakerax 0e3 BijomMa BiJIIPaBHUKA YU OJIep)KyBaya.

Artaka 31 ciyinrom IP-agpecu nossirae B Tomy, 110 3710B-

ataka migpooku [P-an- | MucHuk ctBoproe IP-maker, sikui, 371a€THCS, TOXOAUTH 13

pecu JHCHOT aipecy BcepearHi KOPIOPATUBHOT BHY TPIIIIHBOT
MEpEexi.
E€cunenxo B. L. Apk.
[Tonosns O. C. KIKKPE - 125 - 5 - I73
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[Tponosxenus tadm. 1.1

Kareropis araku

Onuc

aTakH{ Ha OCHOBI Imapo-

JIB

ATaku Ha OCHOBI TApOJIS B1IOYBAIOTHCS, KOJIM 3arp03a OTPH-
Mye 00JIIKOBI JIaH1 JIJIsl JIHCHOT'O 00IIKOBOT'O 3aIKMCy KOPUC-
TyBaya. 3JJOBMUCHUKH MOTIM BUKOPUCTOBYIOTH LIeH 00JI1KO-
BUH 3aIlMC JJI1 OTPUMAaHHSI CTIMCKIB 1HIIUX KOPUCTYBAYiB 1
iH(opMalrii mpo Mepexxy. BoHH Takok MOKYTh 3MIHIOBATH
KOH(ITypaIlii cepBepa Ta MEpexKi, a TAKOXK 3MIHIOBATH, TIEpe-

HANpPaBIIATH 200 BUAAISATH JaHI.

aTaKa Ha BiI[MOBy B

00CITyroByBaHHI1

(DoS).

DoS-aTaka nepenikoyxae HOpMaJIbHOMY BUKOPUCTAHHIO
KOMIT t0Tepa ado Mepexi AilicHuMu kopuctyBadyamu. [licis
OTpUMaHHs 10CTyIy 0 Mepexi DoS-ataka Moxe npusBectu
110 30010 TIporpaM abo MepexeBux ciyx0. DoS-aTaka Takox
MO>K€ 3alIOBHUTH KOMIT I0TEp ab0 BCIO MEPEKY Tpadikom,
IIOKH HE B110YyI€ThCS 3aBEPIICHHS POOOTH Yepe3 NepeBaHTa-
xeHHsA. DoS-ataka Takox Moxe 00KyBaTth Tpadik, 110 NpHU-
3BOJIUTH JI0 BTPATU JOCTYITy aBTOPU30BAHUX KOPUCTYBaUiB

JIO PECYPCIB MEPEXKi.

cHi(hepchKa aTaka

Cuiddep — e nporpama abo MpUCTpiid, AKUH MOXKE 3UUTY-
BaTU, KOHTPOJIIOBATH Ta (PikCyBaT OOMIH IaHUMH B MEPEXKI
Ta 3YUTYBaTH MEPEKEB1 MakeTu. K110 makeTu He 3amudpo-
BaH1, cHipdep 3ade3neuye MOBHUMN MEPETIIs JAHUX ycepe-
nuH1 aketa. HaBiTh 1HKaICy1bOBaHi (TyHEIbOBaH1) MaKETH
MO>KHA 3J1aMaTH Ta MPOYUTATH, SKILIO BOHHU HE 3alIM(ppOBaHi,

a cy0’€eKT 3arpo3u He Ma€ JIOCTYITy 0 KITro4a

VYci nepeniyeHi BUIlle KaTeropii aTak, MOKyTh OyTH BUKOPUCTaHI JJIsi HAHECEHHS

IIKOJIM KOMIaH1sIM, SIK1 € IIJITIO 1HCalAepiB.

Ecunenxo B. L

Apx.

Tonosus O. C.
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1.

2 MeToau BUSIBJIEHHS iHCallIepPCbKUX ATAK TA iIHCTPYMEHTH /I 3aXUCTY

IcHye 6e3miu MeTo/1iB Ta IHCTPYMEHTIB 3aXUCTY BiJ] aTak, HU)KYE HABEICHHUM CIIH-

COK O1JIbIII IOIIUPEHUX, SIKI BAKOPUCTOBYIOTh KOMITaHIi 3aJ1s1 CBOTO 3aXHCTY.

KonTposoBaru aii kopucrtyBaya. Y xxypHani nofiit (Event Logging) moxxHa mie-
perisaaTy Ja1i KOpUCTYBadiB Ta MOMITUTH MMigo3pim Aii. Takok MOKHA CKOpHCTa-
tuck Microsoft Security Event Log. Lle nomomoske BiACTEKUTH MOII, SKi CXOXKI
Ha 1HCAHJEPChKI aTaKH).

Po3Me:xkyBaTH KOHTPOJIb 0CTYIy. MO>KHA 3HU3UTH PU3HUK aTaK, MPABUILHO PO-
3MOMINMBINK TpaBa JOCTYITy, HaNpWKIaa 4Yepe3 rpynoBi momiThuku B Active
Directory.

BukopucroByBaTH aHTHBipycHe mnporpamue 3a0e3nedyenHsi, EDR-cucremn
Tomo. [le momomoske 3HaAWTHM Ta 3a0JIOKYBaTH MIKIJJIMBE IporpaMHe 3abe3lie-
YCHHS.

Momnitoputn Tpadik mMepe:xi. MoxHa 3HAUTH 103y aKTHUBHICTh Y MEPEXKI,
10 JOTIOMOKE 3HANTHU aTaKy Ha PaHHIX eTanax. /(71 MOHITOPUHTY MepeXi MOKHA
BuKopuctatu potokos NetFlow, sikuii 6yB po3pobieHuii kommaniero Cisco.
3amu¢pysaTn gaHi. Lle ronomoske 3aXUCTUTH 1aH1 B1J HECAHKI[IOHOBAHOIO J10-
CTYILY.

Mixkmepe:xeBi expanm(firewalls). ITotpiOni mist OJ0KyBaHHS aTak 3 30BHIIII-
aporo cepenosuiia (Cisco PIX Firewall, Symantec Enterprise Firewall TM Ta
1H111). BOHM KepyoTh IPOXOHKEHHSIM MEpeXeBOro Tpadiky BiJIMOBIIHO JI0 Mpa-
Bu (policies) 3axucry.

3acoou cTBopeHHsi BipryanbHux npuBatHux mepe:xk VPN (Virtual Private
Network). BukoprcToByOThCS [Isl OpraHizaliii 3aXHINeHUX KaHaIiB Iepeaadi 1a-
HUX 4Yepe3 HeszaxuileHe cepenosuine. Texnonorii VPN 3abesneuyrots nposzope
JUTSI KOPUCTYBaya CIOyYCHHS JIOKAJIbHUX MEPEK, 30epiratouu mpu boMy KOH(Di-

JEHUIMHICTh Ta HUIICHICTh 1H(OpMaIii TUIAXOM i AMHAMIYHOTO IU(PyBaHHS.

[Ticnst cTBOpeHHST MOJIENl 3arpo3, OpraHi3alli 30cepe/KYIOThCSl Ha BUSABIICHHI Ta

YCYyHEHHI BHYTPIIIIHIX 3arpo3 1 MOPYyIIEeHb OE3MEKH.

E€cunenxo B. L. Apk.
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Komanau 6e3nexku NOBHHHI PO3PI3HITH 3BHUAHY aKTHBHICTh KOPHCTYyBaJa Ta 1o-
TEHIIIHO 3JTOBMHCHY aKTUBHICTb, 1100 BUSBUTU BHYTpIIIHI 3arpo3u. [I[o6 po3mexy-
BaTU BUJU AISUTBHOCTI, OpraHi3allii MOBUHHI CIIOYATKy YCYHYTH IMPOTAJUHU Y BUAU-
MocTi. [loTiM BOHM TOBHMHHI arperyBaTH AaH1 0€3MeKH B IIEHTpaTi30BaHe PIIICHHS IS
MOHITOPHHTY, HE3aJIe)KHO BiJl TOTO, Y1 € BOHO YACTHHOIO IIaTPopMu OE3MeKH Ta Ke-
pyBanns nofisimMu (SIEM) a60 aBTOHOMHOTO pillieHHS] aHATITUKH MOBEAIHKH KOPHUC-
TyBauyiB 1 00’ekTiB (UEBA). bararo komMan1 mo4nHaIoTh 13 )KypHaIiB JOCTYITy, aBTe-
HTU(IKaIi Ta 3MiH 00J1iKOBOTO 3amucy. [IoTiM BOHM pO3MIHMPIOIOTE chepy 3acTocy-
BaHH JIO IOJIaTKOBUX JDKEpEN JaHUX, TAKKX SK BipTyanbHa mpuBaTHa Mepexka (VPN)
1 )KypHaJIA KIHIIEBUX TOYOK, Y MIpY TOTO, SIK PO3BUBAIOTHCS BUIAJIKH BUKOPUCTAHHS

1HCANAEepChKOI 3arpO3H.

Oprani3zanii NOBUHHI IPUIHATH PILIEHHS 1JIs1 KEpyBaHHA IPUBLICHOBAHUM JI0CTY-
noMm (PAM) 1 nepenaBatu qaHi mpo TOCTYII O MPUBLICHOBAHUX 00JIIKOBUX 3aIKCIB 13
1pOro pimeHHs 10 cBoei SIEM. Konu oprasizanii HeHTpani3yoTh 1IHPOpPMALIi0, BOHUA
3MOXYTh MOJICJIFOBATH MOBEIIHKY KOPUCTYBauiB 1 MpU3HAYATH OI[IHKU pu3uky. Orri-
HKHM PU3HUKY TPUB’sI3aHI 10 TIEBHUX PU3UKOBAHMX MOJIM, TaKUX sIK 3MiHa reorpadii
KOpPHUCTYBaua ad0 3aBaHTaKEHHsI Ha 3HIMHUI HOC1H. [Ipr3HadYeHHs OLIHOK pU3UKY Ta-
KOX J1a€ KomaHiaMm 1eHTpy oesnexu (SOC) MOXKIUBICTh BiJICTEKYBAaTH PU3UKH B Ma-
crmtabax MiANPUEMCTBA, CTBOPIOIOYM CIUCKHU CIOCTEPEXKEHHS a00 BUAUISIOUN Haii-

OUIBII PU3UKOBAHUX KOPUCTYBAYiB Y CBOil OpraHizarlii.

3aBAsSKHA OPIEHTOBAHOMY Ha KOPUCTYBaya MOTJISAY CITyKO0u 0€3MeKHU MOKYTh IIIBH-
JIKO BUSIBJISITU BHYTPIIIHIO 3arpo3y Ta KEpyBaTH pU3UKaMU KOpPHUCTyBaya 3 IIEHTpali-
30BaHOro Micud. Hanpukiaa, aHamiTHKa MOBEIIHKA KOPUCTYBAYiB MOKE BUSBIIATU
HE3BMYalH1 cipoOU BXOly B HE3BUYAHMI yac 1001 abo 3 HE3BUUAMHOTO MicIs, a0o
YUCJICHH1 HEBJIalll CIPOOU BBECTH MapoOJib, 1 CTBOPIOBATH BIAMOBIAHE CIIOBIIIICHHS IS
NepeBIpKA aHATITUKOM. [HIIUMU ciioBaMH, OyJb-gKi aHOMaJlli MOBEAIHKUA JOMOMO-
KYTh BUSHAYUTH, KOJIU KOPUCTYBaU CTaB 3JIOBMUCHUM 1HCAiIepoM abo SKIIO 30BHi-

ITH1/ 3JIOBMUCHUK CKOMIIPOMETYBaB HOTO 00JIIKOBI JIaHi.
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[Ticnst mepeBipku cuctema 0e3mneku, aBroMaru3aliii Ta pearyBants (SOAR) moxe
CTBOPUTU POOOUHIA MTPOIIEC YCYHEHHS BHYTPIIIHIX 3arpo3. [loTeHIiiine BUlipaBieHHs
MO3K€e BKJIIOYAaTH 3BepHEHHS 70 1Hcainepa 3 MFA abo ckacyBaHHs JOCTyMy, Oy/1b-Ke
3 SIKUX MOK€ OyTH BUKOHAHO aBTOMAaTHYHO B PIILIEHHI JJIs1 KEPYBaHHS JIOCTYIIOM JI0

inentudikariitnoi ingopmanii (IAM).

1.3 Bpa3zauBocti mepexi Ha 6a3i Windows

Mepexi Ha 6a31 WIndows maroTh pi3Hi Bpa3IHBOCTI, SKi MOXYTh OyTH BUKOpPHC-
TaH1 JUIsI aTak 30BHINIHIX a0o0 iHcaiaepchkux arak. HaiOupln momupeHi Bpa3inBOCTI
Mepex Ha 6a31 Windows BKITIOYarOTh HACTYITHI Pi3HOBHIH.

— BpaznuBocti B nporokonax mepexi, a came: SMB, RDP 1 DNS. Bouu mMoxyTh
OyTH BUKOPHUCTaHI JUIsl aTaK 3-3a KOPJIOHY.

— BpaznuBocTi B ciyk0ax Mepexi, a came: ciyk0a ApyKy, ciyk0a riaHyBaHHS 3a-
BJIaHb 1 CITy>k0a KepyBaHHA JaHUMH. BOHU MOXYyTh OyTH BUKOPHUCTaHI JJIsl OTPH-
MaHHSI HECAHKI[IOHOBAHOTO JTOCTYIY JIO CUCTEMH.

— BpaznuBocTti B nporpamMHoMy 3a0€3I€UeHH1, a caMme: Opay3epH, MOIITOBI KIIEHTH 1
Mesia-porpaBadi. BoHn MOXyTh OyTH BUKOPHUCTaHI IJisi PO3MOBCIOIKECHHS

HIKIJJIMBUX MPOTpaM Ha KOMIT'FOTEPAX MEPEKI.

S HacHJOK KOMIIaH1g MOXE OTPUMATHU TaKl PU3HKHU:
— MOILIKOKEHI JaHI;
— HECAHKIIOHOBaHUH JOCTYII JI0 JaHUX KOMIIaHII;
— BTparTa rpouey;

— pi3Hi BUaM aTak(craM-aTtaku, QIlMHT, CollialbHa THXEeHEpis).

BucHOBKHM /10 IepHIOro po3airy
VY nepiromy po3aiii 0yso npoaHaai3oBaHO MOTHBAIlIIO TOPYITHUKIB, BUIU 1HCAH-
JEPChKUX aTak. byJio po3riisiHyTo METOM BUSBIICHHS aTaK, HAMPUKIIAJ: PO3MEKyBaHHS

npaB 0CTyIy Ta iHiIi. Takoxk OyJo po3rJsIHYyTO OCHOBHI Bpa3nuBOCTi Ha 6a3i Windows.
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PO3/1J 2 IPOCKT NIICUCTEMU 3AXUCTY BIJI IHCAMJIEPCHKHUX
ATAK WINDOWS-MEPEKI

2.1 Bubip o01aqHaHHs 1JIs1 oOpradizauii podoTu Mepe:xi

[Tpu BuOOPi oOmagHAHHS ISl OpraHizamii poOOTH Mepexi MOTpiOHO Bpaxo-
BYBaTH, 1100 BOHO MICTHJIO JJOCTATHIO KUIBKICTh MOPTIB Ta MiATPUMYBAJIO BC1 HEOOX1/IHI

TEXHOJIOT1i Ta CTaHOapTH.

2.1.1. Bubip mapmpyTu3aTopis

Cepisa mapmpytusatopiB Cisco 7200, Takox Bigoma sk Cisco 7200 Series Router,
€ TPYNOI0 MapIIpyTHU3aTOPiB, po3podeHnx kommnaniero Cisco Systems. L1 mapmpyTuza-
TOPH € OJJHUMH 3 HANITOTYXHIIMUX 1 THYYKHUX MPUCTPOiB y miHiwmi Cisco[5].

Cisco 7200 Series Router 3a0e3nedye BUCOKY MPOIYKTUBHICTh, HaIIHHICTh Ta Ma-
cIITabOBaHICTh JIJISl BEJTMKUX KOPIOPATUBHUX MEPEX Ta MpoBaiiepiB nociayr. Bonu Bu-
KOPUCTOBYIOTBCS JUIs1 MapIIpyTH3alLlii 1 KOMyTalii JaHUX y MEPE)Kax 3 BUCOKOIO MPOIMY-
CKHOIO 3JJaTHICTIO.

OcHoBHi ocobauBoCTI cepii mapuipyTusaTopiB Cisco 7200 BKIIIOUarOTh HACTYIIHI.

1. Bucoka npoayktuBHicTh: Cisco 7200 Moxke 00poOIIsiTH BETMKHI 00CsT Tpadiky
1 BUKOHYBATH CKJIaJIHI (DYyHKIIT MapuIipyTu3ailli 6e3 3aTpUMOK 1 BTpaTH MIBUAKOCTI TIepe-
Jayl JaHux. MapuipyTu3aTop MOXe J0CSITraTi MBUAKOCTI 0OpOoOKHU a0 2 MUIBHOHIB Ma-
KETIB 3a CeKyHy (pps) 1 Maro MpOIyCKHY 31aTHICTh 10 1,4 To6iT/C.

2. I'myukicte: Ll mapuipyTuzaTopu HIATPUMYIOTH PI3HOMAaHITHI 1HTEp(encH,
Bitouaroun Ethernet, Fast Ethernet, Gigabit Ethernet, ATM, T1/E1 1 iam. [le no3Bossie
MKIII0YATH iX 10 PI3HUX THUITIB MEPEXK 1 IPUCTPOIB.

3. MacmraboBanicth: Cisco 7200 Moxe OyTH pO3UIMPEHUN 32 JOTOMOTOI0 MOJTY-
7B 1 iHTEp(EICIB pO3MUPEHHS, 110 T03BOJISE 30IBIIUTH HOTO MOKITUBOCTI 1 TPOITYCKHY
31aTHICTh. BOHU TakoX MIATPUMYIOTH OararopiBHEHBY KOMYTALlilO 1 MOKYTh 0OpOOIISATH
BEJIMKY KUIBKICTh MapIIpYTiB.

4. Haniituicte: Cisco 7200 mae BOyaOBaHI MEXaHI3MHU 3aXHUCTY, Takl SK BITHOB-
JICHHS TicIist 30010, MEXaH13MHU 3a0€3MeUeHHsI IOCTYITHOCTI Ta 1HII QYyHKIIT 17151 3a0e3me-

YEHHS HenepepBHOI poOoTH Mepexi. Mapmpyruzatopu Cisco 7200 miaTpuMyIOTh pi3Hi
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MeXaHi3MHM 3aXUCTy, BKItouatoun daiipsoi, VPN, IPSec, ayrenTudikariiro KopuctyBadis,
KOHTpOJIb Aoctyny 110 Mepesxi (ACL) Ta iHii ¢yHKIIii Oe3neKu.

5. PosmuproBanicts: L{i MapimpyTu3atopu MOXKYTh MPAIfOBATH 3 PI3SHUMHU OTEpa-
tuBHUMHU cucteMamu Cisco [0S, 110 103BoJIsIE HATAIITYBATH iX M1 KOHKPETHI TOTpeOu
MEpEexKi.

Cisco 7200 Series Router € moTy>KHUM 1 HAAIHHUM PIIIEHHSAM 1)1 TOOYI0BH CKJTa-
JTHUX MEPEK 3 BUCOKOIO IIPOITYCKHOIO 3/IaTHICTIO. BOHU JJ03BOJISIIOTH OpraHizailism ede-

KTHBHO KE€PYBaTH MEPEKEIO Ta 3a0e3MeuyBaTH sIKICHE 00CITyrOByBaHHS KOPUCTYBaUiB.

Pucynok 2.1 Mapmpytuzarop Cisco 7200 Series VXR

2.1.2. Bubip komyTaTopiB

st opranizariii komyTaiii 0yno oopano komyrtarop Cisco 2960, mo n03BossIE
Oprasi3yBaTH pO3BUHEHY Ta HaJliHY JOKAJIbHY MEpEXKY HE JIMIIEC Y BETUKUX KOMIaHIsIX
Ta Koproparlisix, a i y cuctemi ¢utiid. Haniiina 3adikcoBana kondirypariisi Cisco 2960
3abe3mnedye MepexeBe MAKIIYeHHS Ha mBUIKOCTAX Bia 10 7o 100 M6c. Cepen iHmmx
nepeBar C2960 MoxHa BUIITUTH TaKl TEXHIYHI XapaKTEPUCTUKH, SIK:

e MOXUIMBICTH miAKItoueHHs Fast Ta Gigabit Ethernet y Bepcisax 3 8 mopris, 24

noptu Ta 48 NMopTiB;
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Tonosus O. C. KIKKPE - 125 - 5 - /73 15
3mn. | Apx. Ne doxym. Iionuc | Jama




® MOXJIMBICTH Mepeaadl eIeKTPOKUBICHHS Yepe3 KpydeHy mapy y Bepcii 3 24

MOpTaMH;

e 1mocuieHl QyHKIIi 3a0e3neueHHs O0€3IeKH, a caMe CTBOPEHHS CKJIaJHUX CITHC-
KiB YIIPaBIIIHHA JOCTYIIY;

® IIMPOKHI CIIEKTP BapiaHTIB KEPyBaHHS SIKICTIO 00CITYTrOBYBaHHS;

e IHTENEKTyallbHa CEPBICHA CUCTEMA HAa MEX1 MEPEexKi;

e TrapaHTiiiHEe 00CIYrOBYBaHHS MPOTATOM TEPMIiHY MPUIATHOCTI O0Ia HAHHS.

e koxeH komytarop mae y komruiekti I13 - Cisco Network Assistant. Ile
nporpaMHe 3a0e3MeYeHHsI T03BOJIsIE HATaTOAUTH CTPYKTYPOBaHE KepyBaHHS BCIMa MpH-
CTpOSIMU MEPEKi, BKIIF0Uae 0e3J114 MaiicTpiB aBTOMATUYHOTO 1 PYYHOTO HaJallITyBaHHS,

110 pOOJIATH MPOLIEC HANAIITYBAHHS Ta YIPABIIHHSI KOMYTaTOPOM MPOCTUM 1 HAAIHHUM

[6].

Pucynok 2.2 Cisco Catalyst 2960-24L.C-S

2.2 Po3po0ka mMojeJti 3arpo3 AJ1si KOMIaHii

Ilepen cTBOpEHHSIM MOJIITUKU O€3MEKH HEOOXI1JHO MpoaHali3yBaTh MOXIJIMBI 3a-
rpo3u. Lle 7acTe 3MOry OIIHUTH yC1 MOXKJIMBI pU3UKU Ta BOepertv KoH(DiIeHIIHI JaH1
Ta 1H(POpPMaIlII0 KOMIIaHI1 BiJ MOTEHIIMHUX 3arpo3.

Mopenb 3arpo3 — 1ie CTpyKTypOBaHe MpeACcTaBiIeHHs Bciel iHdopmallii, ika BIUIM-

Bae Ha Oe3neky Mepexi. [1o cyTi, 11e morisig Ha mporpamy Ta ii cepeIoBUILE Yepe3 IPU3MY

oesmeku [7].
Mopens 3arpo3 MOBUHHA MICTUTH:
® T[IOTEHI[IMHI 3arpo3u;

® i, IKi MOYKHA BXKUTH JIJIS TIOM’ SIKIIIEHHS a00 YCyHEHHS KOKHO1 3arpo3u;

Hwxde onmcana cxema Mojieni 3arpo3 st AEKIJTbKOX PiBHIB.

Ha piBH1 (i3uuHOi Oe3nexu, ciiiji BpaxyBaTH Taki 3arpo3H.
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Buxpanennsi ado BTpaTa ismuHuX HOCIiB 1anux. BrpaTta Qi3nuHUX HOCIB MOXKe
MPU3BECTH JI0 BTPATH BAXIMHUBX JIAHUX, K1 MOKYTh OyTH BUKOPHUCTAHI JJIs LIIaH-
Taxy a0bo mIKoau KoMmriadii. [{e Moke cTaTrch 4epe3 xaaaTHICTh MpaIliBHUKIB, 3710-
B)KMBAHHS BJIAJI00, YU 3 METOIO 3aBJATH IIKOJM KOMIIaHIii, CAMUM IMPaIliBHUKOM.

HecankuionoBanuii 1octyn 10 npucrTpoiB. Lle Moxe Npu3BECTH 10 HECTIPABHO-
CT1 MPUCTPOIB Ta HeOAKAHUX [I1¥ 31 CTOPOHM 3710BMUCHUKA. L]e Moke cTaTuCh ue-

pe3 HeIOTPUMaHHS MOJITUK O€3MeKH Ta HeIOCTATHBO1 3aXHILEHOCTI IPUCTPOIB.

o6 mom’ IKIIUTH YM YCYHYTH 3arpo3H Ha piBHI (13UYHOT O€3IEeKH, CJIiJ1 BXKMBATH

HaCTYHHi 3ax01u.

Ha

3abe3neuntu 6e3nexky odaaaHanHs. [1{o0 3axuctutu 6e3neeky o0iaIHAHHS, 110-
TP1OHO HAJATH JOCTYM JO0 KIMHATH 3 OOJaJHaHHSA 0OMEXEHOMY KOJy 0ci0, 3po-
OWTH KOHTPOJIb AOCTYIY Ha ABEPSIX, AKUM Oyi€ 3UMTYBATH YiIl IPalliBHUKA Ta BCTa-
HOBUTH BIJIEOCIIOCTEPEIKEHHS, HANPUKIAT 3 TEXHOJIOTIEID PO3Mi3HABAaHHSAM O00-
JIYYS.

3ammdpyBatu ¢izuuni Hocii nanmnx. [{e 3a0e3neuUnTh 3aXUCT AAHUX, K1 3HAXO-

JAThCA Ha (Q1I3MYHUX HOCISIX (KOPCTKI AUCKH, dueni-HakonuuyBadi, DVD-nucku 1

T.J.).

piBHI MepexeBOi Oe3MeKH, CIIij] BpaxyBaTH TaKi 3arpo3u.

— Araka Man-in-the-middle (puc. 2.3.). MeToro ataku € BUKpaJCHHS 0COOMCTOT
iHopMmariii, Takoi sk 0OJIIKOBI JIaHi, JaHl 00JIIKOBOTO 3aIKCy Ta HOMEPH Kpe-
TUTHUX KapTok. [Hdopmarlis, oTprMaHa M1 4yac aTaku, MOXe OyTH BUKOPHC-
TaHa Juisl 0araTboX LUIEH, BKIIOYAKOYM KPAADKKYy OCOOMCTHX JaHUX, HECXBa-
JICHI TIepeKa3u KOIITiB a00 He3aKOHHY 3MiHy mapoJs [8]. Lleit Bug atraku Moxke
BUKOPUCTOBYBATHUCH JIJIs1 aTaku Moaudikauii ganux (tadm. 1.1). Ile moxe cra-
TUCh Yepe3 HEJOCTATHIO 3aXMILIEHICTh MEPEKi, BAKOPUCTAHHS HE3aXHUIICHUX
IIPOTOKOJIIB UM BPA3IUBOCTEN y MPOrpaMHOMY 3a0€3MeUeHHI.

— Araka DoS (Denial-of-Service). 3noBmucauku DOS BHKOpHCTOBYIOTH ypas-

JMBICTH MPOTPAMHOT0 3a0€3MEeUEHHS B CUCTEMI Ta MTPOJIOBKYIOTh BUCHAXKYBATH
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ONEepaTUBHY MaM’sITh a00 IEHTpaJbHUN Mponecop ceppepa. Lle Moxe nmpusBse-

CTH JI0 BTpaTH JlaHUX, ()1HAHCOBUM BTpaTaM Ta BIJIMOBI y TIOCTYIIi IO CEPBICIB.

o6 mom’IKIIUTH YW YCYHYTH 3arpo3u Ha PiBH1 MEpEKeBOi O€3IEeKH, CIIiJI BXKHU-

BaTH HACTYITHI 3aXOH.

BukopucroByBatu Firewall. Ile nomomoxke OnokyBaTh HeOakaHUU UM
mKiaMBUi Tpadik 3 [HTepHEeTy Ta 3aXUCTUTh MEPEXKY BiJl 30BHIIIHIX aTak.
HIndpyBatu naui. [e 3ab6e3neunts HailiHe TepenaBanHs KOHD1ICHITIHOT
iHpopmMmarii. HeoOx1HO HalamTyBaTH MPOTOKONH, K1 MUQPPYIOTH JdaHi,
takl1 sk: IPsec, SSH uu PGP.

BceranoButu MinHi nmapoJi. e MoxxHa 3p0OUTH 32 TOOMOTOK0 TPYMHOBOi
noJituku y Active Directory.

Hapuanns npaniBaukiB. CTBOPUTH Kypc JUIsl IPALIIBHUKIB, SIKHI O3HAI0-
MUTb MPALIBHUKIB 13 3aco0aMu O€3MeKH, pO3Mi3HABATHA (PIIIMHIOBI Ta I1HIII
aTaKu.

Monitopunr. HeoOxiIHO BCTAHOBUTH CUCTEMY MOHITOPUHTY MEPEXi s
BUSIBJICHHS! BTOPTHEHb. lle nomoMoke MIBUAKO BUSBIATH MOTEHLINHI 3a-

IpO3U Ta MIBUIKO BipearyBaTy Ha 3arpo3H.

USER WEB APPLICATION

MAN IN THE MIDDLE

Pucynok 2.3 — JlemoncTtpartist ataku Man in the middle
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2.3 Po3po0ka nmosiTuku 0e3neku 1Jisi CNiBPOOIiTHUKIB

Po3po6ka nmomiTiky 6e3rneku KOMIaHii € HeB1Jl' €MHOIO YaCTHHOIO 3aXUCTY MEPEXKI.
ToMmy, KO’KeH HOBUH MpalIBHUK Mepe]] MoYaTKOM poOOTH Ma€ O3HAHOMHUTHCH 3 TIOJIITH-
KOO O€3IMEeKH.

Jliis 3ano6iranHs oTpuMaHHs Bipycy Ha 113 uu MOXIIMBOCTI Ha/laHHS MIKOJIU KOM-
TaHii, BUpIIIIeHO OOMEXUTH MpaBa Ha kKopuctyBaHHs [1K Ta 3ab6opoHuTHn aeski mii.
30Kkpema, KOpUCTyBayaM 3a00POHEHO:

1) CaMOCTIiiHO BCTaHOBIIIOBATH TIPOTPAMH

2) MoaudikyBaTu BCTaHOBJICHE MPOTpaMHe 3a0e3MeYCHHS

3) CamocriiiHo nepeBcTaHoBioBaty 13

4) Cawmocriiino Bugasstu [13

5) BukopucrtoByBaTH (pIemi-HOCIH He IEpEeBIpUBIIN HOTO Ha Bipyc

6) BukxopucTOBYBaTH CTOPOHHE MPOTPaMHE 3a0C3MCUCHHS

7) BuxopuctoByBatu [13 mns 1ineid, siki He MOB'sI3aHI 3 BUPOOHHUOO JTislTh-
HICTIO Ta 3 BUKOHAHHSIM I10CaJ0BUX 00OB'SI3KIB

8) BukopucToBYBaTH OJUH OOIIKOBHH 3aIIKC IS IEKIILKOX MPaI[iBHUKIB

ITix yac 3BUIBHEHHS IIpaIliBHUKA, HOTO OOJIIKOBUH 3aMiC OJIOKYETHCS B JICHD 3B1JIb-
HEHHsI BIJIMIOBIIHO JI0 HaKa3y MiANPUEMCTBA.
[IpaBuna, IKUX TPAIIBHUK Ma€ JOTPUMYBATUCH PU BUOOPI MAPOJIS:
1) JloBxuHa MMapoJisi IOBHHHA CKJIAJAaTH HE MEHIIE 8 CHMBOJTIB
2) 3a00pOHSAETHCS BUKOPUCTOBYBATH HA3BY O0JIIKOBOTO 3aIUCY, iM'sl 200 TIPi3BUILE
3) HeoOXiaHO BUKOPHUCTOBYBATH KOMOITHAIIIFO 3 MAJIMX Ta BEJIMKUX JJATHHCHKHX JIITEP,

nu@p Ta IHIIMX CUMBOJIIB

Takox, mOTpiOHO 3MIHIOBATH MAPOJIh KOXKHUX 3 MICSIIl, HE 3aITUCYBAaTH MOTO OY/Ih-11e

Ta BUKOpUCTOBYBaTH Keeper nis yrnpaiiHHS Ta 30€peKeHHS TapoJiiB Bl BeO-CalTIB 1 T.

.
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2.4 Po3po0ka mMpoeEKTY Mepe:Ki

Jlana mMepexa OyJia cTBOpeHa 3 5 MapmpyTu3aropis, 3 KomyTaTopiB, 12 pobounx

CTaHIIii Ta 3 cepBepy 3 Active Directory. B maniii Mepesxi OyJi0 HalamToBaHO MPOTOKOJIN

OSPF ta EIGRP, SSH.

1
INTERNET
/_.--," T

Ws1-2 EIGRP ZONE OSPF ZONE

-
= 196.191.1.0 196.1912.1
\ 196.191.100.1
196.191.10.1 it
- 196.191.31 % 10610141 SW- SERVER ROOM

-R

M-1
196.191.5.1 196.191.6.1
WSlq
51 6
WS -5

| 196.191.20.1

Ws2-7

Pucynox 2.4 — IlpoexT Mmepexi

Pospobka cxemu aopecayii mepeoici

Huwxue HaBeneHa TabiuIls aapecallii, ska 0yjia CTBOpEHA JJisl MOJISTLOBAHOI MEPEXKI.

Tabmuus 2.1 - Tlapametpu IP-agpecartii mepexi

I%Eﬁ;ﬁ:, IH{;&‘I:::IC/ IP-aapeca Macka IIped.
Meperia i 192.198.122.0 | 2552552550 | /24
IHTEepHET

Cloud Iarepetic VirbrO | 192.198.122.1 255.255.255.0 [24
R-1 Iarepdetic Fa0/0 | 192.198.122.101 255.255.255.0 124
Mepexa A - 196.191.1.0 255.255.255.252 /30
R-1 Iutepdeiic Fal/0 | 196.191.1.1 | 255.255.255.252 | /30
R-2 Iarepdetic Fal/0 196.191.1.2 255.255.255.252 /30
Mepexa B - 196.191.2.0 255.255.255.252 /30
R-1 Iarepdetic Fal/l 196.191.2.1 255.255.255.252 /30
R-4 Iarepdetic Fal/l 196.191.2.2 255.255.255.252 /30
Mepexa C - 196.191.3.0 255.255.255.252 /30
R-3 Iarepdetic Fa0/0 196.191.3.1 255.255.255.252 /30
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[Iponomxenus tadma. 2.1

Ipucrpii/ InTepdeiic/ ]
Mixvepeska 1103 IP-agpeca Macka Iped.
R-2 Iarepdetic Fa0/0 196.191.3.2 255.255.255.252 /30
Mepexa D - 196.191.4.0 255.255.255.252 /30
R-3 Iarepdetic Fa0/l 196.191.4.1 255.255.255.252 /30
R-4 Iarepdetic Fal/l 196.191.4.2 255.255.255.252 /30
Mepexa E - 196.191.5.0 255.255.255.252 /30
R-5 Iarepdetic Fal/l 196.191.5.1 255.255.255.252 /30
R-2 Iarepdetic Fal/l 196.191.5.2 255.255.255.252 /30
Mepexa F - 196.191.6.0 255.255.255.252 /30
R-5 Iarepdetic Fal/0 196.191.6.1 255.255.255.252 /30
R-4 Iarepdetic Fal/0 196.191.6.2 255.255.255.252 /30
Mepexa G - 196.191.10.0 255.255.255.0 124
R-2 E2/0 196.191.10.1 255.255.255.0 [24
Vlan 10 196.191.10.2 255.255.255.0 [24
103 1O
SW-ROOM-1 3aMOBYYBAaHHIO 196.191.10.1 ] ]
OcuoBHuit DNS- 196.191.100 3 ] i
cepBep
196.191.10.3 -
Vlan 10 196.191.10.8 255.255.255.0 [24
PoGoui cranuii [Hmro3 o 196.191.10.1 i i
3aMOBYYBAaHHIO
OcuoBHuit DNS- 196.191.100.3 ) i
cepBep
Mepexa H - 196.191.20.0 255.255.255.0 [24
R-5 E2/0 196.191.20.1 255.255.255.0 [24
Vlan 20 196.191.20.2 255.255.255.0 [24
103 1O
SW-ROOM-2 3aMOBYYBAHHIO 196.191.20.1 ] )
OcuoBHuit DNS- 196.191.100.3 ] i
cepBep
196.191.20.3 —
Vlan 20 196.191.20.8 255.255.255.0 124
PoGoui cTanuii I3 mo 196.191.20.1 i i
3aMOBYYBaHHIO
Ocrosrmii DNS- | 196 191 100.3 i i
cepBep
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WS1-2 EIGRP ZONE

196.191.10.1
\_B - ra

19

196.191.20.1

Ws2-1 Ws2-7
o vece
WS2-2 WS2-6
i vecs

|
|
|
I
I
|
|
|
Pucynox 2.6 — [Tinmepexa 3 VLAN 20

196.191.100.1

Srvi-1
R4 SW-SERVER-ROOM 1

Pucynox 2.7 — Ilinmepesxa 3 VLAN 100

[ToBHY TOIOJIOTII0 HABEICHO Y TOJATKY.

Ecunenxo B. L

[Tonosns O. C. KIKKPE - 125 - 5 - I73

3mn.

Apk. Ne doxym. Iionuc | Jama

Apx.
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2.4 Binomocti npo OSPF ta EIGRP

OnuumM 13 croco6iB, 3a gonomororo sikoro OSPF 1 EIGRP MoxyThs qomomortu 3a-
XUCTUTU MEPEXY BiJl IHCAlJIEPiB, € BUKOPUCTAHHS aBTEHTU}IKALIl MK MapIIpyTH3aTO-
pamu.

OO6uBa IPOTOKOIM MIATPUMYIOTH MEXaHI3MU aBTEHTH(]IKaIli, Takl K Maposi Ta
kitoui. Lle mo3Bosisie MapuipyTu3aTopam mepeBipsTH B3a€MHY HAIIMHICTD MEPEa TUM, SIK
oOMiHIOBaTHCS 1H(OPMAIIIEIO PO MapIIpyTH3aIito. AKino aBTeHTH]IKaIlis HEBAAEThCA,
MapUIPyTU3aTOP BIAMOBIISIETHCSA CHIJIKYBATHCS 3 1HIIMMHU MapLIpyTH3aTOpaMH, TaKUM

YUHOM 3aro0iraroyv HECaHKI[IOHOBAHOMY JOCTYITY 0 MEPEXKi.

IopiBusinnsa mpotokoJiB EIGRP ta OSPF. EIGRP 3acnoBanmii na DUAL
(Diffusive Update Algorithm), toxni sk OSPF BukopuctoBye anroputm SPF (Shortest
Path First). OcHoBHa pi3HUIISI MK IIMMHU TBOMA aJITOPUTMAMH Y TOMY, SIK BOHA OOYHUCITIO-
I0Th HAaWKOPOTIIUK NUIAX MapuipyTu3ailii. SPF 3anexuTs TUIbKU Bl MPOMYCKHOI 3/1aT-
HOCTI JIJIsl PO3paxyHKy MEeTpUkH, Tojl ik DUAL BUKOpHUCTOBYE MPOIMYyCKHY 3J1aTHICTh Ta
3aTPUMKY ISl OOUMCIIEHHS CKJIaJI0BUX METPHK 31 CKIaIHUMH (POPMYIIAMH.

MacmraboBanicts OSPF kpamia, ik EIGRP, Tomy o EIGRP Ginbin ckinaguuit y
BEJIMKUX Mepexax npu ycyHeHH1 Henosianok. [lopiusuao 3 EIGRP, OSPF 6inbiie mif-
XOJIUTH JIJIsi BUKOPUCTAHHS Y TJ100aNIbHIN MEpPEeKi, OCKUIbKU OUIBIIICTh MTOCTaYalbHUKIB
ninTpumytoTs OSPF. OSPF Bxe npartoe y BHyTpimHbOoMY cepenonuiili sk IGP (Interior
Gateway Protocol). Tomy sierko oomiHtoBaTucs neBHUMU Mapuipytamu 3 OSFP. Skuo
BUKOPUCTOBYBATH 1HIIN MPOTOKOJW MapuIpyTHU3allii Ta OOMIHIOBAaTHUCS TI€O X 1H(OP-
Malli€l0 Mpo MapHIPyTH3aIliI0, MapIIPyTH3allisl CTaHE CKJIAJHIIION, OCKUIBKUA BIIOY-
JeThCS IEPEPO3NOA1T MixK BOY10BaHUM TTpoTokosioM OSPF ta iHImmMMU npoToKoiamMu.

OSPF 30epirae iHbopmairito mpo BCl Mepexi Ta pododi MapIpyTHU3aTOPH Y CBOIN
obnacti. [llopasy, konu B 061acTi BiiOyBarOThCs 3MiHHU, BCl MapIIpyTHU3aTOPU OBUHHI
NOBTOPHO CUHXPOHI3yBaTH 0a3u aHuX, a NOTiM 3HOBY 3anyckatu SPF. Leii mporec 3my-
mye CPU 3aitmaTu Gibine pecypcis. 3 inmoro 6oky, EIGRP inimiroe 1omatkoBi oHOB-

neHHs. OTxe, 3 Touku 30py Bukopuctanus CPU, EIGRP edextuHimmii.

E€cunenxo B. L. Apk.
Lonosns O. C. KIKKPE - 125 - 5 - I73 23
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EIGRP € nonynsipauM BUOOpOM JIsI MapIIpyTH3allil B MaJIUX Ta BEJIUKUX MeEpe-
xax. Ko MepexeBe o0nagHaHHS MOCTAYa€ThCA Bl pi3HUX nocTadayibHuKiB, OSPF €
HaiikpamuM BubopoMm. OSPF Takox € Halkpamum BUOOPOM, OCKIJIBKU BIH MIATPUMYE
CSPF (Constrained Shortest Path First) qist miarpumku npoektyBanss tpadiky MPLS.

Route redistribution

[Toxu HE CTBOPEHO €AMHUI MPOTOKOJ MapIIpyTH3AIlil, AKHI KepyKBaB OU PEIlTOIO,
ICHy€e HEOOX1JIHICTh y TOMY, 1100 KiJIbKa IIPOTOKOJIIB MapIIpyTH3allli MUPHO CITIBICHY-
Bajy B OJHIN Mepexi. Hanpuknan, ogaa kommanis npamroe 3 OSPF, a iHma kommnaHis

npairtoe 3 EIGRP 1 111 181 KoMIIaHii 371MIMCS B OJTHE ITIANPUEMCTRBO.

[Toxu IT-epcoHan HOBOCTBOPEHOI KOMIMAHIi HE mepeiie /Uisi BUKOPUCTAHHS Ha
€IMHUHN TPOTOKOJ MapIIPyTH3allii, MapmpyTH, Biomi mpotokoiny OSPF, HeoOxiaHO oro-
JIOCUTHU B YaCTHHY MEpEXi, 1o mpaiftoe mif ynpasminaaMm EIGRP, 1 naBmaku. e mox-
auBo 3aBasaku Route redistribution — qo3Boiste Mepeski, 110 BUKOPHCTOBYE OJUH IIPOTO-
KOJI MaplIpyTH3alli, JMHaMIYHO MaplIpyTU3yBaTH Tpadik Ha OCHOBI iH(pOpMAIlii, OTpH-

MaHOIi 3 THIIIOTO IIPOTOKOJTY MapIIpyTH3aIlii.

BucHOBKH 10 APYroro po3miiy

byna noOynoBana Mepexa, sika BKIIIOYae B cebe 5 MapuipyTHU3aTropiB, 3 KOMyTa-
TopH, 12 pobouux cranmii Ta ceppep 3 Active Directory, mpoananizoBaHO MOMIJTHBOCTI
BUOpaHUX MPUCTPOiB. Takoxk Oyia poo3pobiieHa cxema aapecallii Mepexi, po3TIsTHyTO

BimomocTi nipo npoTtokoian OSPF ta EIGRP ta cknageno nomitiuky 0e3mexu s CiBpo-

OITHHKIB.
E€cunenxo B. L. Apk.
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PO31J1 3 HAJIATOKEHHSA TA TECTYBAHHS NI ICUCTEMMU 3A-
XHUCTY WINDOWS-MEPEXI

3.1 Hanarom:xeHHs1 00J1aTHAHHSA Mepexi

Jlis mpaBUIBLHOTO (PYHKIIIOHYBaHHS MEpPEXki, MOTPIOHO HaJjalITyBaTH YCl MpH-

CTpOI.

Cuenapiii HanaromxkerHs npotokoniB EIGRP ta OSPF na mapuipytuzatopax

o

et

o

Pucynox 3.4 — Hanaromxenns nporokoniB OSPF na mapumpytuzaropi R-4

E€cunenxo B. L. Apk.
Lonosns O. C. KIKKPE - 125 - 5 - I73 25
3mn. | Apx. Ne ookym. Iionuc | Jama




Pucynox 3.5 — Hamaromkenus nporokoniB EIGRP ta OSPF na mapmpyTtuzaropi R-5

Jlani HaBeneHo cueHapiit HajnaromkeHHss VLAN Ha npucTposX:

VLAN 10

Pucynok 3.6 — Hanaromxennsa VLAN 10 va komyTtaropi SW-ROOM-1

VLAN 20

Pucynok 3.7 — Hanaromxenns VLAN 20 va komyTtaropi SW-ROOM-2

E€cunenxo B. L. Apk.
Tonosna O. C. KIKKPE - 125 - 5 - I73 26
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Pucynok 3.10 — Hanmaromxenas VLAN 100 na mapmpytuzatopi R-4

Tako 0yJi0 HaJlaITOBAHO MTPOTOKOJI Bi/IalieHoro foctyny SSH.

SSH (Secure Shell) — T MmepeskeBoro mpoTokoy, sIKUi mudpye mapoii Ta nepe-

nany iHbopMmairito, pukiIaaaui npotokosn SSH O6yB mpencrtasienuit B 1995 por, ane

yepes JesKl Bpa3auBocTi B 1996 poii Oyina po3po0biieHa apyra Bepcis. o 1mporo aHs Bei

Ecunenxo B. L

Tonosus O. C.

3mmn.

Apk.

Ne ookym.

ITionuc

JMlama

KIKKP.6 -125-5-TI3
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KOPUCTYIOThCSI CTaHAapTOM SSH, KW 3amuiaeTbcsi HE3MIHHMM B)Ke OaraTto-0araTto
POKIB 1 rapanTye Oe3reuny rnepeaauy gaHux [4].
[Mpuxnan wamamryBanHs SSH Ha mapmpytuzatopi R-1. Ha iHmmx mpuctposx

OyJI MIPOBE/ICHI aHAJIOT1YH1 HaJIAIITyBaHHS.

Pucynok 3.11 — Hamaromxennass SSH na mapmpytuzaropi R-1

3.2 HanamryBanus Active Directory na 6a3i Windows Server 2019
[Ticys ycminrHOTO HAJAMITYBAHHS MEPEXKi, MPUCTYITMMO JI0 HajamTyBaHHs Active
Directory.

[Tpuknan momaBanHs pobounx ctaiii 3 pisHUX VLAN 10 10MEHY moKa3aHO Ha

puc. 3.1-3.4.

E€cunenxo B. L. Apk.
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&

3MIHEHHA IMEHI KOMN'HOTERE 360 A0MEHY X
MoxHa SMIHATH iM'A Ta YNEHCTBO W00 KoM IoTepa. AMiHK

MOXYTE BMIMHYTWA HE GOCTYN A0 MEPEXEBWX PECYPCIB.

IM'a KomnloTepa:
W51

MosHe iM'A KoM loTepa:
WS51-1

Dopatkoso...
Yuactmk

(®) pomeny:
|yesrpenk0.net|

() poBiouai rpyrm;
WORKGROUP

Cracypamt

Pucynok 3.12 — ITinx'eqnanns komm'torepa WS1-1(WLAN 10) o momeny
yesypenko.net

Fi

3MiHEHHA iMeHi komn'toTepa abo gomMeny X
MoxHa sMiHUTW iM'A T3 uneHCTEO LWoro KomMnloTepa. 3mMiHn

MOXYTE BMNMHYTW Ha AOCTYM A0 MEPEXEEMK PECYPCIS.

I’ Komn'ioTEpa:
Ws2-2

MoBHe iM'A KoMMloTepa:
Ws2-2

Monamoso...
YuacHuk

(®) nomeny:
|yesypenko.net

() paGovoi rpyni:
WORKGROUP

Cracysam

Pucynok 3.13 — Ilin'eqnanns komm'torepa WS2-1(WLAN 20) no nomeny
yesypenko.net

Ecunenxo B. L

Apx.
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Besneka y Windows

3MiHeHHs iMeHi koMn'toTepa abo AoMeHy

Beepite iM'A Ta Napone oBNiKoOBOro 2anMcy, AKWMA MacE NPago Ha
MPWERHAHHA 40 AOMEHY.

Administrator

OK

Cracyeatu

Pucynok 3.14 — BenenHst JaHUX 3aMUCy 3 MTpaBaMy HA MIIKIIOYCHHS

IMiHEHHA iMeHi komn'toTepa abo gomeny X

o Bac siTae gomeH yesypenko.net.

Pucynok 3.15 — Pe3ynbpTaTr ycnilmHoOro npueHaHHs KOMI'IOTEPIB

e

(

: Active Directory Users and Computers

1 File Action View Help

Takox 11e MOKHa IEPEBIPUTH 1 HA CAMOMY CEpBepi.

,@Eiﬂ'{ﬁ" BB HE e Tah

] Active Directory Users and Comput

| Saved Queries

w 3 yesypenko.net
| Builtin

b | Computers

2| Demain Controllers

Mame
il ws2-2
1l ws1-1

Type Description
Computer
Computer

Pucynox 3.16 — I[lepeBipka npueananns [1K na cepsepi

JICHO MOETAITHUM TPUKIIa] CTBOPEHHS.

Tenep He0OX1ITHO CTBOPUTH OOJIIKOBI 3alKCHU JUIsl KOpUcTyBayiB. Huxye HaBe-

Ecunenxo B. L

Tonosus O. C.

3mn. | Apk.

Ne doxym. Iionuc | dama
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1. 3amoBHIOEMO yci He0OXiaHI ToJisi(puc. 3.17)

Ex

'_; Mew Object - User b X
4
— 2 1 Createin:  yesypenko net/kabin1/Delivery
e
First name: |Vemnika | Initials: | |
Last name: |Yesypenk0 |
Full name: |Ver0nika Yesypenko |
User logon name:
kb 151 e || @yesypenko.net v
User logon name (pre-Windows 2000):
|YESYP ENKO\ | |kb 191 _evi |
Back Mext > Cancel

Pucynox 3.17 — HanamryBaHHs OCHOBHUX TIOJIIB IPY CTBOPEHHI HOBOT'O KOPUCTYBaya

2. Jlami 3amaMo mapodib Ta MOCTaBUMO TaJOYKY, 00 KOPUCTYBA4 3MIHHB TIApPOJTh

npu nepromy Bxomi(puc. 3.18-3.19).

il e | o [T

_J ) Createin:  yesypenko net/babin1/Delivery

4

Passwond: |uunonnu |

Corfim password:

User must change password at next logon
[] User cannot change password
[[] Password never expires

[ Account is disabled

< Back Next > Cancel

_2 X Create in:  yesypenko net/kabin1/Delivery

When you click Finish, the following object will be created:

Full name: Veronika Yesypenko
User logon name: kb191_evi@yesypenko net

The user must change the password at next logon.

< Back Finish Cancel

Pucynox 3.18-3.19 — 3aganus napoJtto Ta iHpopMallis mpo KOpucTyBada sikoro 0ye

CTBOPEHO

AHaNOryHO CTBOPIOEMO U IHIIUX KOPUCTYBAYiB, Kl BITHOCSATHCA 10 PI3HUX JIe-

MapTaMEHTIB.

Ecunenxo B. L

Tonosus O. C.

3mn.

Apk. Ne doxym. Iionuc | Jama

Apx.
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)

] Active Directory Users and Computers %
File Action View Help

e e 8 XEGR HE|R2ETa%

] Active Directory Users and Computers [WIN-K53{| Name N Type Description
- saved Queries E\,‘u’eronika Yesypenko User

ML y?S}rpelnF(o.net &, John Maric User dep33-bvf

. E:Irl':;uters E\,Eliselordon User dep33-vex

x E,,Adaline Bosco User dep33-sqw

2| Domain Controllers
| ForeignSecurityPrincipals
v [ kabinl
2| Delivery
2 HR
2 PR
3] OA
v 2 kabin2
1 AD
Pa

Pucynok 3.20 — Pe3ynbTat CTBOpEHHS! KOPUCTYBAUiB

HactynmHuM KpoKoM € CTBOpPEHHS TIOJIITUKH J1Jisi KOpUCcTyBadiB. Lle HeoOXiaHO st
3axucTy iHpopmailii, sika 0yae mictutuch Ha [1K.
HanamryBanns 010kyBaHHS 00JIKOBOIO 3aMMKCy MICasA 3 HEBJAIMX CIPOO BXOTY

MIPOJIEMOHCTPOBaHO Ha puc. 3.21.

. Group Policy Management Editor b - O X
File Action View Help
e 2@ 5 B
w 7] Windows Settings ~ || Policy Policy Setting
) l:ame R{:mlunig Pel:y Account lockout duration 0
1 UCHTLS ‘dt;ﬂ.ufl hutdewn) 12, Account lockout threshold 3 invalid logon attempts
m Deployed Printers
Py Reset account lockout counter after 2 minutes

w S Security Settings
v i Account Pelicies
5 Password Policy
3 Account Lockout Policy
5 Kerberos Policy
_: Local Policies
J Eventlog

Pucynok 3.21 — HanamryBanus Account Lockout Policy 06’exta rpynoBoi momTuku
Default Domain Policy

Takox moTpiOHO 3a00POHUTH BCTAHOBIIIOBATH MporpamMu 0e3 Bijjoma aaMiHiCcTpa-

Topa (puc. 3.22)[1].

E€cunenxo B. L. Apk.
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&

= Group Policy Management Editor
File View Help

e | @ = HE T

Action

| Software Protection Platform ~
| Sound Recorder

| Speech

Store

Sync your settings

Tablet PC

~| Task Scheduler

| Text Input

| Windows Calendar

| Windows Color System

| Windows Customer Experience I
| Windows Defender Antivirus

| Windows Defender Exploit Guard
| Windows Defender SmartScreen
| Windows Error Reporting

| Windows Hello for Business

| Windows Ink Workspace

| Windows Installer

| Windows Logon Options

| Windows Media Digital Rights Ma
| Windows Media Player

| Windows Messenger

. Windows Installer

Prohibit User Installs

Edit policy setting

Requirements:

Microsoft Windows XP or
Windows 2000 with Windows
Installer v2.0

Description:

This policy setting allows you to
configure user installs. To
configure this policy setting, set it
to enabled and use the drop-
down list to select the behavior
you want.

If you do not configure this policy
setting, or if the policy setting is
enabled and "Allow User Installs”
is selected, the installer allows and
makes use of products that are
installed per user, and products
that are installed per computer. If

the inctallar fimde 3 mer_iear inctall

Setting State

|i=| Allow users to browse for source while elevated Mot configured

=| Allow users to use media source while elevated

Mot configured

Mot configured
Enabled
Mot configured

Allow users to patch elevated products
=] Always install with elevated privileges

\i=| Prohibit use of Restart Manager

Remove browse dialeg box for new source Mot configured

\i=| Prohibit flyweight patching Mot configured
|2 Turn off logging via package settings Mot configured
\i=| Turn off Windows Installer Mot configured

Prevent users from using Windows Installer to install update...
Prohibit rollback
|2 Turn off shared components

Mot configured

Mot configured

Mot configured

Allow user control over installs Mot configured

Specify the types of events Windows Installer records in its tr... Mot configured

Prohibit non-administrators from applying vendor signed u... Mot configured

\i=| Prohibit removal of updates Mot configured

=| Turn off creation of System Restore checkpoints Mot configured

Prohibit User Installs Enabled

Mt mmmfirrad

Ermfrrre tonmrade mammmanent rolae

R PI;IC}’HOK 3.22 — 3ab60poHa BCTAaHOBIIIOBATH MTPOTPAMU

3a00poHSIEMO JOCTYI 10 TTaHE1 KepyBaHHS

KopuctyBaui MO>XKyTh BHOCUTH 3HA4HI 3MIHH B HAJIAIITYBaHHS CUCTEMH 3a JIOIO-

MOTOIO MTaHeJl KepyBaHH4, 1 111 3MIHU MOXYTh MPU3BECTH JI0 IpoOIieM 13 6e3mnekoro. s

Oe3neyHImoro 6i3Hec-cepeoBHINa OOMEXUMO JOCTYII 0 MaHeNl KepyBaHHS JIMIIE JJIs

NPUBLICHOBaHUX KOpUCTYyBadiB[1].

&

=/ Group Policy Management Editor % - X
File Action View Help
L AN IRETN 7 Bl 4
\=] Default Domain Policy [WIN-KS3EHBTT48.YESYPENKO Control Panel
w i Computer Configuration i o o
- - Select an item to view its description.  Setting State
~ [] Policies )
| Software Settings _| Add or Remaove Programs
| Windows Settings | Display
| Administrative Templates: Policy definitions _| Personalization
| Preferences _| Printers
~ ﬁ_{ User Configuration ;Programs

w || Policies
| Software Settings
| Windows Settings
w [] Administrative Templates: Policy definitions
~ | Control Panel
| Add or Remove Programs

| Display

| Regional and Language Options

=] Always open All Control Panel ltems when opening Control ...

Hide specified Control Panel items Not configured
Not configured

Enabled

Prohibit access to Control Panel and PC settings

=] Show enly specified Control Panel items Not configured

=] Settings Page Visibility Not configured

Pucynok 3.23 — 3a0oponenuii noctyn o «I[lanemni kepyBaHHs»

Ecunenxo B. L

Tonosus O. C.

ITionuc
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3a00pOHSIEMO AOCTYII 0 KOMAHIHOIO psijika (puc. 3.24).
Komanauuii psagox y Windows BUKOPUCTOBYETBCS JUIsl 3aITyCKY KOMaH, sIK1 BUKO-
HYIOTh PO3IIUPEH] aaMiHIcTpaTuBHI QyHKIT. OfHAK y pyKaX 3TTOBMUCHHUKIB KOMaH/IHUN

PSAIOK MOYKE BUKOPHCTOBYBATHUCS JUIsl MOPYIICHHS ITICHOCTI cuctemu[1].
7

=/ Group Policy Management Editor L\\) - X
File Action View Help
e nH = HBE T
\=[ Default Domain Policy [WIN-KS3EHIBTT48. YESYPEN ~ System
~ il Computer Configuration X
- Policies Prevent access to the command Setting State
N | Software Settings prompt _ Ctrl+Alt+Del Options
| Windows Settings Edit policy seting _ Display
Bolcy setfing. .
| Administrative Templates: Policy definitic _| Driver Installation
| Preferences Requirements: | Folder Redirection
~ 4 User Configuration At least Windows 2000 1 Group Pelicy

w [] Policies ~ Internet Cormmunication Management

§ Description: y
_| Software Settings This palicy setting prevents users _ Locale Services
| Windows Settings from running the interactive | Logon
~ | Administrative Templates: Policy definitic command prompt, Cmd.exe. This 7 Mitigation Options

policy setting also determines

| Control Panel
whether batch files (.cmd and .bat)

| Desktop

_ Power Management

. can run on the computer. 1 Remavable Starage Access
| Network -
x | Scripts
| Shared Felders If you enable this policy setting and User Profiles
| Start Menu and Taskbar the user tries to open a command -
v [ System window, the system displays a Downloa.d missing .COM components Net configured
Ctrl+ Alt+Del Options message explaining that a setting entury interpretation for Year 2000 Net configured
Display prevents the action. estrict these programs from being launched from Help Mot configured
9 Driver Installation If you disable this palicy setting or do o not display the Getting Started welcome screen at logon Naot configured
| Folder Redirection not configure it, users can run |i=] Custom User Interface Not configured

Internet Communication Manage Prevent access to registry editing tools Not configured

MNote: Do not prevent the computer

Locale Services from running batch files if the on't run specified Windows applications Mot configured
| Logon computer uses logon, logoff, startup, un only specified Windows applications Mot configured
| Mitigation Options or shutdown batch file scripts, or for  |i=] Windows Automatic Updates Mot configured

Pucynox 3.24 — 3a6oponenuii noctyn n0 « Komanaauii psaox»

Jlami HeoOX1IHO HaNAIITyBaTH MOJITUKY JUIsl HapOiB, sika Oy/e BIAMOBIAATH yCIM

npaBuiaM oe3neku (puc. 3.25).
&

2 b

ZL File Action View Window Help
e 2@ X6 H6E

=[ Group Policy Management Editor — O b

File Action View Help

Lol ARl ea NEN 7 B
w i Computer Configuration ~ || Policy - Policy Setting
w || Policies .
. . | Enforce password history 24 passwords remembered
_| Software Settings .
S . | Maximum password age 42 days
w | Windows Settings Mini d 1d
: inimum password age ays
_| Name Resolution Policy .M' X P dlg th 2 h)r .
&‘ Scrlpts (Star‘tup_-"Shuthwn] ] Inimum passwaord leng ] ) characters
p=1 Deployed Printers | Password must meet complexity requirements Enabled
v Fh Security Settings | Store passwords using reversible encryption Disabled
v 5 Account Policies
A Password Policy
4 Account Lockout Polic

Pucynok 3.25 — HanamryBaHHs MOJIITUKY MapoJIiB

3a00pOHSIEMO AOCTYII J0 BCIX 3HIMHUX HAaKOMUYyBayiB

E€cunenxo B. L. Apk.
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3HIMHI IPUCTPOT BPA3JIUBI JI0 BIPYCIB 1 3JIOBMUCHOTO IMPOIPAMHOTO 3a0€3MeYeHHS,

1 SIKIIIO KOPUCTYBaYl 3MOKYTh MIJKIIOUUTH 1X JI0 CBOIX KOMIT IOTEPIB, 1€ MOKE 3apa3UTH

BCIO MEpEKy. 3HIMHI IPUCTPOI TAKOK JJO3BOJISAIOTH 3TOBMUCHUKAM BUAAIATH BEJIUKI 00-

CiAI' JaHHUX 3a KOpOTKI/Iﬁ gac.

o

= Group Policy Management Editor L\\) - >
File Action View Help
e nm2HEET
5] Default Domain Policy [WIN-KS3EHIBTT48.YESYPEN A || Rermovable Storage Access
w il Computer Configuration .
- Palicies All Removable Storage classes: Deny  Setting State
7 Software Settings all access | Set time (in seconds) to force reboot Not configured
“ Windows Settings Edit policy setting CD and DVD: Deny read access Mot configured
_ Administrative Templates: Policy definitic CD and DVD: Deny write access Mot configured
| Preferences Requirements: 1i] Custom Classes: Deny read access Mot configured
v i, User Cenfiguration At least Windows Vista Custom Classes: Deny write access Not configured
~ | Policies Description: = Floppy Drives: Deny read access Mot configured
o Software Settings Configure access to all removable Floppy Drives: Deny write access Not configured
~ Windows Settings storage classes. Removable Disks: Deny read access Not configured
w [ Administrative Templates: Policy definitic |i2) Removable Disks: Deny write access Mot configured

| Control Panel
| Desktop
MNetwaork
| Shared Folders
| Start Menu and Taskbar

a Curetem

This policy setting takes precedence
over any individual removable
storage policy settings. To manage
individual classes, use the policy
settings available for each class.

|2 Tape Drives: Deny read access

Tape Drives: Deny write access
'WPD Devices: Deny read access

1f you enable this policy setting, no |2 WPD Devices: Deny write access

-] All Removable Storage classes: Deny all access Enabled

Not configured
Mot configured
Mot configured
Mot configured

Pucynok 3.26 — 3a0opoHeHwHii JOCTYT /10 BCIX 3HIMHUX HAKOTIMYyBaiB

3abopoHa 36epiranus xem-3HaueHHs: LAN Manager mij yac HacTynmHOi 3MiHH T1a-

PO MPOJIEMOHCTPOBaHA Ha puc. 3.27.

Windows 36epirae xemri mapoiie LAN Manager (LM) y nokanbHiit 6a3i qjaHux Se-

curity Accounts Manager (SAM). 1li xemi LM cnaOki, i 3T0BMUCHUKH

po3mmdpyBaTH iX y GopMar BIAKPUTOTO TEKCTY.
| i

MOXYTb JIETKO

'=[ Group Policy Management Editor L\) - x
File Action View Help
o= 2@ XE = HE
=/ Default Domain Policy [WIN-KS3EHIETT48,YESYPENKD.M Palicy - Policy Set »
| v t CDmP:;'::ZSCDnﬂgumhm | Metwork access: Rermotely accessible registry paths Naot Defin
" o . | Network access: Remotely accessible registry paths and sub-paths Naot Defin
o - \S;i:::::::t:ng; | Network access: Restrict anonymous access to Named Pipes and Shares Not Defin
- 9| Name Resolution Palicy | Metwork access: Restrict clients allowed to make remote calls to SAM Not Defin
) Scripts (Startup/Shutdown) | Network access: Shares that can be accessed anonymously Not Defin
0 Deployed Printers | Network access: Sharing and security model for local accounts Not Defin
v B Security Settings Network security: Allow Local System to use computer identity for NTLM Not Defin
53 Account Policies Network security: Allow LocalSystem NULL session fallback Not Defin
w j Local Policies | Network security: Allow PEU2U authentication requests to this computer to use online identities, Mot Defin
i j Audit Policy | Network security: Configure encryption types allowed for Kerberos Mot Defin
=H Security Options | Metwork security: Force logoff when logon hours expire Disabled
5 Eventlog | Network security: LAN Manager authentication level Not Defin
T Restricted Groups | Network security: LDAP client signing requirements Mot Defin
| 4 System Services | Network security: Minimum session security for NTLM 55P based (including secure RPC) clients Not Defin

Pucynox 3.27 — 3abopona 36epiranus xem-3aauenas LAN Manager
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[Ticist iboro moTpiOHO HaANAIITYBATH MOJITUKY ayAUTY TOJIM BXOAY Ta BUXOIY B
cucremy (puc.3.28-3.29). Lle nae anmiHiCTpaTOPM MOKIIMBICTD BIACTEKYBATH YCi CCAHCH
BXOJTY.

i

I3

= Ly
_;-S' File Action View Window Help - a
“=| 7@ X6l Hm

2 Group Policy Management | P— . .

v & Forest: yesypenko.net |=! Group Policy Management Editor - [m| X

v [55 Domains
v F3 yesypenko.net -
s/ Default Domain Policy @ 'E'|>| 2] B | [ | H =
=/ Map Network rivers

File Action View Help

I 2| Domain Controllers 2‘ Syst.em Senvices * || Subcategery Audit Events
2| kahinl 2‘ R.eglstr_v 46 Audit Credential Validation Success and Failure
21 kabin2 ,% FII_E System 55| Audit Kerberos Authentication Service Success and Failure
1 _; Group Policy Objects - :x:;zt:?:f’;::ii:ii it Audit Kerberos Service Ticket Operations Net Configured
& WMI Filters - dit| Audit Other Account Logon Events Success and Failure
J Starter GPOs =l Metwork List Manager Poli
H':‘ Sites ;.gf Wireless Metwork (IEEE 802

_| Public Key Policies
_| Software Restriction Policie
| Application Control Policie

6 Group Policy Modeling
=+ Group Policy Results

a ‘g IP Security Policies on Actir
3 w || Advanced Audit Policy Co
E ~ &y Audit Policies

a

A Account Logon

Pucynok 3.28 — HanamtyBaHHs ONITUKY ayAUTY TMOAIM BXOAY Ta BUXOIY

&

& s
12 File Actien View Window Help
o AFE X0 Hee

|2, Group Policy Management

A XE\. Forest: yesypenko.net File
v [£4 Domains o
v 5 yesypenkounet | | HE

Action  View Help

s Default Domain 5 .
[ Map Networl i 4 System Services ~ || Subcategory Audit Events
LI
2 Domain Contra 2 E\Teg:t::em i) Audit Account Lockout Mot Configured
kabinl & ey s Audit User / Device Claims Mot Configured
(abing fuf Wired Network (IEEE 802.3) ) Audit G Membershi Not Confi J
a = . 2l Audr rou| embershi [s] onTIgure
- eom . | Windows Defender Firewal o . P P .g
5t Group Policy O Network List Manager Poli ot Audit IPsec Extended Mode Mot Configured
- ] - ) . ) )
¥ W Filters ;AI;'F Wireless Metwark (IEEE 802 oo Audit IPsec Main Mode Not Configured
] Starter GPOs | Public Key Policies s Audit IPsec Quick Mode Mot Configured
T . ok
% e . | Software Restriction Policic o1 Audit Logoff Suceess and Failure
ok Group PD‘!CY Modeling * Application Cantral Policie i Audit Legen Success and Failure
5 Group Policy Results lg IP Security Policies on Acti s Audit Network Policy Server Mot Configured
~ [ Advanced Audit Policy Cor i Audit Other Logen/Logoff Events Net Configured
~ &y Audit Policies i) Audit Special Logon Mot Configured
P 9 9
|55 Account Logon
|55 Account Managem
_:C:I Detailed Tracking
155 DS Access
4 Logen/Logoff

Pucynok 3.29 — HanamtyBaHHs OMITUKY ayAUTY MOA1 BXOAY Ta BUXOIY

Takoxx 3A1MCHIOEMO HaNAIITYBaHHS TOJITUKU ayIWUTy JOCTYIy A0 OO €KTIB

(puc.3.30).
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K1 3HaXOAThCS Ha (PI3UYHUX HOCISIX Y pa3l BUKPAJIEHHS.

e
15 File Action View

e s XEH

Window  Help

5L Group Policy Management
~ i Forest yesypenko.net
~ |£5 Domains
~ 3 yesypenko.net
s Default Domai
= Map Network 1
2| Domain Contrs
2| kabinl
3 kabin2
-t Group Policy O
v WMI Filters
3 Starter GPOs
[ Sites
i Group Policy Madelin
%, Group Policy Results

= Group Policy Management Editor
File Action View Help

&= @ = HE

A System Services

Subcategory

Audit Events

4 Registry 5 Audit Application Generated Not Configured
4 a‘e 5;‘?:11 degeagns || [ElAudit Cerification Services Not Canfigured
2 Wired Network (EEE B023) | )\ i D etailed File Share Not Configured

_| Windows Defender Firewal
_| Metwork List Manager Poli
:_ﬁ,,l\f Wireless Metwork (IEEE 802

i

o] Audit File Share
siv| Audit File System

Success and Failure

Success and Failure

% Public Key Policies | Audit Filtering Platform Connection Not Configured
Software Restriction Policit | Audit Filtering Platform Packet Drop Not Configured

9 Application Control Policie 4 Audit Handle Manipulation Not Configured

8, 1P Security Policies on Actr || % Audit Kernel Object Not Configured

v [] Advanced Audit Policy Col | Audit Other Object Access Events Not Configured
~ 14 Audit Policies £ Audit Registry Not Cenfigured
3 Account Logon £ Audit Removable Storage Not Configured

A Account Managem ) Audit SAM Mot Configured

[ Detailed Tracking 5 Audit Central Access Policy Staging Not Canfigured

5 DS Access
3 Logon/Logaf

5 Object Access

Pucynok 3.30 — HamamTyBaHHS MOJIITUKY ayIUTy TOCTYIYy 0 00’ €KTIB

Takox Heo01xi1HO 3amupyBaTH KOPCTKUM TucK. Lle 3a0e3meunTs 3aXUCT JaHuX,

Jlns pobGouux cranirii 3 Windows 10 Mu MOXeMO HaTaITyBaTH MH(PYBaHHS KO-

pcTkoro aucky uepes BitLocker,

Eranu yBimMxaeHHs BitLocker:

1.

2.

Ha cepBepi 103BOIsIEMO BUKoprcTanHs BitLocker;

Ha cepBepl BMUKAeEMO (DYHKIIIIO 30€peXeHHs BITHOBIIIOBaNIbHOI 1HOGpMailiii Ha AC-

tive Directory (puc. 3.31-3.32);

CTBOPUTHU TAPOJIb JIsl pO30JIOKYBaHHS;

noyatu mudpyBaHHs KOPCTKOTO JTUCKY;

&

=[ Group Policy Management Editor

File Action View Help
e zm = Hml

T

| Server

| System

_| App Privacy
| App runtime

_| Biometrics

Start Menu and Taskbar

w ] Windows Components

~| ActiveX Installer Service

| Add features to Windows 10
App Package Deployment

| Application Compatibility
_| AutoPlay Policies

|| Setting

| Fixed Data Drives
| Operating System Drives
“| Removable Data Drives

|| Disable new DMA devices when this computer is locked

i | Store BitLocker recovery information in Active Directory Domain Services (Window...
|| Choose default folder for recovery password
Choose how users can recover BitLocker-protected drives (Windows Server 2008 an...

|i=] Choose drive encryption method and cipher strength (Windows 8, Windows Server..,
=] Choose drive encryption method and cipher strength (Windows 10 [Version 1511] a...
i=| Choose drive encryption method and cipher strength (Windows Vista, Windows Se...

~ | BitLocker Drive Encryption
| Fixed Data Drives
| Operating System Drives

Provide the unique identifiers for your organization
Prevent memory ovenwrite on restart

\=] Validate smart card certificate usage rule compliance

Pucynok 3.31 — HanamryBanus nomituku BitLocker

State

Enabled

Mot cenfigured
Not configured
Mot configured
Mot cenfigured
Mot configured
Mot cenfigured
Mot configured
Mot cenfigured
Not configured

Ecunenxo B. L

Tonosus O. C.

3mn.

Apx.

ITionuc

Ne doxym.

Hama

KIKKP.6 -125-5-TI3

Apx.

37




&

=] Group Policy Management Editor
File Action VWiew Help

e nm = BE T

~ Server
| Start Menu and Taskbar
~| System
w [ Windows Components
| ActiveX Installer Service
_| Add features to Windows 10
“| App Package Deployment
~| App Privacy
_| App runtime
_| Application Compatibility
| AutoPlay Policies
_| Biometrics
~ || BitLocker Drive Encryption
“| Fixed Data Drives
“| Operating System Drives
| Removable Data Drives

|| Setting State

Allow network unlock at startup Not configured
Allow Secure Boot for integrity validation Mot configured
Require additional authentication at startup Enabled
Require additional authentication at startup (Windows Server 2008 and Windows Vi... Not configured
Disallow standard users from changing the PIN or password Mot configured
Allow devices compliant with InstantGo or H5T! to opt out of pre-boot PIN. Not configured
Enable use of BitLocker authentication requiring preboot keyboard input on slates Mot configured
Allow enhanced PINs for startup Mot configured
Configure minimum PIN length for startup Not configured
Configure use of hardware-based encryption for operating system drives Mot configured
Enforce drive encryption type on operating system drives Mot configured

|| Configure use of passwords for operating system drives Not configured

2] Choose how BitLocker-protected operating system drives can be recovered Enabled

\iz| Configure TPM platform validation profile for BIOS-based firmware configurations  Not configured

Pucynok 3.32 — HanamrryBanas nomnituku BitLocker

¥BeAITL CBIN Napons

<« _@_DQJ BitLocker Drive Encryption ()

CTeOpITE Mapons, Wwob posbnokysaTh Led AncK

MoTpiBHO CTEOPWTK HaAIFHWA Napoak, AKWA MICTUTE BEAWKI T2 Mani ByKEW, YWCAad, CUMBOAK Ta Npobinn,

Beegite napone we pas:

Pucynox 3.33 — CtBopenHst nmaposto aiist po3osokyBanns [TK

Marenk kepyeaHHA

« v 4 @ « Cucr.. » BitLocker Drive Encry... v o Movuyk Ha naHeni kepysanka

BitLocker Drive Encryption

BitLocker gonomarae saxmcTiTv Bawwi dainu i nankw sig HeasToprsosanoro goctyny. Monepegkaiite
HeBakaHmit 4ocTyn 3 BOKy 3N0BMUCHUKIE T3 IHLINX HEAETOPUIOBAHWX KOPUCTYBAYIE, 3 KONN BaM
AATAIRHA RAKARMATARVRATIO KAMA MITAR ANACTA THIMITR 2AVACT

%y BitLocker Drive Encryption (C:)

MounHaETLCA WHNPpPYBaHHA

3auexaiiTe, 40KN HE NOHHETHCH LWNGPYBaHHA.

Pucynok 3.34 — [Touatox mmdpyBaHHS

Ecunenxo B. L

Tonosus O. C.

KIKKP.6 -125-5-TI3

3mn.

Apx.

Ne doxym. Iionuc | dama

Apx.

38




BitLocker

Beeaite napons, wob pozbnokysati LeH Auck

MAATHCHITE KN3RI INSEM, LW T Napoie Nig Yal BEESEHHA.

Pucynok 3.35 — Pe3ynbTar yBIMKHEHHS MIM(PPYBaHHS KOPCTKOTO TUCKY

3.3 TecryBanHsI Ta OLiHKA e()eKTUBHOCTI miCMCTEMH

MPOTECTYBATH HAIILY MEPEXKY.

[Ticnst HamamTyBaHHS BCIE€T MEPEX1 Ta CTBOPEHHS TPYNOBHUX MOJITUK. MoxkemMo

Crnepiry cripoOyeMO HENMpPaBUILHO BBECTH IApOJIb 3 pasH, MO0 3pO3YMITH, YH

IpAaIToE MOTiTHKA TapodiiB (puc. 3.36). Sk 6aunmo, momituka npaigoe (puc. 3.37-3.38).

|HWWM KOpUCTYBaY

kb125_jw l

ST
Yeivt a0: YESYPENKO

Ak yBITU B IHWWIA JoMeH?
R Student

R |HLIWIA KOPUCTYE...

Pucynox 3.36 — Bxin B kopucTyBada
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[HLWKN KOPUCTYBau

The referenced account is currently locked out and may not be
logged on to.

Pucynok 3.37 — brokyBaHHs 00J1IKOBT0 3amucy Micis 3 HEBAAINX CIpoO BBEACHHS Ia-

POIIIO

] Unlock account. This account is cumently locked out on this Active
Directory Domain Controller.

Pucynox 3.38 — @ynkiist 17151 po306J0KyBaHHS 001IKOBOTO 3aITUCy

Ham crnpoOyemMO BCTaHOBUTH MpOrpaMy, B HalloMy BUNAAKy Opaysep “Opera”.

Jlana nporpama Oyia norneperabo 3aBantaxeHa Ha [1K (puc.3.39).

Ews

Lito nporpamy 3a610KOBaHO CUCTEMHUM
aAMiHiCTpaTopoM.

LL|o6 oTpuMaTit AoKNaAHiLLi BIAOMOCTI, 3BEPHITHCA A0 CUCTEMHOND aAMIHICTPATOpA.

Konitosatu Ao 6ydepa o6MiHy

Pucynox 3.39 — Ycninmna nepeBipka rpynoBoi MOJITHKH, SKa 3a00pOHSIE BCTAHOBITIO-

BaTH MPOrpaMu 3BUYATHUM KOPHUCTyBa4am

Tenep mpoTecTyeMo 3a00pOHY JOCTYITY 10 KOMAaHIHOTO PSKa, SKYy MU HAJIAIITO-

ByBaJIH Ha puc. 3.24.
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B¥ Command Prompt

he command prompt has been disabled by your administrator.

to continue

Pucynok 3.40 — Pe3ynbTaT nepeBipku 3a00pOHHU JOCTYITY 10 KOMAaHIHOTO PSIIKY

Taxosx nepeBipuMo uu BigoOpakTUMyroThCs noii y Event Viewer (puc. 3.36).
&

8] Event Viewer |’>’
File Action View Help
&= x1m BIE
@ v Ve o
+ Custom Views I e e B E—
~ [ Windows Logs Keywor.. Date and Time Source EventID  Task C... ~
"—| Application €l Audi... 6/13/2023 9:44:47 PM Micresoft Windo... 4634 Logoff
& Security <, Audi.. 6/13/2023 9:44:47 PM Microseft Windo.., 4624 Legon
—| Setup 9 Audi... 6/13/2023 9:43:47 PM Microsoft Windo... 4634 Logoff
'.—| System Q ... 6/13/2023 9:43:47 PM Microsoft Windo...
'—| Forwarded Events <L Audi.. 6/13/2023 9:42:37 PM Microsoft Windo... 4634 Logoff
Applications and Services Lo| || @, Aydi,.. 6/13/2023 9:43:37 PM Microsoft Winda... 4634 Logoff
24 Subscriptions <L, Audi.. 6/13/2023 9:43:37 PM Microsoft Windo... 4634 Logoff
9L Audi.. 6/13/2023 %:43:37 PM Microseft Windo.., 4634 Logoff
9 Audi... 6/13/2023 9:43:37PM Microsoft Windo... 4634 Logoff
<L Audi.. 6/13/2023 9:42:31 PM Microsoft Windo... 4634 Logoff
L Audi.. 6/13/2023 %:43:21 PM Microseft Windo.., 5140 File Sh...
<, Audi.. 6/13/2023 9:43:21 PM Microseft Windo.., 4624 Legon
@ Audi  £612/9023 G:A2.20 DKA i Winel AB24 | nanff hd
‘ Erimmd ARTA Rirrnre nf WA e camirde andidina o

Pucynox 3.41 — Ilepernsan noniit uepe3 Event Viewer

[TinBoas UM MiACYMOK TE€CTYyBaHHS, KOPIOPATUBHA MEpeXka MPALIOE BIAMOBIIHO 10

MTOCTaBJICHUX 3aBJIaHb Ta MA€ JIOCTATHIN PIBEHb 3aXHUIICHOCTI BiJl IHCAMIEPCHKUX aTakK.

BucHOBKH 10 TPETHOr0 po3ainy

VY tperpoMy po3aim OyJI0 HAIAroaKeHo yce 00alHaHHS MEPEKi, TPUTOTOBIICHO
1o pobdotu cepsep 3 Active Directory ta HalamToBaHO Ha HbOMY TPYIIOBI MOJIITHKH, SKi
HEOOX1TH1 /I 3aXUCTY BiJ 1HCalaepchkux aTta. [I[poTecToBaHO HaJAIITOBAHI MOJITUKU

Oe3IeKu.

E€cunenxo B. L. Apk.
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BHUCHOBKU

VY naniit kBamiikariiHii podoTi Oy10 HaAITOBAaHO OCHOBHUI 3aXUCT Bij 1HCAM-
JIEPCTKUX aTaK.

VY nepromy po3aiii Oysi0 JOCTIHKEHO MPUYWHNA MOTHBAIII] TOPYITHUKIB T4 BUIAH
1HCAWJEpChKUX aTak, METOIM BUSBIICHHS aTakK, HANPUKIAJ: PO3MEXKYBAaHHS IpaB J10C-
Tymy Ta iHmi. Takox 0yJ10 pO3IJIsIHYTO OCHOBHI Bpa3IuBOCTI Ha 6a3i Windows.

VY apyromy po3auti 0ysio onmucaHo Ta moOya0BaHO MEPEKY, SKa BKItoUae B cede 5
MapIIpyTU3aTopiB, 3 KOMyTaTopH, 12 poboumnx cTaHIii Ta cepsep 3 Active Directory, Ta
MIPOAHAJII30BaHO MOYJIMBOCTI BUOPAHHUX MPHUCTPOIB. Takoxk Oyia po3pobieHa cxema aj-
pecartii Mepexi, po3risHyTo BimoMocTi mpo npotokoiu OSPF ta EIGRP, onmcano ocHo-
BHI XapaKTEPUCTUKH Ta HEAOIIKU IIUX MTPOTOKOJIB, pPO3TISTHYTO MOJIEIh 3arp03 Ta PO3PO-
OJIEHO TOJIITUKY O€3MEKH ISl CIIBPOOITHUKIB.

VY TperboMy po3iiii OyJio HaJaro KEHoO O0JIaJIHaHHS MEpeXi: HajamToBaHo |P-
anpecariro, VLAN, mporokonmu OSPF, EIGRP ta SSH. [TinrotoBneno 10 poboTtu cepsep
3 Active Directory ta HaialmroBaHO Ha HbOMY T'PYIIOBI MTOJIITHKH, SIKI HEOOXITHI /IS 3a-
XHUCTY BiJI 1HCaiaepchkux atak. [licis yCminHoro HajlamTyBaHHs, MEPEexXy OyJio mpoTe-
CTOBaHO.

VY pe3ynbrari BUKOHAHHS KBadidikaiiitHoi po6oTH OyJI0 CTBOPEHO Ta MPOTECTO-
BAHO MPOEKT TIJICUCTEMHU 3aXUCTY Bija iHcanaepchkux atak Windows-mepexi Ha 0a3si

Active Directory.

E€cunenxo B. L. Apk.
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CITMCOK BUKOPUCTAHOI JITEPATYPU

. Best Group Policy settings for effective administration. [Exextponnmuii pecypc].

Pexxum noctymy 1o pecypey: https://www.manageengine.com/products/active-

directory-audit/kb/best-practices/best-group-policy-settings.html

. Cybersecurity Foundations - 5: Threats and Malware. [Exektponnuii pecypc].

Pexxum moctymy 10 pecypcey: https://www.rangeforce.com

. What are insider threats?. [Enextponnmii pecypc]. Pexxum goctymy 1o pecypcey:

https://www.ibm.com/topics/insider-threats

. SSH. IIo ue 1 anst yoro?. [Enexrponnuii pecypce]. Pesxxum goctymny 10 pecypcey:

https://hyperhost.ua/info/uk/ssh-shcho-tse-i-dlya-chogo

. Cisco 7200 Series Routers. [Enexrponnuii pecypc]. Pexxum goctymy mo pe-

cypcy:https://www.cisco.com/c/en/us/support/routers/7200-series-

routers/series.html

. Cisco Catalyst 2960. [Enextponnmii pecypc]. Pexxum moctymy a0 pecypcey:

https://www.cisco.com/c/en/us/support/switches/catalyst-2960-series-

switches/series.html

. Threat Modeling. [Enextponnuii pecypc]. Pexum gocrymy g0 pecypcey:

https://owasp.org/www-community/Threat Modeling

. Man in the middle (MITM) attack. [Enextponnuii pecypc]. Pexxum noctymy 1o

pecypcy: https://www.imperva.com/learn/application-security/man-in-the-

middle-attack-mitm/

. How to Prevent DDoS Attack on Router. [Enektponnuii pecypc]. Pexxum mo-

cTymy g0 pecypcy: https://ddos-guard.net/en/blog/how-to-prevent-ddos-attack-

on-router

10. Difference between EIGRP and OSPF. [Enextponnuii pecypc]. Pexxum mo-

crymy 1o pecypey: http://surl.li/imjf

11. Group Policy Management in Active Directory. [Enekrponnuii pecypc]. Pe-

UM JIOCTYITy 110 pecypcey: https://woshub.com/group-policy-active-directory/
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HNonatok b Jlictuar koHdIrypariii npucTpoin

R-1 ip nat outside

Current configuration : 1807 bytes Ip virtual-reassembly in
! shutdown

I Last configuration change at 14:50:03 duplex auto

UTC Thu Jun 22 2023 speed auto

upgrade fpd auto !

version 15.2 interface FastEthernet0/1
service timestamps debug datetime msec no ip address

service timestamps log datetime msec ip nat outside

service password-encryption ip virtual-reassembly in
! shutdown

hostname R-1 duplex auto

! speed auto
boot-start-marker !

boot-end-marker interface FastEthernet1/0
! ip address 196.191.1.1 255.255.255.252
! Ip nat inside

enable secret 5 Ip virtual-reassembly in
$13yQhk$/8WZ89JeMnBUT 3jwOKcnz duplex auto

1 speed auto

| |

no aaa new-model interface FastEthernetl1/1
no ip icmp rate-limit unreachable Ip address 196.191.2.1 255.255.255.252
! Ip nat inside

! Ip virtual-reassembly in
ip cef duplex auto

no ipv6 cef speed auto

I I

multilink bundle-name authenticated I

! router eigrp 6

I network 192.168.122.0

username admin privilege 15 secret 5 network 196.191.1.0

$1$WhTb$lprH- redistribute ospf 6 metric 100000 2 255
gOH7wWfH4AAIGbnWIM1 1 1500

! !

redundancy router ospf 6

! redistribute eigrp 6 subnets

! network 196.191.2.0 0.0.0.3 area 0
ip tcp synwait-time 5 !

! ip forward-protocol nd

! no ip http server

interface FastEthernet0/0 no ip http secure-server

no ip address !
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ip nat inside source list 1 interface
FastEthernet0/0 overload

!

access-list 1 permit 192.168.122.0
0.0.0.255

no cdp log mismatch duplex

!

!

control-plane

!

|

mgcp profile default
|

!

gatekeeper
shutdown

|

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

linevty 04
exec-timeout 60 0
login

transport input ssh
transport output ssh
|

I

End

R-2

Current configuration : 2089 bytes

!

I Last configuration change at 14:52:46
UTC Thu Jun 22 2023

upgrade fpd auto

version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

Hostname R-2

!

boot-start-marker
boot-end-marker

!

!

enable secret 5 $1$zd71$yQZ-
Z0d8iZ8xdU.t6rNUKT,

!

no aaa new-model

no ip icmp rate-limit unreachable
!

!

ip cef

no ipve cef

!

multilink bundle-name authenticated
!

!

username admin privilege 15 secret 5
$1$/HDE$sCya5Mijj1Vv6z1jG.VZ5N4/
!

redundancy

!

!

Ip tcp synwait-time 5

!

!

interface FastEthernet0/0

ip address 196.191.3.2 255.255.255.252
ip nat inside

ip virtual-reassembly in

duplex auto

speed auto

!

interface FastEthernet0/0.10

Ip nat inside

ip virtual-reassembly in

!

interface FastEthernet0/1

no ip address
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shutdown

duplex auto

speed auto

|

interface FastEthernet1/0
ip address 196.191.1.2 255.255.255.252
Ip nat inside

Ip virtual-reassembly in
duplex auto

speed auto

|

interface FastEthernetl/1
ip address 196.191.5.2 255.255.255.252
Ip nat inside

Ip virtual-reassembly in
duplex auto

speed auto

|

interface Ethernet2/0

no ip address

duplex half

|

interface Ethernet2/0.10
encapsulation dot1Q 10
ip address 196.191.10.1 255.255.255.0
I

interface Ethernet2/1
no ip address
shutdown

duplex half

|

interface Ethernet2/2
no ip address
shutdown

duplex half

|

interface Ethernet2/3
no ip address
shutdown

duplex half

|

I

router eigrp 6

network 196.191.1.0
network 196.191.3.0

network 196.191.5.0

network 196.191.10.0

!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

!

ip nat inside source list 1 interface
Ethernet2/0.10 overload

!

access-list 1 permit 192.168.122.0
0.0.0.255

no cdp log mismatch duplex
!

control-plane
|
!
mgcp profile default
|
gatekeeper
shutdown
|
!
linecon 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1
linevty 04
exec-timeout 60 0
login
transport input ssh
transport output ssh
|
I
End

R-3
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Current configuration : 1879 bytes

|

I Last configuration change at 14:58:08
UTC Thu Jun 22 2023

upgrade fpd auto

version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname R-3

!

boot-start-marker

boot-end-marker

!

!

enable secret 5
$13b1TOSPrH70HX8bz6FKIQMZb2T1
/

!

no aaa new-model

no ip icmp rate-limit unreachable

!

!

ip cef

no ipve cef

!

multilink bundle-name authenticated
!

!

username admin privilege 15 secret 5
$1$R6dg$hUjdbVYuP6cT3HgENZUCG
0

!

redundancy

!

!

ip tcp synwait-time 5

!

!

interface FastEthernet0/0

ip address 196.191.3.1 255.255.255.252
Ip nat outside

Ip virtual-reassembly in

duplex auto

speed auto

|

interface FastEthernet0/1

ip address 196.191.4.1 255.255.255.252
ip nat outside

Ip virtual-reassembly in

duplex auto

speed auto

|

interface FastEthernet1/0

no ip address

shutdown

duplex auto

speed auto

|

interface FastEthernetl1/1

no ip address

shutdown

duplex auto

speed auto

|

!

router eigrp 6

network 196.191.3.0

redistribute ospf 6 metric 100000 2 255
1 1500

|

router ospf 6

redistribute eigrp 6 subnets
network 196.191.4.0 0.0.0.3 area 0
|

ip forward-protocol nd

no ip http server

no ip http secure-server

|

I

I

access-list 1 permit 192.168.122.0
0.0.0.255

access-list 1 permit 196.191.3.0 0.0.0.3
access-list 1 permit 196.191.4.0 0.0.0.3
access-list 1 permit 196.191.10.0
0.0.0.255

access-list 1 permit 196.191.100.0
0.0.0.255
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access-list 1 permit 196.191.20.0
0.0.0.255

access-list 1 deny any
no cdp log mismatch duplex
|

I

I

control-plane

|

!

!

mgcp profile default
|

!

!

gatekeeper

shutdown

|

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

linevty 04
exec-timeout 60 0
login

transport input ssh
transport output ssh

|

I

End

R-4
Current configuration : 2446 bytes
|

I Last configuration change at 15:01:19

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption
|

hostname R-4

I
boot-start-marker
boot-end-marker
I

I

enable secret 5

$1$cN5B$pQ98XzYFLo6fgLE7u7WPC

0

I

no aaa hew-model

no ip icmp rate-limit unreachable

ip cef

no ipve cef

!

multilink bundle-name authenticated
!

!

!

username admin privilege 15 secret 5

$1$a0V0$hKF771Vgt/6hQOgK CudBE.

!

redundancy

!

!

ip tcp synwait-time 5

!

!

interface FastEthernet0/0
no ip address

ip nat outside

ip virtual-reassembly in

UTC Thu Jun 22 2023 shutdown
upgrade fpd auto duplex auto
version 15.2 speed auto
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interface FastEthernet0/1
ip address 196.191.4.2 255.255.255.252
duplex auto

speed auto

|

interface FastEthernet1/0
ip address 196.191.6.2 255.255.255.252
Ip nat outside

Ip virtual-reassembly in
duplex auto

speed auto

|

interface FastEthernetl/1
ip address 196.191.2.2 255.255.255.252
Ip nat outside

ip virtual-reassembly in
duplex auto

speed auto

|

interface Ethernet2/0

no ip address

Ip nat inside

Ip virtual-reassembly in
duplex half

I

interface Ethernet2/0.100
encapsulation dot1Q 100
ip address 196.191.100.1 255.255.255.0
Ip nat inside

Ip virtual-reassembly in

|

interface Ethernet2/1

no ip address

shutdown

duplex half

|

interface Ethernet2/2

no ip address

shutdown

duplex half

|

interface Ethernet2/3

no ip address

shutdown

duplex half

|

router ospf 6

network 196.191.2.0 0.0.0.3 area 0
network 196.191.4.0 0.0.0.3 area 0
network 196.191.6.0 0.0.0.3 area 0
network 196.191.100.0 0.0.0.255 area 0
|

ip forward-protocol nd

no ip http server

no ip http secure-server

|

!

ip nat inside source list 1 interface
Ethernet2/0.20 overload

|

access-list 1 permit 192.168.122.0
0.0.0.255

access-list 1 permit 196.191.2.0 0.0.0.3
access-list 1 permit 196.191.4.0 0.0.0.3
access-list 1 permit 196.191.6.0 0.0.0.3
access-list 1 permit 196.191.10.0
0.0.0.255

access-list 1 permit 196.191.100.0
0.0.0.255

access-list 1 permit 196.191.20.0
0.0.0.255

access-list 1 deny any

no cdp log mismatch duplex

|

I

control-plane

|

!

mgcp profile default

|

I

I

gatekeeper

shutdown

|

I

line con 0

exec-timeout 0 0

privilege level 15
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logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

linevty 04
exec-timeout 60 0
login

transport input ssh
transport output ssh

|

End

R-5

Current configuration : 2378 bytes

|

I Last configuration change at 15:03:03
UTC Thu Jun 22 2023

upgrade fpd auto

version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

I

hostname R-5

I

boot-start-marker

boot-end-marker

I

I

enable secret 5
$1$vOgr$cE17FMNgWOkVnE9gssylyl
I

no aaa new-model

no ip icmp rate-limit unreachable

!

!

ip cef

no ipv6 cef

!

multilink bundle-name authenticated
I

!

username admin privilege 15 secret 5
$1$5GVg$pphvlig/VmHO5eL7Dyma4db
1

!

redundancy

|

!

Ip tcp synwait-time 5

|

interface FastEthernet0/0

no ip address

shutdown

duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

|

interface FastEthernet1/0

ip address 196.191.6.1 255.255.255.252
Ip nat outside

ip virtual-reassembly in

duplex auto

speed auto

|

interface FastEthernetl1/1

ip address 196.191.5.1 255.255.255.252
ip nat outside

Ip virtual-reassembly in

duplex auto

speed auto

I

interface Ethernet2/0

no ip address

ip nat inside

ip virtual-reassembly in

duplex half

|

interface Ethernet2/0.20
encapsulation dot1Q 20

ip address 196.191.20.1 255.255.255.0
Ip nat inside
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Ip virtual-reassembly in

!

interface Ethernet2/1

no ip address

shutdown

duplex half

!

interface Ethernet2/2

no ip address

shutdown

duplex half

!

interface Ethernet2/3

no ip address

shutdown

duplex half

!

!

router eigrp 6

network 196.191.5.0

network 196.191.20.0
redistribute ospf 6 metric 100000 2 255
11500

!

router ospf 6

redistribute eigrp 6 subnets
network 196.191.6.0 0.0.0.3 area 0
!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

!

ip nat inside source list 1 interface
Ethernet2/0.100 overload

!

access-list 1 permit 192.168.122.0
0.0.0.255

access-list 1 permit 196.191.5.0
0.0.0.255

access-list 1 permit 196.191.6.0
0.0.0.255

access-list 1 permit 196.191.10.0
0.0.0.255

access-list 1 permit 196.191.100.0
0.0.0.255

access-list 1 permit 196.191.20.0
0.0.0.255

access-list 1 deny any

no cdp log mismatch duplex

|

I

control-plane

|

!

mgcp profile default

|

!

gatekeeper

shutdown

|

!

line con 0

exec-timeout 0 0

privilege level 15

logging synchronous

stopbits 1

line aux 0

exec-timeout 0 0

privilege level 15

logging synchronous

stopbits 1

linevty 04

exec-timeout 60 0

login

transport input ssh

transport output ssh

|

I

end
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