MiHICTEpPCTBO OCBITU 1 HAYKH Y KpalHH
JlepskaBHuii yHiBepeuTeT « KHTOMUPCHKA MOJITEXHIKA))
dakynbTeT iHGOPMaLiiiHO-KOMIT'FOTEPHUX TEXHOJIOT1H
Kadeapa komm roTepHOT iHkKeHepll Ta KIoepOe3neKku

IMMOSICHIOBAJIBHA 3AIIUCKA
10 BUITYCKHOI KBasi(ikaniiHol podoTn OakazaBpa

Ha TeMy: «IIpO€eKT LeHTpy cepTUdIKALIT s
kopriopatuBHOi Windows-MepexKi oprasizamiin

BukoHasa ctyaeHTka 4-ro kypey rpynu Ki-19-1

cnewianbHocTi 123 «Komm'toTepHa iHKeHepIsi»

M AHacracis ['anbyuH

KepiBHHK K. M. H., JJOLICHT Ig(b KI ta Kb

g@_ Onena ["onoBHS

Peuensenr 3asinysau kadeapu Kl ta Kb, K. T. H., 10LEHT

D\Hﬂpiﬁ € pimeHko

Kutomup — 2023




JlepkaBHui yHIBepcHTeT « KUTOMHPCBKA MOMITEXHIKa»
DakynbTeT IHGOPMALIHHO-KOMIT IOTEPHUX TEXHOJIOTIH
Kadenpa komn’toTepHoi iHkeHepil Ta Kibepbesneku
CrneuwanbhicTs 123 «Komn'oTepHa iHxkeHepis»
OcBitHs nporpama «Komm'toTepHa iHKeHepis»

SATBEP/DKVIO
3aBiayBay

Kaeapu KOMIT' FOTepHOT

“ae

é]&ﬁﬂﬂpﬂT\aKifiepGeiiﬂeKH
/—@%Hﬂpiﬁ € dimeHko

1 Gepesus 2022 p.

3ABIAHHJSI
Ha BUITyCKHY KBaJll(pikaliliHy poboTy OakamaBpa

Crynent: ['anbunn Anacracis BikropisHa

lema pobotu: «llpoekt uentpy ceprudikauii ans kopnoparusaoi Windows-mepexi

Oprasi3arnii

3aTBep/keHa Hakasom yHiBepcutety Bij | Oepe3ns 2023 p. Ne 98/c
TepMiH 31a4l CTyAeHTOM 3aKiHUeHOI poboTH 24 yepsHs 2023 p.

BuxiaHi gaHi poOoTH: 00’€KTOM AOCTIUKEHHS € MiACHCTEMH cepTHdikalii
it Windows-mepeski opraHizalii, 110 BUKOPHCTOBYIOTHCS /s aBTeHTHdiKaLil
KOPHCTYBau1B, 3a0e3Me4YeHHs Oe3NeKku 1aHUX Ta 3a0e3MeveHHs KOHTPOIIO A0CTYITY
10 peCypCiB Mepexi; MpeaIMeTOM IOCITIKEHHs € TEXHOJOTl Ta MEeTOMH, IO
BUKOPUCTOBYIOTBCS Yy  mijacucremax ceptudikauii  mis  Windows-mepeii

opraHizauli, Taki K cepTU]IKaTH.

O0stagHaHHs Ta mporpamHe 3a0e3neyeHHs:

1. GNS3

2. GNS VM

3. Oracle VirtualBox

4. Windows Server 2019 Standart

5. Windows 10




FOHCYJIBTAHTH 3 BUITYCKHOT KBali(ikauiiiHOT poOOTH i3 3a3HaYEHHIM PO3/iiB,

110 1X CTOCYIOTBCS

- [Tignuc, para
Po3aL1 KoHcynbTauT ~
3aB/1aHHS BU/IaB 3aBjlaHHS TIPHHHSB
1 Fonosus O.C. | ©r03.20.73 () 031005 V2
2 [onosus O. C. |0/ 03.9093 (P N 13 2003 S
3 ["'onosnus O. C. OF 0% 2093 o/ 03, Paali: WZ §¥

CTyaeHTKa g—

KepiBHuK

Kanenaapuuii niian

AHacTacig ['ajpuyuH
Onena 'o10BHS

\o

Has3Bu eTamnis

TepMmiH BUKOHAHHS

| S . [TpumiTka
31| BHILYCKHOI KBaji(ikauiiHOI poboTH eTaniB poOoTH
1 | [locTaHoBKka 3aBaaHHs 01.03.2023-07.03.2023
Z | AHa3 JiTepaTypHHUX JKepel 08.3.2023-25.03.2023
3 Auaiz 06’eKTa 10C/TiKeHHS 26.03.2023-04.04.2023
- AHasi3 aHaJIOTYHUX PO3POOOK 05.04.2023-19.04.2023
> | Bubip oOnagHanHs 20.04.2023-26.04.2023
65 | HamawtyBanHs Active Directory 27.04.2023-6.05.2023
7| HanawryBanus Server Certification 7.05.2023-23.05.2023
g | CtBOpeHHs cepTUdikaTa 24.05.2023-31.05.2023
TectyBaHHs npaue3aaTHOCTI
9 01.06.2023-04.06.2023
| ceprudikara
[0 | HamucanHs nosCHIOBaJIbHOI 3aIMHCKH 05.06.2023-24.06.2023
11 | 3axucer | 27.06.2023

CtyaeHTKa z%&&ﬂ!;_AHaCTaCiﬂ [‘anbyuH
KepiBHHK @Oneﬂa [onoBHS

\\0‘!




PEDEPAT

3BIT 3 KypCOBOi POOOTH CKIada€ThCs 31 BCTYILY, TPhOX PO3/iJiB, BACHOBKY
Ta CMHUCKY BUKOPHUCTAHOI JIITEPaTyPH.

TekcroBa wacTHHa BuKiIazeHa Ha 71 CTOpIHKAax JpyKOBaHOIO TEKCTY.
CHHCcOK BUKOPUCTaHUX uKeped MicTuTh 10 HaliMeHyBaHb i 3aiimMae 2 cTopiHku. B
po0oT1 HaBeeHO 100 pucyHKiB Ta 4 TadaMLII.

Metoto KBasmiKaliiHOi podOTH € po3ropTaHHs cepsepa cepTudikauii s
Windows-Mepeski opraHisaiiii Ta iioro BUKOpPHCTaHHs 15 3a0e3neveHHs: Oe3MeKy 1aHNX
Ta JJOCTYIY 110 HUX Y MEPEKEBOMY CepeIOBHILI.

Y nepuiomy po3aiii 0ys10 BAKOHAHO OIMKC TEOPETHYHUX BiJIOMOCTEIA.

Y npyromy posaiil onucaHo 0a3oBi HamamTyBaHHsS Windows Server Ta
Active Directory.

Y TpeTbOMy pO31ill onucaHo HajawmTyBaHHs Active Directory Certificate
Services Ta cepTudikary.

BuCHOBKH MICTATB B COO1 pe3ysibTaTH BUKOHAHOT pOOOTH.

Kimrovosi cioBa: Active Directory, Certificate Services, Windows Server,

ceptudikar, ceptudikat SSL.
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ANNOTATION

The explanatory note contains of an introduction, three chapters, a
conclusion and a list of references.

The text part is presented on 72 pages of printed text. The list of references
includes 10 titles and occupies 2 pages. The paper contains 100 figures and 4 tables.

The purpose of the qualification work is to deploy a certification server for
an organization's Windows network and use it to ensure data security and access in
a network environment.

The first section describes the theoretical background.

The second section describes the basic settings of Windows Server and
Active Directory.

The third section describes the settings of Active Directory Certificate
Services and how to create a certificate.

The conclusion contains the results of the work performed.

Keywords: Active Directory, Certificate Services, Windows Server,

certificate, SSL certificate.

Tanvuun A. B., Apx.

KKIK.KP.b—-123-3-113

Tonosus O. C.

3mn. | Apk. Ne dokym. Iionuc | Hama




PO3/ILJT 1. OCOBJIMBOCTI POBOTU LIEHTPIB CEPTU®IKALII Y

KOMITTOTEPHUX MEPEJKAX ....cooiiiiiiiiiieie e 9
1.1 TTOHATTS TIPO HEHTP CEPTUDIKALIIT .vvvveevrereiireeesirieesireesssseesssiseessssneesssneeans 9

1.2 OcHOBHI aCIIEKTH OpTaHi3allii BIaCHOTO HEHTPY CEPTUPIKAIT ......vveeeeee. 10

1.3 SSL CEPTUMIKATH .....ccvveeierieiieeeiee et 11

1.4 Peamizaliii cepBepa CEPTHUMIKAIIIT....vvvveeirrrreeireresiiieresineeesseeessieeesssseessnsnes 14
BUCHOBKU JIO TIEPIIOTO POBIIIILY «rrvveersrresnreessneessnesasseeessseessneessnesssnessnsessnsesensneessnes 17

PO3 1T 2. HAJTAIUTYAHHA bA30BUX TA JOAATKOBUX

HAJIAIITYBAHD JIOMEHY ...ttt 18
2.1 CTBOPCHHS MEPEIKI.1vvreiuvrreeisrrressinessssresssssenssssseesssssssessssessssssssssnssesssssseessnes 18
2.2 BuOip oOnagHaHHS AJI1 OPraHi3aii POOOTH MEPEHKI ...eerverrverrrreeerneernens 19
2.3 BcTaHOBIEHHA WINAOWS SETVET ....coiiviiiiiiiiiiiiiie ettt 21
2.4 bazoBe HAMAIITYBAHHSA ACtIVE DIF€CtOTY ....vvviiiiiiiiiiiee e 23
BUCHOBKH 1O JIPYTOTO POBIIIITY . vvvveeiurreesisrerssssresesssnsssssesssssessssssesssssssssssssessssssessnnes 40

PO3/ILJT 3. CTBOPEHHS TA HAJTAIUTYBAHHS CEPBEPA CEPTU®IKAILIIL

................................................................................................................................... 41
3.1 BcTaHOBNIEHHS Ta HATAIITYBAHHS CEPBEPA CEPTUPIKALIT ...vvervveerereernienene 41
3.2 CTBOpEHHS 3aMUTY HA CEPTUPIKAT ...veevveeirieriiieiiieeieeesieeesiieesiieeseeesnee e 54
3.3 CTBOPEHHS CEPTUPTKATY ...veervveeinreeeieeastreesireessneesnneessseeasseeesnneesnnessneesnnessnns 59
3.4 TIepeBIPKA TPAIICBIATHOCTL ... veeiuvreenteeetreesireessressnreesnseessseeessneessseessseesnsessnns 65
BUCHOBKH JIO TPETBOTO POBIILITY - vvvenreessresasseeassneessneesnnesssessssessssssessneessnessnsessnsesenns 69
BUICHOBK.......ooiiiiiiiiii ettt st nne b 70
CIHIMCOK BUKOPUCTAHUX JIKEPEJL.......oooiiiiiiiiiiiieeeee e 71
Tarvwun 4. B, r

KKIK.KP.b—-123-3-113

Tonosus O. C.

3mn.

Apk. Ne 0okym. Iionuc | Hama




[NTEPEJIIK YMOBHHNX CKOPOYEHb

[1K — nepcoHaIbHUN KOMIT FOTE.
AC — Active Directory.

CA - Certification Authority

CS - Certification Server

CSR - Certificate Signing Request
SSL - Secure Sockets Layer.

PCA - Private Certificate Authority.

OC - omeparriifHa cucTema.

LCK — ueHTtp cepTudikariii KJIr04iB.

1S - Internet Information Services

DNS - Domain Name System
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BCTYII
AkTyajabHicTh TemH. CepBep cepTudikaiii € ayxe BaXJIHBOIO CKJIaJ0BOIO
iHppacTpykTypu Oe3neku [HTepHETYy, OCKUIBKM BIH 3a0e3rnedyye MOKIHMBICTD

MepeBIPKU aBTCHTUYHOCTI ITUPOBUX cepTU(DIKATIB Ta 3a0e3Medye iXHIO O€3IEKYy.

3 #ioro AOMOMOrOI0 MOKHA 3a0€3MEUMTH 3aXMCT BiJ IIaxpaiCcTBa Ta 1HIIUX
aTak, fKl CHpsAMOBaHI Ha MiAPoOKYy 1udpoBUX cepTudikariB. 30Kpema, 3a
JIOTIOMOTOI0  cepBepa cepTudikailli MOXKHA TMEpeBIpUTH, YH € cepTudikar
BIJIMOBITHUM /O TMYOJIYHOTO KITFOYa, SIKHA BUKOPUCTOBYETHCS ISl ITUGPYBaHHS

JIAHUX Ta 3a0€3IMeUeHHsI IXHbOT KOH(I1ACHIIHHOCTI.

Kpim Ttoro, cepBep ceprudikaiii 3abe3neuye MOMKIUBICTb BCTAaHOBJICHHS
0e3MeyHoro 3'eAHaHHS MDK KIIEHTOM Ta CEpBEPOM, IO € BaXIUBUM IS
3a0e3MedeHHs] Oe3MeKu BIAMOBIAHOCTI 3 MDKHApPOJHHMMH CTaHIapTaMH Ta

3aKOHOJaBCTBOM.

Metoro kBajiikauiiinoi podoTH € po3ropTaHHs cepBepa ceprudiKarii s
Windows-mepexi oprasizariii Ta 1oro BUKOPUCTAHHS s 3a0€3MEeUCHHS OS3IeKH TAaHUX

Ta JOCTYITy 0 HUX Y MEPEKEBOMY CEPEIOBHILIL.

006’exTOoM JociigxkeHHs € miacuctemMu ceprudikamii s Windows-mepexi
oprasizaiii, 110 BHKOPHUCTOBYIOTbCA JJi1 aBTEHTU(QIKAIli KOPUCTYBaUiB,

3a0e3nedeHHs 0e3MeKn JaHUX Ta KOHTPOJIIO TOCTYITY 10 PECYPCIB MEPEXKI.

IIpeaMeTomM gocCaigKeHHsI € TEXHOJOTI Ta METOMU, IO BUKOPUCTOBYIOTHCS

y miacuctemax ceprudikamii st Windows-mepexxi  oprasizamii, Taki SK

ceprudikary.
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PO3JI1J1 1. OCOBJIMBOCTI POBOTH IEHTPIB CEPTU®IKAII VY
KOMIT'FOTEPHUX MEPEKAX

1.1 IoHsATTSA NMpoO HeHTp cepTUdikamii

Hentp ceptudikamii - 1e ycraHoBa ab0 opraHizailis, sSka 3I1HMCHIOE
nporenypy ceptudikaiii TPOAYKTIB, MOCITYr, CHCTEM YMPABIIHHSI Ta I1HIIAX
00'€KTIB BIAMOBITHO JI0 BCTAHOBJIICHMX BHMOT Ta cTaHAapTiB. CepTudikaliis
nepeadavae OLiHKY BIAMOBIAHOCTI 00’ €KTa MEBHUM BUMOTaM 1 IMATBEPXKEHHS MO0

BI/IMOBITHOCTI ITMM BUMOTaM IIUISIXOM BHIa4i cepTudikaTa BigmosigaocTil.

Lentpu ceptudikamii MOXyTb OYTH JAE€pX aBHUMH a00 NpPHUBATHUMHU.
JlepxaBH1 1ieHTpU cepTudikailii 3a3BuYail (yHKIIOHYIOTh Ha PIBHI JE€pXKaBU Ta
3MIACHIOIOTh cepTU(IKAIil0 00'€KTIB, IO MIJIATalOTh 000B'SI3KOBIM cepTudikarii.
[TpuBatHi nieHTpH cepTUdIikalii MOKyTh CTBOPIOBATUCS PI3HUMH OpraHi3allisiMU Ta

KOMITaHISIMH 1 IPOBOAUTH cepTU(ikaliro 00'€KTIB 32 JOOPOBUIBHOIO OCHOBOIO.

Lentpu ceprudikariiii, 0co6JIMBO CTOPOHHI, BUIaIOTh CepTU(HIKATH Ha OCHOBI

KJIACiB, SIK1 BU3HAYAIOTh HAAIMHICT cepTUdiKaTa.

VY tabmumi 1.1 mogano onuc kiaciB. Homep kiacy 3aneXuTh Bil CyBOPOCTI
IporeAyp MepeBIpKH 0COOM BJIACHUKA MM 4yac BUAadl ceprudikata. Yum BUIIHMA
HOMEp KJacy, TUM Ouiblnl HamiiHuil ceptudikat. Tomy ceptudikaty kiacy 5
JOBIPSIOTH HabaraTo OUIbINe, HIK CEPTU(IKATY HIHKUOTO KIIacy.

Tabmuug 1.1 Onuc knaciB cepTudikatis

Knac | Onumc

0 BukoprcTOBYETBCS /I71s1 TECTYBaHHS B CUTYAIlisIX, KOJI TIEPEBIPKH HE TIPOBOIHITICS.

1 BukopuctoByeTbcst ocodamu, siki TOTpeOyIOTh MIATBEPPKEHHS €1eKTPOHHOT MOIITH.

2 BUKOpPUCTOBYETHCS OpraHizamisiMu, Uit SKUX MOTPiOHE MiATBEPIKEHHS 0COOU.

3 BukopucroByeTbes U MAMUCY cepBepiB 1 mporpamHoro 3abesnedeHHs. HesanexHe
HIATBEPKEHHS Ta MepeBipKa 1IEHTUYHOCTI Ta MOBHOBAXKEHB 3/IHCHIOETHCS LIEHTPOM
cepTudikarii.

4 BukopucToByeTbCs A1 OHJIAWH-A1JIOBUX OMepalliif M’k KOMIaHIsIMH.

5 BukopucroByeTbes A1 MPUBATHUX OpraHi3alliif abo ep>kaBHOI CIIy:KOHM Oe3MeKu.

Tanvuun A. B., Apx.
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Hampuknan, nns ceprudikara kmacy 1 Moke 3HAmOOWTHCS BIATOBIAB
CJICKTPOHHOIO TIOIITOIO BiJ BJIACHUKA, 00 MIATBEPAWTH, IO BiH Oaxkae
3apeecTpyBatucs. Take MATBEpIKEHHS € CIa0KOI aBTEHTU(IKAIlIE€I0 BIIACHHUKA.
Jlnst orpumanHs cepTudikata kiaacy 3 abo 4 MaiOyTHIN BJIaCHUK ITOBUHCH
0COOMCTO HaJaTU MPUHANMHI JBa O(IiIiliHI TOKYMEHTH, 110 MOCBIAYYIOTh 0CO0Yy, 1

MITBEPIUTH BIIKPUTHM KITHOY.

1.2 OcHOBHI acnekTH opraHi3auii BJacHOTo HeHTPY cepTHdikamii
Bnacauii neHTp ceprudikanii (mpuBaTHHN TeHTp ceprtudikamii, Private
Certificate Authority, PCA) - ue ceptudikaiiiiHuii meHTp, SKHi BiAMOBIgaEe 3a
BUJIaHHA TU(POBUX CEPTUPIKATIB JIJI1 BHYTPIIIHBOTO BUKOPUCTAHHS B OpraHizarlii.

PCA Moxe OyTu CTBOpEHUN BHYTPIIIHBO B OpraHizallii Ta JI03BOJISIE MIIMUCYBaTH

ceprudikatd A BHYTPINIHIX MOTpeO® ©6€3 HEeOOXIMHOCTI 3BEpTaTUCST [0
30BHIIIHBOTO CEPTU(IKAIIHHOTO IIEHTPY.
BrnacHuii ueHtp ceprudikanii  go3Bosisie  3a0e3neuuTH  Oe3leKy  Ta

KOH(D1ICHIIMHICT JaHUX, OCOOJMBO 3a paxyHOK IHU@pyBaHHS Tpadiky MK
KJIIEHTOM 1 cepBepoM. Kpim Toro, BiH [03BOJIsi€ 3a0€3MEUUTH ayTEeHTU]IKAIIIIO

KOPHUCTYBayiB Ta KOHTPOJIIOBATU JOCTYII JO MEPEKEBUX PECYPCIB.

Opranizaigii MOXXyTh BUKOPHUCTOBYBAaTH BIIACHMM IEHTp cepTudikaitii mss
pPI3HOMaHITHHUX IIIJIeH, 30KpeMa JUisl 3aXHCTy EJEKTPOHHOI IOIINTH, BEO-CaMTiB,
nporpaM Ta IHIIUX CUCTeM. BIH TakoXX [103BOJIsi€E HaJaBaTh cepTUPIKATH IS
BipTyasibhux mpuBatHUX Mepex (VPN), saxi 3a0e3nedyrorh Oe3neKy I1HTEpHET-
3'€IHAHHS MK PI3HUMHU MICII€3HAXO/PKEHHSIMU B OpraHi3aiiii.

Y rtabmuui 1.2 po3risgHeMO niepeBar Ta HENONIKM BJIACHOTO LEHTPY
ceprudikaniil?l,

Tabnuus 1.2 IlepeBaru Ta HEAOIIKU BIACHOTO HEHTPY cepTUdIKAIT

[IepeBarn

Henomiku

Kontpoins: CtBopenHs BiacHoro cepsepa LICK
J03BOJISIE 30epertu KOHTPOJIb Haj
VIpaBIiHHAM cepTH(IKaTaMu, M0 BUIAAIOTHCS

Bapricts: CtBopenHs BinacHoro cepBepa LICK
MOXK€ OyTH JOpOTHMM IPOLIECOM, OCKUIbKU
MOTPIOHI BUTpPATH Ha amapaTHE Ta IpOorpaMHe

Ta BIOKIMKAIOThCA. Lle mo3Bonsie 3abe3neunTy | 3a0e3MeyYeHHs, a TakKoX Ha  MiJrOTOBKY
BUIIIUN PIBEHb OE3MEKH B MEPEXKI. TEXHIYHOTO TIEPCOHATY.
Tanvyun A. B., Apk.
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[Iponosxenns tadbmuii 1.2 TlepeBaru Ta HEAOMIKK BIACHOTO LEHTPY

ceprudikarii

I'myukicte: Bmacuuii cepBep ILICK gae | Cknagnicts: CTBOpEHHS BIIACHOTO cepBepa
MOXUIMBICT,  HamamrtyBath  BuMmorn 1o | [ICK Moke OyTH CKJIagHUM TPOIIECOM JIJIst
ceprudikaTiB, sKi BUAAIOTHCH, 0I00 BOHHM | HecremiamicTiB. HeoOXimHO MaTu  BUCOKI
BIJIMTOB11aIN KOHKPETHHM noTpedaM | 3HaHHA B Taily3i Kpunrorpadii Ta MepexHol
oprasxi3arti. Oe3meKu.

Hezanexwnicte: CTBOpeHHs1 BinacHoro cepmepa | [lintpumka: CTBOpEeHHsS BIacHOTO —cepBepa
LICK no3Bomnsie opranizaiii 0yru HesanexxkHoro | [ICK Bumarae mocTiHOI MIATPUMKHA — Ta
BiJl 30BHIMHIX CcIyX0 ceprudikamii Ta | OHOBICHHS 3 METOIO 3a0e3redyeHHsl Oe3MeKn Ta
3aXUCTUTH ceO€ BiJl MOXJIMBUX arak 3 OOKy | HamilHOCTI cepTudikamiifHol iIHPPaCTPYKTYpH.
3JIOBMUCHUKIB.

3aranom, HasBHICTb BJIACHOTO ILIEHTPY cepTudikaiii Moxxke OyTH KOPUCHHUM
JUIST KOMIIAHIA Ta opraHi3allii, SKUM MOTpiOeH OUIBbIIMK KOHTPOJIb HAJl BHUJIAY€IO
cepTU(]IKATIB Ta YOPABIIHHAM cepTUdikaTaMH, a TaK0X OLIbIIOI THYYKOCTI Yy
BCTAHOBJICHHI TMpaBWJl Ta TOJITAK Oe3neku g CcBoei Mepexi. OpHak,
BUKOPUCTAaHHS BIJIACHOTO LEHTPY cepTudikauli norpedye 3HAYHUX 3yCHIIb Ta
BUTpAT, TOMY IN€pe] MOro CTBOPEHHSM HEOOXIIHO PETEIbHO 3BaXUTH Ha BCl

nepeBaru Ta HeJIOJIIKH 1IbOTO M1IX0Y.

1.3 SSL ceprudikaru
CepBep ceptudikanii (Certificate Authority, CA) - 1me ueHtpangizoBaHui
cepBep, KWW BIAMOBIAE 3a BUAYy HUPPOBUX CePTU(IKATIB, IO MIATBEPIKYIOThH
BIIMOBIAHICTh  MEBHOI  ocoOM, opradizamii  abo  BeO-caliTy  BHUMOTram
kpunrorpadigHoro 3axmcry. HMoro ocHOBHa MeTa € 3a0e3NEueHHs 3aXHIIEHOTO
3'€eTHaHHS MK KIIIEHTOM Ta CEPBEPOM, 3a JOMOMOroro 1udposoro ceptudikara. e
JTa€ MOJKJIMBICTH MiJITBEP/UKYBATH 1IEHTUYHICTh BeO-CaliTy Ta NIOBIPATH Mepeaadl

KOoH(D1eH11HOT 1HPOopMallli, TAKOi K Maposi, 0aHKIBCHKI 1aHi TOLIO.

CSR (Certificate Signing Request) - 1ie k104, IKUi TeHEPYETHCS TIPU 3AIMTI
Ha Bujauy (mianuc) SSL-ceptudikara. CSR sBisie co0010 MIMATOK 3ain@poOBaHOTO
TEKCTY, 110 MICTUTh 1HQOpPMALIIIO PO KOMIaHio Ta JoMeHHe iM's. CSR - ne ¢aiin,

KWW MICTUTH 1HPOpMaIiIO s cepTudikata, B TOMY YUCI BIIKPUTUNA ITyOIYHUAN

KJIFOY.
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SSL ceptudikar (Secure Sockets Layer Certificate) - 1me enekTpoHHUN
JIOKYMEHT, SIKHA BHKOPUCTOBYETHhCS I 3a0e3medeHHs Oe3leku mpu mepeaadi
nanux yepe3 [urepuer. SSL ceptudikat 103Bojsie mudpyBaTH AaHi MK CEPBEPOM
Ta Opay3epoM KOpUCTyBada, o0 3armoOirTd HECAaHKI[IOHOBAHOMY JOCTYITY JO IHX
JAHUX.

Tunu SSL-ceptudikarisll,

SSL. 3 mnepeBipkoro nomeny, ado DV (Domain Validation) SSL.
Ceptudikar 13 IepeBIpKOIO JOMEHY BUIAETHCS OYIb-sIKiM JIIOAMHI, sIKa JOBeJa, 1110
BOHA BOJIOJIE€ JOMEHOM, JJi gKkoro 3anpocusia SSL. Ileil 1oka3 — 1e yHiKaabHUN
cepiiiHuii Homep, sIKui eHTp cepTudikallii 6epe 3 Bamoro sedceprepa ado 3 DNS-
3aIHCiB.

SSL 3 nmepeBipkoro oprani3zanii, a6o OV (Organization Validation) SSL.
SSL i3 nepeBipkoro opraHizailii 03Hauyae, 10 HEHTP cepTUdikailii TakoK MepeBipuB
IM’s1 KOMITaHii Ta ii agpecy B myOmiyHuX 0a3zax maHux. [Hpopmailisi BBOAUTHCS B
cepTudikar 1 3a3BUYail BiI0OpaKaEThCS JIMIIIE TOA1, KOJIM KOPUCTYBa4 HATUCKAE Ha
1KOHKY 13 3aMOYKOM.

SSL i3 po3mmpenoio nepesipkor, a6o EV (Extended Validation) SSL.
Posmmpena mepeBipka OiIbII peTesibHA, HIXK IEpeBipKa JOMEHY YM OpraHizarlii.
[Ipu Bumaui EV cepTtudikariB mnepeBipsrOThCS MpaBa Ha JIOMEH, ICHYBaHHS Ta
MICII€3HAXO[KEHHS KOMIaHI].

SSL ceptudikar Bunaetscsi CepBepom ceptudikamii (Certificate Authority),
SKUU MepeBIpsi€e, U0 BIACHUK IOMEHY, IJIs SIKOTO BUJAAHUM cepTUdikar, I1HCHO Mae
npaBo Ha ioro BukopuctanHs. Ilicns mporo CepBep cepTudikaiii BHIUIAE
enektponHuid SSL ceprudikar, sKkuil MiCTUTH 1HGOPMAIIIO TIPO TOMEH, JJIS SIKOTO
BiH BHUJAHUM, a TaKoX Mpo cepTudikaT BUIABI, TEPMIH Jii cepTudikary Ta

ny0GaiuHuMii kmoy aua mudpysanns ganux,

[Ticns otpumanns SSL cepTtudikary, Be6-caliT MOKe BCTAHOBUTH 3aXUIICHE
3'eHaHHST 3 KopucTyBaueMm 3a jgomnomoror mpotokosy HTTPS. Ile 3abe3neuye

mupyBaHHS JaHUX, K1 MEPEJAIOThCS MIXK CEpBEPOM Ta Opay3epoM KOpHCTyBaua,
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3a0e3neuyroun Oes3rneky miA 4dac nepenayl KOHQiAeHIIHHOT 1H(opMalii, Takoi Ak

napouti, piHaHCOBI JIaH1 TOIIIO.

Takoxx MO)KHa BHUKOpPUCTOBYBaTH cepTudikat SSL, miamucaHuii BIacCHUM
NpUBAaTHUM KiodyeMmM. Tak Bu o0OidgeTech 0e3 1eHTpy cepTtudikamii. Takuii
ceptu(ikaT Ha3UBAETbCS CaMOMiANUCaHUM. MoOro dYacto BUKOPHUCTOBYIOTH

MPOCYHYTI KOPUCTYBal, a TAKOX ITiJT YaC TECTYBaHHs BEOIOIATKIB.

SSL ceptudikati € BaxJIMBOIO CKJIaJ0BOIO Oe3neku B IHTepHeTI Ta €
HEOOXITHUMHU JUIsl 3aXUCTy KOH(IAeHUiNHOI 1H(popmalii KopucTyBadiB. BoHu
BUKOPHUCTOBYIOTBCS B PI3HUX Taly3siX, TaKUX SK €JEeKTPOHHA KOMEpIIid,
OaHKIBCHKUN CEKTOP Ta COIIaIbHI MEPEXI.

Komu LC Bumyckae nudpoBuil cepTudikar, BiH 04IKye, 110 cepTUdikar Oyzae
BUKOPHCTOBYBATHUCS MPOTSITOM BChOTO TEPMIHY MOTO CIy>KOU. AJie Tak HE 3aBXKIU
OyBae. Imomi ceprudikatu ckacoByTh panime. Takuii mpoliiec Ha3UBAIOTh
BIJIKIIMKAHHS CcepTU(]IKATIB - 1€ MpOLEeC, SIKUA BIJIPI3HIE HEAIMCHI 1 HETOBIPEHI
ceptudikatid Big gomyctuMo pgoBipeHux. Skmo IIC HeoOXigHO BIIKIMKATH
ceprudikar aas Bamoro caity, BiH 3Mylrye Google Chrome BigoOpaxaTu
nornepekeHHs JUIs BiBiqyBauis Bamoro caiityl!:

CA MoXxe BIIKIUMKATH cepTU(IKAT BalIOr0 CAWTy MO OAHINA 3 HACTYIMHHUX
TIPUYHH:

- XTOCh CKOMIPOMETYBaB ab0 MiJAO3PIOETHCS B KOMIIPOMETAIlli 3aKPUTOTO
KJtoua Bamoro ceprudikara. (Lle Haitnommpenima npuymHa.)

- CA HenpaBWIbHO BUJAB CEPTU(IKAT 1 BUIYCKAE HOBUM, 1100 3aMIHUTHU
HOTO.

- Cam CA miggaBcst pU3UKy KOMITPOMITAIllii.

- Jlerami Bamioi opraxizaiii, 3a3HaueHi B cepTu(ikaTi, HANPHUKIAA, Ha3Ba
Bamioi opranizaiii, 3Miammmcsa, 1 1[C moBuHEH mepeBuaatu ceprudikar, 1mo0
B1JIOOPA3UTH 110 3MiHY.

- Ceptudikar € He3aKOHHUM abo OyB OOMaHHMM INUIAXOM MiAMUCAaHUN 3

BKpaJCHUM KIIOUCM.
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1.4 Peasizauii cepBepa ceprugikamii

Icnye nmexinbka ciyx0 ceptudikarlii, siki MOXYTb OyTH BHKOPHCTaH1 s
CTBOPEHHSI Ta KepyBaHHS cepTudikatamu. HaiibOiapm nommupennmu € Active
Directory Certificate Services, Windows Server Certificate Authority, OpenSSL for
Windows ta XCA.,

Active Directory Certificate Services (AD CS). Lle cnyx0a ceprudikarii,
sKa HAJAEThCS B MEXaX posiboBoi mocyru Active Directory Ha cepBepax Windows.
AD CS pno3Bosisie Buaady, BIAKIMKAHHS Ta KEPYBaHHS cepTU(IKaTaMH B MEpPExKi
Windows. Bona miarpumye pi3HI THOU cepTU(DIKATIB, BKIIOYAKOUYH OCOOMCTI,

MallluHY, BeO-cepBepy, KogoBi miamucu Tomo (puc. 1.1)F,

% Add Roles and Features Wizard == O X
Nelec Server roles

Select one or more roles to install on the selected server.

Roles

Server Selectio WAA: tive Direclory Certificate Services Active Directory Certificate Services
Server Roles v Active Directory Domain Services (Installed) By o
a Active Directory Federation Servi certification authorities and related

Active Directo ¥ —

ry Services

t Services and o L

Device Healt
v DHCP Server (ins
Confirmation ¥| DNS Server (Installed)
| Fax Server

vices (5 of 12 installed)

1 Hyp
| Network Policy and A
Print and Document

|_| Windows Server Update Services

<Previous | [ Next> | [ cancel
Puc. 1.1 Active Directory Certificate Services

Windows Server Certificate Authority (CA). Lle ponboBa mociyra, sika
Moxe OyTH BCTaHOBJICHa Ha cepBepax Windows sl Bujadl Ta YNpaBIiHHSA
ceprudikaramu. Bona Hamae ¢yHkuioHan ciyx0u ceprudikamii, 30Kpema

ninTpumky CSR, Bugady ceptudikaris, BIAKIUKaHHS Ta KepyBaHHs (puc. 1.2).
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Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in

ActiveX Control

o

= |

¢ Device Manager

o= Disk Management

{d] Event Viewer
Folder

W Local Backup

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Vendor

Microsoft Cor...
tion Manager Microsoft Cor...
P Microsoft Cor...
& Component Services Microsoft Cor...
¥ Computer Managem... Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Group Policy Object ... Microsoft Cor...
g, IP Security Monitor
E,IP Security Policy M... Microsoft Cor...
= Link to Web Address  Microsoft Cor...

Microsoft Cor...

Selected snap-ins:

~ Console Root Edit Extensions...

m

Add >

Advanced...

Microsoft Cor... |~

’ oK M

Puc. 1.2 Windows Server Certificate Authority

Cancel

OpenSSL for Windows. OpenSSL € kpunrorpadiuyHoto 06i01i0TeKO00, KA

nocrynHa 1 g mnatgopmu Windows. [ MokHa BUKOpUCTOBYBATH ISl T€HEpALlii

ceprudikari, ctBopeHHs CSR Ta BUKOHAHHS 1HIIUX KPUOTOrpapiyHUX Omeparliil.

OpenSSL Hagae KOMaHAHUWI PSIOK Ta MPOrpaMHHUM 1HTEpdeic, K T03BOJSAIOTH

KEepyBaTH IPOLIECOM CTBOPEHHsI Ta ynpaBiiHHs ceprtudikaramu (puc. 1.3).
‘ = [=] ﬁ:?-

C:AWindows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011]
opyright (c) 2009 Microsoft Corporation. All rights reserved.

>:\Users\Dima>cd C:\OpenSSL-Wint4

>:\OpenSSL-Win64>cd bin

>:\OpenSSL-Win64\bhin>ope
—out server_csr.txt -s

est.info"

IGenerating a RSA priva

priting new private key to

>:\OpenSSL-Win64\bhin>

req

'server.key’

Puc. 1.3 OpenSSL

-new —newkey rsa:2848 -nodes —-keyout server.key
/C=US/ST=Arizona/L=Phoenix/0=Namecheap/0U=8SL/CN=nct

XCA. XCA € 6e3k0mTOBHOIO MPOrPAMOI0 3 BIIKPUTUM BUXIJTHUM KOJIOM JIJIsI

KepyBaHHA cepTudikaTaMu Ta IPUBATHUMH KitouaMu. BoHa miaTpumye miatgopmy

Windows, Linux, FreeBSD, BSD Tta Mac Ta nHamae rpadiunuii inTepdeiic

KOpPUCTyBa4a I CTBOPEHHS Ta KepyBaHHA cepTudikaramu,

BKJIIOYarO4u
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rerepainito CSR, ctBopeHHs camomianucanux cepTudikariB Ta iHII oneparii (puc.

1.4,

X" X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced Comment

Signing request

Signing

(@) Create a self signed certificate

Signature algorithm SHA 256

Template for the new certificate

[default] CA

|Apply extensions| | Apply subject

Puc. 1.4 XCA

X

?
e

Apply all

oK Cancel

B tabnumi 1.3 HaBeneHO MOPIBHIHHS IepeBar Ta HeJIOIiKiB HaBeICHUX BHUIIES

ciy k0 cepTudikari.

Tabmuusa 1.3 Ciyx0u ceprudikanii

IlepeBaru

Henomiku

AD CS - Iurerpariis 3i ctpykryporo Active
Directory, 110 CIIPOIIy€e YIPaBITiHHS

ceprudikaTaMu B JOMEHI.

- CKJaIHICTh HAJIAIITYBAHHS
Ta KOH(DIrypyBaHHS.

- Po3mmpena ¢yHKI1OHATBHICTD 115
PI3HUX TUIIIB CEPTU(IKATIB Ta
cepTUdiKaliiHUX MOTITUK.

- Bumora 10 HasiBHOCTI
aKTUBHOTIO JI0MeHy Ta poii AD
CS.

- [TliaTprMKa rpyrnoBuX MOJITHK Ta
CIaJIKOBOCTI TIpaB JOCTYITY.

- [lotpeba y
BHCOKONPOAYKTHUBHIH Ta
HaiHHIN 1HPpaCTPyKTYpi
Active Directory.

Windows Server [Tpocra ycraHoBKa Ta

- O0OMexeHa

Certificate Authority HaJIAITYBaHHS Ha cepBepax (GYHKI[IOHATBHICTD MTOPIBHSIHO
Windows. 3 AD CS.
- bazoBa (yHKITIOHANBHICTE 1A - He mae rmmboxkoi iHTerparrii
BUaui cepTu(]ikaTiB Ta KEpyBaHHA | 31 CTPYKTYporo Active
HUMH. Directory.
- MOXITUBICTh TIPAIIOBATH - OOMexeHa MmiITpUMKa
HE3aJIe)KHO Bl aKTUBHOTO JJOMEHY PI3HUX THIIB cepTU(IKATIB Ta
ta AD CS. MOJIITHK.
Tanvyun 4. B., Apk.
— KKIK.KP.5E—123 -3 113
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[Tponorxenus tadauii 1.3 Cnyx06u ceprudikarii

OpenSSL for Windows | - Kpunrrorpadiuna 6i6mioreka 3 - BigcytHiii rpadiunmii
BIIKPUTUM BHUXIJHUM KOJIOM. iHTepdeiic, € nuie iHTEepdeiic
KOMAaHJTHOTO PsIJIKa.
- JocrynHicTh Ha Tutatdopmi - Bumarae nogatkoBoro
Windows Ta MOXJIUBICTh BHUBYCHHSI Ta PO3YMiHHSA
BUKOPUCTAHHS JJISl PI3HUX KpUNTOTpadiuHUX TPUHITHITIB.
KpunrorpadiqHux omneparii.
- 'Hy4KicTh Ta MOKJIMBICTD - BincyTtHicTh roTOBOTO BEO-
HaJIaIITYBaHHS PI3HUX ACTICKTIB iHTepdelicy Ta
Kpunrorpadii. ABTOMATH30BAaHUX IMPOIIECIB.
XCA - [aTyiTuBHMIA rpadiunuil iHTepdeiic | - OOMexeHa miATpUMKa

JUTSL KepYBaHHS cepTU(IKaTaMH.

PO3LIKMPEHOT
(YHKIIIOHANTBHOCTI, TOPIBHSHO
3 AD CS a6o CA.

- [linTpyMKa pi3HUX THITIB
ceprudikaTiB Ta oI
KOH(IrypyBaHHsL.

- MeHm nonyJisipHe pilieHHs,
1110 MOKE€ MaTH OOMEKEHY
JIOKYMEHTAIJIO Ta CIIBHOTY.

- Jlerke CTBOpEHHSI Ta yIpaBIIiHHS
ceptudikaTaMu Ha OCHOBI BJIACHO1

iHppacTpykTypu PKI.

- Bumarae nogaTkoBoro
BCTAHOBJICHHS Ta
KOH(IrypyBaHHSI.

OT:xe, TOPIBHSABIIM BC1 MIEpeBaru Ta BpaxyBaBIlld BCl HEJOJIKHU, OYyJ0 0OpaHo

Active Directory Certificate Services, Tak sk BiH Mae rpadiunuii iHTepdeiic Ta Mae

HaWOUIBITY (DYHKIIOHATBHICTb.

BucHOBKHM 10 mepuioro po3aiiay

B nmanomy po3gini Oyn0 HaBeAEHO TEOPETHUYHI BIIOMOCTI Ta PO3TIISIHYTO

nepeBaru Ta HEAOJIKH BIIACHOTO cepBepa cepTudikarii. Takox mpoaHanizoBaHO

BioMocTi npo ceptudikat SSL. [lopiBHIOBanucs [eKUIbKa METOIB peai3amii

ciyx0 ceprudikarii taki sik, Active Directory Certificate Services, Windows Server

Certificate Authority, OpenSSL for Windows ta XCA. Po3risHyBIIz BCi TiepeBaru

Ta Hemomiku Oyio oopano Active Directory Certificate Services.
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PO3JILJ 2. MPOEKTYBAHHS KOPIIOPATHUBHOI WINDOWS-MEPEXI
HA BA3I JOMEHY ACTIVE DIRECTORY
2.1 CTtBOpeHHs MepexKi.

JJ1ist CTBOpEHHSI Mepexi 0yJI0 BUKOPUCTAHO MapIIPyTU3aTOP, KOMYTATOp, J1Ba

cepBepa i aBa podoui craniii (puc. 2.1). B Tabmumi 2.1 moka3aHo cxemy ajapecarii

mepexi 193.191.3.0/26.

Tabmuus 2.1 — Aapecartist Mepexi

.. | InTtepdeiic/Mepexunii ) IHped
Mepexa/npucrpiit ananTep/lLios IP-agpeca Macka ik
Tliamepesa A - 193.1913.0 | 2855255.255.192 | /26
Mapupyrusatop Eth0/0 193.191.3.1
R 1913 1 255.255.255.192 126
Komyrarop Vlan 1 193.191.3.2
SW.101.3.2 255.255.255.192 126
PoGoua crauiiis MepexHuit agantep 193.191.3.8 255.255.255.192 /26
Serv_191 3 1 I111r03 3a 3aMOBUY. 193.191.3.1 - .
PoGoua crauiis MepexHuit agantep 193.191.3.9 255.255.255.192 /26
WS _191.3 1 1103 3a 3aMOBUY. 193.191.3.1 . -

Serv-191-3-3-1 Windows_10_64_bits1-1

Puc. 2.1 Tononoria Mmepexi
VY 3B’s13Ky pecypCHUMHU OOMEKEHHSIMU ITi/1 4ac MOJCIIFOBAHHS JaHOT MEpexi
Ta HaJAMITYyBaHHA y HIW cepTudikamii, y naHii kBamidikamiiiHii poOOTI MU
OOMEXWJIHCS MOJICTIOBAHHSM HEBEJIUKOI YaCTHUHM Mepexi. 3a HEOoOXITHOCTI IO
MOJIENIb MOK€ OYTH PO3IMIMPEHO JUIsl MOBHOIIHHOTO BUKOPHUCTAHHS HEBEIHMKOIO
OpraHizali€ro 3a paxXyHOK 30UIbIIEHHS KUIBKOCTI MPOMIXKHUX MEPEKHUX MPUCTPOIB

Ta KIHIIEBUX BY3JIB.
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2.2 Bubip o01aqHaHHA 1JIs1 OpraHizauii podoTu Mepe:xi

[Tpu BuOOpI Moneni MapHipyTH3aTopa MOTPIOHO BpaxoBYBaTH SIK BiH Oyze
IpaIoBaTH B CTBOPEHIM Mepexi. MapuipyTu3atop MOBUHEH MICTHTU JIOCTATHIO
KUIBKICTh TIOpPTIB, 3a0e3leduyBaTH JIETKE pO3IMIMPEHHS Mepexi, 3a0e3mnedyBaTu

HEOOX1/IHY IIBUIKICT Mepeiadl JaHuX Ta MIBUAKICTH X 00pOOKH.

Mapmipytuzatopu Cisco 7200 VXR € HallHOBIIMMHU MYJIbTUCEPBICHUMU
npejcTaBHUKaMu MapiipyTtu3aropis cepii Cisco 7200 (puc. 2.2). MapupyTtuzaropu
Cisco 7200 VXR Brmogaroth Cisco 7204 VXR (4-crnotoBuii MapuipyTu3aTop) i
Cisco 7206 VXR (6-ciioToBHit MapIipyTH3aTop).

_ O._,.__,: L[_[ ;;Lt_f

Crvv* (vvv-

Puc. 2.2 Mapmpytuzatop Cisco 7200

o nepeBar moaynbHux MapiipytuzatopiB Cisco 7200 cepii MOXKHA BiIHECTH
anaparHy miarpuMky VPN-mudpyBanus (VPN Services Adapter), miarpumka
iHTepdeiicie Bix DSO no OC-3, a takox Fast Ethernet, Gigabit Ethernet, Packet
over SONET, naamipHICTh Ta CTIHKICTB 10 BiIMOB. Takox, Mapuipytuzaropu Cisco
7200 cepii marpumyroTh QoS (quality of service), MPLS, IPSec (mo 5000 TyHemiB

Ha 11aci) Ta nepeaaydy rojaocy, BiJieo Ta JaHUX.
Ha pucynky 2.3 nokazano Bun criepeny Cisco 7206V XR.
1. AnanTep mycToro nopry.
2. Anantepu opTiB
3. Baxinp agantepa nopTy

4. KoHTpoJiep BBEJCHHS/BUBEICHHS

5. Cnotu I1K Card
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6. JlonatkoBuii intepdeiic Fast Ethernet (mopt MII i mopt RJ-45)

7. JonmomMi>XKHUM MOPT

8. KoHconbHMil opT

[E—

2. 3arnyuika JKepesa KUBJICHHS

s222% o ST |

£

®
®

= foeoonss

Puc. 2.3 Mapmpytuzatop Cisco 7200 (Bup ciepeny)

Ha pucynky 2.4 noka3ano Buj 33aay Cisco 7206V XR.

3. Bumukay xvuBJICHHSA

. 'HI31a 3a3eMJIEHHS 111acl

4. 3aTuck JJ1s KPITJICHHS KaOeto sKUBICHHS

93]

. BHyTpimHi BeHTUISITOpH

6. Mexani3Mm 00poOKku Mepexi abo MeXaHI3M MEPEKEBUX CITYKO

J

8. Ceimionion PWR OK

Nel

. Jl>xepeno KUBJIEHHS 3MIHHOTO CTPYyMY

. 'HI3/10 )KMBJIEHHS 3MIHHOTO CTPYyMY

BaA51T
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Puc. 2.4 Mapmpytuzatop Cisco 7200 (Buz 33a1y)

KnrouoBi ocoOnmmBOCTI:
KoMyTaTopu mpocTi B ynpaBiaiHHi 1 KOH(pIryparii;
[IBuakicts g0 400 x/c npu nepemukanni CEF;
MoaybHICTB TIPOIIECOpa Ta MOYKIUBICTH OHOBJICHHS;
30unbmenHs miHHOoCTI Cisco 7200.

2.3 Beranosaenns Windows Server

3acobamu rinepsizopa VirtualBox cTBOprO€EMO HOBY BIpTyalbHY MAaIIHHY

(puc. 2.5).

E’l Srv-Win-191-Galchin ()
,ij 'U) BumkHeHo o —

Puc. 2.5. CTBOpeHHS BipTyaJIbHOT MaIllMHU
Jlam migKIroYaeMo A0 CTBOPEHOT BIPTyaJIbHOI MAIIMHU THCTANSIIIIHUN 00pa3
OC Windows Server (iso-¢aiin). [TigkmoueHHs BUKOHYEMO Ha MICLIE€ BIPTYaJbHOTO

ONTUYHOTO NpuBOaY (puc. 2.6).
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BWBEpPITE 3aBaHTaXYBaNbHMIA ANCK

Please select a virtual optical disk file or a physical optical
drive containing a disk to start your new virtual machine
from.

The disk should be suitable for starting a computer from and
should contain the operating system you wish to install on
the virtual machine if you want to de that now. The disk will
be ejected from the virtual drive automatically next time you
switch the virtual machine off, but you can also do this
yourself if needed using the Devices menu.

en_windows_server_2019_updated_march_2020_xt - W:

Puc. 2.6. IligkmtodeHHs IHCTAIAIIHHOTO 00pa3y

Buxonaiite BcranoBienHss OC Windows Server Ha CTBOpPEHY BipTyaslbHY

MaIInHy.

- Penaxist - Windows Server 2019 Standard (Desktop Experience)

- Tun 1acTanmami - Custom

- [Taponb 115t agmiHicTpaTopa — Ha CBiil BUOIp

Bin’enqnyemo iHcTamsidauii 00pa3 (iso-¢aiin) Bia BIpTyaabHOTO ONTUYHOTO

PUBOAY BIPTyaJIbHOI MamuHu (puc. 2.7).

Buibpatb/co3aaTb 06pa3 Aucka...

Buibpatb davin ancka...

en_windows_server_2019_updated_march_2020_x64_dvd_337baef4.iso
SW_DVD5_Win_Pro_10_1511_64BIT_Ukrainian_MLF_X20-82472.1SO
Win10_18090ct_Russian_x32.iso
ru_windows_7_professional_with_sp1_vl_build_x86_dvd_623503.iso

W3bATb AnCK U3 NpuBoaa

Puc. 2.7 Bix’eqnanus iHcTansaminunoro oopasy

[licnss 3aBepileHHS BCTAHOBJIEHHS NEpPEeKOHAMOCS Yy Mpane3JaTHOCTI
cuctemH (puc 2.8).
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Server Manager * Dashboard

Try managing servers with Windows Admin Center
licenses.

Get more info at aka.ms/WindowsAdminCenter

[ Don't show this message again

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 0 Server groups: 1 | Servers

-
B Local Server

Manage

Windows Admin Center brings together new and familiar features in one browser-based
app. It runs on a server or a PC, and there’s no additional cost beyond your Windows

ii All Servers 1

@ Manageability
Events
Services
Performance

BPA results

Manageability
Events
Services
Performance

BPA results

Tools View Help

Hide

b T dg YKP

15
18002022
E & GC #rgt e ¢

Puc. 2.8 TlepeBipka podoTu

2.4 ba3oBe HajamTyBaHHs Active Directory

Jani BukoHyemMo HanamTyBaHHs Active Directory. CroyaTky ogaeMo poJii

ciyx0 (puc. 2.9).

&

’ﬁ'. Add Roles and Features Wizard
Select installation type

(VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Select the installation type. You can install roles and features on a running physical computer or virtual machine, or on an offline

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based or session-based desktt

Puc. 2.9 BcranoBiieHHsI Ha OCHOBI posieit a00 pyHKIIIH

[ToriMm moTpiOHO 0OpaTh cepBep, Ha sAKOMY OyaeMo qojaBaTH poii (pwc.

2.10).
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RED) 3 MyLLeH e B
& Add Roles and Features Wizard — O X
] . DESTIMNATIOM SERWER
Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
g () Select a virtual hard disk
Server Roles Server Pool

Filter:

Name IP Address Operating System

WIN-JBUS32GRLED 193.191.3.6 Microsoft Windows Server 2019 Standard

Puc. 2.10 Bubupaemo notpiOHuUi cepep

Jlani BuOupaemo, siki JOMEHHI CIyk0u MOTpiOHO 3aBaHTaXUTH (prc. 2.11).

'E -Win-191-Galchin [3anyweHo] - Oracle VM Virtua

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the se

Installation Type Roles

Server Selection

[ ] Active Directory Certificate Services
Server Roles Active Directory Domain Senvice
[ | = .- — . - . - - .

Puc. 2.11 3aBantaxxyemo goMeHHi ciayx0u Active Directory

Ha puc. 2.12 moxHa criocTepiratv mpoIec BCTAHOBJICHHSI.
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car,
"

& Add Reles and Features Wizard — O *

Installation progress eyt

WIN-JBUS32GRLED

View installation progress

o Feature installation

Installation started on WIN-JBUS32GRLE0

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD D5 and AD LD5 Tools
Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

Puc. 2.12 3aBanraxeHHs

ITicaass BCcTaHOBJIEHHS ITOTPIOHO CTBOPUTH HOBHI JIIC Ta IIPU3HAUYHUTH 1M’ A
p p p

KOpeHeBOMY JIoMeny (puc. 2.13).

[ Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deployment operation
Domain Controller Opticns . _ o .
- . () Add a domain controller to an existing domain
Agditional Cptions () Add a new domain to an existing forest

Faths @ Add a new forest

Specify the domain information for this operation

Root domain name: |I—a|chin.neﬂ |

Puc. 2.13 CtBOpeHHS HOBOTO JIICYy Ta MPU3HAYAEMO 1M I KOPEHEBOMY IOMEHY

Jlani va (puc. 2.14) noka3aHo HaJalITyBaHHS MapOJIIO JJIs BXOIY 10 CepBepa.
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r,
i

[ Active Directory Domain Services Configuration Wizard

Domain Controller Options wi

Deployment Configuration
DMS Options
Additional Cptions

aths

Select functional level of the mew forest and root domain

Forest functional level: Windows Server 2016 i

Domain functional level: Windows Server 2016 =

Specify domain controller capabilities

Domain Name Systern (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssene

Confirm password: |uvuu.| |

Puc. 2.14 HanamroByeMo TapoJib sl BXOAY B cepBep

[IponoBxxyemo HanmamryBaHHs cepBepa. Jlig 1poro mnpu3Ha4aeMo 1M’s
POAOBKY y pBEP 10 p

KOpeHeBOMY JoMeHy (puc. 2.15) Ta BHOMpaeMoO NUIAX Manky, Ae¢ OyayTh

30epiratucs 6a3a nanux Active Directory (puc. 2.16).

Deployment Configuration
Domain Controller Cptions
DNS Options

Pucynok 2.15

Verify the NetBIOS name assigned to the domain and change it if necessary

The MetBIOS domain name: HALCHIN

— Ilpu3Havyaemo iM’s1 KOpEHEBOMY JIOMEHY

[z Active Directory Domain Services C

Paths

Deployment Configuration
Domain Controller Options

DMS Options

Additional Options

onfiguration Wizard - O X

TARGET SERVER
WIN-JBUS32GRL80

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CAWindows\NTDS III
Log files folder CAWindows\NTDS [-]
SYSVOL folder: CAWindows\S¥SVOL [-]

Puc. 2.16 BuGupaemo nuisix

Ha npomy 0a30Bi HanmamrtyBaHHS cepBepa 3aBepiieHo. Ha puc. 2.17 moxHa

1m00aYNTH YCIIIITHE BCTAHOBIICHHS BCIX HAJAIITYBaHb.
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|

| [ Active Directery Domain Services Configuration Wizard

Prerequisites Check

— O X

TARGET SERVER
WIN-JBUS32GRL80

| & All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more »

aths

D5 Options

Additional Options

Review Options

Prerequisites Check

Deployment Configuration

| omain Controller Options

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

@ View results

1. Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algerithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (httpy/y
go.microsoft.com/fwlink/7Linkld=104751).

I A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name reselution from outside the
domain "Halchin.net”, Otherwise, no action is required.

1, If you click Install, the server automatically reboots at the end of the promotion cperation.

More about prerequisites

< Previous MNext = | Install | | Cancel

Puc. 2.17 3aBepiiieHHs 1HCTATIOBaHHS

Jlani moTpiOHO BUKOHATH BCTaHOBJEHHS posib DNS-cepBepa B Active

Directory. 3a3Buuaii 111 pojb BXE€ € BCTaHOBiIeHa. /[ mouarky y BikHI Server

Manager na maneni Dashboard oGepaemo ommiro 2 Add roles and features (puc.

2.18).

2.19).

P e =

Dashboard
Local Server
All Servers
AD DS
DHCP

DNS

File and Storage Services P

< Dashboard

- @ | r Manage Tools View Help

WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START

2 Add roles and features

Add other servers to manage

Puc. 2.18 Add roles and features

[Torim Oymo obpano ommito Role-based or feature-based installation (pwuc.
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&

£, Add Roles and Features Wizard

Selec

gefore

You Begin

Installation Type

Server Selection

t installation type

Select the installation type. You can install roles and features on a running physical computer or virtual machine, or on an offline
(VHD).

@ Role-based or feature-based i

Configure a single server by adding roles, role services, and features,

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based or session-based deskit

Puc. 2.19 BcraHoBiieHHS Ha OCHOBI poJieit a0 QyHKITIH

Bkaszyemo cepBep n0MeHy, Ha SIKOMY HEOOXiHO BCTaHOBUTH posib DNS-

cepBepa. Ha puc. 2.16 11e OCHOBHUI KOHTPOJIEP IOMEHY.

i

fE Add Roles and Features Wizard - O X
~ . . o DESTINATION SERVER
Select destination server WIN-1BUS32GRLED

Before You Begin

Installation Type

Server Selection

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter:

Name P Address Operating System

WIN-JIBUS32GRLE0 193.191.3.6 Microsoft Windows Server 2019 Standard

Puc. 2.20 Bubupaemo noTpibHMit cepBep

Bubepemo poiib, siky HE0OXiTHO BCTAHOBUTH (y 1IbOMY BHUMAJKYy pojib DNS

Server). SIkio poib BKe€ BCTaHOBJIEHO, OMIIiI0 Oyae BUOpPaHO Ta ACAaKTHBOBAHO, SIK

Ha puc. 2.21. B iIHoMy BUMA/IKy BCTAHOBITh MPANOpPELb MOPYY 3 OMLIEI0.
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[z, Add Roles and Features Wizard
Select server roles

i [ Select one or more roles to ins

= nstallation Type Roles

[Hi Server Selection R ctve Drectory Certit

- o [] Active Directory Feder:

I'i Fedidits [] Active Directory Lightw
[] Active Directory Rights
[ ] Device Health Attestati
[ ] DHCP Server
« DNS Server (Installed)

Puc. 2.21 DNS Server

Jam  moTpiOHO  CTBOpPUTH 30HY  3BOPOTHOrO  Tmeperiisity. Bona
BUKOPUCTOBYEThCS 1Sl iepeTBopeHHs [P-anpecu y nomenne im'sa (e IP-agpeca - 3a
HEr Tpeba oAepKaTH JOMEHHE iM'sT), 1€ MOXKe 3HAJOOUTHCS [T KOPEKTHOI poOOTH
OKpeMHX Ciryk0. Po3riissHeMo mpukiag CTBOPEHHS 30HU 3BOPOTHOTO MEPETIIIy y
nomeni Halchin.net.

3a gomoMmoroto ocHamieHHss DNS Manager nepekoHaMocs, 10 30HY
3BOPOTHOTIO MEPETJISAY 111€ HE CTBOPEHO (puc. 2.22).

1 DMS Manager -
File Action View Help

e=|xHlcBml 8@

£, DNS B
v SERV-191-341 .ﬂ_. Add a New Zone
~ | Forward Lookup Zones b
- _msdes.Halchin.net
= The Domain Mame System (DNS) allows a DMNS namespace te be divided into zones. Each zone stores information about one or more contiguous
[ Halchin.net DNS domains.
_| Reverse Lookup Zones
Trust Points To add a new zone, on the Action menu, click New Zone.

m Aibimim ] Emvimed mee

Puc. 2.22 30Ha 3BOPOTHOTO MEPETIIs Ty

CtBOprOEMO 30HY 3BOpOTHOTO Teperisay Ha DNS-cepsepi, 1mo mpairoe Ha

OCHOBHOMY KOHTpOJIEp1 JOMeHY. /{15 boro 3amyckaeMo Maictep CTBOPEHHSI HOBOT

30HHM (puc. 2.23).
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Ha DNS-cepsepi

New Zone Wizard X

Welcome to the New Zone

Wizard
3‘ This wizard helps you create a new zone for your DNS
erver,
B A zone translates DNS names to related data, such as IP

addresses or network services.

To continue, dick Next.

Puc. 2.23 Maiictep cTBOpEHHSI HOBO1 30HU

OCHOBHOI'O KOHTpPOJICpa AOMCHY CTBOPIHOEMO

3BOPOTHOTO MOIIYKY.

=

gaw

-

e[ T 2

MNew Zone Wizard b4
Zone Type ;‘
The DNS server supports various types of zones and storage. ;
&

Select the type of zone you want to create:

(@) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Mame Server {NS), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

Store the zone in Active Directory (gvailable only if DNS server is a writeable domain
controller)

< Back Cancel

Puc. 2.24 CtBopeHHS 30HU 3BOPOTHOTO MEPETIISATY

30HY

o6 ctBoputu 30HYy DNS, ciouatky o6epemMo BiAMOBIAHY 30HY peruliKallii.

VY npomy Bumaaky 6axanum BapiantoM € «Jlo Bcix DNS-cepBepiB, siki mpaiioTh

Ha KOHTpoOJIepax JOMEHY B IbOMY JOMeEHi...». [le o3Hauae, 1mo Oyap-sKi 1aHl B I1i
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30H1 DNS ngyOmioBatumyThess Ha Bceix DNS-cepBepax, po3TamioBaHuX

KOHTpOJIEpax JOMEHY, sIK MOKa3aHO Ha MAIIOHKY 2.25.

o

Mew Zone Wizard >
Active Directory Zone Replication Scope l—;‘
You can select how you want DNS data replicated throughout your netwark, !
L Eg

Select how you want zone data replicated:

() To all DNS servers running on domain contrallers in this forest: Halchin.net
{®) To all DNS servers running on domain contrallers in this domain: Halchin.net
() To all domain controllers in this domain (for Windows 2000 compatibility): Halchin.net

To all domain controllers spedified in the scope of this directary partition:

< Back Cancel

Puc. 2.25 CtBopeHHS 30HU 3BOPOTHOTO MEPETIIATY

Ha

MoxHa mpuU3HAYUTH 00JIaCTh IS 3BOPOTHOTO MEperyisAy, BKa3aBIIU

MepexeBy azpecy abo Oe3mocepeqHbO BKa3aBIIM Ha3By 30HU 3BOPOTHOTO

neperysiny. Ha puc. 2.26, BBeIeHHS aapecH Mepexi IMPHU3BeaAe 10 aBTOMATHIHOI

reHepariii Ha3Bu JIsl 30HU 3BOPOTHOTO orjsiay. Lle iM’st 3’ IBUThCSI B HEAKTUBHOMY

noJti BHU3Y BikHa SK «3.191.193.in-addr.arpay.
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B CHCTEMY Ha OJIHIM 3 poOOYMX CTaHIIA JOMEHY 1 BBeaemMo KomaHay nslookup, y

Mew Zone Wizard ot

Reverse Lookup Zone Name ;‘
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
|1 33 191 7

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(") Reverse lookup zone name:

3.191.193.in-addr.arpa

< Back Cancel

Puc. 2.26 CTBOpeHHS 30HU 3BOPOTHOTO MEPETIISAY

Ha puc. 2.27 moka3aHo 3aKiHUCHHS CTBOPEHHS 3BOPOTHOTO MEPETIISATY.

&

Completing the New Zone Wizard

(
-

fou have successfully completed the New Zone Wizard. You
spedified the following settings:

A

Mame:  3.191.193.in-sddr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone ar ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, didk Finish,

< Back Cancel

Puc. 2.27 CtBopeHHS 30HU 3BOPOTHOTO MEPETIISATY

[lepeBipuMo e(heKTHUBHICTh BUKOHAHUX HaJAIITyBaHb. J[JI IbOTO BBiIEMO

Mew Zone Wizard >

pOJIi AprymMmcHTa BKa3aBIIU IP-aJ:[pecy KOHTpPOJIEpa JOMCHA, Ha SKOMY
Tanvyun A. B., Apk.
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HanamroByBaau DNS-cepeep. SfIkmo mnapameTpud HajJallTOBAaHO IPaBUJIBHO,

pe3yapTat KomMaHau nslookup mae HaragyBatu npukiag Ha puc. 2.28. Ile o3Haygae,

o cepep DNS HanaB iHdopmartiro mpo ceode.

3 . r':|

91-3-1.Halchin.net

91.3.6

Puc. 2.28 nslookup
BigomocTi mpo opeHay aapecu, BHIAUICHOI i poOodiil cTaHIlli, MarOTh

BinoOpaxarucs Ha DHCP-cepepi B ocHamenni DHCP, By3on Address Leases (puc.

2.29).
&

|G DHCP

.

File Action Wiew Help
&= 75 6= HE
?3. EEHCF' Client IP Address Mame
v B senv-191-3-1H) 103 19138 WS5-191-3-1.Halchinnet 21062023 18:25:43
v 3 P
v [g Scope
& Ad
|.9 Adi

Type Unique ID
DHCP 08002745e...

Lease Expiration

Puc. 2.29 BigomocTi ipo opeHay anpecy

Takox MOTPIOHO AOJATH 11I€ OJIHY BAXKJIMBY CIYkOY BiJgaieHOro poO0OYOro

croia. [lyis nuporo y Bikai Manage suoepemo Add Roles and Features (puc.2.30).

f& Server Manager = X
Server Manager * Dashboard @ | Monsge Toois  view hep
Add Roles and Features
Remove Roles and Features
Dashbcard WELCOME TO SERVER MANAGER
Add Servers

TR

Puc. 2.30 Add Roles and Features

Jani motpiono Bubpatu Remote Desktop Services Installation ockinbku, came
el MYHKT JIO3BOJISIE HAJAIITYBaTH CIY>KOM BIJIJIaJIEHOTO pOOOYOro CTOJIy SK Ha

OCHOBI ceciii BiAJlaJeHOro poO0Yoro CToiy, Tak 1 Ha OCHOBI BIPTyaJIbHUX MallIUH

(puc. 2.31).
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I f&= Add Roles and Features Wizard = O X
i

Gl i (e ey DESTINATION SERVER
Select installation type No servers zre selectd.

Select the installation type. You can install roles and features on a running physical computer or virtual

= maching, or on an offline virtual hard disk (VHD).
| [ Installation Type

E® i Pt () Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

1

i§i

o ® R te Desktop Services i

oo Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
ii or session-based desktop deployment.

i®

Puc. 2.31 Remote Desktop Services Installation

Jlami oOupaeMo OIIIiI0 CTaHIAPTHOTO po3ropTanHs (puc. 2.32).
%

[

I [ Add Roles and Features Wizard =3 [m] X

. oo gt DESTINATION SERVER
Sel:ﬁﬂ d':piuylﬂef ] Iype No servers are selected

Remote Desktop Services can be configured across multiple servers or on one server.

Deployment Ty 5
ey Jbe A standard deployment allows you to deploy Remote Desktop Services across multiple servers.

‘e : E
0 m ™

1
d
)

igl Deployment Scenario

'S _) Quick Start

-]

3 A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
L and publishes RemoteApp programs.

i

Puc. 2.32 CrangapTHe po3ropTaHHS
JUIss HAacCTYmHOTO KPOKY PEKOMEHIYEThCS BHUOpaTH IUIaH PO3TOpPTaHHS.
Haiikpame oOpatu € cimyxOu BiAJIaleHOro poOOYOoro CTONy, siKi 0a3yloThCs Ha
BIIJTAJICHUX CeCisiX, AK TMOKa3aHo Ha puc. 2.33. BuxopuctoByro4u 1el METO/,

pecypcu, HeoOX11H1 11 poOOTH CIIEHAPII0, TOMITHO 3MEHITYIOThCS.
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d
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Puc. 2.33 Cnyx0u BigaieHOro CTOJy Ha OCHOBI BIITaJICHUX CECiid

[z Add Roles and Features Wizard - O
—+ ~ | — Cro ~ 1A DESTINATION SERVER
Seie‘\ L Cit‘pO\/ﬂ \‘:’nt scenario Standard deployment selected

Remote Desktop Services can be configured to allow users to connect to virtual desktops, RemoteApp
programs, and session-based desktops.

_) Virtual machine-based desktop deployment

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual desktops.

®) Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and session-based desktops.

[Ticns 1poro 3’SBUTHCA BIKHO MaiCTpa 3 MEPENIKOM CIYyKO0, Kl OyIyTh

BCTAHOBJICHI HAa HAcTyNMHHX Kpokax (puc. 2.34). IlpermsiHeMo CHHCOK, a HOTIM

HaTHUCHEMO «/Jlami».

o

=]

I [ Add Roles and Features Wizard = [m} X

Review role services DESTINATION
Review role services Standard deployment

The following Remote Desktop Services role services will be installed and configured for this
deployment.

E Remote Desktop Connection Broker

to RemoteApp

op Session Host

top Session Host enables

@ The credentials of the HALCHIN\Administrator account will be used to create the deployment.

< Previous Next > Deplo Cancel

Puc. 2.34 Tlepenik ciryx0

HactynHum kpokom € BuUOIp cepBepiB 3 HasgBHOrO Myidy, Ha sKi OyayTh

BCTAHOBJICH1 OOpaHi CIy>KO0u. Y 1IbOMYy BUIIAJKy MU OOMpPAEMO TIEPIIUI KOHTPOJIEP

JIOMeHY 3TiaHO 3 puc. 2.35 nns BcranoBieHHss RD Connection Broker. Lleii cepsep

BUKOHYE DSl BOXIUBUX (DYHKIIHN JUIsI KepyBaHHS IMIKITIOYCHHSIMHU 0 BIIJAJICHUX

poOOUYUX CTOMIB.
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&

¢
@

E;. Add Roles and Features Wizard

Specify RD Connection Broker server

Select the servers from the server pool on which to install the RD Connection Broker role service.

= (m] X

DESTINATION SERVER
Standard deployment selected

Server Pool Selected
Computer
Filter: | ‘
4 HALCHIN.NET (1)
Name P Address Operating Serv-191-3

Serv-191-3.Halchin.net 193.191.3.8

1 Computer(s) found

< Previous

1 Computer(s) selected

Cancel

Puc. 2.35 RD Connection Broker

Ha puc. 2.36 nokazaHo, 110 Toi camuii cepBep oOpaHo Juisi komrnoHenta RD

Web Access (Hagae MOXIUBICTh KOPHCTyBayaM OTPHUMYBaTH JOCTYI [0

BiJTaJICHUX pOOOYHMX CTOJIB Ta MPOrpaM depe3 BeO-Opaysep).

&

]
30 mi

y
/]

il W )

[ HapemTi, TOW camuii cepBep oopano mast RD Session Host (puc.2.37).

F»_—, Add Roles and Features Wizard

Specify RD Web Access server

RD Web Access

RD Session Host

Confirmation

Select a server from the server pool on which to install the RD Web Access role service.

[V] Install the RD Web Access role service on the RD Connection Broker server

23 m] XH

DESTINATION SERVER
Standard deployment selected

Server Pool Selected
Computer
Filter: [ ‘
4 HALCHIN.NET (1)
Name IP Address Operating Serv-191-3
Serv-191-3 Halchin.net 193.191.3.8
>

1 Computer(s) found

Puc. 2.36 RD Web Access

1 Computer(s) selected

Cancel
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DESTINATION ER

Specify RD Session Host servers Standard depioyment selecad

Select the servers from the server pool on which to install the RD Session Host role service. If more than
one server is selected, the RD Session Host role service will be deployed on all of them.

I f Add Roles and Features Wizard o [m] X
i
[T

e

Server Pool Selected
» Computer
é‘: Filter: ‘ |
i RD Connection Broker 4 HALCHIN.NET (1)
- RD Web Ac Name IP Address Operating Serv-191-3
®

RD Session Host Serv-191-3.Halchin.net 193.191.3.8 |

Confirmation H

1 Computer(s) found 1 Computer(s) selected

l < Previous ‘ l Next > I Deploy
Puc. 2.37 RD Session Host

HiIII"OTOBKy 3aBCPHICHO 1 TCIICP MOJKHA PO3IOYMHATH IIPOHCC BCTAHOBJICHHA.

PexomenmyeThcsi BCTAaHOBHTH Mparopeilb, SIKAA BKa3dye Ha HEOOXITHICTh

Nepe3aBaHTAKEHHS CUCTEMH, 3T1THO 3 puc. 2.38.

&

-
& Add Roles and Features Wizard - ] X
C 2 T ‘m <electione 3 DESTINATION SERVER
ontirm seiections Standard deployment select=d
i To complete the installation, you must restart the RD Session Host servers. After installation is complete
o on the remote computers, the local computer will be restarted.
|
[_i..l RD Connection Broker (1 server selected)

Serv-191-3.Halchin.net
RD Web Access (1 server selected)

Serv-191-3.Halchin.net

RD Session Host (1 server selected)

on Host

1. The following servers may restart after the role service is installed.

Senv-191-3 Halchinet

Restart the destination server automatically if required

Puc. 2.38 I1linroroBka BCTaAaHOBJIEHHS

Tanvyun A. B.,
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[Iporiec BcTaHOBIEGHHS MOXe 3alHATH Jeskuid dvac. [licna  ycmimHOTO

3aBepIICHHS BIKHO MaiicTpa BUIJISAaTHME OA10HO 10 300paxenoro (puc. 2.39).

ﬁ i A ~ O

Server Manager * Dashboard @1 I' Manage  Tools  View

IZE Dashb Try managing servers with Windows Admin Center

i Local § Wind = R t =

5 All Ser ﬁzﬁ;‘

B ADCS View progress iacid sty e
i§l ADDS Get|

2 DNs The selected Remote Desktop Services role services are being installed.

ii File an| oo Server Progress Status

fo us RD Connection Broker role service

@ Remote Desktoj Serv-191-3.Halchin.net I Succeeded

RD Web Access role service

Serv-191-3.Halchin.net I Succesded hile

RD Session Host role service

Serv-191-3.Halchin.net Si

Puc. 2.39 Ycmimne BCTaHOBIEHHS
BcranoBiieHHS HEOOX1AHUX KOMIIOHEHTIB 3aBEPILEHO, a BIJIMOBIHA IPpyIa OMIIN
3’sBUIMCA y BikHI Server Manager (puc. 2.40).

i serv-191-3-3 Banyuwe

[ Server Manager

Server Manager * Dashboard

iZ Dashboard

i Local Server

ii All Servers

® - : Remote Deskto .
B® ADCS s i ® : p :
i§l ADDs Services
& DNS @® Manageability (® Manageability
&g File and Storage Services b Events Events
e IS Services Services
@ Remote Desktop Services b Performance Performance

EFA results BEPA results

Puc. 2.40 Remote Desktop Services

Tenep momamo 10 HOBOCTBOPEHOT KOJIEKIIil nmporpamu (puc. 2.41).
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B sernv-1891-3-5 (358 HeHOo| - Uracie

% Server Manager

@ v« (Collections * Halchin-RD-Collection

PROPERTIES

E Overview EI Properties of the collection |-T_;5:Sk§_'_|
i Servers Collection Type Session
-i Collections Resources Remote Desktop
Eﬂ Halchin- Coll... User Group HALCHIN\Domain Users
IH]
[+]
(= =]
g b
o
REMOTEAPP PROGRAMS _ )
Published RemoteApp programs | 0 total | TASKS ~ |

sktop is published for the users of the col

RemoteApp progra

Puc. 2.41 Ilporpamu Bii1aJIEHOTO JTOCTYIY
Oowupaemo Active Directory Module for Windows Powershell, nns 3moru
kepyBanHs Active Directory 3a momomoror komana ta Hatuckaemo Publish (puc.

2.42).

« Collections * Halchin-RD-Collection

f Publish RemoteApp Programs = a X
a
s Select RemoteApp programs
C
I e e Select the RemoteApp programs to publish to the Halchin-RD-Collection collection. To add a
RemoteApp program to the list, click Add.
Confirmatior
The R App p are populated from SERV-191-3.HALCHIN.NET.
i [] RemoteApp Program Location
[ E¥Active Directory Administrative Ct %SYSTEMDRIVE%\Windows\system32\dsac.exe
E¥ Active Directory Module for Wind  %SYSTEMDRIVE%\Windows\system32\Window...
’ [ Zcalculator %SYSTEMDRIVE%\Windows\system32\win32cal...
¥# Character Map %! VE%\Windows\system32\charmap...
[[] ##Character M SYSTEMDRIVE?\Wind sy 32\ch
[[] &) Defragment and Optimize Drives ~ %SYSTEMDRIVE%\Windows\system32\dfrgui.exe
[] ¥.Disk Cleanup 9%SYSTEMDRIVE%\Windows\system32\cleanmg..
[} :.,DNS %SYSTEMDRIVE%\Windows\system32\mmc.exe
|3Group Policy Managemen %SY! IVE%\Windows\system32\mmc.exe
O He Policy M t %SYSTEMDRIVE%\Windows\sy 32\
[ Wjinternet Information Services (IIS)  %SYSTEMDRIVES\Windows\system32\inetsri\l...
[[] @iscsl Initiator 9%SYSTEMDRIVE?%\Windows\system32\iscsicpl.e...
Verify that the program is installed on all the RD Session Host servers in the collection.
Tanvyun 4. B., Apx
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Ha puc. 2.43 nokazano BuOpaHy mporpamy, AJis 3aBEpILIECHHS HATUCHITh

Publish.

g
i

Q‘r

« Collections * Halchin-RD-Collection @ i

&= Publish RemoteApp Programs [m} X
= a
. s Confirmation
[ C
E® I RemateApp Frograms Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.
:% REmoIeAp&Program Location
ii [ E¥ Active Directory Wodule for Windows  3:5YSTEMDRIVE3\Windows\system32\Window...
[

Puc. 2.43 Ycnimne mogaBaHHs Iporpam
BucHOBKM 10 APYroro po3aiiy
B nanomy po3niii 0yjo MOKpOKOBO OMKMCAHO Mpoliec BcTaHoBIeHHS Windows
Server, a TakoX Moka3aHo 0a30Bi HanamTyBanHs Active Directory. 3okpema Active

Directory Domain Services, DNS Server, Remote Desktop Services.
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PO3J1J 3. CTBOPEHHS, HAJIAIITYBAHHS TA IIEPEBIPKA POBOTHU
CEPBEPA CEPTU®IKAILIIT
3.1 BcraHoB/IeHHsI Ta HAJAIITYBAHHSA cepBepa ceprudikauii

Jlyist moyaTKy mOTpiOHO J0/JaTH BIANOBIAHY pojb. Y BikHI Server Manager

06epith Manage — Add Roles and Features (puc. 3.1)%,

.'

f& Server Manager X

Server Manager * Dashboard -@ | r

i Dashboard WELCOME TO SERVER MANAGER

B 1ncnl Conenr

Manage Tools View Help

Add Roles and Features

Remove Roles and Features

Add Servers

Puc. 3.1 Add Roles and Features

BcranoBroemo mpamoperts HaBmpoTu posti Active Directory Certificate
Services (puc. 3.2).

%, Add Roles and Features Wizard - a X

e DESTINATION SERVER
‘E‘b Serv-191-3-1.Halchin.net

Select server ro

Select one or more roles to install on the selected server.

Roles Description

illActive Directory Certificate Serviceq Active Directory Certificate Services
ctive Directory Domain Services (Installed) (AD C5) is used to create

ctive Directory Federation Services certification authorities and related
ctiv Y i

A
A
Active Directory Lightweight Directory Services role services that allow you to issue
A
D

|

O0O00&E

ctive Directory Rights Management Services and e certificates used in a
[ evice Health Attestation vanety of applications.
DHCP Server (Installed)
DNS Server (Installed)
| Fax Server
[m] File and Storage Services (5 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[_] Network Policy and Access Services
[m] Print and Document Services (1 of 3 installed)
[C] Remote Access
[w] Remote Desktop Services (4 of 6 installed)
[] Volume Activation Services
[m] Web Server (1IS) (19 of 43 installed)
[C] Windows Deployment Services
[] Windows Server Update Services

| ]Il

l < Previous |[ Next > l nsta [ Cancel |
Puc. 3.2 Active Directory Certificate Services

[TiaTBepmKyemo 3pobiieHi HanamTyBanHs (puc. 3.3).
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DESTINATION SER!

Select cerver rolé= A
St“c“‘ L SErver rolg [ Add Roles and Features Wizard X Serv-191-3-1 Halchin.net
X
Add features that are required for Active Directory
Al C. Services?
Certificate Services? btion
The following tools are required to manage this feature, but do not Directory Certificate Services
Server Roles have to be installed on the same server. ) is used to create
gtion authorities and related
4 Remote Server Administration Tools fvices that allow you to issue
4 Role Administration Tools anage certificates used in a
4 Active Directory Certificate Services Tools of applications.

[Tools] Certification Authority Management Tools

[¢] Include management tools (if applicable)

i Add Features ‘ ‘ Cancel

Puc. 3.3 HanamryBaHHs

HoBux KOMIOHEHTIB Ha JaHOMY €Talll BCTAHOBIIOBATH HE MOTPIOHO (pHC.
3.4).
[z Add Roles and Features Wizard - ad X

LT e DESTINATION SERVER
eatures Serv-191-3-1 Halchin.net

Select one or more features to install on the selected server.

Features Description

Wl NET Framework 3.5 Features) NET Framework 3.5 combines the

i [m] .NET Framework 4.7 Features (4 of 7 installed) power of the NET Framework 2.0
AP wi W 5

[m] Background Intelligent Transfer Service (BITS) (1 of APIs with new technologies for

[ BitLocker Drive Encryption building applications that offer

ADCS [] BitLocker Network Unlock appealing user interfaces, protect
[] BranchCache your customers' personal identity
Client for NFS information, enable seamless and
Confirmatio [] Containers secure communication, and provide
[C] Data Center Bridging the ability to model a range of
[] Direct Play business processes

[[] Enhanced Storage

[] Failover Clustering

¥| Group Policy Management (Installed)
[] Host Guardian Hyper-V Support

[] VO Quality of Service

v |IS Hostable Web Core (Installed)

[] Internet Printing Client

[] IP Address Management (IPAM) Server
[ iSNS Server service

[ < Previous ‘ l Next > ] [ia{\cel

Puc. 3.4 JlogaTkoBi KOMIIOHEHTH

BaxnuBo BpaxyBaTH, IO TMICIs 3aBaHTXKEHHS HEMOXJIUBO Oy/e
3MIHUTH IM’s1 ToMeHy. Tomy SIKIIo MOTPpiOHO 3aAaTH 1HIIE 1M s, HEOOX1AHO 3pOOUTH

e J10 3aBaHTaxeHHs (puc. 3.5).
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s Add Roles and Features Wizard — ] X

e e RO e SRS T o - G 2= o s DESTINATION SERVER
AQ tive E]"(‘f(, LOI }," CC“ T T"\_atf Sf:” VICES Serv-191-3-1Halchin.net

N

(

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

[ < Previous H Next > l ta

Puc. 3.5 3mina toMmeHHOTO 1IMEHI

Jlani BuGupaeMo poii, sik moka3zaHo Ha puc. 3.6.

fez Add Roles and Features Wizard - O X
AR TP e S DESTINATION SERVER
5 eleCl roie services Serv-191-3-1.Halchin.net

Select the role services to install for Active Directory Certificate Services

Role services Description
Certification Authority Web

Certificate Enrollment Policy Web Service Enroliment provides 3 simple Web
Certificate Enrollment Web Service interface that allows users to
perform tasks such as request and
Network Device Enroliment Service renew certificates, retrieve certificate
Online Responder revocation lists (CRLs), and enroll for
smart card certificates.

Certification Authority

OORIKIKIE]

Confirmation

l < Previous | I Next > ] t

Puc. 3.6 Pouni cepBepa 111 BCTAHOBJICHHS

[lepeBipsieMo BuOpaHi HaamTyBaHHs Ta HaTHUCcKaeMo Install (puc. 3.7).
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f& Add Roles and Features Wizard = (m] X

= DESTINATION SERVER

Confirm installation selections Serv-191-3-1 Halchinnet

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Authority

Certificate Enroliment Policy Web Service

Certificate Enrollment Web Service

Certification Authority Web Enroliment
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (1IS)

Export

configuration settings

y an alternate source path

| < Previous ‘ Next Install I I Cancel

Puc. 3.7 HanamryBanus

Posnounnaetscst BcranoryieHHs Active Directory Certificate Services (puc.
3.8).

| L S DESTINATION SERVER
Installation progress Serv-191-3-1Halchinnet

-

al

View installation progress

o Feature installation

Configuration required. Installatio v-191-3-1.Halchin.net
Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on

Certification Authority
Certificate Enrollment Policy Web Service
Certificate Enroliment Web Service
Certification Authority Web Enroliment
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuratio

o W B

Puc. 3.8 Pe3ynbrar yCHimHoro BCTaHOBJICHHS

Tanvyun A. B., Apk.

Tonosns O. C. KKIK.KP.b—-123-3-113

44

3mn. | Apk. Ne dokym. Iionuc | Hama




[Ticns Bcranomnenus poni Active Directory Certificate Services y mpasiit
BepXxHiil yacTuHI BikHa Server Manager, 6is mKTOrpaMu y BUTIISAL TIPAIoOPIls, Ma€e
3’sBUTHCA 3HAaK OKIMKy (puc. 3.9). Illo0 HanamTyBaTH IIOWHO BCTAHOBJICHHM
Active Directory Certificate Services obupaemo ommiro Configurate Active

Directory Certificate Services configuration.

Post-deployment Configuration

Configuration required for Active Directory

re
Certificate Services at SERV-191-3

Configure Active Directory Certificate Services on th...

Puc. 3.9 HanamryBanus

Ha cropinmi Credentials Bugno, mo B mom OOJiKOBI AaHi BigoOpakaeThCs

Anminictparop. Hatuckaemo xknomnky Jlani (puc. 3.10).

=]
- X DESTINATION SERVER
creaentials Serv-191-3-1.Halchin.net
Credentials 5!]?}["’}‘ credentials to ::‘!‘7’\‘;!,4"5‘ role services

To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enroliment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

Credentials: | HALCHIN\Administrator Change...

l Next > | f Cancel

Puc. 3.10 Credentials

Jlns movatky BcranoBumo Tutbku Certification Authority, ockineku Bci podi
HEMOXJIMBO BCTAaHOBUTH ojHouacHo (puc. 3.11). Ili3Hime mnoBepHEMOCS Ta

BCTAaHOBUMO 1HIII POJIL.

Tanvuun A. B., Apx.
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iz ADCS Configuration - [m] X

. DESTINATION SERVER
"VICES Serv-191-3-1Halchin.net

vices to configure

Setun Tvoe [¥] Certification Authority

I SV [] Certification Authority Web Enroliment

VRS Online Responder

Private Key Network Device Enroliment Service
Cryptography [] Certificate Enrollment Web Service

Certificate Enroliment Policy Web Service

[<Previous | [ Next> | | confoure | [ Cancel
Puc. 3.11 Certification Authority

Ha cropinmi Tun nanamryBanHs BuOepemo Enterprise CA sik tun CA, mo6

JI03BOJIMTH iHTerpaitito 3 HasBHUM AD (puc. 3.12).

s ADCS Configuration - [} X

DESTINATION SERVER
Serv-191-3-1.Halchin.net

Specify the setup type of the CA

Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to

g simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
A Type Z

AT certificates.

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or

certificate policies.

) Standalone CA
Standalone CAs can be members or a workgroup or domain, Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

l < Previous ‘ [ Next > | onf Cancel

Puc. 3.12 Tun HanamryBaHHs
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Ha cropiami CA Type Bubepemo Root CA, ockinbku me mepmmii CA y

JTaHOMY cepeaoBHii 1 Hatuckaemo Jlami (puc. 3.13).

s ADCS Configuration — a X
DESTINATION SERVER
Serv-191-3-1.Halchin.net

Speci

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Subordinate CA
Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by

the CA above them in the hierarchy.

[<Previous I Next > | f . Cancel

Puc. 3.13 Root CA

Ha cropinni Private Key BuOepaemo Create a new private key, ockigbku

KJIr04 11ie He OyJo ctBopeHo. Hartuckaemo kuonky Jlami (puc. 3.14).

iz ADCS Configuration - (m} X
DESTINATION SERVER
Serv-191-3-1.Halchin.net

To generate and issue certificates to clients, a certification authority (CA) must have a private key

Lruhype ®) Create a new private key

Private Key Use this option if you do not have a private key or want to create a new private key

Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Select a certificate and use its associated private key

Select an existing private key on this computer

More about Private Ke:

| < Previous | | Next > | figure Cancel

Puc. 3.14 Private Key

Apx.
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Ha cropiami Kpunrorpadis qis IICK Bukonyemo HacTymHi il

- Bubepemo nocrayanpHUKa KpUNTOTpagiqyHUX MOCITYT 32 3aMOBUYBAHHSIM SIK
RSA#Microsoft Software Key Storage Provider. Bin € BOymoBanum y Windows i
Mae TIMOOKY I1HTErpamiro 3 omnepariifHor cuctemor. lle mo3Boissie 3pydHO Ta
e(eKTUBHO  BUKOPHUCTOBYBaTH Horo sl 30epiraHHs Ta  YIPaBJIIHHS

KpunTorpaiuHuMu KiIr04aMu B cepenoBuill Windows.

- Obupaemo Key length six 2048. Takuii ki1r04 MOTpeOye MEHIIE MiCls JUIs

30epiraHHs Ta MEHILIE HABAHTAKYBATUME MPOLIECOP Y X011 BUKOPUCTAHHS.

- Bubupaemo SHA256 sk anroputm xemryBaHHs. llepeBaramu Takoro
QITOPUTMY € BHCOKA IIBUAKICTh MHU(QPYBaHHSA 1 MNPAKTHYHO HEMOXKIIUBICTh
posmudpyBaHHs 0e€3 KIIOYIB, a TaKOX MIHIMaJIbHUM PHU3UK TIIOSBU KOJI31i

(omHakoBux o0Opa3iB). [Torim HaTtuckaemo lam (puc. 3.15).

f&s AD CS Configuration - ] X

DESTINATION SERVER

Cryptograpny tor CA Serv-191-3-1Halchin.net
Credentials Specify the cryptographic opt

. Role Se L=
Setup Type Select a cryptographic provider: Key length
CA Type RSA#Microsoft Software Key Storage Provider v || 2048

Select the hash algorithm for signing certificates issued by this CA:

Cryptography SHA256

CA Name SHA324
SHAS12
SHAT
MDS

[] Allow administrator interaction when the private key is accessed by the CA.

< Previous ‘ | Next> | e | | Cancel

Puc. 3.15 Kpunrorpadis
Ha cropinmi CA Name moxemo Bkazatu im's IIC y TekcTtoBOoMy moui
3aranibHy Ha3By Mg uporo L{C, B HaloMy BUMAJKY 3JIMIIMMO 33 3aMOBYYBaHHSM

(puc. 3.16).
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fia AD CS Configuration — (]} X

_— DESTINATION SERVER
CA N ame Serv-191-3-1.Halchin.net

Specify the name of the CA

Setup Tvoe Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
L4 be modified

Common name for this CA

Halchin-SERV-191-3-1-CA

Distinguished name suffix:

DC=Halchin DC=net

Preview of distinguished name

CN=Halchin-SERV-191-3-1-CA DC=Halchin DC=net

More about CA Name

| < Previous | Next > Conf Cancel J
Puc. 3.16 CA Name

Ha cropinmi Validity Period BuGepemo KibKiCTh pOKIB, IPOTATOM SIKMX Oyze
nisatu ceprudikar. OdupaeMo 5 pokiB, OCKUIBKH, JOBII TEPMIHU [I1i 320€3MeUyI0Th
Outbmr  Oe3nepediiiHy poOOTy KOPUCTYBadiB, OCKUIBKM iM HE MOTPIOHO YacTo

TIOHOBJIIOBAaTH 200 mepeBuaaBaTu ceprudikaru (puc. 3.17).

DESTINATION SERVER
roa Serv-191-3-1.Halchin.net

Specify the validity perioc

Select the validity period for the certificate generated for this certification authority (CA)

CA Type 5 Years
Private Ke CA expiration Date: 08.05.2028 22:31:00
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
“A Name certificates it will issue.
e ab alidity Period

‘ < Previous ‘ Next > ‘ f - Cancel ‘

Puc. 3.17 Validity Period
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Ha cropinui CA Database BuOupaemo po3tamryBaHHs 0a3u JaHuXx 1 (aiimiB

KypHaiiB 06a3u qanux (puc. 3.18).

Certificate Database

Ha cropinmi

DESTINATION SERVER
Serv-191-3-1.Halchin.net

Specify the database locations

Certificate database location

C:\Windows\system32\CertLog

Certificate database log location:

C:\Windows\system32\CertLog

More about CA Database

e Cancel

|<Prev=ous | Next > ‘

Puc. 3.18 Po3ramryBanns 0a3u JaHux

MITBEP/KEHHS TIEepeBipsieMo  oOpaHi

HaJIallITYBaHHA Ta

Hatuckaemo Configure. Ilicis 3aBepiieHHs HaTAIMTYBAaHHS 3'SBISETHCS BIKHO

pesyabTatiB (puc. 3.19).

f& AD CS Configuration

= m] X

DESTINATION SERVER
Serv-191-3-1.Halchin.net

To configure the following roles, role services, or features, click Configure.

@ Active Directory Certificate Services

Certification Authority

CA Type:

Cryptographic provider:

Hash Algorithm:

Key Length

Allow Administrator Interaction:
Certificate Validity Period:
Distinguished Name:
Certificate Database Location:

Certificate Database Log
Location:

Enterprise Root

RSA#Microsoft Software Key Storage Provider
SHA256

2048

Disabled

08.05.2028 22:31:00

CN=Halchin-SERV-191-3-1-CA DC=Halchin DC=net
C\Windows\system32\Certlog

C:\Windows\system32\CertLog

l < Previous ' Configure l [ Cancel ‘

Puc. 3.19 Configure
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Ha puc. 3.20 noka3aHo ycCHilIHe 3aBepIICHHS HaJAIITyBaHHS.

f&s AD CS Configuration B O X

DESTINATION SERVER

REesults Serv-191-3-1.Halchin.net

The following roles, role services, or features were configured:
f\'_‘,) Active Directory Certificate Services

Certification Authority (V] Configuration succeeded

More about CA Configuration

Close
Puc. 3.20 Ycnimne HamamTyBaHHS

Jami 3’aBAS€TbCS TMOBIJOMIJICHHS 13 IIPOMO3UIIEI0 IMOBEPHYTHCS Ta
BCTAHOBUTHU IHINI poJyii. Y pasl 3roau, Mepes; HaMu BIIKPUBAETHCS BIKHO, JI€
BUOHMPAEMO 1HII TPH PO, SKi MaeMo moTpedy moBctanoButH (puc. 3.21). Ili poi

3HAIO0JIATHCS IJIs1 HACTYITHOI poOOTH cepBepy cepTHdikarii.

& ADCS Configuration - O X

DESTINATION SERVER
Serv-191-3-1.Halchin.net

Bl Cacas ohvanis
Role >ervices

Zredentia Select Role Se es 1 nrigure
Role Services
CA for CES v Certification Authority

i T V] Certification Authority Web Enroliment

Online Responder
Network Device Enrollment Service
V] Certif:

/] Certificate Enrollment Policy Web Service

ate Enroliment Web Service

More about AD CS Server Roles

1. < Previous | Next > onf Cancel

Puc. 3.21 BecraHoBieHHS pojiei
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Hami BuGepemo cepBep CA, Ha sikomy Oynme posmimeHo ponb CES (puc.

3.22).

f& AD CS Configuration — ] X

DESTINATION SERVER

A f~vr CCC
CATor Ces Serv-191-3-1Halchin.net
als Specify CA for Certificate Enrollment Web Services
CA for CES Select the certification authority (CA) that you want to use for issuing certificates requested
e e e e e through this Certificate Enroliment Web Service (CES)
ervice A for CES Select:
®) CA name

Computer name

Target CA: |Serv-191-3-1.Halchin.net\Halchin-SERV-191-3-1-CA Select...

[] Configure the Certificate Enroliment Web Service for renewal-only mode.

o Renewal-only mode requires that the targeted CA run at least Windows Server 2008 R2.

< Previous | { Next > figure Cancel |

Puc. 3.22 CES
Hani mnoTtpibHO BUOpaTH, SK came Oyjae BHUKOHAHO AaBTEHTHUQIKAIIIIO.
Bubepemo aBrenTudikamito Windows. Y pasi skmo posropTaHHs cepTu(iKaTiB
Oyne BiIOyBaTHCS IOEMUTITapU30BaHIA 30HI, TOAl, Kpalle BUKOPUCTOBYBATH 1M's

KopucTyBada/mapoJb (puc. 3.23).

_ DESTINATION SERVER

Authentication T\,“I:,'f for CES Serv-191-3-1.Halchin.net

Select the type of authenticatior

® Windows integrated authentication

CA for CES
Authentication Type for C.. Client certificate authentication
T User name and password
lore at Authentication Type for CE

< Previous Next > onfig Cancel |

Puc. 3.23 ABrentudikarris
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Jlani moTpiOHO BKa3aTH CBiil OOIIKOBHIA 3aMKC, Tak K B HAC MOTO TIOKH HEMae

TO BHKOPUCTAaEMO BOyoBanHwmi (puc. 3.24).

DESTINATION SERVER
Serv-191-3-1.Halchin.net

Specify the service account

Select the identity that the Certificate Enrollment Web Service (CES) uses when communicating
with the certification authority (CA) and other services on the network.

) Specify service account (recommended)

The account selected must be a member of the IIS_IUSRS group. If Kerberos is selected as the
authentication type, a service principal name is required for the service account.

®) Use the built-in application pool identity

| < Previous } l Next > ‘ f Cancel

Puc. 3.24 O0nikoBuii 3a1muc

Ha cropinmi migrBepmkenHs Hatuckaemo Configure. Ilicns 3aBepiieHHs

HAJIAIITYBaHHS 3'SIBIIIETHCS BIKHO pe3ynbTaTiB (puc. 3.25).

f& AD CS Configuration = O X

o : DESTINATION SERVER
Confirmation Serv-191-3-1Halchin.net

To configure the following roles, role services, or features, click Configure.

@ Active Directory Certificate Services

Certification Authority Web Enroliment

Certificate Enroliment Web Service

AUt : for C CA Name: Serv-191-3-1.Halchin.net\Halchin-SERV-191-3-1-CA
Renewal Only Mode: False
Authentication Type: Windows Integrated Authentication
Allow Key-based Renewal: False
Account: Application Pool Identity
Server Authentication Already configured for SSL
Certificate

Certificate Enrollment Policy Web Service

Authentication Type: Windows Integrated Authentication
Enable Key-based Renewal False
Server Authentication Already configured for SSL
Certificate
[ < Previous 1 t Configure l [ Cancel

Puc. 3.25 Configure

Tanvyun A. B., Apk.
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Ha puc. 3.26 nokazano ycmiiiHe HajalTyBaHHs.

fes AD CS Configuration = (=} X

DESTINATION SERVER
Serv-191-3-1.Halchin.net

The following roles, role services, or features were configured:
(/'D Active Directory Certificate Services

Certification Authority Web Enroliment O Configuration succeeded

re about Web Enroliment Configuration
Certificate Enroliment Web Service 0 Configuration succeeded
0 Delegation must be enabled for the web service account when the Certificate Enroliment
Web Service is installed and all of the following conditions apply:

1. The Certificate Enroliment Web Service is installed on a separate computer from the
certification authority

Certificate Enrollment Policy Web Service 0 Configuration succeeded

o Before clients can use this web service, a server authentication certificate must be
configured to encrypt communication between clients and the service. Use the IIS snap-in
to verify the server authentication certificate.

o Before clients can use the Certificate Enroliment Policy Web service, Group Policy settings

must be applied to their computers to direct certificate enrollment requests to the web
service

Close

Puc. 3.26 YcnimHe HamamTyBaHHS
3.2 CTBOpeHHs 3alIUTy HA cepTHIKAT
Y menwo "llyck" Windows obGupaemo Jlucneruep iHdOpMaIiiHUX CIIyxO
Inrepuery (IIS). ¥V mucneruepi Internet Information Services (IIS) y mepeBi meHo
"[Minxmrouenns” (o1iBa maHenb) BUOMpaemo MoTpiOHe iM'st cepBepa. Ha momarHii

CTOpIHIII 3 HA3BOIO cepBepa (IIEHTpajbHa MaHenb) y po3aui IS aBiul kiamaemo mo
Server Certificates (puc .3.27)F.
&

Internet Information Services (IIS) Manager

)

€5 ) SERV-191-3 »
File View Help
Connections

2 &

G\ﬁ Start Page

le SERV-191-3 Home

X Filter: - %G 7 Show All | Group by: - Ed-

82 SERV-191-3 (HALCHINVAdmi{ | o T 0 T o U
. - — : — -
= N\~ 4 é‘%ﬁ ab|
MET NET {NET Error MNET MET Trust  Application Connection

Authorizat.. Compilation Pages

Machine Key Pages and

Contrels

Globalization Levels

P 4 & el
gk =1
Providers  Session State SMTP E-mail

Settings Strings

s

-
¢ & 9 . B Bl
= e | 9 =y E S
ASP Authentic.. Compression  Default Directory  Error Pages Failed

Document  Browsing Request Tra...
s n e 8§ B
<.5_1 die = U = ﬂ
Handler HTTP HTTP ISAPl and  ISAPI Filters Logging  MIME Types
Mappings Redirect Respon..  CGl Restri...
5 i = e

'!$E| 4 = 3

4=t ; 2 o= a @ty

Modules Output Request Server Worker

Caching Filtering

Certific atesl{\\) Processes

Puc. 3.27 Server Certificates

Tanvyun A. B.,

Apx.

Tonosus O. C.

KKIK.KP.b—-123-3-113

3mn.

Apx.

Ne 0okym.

Iionuc

Jlama

54




Ha cropinui Ceptudikatu cepBepa (1ieHTpanbHa naHens) B MeHto Jlii (paBa

naHelp) Hatuckaemo nocunanus Create Certificate Request... (puc. 3.28).
&

i'?j Internet Information Services (115) Manager —
<« 93 » SERV-191-3 » 51

File  View Help

Actions

Connections
M &
& Start Page - . )
H— Use this feature to request and manage certificates that the Web server can use with websites configured for
v 85 SERV-191-3 (HALCHINAdmil | o¢)

[} Application Pools
" Sites Filter: -~ % Go - GyShowAll | Groupby: No Grouping =

Ul‘ Server Certificates

Narne Issued To Issued By Expirat
www.Halchin.net Halchin-5ERV-191-3-CA 20.06.2
Halchin-SERV-191-3-CA Halchin-5ERV-191-3-CA 21.06.2
Serv-191-3.Halchin.net Halchin-5ERV-191-3-CA 20.06.2

Puc. 3.28 Create Certificate Request

V¥ maiicTpi 3anuTy ceptudikara Ha cTopiHil "BiacTtuBocTi 1OMeHHOrO iMeH1"

BBOJIMMO HaBeJICHY HIDKYE iHpOpMaIlifo, a OTiM HaTHcKaeMo kHonky "[ami" (puc.

3.29).

BigomocTi 1151 3amOBHEHHSI TMOJIB Ha CTOpiHIN "BIacTUBOCTI JOMEHHOTO

IMeH1" € HACTYITHUMHU.

- 3aranbHe iM's. [ToBHe nomenne im'st (FQDN) ( www.Halchin.net).

- Opranizamis. BBoaumo IOpUAMYHO 3apeecTpOBaHy Ha3By KOMIIAHII

(Company).

- Opranizaumiiauii miapo3an. Ha3ea migpo3giny B opranizamii. Yacto B

nboMy 1ol BkazyeThes "IT", "Beb-0e3neka" abo mpocTo 3aIUIIAEThCS TOPOKHIM.
- Micro/MicueBicTh. MicTO, B IKOMY IOPUIMYHO PO3TalIOBaHA KOMIIAHIs.

- IlITat/mpoBiHmis. BBoauMoO mITaT/MpoBiHINIO, JIe IOPUIAYHO pO3TaIlloBaHa

KOMITaHIA.

- Kpaina. Y Bunagatoyomy coucky OOMpaeMo KpaiHy, /€ KOMIaHis Mae

IOPUANYHY aJpecy.

Tanvyun A. B., Apk.
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http://www.halchin.net)./

BBOJIMMO HaBeJIeHY HIKYe 1HGOpMaIlito, a moTiM Hatuckaemo Jami (puc. 3.30).

Request Certificate

8}

Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name:

Organization:

Organizational unit:

City/locality

State/province:

Country/region:

Ha cropinti

www.Halchin.net

‘Ccmpany

IT

Zt

UA

Puc. 3.29 BiactuBocTi TOMEHHOTO IMEHI

BrnactusocTi

MOoCTavyaJibHUKa KPUNTOTpaiuHUX MOCITYT

Cryptographic. Y Bunagarouomy crircky ooupaemo Microsoft RSA SChannel

Cryptographic Provider, mocradanbHHK MOCIYr (OCKUIBKM B I[ili poOOTI He

BUKOPUCTOBYETHCS 1HIIMM MOCTaYaIbHUK KPUNITOTpa(IuHUX HOCTYT).

HowxunHa OiTa. Y Bunagarodomy crnucky obupaemo 1024. Moxxkna oOpatu

OUTBIIMK pPO3MIp KJIIOYa, ajue TIAbKH SKIIO € HEOOXIJHO, OCKUIbKM Oliblia

JOBKMHA KJTH0Ya 301JIbIIYE 3aTPUMKY 1 MOXKE MOTIPIIUTHA CYMICHICTb.
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Request Certificate
Cryptographic Service Provider Properties

g/

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security, However, a greater bit

length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider

Bit length:

1024 v

Previous Cancel

Puc. 3.30 BnacTuBOCTI noctavaibHUKa KpUNTOTpadiuHUX TOCITYT
Ha cropinm IM's daitny B po3aun Bkaxite im's daitny juis 3anuty Ha
cepTu(diKaT HATUCKAEMO TIOJIE ..., 00 MEPEeUTH 10 Micls, /1€ MOTPIOHO 30epertTu

ceiit CSR. 3aBepmuBiiu, Hatuckaemo I'otoo (puc. 3.31).

BaxnuBo 3amam’staTu  oOpaHe 1M’ Ta po3TamryBaHHa —(aitmy. 3a

3amoBuyBaHHIM, CSR Oyne 30epexeno y C:\Windows\System32.

Request Certificate ? X

File Name

-

"
Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

C:\Users\Administrator\Desktop\cert_request.txt E

Previous Finish Cancel

Puc. 3.31 30epexenns ¢aitny

Ha puc. 3.32 nokazaHo ycHilIHMA pe3yJibTaT CTBOPEHHS Ta 30epeKeHHS

dbaiiny.
Tanvyun A. B., Apk.
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g fc?_s] Internet Information Services (115) Manager
« €3 » SERV-191-3 »

Recycle Bin

File  View Help

Connections - 3 -
@ Server Certificates
- & L
W i :—EJ start Page . Use this feature to request and manage certificates that
feques iy S!ERV'191'3 (HALCHINNAmIE |y, Web server can use with websites configured for S5L.
b t:" Application Pools
. .[&] Sites Filter: = W Go - l\ggShowAll
Mame Issued To

www.Halchin.net
Halchin-5ERV-191-3-CF
Serv-191-3.Halchin.net

Puc. 3.32 36epexenns daitny
BigkpuBaemo ¢aiin 3a J0MOMOTO TEKCTOBOTO pelakTopa (Hampukiai,

braokHoT). MoXHa MoOaYuTH YCIIIIHE CTBOPEHHS 3amuTa Ha cepTudikat (puc.

3.33).

|

M_WI cert_request - Motepad

File Edit Format View Help

| ————— BEGIN MEW CERTIFICATE REQUEST-----
MITDVTCCAr4CAQAWXZELMAKGALIUEBRMCVUEXCJAIBgNVBAEMASOxCZzATEENVEACM
Al pBMRAWDgYDVQQKDADDD 2 1wY WS 5MQswCOYDVOQLDAT IVDEYMBYGALUEAvwPd3d 3
LkhhbGNoakdubmVeMIGMABGCSqGSIb3DQEBAQUAAAGNADCELQKBEQDO+r>xjRw /K
| YFQypBbbxB1DpZTWTRv(BaljdUpkXgqPLx2PANIPekpGGlPn03FAGLIEEayBmYb /3
pu8NcpZ0xDHzCATxBvGUXS5oFrMcGpSgusSwdoj 73KMgkgdlHfq9%eqttY /Fo7qeVe
1IkyWS5IWIgQgYUzvgUd+fByealD7ZIDIUQIDAQABoIIBtDAcBgorBgEEAYTIDQID
MQAWDDEwWL jAuMT c 3NjMuMjBOBgkrBgEEAYTIFRO=QTA/AgEFDBZTZX 12 L TESMSE 2
LkhhbGNoalldubmVEDEVIQUxDSELIOXEFkbWluaXNecmFEb3 IMCB1uZXRNZ3TuiXhl
MHIGCisGAQQBg]cNAgIxZDBiAgEBH1oATQEpAGMACgEvAHMADWBMAHQATABSAFMA
QQAzsAFMAQWE o AGEAbgBUAGUABAASAEMACgBSAHAADABVAGCACgBhAHAASABpAGMA
TABOQAHIAbWB2AGKAZABIARIDAQAWgcBGCSqGSIb3DQEIDGBwTCBvjADBgNVHQEE
AfBEBAMCEPAWEWYDVRB1BAmeCgY IKWYBBQUHAWEWeAY JKoZThvcNAQKPBGswaTAD
BggqhkiGOwBDAgICATAwDeYIKoZ ThvcNAWQCAgCAMASGCWCGSAF1AWQBK jALEg1g
hkgBZQMEASBwCwY IJYTZ TAWUDBAECMASGCWCGSAF 1 Aw(BBTAHBgUrDgMCBzAKBEEg
hkiG9wBDEzAMBgNVHOAEFgQUBx7iRU+bs I L1bMMKspjvcGadyEwDQY IKoZThvell
AQEFBQADgYEApuLed35nan@THWSp+9X]74Q0dDulUY1L /gDBCMZopNWIIWiH+1PIyn
STIBFOQFFXT+251Z+TIRcUNmSWWVVIS fuQDtBsm Xk ST jbAVPQOtgGnezvSWRCzON1
zHr+yHkM59bBCOXMr+450ankK8xghND1lbuloMnr3 7uSSs5As 3ukXsIeTlo=

————— END NEW CERTIFICATE REQUEST-----

Puc. 3.33 3anur Ha ceprudikar
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3.3 CTBopeHHs cepTUikaTy

ceptudikary. s modatky B BeO-Opaysepi

[licns oTpumanHsS 3amuTy Ha ceptudikar mepeiaemMo 10

caMoro

MOTPIOHO  MIAKIIOYUTHUCA 10

https://<im'ss cepBepa>/certsrv, ne <iM's cepBepa> - 1i¢ Ip-ampeca abo iMm's

KOMIT'IOTEpa, Ha AKOMY 3amylleHo ciyxk0y poielr BeO-peectpaiii CA. [Ipu cripoOi

MIJKIIOYEHHS 3 ABISIEThCA 3anmuT Ha BXiA. Ha puc. 3.34 mokaszaHo BXia uepes

kopuctyBaya Administrator, ockiabkuy, BiH Ma€ HalOLIBIII TIpaBa.

Windows Security X

iexplore

Connecting to 193.191.3.8.

’ Administrator ‘

Domain: HALCHIN

I:] Remember my credentials

OK Cancel

Puc. 3.34 IliakmtoueHHs 10 cepBepa

Hapa3i 3’enqHanHs 3 callTOM HE € 3aXMINEHUM, TOMY Mij 9ac mepexoay oyme

BUBEJICHHS 3acTepexeHHs. [[ns Toro abu MpoAOBXKHUTH Aalli poOOTy MOTPiOHO

JI0JIaTH CAMT 70 CIHUCKY MOBipeHux caiTiB. s 1iporo Hatuckaemo Add (puc. 3.35).

Internet Explorer X

Content from the website listed below is being
° blocked by the Intemet Explorer Enhanced
Security Configuration.
http://193.191.3.8

Continue to prompt when website content is blocked

Leam more about Intemet Explorer's Enhanced Security Configuration...

If you trust this website, you can lower security settings for Add
the site by adding it to the Trusted sites zone. If you know
this website is on your local intranet, review help for

instructions on adding the site to the local intranet zone

instead.

Important: adding this website to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Intemet
Explorer.

Puc. 3.35 3acrepexxeHHs
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Jlani BiIKPUETHCS BIKHO 3 CHHCKOM JOBIPEHUX caiTiB. [logaemMo 10 1bOTO

ciucKy cait, Haruckaroun Add (puc. 3.36).

Trusted sites x

4 You can add and remove websites from this zone. All websites in
& * this zone will use the zone's security settings.

Add this website to the zone:
| http://193.1913.8 | [ add
Wehsites:

http: //*. technet. microsoft. com A Remove

http: //*.update. microsoft,com
http: /= windowsupdate.com
http: //* . windowsupdate. microsoft. com

Lok . F& . _.= .. __.dh ..

L

[]require server verification (https:) for all sites in this zone

Close

Puc. 3.36 JloBipenuii cailt

[Ipu ycmimHomMy BxoAl Oyne IMOKa3aHO MOYATKOBY CTOPiHKY CiyxOun

ceptudikarii Microsoft Active Directory (puc. 3.37). Haruckaemo Request a
certificate [,

A s

— X
e & http://193.191.3.8/ certsrv/ ~ Search... o~ g T

(= Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — Halchin-SERV-191-3-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 3.37 IlouaTkoBa cTopiHKa

Jani motpioHo HaTucHyTH advanced certificate request (puc. 3.38).
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—
e @ http://193.191.3.8/ certsrv/ certrqus.asp ~ @ | | Search... 0~ ]

(= Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — Halchin-SERV-191-3-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Puc. 3.38 Advanced certificate request
Jlani odupaemo Submit a renewal request by using a base-64-encoded PKCS
#7 file. Llet BapiaHT peKOMEHIOBAHO ISl OLIIBIIN PO3IMIMPEHOTO 1 TOYHOT'O 3aITUTy Ha
ceprudikar 3 yciMa JeTalsiIMH, IO Hajlexarh mporpami ado cuctemi. [loTpidHO
3reHepyBaTH 3amuT Ha ceptudikat 3 gogaTky abo CUCTeMH 3 HEOOXITHUMU

JeTals MM Ta HaJICIaTH JlaHl B KOJyBaHH1 base-64, BUKOPUCTOBYIOUM 1[I0 OMIiIO
(puc. 3.39).

% -191-3-3 [3

= X
e & http://193.191.3.8/ certsrv/certrqad.asp - || Search... Q- L =

& Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — Halchin-SERV-191-3-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-
encoded PKCS #7 file

Puc. 3.39 3anur Ha cepTudikar
BceraBmsiemo 3anut Ha ceptudikat y KogyBaHHi base-64 (CSR) y BimBenene
miciie. O6upaemo ‘Web server’. 3amumaemo mone "ATpuOyT" MOPOXKHIM.

Haruckaemo Ha kHomky "Submit" (puc. 3.40).

Tanvyun A. B., Apk.
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{2 Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — Halchin-SERV-191-3-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

hkiG9Ww0DBzAdBgNVHCO4EFgOUBX71RU+bsJ]1 L1k
| Base-64-encoded [20EFBOADgYEApuLed3Snan0T fWSp+9X] 740d0u0y A
certificate request |8T1BfQEFXT+25JZ+TIRCUNmMSWVV IS/ uQDt0anvEk
(CMC or zHr+yHkMS SbBCHMr+ASDanKSxghND1buCoMnr37u!
PKCS#10or  [----- END NEW CERTIFICATE REQUEST-———— v
PKCS #T7):

< >

Certificate Template:

|Web Server v

Additional Attributes:

Attributes:

Puc. 3.40 CtBopenns ceprudikary

= x
Ie & http://193.191.3.8/certsr/ certraut.asp - & || Search... D~ s =

Jlani octae BuGip Mix Turmom koayBanHs DER encoded Ta Base64 encoded.

[lepmmii BapiaHT ekcrnopTye cepTudikat, 3akomoBanuil y ¢opmari Distinguished

Encoding Rules, sxuii € nasifikoBuM ¢opmatom. Jpyruii BapiaHT EKCIIOPTYE

cepTudikaT y KoayBaHHI Base64 - MeToJi KOAyBaHHs, SKUW MEPETBOPIOE TBIMKOBI

nani Ha 3BuyaiiHuii Tekct ASCII. Bukopucraemo DER encoded, ockinbku, BiH

3a0e3reuye CTPOry CTPYKTYPY JIaHMX, IO HAMKpale MiIX0IUTh JUIsl cepTU(IKaTy.

[Ticns BuOOpy komyBanHs HaTrckaemo Download certificate. Buusy cropinku

MOJKHa IMOOAaYHMTH TIOBIJOMJICHHS, BUOMpaeMo Save (puc. 3.41).
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- X
° & http://193.191.3.8/certsrv/certfnsh.asp e S

~ G || Search.. 0L~
@& Microsaft Active Directory ...

Microsoft Active Directory Certificate Services — Halchin-SERV-191-3-CA Home

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or CBase 64 encoded
3= Download certificate
=1 Download certificate chain

Do you want to open or save certnew.cer (1,34 KB) from 193.191.3.87 Open Save » Cancel
1 new notification

Puc. 3.41 3aBanTaxkeHHs cepTU(dIKaTy

Ha puc. 3.42 nokazaHo yCHIIIHO 3aBaHTaXCHUHN cepTH]IKaT.

;$ | + | Downloads

— [m] X
Home Share View

2]
s & > ThisPC > Downloads io| Tsan = R
I PR
Name Date modified Type Size

, # Quick access
. I Desktop o [RISIES 21.06.2023 22:47 Security Certificate 2KB

‘ Downloads

=| Documents

| Pictures

= This PC

Puc. 3.42 Ceptudikar

Jani Binkpuaemo |1S. Hatuckaemo Server Certificates. I[IpaBopy4 Ha manemi
subupaemo Complete Certificate Request (puc 3.43).

Tanvyun A. B.,

Apx.
Tonosns 0. C. KKIK.KP.b—-123-3-113

3mn.

Apk. Ne 0okym. Iionuc | Hama 63




3 @ﬁ Internet Information Services (I15) Manager — O Y
“ €3 ) SERV-191-3 » W g @
Recycle Bin
File View Help
Connections U_' . Actions
. Q.- 8 ) server Certificates
s i :?l start Page - Use this feature to request and manage certificates that
SEsEs | S:ERV"IQWG (HALCHINVADmIL | 41, Wep server can use with websites configured for 551,
w2 Application Pools
, .[@] Sites Filter: » W Go - g ShowAll
MName Issued To

www.Halchin.net

Puc. 3.43 Complete Certificate Request

Jlami BIAKpUBA€EThCS J1ajioroBe BiKHO. [lepexonumo B mamnky, je pasimie 0yso

30epexkeHo (daiinm ceprudikaty Ta BHOMpaemo ¥Horo. Hami B Friendly Name

3anmucyeMo HasBy s imeHTudikamii ceptudikata B IIS Manager. [lpu BuGoOpi

cxoBHINA s ceprudikata nocrae nsi mo3umii Personal Ta WebHosting. Web

Hosting npusHaueHuii 1 mMacmTaOyBaHHS Ha OUIbLIY KUIBKICTh CEepTU(]IKATIB,

Tomy Bubepemo Horo. Hatuchite OK, mo6 3aBepuutu poboTy MaicTpa IMIOPTY

ceptudikatis (puc. 3.44).

Complete Certificate Request ? x

8 |.L Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

|C:\Users\)ldmini;tratur‘\Downluads\certnew.cer

Friendly name:

|Wehcert

Select a certificate store for the new certificate:

Web Hosting ~

Puc. 3.44 ImnoptyBaHHs cepTudikara

Ha puc. 3.45 BHIHO YCHIIIHO BCTAaHOBJIEHUW CEPTHQPIKAT Yy CXOBHIII

ceprudikarin IIS.
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@5 Internet Intormation dervices (11>) Manager e
<« €3 » SERV-191-3 » @ oy @-
File View Help

re y UJ' Server Certificates

H:j Start Page " Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate R
v -85 SERV-191-3 (HALCHIN\Admif SSL.
2} Application Pools
v @] Sites Filter: - Go - \sqShow All | Group by: No Grouping Y
€ Default Web Site

Name Issued To Issued By Expirat
Halchin-SERV-191-3-CA Halchin-SERV-191-3-CA 21.06.2
Serv-191-3.Halchin.net Halchin-SERV-191-3-CA 20.06.2 E
Webcert www.Halchin.net Halchin-SERV-191-3-CA 20.06.2 :
x R
@ -

Puc. 3.45 Ceptudikar
3.4 IlepeBipka npaue3aaTHOCTI
Jist Toro, moOO0 TEpeBIpUTH TMpane3laTHICTh cepThudikaTa BCTAHOBUMO
npuB's3Ky ceptudikara g0 caiity Ha ceppepi IIS. Jlns mporo Biakpuemo Internet
Information Services (IIS) Manager, Bubepemo Server Name —> Sites ne BkaxkeMo
BeOcaiT, 1o sikoro motpibHo mpuB’szatu ceptudikar (Default Web Site). Jlami

Hatrckaemo ‘Bindings. .. mpaBopyd B kosonii ‘Edit Site* (puc. 3.46).

&

5\f| Internet Infermation Services (15) Manager -
.(— € » SERV-191-2 » Sites » Default Web Site » 34]

File View Help

Connections - . Actions
I ) Default Web Site Home
1 A 3 #t

-5 Start Page _ - . == Edit Permissions
© 93 SERV-191-3 (HALCHIN\Admil | _ee" ~ ¥ Go - \giShowAll | Groupby: Area = =

¥ Application Pools 2 ] E 2 = " Edit Site

[ Sis:s EdD ab| gﬁf I\'_:li ’-;.?_I % Bindings
'__@. Default Web Site MET Users  Application Connection Machine Key Pagesand Providers  Session State Basic Setv-igs
Settings Strings Controls

Puc. 3.46 IIpus’s3ka ceptudikary

Jani B Site Binding naruckaemo Add (puc. 3.47).
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%
« @ » SERV-191-3 » Sites » Default Web Site »

File  View Help

Connections -
@ £8 Default \Weh Site Hame
=" ®7 | Site Bindings ? %
| %3 St
W hﬁ SH
| Type Host Mame Port IP Address Binding Informa... Add...
, o |t 80 "
Vs g Edit...

Browse

[
Puc. 3.47 Site Binding
IToTiM BUKOHYEMO HACTYITHI HaJIAIITYBaHHS.
Type: https (3axurieHuii canr)
Ceptudikar SSL: BubepiTh BiANOBIIHUN cepTU]IKAT 31 CIIATHOTO CIHCKY.

Criucok MICTHTB BCi BCTAaHOBJICHI cepTudikaT B cxoButli ceprudikaris. (Webcert)

Hatuckaemo OK mns 3aBepiienns (puc. 3.48).

Filtee o (L Chaw All | Genun bne & =

| Add 5ite Binding 7 x =
Type: IP address: Port:
Type https ~ | [All Unassigned v| |4c13 | _
hitp Host name:

[[1 Require Server Name Indication

[] Disable HTTP/2
[[] Disable OCSP Stapling

S5L certificate:
Webcert bod Select... View...

Cance'

Puc. 3.48 HanamryBanHs caiTy 1uisi IPUB A3KH

Jlam st mepeBipKd TIPABUIILHOCTI HAJAIITyBaHHS cepTudikarta, TOTPIOHO
BUKOHATH BXiJ Ha poOouy cranmiio. Haiikpamie Bigkputu Internet Explorer,
OCKUJIbKH, BIH Ma€ BOyJOBaHMM CmHUCOK IeHTpiB cepTudikamii Windows. [ami

NepexonMO B HaJaIITYBaHHS Ta BUOMpaeMo BiactuBocti Opaysepa (puc. 3.49).
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& http://go.microsoft.com/fwlink/p/ Linkld=255141

E Hese nigvosena ao vie..

* lNepekonaiTecs, We nigKoueHo ci Mepaxesi kabeni

* MepekoHaiiTecs, Wo pesum Y Nitaky” BUMKHYTO

* MepekoHaiTecn, W BE3NPOBIAHHIA KOMYTATOP YEIMKHYTC.

* TepeKoHaATECA, O Y BAC € AOCTYN A0 MOBINBHOT WHPOKCCMYTOBOT Mepexi

- ¢ || Mowyk.. o~
Apyx
aiin
Macuwira6 (100%)

Besnexa

v v

Biaxputi & Microsoft Edge Cirl+Shift~E

TlogaTh caiiT 40 nogakHA nporpam
MepernmyTH sagaHTaxerA Cirle)
Kepyearia ACAZTKOBMIN KOMTOHEHTaMH

F12 3napaaan pospobrmka

Mepeifut a0 sakpinnesink cairio

TapameTpu pesunty cymicHocTi

Bnactusoct Bpaysepa

Puc. 3.49 BnactuBocrti Opay3epa

[Totim Ha BkIaaui Bmict Bubupaemo ceptudikatu Ta nepexoanuMo B BKIAJIKY

TOBIpeH1 KopeHeBi meHTpu ceptudikamii. Ha puc. 3.50 mokazaHo cTBOpeHMI

ceptudikar.

Ceprtudikati

MpusHa4eHHs:

MpomkHi LEHTPY cepTudixalii  A0BipeHi KopeHesi LeHTpu cepTudikalil  [osipeni suaast ¢ | *

<¥Yd>

X

v

BnacHuk

53] Copyright () 1997 ...
[ ]pigiCert Assured ID...
5 IDigiCert Global Roo...

54 Halchin-SERV-191-...

[/Hotspot 2.0 Trust ...
[ElMicrosoft Authentic...

BuaaseLb

Copyright (c) 1997 Mi...
DigiCert Assured IDR...
DigiCert Global Root CA
Halchin-SERV-191-3-CA
Hotspot 2.0 TrustRo...

Microsoft Authenticod...

A

TepmiH ail 3posymine im'a

31,12.1999
10.11.2031
10.11,2031
21.06.2028
08.12,2043
01.01.2000

Microsoft Timest... -
DigiCert
DigiCert ~
osoft.ce
Hotspot 2.0 Trus...
Microsoft Authe...

Puc. 3.50 JloBipeHi kKopeHeBi IEHTpHU cepTudikaiii

Ham notpiOHO cTBOopuUTH JoMeHHe 1Mm’4. [ uporo Ha DNS-cepsepi

noTpiOHO 3poOWTH BiAMOBiMHUK 3amuc. 3amyckaemo DNS Manager (Tools —

DNS). V 3oni npsmoro nepernsay Halchin.net nomaemo DNS-3ammc tumy A 3

iM’stm Wwwi. STk IP-agpecy 3agaeMo anpecy KoHTposiepa gomeny (puc. 3.51).
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%:'& -191-3-3 [3anywero] - Oracle VA

& BRC NG
&y UNS Manager -

L

File Action View Help !
: = - www Properties ? X
e’ @ XE=Hm i ET A
& [zNS Name Host (A) | Securty
vE SFR\FH%Z T ] msdcs Host (uses parent domain  left blank):
v || Forwar 00oKup Zones s .
z it
» |2 _msdcs.Halchin.net g':c:s = I
4 - Halchin.net j_udp Fully qualified domain name (FQDN):
> || Reverse Lookup Zones =
L= ¢ P 1DomainDnsZones 1‘"’”“’ Halchin.net |
» || Trust Points -
> || Conditional Forwarders :]ForestDnsZone_s IP address:
E(same as parent folder) {153 19138 |
E:](same as parent folder)
[El(same as parent folder) [[] Update associated pointer (PTR) record
Elserv-101-3
E]win—cuﬁdvdMgnB
Elws-191-3
Elws-3
mwww

G| [

Puc. 3.51 /lomenne im’st
Ha poGouiii cranmii B aapecHOMy psIKy BeOOpay3epa BBEAEMO aapecy

https://halchin.net. BykBa S o3Hauae, 110 1€ 3aXMICHUI caiT. [Ipn HaTUCHEHHI Ha

3HA4YOK 3aMKa MO>KHA MO0AYUTH JTOATKOBY iH(OpMAaIIiio Mpo 0e3meKy MbOro CanTy

(puc. 3.52).

~ @ ¢ || MNowyk... £

o & https://www.halchin.net/

@ 1IS Windows Server x [T

E j laeHTUdikauis se6-caiTy
.
R Wi
indows Server
. Halchin-SERV-191-3-CA
e CaWT BM3HAYEHO AKX

www.halchin.net

Internet Informatior | —-—————

Yu moxHa A0BipaTH LboMy BeB-caitTy?

Mepernanyth cepTudikatn

Welcome Bienvenue Tervetuloa

&>5cz# Benvenuto .0

Puc. 3.52 3axuiiieduii caut

Jonaemo B omykoBoMy psiaky /RDWeb/ ta natuckaemo Connect to a
remote PC. BBoanumo 1M’ KOMIT 10TEpa, A0 SKOr0 NOTPIOHO OTpUMATH JOCTYII Ta

Hatuckaemo Connect (puc. 3.53)
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https://halchin.net/

A v

a & https://www.halchin.net/RDWeb/Pages/en-US/Desktops.aspx

& RD Web Access

\FQ- Work Resources
e >,( ; RemoteApp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC

Enter the name of the remote computer that you want to connect to, specify options, and then click

Connection options

Connect to: ISen/-‘I 91-3

Remote desktop size: | Full screen v

| Options >> H Connect I

Puc.3.53 Bignanene miakiroueHHs

Ha puc. 3.54 nokazano ycniniHe nigkiatodeHHs. HatrnkaeMo Ha 3Ha4OK 3aMKa

Ta OTPUMYEMO 1H(POPMAIIITO, 110 TKITIOUYEHHS 3aXHUIIEHE.

Recycle Bin
Q;«, MiakntoyenHn Ao sigganeHoro poboyoro ctona X

@\J |aeHTMyHICTE BiaoaneHoro KoMn i Tepa nepesipeHo 3a
LS5 monomorowo Kerberos.

Puc.3.54 be3neune 3’ eqHanHs

BuCHOBKM 10 TPETHOIO PO3aiLy
B manoMy po3aisi 0ys10 MOKPOKOBO PO3MKMCAHO Mpoiiec BctaHOBICHHS Active
Directory Certificate Services, ctBopeHHs cepTHU(IKaTy, a TaKoX IepeBipKa

ceTpudikary... .
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BUCHOBKU

[1in yac BUKOHaHHS KypcoBOi poOoTH OyI0 BUKOHAHO HaJAIITyBaHHS Active
Directory na 6a31 Windows Server.

B mepmomy po3nini Oyno BUKOHAHO OMHC TEOPETUYHHMX BIIOMOCTEH MpPO
IeHTp ceptudikallli, mepeBard Ta HEIOJIKM CTBOPEHHS LIEHTPY cepTHudIKaliii,
posrasHyTo ceptudikaty  SSL, a TakoX BHUKOHAHO TIOPIBHSHHS — CIIYXO
cepTugiKaiii.

B napyromy posmiai Oyimo HaBeaeHO TaOMMIO ip-aapecarfii Ta BKa3aHO
IHCTPYKILII 1010 BcTaHoBiIeHHA Windows Server Ta mpoBeAEHO HaJalITyBaHHS
poaeit Active Directory, Takux ssk DNS, Domain Services ta RDP.

B Tperbomy po3auii Oysio MOKPOKOBO PO3MHUCAHO IPOLEC BCTAaHOBJIECHHS
Active Directory Certificate Services, cTBopeHHS 3amuTy Ha cepTH(]IKaT, a TaKOX

MOKa3aHO CTBOpPEHHS cepTUdikary Ta BUKOHAHO TMEPEBIPKYy HAa  HOro

mpane3ag aTHICTb.
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CITUCOK BUKOPUCTAHUX TKEPEJI
1. Server Certificate Deployment Overview [Enekrponnuii pecypc| — Pexxum
JTOCTYITY 10 pecypcy: https://learn.microsoft.com/en-us/windows-
server/networking/core-network-guide/cncg/server-certs/server-certificate-
deployment-overview.
2. CTBOpEHHsS BIJIACHOTO cepBepa ILeHTpy cepTudikamii [EnexTponHuii

pecypc] — Pexxum noctyry o pecypey: https://ssl.org.ua/org_pki.html#gsc.tab=0.

3. YUum BiapizHstoThest SSL-ceprudikaru: camomnianucani, Let's Encrypt, Bia
ueHtpiB ceptudikamii [EnexktponHuii pecypc] — Pexum noctymy 10 pecypey:

https://ssl.com.ua/blog/ukr/comparison-of-certificates/.

4. Binknukanas ceprudikariB [Enekrponnuit pecypc| — Pexxum pocrymy 10
pecypcy: https://https.com.ua/check url crl help.html.

5. SSL-ceprudikar [Enexrponnuii pecypc] — Pexxum noctymy 5o pecypcey:
https://horoshop.ua/ua/blog/ssl/#%D0%92%D0%B8%D0%B4%D0%B8-
%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%84%D1%96%D0%BA%D
0%B0%D1%82%D1%96%D0%B2.

6. Active Directory Certificate Services [Enextponnmii pecypc] — Pexum

JIocTymy 1o pecypey: https://www.encryptionconsulting.com/understanding-active-

directory-certificate-services/.

7. How to Create Certificates with XCA [Enextponnuii pecypc| — Pexum
JIOCTYITY i (o) pecypcy:
https://campus.barracuda.com/product/campus/doc/28475773/how-to-create-
certificates-with-xca/.

8. Building a Microsoft Certificate Authority [Enexkrponnuii pecypc] —
Pexxum poctymy o pecypey: https://virtuallythere.blog/2018/04/24/making-things-
a-bit-more-secure-part-1/.

9. Create CSR [Enextponnuii pecypc] — Pexum moctymy 10 pecypcy:
https://www.digicert.com/kb/csr-creation-ssl-installation-iis-10.htm.

10. Step-By-Step Procedure To Install An SSL Certificate On The I1S Server

[EnexTpoHHUI pecypc] — Pexum JIOCTYITY hi (o) pecypcey:
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https://ssl.com.ua/blog/ukr/comparison-of-certificates/
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https://www.encryptionconsulting.com/understanding-active-directory-certificate-services/
https://www.encryptionconsulting.com/understanding-active-directory-certificate-services/
https://www.digicert.com/kb/csr-creation-ssl-installation-iis-10.htm

https://thesecmaster.com/step-by-step-procedure-to-install-an-ssl-certificate-on-the-

lis-server/.
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