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AHOTALIIS

Tema poOOTH: HOCHITKEHHS TEXHOJOTIH Oe3qpOTOBUX CEHCOPHHX MEPEXK 3
1H()OKOMYHIKAIIHHUMH HA3eMHUMH BY3JIaMH y 30H1 HaJ3BUYaHHOI CUTYaITIi.

Meta pobGOTH - JOCTHIAMTH OCHOBHI TEXHOJOTIi OE3APOTOBUX CEHCOPHUX
MepeX, MPOBECTH aHaJII3 X BUKOPUCTAHHS B 30H1 HAI3BUYANHOT CUTYAIlli Ta BHECTH
MIPOTIO3HIIIT OO0 peasizarii 0e3IpOTOBUX CEHCOPHUX MEPEX y 30H1 HAI3BUYANHOI
CUTYaIIii.

B nanHiit po6OTI 3AIHCHIOETHCS OMUC 1 MPOBOAMUTHCS aHANI3 BHOOPY
0e3qpOTOBUX TEXHOJIOTIM, fAKI MalTh CYTTE€Bl IepeBard Ta MOXYTb
BUKOPHCTOBYBATHCSI B CEHCOPHUX MeEpeXax Yy 30HI HaJI3BMUYalHOI CHTYalii,
JOCHIDKYIOTBCS Ta HABOASATHCA TNPOMO3MINT MO0 TEXHIYHOI peai3alii
0€3/1pOTOBUX CEHCOPHUX MEPEXK.

besnposooosa cencopna mepesrca, beznposooosa mexnonoeisn, IEEE 802.11,

IEEE 802.15.1, IEEE 802.15.4, Wi-Fi, Bluetooth, ZigBee, mononozis mepeoic.

ABSTRACT

The purpose of the work is to explore the main technologies of wireless sensor
networks, to analyze their use in the emergency area and to make suggestions for the
implementation of wireless sensor networks in the emergency area.

In this work, is carried out the description and analysis of the selection of the
wireless technologies that have significant advantages and can be used in sensory
networks in the emergency zone, the wireless sensor network is being developed and
suggestions on the technical implementation of wireless sensor networks are
provided.

Wireless sensor network, wireless technology, IEEE 802.11, IEEE 802.15.1,

IEEE 802.15.4, Wi-Fi, Bluetooth, ZigBee, network topology.
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BCTVII

Kutta B cydyacHOMY CBITI XapaKTepU3Y€EThCS BUCOKUM PIBHEM TEXHIUHOTO
PO3BUTKY Y BCIX TaTy35X JIFOACHKOI AISITbHOCTI. PO3BUTOK TPOMUCIIOBOCTI B PI3HUX
chepax — XiMIYHA, CHEPreTHYHa, METAIypriiiHa, BIMCHKOBAa TOIIO TOPSA 3
nepeBaraMu Ta MOJCPHI3AIIEI0 KUTTA TaKOK HOCUTH BEIUKUN PU3HMK y BUMAIKY
pI3HUX HemependauyBaHUX OOCTaBUH. TakoX pi3HI HaJI3BUYAMHI MPUPOHI
CHUTYallii, BINCbKOBI Ta TEPOPUCTUYHI Jii CIPUUYUHSIOTH PI3HOTO POy HaJA3BUUYANHI
CUTYyaIlil.

TepMiH «Haa3BUYaliHA CUTYAaIlis» YITKO BU3HaueHU B Kojekci IUBUIBHOTO
3aXUCTy YKpaiHu: «HaJA3BUYaliHA CUTYyaIllsl - 00CTaHOBKA Ha OKPEMI TepUTOpii un
CyO’€KTI TOCIOJaprOBaHHA Ha Hi a00 BOAHOMY OO’€KTI, SIKa XapaKTEepPU3YEThCS
MOPYIICHHSIM HOPMAJIbHUX YMOB J>KUTTEIISTIBHOCTI HACEJCHHS, CIpPUYMHEHA
KaTacTpo(oro, aBapi€ro, MOXKEKEI, CTUXIMHUM JIMXOM, EMIIEMI€I0, €IMI300TIEN0,
eniiTOTi€I0, 3ACTOCYBAHHIM 3aC001B YpasKeHHsI 200 1HIIIOI0 HEOE3MEUHOO TOTIEI0,
10 npu3Besa (MOXKe MPU3BECTH) 10 BUHUKHEHHS 3arpo3u KHUTTIO abo 3/10pOB’10
HACEJICHHS, BEJIMKOI KUIBKOCTI 3aruOJIMX 1 MOCTPaXAaJIUX, 3aBAaHHS 3HAYHHMX
MaTepialbHUX 30MTKIB, @ TaKOX J0 HEMOKJIMBOCTI MPOKMBAHHS HACEJICHHS Ha
TaKiil TepUTOPIi UM 00’ €KT1, MPOBAKEHHS Ha Hil TOCMIOAAPCHKOI AISUIBHOCTI. 30HA
HaJ[3BUYANHOI CUTYaIlll - OKpeMa TEpUTOPIs, aKBaTOpis, /e cTajacs HaJ3BUYaiHA
cutyarismn[1].

OcranHi monii B Hami KpaiHi, a TaKoX 3arajoM Yy CBITI BHUMAararoTh
OTIepaTUBHOTO pearyBaHHs Ha MOAI0HI Ha3BUYalHI cutyaillii. Bix cBoegacHoOCTI Ta
JIOCTYITHOCTI JJIS HACEJICHHS CHCTEMH CIOBIIICHHS 3aJie)KUTh, SIK IMBUIKO Oyne
HajJiaHa JomoMora. 3HOBY K Taku, 3 Kojekcy UMBUIBHOIO 3axXUCTy YKpaiHu:
«OMOBIIIEHHS TPO 3arpo3y ab0 BHUHUKHEHHS HAA3BUYAHUX CHUTYyallli
3a0€3MeuyeThCS MIITXOM HEHTPaTI30BaHOTO BUKOPUCTAHHS TEIEKOMYHIKalIMHUX
MEpPEK 3aralbHOr0 KOPUCTYBAHHS, y TOMY YUCI1 MOOLIBHOTO (PyXOMOT0) 3B’S3KY,

BIJOMUYMX TEJICKOMYHIKAIIIMHUX MEpEeX 1 TEICKOMYHIKALIHHUX MepexX CyO €KTIB



TOCIIO/IapIOBaHHA B MOPsAKY, BcTaHoBIeHOMY Kabinerom MiHicTpiB YkpaiHu, a
TaKOXX MEpEeX  3arajbHOHAI[IOHAIBHOTO, PErIOHAIBHOTO Ta  MICHEBOIO
paaioMOBJICHHsT 1 Teje0ayeHHS Ta IHIIUX TEXHIYHUX 3aco0iB IepeaBaHHs
(BimoOpakerHs) iHpopmarii» [1].

[IpoTe y mNEBHUX CHUTyalllsIX TEJICKOMYHIKAIIHHI MEpexXi 3arajibHOTo
KOPUCTYBaHHS MOXXYTh OYTH HENPUIAATHUMHU JJII BUKOPHUCTAHHS HA OKPEMHX
TEPUTOPIAX, J€ CTaracs HaJ3BUYAHA CUTYaIlisl (HAIpHUKIIa 1, BHACTITOK 3aXOTUICHHS
BOPOXKUMU CHJIAaMH 200 3pyHHYBAaHHS MPUPOTHIMU YMOBAMH IIEHTPATBLHUX BY3JIIB).
Takox 3 KO)KHUM POKOM BCE€ MEHIIIE 1 MEHILIE JIF0Ie KOPUCTYIOThCS MpUMadyaMu
PaJIOMOBIICHHSI, @ TAaKOX TPAIUILIMHUM TeleOaueHHSIM, dyepe3 Kl BiI0yBalOThCA
OTIOBIIIEHHS MPO HAJA3BUYaWHI CUTYyaIlli. ¥ IpOTUBAry 1bOro 3HAYHUMHU TEMIIAMH,
NOYMHAOYM 3 KiHUOA 20-TO CTONITTS, PO3BUBAETbCA IHTepHET. 3a OCTaHHIMU
COIIIOJIOTITYHUMU ONUTYBAHHSAMH, OTbIIIE TOJIOBUHH HACETICHHS CBITY KOPUCTYETHCS
[HTEpHETOM, a B pO3BUHYTHX KpaiHax JaHa KUIbKICTh nepeBuurye 80% 1 mocTiitHO
3pOCTaE.

Takox 0e31pOTOBI CEHCOPHI MepeXi MOXYyTh BUKOPHUCTOBYBATHCS B
MONIYKOBHX OIEpalisXx B 30HAX HAA3BUYAWHWUX CHUTyaIllid, a TakKoX V
BXXKOJOCTYITHHX MICIIEBOCTSIX, HANPHKJIAJ, IMPH MACIITaOHIM JIICOBIH TMOXKEXKI,
MTOBCHSX.

Came TOMy B JaHiii poOOTI TPOBOAUTHCA JAOCIHIKEHHS TEXHOJOTN
0€3pOTOBUX CEHCOPHUX MEPEXK, AKI MOXKYTh CTATH albTEPHATHUBOIO ICHYIOUUM Ha
TEMEepIHIN eHb CUCTeMaM OIMOBILIEHHS MPO BUHUKHEHHS HAJ3BUYAHOIO CTaHy,
a TAaKOXX BUKOPHUCTOBYBATUCS B SIKOCTI MOIIYKOBUX CHCTEM y 30HAX HaJ3BUYAMHUX
cutyaiii. [IIBUaKiCTh Ta MPOCTOTA PO3TrOPTAHHS, & TAKOXK MOKIIUBICTh MPAIFOBATH
B aBTOHOMHOMY pEXHUMI TPUBAJIUN dYac € 3HAYHOIO TIEpeBaror Oe3ApOTOBUX
CEHCOPHUX MepekK. TaKkoxk 3a JOMOMOTO0 MAKIIOYEHHS O€3MPOBOI0BOT CEHCOPHOT
Mepexi 0 TII00aabHO1 Mepexki [HTepHeT MOXKIuBa riepeada 310panoi iHdopmariii B

30BHIIIHIN CBIT JJIS ONIEPATUBHOTO 1HPOPMYBaHHS.



[TpoTe Ge31pOTOBI CEHCOPHI MEPEki MOXKYTh BUKOPUCTOBYBATHUCS HE JIUIIIE B
30HaX HaJ3BUYaiiHUX cuTyallii. Ha cboroaHimHii AeHb KOHIEMIIS 0e3ApOTOBUX
CCHCOPHHX MEpPeX € IyXKE aKTyaJbHOIO 1 NMpHUBEpTae yBary OaraTbOX BUCHUX,
JOCTIAHUIIBKUX 1HCTUTYTIB 1 KOMEpIIHHHMX oprasizamiil. Jlanuii THO Mepex
npuBaOIMBUI THM, III0 MOKE IIIMPOKO 3aCTOCOBYBATHUCS B Pi3HUX chepax KHUTTH.

3aBAsKM CBOIM TepeBaram, Ijsl TPUKIATy, TaKUM SIK OMEpPATUBHICThH 1
eKOHOMIYHICTh pPO3TOpTaHHsS, TpUBajla poOOTa B AaBTOHOMHOMY peXuMi 0e3
HEOOX1THOCT1 B T€X00CIyroByBaHH1, HAJINHICTh 1 BIIMOBOCTIMKICTh B dKOPCTOKHUX
yMOBax €KcCIuTyaTalli, 0e3JpOTOBlI CEHCOPHI MEPEXi, MOKYTh BUKOPUCTOBYBATUCS
B 0araTboX Tajy3sX CydacHOro >XKuTTS. [[ns mpukiany, MOXKHA PO3IJSHYTH Takl

chepu 3aCTOCYBaHHS CECHCOPHHUX MEPEK:

-CUCTEMU OXOpPOHU 1 KOHTPOJIIO JOCTYNy — MOHITOPUHI MICIIEBOCTI 1
MOCWJICHHSI CTalllOHApHUX PyOEKIiB OXOPOHHU, KOHTPOJIb MapIIPYyTIB MEpPECyBaHHS

JIIOJIeH; paHHE BUSIBJICHHS aBapiii; MPOTUIIOKEKHA CUCTEMA;

-aBTOMatu3allisi OyJiBellb — CHUCTeMa KOHTPOJIO JOCTYyNy 1 3amoOiraHHs
aBapiiHUX CUTYaIllli; O€3IPOTOBI JATYUKH JIJISl pI3HOMAHITHUX cucTteM «Po3ymMHOro

OyIUHKY»; YIIPaBIIHHS OCBITJIEHHSM, KJIIMATOM, JOMAILIHbBOIO €JIEKTPOHIKOIO;

- BOEHHE 3aCTOCYBaHHsS — O€3pOTOBI CaMOOPraHI30BYBaHI Mepexi mepenadi
JaHUX; UIBUAKOPO3TOPTYBaHI OXOPOHHI CHCTEMHU; CUCTEMH TEJIEMETPUYHOIO

KOHTPOJIIO;

- BiyTaJIeHui 301p MOKa3HWKIB 3 JIYMJIBHUKIB — BiJJajJeHUNd 30ip MOKa3iB 3
PI3HOMAHITHUX BUJIIB JIIYUIILHUKIB, PEECTPATOPIB; KOHTPOJIb 1 pETYJIOBAaHHS BUTPAT
pecypcis;

- TeJIeMEeUIITHA 1 OXOpOHA 370POB’ST — MOHITOPUHT OCHOBHUX ITOKAa3HUKIB
MEANYHOI TeJeMeTpii (THCK, MyJIbe, TeMIepaTypa); KOHTPOJIb MPUHOMY JTIKapChKUX
3ac001B;

- I1arHOCTHUKA TPOMUCIIOBOIO 004 IHAHHS — IUCTAHLIMHUI TEXHIYHUN HATJIS
1 mpodisakTiyHe OOCIyroByBaHHS OOJaJHAHHSA; KOHTPOJb €(EKTUBHOIO

BUKOPUCTAaHHA 06J'IaI[HaHH$I.



3acobu 0e31pOTOBOrO MIAKIIOUEHHS 3a0e3MeuyroTh HaWOUIBIINK piBeHb
MOOUTLHOCTI Yy TIOpPIBHSAHHI 3 OyAb-SKUMHU I1HIIMMHU 3acobamu. TomMy dYHCIIO
IPUCTPOIB, SKI MIATPUMYIOTh O€3IPOTOBE MIJKIIOUEHHS, POCTE 3 KOKHUM JTHEM.
BiamoBigHO 10 IIHOTO 3pOCTA€ aKTYAIbHICTh AOCTIIKEHHS 1 MOOYI0BU MEpex, SKi
0a3yroThCsl HAa 0€3IPOTOBOMY MiAKIIOUCHHI.

OTxe, METOI0 JOCHTIKEHHS € TMPOBEACHHS aHamizy poOoTH Oe3ApOTOBUX
CEHCOPHHMX MEpEeX Ta BHECEHHS HOBMX IMPOIO3ULIN II0A0 iX TEXHIYHOI peanisarii,
JOCTIKEHHSI OCHOBHMX 0€3/IpOTOBUX TEXHOJIOT1H, 1K1 MOXKYTh BUKOPUCTOBYBATHUCS
B CCHCOPHHUX MEpeKax.

O0’€eKTOM TOCIHIJIKEHHS € O€3pOTOBA CEHCOPHA MEPEXA.

[IpeameToM JOCTIIKEHHSI € OCOOIMBOCTI TEXHIYHOI peaiizaiii 0e31poToBOi
CEHCOPHOI MEPEXI.

OCHOBHMMH 3aBJIaHHSIMHU € HACTYIIHI:

- aHaJi3 MPOOJIEeMATHKU CTBOPEHHSI O€3POTOBUX CEHCOPHUX MEPEX Yy 30H1
HaJ3BUYAHOI CUTYyallli,

- IOCTIJIPKEHHS OCHOBHMX TEXHOJIOTIH O€3ApOTOBUX CEHCOPHUX MEPEeX Ta
OoOTpyHTYBaHHs BUOOPY OJHIET 13 HUX,

- 00IPYHTYBaHHSI MPOIO3UINNA Ta TEXHIYHA peai3allis eKCIepUMEHTAIbHOI
0€3pOTOBOT CEHCOPHOT MEPEXKI,

- BHECCHHSI MPOTO3UIIINA 10 MOJEpHI3aIlli 0e3IPOTOBUX CEHCOPHUX MEPEX Y
30H1 HAJ[3BUYANHOI CUTYaIIIi.

PobGota cknanaerscs 3 TpbOX poO3AUIIB. B mepumiomMy po3auil NpoBOAUTHCS
OOTpYHTYBaHHSI aKTYaJIbHOCTI IOCIIIPKEHHS 0€3[POTOBUX CEHCOPHUX MEPEXK y 30H1
HaJ3BUYAlHOI CHUTyaIlli, a TaKOXX IPOBOJMUTHCS aHaji3 OCOOJMBOCTEH IX
BUKOPUCTAHHS B 30H1 HaJ3BUYAHOI cuTyallii. B apyromy po3ain JoCHiIKYIOThCS
OCOOJIMBOCTI BUKOPHCTAHHS CY4YaCHUX O€3pOTOBUX TEXHOJIOTIH B CEHCOPHHX
MepeXax y 30HI HaJ3BUYaWHOI CUTYaIlil 1 MPOMOHYETHCS OJHA 3 TEXHOJIOTIH, sika
HANOUIbIIEe MIIXOAUTh 7S BUKOPHUCTAaHHA. B TpeTboMy poO3AUII MPOBOAUTHCA

aHai3 TOHOJIOFiﬁ, K1 BHUKOPHUCTOBYIOTBCA B CCHCOPHHX MCPECIKaAX, a4 TAKOXK OIIUC



MIPOIIECIB TEXHIYHOT peatizallii eKCIiepuMeHTaIbHOI 0€3MPOBOAOBOI CEHCOPHOT

MepeXKi 1 BHECEHI MPOMO3UIIIT 010 1i MOAEpHI3aIlii.

14
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1 OBIPYHTYBAHHS AKTYAJIBHOCTI JOCJIIJ>)KEHHA
BE3/JPOTOBUX CEHCOPHIX MEPEX V 30HI HAJI3BUYANHOT]
CUTYAL

1.1  Amnani3z oco0aMBOCTEN BUKOPUCTAHHA 0€3[POTOBUX CEHCOPHUX MEPEX Yy 30HI
HAJ[3BUYANHOI CUTYaIlil
1.1.1 XapakTtepucThKa YMOB BHUKOPHUCTAHHS 3ac00iB TEJICKOMYHIKallli B 30HI

HaJ[3BUYANHOI CUTYyaIlll

XapakTepHOIO OCOOJUBICTIO MPUPOAHOI a00 TEXHOTCHHOI KaTacTpodwu, sKi
COPUYMHAIOT, BHUHHUKHEHHS HAJ3BUYANHOI CHUTyallli, € HenepeadauyBaHiCTh,
pamnToBICTh, AYXE€ IIBUIKE IMOMIMPEHHS, BUIIQJKOBICTh Yypa)K€HHA OO0’ €KTIB B
ocepelIKy HaA3BU4aitHO1 cuTyalli. He 3aBxau MoOKHA nependaynuTu, Ha sSKid came
TEepUTOpIi BUHUKHE HAJ3BUYAHA CUTYyaIlis. HecipusTanBuiA BIUIMB TEXHOTEHHOTO,
IPUPOJIHOTO, COLIAIBHOTO, TEPOPUCTUYHOIO XapakTepy MOXKYTh IMPHU3BECTU [0
BIJIMOB B OOCIIyTOBYBAaHHI KOPHUCTYBaylB TE€JIEKOMYHIKAIHUX nocayr. OCHOBHUM
3aBJIaHHSM CHUCTEMHU 3B’SI3KYy € IOJI0JIaHHS HaJ3BUYANWHOI CUTYyallii 1 opraHizaiis
CTIOBIIIICHHS] HACEJICHHS.

MoxnuBi JAEKUIbKAa BUIIB HAJ3BUYAWHUX CHUTYyaIlll: HaA3BUYANHI CUTYyaIlii
TE€XHOT'€HHOI'0, MPUPOJHOrO, COLIAJBHOTO Ta BOEHHOTO XapakTepy. PosrisHemo
BIUIMB KOXKHOI 3 LMX HAJ3BHUYAaWHUX CHUTyallli Ha poOOTY TEIEeKOMYHIKAI[IHHUX
CUCTEM.

Han3Buyaiini cuTyalli TEXHOTEHHOTO XapaKTepy BHHHUKAIOTh BHACIIIOK
aBapii, K1 B1IOYBaIOThCA 3 TPAHCIIOPTOM, 3aBOJIaMU, CHEPTETUUHUMHU 00’ €KTaMH,
OUYMCHHMH CTIOPYJaMH 1 3yMOBJICHI caMe TeXHIYHUMH MPUINHAMHU.

Han3uuaiini cuTyarii TpUPOAHOTO XapaKTepy BUHUKAIOTH BHACIIIOK
HenependauyyBaHUX EKCTpEeMalbHUX MOTOAHUX yMOB. Jl0 HACTYyMHHMX HajeXaTh

3eMJIETPYCH, EKCTPEMaJIbHI KOJIMBAHHS TEMIIEpaTypHu, PSCHI OMaiu TOIIIO.
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Han3uuaifai cuTyalii COIaJIBHOTO XapakTepy 3yMOBIICHI HacamIepen
HECAaHKI[IOHOBAHUMH [IISIMH JIIOJICBKUX Mac, HalpaBlICHUMH Ha OJOKYBaHHS
BaXJIMBUX COIlAJIBLHUMX OO0’€KTIB, JO 4YHCJIa SKHUX TaKOXX BIJHOCITHCS
TeJIEKOMYHIKAIIiH1 BY3JIH.

HanzBuualini cuTyaiiii BIMICbKOBOTO — I1€ BIMCHKOBHM BILJIUB OJHIET IepKaBH,
TEPOPUCTUIHUX OpraHizalliii Ha IHIIYy JAep)kaBy, a00 YaCTHUHY ii TEPUTOPII.

B KOHTEKCTI po3risiaAy BIUIMBY HaI3BHUAWHUX CUTYAIllll HA (PYHKI[IOHYBaHHS
3ac00iB TEJIEKOMYHIKAIlli yMOBHO MO)XHa 00’€IHATH HaJA3BUYANHI CHUTYyaIlii
TEXHOTEHHOTO XapaKTepy 3 HaJI3BUYAWHUMH CHUTYAIlIIMHA MPUPOTHOTO XapaKTepy,
a TaKOX HAJ3BUYAilHI CHUTYyalli COLIAJBHOTO XapakTepy 3 HaJA3BUYANHUMHU
CUTYallisIMU BIHCHKOBOTO XapaKTepy.

[lepmi BUHMKAIOTh BHACHIIOK MPUPOJHUX ab0 TEXHIYHHUX 300iB 1 MOXKYTh
MPU3BECTH IIBUJIIE 1O IMOBHOTO a00 YacTKOBOTO BHUXOIY 3 Jay OKpPEMHUX
TEJICKOMYHIKAIIMHUX 00’€KTIB Ha TEPUTOPIi, € BUHUKIA HAJA3BUYAHA CUTYAITis.
YacTo BHACHIAOK MPUPOJHUX 00 TEXHOTEHHHUX aBapiil CIOCTEPIratoThes MpoodIeMu
3 mepebosiMu ab0 MEPIOAUYHUM BIIKITIOYCHHSIM €JIEKTPOEHEPTii, 1110 B CBOIO YEpry
MOXE€ CIPUYMHUTH BHMKHCHHS TEJICKOMYHIKAIIMHOTO OOJIagHAHHSA, SKOMY
HeoOx1qHe Oe3nepeliiiHe €HeprocrnoXuBaHHA. SK BHUpILIEHHS MOpoOjJeMu Ha
BOKJIMBUX  TEJIEKOMYHIKAI[IHHUX BYy3JIax BCTAHOBJIOIOTHCSL  JIKEpesa
oe3nepeOiitHoro >xuBieHHs ([IBXX), siki Ha meBHMI 4Yac (K MpaBWIO — HE AYXKe
TPUBAJIHI) JTO3BOJIAIOTH MIKIIOUEHOMY 00J1aJHAHHIO MPAIFOBATH BiJl aKyMYJISITOPIB
JABbX. AnpTepHaTMBHMM LUISIXOM BHpILMIEHHS MpoOOJeMU € BapiaHTH 3
pe3epByBaHHSIM, TOOTO MpU BUXOJl OJHOTO By3ida 3 Jaay, 1HGOpPMAIiHI MOTOKU
OyAyTh HaAmpaBIATHCA Ha IHIOMHM, B 00xia ymkomkeHoi ninsHkd. L{i curyamii
MOBUHHI MOJICTIOBATUCSA Ha €Tari IJIaHyBaHHS MEPEXi, MPOTe HE 3aBXIU BOHU
BUKOPUCTOBYIOTHCS, BHACHIIJIOK HEJIOCTAaTHROTO MaTeplaJbHOTO 3a0e3redeHHs
NoCTayaJIbHUKA TEJICKOMYHIKALIMHUX TMOCHYr. 3a3BU4Yaidl, MIClIi yCYHEHHS
HaJ3BUYAlHOI  CHUTyallli TOCTa4aHHS  €JEKTPOSHEprii  BIJHOBIIOETbCA 1

TeJIeKOMYHIiKalliiiHe 00JalHaHHs IPOAOBXKY€E POOOTY B IITATHOMY PEXHUMI.
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[amI0t0  MIPOGTIEMOI0 € BUXiA 3 JaAy TEJICKOMYHIKAIiHOTO OO0IaHAHHS
BHACJIJIOK HOTO (hi13MYHOTO MOIIKO/HKEHHS Yepe3 MPUPOJIHI a00 TEXHOTeHHI aBaplii.
[Tpu BUHMKHEHH1 TaKOi CUTYaIli1 Ha MiCIIe TOBUHHA MTPUOYTH pEMOHTHA OpHTraja st
BUKOHAHHS PEMOHTHHUX POOIT MO BIJHOBJICHHIO MocTayaHHs mociyr. [Ipote
3a3BUYail Opurana Moke IpuOyTH Ha MICIE TUTBKH IICIs YCYHEHHS HaJa3BUYaiHOT
CHUTYaIlli, [0 IEKOJIN MOXKE 3alHATU AyKe TPUBAJIHI yac, TOMY OUIBII TOIIIBHUM €
BUKOPHUCTOBYBATH OLIBIN CTIMKE O 30BHIMIHIX BIUIMBIB oOJiagHaHHs. Hampukian,
SKIIO BHWHHKJIA HaJ3BUYAaiiHA CHUTYyallis, IOB’s3aHa 3 PICHUMH OMaJaMH, TO
oOnajiHaHHS TOBUHHE OYTHU CTIMKUM JO NMPOHUKHEHHS BOJAM, AKIIO OypeBil —
MOBUHHI OyTH HaJIAHO 3aKpiIUIEHI 1 3aXWIleHl BiA (PI3UYHUX TOUIKOIKEHb
BHACJIJIOK MOTPAIUISTHHSA CTOPOHHIX Ba)XKHUX NpeaMeTiB. TakoK Takl TEXHOTCHHI
aBapii, K XiMigyHa abo pajialiifHa CYNPOBOKYIOTbCSI BUKUIOM B HaBKOJIMIIHE
CEpellOBUIIE PI3HUX HEOE3NEYHUX EJIEMEHTIB, SIKi HECyTh 3arpo3y HE€ TUIbKH
JIOJCBKOMY JKHTTIO, @ W MOXYTh CIOPUYUHUTH BHUXIA 3 JIaly BaKIUBUX
TeJeKOMYyHIKaliiHuX 00’ €kTiB. [Ipu aBapisix TakOro XapakTepy BKpail BaXJIHMBUM €
HaJlliHEe (QYHKIIOHYBaHHS TEJNEKOMYHIKAlliHUX OO0 ’€KTIB JUIsl BYaCHOTO
CIIOBIIICHHS HACEJICHHS 1 30€peKCHHS JIOJACHKMX SKUTTIB. s HamiiHOTO
GbyHKITIOHYBaHHS 00JIaIHAHHS BOHO NMOBHUHHO OYTH CTIMKUM Ta 3aXHUIICHUM Bif
IIKIJIMBUX XIMIYHUX Ta pajialliiHUX BIUIMBIB HA JIOCTATHIN Yac BiJ] BUHUKHEHHS
HAJ3BUYAHOI CHUTyallli 1 aX JO0 IOBHOI €Bakyallli HaceleHHs, a00 TOBHOTO
YCYHEHHSI MOXJIMBUX PU3HKIB. TakoX sIK 1 B ONEepeAHOMY BUIIAJIKy TOBUHHI OyTH
nepeadayueH1 MUIIXU Pe3epPBYBaHHS.

Y Bunmaaky HaA3BUYAWHUX CHUTyaIllii TEXHOTEHHOTO abo0 MPHUPOIHOTO
XapakTepiB y pa3l HECHPOMOXKHOCTI TPATULIMHUX BHUIIB TEJICKOMYHIKAIIN
3a0e3neuntu eheKTUBHY POOOTY CHUCTEMHU CHOBIIICHHS JIJIi HACEJICHHS MOTPiIOHO
PO3TJISIHYTH JOJAaTKOBI BapiaHTH CIOBIIICHHS HacejaeHHs. [[s 1poro 3aBaaHHS
qyJIOBO MOXYTh TIJIINTH O€31poToBl ceHcopHl Mepexi. CeHcopHa Mepexa
HEoOX1IHO 3a0e3MeyuTH BCIMa BHJIAMU 3aXUCTy Y BHMAAKY MPUPOAHIX YU

TEXHOT€HHUX aBapiil. By3nu nmoBuHHI OyTH BOJAOHENPOHUKHUMH, TEPMOCTINKUMH,
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Ha/A1IHO KPIMTUTHUCS A0 ONOP, MaTepiai 3 SKOT0 BAKOHYIOTbCS BC1 YaCTUHU ~ MEpexi
— B1JI 3BUYAHOTO CEHCOpa JI0 OTIOPHUX CIIOPY, TOBUHEH BUKOHYBATHUC 13 AKICHOTO
MaTepiany, SKUid MOKe TIPAIIOBATH B HAMOUIBIT CyBOPUX yMOBaX. Takoxk mepcoHal,
SKUW PO3ropTa€e JaHli CEHCOPHI MEpeKl MOBUHEH OyTH 03HAWOMIICHHM 3 KOXKHUM
€JIEeMEHTOM Mepexi 1 OyTM TOTOBUM B HaWKOPOTII TEPMIHU 3IIACHUTH
BCTAHOBJICHHS 1 BBEJICHHS B €KCILTyaTallllo 111€1 MEpPEexi, a TAKOK MaTH B HAasIBHOCTI
BC1 HEOOXiJHI CKJIaI0BI YaCTHUHU JJII PO3rOpTaHHS Mepexi. B 3arampHOMY dYac
BUIIAJIKy BUKOHAHHS BCIX J1i B yMOBax HaJ3BHYaHOI CUTYaIlll 1 BBEACHHS MEPEXi
B EKCIUTyaTal[ll0 He MoBUHEH nepeBuiryBatu 10-15 xBunuH. Jlo 3aBaaHb nepcoHany
NOBUHHO BXOJIUTU BCTAHOBJICHHS MapUIPyTH3YHOUOIro OOJIaAHAHHS 3 aHTEHaMH
(3a3BM4aii, Ha IEBH1M BUCOTI B1J] MOBEPXHI 3€MJIi Ha LIOTJI1, IKa MILHUMH OIOPAMHU
3 TPOCaMH KPIMUTHCA A0 CTIMKUX MOBEPXOHb Ha 3eMll, a00 B caMmy 3€MIII0), @ TAKOXK
BCiX HEOOX1JHUX CEHCOPIB 3 BIJMOBIIHUMU JaTYMKAMH, B 3aJIEKHOCTI B1J] CUTYaIlli,
sKa BUHUKJA. {1 cencopu 3a 10MOMOror 6€3IpOTOBUX TEXHOJOT1M MOBUHHI 0/Ipa3y
MIIKITI0YaTUCA B €IMHY Mepexy. KimbKicTh MapuipyTH3aTopiB (TakoXX MOKHA
CKa3aTH — 30H MOKPUTTS) MOBUHHA 3aJIeXKaTH BIJl IJIOILI TEPUTOPIi, 3 IKOI MOBUHEH
BinOyBaTucs 30ip 1HQopMmallii, a TakoX Mepexa TOBHHHA OYTH JIETKO
MacmTaboBaHO, TOOTO, MO0 MPX HEOOX1THOCTI MOYKHA OYJI0 MIIKITFOYUTH 1€ OJTUH
YU KUIbKa MapIIpyTU3aTOpiB 31 CBOIMU CEHCOpaMH 0€3 HEraTMBHOIO BILIMBY Ha
poOoTy Mepexi B 3arambHoMy. OAWH 13 MapUIPyTU3aTOPIB TOBUHEH BUKOHYBATH
pOJIb LUTI032 1 3’€HYBATH BCIO MEPEXKY 13 30BHIIIHIM CBITOM, YU 3 BIJMIOBITHUMHU
BiJUTITIaMU, SIKI OyIyTh KOOpPJAWHYBaTH a00 HACEJICHHS TOTO, MO0 MOBITOMHUTH
MOCJIIOBHICTh X i, a00 psATIBHI OpuraaW AJis BUSBICHHSA 1 JIKBITyBaHHS
npobnemu. Taka mepexka MOBUHHA Oe3nepeOiiHO BUKOHYBAaTH CBOi (DyHKIIII
MPOTATOM TOTO Yacy KU HEOOX1THHI JIsl YCYHEHHS BCIX HACIIIKIB HAA3BHYANHOT
CHUTYallii 1 MTOBHOT'O BIIHOBJICHHS ICHYIOUUX TEJIEKOMYHIKAI[IHHUX CTPYKTYP.

Y BumajKy, SKIIO HEMOXJMBO BCTAHOBUTH 1H()OKOMYHIKAIINHI BY3JIU
Oe3nocepeIHbO Ha 3€MJTi, BOHH MOKYTh 3HAXOUTHUCS HA TIOBITPSHUX 00’ €KTA, 1 BXKE

3BIITH BUKOHYBATH Ti K (PYHKIII].
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Takox 0e31poTOBa CEHCOpHA Mepeka MO)Ke BUKOHYBATH 1HIIY (DYHKITIFO —
MOMEePEKEHHS MPO HAJ3BUYANHY CUTYAIlII0 HA MOTEHIIHHO HeOe3MeUHUX 00’ €KTax.
B TakoMy Bumanky BOHa MOBHHHA OyTH TOMEPEIHBO PO3TOPHYTA HA TEPUTOPIl
3aBOAY 1 mepeOyBaTH B MOCTIHHIN poOOTI, HEBAXKIIMBO UM € HaJ3BUYaiiHA CUTYAIIi,
un Hi. [|1g npukiany, g ceHCOpHa Mepexa Moxe OyTH o0siaHaHa JaTYUKaMU, SIKi
pearyroTh Ha MIABHUILEHHS BMICTY HEOE3MEYHUX XIMIUHUX €JIEMEHTIB y TOBITPI,
CIIOBIIIAIOTH TIPO II€ BIAMOBIIHMM CIYy>KO0aM, 1, TaKUM YHHOM, 3aro0IraroTh
BUHUKHEHHIO HEOE3MEUHUX aBapIHUX CUTYyaIliil.

BB Haa3BUYAMHUX CHUTYyalllll COLIAJIBHOTO, a TaKOoX Haa3BUYaHHUX
CUTYyalliil BIACHKOBOTO XapaKTepy Ha TEJIECKOMYHIKAIIiHI 00 €KTH 3a3BUYaii
OJIHAKOBHII — a00 3axOIUIEHHS LEHTPAJbHUX TEIEKOMYHIKAUIMHUX BY3JMiB, 1, B
pe3yJbTaTi MOBHUH KOHTPOJIb TEJIEKOMYHIKAIIMHUX CHCTEM JIJIS BIIACHUX IILJIeH, a00
iX (i3uYHE 3HUIICHHS, SKE€ YHEMOXKJIHMBIIOE OYIb-SKHA KOHTPOJH JCPKABHUMHU
CTPYKTypamMH HaJ 1HQOpMaTU3alll€el0 HaceleHHs. | B ToMy, 1 B 1HIIOMY BHMaJKax
TeJIEKOMYHIKaIliitHi 00’ €KTH MOBUHHI OyTH HQAIMHO 3aXHUIICHUMHU BiJ arpeCUBHUX,

MO>KJIMBO HaBITh 30pOMHUX M1 MPOTUBHUKAMH.

1.1.2 3aranpHi TEXHOJIOTIYHI PUCH OE3IPOTOBUX CEHCOPHUX MEPEK

besnpotoBa cencopna mepexa (Wireless Sensor Network) — 11e Mmepexa, sika
CKJIQJAETHCS 3 BEJIMKO1 KUIIbKOCTI MIHIATIOPHUX BY3J11B (CEHCOPIB), sIK1 MICTATh B CO01
npuiiManbHO-TIepeAaBaIbHI MPUCTPOi, MIKPOTPOIECOPU 1 TMOEMHAHHI MIXK COOOIO
pamgiokanasioM. O0JIacTh MOKPUTTS TaKOi MEPEeKi MOXKE CKJIaJaTH BiJ JEKUIBKOX
KBaJpaTHUX METPIB JI0 JACKIJIbKOX KBaJIpaTHUX KUIOMETPIB.

TenexomyHikalliifHa Mepexa — 11e Hallp TepMIHAJIILHUX BY3JiB, 00’ €IHAHUX
KaHaJlaMU 3B 513Ky, SIK1 37]aTH1 3a0e3MeuyBaTu nepeaavy ta npuiManss iHdopmanii

OJIUH 3 OJIHUM TI0 TIEBHOMY (D13UYHOMY CEPEJTOBHIIII.
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®dizuyHe cepeNoBHINE Tepeaadi eIeKTPUYHUX CUTHAIIB — IIe MpOCTip abo

Marepiall, yepe3 sIKUM MOIMUPIOIOTHCS eIeKTPOMAarHiTHI XBujl. B sikocTti ¢i3udHOrO

CepeI0BHIIIA TIepeiayil eJICKTPUYHIX CUTHAJIIB MOKYTh BUKOPHCTOBYBATHCS

ITpoBos0BI1 (TOBITPsIHI) JiHIT 3B 3Ky MPEACTABISIOTH COO0I0 MPOBOIU O€3
AKUX-HEOYTh 130JII0I0YMX a00 eKpaHYyIOUWX OIUTITOK, SIKI MPOKIaIeHl MIX
cToBNamu 1 BUCATH B TOBITpi. Ille He Tak maBHO Taki JiHIi 3B’SI3Ky Oynn
OCHOBHHMMM JIs Tiepeiayl TenedoHHux abo Tenerpaduux curHaiis. Choroui
IIPOBOJIOBI JIHIT 3B 43Ky IIBUAKO BUTICHAIOTHCS KaOeabHUMHU. He3Bakarouu
Ha 11€ BOHU IMPOJIOBKYIOTh BUKOPUCTOBYBATHCA B TIEBHUX MICLAX, 30KpeMa
TaM, J¢ HEMae MOXJIMBOCTI IepeaaBaTtd AaHl iHmUM nuissxom. IIBuakicHi

SIKOCTI 1 3aBaJIOCTIMKICTh TaKUX JIIHIN 3QJIMIIIAI0Th 0aXaTH KPaIoro.

KaGenpHi JiHIT MaloTh JIOCTaTHBO CKJIAQJHY KOHCTpyKIito. Kabenb
CKJIaJIa€ThCsl 13 TPOBIJHUKIB, YKJIAJEHUX B JCEKUIbKAa IIapiB 130JIAL1i:
€JICKTPUYHOI, eIEKTPOMArHiTHOT, MEXaHIYHO1 1, MOJKJIMBO, KJIIMaTH4HOI. Kpim
TOTO, Kabelb Moxe OyTH 00JIaIHAaHUI pO3’€MaMHU, SIKI JJO3BOJISIOTH IIBHUIKO
BUKOHYBATH IIJI€HAHHS [0 HBOIO PI3HOMAHITHOTO oOOnanHaHHs. B
TEJICKOMYHIKAlIMHUX MepekaxX 3aCTOCOBYIOTbCSI TpPU OCHOBHUX THIIH
ka0ento: kabesll Ha OCHOBI CKPYYEHHUX Map MiJHHUX IIPOBOJIB — HEEKpAaHOBaHA
Buta mapa - Unshielded Twisted Pair (UTP) i expanoBaHa BuTa mapa —
Shielded Twisted Pair (STP), koakciambHi kabeni 3 MIZHOIO >KUJIOIO,
BOJIOKOHHO-ONTUYHI Kabeni. [lepmri nBa Tunu KaOeniB Ha3WBAIOTh TAKOX

MIJTHAMH KaOeIsIMH.

Panmiokananu Ha3eMHOTO 1 CYIMYTHHKOBOTO 3B’SI3Ky YTBOPIOIOTBHCS 3a
JOTIOMOTOI0  TepefaBadya 1 TpHiiMadya pagioXBwib. ICHye Beluka
PI3HOMA@HITHICTb ~ THUIIIB  pajiOKaHaliB, Kl  BIAPI3HSIOTBCS 5K
BUKOPHUCTOBYBAaHMM YAaCTOTHHM JIlalla30HOM, TaK 1 JAJBHICTIO KaHAIY.
be3nporoBa kaHamM BUKOPUCTOBYIOTHCS YACTIII€ BCHOTO B TUX BHUMNAAKAX,

KOJKM KaOeNbH1 JIHIT 3B’SI3Ky 3aCTOCYBaTH HEMOJKJIMBO, HAINPUKIAA MpHU



17

MPOXO/HKEHHI KaHaJly 4epe3 Majo3aceeHy MICIEBICTh a00 kK IS 3B’SI3KY 3

MOOUTFHUMH KOPUCTYBa4YaMU MEPEXKi.

be3apoToBa, B mpsiMOMY CEHCI IIbOTO CJOBa, O3HAYae€, MO BY3JIM MEpExi
MOETHAHI MK CO000 HE OyIb-IKUM BUAOM KaOelnro — KOaKCiadbHUM, BUTA mapa,
ONTUYHHUH, a Oe3rocepeHbO PajilocepeIOBUILEM, Tepealodr J1aHi MiX co00r0
OJIHIEI0 3 TEXHOJIOTIA Oe3lpoToBOi Tmepenadi jgaHux. I[lpuw BUKOpHCTaHHI
0e31pOTOBUX TPHUCTPOIB JIaHI MEPEIAIOThCs 3a JIOMOMOTOI0 PaiOXBHIb. 3aco0H
0€3pOTOBOTO MIAKIIOYCHHS 3a0€3MeUyI0Th NIepeiauy IBIMKOBUX PO3PSAIB JaHUX Y
BUJIl €JEKTPOMArHITHUX CHUTHAIIB PaJlo4acTOTHOTO a00 MIKPOXBUIBLOBOIO
niama3oHiB. KoXKeH BY30J1 OCHAIYEThCS AHTECHOI, SKa OJHOYACHO SBJISETHCS
nepeaaBayeM 1 MpuiiMadyeM eJEKTPOMAarHiTHUX XBWJIb. EjeKkTpomarHiTHi XBUII
IONIMPIOIOTECA B BiIEHOMY IIPOCTOPi a0 BaKyyMi 3i MIBUAKICTIO cBiTia - 3*108 m/c
y BCIX HampsiMKax a0o * B MEXax IMEBHOTO CEKTOpY, HE3aJekKHO B YaCTOT LUX
XBUJIb. CIIpSIMOBAHICTh YX HECITPSMOBAHICTh TOIIUPEHHS SJIEKTPOMArHITHUX XBHIIb
3aJIC)KUTH BiJl TUITy aHTCHH.

B 3aco0ax 3B’s13Ky, npuctposix Bluetooth, Wi-Fi, WiIMAX BukopucToBY€eThCS

MIKpOXBHJILOBE BUITPOMIHIOBAHHS MaJIOi IHTEHCUBHOCTI.
JloB>KrHA XBUJI1 B I[bOMY Jl1ana3oHi ckianae Big 30 caHTUMETpiB, 10 1 mimiMeTpa.
MikpoXBuIIl TOMIMPIOIOTHCS JHILIE MO MPSAMIi, a TAKOK HAa BIIMIHY BiJl paiOXBUIIb,
y SIKMX Jllana30H 4acTOT OUTBII HU3bKUMA, TIOTAHO MPOXOATh MOB3 OyaiBmi. ToMy mpu
BIIJIAJICHHI aHTEH OJHIE€I BiJ IHIIOI Ha IX HUIAXYy MOXYTh BHUHHUKATH TI€BHI
nepemkoau. Uepes e HeoOXigHo, 00 peTpaHcdIiiiHe o0JagHaHHI 3HAXOIUI0CS
Ha MEBHII BUCOTI BITHOCHO 3€MJIl, II00 YHUKHYTH YaCTHHH MEPEIIKO/I.

Takoxx mnpu yacrotax Buimie 4 [Th 3’saBiseThcs Ie OJHA MpodJiema:
MOTJIMHAHHS BOAO0. JIOBXXHHA XBUJIb MPU TAKUX YaCTOTaX CKIIAJAE BChOTO JIEKIIbKa
CaAaHTHUMETPIB, 1 TaKl XBWJI1 CHJIBHO MOTJIMHAIOTHCS JOIIEM.

beznportoBe cepenoBuiiie Mae psag 0COOTMBOCTEH, sIKI BAPTO BPaXOBYBATH MPU

IPOEKTYBaHHI MEPEXi, a caMe:
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- 3oHa nokpuTTA. be3apoToBi TeXHONOrII epenayi JaHUX 100pe MpaIioTh Ha
BIIKpUTUX MicIEBOCTX. [[poTe yMOBH MICHEBOCTI, a TaKOX CIOPYAH, SIKI
3HAXOAATbCA MK O€3IpOTOBUMH BY3JIaMH MOXYTh OOMEXYyBAaTH 30HU

ITIOKPHUTTSL.

- 3aBaau. SkicTh 0€3ApOTOBUX 3’€IHAHb Bpa3duBa 0 3aBajJ 1 MOXKeE
MOTIPIIYBATHUCS MPU POOOTI IHIKUX O€3POTOBUX MPHUCTPOIB, @ TAKOXK THIIHUX

0€3/IPOTOBUX KOMYHIKAITIN.

- besneka. Jlnga goctymy no cepedoBuiia 0€3ApOTOBOrO MiJKIIOYEHHS HE
NOTpiIOHO MIAKIIOYATHCS 10 (i3uuHUX KalemniB. Tomy IOCTynm 10 IbOTO
CEpeIOBHUILA MOXKYTh OTPUMYBATH HECAHKIIIOHOBaHI KOPUCTYBAul 1 PUCTPOI.
BianoBigHO, OTHUM 13 TOJIOBHUX ACIIEKTIB IPOCKTYBAHHS 1 aIMIHICTPYBaHHS

0e3/IpoTOBOI Mepexki € Oe3IeKa.

- CrounpHuU#M qocTyn 70 3aco0y mijKIoueHHs. be3apoToBl Mepexi mpairooTh B
HaIBAYIJICKCHOMY PEXHMi, IO O3HA4ya€, 10 B KOXHUH MOMEHT dYacy
nepenayy abo MpuUoOM MOXKe 3IHCHIOBAaTH TUTBKH OJWH MPHUCTpiil. 3acolOu
0€3pOTOBOT0 MIJKIIOYEHHS CIUIBHO BUKOPHUCTOBYIOTH yCi BY3/IH. Yum
OlyIbIlIa KITBKICTh BY3JIIB OJHOYACHO MIJIKIIIOYEHI B OJHY O€3JpOTOBY MEPEKY,
TUM MEHIIIA TPOIYCKHA 3/IaTHICTh MPUXOIUTHCA Ha KOXKHOTO 13 HUX.

Cam ceHcop mpesacTaBiisie co0OI0 ATy, sika, 3a3BUYail, Mae po3Mipu He
Outbllle OJHOTO KyOiWHOro mroiiMmy. Ha miii mmati po3TamoBaHi MPOIECOp,
ornepatMBHa Ta  (Quem-nam’sTh, U(PO-aHATOTOBI 1  aHAJIOTrOBO-IU(POBI
NIEPETBOPIOBAYi, PaJioYaCTOTHUN MpUHOMOTIepeiaBad, HKEpeIo JKHBJICHHS Ta
naTyukd. B 3amexxHOCTi Bim (YHKINHN, SKI TMOKIaNalOThCS Ha CEHCOPHI MEpPEexi,
MOXYTh  BHKOPHCTOBYBAaTHCS  pI3HOTO  BHUAy  JaTdyukd.  Haitgacrimre
BUKOPUCTOBYIOTHCS JAaTUYMKH TEMIIEpaTypH, BOJOTOCTI, OCBITIEHOCTI, THUCKY,
BiOpariii, 3ByKy, XIMIYHI JaT4YuKu (HAMPUKIAM, JJIS BHUMIPIOBAHHS BMICTY
HeOe3neYHuX rasziB B MOBITP1). JlaTuMKK MiIKIIOYAIOTHCS 10 TUIATH Yyepe3 HuQPoBi
Ta aHAJIOTOBI KOHEKTOpU. JKUBIEHHS CEHCOPIB 3IIMCHIOETHCS 4Yepe3 HEBEHKI

Oatapei, sIKi KpIIUIATBCS Ha KOPIYCl, BOHM TOBHHHI 3a0€3MeuyBaT aBTOHOMHY
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po0OOTy Ha TpUBaIMi 4yac Oe3 mim3apsakud ado 3aMiHu (JacTimie BChOTO, 3aMiHa
OaTapei B3arajlii HEMOXKJIMBA). B 3B’S3Ky 3 IMM CEHCOPH 3/1MCHIOIOTH TIJIbKH 301p,
nepBUHHY 0OpOOKy, sika Opi€HTOBaHa Ha 3MEHIICHHS 00’eMy iH(opmarltii, sKy
HEOOX1THO TepeaTy 1, 10 HAMTOJIOBHIIIE — MIHIMI3AIlA YKCIa UKJIIB MPUAOMY 1
nepeaadi JaHuX Ha HACTYNMHMA By30J — numo3. Jlus BupimeHHS 1€l 3amadi
po3po0IIeHI criemiaibHI KOMYHIKAIiHHI TPOTOKOJIM TIepeiayl TaHuX, SKi HaJTar0Th
MO>KJIMBICTh Ha TPUBAIY POOOTY MEPEXKEBUX MPUCTPOIB BiJ aBTOHOMHUX JKEpPel
kuBieHHs. llepemada gaHuUX MK CEHCOpaMHM Ta MIXK CEHCOpaMH 1 IIUIFO30M
B1JIOYBAETHCS 3a JIOMOMOTOI0 BOY/IOBAHOTO PajIl04acTOTHOTO MpUOMOTIepeiaBaya.
Ha pucynky 1.1 300pakeHuii mpukiag ceHCOpy 3 BOYIOBAaHUM pajiodacTOTHUM
npuiioMorniepeaBayeM, SKUA MOXKE BHKOPHCTOBYBaTHCS B  0O€3MpOBOAOBII

CEHCOPHIN Mepexi.

Pucynok .1. — Ilpuknazg cencopy 3 BOyJOBaHUM paaioqacTOTHUM

MpUMOMOTIEPEIABAYEM.

1.1.3 OOGrpyHTyBaHHA NOTPeOM BUKOPHUCTAHHS 1HPOKOMYHIKAUIMHMX HA3EeMHHUX
BY3JiB JJIi CTBOPEHHS OE3pOTOBUX CEHCOPHMX MEPEX B 30HI HaA3BUYANHOI

CUTYyaIIii
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Ha cporoanimHiii JeHb TEHACHLII PO3BUTKY fAK 3ac00iB 0OpoOKM i
posnmojaineHHs  iHdopMaiii, Tak 1 1HQOpMAIIHHUX CHCTEM B  IIJIOMY
XapaKTEPHU3YIOTHCS TUM, 1110, 3 OJHOTO OOKY, PO3BUTOK TEICKOMYHIKAI[IHHUX MEPEK
noTpedye 3acTocyBaHHA HUGPPOBUX KaHAIIB 1 CHCTEM Mepeaadl JIaHuX, 3aco0iB
OOYHMCITIOBANILHOT TEXHIKH JUIsi 00poOkM iHopmariii B mporeci ii mepemadi, a 3
IHIIIOTO — PO3BHUTOK 3aco0iB 00poOku iH(popMalii 1 OOUKUCIIOBATIBHOI TEXHIKH
MOTPeOYIOTh BCE OLIBIIIOTO 3aCTOCYBaHHS 3acO0IB 3B’S3KY JUIsl opraHizallii 0OMiHy
1H(pOpMaII€I0 B IHTEpecax pIIIEHHS NPUKIAJIHUX 3a7ad. | K pe3ynbTar — Mpouecu
1HTerpailii Ta 30JMKEHHSI TEJICKOMYHIKAIIMHUX MEpeX 1 3aco0iB iHpopMaTh3alii
CIPUSUIA TIEPETBOPEHHIO TEIEKOMYHIKALIMHUX MEPEK B 1HPOKOMYHIKAIIIHI MEpexi
(paHille  3aCTOCOBYBAJMCSl  TaKOXX TEpPMIHM  «IH(oOpMaliiiHa  Mepexay,
TeJEeKOMYHIiKalllifHa 004HCITIOBaIbHA MEPEXKay Ta 1HIIIL).

3riJIHO ICHYIOYUM YSIBJIEHHAM, 1HPOKOMYHIKallliiHa CUCTEMA — [I€ CYKYITHICTb,
gKa BKIIOYae B cebe cyTh 1H(OpMaAIIAHOT 1 TENEeKOMYHIKALIMHOI CHCTEM.
[ndopmariiitna cuctema BKIO4ae B cebe 1HPOpMalil0 Ta KOPHUCTyBaya.
TenexomyHikariitHa cucteMa 3a0e3neuye nepeHeceHHs inpopmariii BiJ jxepena 10
criokuBada. TakuM YHUHOM, 1H(OOKOMYHIKAIIITHY CHUCTEMY YTBOPIOE CYKYITHICTb
MEpeXi  TEJEKOMYHIKAI[i  (TeJIEKOMYHIKAIIHHOT — MIACUCTEMH), MPUKIATHOI
nijgcuctemu (3aco0iB 30epiranHs 1 o0pooku iHdopMallii, TPUKIATHUX MPOLECIB), a
TaKOX IM1JICHCTEMH JIXKEpe 1 CriokuBaviB iHpopmailii (KOpUCTyBallbKa IMiICUCTEMA).

[ndoxomyHikalii — iHbopMaIiitHO-TeTIeKOMYyHIKaIlitHa IHPPACTPYKTYypa, sSKa
PO3BHUBAETHCS B BIJMOBIIHOCTI 3 TEXHIKO-€KOHOMIYHUMHU 3aKOHAMHU PO3BUTKY
CyCH1JIbCTBA.

By3nu Mepexi — 1e cheuiajibHI MEpeKeBl MPUCTPOi, sIKI 3 €IHYIOTHCS 3
IHITUMU TIPUCTPOSIMHU, YTBOPIOIOYH COOOI0 CTPYKTYPOBaHY CUCTEMY.

3a cTyneHo MOOUIBHOCTI BY3JIM MeEpexXl MNOIUISIOThCS Ha CTalllOHapHI
(Ha3emH1), pyxoMi (TPYHTOBI, 3aJ1I3HUYHI) Ta TOBITPsAHI By31u. CTalioHapH1 BY3/IH —
HA3eMHI BY3JM, HE MOB’S3aHI 31 3MIHOIO MiCLs pO3ropTaHHs. Pyxomi By3mu —

HABIIAKHU, TIOB’sI3aHI 3 OMEpPATUBHUM MEPEMIIIEHHSIM MEpeXi Ha NMEBHY BIJCTaHb.
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[ToBiTpsiHI BY37MM 3a MPHU3HAYCHHSAM OCHOBHMM MICIIEM pPO3TAIlyBaHHS MAaloTh
MOBITPSHUIN MIPOCTIP, IKUW 3HAXOIUTHCS B 30H1 3B A3KY 3 IHIIIUMHU BY3JIaMU MEPEXKI.

B 0e31poToBUX CEHCOpHUX MepexaxX OCHOBHA (PyHKIIOHAIbHA 0OpoOKa
JAaHUX BITOYBA€ThCS Ha BIJATMOBIIHOMY BY3J1, SIKUM HAa3WBAETHCS IIIIO30M 1 SIBIISE
c00010 TOCTAaTHRO MOTYKHUM KoMmIT 1oTep. 1103, Tak caMo sk 1 ceHcop oOagHaHUI
aHTEHOIO ISl TOro, 100 OTpUMAaTH JaHHI BiJ ceHcopiB. [IpoTe mumo3 oTpumye
iHQopMallito HE BiJ KOXHOTO CEHCOpa, a JHMIINE BIJ THUX, SKI 3HAXOIATHCS B
oesnocepeHiid OJU3BKOCTI A0 HBOTO. JlaHH1 5K BiJl 1HIIMX CEHCOPIB TaKOX MOBUHHI
OyTHu nocTaBlieHH] /10 1UT03a. L{g mpo6iema BUPINIYEThCS TUM, 110 CEHCOPU MOXKYTh
oOMiHIOBaTucA 1HGOPMAIIIEI0 MK COO0I0 3a TOMTOMOTOI0 TIpUiioMoTiepeiaBayiB, sKi
MPaIo0Th B pajioAiana3oni. [Hhopmailis, Ko 0OMIHIOIOTHCS CEHCOPH 11€ HE JIUIIE
1H(}opMaIis BiJ AaTUYMKIB, 11€ TAKOXK 1H(GOPMAIIis PO CTaH MPUCTPOIB 1 pe3yIbTaTH
npoiiecy nepenadi nanux. [Hpopmaitist nepegaeThes BiJy OAHOTO CEHCOPA JI0 1HILIOTO
IO JIAHLIIOKKY, 1 B TIACYMKY HaHOIMKY1 JI0 [ITK03a CEHCOPH MEPEAAOTh HOMY BiKe
BCIO 310paHy iH(opMmarlito. Ko Bij SKUHCH 3 CEHCOPIB BUXOIUTD 3 JIay, TO BCS
CEHCOpHAa MepeXa IMOBHHHA MEepeKOH(IrypyBaTHCs 1 mepenadya AaHUX MOBUHHA
MPOJOBXHUTHUCA. [Hpopmarlis, sika HIura yepe3 MOIMIKOKEHHI CEHCOpH, IMOBHMHHA
3MIHUTH MapHipyT 1 BUKJIIOYUTH HECIIPaBHI CEHCOPH 3 HHOTO, TOOYyBaBIIIM HOBUI
MapuipyT TUIbKH Yepe3 poooul.

Jlns BUKOHAHHS 1TUX (QYHKIIN Ha KOXKEH CEHCOP BCTAHOBJTIOETHCS CIIeIliabHa
omepailiiina cucteMa. Ll omepaiiiiina cucteMa J03BOJISIE CEHCOPAM aBTOMATHUYHO
BCTAHOBITIOBATH 3B'SI3KH 3 Cycimamu 1 (OpMyBaTH CEHCOPHY MEPEXKY 3 3aJaHOI0
TOTIOJIOTIERO.

Haifuacrime ceHCOpHI Mepexki CKIaNaloThCsl 3 COTEHb, JMEKOIM — THUCSY
CEHCOPIB 1 PO3poOKa CXeMH OOMIHY JaHUMHU M1 HUMH MPEACTABISE COO0I0 AyxkKe
CKIaAHy 3amady. Takok mopsia 3 UM TMOTPiOHO BpaxoByBaTd (DakT TOTO, IO
6e31poTOBI CEHCOPHI Mepexi mpaitoroTh B ISM-nianasoni (Industrial, Scientific and
Medical band) — pjiama3oH  3arajJbHOrO  MPU3HAYCHHS, SAKHA  MOXKE

BUKOPHCTOBYBATHCS 0€3 CHEIlaIbHOTO JiilleH3yBaHHA. lle Moke mpuBecTH a0
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NEBHUX TMEpemKo] 3 OOKy CTOPOHHIX JDKepen paaiocurHaniB. Takox uepe3
HEJIOCTaTHIO €HEProeEMHICTh a00 yepe3 BIUIMB 30BHIIIHIX 3aBaj] CEHCOPU MOXKYTh
BUXOJWTH 3 JaJy Ha TEeBHWH 4ac a00 Ha3aBxkau. B Takux BHmamkax CXemMu
opraHizamii Mepexi 1 MapuipyTH TIiepefadl JaHUX [MOBHHHI aBTOMAaTUYHO
3miHioBaTucs. Lo QyHKIIIO BUKOHY€E omepalliiiHa cucTeMa, sSika BCTaHOBJICHA B
KOKEH CEHCOp.

Yacrime BChOTr0 CEHCOP TMOBHHEH MAaTH MOJKJIMBICTh CAMOCTIMHO BHU3HAYATH
CBOE MICII€3HAXO/P)KEHHS BIJIHOCHO 1HIIMX CEHCOpiB. TakuM YMHOM BiH TMOBUHEH
BU3HAYMUTH, SKOMY HACTYTHOMY CEHCOPY BiH Oyne mepenaBaTH JaHHI, SKi B
KIHIIEBOMY IMIJICYMKY I[OBHHHI MIMTH 10 1Ui0o3a. ToOTO THpH pO3ropTaHHi
0e3MpOBOOBOT CEHCOPHOT MEpeXki MepI 3a Bce e ieHTu(ikalis BCiX CEHCOPIB, a

NOTIM BX€ (POPMYETHCS CXEMa MapIIPyTH3ALlli.

1.2 Anamniz mpoOJeMaTUKU CTBOPEHHsI OE3IPOTOBUX CEHCOPHUX MEPEX Yy 30HI

HaJ[3BUYANHOI CUTYyallll

besnepebiitna poboTa OyAb-SKMX TEIEKOMYHIKAIIMHUX OO’€KTIB B 30HI
HaJ[3BUYANHOI CHUTYyallll nependayae coOO BUPIIIEHHS CKIAIHUX 3aBllaHb, SIK1
MOBUHHI OyTH JETaJbHO O0JyMaHi 3 BpaxyBaHHSAM YCIX JETalei, a TaKOXK KOXHa
MOTEHIIITHO MOXJIMBA HaJA3BUYaliHA CUTYallisl HOBUHHA OyTH BPaXxOBaHOIO.

HeoOximHo BUIIIUTH P OCHOBHUX MpoOiieM, 3 SKUMH MOXKHA
3IMITOBXHYTHUCS TPU MPOCKTYBaHHI OE3IPOTOBUX CEHCOPHUX MEPEXK Yy 30HI
HAJ3BUYANHOI CUTYaIlll, @ TAKOXK JESAKI IIJISXH X BUPILIECHHS.

- [IBuaKiCTh, HamamITyBaHHs oOJaqHaHHSA. Bcl By3nu ceHCOpHOI Mepexi B
KOKEH MOMEHT 4Yacy IMOBHMHH1 OyTH MOIEpeHbO HAJAIITOBAHI 1 TOTOBI B OyAb-SKUN
MOMEHT OyTH BBEJIEHMMH B eKcIUTyartarito. Lle moB’s3aHO 3 TUM, IO OUIBILIICTH
Ha/JA3BUYAHUX CUTYallll BUHUKAIOTh PalTOBO 1 HemependoauyBaHo. HanamryBanHs
MEpeKi Michas BUHUKHEHHsI HaI3BHUYAaWHOI CUTYyalli MOXe 3aliHATH Tyke Oararo

yacy, 110 HEMPUIYCTUMO NP PATYBAJIbHUX OINEpalisx.
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-IlIBunkicTh Ta Oe3meka po3ropTaHHsS Mepexi. MOHTaX Mepexi MOBHHEH
MPOBOJUTHUCS CHEIMIAIBHO HABYCHWMH JIIOABMH, SKI 3JaTHI TpaIloBaTd B
HeOe3MeYHUX YMOBaXx, 3 00MEKEHOIO KIIBKICTIO yacy. Takox Mepeka MoBUHHA OyTH
noOyioBaHa SKICHO, AJIsl MIPHUKJIATy — LIOTJIM MOBUHHI OyTH MIIHO 3aKpIIUICHI, HE
XUTATHUCS], aHTEHU Ha HUX TaKOK MOBUHHI 3aKPIILTIOBATUCS TaK, 100 HE OyJI0 pU3UKY
MOIIKOJPKEHHS YU Ta1HHS.

-3axMCcT BCIX BY3JIB MEpEXi BijJ] HEOE3NMEYHUX MPUPOAHIX Ta TEXHOTCHHHUX
daxTopiB. KoxxeH By30J1 MOBUHEH OyTH 3a3[ajieTi/ib MiATOTOBICHUM JI0 dKOPCTKUX
yMOB ekcrutyaTaiii. By3nu mnoBuHHI OyTH BOJIOHEMPOHUKHUMH, TOTOBUMHU JIO
poOOTH B MICISIX 3 BUCOKOIO BOJIOTICTIO MOBITPS; MAaKCUMAJIbHO TEPMOCTIHKUMH,
SKOMOTa JIOBIIE TMPAIIOBATH TOPSA 3 BIAKPUTHMH JDKEpElaMHu TOJIyM’si; OyTH
CTIMKMMH JI0 BIUIMBY PAJ10aKTUBHUX Ta HEOE3MEYHUX XIMIYHUX PEYOBUH TOIIO.

- ABTOHOMHICTh poOoTu. Bci By3num mepexi, 30KpeMa CEHCOpH IOBUHHI
3a0e3nedyBaT aBTOHOMHY POOOTY 0€3 Mmia3apsiiKu MpOTATOM TpuBaioro yacy. s
npo0semMa BUPIIIYETHCS BHACHIIOK BUOOPY ONTUMAJIBHUX TEXHOJOT1H 0€3pOTOBOI
nepeaadi gaHux. Takok HeBenHKi OaTtapei, siki BXOASTH JO CKJIaJy CEHCOPIB HE
NOBUHHI OYTHM PpO3pSAIKEHUMH 1€ A0 MOYaTKy PpPO3rOpTaHHA MEpexl 1 MaroTh
3a0e3nedyBaTu TPUBAIMI Yac Jii By3ia.

-Buxig 3 nmany cknagoBux Mepexi. Mepexa MOBMHHA OyTH TOTOBOIO 0
IIBUJIKOTO TMepeOyyBaHHS Ta MPOJIOBXKEHHS (DYHKI[IOHYBAHHS TIPU BUXO1 3 JIaay
OJIHOTO 200 JEKUIBKOX 11 BY3JIiB.

- 3axuct 1HQopMalii B CEHCOpHIN Mepexi. [Hpopmaris, sika nepegaeTbcs B
CEHCOPHIN Mepexi uepe3 MOBMHHA OYTH 3aXHMIIEHA BiJl PI3HOTO POy 3aBajl. Takox
Mepeka TOBMHHA OYTH 3aXHUINEHOK BIJl HECAHKIIOHOBAHOTO MPOHUKHEHHS

BOPOKMMHU cujiamu. [HpopMalis moBUHHA OyTH 3alIM(PPOBAHOIO.

1.3 BucHoBOK 10 po3ainy 1
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1. Ilpm BUHMKHEHHI HAJ3BHYAMHMUX CHUTyalil HeOOXigHA fAKiCHa podoTa
TEJCKOMYHIKAlIMHUX CUCTEM JJisi CIOBIIIEHHS HACEJIEHHS, a TaKOXX MPOBEIACHHS
MOIIYKOBUX OMepariiid. 3aBISKU CBOIM OCOOIMBOCTSIM CEHCOPHI MEPEXi € OJHUM 13
HaWKpammx npu poooTi B EKCTPEMAIbHUX CUTYaITisX.

2. OCHOBHMMH XapaKTEpUCTUKAMU OE3POTOBUX CEHCOPHUX MEPEeX Yy 30HI
HAA3BUYAIHOI CUTYyaIlll € 3aXUIIEHICTh KOXKHOTO OKPEMOTO By3Ja 1 BCIET Mepexi B
[IJIOMY JIO BIUTMBY 30BHIIIHIX (DakTOpiB. HaBiTh y BUITaIKy BUXOTY 3 JIaly OJHIET YU
JNEeKUTbKOX YaCTUH MEPEXKi, BCl IHINI €JIEMEHTH TOBUHHI TAaKUM UYHUHOM
nepedyayBaTHCs, 1100 MPOAOBKUTH 0e3nepediitny poboTy Beiel Mepexi. BakinBoro
XapaKTEPUCTUKOI0 CEHCOPHOT MEPEXi € WIBUIKICTh PO3rOPTAaHHS B YMOBax
HaJ3BUYaliHOI cuTyamli. [lg mBuaKICTe 3a0€3MeuyeThbCs 30KpeMa IUIIXOM
MOMNEPETHHOTO HANAIITYBAaHHS 1 TOTOBHOCTI /10 POOOTH BCIX CKJIAIOBUX YacCTUH
Mepexi. JlaHi, aKi nepenarThbesl MOBUHHI OYTH 3aXUIIEHUMU BiJ IEPEXOIJIEHHS Ta
BUKOPUCTAaHHSA CTOPOHHIMH OCOOaMH.

3. 3aBAsSKA PI3HOMAHITHUM TUTIAM JATYHKIB, SIKI MOXYTh BUKOPUCTOBYBATHCS B
CEHCOPHHX MEpeXax, JaHU THIT MEPEK MOXKE 3aCTOCOBYBATHUCS HE TUTHKH B PI3HOTO
MOXOKCHHSI HaJA3BUYANHUX CUTYyaIIisIX (TpupoaHHUX, TEXHOTEHHUX,
TEPOPUCTUYHUX, COIlIaJIbHUX), @ W y TPOMUCIOBOMY BHPOOHHIITBI, CIILCHKOMY
roCroJIapCTBi, MEAUIMHI, TOIIO.

4, 3aBAaHHSAM HACTYITHOTO PO3JUTY € aHalli3 HAWMOMIMPEHIMUX Oe3APOTOBUX
TEXHOJIOT1M, $IKI MOXYThb BHKOPHCTOBYBAaTHUCS B CEHCOPHHMX MEpeXax B 30HI
HAJ3BUYAHOI CHUTYaIlli, a TAKOK Ha OCHOBI MOPIBHSUIBHOI XapaKTEPUCTUKHU BUOID

HAMOUIBII ONITUMAIBHOI TEXHOJIOT].
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2 AHAJII3 OCOBJIMBOCTEN BUKOPUCTAHHS CYYACHUX
TEXHOJIOI'TI BE3/IPOTOBMX CEHCOPHUX MEPEX B 30HI
HAJI3BUYAHOI CUTY AT

2.1 TlopiBHspHUN aHaANM3 TEXHOJOTIH TEpeNaBaHHS JIaHWUX, SKI

BUKOPHUCTOBYIOTBCA B CCHCOPHUX MCPCIKAX

3 kiHog 20 cromtrs Oyno po3poOJeHO psiA  CTAaHAAPTIB HAIIHAHOTO
0€37pOTOBOTO 3B S3KYy. 3 OCTaHHIX PO3POOJICHUX OUIBIIICTh 3a0e3MeuyroTh
JIOCTATHIN JJI1 NIMPOKOro KOpUCTyBaHHs 3axucT iH@opmarii. Kpim toro, B 80-x
3’ABUJIUCA JCKUIbKa HOBMX YaCTOTHUX JI1ala3oHIiB BIUIBHOIO BUKOPUCTAHHS,
BKIrouaroun gianazonn 2,4 1 5 I'Tm. Ha choromHimiHii J€HR BIPOBAKCHHS
CTAHJAPTU30BaHUX PIIMICHb PaAJIO3B’SI3Ky CTAJI0 EKOHOMIYHO €(EeKTUBHUM 1
Oe3neyHuM Mg OUIBIIOCTI cep KUTTS, B TOMY UYMCII BUKOPUCTOBYETHCS MPH
MPOCKTYBaHHI CEHCOPHUX MepeX. BWHUKAa€e TUTaHHA ONTUMAJIBHOTO BUOOPY
CTaHJapTy 0e3APOTOBOIO 3B’A3KY 13 BEJMKOT KUIBKOCTI JOCTYITHHX.

Jlnst mepenadi 1aHUX MIXK By3JaMU Yy CEHCOPHIN MEpei Ha KOKHOMY B3Il
MOBUHEH OyTH BOY/TIOBaHUI pajiouacTOTHUH MpuiloMoriepeaaBay. Baxiuso Te, mo6
Ha KOXXHOMY BY3Jll IIpuiioMoniepeaaBayl MpaifoBaiv MO OJHAKOBIA OE€31pOTOBIi
TEXHOJIOT1.

HaiiGinp1n BiJoMO0 Oprasizaili€ro, sika 3aiiMaeTbcs po3poOKOI0 CTaHAApTIB
M0 paJlOCTeKTPOHIIl, EJEKTPOHIIl Ta 30KpeMa TEXHOJIOTisIM Oe3MpoBOOBOT
nepeaayl JaHux € [HCTUTYT 1HXKEHepiB eNeKTPOTEexXHIKU Ta enekTpoHiku — |IEEE
(Institute of Electrical and Electronics Engineers). Crangaptu I[EEE 1
TeJIEKOMYHIKaIliiiH1 Tally3eBl cTaHAapTH OE3IPOTOBOI Mepeayl TaHUX OXOILTIOITh
K KaHaIbHUM, Tak 1 (izuunuii piBHI etanonHoi momeni OSI (Open Systems

Interconnection).
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Po3srnsHeMo HaOUTBII TOLIMPEHI CTaHAAPTH OE3qPOTOBOTO 3B’SI3KY B
YacTOTHHUX Hiama3zoHax [SM, siki MOXXyTh BUKOPUCTOBYBATUCA 0O€3 JIIEH3YBaHHS -
24TTora 5T

Cranmapt IEEE 802.11. Texnomnoris 6e31poToBoi JokanbHOI Mepexi WLAN

(Wireless Local Area Network), siky 3a3Bnuaii HazuBaroTh Wi-Fi.
Cranmapt 802.11 € HaWOIBII MOMIMPEHUM TEXHIYHUM PIIIEHHSM OpraHi3amii
6e31poToBoi Mepexi Ha ocHOBI cTeky TCP/IP nist KopucTyBalbKuX 1 MPOMHUCITOBUX
npuctpoiB. Hazsa Wi-Fi moxonuth Bif cKOpoyeHHS cioBocmoiayueHHs Wireless
Fidelity (06e3apoToBa TouHicTh). KomiTeT, sIkHil KOOPAUHYE 1€l CTaHIAPT, CTABUB
nepea co0oro 3aBIaHHs CTBOPUTH HaMKpally 3aMiHy npoBigHuM mepexam TCP/IP.
Cepen 1HIIOTO NPIOPUTETHUMHU OYJIM MapaMeTpu O€3MeKH 1 MIBUAKOCTI mepenadi
naHux. B pe3ynbrari HbOro MponmyckHa 3/1aTHICTh HAWHOBIMIKMX BEPCid CTaHAApTy
802.11 Oinpmie, HIX y OYyIb-IKOTO IHIIOTO CTaHAAPTY O€3MPOBOJOBOI MeEpexi
OJIM>KHBOTO pasilyCy Aii.

Y WLAN 3acTocoBy€eThCSI MPOTOKOJI Ha OCHOBI KOHKYPEHIIli, BIIOMHUHI K
MHOXXHHHHHU JOCTYI 3 KOHTPOJIEM HECydoi 1 3armodiranasmM koJizii — Carrier Sense
Multiple Access with Collision Avoidance (CSMA/CA). Mepexesa intepdeiicHa
riaTa nepes nepeaavyeto JaHuxX NOBUHHA IEPEBIPUTH UM BIIbHUH pajiokaHal. Ko
IHITUH PUCTPIN TIepenae naHi, MepekeBa iHTepQeiicHa MiaTa MOBUHHA OYIKYBATH
3BIJIbHEHHSI KaHAITy.

Jlo HeIoJNIKIB JaHOrO CTaHAApTy MOKHA BIJIHECTH BEJUKY CIOKHMBaHY
MOTYXKHICTh 1 HEOOXIIHICTh B BEJIMKUX OOUYMCIIOBAILHUX pecypcax st
e(heKTUBHOTO 00CIYyTOBYBaHHA cTeKa MpoTokoiB 802.11.

Ha ceoromnimmHiii JeHh 1€ HAWOUIBII BiJIOMa TEXHOJIOTISA OE3IPOTOBOTO
3B’SI3KYy JJI1 KOMIT'IOTepiB Ta 1HTepHeTy. Texnonoria Wi-Fi 00’enHye Benuky
gactuHy komm’torepiB, KIIK i iHmmx mnpuctpois. [lonstrs Wi-Fi mMoxe Oytu
3aCTOCOBAHO J0 OE3pOTOBUX MPHUCTPOIB, Kl BUKOPHUCTOBYIOTh HaOIp CTaHAApPTIB
IEEE 802.11. Crangapt Wi-Fi npaittoe B cmy3i wactot 2,4 I'T11 (2,401...2,483) abo

5TT (5,15...5,825) B 3a51e3KHOCTI BiJl CTaHAApPTy 0€3APOTOBOT JIOKAJIEHOT MEPEXKI.



27

Opnniero 13 mpobsiem TexHozorii 802.11 € Ge3meka Mepexi, OCKUTBKH B OE3POTOBY
JIOKaIbHY MEpEeXKY MOKHA MPOHUKHYTH 330BHI.
3a3Buuaii cxema Wi-Fi-mMepexi MiCTUTB HE MEHIIIE OJTHIET TOYKHU JTOCTYITY 1 HE
MEHIIIE OJHOTO KIIi€HTa. MOXKIIMBE TaKOX MIAKIIOUYEHHS JBOX KIIIE€HTIB B PEXHUMI
«TOYKA-TOUYKA, KOJIM TOUKA IOCTYITY HE BUKOPUCTOBYETHCS, a KIIIEHTHU 3’ €IHYIOThCS
3a JIOTIOMOTOI0 MEPEKEBUX aJlalTepiB «HAMpsMy». Touka MOCTYIy nepenae CBiid
ineaTudikatop Mepexi - Service Set Identifier (SSID) 3a momomororo criemiaaTbHAX
CUTHAJIBHUX MakeTiB Ha mBuakocTi 0,1 Mo6it/c koxHi 100 mc. Tomy 0,1 M6it/c —
HaliMeHIIIa MBUIKICT nepenayl qanux st Wi-Fi. 3naroun SSID mepexi, KIieHT
MOK€ 3’SICyBaTH, UM MOKJIMBO TMIAKIIOYCHHS 0 JaHOi Touku Aoctymy. [Ipu
MOTPAIISHHI B 30HY Jii IBOX TOYOK JOCTyIy 3 ofaHakoBuM SSID mpuitmanbHMiA
IOPUCTPIA MOKE€ OOMpaTH MK HUMHU Ha IMIJICTAaBl JAHMX IPO PIBEHb CUTHATY.
Crangapt Wi-Fi nae kinieHTy moBHY ¢cBOOOIY Mpu BUOOP1 KPUTEPIiB ISt 3’ € THAHHS.
KiIbKiCTh TPUCTPOIB, K1 OJHOYACHO MOXYTh MIJKIIOYATUCS 10 TOYKHU
JOCTYMy 3ajieXkaTh BiJ amapaTHUX XapaKTePUCTUK CaMoOi TOYKM abo0 HaBITh
MIKITFOYEHUX 10 Hel TPUCTPOIB (IPOIYKTUBHOCTI CaMO1 TOYKU, MOXKJIMBOCTI TOUKH
JOCTYIy B IUTaH1 Pajilo3B’sI3Ky, MOXJIMBOCTI MIJIKJIIOYEHUX MPUCTPOIB TOILIO). Y
JIESIKMX BUPOOHUKIB MaKCHUMaJIbHA KiJBKICTh OJTHOYACHO MIIKIIOUYEHUX MPHUCTPOIB
3aaeThes nporpamuo (Hanpukian, y MikroTik icHye mporpamHe oOMeKeHHS B
2007 ogHOYACHUX MIAKIIOYEHb). 3a3BUYail JO OJHIET TOUKHU JOCTYIY OJHOYACHO
peKoMeHayeThbest  miakmodat He Oumbmie 40 mpuctpoiB. [Iist O1IbIl BUCOKHX
IIBUJIKOCTEN PEKOMEHIYETHCS OTHOYACHO IMTIAKII0YATH 10 7 MPUCTPOIB.
HaiiGinpie mommpenHs otpuMmanu Oe3npoToBi Mepexi cranmapty IEEE
802.11b, IEEE 802.11a, IEEE 802.11g, IEEE 802.11n ta IEEE 802.11ac.
Crangapt 802.11b 6a3yeThcsi HA METOMlI MIMPOKOCMYTOBOI MOJYJAIII 3
npsMuM po3mpeHHsM cnektpy - DSSS (Direct Sequence Spread Spectrum). Bech
poOoumii miama3oH MiMUThCA Ha 14 kaHamiB, po3Hecenmx Ha 25 MIn mns
BUKJIIOUEHHS B3a€MHUX 3aBaj. [laHl mepenaroThCs MO OJHOMY 13 IIMX KaHaTiB 0e3

NCPEKIOYCHHA Ha 1HImi. MoximBe OJHOYAaCHC BHKOPHCTAHHA BCHOI'O TPbOX
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kanamiB. [lIBumKiCTh Tepemadi MaHUX MOXKE aBTOMAaTHYHO 3MIHIOBATUCS B
3aJICKHOCTI BiJl pIBHS 3aBajl 1 BIACTaHI MIXK IepeiaBayeM 1 IpuiiMadeM.

Crangapt 802.11b peanizye MakcCMMalibHy TEOPETUYHY HIBUIKICTH MEepeaal
11 Mbit/c , mo MoxHa MOpiBHATH 3 KabenpHOIO Mepexero 10 BaseT Ethernet.
Heo0xi1H0 BpaxoByBaTH, 1110 TaKa IMIBUAKICTH MOXKJIMBA MPU MepeAadi JaHUX OJHUM
WLAN-npuctpoeMm. SKIo B cepeoBUIlll OJHOYACHO (DYHKI[IOHYE BEIIMKE YHCIIO
aOOHEHTCHKUX CTaHIliil, TO CMyra MPOMyCKaHHS PO3MOJISETbCS MDK BCiMa 1
HIBUJIKICTD Mepeiadil JaHUX Ha OJJHOTO KOPUCTyBaya Majae.

Crangapt 802.11a 6yB npuitnsatuii B 1999 potii, THM HE MEHIIIE 3HAUIIIOB CBOE
3actocyBaHHa Tuibku 3 2001 poky. JlaHuii craHzapT BHUKOPUCTOBYETHCS, B
ocHoBHOMY, B CIIIA Ta Anownii. B Ykpaini Ta €Bpomni BiH HE OTPUMaB IIKPOKOTO
MOIIUPEHHS.

B cranpmapti 802.11a 3acTocoByeTbcs cXema MOJIYJALINI CUTHATY —
MYJIBTHIUICKCYBaHHS 3 PO3AUICHHSIM 110 OpTOTOHaJIhbHUM dactotam - OFDM
(Orthogonal Frequency Division Multiplexing). OcHOBHUN TOTIK JaHUX
pO3AUTSIEThCST HA JEKUIbKa TapaliebHUX CYONOTOKIB 3 BIIHOCHO HHU3BKOIO
IIBUJIKICTIO Tepefayi, 1 MOTIM JJIs 1X MOJIYJISIT 3aCTOCOBYIOThCS BIAMOBIIHA
KUIBbKICTh Hecyunx. CTaHAapTOM, BU3HAYECHI TPU 000B’SI3KOBI MIBUJIKOCTI Mepeayi
nanux (6, 12 1 24 Mo6it/c) 1 a1 noaatkoBux (9, 18, 24, 48, 54 Mo6it/c). Takox €
MOXJIMBICTh OJJHOYACHOTO BUKOPUCTAHHS JABOX KaHAJIB, IO MIJBUIIYE MIBUKICTH
nepeaadi JaHuX B JBa PasH.

Crangapt 802.11g ocTaTouno O6yB 3aTBepmkenuii B uepBHi 2003 poky. Bin €
nofansuM ynockoHaneHHsaM crnenudikamii IEEE 802.11b 1 peanizye nepengauy
JAaHUX B TOMY JK Jiana3oHi. '0JIOBHOO MepeBaror mMbOro CTaHAApTy € MiABUIICHA
MPOITYCKHA CIIPOMO>KHICTh — MIBUJKICTh TIEpeaadl JaHuX B pajiokaHam gocsrae 54
MO6iTt/c B mopiBHsHH1 3 11 M6iT/c 'y 802.11b. Sk 1 IEEE 802.11b, HoBa cienudikaris
dbynakmionye B mianazoni 2,4 ITn, omHak misg WiABUINEHHS IIBUAKOCTI

BUKOPHCTOBYETHCA Ta K CXeMa MOAYJIALIT curHaity, mo i B 802.11a — OFDM.
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Cranmapt 802.11g cymicauit 3 802.11b. Tax amantepu 802.11b mMoxyTh
npairoBaty B Mmepekax 802.11¢g (ayie mpu iboMy IIBUJIKICTh He Oye MepeBUIIyBaTH
11 M6iTt/c), a agantepu 802.11g MOXyTb 3HWKYBAaTH IBHUKICTh IEpeIadl JaHHUX JI0
11 M6it/c nnsa pobotu B ctapux mepexkax 802.11b.

Crangapt 802.11n OyB parudikoBanmii 11 Bepecus 2009 poky. Bin
30UIBIIIYBAaB IIBUJIKICTh TEpeaadl JaHUX MPAKTHUYHO B 4 pa3u B IOPIBHSHHI 3
npuctposmu ctanaaptis 802.11g (MakcumanbHa MIBUIKICTD SIKUX piBHA 54 M6iT/C),
npu yMOBI BukopucTaHHd B pexkumi 802.11n 3 iHmmmu npuctposmu 802.11n.
MakcumanbHa TeOpeTHYHa WIBMAKICTh Mepenayl gaHux ckiaagae 600 Moit/c,
3aCTOCOBYIOUH Tepeady JaHuX oJipa3y Mo YOTUPhOX aHTeHax. [lo onHil aHTeHI —
1o 150 Moit/c.

[Tpuctpoi 802.11n MOXyTh IpaItoBaTH B OJHOMY 13 JBOX Jiama3oHiB — 2,4
a6o 5 ITu. lle HabaraTo MiABMIIY€ THYYKICTH iX 3aCTOCYBaHHS, JO3BOJIIOYH
BIITOPOJIKYBATHCS BiJ JDKEpEd paiodacTOTHHX 3aBai. KpiM mporo, mpucTpoi

802.11n MOXyTh MPALIOBATH B TPHOX PEKUMAX:

- ycnankoBanuii (Legacy), B sikomy 3a0e3MedyeThCsi MIATPUMKA MPHUCTPOIB

802.11b/g1802.11a;

- 3mimanui (Mixed), B skomy miarpumyetbes npuctpoi 802.11b/g, 802.11a
802.11n;

- «uuctuit» pexum 802.11n (came B IbOMY pPEXKHUMI MOXHa CKOPUCTATUCA
repeBaraMu MiABUINEHOI IMBHUAKOCTI 1 30UIBINEHOI MalbHOCTI Iepenadi
JaHUX, SIK1 3a0e3neuyroThest ctangapTom 802.11n).

Crnenudikamis 802.11n nepegdadyae BUKOPUCTaHHS K CTaHIAPTHUX KaHAJIIB
mpunoro 20 MI'n, Tak 1 mupokocmyroBux — 40 MI'm 3 Ouiblll BHUCOKOIO
IPOIMYCKHOIO CIIPOMOXKHICTIO.

B ocnogi crangapty IEEE 802.11n nexuts Texnonorisst OFDM-MIMO, sika €
KJIFOYOBUM KOMITOHeHTOM cTaHjapty 802.11n. MIMO (Multiple Input, Multiple

Output) — mepenbavae 3acToCyBaHHS IPOCTOPOBOTO MYJIBTHUILIEKCYBAHHS 3 METOIO
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OJTHOYACHOI mepeaayl JeKIIbKOX 1H(QOpMAaLifHUX MOTOKIB MO OJHOMY KaHally, a
TaKoXX OaraTolpoMEHEBe BiJ0Opa)KeHHs, sike 3a0e3neuye JTOCTaBKy KOXKHOro 0iTa
iHpopMaIlii BIAMOBITHOMY OTPUMYBauy 3 HEBEJIHUKOIO IMOBIPHICTIO BIUIMBY 3aBaj i
BTpaT faHux. Came MOXIJIMBICTh OJJHOYACHOI Mepeiadl 1 MPUHoMY TaHUX BU3HAYAE
BHCOKY IMPOIYCKHY 3AaTHICTh pucTpoiB §02.11n.

binpmricts QyHKIiOHATY 3amo3uyeHo 13 ctanaapty 802.11a, Tum He MeHIIe B
craugapti IEEE 802.11 € MOXIMBICTH 3aCTOCYBaHHS SIK YaCTOTHOI'O Jiala3oHy,
npuitHsaToro A cranaapty IEEE 802.11a, Tak 1 yaCTOTHOTO J1aria3oHy, HPUITHATOrO
st cragaaptie IEEE 802.11b/g. Takum 4YMHOM, TPHUCTPOI, SIKI MIATPUMYIOTH
cranaapt 802.11n, MOXyTh (PYyHKIIIOHYBaTH B YaCTOTHOMY Jiiana3oHi abo 5, ado 2.4
['Tu, mpuuoMy KOHKpeTHa peanizaiis Oyne 3ainexkatu Bia Kpainu. s Ykpainu
npuctpoi crangapty IEEE 802.11n 6ynyTh miaTpuMyBaTH 4acTOTHUH Jiana3oH 2,4
I'T.

30utbenHs mBuakocti nepenayi B cranaapti IEEE 802.11n nocsiraerbes 3a
paxyHOK: TOJBO€HHs ImmpuHU KaHamy 3 20 mo 40 MI'm, a Takox BHAacCIiJIOK
peanizauii rexnosorii MIMO.

Cragmapt 802.11ac € momadbIIUM PO3BUTKOM TEXHOJIOTIH, BBEICHHX B
cragaapt 802.11n. B cnenudikamisx npuctpoi crangapty 802.11ac BigHeceH1 110
kiacy VHT (Very High Throughput) — 3 qy’xe BUCOKOIO MpOIYyCKHOIO 3IaTHICTIO.
Mepexi crangapty 802.1lac mpamioroTh BUKIHOYHO B miama3oHi 5 I'Ta. Cmyra
paniokanany moxe ckianatu 20, 40, 80 1 160 MI't. MosxiuBe Takox 00’ €aHaAHHS
nBox pamiokanani 80 + 80 MIm.

B 3B’s3ky 3 TuM, 10 OUIBIIICTH O0E3APOTOBUX MEPEX MPAIIOE€ B Jiana3oHi
gactoT 2,4 I'Tu, mianazon 5 I'Ti MeHIIe CXWIbHUN 10 PI3HOMAaHITHUX 3aBall.
Buxopucranns pgianazony 5 [T 3abesnedye Outbln BUTbHHM pamioedip, 110
MPU3BOAUTEL J0 MiABUILECHHS IIBUJKOCTI Mepefadl JaHUX, a TaKoX CTaOUIHLHOCTI

3’ ¢ THAHHS.
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VY BignmoBigHOCTI 31 crangapToM 802.11ac mmpuHa 6€3pOTOBOTO KaHATY IS

nepeaayi curuany 30unbiena 10 80 MI'n (101aTKOBO MOKHA PO3IMIUPATH IIUPUHY
karaiy 1o 160 MI'n), Ha Biaminy Big 40 MI't y crarmapTti 802.11n.
Takox y 802.11ac € MOKIMBICTh BAKOPUCTAHHS 10 8 MPOCTOPOBUX MOTOKIB - Spatial
Streams (SS) 1 BukopuUCTaHHA 256-TO3UILIMHOT KBagpPaTypHO-AMILTITYIHOI
moaysiii 256-QAM (Quadrature Amplitude Modulation), sika OykBaJbHO CTHCKAE
256 pI3HUX CUTHAJIM OJHIET YACTOTH, 3MIIIYIOYH iX 1 MEPEIUIITal0YU KOXKEH 13 HUX B
1HIy (azy. 256 — piBeHb MOYJIALIL, KW BU3HAYAE KUIBKICTh CTAHIB HECYYOI, K1
BUKOPHUCTOBYIOTKCS IS niepeaadi inpopMmartii. Moaymsis 256-QAM nepenae 8 61T
iHdopmalii ogHUM cTaHOM Hecydoi. TeopeTHdHo, 1€ 30UIbIIYyE CHEKTPaAIbHY
epextuBHicTh 802.11ac B wotupu pasu, B mopiBHsIHHI 3 802.11n. CnekrpanbHa
edEeKTUBHICTh — II€ Mipa TOro, K J00pe Oe3MpOTOBUN MPOTOKON ad0 METOJ
MYJIBTHIUICKCYBaHHSI BHKOPHCTOBYE TIPOIYCKHY 37aTHICTh, fKa JUIsI HBOTO
JOCTYyTIHA.

VY crannapti 802.11ac Takox nepeadavaeThCs CTaHIapTU30BaHE POPMYBaAHHS
npomeHto. Lle 1o3BoisiTUME TIepeaBaTy paglOoCUTHAIM TaKUM YMHOM, IO BOHU
Oynu HampaBjieHI Ha KOHKpeTHMH mnpuctpid. Lle Moxe MiIBUIIUMTH 3arajbHy
MPOIMYCKHY 3/IaTHICTb, @ TaKOXX 3HU3UTH €HEeprosarpaTd 1, BIAMOBIAHO, dYac
aBTOHOMHOI pOOOTH MPUCTPOIB.

TeopernyHo MmakcuMalibHa BUAKICTH 802.11ac — 8 kaHaIIB IMPUHOIO CMYTH
160 MI'11 1 3 BUKOpHUCTaHHSIM MOIYJIAIIT 256-QAM, KOKEH 3 KaHaJiB 3/]aTeH HaJlaTH
MBUAKICTE 866,7 MOIT/c, 1m0 3arajgoM Hazgae 6,933 I'61T/c.

VY tabmui 2.1 HaBOAUTHCS MOPIBHIHHS Hannomy sipHimux cranaaptiB [EEE

802.11

Ta6mug 2.1 [IBunkocti nepenayi nanux aesakux ctanaapTis IEEE 802.11



MakcumaiibHa Tou6
Cranpgapr YacToTHUH pUOJIM3HA
IIBUJIKICTH TIepeiadl .

IEEE 802.11 I — miara3oH JNATBHICTB i, M
802.11a 54 Moit/c 51T 110 50
802.11b 11 M6it/c 2,41T1 o 150
802.11g 54 Moit/c 241ITn mo 150

600 MoOit/c (ripu
802.11n BUKOPHUCTaHHI 4 2,4a00 51T o 150
AHTEH)
6,933 I'6it/c (ipu 8x
802.11ac 51T 10 50
MU-MIMOanTteHnax)
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Ba)JIMBUM MOMEHTOM € 3aXUCT 0e3MPOBOI0BOI Mepexi y TexHosorii Wi-Fi.

3axucT MepeXl BUBHAYAETHCS HANAIITYBaHHIMM HA TOYI 10CTymy. Touka qoctymy

MOXXE TMpaloBaTd B JBOX peXUMax — BUIKpUTOMY abo 3axuiieHomy. Ilpu

BUKOPUCTAHHI BIJKPUTOTO PEXHUMY 10 MEPEXKl MOXKE MiIKIIOYUTUCS OyIb-IKui

npuctpiid. Llell pexxuM He € 3axUIIeHMM TOMY BHKOPHCTOBYBATH MOro He

PEKOMEHY€EThCS. Y BUIMAKY 3aXHINEHOTO IOCTYITY 10 MEPEXI M IKITIOUUTUCS MOXKE

JUIIEe TOW MPUCTPIM, SIKUA MOXe Nepenartd BIpHHM maposb AocTymy. IcHye Tpu

OCHOBHUX CTaHJApPTH 3aXHUCTY MEPEXKI:

- WEP (Wired Equivalent Privacy) — mepmmii cTaHmapT, sKHi ChOTOJIHI

MPAKTUYHO HE 3a0e3reuye 3aXUCT 4epe3 MOKJIMBICTh JIETKOTO 3JI0MY 1, SIK

HACJII0K, Mai’ke He BUKOPHUCTOBYETHCS.

- WPA (Wi-Fi Protected Access) — Ha MOMEHT BHXO.Ty 3a0e31euyBaB HaIiHHU#

3axuct Wi-Fi mepex, mpore 3apa3 BUSBJICHI Bpa3JIMBOCTI, SKI JalOTh

MOJIUBICTh 3JIOBMHUCHUKAM OTPHMATH JIOCTYI 10 O€3MpOBOJOBOI MEpExi,

sIKa BUKOPUCTOBYE LIEM CTaHJAPT.

- WPAZ2 (Wi-Fi Protected Access 2) — HalTIOIIUPEHIIINN CTAaHIAPT 3aXHUCTY.



33

3a0e3neuye BIJHOCHO HAMIWHUN 3aXHCT JaHUX, MPOTE BIAOMI JEKiIbKa

croco0iB 37I0MY 3aXHCTY TaKl K repedip maposiB Ta yepe3 cinyxx0y WPS (Wi-

Fi Protected Setup).

Takox Ha JaHUM MOMEHT ICHY€ OUIBIII HOBUU CTaHIAAPT 3aXUCTY MEPEKi —
WPA3, sxuii BpaxoBye HENONIKH TMONEpenHiX craHaapTiB. I[lpoTe BiH 1€
3HAXOJUTHCS Ha CTail pO3pOOKHU Ta TECTYBaHHS 1 JUIsl MACOBOTO BUKOPUCTAHHS IIIE
HE JIOCTYITHUH.

Ha nmanuii MOMEHT ONTHMAJIBHUM [iJis 3a0e3ledyeHHs1 O€3MeKu MEpexi €
BUKOpUCTaHHA TNy 3axucty WPA2. Takox [ YHUKHEHHSI 3JIOMy METOJIOM
nig0opy mapoiaiB HeOOXiTHO BUKOPUCTOBYBATH CKJIAJIHI MAPOII, SIKI CKJIaIal0ThCs
BUIIQJIKOBUX KOMOIHAII CUMBOJIIB 1 IEPIOAMYHO 1X 3MIHIOBATH.

Cranpapt Bluetooth npusnadenuii 1 opraizamii  0€3MpoOBOIOBOI
nepcoHaiabHOi Mepexi — Wireless Personal Area Network (WPAN), sika oTouye
JT0MHY a00 1HTENEKTYalbHUN MPUCTPIN 1 HE MOTpeOye 3HAYHUX BUTPAT €HEPTIi.
CraHgapT BIANOBIAa€ BUMOTAM IIBUIKOTO 3’ €IHAHHS Ta HU3bKO1 eHepro3arpaTu. B
MEePCOHATBHIM MEpPEXi JOMYCKAEThCA JOCUTh OJU3bKE B3a€EMHE pO3TalllyBaHHS
6e3miui nepeaaTurkiB — B Bluetooth 3acTocoByeThCS CHHXpOHI3aIIisl BCIX MPUCTPOIB
JUIsSl YHUKHEHHSI HakjJIaJaHb CUTHaJIB iX mepenatuukiB. [Ipu po3pobii Bluetooth
TaKOX BPaxXOBYBAJIHMCh 3a0€3MeUeHHs CTIMKOCTI J0 3aBaj Bix Wi-Fi mpucrtpois, 3
3aCTOCYBaHHSAM QJITOPUTMY CTPUOKOMOMIOHOT TmepeOdyqoBM YacTOTH, 11100
noBigomiieHHsa Bluetooth mpucTpoiB Moriu nepenaBatucst HaBiTh MPU OJJHOYACHIM
aKTUBHOCTI B JIEKUTbKOX KaHanmax Wi-Fi. Hapemiri, B 3B’sI3Ky 3 TUM, 1110 TIOTYKHICTh
nepegaTyuka Jayxe Maia, 3B’s30k 1o Bluetooth meHme cxwibHa 10 BIUIUBY
0araTonpoMeHEBOTO MOLIMPEHHS, B MOPIBHSAHHI 31 3B’s3koM 1o Wi-Fi. 3aBusku
pOMy 171 3actocyBaHHs Bluetooth He moTpeOyeThcss THMOOKEe BHBYCHHS 1
MJIaHYBaHHS Pajilo00CTaHOBKM B MicCIll ekciutyaTalii. CucteMa JHOCUTh CTIMKa J10
BIUTMBY CTOPOHHIX 1 B3AEMHUX MEPEIIKO/I.

Texnonoris Bluetooth no3Bosisie TmpUCTpOSIM BCTAHOBJIIOBATU 3B’SI30K B

miana3oHi dactot 2,4...2,4835 I'Tm. 3a mgomomMororo 1€l TEXHOJIOTii MPHUCTPOl
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MOKYTh OOMIHIOBATHCS TaHUMH, SIKIIIO BOHH 3HaX0AThcs B pazaiyci 10...100 metpiB
OJIUH BiJl OJHOTO, MPH LILOMY JaJIbHICTh B OUIBIIIN Mipl 3aJ€KHUTh Bl HASIBHOCTI
nepemko 1 1 3aBaj. Bluetooth BUKOPUCTOBY€E 4acTOTHY MOMYIISIIIIIO 3 TayCIBCHKOIO
binpTpamiero - Gaussian frequency shift keying (GFSK) choinsHO 3
TICEBIOBHITAIKOBUM TIEpeCTPOIOBaHHIM pobodvoi wactoTu - Frequency Hopping
Spectrum Spreading (FHSS). B crannapti Bluetooth noctynHi Tpu piBHI BUX1AHOT
noTyxHocTi. [Ipuctpoi kimacy 1,2 1 3 3a06e3neuyroTh BUXiaHy MOTYXHICTh 20, 4 1 0
nbwm, BignmoBigHO. Y Tabmuii 2.2 HaBElIEHI MAaKCUMaJlbHI MOTYXHOCTI, a TaKOX
paziyc aii npuctpois crannapty Bluetooth pizHux kmacis.

Tabmuug 2.2 Knacu npuctpois crannapty Bluetooth.

Kriac MakcuManbHa | MakcumanbHa Paniyc mii
OTYXXHICTh, MBT moTy»xHicTh, 7bM (mpuOnmmu3HO), M
1 100 20 100
2,5 4 10
3 1 0 1

Pi3Huist y BiAcTaHi ajig pi3HMX KjaciB npuctpoiB Bluetooth, 6e3ymoBHO,
BElIMKa, OJHAaK 3'eqHaHHS B Mexax 10 meTpiB gae 3Mory 30epertd HHU3BKE
CHEProCNOKUBAHHS, KOMIAKTHUNA pO3MIp 1 JIOCUTh HEBUCOKY BapTICTh
KOMITOHEHTIB. Ha mpoTtuBary npomy mnpu 30UIbIIEHHI pajaiyca Jii AyX e CHUIIBHO
30UTBIITY€ETHCA TOTYKHICTh TIepeIaBava, sKka HEOoOXimHa s 3a0e3MedeHHs Ii€l
BijicTaHl. BiAnmoBigHO 301IBIIYIOTECS 1 eHepro3arpatu. ToMy onTUMaIbLHUN paaiyc
nii mpuctpoiB Ha ocHOBI ctaHaapty Bluetooth ckmamae mo 10 mertpiB, morpu
TEOPETUYHO MOXKJIIUBO - moHay 100 mMeTpi..

3rinno anroputmy FHSS, B Bluetooth Hecywa wuacrota curnany,
cTpuOKonoAioHo 3MiHIOeThC 1600 pasiB B cekyHAy (BCbOTO BHUAUIAETHCS 79
pobouunx yacTot mupuHoio B 1 MI', a B AAnonii, ®paniii ta Icnanii cmyra Byx4a —
23 yactoTHHX KaHayiwm). [lOCHIIOBHICTh MEPEKIIOYCHHS MIXK YacTOTaMU JIJIs

KOKHOT'O 3’€IHAHHS € TICEBJOBUIIAIKOBOIO 1 B1JIOMa JIMIIIE TIepeaBady 1 mpuimMauy,
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K1 KOXHI 625 MKC (OJJMH 4acOBMIA CJIOT) CHHXPOHHO MEPENAIITOBYIOTHCS 3 OJIHIET
HECy4oi 4acTOTH Ha 1HIYy. TakuM YMHOM, SKIIO MOPSJ MPAIlol0Th ACKUIbKa Map
«mpurMaviB-TiepeaaBaviB», TO BOHU HE 3aBaXKaIOTh OJUH ofgHOMY. Lleit anroputm €
TaKOXX CKJIQJIOBOI0 YaCTMHOK CHCTEMU 3aXHUCTy KOH(iAeHIIHHOI 1H(opMarIii:
nepexil BiOyBAEThCS IO TICEBJOBUITAIKOBOMY AJITOPUTMY 1 BU3HAYAETHCS IS
KOKHOTO 3’ € THAHHSI.

[Tpu mepenaui uudpoBux AaHux 1 aymio curHamy (64 xO6i1T/c Ha mpuUloM i
nepenavy) BUKOPUCTOBYIOTHCS PISHOMAHITHI CXEMHU KOJyBaHHS: ayJll0 CUTHAJ He
MOBTOPAETHCA (K MPaBUIiIo), a HU(POBI AaH1 B BUMAJIKY BTpaTH MakeTa iHpopmarii
MIePETAI0THCS TIOBTOPHO. be3 3aBagoCTiiiKOTo KOMyBaHHS 11 3a0e3meuye mepeaaqay
JaHUX 31 MBUAKOCTIMH 723,2 KO1T/¢c a60 433,9 k6i1/C B 000X Hanpsimkax. [IpoTokon
Bluetooth migTpuimye He TUIbKM 3’€AHAHHSA «TOYKa-TOukay (point-topoint), a 1
3’eTHAHHS «TOYKa-Oararorouka» (point-to-multipoint).

B 2009 pomi rpynoro Bluetooth Special Interest Group (Bluetooth SIG) Gyna
npejcTaBiieHa HoBa Bepcis cranaapty Bluetooth 4.0, B sikili 3acTOCOBY€THCS
texHosoris Bluetooth 3 Hu3bKOIO 3aTparoro eneprii — Bluetooth Low Energy. Lleit
CTaHAapT MpU3HAYCHUH JJIs1 OOMIHY TaHWMHU 3 MEHIIIOIO CTIO’KMBAHOIO MOTY>KHICTIO,
HDK B MomepefHix Bepcisx. J[aHa TexXHOJOris mepul 3a BCe MNpU3HAYEeHa IS
MIHIATIOPDHUX JATYMKIB, $IKI BHUKOPUCTOBYIOTBCA B CHOPTUBHOMY B3YTTI,
TpeHakepax, MIHIATIOPHUX CEHCOpax, IO PO3MINIYIOThCS Ha TUIl CIOPTCMEHIB
tomo. JlaHa Bepcis TakoXX 37aTHA MpalIOBAaTU MPU HE3HAYHUX BIJACTAHAX MIK
npuctposimu Bluetooth.

CnoxuBarouu MeHiie eHeprii, rexnosorist Bluetooth Low Energy 3ab6e3mneuye
3B’SI30K MK HEBEJIIMKUMHU TPUCTPOSMHU (HANPHUKIAA, JATYMKAMU 1 MOOIUTHHUMH
MPUCTPOSIMU) B Mexkax nepcoHanbHux mMepex. Texnonoris Bluetooth Low Energy
Mae Bl OJHAKOBO BAXJIMBI peanizaimii: ogHOpekuMHY (single-mode) 1
nBoxpexxuMHy (dual-mode). MiHiaTiopHI NPUCTPOI, TaKi K TOAUHHUK 1 CIOPTUBHI
JaTYUKH, HA OCHOB1 OJHOpPEKMMHHX MoayiiB Bluetooth OymyTh MakcumanbHO

BUKOPHCTOBYBATH ME€peBaru HU3bKOro €HEProCoKMBaHHS 1 3a0e3meuyBaTi BUCOKY
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CTYIIHb IHTErpaii i1 KOMIaKTHI PO3Mipu MPHUCTPOiB. B ABOXpekuMHIN peanizaiii
dbyukiionansHl MoxiuBocTi Bluetooth Low Energy iHTerpyerbcss B KilacUUHHMA
Bluetooth. Ll peamnizamiss mokpamuTh icHyo4i HOBUM cTtekoM Bluetooth Low
Energy, nonapmm npu iibOMy HOB1 MOXKJIMBOCTI B Kilacu4H1 ipucTpoi Bluetooth.

Husbke eneprocnoxuBanHg B Bluetooth 4.0 nocsiraetbest 3a paxyHOK
BUKOPHUCTAHHS CHEIIaIbHOTO anroputMmy podotu. [lepegaBay BMUKA€ETHCS TUIBKU Ha
Yac BIAMPaBKH JIaHUX, 110 3a0e3Meuye MOXKIUBICTh POOOTH BiJ OJIHIET OaTapeilku
turty CR2032 mpotsrom nekinbkoX pokiB. CranmapT 3abe3nedye MBHIIKICTh
nepenayi nanux B 1MOiT/c ipu po3mipi nmakera ranux 8-27 6aiiT. B HOBIi Bepcii 1Ba
Bluetooth-mprcTpoi 3MOXKyTh BCTAaHOBIIOBATH 3’€HAHHS MEHINE HDK 3a 5.
HaniitHicts 3B’s3Ky 3a0e3meuye BJOCKOHAJIEHAa KOPEKIis MMOMHIOK, a BHUCOKUH
piBens 6e3neku — 128-6itne AES-mudpysannsa (Advanced Encryption Standard).

Pi3HOMaHITHI JaTYMKU TEMIEpaTypu, THUCKY, BOJOTOCTI, HIBUJIKOCTI
NepecyBaHHs TOUIO HA OCHOBI L[OTO CTAHJIAPTy MOXYTh NepenaBaTH 1HPOpMaIio
Ha PI3HOMAaHITHI ynpaiigodi npuctpoi: MmoOubH1 Tenedonu, KIIK, I1K romro.

Ha Binminy Big Bluetooth 1 Wi-Fi 38’s30kx mo crangapty IEEE 802.15.4
MIPU3HAYCHUH TSl TOJIaTKIB 3 HEBEJIMKOIO MBHUJIKICTIO TIepeadl JaHUX Ha 4acTOTax
868 MIm, 915 MI'u, 2,4 ITu. Yucno kaHadiB 1 MBHUAKICTH Mepenayli, ski
BUKOPUCTOBYIOTHCS B IbOMY CTaHJIapTl, BIAPI3HAIOTHCS B 3aJI€KHOCTI B1JT 00paHOTrO

JaCTOTHOTO Jiana3oHy:

- 868,0...868,6 MI'11: €Bpona, 103BOJISIETHCS OAUH KaHaI 3B S3KY;
- 902...928 MI't: IliBHiyHA AMepHKa, TPUILATH TOCTYITHUX KaHAJIIB,

- 2400...2483,5 MI'1: BHUKOPHUCTOBYETHCS Yy BChOMY CBITI, Oliblie
HIICTHAAIATH KaHAIIB.
Haitnonynspuimoro vacrotoro € 2,4 I'Tn 3 mMakcCMMandbHOK IIBHIKICTIO
nepenadi 250 k6iT/c. OCHOBHUMH OOJIaCTAMH 3aCTOCYBaHHS IIbOTO CTAHIApPTY €
CUCTeMH JOMAIIHhOI aBTOMATHKH, IUCTAHIIIMHI BUMIpIOBaYi, IrPOBlI CHUCTEMH 1

Mepexki 0e31poToBUX NaT4uKiB. OJHUM 13 TOJIOBHUX HANPSIMKIB BUKOPUCTAHHS €
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CHCTEeMH 300py JIaHUX 1 YIIPABIIHHS B peaIbHOMY 4Yaci, Jie, K PaBuiIo, He MOTpiOHa
JTy’Ke BEJIMKa MIBUAKICTH Tepefaul gaHux. OMHIE 13 KIIOYOBUX OCOOIMBOCTEH
cranaapty IEEE 802.15.4 € HeBenuke €HEprocroKMBaHHsS, IO 3a0e3neuye
TpuBaiuii TepMiH ciryx0u 6atapei (10-20 pokiB). 3a3BUyail TpaHUYHOIO JAIBHICTIO
pobotu € 10-merpoBuii paaiyc 3B’S3Ky 31 IIBHIKICTIO nepemaui 250 kOit/c.
[Topiusinns cranaaptiB IEEE 802.15.4 ta Bluetooth naBeneno B Tabmumi 2.3.

Tabmus 2.3 [opiBasaus crangaptiB IEEE 802.15.4 ta Bluetooth.

[Tapametp IEEE 802.15.4 Bluetooth
Yacrota 24TT /868 MI't/ 915 MI'n 2,4 1T
[IIBuakicTh IEpeaayl 20...250 x0it/c 1000 x0i11/c
Po3mip mepexi Jlo 65536 By3iiB Jo 8 By3miB
JlanpHICTB mii 10...100 m 10...100 m

Opniero 13 HanBaxiuBimmx ¢yakuin crangapty I[EEE 802.154 ¢
3a0e3MeueHHs] POOOTH B PEXKHMMI PEATBLHOIO 4Yacy IMUISAXOM 30€pEKEHHS 4aCOBUX
CJIOTIB, 3amoOiraHHs OJHOYACHOTO JOCTYIY 1 KOMIUICKCHIN MIATPUMII 3aXUCTy
Mepex. [lpuctpoi Takox BKIIOYAIOTh (PYHKINT yIpaBiIiHHS BHUTpAaTaMH €HEPrii,
TaKUMHU SIK TIEPEBIPKA AKOCTI 3’ €/IHAHb 1 IETEKTYBAaHHS €HEPrii.

[lepmra Bepcisi cranmapTy BU3Hadaia JBa (GI3MYHUX MIApH, 10 0a3yIOThCS HA
HIMPOKOCMYTOBIM MOYJIALIT 3 TPSIMUM po3IIUpeHHsIM criekTpa DSSS, onun 13 sikux
npaiftoe B cmysi 868/915 MI' 31 mBuakicTio nepenadi B 20 1 40 x6it/c, a aApyruii B
cmy3i 2,4 ['T 31 mBuakicTio 250 kOit/c.

B 2009 pomi 6ynu nomani (cnerudikamii 802.15.4c 1 802.15.4d) noctynHi
bi3uuni mapu: B cmy3i 780 MI BUKOPUCTOBYeThCS KBajapaTypHa ¢as3oBa
maninyssis - Quadrature phase-shift keying (QPSK) abo da3oBa maHimysisiis
oinpm Bucokux mnopsakiB (M-PSK); B cmy3i 950 MI'm — rayciBchbka 4acTOTHA
maninyssis (GFSK) abo nBilikoBa ¢da3zoBa MaHimysisiis - Binary phase-shift keying
(BPSK).
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CrangapT BU3HAYae jaBa TUNU BY3MiB. llepmmii — mOBHOGYHKIIOHATBEHUMN
npuctpii - Full Functional Device (FFD). Bin moke mnpampoBatd B SKOCTI
KOOpAMHATOPA MEPCOHATBFHUX MEPEXK, a TAKOXK B AKOCTI 3arajibHOro By3na. Jpyruit
— IpHCTpiii 31 ckopoueHuM HabopoM ¢yHkIii - Reduced Functional Device (RFD).
[le nmyxe mnOpocTi MNPUCTPOi, SAKI MOXYTh JHUIIE MIATPUMYBATH 3B’SI30K 3
NOBHO(YHKIIOHAIBHUMU TPHUCTPOSIMH 1 HIKOJIM HE TMpPAaliol0Th B  SKOCTI
KOOPJAMHATOPIB.

Mepexi MOXyThb OyTH MOOYAOBaHI SIK IO OJHOPAHTOBIN (PiIBHOMpPABHIN)
TOTIOJIOTI, TaK 1 IO TOMOJIOTIT THUITY «3ipKay. [IpoTe B KOXKHIIM Mepexki TOBUHEH OyTH
NpUHANMHI OJWH TMOBHO(DYHKI[IOHAIILHUM TPUCTPI mjis poOOTH B AKOCTI
KoopauHaropa. KoxkeH mpuctpiil Mae yHIKanbHUI 64-po3psaHuil HoMep abo mpu
MEBHUX YMOBax — yKopodeHuil 16-po3psinnHuii ineHTudikarop. B Mexax KoKHOTO
JIOMEHY TepPCOHAJIbHOI MEpeXi BHUKOPUCTOBYIOTh, SIK TPABUJIO, KOPOTKI
imeHTudikaropu.

Crannapt ZigBee noOGynoBanuii Ha ocHOBI ¢i13uuHoro piBHA ctangapty IEEE
802.15.4. Miana3oH 2,4 ['Tu 3aqmmaeTbcsi HAUOUIBII IIUPOKO BUKOPHUCTOBYBAHOIO
cmyroto vactor s ZigBee. lleit cranmapt ommcye Oe3apOTOBI IMEPCOHANIBHI
obuuciroBanbHl Mepexi (WPAN). Cranmapt ZigBee npusnauenuit yist 10JaTKiB,
SKUM TOTpiOHA OUIbIlIa KIJIBKICTh Yacy aBTOHOMHOI poOOTH BiJ OaTapei 1 BelHKa
Oe3reka, Mpu MEHIINX MIBUIKOCTAX Nepeiadi JaHuX.

Cnemudikamis ZigBee nependauae nepenauy indopmariii B pagiyci 10...75
METpIB 3 MAKCUMAJIHLHOIO MBUAKICTIO 250 KOiT/C.

3a crangaprom ZigBee 3akpirmieni 27 kaHaTIB B TPhOX YACTOTHHX Jl1alla30HaX
—2,41T1 (16 kananis), 915 MI'u (10 kananiB) 1 868 MI'n (1 kanan). MakcumanbsHa
MIBUKICTh Mepeaadl JaHuX JUIs [uX e(ipHUX J1ama3oHiB CKIaaae, BIAMOBIIHO, 250,
40 1 20 x6it/c. locTyn 10 KaHay 3[1MCHIOETBCS MO KOHTpoJt0 Hecydoi (CSMA),
TOOTO MPUCTPIHM CIIOYATKY IMepeBipse 4u He 3alHATHN edip, 1 TIIBKHU MICs [OTO
nounHae nepeaauy. [lintpumyerses mudpysanns no anroputmy AES 3 noBxuHo0

Kkiroya 128 OiT.
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3 camoro mowaTky craHmapt ZigBee po3poOisBcs s TOro, 106
MaKCHMAaJIbHO 3HM3UTH €Hepro3arpaTd MPUCTPOIB, SKI 3aiisiHI B OE3IpOTOBIH
mepexi. [Ipu mpoMy Oinblly yacTHHY yacy amapaTypa OyAe 3HaXOIUTHCS B
CIUISIYOMY PEXHMI, JIMIIE JEeKOJIU mpociyxoBytoun edip. Cepes IHIIUX NepeBar
CTaHAApTy  CHiJ  Ha3BaTH  XOpONIIy  MacmTabOBaHICTh,  MOMJIUBICTh
CaMOBIJTHOBJTIOBATHCS B BHUIAAKy 300iB 1 TMPOCTOTYy HajamrtyBaHHs. [lpu
3aCTOCYBaHHI 64-po3psAJIHOI ajpecallii B €IMHY MEPEXy MOXKYTh OyTH 00’€IHaH1
oiunbie 60 Tucsay ZigBee-npucTpoiB.

OcHoBHa 0co0NUBICTh TeXHOJOTII ZigBee monsrae B Tomy, 10 BOHA MpHU
BIJIHOCHO HEBHCOKOMY €HEPrOCIOXKHMBAHHI MIATPUMY€E HE JIMIIE MPOCTI TOMOJIOTi
0€3pOTOBOTO 3B S3KY («TOUKA-TOUKA» 1 «31pKay), aje 1 CKJIaaHI 0€3IpOTOBI MEpexki
3 KOMIpYacTOIO TOTOJIOTIEI0 3 PETPAHCIISIIEID 1 MAPIIPYTHU3AIIIEIO TOB1IOMJICHb.

OO6macti 3aCTOCYBAaHHS JaHOI TEXHOJIOTII — MOOyI0Ba OE3APOTOBUX MEPEX
JATYMKIB, aBTOMATH3allisl XWIMX OyliBelb 1 THX, $IKI OYIyHOThCS, CTBOPEHHS
1HJIUB1yaJIbHOTO IIarHOCTUYHOTO MEIUYHOTO 00agHaHHS, CUCTEMHU
MPOMUCJIOBOTO MOHITOPUHTY 1 VYIPaBIIHHSA, a TaKOX CHCTEMU MOOYTOBOI
enextpoHiku 1 [1K. Crnenudikamia ZigBee noctynna nisi mupokoi myOsiKu mpH
YMOBaX HEKOMEPIIIMHOTO BUKOPUCTAHHS.

[cHye Tpu pi3HUX TUIH TIPUCTPOiB ZigBee:

- koopaunatop ZigBee (ZigBee Coordinator, ZC) — HaifO1J1b11I BiAMOBI JaTbHUN
npUCTpiid, (HopMye NUIIXU JepeBa Mepexi 1 MOXe 3 €IHYBaTHCS 3 I1HITUMHU
Mepexxamu. B koxxHiil Mepexi € oguH koopauHaTop ZigBee. Bin 3amyckae Mepexy 1
MoOxe 30epiratv iHpopmaIlito mpo Mepexy, 30KpeMa CEKpeTHI Mapoi;

- mapmpytuzatop ZigBee (ZigBee Router, ZR) moxxe BuctynmaTu B SKOCTI
MPOMIXKHOTO MapIIpyTH3aTOpa, Mepelatouu JaHl BiI IHITUX MPUCTPOiB. BiH Takox
MOXe 3amycKaTy (PYHKIIIIO J0/IaTKY;

- kinueBu# npuctpiit ZigBee (ZigBee End Device, ZED) moxe oOMmiHIOBaTUCS
iHpopMalrietro 3 MaTepuHCHKMM By3jiIoM (abo 3 KoopauHaTopoMm, abo 3

MapHIpyTH3aTOPOM), BiH HE MOKE TIepeIaBaTH JIaHi 3 IHIUX IpucTpois. Lle mo3Bomsie
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By3Jly OUIBITy YAaCTHHY 4Yacy 3HAaXOJUTHCS B CIUITYOMY CTaHl 1, BIAMOBIIHO,
€KOHOMUTH pecypc Oatapei. ZED nmoTpebye MiHIMaJIBHOI KIJIBKOCTI TIaM’sTi, TOMY
BiH JICMIEBITNI B BUpOOHUIITBI, HixK ZR un ZC.

OxpiM cTaHIapTiB, AKi Oynu MpeAcTaBieHl BUIlE, OE3apOTOBUN 3B’SI30K B
niana3oni ISM 3acTocOBYEThCS 1 B JCSIKUX 1HIINX CTaHIApTaX, sIKi 3HAXOSATHCS Ha
cranii po3pooku. Hampuknax, UWB (Ultra-Wide Band - magmmpoka cmyra) — 1ie
TEXHOJIOT1SI Il BHUCOKOIIBUAKICHOTO 3B’SI3Ky Ha MajUX BIJACTaHSIX MPHU JyXkKe
HU3BKOMY €HEPIrOCIIOKUBaHHI. BUKOpHUCTaHHS MMPOKOI CMYTH YacTOT, KA CKIJIa1a€e
He menmie 500 MI't no3Bossie UWB nocsratu mBuakocti g0 480 Mo6it/c, mpoTe Ha
Jy’)Ke Maiaux BijicTaHax — jJo0 3 merpiB. Ha Bimcrani go 10 meTpiB TeXHOJIOTIS
no3Bossie nocsratu e 110 Moit/c.

[Ipomyckna 3matHicTh TpHUCTPoiB cTaHAapty UWB pi3ko 3HMKYyeThCS 31
30UTBLIEHHSIM BIJICTaHl — Habarato mBuUAILIE, HUX y cranaapti 802.11a/g, axuit
3abe3reuye MPOMYCKHY 3AaTHiCTh g0 54 MOit/c Ha Biacrani g0 100 metpis.
OOMexxeHHsT TIO BIJICTaHI BUHMKAE Yepe3 MIUPOKY KOPUCHY CMYTY MPOITYCKaHHS,
TOOTO MO0 HE 3aBakKaTH MPHUCTPOSM, SKi MPAIIOIOTh Ha THX YW IHIIUX YaCTOTaX,
MOTYXHICTh CUTHAJTy MIOBUHHA OYyTH Jy’K€ MaJIOI0 — B CEpPEeIHbOMY He Oinblie -41,3
nbwM.

Jns mpencraBieHHsT OAHOTO OiTa JaHUX TepedaBayd Iepefae IeBHI
MOCJIIIOBHOCTI IMITYJIBCIB, sIKI CKJIafatoThes 13 128 a6o 1024 immymbCiB.

[lepesara UWB mnonsirae B CTIMKOCTI JO 0araTrornpoMeHEBOro 3aBMHUpAHHS,
MPOTE TaKi CUTHAJIM CXUJIBHI JO MI>KCUMBOJIBHOI 1HTEPEPEHIIIT, 110 BUTIPABISETHCS
CreriaJbHUMU METOIaMH KOTyBaHHS.

2.2 OcobnmuBOCTI BHOOpPY TEXHOJIOTII MepelaBaHHA JaHUX [JIs JOCIIIKEHO1

0e31pOBOIOBOI CEHCOPHOT MepeXki Y 30H1 Ha/I3BUYANHOT CUTYyaLli]

[licns  ormsiAy OCHOBHHUX — TEXHOJIOTIH  OE3IpOTOBUX  MEpPEeX,  sKi
BUKOPHUCTOBYIOThCS B ISM niama3oHi, MOKHAa HaBECTH MOPIBHSHHS MEBHUX iX

XapakTepucTuk (auB Taby. 2.4) mist Toro, 1m0 BHU3HAYUTH, AKY 3 TEXHOJIOTIH
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HAWOUTBII  JOUUIPHO BHUKOPUCTOBYBAaTH TIPH MPOEKTYBaHHI OE3MpOBOIOBOI
ceHcopHoi Mepexi. Takoxk HE0OX1THO 3a3HAYUTH, IO OUIBIIT PaHHI CTaHAAPTH
IEEE 802.11, Taki six 802.11b, 802.11a, 802.11g no Tabnuiii BkiItoUaTrcs He Oy Iy Th.

Ha 3aminy pannim ctangaptam Wi-Fi npuiinum Hosi 802.11n ta 802.11ac.

Tabmurs 2.4 — IopiBHSHHS OCHOBHUX TEXHOJIOT1H 0€31POTOBUX MEPEX

Bluetooth ZigBee UWB
Cranpapr 802.11n 802.11ac (802.15.1) | (802.15.4) | (802.15.3)
868 MI'1t/ 31106
YacTora 24/51Tn 51T 24T1Tu 915MI'1y / ’FF ’
24Tl H
MaxkcumanbHa }\42153 20 xbir/c/
: 600 Moit/c | 6,93 I'6it/c 40 x0it/c/ | 480 MoiT/c
LIBUAKICTh (mom. 55 250 kGiT/c
MobiT/c)
Janenicte aii | o 150 m Jo 50 m Jo100m | Jlo 100 m Jlo 10 m
Eneprosoepe Hu3sbke Hu3sbke Bucoke Hyxke Hyxe
JKEHHS BHCOKE BHUCOKE
65536 (16-
He He O1THI
Po3mip pexkoMeHny | pekomenay | Maiictep azpecH),
Mepexi €TBCSA €ThCSA +7 264 (64- Jlo 127/xoct
oinbire 40 | Ouibie 40 O1THI
aZpecH)
Eneproszoe
BigHocHo pe:?{,e};HH, Brcoka
OcHoBHI AHOCH Bucoka | Eneprozoe PO3MIPH IIBH/IKICTb,
BHCOKA : MEpEeKI,
nepeBaru : LWIBHIKICTb | PEKEHHS : eHeprosoepe
IIBHKICTh BHOIp
KEHHS
YaCTOTHHUX
niana3zoHiB

OcHoBHUM HeAoJikoM MOoOUTbHUX Wi-Fi Mepex € HeBEeIUMKU TeEpMiH poOOoTH
aKyMyJIATOPHUX OaTapeii, mpoTe nmpobiieMa ayxkKe JIErKO BUPINTYEThCs, HATPUKIIA],
BUKOPUCTOBYIOUM €JIEKTPUYHI aKyMYJISITOPH PI3HOI €MHOCTI. Bulbll MOTYXHI1
aKyMyJISITOPH, 3a3BUYail, MarOTh OUIbIIl 00’€MH, MpoTe s (DYHKIIOHYBaHHS
0€3MpOBOIOBOT CEHCOPHOT MEpeki 3 BHKOpUCTAHHAM TexHosorii Wi-Fi moxHa

oOpatd MEHIII TOTYXXH1 akymyJssTopHi Oartapei. Hemomikom UWB e te, mo s
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TEXHOJOTISl Ma€ JyKe€ HEBENHKYy NajbHICTh aii. Bimcranp Mix ceHcopamu y
CEHCOPHIN Mepeki MOXKe JI0CATATH JACKIJIbKOX JICCATKIB METPI1B, TOMY BUKOPHUCTAHHS
texHonorii UWB 0Oyne needexktuBHuM. Takoxk MOMIOHHMI HETONIK MPUCYTHIN B
texHosorii Bluetooth, B sikiit eHeproeeKTHBHICTb MPUCTPOIB 3a0€311eUy€ETHCS JIUIIIES
npu BifacTani A0 10 MeTpiB, a mpu 30UTBIICHH] BICTaHI, AyKe CUIBHO 301JIbITY€THCS
HEOOX1/IHICTh B IOTY>KHOCTI TepeaBaya 1, BIAMOBIIHO, 301JbIICHHS €HEepro3aTpar.

Ha mouarky 2000-X poKiB B CEHCOpPHUX Mepekax 3a3BHuail He MoTpiOHa Oyma
BHUCOKAa TPOIYCKHA CIPOMOXKHICTh, OCKUIBKM 00’€M MaHMX, SKI 30UparOThCS 3
PI3HOMaHITHHUX JTaTYMKIB, TAKUX SIK JATYUKU TEMIIEPATYPH, BOJIOTOCTI, OCBITIIEHOCT]
TOIIO, OyB HE HAATO BEIUKUN. J{J1s TAKUX LI 11€aIbHO IM1IX0IUI0 BUKOPUCTAHHS
TexHoJIOT1i ZigBee 3 mporyckHoto 31aTHICTIO 110 250 k6i1/c. [IpoTe y TenepimHboMy
CBITI HaBITh IPY BUKOPUCTAHHI TAKUX JTATYMKIB, IK JATUHUK TEMIIEPATYpPH, BOJIOTOCTI
Ta OCBITJICHHSI BUHUKAE MMOTpeda nepeaadi OuibImx 00’ €MiB JaHUX 3a PaXYHOK TOTO,
10 JIaHi MepeNaloThCs MOCTIHHO, a TAKOXK y JaT4YUKaX, B SIKHX BUKOPUCTOBYETHCS
nepeaaya noToOKOBOTO Biieo a00 3BYKY, HE BUCTAYUTh MPOMYCKHOT 31aTHOCTI 10 250
KOIT/c, SIKy MOKe 3ampomnoHyBatu TexHoJorias ZigBee. Takox HeoOXiqHO
BpaxOBYBaTH MO>KJIMBI 3aBaJIU MPH Nepeaadl JaHUX MO paiocepeI0BHIII, Yepe3 110
MaKcHUMaJbHa MPOMYyCKHA 3JJaTHICTh MOXE CYTTEBO 3HU3UTHUCA. Yepes 11e moTpiOHO
PO3MJISHYTH 1HIITY TEXHOJIOTII0, BUKOPHUCTAHHS SKOi MOXE 3a0e3MeYUTH OLIbINy
MPOMYCKHOIO 37]aTHICTIO, a TAKOX 3aBaJ03aXUIIEHICTb.

TakuM YwHOM, HJs BHpIIICHHS NPAKTHYHUX 3aBJaHb [0 peaizamii
0€3pOTOBUX CEHCOPHUX MEPEX Y 30H1 HAJI3BUYANHOI CUTYaIlii HAlOUIbII TOIIITEHO
BUKOPHCTOBYBATHU came TexHouorito Wi-Fi, ssk o0CHOBHY 6€31pOBO/IOBY TEXHOJIOT1IO
TSl TIepeiadi JaHuX.

[Tpu npoexTyBaHH1 O€3MPOBOIOBOI CEHCOPHOI MEPEXi Ha OCHOBI TEXHOJIOT1i
Wi-Fi nany Mepexy ayxe JIeTKO MaclTadyBaTH, TOOTO 30UIbIIyBaTH 00’ €MU, MPH
IbOMY HE 3MEHIIYIOYM TEXHIYHUX XapakTEepUCTHUK camoi Mepexi. Jlns

MacimTabyBaHHs HEOOXIHO MPOCTO AOJATH HOBY TOYKY JOCTYIY, A0 sKoi Oyxae
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KITI0YATHUCS TIEBHA KIJTBKICTh CEHCOPIB 1 3’€IHATH 11 3 IHIUMU TOYKaMu abo 3
TOJIOBHUM IILTIO30M.

[Ipu Buxomi 3 jagy Oyab-SKOTO CEHCOp, Mepeka B LUJIOMy He Oyre
crioctepiraté Oyab-sKi TPOOJIEMH, OCKUTBKU KOXKEH CEHCOP OKPEMO T AKITIOYAETHCS
JI0 BJIACHO1 TOYKHU JOCTYNy. PU3uKH JuIIe ICHYIOTh IPU BUXO/I1 3 JIaJly CAMHUX TOUYOK
JOCTYMy a0o IUTI03a, TPOTE MPHU MPOSKTYBaHHI MepexkKi HEOOX1THO T0JATKOBY yBary
IPUITUTH 3a0€3MeYEHHIO 3aXHUIIEHOCTI JaHUX BY3JiB.

Texnonoris Wi-Fi1 rapanTye BITHOCHO BHCOKMH 3aXHUCT MEpEexXi Mpu
BUKOPUCTAaHHI HOBOTO cTaHmapTy 3axucty WPA2 Ta moTpumaHHI eleMEHTapHUX
BUMOT O€3MEKH TaKUX K HAAIMHUN Tapodib Al JOCTYIy 0 MEPEXi 1 meplogudyHa
Horo 3aMiHa. L{e yHeMOXIHMBIIIOE HECAHKIIIOHOBAHUH TOCTYM IO MEPEXk1 CTOPOHHIM
ocobam i nepexorieHHs 1H(popMarii.

Bci nHenoniku Texnomnorii Wi-Fi nipu npoektyBanHsI 0€31pOTOBOi CEHCOPHOI
Mepexi, sIKl OyJii onucaHi BUILE, KOMIEHCYIOThCs. s puKiaay, B MPOEKTOBAHIM
MepexXi I MOCTIHHOTO €HEPrOKUBIICHHS €JEMEHTIB MEPEXi BUKOPUCTOBYIOTHCS
nB1 akymynatopHi kuciotHi Oatapei (AKDB) 3 HominansHOO Hampyrowo 12 B i

eMHICTIO 33 A*ro.

2.3 BHCHOBOK 3 po3auty 2

1. IcHye GaraTto Ge3MpOTOBUX TEXHOJIOTIN Mepenadi JaHuX, SKI MOXYTh
BUKOPUCTOBYBATHCS B CEHCOPHUX Mepexkax. Haitmomymspuimn 3 wux — WIi-Fi,
Bluetooth ta ZigBee.

2. B cyyacHOMy >KMTTI HallOUIbII MOMIMPEHUM B CEHCOPHUX MEpeXkax €
texnonorigs 802.11.xx (Wi-Fi). OcHOBHOIW0O OCOOJMBICTIO MEpeXi, B SKIH
BUKOPHCTOBYETHCA JJaHA TEXHOJIOT1S € BUCOKA MPOITYCKHA CITPOMOKHICTD 1 CHCTEMA

3aXUCTy mepenanoi iHdopmarti. [Ipuctpoi B 0e3mMpoBOIOBIM CEHCOpPHIN Mepexi
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1EpapXivyHO MOJIISIOTHCS HA KOOPAMHATOP — IUIIO3, HA SIKAW CIIPSIMOBYETHCS BCS
310paHa iH@opMmarlis 3 Mepexi, 0OpPOOISETHCS 1 MOXKE TepelaBaTUCs B 30BHIIIHIO
MEpPEeXKy; MapIIPyTU3aTOp — 3a3BUYAl, TOUKA JOCTYILY, IKa OTPUMYE 1H(HOPMALIIIO Bif
CeHCOpiB, 30epirae ii Ta mepenae KOOPAWHATOPY; KIHIICBUM MPUCTPIM — BUKOHYE
¢bynkmii 30opy Ta mepenaui iHopmalii B HampAMKy 1O KOOpAUHATOpA.
be3npoBo10B1 CEHCOPHI MEPEKI € CTIMKUMHU 10 BUXOY 3 JIATy OJTHOTO a00 ACKITBKOX
il eIeMEeHTIB.

Takoxk TpU NPOEKTyBaHHI OE3APOTOBUX CEHCOPHUX MEPEXK MOXKHA
BUKOPHCTOBYBATH 1HIII TEXHOJIOTIi OE3/IpOTOBOI Mepenadi JaHUX B 3aJIeKHOCTI BiJl
noTped CEHCOPHOI MEPEXi, BpPaXOBYIOUH Ta KOMIIEHCYIOUH 1X HEJOJIKH.

3. 3aBIaHHSIM HACTYITHOTO PO3LTY € aHa13 HAUTOIUPEHIIINX TOTOJIOT1H
CEHCOPHHMX MEpPEK, IPAaKTUUHA peajizalis eKCIIepUMEHTAIbHOT CEHCOPHOI MEPEXKI 3
1H()OKOMYHIKALIITHUMU Ha3€MHUMHU By3JaMH, a TAKO)XK BHECEHHS IPOIO3HUIIIi I10]10

il MOZIepHI3allli.
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3 [IPOITIO3ULIII LIIO10 PEAJIIBALII BE3/IPOTOBOI CEHCOPHOI
MEPEXI 3 IHOOKOMYHIKALIMHUMU HASEMHUMU BY3JIAMU Y
30HI HAJI3BUYAMHOI CUTY ALTIT

3.1 OOrpyHTYBaHHS TOIOJIOTIi 0€3POTOBUX CEHCOPHUX MEPEK

B 3aranbHOMY BHUITaJIKy, TOTIOJIOTISE MEpEXi — I crocio onmucy KoHbiryparii
MEpexi, sKa BIIOOpa)ka€ CTPYKTypH 3B’SI3Ky MK pI3HUMHU 1i KOMIIOHEHTaMH,
By3JlaMu. TomoJiorisi Mepexi siBiige co0oro rpad, BeplIMHAM SKOTO BiAMOBIIAIOThH
KIHIIEBI BY3JIH, 1 KOMYHIKaIliiiHEe 00J1aIHaHHA, a peOpaM — P13UyH1 3B’ A3KU MK ITUMU
BEpIIMHAMU.

Tomonoris Mepexi CUIBHO BIUIMBAE Ha i1 xapakTepucTuku. Hampuxman,
HasIBHICTh PE3EPBHUX 3B’ SI3KIB IM1JIBUILYE 11 HAJIMHICTB.

Tomnonoriga Moxke OyTH (I3UYHOIO Ta JOTTYHOKW. PI3UYHA TOMOJIOTIS OMUCYE,
SK JIACHO PO3TAIIOBYIOTHCS BY3JIM 1 3B A3KM MIX HUMH B Mepexi. Jloriuna x
TOMOJIOT1S ONUCYE MPOXOHKEHHS CUTHAIY B (P13UYHIM TOMOJIOTI.

Bci Tomonorii moAuISIIOTBCS HA TIOBHO3B’SI3HI Ta HEMOBHO3B’si3HI. B
MOBHO3B A3HINA TOMOJIOTI] KOXKEH BY30J MEpPEXl Ma€ 3B’S30K 3 ycCiMa I1HIIUMU
By3J1amHu. LIs Tomosoris € xy>ke CKIaaHOI0 B peaizariii Ta JoporoBapTiCHO, POTe
3a0e3reuye HaOUTbIIY HaIIMHICTb. Bel 1HII TOMOIOT 1T € HEMOBHO3B  A3HUMH, TOOTO
JUTsl OOMIHY TaHUMH M1 JIBOMA By3JIaMU MOKe OyTH MOTpiOHa MPOMIXKHA Tiepenaya
yepes 1HII BY3JIM MEpPEexKI.

IcHye 6arato croco0iB oprasizallii MEpeKi B paMKax TI€i UM 1HIIO1 TOMOJIOTIi.
J1o OCHOBHMX HEMOBHO3B S3HUX TOMOJIOTIH BIIHOCSATHCA — TOMOJIOTIS 31PKH, MIUHU
Ta KUIblIeBa Tomosorii. Pemrra Tomonorid € mOXIJIHUMHU BiJ OCHOBHHX, abo iX
00’ennanasM. Ha pucynky 3.1 HaBeneH1 MPUKIIad OCHOBHUX HEMTOBHO3B A3HUX, a

TAKO0 MOBHO3B’ I3HA TOIMOJIOTIA.
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Tononoria WKUHKU

Kinbueea Tononoria Tononoria 2ipku

NMoeHoz38'A3Ha Tononoria

Pucynox 3.1- Ilpuxnanu OCHOBHUX TOMOJIOT1H

be3apoToBi ceHCOpH1 MEPEKi B OCHOBHOMY OYIyIOThCSI HA OCHOBI KOMIPKOBOI
(mesh) Tomosorii. KomipkoBa TomoJorisi ayXe CXOXKa IOBHO3B SI3HY, alie 3
BUJIAJICHHSIM TIEBHUX 3B’ SI3KiB.

J1o HalO1LIBII MOMIMPEHUX TOMOJIOT, IKI BAKOPUCTOBYIOTHCS B O€3IpPOTOBUX

CCHCOPpHHUX MCPCIKAX HAJICIKATD!:

- TOIIOJIOT1S 31pKa; -/IePEBOIOI0HA TOTIOJIOTIS;

- KOMIpPKOBa TOIOJIOT151.

Tomomoris 3ipka — 11e MepeKeBa TOIOJIOTIs, B AKIH BC1 BY3JU O€3MOCEPETHBO
3’€IHYIOTHCSI 3 OCHOBHUM BY3JI0M — IUTI030M. Lleli By30u € muiie ogHuM, BiH MOXKe
BIJINIPABJISATH 200 MpUIMaTH MOBIAOMJICHHS 1HIIIMM By3JaM. B Tornosnorii 3ipka By3iu,
SIK1 HE € TIUTF030M HE MOXYTh OOMIHIOBATHCSI TIOB1IOMJICHHSIMHU OJIWH 3 OJTHUM, JIIIIC
3 €IMHUM 1LTI030M. Lle 3a6e3neduye oOMiH TaHUMU 3 HU3BKUM PIBHEM 3aTPUMKH MIXK

BY3JIaMU 1 ITUTFO30M.
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Yepes Te, 1110 JaHa TOMOJIOTIA 3aI€KHA B/l €IMHOTO IIUTI03a, AJI KEPYBaHHS
MEpEeXKeI0 BiH MOBMHEH 3HAXOIUTHUCS B J1alla30H1 pajiionepe/iadl BCIiX 1HITUX BY3IiB.
[lepeBaroto € Te, MO 3BUYAMHI BY3JIH MOTPEOYIOTh MIHIMAJIbHOTO CIOXUBAaHHS
eHeprii 71 poOOTH, aJ’Ke OCHOBHUM iX 3aBJIaHHSIM € JIMIIIE Tiepeaada iHdopmarlii Ha
TOJIOBHHMM BY30JI — IUTI03. P0o3Mipu Mepexi 3anexarb BiJ KUIBKOCTI BY3MiB, Kl
MIKITI0Yal0ThCs 10 Turo3a. Ha pucyHky 3.2 300pakeHU TPHUKIAA TOIMOJIOTISA

«G3IpKay

Pucynox 3.2 — Tomosnoris «3ipkay

JlepeBomoiOHy TOTOJIOTIF0 TaKOX HA3WBAaIOTh KaCKaJHOK 31PKOBOIO
TomoJjoriero. B Tomonorii gepeBa KoXKeH BY30J7 3’€IHYETHCS 3 BY3JIOM BHIIE TIO
TOIOJIOTI, JOXOSIYH 10 KIHIIEBOI'O €IMHOTO By3Ja — ILII03a. [ '0JI0OBHOIO IepeBaroro
JIepEBOIO/11I0HOT TOTIOJOTI] € Te, 1110 BOHA MOX€E OyTH JIETKO MaciuTaboBaHa, a TAaKOX
JIETKUM € BUSIBJICHHSI MOKIIMBUX HecIpaBHOCTEH B Hill. HemomikoMm € Te, 1o okpemi
BY3JIU MOXYTh OYTH 130J1bOBaHI BiJi MEPEXi BHACTIAOK aBapii onHiei rimku. Ha

pUCYHKY 3.3 300pakeHUI TPUKJIIA]] AEPEBONOI10HOT TOIOIOTI].
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Pucynox 3.3 — JlepeBono/1i0Ha TOMOIOT 1S

KomipkoBa Tomosorist 703BOJIsIE By3/IaM MepeaBaTy JaHl O 1HIIUX BY3JiB,
K1 3HaXOJATHCS B Jlama3oHl pajiomnepenadi. SIKIo By30J Xode Mepenatd JaHi
IHIIOMY BY3J1y, IKMI 3HAXOAUTHCS 11032 J11alla30HOM MOKJIMBOI pajaionepeaadi, ioMmy
NOTpiOEH TPOMDKHHMA BY30J I TEPECHWIKM TOBIJOMIIEHHS Ha TOTPIOHUM.
[lepeBaroro Takoi TOMOJOTIE € MOMJIMBICTh MPOCTOI 130JSL1i 1 BHSBICHHS
HECIpaBHOCTEH Mepexi. HemomkoM € Te, 10 BOHAa EKOHOMIYHO HaHOIIBIIT

noporoBapricHa. Ha pucyHky 3.4 300paskeHuii MpuKIIag KOMIPKOBO1 TOTOJIOTI.
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Pucynox 3.4 — KomipkoBa Tomosmoris

B 3aranpHOMY BHMaJIKy BCl CEHCOPH MO (PYHKIIOHATY 1 PIBHIO CKJIAJHOCTI
pO30MBaIOTHCS Ha TPH KitacH. Jlo HalCKIaaHIIIIOTO KJacy HaJSKUTh Hal CKITaTHIIITHA
3a OYJI0BOIO CEHCOD, SIKUM Kepye poOOTOIO BCl€T 0€3MPOBOIOBOI CEHCOPHOI MEPEXKI,
30epirae maHHi Mpo i1 TOMOJIOTII0, a TAKOXK BUCTYIAE B POJI IUII03a IS Tepeaadi
JaHUX, 310paHUX BCIEI0 MEPEXKEr0, IS TOJAJIBIIOrO OIpalfoBaHHS. Takui THII
CCHCOPIB Ha3MBA€ETHCS MepexkeBUM koopauHaTopoM — Network Coordination Device
(NCD). Bin mae HaiOutpmmii 00’eM mam’sTi 1 JDKEpENo KUBJICHHs. 3a3BHYai B
CCHCOPHUX MepekaX BHKOPHCTOBYETHCS JHUINEC OnWH KoopawHaTtop. CepenHiii 3a
CKJIQIHICTIO CEHCOpP HA3MBAETHCS MapIIPyTHU3aTOPOM ab0 MOBHO(DYHKITIOHAIIBHUM
npuctpoem (FFD). MapmpyTtuzarop Moxe mpuiiMaTu 1 IepeiaBaTv T1aHH1, a TaKOXK
BU3HAYATH HANpPSAMOK TMepenadi. 3a3BUyail Ma€ JO0JATKOBY IaM’ATh 1 JDKEPEIO
YKUBJICHHSI IOP1BHSHO 31 3BUYAaHUM CEHCOpPOM. J{0 HalIPOCTIIIOro KJ1acy HalIeKUTh
3BUYaAHUM CEeHCop abo MpucCTpid 31 ckopoueHUM Habopom ¢yHkiii (RFD).

Haiinpocrimmii ceHcop MoOKe TUIBKM TepefaBaTH JIaHHI  HaWOIMK4IOMY
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MapuIpyTuzaropy. MapupyTuzatop 1 CEHCopH, fAKI IepenalTh HoMy JaHHI
YTBOPIOIOTH CO00I0 KacTep. MapiipyTu3aTopu pisHUX KJIACTEPiB Mepeaar0Th TaHHI
MDK c000r0. B KiHIIEBOMY TiJCYMKY IIi JaHHI TOBHHHI OyTH JOCTaBJICHHI
KoopauHatopy. KoopauwHatop, sSKMii BHUCTymae B CEHCOPHIA MEpPEki IUTI030M,
3a3BUYal, Ma€ 3B’ 130K 3 [P-mepexero, Kyau, B MiICYMKY, 1 HAJCUIAIOTHCS JaHH1 JIJIs
KiHIIeBOT 00poOKu. Ha pucynky 3.5 300pakeHnid IPUKIIa TOTOJIOTIi Oe3MPOBOI0BOT

CEHCOPHOT MEPEXi.

. KoopguHatop

o MapwpyTusarop .“o.

) 3BuMuaitHMI ceHCop o '

Pucynox 3.5 — Ilpukian Tomosorii 6€3mpoBoI0BOi CEHCOPHOI MEpexi

3.1.1 ®i3uuHa TOMOJOrIs MPOEKTOBAHOI OE3MPOBOIOBOI CEHCOPHOI MEPEXI.
Sk 3a3Ha4€HO BHUIIE, (P13UYHA TOIOJIOTSI ONKCY€E PO3TAIIYBAHHS BY3JIIB 1 3B’ 130K MIXK
HUMH B MEPEXI.

ExcniepuMeHTalbHa Mepeka CKIAAAEThCA 3 IBOX 30H MOKPUTTS («CalT A» Ta
«Caiit by»), a Tak0X MEpCOHATILHOTO KOMIT FOTEPY, SIKHI BUCTYIIAE B IKOCTI OKPEMOTO
LHEHTPY KepyBaHHS MEPEkKEI0, a TAKOXK Ha sIKOMY peaiizoBanuil cepsep Blynk, saxuit

BUKOPHUCTOBYETHCA A1 300py 1H(OpMallii 3 CEHCOPIB, sIKI MOXKYTh OYTH MiIKIIIOUEH]
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B Mepexy. Lleit [IK minkmrouenuii 3BuuaiiHuM KalOejleM HEeKpaHOBAHOI BUTOIO
napoto UTP no mapmpyruzatopa MikroTik RB2011iL-IN

(stkuii B pa3i HEOOXITHOCTI MOXKE BUCTYIATH IUTFO30M IS BUXOIY B TJI00aIbHY
Mepexy). Takox A0 gaHoro mapuipyrtusaropa kadenem UTP migkimtoueHa Touka
noctymy MikroTik Groove A-52HPn, sixa yTBOpIo€ mepiry 30Hy TOKPUTTS, a TAKOX
70 MapHipyTh3aTopa miakioueHa e ogHa touka goctymy MikroTik SXT LiteS.
Jlana Touka JOCTyNy B peXHMI «TOouKa-To4uka» B niama3oHi 5 I'T'1 3’eanyerhes 3
aHanoriunoro Toukoro goctymy MikroTik SXT Lite5, sxa Bxe 3HaxoauThes B « CalT
b». Hana touka moctymy B «Caiit b» Takox miakmtoueHa kabemem UTP mo
mapmipytuzatopa MikroTik RB750r2. o wmapmpyTtuzatopa kabdemem UTP
mijKioueHa e oana touka gocrynmy — MikroTik Groove A-52HPn, sika yTBOproe
JPYTy 30HY HOKPUTTS.

Takox MapupyTuszatop 1 JBi TOYKH JIOCTymy B «CallT A» MiJKIIOYEHI 10
aKyMyJIsITOpHOI OaTapei, ska 3abesneuye Oe3mnepeOiiiHe E€HEProKUBICHHS IUX
IPUCTPOiIB. AHAJIOrIYHO MapuIpyTU3aTop 1 1Bl TOouku goctyny B «CalT b»
YKUBIISATHCS B1JI aHAJIOT1YHOT OarTapei.

VY «Caiiti A» MiIKIIOUEHI HACTYIHI 6e3apoToBl mpuctpoi: miata ESP8266 3
Wi-Fi-iaTepdeiicom 1 Bimeo-gatuynkom, a Takok Android-mpuctpiii 3 KIiEHTOM
Blynk. B «Caiit b» Takox minkmtouennii Android-npuctpiii 3 kimientom Blynk.

Ha pucynky 3.6 300pakeHa (pi3MyHa TOIOJIOTIS MPOEKTOBAHOI CEHCOPHOI

MEpEeXKi 3 ypaxyBaHHSAM JIOTIYHHX 3B SI3KiB.
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E5P8266 with Sensors
192.168.88,31/24

. @ Groove A-52HPn, 2.4 GHz @
j 192.168.88.52/24 ‘
- Groove A-52HPn, 2.4 GHz = oc
K(( )) ) 192.168.88.25/24 j
Androld with Biynk cient app ( )))
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Android with Biynk client app
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| 5GHz ("' 192.168.88.2/24

==
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128->2208 - .
Worna

24 - AKB + Inseprop
Caut A Cantb ...
7

UenTp kepysania
MEPEREKD (AOKANBMIA
+Server Blynk
192.168.88.50/24

Pucynok 3.6 — @i3uuHa Ta J0T1YHA TOMOJIOTIS MPOEKTOBAHOI MEPExi

3.1.2 Po3paxyHOK 30HH MOKPHUTTS MPOEKTOBAHOI OE3MPOBOAOBOI CEHCOPHOI
Mepexki. 3a TEXHIYHUMH XapakTepuctukamu Touku aoctyny MikroTik SXT LiteS
MO’KE€ BCTAHOBJIIOBATHU 3 €IHAHHSA B PEXUMI «TOUKA-TOYKa» 3 I1HIIOK TOYKOIO
JIOCTYIY Ha BIJICTaH1 0 2 KIJIOMETPiB B Aiana3oHi yactot 5 [T npu mBuakocti 54
Mbit/c.

JIns BU3HAUEHHS JAJBHOCTI POOOTH OE3MPOBOJIOBOIO KaHAIY 3B S3KY

BUKOPHUCTAEMO (HOPMYJTY:

D=10(FSL/20 - 33/20 - Ig F) , (3.1)

ne D — BijicTans MIXK JBOMA TOYKAMH (KM);
FSL (free space l0ss) — Brpatu B BitbHOMY mpocTopi (ab);

F — neHTpanbHa yacToTa KaHaly, Ha SKOMY Mpalfoe cuctema 3B’ 3Ky (MI'm).

FSL Bu3HauaeThCcsi CyMapHUM MMiICUJIEHHSM CUCTEMH:
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FSL=P; + G; + Gy + |Pmin| - Lt — L - SOM , (3.2)

ne P:— nmoTyxHicTh epeaaBaya (1bmBT);

Gt — koediIieHT MiACWICHHS aHTeHH TiepeaaBaya (nbi);

G — xoediIieHT MACUICHHS aHTeHH npuiiMada (1bi);

Pmin — 9yTJIMBICTh NMpUiiMada Ha aaHii mBuakocTi (1bmBT); Lt — BTpaTn curnany B
aHTeHo-(1IepHOMY TpakTi nepenanayda (1b);

L, — BTpaTu curHany B aHTeHO-(D1JIepHOMY TpakTi npuitmaya (1b);

SOM (System Operating Margin) — 3amacBeHepreTuilipaaioss’s3ky (ub).

3a xapaxrtepuctukamu MikroTik SXT Lite5 mpu mBugkocti 54 MOit/c
NOTYXHICTh TiepenaBada ckiagae 23 nbmBr. Uyrnupicte npuiiMaya Ha JaHId
mBuAKOCTI -80 AbMBT. OcCKibkM Ha MpUMalibHIA 1 HA MepegaBajbHIA YaCTHHI
3HAXOMATHCS OJIHAKOBI TOYKH JOCTYIYy, TO KOE(DIIIEHT TiJICUJICHHS aHTEHU
nepeaaBayva 1 Koe(ilieHT MiICUJIEHHSI aHTEHU NpuiiMada ogHakoBl — 16 nbi. Brpatu
CUTHAJy B aHTEHO-(IIEpHOMY TpakTi TepenaBada Bi3bMeMo piBHuMH 4 1b, a
napamerp SOM Oepetbcs piBHuM 15 ab. BBaxkaeTbcs, IO IIbOTO 3HAYCHHS
JIOCTATHBO ISl IH)KEHEPHOTO PO3PAXYHKY.

Buxoasun 3 ux qaHux, Mpu NEHTPaIbHIN yacToTi kKaHaity 5185 MI't moxkna
BU3HAUUTH, 1110 D=1,75 kigomeTtpa.

AHaNOr1YHUM YHHOM BU3HAYUMO pajiyc 30HU moKpuTTst MikroTik Groove A-
52HPn B pmianasoni 2,4 I'Tu, sikuif Mae HAaCTymHI TEXHIYHI XapaKTEPUCTHKU —
MOTYXHICTh mepenaBada 27 abMBT, koedillieHT mMmiacUiIeHHS BCECHPSIMOBAHOI
aHTeHu nepenasayda 6 abi. B skocTi nmpuiiMada pagiocuraany y4yacTyBaB HOYTOYK 3
Koe(diieHTOM MiICUIeHHS aHTeHu 5 nbi, uyTnuBicTh npuiiMaua -79 nbmBT.

B pesynpraTi Buiinwio, mo paaiyc nokputts D=0,468 ximomerpa, mpu

HEHTpajbHI yacToTi Kanamy 2412 MI L.
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3a TexHIYHMMH XapakTepuctukamu Touku noctyny MikroTik Groove
AS52HPn 3 10A4aTKOBOIO BCECHPSIMOBAHOIO AHTEHOI0 MOXKE IOKPUBATU 30HY
paniycom 6mu3bko 500 MeTpiB MpoTe Ha MPAKTUIl B MICBKHX yYMOBax BIANOCs
JOCSATTH pe3ynabrary a0 350 MeTpiB, IO BIiAPI3HAETHCA 1 BiJi OOUYHCICHUX
pe3yabTaTiB, 1 BiJ BKa3aHUX B XapaKTEPUCTHIIl TOYKU JOCTYIy. Pi3HHIIO MOKHA
OB’ SI3aTH 3 HASIBHICTIO 3aBaJ] B MICIIEBIX yMOBaXx.

Takum umaOM, 30HM TOKpUTTS «Cailt A» Ta «Caiit b» MarTh pandiyc
nokpuTTs 350 meTpiB (B Teopii 3a migpaxyHkamu — maike S00 MeTpiB) Ta MOXKYTh

3HaXOJIUTUCS OJIHA BiJ OJIHO1 Ha BijacTaHi A0 1,75 KijgomeTpa.

3.1.3 JloriyHa TOMOJOTriSi TPOEKTOBAHOI OE3MPOBOIOBOI CEHCOPHOT MEPEXKI.
Bci npuctpoi B Mepexi 00’eiHaHi B oaHy [P-migMepexy 3 npedikcoM, 3ammc sskoro
B JIECATKOBO-TOUYKOBOMY BapiaHTi Mae HAacTynmHud Burisig — 192.168.88.0/24, ne
192.168.88.0 — agpeca mepexi, 24 — Macka, ika BUKOPUCTOBYETHCS JIJIsI PO3IICHHS
MepexeBoi 1 xoctoBoi wactuHu IP-ampecu. Bcim mepexeBuM mpuCTposiM Oyiia
HajaHa neBHa IP-ampeca 3 BinbHOrO mianmazony. B tabmumi 3.1 mHaBomutThes IP-
ajpecallisi IpUCTPOIB B JaHIM MEpexki, a TAKOXK 1X Micuepo3TairyBanHs («Calt Ay,

«Caiurt by).

Tabmuug 3.1 IP-agpecaitist npucTpoiB NPOEKTOBAHOI MEPEXKi

[Tpuctpiit PosramryBanHus IP-anpeca

MikroTik RB2011iL-IN 192.168.88.10

«Caut A»

MikroTik Groove A-52HPn o 192.168.88.52
«Caut A»

MikroTik SXT Lite5 «Caiit Ay 192.168.88.21

1K 3 cepepom Blynk 192.168.88.50

«Caut A»




[Tmata ESP&266

192.168.88.31

«Caur A»
[Tponorxenus Tadmuii 3.1
Android-mipuctpiii 3 kimieaTom Blynk «Caiir Ay 192.168.88.33
MikroTik RB750r2 «Caitt By 192.168.88.2

MikroTik Groove A-52HPn

«Cait b»

192.168.88.25

MikroTik SXT Lite5

«Cait b»

192.168.88.22

Android-ipuctpiii 3 kimieaTom Blynk

«Cait b»

192.168.88.32
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3.2 Ilpomosutii moa0 TexHiuHOI peanizallii 6e3mpoBOI0BOI CEHCOPHOI

Mepexi

3.2.1 O6rpyHTYBaHHs CKJIaay OOJaHAHHS, IKE BHKOPUCTOBYETHCS B MEPEXKI.

Jlo ckiamy mpOeKTOBaHOI OE3/IpOTOBOI MEpPEKi BXOJWUTh HACTYIHE OOJagHaHHS:

Mapmipytuzatopu MikroTik RB2011iL-IN ta MikroTik RB750r2, nBi Touku

noctyny MikroTik Groove A-52HPn, a Takox aBi Touku aoctyny MikroTik SXT

Lite5, mnata ESP8266, nexinbka Android-npuctpiit 3 kimientom Blynk, a Takox TTK

3 cepBepom Blynk.

MapipyTuzaTopu Ta TOYKA JOCTYyHy Oyiu 0oOpaHl 3aBISKH iX TEXHIYHUM

XapaKTepUCTUKAM, SIK1 9yJI0BO MiAXOAThH JJII BUKOHAHHS MOCTABJICHUX 3aB/laHb. B

tabmusax 3.2, 3.3, 3.4, 3.5 HaBOAUTHCA ONUC TEXHIYHUX XapaKTEPUCTHUK

BUKOPUCTAHOTO OOJIaHAHHS.



Tabmuns 3.2 Xapakrepuctuku Mapuipytuzaropa MikroTik RB2011iL-IN

XapakTepucTruka

3HadYeHHS

Po3mipu

228x97x25 MM

[TponorxenHus Tadmuil 3.2

[Ipouecop

Atheros AR9344 600 MI'1t

OnepaTtuBHa n1am’sITh

64 MB DDR SDRAM

(RAM)
Pos'emu 5 x 10/100/1000 Mbit/s Ethernet RJ45 Auto-
MDI/X
5 x 10/100 Mbit/s Ethernet RJ45
Auto-MDI/X
PoE Buaxin mopt Ne10 (500 MA)
MakcumaiibHa
CIIO’KMBaHa 1o 6 Bt
NOTYXHICTb
Po6oua Temneparypa -35C to +65C
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MikroTik RB2011iL-IN — mpodeciiiHuii MapmpyTH3aTOp 3 MOXKIUBICTEO

xuButu onuH npuctpii no PoE (Power over Ethernet), a Ttakoxx cam Moxe

CIIOKMBaTH €Hepriro sk nmo PoE, Tak 1 BiJg jpKepesia MOCTIMHOTO >KWBJICHHS.

Mapupytuzatop MicTuTh 5 MepexxkeBux noptiB 100 M6it/c 1 5 noptis 1000

MGiTt/c, 1110 € OJTHI€IO 3 TIepeBar.
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Tabmums 3.3 Xapakrepuctuka Mapupytuzaropa MikroTik RB750r2

XapakTepucTHUKa 3HaYeHHSA
Po3mipu 113x89x28 mm
I Atheros QCA9531-BL3A-R 850 MI'
poriiecop

[Tponorxenus tadmuiti 3.3

OnepatvBHa IaM ’SATh
64 MB
(RAM)
Po3'emu 5 x 10/100 Mbit/s Ethernet RJ45
POE gxix IMacusruit POE (6-30 B)
MaxkcumainbHa
CHOKMBaHa o 2 Bt
MOTY>KHICTb
Po6oua Temneparypa ~40°C to 70°C
MikroTik RB750r2 — xoMmakTHHUH MapiipyTU3aTop 0€3 MiATPUMKH

texHonorii Wi-Fi Ha m’aTh MepexeBUX MOPTIB. B cepeauHi mapuipyTuszaTopa
BCTAHOBJICHUM JOCUTh NOTYXKHUW OJHOSJICPHUM MPOLIECOpP, KWW IMpaLOE€ Ha

yactoTi 850 MI'11 mae 64 Mb oneparuBHoi nam’ati (Random Access Memory,
RAM).
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Tabmuns 3.4 Xapakrepuctuka Touku goctyny MikroTik Groove A-52HPn

XapakTepuCcTHUKa 3HavYeHHs
Po3mipu 177 x 44 x 44 mm
[Tporecop Atheros AR9342 600 MI'11
OnepaTtuBHA 1aM’SITh 64 MB DDR2
(RAM)
Po3'emu 1 x 10/100 Base-TX (Cat. 5, RJ-45) Ethernet

1 x N-type Male

[IponoBxeHHs Tadbnuui 3.4

PoE Bxinx

[TacuBHuii PoE (9-30 B)

Cranpaptu

802.11a/b/g/n

Pexxumu poGoTu

Touka nocTymy, CTaHIis, TOYKa-TOYKa

[IpomyckHa 31aTHICTh

150 Moit/c

Yactotn

2,4 a60 5 I'T'11 (oOMpaeThes MpOrpamMHoO)

Po6oua Temmnieparypa

-40°C to 70°C

MikroTik Groove A-52HPn — touka noctymy Juisl pO3MIIIEHHST Ha TEPUTOPIi

BYJIULIL.

Bona o6mamnana naBOJiaria30HHUM — PajliOMOIYJIEM,

SIKUW 370aTHUU

mpaioBaTy Ha 4yactoti 2,4 a6o 5 I'T'1 (ogHOYACHO HA ABOX YacTOTaX HE MPAITIOE).

Buxingna motyxHicte Wi-Fi mepenaBaua ckmamae 27 abm (500 mBT). Tlpuctpiit

npaiitoe B 6e31potoBux crapaaprax 802.11a/b/g/n 3 kananbHOIO MBUAKICTIO 10 150

MG6it/c. B KOMIUIEKTI 3 TOYKOI JOCTYIy MHJ€ JBOJialia3oHHA BCECIPsSMOBaHA
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anTeHa. B mpuctpoi BcTaHoBneHuil npouecop Atheros AR9342 3 wacrotoro 600
MI'11, 64 Mb onepatuBHoi nmam'siti 1 ogud Ethernet mopt 100 M6iT/C 3 MiATPUMKOIO

texHoJorii PoE.

Tabnuusg 3.5 Xapakrepuctuka Touku goctyny MikroTik SXT Lite5

XapakTepucTuka SHAYCHHS
Po3smipu 140x140x56 Mmm
IIpowecop Atheros AR9344 600 MI'u
OnepaTtuBHa 11aM’SITh 64 MB SDRAM
(RAM)

[IponoBxenHs Tadbnuii 3.5

Po3'emu 1 x 10/100 Base-TX (Cat. 5, RJ-45) Ethernet
PoE Bxix Macusmuii PoE (8-32 B)
CrangapTH 802.11a/n

Pexumun TH .
© po6o Cranl1iis, ToUKa-To4Ka

[IpomyckHa 37aTHICTh 300 M6it/c

YacTotn 5TTu

PoGoua Temmniepatypa _40°C to 70°C
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MikroTik SXT Lite5 — e 6e3npoToBa Touka qoctymy Ha 5 ['T11 3 miaATpUMKOIO
crangapTiB 802.11 a/n. Ha npuctporo BcranoBienuit mBuakuii 600 MI'1 mporiecop
Atheros AR9344 1 Benukuii 06'em onepaTuBHOI mam'siti 64 MoiT/c.

Buxinna motyxHnicte Wi-Fi nepenaBava ctanoButh 27 nbm (500 MBT). XKunenns
MOCTAYa€eThCA Ha MPUCTPIA BimjmameHo mo TexHojorii PoE. Bomnorozaxuienmnii

KOPIYC J103BOJIsIE BCTAHOBIIIOBATH TOYKY JIOCTYITY Ha TEPUTOPIT BYJIHIIL.

3.2.2 OOrpyHTYBaHHS MOCIIJOBHOCTI HAJIAINTYBaHHA MapUIPyTH3YIOUOTO,
peTpaHcIsLiiiHoro o0JaHaHHA Ta ceHcopiB. HanamryBaHHS IPOEKTOBAaHOI MEpEXI
MOXHAa TOJUIMTH Ha JIeKUIbKAa YacTUH: HajlamTyBaHHS okpemo «Caity A» Ta
«Caiity b» 1 00’€1HaHHS iX B OJJHY MEPEXKY, a TAKOXK MIJKIIOUYEHHS 10 0€3ApOTOBOL
MepeXi CEHCOPIB Ta 1HIIUX MPUCTPOIB.

KoxeHn 13 mpucTpoOiB HaaITOBYBaBCA 3a JIOMOMOTOI0 HOYTOYKY, SIKOMY
nonepeaHbo Oyno cratuyHo mpomnurcano [P-agpecy 13 miamazony 192.168.88.0/24,
OCKIJIBKM 1€ HEOOXIJTHO ISl TOTO, 00 OTPUMATH JOCTYN Ha MPUCTPOi MOTPIOHO
OyTu y oaHii miamepexi 3 HUMu (Ha npuctposax MikroTik 3a3Buuaii IP-agpeca 3a
3amoBuyBaHHSIM — 192.168.88.1). Bci HanamryBaHHs 371HCHIOBAJIUCS 4Yepe3 BeO-
1HTepQeiic HanamTyBaHb 00J1aJHAHHS 3 TOIIOMOI010 BeO-Opay3epa.

[lepr 3a Bce He0OXiaHO HanmamTyBaTH MapiipyTuzarop MikroTik RB2011iL-
IN, sikuii 32 HEOOX1THOCTI MOKE€ BUKOHYBATH POJIb MITI03a JIJIs
3’€IHAHHSI CEHCOPHOI Mepexi 13 30BHIMIHIM cBiTOM. [lepi 3a Bce moTpiOHO 0OpaTn
pexum pobotu «Router» 1 cratmuno npucoitu IP-agpecy 3rigHo Tadn. 3.1 —
192.168.88.10/24. Bix MikroTik RB2011iL-IN yepe3 LAN-nopT miaktoueHui
MikroTik Groove A-52HPn, BUKOPHCTOBYIOUH MEPEXiAHUK IS MOAAYl KUBICHHS
no UTP xa6emo PoE. MikroTik Groove A-52HPn HanamroByeThCsi B pexumi
«Access Pointy, a Takox oMy npucBoroeThes [P-aapeca 192.168.88.52/24. Ha it
TOUIll JOCTYIY HaJalTOBaHa O€3apOTOBa Mepexka, 10 SIKO1 OyAyTh MIAKIIOYATHCS
cencopu ta Android-tipuctpoi. Takox Big MikroTik RB20111L-IN uepe3 LANnopr,

BUKOPUCTOBYIOUM TepexigHuK s monaadi >kuBieHHs mo UTP kaGemto PoE,
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nigkarouennid MikroTik SXT LiteS. Bin nanamroBanuii B pexumi «Bridgey», sk
cepBep 1 oMy mnpucBoeHo IP-agpecy 192.168.88.21/24. Ha «Caitit by iHmmi
MikroTik SXT LiteS Takox HanmamroByeTbes B pexkuMi «Bridgey, ane sk KiieHT 1
MJIKTI0YAETHCA J10 aHAJIOTT4HOT Touku Ha «CaiT Ay. [linkiroueHHs BiI0yBa€ThCS B
miamazoni 5 ITm. Takox #omy cratmuHO TpucBoroeThes  IP-agpeca
192.168.88.22/24. 3 inmoro Ookxy MikroTik SXT Lite5 B «Caiit b»
BUKOPHUCTOBYIOUH TMepeximTHuK sl monaadi >kuBjieHHs 1mo UTP kabemto PoE
nigkmoueHnid 10 LAN-nopty mapmpyrtuzaropa MikroTik RB750r2. MikroTik
RB750r2 mpamtoe B pexumi «Router», a Takox oMy mpucBoroeTbest [P-anpeca
192.168.88.2/24. Jlo MikroTik RB750r2 uepe3 LAN-mopT, BHUKOPHCTOBYHOYH
nepexigHuk ais nojadi xkusiieHHss o UTP kabemto PoE, miaxmouennit MikroTik
Groove A-52HPn, sikuii B CBOIO Uepry HaJlIAIITOBYEThCS B pexuMi «Access Pointy, 3
IP-anpecoro 192.168.88.25/24. Ha uiii Touii HayamroByeThes apyra Wi-Fi mepexa,
710 SIKO1 OYIyTh MIAKII0YaTUCS 0e31poTOoBI pUcTpoi B «CailT b». Bel npuctpoi, ki
nigkiouatoThes 10 Wi-Fi mepexi B «Caiit A» ta «Caitt by otpumyrots [P-aapecy

aBTOMaTH4HO 3aB1siku nporokosry DHCP (Dynamic Host Configuration Protocol).

3.3 Pe3ynbTaTl NpaKTUYHOI pealtizalii 0e3poB0I0BOI CEHCOPHOT MEPEXKI B

IMOJIbOBHUX YMOBaAX

[Tpu mpaxTu4Hii peanizaiii 6€3ApOTOBOI CEHCOPHOI MEpPEeXki CIOYaTKy OyIio
noOyZ0BaHO JEKUIbKa 30H TOKPUTTS Ta 00 €qHAHO iX B €IUHY MEpPEeXKy 3a
JIOTIOMOI'OI0 3’ €IHAHHS «TOYKa-TO4uka». I1oTiM Bmajocs MIAKIIOYUTH IO [HUX 30H
JeKiIbKa MPUCTPOIB 3a JOIMOMOro 0Oe3mpoBoioBoi TexHosorii Wi-Fi, a Takox
nepeaTyd JaHl 3 OJHIET 30HW B 1HINY JJISI TIEPEBIPKU MI€3ATHOCTI 1 3B’S3HOCTI
Mepexi. B kiHlieBomy etarti 0yJ10 MiIKIF0YEHO J0 MPOEKTOBAHOT MEPEkKI CEHCOPH 1
3aBasiku blynk-cepBepy ta blynk-kimieHTy Bmamocsi 310paTé 3 HBOTO TOKa3HHUKH

3HAXOJIAYMCh B HIIN 30H1 MOKPHUTTSL.
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Jlst 3a0e3mnedeHHs TOCTaTHROTO PaaiyCy MOKPUTTS 000X 30H, a TAKOXK IS
3’€THAHHS LUX 30H 3a JOMOMOI'OI0 TOIOJIOTIT «TOYKa-To4YKa» Oyino modyaoBaHo 4
morny. e poOusnocs g Toro, o0 MiAHECTH TOYKU JOCTYITYy BHILE PIBHS 3eMIIi
JUTST 3MEHIIICHHS BIUTMBY 3aBajl, IO MOXYTh 3HAXOJUTHCS MK TOYKaMH, SIKHX B
MICBKIiH JoKarlii Haa3Bu4yaiiHo 6arato. [llorma Oyma moOymoBaHa BUCOTOIO 6 METPIB
y (hopMi TeIeCKOMYHOT MaHIli, TOOTO MPH CKIAJACHOMY BUTJIISAI CKIaAa€ OJIM3BKO 2
METpPIB 1 MIBUJAKO PO3KIAJAEThCS B IOBHY BHUCOTY, MpOlEC MOOYAOBH HIOTIH
300pakeHo Ha puc.3.7. OgHa moria KpimuThCS TPhOMa OMOPAMH 3 KiJIKaMH, sKi
BOMBAIOTHCSA B 3€MIIIO JUIs HafAilHOI (ikcarii Ta m00 YHUKHYTH BIUIMBY BITpY.
Touku nocCTyIy, SIKi 3HAXOJATHCS HA BEPXIBII HIOTJIM 3aKPIIUICHI 32 JOTIOMOTOIO
CTaJICBUX XOMYTIB, fKI HE JO3BOJISIIOTH iM 3MIHUTH CBOTO TIOJOXCHHS Ta
YHEMOXUIUBITIOIOTh BIUTHB BITPY. TakuM YWHOM BAANIOCS JOCSTTH PaaiyC 30HU
MOKPUTTS, sikuii ckianae 350 metpiB. Ha pucynky 3.8 Ta 3.9 300pakeHi BCTaHOBJIEH]
B MICBKMX YMOBaX IIOITY 3 3aKPIIJICHOIO HA HIM TOYKOIO JOCTYIY
MikroTik Groove A-52HPn, a Takox vactuHy iHmoro oonamHanus - MikroTik
RB750r2, enementu xuBjeHHs 1 HOYTOyk 3 blynk-cepBepom, sike He mOTpiIOHO

MOHTYBATHU Ha HIOTJTY.

Pucynox 3.7 — Ilpornec moOymaoBu moriau B 1adbopaTopii
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Puc. 3.8— Ilorna 3 3aKpimjieHO0 TOYKOIO TOCTYITY

Pucynox 3.9 — Yactuna o06nagHanHs y poOOTi B MICBKHX yMOBaxX

Bce o6OmamnanHs Oyno TmomepeaHbO HalallITOBaHE 1 TEPeBIpeHE B
HEOOX1THOMY PEXUMI pOOOTH B TAOOPATOPHUX yMOBaX.

Takoxx i 3’€IHaHHA TOYOK JIOCTYNy 3 MaplIpyTU3aTopaMu Oyiu
BUKOPHUCTaHI1 KabeJll «BUTA Mapay JI0BXKUHOIO 9 MeTpiB (6 METpIB — BUCOTA LIOTIIH 1
710 3 METPiB B3JIOBXK 3€MJI1 10 MapIIPyTU3ATOPA), sIK1 OYJIU MOTMEPEAHBO MiATOTOBaH1
B J1a00paTopii.

B koxHIH 13 30H TOKpUTTS 1isiia cBosi Wi-Fi mMepexa, cTBopeHa TOuKamu
noctyny MikroTik Groove A-52HPn 3i cranmaprom 3axucty WPA2 (Wi-Fi
Protected Access) 1 mpotokosiom mudpyBanas AES, mo 3abe3nedye 3aXucT Mepexi
B1Jl HECAHKIIIOHOBAHOT'O JIOCTYITY Ta MOXJIMBOTO BUKPaEHHS 1H()OpMaIli.

TakuM 4MHOM B TOJILOBHUX YMOBax O€3MPOBOJIOBA CEHCOpHA Mepexa Oyra
pPO3rOpHYTa B Iy’K€ KOPOTKI TepMiHu. Bci 3aBgaHHs Oy10 BUKOHAHO B MOBHIM Mipi.

3.4  PexomeHnpmarii moa0 MOJEpHI3allil JOCHIKYBaHOT MEPEKi
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Bubip oOnamHanHs, $KE€ BHUKOPHUCTOBYBAJIOCS TIPU  MPOEKTYBaHHI
EKCIIEpUMEHTAJIbHOT  OE3MPOBOIOBOI  MEpeKi B OCHOBHOMY Oa3yBaBCi Ha
CeKOHOMIYHUX (paKkTopax Ta Ha BXKE€ HasBHOMY oOmamuanHi. Jlns MozaepHizarii
MEpeXK1 MOYKHA 3aMIHUTH MapIIPpyTHU3aTOPU Ta TOYKU JTOCTYMY Ha OUIBII MOTYKH1
moneni. Hanpukian, mpu BUKOPUCTAaHHI TOUYOK OCTYNY 3 OLIbII MOTY>KHUMH
nepesaBadyamMy, MOXHA 30UIBIIUTH pajiyc MOKPUTTS JaHOI MEPEXki, TaKUM Ke
YMHOM MOYHA 30UTBIIMTH BIACTaHb MK PISHUMHU 30HAMU TOKPHUTTS.

Jlo Bxke icHyrouux 30H MOKpHUTTS «Cait A» ta «Caiit by MoxHa noaaTH e
OJIHY, UM JIEKIJIbKA, 30UIbIIMBIIM 3araibHUil 00’ €M Mepexi. g boro nmoTpioHo
BCTAaHOBUTHU JIOJIATKOBI TOYKH JNOCTymy B «CalT A» Ta yMOBHOMY HOBOMY «CailT
By, sKi 3’€HYBaTUMYThCSI MK COOOI0 B PEXXHUMI «TOYKA-TOUYKA», MOTPIOHA TaKOK
TOYKa JIOCTYIly, sika Oyne YTBOpIOBaTH 30HY NOKpuTTA B «Caiit B». Bce HoBe
oOJiaHaHHs TOTPIOHO HAJAIITYBATH, 00’ €THABIIH Y BXKE 1ICHYIOUY MEPEKY.

3Ha4YHO MOXHA 30UTBIITUTH KUTBKICTh CEHCOPIB Ta X (hyHKII1OHAT (HATIPHUKJIIAI,
30UTBIIUTH KIJIBKICTh B1I€0-AaTUMKIB, 10JaTH TaTYMKU 3BYKY, TEMIIEPATyPH TOIIIO).
Takox 3a 1OMOMOTOI0 cepBepy Ta KiieHTy blynk Mo)kHa 3HIMATH 3 HUX MMOKa3HUKHU
B pEIbHOMY Yaci Ta BHOCUTHU TIE€BHI MPABKH.

Jlist 3axucTy Mepexi Bij (hI3MUHUX TOMIKOKEHb HEOOX1THO pO3TaIlIOBYBATH
BY3JIM B 3aXMILEHUX MICUAX a00 B 3aXUCHIN 00010HLI. TakoX By3JiM MOBUHHI OyTH
BOJOHETIPOHUKHI Ta BUPOOJIEHI 3 MaTepiany, SKUH 3JaTHUN MpPallOBaTH B YMOBax
BHUCOKUX TeMIeparyp. 3a3BUuYail Take OOJaJHAHHS 3HAYHO AOpoxkde. Takox ams
MIJBUILIEHHS BIAMOBOCTIMKOCTI MOTPIOHO BUKOPUCTOBYBATH Kabelll, SKI MarOTh
JOJJaTKOBI OOOJIOHKM 3aXMCTy [UIsl 3a0€3MEeUeHHs 3axXUCTy BiJ MEXaHIYHHUX
MOIIKOKEHb. JIJ11 XIMIYHOTO 3aXUCTy Kabemto (BiJ BOAM, ra3y, COHSYHOIO CBITJIA)
BUKOPHUCTOBYIOTH (DOJIBTY Ta MOTiCTUTICH.

Y mpoekToBaHii Mepexi 00JIaTHaHHS, SIKE 3’ €IHYBAJIO Pi3HI 30HU TOKPUTTS 1
3’€JHYBAJIOCSl TOIOJIOTIEI0 «TOYKA-TOYKA» 3HAXOJAUJIOCS Ha WIOTJ, BUCOTOIO 6

MetpiB. [Ipore mpu 30UIbIIEHI BiJICTaHI MK IIMM OOJaJHAHHAM KUIbKICTh 3aBal
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MOJKe 3pocTd. BpaxoByroun 1ieii (haxT, a TakoxK JyIst 301TBIIICHHS TaTbHOCTI 3B’ I3KY
BHUCOTY 000X ITOTJI TOTPIOHO 301IBIITUTH.

BaxnuBuM MOMEHTOM JUIsi MOJEpHi3amii € 3a0e3ledyeHHsT 3 €aHaHHS
CCHCOPHOI MepeXki 3 TI00aTbHOI0 MEpekero. B mpoekToBaHi Mepexi Iie MOXHa
peanizyBatd 3aBiaskud Mapmpytuzaropy MikroTik RB2011iL-IN, sxkuii moxe
BUKOPHCTOBYBATUCS B SKOCTI TIUIIO3a [IJIi BHYTPINIHBOI MEpexXi, a TaKoXK
3’€IHYBaTUCS 3 YK€ HasBHUMH TEJICKOMYHIKAI[iIHHUMH 00’ €KTaMH IS Tepeaadi

JTAaHUX, 310paHHX 3 CEHCOPIB.

3.5 BuUcHOBOK 3 po3iny 3

1. Haii611b111 mommpeHuMH TOMOJIOTISIMU 0€3POTOBUX CEHCOPHUX MEPEK
€ TOTIOJIOT1s 31pKa, AEPEeBOMNO/110HA TOMOJIOT1sI, KOMIPKOBA TOMOJIOT1sl. XapaKTEPHOIO
OCOOJIUBICTIO JJAHUX TOTOJIOTIH € HasIBHICTh €JMHOTO TOJIOBHOTO By3J1a — IILJII03a, Ha
KU CIIPSIMOBY€ETHCS BCs 310paHa iH(popMallisi 3 CEHCOPIB.

2. [Tpu mpoekTyBaHH1 0€3MPOBOAOBOI MEPEKI 3AITPOINIOHOBAHO (DI3UUHY Ta
JIOTIYHY TOMOJOrii, OOIPYHTOBAaHO TMpoOIleAypa HaNAIMITYyBaHHA HEOOX1THOTO
oOnaHaHHS 1, K PE3yJIbTAT, MiCIIs MEPEBIPKH B TAOOPATOPHUX Ta MOJHOBUX YMOBAX
HaJIaHl JIaHi 1010 PO3TOPHYTOI CEHCOPHOI MEPEkK1 B MICbKOMY CEPEIOBHIIIL.

3. B miacyMKy BCTaHOBJICHO 3B’S30K MK MPUCTPOSIMH, SIK1 3HAXOIUITUCS
B PI3HUX 30HAX MOKPUTTS MEpEeXi, a TAaKOXK 3[1HCHEHO KEpyBaHHS CEHCOPOM 13
MOOUIBHOTO MPUCTPOIO 32 IOMTOMOTOI0 CIEIIaTbHOT TIaT(hopmu.

4. 3a pesynbTaTamMy MPAKTUYHUX BUMPOOYBAHb MPOBEIACHO MOPIBHSIHHS
30H TOKPUTTS Ta 3B’SA3KYy 13 pe3yibTaTaMu TECOPETUUHUX oOuncieHb. [lopiBHSHHS
MoKa3ajo, M0 PO3PaXxyHKOBO OTPHMaHi 3HAYEHHS 30H MOKPHUTTS Ta 3B S3KY JIyKe
OJU3bKI 70 3asBJICHUX B TEXHIYHIN JOKyMEHTAlll Y BUKOPUCTAHOTO O0JIaJHAHHS.
Takox mpakTUYH1 pe3yIbTaTH TPOXH MEHIIII 32 OTPUMAaHI PO3PaXyHKOBUM METOJIOM,
110 MOB’S3aHO 3 HASBHICTIO 3aBaJl B MICBKMX YMOBAax, a TaKOXX HAsBHICTIO 1HIIMX

JKEpEN palloBUMPOMIHIOBAHHS.
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S. B pesynbrari aHamizy pe3ynbTaTiB MOKHA 3alpONOHYBaTH IEBHI
NUISIXWM MOJEPHI3aIlii CEeHCOPHOI MEPEki, Taki K — PO3MIMPEHHS MEpexki MIITXOM
3017BIIEHHSI 30H TMOKPUTTS, 30UIbIIEHHS KITBKOCTI CEHCOpPIB Ta TEXHIYHA

MOJIEpHI3aIlisl eIEMEHTIB MEPEXKI.
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BMCHOBKHA

Ponp  TenekoMyHikamid B KOXHIM  HAJA3BUYAMHIA  cuTyamii €
byHIaMEeHTAIBHOIO. 3aBISKH MMPOIYMAaHOMY, CTPATET1YHOMY Ta CHIJIBHOMY M1JIXO/I,
BOHM MOXXYTh OyTH 1€ OUIbII €PEeKTUBHUM 3aCO00M 3a0€3MEUYEHHS] CBOEYACHOTO
pATYBaIBHOTO pearyBaHHsS a00 TMOMEepe/PKCHHS BUHUKHEHHS HaAA3BUYAHHUX
CUTYaIlIN.

B naHiii poOOTI pO3IIIAHYTI TEXHOJIOTIYHI pUCH O€3APOTOBUX CEHCOPHUX
MEpeXkK, MPOBEIECHO aHali3 MPOOJEMATUKH iX CTBOPEHHS B 30HI HaJA3BUYANHOL
CUTYyallii, pO3MJISHYTO OCHOBHI O€3MPOBOJOBI TEXHOJIOTII, sIKI BUKOPUCTOBYIOTHCS
JUTS Iepeiadl IaHUX B CEHCOPHUX MEpexkax, a TAKOXK TOMOJIOTi O€3JpOTOBUX MEPEXK,
peai3oBaHO  €KCIIEPUMEHTaJbHY  OE€3NpPOBOJOBY  CEHCOPHY  CHCTEMY 3
1H(QOKOMYHIKALIITHUMU HA3eMHUMHU BYy3JaMH, a TaKOX 3alPOINOHOBAHO ILISAXHU
MOJIEpHI3aIlli CCHCOPHUX MEPEXK .

OCHOBHUMMU MIJCYyMKaMHU JaHOT pOOOTH € HACTYIIHI:

0€3MpOBOIOBI CEHCOPHI MEpEeXl 3aBAsIKUA POy IepeBar, TaKuX SIK HIBUIKICTb
pPO3TOpTaHHs, TPUBAINN Yac aBTOHOMHOI pOOOTH B CYBOPHX YMOBaxX €KCILTyaTallii,
3JIaTHICTh IPOJIOBKYBATH POOOTY IMiCJISI BUXOIY 3 JaJy OJTHOTO YU JIEKUIBKOX BY3IiB,
MOXJIMBICTh MacIITa0yBaHHS, MOXKYTh 1I€JIbHO MITIATH JJIsI BAKOPUCTAHHS B 30H1
HaJ[3BUYalHOI CUTYAIIl];

nonpu Te, WO IcHye Oarato O€3APOTOBUX TEXHOJIOTIM, $KI MOXKYTh
BUKOPHCTOBYBATHUCS B CCHCOPHUX MEPEkKax, HAMOUIbII JOIUTEHO BUKOPHUCTOBYBATH
texHosoriro Wi-Fi d4epe3 psm mepeBar, cepen SKUX BHCOKa TMPOIYCKHA
CIIPOMOKHICTB 1 CUCTEMa 3aXUCTY 1HQOpMaIlli, 0 epeaaeThCs;

B IIJICYMKYy pOOOTH peaji30BaHO EKCIIEPUMEHTAIbHY CEHCOPHY MEpexy 3
1H()OKOMYHIKAIIIHHUMU HA3eMHUMH BY3JIaMU, TEOPETUYHO PO3PAXOBAHO 30HY
NOKPUTTS MEpEeXi Ta Ha TMPAKTUI[ TMEepPeBIPEHO MPaBUIBHICTh OTPUMAHHUX
pe3yJIbTaTiB, a TAKOXK Ha MPAKTHII MTEPEBIPEHO pOOOTY MEPEXKi, 30KpeMa, 3J1aTHICTh

KepyBaTu Ta 30upatu iHhOpMaIlito 3 CEHCOPIB;
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OCHOBHUMH HANpsIMKaMH MOJCpHi3allii CeHCOPHOT MepexXi € PO3IMUPEHHS MEepexi,
[UIIXOM 30UIBIICHHS 30H MOKPUTTS, 30UIbIIEHHS KUTBKOCTI CEHCOPIB Ta TEXHIYHA
MOJIEpHI3aIlisl eIEMEHTIB MEPEXKI.

Peanmizamisi exkcnmepuMeHTaIbHOI  OE3MPOBOAOBOI CEHCOPHOI Mepexi 3
1HQOKOMYHIKAIIIMHUMK  Ha3eMHMMH BY3JlaMHd Jajla 3MOTy Ha IPaKTHII
NIEPEKOHATHUCS B OCHOBHUX 11 IepeBarax, a TakoX 3arporoHyBaTH MOJIMBI IUISIXH

il MozepHi3allii, ki ONucaHi B IaHiid poOOTi.



