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ANNOTATION

Diploma project contains 94 pages of text, 104 figures, 2 tables, references to 21

literary sources.

The purpose of the work is to create a project of the local computer network of

the organization based on the Active Directory directory service.

The result of the qualification work is the developed local computer network of
the organization under the management of the Active Directory directory service.
Theoretical aspects of local computer networks are analyzed, the general
characteristics of the Active Directory service are investigated, the used services and
functions are described. The topology of the computer network is analyzed and
selected, the addressing scheme of devices is developed, the structure of the domain is
developed, the hardware and the software which is essential for network operability
are chosen. Based on all previous stages of work, all functions of the local network are
configured and tested.

Keywords: LOCAL NETWORK, ROUTER, SWITCH, ACCESS POINT,
SOFTWARE, SERVER, DOMAIN, ACTIVE DIRECTORY.
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ITEPEJIIK YMOBHUX I[TIO3HAYEHb

JIKM — JlokasibHa KOMIT IOTEpHA MEpExka
ITIK — IlepcoHanbHUIM KOMIT FOTEP

FE — Fast Ethernet

GE — Gigabit Ethernet

WLAN — 6e3apoToBa JioKaibHa Mepexa
AD — Active Directory

OU - Organization unit

GPO - Group Policy Object

IS — Internet Information Services
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BCTVII

AKTyaJbHicTb TeMHu. JlOoKalbHI Mepexi, fKl MPaliolTh M YIPaBIiHHAM
Active Directory, orpumaiu mMpoKe po3MOBCIODKEHHS 32 OCTaHHI JEKiTbKa JIeCATH-
JiTh. BUKOpHCTaHHS MepexeBoi 1HPPACTPYKTYPH 3 KOHTPOJIEPOM JOMEHY AYyXKE 3py-
YHE, OCKIUJIBKH JI03BOJISIE CACTEMHUM aMIHICTPaTOpaM BUKOHYBAaTH THYYKI HAJAIITY-
BaHHS IIPUBLIEIB, 103BOJIIB, OOMEXKEHbB, a TAKOK MOJITHKHU IS BCIX KOPHUCTYBaUiB Me-
pEeXi, IEHTpai3yBaTh YIPaBIIiHHS MOBHOBAXCHHAMH, CIIUIBHUMHU PECYpCaMHU, pe3ep-
BHUM KOITIFOBaHHAM. AJi€ MOMYJIAPHICTh TEXHOJIOT1i HEMUHYYE MIPUTATYE 3a COOOIO 1H-
Tepec 10 Hel 3 OOKY 3J0BMHCHHUKIB, SIKI IPArHyTh MPOHUKHYTU B MEPEXKY 3 PI3HOIO
METOI0 — BKITIOYAI0YH BUKOPUCTAHHS CKOMIIPOMETOBAHUX JIAHUX 1 BUKPAJICHHS Ty>Ke
BaXJIMBO1 1HGopMaliii. Tomy B Hall yac ay:ke MOTPiOHI JIOH, sIKI MalOTh HEOOXI THI
3HaHHS AJI CTBOPEHHS Ta MIATPUMAHHS TaKOi MEPEXkK1 B poO0UOMY CTaHi, a TAKOX AJIs

i1 3aXuCTYy.

MeToro kBamtigikaniiiHoi po00TH € CTBOPEHHS JIOKATBHOI MEPEXI1 OpraHi3ailii 3 BU-
KOPHCTaHHSM CITy>KOM KartayioriB Active Directory Ha 0CHOBI HABUYOK Ta 3HaHb, SIKi Oyin

37100yTi Ha MPOTSI31 BCHOTO TIEP10/Ty HABYAHHS B YHIBEPCUTETI.
Buznauena meta 00yMOBIIIOE€ HACTYITHI 3aBJAHHS:

- IIpoanam3zyBatu CTpyKTYpY JOKATLHUX KOMIT FOTEPHUX MEPEXK Ta CITyKOu
katasoriB Active Directory

- CrpoeKTyBaTH JOKaJIbHY KOMIT FOTEPHY MEPEXKY Ta CTPYKTYPY JIOMEHY
Active Directory

- HanamrryBaTi KOMIIOHEHTH JIOKQJIBHOT KOMIT FOTEPHOI MEPEKi Ta CEPBICH
cy>x0u katayoris Active Directory

- IlepeBiputu pobOTY JOKATEHOT KOMIT FOTEPHOI MEPEXKI Ta CEPBICIB CITYy>KOH
katayoriB Active Directory

O0’eKTOM JOCTIAKEHHSI € JIOKaJIbHI KOMIT'IoTepHI Mepexi Ha ocHoBi OC

Windows.
HAxumosuy B.C. Apk.
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IIpenmeTom gociizkeHHs € cepBicu ciyx0Ou katanoriB Active Directory Ta ix

HaJIallTYBaHHA.
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PO3AJI 1 TEOPETHUYHI ACIIEKTHU ITOBYZAOBM KOMITIOTEPHUX
MEPEX HA BA3I CJIYVKBU KATAJIOT'IB ACTIVE DIRECTORY

1.1 3aranbHa XapakTepUCTHKH CJIyk0u kaTajaoriB Active Directory

Active Directory (AD) — 1e BiacHa ciry»0a Karajioris, po3pooiena Microsoft
JUIS KepyBaHHS aBTEHTU(DIKAIIIEI0 Ta aBTOPU3ALII€I0 KOPUCTYBAUIB 1 MAIllMH Y MEPExi
nomeny Windows. Ciry»0a KkaTajoriB — 1€ BeJIMKa iepapxiuyHa 6a3a JaHuX, 1110 MICTUTh
iH(opMaIlito Mpo KOPUCTYBaUiB, IPYNH KOPUCTYyBauiB, KOMIT FOTEPH, a TaAKOX Mepe-
KEB1 pecypcH, 1110 MPAIIOI0Th y KOPIOPaTUBHUX Mepexkax 3 cepBepamu Microsoft. e
HE 110 1HIIe, 5K 301p 1H(OopMaIii Mpo KOPUCTyBaviB MEPEXI, IXHI MMpaBa Ha Pi3HI TUIIH
peCypcCiB, KOMIT IOTEPH, HA SIKMX BOHU MPALIOI0Th, KOHPITypalio HUX KOMIT I0TEpIB
tomlo. Active Directory 103Bossie aaAMiHICTpaTOpamM MEPEXi LIEHTPaII30BaHO 3 OJTHOTO
KOMIT foTepa (IMPaBUIIbHO HAJAIIITOBAHOTO CEPBEPA) KEPYBATH BCIM HAOOPOM KOPHUCTY-
BaylB y MEpEeXl, BU3HAYATH iXHI IpaBa Ha MEPEXKEBI PECypCcH Ta HaJAIITOBYBaTH
KOMIT IOTE€pH, Ha SIKUX BOHU MpaIftoroTh. Llei notyxuuii iHCTpymMeHT, 6€3yMOBHO, TO-
Jerurye poOoTy aaMiHICTpaTopa B MEpexax 3 JIeCITKaMU KOPUCTYBadiB 1 KOMIT FOTe-
piB. Brepmie us cinyxx6a Oyna BunymieHa B 2000 poui 1 npamroe Ha OC Windows

Server.

PosrnsiHeMo OCHOBHI TOHATTA, TMOB’S3aHI 31 CHOyK0010 KaranmoriB  Active

Directory:

CxoBunie gaHHMX — (aii, 1o 30epiraeTbest Ha IUCKY cepBepa, MICTUTh 1HPOP-
Malliro mpo o0'ekTH Ciry»)0u kaTaynoriB. O0’€KTOM CITy:KOU KaTajoriB MOXKe OyTH KO-
pUCTYyBa4, Tpyna, OpraHizaliiHUi MiApo3AlT abo Komm 'totep. Pailn Mae Ha3BY

NTDS.dit i 36epiraetbes y mamnii %SYSTEMROOTY%\NTDS.

KonTtponep — cepBep 13 BcraHoBieHuM Active Directory, sikuif MiCTUTB KOITIIO
cxoBuIll JaHuX. MoxkHa BuaimTu kKoutposiepu tTumny Global Catalog (rimo6ansHuit ka-
TaJIor), @ TAKOX KOHTPOJIEpH TLIbKU Jjis untanus - Read-Only Domain Controller i

KOHTpoJiepu unTaHH 1 3anucy - Writeable Domain Controller.
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Homen (domain) — giistTHKa MEpexKi, SIKiid BUAUICHI IEBHI MOXJIMBOCTI Ta PeCy-
pcu. Bin 306upae 06’extu Active Directory, Taki sik KOpUCTyBaul, TPyMH, OpraHi3aiiiitHi
HiAPO3/IiTHA Ta KOMIT I0TEPH, 1110 MPALIOITh y HhoMY. IJIsT CTBOPEHHS JOMEHY MOTpi-

O€H npuHalMHI OJMH KOHTPOJIEpP JOMEHY.

Jlic (forest) — Habip ogHOTO a00 KiMBKOX AOMEHIB. [lepmmii qomeH, sikuii Oyze
CTBOPEHUH B JIiCi, Oy/Ie TaK 3BaHUM KOPEHEBHUM JIOMEHOM JIiCY, 1 BECh JIIC IPUHME 1M,
TaKe K OCHOBHMHM JOMeH. Hampuknaj, sIKIIO MM CTBOPUMO HOBUHM JOMEH Y HOBOMY

Jici Ta Ha3zBeMo Horo test.local, Bech Jtic oTpuMac 1110 Ha3By.

JlepeBo (tree) — ouH TOMEH a00 KiJIbKa JOMEHIB, 110 IIPAIIOIOTh B OJTHOMY IPO-

ctopl imeH DNS.

OpranizariiitHa oguHuI (a00 opraHizamidHui migaposniia, annt. Organization
unit) - e o0'ext AD, sikmii 103BOJIsIE 30€piraTé KOPUCTYBAYiB, TPYITH KOPUCTYBAYIB i
KoMIT'foTepu. OprasizaiiiHuM OJMHMIISIM MOKHA MIPU3HAYATH OKPEMi IPYIIOBI TMOJTi-

TUKH 1 JIEJIETYBaTH aIMIHICTPATUBHI MpaBa.

OcHoBHUM KOMIIOHEHTOM Active Directory € momenHi ciry:xou Active Directory
(AD DS), sax1 nepeBipsrOTh JOCTYI, KOJM KOPUCTYBad BXOJUTh B CUCTEMY ab0 HaMa-
raeTbes NAKIIOUATUCS 10 CUCTEMHU Yepe3 MEPEXKY, @ TAKOXK MPU3HAYAE TA 3aCTOCOBYE

noituku 6e3neku. [Hum cmyx0u Active Directory BKIFOHArOTh:

- Active Directory Lightweight Directory Services: CripoiiieHa Bepcist TOMEHHHX
cyx0 Active Directory, opieHTOBaHa Ha HaJaHHS JIMIIE (DYHKITIOHATBHOCTI CITy»O0 KaTasio-
TiB;

- Active Directory Federation Services: 3acHoBaHa Ha Be0O-CITy»0aX, TEXHOJIOTis
JUISl HAIAHHS CITYK0 aBTEHTH(]IKAITIT 3 €JMHAM BXOJIOM B CUCTEMY Y MEKaxX OpraHizarfii

- Active Directory Certificate Services: ciry>x0a Jisl HaIaHHS TIOCITyT peeCTpartil
Ta BIKIMKAHHS IUPPOBUX cepTU(DIKATIB HA MATPUMKY 1HHPACTPYKTYPHU BIAKPUTHX KITFOUIB
(PKI);

- Active Directory Rights Management Services: cimy>x0a 111 KepyBaHHS Tpa-

BaMU JIOCTYITy KOPUCTYBauiB JI0 JOKyMEHTIB OpraHi3allii.
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Jani 30epiratotbes B Active Directory sik 00'eKTH, 1110 OpraHizoBaHi 3a iIMEHaAMU
Ta arpudOyTtamu. /[ 3moBmucHukiB Active Directory € “oXopoHIIeM KOIITOBHOCTEH .
Komu cy6'exTu 3arpo3 KOMIpOMETYIOTh MEPEXKY, BOHHU 3a3BUYail HAMAraroThCsl I11J1BU-
IIUTH PIBEHb CBOIX MPUBLIEIB, 00 3MOTITH MEPEUTH MO OUIBLI BAXKIMBUX CHUCTEM,
OTpUMATH JOCTYT 0 KOH(iaeHIIHHMX JaHuX. B pe3ynbTaTi ataka Ha Active Directory
1 OTpUMaHHSI TOCTYIy Ha PiBHI aJIMiHICTPaTOpa € OJIHI€I0 3 TOJIOBHUX I1JIEH 37TI0BMHC-
HUKIB. 3a3BUYail 11e pOOUTHCS 3a JOMOMOTOIO0 TaKMX IHCTpYMEHTIB, ik BloodHound,
SKUU ABJISIE COOOIO IOAATOK 3 BIIKPUTUM BUX1THUM KOJOM, 1110 BUKOPUCTOBYETHCS IS
aHanizy Oe3neku nomeHiB Active Directory i BUABICHHS MOMXJIMBOCTEH ISl 301J1b-
IICHHS TMpaB JOCTymy. SIK TUTbKM KiOepaTaku BUSBIAIOTH MPUXOBaHI ab0 CKIIaJHI
IIUISIXH, SIK1 TTOTEHIIIHHO MOKYTh ITOCTaBUTH TiJ] 3arpo3y O€3MeKy Mepexki, BUKOPHUCTO-

BYIOTH TaKi IHCTpYMEHTH, ik Mimikatz, 11 kpaii>Kku HEOOX1THUX 0OJIIKOBUX JaHUX.

1.2 TeopeTnuHi acneKTH JIOKAJbLHUX KOMII'IOTEPHUX MepPexK

JlokanpHa Mepexa — 11e KOMI'IOTEpHA MEpeXka, 110 CKIAJAEThCs 3 TOYOK JJOC-
Tymy, KabelliB, MapLIPyTU3aTOPIB 1 KOMYTATOPIB, K1 3B’ 13aH1 M1 COOO00, I03BOJISIOThH
MPUCTPOSIM MIJAKIIOYATHCS A0 BeO-CepBEpIB 1 BHYTPIIIHIX CEPBEPIB B MEXaX OJIHIET
OymiBii, kKammyca abo TOMaITHBOT MEpPeXKi, a TAKOXK JI0 1HIIUX JIOKATBHUX MEPEK uepes
rio6anbHi Mepexi (WAN) a6o micbki mepexi (MAN). IIpuctpoi B ToKalIbHIN Mepexi,
3a3BUYall MEPCOHANBbHI KOMITHOTEpH 1 poO0dl cTaHIlii, MOKYTh OOMiHIOBaTHCS (aii-

JaMH 1 OTPUMYBATH JOCTYII OJIMH J0 OJTHOTO Yepe3 OJHE MIIKIOYEHHs 10 IHTepHeTy.
[9]
[CHYIOTB Takl TUIN JOKATbHUX MEPEXK:
- JpOTOBI JIOKAJIbHI1 KOMIT FOTEPHI MEPEXI;

B Mmeperkax Takoro TUIly MiJKJIIOUEHHS BIIOYBAa€ThCs 3aBAsIKM Kabento. Mapii-
pytuzaTop npusHadae [P-agpecu Ko’)kHOMY MPUCTPOIO B MEPEKI 1 3a0e31edye CIibHE
MIJKIFOYEHHS 10 IHTEPHETY MIXK yCIMa MiAKII0YEeHUMU IPUCTPOsIMU. MepekeBHil Ko-

MYyTaTOp MIAKIIOYAETHCS 10 MapIIPyTU3aTOPa 1 TOJErnrye OOMIH JAaHUMHU MIXK ITiJIK-
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JIOYEHUMHU TIPUCTPOSIMU, alie He o0poOisie HamamTyBaHHs [P-anpecn nokaibHOI Me-
pexi abo criibHE BUKOPHUCTAHHSA MiAKIIOYeHb A0 [HTepHeTy. KoMmyTatopu BUKOpHC-
TOBYIOTBCS JIJIsl 301IBIICHHS KIJTLKOCT1 TOPTIB JIOKAJIBLHOI MEPEXKi, TOCTYITHUX B Me-

pexi.
-  0e31pOoTOBI JIOKAJIbHI KOMIT FOTEpHI MEPEXI;

WLAN abo 6e31poToBa JoKaabHa MEpeka, — I MEpeka, sKa J03BOJISE TPUCT-
pOSIM MIAKTIOYATHCS Ta CIUIKYBaTUCs 0e3apoToBHM criocodooM. Ha Biaminy Big Tpa-
JUITIIHOT TPOTOBOI JIOKAaJIBHOI Mepexi, B KM MPUCTPOI CHIJIKYIOTbCA uepe3 kabeni

Ethernet, npuctpoi B Mmepexxi WLAN crinkyrorbes yepe3 Wi-Fi.

Xoua WLAN Moxke BUTISaTH 1HAKIE, HDK TpaJuIliiHa JIOKaJlbHAa Mepexka,
BOHA (PYHKII0HY€ Tak camo. HoB1 pucTpoi 3a3Bu4ail 101at0ThCs Ta HAJIAIITOBYIOThCS
3a gonomororo DHCP. BoHu MOyTh CIIUJIKYBAaTUCS 3 IHIIMMH MPUCTPOSIMU B MEPEXKI
TaK camo, sK 1 B ApoToBii Mepexi. OCHOBHA BIAMIHHICTb MOJISITAE€ B TOMY, SIK Ilepea-
I0ThCSl 1aHl. Y JIOKaJIbHIM MEpEeXl JIaHl MepefaroTbes no Ppi3uyHux Kabdensx y cepii
naketiB Ethernet. ¥ WLAN naketu nepenaroTbcs 1o 6€3 BUKOPUCTaHHS KaOeIbHUX

3’¢IHAHb.

OckiJIbKU 0€3/IpOTOBI MPUCTPOI CTAIH AYXKe MOMYJIAPHI, TaK 1 morpeda B 6e37-
POTOBHX Mepekax Takox 3pocia. Hacmpapi OUIbIIICTE TPOJAHUX MapIIPYTHU3ATOPIB
Tenep € 0e3POTOBUMH MapIIpyTH3aTOpamMu. be3apoToBuii MapIpyTH3aTop CIyKHUTh
0a30BOI0 CTAHITIETO, 3a0€3MeUyI0YN 0€31POTOBE 3'€IHAHHS 3 OyIb-SIKUMU MTPUCTPOSIMU
3 miaTpuMkoro Wi-Fi B Mexax aianma3oHy O€3JpOTOBOIO CHUTHANY MapIIpyTH3aTopa.
Croau BXOAATh HOYTOYKH, TJIaHIIETH, CMAPT(OHU Ta 1HII O€3ApOTOBI MPUCTPOI, TaKl
SK PO3yMHI MPUJIAAN Ta KOHTPOJEPH PO3yMHOro OynuHKy. be3nporosi mapmpyTusa-
TOPH YaCTO MiAKIIOYAIOTHCA 10 KaOEJIbHOr0 MOJIeMy a00 1HIIIOTO MPUCTPOIO, MiKITIO-
4eHOTOo 710 [HTepHeTy, mo0 3a0e3neunTu NOCTYM A0 [HTepHETY MiAKITIOYSHUM MTPUCT-

posM.

3axuct y 0e3pOTOBUX JIOKATBHUX MEpEXkKax.
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MAC-¢inbTparis — e MmeTo 0e3MmeKkH, 3aCHOBaHUH Ha KOHTpoui gocTtymy. [Ipu
IbOMY KOXKHIN azipeci mpu3HavaeThes 48-6iToBa ajpeca, sika BAKOPUCTOBYETHCS IS
BU3HAYEHHS TOTO, Y MOKEMO MU OTPUMATH JAOCTYH /10 Mepexi uu Hi. Lle qonomarae
B TIepeniKy Habopy MO3BOJICHHUX MPUCTPOIB, siki MOTpiOHI y Hammiid Wi-FI mepexi, i
CIHCKY 3a00POHEHHX MIPUCTPOIB, SIKI MU HE XOYEMO BUKOPHUCTOBYBATH Y CBOTH Mepexi.
[{e nomomarae 3amo6irtu HebaxaHOMY JOCTYITY JI0 MEPEXKi. Y TIEBHOMY CEHCI MU MO-
&KEeMO 3a00pOHUTH 200 J03BOJHUTH CIMCOK MEBHUX KOMIT I0TEPiB Ha ocHOBI ix MAC-
anpecd. Mu MOXeMO HajamTyBaTH (GibTp, 100 JO3BOIUTH MiAKIIOYSHHS JIALIE 10
TUX MPUCTPOIB, K1 BKJIIOUEHI B O1ni crincok. bisi criucku 3abe3neuyroTs O11bIry 6e3-
neKy, HiXK 3a00pOHEH1 CIIUCKU, OCKIJILKM MapIIpyTU3aTOP HAJla€ AOCTYI Jikile BUOpa-

HUM TIPUCTPOSIM.

Ha crorogHiniHiil 1eHb 1CHY€ JAEKIIbKA TUIIB MHU(PyBaHHS 0€31pOTOBUX KaHA-
miB 3B's13ky Wi-Fi. JlaBaiiTe po3riisiHeMO, YMM BiAPI3HSAIOTHCS MK COOOIO Pi3HI CTaH-

naptu mudpysanas Wi-Fi, 1 skuii 3 IMX CTaHIapTIB € HAMOUIBII 3aXUIIICHUM.
[udpysanns 3a WEP

Wired Equivalent Privacy, abo ckopoueno WEP, BBakaeThcsl HaiicaaOKinIum
crtangaptom mudpyBanns. Ctangapt WEP 3'sBuUBCst 1yke 1aBHO, 1 IO CYTI € OJTHUM 3
nepmux anroput™ib mudpyBanus Wi-Fi kananis. He3paxkarouu Ha Te, 1110 CTaHAAPT €
3acTapiiuM, 6araTo KOPUCTYBaUiB 10C1 BUKOPUCTOBYIOTh ioro. OgHak ciiij nam'staTy,
o mudpysanHs 3a gonomororo WEP-anroputmy 3abe3neuye 3axucT, He HabaraTo
HAJIAHIIINHN, HI)K BAKOPUCTAHHS BIAKPUTOTO KaHay 6e3apoToBoro 3B'sa3ky. CripaBa B
TOMY, IO 3JI0M MEpexKi, 3axuileHoi no cranaapty WEP, He Bumarae HassBHOCTI 0c00-
JMBUX HaBUYOK B c(epl mporpamyBaHHS 1 CEPHO3HOTO MPOrPaMHOTO 3a0e3rmeyeHHs.
OxpiM TOTO, /TS TOTO, OO OTPUMATH JOCTYM 10 TaKOi MEpPEeXi, 3lIOBMUCHUKOBI TTOT-
P16HO BITHOCHO KOPOTKHM IPOMI>KOK Yacy - MPUOJIM3HO KIJIbKA AECITKIB XBWIMH. Taka
HeHaiiHIcTh cTangapty WEP oOymoBiiena nepiir 3a Bce 0COOJIMBOCTAMHE OpTaHi3aliii
camoro mmdpyBanus. [lo kanany, 3amudposanoro yepes WEP, pazoMm 3 makeramu

JAHUX TIEPEeNa€Thes 1 KiTbKa 0alT camoro Kitoua mudpyBaHHs, TOMY MPU HASIBHOCTI
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JIOCTAaTHBOI KIJIBKOCTI MEPEXOIUICHUX MaKeTIB JaHUX MOXKHA JIETKO OTPUMATH OBHUM

KITI0Y, 10 JIA€ TOCTYII 10 MEPEeXi.
[udpysanns 3a WPA 1 WPA2

WPA, a6o Wi-Fi Protected Access - e HOBIlTUI CTaHaPT 3aXUCTY OE3POTO-
BOT'O 3B'SI3KY, AKUM npuioB Ha 3MiHy ctanaapTty WEP. OcnoBHi BigminHocTi WPA
MOJIATAIOTh y HAabaraTo KpamoMmy 3aXMCTi MAKETiB JAHUX 1 3aCTOCYBaHHIM O1JIbII CY-

YacHOI TEXHOJIOT1] ayTeHTH]IKallli KOpUCTyBadiB B 0€31POTOBOI MEPEKi.

Cranpapt WPA niaTpumye 18a pi3sHUX aJITOPUTMU MU(PPYyBaHHS MIEpelaHuX Ja-
Hux: TKIP 1 CCMP. TKIP € npoTokod iHTerparii THM4acoBOTO KJIt04a, BIH HAJA€ KO-
pucTtyBadam O€3IpOTOBOi MEPEXi TPOXH Kpalluil 3aXHUCT, HIK MPU BUKOPUCTAHHI
WEP, ase Bce % Taku CUIIbHO HE A0TATYE 710 HoBoro mpotokoiry CCMP. B nopiBHsHHI
npotokos1 CCMP € HalO1ab1I NepeIOBUM HA CHOTOAHIIIHINA J€HL 3aCOO0M 3aXHUCTy
6e3apoToBoi Mepexi. Lle mpoTokon 3 6104HUM MUGPYBaHHSAM, KU BUKOPHUCTOBY-

€ThCS NMEPEBAXKHO B cTaHAapTi WPA2, kUil € BAOCKOHAJIEHOIO BEPCIEID CTAHIAPTY

WPA.

B WPA i WPA 2 nns 3axucty Mepexi K MPaBUJIO BUKOPUCTOBYETHCS PEIKUM
novaTkoBoi ayreHTudikaiii PSK (Pre-Shared Key). Bin nyxe 3pyuHuii 111 BUKOpHC-
TaHHS, OCKUIBKH J03BOJISIE 31HCHIOBATH BX1J1 32 BBEACHUM IapoJieM, SIKUH BUKOPHC-
TOBYETHCSI KOPUCTYBayeM IIij] 4aCc TOYAaTKOBOTO MMiIKIFOUYeHHs. OHAaK I KOpIiopa-
TUBHMX MepeX HabaraTo Kpaile MIIXOAuTh pexxuM ayTeHTudikauii Enterprise, B

SKOMY MIPUCYTHI KiJIbKa KIIFOUIB, sIKI 30€pIraloThCs Ha OKPEMOMY CEepBepI.
Texnounoris WPS

Texuomoris WPS (Wi-Fi Protected Setup), 3Bana Takoxx QSS (Quick Security
Setup), sIBASIETHCS MPOTOKOJIOM MIU(PYBaHHS OE3POTOBOTO KAaHATY 3B'SI3KY 31 CIIPO-
IIEHOI0 CUCTEMOIO aBTOPU3allii KOpUCcTyBauiB. [ [py BUKOprCTaHHI 111€i TEXHOIOT11, MO-
YKHA TTPAKTUYHO MUTTEBO 3AIMCHUTH TIKIIOUYEHHS 10 6€3p0oTOBOI Mepexki 0e3 Oyb-

SAKUX TOAATKOBHX HajJalITyBaHb a00 mapoJiiB. JlocTaTHRO JIUIIIE HATUCHYTH BIAMOBIIHI
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kHOnKK Ha Wi-Fi poyTep 1 MiAKIIOUEHHS MIXK 3 IPUCTPOSIMU OyJie CTBOPEHO aBTOMa-

THUYHO.

OCKUJIbKM Takuil Croci0 MiJKITIOYEHHS 1 3aXHUCTYy O€3/I[pOTOBOI MEpexl IyKe
IPOCTHH 1 3pyUYHHI, TOTPIOHO PO3YMITH, IO y MOPiBHIHHI 31 cTanaapToM WPA2, BiH
He nyxe HaaiiHui. [Ipu HasBHOCTI X04a 6 MaJIoro JOCBIAY 1 3HAHb, 3TOBMUCHUK MOXKE
0e3 BeMMKHUX MpoOJIeM MepexonuTH mapois BiA Hamoi Wi-Fi mepexi, mo B mojaaib-
IIIOMY J03BOJIUTh HOMY B @BTOMAaTHYHOMY PEKUMI I IKITFOYATHCS 10 HET B OY/Ib-AKHiA
yac. Tomy B niuyisax 0e3neku kpaiie TpumaTt Gpynkiiro WPS BiakitodeHoro 1 BKIIIo4aTu
il TUIbKK 1O Mipi1 HeoOxiaHOCTI. OTXKe, 13 BCIX CTaHAAPTIB 3aXUCTY OE3IPOTOBOI Me-

pexi, camum Hafaiiiaum € WPA2.
[TepeBaru WLAN

Haii6inpm oueBunna nepeBara WLAN mossirae B ToMy, IO OPUCTPOI MOXKYTh
niAKIr4aTucsa 0e31poTOBUM CIocoO0M, ycyBatoun notpedy B kabdemnsx. Lle no3Bosse
OyJIMHKaM 1 MIJANPUEMCTBAM CTBOPIOBATH JIOKaJbHI MEpPEki 0e3 MIAKIIOUEHHS 0
Oynismi 3a gornomororo Ethernet. Bin Takox 3a0e3nedye MOXKIMBICTD JJIsl HEBEITUKHUX
MPUCTPOIB, TAKUX SIK CMAapPTHOHU Ta IIIAHIIETH, TIKII0YaTUCS 10 Mepexi. be3npoTosi
JIOKalbHI MEpEeXl He OOMEXEH1 KUIBKICTIO (PI3MYHUX MOPTIB HA MapIIPyTH3ATOPI 1
TOMY MOXYTh HIJTPUMYBATH JE€CITKU a00 HaBITh COTHI MpucTpoiB. Jiamazon WLAN
MOKHA JIETKO PO3IIMPUTH, JOJABIIM OJMH ab0 KIIbKa peTpaHcisTopiB. Hapemiri,
0€31pOTOBY JIOKAIBHY MEPEKY MOXKHA JIETKO OHOBUTH, 3aMIHUBIIHN MapUIpyTH3ATOPU
HOBUMHU BEPCISIMU — I1e HA0araro Jieriie Ta JeHIeBIIe PIIeHHs, HI’)K OHOBJICHHS CTapuX

kaoOemniB Ethernet.
Henomku WLAN

be3apoToBi Mepexi, MPUPOIHO, MEHIIT O€3MedHi, HIK IPOTOBI Mepexi. bynb-
AKUN O0e3ApOTOBUMN MPUCTPIA MOKe 3A1MCHUTH TifkiatoueHHs 10 WLAN, Tomy Bax-
JUBO OOMEXHTH JOCTYII 10 MEPEXI, SIKIIO 11€ BUKIMKAE 3aHETIOKOEHHS. 3a3BUYail 11e
poouThCs 3a Jomomoror 6e3apoToBoi ayreHTudikaii, Hanpukiaag WEP a6o WPA,

ska mudpye 3B’s130K. Takox MoxkHa nmpuxoBatu SSID mepexi, o6 foro Tpeda Oyio
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BBOAUTH BpyuHY. Kpim TOro, 0€31p0TOBI MEpeski O1IbII CIIPUIHSITINBI 10 MEPEIIKO.
BiJl IHIIMX CUTHANIB a00 Pi3uyHuX Oap’epiB, TaKUX sIK OETOHHI CTIHU. OCKUIBKH JIO-
KaJIbH1 MEPEXX1 MPOIMOHYIOTh HAUBHUIITY MPOAYKTHUBHICTD 1 0€3I1€Ky, BOHH BCE I11€ BUKO-

PUCTOBYIOTBCSI B 0ararbOX KOPIIOPATUBHUX 1 IEPKABHUX MEPEKax.
Tomnoutoris Mepexi

Cxema JTIOKaIbHOI 00YUCITIOBAIIBHOT MEPEXK1, TAKOXK BIJJOMA SIK TOIOJIOTIS JIOKa-
JHHOI OOYHCITIOBAIHOT MEpEXi, onucye (Hi3MUHUN 1 JOTIYHUMA COCiO, 3a SIKUM MpH-
CTpOi 1 CErMEHTH MePEX1 MOB'sA3aH1 MK c00010. JIoKaJIbHI Mepeski 3a3BUYail cKiIaaa-
I0ThCS 3 KaOeJliB 1 KOMYTaToOpiB, sIKI MOKYTh OyTH MiJKJIIOYEH] JO MapIIpyTHU3aTopa,
kabenpHOTO MOJieMy a0o0 ADSL-Monemy ansa goctymny B iHTepHET. JIokambH1 Mepexi
TaKO>K MOXKYTh BKJIIOUATH B ce0e TaKl MEPEKeB1 MPUCTPOI, Ik OpaHaMayepu, bajiaHcy-
BaJIbHUKU HABAHTAXXEHHS 1 IPUCTPOI JJIs1 BUSBICHHS MEPEKEBUX BTOPTHEHb. DyHKITisA
JIOKAJIBHUX MEpEX MoJsirae B 00'€JTHAaHHI KOMIT'IOTEPIB 1 HaJIlaHH1 3arajJbHOTO JOCTYIY
110 IPUHTEPIB, (PaililiB Ta IHIIKUX CIYXKO0. 3a apXITEeKTYpOIO PO3PI3HIIOTH OJHOPAHTOBI
MepexXi Ta KIEHT-CEPBEPHI Mepexki. Y JIOKaIbHINA MepexXi KIIEHT-CepBep KiIbKa KIli€-
HTCHKUX MPUCTPOIB MIJKIIOYEH] O LIEHTPAIBbHOIO CEpBEpa, Ha IKOMY 3/11HCHIOETHCS
YIOPABIIHHS JOCTYIIOM J0 AOJATKIB, JOCTYIIOM JO0 IPUCTPOIB, CXOBUIIA (DAilIiB 1 Me-

pexxeBoro Tpadiky.

[Iporpamu, 110 IpalLiOOTh Ha CepBEPl JOKAIBHOI MEPEXkKl, HAalTh TaKl MOC-
JYTH, SIK JOCTYTI 10 0a3U TaHUX, CHUTBHUN TOCTYII 10 TOKYMEHTIB, €IEKTPOHHA TOIITAa
Ta apykK. [Ipuctpoi B 0JHOpaHTOBIH JTOKaIbHIN MEpeKi OOMIHIOIOTHCS JaHUMU O€3110-
CepeHbO 3 KOMYyTaTOPOM a00 MapIIpyTHU3aTOpoM 0e3 BUKOPHUCTAHHS IEHTPATHHOTO

cepBepa.

JlokasibH1 Mepeski MOXKYTh 3'€IHYBAaTHUCS 3 1HIIMMHU JIOKAJIbHUMU MEPEKaMu ue-
pe3 BULIEHI JIiHIi 1 city»0u abo uyepe3 IHTepHeT 3 BUKOPUCTAaHHSAM TEXHOJIOT1H BIpTY-
abHOI MpuUBaTHOI Mepexi. Ll cucTteMa miaKIFOYeHNX JIOKATbHUX MEPEeX KIacupiky-
€ThCS SIK TJI00aJIbHA JIOKAJIbHA Mepeka a00 Micbka Mepeska. JIoKallbHi 1 r1o0anbH1 Me-

PEX1 PO3PI3HAIOTHCS 32 CBOIM Jialtla30HOM Jii.
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CTBOpPEHHS JOKAJIbHOI MEpeXi ToTIoMarae BUPIIIUTH Oe37114 3aB/1aHb:

—  IIBUJIKWNA JOCTYII 10 JAHUX JJIS1 KOKHOTO KOPHUCTYBava;

- IIBWAKICHA Iepeaya JaHUX MK O€3JUUrO MiPO3/1IiB OJTHIET OpraHi3aliii;
- MOXJIMBICTh BUKOPUCTOBYBATH (PAiisI OJJHOYACHO HA PI3HUX MPUCTPOSIX;

- BHCOKOIIBHJIKICHa KOMYHIKAITIS;

- KoM(OpTHE BUKOPUCTAHHS Ta JIOCTYII J0 PI3HUX MEPESIKEBHX MIPUCTPOIB,;

- BiJJIaJICHE YIPaBIiHHA JOKyMEHTaMH Ta POrpaMHUMH 3ac00aMu;

- Oesneka Ta HAAIHHMIN 3aXUCT BKIMBUX JAHUX OpraHi3arlii.

OCKIJIBKHM y MEpeX1 4acTo 30epiratoThbcs AaH1 Ta [iHHA 1HPOopMallis, IKi MOXKYTh
OyTH MiJ1 3arp0O30I0 MiJ Yac atak 3 00Ky KOHKYPEHTIB, TO OCTaHHIM MYHKT Jy>K€ BaXK-

JUBUN y pOOOTI.

1.3 3aranbHi XapaKTepuCTHKHU CePBIcCiB JIOKAJIbLHUX KOMII’ IOTEPHUX MePeXK HA

0a3i cay:k0m karasoriB Active Directory

Cnyx6a karanoriB Active Directory mae 6arato HalamryBaHb Ta CEPBICIB, SIKi
HEOOX1JH1 JJIsI HOPMAJIBHOTO Ta 0€3MeYHOro (DyHKIIIOHYBaHHS Mepexl. B nboMy myH-

KT1 MM PO3IJISTHEMO CaMi OCHOBHI 3 HHX.
DHCP y Active Directory

[Iporokon nunamiunoi KoHGirypaiii xocta (DHCP) no3Boisie kiiieHTy aBTOMA-
tiuyHO oTpumyBatu IP-agpecy Bix DHCP-cepepa. Lleii npouec 103BoJisi€ YHUKHYTH
MOMMWJIOK KOH(iryparii, ki MOKyTh OyTH BUKJIMKaHI PYYHUM HAJIAIUTYBaHHSAM KOX-
Horo komm'torepa. DHCP gomomarae 3amo6irtu KoHQUIKTaM ajpec, sSKi BUHUKAIOTh
Ipv TMOBTOPHOMY BHKOPHMCTaHHI imeHTH4HOI [P-ampecu ayis HamamTyBaHHS HOBOTO
KOMIT'IOTEpa B Mepexi. Y BHUIMAAKy KOPUCTYBAYiB 3 MOPTATUBHUMU MPUCTPOSIMHU, SIKi
YaCcTO 3MIHIOIOTh CBO€E pPO3TaIryBaHHS (1 3ro/JoM MOTPeOYIOTh OHOBJICHHSI KITIEHTCHKUX
KoH(pirypaitiit), nporec npoaoxeHHst openiu DHCP nonomarae 3a6e3neuntu edek-
THUBHI Ta aBTOMAaTU4YHI OHOBJICHHS. SIKIIO CepBep HAJA€ aipecH MPUCTPOSM 3 PI3HUX

nijMepex, To noTpioHo HanamryBatu DHCP relay na mapripyrusaropi. [4]
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DHCP relay agent - nparioe sik intepdeiic mixk DHCP xiienTamu i cepBepom,

nepenae DHCP moBigomiIeHHS MDK KJTIEHTaMU 1 cepBepaMu B pisHUX |P-mepexax.
Remote Desktop Services (RDS)

Cnyx0u Bigmanenoro pooouoro croy (RDS), panimie BioMi sk Ciryx0m Tep-
minamiB (terminal services), € oguum i3 kommoneHTis Windows, 1o 103Bosisie KOpHUC-
TyBa4eBl KOHTPOJIFOBATH BIIaJIEHUH KOMIT IOT€p a00 BIPTyallbHY MaIIuHy Yepe3 Me-

pexeBe 3’ €THaAHHS.
Takuit JOCTYIl HAZTAETHCS YEPE3:

- Bigmanenuit pobouwnii ctin (Remote Desktop Session Host)

- BiIaJieHy poOOTy B OKpeMuX 3acTocyHkax (RemoteApp)

RDS-cepenoBuiiie Moxke cyMicHo mpaitoBatu 3 Active Directory (y nesikux Bu-
nagkax BukopuctanHs AD o000B’s3koBe). OcHOBHI ckmanoBi yactuHu RDS-

cepenowuia Ha 6a3i Windows Server:

rpotokoa RDP

- RDSH-cepBepu (Remote Desktop Session Host)
- Remote Desktop Connection Broker

- Remote Desktop Licensing

- Remote Desktop Gateway

- Remote Desktop Web Access

- Remote Desktop Virtualization Host
Remote Desktop Session Host

MictuTh porpamMu Ta po0OoUi CTOJIM HA OCHOBI CEAHCIB, SIKUMHU BU JITATECS 3
KopuctyBauamu. KopuctyBaul OTpUMYIOTh AOCTYI A0 LHUX pOOOYUX CTONIB Ta IMPO-
rpaM uepes3 OJIUH 13 KIIE€HTIB BiaIEHOTO poO0YOro CTOY, 0 MparioTh y Windows,
MacOS, iOS ta Android. KopucTtyBadi Takox MOXYTb IiIKJIFOYATHCS Yepe3 Opaysep,

10 MATPUMYETHCS, 32 TOTOMOTOI0 BEO-KIIIEHTA.
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Remote Desktop Connection Broker

J103BOJIsI€ PIBHOMIPHO PO3IOAIIATH HABaHTAKEHHS MK By31aMu (TP T1IKITIO-
yeHH1 10 RDS, kopucTyBaya nepeHarpaniisie Ha MEHII 3aBaHTaXEHUM cepBep), 3a0e3-
neuye goctyn kopuctyBadiB 1o VDI ta RemoteApp, Takoxx RDCB no3Bossie kopuc-
TyBauaM 3/IIMCHIOBATH TIEPEITiIKIFOYEHHS 0 CBOIX ceciii: mpu miakirodeHH1 10 RDS,
RDCB nepeBipsic HassBHICTh HE3aBEPIIEHOI cecli Ha 1HIIUX cepBepax, Ta HaIpaBIsie

HOTO Ha TIOTIEPEHIO CECifo.
Remote Desktop Licensing

Kepye KI1€HTCHbKUMHU JIIEH31SIMU ISl OTPUMaHHSI JJOCTYITY J0 CIIYXO Bijgae-
HOro pobouoro croiy. RD Licensing BCTaHOBIIIOE, BUITYCKA€ Ta KOHTPOJIIOE TOCTYTI-
HICTB JIIEH31# Ha cepBepi JileH31i Bi1aIeHOro poO04Yoro CToIy 3a JOIMOMOTOIO JTH-

cneryepa jdireH3yBanHsa RD.
Remote Desktop Gateway

CepBep, Ha SIKOMy Ipallioe IporpamHe 3abesneueHns Windows Server. Horo
3aBJaHHs — 3a0e3neunTu Mapipyrusailito Tpadiky RDP (mpoTokosn BijgaaieHoro po-
60oyoro crony). OCHOBHUYM MPUHIIUIT POOOTH MOJSTAE B TOMY, IO KOPUCTYBAY ITiJIK-
moyaeTbesi 10 RDP-cepBepa 3a A0MOMOTOI0 KIIIEHTCHKOTO HMPOrpaMHOro 3abesrme-
yeHHs. J{71s Toro, mo0 cepBep BOro TUITY He OyB IOCTYITHHM Oe3mocepeiHbo 3 IHTe-
pPHETY, BUKOPUCTOBYETHCS OLNIBII CKIIQJHA CXeMa MMiIKIIOYeHHS, sIKa rmepeadayae, mo
3aMICTh MPSMOTO MiAKIIOYEeHHsS 10 cepBepa RDP kopucTyBau cnodatky miakiato4a-
etbest 10 cepBepa RDG. Tam takox npoBoauThes ayreHtudikais. [licas ycnimHoro
3aBEPIICHHS I[LOTO MPOIIECY BiI0YBA€ThCS MEpeCciaHHs TpadiKy Ha MEBHUM cepBep,
710 SIKOTO KOPHUCTYyBad xoue miaxmountucs. [Ipu tTakomy migxomni swuimie cepsep RDG

MOBUHEH OyTH 3araJbHONOCTYTHUM 3 [HTepHeTy. Lle 3MeHIye pu3uk aTaku Ha cepBep.
Remote Desktop Web Access

3a nonomororo RD Web Access s BijiaaeHoro pooo4oro cToiy, KOpucTyBadi
MarTh MOJIUBICTh OTPUMATH JOCTYM 10 RemoteApp Ta miIKIIOYUTHCS 0 Bijjialie-

HOTO poOOYOTO CTOJTy uepe3 BeO-Opay3ep Ha KOMIT I0Tepi.
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Remote Desktop Virtualization Host

Cnyx0a pouneit, sika miarpumye Virtual Desktop Infrastructure (VDI) 1 no3Bosisie
JEKUJIbKOM KOpUCTyBadyaM 3aIycKaTy mporpami mij yrnpasiiHasM Windows Ha BipTy-
aJIbHUX MallliHaX, sIK1 pO3MIIlIeHI Ha cepBepi mij kepyBaHHsIM Windows Server Ta, 3a

notpedbu, Hyper-V.
[lepeBaru RDS
1. [Toxi6uwmit iHTEpdEIiC.

Taxk sik RDS peanizoBano Ha minatdopmi Microsoft, inTepdelic kopucTyBaua Ta-
kuit ke, sk 1 B OC Windows. Beb-iHTepdelic 3a 3aMOBUyBaHHSAM IOKa3ye OMyOJIIKO-
BaHi po00Yi CTOJM Ta BijmaneHi mporpamu. Lle o3Hauae, 1110 BCl KOPUCTyBadi OTpUMa-
I0Th JIOCTYII JIO CXOKOTo 1HTepdeicy, Npononyoyn iM 6e3nepediitny podoTy. Xoua
3MiHa HaJJalITYBaHb 1HTEp(dENcy KopucTyBaya 3a00pOHEHA, KOPUCTYBaul MOXKYTb 3Mi-

HIOBATH JIeSK1 TapamMeTpHu, 00 MiBUIIIUTH 3pYUHICTh BUKOPUCTAHHS JIJIs ceoe.
2. IlokpaieHa npoyKTUBHICTh CHCTEMH

KopuctyBaui MaroTh JOCTYI JI0 BiIJIaJIEHOTO poOOYOTo CTOJIY Yepe3 BUCOKOTI-
POIYKTHBHI cepBepH. BukopucTanHs TEXHOJOTIi 3a0e3neuye 4yJ0By albTCPHATHUBY
JUTSI TIPUCTPOIB, SIKI MOXKYTh MaTH YU HE MaTH MOTY>KHY MaIlTUHY TSI 3aITyCKY MTPOTpaMm.
3aBasaku matdopmi Microsoft, BoHa Takok MOJETIIy€E JOCTYII 0 MPOrpam, siKi BUKO-
PUCTOBYIOThCS TUTbKH i1t Windows, y cucTemax, ski npamorTs He Ha Windows, sk

1o npukiany Android, 10S, macOS Toio.
3. Bignanenuit qoctym

Peanizauiss RDS nponoHye ekoHOMIUHE pillIEHHS AJIs opraHizaiii. 3a JomoMo-
T'OI0 IIBOTO CEPBICY JO3BOJISIE CBOIM CITIBPOOITHUKAM MPAIIOBATH BiJAAICHO a00 BIPO-
BaguTu momituky BYOD. O6uaBa BapiaHTH TO3BOJISIOTH CHIBPOOITHUKAM BUKOPHC-

TOBYBATHU CBO1 IEPCOHAJIBHI MTPUCTPOI 1Sl pOOOTH B OicCI.
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4. besneka

RDS nponoHye KiHIIEBUM KOPHCTYBadaM IiIBUIIIEHY O€3MeKy JaHuX. ICHYyI0Th
posmmpeHi QyHKIT Oe3MeKku, Takl sIK HOBITHI OpaHaMayepu Ta aHTHBIPYCH, aHTUBH-

Maradi, CACTEeMH 3aXHUCTy BiJ 370My To1o. [10]
Domain Name System (DNS)

DNS — nie cimy>x0a 7JOMEHHHX iMeH. SIKIIIo Mi HaMaraeMocs 3HaUTH CalT B 1HTe-
pHETi, OLTBII WMOBIpHO, IO MH IaM'ATAEMO HOTO iM's, HANpUKIag, WWW.Mmi-
crosoft.com, uixx IP-anpecy, sika moxke Burisaatu sk 207.46.230.219. OnHak KOMIT'10-
Tepy JUIs 3'emHaHHs 3 BeO-caiitom Microsoft morpiono 3uaTH Hioro IP-aapecy. Ciyx0a
DNS Buxonye neit nepexian. KopucryBad noBijomiisie CBoeMy Opaysepy iM'st KOMIT'-
10Tepa, 3 IKUM BiH XOTiB Ou 3'eqHaTucs, &8 DNS nepetBoproe 11e iM's Ha BiAnoBiAHY |P-

azmpecy.

DNS BUKOpUCTOBYE i€papXiyHUN MPOCTIp IMEH JIJIs MOITYyKy KoMi'toTepiB. Ha
puc. 1.1 nmokazanuii npukiag oprasizauii npocropy iMmeH. KopeHeBuil 1oMeH no3Ha-
YyaeThCs TOUKOI0. BiH siBisie coO0tr0 BepxHiii piBeHb DNS, perta iMeH po3TalioBy€eThCs
Hk4e. Ha HacTymHOMY piBHI MiJ KOPEHEBUM JIOMEHOM PO3TAIIOBYIOTHCS JTOMEHU
MEePIIOro PiBHA, BKJIOYAOYM OCHOBHI JOMEHHI 1M’ (com, edu, net, org), OJIM3bKO

JIBOXCOT CKOpOUYEHb Ha3B KpaiH (Ua, uk, fr, br), 1 nekinbka iHmmx gomenis ( biz, info,

pro, ToIo).
HAxumosuy B.C. Apk.
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biz pro

ua org com

Microsoft Sony Apple
America Europe

Pucynox 1.1 — iepapxiunuii npoctip imeH DNS

Huxye qoMeHy BEpXHBOTO PIBHS PO3TAIIOBAHI JOMEHH JAPYTOro piBHS, SK1 3a-
3BUYAM BIJHOCSTHCS JO Ha3B KOMIIaHIM 1 MalOTh OyTH 3apeecTpOBaHI OpraHizalli€ro,
sKa Kepye TOMEHHUM 1M’ siM. Huokye JOMEHIB APyroro piBHsS pO3MIIIYIOThCS MiAJI0-
Menu. [Tigmomenu 3a3Buuail HajnexxaTh J10 BIAAUTIB a00 MiAPO3IUIIB y MEKaX KOMITaHii.
i miamomMeHu peecTpyroThes Ta ynpasisitoTbes 3 DNS-cepBepiB, ki MicTITh 1H)OP-

Mallito PO JOMEHH APYroro piBHS.

[HIIIMM ciocOOOM MpeICTABICHHS 1€PAPXIYHOTO IPOCTOPY IMEH € IEBHE 1M'Sl J10-
meny (FQDN — Fully Qualified Domain Name), Hanpukiiaa, www.America.Sony.com.
FQDN npencrasiisie HOBHE iM's, IKE€ MOKHA BUKOPUCTOBYBATHU JUIsl 1ICHTH(IKALIIT TIe-
BHOT'O KOMIT'TOTepa B Mexkax Bchoro mpoctopy imeH DNS. 1106 3po3ymitu, sik FQDN
imeHTudikye komm'torep y mpoctopi imeH DNS, mpouunTaiiTe iforo crpasa Ha JiBO.
CrnpaBa 3HaXOJIUTHCS TOYKA («.»), sika 11eHTU(DIKy€e KOPEHEBUM TOMEH, BOHA TIepeye
IMEH1 JOMEHY IEePIIOro piBHA. 3a HEIO CIIAYIOTh JOMEH COm MEPIIOTo PiBHS, JOMEH
Sony npyroro piBHs Ta mijgmomen America. 3imiBa B imeHi FQDN 3HaxoauTbes Www

IM'sl IEBHOT'O KOMIT'FOTEPA.

Hxumosuu B.C.

Apx.

Tonosnsa O.C. KIKKPE — 123 — 20 - 173

3mnu. | Apk. Ne 0okym. Hionuc | Hama

23




Cayx0a kataiorie Active Directory mae moxiuBicTh HamamTyBanHs DNS-
cepBepa. [1{o6 AD ¢yHKIliOHYBaB HaJIG)KHUM YMHOM, HEOOX1JHA ITpaBUIbHA KOHQITY-
paitigs DNS. Moxna BctaHoBUTH DNS Ha KOHTpoJiepax JOMEHY, BKIIOYaI0Uu CEPBEPH,
o He Hanexartb 70 Windows, yctanoBka DNS Ha KOHTposiepu 10MEHY J03BOJISIE BU-
KOPHCTOBYBATH 30HHU MOIIYKY, iHTErpoBaHi B AD, 1100 miaBUIIUTH OE3MEKy Ta CIPO-
CTHUTH perutikaiito 30uu. HenpaBuibHO HanamroBanuit DNS-cepBep MOXe BUKIUKATH
Pi3HOMaHITHI TPOOJIEMH, BKITFOYAIOYH TOMUIJIKH BXOY, IPOOJIeMH 3 00pOOKOIO TPyIIO-

BOI MOJITHKHU Ta MPoOJIeMH 3 perumkaiiero. [7]
3ouu DNS B Active Directory

DNS mae posnofineny 6a3y gaHuX, 1€ 0O3Haudae, M0 iHGopMallis mpo BCi J0-
MEHH, CyOJJOMEHH Ta 31CTABJICHHSI XOCTIB 30epiraeTbes He e Ha ogHomy DNS-cep-
BEpI1, a PO3MOJLISETHCS MK KUIbKOMa cepBepaMu. Y ipaBiiHHs 6a3010 nanux DNS mo-
JIETIIYETHCS, PO3ALIAI0UM TIpocTip iMeH DNS Ha KkiJibKka 30H 1 IpU3HAYal04uu BIAMOBI-
JANBHICTh 32 30HY Ha neBHUI cepBep. 3o0Ha AD DNS — nie HaOip iepapXiyHUX TOMEH-
HUX IMEH 3 KOPEHEBUM JIOMEHOM, JIeJIETOBAaHUM OJIHOMY a00 KUJIBKOM CepBEepaM 1IMEH.
30Ha MICTUTH BCIO 1H(OpMAaIIiI0 PO JOMEH, 32 BUHATKOM YaCTUH JJOMEHY, JleJIeroBa-

HUX 1HIIMM CepBepaM iMeH.
HeneryBanns DNS Active Directory

ImeHa B Mekax 30HM MOXYTh OyTH JIeJIErOBaH1 1HIIM 30H1, IKa TIATPUMYETHCS
IHIITUM cepBepoM. TakuM YMHOM, BIIMOBIAAIBHICT CYOJOMEHY MOXKe OyTH TMepeaHa
IHIIIOMY CEpBEPY IMEH, sIKUii 00pOOIIATHME 3alUTH HA PECYPCHI 3aIlMCH Yepe3 MpoIiec,
axuid HazuBaeThesi AD DNS delegation. [leneryBanns Moxxe OyTH BBEJIEHO B 110 3a

JIOTIOMOTOI0 peCypCcHHX 3amuciB TUy NS 1 A.
Internet Information Services (11S)

[ndopmartiitni cnyx6u Intepuery, takox Bigomi sik IIS, — me BeO-cepsep

Microsoft, sikuii mpaittoe Ha omneparitiiitii cuctemi Windows 1 BUKOPUCTOBY€EThCS IS
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OOMiIHY CTaTUYHHM 1 IUHAMIYHUM BeO-BMICTOM 3 KopucTyBauamu [HTepHety. IS mo-
’KHa BUKOPHCTOBYBATH JJISl PO3MIIIICHHS, PO3TOPTAHHS Ta KepyBaHHs BeO-101aTKaMU

3a IOIMOMOT o0 Takux TexHouorii, sk ASP.NET 1 PHP.

IIS BuKOpHCTOBYE pi3HI MPOTOKOIH AJIS 3B’ SI3KYy Ta OOMIHY JaHUMHU 3 Bijjaaje-
HUMHU KJIleHTaMu a0 koMl totepamu, Hanpukiag HTTP, SMTP 1 FTP . Slk ocHoBHui
npoaykt Windows, IIS interpyerscsa 3 Windows Server 1 mpaioe Ha OC Windows.
Bu MokeTe BUKOPUCTOBYBAaTH CTOPOHHI YTHIIITH uig 3amycky IIS uepe3 Linux 1
macOS, aje BOHM YacTO INPONOHYIOTh MEHIIY CTAaOUIbHICTh 1 HU3BKY IPOIYKTHB-

HicTh.[15]
[IepeBaru Bukopuctanss cepsepa IIS

besneka. IIS nmocrauaerbest 3 BOynoBaHUME (PYHKITISIMU aBTeHTU(]iKallii, aBTO-
pu3alii Ta KOHTPOJIO JOCTYNy JUJIsl TOCHJIEHHs Oe3neku BeO-mporpaM. Bu moxere
CTBOPIOBATH OOJIIKOBI 3aMKMCH aIMIHICTpAaTOpa CUCTEMH Ta IIPOrpam OKPEMO JIJIsl 1Or-
an0JIeHOro JoCTymy. [HI QyHKIIT Oe3MeKH BKI0YalTh (PUIBTPALIIIO 3alUTIB A0 Tpa-
¢biky O110ro/40pHOTO CNHCKY, AMHaMiyHe OsokyBaHHs [P-anpecu, mmdpyBanns SSL

1 TLS, crucHeHnHst BeO-CTOPIHOK Ta 3acO0M KepyBaHHsS O€3MeKoro, crienudiuni s

FTP.

[Tynmu nporpam. Ile momomoske Bam po3ainutu Barn BeO-tiporpamu B IIS s
Kpauoi 0e3neku Ta AocTynHocTi. [lyn qonaTkiB MICTUTh OHY a00 KiIbKa Imporpam,
SAKUMH Kepye oMH a00 Kuibka pobounx mpoiieciB y IIS. Pobounii poriec o0poodIisie
3aMUTH KJI€HTa, crienudivnl s myny nporpam. [3omsiis rapantye, mo 30iil mpo-

rpaMy B IEBHOMY ITyJIi HE BIUIMBA€E HA MIPOTrpaMu B IHIIUX ITyJax.

MacmraboBaHicTh 1 HailHICTh. Bu MokeTe pearnizyBaTtu MaciitaboBaHy Ta Ha-
Ny BeO-1HMpacTpykTypy 3a nornomoroto [IS Web Farm, sika no3Bossie po3minyBatu
Be0-caliTu 3 BUCOKUM TpadikoM Ha KiJIbKOX cepBepax IIS 3 GanancyBaHHSIM HaBaHTa-
JKEHHS Ta Mapiipyrtusariiero 3amutiB n1oaatkiB (ARR). bamancyBanbHMK HaBaHTa-

YKEHHS po3nouIsie Tpadik MK KiJIbkoMma cepBepamu B pepmi cepsepiB IS 3a qonomo-
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TOI0 CKJIAJHUX anropuTMiB. Y Toil ke yac ARR Bu3Havae Haiikpamuii cepBep AJs KO-
Horo 3anuty. @epma cepsepiB IIS Takoxk 103BosIsIE ToAaBaTH a00 BUJANISITH CEPBEPH,

100 TUHAMIYHO MacIITaOyBaTH MOXJIMBOCTI 00pOOKH Tpadiky BeO-canTy.

MoHiTopuHT IPOTyKTUBHOCTI BeO-cepBepa IIS. Mae BupimansHe 3HaUeHHS 1715
3abe3reueHHs OUIbII TJIaBHOI poOOTH BeO-caiTy JJisi KOpUCTyBadiB. byab-ska HeBe-
JIMKa TIOMUJIKA Ha BAIlIOMY CEpBEP1 MOXKE MPU3BECTH JI0 MOBUIHHOTO Yacy BiJIMOBIII Ta
4yacy OYiKyBaHHsI, 110 3MYCHUTh KOPHUCTYBAdiB IIBUJKO IMOKUHYTH Bail BeO-caliT. Bu
MOKET€ KOHTPOJIOBATH NPOJYKTHUBHICTh BEO-J0JATKIB 3a JOMOMOTOI0 MEpPEeBIPOK
HTTP ping Ta nporpamMHoro 3a0e3nedyeHHs AJisi MOHITOPUHTY POIYKTUBHOCTI. [lep-
M Ha/la€ BaM OCHOBHI MO>KJIMBOCTI MOHITOPUHTY, a IPYTUi HAJa€ OUIbII JETAIbHY

1H(}OopMaIrio Mpo NPOAYKTUBHICTh BaIlIOTO CEPBEPA.
BayTpimHbocaiiToBa perutikanid (intrasite replication)

€ 371e01IBIIOT0 aBTOMATUYHOO. 3171 HA/IIMHOCTI BHYTPINTHROCANTOBA PETLIIi-
Kallisl OpraHi30BaHa Ha/JIMIIKOBUM YHHOM: SKIIO KOHTPOJIEPIB IOMEHY OJIbIIE IBOX,
TO 3’€JHAHHS JUIs peIUTiKaIlll aBTOMaTUYHO CTBOPIOIOTHCSI TAKUM YMHOM, a0U KOKHUN
KOHTpOJIEp TOMEHY OYB CIIOTyYeHUN TPUHANMHI 3 IBOMA IHIIMMU KOHTpOJIepamu. 3a-
3BUYAN peruliKalis aBTOMaTUYHO PO3MOYMHAETHCS Yepe3 NEBHUM yac MICs TOro, sK
Ha KOHTPOJIEPl TOMEHY BiIOYJIMCS 3MIHHU, OJTHAK 11 MOYHA 3aITyCTUTH MPUMYCOBO. Ba-
YKJIMBO BPaxoOBYBAaTH, 0 MEPEKHUM Tpadik MK KOHTpOJIEpaMU IOMEHY MOKe OyTH-
JOCUTh iHTeHCHUBHUM. Came ToMy ¥ iICHye peKOMEHaIlis 1010 MaKCUMaJIbHO CTa0i-
JILHOTO Ta MIBUIKOTO 3’ €IHAHHS BcepenuHi caiTy Active Directory. [[is mepenaBanss

JAHUX BHYTPILIHOCANTOBA pEIUIIKALlisl BUKOPUCTOBYE MPOTOKO IP.
MixcariToBa perutikaris (intersite replication)

3’eqHAHHA MIXK PI3HUMHU CaliTaMU HE CTBOPIOIOTHCS aBTOMATHYHO - iX BPYYHY

3a/1a€ aIMIHICTPaTOP.

Cepsep-mnamapm (bridgehead server) - cepBep, uepes IKUX BiIOyBa€THCS Pet-

JKaIisg MK UM CalTOM Ta 1HIMUMH caiitamu. CepBep-TuiaiiapM 0OUpaeThCs aBTO-
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MaTUYHO, OJTHAK aIMIHICTPATOpP MOXKE 3aJaTh CepBep-TUIaIIapM, sIkoMy Tpeba Haja-
BaTH nepeary mija yac Budopy (preffered bridgehead server). Btim, sikiio takumii cep-
BEp BUSBHUTHCS HEJOCTYIHUMN, MIXKCaTOBA peruTiKaiis He BiaoyaeTrbes. s mixcaii-
TOBOT peruIiKaiii MoXKHa 3aJaBaTH PO3KJIAJ (HAMPUKIIAJ, TaKUi, a0u perutiKaIis Bif-
OyBayiacsi He B MepioJi HAMOUIBII IHTEHCUBHUX OTeEpalliii - cKkakiMo, y HepoOoUi ro-
nuHN). Takox MoxHA 00upatu mpoToKoI (y OutemiocTi Bumaakis - RPC over IP, iHomi,
U ctapux Mepex - SMTP). Binbiricts onepariid 3 perunikarii BCepeIuHi canTy Ta
YJaCcTUHY OTeparliii 3 MikcalToBoi perutikaiii Bukonye kommnoneHtT KCC (Knowledge

Consistency Checker)
BucHoBKH po3auTy

B nepuiomy po3aini Oysio po3riisiHyTO 3arajibHi XapaKTEPUCTUKU CIY>KOU KaTa-
noriB Active Directory ta ix cepBiciB, BU3HAUCHHS OCHOBHHUX IOHSTH Ta CEPBICIB
MOB’SI3aHUX 3 €0 CITY>KO0010, BAXKIMBICTD JAHOT CIIyk0U Ta 3arpo3u. TeopeTuyHi ac-
NEKTH MPO JOKAIbHI KOMIT I0OTEPHI MEPEX1, THUIH JOKAIBHUX MEPEX, IX BIAMIHHOCTI,
nepeBaru Ta HEIOJIIKH, METOJU 3aXUCTy Ta 3aBJIaHHs, Kl JOIMOMaraioTh BUPIIIUTU

JIKM.
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PO3/IUT 2 IPOEKTYBAHHS JIOKAJIbHOI KOMIT'FOTEPHOI MEPEXI HA
BA3I CJIYXBU KATAJIOI'IB ACTIVE DIRECTORY TA BUBIP OBJIAJITHAHHA,
I[TPOI'PAMHOI'O 3ABE3IIEYEHHS

2.1 IIpoekTyBaHHS TONOJIOTII Mepe:xi

Tomouoriss Mepexi — 11 JIOT14He Ta (Pi3UUHE po3TalTyBaHHS MPUCTPOIB 1 3’€]I-
HaHb y MEpexXi. 3a3BUUail y MepeKy BKIIFOYAIOTh TaKi MPUCTPOI, IK KOMYTaTOPH, Map-

HIPYyTU3aTOPH, poOOUi CTAHIII] Ta CEPBEPH.
BaxxnuBicTh TomoI0T1i MEpexi

Tomnonoria Mepexi BIIITpa€e yKe BaXXIUBY POJb y TOMY, K (DYHKIIIOHYE Me-
pexa. A came, TOTOJIOTIs O€3MOCePEIHbO BIUTMBAE Ha (PYHKIIIOHAIbHICTh Mepexi. Bu-
Oip MpaBWIBHOI TOMOJOTIi MO€ IMIABUIIUTUA MPOAYKTHUBHICTh, OCKUIBKH MPABUIBHO
oOpaHa TONOJIOT1sI MEpEXKI MMIJIBUILYE EHEProe(heKTUBHICTh Ta IIBUKICTh ITepeaayl ga-
HUX. 3aBISIKU YITKO BU3HAYCHIH 1 CIIPOCKTOBAHIM TOMOJIOTIT Mepexki opraHizarii, aami-

HICTpaTOpy JIETIIe 3HaXOAUTH HECIPABHOCTI Ta BUMIPABIISATU IPOOIEMHU MEPEXKI.
Tunu MepexeBUX TOMOJIOT 1

Tomnonorii Mepexi KIacu(pikyroTbes K (i3UIHA TOMOJIOTIsE a00 JOTiYHa TOIO-
joriga Mepexi. Di3uyHa TonoJoris Mepexl - 1e (pi3uuHe PO3TallyBaHHS MPUCTPOIB 1
3'eqHaHb. 3’ €IHAHHS BY3JIB y MEPEXKI, 3M1HCHIOIOTHCS 3a JoIoMororo kademis Ethernet
a0o 0e3nporoBuM nurixoM depe3 Wi-Fi mapmipyruzatopu abo Touku gocrymy. Jlori-
YHa TOMOJIOTISI MEpeX1 BU3HAYAE, SIK HAJAIITOBAaHA MEPEKa, B TOMY YHCIII, SIKI BY3JIH

MIIKJTFOYAI0THCS 1 5K, @ TAKOXK I1a0JIOH Tiepeaadl JaHuX.

[Toennatu By3nu JIKM MoOKHa TaKMMU OCHOBHUMH (DI3UYHUMHU MEPEKEBUMHU

CXCMaMMH.

— Iuna;
— Kinbrge;
— 3ipka;

— TloBHO3B's13aHAa TOIOJIOTIS.
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TonoJorig “mwuna’

Ile Tun Tomosorii Mepexi, e KOXKEH BY30J, TOOTO KOXKE€H MPHUCTPI Mepexi,
MIJKITIOYEHUH 10 OKpeMoi OCHOBHOI KaOenbHOI JiHIi. J[aH1 mepenaroThCs OJHUM
MapIIpyTOM, BiJl OAHIET TOYKH 10 1HINOI. MU HE MOXKEMO TepeIaBaTH JaHi 1HIIAMH

CcIrroco0aMu.

Pucynok 2.1 — Tonosnoris “mmna”
[lepeBaru Tomonorii:

— Tlpoctora MmonTaxy Ta kKoHpirypyBanus JIKM;
— HecnpaBHicTh 01HOTO 200 JEKIIBKOX MPUCTPOIB HE BILUTUBAE HA POOOTY JIO-
KaJIbHOT MEpEXi B IIIIOMY.

Henomixu Tomomnorii

— Skmio BinOyaeThcsi 0OpUB OCHOBHOTO MPOBIAHHUKA, TO KOMI'IOTEPH OyIyTh
BiJIpi3aHi OJIMH BiJl OJTHOTO Ta Mapalli3yeThCs poO0OTa MEPExkKi. Y IbOMY JTYyXKe
CKJIQJHO ONEPATUBHO JIOKATI3yBaTH HECIIPABHICTD;

— 31 30UIbLIEHHSM MEpEeXKEeBUX BY3J1B Nagae NpoayKTuBHIicTh JIKM.
Tomosorig “kuiene”

[Tpu Takomy 3’€THaHHI BC1 KOMIT'FOTEPH MIAKIIOUEHI OJIUH JI0 OHOTO 1 CUTHAIU

Mepear0THCS 10 KUIBIIO BiJl OJJHOTO MPHUCTPOIO JI0 1HIIIOTO, JOKH HE JT1He 10 HeoOXi-
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nHoro By3ia. KinblieBa Tomosorist uepe3 BIACYTHICTh KOJI31i Ta LEHTPaJbHOTO MpH-
CTPOIO € CTIHKOIO JI0 TIepEeHaBaHTaXKEHb 1 3a0e31neuye cTablIbHy poOOTY JOKAJIBHOI Me-
PEeX1 HaBITh 32 IHTCHCUBHOT'O OOMIHY JaHUMH. J1J1s M1 ABUIIIEHHS BIIMOBOCTIMKOCTI /1a-
HO1 TOTIOJIOT1i, MPOTATYIOTH IPYTUil KaOesb, yTBOPIOIOYH MOBIMHE KIJIbIE, TOOTO 10
KOXXHOTO MPUCTPOIO MiJ €AHYIOTh JBa KaOemi. 3aBAsSKUA I[bOMY, MOKHA TepelaBaTH

JaH1 y 3BOPOTHOMY HaIPsIMKY a00 BUKOPHUCTOBYBATH MOTO SIK PE3EPBHY JIHIIO 3B SI3KY.

Pucynox 2.2 — Tomonoris “kiibie”
y

Jlo mepeRar 11i€i TOMoJIOTii MOXHa BIIHECTH BIJICYTHICTh JI0JaTKOBOTO OOJaI-

HaHHA Ta cTabubHY po0oTy JIKM mpu iHTEHCUBHOMY OOMIHI JJAaHUMHU.

Henonikamu € CKIaAHICTh MOILIYKY HECIPAaBHOCTEN AJiA iX YCYHEHHs, BUXiA 3
Ja7y OJTHOTO By3Jia Mepexi a00 0OpUB KaOeIlo BIUIMBAE HA MPaAIle3/IaTHICTh BCIET Me-

PEeXIi, CKJIaITHA KOMYTaIlis.
Tomnonoris “3ipka”

B mepexi € neHTpanbHUI TpUCTPid, 3a3BUUall 116 KOMYTaTOp, 3 SIKUM 3'€IHY-
IOThCSI XOCTH JIOKAJIbHOI Mepexi. Taka cxema BBaXKAEThCS OAHIEIO 3 HANMOMIMPEHIIITNX

1 3aCTOCOBY€ThCA JJ1s1 MOOYn0BH KopriopatuBHUX JIKM.
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Pucynok 2.3 — Tononoris “3ipka”
[lepeBaru Tomoorii:

— Po3puB kabento ab0 BUXI1J 3 JaAy OyAb-SKOTO MPUCTPOIO, OKPIM LIEHTPAJIb-
HOTO0, HE BIUIMBAE Ha poOoTy Beiel JIKM,;

— Jlerko nokaini3zyBaTu HECIIPABHOCTI;

— Bucoka mBuaKicTh nepeaadi qJanux Mk npuctposmu JIKM,

— MoxnuBicth noOya0oBu MacmtTabuux JIKM.
Henoniku TonoJorii:

— Bucoxka BapTicTh IpU BIPOBAIKEHHI;

— Buxia 3 nagy nenTpaibHOro npuctporo 3poouts JIKM HenocTymnHoto.
[ToBHO3B'sI3aHA TOMOIOT 1S

Cxema Mepexi mepeadi JaHuX, A€ BCl MPUCTPOi MAIOTh 3B'SI30K OJWH 3 OJTHUM.
3aBASKH IbOMY 3aBXKIH € albTEPHATUBHI IUIAXH 3B's13Ky. Taka cxema BUKOPHCTOBY-
€TbCSI BKpail P1IKO, TaK SIK IPH 3pPOCTaHHI MEPEXKEBUX MPUCTPOIB, 301IBIITYETHCS Kb~

KICTb 3'€JHaHb, Y pE3yJIbTATI YOTO MiATPUMYBATH 110 TOMOJIOTIIO CTA€ JIy’KE HAKIAIHO.
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Pucynox 2.3 — [loBHO3B’ s13aHa TOMOJIOT1s

[Ipoanasni3yBaBIIM OCHOBI THUIIM TOMOJIOTIM, IX MepeBaru Ta HEMOMIKU, OYyIo

NPUAHATO PIllICHHS BUKOPUCTATH TOILIOTIIO 3ipKa. [8]

Pucynok 2.4 — Cxema mepexi

Mepexa mictuth 2 ocHoBHI TiiamMepeki N1 ta N2. Tlepia 3 Skux BUKOPHUCTOBY-

€ThCS TPaIliBHUKAMU OpraHi3allii, ska MiCTUTh 2 cepBepH 3 BctaHoBiieHUM Active Di-

rectory, po6oui cTaHIii NpaliBHUKIB Ta IPUCTPOI ISl CIIJIBHOIO BUKOPUCTAHHS TaKl
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K IpUHTEPH, Pakcu. [{pyra mepexa mpu3HaueHa /sl B1/IB1IyBayuiB OpraHi3allii, B sIKii
HaJIalTOBaHA TOYKA JIOCTYIY JJIs1 O€3MPOBIIHOTO IMIAKIFOYEHHS 1 JOCTYITY B IHTEPHET.
Ha xanp emymnsatop mepexi GNS3 He Mae MOXKIMBOCTI JojaTu 0e3ApoToBe 00JIa-
HaHHS, Take K Touka goctymy 4u Wi-Fi MapmipyTu3aTop Ta eMysIroBaTH 0€3pOTOBE
3’€THaHHA. AJie y MoJielTi epen0auyuMo TaK0K MOKIIUBICTb MAKIOUEHHS 1 IIUX TPH-
CTpPOIB.

3aranoM B Mepexi BUKOPUCTOBYETHCS 2 MapUIpyTH3aTOPHU Ta 2 KOMyTaTopH, 1

TOYKA JIOCTYMY, KIJIBKICTb MIIMEPEK — 3.
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Pucynok 2.5 — Cxema mepexi B Cisco Packet Tracer

2.2 Po3po0ka cxemmu aapecanii Mmepe:xi 1is nporokosiB IPv4 Ta IPv6

[Touatu ciig 3 po3noainy aapec Mepeskam(tad. 2.1).

Hxumosuu B.C. Apxk.
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Tabmus 2.1 — Anpeca mepex |IPv4

HazBa mepexi Anpeca Mepexi Macka [Tpedikc
A 200.4.20.0 255.255.255.252 /30
N1 201.4.20.0 255.255.255.128 125
N2 202.4.20.0 255.255.255.128 125

Tenep MokHA PO3MOAIINTH aapeca MPUCTPosIM(Tad. 2.2).

Tabmums 2.2 — Anpecu nipuctpois IPv4

Hasga npuctporo | [ntepdeiic | Mepexa | Anapeca Macka [Tpedike

R 1 Gig0/0 A 200.4.20.1 | 255.255.255.252 /30

Gig0/0 A 200.4.20.2 | 255.255.255.252 /30

R 2 Fal/0 N1 201.4.20.1 | 255.255.255.128 125

Fal/l N2 202.4.20.1 | 255.255.255.128 125

Server_1 Fa0 N1 201.4.20.2 | 255.255.255.128 125

Server 2 Fa0 N1 201.4.20.3 | 255.255.255.128 /125
PC1 Fa0 N1
PC2 Fa0 N1
PC3 Fa0 N1
PC4 Fa0 N1

DHCP

PC5 Fa0 N1
PC6 Fa0 N1
PC7 Fa0 N2
PC8 Fa0 N2

Takox Oyna po3pobsiena Tabmuis IPV6 agpecarrii, ane B JUIIOMHOMY TIPOEKTI

Oyne BukopuctoByBaTucs TuUibku IPV4. 3a motpedu MoxxkHa MOIU(DIKYBaTH MEPEXKY Y

MalOyTHbOMY.
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Tabmus 2.3 — Anpeca mepex IPv6

Hasga Me- Anpeca Mepexi Macka
pexi1
A 2002:c804:1400:0:0:0:0:0 126
N1 2002:¢904:1400:0:0:0:0:0 121
N2 2002:ca04:1400:0:0:0:0:0 121
Tabmuis 2.4 — Anpecu npuctpoiB IPv6
Hassa npu- [aTepdeiic Mepesa Anpeca Macka
CTPOIO
R_1 Gig0/0 A 2002:¢804:1401:0:0:0:0:0 126
Gig0/0 A 2002:¢804:1402:0:0:0:0:0 126
R_2 Fal/0 N1 2002:¢904:1401:0:0:0:0:0 121
Fal/l N2 2002:¢904:1402:0:0:0:0:0 121
Server 1 Fa0 N1 2002:¢904:1402:0:0:0:0:0 121
Server 2 Fa0 N1 2002:¢904:1403:0:0:0:0:0 121
PC1 Fa0 N1
PC2 Fa0 N1
PC3 Fa0 N1
PC4 Fa0 N1
DHCP
PC5 Fa0 N1
PC6 Fa0 N1
PC7 Fa0 N2
PC8 Fa0 N2
Sxumosuu B.C. Apx.
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2.3 CTBOpeHHs CTPYKTYpPH AoMeHY B Active Directory
VY mpoMy mizipo3aii Oyae po3rsSIHYTO CTBOPEHHST MOJIENI OpraHi3amiitHol o1u-
autll (OU) nns momeny. OU 3acTOCOBYIOTBCS AJISI CTBOPCHHS 1€papXi4HOI CTPYKTYpH
B Mexax JoMmeHy. Llg iepapxiss Moke BUKOPHCTOBYBATHICS Ui JeJIeTyBaHHS
aJIMiHICTpaTUBHUX 3aBJaHb a00 3aCTOCYBAaHHS TPYMOBHUX MOJITUK 0 CYKYHMHOCTI

00'eKTiB.

[Tpu mpoextyBanHi OU, 311MCHIOEThCS TPYNyBaHHsS O0'€KTIB pa3oM 3 METOO
€IMHOTO YIIPABJIiHHAM ITi€10 rpymoto. Hampukitam, MokHa BCTAaHOBUTH CITUTBHUN HAO1p
porpam JJig BCIX KOPUCTYBadiB y IEBHOMY BIAALII. ['pymnyroun BCiX KOPUCTYBayiB B
OU, moxHa 3anaTu rpynoBy nomituky (Group Policy), sika aBToMaTuuHO BCTaHOBUTH
HeoOX1He MporpamHe 3abe3nedeHHs. Mo)kHa 3rpyInyBaTy 00'€KTH IJisl IPU3HAYECHHS
OJIHOTO aJIMIHICTpaTopa Ii€i rpynu. SIKIIo € BiganeHuit ogic 3 MiCIIEBUM aJMIHICTpa-
TOpoM, MOkHa cTBOpUTH OU, MOMICTUTH BC1X KOPUCTYBadiB Ta KOMIT'FOTEpH Bijaje-
HOTo o(icy B LIeH MiAPO3/l J, a HOTIM AeJIeryBaTu aaMiHicTpyBaHHA 1iei OU micie-

BOMY anMiHicTpaTopy. [7]
[Tpu ctBopenni OU 6axkaHO TOTpUMYBATHCS IESIKUX MIPABHII, a CaMe:

—  BuxopucroByBaTu €auHui 1madia0H o0 iMmenyBanHs OU y mexax J0-
MEHY;

—  Iicas cTBopeHHs1 OOMIKOBUX 3alUCIB KOPUCTYBauiB, HE 3aJMILATU iX B
rpylax 1o 3aMOBYYBaHHIO, a PO3MOLIATH 110 BiamoBigauM OU,

—  IIpu crBopenni OU, BCTaHOBIIIOBATH MTparopelb Ha 3aXUCT BiJl BUITAIKO-
BOT'O BHJIAJICHHS,

—  PosrisiHyTH MOXKIIMBICTH CTBOpeHHS okpeMoi OU miist cepBepiB;

—  BimokpemmioBatu 00JIIKOBI 3aITUCH aIMIHICTPATOPIB BiJ OONIKOBUX 3a-
MUCIB MMPOCTUX KOPUCTYBAYiB,

—  He nonaBatu KOpUCTyBayiB 10 aMIHICTPATUBHUX TPy 0e3 noTpedu

[lepeiinemo 10 CTPYKTYpH JOMEHY, siKa MOKa3aHa y BUTJISL JiarpaMy Ha PUC.

2.6.
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Yahymovych.net
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f

AW-Oksana PRM-Ivan PRH—Sasha]

Pucynok 2.6 — CTpykTypHa aiarpama JOMEHY

P-Segriy J T-Slava }

] Active Directory Users and Computers

File Action View Help

e | HHE O XEBOE BRI T aETER
=] Active Directory Users and Computers [WII|| Name Type Description
o SEEEd QUE”:S E;, Slava Demchuk User
Y #d yahymovye -net &, Vova Levchuk User
_| Builtin
| Computers

2| Domain Controllers

| ForeignSecurityPrincipals
Managed Service Accounts
Users
w |2 Developers

3| Dev-Admins

3| Dev-Programmers

I | Dev-Testers
w |2 Accounting

3| Acc-Admins

3| Acc-Waorkers
w 2| PR-department

3| PR-Admins

3| PR-Managers

3| PR-Helpers

Pucynok 2.6 — CTpykTypa Ha KOHTpOJIEp1

KopucrtyBauam nomeny Oyio HaJaHO CHUIbHI MamnKu, 4epe3 siki BOHM MOXYThb
OOMHIHIOBATUCSA BOXJIMBUMH JaHUMU. OKpIM CHUIBHOI NANKH, Y KOXHOTO KOPUCTY-
Baya € CBOS MEPCOHAJIbHA MMANKa, 3aBJAsKI AK1 MOXHA 30€perTu BaXKJIMB1 JOKYMEHTH,
IpU BUXOMY 3 JIaay poboyoi craniii. Takoxk Oynau HamamrToBaHI JUCKOBI KBOTH, SIKI

J03BOJISIOTH aaMiHIcTpaTtopam Windows KOHTPOIIOBATH CKUTBKH MICIIsl BAKOPHCTOBY-

Hxumosuu B.C.

Apx.

Tonosnsa O.C. KIKKPB — 123 — 20 - 173

3mnu. | Apk. Ne 0okym. Hionuc | Hama

37




I0Th KOPUCTYBauil Ha (aiioBiil cuctemi cepBepiB. OOMEKEHHS TUCKOBUX KBOT, 3MY-
CUTh KOPUCTYBaui palliOHAIIbHO PO3MOJLISATA CBOE Miclie Ha (pailioBiii cuctemi cep-

Bepa, ke iM Oyn0 BUIIJICHO Ta HE 3aCMIUyBaTH MOTO HEMOTPIOHUMU JTAHUMHU.

2.4 Bubip o01aqHaHHS Ta NPOrPaMHOro 3a0e3ne4eHHs

Bub6ip o61agHanHs MOTPiOHO pOOUTH 3 BpaxyBaHHIM HEOOX1THUX MapaMeTpiB i
3a7a4 SKi He0OX11HO BUKOHATH. JlocTaTHS KUNBKICTh MOPTIB, MATPUMKA HEOOX1THIX

TEXHOJIOT1l Ta MPOTOKOJIB sIK1 He 00X1/IH1 /U1 MOOYAOBU MEPEXKi.

alialn ) = 0. N
P Cisco 2900 Series

Pucynok 2.7 — Mammpytuzatop Cisco 2911/K9

Hanuit mapupytuszatop oaun 13 2900 cepii mMapuipyTuzaTopiB, JaHa MOJIETh
OyJa po3po0JieHa JIsl MaJIUX Ta CEPEAHIX MIAMPUEMCTB, SIKI BUMAaratoTh Cy4acHi TeX-
HOJIOT14HI PIIIeHHSs, 3a0€3Meuyoun HaJiiiHe BUCOKOMPOIYKTUBHE MiIKIIOUECHHS 0

Mepexi. Mae MOXKIIMBICTh PO3IIMPEHHS KUIBKOCTI MOPTIB 32 paXyHOK MOAYJIIB.

IS ST WO S WA N s -—--—-m—n.-.

T et T L I T 1)

Pucynok 2.8 — Komyratop Cisco WS-C2960-24TT-L

KomyTaTop 3 BeaMKO0 KiIbKIiCTIO TOPTiB TexHosorii Fast Ethernet ta mexins-
KoMa ropramu TexHosorii Gigabit Ethernet nns min’enHaHHs 10 MapIIpyTH3aTOpa YU
HIIKTIOYSHHS 11Ie 0OJHOT0 KomyTaropa. [ligxoauts mis mporo komyratop Cisco WS-

C2960-24TT-L (pucynok 3.2). Jlanuii komytatop Mae 24 TOPTH TEXHOJIOTIT
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FastEthernet ta 2 moptu Texnosorii GigabitEthernet, mo moBHicTIO 3a10BONBHSIE 3a-

JIaHl MTapaMeTpH.

Pucynok 2.9 — Touka noctyny MikroTik RBCAPGI-5ACD2ND

Hana touka noctymy MikroTik, mpairtoe oqnodacHo B mianazonax 2,4 [T 5
['Tu. IlponyckHa 3qaTHICTE TpUCTPOIO B Alana3oHi 2,4 I'T'u ctanoBuTh 10 300 M6/c, a
B S5 ITm - no 866 M6/c. Mae nponyktuBHuii 4-snepuuii nporecop [IPQ-4018 3 TakTo-
BOIO yacTotoro 716 MI'n 1 128 Mb onepatuBHoi nam’siTi. Jl0JJaTKOBOIO MEPEBAror0 €
2 noptu Gigabit Ethernet. /Ipyruii nopt mae nmacuBHui Buxiza PoE, 110 103Bossie gerko
posmuproBatu Mepexy. MikroTik MoxnuBo He camuii HalKpal it BAPOOHHK Y CBITI,
aJsie SIKII0 BaM NOTpIOHA HU3Ka MOXJIMBUX KOH(ITrypalliii, NpocTe HaJllalITyBaHHSs, Bij-

HOIIICHHS I1HA/SAKICTh, TO IIe 6€3yMOBHO XOpOIITHii BHOIp.
[Tporpamne 3a0e3neyeHHs

Ha Bcix poOounx craniisx mepexi Bcranosiaena OC Windows 10, cepsepa mpa-
IIOIOTh TakoxX i ynpasiinasm OC Bix kommanii Microsoft — Windows Server 2019.
Active Directory Mae Bucokuii piBeHb cymicHocTi came 3 OC Windows, OCKIJIbKH po-

3pobisnacs nepeaycim it Hei. [Ipuctpoi Ha skux BctanosieHa st OC, oTpuMyIOTh
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perynspHi oHOBIIeHHS uepe3 ciayx0u Windows Update mpoTsirom ychoro TepMiHy mif-

TPUMKH OC3KOIITOBHO.

besneka. B cucteMi € BOygoBaHUM aHTUBIPYC, SIKMM 3aXUIA€ CUCTEMY BiJ IIIKI-
JUTHBUX TIpOrpam Oyab-sIKO1 CKJIaHOCTI, TOMY HEMAa€ MOTPeOr MIHSATH HOTO Ha THIIIHM,
K1 IPONyHYIOTh cTopoHHI komnaHii. Texnonoriss Windows Hello no3Bosisie Bukopuc-
toByBatu nopsif 13 PIN Giomerpuuni nani. € pimeHHs i 3aro0iraHHs BUTOKY, IO
po3aisie ocoOuCTi Ta poOOYl 1aHl KOpUCTyBaya, 30epirae JaHi B 3amu@poBaHOMY BU-
TSI, KOHTPOJIIOE Ta 3amobirae cmpoOaM BHUIIAJIKOBOI a00 YCBIOMIJICHOI Iepeaadi
daiiniB. Kopnopatusna texnosnoris Credential Guard 3axuiiae cucteMy aBTeHTU]IKA-

1ii Windows Ta 00J11KOBI J1aH1 KOPUCTYBaYiB.

[IponykTtuBHIicTh. OC J€rKo Mmpaltoe 3 BIKHaMH Nporpam, BipTyalbHUMU po0o-
YUMHU CTOJIAMU Ta KUIbKOMa MOHITOpamMu. HOBUIA IEHTp MOBIIOMIIEHD BIIKPUB AOCTYM

A0 IICPerisay HOBiI[OMJ'IGHB Ta MIBUIKOI'O IICPCMHUKAHHA HAJIAIITYBAHb.

[Iporpamu ta npuctpoi. OC niaTpuMye 6arato KIaCUYHUX IPOTrpaMu Ta yHIBEp-
casibHUX IporpaMu. KopucTtyBaui MaroTh AocTy A0 Marasuny Windows, sakuil 3a0e3-
nevye 3pydHe Ta Oe3neyHe oTpuMaHHs nporpam. KoprnopaTuBHi 3aMOBHUKH MOXYTh
MOBHICTIO K€PYBATH 3aKYIIBJICIO T4 PO3MOBCIOJKEHHSM MPOrpaM 3a AornoMororw Ma-

razuny Windows s 6i3Hecy. [16]

Windows Server 2019 — mepemocranHs Bepcis (cranom Ha 2022 pik) OC
Windows Server. Bunymena nanpukinui 2018 poky, Windows Server 2019 mictuthb
pI3HOMaHITHI HOBOBBEACHHS B IIaTGOPMI JOJATKIB 1 Oe3Melli, a TaKoX MOKpaIlIeHY
niATpUMKY Ti0puaHoi xmapu. IlinTpumka Microsoft ans miei cepepnoi OC TpuBa-
tuMe 10 ciuas 2024 poky, a po3mUpeHa MiATPUMKa TPUBATHUME IE I’ ATh POKIB. |
Windows, 1 Windows Server noOyioBaHi Ha 0JH1i K010Bii 6a3i. OCh 4OMy BOHU BH-
[JISIIal0Th Maike OJIHAKOBO 1 BUKOHYIOTh Oarato ojHakoBux (yHkIin. OpHak

Windows Server Bifpi3HA€THCSA KUIBKOMa BaYKJIMBUMU aCTIEKTAMHU.
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[To-nepmie, Windows Server Mmae MOKIMBOCTI KEpyBaHHs MIAIPUEMCTBOM. Bu
MOJKeTe BCTAHOBHUTH KiJIbka BOYJOBaHHX poJjieii cepepa B Windows Server, BKiro4a-
I0YM TIPOTOKON auHaMivHO1 koHbirypatii xocty (DHCP), Active Directory, cinyxou
IpyKy, (haitm Ta cxoBuma. Windows Server Takok He Ma€ anapaTHUX 0OMEKEHb, BJla-
ctuBux Windows. Hanpuxnaa, Windows Server 2019 moxe o6po0isitu 10 24 Th orme-
pPaTUBHOI MaM’ATi Ta A03BOJISIE BUKOPUCTOBYBATH 10 64 po3’eMiB mporiecopa, 1o Ha-
Oararo Ouneinie, Hik 2 Th omepatuBHOT mam’saTi Ta nBa po3’emu [II1, mo3BoneHi B
Windows 10 Pro. Kpim Toro, Windows Server He BoJiojiie 6araTbMa (QyHKIISIMH, 5Ki
po6siTe Windows 3py4HOIO JIJ1s1 3BHUaiHUX KopucTyBadiB. Windows Server Mae iHIITy
MOJIeJb I[IHOYTBOpEHHS, HXK Windows — BOHa, SIK IpaBuIIo, opoxyda. Lle He quBHO,
BpaxoBytoud, mo Windows Server opieHTOBaHa Ha KOPIOPATHUBHE BUKOPHUCTAHHS.
Bam Takox noTpiOHO ciuiauyBaTH JileH31i KiieHTcbkoro poctymny (CAL) ans kopuc-

TYBadiB, sIKi MarOTh JOCTYII J0 KoMl toTepa Windows Server. [13]
BucnoBku pozainy

B npyromy po3aiii 0yio CTBOPEHO Ta MOKa3aHO CXEMY MEpEXi, pO3MUCAHO Ba-
YKJIMBICTh BUOOPY TOMOJIOT1I CIIPOEKTOBAaHO1 Mepexki, chopmoBaHo Tabmui [P-anpeca-
il gt mporokoniB IPv4 ta IPV6, mokazano ctpykrypy aomeny B Active Directory.
Takox Oyno oOpaHe mporpamMHe Ta arnapaTHe 3a0e3nedeHHs, HaBe/IeHI OCHOBHI Xapa-

KTEPUCTUKH Ta OOIPYHTYBAHO BHOIp TUX YU 1HIIMX KOMIIOHEHTIB.
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PO3/11J1 3 HAJIATOJUKEHHS TA TECTYBAHHS JIOKAJIBHOI KOMIT'FOTEP-
HOI MEPEXI

3.1 ba3oBe HajaroKeHHs1 00J1aITHAHHS Ta MPOTPAMHOr0 3a0e3MeYeHHsA Me-

pexi

Mepexka Oyna crpoekroBana B rmporpami GNS3 3 Bukopuctanusam VirtualBox.
GNS3 — ne rpadiynuil cUMyIATOp MEPEXi, SIKUI TO3BOJIIE CTBOPIOBATU BIPTYaJIbHY
Mmepexy. Llg mporpaMa Hajja€ MOXKIIMBICTh HABYMTHCH HAJAIITOBYBATH OOJIaHAHHS,
JUJISl IPOEKTYBAHHS MepeXki € 6arato pi3HOMaHITHOTO BipTyajdbHOI'O 00JIaJHAHHS, SKE

MO>KHAQ BCTAHOBHUTH 1 BHKOPHUCTOBYBATH B CBOIX IIPOCKTAax.

VirtualBox — e cremianbHe mporpamMHe 3a0e3nedeHHs i BipTyaltisallii, 1110
JI03BOJISIE  3aIllyCKaTH OIEpalliifHy CHUCTeMY BCEpPEAMHI 1HIIOI. 3a JIOINOMOTIOIO
VirtualBox mu He Tinbku MoxeMo 3amyckatu OC, ajie MOKEMO 1 HAJTAIITOBYBAaTH Me-

pexi, oOMiHIOBaTuCs (aiiylaMu 1 6arato 1HIIOTO.

[TouaTu ciif 3 HaNaroXKEHHS MapIIPYTHU3aTOPIB MEPEKI.

with CNTL/Z.

changed state

Pucynox 3.1 — HanamryBanus mapmpytuzaropa R_1
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with CNTL/Z.

r line. End wi

Pucynoxk 3.2 — HanamryBanust mapmipytuzaropa R_2

Ha pucyHky 3 HajamrTyBaHHSIM MapiipyTu3zaropa R_2 MoxHa mobaunTy, sk Ha-
namtoByetrhesi DHCP relay agent. Ha mopti mapiupytusaTopa cyciiHbOl MigMepexi
BKasyeThesl [P-afapeca KOHTposiepy TOMEHY, SIKH B MEPEKI BUCTYIIA€ TaKOXK B POJIi

DHCP-cepsepa.

Jani 6yne mokazno BcranosienHss OC Windows Server 2019 ms cepsepis, Ta

OC Windows 10 m1st KITI€EHTIB MEpEexKi.

Hxumosuu B.C.
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4 Windows Setup

Windows Server- 2019

[ELTTELIRGALE S Frglish (United States) i

Time and currency format: |[EEIIERI{USEL B -

Enter your language and other preferences and click "Next" to continue

Pucynok 3.3 — Bubip MOBH, 4aCOBOT0 MOSCY Ta PO3KIAJIKH KJIaBlaTypu

lecting information

@ o) Windows Setup

Select the operating system you want to install

Operating system Architecture  Date modified
‘Windows Server 2019 Standard

\ 19 Stand

Windows Server 2019 Datacenter

Windows Server 2019 Datacenter (Desktop Experience) 37172020

Description:
This option installs the full Windows graphical enviranment, consuming extra drive space It can be

useful if you want to use the Windews desktop or have an app that requires it

2 Installing Wi

Pucynox 3.4 — Bu6ip Bepcii OC

Apx.
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@ &G Windows Setup

Where do you want to install Windows?

Name Total size Freespace Type

./ Drive 0 Partition 1: System Reserved 549.0 MB 5320 MB  System

‘/ Drive 0 Partition 2 495 GB 435GB Primary

44 Refresh K Delete & Eormat
&4 Load driver lj Extend

1 Collecting information 2 Installing Windows

Pucynok 3.5 — Po3nosineHHs 1HCKOBOTO MPOCTOPY

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Reenter password

Finish

Pucynok 3.6 — BctaHoBIIeHHS TTapoJit0 0OJIIKOBOTO 3aMUCy

[Taposnb moBrUHEH OyTH HE MEHIIIe 8§ CUMBOJIIB Ta Ma€ MICTUTH Xo4a 0 1 Benuky

JiTEpY.

Axumoesuy B.C. Apk.
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Server Manager * Dashboard

§ Dashboard <« g

i All Servers Qrnanize - Dicahla thic netwnrl device. Niannnce thiy

Local Server 4+ B « Networkand Internet > Metwork Connections v O

- @ | I'A Manage  Tools View Help

Search Metwork Connections 0

AD DS W

5 File and Storag l Networking

Connect using:

Ij Intel{R) PRO/1000 MT Desktop Adapter

Configure...
This connection uses the following items
£ Client for Microsoft Networks
lE'File and Printer Sharing for Microsoft Netwarks
005 Packet Scheduler
4 Intemit Protocol Version 4 (TCP/IPv4)
O 2. Microsoft Network Adapter Multiplexor Protocal
4 Microsoft LLDP Protecol Driver
[ 4 Intemet Protocol Version 6 (TCP/IPvE)
< >

Install Uninstal Properties

Description

Transmission Control Protocal /Intemet Protocal. The defautt
wide area network protocol that provides communication
across diverse interconnected networks

oK Can

Internet Protocol Version 4 (TCP/IPvd) Properties X
General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

1P address: 01, 4 .20, 2
Subnet mask: 255 . 255 . 255 . 128

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

1=}
o

201, 4 .

Alternate DNS server: 1. 4 .20, 3

[ validate settings upon exit Advanced

Cancel

Titem  1item selected

W 7l dg ENG

Pucynox 3.7 — HanamrryBanus [P-anpecu Server_1

3.2 HajmaroaxeHHs1 CepBICiB JIOKAJIbHOI KOMII’OTEPHOI MepesKi

[Tepmmm cepBicom, kUit Oyjie BCTAHOBJICHHI Ta HAJAIITOBAaHUN Ha cepBepi
1e JoMeHHi ciyxou Active Directory, cTBopeHuii JoMeH Mepexi Ta J0JJaHUuil OCHOB-

HUH Ta J0JATKOBUI CEpBEP B POJI1 KOHTPOJIEpa TOMEHY.

Hatuckato Jlonatu poss 1 GyHKuii Ha iHPopMaLiiiHii manesni. Binkpuerbcs
MaicTep 1ofaBaHHs poJied Ta GyHKIIH. Y CIUCKy poJielt BuOuparo ciykou Active

Directory Directory, Ta o4ikyto BctaHoBIeHHs (puc. 3.8).
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m T [ Ty — DESTINATION SERVER
Select server roles WIN-CFE3SR4I0DT
- %

Selact one or more roles to install on the selected server. |, Add Roles and Features Wizard X

L
ii Filg L\\‘,cles

Add features that are required for Active Directory
Domain Services?

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management

DHCP Server 4 Remote Server Administration Tools
DNS Server 4 Role Administration Taols
Fax Server 4 AD DS and AD LDS Tools

I M| File and Storage Services (1 of 12 installed) Active Directory module for Windows PowerShell
Host Guardian Service 4 AD DS Tools
Hyper-V [Tools] Active Directory Administrative Center
Network Policy and Access Services [Tools] AD DS Snap-Ins and Command-Line Tools

Print and Document Services
Remate Access

Remote Desktop Services
Yolume Activation Services
Web Server (IIS)

Windows Deployment Services Include management tools (if applicable)
Windows Server Update Services

,..

Performance Services [
BPA results Performance
BPA results

F= Add Roles and Features Wizard

DESTINATION SERVER

Installation progress win-CreasRaioDT

View installation progress

o Feature installation

ed. Installation succeeded on WIN-CFE35R4I0D7.

Configuration req

Active Directory Domain Services
Additional steps are required to make this machine a domain cantroller.
Promote this server to a domain controller

Group Policy Management

Remate Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools Hide
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next
Services Performance
Performance BPA results

BPA results

72 dg ENG

Pucynox 3.9 — Ycminine BCTaHOBIIEHHS
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CTBOpPIOIO JIOMEH Ta MIIBUIILYIO CEpBEP /10 KOHTpoJiepa qomeny (puc. 3.10).

Post-deployment Configura... |

Configuration reguired for Active Directory Domain

Services at WIN-CFE35R410D7T

Promote this server to a domain cofpiroller

Task Details

T WTAMAT e AT

Pucynok 3.10 — I1epexia no nanamryBaas AD DS

CTBOpIOIO HOBMIA JIIC Ta BBOXKY Ha3By HOBOro joMeHy (3.11).

[ Active Directory Domain Services Configuration Wizard — X
Depley @EnGanatie TARGET SERVER
eployment Configuration WIN-CFE35RA10DT

Deployment Configuration

Select the deployment operation
Dom:. Options - . .
() Add a domain controller to an existing domain
Sodiionalopiions ) Add a new domain to an existing forest

Paths ® Add a new forest
Review Options

Specify the domain information for this operation
Prerequisites Check

Root domain name: yahymavych.net

More about deployment configuraticns

tm Fyl dg ENG 20

Pucynok 3.11 — CTBOpeHHS IOMEHY

3aiaro naposib, Ik moTpedyeThes i iHcTansii (puc. 3.12)

Hxumosuu B.C.
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s Active Directery Domain Services Configuration Wizard - X

. - TARGET SERVER
Domain Controller Options WIN-CFE3SRAIODT
Select functional level of the new forest and root domain
TEE Forest functional level | Windows Server 2016 -]
Additional Options Domain functional level: | Windows Server 2016 ¥ |
Paths = 3 .
Specify domain controller capabilities
Review Options Domain Name System (DNS) server
Prerequisites Chack /] Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: |uoou"oo |
Confirm password: [saeasennsd |
More about domain controller options
<Previous | [ Net> | | nstall | [ Cancel

Pucynok 3.12 — I[1aponb

You're about to be signed out

restarte se Active Di m i s installed or

Pucynox 3.13 — 3aBepiieHHs] BCTAHOBJICHHS Ta MEPEBAHTAKCHHS

Hxumosuu B.C.
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Jlomaro apyruii KOTposep B CTBOpeHui qomeH (puc. 3.14)

Server Manager * Dashboard @1 I'A Manage Took  View  Help

Dashboard & ) ”
- m] *

§ Local Server | [ Active Directory Domain Services Configuration Wizard

ii All Servers
o e e TARGET SERVER
il AD DS Aeuloymem Configuration WIN-SCORRH1AH3Q
! = Hide
W File and Storag k
D: loyment Configuration
ERY WEREEM ... the deployment operation
omal I ptions

® Add a domain controller to an existing domain

() Add a new domain to an existing forest

Paths O Add a new forest
Specify the domain information for this operation

Domsin pa——

Supply the credentials to perform this operation

YAHYMOVYCH\WAdmin

More about deplaymer

Services Services

2
i dy ENG

Pucynox 3.14 — JlonaBa"Hs Apyroro KOHTpoJepa I0MEHy

[lepeBipsito HasIBHICTH KOHTPOJIEPIB Y BIAMOBIAHOMY OCHaileH1 (puc. 3.15)

[ Active Directory Users and Computers
File Action View Help

Ll A= (N=RIENERETN 7 Rl RS =S

] Active Directory Users and Com|| Name Type DC Type

- Saved Queries ISWIN-GCORRH1AH3Q  Computer GC Default-First:Si...
Yo yahg:;;y‘h'm A WIN-CFE3SRAIODT Computer GC Default-First:Si...
9 Computers

3 Domain Contrallers
| FareignSecurityPrincipall
“| Managed Service Accout

Site Description

7 Users

@ 7 dg ENG

Pucynox 3.15 — Ciucok HasiBHUX KOHTPOJIEPIB JOMEHY
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Bceranosmtoro DNS Ha koHTpOsiep nomeny (puc. 3.16)

Server Manager * Dashboar @I F verage o v

B Local Serve
- DESTINATION SERVER
es WIN-CFEISRAIODT.yahymovych.net

AllServers | Select server ro
AD DS

& DNS

ii File and Stq

Select one or more roles to install on the selected server,

Roles Description

Dormain Name System (DNS) Server
provides name resolution for TCP/IP
netwaorks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory

[ Active Directory Certificate Services

| Active Directory Domain Services (Installed)
[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

[ Device Health Attestation Domain Services. If you select the
[ DHCP Server Active Directory Domain Services
v role, you can install and configure Hide
[] Fax Server DNS Server and Active Directory
1 W] File and Storage Services (2 of 12 installed) Domain Services to work together.
[ Host Guardian Service
[ Hyper-v

] Network Policy and Access Services
[] Print and Document Services

[ Remote Access

[[] Remote Deskiop Services

[] Volume Activation Services

] Web Server (IIs)

[ Windows Deployment Services

[[] Windows Server Update Services

BPA results BPA results

Pucynoxk 3.16 — Bcranosnenns posni DNS-cepsepa

Honaro DNS-3anuc mist mopty mapiipyrtusaropa (puc. 3.17)

anage  Tools

File Action View Help
WQEE?“’_WY)‘D HmElEE@
§ g & ons New Host X [ata Timestar

v f] ‘WIN-CFE35R410D7
~ [ Fornard Lookup Zones || Nam ([} parent domain name if blank):
1 _msdesyshymovych |RDUE,1 ‘

s ol 1 yah hunet
= 9 Reverse Lookup Zones || Fully qualified domain name (FQDN):
g A | Trust Points |Rnut&r1‘vahymuvyd’v.net. ‘
Cenditional Forwarders
1P address: 9], win-cfe3srdiodT.yahy... static
|zn1‘4.zn‘1| in-cfe3SrdiodT.yahymov... static
1.4.20.2 20.06.20;
Create associated pointer record
gm\ th ﬁD ted FT::) date DNS records with th 14203 2106200
low any authenticated user to upda records with the |
Sa3Me OWner name 1.4.203 21.06.200
1.4.20.2 static
Add Host Cancel
< PR >
Performance I Performance
BPA results BPA results

wm 7 dg ENG

Pucynok 3.17 — logaBanust DNS-3anucy
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CTBOpEHHS 30HU 3BOPOTHHOT'O MEPETIISILY

CtBoproro HOBY 30HY uepe3 ocHamieHHs DNS Manager (puc. 3.18)

=]
— T
s anage  Tools  View  Help
File Action View Help
Nes| 7w BmEl § 8
L £ DNS
_ ~ F WIN-CFE35R4I0DT New Zone Wizard x
B A ~ [ Forward Lookup Zones
i Al &1 _msdes.yahymovych Welcome to the New Zone
N 21 yahymovych.net Wizard <
em D) | Reverse Lookup Zones el |
= - is wizard helps you create a new zone for your
Trust Point: Thi d hell ite o DNS
LCls o Trust Points server.
| Conditional Forwarders /é A zone translates DNS names to related data, such as [P
addresses o netwark services.
To continue, dick Next.
< >

ii All Servers 1

@ Manageability

o1
g e NG oy B

Pucynox 3.18 — MaiicTep cCTBOpeHHS 30H

OOGwuparo nepBUHHY 30HY (primary zone), o0 MalOyTHIO 30HY 3BOPOTHOTIO TIe-

pernsigy OyJIOCTBOPEHO Ha MOTOYHOMY cepBepi (puc. 3.19)

MNew Zone Wizard

Zone Type E‘

The DMNS server supports various types of zones and storage.

Select the type of zone you want to create:

(@) Primary zone
Creates a copy of a zone that can be updated directly on this server,

(C)Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back Cancel

Pucynox 3.19 — Bubip tuny 30Hu
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OO6wuparo 30Hy perutikaiii s cTBOproBaHoi 30U DNS - y naHoMy BUMIaKy pe-

TTiKaris qanux oyne BimoyBatucs 3 1i€i 3oHu DNS Ha Bcix DNS-cepBepax, opranizo-

BaHMX Ha KOHTpoJjepax AoMeny (puc. 3.20)

MNew Zone Wizard *
Active Directory Zone Replication Scope ;‘
‘fou can select how you want DNS data replicated throughout your network., .
| §

Select how you want zone data replicated:

(O) To all DNS servers running on domain controllers in this forest: yahymovych.net
(®) To all DNS servers running on domain contrallers in this domain: yahymovych.net
(O To all domain controllers in this domain (for Windows 2000 compatibility):

yahymovych.net

To all domain controllers spedified in the scope of this directory partition:

< Back Cancel

Pucynok 3.20 — 3onHa perurikarii

Bkasyto, Bepcito IP-iporokony, sixka Oy/ie BUKOPUCTOBYBATHUCS Y CTBOPIOBaHIM

30H1 3BOPOTHOTO Tieperisiay (puc. 3.21)

MNew Zone Wizard *
Reverse Lookup Zone Name ;‘
A reverse lookup zone translates IP addresses into DNS names. .
8-

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG
addresses.

(®) IPv4 Reverse Lookup Zone

(O IPv6 Reverse Lookup Zone

< Back Cancel

Pucynok 3.21 — Bepcist npoToKoJy 7151 30HU

Bxkasyto iM’sl cTBOpIOBaH1i 30H1 3BOPOTHOTO neperisay (puc. 3.22)
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HanamroByto quHaMmiuyHe OHOBJIEHHS CTBOprOBaHO1 30HH DNS. Taki oHOBIEHHS

MNew Zone Wizard X

Reverse Lookup Zone Hame ;‘
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
0 4 20

The network ID is the portion of the IF addresses that belongs to this zone, Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0.10.in-addr.arpa.

(_JReverse lookup zone name:

201.in-addr.arpa

< Back Cancel

Pucynok 3.22 — Im’st 30HU 3BOPOTHBOTO MEPETIISAAY

OyyTh B11IOYBATHCS JIUIIIE 3 JJOBEPIHUX pKepen (puc. 3.23)

MNew Zone Wizard >

Dynamic Update ;.
‘You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates, | >
Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) allow only secure dynamic updates (recommended for Active Directary)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
A This option iz & significant security vulnerability because updates can be
222 accepted from untrusted sources.

(Z) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Cancel

Pucynox 3.23 — JlunamiuHi OHOBJICHHS

MNew Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

(Y ¢
N il

Name:  20.4,201.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

< Back Cancel

Pucynok 3.24 — 3aBepiieHHs
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HanamryBanns DHCP-cepsepa

Bcranosnenns poni DHCP-cepsepa (puc 3.25)

= Add Roles and Features Wizard

nstallation progress

View installation progress

O Fesrreinstaliation

- x

DESTINATION SERVER
WIN-CFE3SRAIODT yahymovych.net

Configuration required. Installation s shymo
DHCP Server

Launch the DHCP post-install wizard

Complete DHCP configuration

Remote Server Admi ation Tools

Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this page again by clicking Notifications in the

command bar, and then Task Details.

Export configurat

T dse

Pucynok 3.25 — Ycminine BCTaHOBIICHHS.

[z DHCP Post-Install configuration wizard - *
summary
The status of the post install configuration steps are indicated below:

Creating security groups [ETTSH——— -1

Please restart the DHCP server service on the target computer for the security groups to be effective.

Authorizing DHCP server s JONE

Pucynok 3.26 — JloHanamTyBaHHs
Hxumosuu B.C. Apxk.
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File Action View Help

o= rnEEcl BEE

& DHCP _ Actions
v F win-cfe35rdiod7.yahymovych.net I.o.l Add a Scape os
v B IPvd b
.4 Server Options i . More Actions
.i i ust
gl Policies New Scope Wizard
¥| Filters

B v Welcome to the New Scope

Wizard

This wizard helps you set up a scope for distibuting P
addresses to computers on your network.

To continue, click Next

Pucynox 3.27 — Maiictep o0nacTteit

Bxkasyto iM’s Ta onuc aiisa obnacrti (puc 3.28)

Mew Scope Wizard
Scope Name e
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your netwaorl.

Mame: |N1

Description: |Fil'5l Subnet|

< Back Cancel

Pucynox 3.28 — Im’st o6macTi
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Bka3zaB mouatkoBy Ta kiHneBy |IP-anpecy miamepexi Ta Mmacky (puc. 3.29)

Mew Scope Wizard

IP Address Range ——
You define the scope address range by identifying a set of consecutive IP addresses.

Corfiguration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: | 201. 4 . 20 . 1

End IP address: 2004 20 126
Configuration settings that propagate to DHCP Client

Length: EJ;I
Subnet mask: 25b . 255 . 255 . 128

< Back Mext = Cancel

Pucynok 3.29 — Jliama3on aapec

JloaeMo f1anas3oH ajapec, skl He Oy1yTh BUKOPUCTOBYBATHCS JJIs1 aBTOMATHY-
HOT'O TIPUCBOEHHS MPUCTPOSM MEPEXKI, a 3a7jaHl CTAaTUYHO JJIsi CEPBEPIB 1 MOPTY Map-

mpyrtusatopa (puc.3.30)

Mew Scope Wizard

Add Exclusions and Delay ——
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER mezssage.

Type the IP address range that you want to exclude. ff you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:
M. 4 .1 200 4 .20 . 3 Add

Subnet delay in milli second:

Excluded address range:

< Back Next > Cancel

Pucynok 3.30 — /[iama3on BukmitoueHux IP-agpec
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New Scope Wizard

Router (Default Gateway) ——
You can specify the routers, or default gateways. to be distributed by this scope.

To add an |P address for a router used by clients, enter the address below.

IP address:

201.4.20.1

il

Next = Cancel

Pucynox 3.31 — [1lit03 3a 3aMOBUyBaHHIM
HanamryBanns BiamoBocTiitkocti DHCP

3amyckaro MaiicTep HaJallTyBaHHsS BIIMOBOCTIMKOCTI Ta BHOWparo BCl MigMe-

pexi (puc. 3.32)

@
]

File Action View Help

=== HE &
cg‘ [EHCP Contents of DHCP Status
v B v:fm-cfa35r4|Dd?.yahymuvych.net 5 win-cfe3SrdiodT.yshymovych.net

v 3 IPvd

1| Scope [201.4.20.0] N1
| Scope [202.4.20.0] N2
3 Server Options

Configure Failover

Introduction to DHCP Failover

4| Policies

¥| Filters
2 Iov DHCP Failover enables high availability of DHCP services by
B 1P synchronizing |P address lease information between two DHCP

servers. DHCP failover also provides load balancing of DHCP
requests

This wizard will guide you through setup of DHCF failover.
Select from the following list of scopes which are available to be
configured for high availability. Scopes which are already
configured for high availability are not displayed in the list below

Available scopes: [V Select all

Pucynok 3.32 — HanamrryBanus
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Bubupato npyruii KoHTpoJep 1oMeHy Juis HajamTyBaHHs (3.33)

Specify the partner server to use for failover

Add Server

Select a server you want to add to your console.

" This server.

{+ This authorized DHCP server:

? pad

Provide the host name or IP address of the partner DHCP server with which falover

EEE=

Name IP Address

win-ScOrh1ah3q yahymovych net 2014203

win-cfe 35rdiod 7 yahymovych.net 201.4.20.2

< Back

Cancel

Pucynox 3.33 — Bubip apyroro konposepa

Bubpani HanamryBaHHs Ta BCTaHOBJIEHHS. Jpyruii KoHposep Oyje npaitoBaTi

B pexkumi “I'apsyoi 3aMinn”, TOOTO y BUIAAKY BUXOJY 3 JIaJly TEPIIOrO0 KOHPOJIEPY

a00 3aIJIaHOBAHOTO TEXHIYHOTO 0OCIYyTOBYBAaHHS, IPYTUil Bi3bMe Ha ce0e BCIO poOOTy

(puc. 3.34)

Failover will be set up between win-cfe35rdiod 7 yahymovye... and
win-9cOmh 1ah3q yahymovyc... with the following parameters.

Scopes:

202.4.200

Configure Failover
201.4.200

Progress of failover corfiguration

The log below shows the progress of the various tasks for configuring failover
including any emors encourtered.

Hot Standby Configuration
Role of Partner Server: Standby

Addresses reserved for standby: 5%

Configure failover successful.

Relationship Name: windeBSrflind?yahym Add scopes on patner Server ................................ouccessful
mg;\:um Cllert Lezd Time: E;rss“‘la[:;nhlns Disable scopes on partner server ................ Successful
State Switchover Interval 10 mins ¥ Creation of failover configuration on partner server . ....... Successful

Creation of failover configuration on host server ........... Successful
< Activate scopes on partner server.............................successful

Close

< Back Finish Cancel

Pucynok 3.34 — BuGpaHi HanamTyBaHHs Ta yCIilIHE BCTAHOBJICHHS
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Byno 3aiiicHeHe HamamTyBaHHS CIIYKO BIJaI€HOTO POOOYOTO CTOTY

Bcranosmntoro HeoOXiaH1 ciyk0u 111 podoTH (puc. 3.36)

= Add Roles and Features Wizard — O X
V- . - DESTINATIOM SERVER
ew p I'Og ress Standard deployment selected
The selected Remote Desktop Services role services are being installed.
Server Progress Status

RD Connection Broker role service

WIN- I Succeeded
CFE35R4I0D7.yahymovych.
net

RD Web Access role service

WIN- I Succeeded
CFE35R4I0DT.yahymaovych.
net

RD Session Host role service

WIN- I Succeeded
CFE35R4I0DT.yahymaovych.
net

Pucynok 3.36 — 3aBepiiieHHs] yCTaHOBKH

[ Add RD Licensing Servers — O

View progress

The role service is being installed on the following servers.

Server Progress Status
Remote Desktop Licensing role service
WIN- | In Progress
CFE35R4IODT.yahymavych.  Installing...
net
< Previo Nex Ad Cance

Pucynok 3.37 — Ponb cepBepa minesii
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VY BIACTUBOCTSIX CUCTEMHU Ha KOHTPOJIEP1 JOMEHY, BKa3yl0 IpyIly KOPUCTYBaUiB,

sIKa 3MOKE MaTH JIOCTYII JI0 BiJyTaJieHux cepsiciB (puc.3.38)

\
| Computer Mame Hardware Advanced Remote

Remote Assistance

Allow Remote As| Remote Desktop Users ? x

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

€7 YAHYMOVYCH \Domain Lsers

Remote Desktop

Choose an option, a

() Don't allow remn‘/\\sYAHYMOWCH'-.VAdmin already has access.

(®) Allow remote con e

Allow connect To create new user accourts or add users to other groups. go to Control
Diesktop with Panel and open User Accounts

Help me choose oK Cancsl

oK Cancel

Pucynox 3.38 — J[03Bia1 Ha BiggaieHE MIKITFOYCHHS

Bkasyto, 1o ninen3yBaHHs Oyjie 3/1iCHIOBaTUCS Y pexuMi Per User 1 mepeko-

HYIOCh, III0 Y POJIi CEpBEPY JIIEH3yBaHHS 00paHO MEpIIui KOHTPOJIEp AJOMEHY (puc.
3.39)

[ Deployment Properties - m} ®

Configure the deployment

Show Al
RD Gateway
RD Web Access

Certificates

N +

RD Licensing

Select the Remote Desktop licensing mode:

() Per Device

+ o+

(®) Per User

Specify a license server, and then click Add:

I

Select the order for the Remote Desktop license servers:
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
1o the specified license servers in the order in which you list them,

'WIN-CFE35R4I0D7 yahymovych.net ‘

[ ok |[ cancet ][ appy

Pucynok 3.39 — JlonanamryBanus RD Licensing
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Jlaini cTBOpIOIO cepTU(IKaT, IKMl BUKOPUCTOBYBATUMETHCA IS JIIIICH3yBaHHS,

a TaKOoX 3ajato naposib (puc. 3.40)

EX Administrator: Windows PowerShell

cert:\localmachine\my

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachineymy

Thumbprint Subject

DB19193C12E71ESB9211ABFES (N=RDP

S C:\Windo ConvertTo-Securestring

Pucynok 3.40 — CepTtudikar i mapoib

JHonaro iHcTpymeHT y MMC-koHcons (puc. 3.41). MMC (Microsoft

Management Console) — 1ie 3aci6 cTBOpeHHs, 30€peKeHHS Ta BIIKPUTTS aIMiHICTpa-

TUBHHUX 1HCTPYMEHTIB, 3BaHMMHU KOHCOJISIMHU (consoles) [17]

]
i@ File Action View Favorites Window Help

=@ = HE

| Console Root

Name

Add or Remove Snap-ins
¥ou can select snap-ins for this consdle from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, yau can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

Snap-in Vendor ~ | Console Root Edit Extensions...
!, ActiveX Control Microsoft Cor... (5l Certficates (Local Computer) o
[ ADSI Edit Micrasoft Cor... e
[Ta authorization Manager Microsoft Cor...
5 Certificates Microsoft Cor... e
. Component Services  Microsoft Cor... o
& computer Managem... Microsoft Cor... R
A Devif& Mar\agerg Microsoft Cor...
DHCP Microsoft Cor...
{FDiskManagement  Microsoftand...
2, D5 Microsoft Cor...
2] Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
[, Group Policy Manag... Microsoft Cor... Advanced...
Description:
The Certficates snap-in allows you to browse the contents of the certficate stores for yourself, a service, or a computer.

oK Cancel

om T3 dg ENG

Pucynok 3.41 — Koncoas MMC

Buxonyro excriopt HeoOximHoTO ceptudikary (puc. 3.42)

Actions

There are no items to show in this view, e S

23.06.2022 E'
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(puc. 3.43)

& ¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

‘fou have spedified the following settings:

File Name C:\Users\VAdmin\Desktop\RDP_Certifi
Export Keys fes

I‘:gude all certificates in the certification path Yes

Filé Format Personal Information Exchanage (*.pfix
< >

Finish Cancel

Pucynok 3.42 — Excriopt ceptudikary

[ Deployment Properties

Configure the deployment

RD Gateway + Manage certificates
RD Licensing +

A Remote Desktop Services deployment requires certificates for server authentication,
RD Web Access +

single sign-on, and establishing secure connections.

Certificates =

Current deployment certificate level is Untrusted
Nhat is a certificate level?

Role Service Level Status State
RD Connection Broker - Enable Sinc  Untrusted oK Success
RD Connection Broker - Publishing  Untrusted oK Success
RD Web Access Untrusted OK Success
RD Gateway Unknown -

Subject name: CN=RDP
View Details

This certificate is required to enable Remotelpp and Desktop Connection subscription
and server authentication for RD Web Access.

You can update this certificate by creating a new certificate or by selecting an existing
certificate.

Create new certificate... | | Select existing certificate... |

| 0K | | Cancel Apphy

Pucynok 3.43 — JlineH3yBaHHs

[IpoBoKy JilIeH3yBaHHS CEPBICIB 3a JOIMOMOTOI0 €KCIIOPTOBAHOTO CEPTU(IKATY
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Cropennst DNS-3anucy npo BiinoBiAHy BijjgaieHy ciayxO0y (puc 3.44).

&

File Action View Help

| rmXE =z Hm 8§ 86

£, DNS
w5 WIN-CFE3SRAIODT
~ [ Forward Lookup Zones
= _msdcs.yahymovych
= yahymovych.net
| Reverse Lookup Zones
-1 Trust Points
~| Conditional Forwarders

Mew Host w pta Timestam

MName (uses parent domain name if blank):
| RDP |

Fully qualified domain name (FQDM):
| RDP.yahymovych.net. |

0], win-cfe35rdiod7.yahy... static
n-9cOrrhlah3g.yahyme..  static

IP address:
| 201.4.20.2

n-cfedirdiod7.yahymov...  static
Create assodated pointer (PFTR) record 1.4.20.3

21.06.2022
[JAllow any authenticated user to update DNS records with the 1.4.202 20.06.2022
SEME OWNEr Name .

1.4.20.1 static
% 1.4.20.3 static
1.4.20.2 static

1.4.204 22.06.2022

£ >

Pucynok 3.44 — CtBopenns DNS-3amnucy

CtBOpeHHS KOJIEKIIIi B sIKI OyIyTh J0/JaH1 BIJMOBIIHI MIPOTpaMH, JJIs Bijijiajie-

Horo goctyny (puc. 3.45)
f& Create Collection

Confirm selections

Before You Begin

ser Gro
ser Profile Disks
Confirmation

— O X

Collection Name

RD-Caollection
Users and User Groups

YAHYMOVYCH\Domain Users
Remote Desktop Session Host Servers

WIN-CFE35R4I0D7.YAHYMOWVYCH.INET
User Profile Disks

No

Mext > | Create | | Cancel

Pucynok 3.45 — CTBOpeHHS KONEKIIil
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f& Publish Remotefpp Programs

Confirmation

[y

RemotzApp Programs Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.

RemoteApp Program Location
-7_ Calculator FESYSTEMDRIVES\Windows\system32\win32cal...
R Remots Desktop Connection

FSYSTEMDRIVESS\Windows\system32\mstsc.exe

< Previous MNext >

[ publish | [ concel

Pucynox 3.46 — JlomaBaHHs porpaM B KOJISKITIIO

HanamryBansns 11S Ta 3amyck caiity

CtBOpIOIO MaNKy HA CUCTEMHOMY IUCKY AJisl (haidiiB cailty (puc. 3. 47)

] = | site
Home  share View

&« v » ThisPC » Local Disk (C:) » inetpub > wwwroot > site

~
MName Date modified Type Size
s Quick access
index 24.06.2022 23:56 HTML File 2KB
[ Desktop 4
& Downloads

5| Documents

&= Pictures

== VBOX (\\VBoxSvi
[ This PC

¥ Metwork

Pucynox 3.47 — ®aiinu caiity

Jlonaro BeOcaliT yepe3 BIAMOBITHUN MEHEHKEDP, BKA3YIO MUIAX 10 Manku 3 ¢aii-
JIaMU CaTy, BKa3ylo Ha3By cailty (puc. 3.48)
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bl
<« &) » WIN-CFE3SR4IOD7 » Sites »

File View Help

Sommertons UJ' Sites
< - # |8 E
W Start Page .
-85 WIN-CFE3SRAI0DT (YAHVMG)
-} Application Pools Name ]

ol Sites D Default Web Site 1

< ;| [TFwmvin] & Comantview

Ready

Add Website ? X

Content Directory
Physical path:
|Crinetpubiwwwrootisite

Binding

Type: 1P address: Port:
http | [ unassigned ] [e0 |

Host name:

site.yahymovych.net |

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

Pucynok 3.48 — CtBopeHHs HoBoro caity B |1S Manager

CrtBopennst DNS-3anucy npo caiit (puc 3.49)

Mew Host

Mame (uses parent domain name if blank):

| site

Fully qualified domain name (FQDM):

| site, yahymovych.net.

IP address:

|201.4.2n.2|

same owner name

Create assodated pointer (FTR) record
[JAllow any authenticated user to update DNS records with the

Cancel

Pucynox 3.49 — CtBopenns DNS 3amnucy

[Tepexoxy 3a BIJIMOBIAHOIO aJIPECOI0 Ta MEPBIPSI0 Mpale3aaTHICTh cailTy. s

nepeBipku podoTH OyJia 3BepcTana mpocta gpopma peectpartii Ha html (puc. 3.73).

3a gomomororo gaHoro Bed-cepepy OU Programmers MoxyTh 3aiycKaTu Jio-

KaJibHO caiiT, a OU Testers nepexoauTu Ha CalT 1 BIMOBIIHO TPOBOJAUTH TECTYBAHHS

PO3pO0OJICHOTO CalTy Ta BIAMPABISATH BIJOMOCTI PO MOMUJIKHM Yepe3 CIIIbHI MaIKH.
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HanamryBanHs manok ajisi KOpUCTYBa4iB Ta KBOT

CrBoproro HOBY TpymnoBy nomitky st OU Developers 3a gonomororo koHcomi

MMC ta y po3auti KoH(Irypaliil KOpUCTyBauiB MPU3HAYAIO HOBY CIIUIbHY MaMKy (puc

3.50)

B Consolel - [Console Root\GPO_Developers [WIN-C
T File Action View Favorites Window Help
ez |amol=cz HE e +

] Console Root
v 5] GPO_Developers [WIN-CFE35R4I0DT.yahymo] i
~ i Computer Configuration === Dnve Maps
[ Policies
(] Preferences
~ i, User Configuration
(] Policies
v [ Preferences
~ [ Windows Settings
() Applications
2 Drive Maps
Environment
&7 Files
[ Folders
Ini Files
o Registry Description
[7] Shortcuts No policies selected
(=] Control Panel Settings

Processing

Con do Drive Mai x
- & x
New Drive Properties X Actions
Drive Maps -
General
Lot More Actions »

nnect

== I P -

Location: [ \win-cressRa10D 7 Folderal |
Recomnect: Label as:
Drive Letter

(O Use first available, starting at: (@) Use: 2F ~

Connect as (optional)
User name:

Passward: Confirm password:

Hide/Show this drive Hide/Show all drives
(®) Mo change (®) No change
(O Hide this drive (O Hide all drives
O show this drive O show ll drives

< > | Preferences f Extended j Standard
Drive Maps

Pucynox 3.50 — CTBOpeHHsI CIIUJIBHOI MAIKH

CtBOpIOI0 OCOOUCTI MAMKy Jisl KopuctyBadiB (puc 3.50)

E’;D‘ECE - [Console Root\GPO_Developers [WIN

Fl\e Action  View Favorites  Window  Help

e | nEkta mdz HE RO +

| Console Root
~ = GPO_Developers [WIN-CFE35RAI0D7.yahymov,
~ % Computer Configuration
[ Policies
] Preferences
~ i, User Configuration
[ Policies
~ [] Preferences
v [ Windows Settings
) Applications
2 Drive Maps
Environment
5 Files
(3¢ Folders
Ini Files
@’ Registry
[ Shorteuts
Control Panel Settings

New Folder Properties x

B Folders
General  Common
Processing @é Action: | create v

Path: [ Wwimi-cPE35R 41007 \Personal\?e ogonuser % | | ..

Attributes
[CJread-only
[ Hidden
Archive

Description 2

Delete this folder (if emptied)
No palicies selected

Recursively delete all subfolders (if emptied)
Delete all files in the folder(s)

Allow deletion of read-only files/folders

Ignore errors for files/folders that cannot be deleted

Cancel Apply Help

Pucynok 3.51 — HanamtyBanHst 0COOMCTHX Manok

Hxumosuu B.C.

Tonosns O.C.

KIKKP.6 —123 -20-T13

3mnu. | Apk. Ne 0okym. Hionuc | Hama

Apx.

67




[ Add Roles and Features Wizard - o X
Installation progress

DESTINATION SERVER
WIN-CFEISRAIODT yahymovych.net

View installation progress

O Featureinstallation

Installation started on WIN-CFE35R4I0D7.yahymovych.net

File and Storage Services
File and iSCSI Services
File Server Resource Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools

File Server Resource Manager Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Pucynok 3.52 — BeranoBnieHHs GhaidsioBUX CITYKO

5 File Server Resource Manager

File Action View Help

=7 5 HE
33 File Server Resource Manager (Local) || Ejer: Show al: 2 tems
v 58 Quots Management -
< Quiotas Quota Path % Used Limit Quota Type Source Template Match Template
3] Quots Templates B Source Template: FolderAll_Quota (1 item)
L File Screening Management
g & ChUsers_Folders\FolderAll 0% 500 MB Hard Folderall_Quota Yes
ﬁ Storage Reports Management
=i Classification Management B Source Template: Personal_Quota (1 item)
& File Management Tasks
% C\Users_Folders\Personal 0% 105 MB Hard Personal_Quota Yes

Pucynok 3.53 — BikHO MeHeKepa pecypciB

Uepes MeHEMKEp pecypciB CTBOPIOK HOBWU IIA0J0H KBOT IS CHUIBHUX Ta
MEePCOHANBHUX Manok (puc. 3.54)

Create Quota Template

b'e Create Quota Template

X
Copy properties from quota template (optional): Copy properties from quota template (optional):
100 MB Limit ~ Copy 700 MB Limit ~ Copy
Settings

Settings
Template pame:

Template name:
| Personal_Quota ‘

[FolderAl_Quota |

Description (optional) Description (optional):

Space limit Space limit
Limit Limit
ve v

500 MB  ~
(®) Hard quota: Do not allow users to exceed limit

(® Hard quota: Do not allow users to exceed limit
(O Soft quota: Allow users to exceed limit {use for monitoring)

() Soft quota: Allow users to exceed limit (use for monitoring)

Notfication thresholds Notification thresholds
Threshold E-mail Event Log  Command Report Threshold E-mail Event Log  Command Report
Waming (85%) v Waming (85%) -
Warming (35%) v v Warming (95%) v v
Waming (100°%) v v Waming (100°%) v v
Add Add...

Cancel

Cancel

Pucynok 3.54 — CtBopeHHs 1m1a0J0Hy KBOTH
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Yepe3z MeHemKep pecypciB CTBOPIOIO KBOTH Ta

CTBOpeHI madnonu (puc. 3.55)

Create Quota *

Quota path:

|C “Users_Folders\Personal

Browse...

(® Create quota on path
(O Auto apply template and create quotas on existing and new subfolders
Gluocta propetties

You can either use properties from a quota template or define custom
quota properties.

How do you want to configure quota properties 7
(®) Derive properties from this quota template (recommended):

Personal_Qucta w

(O Define custom quota properties

Summary of quota properties:

= Quota: C:\Users_Folders'.Personal A
- Source template: Personal_Quota
i~ Limit: 105 MB {Hard)

=I- Notification: 4

: Waming(85%): Email
Waming(35%): Email, Event log

Cancel

Create Quota

Quota path:

|C “\Users_Folders"\FolderAll

(@) Create quota on path

34CTOCOBYIO IIONCPCAHBO

Browse...

() Auto apply template and create quotas on existing and new subfolders

Quota properties

You can either use properties from a quota template or define custom

quota properties.

How do you want to configure quota properties?

(®) Derive properties from this quota template (recommended):

FolderAll_Quota ~

(O Define custom quota properties

Summary of quota properties:

=1 Quota: C:\Users_Folders'FolderAl

i Source template: FolderAll_Quota
Limit: 500 MB (Hard)

—I- Motification: 4

; Waming(857%): Email
Waming(35°%): Email, Event log

Pucynok 3.55 — CTBOpeHHs caMux KBOT

Cancel

Ha.]'[aIHTYBaHHH IIOBHOI'O PE3CPBHOIO KONIIOBAaHHSI CHUCTEMM 3a JOITIOMOI'OIO

Windows Server Backup

BcranoBnennst HeoOx1aHO01 YHKITIT 1711 pe3epBHOTO KoIiroBaHHS (puc. 3.56)

Fﬁ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation
—

stal

on started on WIN-C|

DESTINATICN SERVER
WIN-CFE35RAICDT yahymovych.net

Windows Server Backup

Export configuration settings

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

< Previous Next > Close Cance

Pucynox 3.56 — BctanoBiieHHs (PYHKIIIT pe3€pBHOTO KOMiOBaHHS
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File  Action

3amyckaro OCHAIEHHS 7l PE3epBHOTO KOTMitoBaHHS uepe3 MeHro Ilyck

(puc. 3.57)

View Help

| 7o BE

@ whadmin - [Windows Server Backup (Local)\Local Backup]

@ Windows Server Backup (1
b Local Backup

}gﬁ You can perform a single backup or schedule a regular backup using this application.

Mo backup has been configured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizard to perform a regular or one-time backup.

Messages (Activity from last week, double click on the message to see details)

Pucynox 3.57 — Windows Server Backup

Bubupato tum pezepBHOro KormiroBaHHA (puc. 3.58)

¥ Backup Schedule Wizard *

=4

wia
,"_ ) Select Backup Configuration

Getting Started What type of configuration de you want to schedule?

Select Backup Configurat... ® Full server (recommended)

| want to back up all my server data, applications and system state.
Backup size: 11,90 GB

Specify Backup Time

Specify Destination Type
(O Custom

| want to choose custom velumes, files for backup.

Confirmation

Surnmary

< Previous Mext = Cancel

Pucynox 3.58 — Bubip Tumy pe3epBHOro KOMitOBaHHS

Time Message Description
Status
Last Backup Next Backup All Backups
Status: - Status: Total backups: 0 copies
Time: - Time: Latest copy:
View details B View details Oldest copy:

B View detsils
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3anaro yac, B Kl Oyjie BimOyBaTHCS pe3epBHE KomitoBaHHs (puc. 3.59)

Y@ Backup Schedule Wizard X

»

v . i
;I_ Specify Backup Time

Getting Started How often and when do you want to run backups?

Select Backup Configurat.., @ Onceaday
Specify Backup Time Select time of day: | 23.0p -
Specify Destination Type O Morethan once a day
. . Click an available time and then click Add to add it to the backup schedule.
Confirmation
Available time: Scheduled time:
Summary
~ 21:00
v
< Previous Mext = Cancel

Pucynok 3.59 — BuGip vacy 1j1st pe3epBHOTO KOIIIOBAHHS
CrtBopeHHs opraHizaniinux oauauip (Organization unit) momeny

CtBoproro OU niis kopuctyBadiB foMeny (puc. 3.60)

File Action View Help
e 2@ 40 REE HET e Ta%

] Active Directory Users and Com || Name

Type DC Type Site Descript
. Saved Queries IWIN-9CORR... Computer 6C Defautt-First-Si...
v & yahymovych.net 1M WIN-CFE35R... Computer GC Default-First-Si..
_| Builtin
| Computers
2] Domain Controllers MNew Object - Organizational Unit x
_| ForeignSecurityPrincipal:
_| Managed Service Accour :
| Users ~7 Createin:  yahymovych.net/
Name
|Deve\upers\

Protect container from accidental deletion

Cancel Help

Pucynox 3.60 — CtBopenns nepiioi OU
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Mew Object - Group ot

g;\ Create in:  yahymovych.net/Developers/Dev-Admins
e 1

Group name:
‘ Dev-Admins |

Group name {pre-Windows 2000):

‘ Dev-Adminz |
Group scope Group type
(®) Domain local (®) Security
(") Global () Distribution
(") Universal

Cancel

Pucynok 3.61 — CTBOpeHHS rpynu

Hanaro xoxniit OU agminicTaTopiB KOHTPOJIb Haa BianoBigHUMU OU KOpHCTY-

BauiB (puc. 3.62)

Delegation of Control Wizard >

Completing the Delegation of
Control Wizard

FP\?\].' You have successfully completed the Delegation of Control
1 lg"' \3 wizard.
Dev-Admins (YAHYMOWVYCH\Dev-Admins) ~

You chose to delegate the following tasks:

Create, delete. and manage user accounts

Reset user passwords and force password change at r
Read all user information

Create, delete and manage groups

Madify the membership of a group

Manage Group Puolicy links

Generate Resultant Set of Policy (Planning)

Generate Resultant Set of Policy (Logaing) W

To close thig wizard, click Finish.

< Back Cancel Help

Pucynok 3.62 — Maiictep neneryBaHHsI KOHTPOJIIO

AnmiicTpaTopam koxHOT OU Oyiio neneroBaHo KOTPOJIb JIJIsl BIAMOBIIHUX

OU kopuctysauiB. Ha puc. 3.62 noka3ani BCi Aii, 1K1 MOXYTb 3aCTOCOBYBATH a/IMiHI-

cTparopu 10 KoHTpoasoBanux OU, a came:
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CTBOpEHHS, BUJAJICHHS Ta YIPaBIIHHA 00JIKOBUMH 3alliCaMU
BinHoBneHHsa ab0 3MiHA MAPOJI0 KOPUCTYBaUiB
[lepenuBnsTucs BCro iHPoOpMaIIio Mpo KOPUCTYyBaviB
CTBOpIOBaTH, BUJAJISATH Ta YIPABISITH FPpyHaMH

PeparyBatu y4acHUKIB Ipym

KepyBatu nmocunanHsMu TPYTOBUX MOTITUK

CTBOpITH Pe3yNbTYIOUNA HA0Ip MOTITUK

Takox Oynu Mmoka3aHi HaJaIITYBaHHS CEPBICIB, 30KpeMa:

Sk mpueHaTUCs y AOMEH 3 HOBOI po00UO1 CTaHLIi
HanaromkenHs anapatHoro 3a0e3ne4eHHs] MEpEexKi
Bceranosnenna OC Ha cepBepu Ta poOoUl CTaHIIi

CTBOpGHHﬁI AOMCHY Mepemi Ta 10JaBaHHA OCHOBHOI'O Ta JOAAaTKOBOI'O

CEpBEPIB B POJIi KOHTpJIEpa TIOMEHY

HamamryBanas DNS

HamamryBannss DHCP

HanamryBaHHs BIIMOBOCTIMKICTb CEpBEPIB
HanamryBanns ciry>x0 Bi1aieHOTO TOCTYIY
HanamryBanus indopMmariitaux ciyx0 intepuety (11S)
CTBOpEHHS OpraHi3aliiHUX OJUHUIIb

CTBOpEHHS MaMoK 751 KOPUCTYBadiB Ta KBOT
HanamryBaHHs CiJIBHUX IPUHTEPIB
BHyTpinHb0CaiiTOBA peruIiKaris

HanamryBaHHsI TOBHOTO PE3€PBHOTO KOIIFOBAHHS
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3.3 TecTtyBaHHSI Mpane3JaTHOCTI BY3.J1iB Ta cepBiciB M00OYyA0BaHOI JTOKAJILHOL

KOMII’IOTEPHOI Mepexi

Server Manager * Dashboa

BPA results BPA results

@ T dg EN

Pucynox 3.63 — [lepeBipka 3B’s13Ky Mi’K By3JIaMH MEPEXKi

EX Command Prompt - =

routerl
201

19;
22/

b T dg ENG

Pucynox 3.64 — [linryBaHHs yepe3 JOMEHHE 1M s
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B KomangHuii paaok

indows IP Config

S suf

Mepexa

T
| Mpororon Inmeprery sepcir 4 (TCP/IPud) - enacusecti

3aransHi  AnsTEPHATMENE KOHIrypaLIA

MapaMeTpy NPaToKeNY IP MOXKYTE MPHSHUETHCA SETOMATUUHO, AKLLO
B3Iz HEPEKa NIATEVNYE TaKY MOKNMEICTS. B iHILOMY pasi Crin
OTDHMATH NEPEHETEM 1P B ANMHICTDATOS HEpet.

(®) OTpumaTIA TP-aapeCy aBTOMATI4HO

(O BrkopHcToBYBaTH Taky IP-anpecy:

(® OTpuMaTL agpecy DNS-CEPEEpa SETOMATHIHO

() BukopucTosyBaTh Taki anpeck DNS-cepsepis:

1
1

Ous. Taxod [
= floaaTroso. .
Bparamayt

Windows A & « Mep... > Mepexesiniganiou

Bnactmsog

0 NPUCTPOTDT ZUETHOCTAKE (BT D o

21:03

~ = G it

O llo6m noyaTv nowuyK, BEEAITE 33NMT TyT

% DHCP
File Action View Help

e R RENE P M

% DHcp
v 3 win-cfe35diod7.yahymovych.net
v G Ipva
w [ Scope[201.4.20.0] N1

i Address Pool
7 Address Leases
1| Reservations
.. Scope Options
5| Policies

Client IP Address
14 201.4.20.4

Name

Workstation-1.yahymovych...

Lease Expiration

01.07.2022 20:01:58

Pucynox 3.66 — po6ora DHCP-cepepa

Type
DHCP

Hxumosuu B.C.
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&

|

|m KomaHaHwii pagok - X

Pucynox 3.67 — [lepeBipka 3B’s13ky Ta DHCP y rocThoBiit Mepexi

[ &1 B3 RD Web Access X = X
< O @ A Momunka ceptudikata |t rdp.yahymovych.net/R brd v 7 &

‘& Work Resources
= ’,“ RemoteApp and Desktop Connection

RemoteApp and Desktops Help Sign out

) Caleul.. —

Current folder: / View Edit Help

= ¥

Calculator Remote
Desktop
Connection

0:17
24.06.2022 ES

,O LLlo6bm nouatv NoLyK, BBEAITb 3anuT TyT i A =) @ q)) ENG

Pucynox 3.68 — [lepeBipka pob0TH BiIJaICHOTO JOCTYITY
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i

File Action View Help
=% 25 Xz 0=

i Print M 1L
~ & C.ust A HP Neverstop Laser 100x PCLmS - O x PCLme
1_ A printer  Document  View
7| Al —
=L Document Name Status Owner Pages Size Submitted Port  jent Writer
# P ,ﬂ'MHﬂDM: Bnoknot Error - Prin...  Sheva 1 46,7 KB 1:07:22 24.06.2022 LPT1:
v | Print
v i
=
i
q
=
== Depl
< >
1 document(s) in queue

Actions
Printers

More Actions

HP Neverstop Laser 100x P...

More Actions

Pucynok 3.69 — I[lepeBipka cnijibHOTO IPUHTEPA

B Server Mansger

1§ pHep

2 DNS

¥R File and Storage Services b

EVENTS

Target computer not accessible

8 Komamannii pasor

| 7 Mansge  Toos

Not sctrvated

24062022 20815

Pucynox 3.70 — [IepeBipka poO60OTH BiIMOBOCTIHKOCTI
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&

File Action Vien Help

[/ || = | Users_Folders -
Home  Share  View
CREIR

< Local Disk (C:) > Users_Folders >

Name
# Quick aceess

B Desktop
J Downloads.

[2] Documents

Date modified
FolderAll

Personal

&= Pictures
[ This PC

&b Network

2items 1 item selected

v/ | Search Users Folders

&

& v Uealk

o X
@ ¢ & v EsuwnK v o Mlowy Lgii MK
2 # Wi gocryn 7 11204 (1)
Type [ Posounii crin 3D-06'exn m Bigeosanucu
File folder B 3acauranernn
File folder =
[£ Roxyuerm . Rokyment 3asanTakenia
=] 3o6paxenna j ‘
@ OneDrive obpanern J.' Mysuea
O ek o
& Mepea Pobound crin
v MpucTpoi Ta Hodii (2)
- Sokanwunii puck (C) Ouckosoa komnarr-gucris (D7)
W 5646 sinero 3 19416 L
>
_  Mepexesi posTawysatHs (2)
Folderll (F) P-Andiiy
- i (AWIN-CFE3SRAIOD7\Persona) (.
R 320 oinen03494T6 <& .

Enemenrie: 11

A 1LloB1 nouaTU NowwyK, BBEAIT 3aMHT TyT

Pucynok 3.71 — IlepeBipka poOOTH CHUIBHUX Ta OCOOMCTUX TMAMOK

M | [ = | KepyEaHHA
m Komm'ioTep Burnag 3acoBu AN9 POGOTH 3 SUCKAMU
« v 4 s Ueid MK

WV r
7 Wengknii goctyn Mankn (7)

[ PoBounii crin 3D-ob'exTn

‘ 3aBaHTaHEHHA

=] Aoxymerima 4oy Dokynenti

| 3obpaxeHHa ﬂ
¢@ OneDrive 3obBpakeHHa
[ LLeii ME
=¥ Mepexa

PoBouwii cTin

~ Mpwctpoi Ta HoclT (2)

Nokanenwii guek (C:)

Mewnye Lei MK

= DP-Andriy (\WIN-CFE35R4ODTPersonal) (P:) — BnacTug...

ﬁ Bl Zarani Besnexa [Monepepnieepcii  Hactporosanta
7
Tin: Mepexesmii mick
FPainosa
) cHcTEME: NTFS
B Gaimao: 409 6air  4.00KB
LoctynHo 110 096 384 Gaitt 104 MB
MicTricTs: 110 100 480 Gait 105 MB

. a
-
8,70TE sineHo 3 194 TB oy I P
IcKoBog
~ Mepexesi posTawysaHHa (2)
Folderall (F) R [JCckam uiei mick AnA saou1anxeHHA Micla
E{' Ab BinbHO 3 5

[#] DosBonimi iHoEKCYBaHHA BMICTY BaANis Loro MACKY., AK
[ONOBHEHHA ANA IXHiX BNACTMBOCTER

Ckacysam

X

Pucynok 3.72 — I[lepeBipka poOOTH KBOT
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o 2 http://site. yahymowych.net/Tkg=3221

= Diplom_site

Juniaomea podota

—2022—

Jlorin: | |
IMapons: | |

IloeTopite napons: | |

Crars: Uomoeik O Kiuka ®

Braxits kpaiHy:

Tlpo cede: 2

Axmvuorra B.C.

Pucynok 3.73 — I[lepeBipka caidTy
BucnoBku pozainy

B tperboMy po3mini Oyino Mmoka3aHO HaJAIITYBAaHHS KOMITOHEHTIB JIOKAJIbHOT
KOMIT FOTEPHOT Mepexki Ta OaraThox cepBiciB ciyx0 karanoriB Active Directory 3 ne-

TaJIbHUMU CKPIHIIOTAMH, & CAMeE:

—  HanaromxeHHs amapaTHOTO 3a0€3MeUeHHS MEpPexi

—  Bcranosnenns OC Ha cepBepu Ta poOoUl CTaHITIT

—  CTBOpeHHS TOMEHY MepeKi Ta J0AaBaHHs OCHOBHOTO Ta JI0JaTKOBOTO
CEpBEPIB B pOJII KOHTpJIEpa TOMEHY

—  HamamryBanas DNS

—  HamamrryBanas DHCP

—  HanmamryBaHHS BIIMOBOCTIMKICTh CEPBEPIB

—  HanamrryBanss ciy»k0 BiIIaJIEeHOTO IOCTYITy

—  HanamryBanss indopMariitaux ciyx0 intepuety (11S)

—  CTBOpEHHS OpraHi3aliiiHuX OJIMHHITH

—  CrTBOpeHHS MaroK sl KOPUCTYBayiB Ta KBOT

—  HanmamryBaHHS CIUTBHUX TIPUHTEPIB
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BuyTpimHpocaiiToBa periikaris
HanamtyBaHHs MOBHOTO pPE3€pPBHOTO KOTIIOBaHHS

TecTyBaHHS Tpale31aTHOCTI HATAIITOBAHOT MEPEXi Ta CEPBICIB
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BHUCHOBKHA

[Tin yac BUKOHAHHS JUTUIOMHOTO TIPOEKTY B MEPIIOMY PO3/Iiii OYJI0 pO3TIITHYTO
3araJibHI XapaKTEePHUCTUKH CIy:KOu katajoriB Active Directory ta ix cepBiciB, BU3Ha-
YEHHS OCHOBHUX ITOHSTH Ta CEPBICIB IMOB’S3aHUX 3 II€I0 CITY>KO010, BAXKJIMBICTh JaHOT
CITY>K0u Ta 3arpo3u. TeopeTuuHi aClieKTH PO JOKaJIbHI KOMIT FOTEPHI MEPEXi, THUITH
JIOKAJIbHUX MEPEK, 1X BiAMIHHOCTI, MIepeBaru Ta HEAONIKH, METOJU 3aXHUCTy Ta 3a-

BJIaHHS, SIK1 JIOMTOMararTh BUPIIIUTH JIOKAJIbHI KOMIT FOTEPHI MEPEXi.

B npyromy po3aini 6yi0 CTBOPEHO Ta IOKa3aHO CXEMY MEpEXi, pO3IHUCaHO Ba-
YKJTUBICTh BUOOPY TOMOJIOTIT 3MPOEKTOBaHOT Mepexi, chopmoBano Tabnui IP-aapeca-
il gt mporokoniB IPv4 ta IPV6, mokazano ctpyktypy aomeny B Active Directory.
Takox Oyno oOpaHe peanbHe IMporpamMHe Ta arapaTHe 3a0e3MeYeHHs Ha OCHOBI MOTPeO
3MPOEKTOBAHOI MEPEXi, HABEJEHI OCHOBHI XapaKTEPUCTUKU Ta OOIPYHTYBAHO BHOIp

THUX Y 1HIIUX KOMIIOHEHTIB.

B tperproMy po3auni Oyjo MOKa3aHO HaJAIITyBaHHS KOMIIOHEHTIB JIOKaJIbHOI
KOMIT FOTEPHOT Mepexki Ta baraThox cepBiciB ciyx0 karanoriB Active Directory 3 ne-

TaJbHUMU CKPIHILIOTAMH, & CAME:

—  HanaromxenHs anapaTHOro 3abe3neueHHst Mepexi

—  Bcranonenns OC Ha cepBepu Ta poOoUl CTaHIIIi

—  CrBOpeHHs JOMEHY MEpEexXi Ta J0JaBaHHS OCHOBHOI'O Ta JOJIATKOBOIO
CEpBEPIB B pOJII KOHTpJIEpa TOMEHY

—  HamamryBanas DNS

—  HanamrryBanus DHCP

—  HanamryBaHHs BIAMOBOCTIMKICTh CEPBEPIB

—  HanamrryBanss ciy»k0 BiIIaJIEeHOTO IOCTYITy

—  CTBOpEHHS OpraHi3aliiiHuX OJIMHHITH

—  CTBOpeHHS NarnokK Jisi KOPUCTYBayiB Ta KBOT

—  HanamryBaHHs CIUJIBHUX TIPUHTEPIB

Hxumosuu B.C.

Apx.
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BuyTpimHpocaiiToBa periikaris
HanamtyBaHHs MOBHOTO pPE3€pPBHOTO KOTIIOBaHHS

TecTyBaHHS Tpale31aTHOCT] HAIAIITOBAHOT MEPEXi Ta CEPBICIB
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Honatok A — JlogaTKOB1 HaJaITyBaHHS

[Ipuennanns po6oyoi cTaHIlil y JTOMEH

[lepexoaumo y BnacTuBOCTI cuctemu (puc. 3.61)

A B « Cucrema ii 6esnexa > Cucrema 2 Moy Ha naxeni kepysarna

Mand Bnactusocti cucremn .
O KOMMN 1oTep

© fucn 3aweT creTem BiasianHe BMopUCTaHHA

& Hac
ni -
v Iy Horenaseasn sisamoc smkpacToByoTech ane
G 3axm =¥ iDeHTUPIKALIT BAWOro KOMN I8TEPa B MEPEXi.

| @ Nosal  Onuc komniorepa

' komnioTepa Yeranysanin Dogamoso

L T ——
| [k ———"

loswe s kowioTeps: DESKTOP-VEKLOG 00K with Radeon Graphics 290 GHz
| Posoua rpyna WORKGROUP
Lo evopvicram waiicTep 21a Bxoay 10
ey 350 OO A, HATAEHITS KoY fiva cuerema Ha Gasi mpoecopa x5
"laerTdikaTop Mepexi”.

Broro Nepa Ta CeHCOpAIE SEia HEAOTTYMHI Ha UBoMY

Wlof nepeiivcrysam e Kom ioTep abo
SMIHUTU fI0r0 AOMEH WK poBouy rpymy,
HaTHCHITS Koy " viATi . puof rpymm

L0Q [ -EEe
hoq HacTpoiikn

Cracysam | | Zacrocymam

Windows. Mpourmaiire yosw niuerai na
nporpamniii npoaykr Microsoft

. 013
Y e O

Pucynok 3.74 — BaacTuBoCTi cUCTEMU
Hatuckaemo kHonky “3MiHUATH .

Bxkazyemo iM’s1 JOMEHY Ta 10 0aXKaHHIO MOKEMO 3MIHUTH 1M’ sl KOMIT IOTepa, sIKe

Oyne BigoOpaxkaTtucs Ha cepepi AD.
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B Cucrema

A EH « Cucrema i Gesnexa > Cucrema v | B 2 TMowyk Ha naHeni kepysatHa
X

BnacTneocti cuctemu

3niHeHHs imeri komn'toTepa abe Aomey x cTed Npo KoM’ oTep

o= Windows10

Moxnia avirvt s Ta nericTae usora koriorepa, Jviin
MOX{Te SMIMAYTH Ha AOCTYN A0 MEPEXEEH: PECIRCEE

M5 komloTepa
[Workstation-1

Tlogwe W' koMnioTepa

Workstation-1

| Ryzen 7 4800H with Radeon Graphics 2.0 GHz

i3

Yaacr
® noueny: 53pgHa onepaujiina cicrema Ha asi npoLiecopa x64

[yarsmovychne] | 52 AGNOMOrOS Nepa Ta ceHCopHMiE BBiA HEAOCTYNH Ha oAy
nei’

(O poBouoi rpyru:
VIORKGROUP \ Hy Ta poBouai rpyni

[TOP-V3EKLOQ [ =ENEm

G [TOP-V3EKLOQ) HacTpoiiin

IKGROUP
Ceacyam | |3actocysam
e TR

Obcyrosysamms 13 Besnexa TligenoumTAc 40 ITepHETy AnA akruealir Windows. TpouuTaiite yuoen niyenzi va
nporparHuil npoaykT Microsoft

wm 3 ENG

Pucynok 3.75 — 3miHa iMeH1 Ta JOMEHY

Jlani cucteMa 3arpocuTh JaHi 00JIIKOBOTO 3aIUCy, SIKUI OyB paHillle CTBOPEHUMN

Ha KOHTpoJiepi fomeny. BBBoanmo 1 Hatuckaemo OK.

B Cacrema

1+ Q « Cucrema i besneka »  Cuctema v 0 O Towyk Ha naHeni kepysaHHa
X

Bnactueocti cuctemn

3miHeHHA iMeHi komn'reTepa aBo gomeH X t:m, cTei npo komn'toTep
2

TKOBO
n

Besnexa y Windows x | |
3MiHeHHs iMeHi koMn'loTepa abo AoMeHy == Wl nd oOwSs 1 0

Eeenite iM'A Ta Nnaponk 06nikoBOTO 3aNUcy, AKMIA MaE NPaBo Ha
MPUEAHAHHA 10 AOMEHY.

| Ryzen 7 4800H with Radeon Graphics 2.90 GHz
1]

‘ Sheva

LEALIIIY Y]] .o
bapAana onepaujiina cuctema na Gasi npouecopa x64

53 4ONOMOTOI0 NEPa Ta CEHCOPHMNE BEIA HEAOCTYNHI Ha LsoMY
nei

Hy Ta poBouoi rpymi
Jor-vaxLon Qv
[TOP-VIEKLDQ HacTpoiikn

{KGROUP
Cxacysam | | 3acTocysam
e TR —

Obcnyrosysanin Ta Gesnexa MigkaronmTiea Ao luteprery ans aktusauil Windows. MpounTaiiTe yuosn niuersi va
nperpaMunid npegykr Microsoft
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4 [ « Cucrema ii Gesneka > Cucrema v B 2 MMowyk Ha naneni kepysaHHa
X

X l:: CTeR Npo KoMmn'ioTep

Moxa SMinuTH iM'A Ta YNeHcTBo Lporo komioTepa. 3miHn
MOXyTE BUHYTM Ha AOCTYM A0 MEPEXESHX PECYDCIS

R Windows10

A
Workstation-1
3uiHerHn inteni komn'loTeps aBo aomery X

MosHe it'a kommioTepa:
Workstation-1

o Sac sitas gomen yahymowchne. with Radeon Graphics 2,90 GHz

YuacHinx

(®) pomery

LjfiHa cncTema Ha Basi npouecopa x64
yahymovych net

T MEPa Ta CEHCOPHMI BBIA HEAOCTYMHI Ha LbOMY
L‘ el

@eter
WORKGROUP

Hy Ta poGiouai rpynm

TOP-V3EKLOG Q3

Cracyeam fTop-v3EkL00 acTpois

KGROUP
Cracysamm | | 3acTocysam
A TR
OBcnyrosysanna Ta besnera MigknrouuTinca 4o |Teprety Ann akTnsaur Windows. TMpounTaiire yuosu nisersii va
nporpamunit npegykr Microsoft

- x
] Active Directory Users and Computers - O b4 < e 3
File Action View Help -
=i = - ﬂ
Nes | 2@ B Bd2 BEI T eESTE%
] Active Directory Users and Com|| Name Type Description
—| Saved Queries WORKSTATION-1 Computer
v [ yahymovych.net
0 Builtin
A ~ Computers B
= D 57 Domain Controllers
RA " ForeignSecurityPrincipal
 Managed Service Accour
| Users
< >
FErTOTENT, FerTOmTENT
BPA results BPA results

om T dg ENG
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I[O,Z[aBaHHSI HOBHUX KOpI/ICTYBaLIiB Ta HAJaHHA IIpaB

- @l r Manage  Tools  View  Help

Ve e O XE R Bm 2 amTES
BE All Servel

T ActifyDirectory Users a = .

i ADDS 9 Saved Queries New Object - User X
2 DnS v 3 yahymovych.net
. “ Builtin 2
W File and Computers Y Createin:  yahymovych.net/Users

=1 Demain Contrell

| ForeignSecurityP

2 Managed Service] LTS & | s | |

| Users Last name: [akhymowych |

Full name: [Viad Yakhymovych |

User logon name:

S

User logan name {are-Windows 2000)
|YAHYMOVYCH | ‘VAdmin ‘

Back Next > Cancel

M RAS and A5 ... Security Group... Servers in this group can...

i< > || 8% Read-only D... Security Group... Members of this aroup ...

BPA TEsUIts

m T dg ENG

Manage  Tools

VloalSr e o nE « B XE @
:

H& All Server—
!_ "1 Active Directory Users ar| - ~
fil ADDs | Saved Queries New Object - User x
2 DNs v & yahyrrfuffych‘net
- 7 Builtin 2 )
§8 File and " Camputers #,  Ceatein yahmonch net/Users
=1 Domain Controll
ForeignSecurityP
- J ki Password: ‘
“ Managed Service
| Users Contfim password: ‘
[] User must change password at next logon
[[] User cannct change password
Password never expires
[ Account is disabled
< Back Next > Cancel
M RAS and IAS ... Security Group... Servers in this group can...
i< > || 8% Read-only D... Security Group... Members of this aroup .. ©

BPA TEsUIts

@ §4 dg ENG

21.06.2022 EI
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Server Manager * Dashboard Manage Tools  View  Help

Viad Yakhymovych Properties ? X
Remote control Remote Desktop Services Profile com+
i Generdl  Address  Account  Profle  Telephones  Ornganization
Member Of Dialin Environmert Sessions EEEN LEY L
ember ot —— - om|| Name Type Description ~

::;mm f:':;uirz:::;;u:t‘:‘nSemmrﬁlder B2 Cloncable D... Security Group... Members of this group .
Doman Admins  yabymevych net/Users % Denied ROD... Security Group... Members in this group c...
Domain Users yahymovych net/Users M DnsAdmins  Security Group.. DNS Administrators Gro...
Enterprise Admins  yahymovych.net/Users B2 DnsUpdateP... Security Group... DNS clients who are per...
Group Policy Cre...  yahymovych net/Users pal 8% Domain Ad... Security Group... Designated administrato...
Schema Admins  yahymovych.net/Users oui| B Domain Co..  Security Group... All workstations and ser...
8% Domain Con... Security Group... All domain controllers i...

M2 Domain Gue... Security Group... All domain guests

8% Domain Users  Security Group...  All domain users
E— B3 Enterprise A... Security Group... Designated administrato...
B Enterprise K... Security Group.. Members of this group ..
% Enterprise R..  Security Group... Members of this group ...
Primary group:  Domain Users 8% Group Polic.. Security Group... Members in this group c...
There is no need to change Primary group unless 2o Guest User Built-in account for gue...
you have Macintosh clients or POSIX-compliant %KeyAdmms Security Group... Members of this group ...
applications 1% Protected Us... Security Group... Members of this group ...
M RAS and IAS ... Security Group... Servers in this group can...
8% Read-only D... Security Group... Members of this group ..
L B Schema Ad... Security Group... Designated administrato...

ok concel = - s & Viad Yakhy.. User .

o T dg ENG

Pucynok 3.81 — HaganHs moBHUX aaMiHICTpaTUBHUX MPaB
BHyTpiniHbOCaTOBA peIUTIKaLlIs

Le¥t Bun perutikariii 3/11HCHIOETbCSI aBTOMATUYHO, ITPU HAsIBHOCTI IBYX 1 OLTbIIIE
KOHTPOJIEPIB IOMEHY B Mepexi. Mo)Ha HalalTyBaTH yac 1 JiHi, B sIKi Oy/1€ BUKOHY-

BaTHCS PEIUTIKaIlisl, TAKOXK MOXHA 3IIMCHUTH TPUMYCOBY PEILTIKAIIIIO.

Epr: Active Directory Sites and Services
File Action View Help

e HmEIXE G HBHE 2

[ Active Directory Sites and Services [W|| Name From Server From Site Type Description
v [ Sites i-ﬂqutomatically gener.. WIN-9CORRH1.. Default-First-5i.. Cennection

| Inter-Site Transports
| Subnets
v E Default-First-Site-Name
v [ ] Servers
v 5 WIN-3CORRH1AH3Q
B NTDS Settings
v 3 WIN-CFE35R4I0D7
B NTDS Settings

Pucynox 3.82 — AD Sites and Services
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EEE Active Directory Sites and Services
File Action View Help

s 2@ XEeE Bm B

[l Active Directory Sites and Services [W|| Name
w || Sites
| Inter-Site Transports

From Server

From Site Type Description

There are no items to show in this view,

b Replicate configuration from the selected DC
5 Replicate configuration to the selected DC
Find...

Check Replication Topology

| Subnets
v E Default-First-Site-MName
w [ Servers
v & WIN-9CORRH1AH3Q
E‘( NIDSY Replicat: figuration from the selected DC
v 5 WIN-CFE3 eplicate configuration from the selecte
EE‘r NTDS Replicate configuration to the selected DC
Mew Active Directory Domain Services Connection...
Find...
New
All Tasks
View
Delete
Refresh
Export List...
Properties
Help

Pucynox 3.83 — [leperenepyBaHHs TOMOJIOTT peruTiKarlii

E[;_r Active Directory Sites and Services
File Action View Help

o T XEd:= HmE| Z

[l Active Directory Sites and Services [W| Name Frorm Server From Site Type Description
v S|ltes ) autematically gener... i i Connection
| Inter-5ite Transports Move...
~| Subnets Replicate Now %
v E Default-First-Site-Mame
w [ Servers All Tasks >
v 3 ‘f‘:f.IIN-QCDRRH?AHBQ Delete
BI" NTDS Settings
v 5 WIN-CFE33R4IODT S
i’ NTDS Settings Properties
Help

Pucynok 3.84 — [IpumycoBa perutikartis

Replicate Now

connecions,

[

o Active Directory Domain Services has replicated the
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HanamtyBaHHs CHiJIbHUX TIPUHTEPIB

Jlnig moyaTky MOTpIOHO 3aBaHTAXHUTH JpaiiBepa JJIs HAIIOrO ImpuHTepa 3 odi-

IIMHOTO calTy BUPOOHMKA, ITOTIM BIIKPUBAEMO CKauYaHUM apXiB ¢ PYHKIIIEIO CaMOpO-

3[IaKOBYBaHHsS Ta 3HAXOJMMO MAIKy 3 ApaiiBepoM 3a gponomororn Win+R i BBogumo

%temp%. B maneni kepyBaHHS 3amyckaeMo (YHKIIIO JOJaBaHHS HOBOTO IMPUHTEPA,

Ta BCTaBJISEMO LUISX J0 MANKH 3 JpalBEpoM Ta BUOMpPAEMO JipaiiBep 31 CIHCKY (pHC

3.86)

€ 0 Add Printer

Install the printer driver

- Choose your printer from the list. Click Windows Update to see more models,
f= Ty

To install the driver from an installation CD, click Have Disk.

Printers

#| HP Meverstop Laser 100x PCLm5S

—JHP Neverstop Laser 100x PCLm-5

= This driver is digitally signed. Windows Update Have Disk...
Tell me why driver signing is important

Next Cancel

Pucynox 3.86 — Bubip apaiiBepa

% Devices and Printers - [m]

« “ / Fa » ControlPanel » Hardware s> Devices and Printers v O Search Devices and Printers

Add a device Add a printer E -

~ Devices (4)

®d 20

® © x

Generic Non-PnP Microphone USB Tablet WIN-CFE33R4I0
Monitor (High Definition D7
Audio Device)

~ Printers (3)

|

==

W

Microsoft Print Microsoft XPS HP Meverstop
to PDF Document Writer Laser 100x
PCLmS
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BcTanosmtoro posib 7151 IpUHTEPIB Ha KOHpoJiepl (puc.3.88)
= Add Roles and Features Wizard — O ®

DESTINATION SERVER
WIN-CFE3SRAIODT yahymowych.net

Installation progress
View installation progress

o Feature installation

Installation succeeded on WIN-CF

Print and Document Services
Print Server
Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Pucynok 3.88 — BcranoBnenns podi

Po3zropraro npuHTEp A5 CHIIBHOTO BUKOPUCTAaHHS KOpUCTyBadamHu (puc 3.89)

File Action View Help
L Al |k 4E30 7 lis:
g Print Management Printer Name QueueStatus  JobsIn.. ServerName Driver Name Actions
v C_“:I”; F“:e“ o it HP Neverstop Laser 100x PCLmS  Ready 0 WIN-CFE35R4L..  HP NeverstopLa | Brinters N
| All Printers i !
. - - .
| S = Microsoft Print to PDF Ready 0 WIN-CFE3SRAL.  MicrosoftPrint T| g0 oy ,
; Deploy with Group Polic x
7l Prnters Nof Deploy p Policy op Laser 100 P... =
3| Printers Wi
«  PrintServers | [/MerName: ictions 4
v WIN-CFE3§ [ \WIN-CFE3SR4I0D7\HP Neverstop Laser 100x PCLmS
i E""e“ Group Policy Object
& orms GRO name:
| 0 Pors
| |
5 Deployed Prind Deploy this printer connecton to the follwing: -
add
The users that this GPO applies to (per user)
The computers that this GPO applies to (per machine)
Printer Name GPO Connection Type Remove
’
\WIN-CFE35RAIODTHP Neverstop L... Default Domain Policy Per User F—
Cancel Apply
< > < >
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Cnucok po3ropHyTUX MIPUHTEPIB Ha ceprepi (puc. 3.90)

E’m Print Management
File Action View Help

ol AR-al:al NENERN 7 )is:

Eﬁ Print Management Printer Name Server Name Per-User GPO Per-Machine GPO

¥ [ Custom Filters E=IHP Neverstop Laser 100x PCLmS ~ WIN-CFE35R4l...  Default Domain Palicy
7| All Printers (3)

7| All Drivers (8)
7| Printers Not Ready
7| Printers With Jobs
v EI Print Servers
v 5 WIN-CFE35RAIODT (loce
[#t| Drivers
o Forms
o Ports
= Printers
= Deployed Printers

Pucynox 3.90 — [IpunTep roTOBHIA 10 BUKOPUCTAHHS

3aci6 Print Management 1ae 3Mory neperiisijaTa BIIOMOCTI PO CEPBEPH APYKY,

K1 MPAIIOI0Th y JOMEHI, IOPTH, ApaiBepu, GOopMHU JIPYKYy Ta IPUHTEPU, a TAKOXK Ha-

JIAIITOBYBATH 1X.
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