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AHOTALILS

Kpanidikaniiina poboTa cki1agaeThCcs 3 IPOEKTY KOPIOPATUBHOI Mepeski Ta 11 miI-
CHCTeMM 3axuCTy Ha 0a3i pimens MikroTik ta pfSense Ta mosicHIOBaTbHOT 3aMTHCKH.

[TosicHrOBaNIbHA 3amucka MICTUTh 115 cTopiHok, 135 imtocTpauiit ta S5 Tabub.
CnucOK BUKOPHUCTAHOT JIiTepaTypy MicTUTh 24 HaliMeHyBaHb Ta 3aiimac 2 CTOpiHKH.

Meroro kBami(ikaliiiHol poOOTH € CTBOPEHHS MPOEKTY 3aXHMIIEHOI KOPITOPATUBHOT Me-
pesxi 3 BUKOPHUCTaHHAM (YHKIIOHATY TucTpuOyTrBa pfSense Ta 06nannanus MikroTik.

B poboTi HaBesieHO Mpoliec MPOEKTYBaHHS, HAAIITYBaHHS Ta 3aXMCTy KOPIIOPATHBHOL
Mepexi Ha 6a3i pitens MikroTik Ta pfSense 3 BUKOPUCTaHHAM Pi3HOMAHITHMX TEXHOJIOTIH Ta
METO/IiB Ta MPOBEJICHHS TeCTYBaHHS (QYHKIIIOHAIY.

V nepiioMy po3zini, 6yI0 NpoaHaiz0BaHO (yHKILIOHATBLHI MOMKIMBOCTI ONEparifH1X
cucremu komranil MikroTik ta nuctpudyrusa FreeBSD pfSense s xongirypysaHus Ta 3a-
XUCTY KOPIIOPaTUBHUX MEPEX.

V npyromy po3miii 0yi10 BAKOHaHE POEKTYBaHH KOPIIOPaTHBHOI Mepexi, 00paHo 0b-
JIaJIHaHHS Ta HaJIAlITOBAHO HOTO /171t 6230BOr0 (DYHKIIIOHYBaHHS MEPEK.

Y TpeThoMy po3/ii, 0yJI0 BAKOHAHHO HANAIITyBaHH MICUCTEMH 3aXUCTy KOPIOpaTH-
BHOT MEPEKi 3 BUKOPHCTAHHIM 0a30BUX METOIIB 3aX¥CTY, Ta TaKUX TexHouoril, sk RADIUS,

802.1X (EAP-PEAP), GRE over IPSec VPN Tta 6panmmayepis RouterOS, pfSense.

Kirouosi ciiosa: MIKROTIK, PESENSE, VPN, RADIUS, LIM®POBUIM CEPTU-
O®IKAT, BPAH/IMAYVEP, MEPEXEBUM 3AXUCT.
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ANNOTATION

The qualification work consists of a project of a corporate network and its security
subsystem based on MikroTik and pfSense solutions and explanatory note.

The explanatory note contains 115 pages, 135 illustrations, and 5 tables. The list of
references includes 24 titles and occupies 2 pages.

The purpose of the qualification work is to create a project of a secure corporate
network using the functionality of the pfSense distribution and MikroTik equipment.

The work describes the process of designing, configuring, and securing a corporate
network based on MikroTik and pfSense solutions using various technologies and
methods, as well as testing the functionality.

In the first section, the functionality of the MikroTik operating system and the
FreeBSD pfSense distribution for configuring and securing corporate networks was
analyzed.

In the second section, the corporate network was designed, selected the equipment,
and configured it for basic network operation.

In the third section, the corporate network security subsystem was configured using
basic security methods, and technologies such as RADIUS, 802.1X (EAP-PEAP), GRE
over IPSec VPN, and RouterOS and pfSense firewalls.

Keywords: MIKROTIK, PFSENSE, VPN, RADIUS, DIGITAL CERTIFICATE,
FIREWALL, NETWORK PROTECTION.
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[TEPEJIIK YMOBHUX ITO3HAYEHb

VLAN — Virtual Local Area Network

RADIUS — Remote Authentication Dial-In User Service
EAP — Extensible Authentication Protocol

PEAP — Protected Extensible Authentication Protocol
OSPF — Open Shortest Path First

PBR — Policy Based Routing

PCC — Per Connection Classifier

NTP — Network Time Protocol

NAT — Network Address Translation

PAT — Port Address Translation

GRE — Generic Routing Protocol

IPSec — IP Security

IKE — Internet Key Exchange

ISAKMP — Internet Security Association and Key Management Protocol
TCP — Transmission Control Protocol

UDP — User Datagram Protocol

HTTPS — HyperText Transfer Protocol Secure

SSH — Secure Shell

IP — Internet Protocol

CSR — Certificate Signing Request

CA — Certificate Authority

DNS — Domain Name System

DHCP — Dynamic Host Configuration Protocol

ARP — Address Resolution Protocol

ICMP — Internet Control Message Protocol

VPN — Virtual Private Network

KM — komm’toTepHa Mepexa
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BCTVII

AKTYyaJIbHICTh TeMH. [IpO€KTYBaHHS, 3aXUCT Ta MIATPUMKA MEPEXK 3aBXKIN OyIIn
1 0yyTh BOKJIMBUMHU acTIEKTaMu JIs (PYHKITIOHYBaHHS MANPUEMCTB. HasBHICTh BEIUKOI
KUTBKOCT1 BUPOOHUKIB MEPEKEBOT0 O0JIaIHAHHS HAJa€ BETUKUNA BUOIP I MpUI0aHHS,
aJie 6araTo 3 HUX € JOCTaTHBO JIOPOTUMHU, HANIPHUKIIA, pimenns Cisco Ta Broadcom, Tomy
1HKOJIM OFOJKETY JIJIsl BIIPOBAKEHHS SKICHOTO 00JIaTHAaHHS MOKE HE BUCTadaTu. B Ta-
KuX BHIaakax, BUpooHuk MikroTik Moxke 3armponoHyBaTH SIKiCHUH MPOIYKT 3 MiATPUM-
KOI0 CyYaCHHUX TEXHOJIOT1M 3a 3HAYHO HIDKUY IIHY, HIXK I1e poOJISTh BUIIE 3rajiaHi.

[HIIMM nUTaHHSAM € BUO1p 3ac001B 3aXUCTy Mepexi. B TaHOMy NMUTaHHI TapHO MO-
kazye ceoe quctpuoyTuB pfSense. Bin Moxe 3anpononyBaT 0a30Bui (hyHKITIOHAT State-
ful 6panamayepa 3 KOpoOKH, 1 MOKE OYTH 3HAYHO PO3IIMPEHHUI 33 JOTIOMOTOO 30BHIIII-
HIX MaKyHKIB. ['0JI0BHE MpaBWIBHO 00paTH, 110 came noTpioHO. Takoxk, BIH Mae OE3KO-
IITOBHY JIIIEH31I0, SIKa HE OOMEXY€EThCs (PYHKIIIOHAIOM MOPIBHSIHO 3 MOT0 MJIATHOO, 1110
MO>K€ 3HAYHO 3MCHIIIUTH BUTPATH.

3 BHUIIIE TEpEepax0BaHOT0, MOKHA CKa3aTH, 0 TeMa MPOEKTYBAHHS 3aXHUIIICHUX KO-
PIIOPATUBHUX MEPEK 3 BUKOPUCTAHHAM qucTpuOyTBa pfSense ta o6nagnanns MikroTik
€ aKTyaJIbHOIO.

Mertor kBaJidikaniitHol po0OTH € CTBOPEHHSI MPOEKTY 3aXUIIEHOI KOPIOPATUBHOL
MepeKi 3 BUKOPUCTaHHSIM (DyHKITIOHATY AucTpuOyTHBa pfSense ta oomaanants MikroTik.

Buznauyena meta 00yMOBITIOE HACTYITHI 3aBJIaHHS:

— BusHaueHHs MOXKIIMBOCTEH HaJIAIITYBaHHS Ta 3aXUcTy oonaaHanHs MikroTik B kop-
TIOPAaTHBHUX MEPEXkKax;

— Jocmimkenns GyHKIioHaTy AUCTprOyTHBa PFSENSE 1S 3aXUCTY MEpPEK;

— [IpoexTyBaHHS KOPIOPATHBHOI MepexKi 3 3amydeHnsaM oomaanands MikroTik ta muc-
TpuOyTHBa pfSense;

- Peasizartist TeXHOJIOT1# Ta METO/IIB 3aXKCTy Ha 0a31 00paHUX PIIICHb.

00’€KTOM JOCITIAKEHHS € TPOLIEC NPOEKTYBAHHS 3aXUILEHUX KOPIIOPATUBHUX
MEPEK.

IIpeamMeTom 10C/TiIzKEHHS € TEXHOJIOTIT Ta METOAM 3a0€3MEYCHHSI 3aXUCTY KOPIIO-

paTHBHUX Mepex 3 BukopuctanHsam oosaaaands MikroTik ta OC pfSense.

Xaneyvkuii A.B. Apk.
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IIpakTnuHe 3HaYeHHs KBaMipikaliiHOT pOOOTH MOISIrae B HACTYIHOMY:

— CIIPOEKTOBaHa Ta HaJAIITOBaHA KOPIIOpPATMBHA MEpeXka, sKa 37aTHa 3abesre-
YUTH HaJIHE Ta €(peKTUBHE KOMYHIKYBaHHS MK IIPUCTPOSIMH,

— HaJAIITOBaHA MiJCUCTEMa 3aXHUCTy KOPIOPATUBHOI Mepexi Ha 0a3i pilIieHb
MikroTik ta pfSense, sixa mormomarae yHUKHYTH HACTiIKIB 3JJOBMHCHHX JIiH.

VY mpotieci BUKOHaHHA KBaji(ikaiiifHoi poOOTH 0ys10 po3poOIeHO MPOEKT 3 3aITy-
yeHHssM oOnagHanHs MikroTik ta muctpuOyruBa pfSense. Byno BukonaHo HamamTy-
BaHHS OCHOBHHX TE€XHOJIOT1H Ta MPOTOKOJIIB JIJIs ITPpaIie3/1aTHOCTI MEPEXKi Ta 3abe3meueHo

11 3aXUCT.
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PO3JIUI 1 AHAJII3 MOXJIMBOCTEHN OBJIAJJHAHHS MIKROTIK TA OITEPA-
IIMHOI CUCTEMM PFSENSE J1J151 TIOBY JIOBU TA 3AXVCTY KOPITOPATHB-
HNX MEPEX

1.1 Mpoaykuist Bupo6onnka MikroTik

1.1.1 IInara RouterBOARD

MikroTik — e aTBificbkuii BApOOHUK MEPEKEBOTO 00IaTHAHHS, IKUH OYB CTBO-
penuit y 1996 porii. Bin BupoOiisie pi3Huit criekTp 00y1aiHaHHS, TaKi K APOTOBI1, 6€3/1po-
TOB1 MapIIpyTHU3aTOPH, KEPOBaHi Ta HekepoBaHi komyraTopu, LTE/AG/5G touku noc-
Tyny, myiabTiuiekcopy CWDM ta 3aiimaeTscsi po3po0KOI0 BIACHUX ONEPAIITHUX CHC-
Temu, Takux sk RouterOS ta SwitchOS [3].

Kommnanis MikroTik mpomonye pi3ni BapianTi 00aa1HaHHSI 1111 OUTBIIICTE TOTPEO,
SIKi MOKYTh BUHUKHYTH TIPH CTBOPCHHI Mepex. € BapiaHTH I IOMAIIHBOTO BUKOPHC-
TaHHA a00 711 MaJIUX, CEPEIHIX 1 BETUKUX MEPEXK.

Ocnooro npuctpoiB MikroTik e mara RouterBOARD. Lis miata MicTuTh B c001
ocHOBHI anapaThi komrnoHeHTH (RAM, niporiecop, Switch-uinm, iHTepdeiicu i T.1.) 3a 10-

MIOMOT OO0 SIKUX (YHKITIOHYIOTh TipucTpoi. [Ipuknan miatu RouterBOARD naBeneno Ha

pucyHky 1.1.
Puc. 1.1. Ilmara MikroTik RB450Gx4
Xaneyvxuii A.B. Apk.
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Ha 111 miaTe BUpOOHUKOM BCTaHOBJIIOIOTHCS onepaiiiiHi cuctemu RouterOS Tta/abo
SwitchOS, ski i kepyroTh anapaTHUMH YaCTHHAMH 1 HAIAFOTh (PYHKIIIOHAJ JTSI HAJIAIIITY-
BaHHS Ta BUKOPUCTaHHs. TaKoXX € MOXKIIMBICTh MPOIIMBKY IMX TUIAT 3 1HIIUMHU OIepa-
iiHUME cuctemMami, sk OpenWrt, mpu BUKOPUCTaHHI MIATPUMYBAHUX HUMHU apXiTEKTyp
npoiiecopa [3].

SK1110 TOBOPUTH TIPO MIATPUMYBaHHI apXiTeKTypH mpoiiecopiB Ha RouterBOARD,
TO Ha IUIaTi BUKOPUCTOBYIOTHCS HACTYITHI:

- MIPSBE;

- MIPSLE;

- MMIPS;

- SMIPS;

- TILE;

- Power PC (PPC);

- ARM.

[Ipouiecopu HaBeAEHUX apXITEKTYP MOXKYTh BUKOPHUCTOBYBATHCS B PI3HHX JIIHIM-
kax npuctpoi. Hanpuxnan, nporiecopu MIPSBE € 3a3Buuaii oHOsIAEpHUMH, TOMY BHU-
KOPHUCTOBYIOThCSI B ocHOBHOMY 11 SOHO-mpuctpois. [Iponecopu PPC, TILE ta ARM
BukopucToByioThcst B Mojiesix CCR (Cloud Core Router), ockijbKi BOHH YacTO MPOEK-
TYIOTBCSI MYJIbTUSIIEPHUMHU Ta € OLIbII MOTYKHUMH.

Takox, aeski cepii RouterBOARD sk RB800 MaroTh MOKIIMBICTH BCTAHOBJICHHS
TakK 3BaHUX “mouipHux mwiar’. Lle kaptu po3mmpenHs, siki MatoTh goaatkoi MPCI a6o
Mini PCI-Express ciotu, 10 SIKHX MOYHa ITiIKJIFOYaTH JPOTOBI ab0 OS3apOTOBI ajar-
Tepu. Jleski nodipHI MiIaTh HAyTh BXXKE€ 3 BCTAHOBJIEHHMMHU aaantepamu. Hanmpuknan,
MikroTik DaughterBoard RB816 no3Bosie nogatu g0 mapiipyrtusatopiB cepii RB600

ta RB800 16 noxgarkosux Ethernet 10/100 inTepdeiicis, sik moka3aHo Ha pUCYHKY 1.2.
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Puc. 1.2. Bcranosnena MikroTik DaughterBoard RB816 na RB800

Onniero 3 ocHoBHMX ocoOmmBocTel RouterBOARD € te, 1m0 Ha HUX BCTaHOBJICHHI
Switch-gimny, 1mo Hajae MOXIIMBOCTI BUKOPUCTOBYBATH L2 (yHKITIOHA MapIIPyTH3aTO-
pam Ha amapaTHOMY piBHI, IO CyTi, PyHKIIOHYIOTH sIK L3 komyTaTopu. KomyTtaTopu ta-
KOX MOXYTh MaTu (yHKI1OHaT L3, K10 BOHU MIATPUMYIOTH 3amyck 3 RouterOS.

Switch-uinu 6epyTh Ha ceO¢ BUKOHAHHS TaKUX (QYHKIIIN SIK KOMYTaIlist IOPTiB, J3€-
pkamoBanHs, STP 1 1.1 Ha piBHI mBHIKOCTeN iHTepdericiB. Lle Hamae 3Mory 3HaYHO OI1-
TUMIi3yBaTh poOOTY MPHUCTPOIO Ta Mepexki. € pizHi Mojem SWitch-uimiB, siki MatOTh pi3HY

miATpUMKY (YHKIIIOHATY (anmapaTHe po3BaHTaxeHHs QyHKiii) [21].

1.1.2 Onepamiiini cucremn SwitchOS Ta RouterOS

RouterBOARD 3aBanTaxkyeTbcs Ta KepyeThesi a00 3 ornepaliiiHoi cucremu Rout-
erOS, abo SwitchOS. O6uaBi onepariiitai cucremu 0azyroThest Ha sapi Linux, ame mpu
1IbOMY BOHU He € OpenSource mpoeKTamu, TOMY iX KOJI HE € IOCTYITHUM.

Onepariiitna cucrema SwitchOS Oyia crienianbHO po3pobiieHa isi KOMYTaTOPIB
MikroTik. Bona Hamae moctyn mjst Jierkoi koHpirypartii komyraropis uepe3 WebGUI,
1HI11 ciocoou kKoHdirypartii BincyTHi. Uepes BeO-Opay3ep BUKOHYETHCS IMIIKITIOYCHHS 3a
IP-anpecoro 192.168.88.1 (o 3aMoBYYyBaHHIO, i1 MO’KHA 3MIHUTH ) 1 TTICIIs ayTeHTU(IKAITIT

HAJIA€ThCsl IOCTYI J0 HaJlamTyBaHHs. BeO-iHTepdeiic 300paxeHo Ha pUCYHKY 1.3.
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MilaoTik SwOS =

g
g
3

Link Status Auto Negotiation Speed Full Duplex Flow Control

Portl link on 16 yes
Port2 link on 16 yes
Port3 link on 16 yes
Port5 link on 100M yes
Porté link on 1M v
Port8 no link no
Porta link on 16 yes
Port10 no link no

Puc. 1.3. Beb-inTepdetic SwitchOS

SwitchOS nanae goctyn B ocHOBHOMY 70 L2 GyHKIIIOHAITY, 10 SIKOTO BXOJHUTh Ha-
JAIITyBaHHS

- InTepdeiiciB (iX MBUAKICTH, CTAHU TOIIIO);

- VLAN-iB;

- STP/RSTP/MSTP;

- Cniucku goctymiB Ha 6a31i MAC-aapec;

- Port Isolation;

- Storm Control.

Onmnepariitina cucrema RouterOS e 6inbin GyHKITIOHATHHOIO Ta CKIIagHOK. BoHa
BCTAHOBJIIOETHCA HA JIPOTOBHUX Ta 0€3IPOTOBHX MapLIPyTHU3aTOpax 1 AESKHUX CEepisiX KO-
MyTaTOpIB.

Ha RouterBOARD Bcranosmoetscst RouterOS 3 minensiero ta 0a30BUMHU ITaKe-
TaMH sk System Tta routing. JIis ckiaaHIMMX HaJlAIITyBaHb, K HajnamTyBanus MPLS ta

IPV6, moTpiGHO BCTaHOBIIIOBATH NOJAATKOBI MAKYHKH, CIIUCOK SIKMX MPEICTABICHO Ha PU-

CyHKy 1.4.
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Welcome to MikroTik Router Software installation

select with
to install

'p’ and 'n’
minimum with

ove around menu using
Select all with ’'a’,
ancel and reboot.

or arrow keys,

'm’ . Press: ’#1? locally or

[X]
R

system

PPP

dhcp
advanced-tools
calea

dude

gps

hotspot [X] routing
ipub
kum [ 1 ups

lcd [ ] user-manager
mpls [ ] wireless@
multicast

ntp

[X]

security (depends on system):

Provides support for IPSEC, SSH and secure conmectivity with WinBox.

Puc. 1.4. ITakynku RouterOS

'spacebar’ .
'’

to

Bci makyHKH BCTAHOBIIOIOTHCS B ZIP-PopMaTi B OKpeMi AMPEKTOPIi, Ta Micis po-

3apxiBarii MaroTh NPK ¢popmat. BoHM MOXyTh OyTH BCTAaHOBIICHHI TaKOX 3 BeO-caiiTy

Mikrotik [24].
Takox, € pi3Hi kaHanmu peniziB RouterOS, raxi sik [3]:
- Current (ctabinpHa TTiKa OCTAHBOTO BHUITYCKY);
- Bugfix Only (rinka 3 BunpaBiieHHsIM OariB OCTaHHIX BEpCii);

- Legacy (3acrapini Bepcii);

- Release Candidate (rinka mis rectyBanHs OC 3 HOBUM (DyHKITIOHATIOM).

[Tpu onoBnenni RouterOS, BaxxnuBo oOuparu npaBUIbHUN KaHail. B ocHOBHOMY

e Current, aye sKIo € MpoOJIeMH 3 BUKOPUCTAaHHSIM OCTaHHBOI Bepcii RouterOS, mox-

nuBi Bukopuctanus Bugfix Only abo Legacy (s Bitku Legacy Hisiki BUnpaBiieHHs Oa-

TiB B 3aCTaplIUX BEPCIsIX HE BiIOYBAETHCH).

RouterOS moxna koudirypysatu 3 WebGUI, WinBox (meckromuwuii

KJIIEHT IS

koHpiryparii MikroTik mpuctpois). Takosx, RouterOS nagae CLI, skuit Mo)kHa BUKOPH-

CTOBYBATU MPU KOHCOJIbHUX MIJAKITIOYEHHSIX a00 BIIJIaJICHUX 3a JOTIOMOTOI0

Telnet ado

SSH. € API, sike 103B0JIsIE CTBOPIOBATH CBOI A0AaTKH Jj1s1 B3aemoii 3 RouterOS. [3]

Takox, RouterOS miarpumye ckpuntuHr. Lle Hagae 3MOry HaNMCaHHS CKPUMTIB

JUIs pI3HUX 3ajad 1 JloroMarae B aBToMmaTu3ailii 3ajgad. Hanpuknaa, MoxkHa CTBOPUTH

Xaneyvkuii A.B.
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CKPHIT, IKUI B IEBHUH Mepioj yacy Oyae oOMexXyBaTH MPOIYCKHY 3AaTHICTh MapIIPy-
TU3aTOpa Ha MEBHUX 1HTepeiicax, a Mcig IbOTo nepioay, Oy/ie BiIHOBIIOBATH Halalll-
TyBaHHS.

BaxxnuBum acriekTom € nineH3yBanHsa. Beboro € 7 piBHi minen3ii ans RouterOS, a
came [3]:

1. PiBenn 0. Ile mpoOHa Bepcisd, sika AilicHa 24 roauHU, Micis 4oro Tpeba Oyie
OHOBUTHCS JI0 JIILIEH31{ 1HIIIOTO PiBHA.

2. Piens 1. Lle Oe3komToBHA IeMO Bepcis, sika Mae 0OMEKeH1 MOXKIIMBOCTI. Map-
HMIPYTU3ATOPH 3 IAHOIO JIIEH31€I0 HE MOXYTh AISITH SIK TOUKU JOCTYIY, a KUTbKICTh TY-
ueniB (PPPoOE, PPTP, L2TP tomo), VLAN iaTepdeiicis 1 T.1. 3BoauThes 10 1. Bukopu-
CTOBYETHC SIK JIEMO-BEPCIS.

3. PiBens 2. binbIie He BUKOPUCTOBY€EThCA. Lst mirien3is Mmoke OyTH TUIBKHU Ha 3a-
crapiux npuctposx MikroTik.

4. Pienb 3. [IpucTpiii 3 i€t0 JIIEH31€10 HE MOXE JIISTH K TOUKA IOCTYIY, a KlJIb-
kictb HOtSpot xopuctyBauiB Bchoro 1. Kinbkicts MoximBux TyHeniB — 200 (KUTBKICTh
EolP tyneniB HeoOMexeHa), ToriuHuX iHTepdeiiciB — 6e3niy. s minensis Oyna cTBopeHa
st pagioctanmiil CPE, siki mpreIHYIOTBCS 10 MEepEXi, HAPUKIIA, MpoBaaepa 0e3apo-
TOBOTO iHTEPHETY. [ MOHA KyIUTH JIMIIE ONTOBUM BapiaHTOM.

5. PiBens 4. [Ipuctpiit Moxe AisTH K Touka HocTymy. Cxosxa 7o JineH3ii piBHs 3,
OKpIM TOTO, 1110 KiTbKicTh HOtSpOt kopuctyBauiB Mmoxe Oytu 10 200. [{ina — 45 gonapis.
UYacto Bcranosnena B SOHO nmpuctposix 3a 3aMOBUYBaHHSIM.

6. Pisens 5. Tex came, mo piBeHb 4, ane kinbkictb OpenVPN TyHeniB HeoOMe-
xeHa, a HotSpot kopuctysauis — 500. Ilina — 95 gomapis. YacTo BCTaHOBITIOETHCS 3 KO-
poOku Ha mapmpytuzatopax cepiit RB3011, RB4011, RB5009 Tta nesxkux mMomensx Ko-
myTtatopiB CRS3xX, CRS5xX.

7. PiBenn 6. [IpucTpiif Moke IiATH SIK TOUKa AOCTyy. KiTbKiCTh TyHENB, JIOT14-
HuX 1HTepdericiB, HotSpot kopuctyBauiB HeoOMexeHa. L{ina — 250 nonapis. [1o 3amoB-

YyBaHHIO, BCTAHOBIIIOEThCS Ha MapiipytuzaTopax RB1100, CCR Ta neskux Moaensix Ko-

myTtaropiB CRS5XX.
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RouterOS mae 6e311iy MOXJIMBOCTEH AJIs1 HAMAIITYBAHHS PI3HUX TEXHOJIOTIN B KO-
PIIOpaTUBHUX Mepexax. 3 OCHOBHUX (pyHKIi# st podotu 3 TCP/IP moxua BuaimuT Ha-
crymi [21].

- Mapupytu3zania. RouterOS nigTpumye ik CTaTHUHY, TakK 1 AMHAMIYHY Mapuipy-
TU3aIlito. € MOXKJIUBICTh CTBOPEHHS MapIIpyTH3allii Ha 6a31 MOJITUK Ta iHTepdeiiciB. Ta-
KO, MPUCYTHs BipTyasibHa MapmpyTu3aiis (VRF). 3 miarpuMyBaHuX MpOTOKOIIB AMHA-
migHOi Mapmpytu3sanii € RIPv1/v2, RIPng, OSPFv2/v3, BGPv4, BGP s IPV6;

- MixMepexeBuid ekpaH. € MOMXKIMBOCTI HaJAIITYyBaHHS MPOCTOl (iiabTparii
(stateless) Ta 3 ypaxyBanHsMm koHTekcTy (Stateful). MoskiuBi HajnamTyBaHHS QiIBTpaIii
no IP-agpecam, moptiB, mpoToKoaam, iHTep(dEnciB 1 T.A4. Takoxk, MI>KMEpExKEBUNA €KpaH
BinoBinansHui 32 NAT nepetBopeHHsa. B HhbOMY Takok MOKIIMBI HaJAIITyBaHHS CTO-
COBHO MApPKYBaHHS MMAKETIB;

- HanamryBanns ¢ynkiionany npukiagHoro piBusa. RouterOS minrpumye Hana-
mryBanas DHCP 3 crarnyauM Ta auHamigauAM posnoniiom miust IPv4/IPv6. Takox, €
mosxauBocTi HanamryBanHs FTP, DNS, HTTP/HTTPS nmpoxkci-cepBepiB 3 miITPHMKOIO
KEIIIyBaHHS;

- Texnomnorii tynemoBanHs ta VPN. RouterOS mintpumye crek IPSec, PPTP,
SSTP, L3TP/L2TP, WireGuard, OpenVPN, PPPoE, GRE, MPLS Ta iH11i TeXHOJOTIT 115
CTBOPEHHSI TPUBATHUX BIPTYaTbHUX MEPEX MK YaCTUHAMH MEpEX a00 KOPUCTyBavYaMH,

- VLAN. Mae MOXIMBICTh HaJalITYBaHHS PI3HUX TEXHOJOTIA AJig poOOTH 3
VLAN, rakux sik Private VLAN, Q-in-Q ta EVPN VXLAN, nanamryBaHHsS MapIIpyTH-
3amii Mk VLAN;

- STP. Iliarpumye Taki mpotokoiu, sik STP, RSTP ta MST. € moxnuBocTi Hana-
IITYBaHHS 3aXMCTy Bix artak Ha mpotokon BPDU, taki sk BPDU Guard, Root Guard,
Loop Guard i T.x;

- AAA. € MOXIJIMBOCTI JJI HajamTyBaHHs pUcTpoiB 3 RouterOS sk RADIUS-
kiieHTiB. [linTpumyerbest crannapt IEEE802.1X.

Takox, RouterOS minrpumye TexHoorii 6e31poToBOro 3B’ 513Ky [21]:

— HaJIaIOTyYBAaHHA TOYKH OOCTYITY I pO6OTI/I 3 CTaHdapTaMu1

IEEE802.11ax/ac/a/b/g/n;

Xaneyvkuii A.B. Apk.
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— BUKOPHUCTaHHSA MporpieTapHuX mpoTtokosiB Nstream ta Nstream2 st mBuaimoi

nepeaadi JaHux;

niarpumka WDS;

CTBOPEHHS BIPTYaJIbHUX TOYOK JIOCTYIY;

ninrpumka HWMP ta Wirelses MESH,;

— 3aXHUCT O€3IPOTOBUX MEPEXK 3 BUKOpUCTaHHAM npoTokoiaiB WEP, WPA, WPA2,
WPAS3;

- Hotspot dbynkimionan.

MikroTik ctBopwia i BiacHi mpomnpierapai npotokosn. Ogaum 3 Hux € Nstream ta
Nstream2. Sk Bxxe Oyi0 3a3Hau€HO, IIi MPOTOKOJIU BUKOPUCTOBYIOTHCS JIJISl IIBUIIIOTO
nepeaBaHHs JaHuX B 0€3/pOTOBIM Mepexi. AJie 1aHa TEXHOJOT1sl BUKOPUCTOBYETHCS B
OCHOBHOMY 3 CTapilMMH cTanaaptamu, Takumu sk IEEE802.11n. 3 6inbmr cygacHuMH
crangapramu |IEEE802.11ax/ac Bona He mpaitoe [21].

[ammm npotokosiom € MNDP (Mikrotik Neighbor Discovery Protocol). Iieit mpo-
TOKOJI 3aCTOCOBYETHCS ISl TIONIYKY CYCITHIX TPHUCTPOIB Ta € anbTepHatnBoro CDP Ta
LLDP. BukopHCTOBYETBCS 9acToO MpH o0y 10B1 KapT Mepesxi [21].

Takox, Oyna ctBopera MikroTik CHR (Cloud Hosted Router) s mineit Biprya-
mizarii MoxmBocter MapuipyTtu3aropiB MikroTik wa cepsepax. Ile oopa3 RouterOS,
KWW BCTAHOBIIOETHCA B SIKOCTI BIpTyaJIbHOI MaIlIMHU Ha rinepsizopax VMware, Hyper-
Vi T1.1. [linTpuMy€eThCs Ha MPUCTPOSIX 3 apXITEKTypoto mporiecopa X86, X86-64. Bin mpo-
noHye Bech Tel (yHkiionan, mo i RouterOS, okpim ¢yHkiionany Switch-gimis, ski
BCcTaHOBIIOOTRCS uire Ha RouterBOARD. Takox, BoHa Mae iHITY CHCTEMY JIIIEH3Y-
BaHHsA. € 4 pi3HUX JIEH31T, AKI HaJar0Th OOMEKESHHS IS MPOITYCKHOT 31aTHOCTI [3]:

1. BeskorroBHa — ooMexeHHs B 1 MoiT/c.

2. P1 — oomexenns B 1 I'6iT/c.

3. P10 — oomexenns B 10 I'0it/c.

4. P-Unlimited — He Haknamae 0OMEXKEHb.

JJ1st KO>KHOT IIIaTHOT JTiEeH311 MOKIIMBO B3sATH 60 HIB poOHOTro nepiony. OyHk-

mioHan minensisimu CHR uve oOMmexyeThest.
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1.1.3 lopiBusinus odonagHanus MikroTik 3 o61agHaHHAM iHIIMX BUPOOHUKIB

Sxmo nopiBHoBaTH MIKroTiK 3 OUIBIIICTIO BUPOOHMKIB MEPEKEBOro 00JIal-
HauHsa, sk Cisco, Juniper. Broadcom rta inmmmm, To mepeBaroro MikroTik e miHa.
MikroTik mapiipyTusaTopu MOXKyTh OyTH B pas3u aeriepine CiSCO BapiaHTIB, IPOITOHY-
I0YH Ti caMi MOTYXXHOCTI, a00 BapTyBaTH CTUIbKH K CaMO, HaJal0uH OUIbIle arapaTHUX
MOKIIMBOCTEN A1l poboTH 3 Tpadikom. [Ipukinagom Moxke OyTH MOPIBHAHHS MapIIPyTH-
3atopa CCR2116 ta ISR4331. Ilina CCR2116 csrae go 10003, ne ISR4331 moxe Bap-
tyBatu Big 3000$, npu npomy motyxkHocTi CCR2116 mepeBaxarots ISR4331, a kinb-
KICTh 1HTep(deCiB Ta iX mpomyckHa 3aaTHICTb Oiabia (ISR4331 mae nuire rirabiTHI MOo-
ptu, ko CCR2116 mae 10 riraditai SFP+ momyini). Skio mepeka He MPOEKTYETHCS 3
BUKOPUCTAHHSM IponpieTapHuX TexHousoriid CisSCo, Ta moTpedye BUCOKUX IMIBUAKOCTEH,
to BapianT MikroTik Oyze Ginbin mpruBaOIMBUM B JAHOMY BapiaHTI.

3 SOHO npuctposimu cutyaitist cxoxa. Moxna kymuta TP-Link 3a 708, sikuii Oye
naBaTy 0a30BUH QPYHKIIIOHAT TOUKH A0CTYyIy, abo B3sT MikroTik cepii hEX 3a Ty camy
IIHY, 1 MaTu MOBHUM (yHKITioHan RouterOS 3 mpoIBUHYTUM HalallTyBaHHSIM MiXMepe-
YKOBOI'O €KpaHy, IMHAMIYHO1 MaplipyTu3allii Ta iHmoro. Bce e 0yne oOMexyBaTUCh
JIUIIIE TIOTY>KHOCTSIMU MOJIEJI Ta PiBHEM JIIIEH3I1.

Ane MikroTik mae 1 Hemoik. i1 BUCOKOHABAaHTAXKEHUX MEPEIK, TAKUX K BEIIHKI
nataneHTpu, noryxanocteil MikroTik Moxe He BUCTauMTH, i TPUCTPOI MOXKYTh MPOCTO
HE CIIPaBJISTUCS 31 CBOEIO poOoTOr0. [ Takux 1iyiel oOuparoTh OUIBIN MOTYKHI Bapia-
HTH, K Mozeni Cisco Nexus ado Juniper QFX, ne nainoryxHimmii Bapiant MikroTik
CCR2216 noctynaerscst MoxuBocTsIM. Takoxk, MikroTik obnanHaHHs He 3aBKau pea-
J3y€ cy4acH1 TEXHOJIOT1, SIKi KOPUCHI B BETUKUX Mepekax. Hanpukian, B cydyacHUX J1a-
TallEHTpaX, YaCTO BUKOPUCTOBYEThCS TexHoioriss FCOE s BUCOKOMIBUAKICHUX TIEpe-
nau panux ta B3aemomaii LAN ta SAN, sky MikroTik ve migrpumye [21].

3aranom, MikroTik Moske OyTH 4y 1OBHM BUOOPOM JJIsi MAJIOTO Ta CEPEAHBOTO Oi-
3HECY, OCOOJIMBO MPH HEBEIIMKHUX OropKeTax. I BETMKUX HaBaHTaAXKEHUX MEPEX € MO-
neni CCR2116/CCR2216 a6o moaibHi iM, aie MoTpiOHO OYyTH 00EpEKHUM, OCKITIBKH iX

MOKJIUBOCTEH HE 3aBXKIHN MOXE 6YTI/I JOCTaTHBO.
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1.2 ®ynknii RouterOS nas 3axucty mepe:xk Ta MikroTik obaagnanns

1.2.1 OcHnoBHi ¢ynkuii 3axucty RouterOS

RouterOS mae noBoi mupokuil pyHKIIIOHA 00 3aXUCTY MEPEXK Ta MPUCTPOIB.
s 6a30B01 KOHDIrypallii 3aXucTy, Cepiry BAMUKAIOTLCA HEMOTPiOH1 ciryk0u. Takumu
MoxyTh 0yt MAC-Telnet, Telnet, WebFig i t.n. Takoxk, K10 BOHM BHKOPHUCTOBY-
I0THCS, MOYKHA 00OMEXUTH iHTepdeiicu abo IP-aapecu, 3 SKUX MOKIUBO OTPUMATH 0 HUX
TOCTYII.

Taxox, € peKOMEHJOBAaHUM BUMKHEHHS HEBUKOPHCTOBYBaHHUX 1HTEp(ENCIB Ta BH-
JIaJICHHS] KOPUCTYBaya 3a 3aMOBYYBaHHsM (2dMin) Ta CTBOPEHHS HOBOTO 3 TIpaBaMH JI0-
CTYIly aJMiHICTpaTopa.

JJ1st KopucTyBayiB, BIAMIHHUX BiJl AMIHICTpaTOpa, HOTPIOHO PO3YMHO MIAXOAUTH
710 TUTaHHA BUAUICHHS MPaB IOCTYIy y BUTJIA1 MOMTUK. I IbOTO BUKOPHUCTOBYIOTHCS
rpymu. ['pynam MoXyTh OyTH HaJaHI HACTYITHI TOMITUKH: [2]

- local: moniTuka, sika Hajae MpaBa Ha BXiJ Yepe3 KOHCOJIb,

- telnet, ssh, web, winbox: moiTrka, 1m0 Hagae mpaBa Ha BiJIaJCHUIN BXig uepes
Telnet, SSH, WebFig, WinBox;

— password: moJtiTrKa, 110 HaJIa€ MpaBa Ha 3MiHY apoJIs;

api: Hajae mpaBa Ha qocTyn 10 poyrepa yepes AP, REST API;

ftp: mosiThka, 1110 Ha/la€e TIOBHI MpaBa JJIs BiJgaaeHoro Bxoay mo FTP;

romon: moJIiTHKa, sKa HajJae IpaBa Ha IiIKIF0YeHHS 10 cepBepa RoMon;

reboot: momituka, sika 103BOJISE MEPE3aBAHTAKCHHS MapIIPyTU3aTOPa,;

read: moJtiTHKa, sIKa HaJa€ JOCTYI HAa YATAHHS KOHDIrypailii MapuipyTH3aTropa;

write: moJtiTvKa, Sika HaJjae JOCTYI Ha 3aruc 10 KOHQITrypalii MapIipyTu3aTopa,
OKpIM KepyBaHHS KOPHCTYBauyaMH;

— policy: momiTrka, sika HaJja€ KOPUCTYBAYCBI MMpaBa Ha KEPyBaHHS 1HIIMMU KOPH-
CTyBa4aMu. BUKOPUCTOBY€ETHCS pa3oM 3 MOJIITUKOIO WrIite;

- test: mosiTMka, ska Hajae MpaBa HAa BUKOHAHHS KOMaH] ping, traceroute,
bandwidth-test, wireless scan, snooper, fetch, email Ta iHIIIMX TECTOBUX KOMAaH/I;

- sensitive: Hagae npaBa Ha 3MiHy omii "hide sensitive", SIKIIO MO TOJITHKY BH-

MKHEHO, KoH(]iaeHIIIHa iHhOopMallis HE BIIOOPaKAETHCS;
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- sniff: momitrka, sika Hajae MpaBa Ha BUKOPUCTAHHS CHIPEpy MaKeTiB.

B RouterOS s 6e3neynoro BimnaneHoro poctymy 3 Bukopucrtanasm Web GUI
MOKIHBO cKoHpirypyBatu WebFig uepes HTTPS ms mmdpysanus tpadiky. s 1i50ro
BCTAHOBITIOETHCA cepTudikar ajst Beo-cimyx0u nmpuctporo ta CA ceptudikart. [le Hagacts
3MOTYy TIepeBIpPKH JIMCHOCTI cepTUu(diKaTy BeO-CIIy)kOM Ta YHUKHYTH IIIAMIHH cepTU(I-
Kary [2].

[ammMm BapiantoMm € migkiaroueHHs mo SSH. B RouterOS 3a 3amoBuyBaHHSIM BUKO-
puctoByeTbest SSHV2. MoxiuBe Bukopuctands SSH 3 mapossHoro ayTeHTH]iKaIliero Ta
3a qornoMororo napu kimodiB RSA. SSH PKI moxxe OyTu 611b1 6e3ne4HUM HiXK 3 BUKO-
PUCTaHHSAM MAapoOJIbHUX (hpa3, OCKUIBKH BIH BUKJIIOYAE MOKIMBICTh aTaku NepedopoM Ta
IIPU BUTOKY MapoibHOi (ppas3u, 3TOBMUCHUK BCE PIBHO HE 3MOXKE ayTeHTH(IKYBATHCS
(sxmo He yBiMkHeHa ommis always-allow-password-login). B cBoro yepry, npuBaTHHIA
KJIFOY Ma€ HaJiiHO 30epiraTucs, OCKUILKH IMTPH HOTO KOMIIPOMETaIllii, 3TOBMUCHUK 3MOXKE
OTPUMATH JIOCTYI 10 MpUcTpoio [2]. Cxema podotn SSH ayrenTudikarii Ha ocHOBI RSA-

KJIFO4iB 300pakeHa Ha PUCHYHKY 1.5.

client server
] | — 0 |
| — o |
——— —m

client initiate SSH connection

server sends a random message

client encrypt the random message using its
private key and send to server

server decrypts the message using the
public key
if message is same then client is granted access
else access denied

Puc. 1.5. SSH PKI aytentudikanis
Jns 3axucty Ha L2 piBHi RouterOS edexTuBHUM € BUKOpUCTaHHS (DYHKIIIOHATTY
MeHro Switch. JIiast xomMaHIHOTO psKa, HaJaAIITyBaHHS 3HAXOMATHCA B MEHIO
/interface/ethernet/switch. Omniero 3 dpynkmiii € MAC ACL, sika 103BoJIsIE CTBOPIOBATH

npaBuia Jiyis mporyckanns Tpadiky Ha ocHoBi MAC-anpec mxepena Ta Mpu3HAYEHHS.

Xaneyvkuii A.B. Apk.
Tonosus O.C. KKIKEKPE - 125 - 24 - I73 20
3mn. | Apxk. Ne 0okym. Iionuc | dama




[le no3BOJISIE YHUKHYTH HA TIEBHUN YaC HECAHKIIIOHOBAHOTO TIKITIOUYEHHS Ta 3aXUCTUTH
NPUCTPIN Bij] TAaKWX aTak, siki 6a3yrorecs Ha MAC-Flooding, nanpuxian, DHCP-Starva-
tion. Takox, aeski mogem MikroTik komyTaTopiB Ta MapuIIpyTH3aTOPIB MOKYTh BUKO-
HyBaTH (QUIBTPAIiIO HA MIBHIKOCTAX 1HTEPQEHCiB, KO iXHI SWICh dinu miaATpuMyIOTh
TaKy MOYKJIMBICTb, III0 3HAYHO ONTHMIi3y€e poOOTY MPUCTPOIB Ta Mepexi [21].

[amoro ¢yHKIiE 3 mboro MeHto € Port Isolation. 3a gomomoror Hei MOKIMBO
MOBHICTIO 130J110BaTH Tpadik OJHIET rpynu iHTepQeiciB Bia 1HIIOI. € KOPUCHOIO PYyHK-
I[I€10 Y BUMAJKaX, KOJIU MOTPIOHO 130/1F0BATH MIEBHI XOCTH BiJT 1HIIIMX.

Jist 3axucty Big atak migmian DHCP-cepsepa B RouterOS peasnizoBano DHCP
Snooping. Ipu yBiMKHEeHHI 1i€T QyHKITT, BKa3YIOTHCS TOBipeHi iHTepdeicH, IKUMU € 3a-
3Bu4ail intepdericu a0 nerirumuoro DHCP-cepsepa. Hanpuxnan, sikiio 3710BMUCHHUK ITi-
JIKITIOYUTH 0 HEeIOBipeHoro iHtepdeiicy komyratopa Hemeritumuuii DHCP-cepsep, i
oauH 3 kiientiB Haginuie DHCP Discover, To 1eii 3anuT Oyae HamicIaHo JIHMIIE Yepes3

NoBipeHui iHTepdetic, K e 300pakeHo Ha pucyHKy 1.6. [21]

—
With option 82 With option 82
—
! traseed SW2 usted  trusied swi intristed
o n—% Qﬂ = !
DHCP >‘L>|< frers DHCP
untruste .
Server | ‘L Client
=3 DHCP Offer
Rogue )
DHCP =3 DHCP Discover
Server X Dropped packet

Puc. 1.6. DHCP Snooping
Binx araku ARP-Spoofing neBnux 3axucaux gynkmii y RouterOS He peaiizoBaHo,
aJie BCE JK TaKH € TICBHI BapiaHTH, K NepeBeicHHs inTepdericiB y pexxum ARP-Reply Ta
nonasanHs ctatnaanx ARP-3ammcis a6o 3a qomomororo DHCP-cepsepa.
Jlns 3axucty Bin ICMP-atak, Takux sik ICMP-Flooding Ta Ping of Death moxuse
BUKOpHUCTaHHSA sik oomexxeHHs: 00pooku |ICMP-Request makeris simpom RouterOS (y Bu-
naaky ICMP-Flooding), abo » 3a momomororo Opanamayepa mias 0iokyBanHs |CMP-

MAKETIB 3 IEBHUM PO3MIPOM Ta MIBUIKICTIO HATXOHKEHHS.
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Jlnst koHTpoto poctyny a0 inrepdeiicy MikroTik mpucrtporo, y RouterOS mosx-
JMBE HANAITyBaHHS NpoToKody 802.1X, skuif ayTeHTU(IKY€E TIAKIIOYEHHI PUCTPOIB 3
BukopuctanHiM RADIUS ceppepa. RouterOS miaTpumye Taki MeToau ayTeHTHDIKAIIIT,
sk EAP-MSCHAPV2, EAP-TLS, EAP-PEAP ta EAP-TTLS [2].

EAP-MSCHAPV2 6a3yetbcs Ha mportokoii ayreHtudikamii MSCHAPV2, komu
KJIIEHT Ta cepBep ayTeHTU(]PIKYIOTh 01MH 0iHOT0 Ha ocHOBI NT-xema. [lel MmeTos € Hali-
MEHII HaA1HUM.

EAP-PEAP € Ouibi HaaiiHUM METOJIOM, OCKUIBKH TP HHOMY MK KJII€EHTOM Ta
cepBepoM Oynyetbest TLS-3’eananns Ha ocHOBI cepTudikaty cepsepa. [licas mporo, Bi-
noyBaeThes mpoiiec ayrenTudikaii Ha ocaoBi MSCHAP-v2 a6o EAP-SIM (PEAPVO).
PEAPV1 moxe BukopuctoByBatu EAP-GTC ta EAP-SIM.

EAP-TTLS € myxe cxoxum mo EAP-PEAP, ockinpku BiH Takox Oymye TLS-
3’eHAHHS JJIs Tipoliecy ayTeHTudikaili, ane Ha BigMiny Bin EAP-PEAP, BiH Moxe BU-
KOPHCTOBYBATH OUITBIITY KITBKICTh TPOTOKOIIB ayTeHTU(ikarii, Takux sk PAP, CHAP Ta
MSCHAPV1.

EAP-TLS € Hait6inp11 HapiitHuM MeToaoM. Lleit MmeTox BuMarae 1BOCTOPOHBOT ay-
TeHTU}iKa1ii 000X CTOpPiH, alie 3 BUKOPUCTaHHAM T LS cepTudikaris, 1110 3Ha4HO MOKpPa-
1Y€ piBEHb 3aXUCTY, OCKIILKH HE 0a3yeThCs Ha ayTeHTU(IKAIT 3 BUKOPUCTAHHSM Mapo-
JpHUX Ppa3. BiH Takox € MBUIIIUM, HIXK MTOTIEPEIH] JIBa.

RouterOS niarpumye crannapt IEEE 802.1AE (MACsec). MACSec € mpoToKoIoM
JU1s1 3a0e3nedeHHs KOH(1IEeHIIIMHOCTI Ta IITICHOCTI Ha KaHainbHOMY piBHI. MACsec mpa-
I}O€ B paMKax acolianii miaKIoueHHs. Acolialis maKI0YeHHs SBsie co000 Hallp atT-
puodyTiB MACsec, sk iHTEpPEiich BUKOPUCTOBYIOTh [l CTBOPEHHSI 3aXUILEHUX KaHa-
JIB: OJIHOTO JUIsl BXiTHOTO Tpadiky 1 ogHOro Juis BUXimHOro. L1 KaHamm 3a0e3rneuyroTh
nepegady Ta OTpuMaHHs AaHuxX 4depe3 3axuineHe MACsec 3'eqHanus. s renepartii
karouiB SA, BukopuctoByeTbes mpotokonr MKA (MACsec Key Agreement). Bin Takox
BU3HAYa€e cepBep, sikuil Oyae renepysat kitodi. SAK Tta iHma indopmanis MKA po3-
noAisieThes B O0s10kax panux mpotokoiry MACsec Key Agreement Protocol Data Units

(MKPDU).
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Jlnis HanamTyBaHHs, CIOYAaTKy BKa3yroThcs 3HadeHHs aisi CAK 1 iMeHa KirouiB
acomiamii miakmodeHHs (CKN). 3nauenns CAK 1 CKN noBunHI 36iratucs Ha 000X KiH-
14X 3'eqHaHHs. kim0 3HadueHHs y3rokenHi, MKA oGupae cepBep kiroua, sSIkMii Ma€ BH-
it mpioputeT. CepBep KIoUiB reHepye Ta posnoscroxye SAK. Ilicns Toro, sk cepsep
KJIFOUIB 1 MPUCTPIM YCHIITHO BCTAHOBIIOIOTH 3reHepoBani SAK, kaHan Moxe Oe3nedHo
nepeaasaTH 3amundponani naHi. Leit mpouec 300paxeno Ha pucyHky 1.7. CepBep KiI04iB
MIATPUMY€ 3aXHINCHEe 3'€THAHHS, MEPIOJUIHO TeHEPYIYH Ta po3moBCiokyroun SAK.

Jliis mmmdpysanns, MACsec BukopucroBye GSM-AES-128 [21].

—
f . .
TenGiGE 0AVE1 TenGiGE OO0V

Router
R2

Step 1
PSK Configuration

Step 2 T . -
CKN Exchange and ICV Validation | <

Step 3
Key Server Selection

SAK Distribution
Step 5 —> g
Data Exchange (encrypted) - a

Puc. 1.7. BcranoBnenusi SA Ta 6€31Me4HOTO KaHATy

Taxox, € BapianT nuHamigdoro ysromkeHHs SAK. J{ns uboro MACsecC interpy-
etbes 3 ctangaptoM |EEE 802.1x, ane B RouterOS ms dyHKITisI TOKHM HE peantizoBaHa.

Jlna 3axucty Bix arak IP-Spoofing, RouterOS peanisye unicast Reverse Path For-
warding (URPF). Bin Hazmae 3Mory BU3HAYMTH, YH € JilicHoro IP-aapeca Ha ocHOBI Ta0-
i maprapytusaiii (FIB). Skmo URPF yBiMkHEHO y pexxumi 100Se, Toai agpeca mke-
pea BX1JHOTO TIAKeTy 3BIPSAETHCA 3 TAOIUICI0 MapIIpyTHU3aIlli, 1, IKIIO BIACYTHINA Map-
HIPYT 10 MEPEXi, K1 HATEKUTh aJIpeca, MaKeT BIIKUIA€ThCS.

VY pexxumi Strict mepeBipseThCs He JIHIE caMa HassBHICTh MapIIpyTy, a 1 inTepdeiic,
KWW HAUO1IBII MIAXOAUTH I i€l axpecu. ToOTo, Ko makeT 3 neBHow |IP-aapecoro
npuiiae 3 oAHoro iHTepdeicy, ane y Tabiuil MapipyTusaili 0y1e 3a3Ha4eHo, 0 Me-

pexka, SKii HaJIeXKHUTh 115 aJipeca, 3HAXOAUTHCS 3a 1HITUM 1HTepdeiicoM, TOl el maKeT
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BigKuHeThCs. [lanwmii pexxuM Kpaie crpasisieTbes 3 atakamu |P-Spoofing, ane Bin Takox

CTBOPIOE MTPOOIIEMH, SKIO BUKOPUCTOBYETHCS aCUMETpHYHA MapmipyTu3aris [21].

1.2.2 bpanamayep RouterOS

bpanamayep RouterOS e 6ararodyHkIioHaIbHEUM 3ac000M I peatizallli 3axu-
cty Mepexi i He Tinbku. Bid € stateful parmmayepom, TOOTO BUKOHYE BiICITiIKOBYBaHHSI
3’emHaHHs. TakoXk, € MOXJIMBICTh IOTO BUKOPUCTAHHS sIK Stateless.

OcHoBoro OpannMayepa RouterOS e connection tracking. Bin mo3sosisie sapy OC
BIJICTIIIKOBYBATH CeCii 1 TO3HAYATH MAKETH BIIIMOBIIHO 10 iX MapaMeTpiB CTAHOM TIiK-
JIOYCHHSI.

VY RouterOS € 5 craniB miK/IIOYCHHS, SKI HA3HAYAIOTHCS MakeTam [2]:

1. New — nepmmii maket cecii. ¥ Bumaaky 3 TCP e SYN makeT moTpifHOTO py-
KOCTUCKaHHS. SIKIIO BUKOPUCTOBYETHCS MPOTOKOJI O€3 BCTAHOBJICHHS CECii, TAaKUM SIK
UDP, ICMP, OSPF i 1.1., TO/Ti HOBUM ITaKETOM OY/I€ BBAXKATHUCS ITAKET, TAPAMETPH STKOTO
HE BIATOBIIAIOTH cecisiM B Tabuili connection tracking.

2. Established — maker BcTanoBeHo1 cecii.

3. Related — maker 3’emHaHHs, SKe IMOB’s3aHe 3 1HIINM 3’€HaHHAM. Hanpukian,
ICMP maket nipo neBHy nomuiiky abo FTP 3’ennanns ans nepemadi qaHux.

4. Invalid — maker, mapaMeTpu SKOTO HE BiJIOBIJaI0Th BCTAHOBIICHIH cecii. Buko-
puctoByeThes 3 TCP, Ko HaICHITA€ThCS TTAKET B MEKax MEBHOI Cecii, ajie 3 HeTpaBHIIb-
HUMU nlapameTtpami, Hanpukian, SYN ACK naker 3 HeBianoBiaiaum SEQ HOMEpoMm.

5. Untracked — makeTu cecii, sika He OBMHA 3aHOCUTHCS A0 TaOIHII CONnection
tracking. Ileii cran 3’eqnanns nmpu3HayaeTbesi B RAW dinbrpax.

OcHoBHUMU CyOpyTHHaAMU OpaHaMayepa €:

- Filters;

- NAT,

- Mangle;

- RAW.
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Bci BoHM BUKOPHUCTOBYIOTH MpaBuiIa 1Jis1 pOOOTH 3 TaKeTaMH, KU MTPOXOIUTh Ye-
pe3 neBHi JaHIoryu. JIaHIor — 11e eBHA MOCIIJOBHICTh PYTHH, AKi BUKOHYIOTH 0OpOOKY

Tpadiky. BoHu Ta ixHi pyTuHU 300pakeHi Ha pUCyHKY 1.8.

—_ | HOTSPOT-N |—)|RAWPRERDUT|NG|—)| CONNECTION I—)l L & I—)| DST-NAT |
— MANGLE FILTER HTB GLOBAL SIMPLE
|| INEUE H —_— | INPUT |_’| INPUT H (QUEUE TREE) |—»| QUEUES |
FORWARD _ ; e s—} / TTL=TTLA /L>| e |—>| FOrER |—>| ACCOUNTING |
ourur || — / mmoee Ll mawoureur [{ COMECTOV Lyl e |l uEm Ly )R/
||Posmou7mc” — | PO I—)I SRC-NAT I—»{ HOTSPOT-OUT |—>| (OULUE TREE) |—>| et |

Puc. 1.8. Jlanitoru 6panimayepa

PREROUTING

0yl

VY Prerouting iiae 06poOka Tpadiky mepen THM, K Oye BUKOHAHO PIIICHHS 00
Horo mojanporo nepecwianns. B Input nanitor Hanxoauts Tpadik, SKUH aapecoBaHO
camomy npuctporo. Y Forward norparuisie Tpadik, skuii apecoBaHO iHIIOMY IPUCTPOIO.
Output nauiror 06po0IIsie MaKkeTH, sIK1 3reHepoBaHi caMuM npuctpoem. Jlaniror Postrout-
INg BUKOPHCTOBYETHCS JUIS TAKETIB, SIKI MOKUIAIOTh MEBHUH 010K 00OpoOKH Tpadiky
(Bridging, MPLS, Routing) [2].

Filters — e cekiiis, e BimOyBaeThes (DiIbTpallist MAKETIB HA OCHOBI TX mapaMeTpiB
(IP-ampecu, mopTH, MPOTOKOJ, CTaH 3’€THAHHA 1 T.1.). € 0arato pi3HUX XapaKTEPUCTHK,
3a AKUMHU MO>KHa KiacudikyBatu Tpadik, TOMY 1€ Ha/la€ 3HAYHO1 THYYKOCTI y HaJaIlTy-
BaHHI (inbTpallii makeris [2].

3 makeToM MO>KHA BUKOHATH HACTYMHI Aii:

- Accept — mponmyCTUTH MAKET;

- Drop — BigkuHyTH MakKeT;

- Reject — Bigkunytu naket 3 neBuuM |CMP moBigomMIIeHHSM y BiAMOBIIb;

- Add-src-to-address-list — momatu agpecy mkepena 10 CIIUCKY aapec;

- Add-dst-to-address-list — nogatu aapecy npu3HadeHHS 10 CITUCKY aJpec;

- Fasttrack-connection — nmo3nauae nakeru cecii sk fast-tracked, mo no3Bosnse Bu-
kopucrtatu FastPath B mingx onrumizarii;

- Jump — mepeiTH 10 KOPUCTYBAIIBKOTO JIAHITIOTA,

- L0og — cTBOpUTH 3amuC MPO NMEBHUM MaKET;
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- Passthrough — 36ibmnye TiYnIBHUK TPOWICHNX MMAKETiB Ta BiANPABIISE MAKET HA
MOIAJTBITy 00pOOKY OpaHaIMayepoM;

- Return — moBepHyTHCS 3 CTBOPEHOIO JIAHIIOTa B IEPBUHHUMN JIAHITIOT,

- Tarpit — yrpumye 3’ennanns, Bignosigaroun Ha TCP SYN maketn TCP SYN
ACK makeramu 3 HyJIbOBUM BIKHOM.

VY cexuii NAT BinoyBatotbcst NAT-niepetBopeHHss. OCHOBHUMM JiIIMU MOYKHA BBa-
*aTth masquerade, src-nat, dst-nat, netmap. Ilpu mackapaaunry, IP-agpeca mxepena, Ha
Ky TOTPiOHO 3aMIHMTH 1HITY B TMAKETl, BU3HAYAEThCS caMOCTIHHO. Ile kopucHo, KoM
notpioHo HanamryBaTu PAT npu quHamiuHoMy KoH(irypyBauHi |IP-agpecu Ha mapuipy-
tuzaropi Bix ISP. Src-nat Bukonye Ty camy airo, aje A HbOro moTpiOoHo BkasyBatu IP-
ajzpecy, Ha SIKy MOTpiOHO 3aMiHUTH 1HINY. DSt-nat Bukonye npoTtuiexny faito. Bin 3ami-
H€ aipecy Ta mopT nmpu3HaueHHs. Netmap cTBOpro€ CIiBBIIHOIIEHHS OAHOTO Habopy |P-
aapec 1o iHmoro. Mosxxe OyTH KOPUCHUM, KOJIM TI€BHIM TPYIi XOCTIB MOTPIOHO BUKOHY-
BaTH TpaHcito IP-agpec 3 meBHoro mysa agpec (quaamiaauii NAT) [2].

Mangle moxe BUKOHYBaTH MapKyBaHHS TpadiKy Ta 3MIHIOBATH MEBHI apaMeTpu
TCP Ta IP 3aronoskis (MSS, TTL, DSCP Tomo). Ile kopucHuii iHCTpyMEHT, KOJIH MOT-
pibHo BukonyBaTH QOS Haj meBHUM TpadikoM, OCKUTBKU BiH MOXE CTAaBUTH MITKY Ha
MEBHUMHM MaKkeTaMu a00 MaKeTaMu MEBHOTO MAKIIOUEHHS, sika Oy/ie B MOAAIBIIOMY BU-
KOpHUCTaHa MpH PIIICHHSX MPIOpUTH3allii Ta menninry tpadiky. Takox, BiH MOXXe OyTH
3actocoBanuii 1u1st PBR Ha ocHOBI MapmpyTHHX MiTOK Ta OanancyBanus PCC, N-th [21].

RAW BukoHye 06poOKy Tpadiky 1o connection tracking. Floro moxmmBocTi momo
kiacuikauii Tpadiky 3MEHILIEHHI, aje BIH 3HAYHO €KOHOMHUTb PECYPCH, KOJIU MOTPiIOHO
BIIKUHYTU Tpagik A0 TOTO, SIK BIAOYIAEThCS BiACIIIKOBYBAHHS 3’€IHAHHA. Takox, BIH
MOXe€ TI03HAYaTH MaKeTH sik untracked /uist yHUKHEHHS! BHECCHHS 3aITKUCIB MPO 3’ € HAHHS
B Tabmuiro connection tracking. Yacto BUKOPUCTOBYEThCS Ui OJOKYBaHHS 3JI0BMHC-
Horo Tpadiky, Hanpukiaaa, DoS/DDoS arak.

Takox, Opanamayep MO>kKe BUKOHYBATH i1 HaJ TpadikoM Ha OCHOBI HOTO BMICTY.
[{poro MoxkHa focsarTy napamerpom content (content filtering). Slkmro B mosi gaHux mna-
KeTa MICTUThCS TIEBHUM TEKCT, IKMI BKa3aHUH y mapaMeTpiB CONteNt, To mpaBmIIO BUKO-

HY€ BIAMOBITHO 110 HAJl IIUM TpadikoM (BiIKHUHE, MO3HAYUThH MITKOIO TOIIO). Takox, €
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OuThII yHIBepcalbHUI 3aci0 juia 1boro, a came Layer7 (Layer 7 filtering). Bin mykae
HEOOX1THUN TEKCT 3 BUKOPUCTAHHSIM PEryIsipHUX BupasiB. s 06pobku BiH oOupae me-
puinx 10 makeTiB 3 migkiIro4YeHHs ado nepii 2 Ko, 1, K110 B 0THOMY 3 TTaKEeTiB 3HANICHO
CHIBBITHOIIEHHS, TO HaJ MOJAIBIINM TpadiKoM BUKOHYETHCS MEBHA Mid. SIKIIO Hi, TO
MIPABUIIO MEPECTAE NIYKATH CITiBIAiHHS.

BaxiuBo, mo0 Tpadik, Haa skuM BUKOHYeThes content filtering abo Layer 7 filter-
ing He OyB 3ammdpoBanuii. Takoxk, el QYHKIIOHAT € qy)Ke PECYPCOBHTPATHHM JIJIs
CPU, Tomy 1010 BUKOPUCTOBYIOTh TIJILKH MPHU HEOOX1THOCTI, SIKIIIO HEMA€E aJIbTEPHATHB.

RouterOS wmae 3aco6u mns BusHaueHass Flood/DoS/DDoS atak. Humu € mapame-
tpu limit, dst-limit y cexuissx Mangle a6o Filter. Limit 36upae indopmariiro mpo niBuI-
KICTh HQ/IXO/KEHHS MaKeTiB a00 KUIBKOCTI OIT HA OCHOBI1 JJOJIATKOBUX MapaMeTpiB Mpa-
BUJIA Ta apTYMEHTIB, sIKi Iepeaani B caM mapametp. Dst-limit moxe cTBoproBaTH OTOKH
Ha OCHOBI 3Ha4yeHb |IP-aapec Ta moptiB Ta MOpTIB y 3arojoBkax nakeriB. Lleit meTon €
O1IbII OE31IEYHUM B KOHTEKCTI IOMHJIKOBHX OJIOKYBaHb.

Taxox, 6panamayep RouterOS moske Bu3Hadatu cripoOu ckanyBaHHs mopTiB. Le
pOOHTHCS 32 AONOMOTOI0 Mapamerpa Psd, e BKa3yeThCst KUTbKICTh OJJMHUIb, SIKI TIOTPi-
OHO HaOpaTH AJiA cnpaltoBaHHs npasuia. L1 oquHuIl HabuparoThCs 3a KOXKEH HaJicia-
auii TCP/UDP-naker Ha pi3Huii mopt npu3HaueHHs. JlaHa QyHKIisS Moke OJIOKyBaTH

CrpoOH MIBUAKOTO CKaHYBaHHS TIOPTIB Ta HABITh YIIOBIIBHEHOTO CKaHyBaHHS [2].

1.3 Moz:xamBocTi nucTpudyruBa pfSense sik MizkMepekeBoro eKpaty B KOpIo-

PATHBHUX MepeKax

1.3.1 Oraspn onepaniiinoi cucremu pfSense

pfSense — 1ie qucTpubOyTHB onepaitiiiHoi cuctemu FreeBSD. Bona € BiaramysxeH-
usaMm Bix MOnOwall, sxuit Hagap Ga3oBuit GyHKI[IOHAT MapiipyTu3aropa. Ha manuii mo-
MEHT, pO3p00OKOI0 IIOTO AMCTPUOYTHBA 3aiiMaeThcst kommanis Rubicon Communications
(Netgate) [8].

Januit TucTpuOyTHUB BCTAHOBIIOETHCS HA CEPBEPHOMY O0OJIaTHAHHI 1 MOXKE JIATH
SIK MDDKMEPEKEBHI eKpaH Ta MapiipyTusarop. Takox, kommanis Netgate mpononye cBoe

oOJnaiHaHHS, sIKE CIIEHIabHO MPU3HAYEHE JUIsl pOOOTH B IKOCTI MIXKMEPEXKEBOTO EKpaHy
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abo mapmpytu3atopa mia kepyBanusam OC pfSense. [Ipukian Takoro oOiagHaHHS 30-

Opa’keHO Ha pUCyHKY 1.9.

<V

Puc. 1.9. Netgate 1100
Kondiryparis pfSense sukonyerbest adbo uepes CLI, a6o uepes WebGUI. Buxo-
HaHHA HajamrtyBanHsg yepe3 CLI cknagnimie ta motpedye 3Hanb 1ist podotu 3 FreeBSD.
€ Bapiant 3 Bukopucranusm PHP-Shell, ane mist nporo norpiduo po3ymitu tpoxu PHP
Ta 3HaTH HeoOXiaHI mapameTpu. HanamryBanus uepe3 WebGUI e nermmm Ta iHTYITHBHO
3po3yminuM. Takox, BiH € 3py4YHUM JIJIsi MOHITOPUHTY TIO/AIM Ta MPOAYKTUBHOCTI MPH-

ctpoto. [Ipuknan BeO-iaTepdeiicy Ta CLI naBeneno na pucynky 1.10 ta 1.11.
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_-dsense em - Interfaces~  Firewall ~ Services + Status ~  Diagnos

COMMUNITY EDITION

Status / Dashboard + 0
System Information ya-Xx] Interfaces ya-Xx]
Name pfsense.cloud.local i WAN 1 autoselect
User admin@192.168.1.212 (Local Database) L LAN 4 autoselect 10.1.149.31
System VMware Virtual Machine T
Netgate Device ID: 540111fe0c524fe009e5 iieftace Stailstics #00
BIOS Vendor: Phoenix Technologies LTD WAN LAN
Version: 6.00 Packets In 1432 349
Release Date: Thu Nov 12 2020
Packets Out 2912 2
Version 2.6.0-RELEASE (amd64)
built on Mon Jan 31 19:57:53 UTC 2022 Bytes In 691 KiB 31KiB
FreeBSD 12.3-S
feeBSiI2 3 SIABLE Bytes Out 1.63 MiB 2328
Errors In 0 0
Version information updated at Sat Jun 10 1:48:13 UTC 2023 &
Errors Out 0 0
CPU Type Intel(R) Xeon(R) CPU D-1541 @ 2.10GHz
2 CPUs: 1 package(s) x 2 ) Collisions 0 0
AES-NI CPU Cryp s (inac
QAT Crypto: No Traffic Graphs 00
Tardwars Qyp WAN wan (in)  @wan (out)
Kernel PTI Enabled 20k
MDS Mitigation Inactive ok
Uptime 00 Hour 01 Minute 56 Second 10k
Current date/time  Sat Jun 10 1:49:13 UTC 2023 K
—00
DNS server(s) « 127.0.0.1
. 10.1.149.10 5.0k
LB a7 4730 4820 49:17
Last config change Sat Jun 10 1:47:59 UTC 2023 LAN @ lan (in) 1an (out
State table size 12k
0% (221/198000)
1.0k
MBUF Usage
0% (1556/1000000) 800
Load average 0.46,0.21,0.08 600
CPU usage ( 00
1% 5
Memory usage [ ] [ 00
17% of 1982 MiB 4727 a77n anon 104

Puc. 1.10. Be6-inTepdetic pfSense Community Edition

rimming the zpool... done.
CRON... done.
ELEASE amd64 28231286-2818

(pfSense .home.arpa) (ttyvB)
EMU Guest Netgate Device ID: 65d7
«x% Welcome to pfSense 2.7.2-RELEASE (amdb64) on pfSense w»==

HAN (wan) > emB >
LAN (lan) > eml > vwd: 192.168.1.1/724

Logout (SSH only) pfTop
Assign Interfaces Filter Logs
et interface(s) IP address ) Restart webConfigurator
Reset webConfigurator password 2) PHP shell + pfSense tools
Reset to factory defaults 3) ate from console
Reboot systenm le Secure Shell (sshd)
Halt system 1 ore recent configuration
’ing host lestart PHP-FPH

8) Shell

nter an option:

Puc. 1.11. CLI pfSense CE
pfSense mae nBa Tumnu minensii: Community Edition Ta pfSense Plus. ITepiwmii Ba-
piaHT € OE3KOIITOBHUM, a IPyTuil Bapiant mae 1iny B 1893.
pfSense Plus nagae tpoxu Oinbiie MoxuBoctei [9]:

— pfSense Plus nanae Ginbiie cratuctuynoi iHpopmarii B WebGUI,
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- BcraHoBieHHs 10/1aTKOBUX MOAYJIIB;

— Yacrimr OHOBJICHHS Ta BUNPABIICHHS HECTIPABHOCTEH;

- Kpama cinyx0a miarpuMKH.

Amnapartne 3a0e3neueHds Netgate 3aBxau moctadaeTbcs 3 BCTAHOBJICHOIO JIIICH-
sieto pfSense Plus.

Juctpuoytus pfSense MokHa Ay»e THYYKO HAIAIITOBYBATH i Pi3HI MOTPEOH.
Hanpukian, ioro MokHa HaJallTyBaTH Sk 0a30BHil MKMEPIKEBHI eKpaH, sSIKuii Oy ie BU-
konyBaru Stateful dinpTparniro Tpadiky BiAMOBIAHO A0 MEBHUX MpaBuUi. B ocHOBHOMY, 3
kopoOku pfSense mpomonye QyHKITIT MiXKMEPEKEBOTO €KpaHy JIUIIE B TUIaHI KOHDIrypa-
uii NAT, cTBOpeHHs mpaBuWil Ta ypi3aHHS Tpadiky.

pfSense mae MOKJIMBICTh BCTAHOBJICHHS 30BHIIIHIX MAKYHKIB, SKi 3HAYHO MOXKYTh
PO3LIMPUTH KOTO (PYHKITIOHA T IEPETBOPUTH KOTO Mai’ke B OyAb-SKHI THI MIXKMeEpe-
AKEBOT'O EKPaHy.

Hanpuknan, pfSense moxxnuBo ckondirypyBatu mist BeO-¢inprparmii. s mporo
MOJKHa BCTaHOBHTH NakyHOK SquidGuard. Bin Mae HacTymHi MoxHuBoCTi [8].

- OOMmexeHHs ocTyny 10 [HTepHeTy i 1eSKUX KOPUCTYBadiB CIMCKOM J103BO-
JeHux/BigomMux BeO-cepBepiB Ta/abo URL-anpec.

- bnokyBanns goctyny 1o URL-aapec, 1110 BiiOBiIatl0Th CIUCKY PETYIISIPHUX BU-
pa3iB abo CIiB.

- [IpuMycoBe BUKOPHUCTaHHS IOMEHHUX IMEH Ta 3a00poHa BUKOpucTaHHs [P-an-
pec B URL-anpecax.

— AKTHBalIs PI3HUX MPaBUIIA JOCTYIY B 3aJI€KHOCTI Bl yacy A0OU, THS THOXKHS,
JaTH TOIIIO.

Jlist 6utbiux podeciitHuX HaMalTyBaHb, TAKUX SK HAJAIITYBAHHS CUCTEMHU BH-
SIBJICHHSI Ta 3ar00iraHHs BTOPTHEHb € MaKyHOK 171 Ha3Bot0 SNort. Bin € oquuM 3 Halmo-
nyssipHinmx IDPS cuctem 3 Bigkputum Komom [8].

Snort Hamae HacTynHi MoKiHBOCTI st pfSense:

— aHaJ3 MepekeBoro Tpadiky M BUSBICHHS 3JJOBMUCHHUK a00 aHOMaJIbHUX JIii;

— CIOBIIIEHHA Npo 0e3MeKoBl NOil yepe3 eleKTpoHy nowmty abo SMS noBigom-

JICHHA 11711 BUKOI'O pearyBaHHs,
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— OJIOKyBaHHSI aHOMAJIBHOTO a00 MIKIATUBOTO TpadiKy, IKUH BU3HAYAETHCS 32 J10-
MIOMOT'OI0 CUTHATYp MOBEIIHKY;

— JIOTYBaHHS YCIX TOJiH, SIK1 OB’ sI3aHHI 3 MEPEKEBUM TpadiKoM.

[Ticns BcTaHOBJICHHS MaKyHKY Snort Ha mpuctpiii 3 pfSense, obupatorscs iHTEP-
deiicu Ha AKUX BiH OyJle 3a/IisTHUM Ta SK1 MpaBUJjia 1 CATHATYPH TOBHHHI BUKOPHUCTOBYBA-
TUCS TIpH aHai3y Tpadiky. Bei crioBiieHHs 30epiraloThCsl Ta MOXKYTh OyTH 30€peKeHH1
B okpemomy (aiini. [Ipukinaz cnucky croBimieHb 300pakeHo Ha pUcyHKy 1.12.

Services/ Snort/ Alerts (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Syne

. —
Clear all interface log files

Alert Log View Settings

Interface to Inspect WAN s Auto-refresh view 1000 Save
Choose interface.. Alert lines to display.

Alert Log View Filter [+]

Last 1000 Alert Log Entries
Date Pri Proto Class Source IP SPort Destination IP DPort SID Description

20170723 1 uop A Network Trojan was 66.240.205.34 1066 16464 1:31136 MALWARE-CNC Win.Trojan.ZeroAccess inbound
20:49:52 Detected Q Q x connection

20170722 2 uppP Potentially Bad Traffic 163.172.17.76 54465 5060 140:26  (spp_sip) Method is unknown

06:15:49 Q Q x

2017-07-21 2 upP Potentially Bad Traffic 163.172.22.169 52428 5060 140:26  (spp_sip) Method is unknown

09:26:30 Q Q X

2017-07-21 2 UbP Potentially Bad Traffic 163.172.17.76 46834 5060 140:26  (spp_sip) Method is unknown

01:03:28 Q Q x

20170720 2 upP Potentially Bad Traffic 163.172.22.169 54788 5060 140:26  (spp_sip) Method is unknown

20:36:37 Q Q x

20170720 2 upP Potentially Bad Traffic 163.172.17.76 59571 5060 140:26  (spp_sip) Method is unknown

08:31:30 Q Q x

Puc. 1.12. Snort cioBimeHHs

Takox, pfSense MOJIMBO MEPETBOPUTH B MIKMEPEKEBHI €KpaH HACTYITHOTO T0-
KOJIIHHS 3 BUKOPUCTAHHSM 30BHIIIHIX MaKyHKIB. OTHUM 3 TaKuX MakyHKiB € ZenArmor
[16].

Bin Moxxe momoBuuTH PfSEnse HOBUM (GyHKIIIOHATIOM:

— KOHTPOJIb 3’€/IHaHb J0JIaTKIB;

- (pinprpartis Be6-Tpadiky;

- PO3BiJIKa 3arpo3 y XMapi;

— KOHTPOJb TOCTYIY IS IPUCTPOIB;

- (bopmyBanHs Ta mpiopuTH3allisa Tpadiky Ha OCHOBI KaTeropii qomatkiB / BeO-
KaTeropiu;

- (pinbTpariga Ha OCHOBI MOJITHUK;
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- 3ano0iranHs mMuGpPOBaHUM 3arpo3aMm.

Jlanuii makyHOK Hajae auiie 0a30Buil (yHKI[IOHAT JIJIs TIepepaxoBaHUX OMIIIi.

Taxox, pfSense moxe misTH Sk MapiipyTusatop. Bin peanizye qocratHiii GyHKIII-

OHAJI JIJIsl BUKOHAHHS 11i€l posi. JIo Toro , BCl HOTO MOMJIMBOCTI 3HOBY K TaKH MOYXHA

PO3IIUPHUTH 32 JOTIOMOT0I0 30BHIIITHIX TMAKYHKIB.

J10o 0OCHOBHHUX (PYHKIIIH MOkHA BigHecTH [8]:

— HaJaMTyBaHHS CTAaTHYHOI Ta nuHaMmiuHoi Mapmpytu3aiii OSPF, RIP, BGP;

- migTpuMka pizaux TtexHojorii VPN (OpenVPN, IPSec, L3TP, WireGuard

TOIIO);

OaJlaHCyBaHHS HABAaHTA)XEHHS Ta MPIOpUTH3aLId TpadiKy;

MapIIpyTH3allis Ha OCHOBI MOJIITHUK;

¢yukuionyBanHs sik DHCP-cepsep;

cerMeHTalis Mmepex 3a gonomororo VLAN;

Mmapupytu3zauig Mixk VLAN-amu.

pfSense moske OyTH yHIBEpCaTbHUM PIIICHHSM TSI MAJIOTO Ta CEPETHBOTO Oi3HECY

1 BUKOHYBaTH (YHKIIII MIXXMEPEKEBOTO €KpaHy Ta MaplIpyTH3aTopa. Ajie B OCHOBHOMY

Horo oOMparoTh caMme sIK 3aci0 3aXUCTy MEPEXK, OCOOJIMBO B MEpEXKax, 1€ MOTPIOCH BUCO-

KW PIBEHb 3aXHCTY.

1.3.2 Bpanamayep pfSense

OnHiero 3 ocHOBHUX (yHKIIIH, siki BukoHye OC pfSense, € dinprparis tpadiky,

BUPILIYIOUH, IKMI Tpadik mporyckatu abo O0J0KyBaTH Mk Mepexamu. BiH Moxe npa-

mroBatH sk Stateful, rax i stateless.

bpannmayep pfSense moxe BukoHyBatu QinbTpaiiro Ha L2 piBHI BUKOPHCTOBY-

roun Ethernet npasuita. 11i mpaBuiia npaioroTh B Stateless pexwumi, T00T0, He BiACTIAKO-

BYIOUH 3’€JIHaHHS. 3a JIONOMOT0I0 HUX, MOKHA BUKOHYBATH (D1JIbTPALIiI0 HA OCHOBI TAKUX

napameTpiB, sk [9]:

- tun nporokony: ARP, IEEE 802.1X, IPv4, IPv6, VLAN 1 T.11.);
- MAC-anpeca mxepena Ta IpU3HauYCHHS,

- IPv4 Ta IPV6 mxepena Ta mpu3HaYeHHS;
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Taxox, 111 mpaBuIia HAJAl0Th 3MOTY MIEPECUIIaHHS MMaKeTiB yepe3 1HIIHH iHTepdeiic
napameTpom Bridge To.

Jns stateful ¢inprparii BUKOPUCTOBYIOTHCS 0a30Bi HAOOPH MPaBUJI, SKIIO B Ipa-
BWJI1 HE BKa3aHO MPO YHUKHEHHS 3aHECEHHS CTaHy 11010 miakmoueHHs. [lepimm tunom
npaBui € npasuia iHtepderici (Interface Rule). Boun 3acToCOBYIOTHCS Ha BXITHOMY
tpadiky. OCHOBHHMH AisIMH HaJ BXiTHUM Tpadikom € [9]:

- Accept: mpuiiHATH NAKeET;

- Block: BigkunyTH naker;

- Reject: Bigkunytn maket Ta BignpaButa 1CP RST ACK, y Bumanky 3 stateless
npotokosiamu — |ICMP Network Unreachable;

i mpaBuna 1ar0Th 3MOTY (DUIBTPYBATH MAKETH 33 PI3HUMH IMapaMeTpaMu, TaKUMU
ik |P-agpecu, moptu JpKepena Ta Npu3HavyeHHs, a00 3 BUKOPUCTAHHSM MICEBIOHIMIB, THUII
IpPOTOKOMY 1 T.7. Takok, € OLIbII MPOABUHYTI pedl, Taki sIK 0OOMEXEHHS KUTBKOCT1 MOX-
muBux TCP-ceciit 7o meBHoro xocta, Bu3HaueHns OC iHimiatopa Tpadiky, MiTKHU MaKeTy,
npu3HadeHHs nuiro3y i naketa (PBR) 1 T.a. [lpukinan cTBOpeHUX MpaBHiI BKa3aHO Ha
pucyHky 1.13.

(m] States Protocol Source  Port Destination Port Gateway Queue Schedule Description Actions
AdminAccess i)
O « 3/176MB IPvATCP AdminPC *  LAN address AdministrativePorts *  none Allow Administrative Access 400
= (1]
DNS Access Rules o
O v 2/73KB  IPv4 LANnet *  LAN address 53 (DNS) * none Allow Internal DNS &S00
= TCP/UDP i}
O X3#= o/0B IPv4 * L 53 (DNS) * none Block external DNS & ,00
TCP/UDP il
Firewall Access Restriction i)
O XI= 0/4KiB IPvd * LANnet *  LAN address * * none Block Firewall Access LSOO
m
HR DB Server Restriction m
O« 0008 IPv4TCP HRPCs *  HR.DBserve MySQL * none Allow HR Database server access  «§» ' (0O
= m
0 X3= 0/08 IPvATCP * *  HR_DBserver MySQL *  none Blocking Unauthorized HR DB 3200
ssssss i@
O« o0/08 IPv4 TCP LANnet + 443 (HTTPS) Allow DMZ Web Server Acc 3200
= m
Other Internal Networks Access Restriction o
0O XI= o0/0B 1Pv4* * *  Private_IP_ &S00
Rang i
O v 201874  IPvax LANnet * = * *  nene Default allow LAN to any rule 42,00
MiB i}
O« o0/8 IPv6 * LANnet *  * * * none Default allow LAN IPv6 to any rule  §, ' [0
[i1]

=3 =
Puc. 1.13. Ilpuknaa npasun 6panamayepa pfSense
HactynauM THmoM mpaBui € mpaBuia ajas rpynu inrepdeiicis (Interface Group
Rules). Bonn BukoHyt0Th Ti cami (yHKIIIi, 1110 1 MpaBUIa Ha OKpeMUX iHTepdeiicax, ane

BXK€ JIIFOTh Ha JIEKIIBKOX 1HTepdeicax 0JHOYaCHO.
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OcTaHHIM TUTIOM MIPABUII € TUIaBaroyi mpasuia. Lle 61bin rHyukuii crnocid Hamamn-
TyBaHHs (UIBTpAIlii, OCKUIbKH BiH J03BOJIsIE HE Juie oO0poOsTH BXigHuil Tpadik, a i
BuXiaHMM. Takox, mpaBuiia iHTepdeiciB Ta rpyn iHTepdeiciB BUKOHYIOTH 110 BiJipasy,
K TIaKeT criBnaaae 3 mpaBmioM (omiriss Quick). ITraBaroui mpaBuia T03BOJISIOTH HE BHU-
KopucTOBYBaTH omiiro QUiCK s Toro, 1mo0 crpakoByBaio JIMIIE OCTAHHE MPABHUIIO,
AKe MiIAae U1 akeTy. B oCHOBHOMY, 1Sl MOXJIMBICTH BUKOPUCTOBYETHCS JIJIS LIEHTII-
HTy Tpadiky. MOXyTh CTBOPIOBATH POOJIEMH, OCKITIBKU € BUPOT1AHICTh CTBOPEHHS KOH-
GbaikTy npaBuil, Jie MeBHUM Tpadik MOTPIOHO MPOIYCTUTH HA PIBHI IIpaBUJI IHTEp(dEHCiB,
aJie BiH OJIOKY€ThCS TUIaBAIOYUMHU MIPABHIIAMH, TOMY iX MOTPIOHO BUKOPUCTOBYBATH 00€-
pexHo. [9]

[HIIIMM KOpUCHUM (DYHKIITIOHAJIOM € TeTYBaHHS MAaKETIB CIEHIaIbHOIO0 MITKOIO, sIKa
MOXxe OyTH BUKOPHUCTaHA JIJIsi OAAIbINOi 00poOKu. Cxoxa QyHKIIS 10 Ti€l, SKy Haaae
Mangle B RouterOS, ane B qaHOMY BHUIAAKY [MAKETH MOXKHA BiJIMIYaTH JIMIIE 10 1HIUBI-
TyaJIbHUM MapaMeTpam, a He BCl, K1 HaJekKaTh IEBHOMY IT1KIIOUYEHHIO.

bpannmayep pfSense 1o1aTkoBo BUKOPUCTOBYETHCS JJIs1 HA3HAYCHHS BIPTyalIbHUX
aapec, cTBOpeHHs anmiaciB (cnuckiB) IP-agpec ta nopris, Bukonanus NAT nepeTBopeHb.
Takox, € NeBHUI NOPAIOK BUKOHAHHA (QyHKIIH. st Tpadiky, sSIKUil 1HILIIOETHCS 3a Opa-
HIMayepoM abo 10 HbOTO, BUKOHYEThCS HACTYITHA MOCIIIOBHICTH il [9].

1. dinwTparis Ethernet npasuiamu.

2. Bxigauit NAT (NAT 1:1, Port Forwarding).

3. dinpTparris IHIIMMY TIpaBUIIaMU OpaHIMayepa B HACTYITHOMY MOPSJIKY . TIaBa-
104l TMpaBwWia, paBujia Tpyn 1HTEp(ENCiB, A0 SKUX BKIIOUYarOThes npabwia s VPN
(IPSec, OpenVPN), npaBuia okpemux iHTepdEHCiB.

4. Buxigauit NAT Ha BuxiHOMY iHTEpeEiici.

5. [InaBaroui npaBuiia y HanpsMky Out.

6. dinpTpartiis Ethernet mpasmiamu Ha BuxigHoMy iHTEepdeHci.

[Topsimox 00poOku Tpadiky Opanamayepom pfSense 300pakeHo Ha pucyHKy 1.14.
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Puc. 1.14. Tlopsaok 0OpoOKH BX1THOTO Ta BUXITHOTO Tpadiky
Jiist 30epiranHs CTaHiB CeCiii BUKOPUCTOBY€EThCS TaOJIMLA CTaHIB, IKa 300pa’keHa
Ha pucyHKy 1.15. 3a 3amoBuyBaHHsAM, BoHa BukopuctoBye 10% Big 3aranpHoi RAM. Le
3HauYEHHA MOKHa 3MiHIoBaTu. Koxen 3anuc 3aiiMae 1 KO onepatuBHoi nam’siTi. Takox,
KOXKHA CECisl Ma€ J[Ba 3aIMca: OJUH JUTs BX1HOTO (JiBE 3HAUYEHHSI ) Ta 1HIITNI Ta BUX1THOTO

tpadiky (mpase 3HaueHHs) [9].

WAN tcp 198.51.100.6:37246 -> 162.208.119.39:443 TIME_WAIT:TIME_WAIT 91/89 6 KiB/ 120 KiB

i}
LAN top 10.6.0.114:49266 -> 52.88.223.32:443 ESTABLISHED:ESTABLISHED 248/ 244 18 KiB/ 20 KB t
WAN tep 198.51.100.6:55087 (10.6.0.114:49266) -> 52.88.223.32:443 ESTABLISHED:ESTABLISHED 248/ 244 18 KiB/ 20 KiB &
WAN2 icmp 203.0.113.106:36339 -> 203.0.113.1:36339 0:0 832.827 K/ 921 2226 MiB/ 25 I

e
Puc. 1.15. Ilpuknan Tabauui cTaHiB
Bcboro € 7 cTaHiB, AKi MPU3HAYAIOTHCS IS BX1THOTO Ta BUXigHOTrO Tpadiky [9]:
- SYN_SENT: TCP SYN 0yB oTpuManuii ajis iHimiaIlii 3’ €IHAaHHS B MeXax IMOT-
pitinoro pykoctuckanss TCP;
- CLOSED: 3’e¢nanns 3aBepiieHe ado »oaHoro Tpadiky 3 i€l CTOPOHU HE OYI10
BijnpaBiieHo, Hanpukiaja, 0ys orpumanuid TCP SYN 3 iHI110i cTOpOHH, ajie y BiAMOBIIb

Hiyoro He Oyno Hamicnano (cran SYN_SENT:CLOSED);
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- ESTABLISHED: BcranosieHne 3’ ¢1HaHHS;

- TIME_WAIT/FIN_WAIT: 3’eqnanns B nporeci 3aBepmeHas (TCP FIN).

- NO_TRAFFIC: noxione no CLOSED, ane nis nmpoTokostiB 6€3 BCTaHOBJICHHS
cecii (UDP).

- SINGLE: OyB BiampaBieHHUI JIMIIIE€ OJWH IMaKeT JaHMWX, JJIs MPOTOKOIB 0e3
BCTaHOBJICHHS Cecil.

- MULTIPLE: 6inbiie 0AHOTO MakeTy OyJo BiAMPABICHO 3 MIEBHOI CTOPOHHU, IS
MIPOTOKOJIIB O€3 BCTAaHOBJICHHS CECii.

Takox € ocobmuBwmii ctan 0:0. Lle cTad aiis mpoTOKOIMIB, SIKI HEMAIOTh ITEBHUX Ta-

pameTpiB /Ui BCTAaHOBJICHHS CTaHy 3’ €IHAHHS, HAPUKIIAL, 711 mpotokory ICMP.

1.3.3 IlepeBaru Ta Hexoiku pimenHs pfSense

SIk Oyno 3a3HadeHo Buie, pfSense mae agi minensii: Community ta Plus. Skmio
roBoputH mpo pfSense Community, To 3HaYHOIO MepeBaroro nepes] OUIBIIICTIO PIlICHb
JUIs 3a0e3MeUeHHS 3aXKMCTy B MEepeKax € Te, 10 BiH MOBHICTIO Oe3komToBHUM. O0a-
HaHHS TaKuX KommaHii, sk Fortinet, Palo Alto, CheckPoint Ta iHimmx MoXyTh KOIITYBaTH
HEJICIIEBO, 110 YacTo € MPOOJIEMOIO IPH HeBeMKHX OrokeTax. pfSense Community mo-
’KHA TIPOCTO BCTAHOBUTH Ta KOPUCTYBATHCS O6€3 mpobiem, €auHe, 0 MOTpiOHO, 1€ MpHU-
CTpiii, Ha IKOMY BiH Oy/i€ IpaIfOBaTH. 3 UM TE€X HE Ma€e OyTH MpoOJIeM, OCKIIBKH OCHO-
Boto pfSense e onepartiiina cucrema FreeBSD, sika miaTprmye 0arato pisHHX apXiTEKTYp,
TOMY MPOOJIEMH 3 HOTO BCTAHOBJIEHHS HE BUHUKHYTh.

[nmoro mepesaroto pfSense € te, mo Horo (GyHKIIOHAT MOXKHA PO3LIUPIOBATH.
Ockinbku pfSense e OpenSource mpoekToM, To OYJI0 CTBOPEHO 0araTo MaKyHKIB Pi3HOTO
MpU3HAYEHHS He3aJIeKHUMU po3poOHukamu. Lle 103BosIsie HamamTyBaTH B HHOMY IITUPO-
KU CTIeKTp QPYHKIIOHATY MaplIpyTU3aTOpa Ta 3aco0y 3aXUCTy BiJ aTak. Takoxk, MOXKHA
CTBOPHTH 1 BJIACHE PO3IIUPEHHS, SKIIO € HEOOXITHICTh 00 OakKaHHs, HABUYKH Ta 4Jac.

Ane pfSense mae 1 cBOi HEOJIKH.
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1. Cnyx6a miarpumku: pfSense Community He mae o¢iniiHOT TEXHIYHOT i ATPH-
MKH, 1 SIKIIIO BUHUKAIOTh MIEBHI MPOOJIEMHU, K1 HE BAAE€THCS BUPIIIUTH, TO HAMISITUCA MO-
’KHA JIMIIIE Ha CHUIBHOTY, IO MOXE€ OyTH JOBrOTPUBAIUM Ta HE 3aBXIU €(PEKTUBHUM
pimmennsM. [{ro npobnemy B Oinbiiiit yacTuHI Bupimrye KymiBis Jinen3ii pfSense Plus.

2. 3anexKHICTh B T0MOBHEHB: PfSense “3 kopoOKku” Mae HEBEIMKHHA (PyHKITIOHAT
JUTsl BUPIIIEHHS HEMpocTUx 3anay. L{e cTBopioe moTpedy y MoIryKy Ta BCTAHOBJICHHI Bi-
JIMOBITHOTO MAKyHKY, SIKUW 3MOKe HagaTh moTpiOHi PyHkiii. Lle Mmoke cTBOproBaTH Ipo-
0JieMH, OCKUTBKH pO3pOOKY BCTAHOBJIEHOTO JJOTIOBHEHHSI MOKYTh IPUIMHUTH a00 JOBrO
HE BUMPABIISATH OMUJIKU B KOJI.

3. Kondutiktu nmakyHkiB: ockiinbpku PfSense miarpumMye BeIrKy KiIbKICTh TAKYHKIB,
To He Bci OpenSource po3poOHUKU BUKOHYIOTh TIEPEBIPKY HA CYMICHICTD 3 iHIIUMU. [le
MO€ CTBOPHUTH MPOOJIEMH, 110 MICJIsl BCTAHOBJIEHHS MTEBHOTO MAKyHKY, 1HII TOYMHAIOTh
JTUBHO MTOBOJIUTHUCS T4 BUBOJAUTU IIOMUJIKU, OCKUIBKY NIEBH1 YacTuHU 113 npartoroTs Bey-
nepey oauH onHOoMY. Lle cTBOproe mpobiemu 3 BUTPATOIO Yacy Ha TECTyBaHHS Mpare3/a-
THOCTI CUCTEMH NpU NMEBHINA KoHPirypaii. L{g npobiema cToCyeThCS HE BCIX MAKYHKIB,
OCKUIbKHU JUIsi 6araTh0X 3 HUX BU3HAYAIOTHCS Tl, SIKI MOXKYTh CTBOPIOBATH MPOOJIEMH.

4. CxitagHICTh PO3TOPTaHHS: I PpOoCcTUX KoH(irypariit pfSense He cTBoproe me-
BHUX MpOo0JIeM, ajie y BUMIAJIKY, SKIIO MOTPIOHO HajamTyBaTu 6ararodyHKI1OHATIBHY ITi-
JICUCTEMY 3aXUCTY, TO MOTPIOHO BUTPATH 3HAYHY YACTHHY 4Yacy Ha MOIITYK HEOOX1THHUX
MaKyHKIB, 1X aHaJI13, IEPEBIPKY iX CYMICHOCTI 1 T.J.

5. BiacytHicTh moTpiOHOTO (yHKIIIOHATY: X04a € 0€3114 MaKyHKIB JIJIsl peam3artii
neBHUX (YHKINH Ha pucTtposix 3 pfSense, ix Bce piBHO MOke OyTH HEJOCTATHBO B TICB-
HUX YMOBax, 0COOJIMBO, KOJIU IOTPIOEH Ay»e BUCOKUMN piBEeHb 3axucTy. Hanpuknan, nis
peamizaiii NGFW, € MoXnuBICTh BCTaHOBJICHHS MakyHKy ZENArmor, ane BiH Hajaae
JIMIIIE YACTHHY BiJl TOTO, III0 MOXKYTh 3alpononyBatu pimenHs Fortinet Ta Palo Alto.

3 BUIIE TIEpEepaxOBaHUX IEpeBar Ta HEMOJIKIB, MOXKHA PO30UTH BHUCHOBOK, ITIO
pfSense Moske OyTH rapHUM PIIICHHIM JUIS JOMAIIHIX, MAJTUX Ta CEPEIHIX MEPEXK, SKi HE
noTpeOyIOTh crielianbHuX (QYHKIIIH 3axucty. PfSense Moxke 3HAUHO 3MEHIIIMTH BUTPaTH
Ta HAJaTH JOCTATHHO (YHKITIOHATY it OaraThox KoHpirypariit. [loOymoBa ckimagHnx

CUCTEeM 3 BUKOpUCTaHHSIM PFSEnse takok MOJKIIHBa, ajie BOHA MOTPeOye OUIbIIE 3yCHIIb
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Ta 49acy, i He € TaKOI OJTHO3HAYHO HAIMHOI0, sIK MPU KOH(DIrypyBaHHi Ha 6a31 mporpie-

TapHUX PILICHb.

1.4 IlocTaHOBKA TEXHIYHOIO 3aBIAHHSA

Mertoro kBamidikaiiifHoi poOOTH € MPOEKTYBaHHS Ta HAJIATOJXKEHHS KOPIOPaTUB-
HOi Mepexi Ha 0asi pimens MikroTik Ta pfSense 3 3amydeHHsAM (QyHKIA 3aXHCTY.
[TpoexT Oyne ABASATH COOOIO MPEACTABICHHS KOPIIOPATUBHOT MEPEXK1 Y MPOTPAMHOMY Ce-
penosuii as emysiii mepesxx GNS3. I[Iporec npoexktyBanHsa Ta HanmamTyBaHHs KM
MO>KHA TOIJTMTH Ha HACTYITHI €TaIu.

1. Po3pobxka Tomoorii KOprmopaTuBHOI MEPEXKI.

2. CTBOpEHHsI CXeMHU aJipecallii IpUCTPOiB.

3. Bubip HeoOXximHOTO 00IaTHAHHS JUTsl HAJTAITYBaHHS Ta peajizamii QyHKITIH 3a-
XHCTY.

4. BUKOHAHHS HaJalITYBaHHS OCHOBHUX (DYHKILIH 1J11 pOOOTH KOPIOPATUBHOI Me-
pexi, Kl BKIIOUYAIOTh CErMEHTYBaHHs miaMmepex 3a gonomoroto VLAN-iB, HamamTy-
BanHst DHCP Tta NTP cepgiciB, NAT, 3’ennanns ¢iaiii KOpmopaTUBHOT MEPEXi 3 TOJIOB-
HOIO TUTKOor0 uepe3 GRE-tyneni, HamamtyBanus OSPF-mapmpyTu3artii Ta 1ieHTpatizo-
BaHOTO 30epiraHHs JIOTIB.

5. HanamtyBaHHsl GyHKIIHA 3aXUCTY BiJl HECAHKIIIOHOBAHOTO MIAKIOYEHHS 10 Me-
pexi 3 BukopuctaHasam crangapty |EEE 802.1X, Ge3neunnx 3aco6iB BiAIaaeHOTo MiaK-
moueHHs, AAA 3 3amydennsm FreeRADIUS, 6a3oBux ¢yHKIIIHM 3aXUCTY BIJ] aTakK 3a MPo-
tokoioM DHCP ta ARP, peanizanis VPN 3’eqnanus GRE over IPSec, crBopenns mpa-
BUJI OpaHaMayepa i pO3MOILTy JOCTYIY Ta 3aXUCTY KOPIOPATUBHOT MEPEXK1 BiJ] 30BHI-
IIHBOT MEPEKi 0AaTKOBO 3 BUkopuctaHHsM nakyHky pfBlockerNG.

6. BukoHaHHs TeCcTyBaHHS peayli3oBaHUX (PYHKIIH MPOTATOM MPOIECY HaJAIITY-
BaHHS.

BucHOBKM /10 IepmIoro po3aijsy

B oMy po3aini 0yso Bukonano oris oonagnands MikroTik ta mpoaHaitizoBaHO

MO>KJIMBOCTI omnepariiitHoi cuctemu RouterOS sik 3aco0y jutst 3a0e3meueHHs TOBHOIIIH-
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HOTO (PYHKITIOHYBaHHSI MEpeX Ta ii 3axucty. byio netanbHO pO3rIsiHYTO (YHKIIIT 3aXu-

cty RouterOS pi3Horo mpu3HaueHHS Ta PO3MIITHYTO eleMeHTH GimbTparlii Tpadiky Opa-

HIMayepa.

[Tics nporo, Oys10 BUKOHAHO aHauti3 qucTpuoytuBa FreeBSD pfSense, fioro ocHo-

BH1 MOXJIMBOCTI JUIsl CTBOpeHHs Oe3neunoi podotn KM Ta oTpumano HeoOXiaHY 1HGOP-

Mallito ajst podoTH 3 oro Opanamayepom. BuznaueHo iioro nepeBaru Ta HEAOIIKH.

IPOEKTY KOpHOpaTHBHOI Mepeski Ha 0a3i pimens MikroTik Ta pfSense.

VY pesynbTaTi, Oynu OTpHMaHHI HEOOXiTHI TEOPETWYHI 3HAHHS IS peami3artii
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PO3/ILJI 2 TIPOEKTYBAHHS KOPTIOPATUBHOI MEPEXI TA
HAJIALIITYBAHHS IIPUCTPOIB

2.1 IIpoekTyBaHHS KOPNOPATHBHOI Mepexi

KOpHOpaTI/IBHa MCpCKa CKIIaAAAa€TbCA 3 ZIeKiJ'IBKOX YaCTHUH, SIK1 3HaXO0JAThCA B I'CO-

rpadiuHO pi3HUX MICIISIX, a came LeHTpaibHa BiTka B Kuesi, ¢inii B Jlongoni ta JIbBOBI.

Mepexi B Kuesi ta JIonA0H1 Oyl CIpOEKTOBAaHHI 3 BUKOPUCTAHHSAM JBOPIBHEBOI MO-

1T, TOOTO piBEHb PO3MOALTY Ta sAapa 3Mimiadi [7]. Mixk piBHEM IOCTyIy Ta sapa/po3-

MOy BUKOPUCTOBYeThCs L3 3’emnanns. Mepexa ¢inii y JIbBOBI Mae Tomosorito iepa-

PXIYHOI 31pKH Ta € HEBEJIMKOIO 32 PO3MIpaMH.

JIist miAKITIOYeHHs 10 30BHINIHBOI Mepexi [nTtepHeT y Kuesi OyB 3acTocoBaHmii

BapianT migkmodeHHs 1o ISP Dual Router Dual Homed [4]. B inmmx wactunax KM Oys

Bukopuctanuii Single Router Single Homed. Bei yactunu Oy 3’e1HaHHI MiX COO0FO 3

BukopuctanHaMm VPN TexHosorti.

VLAN 100

VLAN 110 VLAN 110

&

&
WLAN 20 kyivasiezsws  VLAN 110
Kyha-gLrL-sw2] e Printars

2

A # Kyiv-A-BEF2-SW2
Kyiv-JoBF1-SW1

1,
ik

VLAN 20

ﬂﬁ,

VLAN 21

VLAN 100

g =

VLAN 110

Printerl a Kyiv-Edge-FWZ

=2

VLAN 100 VLAN123

Kyiv-RADIUS

g - Py

S

| VLAN 120

N 110

Al
Kyiv--82F Printer2

2

Puc. 2.1. Cxema mepexi nieHTpanbHOT TUTKH B Knesi

Mepexa HEeHTPaIbHOI TUIKH € HEBEJIMKOIO KaMITyCHOIO MEPEXKEI0, SIKa 3’ €THYE MIXK

co0o10 2 OyAiBii, cxema sIKO1 HaBeJieHa Ha pucyHKy 2.1. B nepuriit OyiBii 3HaXOASITHCS
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4 xoMyTaTopa piBHS JOCTYIY, SIKi MIKITIOYSHH] IO 2 MapIIpyTH3aTOPiB PiBHA sapa/po3-
noimy. Takoxx B Hill 3HAXOAUTHCS OJUH 3 TPAaHUYHUX MapIIPyTU3aTOPIB, 10 SKOTO Mif-
kiroueHui Mapiupytuszarop Kyiv-CD-B1-R2 ta myOniunwuii Be6-cepBep.

B npyriit 6yaiBii cxema migkI0YeHb MO10Ha, 32 BUKIIOUYEHHSIM TOTO, 10 JI0 KO-
myTtaropa Kyiv-A-B2F2-SW2 miakimrodeHHi cepBepH 11 BHYTPIIIHHOIO BUKOPHUCTAHHS,
a caMe BeO-cepBep I poOITHUKIB chepu HaJaHHS MOCIYT KJII€HTaM, Ta MEHEKEPIB.
Taxox, MiIKIIOYEHH] cepBepH i1 KoMaHau po3pooHuKiB, Syslog ta RADIUS.

Bci kopucTtyBalpki Ta cepBepHI MiIMEPEXKI, sIK1 MIKIIOYEHH] 10 KOMYTaTOPIB Pi-

BHS JIOCTYITy, CETMEHTOBaHi 3 BuKopuctanusm VLAN.

VLAN 40

VLAMN 21

VLAN 110

m-ﬂn--:l/ VLAN 99

Puc. 2.2. Cxema mepexi ¢unii y JIbBoBi
Mepexa dinii JIbBoBa € ManeHBKOIO MiIMEPEKEI0, IPUCTPOT SKOT MiIKITFOYCHH] JI0
KOMyTaTopa, KU B CBOIO Yepry MiAKIIOYCHUN O TPAHUIHOTO MapIIpyTH3aTOpa s

noctyny mo IHreprery Tta iHmi cermeHTiB KM. Cxema mepexi JIbBoBa 300pakeHa Ha

PUCYHKY 2.2.
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VLAN 120

London-Database-Web  London-HTTPS.

ondun-Edge-FW2 /r
>l

VLAN 121

London-Dev-Server

VLAN 100

VLAN 110

Printer?

VLAN 21

VLAN 10

Puc. 2.3. Cxema mepexi ¢urii B JIonoH1

Mepexa ¢inii JIongoHa € aHaTOTYHOI0 Mepekl apyroi Oyaisii B Kuesi.

Lviv-Net
Lviv-Edge-R1

Kyiv-Edge-FW1
Kyiv-Edge-FW2

ndon-Edge-FW1

Puc. 2.4. Cxema miakioueHHs TPAaHUYHUX TPUCTPOIB 10 ISP

asm BGP.

ypaxyBaHHSM MPU3HAYEHHS MPUCTPOIO (puc 2.5).

Jns emynstii ISP 0ynu o6pani oopasu MikroTik CHR 3 mpocTiM HanmarityBaH-

Koxen kinueBuil By3on 3HaxoauTbes y neBHii VLAN, ska Oyrna nmpusHaueHa 3
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. - KoMaHpa po3pobuukie (Vian 10)

D - KOMaHaa TecTyBanbHMKie M3 (Vian 11)
D - koMaHpa MmeHenxepie (Vian 20)

. - KOMaHOa KoHcyneTaHTie (Vian 21)

. - byxranTtepia (Vian 30)

- - HR (Vlan 40)
. - Admin (Vlan 99)

. - Wi-Fi npucTpoi (Vlan 100)
D - otpicHe obnapgHaHHA (Vian 110)

D - nokansHWi eeb-popartok (Vian 120)

D - CEpBEpHM KOMaHaK po3pobHukie (Vian 121)
D - Syslog cepeep (Vian 122)
|:| - RADIUS cepsep (Vlan 123)

Puc. 2.5. Binnosiguicte VLAN 10 k01b0piB y cxeMax

Ta6mus 2.1
IP-anpecanis mpuctpoiB Mepexi B nepuriii Oyaisii B Kuesi
Hpucrpiii InTepeiic IP-aagpeca Macka Ipedgixc
Kyiv-CD-B1-R1 bond to blr2 10.0.0.1 255.255.255.252 /130
bond_to_b2rl 10.0.0.5 255.255.255.252 130
bond _to b2r2 10.0.0.9 255.255.255.252 /130
etherl 10.0.0.65 255.255.255.252 /30
ether2 10.0.0.73 255.255.255.252 /30
ether3 10.0.0.81 255.255.255.252 /130
ether4 10.0.0.89 255.255.255.252 /30
Xaneybruii A.B. Apx.
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[Tponosxkenns Tadbmwmmi 2.1

IIpucTtpiii InTepdeiic IP-agpeca Macka Ipedixc
Kyiv-CD-B1-R2 bond_to_b1rl 10.0.0.2 255.255.255.252 /130
bond_to_b2r1 10.0.0.13 255.255.255.252 /130
bond_to_b2r2 10.0.0.17 255.255.255.252 /130
etherl 10.0.0.69 255.255.255.252 /130
ether2 10.0.0.77 255.255.255.252 /130
ether3 10.0.0.85 255.255.255.252 /130
ether4 10.0.0.93 255.255.255.252 /130
etherll 10.0.0.25 255.255.255.252 /130
etherl12 10.0.0.33 255.255.255.252 130
Kyiv-Edge-FW1 ether3 10.0.0.26 255.255.255.252 /130
ether4 10.0.0.30 255.255.255.252 130
ether5 (WAN) 141.170.78.2 255.255.255.248 129
ether6 (DMZ) 10.0.7.1 255.255.255.248 129
Kyiv-A-B1F1-SW1 etherl 10.0.0.65 255.255.255.252 130
ether2 10.0.0.69 255.255.255.252 /130
vlan 21 10.0.1.65 255.255.255.224 127
vlan 100 10.0.2.1 255.255.255.128 125
vlan 110 10.0.1.161 255.255.255.248 129
Kyiv-A-B1F1-SW2 etherl 10.0.0.73 255.255.255.252 /130
ether2 10.0.0.77 255.255.255.252 /130
vlan 40 10.0.1.129 255.255.255.240 128
vlan 110 10.0.1.169 255.255.255.248 129
Kyiv-A-B1F2-SW1 etherl 10.0.0.81 255.255.255.252 /130
ether2 10.0.0.85 255.255.255.252 /130
vlan 20 10.0.1.1 255.255.255.224 127
vlan 100 10.0.2.129 255.255.255.128 125
vlan 110 10.0.1.177 255.255.255.248 129
Xaneyvkuii A.B. Apx.
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[Tponosxenus Tabmwmmi 2.1

IHpucrpiit InTepdeiic IP-anpeca Macka Mpedike
Kyiv-A-B1F2-SW2 etherl 10.0.0.89 255.255.255.252 130
ether2 10.0.0.93 255.255.255.252 130
vlan 20 10.0.1.33 255.255.255.240 128
vlan 30 10.0.1.97 255.255.255.240 128
Public-Web ether0 10.0.7.2 255.255.255.248 129
[Hmi mpuctpoi ether0 DHCP
Taomung 2.2
IP-anpecarttis nmpuctpoiB Mepexki B npyrii 0yaisii B Kuesi
Hpucrpiit InTepdeiic IP-anpeca Macka Ipedikc
Kyiv-CD-B2-R1 bond_to_b1rl 10.0.0.6 255.255.255.252 130
bond_to_b1r2 10.0.0.14 255.255.255.252 130
bond_to_b2r2 10.0.0.21 255.255.255.252 130
etherl 10.0.0.129 255.255.255.252 130
ether2 10.0.0.137 255.255.255.252 130
ether3 10.0.0.145 255.255.255.252 130
ether4 10.0.0.153 255.255.255.252 130
Kyiv-CD-B2-R2 bond_to_b1rl 10.0.0.10 255.255.255.252 130
bond_to_b1r2 10.0.0.18 255.255.255.252 130
bond_to_b2rl 10.0.0.22 255.255.255.252 130
etherl 10.0.0.133 255.255.255.252 130
ether2 10.0.0.141 255.255.255.252 130
ether3 10.0.0.149 255.255.255.252 130
ether4 10.0.0.157 255.255.255.252 130
etherll 10.0.0.29 255.255.255.252 130
ether12 10.0.0.37 255.255.255.252 130
Kyiv-Edge-FW?2 ether3 10.0.0.34 255.255.255.252 /30
ether4 10.0.0.38 255.255.255.252 130
ether5 (WAN) 141.170.78.2 255.255.255.248 129
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[Tponosxenus Tabmmii 2.2

IHpucrpiit InTepdeiic IP-anpeca Macka pedike
Kyiv-A-B2F1-SW1 etherl 10.0.0.130 255.255.255.252 /130
ether2 10.0.0.134 255.255.255.252 /130
vlan 10 10.0.3.1 255.255.255.224 127
vlan 100 10.04.1 255.255.255.128 125
vlan 110 10.0.3.65 255.255.255.248 129
Kyiv-A-B2F1-SW2 etherl 10.0.0.138 255.255.255.252 /130
ether2 10.0.0.142 255.255.255.252 /130
vlan 10 10.0.3.33 255.255.255.240 128
vlan 11 10.0.3.49 255.255.255.240 128
Kyiv-A-B2F2-SW1 etherl 10.0.0.146 255.255.255.252 130
ether2 10.0.0.150 255.255.255.252 /130
vlan 99 10.0.3.249 255.255.255.248 129
vlan 100 10.0.4.129 255.255.255.128 125
vlan 110 10.0.3.73 255.255.255.248 129
Kyiv-A-B2F2-SW2 etherl 10.0.0.154 255.255.255.252 /130
ether2 10.0.0.158 255.255.255.252 /130
vlan 120 10.0.3.129 255.255.255.248 129
vlan 121 10.0.3.137 255.255.255.248 129
vlan 122 10.0.3.145 255.255.255.252 /130
vlan 123 10.0.3.149 255.255.255.252 /130
Kyiv-Admin ether0 10.0.3.250 255.255.255.248 129
Kyiv-HTTPS ether0 10.0.3.130 255.255.255.248 129
Kyiv-Database-Web ether0 10.0.3.131 255.255.255.248 /129
Kyiv-Dev-Server ether0 10.0.3.138 255.255.255.248 129
Kyiv-Syslog ether0 10.0.3.146 255.255.255.252 /30
Kyiv-RADIUS ether0 10.0.3.150 255.255.255.252 /130

[Hui mpuctpoi ether0 DHCP
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IP-anpecartis npuctpoiB mepexi i y JIbBOBI

Taomurs 2.3

Hpuctpin InTepdeiic IP-anpeca Macka Mpedike
Lviv-Edge-R1 etherl (WAN) 142.41.38.2 255.255.255.252 /130
vlan 21 10.0.8.1 255.255.255.240 128
vlan 40 10.0.8.17 255.255.255.248 129
vlan 99 10.0.8.253 255.255.255.252 /130
vlan 100 10.0.9.1 255.255.255.128 125
vlan 110 10.0.8.25 255.255.255.248 129
Lviv-Admin ether0 10.0.8.254 255.255.255.252 /130

[ami mpuctpoi ether0 DHCP
Tabnuns 2.4
IP-anpecanis nmpuctpoiB mepexi ¢imi B JIoHA0HI

Mpuctpiii InTepddeiic IP-agpeca Macka Mpedikc
London-CD-B1-R1 bond_to_b1r2 10.1.0.1 255.255.255.252 /30
bond_to_edgefwl 10.1.0.5 255.255.255.252 /130
etherl 10.1.0.17 255.255.255.252 130
ether2 10.1.0.25 255.255.255.252 /130
ether3 10.1.0.33 255.255.255.252 /130
ether4 10.1.0.41 255.255.255.252 /130
London-CD-B1-R2 bond_to_b1rl 10.1.0.2 255.255.255.252 /130
bond_to_edgefwl 10.1.0.9 255.255.255.252 /30
etherl 10.1.0.21 255.255.255.252 /130
ether2 10.1.0.29 255.255.255.252 /130
ether3 10.1.0.37 255.255.255.252 /130
ether4 10.1.0.45 255.255.255.252 /130
London-Edge-FW2 bond_to_b1rl 10.1.0.6 255.255.255.252 /130
bond_to_b1r2 10.1.0.10 255.255.255.252 /130
ether5 (WAN) 170.73.115.2 255.255.255.248 129
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[Tponosxxenns Tabnwii 2.4

Hpuctpin InTepdeiic IP-anpeca Macka Mpedike

London-A-B1F1-SW1 etherl 10.1.0.18 255.255.255.252 /30
ether2 10.1.0.22 255.255.255.252 /130
vlan 21 10.1.1.17 255.255.255.240 /128
vlan 100 10.1.2.1 255.255.255.128 125
vlan 110 10.1.1.65 255.255.255.248 /129
London-A-B1F1-SW2 etherl 10.1.0.26 255.255.255.252 /30
ether2 10.1.0.30 255.255.255.252 130
vlan 30 10.1.1.33 255.255.255.240 /128
vlan 40 10.1.1.49 255.255.255.240 /128
London-A-B1F2-SW1 etherl 10.1.0.34 255.255.255.252 /30
ether2 10.1.0.38 255.255.255.252 /30
vlan 10 10.1.1.1 255.255.255.240 /128
vlan 99 10.1.1.253 255.255.255.252 /130
vlan 100 10.1.2.129 255.255.255.128 125
vlan 110 10.1.1.73 255.255.255.248 /129
London-A-B1F2-SW2 etherl 10.1.0.42 255.255.255.252 /30
ether2 10.1.0.46 255.255.255.252 /30
vlan 120 10.1.1.129 255.255.255.248 129
vlan 121 10.1.1.137 255.255.255.248 /129
vlan 122 10.1.1.145 255.255.255.252 /30
vlan 123 10.1.1.149 255.255.255.252 /30
London-Admin ether0 10.1.1.254 255.255.255.252 /30
London-HTTPS ether0 10.1.1.130 255.255.255.248 129
London-Database-Web ether0 10.1.1.131 255.255.255.248 /129
London-Dev-Server ether0 10.1.1.138 255.255.255.248 129
London-Syslog ether0 10.1.1.146 255.255.255.252 /30
London-RADIUS ether0 10.1.1.150 255.255.255.252 /30

[ami mpuctpoi ether0 DHCP
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IP-anpecaris i

uctpoiB ISP Ta iHmmx

Taomung 2.5

Hpuctpin InTepdeiic IP-anpeca Macka Hpedpikc
ISP1 etherl 142.41.35.1 255.255.255.248 129
ether2 142.43.12.1 255.255.255.252 /130
ether3 142.42.70.1 255.255.255.252 /30
ether4 142.41.38.1 255.255.255.252 /130
ISP2 etherl 141.170.78.1 255.255.255.248 129
ether2 141.172.80.1 255.255.255.252 /30
ether3 142.42.70.2 255.255.255.252 /130
ISP3 etherl 142.43.12.2 255.255.255.252 /30
ether2 168.84.170.2 255.255.255.252 /30
ether3 141.172.80.2 255.255.255.252 /30
ether4 DHCP
ether5 167.45.23.177 | 255.255.255.252 /30
ISP4 etherl 170.73.115.1 255.255.255.248 129
ether2 168.84.170.1 255.255.255.252 /130
Remote-R1 etherl 167.45.23.178 | 255.255.255.252 /30
ether2 192.168.0.1 255.255.255.0 124

2.2 BuOip o0siagHaHHS

Jlns piBHS snpa/po3noainy B Mepexkax odiciB Kuesa ta Jlongona OyB oOpanuit

mapuipytuzarop MikroTik RB1100AHX4.

Mapmpytuzarop MikroTik RB1100AHx4 — 11e BUCOKOTIPOIYKTUBHUI MapIIpyTH-

3aTop AJist IpoeCciitHOTO BUKOPUCTAHHS, pO3pOOIECHUN 1151 3a0€31eUeHHSI BUCOKOT IIIBU-

JIKOCTI TIepeaadi TaHuX Ta HaAiitHOTO 3B's13Ky. PekoMeHoBana 1miHa Jis i€l Mol Bif

komranii MikroTik carae 329%.
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s = ETHn cTHR £THs Emin ETHII ETHIE ETH

Puc. 2.6. Mapmpytuzarop MikroTik RB1100AHx4

OCHOBHI XapaKTEpUCTUKHU:

- IIponecop: 4-sanepunit AL21400 ARM Cortex-AlS5, gactora 1.4 I'T;

- OneparuBHa nam'sith: 1 I'b DDR3;

— 3oBHimHg nam'ate: 128 MbB Flash;

- BoynoBana microSD-cnot Ta M.2 SATA 11t 101aTKOBOTO 30€piranHs.

[aTepdeiicu:

- 13 x Gigabit Ethernet nopTis;

- ITopt cepiiinoro 3B's13ky (RS232);

- [lintpumka Dual PSU nnst pe3epBHOTO KUBJICHHS;

- 2 X USB 2.0 moprn.

Jlo/1aTKOB1 MOKIIMBOCTI: TIATPUMKA anapatHoro mudpysanHs [Psec.

Kunenns:

- [linTpumMka MoABIHHOTO JHKepena >KUBJICHHS Il pe3epBHOro xkuBieHHs (Dual
PSU);

- [linTpumka xxuBnenns yepe3 Ethernet (PoE).

Sk rpaHnuHUN IPUCTPiid, Oysio oOpano 6panamayep Netgate 6100.
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Puc. 2.7. bpanamayep Netgate 6100

Netgate 6100 mae notyxHui yotupusigepuuid npouecop Intel Atom C3558, mo
3a0e3nevyye BUCOKY OOUMCIIIOBAIbHY MOTYXKHICTb /111 BUKOHAHHS CKJIaHUX MEPEKEBUX
3apaanb. O0nagHanuil 8 I'b onepaTuBHOT NamM'sATi, BIH NIATPUMY€E IHTEHCUBHUN Tpadik 1
OJIHOYACHY 00pOOKYy YMCICHHUX 3'eqHaHb. [IpUCTpiii ocHaIeHNH IIicCThMa TirabiTHUMU
Ethernet mopramu, Bxiroyatouu Asa 2.5 ['01T/c mopTH 1711 BUCOKOUIBUIKICHOTO TT1IKJTIO-
yeHHs. s 30epiranns nanux nepegadadeno 16 I'b eMMC nam'sTi, 3 MOXKIHMBICTIO PO3-
HIMPEHHS 3aBISKU JBOM M.2 cioTam.

Netgate 6100 minTpumye amapaTtHe NPUCKOPEHHS MHU(PYyBaHHA, IO MIJBUILYE
edextuBHICTh VPN-3'ennanp. KoMmmakTHuii Ta eHeproeeKTUBHUM TU3aH MPUCTPOIO
pOOUTH HOTO 3pYyYHUM ISl PO3MIIIEHHS B PI3HUX YMOBAX, a TAKOXK 3MEHIIIYE€ BUTPATH Ha
enexTpoeHepriro. OpientoBana ina — 799$.

Hust ¢imii y JIbBOBi, SIK TpaHW4YHUI Mapiipytuzatop, Oyno oOpaHO MOENb
MikroTik hEX S. Ile mapmpyTH3aTop 4yI0BO MiJXOAUTH Ui JOMAIIHIX Ta HEBEIUKUX

oicaux mepex. PekomenmoBana iina — 799$.
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Puc. 2.8. Mapmpyruzarop MikroTik hEX S

OCHOBHI XapaKTEPUCTHUKHU:

- Ilpouecop: nBosaepuuit MT7621A na yactori 880 MHz;

- OneparuBHa nam'site: 256 Mb DDR3;

— 3oHimmHg nam’ste: 16 Mb Flash.

[aTepdeiicu:

- 5 Gigabit Ethernet nopTis;

- 1 mopt SFP a1 onTuyHOTrO 3'€THAHHS,

- USB 2.0 mopT 1151 miAKJIFOYEHHS 30BHIIIHIX TPUCTPOiB, Takux sik 3G/4G Mo-
JIEMH, HAKOTTMYyBadi TOIIIO.

JlolaTKoB1 MOJKJIMBOCTI: MiATpUMKa amapatHoro mmdpyBanus [Psec (~450
MGoit/c).

Xusnenns: POE in/out — nopt Etherl miarpumye PoE in, a mopt Ether5 — POE out
(802.3af/at) nnst KUBIEHHS 1HIIMX IPUCTPOIB.

Jlnst piBHSL 1ocTyny B Mepeskax odiciB Kuesa ta Jlongona Oynu oOpaHHi KoMyTa-
topu CRS326-24G-2S+IN.
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Puc. 2.9. Komyrarop MikroTik CRS326-24G-2S+IN

MikroTik CRS326-24G-2S+IN € 0araTonmopToBUM KEpOBAaHUM KOMYTaTOPOM,
MPU3HAYEHUM JJIsI TPOYKTUBHUX MEPEXKEBUX pillieHb. BiH ocHamenuit 24 rirabiTHUMU
Ethernet mopramu ta nBoMa SFP+ cinoramu st 10-rirabiTHUX 3'€JHaHB, 10 3a0€3Medye
BHUCOKY MPONYCKHY 3/IaTHICTh 1 THYYKICTh y MIJKJIIOYEHHI PI3HOMAHITHUX MPUCTPOIB Ta
MEpPEKEBUX CETMEHTIB.

Lleli komyTaTop noeAHye (PYHKIIT KEPOBAHOTO KOMyTaTopa Ta MaplIpyTU3aTropa
(L3 xomyTaTOp), OCKUTBKM BiH JI03BOJISIE KOPUCTYBA4aM BHOHMpPATH MiX ONEpaIlitHIMU
cuctemamu RouterOS a6o SwitchOS, 3anexHO Bii KOHKPETHHX MOTpeO 1 3aB/aHb.
RouterOS nanae po3mmpeHi MOKIMBOCTI MapuIpyTHU3allii, BKJIIOYar0un (PuUIbTpallito, Ko-
HTPOJb Aoctyny, HanmamTyBaHHss VLAN Tta Garato inmoro. SwitchOS, y cBoro uepry,
3a0e3neuye CIpolIeHe KEPYBAHHS KOMYTAaTOPOM JIJIsl TPAAULIMHUX MEPEKEBUX (DYHKIIII
L2 xomyTaTopis.

Bin mae ogHosinepuuit 32-61THuit nporecop 98DX3236 apxitrexktypu ARM. Kins-
kicteb O3Y — 512 MBb, kinbkicTh 30BHIIIHKOI mam’sati — 16 Mb Flash. PexomennoBana
mina — 199%.

st mepexi ¢imii y JIbBoBi Oyro oOpaHo moaiOHy Mojens komyTtaTtopa CSS326-
24G-2S+RM. BoHa Bipi3HAETHCSA BiJ] MTOMEPEIHBOI MOKIIMBOCT] 3aBaHTAKECHHSI JIUIIIC 3
SwitchQS, 1o 3HaYHO 3MEHIIIY€E HOTO MOMIIUBOCTI, T MEHII MOTYXHHUMH arapaTHAMH

XapakTepucThukamu. PekomenmoBana 1ina — 1593,
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Puc. 2.10. KomyrtaTop MirkoTik CSS326-24G-25+RM

2.3 BUKOHAHHS HAJTAIUTYBAHHSA MPUCTPOIB

[Ticns miAKIIOYEHHS BCIX MPUCTPOIB, OYJI0 BUKOHAHO HAJAIITYyBaHHS IMEH Mepe-

YKEBUX MPUCTPOIB, ix IP-agpec. Jlani, Oyo cTBOpeHO arperoBaHi KaHaJIU MK MPUCTPO-

SIMH, SIK BKa3aHO B CXeMi, 3 BUKopucTtaHHsaM texHosorii LACP.

Hactynmaum Oyno BukoHaHO KoHirypamito bridge inrepdeiiciB Ta VLAN-iB Ha

BIJIOBITHUX KOMyTaTopax. JlemoHcTpaiist KoHdirypaiiii Oyina 3/1iiiCHeHa Ha KOMyTaTopi

Kyiv-A-B1F1-SW1. Koudirypairist Ha iHIIUX KOMyTaTOpax iIeHTHYHA a00 Mo i0HA.

[admin@Kyiv-A-B1F1-SW1] > interface/bridge/ add name=LAN auto-mac=no admin-mac=7
2:7a:71:3a:dd:89

[admin@Kyiv-A-B1F1-5W1] > foreach i in=[interface/ find] do={interface/bridge/po
rt/ add bridge=LAN interface=%i}

failure: LAN is not allowed to be put in bridge

[admin@Kyiv-A-B1F1-5W1] > interface/bridge/port/ remove @,1
[adminekyiv-A-B1F1-sw1] > ]

Puc. 2.11. CrBopenns bridge intepdeiicy

Ha pucynky 2.11 cTBoproetbes bridge intepdeiic Ta 1ogaeThest 10 HHOTO IHTEP-

deticu, 10 AKX OyayTh NIAKIOYEHHI NpUCcTpoi 3 pi3HUX VLAN-iB.

[admin@Kyiv-A-B1F1-SW1] > for i from=@ to=16 step=1 do={interface/bridge/port/ s
et $i pvid=21}

[admin@Kyiv-A-B1F1-5W1] > for i from=16 to=21 step=1 do={interface/bridge/port/
set $i pvid=11e}

[admin@Kyiv-A-B1F1-

[admin@Kyiv-A-

N1] > interface/bridge/port/ set 21 pvid=10@

Puc. 2.12. TIlpuznauennss VLAN ID inTepdeticam
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[admin@Kyiv-A-B1F1-SW1] > intexface/bridge/vlan/ add bridge=LAN tagged=LAN vlan-

ids=21
[admin@Kyiv-A-B1F1-SW1] > interface/bridge/vlan/ add bridge=LAN tagged=LAN vlan-
ids=1@@
[admin@Kyiv-A-B1F1-SW1] > intexface/bridge/vlan/ add bridge=LAN tagged=LAN vlan-
ids=11@

[admin@Kyiv-A-B1F1-5W1] > interface/vlan/ add interface=LAN name=consultant-vlan
-21 vlan-id=21

[edmin@Kyiv-A-B1F1-5W1] > interface/vlan/ add interface=LAN name=Wi-Fi-vlan-10@
vlan-id=18@
[admin@Kyiv-A-B1F1-5W1] > interfac
@ vlan-id=110

/vlan/ add interface=LAN name=devices-vlan-11

[admin@Kyiv-A-B1F1-5W1] > ip/address/ add address=18.0.1.65/27 interface=consult
ant-vlan-21

[admin@Kyiv-A-B1F1-SW1] > ip/address/ add address=1@.@.2.1/25 interface=Wi-Fi-vl
an-10e@

[admin@Kyiv-A-B1F1-SW1] > ip/address/ add address=18.0.1.161/29 interface=device
s-vlan-110

[admin@Kyiv-A-B1F1-SW1] >
Puc. 2.13. CtBopennst VLAN inTepdeiiciB Ta ix KoHGIrypyBaHHS

[admin@Kyiv-A-B1F1-5SW1] > ip/pool/ add name=vlan-21-pool ranges=10.©.1.66-10.0.1

.94

[admin@Kyiv-A-B1F1-5SW1] > ip/pool/ add name=vlan-1@@-pool ranges=10.0.2.2-10.0.2
.126

[admin@Kyiv-A-B1F1-SW1] > ip/pool/ add name=vlan-11@-pool ranges=10.0.1.162-10@.
©.1.166

[admin@Kyiv-A-B1F1-5W1] > ip/dhcp-server/network/ add address=10.8.1.64/27 netma
sk=27 gateway=10.0.1.65 dns-ser =8.8.8.8,8.8.4.4

[admin@Kyiv-A-B1F1-5W1] > ip/dhcp-server/network/ add address=10.8.2.8/25 netmas
k=25 gateway=10.@.2.1 dns-server=8.8.8.8,8.8.4.4

[admin@Kyiv-A-B1F1-SW1] > ip/dhcp-server/network/ add address=10.0.1.16@/29 netm
ask=29 gateway=10.0.1.161

[admin@Kyiv-A-B1F1-5W1] > ip/dhcp-server/ add name=dhcp-server-vlan-21 address-p
ool=vlan-21-pool interface=consultant-vlan-21 lease-time=24h
[admin@Kyiv-A-B1F1-SW1] > ip/dhcp-server/ add name=dhcp-server-vlan-10@ address-
pool=vlan-1@@-pool interface=Wi-Fi-vlan-1@@ lease-time=1h
[admin@Kyiv-A-B1F1-5W1] > ip/dhcp-server/ add name=dhcp-server-vlan-11@ address-
pool=vlan-11@-pool interface=devices-vlan-11@ lease-time=24h
[admin@Kyiv-A-B1F1-SW1] >

Puc. 2.14. HanamryBanus DHCP-cepsepiB
Ha pucynky 2.13, 6ynu ctBopensi BianoBiaHi VLAN intepdelicu Ta mpu3HaueHo
im IP-anpecu. Takum ynHOM, B TaOJUIIO MapIIpyTU3allli KoMyTaropa 0yyio J00aBICHO
3anucH o0 maMmepex VLAN-IB Ta CTBOPEHO MOKIUBICTh MapIIPyTU3AIll MK HUMHU.
[Ticnst iporo, Oyno ckoHdirypoani exzemisipu DHCP-cepBepiB asist KoxKHOT TiaAMepexi
VLAN.
Jlns Toro, 1106 koudiryparis 3 VLAN-amu va bridge intepdeiici 3anpariroaia,

notpidHo yBimMkHyTH Vlan filtering [21].

[admin@Kyiv-A-B1F1-5W1] > interface/bridge/ set @ vlan-filtering=yes |
[admin@Kyiv-A-B1F1-SW1] =

Puc. 2.15. Yeimkuenns Vvlan filtering
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PC9> ip dhcp

DORA IP 1@0.@.1.66/27 GW 1©.@.1.65

PCS>

Puc. 2.16. Orpumanns |IP-nmapametpiB no DHCP 3 npuctporo y VLAN 21

Jani, Oynu BUKOHAHHI HaJAINTYBaHHA IIOJ0 Yacy Ha MPUCTposAx. bymu BkazaHi

BIJIMOBIIH1 YaCOBI 30HM Ta BUKOHaHH1 HajamTyBaHHsS NTP.

tp/client/serve

[admin@Lviv-Edge-R1] > system/n
[admin@Lviv-Edge-R1] > ip
[admin@Lviv-Edge-R1] > system/«
[admin@Lviv-Edge-R1] > system/n
[admin@Lviv-Edge-R1] > syste
[admin@Lviv-Edge-R1] > system/n
[admin@Lviv-Edge-r1] > [}

rs/ remove B

s/ set servers=8.8.8.8,8.8.4.4
clock/
tp/client/servers/ add address=ntp.time.in.ua

set time-zone-name=Europe/Kyiv

lient/ set enabled=yes
ver/ set enabled=yes use-local-clock=yes

Puc. 2.17. HanamryBanus yacoBux napametpiB Ta NTP Ha MapmpyTtu3zaropi Lviv-

Edge-R1

[admin@Lviv-Edge-R1] > system/ntp/client/ print

enabled:
mode :
Servers:
vit:
freq-drift:

yes
unicast
ntp.time.in.ua
main

@ PPM

status:
synced-server:
synced-stratum: 5
system-offset: @ ms
[admin@Lviv-Edge-R1] =

time:

date:
time-zone-autodetect:
time-zone-name:
gmt-offset:
dst-active:

[admin@Lviv-Edge-R1] >

using-local-clock
127.127.1.0

system/clock/
12:58:56
2024-06-17
yes
Europe/Kyiv
+03:00
yes

print

Puc. 2.18. Pe3ynbpTar HaNamTyBaHHs YaCOBUX MapaMeTpiB Ha MapiipyTusaTopi Lviv-

Edge-R1

Ha pucynky 2.17 moka3aHo KOHQIrypaiilo I'paHUYHO Mapipytu3aropa LViv-

Edge-R1 six NTP-kmienTa (cuaxpoHizarist BioyBaerses 3 NTP-cepsepom ntp.time.in.ua)

Ta cepBepa.

Bci BHyTpiIIHI PUCTPOi MEPEki CHHXPOHI3YIOTh CBiil Yac 3 TPaHUYHUMH MapIil-

pytuzatopomu. Kondirypairist NTP-kimienTa moaioHa, OKpiM TOTO, 0 BKa3y€ThCA aipeca
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rpannyHux Mapupytuzatopi sk NTP-cepsepis. [loniona koHdirypaiis Oyna BUKOHaHA
Ha IHIIUX TPAHUYHUX MPHUCTPOsiX BiTOK KM.
Jist 3’ €THAHHS PI3HUX YaCTHH KOPIIOPATUBHOI Mepexki OyB BUKOPUCTAaHHH MTPOTO-

kon tyHemtoBanas GRE.

GRE Configuration

Parent Interface WAN ~

This interface serves as the local address to be used for the GRE tunnel

Remote Address 142.41.38.2
Peer address where encapsulated GRE packets will be sent.
Ppva 1721601 172.16.0.2 30 v

et is used for determining the
work that is tunnelled

Local IPv4 tunnel address. Remote IPv4 tunnel address. Thes
Pvdr
IPv6 128 v
Local IPv6 tunnel address. Remote IPv6 tunnel address The subnet is used for determining the
Pv6 network that is tunnelled

Add Static Route [J Add an explicit static route for the remote inner tunnel address/subnet via the local tunnel address

Description GRE tunnel to Lviv-Edge-R1|

Puc. 2.19. Cteopennst GRE inTepdeiicy Ha 6panamayepi Kyiv-Edge-FW1

General Configuration

Enable Enable interface

Description tolviv-Edge-R1-gre

Enter a description (name) for the interface here.
IPv4/IPv6 Configuration This interface type does not support manual address configuration on this page.

MTU 1400

f this field is blank, the adapter's default MTU will be used. This is typically 1500 byt
Mss

f a value is entered in this field, then MSS clamping for TCP connections to the valu

minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Puc. 2.20. HanamryBanas GRE intepdeiicy na opanamayepi Kyiv-Edge-FW1
[admin@Lviv-Edge-R1] > interface/gre/ add name=toKyiv-Edge-FWl-gre allow-fast-pa
th=no mtu=140@ local-address=142.41.38.2 remote-address=142.41.35.2
[admin@Lviv-Edge-R1] > ip/address/ add address=172.16.8.2/30 interface=toKyiv-Ed

ge-FWl-gre
[admin@Lviv-Edge-R1] >

Puc. 2.21. CrBopennst GRE inTepdeiicy Ha mapmpyTtuzaropi Lviv-Edge-R1

Ha pucynkax 2.19-21 300paxkeHo npouec ctBopeHHs1 Ta KoH]irypyBanHs GRE-
inTepdeiiciB Ha npuctposix MikroTik ta pfSense Intepdeticu 6ynmu crBopeni 3 MTU
1400 nns ynukHenHs |P-gparmenTaiiii, OCKUIbKY B MOAANBIIOMY Oy/1e BUKOHAHO KOH(i-

rypauito GRE over IPSec.
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Jl7is BUXOAy B INI00ANbHY MEPEXKY, OyIM CTBOPEHI MapUIpyTH MO 3aMOBYYBAHHIO

Ha TPaHUYHUX NPUCTPOsX (puc 2.22).

Edit Gateway

Disabled [] Disable this gateway

Set this option to disable this gateway without removing it from the list.

Interface WAN v

Choose which interface this gateway applies to

Address Family 1Pv4 v
Choose the Internet Protocol this gateway uses.
Name ISP1
Gateway name
Gateway 142.41.35.
Gateway IP address
Gateway Monitoring [ Disable Gateway Monitoring

This will consider this gateway as always being up

Gateway Action [ Disable Gateway Monitoring Action

No action will be taken on gateway events. The gateway is always considered up.

Puc. 2.22. HanamryBanas MapmpyTy 3a 3amMmoBuyBaHHsM Ha Kyiv-Edge-FW1
JIist HamamTyBaHHS MapuupyTu3anli B maMepexax KM OyB 3actocoBanuii mpoTo-
KOJI TuHaMiuHoi Mapmpytu3aitii OSPF.

Lviv-Net

151 -
= S
) va-z:?-vuf/

/ —_—

~ %

Area 0

yiv-Edge-Fw2

\; o //

// \ \,\%\‘m.

Londun-Edge-FW1 .
Mo 4 <

Puc. 2.23. OSPF cxema
3rigHo pUCYHKY 2.23, iHTepdeiicu MiKMEPEeKeBUX MPUCTPOIB B KAMITYCHINA MEPExK1
Kuesa nanexatb 10 OSPF 3011 3 ID 0.0.0.1. B mepexi ¢imi B Jlorgoni — 10 30uu 3 1D
0.0.0.2. L1i 30nu € cymixHi 3 backbone 3on010 (30Ha 0). ABR mapmipytuzatopamu B 30Hi
1 € rpannuni mpuctpoi Kyiv-Edge-FW1 ta Kyiv-Edge-FW2, B 30ni 2 — London-Edge-
FWL.
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Taxkox, 30Ha 1 Ta 30Ha 2 Oyyn ckoH(pirypoBaHi sk totally stub 3o 11t yHUKHEHHS
aucTpuOyIii B HUX nakeTiB LSA 3, mo0 yHUKHYTH MOTpAaIITHHS MapIIpyTHOI iHpopMa-
1ii 3 1HIIMX 30H I 3MEHIICHHS PO3MIpy TaOJUIll MapUIpyTH3aIlii, OCKIJILKM TPaHUYHI
IPUCTPOI € ENMHUMH IUTI03aMH J0 HHX [5].

s yaukaenus ECMP-mapmipyTiB y 30Hax 1 Ta 2, koxxHOMY iHTepdeicy npu-
cTpoiB OyJia Ha3HAYCHA Pi3HA METPHKA, 00 YHUKHYTH aCHMETPUYHOI MapIipyTH3allii,
OCKUIBbKH Tpu Hil, Opanamayep RouterOS Oyne mo3HavyaTy MakeTd 3 CTAHOM MiAKIIIO-

yenns invalid, siki OyayTs Bigkugatucs [21].
General Options
Enable Enable OSPF Routing
Log Adjacency Changes [] If set to yes, adjacency changes will be written via syslog.
Router ID 142.41.35.2

Override the default Router 1D. RID is the highest logical (loopback) IP address configured on a router.
For more information on router identifiers see wikipedia.

Puc. 2.24. YBimknennst OSPF mapmpyTu3arii B 30H1 1 Ha Kyiv-Edge-FW1

Area 0.0.0.1

The ID for this area

Description Kyiv Area 1

Area Type Totally Stub (stub no-summary) v

Defines how this area behaves

Default Route Cost 1

Cost applied to default route summary LSA messages sent to stub areas (0-16777215)

Puc. 2.25. HanamryBanss 3011 1
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Area Options

Area 0.0.0.1

The ID for this area
Description Kyiv Area 1
Area Type Totally Stub (stub no-summary) v
Defines how this area behaves

Default Route Cost 1

Cost applied to default route summary LSA messages sent to stub areas (0-16777215)

ABR Shortcut Default M

Advertises the area as capable of using ABR shortcut behavior, if enabled in the OSPF Advanced Settings

Authentication

Authentication Type Message Digest (MD5 Hash) v

The type of OSPF authentication used by all routers in this area. This type must match all neighbors.
Using Message Digest is the best practice as Simple Password authentication is weak.

Route Summarization

When attached to more than one area, this router will act as an Area Border Router (ABR). An ABR can choose to advertise a st
individual interface routes. The entries in this list will be advertised to neighbors, and any networks contained inside the define
advertised individually.

Only one of the options for each prefix may be activated.

Summary Range 10.0.0.0/21 o 1 10.0.0.0/21
Summary Prefix Do Not Advertise Cost (0-16777215) Substitute Prefix

Add [PV

Puc. 2.26. HanamryBanss 30uu 1
Ha pucynky 2.26, y po3aini Route Summarization Oysia HamamToBaHO cymMapu3a-
1is Bcix Mapmipytie 30uu 1. Ha Kyiv-Edge-FW2 merpuka Oyina Bka3zaHa 2, OCKUIBKH J1a-
HUH PUCTPIK Oyje pe3epBHUM IIUTIO30M I IOCTYITY J0 miaMepex 30uu 1. Cymapuso-

BaHUI MapmpyT OyJe po3noBcrokyBatrcs B 30H1 0 (backbone).

Interface Options
Interface ETHER1 v
Enter the desired participating interface here
Description Kyiv-CD-B1-R2 Neighbor
Network Type Point-te-Point e
Select OSPF Network Type of the interface.

Interface is Passive [] Prevent transmission and reception of OSPF packets on this interface. The spe

Ignore MTU ] Ignore MTU values for OSPF peers on this interface. Allows OSPF to form full &

OSPF Interface Handling

Metric 2

Metric (Cost) for this OSPF interface (leave blank for default).

Area 0.0.0.1

The area for this interface (leave blank for default)

AcceptFilter [ Prevent routes for this interface subnet or IP address from being distributed by

Authentication

Authentication Type Message Digest (MD5 Hash) v
The type of OSPF authentication to use on this interface. This type must match all
Using Message Digest is the best practice as Simple Password authentication is v

Password kyivareapass

Password to use wi mple Password or Message Digest authentication. This ve
Simple passwords may be up to 8 characters, Message Digest passwords (keys) r

Puc. 2.27. HanamrryBanus OSPF inTepdeiicy no mapmpyrusaropa Kyiv-CD-B2-R1

Xaneyvxuii A.B. Apk.

[ onoensa O.C. KKIKEKPE - 125 - 24 - I73 60

3mn. | Apxk. Ne 0okym. Iionuc | dama




[admin@Kyiv-CD-
[admin@Ky

nd_to_blrl

=2 type=ptp

[a
Puc. 2.28. HanamryBanas OSPF mapmipytusaiii B 30H1 1 Ha mapmpytusaropi Kyiv-

dmin@Kyiv-

/-CD-

CD-B2-R1]

B2-R1] > routing/
B2-R1] > routing/ospf/a
instance=ospfv2 type=stub no-summaries
[admin@Kyiv-CD-B2-R1] > routing/ospf/interface-template/ add area=Kyiv-Area-1 au
th=md5 auth-id=1 auth-key=kyivareapass interfaces=etherl,ether2, ether3, ether4, bo
cost=1 type=ptp
[admin@Kyiv-CD-B2-R1] > routing/ospf/interface-
th=md5 auth-id=1 auth-key=kyivareapass interfaces=bond_to_blr2, K bond_to_b2r2

ce/ add name=ospfv2 version=2

CD-B2-R1

I name=Kyiv-Area-1 area-id=0.0.0.1

template/ add area=Kyiv-Area-1 au

cost

Ha pucynky 2.28 ctBoproerbess OSPF mporrec (instance), router-id ooupaerbest mo-

BUTBHUMN, OCKUTBKH B KOXKHIHN CyCIAHIHN MiaMepeki 3HAXOMSITHCS TIIBLKH TI0 JIBa IPUCTPOT

(tun ptp), Tomy BubGip DR MapmipyTuzaropa He BUKOHY€EThCs. Jlai, CTBOPIOETHCS 30HA

1, BKa3yeThCs TIpoliec, METpUKa JJIsl MapIIpyTy 32 3aMOBUYBAaHHSIM Ta i1 THII.

Ha mapmpyruzaropi Kyiv-Edge-FW2 metpuxka mis mapiipyTy 3a 3aMOBYYBaHHSIM

HajJqamrToBaHa BHIIIOIO, OCKIJIBKH IIaHI/Iﬁ MapmpyTHu3aTop € pe3CpBHUM LIJIO30M O0 Hi,ZI-

mepex ¢imid. [Ticnsa poro, BUKOHYeThCs BUOip iHTEpGelciB, siki OyayTs 3aaisai B OSPF

Ta HanmamrToByeTbess OSPF ayrentudikaris nns yaukaeHnHs BTpydanns B OSPF mapi-

pyTH3aIlil0 BUKOHAHHAM 1H’ €KI[i1 HEJETITUMHUX MapHIPyTiB MOTSHI[IHHUM 3JI0BMUCHU-

KoM [6].

Hactynaum kpokom, Oysa ckoHpirypoBana backbone 3oHa mMixk rpaHudHAM TIpH-

CTPOSIMHU.

Default Route Cost

Area

Description

Area Type

0.0.0.0

The ID for this area.

Backbone Area

Normal (default) v

Defines how this area behaves

Cost applied to default route summary LSA messages sent to stub areas ([

V1 ETTTIIE
)-167772

Puc. 2.29. Kondirypariis backbone 3onu Ha 0panamayepi Kyiv-Edge-FW1

Xaneyvkuii A.B.
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Puc. 2.31. HanamryBanus backbone 3ouu Ha mapmpyruzatopi Lviv-Edge-R1

Interface Options

Interface TOLVIVEDGER1GRE e

Enter the desired participating interface here.

Description Lviv-Edge-R1 Neighbor

Network Type Point-to-Point v

Select OSPF Network Type of the interface.
Interface is Passive [ Prevent transmission and reception of OSPF packets on this interface. The s

Ignore MTU [ lgnore MTU values for OSPF peers on this interface. Allows OSPF to form ful

OSPF Interface Handling

Metric 1

Metric (Cost) for this OSPF interface (leave blank for default).

Area 0.0.0.0

The area for this interface (leave blank for default).

Accept Filter [[] Prevent routes for this interface subnet or IP address from being distributed

Puc. 2.30. HanmamryBanus GRE sk OSPF-iaTepdeiica

[admin@Lviv-Edge-R1] > routing/ospf/instan
[admin@Lviv-Edge-R1] > routing/ospf/area/
ance=ospfv2 type=default
[admin@Lviv-Edge-R1] > routing/ospf/interface-template/ add area=backbone interf
aces=toKyiv-Edge-FWl-gre type=ptp-unnumbered

[admin@Lviv-Edge-R1] > ip/route/ add dst-address=10.8.8.8/23 blackhole

[admin@Lv je-R1] > routing/ospf/instance/ set @ redistribute=static ‘
[admin@Lviv-Edge-R1] > ]

ce/ add name=ospfv2 version=2
add name=backbone arez-id=0.8.8.0 inst

Ha pucynkax 2.29-31 nanamroBano backbone 3ony. OckiabKky Ha MapHipyTH3a-

topi Lviv-Edge-R1 VLAN inTepdeticn He HalexaTh 1HIIUM 30HAM, TO CyMapH3arlis

Oyna BuKOHaHa NUIsIXOM cTBOopeHHs blackhole mapmipyrty 3 cymapHow aapecoro s

VLAN mepex Ta peauctpudyitieto mporo Mapmipyty B OSPF mporrec.

Ha npuctposx London-Edge-FW1 ta Lviv-Edge-R1 Bcim mapipyTam 3 Mapiipy-

tuzatopa Kyiv-Edge-FW?2 Gyne npusnadeHo Oinbiry MeTpuky (COSt 2), Hisk MapiipyTam

3 Kyiv-Edge-FW1 (cost 1), ockinbku Kyiv-Edge-FW2 BUKOpHCTOBYETHCS SIK Pe3epBHUIA

MapIIpyTU3aTOp JJIs JOCTYIY J0 MiIMEepex B 30H1 1.

OSPF Neighbors

Neighbor ID Pri State Up Time Dead Time Address Interface RXmtL RgstL DBsmL
16.0.0.93 128 Full/- 33m27s 33.631s 10.0.0.25 eml:10.0.0.26 @ @ [¢]
10.9.0.157 128 Full/- 33m27s 33.738s 10.0.0.29 em2:10.0.0.30 ] @ [c]
172.16.0.6 128 Full/- Tm46s 34.229s 172.16.0.2 gre@:172.16.0.1 @ @ [¢]
170.73.115.2 1 Full/- 33m27s 31.546s 172.16.0.10 grel:172.16.0.9 a @ [c]

Puc. 2.32. Busenenns OSPF cycini Ha opanamayepi Kyiv-Edge-FW1

Xaneyvkuii A.B.

[ onoensa O.C. KKIKEKPE - 125 - 24 - I73

3mmn.

Apk.

Ne doxym. Hionuc | Hdama

Apx.

62




Hactynuum kpokom Oyso HanmamryBanHs PAT Ha rpaHUYHHUX MaplIpyTHU3aTOpax
JUTS BUXOJTY B III00ANIbHY MEPEKY 3 BUKOPUCTAHHSM X TI100aIbHUX apec M1 IPUCTPOIB

BHYTpIIHLOI Mepexi [5]. Kondirypamis PAT 300pakeHa Ha pucyHkax 2.33-34.

Interface | WAN v
The interface on which traffic is matched as it exits the firewall. In most cases
Address Famil 1Pv4 "

Select the Internet Protocol version this rule applies to.

Protocol Any ~
Choose which protocol this rule should match. In most cases "any" is specifiec
Source Network or Alias v Internal
Type Source network for the outbour
Destination Any e
Type Destination network for the out
Not

nvert the sense of the destination match

Translation

Address WAN address o

Type

Puc. 2.33. HanamryBanuas PAT na 6pannmayepi Kyiv-Edge-FW1

wall/nat/ add action=src-nat chain=srcnat src-addr
e=WAN to-addresses=142.41.38.2

[admin®@Lviv-Edge-R1] > ip/fi
ess-list=internal out-intexf:
[admin@Lviv-Edge-R1] >

Puc. 2.34. HanamryBanus PAT Ha mapiipytusaropi Lviv-Edge-R1

OCKUIBKY JUIsl MEPEX1 LIEHTPAJbHOT FJIKK OyB 0OpaHuii BapiaHT MiAKIIOYEHHS 10
mepexi Iareprer Dual Router Dual Homed, To mist e(eKTHBHOTO BUKOPUCTAHHS ITijIK-
moueHHs 10 [HTepHeT npoBaiiiepiB OyI0 HAJIAITOBAHO OallaHCYBaHHSI.

BumnankoBe OanaHcyBaHHSI HaBaHTaKEHHS, HAIIPUKIIA, 10 H-OMY TTaKeTy, B IIbOMY
BUIIAJIKY HE MifAiiiie, OCKUIbKH Ha TPAaHUYHUX MaplipyTuzaTopax HamamToBanuii PAT,
BOHM MIJKJIIOYEHH] 10 pI3HUX [HTepHET mpoBaiiepiB Ta MaroTh pi3Hi Oum IP-agpecu,
TOMY, SIKIIO Tpadik OJHOTO MIAKIIOYEHHS Mife Yyepe3 1HIINI IpaHuYHUA MapIIpyTH3a-
TOp, TO el Tpadik, cKopille 3a Bce, Oy/e BIAKUHYTO, OCKUIBKU KIHIIEBUN TPUCTPIi a00
OpaHaMayep 1HIIOI Mepexi 1IeHTU(IKYE TaHUN TAKET K HEKOPEKTHUH Yepe3 HEBIIIOBI-
JHICTH apaMeTpiB cecii. i yHuKHeHHs 1i€i cutyariii, Oyyio oOpaHo OalaHCyBaHHS Ha

0a3i PCC Tta PBR [18].

Xaneyvkuii A.B. Apk.
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B2-R2 2/ add name=to-Edge-FW1 fib
)-B2-R2 add name=to-Edge-FW2 fib
yiv B2-R2] > ip/firewall/mangle/ add action=mark-connection chain=pre
routing in-interface-list=LANs dst-address-list=!internal connection-state=new n

connection-classifier=src-address:3/@
add action=mark-connection chain=pre
-list=!internal connection-state=new n
connection-classifier=src-address:3/1
e/ add action=mark-connection chain=pre
-list=!internal connection-state=new n
connection-classifier=src-address:3/2
/ add action=mark-routing chain=prerou
k=through-Edge-FW1 new-routing-mark=to

ew-connection-mark=through-gedge-FWl p
[admin@Kyiv-CD-B2-R2] > ip/firewall/m
routing in-interface-list=LANs dst-ac
ew-connection-mark=through-Edge-FW2
[admin@Kyiv-CD-B2-R2] > ip/fTirewall/m
routing in-interface-list=LANs dst-ac
ew-connection-mark=through-Edge-FW2 p
[admin@Kyiv-CD-B2-R2] > ip/firewall/mang
ting in-interface-list=LANs connection-mar
-Edge-FW1 sthrough=no

[admin@Kyiv-CD-B2-R2] > ip/firewall/mangle/ add action=mark-routing chain=prerou
ting in-interface-list=LANs connection-mark=through-Edge-FW2 new-routing-mark=to

e-

-Edge-FW2 passthrough=no
[admin@Kyiv-CD-B2-R2] > ip/route/ add dst-address=0.0.0.8/® gateway=10.0.@.3@ ch
eck-gate ping routing-table=to-Edge-FWl

[admin@K CD-B2-R2] > 1 ute/ add dst-address=0.2.0.0/@ gateway=10.0.@.38 ch
eck-gateway=ping routing-table=to-Edge-FW2
[admin@Kyiv-CD-B2-R2] >

Puc. 2.35. HanamryBanns 6anancyBands PCC na mapmpyTtuzaropi Kyiv-CD-B2-R2

Ha pucynky 2.35, crmouaTKy CTBOPIOEThCS JIBI TaOIUIN MapmipyTu3aiii, to-Edge-
FW1 ta to-Edge-FW?2. Ilepia Oyae MiCTUTH MapIipyT IO 3aMOBYYBAHHIO JI0 MapIipy-
tusaropa Kyiv-Edge-FW1, sxuii migkmoueHuit go ISP1, npyra TaGaums micTuremMe Ma-
puIpyT 1o 3amoBuyBanH0 10 Kyiv-Edge-FW2, skuii minkmodenuii 1o 1SP2.

Jlaii, CTBOPIOIOTHCS MpaBHIIA JJIsl pO3NMOALTY TpadiKy HOBUX MIAKIIOYEHB HA JIB1
rpynu. Tpadik miaKIH0UeHHS PO3MOAUISIIOTECS 32 HACTYITHUM MTPaBUIIOM.

1. O6paxoByeThcs TieBHE 32-01THE XeIll 3HAUYCHHS aJIpecH JKepena (JOKaabHOTOo
MPUCTPOIO, 3 IKOTO HAJIXOAUTH HOBUI Tpadik).

2. 3Ha4YCHHS AUTATHCS Ha 3 Ta 30epiraeTbcs ocTava Bij TiJICHHS.

3. Skmo ocraua Big auteHHs qopiBHIOE O, TOAl HA BeCh TpadiK HOBOTO ITiIKIIIO-
yeHHs Oyne Hakimaaatucs mitka through-Edge-FWL, sika Oynie BUKOPHUCTOBYBATHCS JIJIst
BUOOPY TabnuIli MaprupyTu3saitii to-Edge-FW!.

4. SIkuo ocrava Bijg JAiJIeHHS TOpiBHIOE 1 a60 2, Toai Ha Bech TpadiK HOBOTO II1IK-
JroYeHHs Oyzae Hakimamarucs mitka through-Edge-FW2, sika Oyme BHKOPHCTOBYBATHCS
1T BUOOpPY Tabnuili Mapriipytu3aiiii to-Edge-FW2.

CTBOpIOIOTHCS MpaBUIIa AJi HAKJIAJaHHS MITKH MaplipyTu3anii Ha 0a31 MITKU Tij-
KITFOUCHHS, T4 CTBOPIOIOTHCS MAPIIPYTH 32 3aMOBUYBAHHSIM JIJIs 000X TaOIUITh MapIIpy-

tuzarlii. [IpaBuia 3acTocoByrOThCs nuiiie Ha Tpadik MixK mpucTposiMu KM.

Xaneyvkuii A.B. Apk.
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anton@debian: ~

2024-06-19 13:53:10
tdown
2024-026-19 14:40:14
2024-06-19 15:11:50@
tdown

anton@debian: ~

Kyiv-A-B2F2-5W1 -

system,error,critical router was rebooted without proper shu

system,exror,critical kernel failure in previocus boot
system,error,critical router was rebooted without proper shu

[admin@Kyiv-A-B2F2-SW1] > tool/ traceroute 8.8.8.8
Columns: ADDRESS, LOSS, SENT, LAST, AVG, BEST, WORST, STD-DEV

# ADDRESS
10.0.0.149
10.0.0.30
142.41.35.1
142.43.12.2
192.168.77.2
192.168.0.1
172.22.0.1

8 91.197.184.93
9 91.197.184.126
10 74.125.245.69
11 74.125.245.84
12 142.251.224.82
13 192.178.81.125
14 209.85.244.147
15 8.8.8.8

B R R o T N

LOSS SENT
2% 15
0% 15
0% 15
0% 15
2% 15
0% 15
0% 15
0% 15
2% 15
0% 15
0% 15
0% 15
2% 15
0% 15
0% 15

- [Q quit|D dump|C-z pause]

LAST AVG
@.5ms @.5
@.7ms 0.7
Ims 8.9
1.3ms 1.2
1.4ms 1.4
5.2ms 31.5
4.8ms 5.3
7.9ms 11.3
85.8ms 19.3
5.9ms 18.3
6.6ms 17.1
9@.2ms 39.5

1@2.5ms 62.7
102.2ms 43.8
1@3.2ms 27.5

BEST
0.4
0.6

Q.
e.
1

3.
2.
4.
4.

W0 s 0N

5
5.2
19.4
19.3
19
18.9

WORST
8.7

1

1.1
1.5
1.8
172.4
l10.6
63.9
107.4
175.8
90.9
101.1
19@.9
le4.8
103.2

STD-DEV
2.1

2.1
2.1
2.2
0.2
49.4
2.2
14.
3@.
42.
22.
29.
56.
36
21.1

Uow ool N

m

anton@debian:~$ traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 3@ hi
1 _gateway (10.0.3.249) ©.482 ms

2 10.02.2.149 (10.9.0.149) ©.742 ms
3 10.2.9.38 (10.@.©.38) 1.355 ms

4 cust3585.janet3g.mvno.aql.com (14
5 141.172.80.2 (141.172.80.2) 2.37
6 192.168.77.2 (192.168.77.2) 2.62
7 192.168.@.1 (192.168.@.1) 4.438
8 172.22.80.1 (172.22.@.1) 5.70@ ms
9 world-bg.bignet.ua (91.197.184.93
1@ google.BB.br.bignet.ua (91.197.18
11 74.125.245.69 (74.125.245.69) 9.
12 74.125.245.86 (74.125.245.886) 6.
5.62 (74.125.245.62) 8.306 ms

13 142.251.242.37 (142.251.242.37)
.251.242.37 (142.251.242.37) 20.883
14 216.239.58.77 (216.239.58.77) 21
33 ms

15 142.250.238.1 (142.250.238.1) 21
78.99.101 (192.178.99.1@1) 21.7@6 ms
16 142.251.228.23 (142.251.228.23)
anton@debian:~$ I

Puc. 2.36. Bukonansns tpacysanns g0 Google DNS cepsepa

Ha pucynky 2.36 tpadik traceroute 3 komyraropa Kyiv-A-B2F2-SW1 iine yepes
Kyiv-Edge-FW1 (10.0.0.30), a 3 I[IK agminictpaTopa uepe3 Kyiv-Edge-FW?2 (10.0.0.38).

Takox, Oyno 3A1MCHEHO HaJAIITYBaHHS LIEHTpalIi30BaHOTro 300py JoriB. Jlis

poro OyB BHKOpHCTaHUi mpotokon Syslog 3 BukopucranHsM UDP sk TpancmopTom.

Jliis 300py JoriB, 0yB oopanuit Graylog y 3B’s311i 3 MongoDB ta OpenSearch. Byio Bu-

KOHAHO iXH€ BCTAHOBJICHHS Ta KOH(Irypars ajs B3aeMmoii. Takox, I JOCTYIY 0

Graylog, 6yno ckondirypoano podory HTTP uepe3 SSL (HTTPS) nuisixom koH)Irypy-

BaHHs BOymoBaHoro B Graylog BeO-cepBepy Ta cTBOpEHHS BIAMOBITHOTO cepTU(IKATY

JUTsL cepBepa (CTBOPEHHS KOPEHEBOTro cepTudikary Ta MpUKIIaj CTBOPEHHS cepTHdIKaTy

U1 BeO-cmy>k0 HaBenmeHo y 3 posnaini). Jloctym HanamroBanwmii 3a moprom TCP 9000.
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&= C QO B https://10.0.3.146:90

inputs

Global

Node

fac479ef / kyiv-syslog

Title

Kyiv Syslog UDP Input

Bind address

10.0.3.146

Port
514

Receive Buffer Size (optional)

262144

No. of worker threads (optional)

2

Puc. 2.37. CtBopenns Input-a nis Syslog tpadiky

@ | O Graylog - Configure Inde: x | +

<« (©} O B8 https:/[100.65.13.2:9000/system/index_sets/

graylog Search Streams Alerts Dashboards Enterprise « Security

Index Rotation Configuration

@ Graylog uses multiple indices to store documents in. You can configure the strategy
it uses to determine when to rotate the currently active write index.

Select rotation

Index Time
strategy
Rotation period P1W 7 days
(1508601
Duration)

Empty index set Rotate empty index set

Index Retention Configuration

@ Graylog uses a retention strategy to clean up old indices.

Select retention

Delete Index
strategy
Max number of 20
indices

Cancel

Puc. 2.38. HanamtyBanHs porauii JIOTiB

cfa57a9971594cd4

Syste

Ha pucynky 2.37 BukoHaHo ctBopeHHs Input-a s mpocinyxoByBanus Syslog Tpa-

¢iky Ha mopty UDP 514. Jlani, 6yno BUKOHAHO KOH(ITypyBaHHS poTallii JIOTiB, TOOTO,

Xaneyvkuii A.B.
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KOKHOT'O THXKHS Oy/ie CTBOPIOBATHUCS HOBHM 1HIEKC /715 30€piraHHs OTpUMaHUX JIOTIB JI0

TuX mip, noku 20 inaexciB 0yae crBopeHo. licns ctBopenns 21 inaekcy, nepuiunii iHaexc,

KWW OyB BUKOPHUCTAHUM JIs 30epiraHHs JoTiB, Oy/e BUIaJICHO, 1, TAKUM YMHOM, BC1 Ha-

CTYIHI iHJeKCcH OyayTh BUJAISATHUCA MPU CTBOPEHHI HOBUX. Lle 103BOMNIsiE yHUKHYTH Tie-

PETOBHEHHS MICIIS Ha 30BHIIIHBOMY HOCI1 Ta 30epiranHs 3actapiyioi iHpopmarii. [l pi-

3HUX BHUIIQJIKIB Ta 00’€MY 30BHIIIHBOTO HAKOMUYyBaya MOXXYTh OOHUpATHCS 1HII TOJI-

TUKH POTAIlii JIOT1B (Ha OCHOBI BUKOPUCTAHOTO MICIIS, KIJIBKOCTI 3aMKCiB, 1HIEKCH MO-

KYTh HE BUAAIATHCS, a apXiByBaTHcs To1o) [14]. HanamryBanus Syslog sxypHamtoBaHHsS

Ha nipuctposx MikroTik ta pfSense 300paxeno Ha pucynkax 2.39-2.40.

Enable Remote Logging

Source Address

IP Protocol

Remote log servers

Remote Syslog Contents

Send log messages to remote syslog server

ETHERZ v
This option will allow the logging daemon to bind to a single IP address, rather
must all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind tc

NOTE: If an IP address cannot be located on the chosen interface, the daemon

IPv4 v

This option is only used when a non-default address is chosen as the source a
selected type is not found on the chosen interface, the other type will be tried

10.0.3.146:514

[ Everything

System Events

[] Firewall Events

[] DNS Events (Resclver/unbound, Forwarder/dnsmasq, filterdns)
[J DHCP Events (DHCP Daemon, DHCP Relay, DHCP Client)

[] PPP Events (PPPoE WAN Client, L2TP WAN Client, PPTP WAN Client)
General Authentication Events

[ Captive Portal Events

VPN Events (IPsec, OpenVPN, L2TP, PPPoE Server)

Gateway Monitor Events

[] Routing Daemon Events (RADVD, UPnP. RIP. OSPF, BGP)

[ Network Time Protocol Events (NTP Daemon, NTP Client)

[] Wireless Events (hostapd)

Puc. 2.39. HanamryBanHs joryBanHs moaii Ha Kyiv-Edge-FW1

[admin@Kyiv-CD-B2-R2] > system/logging/action/
d-syslog=yes remote=10.8.3.146 remote-port=514 src-address=10.8.8.157 syslog-fac

ility=local®@

[admin@Kyiv-CD-B2-R2
[admin@Kyiv-CD-B2-R2
[admin@Kyiv-CD-B2-R2
-CD-B2-R2
iv-CD-B2-R2] /
-CD-B2-R2]
yiv-CD-B2-R2] . 5
[admin@Kyiv-CD-B2-R2] /system/

[admin
[admin
[admin
[admin

> system/logging/
/ =m/logging> add action=graylog topic
=m/logging> add
=m/logging> add
=m/logging> add

tion=graylog topics
tion=grayleog topics=radius

tion=graylog topic
tion=graylog topic
action=graylog topic

critical

Puc. 2.40. HanamryBanus noryBanns noaiid Ha Kyiv-CD-B2-R2

add name=graylog target=Iremote bs
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@ () Graylog - Unsaved Search % -+

&« @] O 8 hitpsi//10.0.3.146:90¢

grayleg

> gl2_source_input:66717f8cdfodc773b074e1be

i Filters @

-+ Message Count

ql- 40

30

X, 20
10

[search?q=gl2_source_input%

e

17 Save [loa

15:42:30 15:42:45 15:43:00 15:43:15
Jun 18,2024
All Messages

timestamp 15

2024-06-18 15:42:50.000
Kyiv-CD-B2-R2 Identifier = "Kyiv-CD-B2-R2"

2024-06-18 15:42:50.000

Kylv-CD-B2-R2 Ac

-Delay-Time

2024-06-18 15:42:50.000
Kyiv-CD-B2-R2

2024-06-18 15:42:50.000

Kyiv-CD-B2-R2 NAS-IP-Address = 10.8.0.157

ending Accounting-Request with id 8 to 10.0.3.158:1813

15:43:30

15:43:45

source

Ryiv-CD-B2-R2

Kyiv-CD-B2-R2

Kyiv-CD-B2-R2

Kyiv-CD-B2-R2

Puc. 2.41. Pe3ynbTaT HaMaIITyBaHHS JIOTYBaHHS

BuHCHOBOK 10 IPyroro posaity

VY upomy po3/iii 0yj0 BUKOHAHO MPOEKTYBAHHS KOPIIOPATUBHOI MEPEXKI T4 BUKO-

HaHO ii HalamTyBaHHs. byno oOpano o0naaHaHHs Ui KoxkHUX cermeHTiB KM, HaBeieHo

iX OCHOBHI TEXHIYHI XapaKTEepPUCTUKH Ta CTBOpeHO cxeMy [P-anpecartii mpuctpois. [icns

1[bOTO, OyJI0O BUKOHAHO KOH(ITYpYBaHHS MIKMEPEKEBUX MPUCTPOIB, a CaMe€ CTBOPEHHS

arperoBaHUX KaHaiB Ha PIBHS SApa, CErMEHTalld MmiaMepex 3a aomnoMororo VLAN,

HaJAIITyBaHHS YaCOBUX MapaMeTPIB HA MIKMEPEKEBUX MPUCTPOSX Ta IX CUHXPOHI3AIIS

3a gotoMororo NTP, GRE-TyHeniB M1k IIEeHTpabHOIO BITKOIO Ta (DUTISIMU 17151 B3a€EMO/II1

Mk HUMH, NAT Overload nist MoxnauBocTi Buxoay B [Htepuet npuctposimu KM, OSPF

st Mapripytu3anii, OamancyBanHs PCC myis Ounbin eeKTHBHOTO BUKOPUCTAHHS

MOABIMHOTO MiAKIIOUYEHHS 0 [HTepHeT npoBaiiiepa, Ta, B KiHIli, 0yJIO peaai3oBaHO IICH-

Tpai3oBaHui 30ip crmoBileHb 3a ponomoroto Graylog. B pesynbrati, Oysn0o cTBOpeHO

MPOEKT poOOYOi KOPITOPATUBHOI MEPEXKI.
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PO3/IJI 3 HAJTALITYBAHHS ®VYHKIIIM 3AXVCTY B KOPIIOPATHUBHIN
MEPEXI

3.1 HajamryBanusi 6a3oBoro 3axucty npucrtpoiB MikroTik Ta pfSense

OnHuM 3 mepmux KpokiB 3a0e3neueHHs 3axucty MikroTik obnagnanHs € BUMK-

HEHHS HEBUKOPHUCTOBYBAHHMX IHTEpQeiciB, cy:k0 Ta (QyHKIIH, sIKI HE BUKOPUCTOBY-

1oTees. st MikroTik obmagHanHs Beix migMepesk Oyiio BUMKHEHO (DYHKITIOHA CEKITil

Mac-Server, a came MAC Telnet, MAC Winbox ta MAC Ping. JlonatkoBo, O0yB BUMK-
Henuit MNDP, RoOMON ra Taxi cepsicu, sik API, API-SSL, Telnet, Winbox, WebFig Ta

FTP, sixuii Oyie meplofUYHO BMUKATHUCS JIJISl 3aBaHTaXXCHHS (haiiiliB Ha TIPUCTPOT .

Ha pfSense o6magnanHi Hiski 10oaaTKOBI ciiy:k0u, okpiMm DNS Resolver ta HTTPS

HE YBIMKHEHHI.

[admin@Kyiv-CD-B2-R2] > ce/ enable www-ssl

[admin@K B2-R2] > ce/ set www-ssl certificate=Web-cert

[admin@K B2-R2] =

[admin@K CD-B2-R2] > tool/ma set allowed-interface-list=none
[admin@Kyiv-CD-B2-R2] > tool/ma ac-winbox/ set allowed-interface-list=n
one

[admin@Kyiv-CD-B2-R2] > tool/mac-server/ping/ s

[admin@Kyiv-CD-B2-R2] > i

ist=none

[admin@Kyiv-CD-B2-R2] > i

ist=none

[admin@Kyi -B2-R2] > =no

[admin@K -B2-R2] > ole api,api-ssl,telnet,winbox,www, ftp
[admin@K CD-B2-R2] > ver/ set enabled=no
[admin@Kyiv-CD-B2-R2] >

Puc. 3.1. BUMKHEHHST HEeBUKOPUCTOBYBaHUX (DyHKIIiH Ha MapiipyTusaropi Lviv-Edge-

R1

HactynHum KpokoM € KoH(pIrypyBaHHS 0€3ME€YHOr0 BIAAIEHOT0 TOCTYITY 10 IPH-

cTpoiB. [y moyaTky, peKOMEHIOBAaHO CTBOPIOBATH OOJIIKOBUM 3amuC, BIAMIHHUM Bijg

TOrO, SIKUAM CTBOPIOETHCA 3a 3aMOBYYBAHHAM, 3 HAAAHHSAM BiI[HOBiI[HI/IX ImpaB JOCTYyIly, Ta

CTBOPEHHSI TPYII JIs IHIIMX KOPUCTYBadiB 3 HEOOX1THUMU TIPUBLICSIMHU.

[admin@Kyiv-CD-B2-R2] > usex/group/ add name=junior policy=local,ssh,reboot,read
web,sniff, test

[admin@Kyiv-CD-B2-R2] > user/ add name=kyiv-cd-b2-r2-admin group=full ﬁasswo:c=k|
yivcdbzrzpassl

Puc. 3.2. CtBopeHHs rpymnu Ta kopuctyBada Ha Kyiv-CD-B2-R2
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Group Properties

Group name Junior

Scope Remote hd
Warning: Changing this setting may affect the local groups file, in which case a reboot may be required for the changes to take effect

Description Junior group|
Group description, for administrative information only

Group membership admin

Not members Members
Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items
Puc. 3.3. CtBopenns rpymnu Junior Ha Kyiv-Edge-FW1

Name Description Action
WebCfg - Crash reporter Uploads crash reports to pfSense and or deletes crash reports. m
WebCfg - Diagnostics: ARP Table Allow access to the 'Diagnostics: ARP Table' page. m
WebCfg - Diagnostics: Authentication Allow access to the 'Diagnostics: Authentication’ page. m
WebCfg - Diagnostics: CPU Utilization Allow access to the 'Diagnostics: CPU Utilization' page. m
WebCfg - Diagnostics: DNS Lookup Allow access to the 'Diagnostics: DNS Lookup' page. m
WebCfg - Diagnostics: GEOM Mirrors Allow access to the 'Diagnostics: GEOM Mirrors' page. m
WebCfg - Diagnostics: Halt system Allow access to the 'Diagnostics: Halt system' page. i)
WebCfg - Diagnostics: Interface Traffic Allow access to the 'Diagnostics: Interface Traffic' page. m

Puc. 3.4. YactuHa 103BOJIIB KOPUCTYBaYiB rpymu Junior

User Properties

Defined by USER

Disabled [ This user cannot login

Username kyiv-edge-fw2-admin
Password 00000000000 0000 [T YT YYTYYY
Full name User Admin

User's full name, for administrative information only

Expiration date

e blank if the account shoul expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings [0 Use individual customized GUI options and dashboard layout for this user.

Group membership Junior admins

Not member of Member of

1 CTRL (PCY/COMMAND (Mac) kev to select multinle item.

Puc. 3.5. CtBopenns kopuctyBaya Ha Kyiv-Edge-FW1

Ha pucynky 3.2 0yio cTBopeHo TpyImry junior, sikiii 0yio HajgaHO 3arajbHi IpaBa

Ha MOHITOPHMHTI, BUKOHAHHS JIarHOCTHYHHX KOMAaHJ, IIEpPE3aBaHTa)XKEHHS Ta IIIKIIIO-

yeHHs yepe3 SSH ta WebFig.

[Toni6Hi HanamTyBaHHs Oynu BukoHaHHi 1 Ha Kyiv-Edge-FW1. Byso ctBopeHo

rpymy Junior Ta HaJaHO MpaBa J0 NMEBHHUX JIarHOCTHYHUX BKJIAIOK IS MOHITOPHHTY.

Takosk, OyJ10 CTBOpEHO KOPUCTYyBaya 3 BCiMa MpaBaMH I 3aMiHM KOpHCcTyBada admin.

CtBOpeHi Tpynu OyayTh BUKOPUCTAHI B TIOJATBIIIOMY TIPH aBTOPH3allii KOPUCTY-

BauiB uepe3 RADIUS.
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Haui, OyB ckoHdirypoBanuit SSH. [{is1 nemonctpaiiii, 0yB oOpanuii MappyTusa-

top Kyiv-CD-B2-R2 Ta 6panamayep Kyiv-Edge-FW1.

/ set host-key-size=4@96 strong-crypto=yes
h/ regenerate-host-key

[admin@Kyiv-CD-B2-R2] > ip
[admin@Kyiv-CD-B2-R2] > ip
This will regenerate current 5SH host keys, yes? [y/N]:

¥
@0:32:22 echo: ssh,critical S5H host key regenerated!

[admin@Kyiv-cp-B2-R2] > |

Puc. 3.6. CtBopenns HoBux 4096-6iTHux RSA ximoui Ha Kyiv-CD-B2-R2

Secure Shell Server Enable Secure Shell

SSHd Key Only Require Both Password and Public Key

Allow Agent Forwarding  [] Enables ssh-agent forwarding support

SSH port 9251

Login Protection

Threshold 10
attacks have a score ¢

Blocktime 1200

Detection time 3600

Pass list 10.0.3.248 29 v

Addresses added to the pass list will bypass login protection

Add address
Puc. 3.7. YBiMkHeHHs Ta HamamTyBanHs SSH Ha Kyiv-Edge-FW1

Ha mapmpytuzaropi Kyiv-CD-B2-R2 SSH yBiMkHeHO 3a 3aMoBYyBaHHAM. byio
CTBOPEHO HOBI KJIIOYi Ta BKa3aHo, 1o i1 SSH-cecii, moTpiOHO BUKOPUCTOBYBATH JIUIIIE
Kkpunroctiiiki Habopu. Ha 6panimayepi Kyiv-Edge-FW1 OyB yBiMkHeHni SSH, 3MiHeHO

MOPT Ta HAJAIITOBAHO 3aXKCT B OpyTQopc aTak.

B RouterOS ta pfSense moxxna HanmamryBatn SSH ayreHTH(DIKALIIO 3 BUKOPHC-

TaHHSIM MapoJibHOT (pasu, abo Ha 6a3i PKI [15].

root@debian:~# ssh-keygen -b 4296 -P sshpass -f .ssh/rsa_key > /dev/null
root@debian: ~# I

Puc. 3.8. CtBopennss RSA-kito4iB

[admin@Kyiv-CD-B2-R2] > user/ssh-keys/ import public-key-file=rsa_key.pub user=a
dmin
[admin@Kyiv-cD-B2-R2] > ]

Puc. 3.9. ImnoptyBanHs nmyomiuHoro kiroua Ha Kyiv-CD-B2-R2
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Authorized SSH Keys ssh-T5a
AAAAB3NzaClyc2EAAAADAQABAAACAQDKUPaES59X CuyEevMkMgOkvZ4
%*54@n9%yirJj7ih0QaVvQeBmJkPnx/EcHDgHdahzDuoSh58P+K2zvs
Fn+Qsad4polkolLe0zVzEBaaGr3iTtHhJvnF13c2RVNVU+6IiBEOTI
t/5UIRtkk2xI7E+DMUkOBgwW i

Enter authorized SSH keys for this user

Puc. 3.10. BBenenns nyomiunoro kimoda Ha Kyiv-CD-B2-R2

root@debian:~# ssh -1 .ssh/rsa_key admin@1@.0.9.149
Enter passphrase for key '.ssh/rsa_key': I

Puc. 3.11. 3anut napoasHoi dpa3u 1is nemudpyBaHHs TPUBATHOTO KIIH0Ya JIs HOTO

BUKOPUCTaHHS (YCHIIIHE MiAKIIOYEHHS)

root@debian:~# ssh admin@l@.©.@.149
admin@le.®.@.149's password:

Permission denied, please try again.
admin@l®.@.@.149's password:

Permission denied, please try again.
admin@le.®.@.149's password:

admin@l@.®.@.149: Permission denied (password).
root@debian:~#

Puc. 3.12. Cnpo0a mijkitoueHHs 60€3 MPUBAaTHOTO KIItoYa
Takox, Oyno HamamroBano moctym g0 MikroTik mpuctpoiB 3 BHKOpUCTaHHSIM
WebFig 3a npotokomom HTTPS.

Cnoyatky, OyJi0 CTBOPEHO KOpEHEBUM cepTu(iKaT, skl Oyne €JUHUM ISl IMiJI-

nucy Beix CSR [22].

ca_manager@debian:~/ca$ openssl req -x5@9 -sha256 -days 720 -newkey rsa:4@96 -keyout ca
.key -out ca.crt -addext keyUsage=keyCertSign,cRLSign -addext basicConstraints=CA:TRUE,

pathlen:® -subj "/C=UA/ST=Zhytomyr Oblast/L=Korostyshiv/0=NetPlace .Inc/CN=MikroTik-CA"
2> /dev/null

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

ca_manager@debian:~/ca$% I

Puc. 3.13. CTtBOpeHHS KOpEHEBOTO cepTUdiKaTy

ca_manager@debian:~/ca/web_cert/Kyiv-CD-B2-R2$% openssl req -newkey rsa:4@96 -out web.cs
r -keyout web.key -sha256 -noenc -subj "/C=UA/ST=Zhytomyr Oblast/L=Koroshytshiv/0=NetPl
ace .Inc/CN=Kyiv-CD-B2-R2 Web Certificate" 2> /dev/null
ca_manager@debian:~/ca/web_cert/Kyiv-CD-B2-R2% openssl x509 -req -CA ../../ca.crt -CAke
y ../../ca.key -in web.csr -out web.crt -days 365 -extfile web.ext

Certificate request self-signature ok

subject=C = UA, ST = Zhytomyr Oblast, L = Koroshytshiv, 0 = NetPlace .Inc, CN = Kyiv-CD
-B2-R2 Web Certificate

Enter pass phrase for ../../ca.key:

ca_managexr@debian:~/ca/web_cert/Kyiv-CD-B2-R2%

Puc. 3.14. CtBopennst CSR Ta #oro mianuc KOpeHEeBUM cepTU(hIKATOM
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Hasictonstraints = CA:FALSE

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth
subjectkeyIdentifier = hash
authorityKeyIdentifier = keyid, issuer
subjectAltName = IP:10.0.0.149

Puc. 3.15. Po3mupenss ceptudikary

ca_manager@debian:~/ca/web_cert/Kyiv-CD-B2-R2% openssl pkcsl2 -export -in web.crt -inke
y web.key -out web.pfx

Enter Export Password:

Verifying - Enter Export Password:

ca_manager@debian:~/ca/web_cert/Kyiv-CD-B2-R2%

Puc. 3.16. Excniopt ceptudikaTy 3 npuBaTHUM KitoueM y popmarti PFX
Hauni, 6yno iMIOPTOBAHO 1l cepTUdIKAT y CXOBUIIE MapIIpyTHU3aTOpa Ta Hajall-

toBaHo HTTPS ciyx0y.

[admin@Kyiv-CD-B2-R2] > certificate/ import file-name=web.pfx name=Web-cert
certificates-imported: 1
private-keys-imported:
files-imported:
decryption-failures:
keys-with-no-certificate:

@ @ = =

[admin@Kyiv-CD-B2-R2] > ip/service/ enable www-ssl
[admin@Kyiv-CD-B2-R2] > ip/service/ set www-ssl certificate=Web-cert
[admin@Kyiv-cD-B2-R2] > [}
Puc. 3.17. Imnopt ceptudikary ta HanamryBanas HTTPS ciayx6u
[Ticns uporo, iMIopToBaHO KOopeHeBHii ceptudikar y cxosuiie Firefox mis mox-

JMBOCTI NIEPEBIPKHU AIMCHOCTI cepTU(DIKATIB, K1 OyIM MiANKCAH] HUM.

& Debian12 3¢

Activities ©) Firefox ESR May13 12:24

@ | 8 Settings x|+ v x
<« C @ Firefox about:preferences#privacy w @ & =

Certificate Manager

Downloading Certificate
You have been asked to trust a new Certificate Authority (CA).
Do you want to trust “MikroTik-CA” for the following purposes?

Trust this CA to identify websites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

Puc. 3.18. Immopt xopeHeBoro ceptudikaty B cxopwuiie Firefox
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@

(_

@ Router0S x| +

(©) O 18 https://10.0.0.149 kg

Site information for 10.0.0.149

8 Connection secure >

Connection verified by a certificate issuer that is not
recognized by Mozilla.
QY IIrIRIT U K

Router0Os

‘fou have connected to a router. Administrative access only. If this device is not in your
possession, please contact your local network administrator,

Login: |admin |

Password: I I Legin

Puc. 3.19. Ycnimna nepeBipka JiCHOCTI cepTudikary

Bceranosnenns ta npusHaueHHs ceptudikaty HTTPS-ciyx0i mis pfSense mpu-

CTpOiB MOAIOHE.

Jlnst yaukaenHs arak nigmian DHCP-cepsepa Ta ARP-Spoofing O6ymno yBiMKHEHO

DHCP-Snooping ta nepeseneno VLAN intepdeiicu y pexum arp-reply, nanamroBaHo

nonaBanHs ARP-3amuciB 3a momomoroto DHCP-cepBepa Ta ctBopeno cratuuni ARP-

3aIMCH JUIS XOCTIB, sIKi He BUkopuctoBytoTh DHCP st otpumanns IP-mapamerpis [2].

[admin@Lviv-SW1] > inte ncp-snoopling=yes

[admin@Lviv-5W1] > interface/bri t [find interface=etherl] trusted=ye
5

[admin@Lviv-SW1] >

Puc.

admin@Lviv-Edge-R1] > ip/d

3.20. HamamryBanus DHCP-Snooping na komyratopi Lviv-SW1

r/ set ©,1,2,3 add-arp=yes

[admin@L Edge-R1] > in an/ set @,1,2,3,4 arp=reply-only
[admin@Lviv-Edge-R1] > ip/arp/ add interface=admin-vlan-99 address=100.67.7.2 ma
c-address=00:50:79:66:68:11

[admin@Lviv-Edge-R1] =

Puc. 3.21. Hanamrysanus 3axucty Big ARP-Spoofing

3.2 CtBopennsi GRE over IPSec VPN 3’¢1HaHHS MiK HEHTPAJIbHOK T'iJIKOI0

Ta QijgiaMu

Jist 3a6e3neueHHs KOH(IASHITIHHOTO 3’ € THAHHS M1 PI3HUMU YaCTUHAMHU KOPIIO-

patuBHOI Mepexi Oyino oopano GRE over IPSec VPN 3’ennanHs, OCKUIBKY L TEXHOJIO-

risi HaJja€ MOXKJIMBOCTI HaJicuiaHHs TpadiKy depes riodaibHy MEpexy y 3amudpona-

HOMY BHTJISIII 3 BAKOPUCTAHHSM KPUMITOCTIMKUX HAOOPIB.
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Taxox, nepecunands OSPF makeTiB Mi>K IEHTPAIBHOIO BITKOIO Ta (PiI11IMU TOBEPX

[aTtepueT Mepexi uepes IPSec ne € MoxxuBuM, ToMy 115 ITb0T0 OyI10 BuKOpucTaHo GRE,

saxuii Oyae mudpysatucs 3 opuriHaabHuM IP makerom Ta iHkancymoBatucs B ESP maker.

Takox, maketu OyayTh ayTeHTH(IKYBATUCS 3 BUKOPUCTAHHSAM Xell airoputmis. IPSec

OyJie HAJIAIITOBYBATUCS Y TPAHCIIOPTHOMY PEKHUMI.

ca_manager@debian:~/ca/ipsec_cert/Kyiv-Edge-FW1$ openssl req -newkey rsa:4096 -o
ut ipsec.csr -keyout ipsec.key -sha256 -noenc -subj "/C=UA/ST=Zhytomyr Oblast/L=
Korostyshiv/0=NetPlace .Inc/CN=Kyiv-Edge-FW1 IPSec Certificate" 2> /dev/null
ca_manager@debian:~/ca/ipsec_cert/Kyiv-Edge-FW1$ openssl x5@09 -req -CA ../../ca.
crt -CAkey ../../ca.key -in ipsec.csr -out ipsec.crt -days 365 -extfile ipsec.ex
t

Certificate request self-signature ok

subject=C = UA, ST = Zhytomyr Oblast, L = Korostyshiv, 0 = MetPlace .Inc, CN = K
yiv-Edge-FW1l IPSec Certificate

Enter pass phrase for ../../ca.key:
ca_manager@debian:~/ca/ipsec_cert/Kyiv-Edge-FW1$ I

Puc. 3.22. CtBopenns ceprudikary mist Kyiv-Edge-FW1

AHanoriyHuM YMHOM OYJIO CTBOPEHO CEPTH(PIKATH 1 AJIs IHIIMX TPAHUYHUX MPU-

CTpPOIB.

Jlnst mepeBipku aiicHocTi IPSec ceprudikary, RouterOS ta pfSense BukopucroBye

cepTudikar, SKUil MOro MiANMUCaB, TOMY 3 CAMHM CEPTU(]IKATOM Ta KIItoueM OyJIo eKCIo-

pPTOBAaHO KOPEHEBH cepTudikar.

ca_manager@debian:~/ca/ipsec_cert/Kyiv-Edge-FW1$ openssl pkcsl2 -export -in ipsec.crt -
inkey ipsec.key -certfile ../../ca.crt -out ipsec.pfx

Enter Export Password:

Verifying - Enter Export Password:

ca_manager@debian:~/ca/ipsec_cert/Kyiv-Edge-FW1$

Puc. 3.23. Excniopt ceptudikaty pa3om 3 IpUBATHUM KIIFOUE€M Ta KOPEHEBUM cepTUdI-

KaToOM
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Add/Sign a New Certificate

Method Import an existing Certificate v

Descriptive name IPSec-cert

The name of this entry as displayed in the GUI for reference.
This name can contain spaces but it cannat contain any of the following characters: ?, >, <, &, /,\,",'

Import Certificate
Certificate Type (O X.509 (PEM) ® PKCS #12 (PFX)

PKCS #12 certificate | Browse...  ipsec.pfx

Select a PKCS #12 certificate store

PKCS #12 certificate

password Enter the password to unlock the PKCS #12 certificate store

Intermediates Import intermediate CAs
Import any intermediate certificate authorities found in the PKCS #12 certificate store

Puc. 3.24. Imnopt PFX y cxoBume Kyiv-Edge-FW1

Ham Oyno nanamroBano |KEV2.

General Information

Description IKE SA to Lviv-Edge-R1

A description may be entered here for administrative reference (not parsed)

Disabled [ Set this option to disable this phase1 without removing it from the list.

IKE Endpoint Configuration

Key Exchange version IKEv2 v

Select the Internet Key Exchange protocol version to be used. Auto uses IKEv2Z whe

Internet Protocol 1Pvd v

Select the Internet Protocol family.

Interface WAN v

Select the interface for the local endpoint of this phaseT entry.

Remote Gateway 142.41.38.2

Enter the public IP address or host name of the remote gateway. o

Puc. 3.25. HanamryBanHs 3araibHUX napameTpiB nepiioi ¢asu Ha Kyiv-Edge-FW1
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Phase 1 Proposal (Authentication)

Authentication Method Mutual Certificate ~

Must match the setting chosen on the remote side

My identifier My IP address "
Peer identifier Peer P address .
My Certificate IPSec-cert N

Select a certificate which identifies this firewall. The certificate must have at least one non-wildcard SAN

Peer Certificate Authority MikroTik-CA v

Select a certificate autherity to validate the peer certificate

Phase 1 Proposal (Encryption Algorithm)

Encryption Algorithm AES v 128 bits v SHAZ56 ~ 19 (nist ecp256) ~
Algorithm Key length Hash DH Group

Note: SHA1 and DH groups 1, 2, 5, 22, 23, and 24 provide weak security and should be avoided

Add Algorithm o= Add Algerithm

Puc. 3.26. HanamtyBanHst TNy ayTeHTU(DIKaLli Ta KpUIITOHAO0PY

Expiration and Replacement

Life Time 43200 2

Hard IKE SA life time, in seconds, after which the IKE SA will be expired. Must be

value as Rekey Time or Reauth Time. If left empty, defaults to 110% of whicheve:
Rekey Time 25092( o

Time, in seconds, before an IKE SA establishes new keys. This works without int

supported by IKEvZ2, and is recommended for use with IKEvZ. Leave blank to use

to disable.

Reauth Time 0 2

Time, in seconds, before an IKE SA is torn down and recreated from scratch, incl
make-before-break and overlapping IKE SA entries. Cannot be set to the same ve
default value of 90% Life Time when using IKEv1. Enter a value of 0 to disable

Rand Time 2880 2

A random value up to this amount will be subtracted from Rekey Time/Reauth T
of Life Time. Enter 0 to disable randomness, but be aware that simultaneous ren

Puc. 3.27. HanamrryBanus yacy xutts |IKE SA

Dead Peer Detection Enable DPD
Check the liveness of a peer by using IKEvZ INFORMATIONAL exchanges or
IKE or ESP/AH packet has been received for the configured DPD delay.

Delay 8 =

Delay between sending peer acknowledgement messages. In IKEvZ, a value
those to rekey) are used to detect dead peers.

Max failures 5 =

Number of consecutive failures allowed before disconnecting. This only app

Puc. 3.28. YBimxuenuss DPD
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General Information

Description Lviv-Edge-R1 IPSec SA

A description may be entered here for administrative reference (not parsed)

Disabled [ Disable this phase 2 entry without removing it from the list.

Mode Transport v

Phase 1 Lviv-Edge-R1 IKE SA (IKE 1D 1) Vi

Puc. 3.29. HamamryBanHs mapameTpiB Apyroi dha3u

Protocol ESP v

Encapsulating Security Payload (ESP) performs encryption and authentication, Authentica

Encryption Algorithms AES 128 bits
[ AES128-GCM 128 bits
[ AES192-GCM Auto
[ AES256-GCM Auto

[ CHACHAZ20-POLY1305

Hash Algorithms [ SHAT SHAZ256 [ SHA384

Mote: Hash is ignored with GCM algorithms. SHA1 provides weak security and should be &

PFS key group 19 (nist ecp256) v

Note: Groups 1, 2, 5, 22, 23, and 24 provide weak security and should be avoided.
Puc. 3.30. BubGip npoTokoy Ta KpUunToHabopy

Expiration and Replacement

Life Time 7200 .

w

Hard Child SA life time, in seconds, after which the Child SA will be expired. I
Time. If left empty, defaults to 110% of Rekey Time. If both Life Time and Rek

Rekey Time 3240 =

240 v
Time, in seconds, before a Child SA establishes new keys. This works withou
to use a default value of 90% Life Time. If both Life Time and Rekey Time are
when rekey is disabled, connections can be interrupted while new Child SA er

Rand Time 360 =

v
A random value up to this amount will be subtracted from Rekey Time to avoi
Enter 0 to disable randomness, but be aware that simultaneous renegotiation

Puc. 3.31. HanamryBanuns yacy xurtsa IPSec SA
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[admin@Lviv-Edge-R1] c» profile/ add name=toKyiv-Edge-FWl-profile dh-gro
up=ecp256 dpd-interval=8s enc-algorithm=aes-128 hash-algorithm=sha256 lifetime=1
2h

[admin@Lviv-Edge-R1] /ip/ add name=toKylv-Edge-FWl-proposal auth
-algorithms=sha256 enc-algorithms=aes-128-cbc lifetime=2h pfs-group=ecp256
[admin@Lviv-Edge-R1] /ip/ipsec> peer/ add address=142.41.35.2 local-address=142.
41.38.2 exchange-mode=ike2 name=Kyiv-Edge-FW-1 profile=toKyiv-Edge-FWl-profile
[admin@Lviv-Edge-R1] /ip/ipsec> identity/ add auth-method=digital-signature cert
ificate=IPSec-cert peer=Kyiv-Edge-FW-1
[admin@Lviv-Edge-R1] /ip/ipsec> policy / add name=ipsec
[admin@Lviv-Edge-R1] /ip/ipsec> add action=encrypt group=ipsec ipsec-pro
tocols=esp peer=Kyiv-Edge-FW-1 proposal=toKyiv-Edge-FWl-proposal protocol=gre sa
-dst-address=142.41.35.2 sa-src-address=142.41.38.2 tunnel=no
[admin@Lviv-Edge-R1] /ip/ip

Puc. 3.32. Hanmamrysanus IKEV2/IPSec na Lviv-Edge-R1

ipsec> proposa

Hanamrysannst GRE over IPSec Mix 1ieHTpaibHOO TIKOI0 Ta (inieto B JIonaoHi

dAHAJIOT'14H1.
Overview Leases SADs SPDs
——
D Description Local Remote Role Timers Algo Status
conl Lviv-Edge-R1 IKE SA ID: 142.41.35.2 ID: 142.41.38.2 IKEv2 Rekey: 36376s AES_CBC (128)
#16 v Host: 142.41.35.2:4500 Host: 142.41.38.2:4500 Responder (10:06:16) HMAC_SHA2_256_128 ))
SPI; 8fb26f8a71a7db52 SPI Reauth: Disabled PRF_HMAC_SHA2_ 256 a
fced518cadb443ca ECP_256
con2 London-Edge-FW1 IKE ID: 142.41.35.2 ID: 170.73.115.2 IKEv2 Rekey: 35480s AES_CBC (128)
#20 SA Host: 142.41.35.2500  Host: 170.73.115.2500 Responder (09:51:20) HMAC_SHA2_256_128 nds (00:10:46)
ra SPI: SPI: Reauth: Disabled PRF_HMAC_SHA2_ 256 a
27a95ee4c491bbde 232ae15da827f2bb ECP_256
o
Puc. 3.33. Busenenns IKE SA na Kyiv-Edge-FW1
[ |esp & ip.dst_host ==170.73.115.2 Debian 12 - VMware Workstation
|
No. Time Source Destination Protocol Length Info -
461 188.972123  142.41.35.2 170.73.115.2 ESP 370 ESPJ Fo EEE Wom W WS R L N CINCEE -
403 189.973977  142.41.35.2 170.73.115.2 ESP 170 ESP
405 190.974988  142.41.35.2 170.73.115.2 ESP 170 ESP 0 Debian12 ¥ & PublicHTTPS ¥ B Kyiv-Edge-FW1
407 191.976565  142.41.35.2 170.73.115.2 ESP 170 ESP S
414 192.977857 142.41.35.2 170.73.115.2 ESP 170 ESP [ Terminal Jun19 09:35
416 193.979186  142.41.35.2 170.73.115.2 ESP 170 ESP
418 194.980734  142.41.35.2 170.73.115.2 ESP 170 ESP anton@debian: ~
420 195.982141  142.41.35.2 170.73.115.2 ESP 170 ESP
422 196.983533  142.41.35.2 170.73.115.2 ESP 176 ESP | anton@debian:~$ ping 10.1.1.130
428 197.351802  142.41.35.2 170.73.115.2 ESP 154 ESP| PING 10.1.1.130 (10.1.1.130) 56(84) bytes of data.
135 100, oB6aB1 142,413 2 176731152 Es  a7osp| of Dytes from 10.1.1.130: icnp_seq-i ttl-sp tines3.24 ns
435 199, 988334 147.41.35.2 170.73.115.2 E£sp 170 ESP 64 bytes from 10.1.1.130: icmp_seq=2 tt1=58 time=4.07 ms
439 200.989954 142.41.35.2 170.73.115.2 ESP 170 Esp | 64 bytes from 10.1.1.130: icmp_seq=3 ttl=58 time=4.09 ms
444 204.333851 142.41.35.2 170.73.115.2 ESP 170 Esp | 64 bytes from 10.1.1.130: icmp_seq=4 ttl=58 time=4.@1 ms
446 205.334992  142.41.35.2 170.73.115.2 ESP 170 ESP | 64 bytes from 1.1.1.132: icmp_seq=5 ttl=58 time=3.89 ms
448 206.336215 142.41.35.2 176.73.115.2 ESP 170 ESP | 64 bytes from 10.1.1.130: icmp_seq=6 ttl=58 time=4.41 ms
451 207.337535  142.41.35.2 170.73.115.2 ESP 170 ESP | 64 bytes from 10.1.1.130: icmp_seq=7 ttl=58 time=4.17 ms
454 207.352981  142.41.35.2 170.73.115.2 ESP IS4ESP| |4 | tes from 10.1.1.130 icmp_seq-8 tt1-58 time=
457 208.338849  142.41.35.2 170.73.115.2 ESP 170 ESP P
459 209.340133  142.41.35.2 170.73.115.2 ESP 170 Esp | B4 bytes from 18.1.1.130: icmp_seq=9 ttl=58 time=4.20 ms
461 210.340813  142.41.35.2 170.73.115.2 ESP 170 ESP
463 211.342317  142.41.35.2 170.73.115.2 ESP 170 ESP

Puc. 3.34. TlepeBipka po6otu VPN 3’emnanus
Ha pucynky 3.34 npoaemonctpoBano po6oty VPN-3’ennanns. [Ipu ninryBaHHi
BeO-cepBepa y Jlonaoncekiit pinii, ICMP-naketu inkancyntorThes B GRE, sxuii B cBOIO
yepry mudpyeThes, ayTeHTU(PIKYETHCS Ta THKANCY0eThes B ESP, sikuii momimaerscs B

30BHINIHIA |IPV4 aker.
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3.3 HaaamryBanuss AAA ta Dotlx na 6a3i FreeRADIUS

st 3a6e3neuennss AAA, Oyiio obpano I13 FreeRADIUS ta BcTtaHoBieHo Ha cep-
Bepi Kyiv-RADIUS. Bin Oyne BUKOpHCTOBYBATHUCS 1JIs ayTeHTUIKaIlii, aBTOpU3allii KO-
pHCTYBauiB MpH KOHCOJbHOMY a00 BiJIJIaJICHOMY JIOCTYIY /IO MPHUCTPOIB Ta ayTeHTH(I-
Kauii npuctpoiB 3a ctanaaptoM |IEEE 802.1X. Takox, Oyae BukoHyBaTucs 00K CIIpoo
ayreHTudikamii. [{ns 30epiranas qaHuX 1100 00JIIKOBHX 3aMUCiB 0YyJI0 3/11iCHEHO 1HTE-
rparito PCYB/J] PostgreSQL 3 FreeRADIUS.

Ockinbku puctpoi MikroTik moxyTs BukopucToByBatu BiacHi arpudytu (VSA)
npu aBropu3ailii Ha RADIUS cepsepi, Hanpukiiaj, 3auTyBaTH 10 SKO1 IPYIH HAJICKUTh
KOPHCTYBa4, 3 SKOI0 BUKOHYEThCS BXiJ 3a mornomororo atpudyty Mikrotik-Group, To i
aTpuOyTH MOTPIOHO 3aBaHTaXUTH y ciioBHUK FreeRADIUS [11].

@ RADIUS_ Server 3¢

rence_dictionary | oxm

Puc. 3.35. 3aBantaxenns MikroTik VSA
Haui, 6yno ctBopeHo 6a3y mganux radius, iMIIopToBaHO B HEl CXeMy, sIka 3aBaHTa-
XKyeTbes 3 makyHkoM freeradius-postgresql mis po6otu 3 PostgreSQL, ctBopeHO Kopuc-
TyBaua Jij1s1 ciyxou freeradius, nagano Bci mpaea s Bukonands DDL, DML, DCL orme-
paiiii HaJl IMIOPTOBaHUMHM TaOJIUIsIMK y Mexax cxemu public BJ1 radius [17].

@ RADIUS Server 3¢

Puc. 3.36. Cteopenns b/] radius ta imnopt cxemu

Xaneyvkuii A.B. Apk.
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@ RADIUS Server 3¢

GRANT ALL PRIVILEGES OW DATABASE radius TO freerad;

=# GRANT ALL PRIVILEGES OM ALL TABLES IM SCHEMA public TO freerad;

Puc. 3.37. CtBopenns xopucryBada freerad ta HagaHHs oMy TIpHUBLIETB
[Ticns uporo, OyB HamamToBanuii Momxyns SQL uepe3 M’sike mNOCHIAHHS

/etc/freeradius/3.0/mods-enabled/sql.

Puc. 3.38. Kondirypysanusa SQL momyns

Jamni, Oyno CTBOPEHO KOPHUCTYBaYiB /IS ayTeHTHdIKAIlI] Ta BU3HAYEHO IXHI IPYIIH.

S (1, 'mkadmin_kha

2, 'mkjunior_khenetskiy', 'Cleartex ord', ':=', 'junion|

INTO r reply W 5 (1, 'Admin', 'Mikrotik-Group', ':=', 'full' J:

INTO ‘roupreply LE® "Tunior', 'Hikroti ity izt Ujunior' dg

1
INSERT INTO r 501, " nin_khar ", 'Admin', 100;
1

INSERT INTO rad. roup WALUES ( 2, 'mkjunior_khanetskiy', 'Junior', 1 13
1

Puc. 3.39. CtBopennst kopuctyBauiB st MikroTik nmpuctpois Ta npusHaueHHs TpyIn
IUISL HAX

Jns pfSense, 3amuT rpymnu s KOpECTyBada BUKOHYEThCs uepe3 arpuoyT Class.
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INTO radcheck WALUES 3, 'pfadmin_khane ", 'Cleartext d', ':=', 'adminpa

LUES ( 4, 'pfiunior_kh . Cle: ord', ':=', 'junior

oupreply WALUES {3, 'pf efdmin', 'C Yo', 'pfadmint )
oupreply VALUES ( 4, 'pf eJunior’, ' , i=', pfiunior’

Admin', 1 7;

Puc. 3.40. CtBopenHs kopucTyBauiB 111 PfSense nmpuctpoiB Ta npu3HAUCHHS TPYI YIS
HUX
[ndopmaris po RADIUS-kmieHTiB BKa3Y€ETHCS y daiini

[etc/freeradius/3.0/clients.conf.

client Euiv
ipaddr

Limit ¢
connections = 3

client E

connections = 3

Puc. 3.41. Beenenns indopmarrii npo RADIUS-kiienTiB

Server Settings

Descriptive name Kyiv-RADIUS

Type RADIUS v
RADIUS Server Settings
Protocol MS-CHAPv2 M
Hostname or IP address 10.0.3.150

Shared Secret

Services offered Authentication and Accounting v
Authentication port 1812

Accounting port 1813

Authentication Timeout 10
lis value controls how long, in seconds, th
s OTE: If using an interactiy
and enter a toker
RADIUS NAS IP Attribute ETHER? - 10.0.0.30 ~
Enter the IP to use for the "NAS-IP-Address" atiribute durina RADIUS Access-

Puc. 3.42. HanamryBanas RADIUS kitienta na Kyiv-Edge-FW1
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[admin@Kyiv-CD-B2-R2] > userfaaa/ set accounting=yes default-group=read use-radi
us=yes

[admin@Kyiv-CD-B2-R2] > radius/ add a ess=10.0.3.150@

accounting-port=1813 protocol=udp secret=kyivcdb2r2pass service

5-10.0.0.157

Puc. 3.43. Hamamrysanus RADIUS kiienTa Ha Kyiv-CD-B2-R2

User pfadmin_khanetskiy authenticated successfully. This user is a member of groups:

« pfadmin

Authentication Test

Authentication Server Kyiv-RADIUS v

Select the authentication server to test against

Username pfadmin_khanetskiy
Password 200000000
Debug Set debug flag
Sets the debug flag when performing authentication, which may tr

Puc. 3.44. Ilepesipka poootu RADIUS-ayrenTudikanii mist Kyiv-Edge-FW1

[mkjunior_khanetskiy@Kyiv-CD-B2-R2] > user/active/ print detail

Flags: R - radius; M - by-romon

® R when=2024-06-18 14:22:19 name="mkjunior_khanetskiy" via=console
group=juniorx
[mkjunior_khanetskiy@Kyiv-cD-B2-R2] > |]
Puc. 3.45. Ilepesipka pobotn RADIUS-ayrentudikarii gis Kyiv-CD-B2-R2

root 3. 157 /detalil

svarslogsfreeradius/radacct 18.6.6. 157 /detail-26246618 (END)

Puc. 3.46. 3anuc npo Bxix kopuctysaua 3 Kyiv-CD-B2-R2
JJ11 KOHTPOJIIO AOCTYIy Ta ayTeHTHdiKalii Ha piBHI MOPTIB KOMYTaTopiB OyB 00-
panunii ctangapt |EEE 802.1X, a came BukoHaHO HajamTyBaHHS 3a MPOTOKOJIOM ayTeH-

tudixauii EAP-PEAP [1].
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Puc. 3.47. BcranoBienss ceptudikaTy Ta MIPUBATHOTO KJI0OUa HA CEPBEP1 aAyTEH-

tudikarii

peap s
bl s-common'

require_client_cert = no

Puc. 3.48. HanamrryBanns PEAP monayns
Ha pucynky 3.47-48 300paxeHo mpoliec HajlallTyBaHHS cepBepa ayTeHTU(IKaIIIi.
Byno cTBOpeHO BIAMOBIAHMM cepTU(IKAT Ta 3aBAHTAKEHO PA30M 3 IPUBATHUM KITIOYEM
Ha RADIUS-cepBep anst BcTaHoBieHHS |LS-3’€qHaHHS 3 CyIJIiKaHTaMu ISl IIAQPY-
BaHHs Tipoliecy ayteHTudikarlii 3a mporokoiom MSCHAPV2. Kiientchkuii ceptudikar
VIS TIpotiecy ayTeHTudikaiii He motpioeH. Takox, y ¢aitn clients.conf 6ys nonanuii RA-
DIUS-knienT Kyiv-A-B2F2-SW1.

[admin@Kyiv-A-B2F2-5W1] erface/dotlx/server/ add interface=ether3 auth-type
s=dotlx auth-
[admin@Kyiv-A-B2
2 ac 1tin

authentication-port=181

service=login,dotlx

radius=> INSERT INTO radcheck WALUES { 5, 'admin-dotix', 'Cleartext-Password', ':=', 'admindotixg

Puc. 3.50. CTBOpeHHs KopucTyBaya JJisd ayTeHTU(IKaIl1
Jlns EAP-PEAP aytenTudikariii Ha croponi cyrutikanTa (Kyiv-Admin) oyio

BCTAHOBJICHO MakyHOk Wpa_supplicant [23].
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ap_scan=e

network={
key_mgmt=IEEE8@21X
eap=PEAP
identity="admin-dotlx"
password="admindotlxpass"”
phase2="auth=MSCHAPV2"
ca_cert="/home/anton/certs/casca.crt”

Puc. 3.51. Kondirypariiiauii gaiin ais ayreHTudikarii

anton@debian:~$% sudo /sbin/wpa_supplicant -c dotlx/eap-peap-auth.conf -D wired -
i ens33

Successfully initialized wpa_supplicant

ens33: Associated with 21:80:c2:00:00:03

ens33: CTRL-EVENT-SUBNET-STATUS-UPDATE status=@

ens33: CTRL-EVENT-EAP-STARTED EAP authentication started

ens33: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=@ method=25

ens33: CTRL-EVENT-EAP-METHOD EAP vendor @ method 25 (PEAP) selected

ens33: CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/C=UA/ST=Zhytomyr Oblast/L=Koxo
styshiv/0=NetPlace .Inc/CN=MikroTik-CA' hash=9e9%ee@e75a@9a3f89b17209b6T95a5ba5f2
a4429ee19fb3f38d75e104725df6a

ens33: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=UA/ST=Zhytomyr Oblast/L=Koxo
shytshiv/O=NetPlace .Inc/CN=Kyiv-RADIUS EAP-PEAP Server Certificate' hash=da2lab
cb19cfd8acdbf25bd48787bed6c553b525757b93497753cf12eeef1123

EAP-MSCHAPY2: Authentication succeeded

EAP-TLV: TLV Result - Success - EAP-TLV/Phase2 Completed

ens33: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successfully

ens33: CTRL-EVENT-CONNECTED - Connection to ©1:80:c2:00:00:03 completed [id=0@ id
_str=]

Puc. 3.52. Ycnimna ayteHTHdIKAIS CYTUTIKAHTA

/ rver/active/ print
e=ether3 username="admin-dotlx" client-mac=00:0C:29:6A:29:73
session-id="@deeeess" auth-info="dotlx"

A-B2F2-SW1] > interface/dotlx/semn

svarslogsfreeradius/radacct/16.0.68. 146/detail - 20248619 (END)

Puc. 3.54. 3anuc npo noyatok ayTeHTU(IKAIT CyTUTIKaHTa
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3.4 KondirypyBanus opanamayepiB pfSense ta RouterOS

ILJISI BHU3HAYCHHA OOCTYITY HpHCTpOIB Mepe>1<i OJHH JO OOHOIO Ta 1O MCPCKCBUX

pecypciB OyB HAJTAINTOBaHUI OpaHaMayep Ha PiBHI JOCTYITY Ta sapa/po3Imoaiy.

/ip firewall filter

add action=accept chain=forward comment=\
'Accept established,related and untracked” connection-state=\
established, related,untracked

add action=accept chain=input comment=\
'Accept established,related and untracked"” connection-state=\
established, related, untracked

add action=drop chain=forward comment="Drop invalid" connection-state=invalid

add action=drop chain=input comment="Drop invalid" connection-state=invalid

add action=accept chain=forward comment="Accept all from core routers” \
in-interface-list=to-core-routers

add action=accept chaln=input comment="Accept all from core routers" \
in-interface-list=to-core-routers

add action=accept chain=input comment="Accept icmp" packet-size=0-256 \
protocol=icmp

add action=reject chain=forward comment="Reject all" log=yes reject-with=\
icmp-admin-prohibited

add action=reject chain=input comment="Reject all" reject-with=\

icmp-admin-prohibited
[admin@Kyiv-A-B2F2-5W2] >

Puc. 3.55. HamamryBanHs Opanamayepa Ha komyraropa Kyiv-A-B2F2-SW2

Ha pucynky 3.55 300pakeHo kKoH(]irypyBaHHs OpaHaMayepa Ha KOMYTaTopi, J0

SKOT0 MiAKII0YeHH] cepBepu. [lepii 2 mpaBuia NpomycKaroTh Tpa@ik BCTAHOBIEHUX CE-

ciii, Tpadik, SKHUI OB’ I3aHUHN 3 CTBOPEHOIO cecliero abo Tel, skuii mo3HaueHuit RAW sk

untracked. HactynHiit 2 npaBuia OJIOKYIOTh “‘HENpPaBHIIbHI” MaKeTH, SIKi HE BIAMOBIia-

I0Th NapaMeTpamu niakaoueHHs. Jlaii, Becb Tpadik, IKUi HaIXOIUTh BIJ MapIIpyTH3a-

TOPIB PIBHA sAPA/PO3MOALTY MPOMYCKAETHCS, OCKUTHKY HA HUX Oy/e BIIOYBATHCS OCHOB-

HUll posnoain gocrtymy. [licns uporo go3Bomsitorees |CMP-maketn 10 komyTtaTtopa (s

cepBepiB) Ta OJOKYEThCS BeChb 1HIIUN Tpadik, KU HE MiANagae 10 3adaHUX MPaBUIL

OcranHni qBa mpaBuia 6J10Kky0Th Takoxk Bech INterVVLAN Tpadik, OCKUIbKH CepBEpH MO-

BUHHI MaTH JIOCTYII JuIe 10 cepBepiB y BiaacHid VLAN.

fip firewall filter

action=accept chain=forward comment=\

Accept established,related,untracked” connection-state=\

established, related, untracked

add action=accept chain=input comment="Accept established,related,untracked"” \
connection-state=established, related,untracked

ion=drop n=forward comment="Drop invalid” connection-state=invalid

ion=drop chain=input comment="Drop invalid" connection-state=invalid

add
add

add action=accept chain=forward comment="Accept all to edge firewalls" \
out-interface-list=to-edge
add action=accept chain=forward comment="Accept icmp" packet-size=@-256 \

tocol=icmp

action=accept chain=input comment="Accept icmp” packet-size=8-256 \
tocol=icmp

add action=accept chain=input comment="Accept ospf" protocol=ospf

Puc. 3.56. HanamryBanus Opanamayepa Ha mapipytuszaropi Kyiv-CD-B2-R2
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Ha pucynky 3.56 Oyno HanamtoBaHo 06a30Bi 4 mpaBuiia Jyisi IpOnycKaHHs Tpadiky
BCTAaHOBJICHUX Ceciif Ta 0J0KyBaHHA TpadiKy 3 HEBIAMOBITHUMHU apaMeTpamMH MiAKIIO-
yeHHs. Jlam, Bech Tpadik, SKUM IpAMYye 0 MapIIPyTH3ATOPIB PiBHS sjipa MpOITycKa-
€ThCS, OCKUTBKH 1€ Tpadik ado 10 [aTepHety, a00 10 1HImUX GiIiil TPUCTPOT IKUX OYIyTh

pobuTu pimenHs Hax nuM Tpadikom. [JoszBonserscs ICMP Tpadik Ta OSPF.

add action=accept chain=forward comment="Accept syslog udp" dst-address-list=\
syslog dst-port=514 protocol=udp

add action=accept chain=forward comment=\
'Accept radius authentication and accounting” dst-address-list=radius \
dst-port=1812,1813 protocol=udp

add action=accept chain=forward comment=\
'Accept management traffic from admin® dst-port=22,8@,443,3389,5432 \
protocol=tep src-address-list=1ocal-admin

i action=accept chain=input comment="Accept management traffic from admin” \

dst-port=22,80,443 protocol=tcp src-address-list=local-admin

Puc. 3.57. HanamryBanus Opanamayepa Ha mapmpytusaropi Kyiv-CD-B2-R2
Hamni, 6yno ckoH(pirypoBaHo mpaBuia Al Tpadiky Cay>k0 BiIJaJICEHOr0 OCTYIY

JUTS TIIMEPEIKi aIMIHICTpaTopa, Ta TakKuxX MpoTokoiB sk Syslog ta RADIUS.

add action=accept chain=forward comment="Accept http/https from employees"” \

address-list=web-servers dst-port=8@,443 protocol=tcp \

ddress-list=web-users

action=accept chain=forward comment="Accept replication” \

dst-address-list=web-db dst-port=5432 protocol=tcp src-address-list=\
web-databases

add action=jump chain=forward comment="Chain for dev servers"” \
dst-address-list=dev-servers jump-target=dev-servers-access \

5 ddress-list=development

add action=accept chain=dev-servers-access comment=\
"Accept management and app tcp traffic from dev team” dst-port=\
22,80,443,3389,8000-8999 protocol=tcp

add action=accept chain=dev-servers-access comment=\
'"Accept app udp traffic from dev team” dst-port=80@0-8999 protocol=udp
add action=return chain=dev-servers-access comment="Return from chain”
add action=reject chain=forward comment="Reject all” reject-with=\
icmp-admin-prohibited
add action=reject chain=input comment="Reject all" reject-with=\

icmp-admin-prohibited
Puc. 3.58. HanamryBanus Opanamayepa Ha mapmpytusaropi Kyiv-CD-B2-R2

Hagano moctyny a0 mokanbHOro BeO-gomatky Ha cepsepi Kyiv-HTTPS mst mia-

MepeX KOHCYJbTaHTIB Ta MEHeIKepiB y Mexax Kuea ta JIbBoBa, 10 cepBepiB A po3-

TOPTaHHS Ta TECTYBAaHHS JOJATKiB — PO3pOOHUKAM Ta TECTYBaJlbHUKAM, Ta JOCTYITY IO

cepsepa b/l nokanbHOTO BeO-101aTKY Bif 1HIIOrO cepBepy 3 b/l y JIonaoH1, Hanpukiam,
JUIs perutikaiiii ganux. Bech iHmmit Tpadik 0J0Ky€eThCS.

Jlnig HalaHHS JOCTyIy 110 IyOai4HOro Be0-cepBepa, OyB cTBopeHuit |P-amiac, sikuit

OyJle BAKOPUCTOBYBATUCS JJIsI TPAHCIISILIIT O MPUBATHOT aJpecH BeO-cepBepa.
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Edit NAT 1:1 Entry

Disabled

No BINAT (NOT)

Edit Virtual IP

Type ® P Alias O CARP

Interface WAN

Address type Single address
Address(es) 142.41.35.3

The mask must be the network’s subnet mask. It does not

Virtual IP Password
Enter the VHID group password.
VHID Group 1
Enter the VHID group that the machines will share.
Advertising frequency
Base
The frequency that this machine will advertise. 0 means u

master.

Description Web Server Public IP-address

A

A description may be entered here for administrative refer

Puc. 3.59. CtBopenns BipTyansHoi IP-anpecu

[ Disable this rule

When disabled, the rule will not have any effect

[ Do not perform binat for the specified address

Excludes the address from a later, more general, rule

Interface WAN v

A

Choose which interface this rule applies to. In most cases "WAN" is specified

Address Family 1Pv4 v

External subnet IP

Internal IP

Select the Internet Protocol version this rule applies to.
Address - 142.41.35.3
Type Address
Enter the external (usually on a WAN) subnet's starting address or interface for the 1:1 mapping.
[ Not Address v 10.0.7.2 / v
Invert the sense of the maich Type Address/mask

Enter the internal (LAN) subnet for the 1:1 mapping. The subnet size specified for the internal subnet will be applied to the external subnet

Puc. 3.60. CtBopenns npasmia NAT oauH 10 0THOTO

Rules (Drag to Change Order)

@ States

Allow management
O « 0/790KiB
Allow general traffic
o « 008

O v (/2248

O + 0/10KB
Allow to Internet

O  0/888B

Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
(i)

IPv4 TCP local_admin  * This Firewall (self) mgmt_ports  * none Accept management &, y‘@ﬁx
(1]

IPv4UDP  * *  toCoreRouters networks 123 (NTP)  * none Accept ntp 3, 00mx

IPv4ICMP  * g o & = none Accept icmp $,00mx

any

IPv4 QSPF  * ® * " * none Accept ospf LLO00mx
[}

IPv4* * * 1 This Firewall (self) * * none Accept to internet $,00mx

Puc. 3.61. HanamrryBanHs ipaBui Jj1s Tpynu iHTepdeiiciB 1o mepexi y Kuesi

Jlani, OyB HanarroBaHuii OpaHaMayep Ha rpaHnuHOMY ipucTpoi Kyiv-Edge-FW1L.
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Ha pucynky 3.61 300pakeHO HanalmTyBaHHS MPaBWII AJI TOCTYIY A0 HMPUCTPOIO
JMIIe aaMiHICTpaTopaMu Mepesxi. Takoxk, OyJlu CTBOPEHI 3arajibHi mpaBuiia JJis MPOILy-
ckanHst ICMP, OSPF, NTP (sikio BOHM MpHW3HaY€HHI MPHUCTPOIO) MAKETIB Ta MPOMYCK

BCHOTO 1HIIOTO Tpadiky A0 [HTepHeTY.

Rules (Drag to Change Order)

States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
Accept management ﬁ
+ 0/0B IPv4TCP remote_ * WAN address  mgmt_ports * none Accept management LS, 00m
admin x
Accept IPSec IKEv2 o
' 0/0B IPv4UDP remote_site  ike_ WAN address  ike_ports * none Accept isakmp L, 00m
ports x
+ 0/0B IPv4ESP remote_site * WAN address  * * none Accept esp 3 ,00m
x
Accept input m
v 0/0B IPv4 3 t WAN address  * i none Accept icmp L0010
ICMP x
any.
Accept forward to Kyiv-HTTPS m
v 0/4 IPv4 * * private_web_  * * none Accepticmp to public web server 3, S L O
KiB ICMP ip
any
v 67 IPv4TCP = * private_web_  allowed_web_ - none Accept http/https to public web L0000
KiB ip ports server x

Puc. 3.62. CtBopenHs npasui J1s GiabTpaiiii Tpadiky 3 30BHIIIHBOT MEPEXI
JIi1st oOMEKeHHS TOCTYIY 3 30BHIIIHBOI MEPEKi, OyJid CTBOPEHI MpaBuiia JJIs J10-
3Bosly Tpadiky BiajgaieHoro aamiHictparopa, IPSec tpadik 3 ¢umi, ICMP Ta
HTTP/HTTPS Tpadik no my6iiuHOro BeO-cepBepa.
Takox, Oyau CTBOpEHI MpaBuiia JIJIsi 0OMEKEHHSI MOXIMBOro Tpadiky 3 imiil Ha
BianoBigaux GRE iaTepdeticax.

Rules (Drag to Change Order)

D States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
Allow TCP o
~ 0/0B IPv4TCP * * ! This Firewall (self) allowed_web_ports * none Accept http/https S 00mx
Allow general traffic i1}
~ 0/0B IPv4ICMP  * * * * * none Accept icmp $L00mX
any.
+ 0/0B IPv40SPF * * * * * none Accept ospf 4/ 00mx

Puc. 3.63. CtBopeHns mpasui ajs intepdeticy Lviv-Edge-R1-gre
Byno npunyieno, uio npaiiBHUKH 3 JIbBIBChKOI (hiJ1ii KOPUCTYIOTHCS BHYTPILIIHIM
Be0-710JJaTKOM B IHUISIX poOOTH, TOMY OyJIO CTBOPEHO MPABWIO IJisi MPOIYCKY
HTTP/HTTPS tpadiky, ane He ams camoro OpaHamayepa. Takox, OyB J103BOJICHUIt
ICMP ta OSPF.

Ha rpannynomy mapiipytusaropi Lviv-Edge-R1 6ymo ctBopeHo cxoxi npaBuia.
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/ip firewall filter
add action=accept chain=forward comment=\
'Accept established,related,untracked” connection-state=\
established, related, untracked
add action=accept chain=input comment="Accept established,related,untracked"” \
connection-state=established, related, untracked
add action=drop chain=forward comment="Drop invalid" connection-state=invalid
add action=drop chain=input comment="Drop invalid" connection-state=invalid

Puc. 3.64. [IpaBuna ajis nponycky “mpaBHIBHOTO” Ta OJIOKYBaHHS HEBIJIIMOBIJI-

HOTO JI0 ceciii Tpadiky

add action=accept chaln=input comment="Accept management from local admin™ \
dst-port=8@,443,9251 in-interface=LAN protocol=tecp src-address-list=\
local_admin

add action=add-src-to-address-1list address-list=remote-temp-1 \
address-list-timeout=15s chain=input comment="Port knocking (stage 1)" \
dst-port=37@32 in-intexrface=WAN protocol=tcp

add action=add-src-to-address-list address-list=remote-temp-2 \
address-list-timeout=15s chain=input comment="Port knocking (stage 2)" \
dst-port=73@4 in-interface=WAN protocol=tcp

add action=add-src-to-address-list address-list=remote-valid \
address-list-timeout=2h chain=input comment="Port knocking (stage 3)" 1\
dst-port=1@573 in-intexrface=WAN protocol=tcp

add action=accept chain=input comment="Accept remote management” dst-port=\
443,9251 in-interface=WAN protocol=tcp src-address-list=remote-valid

Puc. 3.65. IlpaBuina mig npomnycky Tpadiky ynpaBiIiHHSI

Ha pucynky 3.65 Oynu cTBopeH!1 npaBuia Ay Tpadiky yIpaBiliHHSA, B IKUX Hajaa-
eTbes nocTyn i ciayx0 SSH adbo WebFig agminictparopy ¢inii, abo BigganeHOro aj-
MiHICTpaTOpa 3 MIPUXOBYBAHHSM IOPTIB CIy»0 KepyBaHHs TexHiKoro Port Knocking. [l
OTPUMAaHHS JOCTYIy 10 TOPTY IUX CIyk0, mOTpiOHO mociimoBHO BiampaButu T CP-
nakeTd Ha mopT 37032, miciist yoro nmpotsarom 15 cexkyna Ha mopt 7304, 1 MPOTATOM IIBOTO
yacy Ha opt 10573. ITicas yoro, mpaBuiio 100aBUTH afjpecy JKepelia MPUCTPOIO, 3 SIKOTO
OyJla BUKOHaHA 1151 MOCIIOBHICTB il 10 cricky remote-valid, i mpucTpiii 3Moxe oTpu-
MaTH JIOCTYM A0 CIY>XO0 BiJaJICHOTO KEPYyBaHHS MPOTITOM 2 TOJIUH.

Jani, OyB cTBOpeHu# naHItor Ais npomycky IPSec Tpadiky Big BigganeHux ¢Qimiil.
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add action=jump chain=input comment="Chain for ipsec traffic" jump-target=\
ipsec-chain src-address-list=remote_site

add action=accept chain=ipsec-chain comment="Accept isakmp" dst-port=50@,6 4500 \
protocol=udp src-port=500,4500

add action=accept chain=ipsec-chain comment="Accept esp" protocol=ipsec-esp

add action=return chain=ipsec-chain comment="Return from chain’

add action=jump chain=input comment="Chain for gre traffic" \
in-interface-list=gre-list jump-target=gre-chain

add action=accept chain=gre-chain comment="Accept ospf from remote sites” \
protocol=ospf

add action=accept chain=gre-chain comment="Accept icmp from remote sites” \
packet-size=@-256 protocol=icmp

add action=return chain=gre-chain comment="Return from chain”

Puc. 3.66. CtBopeHHs naHLora jyis nponycky IPSec tpadiky

add action=accept chain=input comment="Accept dhcp" dst-port=67 in-interface=\
LAN protocol=udp

add action=accept chain=forward comment=\
'Accept http/https to Kyiv web server" dst-address-list=kyiv-web-server \
dst-port=80,443 in-interface=consultant-vlan-21 out-interface=WAN \
protocol=tcp

add action=accept chain=forward comment=\
'‘Accept all from Wi-Fi if not to cn devices" dst-address-list=!ip_scheme \
in-interface=Wi-Fi-vlan-10@

Puc. 3.67. Kondirypariis npaBui opanamayepa
Ha pucynky 3.67 6yno ctBopeno npasuia moao DHCP-tpadiky, Be6-Tpadiky 10
BeO-cepBepa y KueBi, 10CTyn 10 SIKOTO HAJAETHCS JIMILE MEHEHKepaM-KOHCYJIbTaHTaM

ta o3Bia Tpadiky 3 Wi-Fi VLAN e B [HTepHeT.

add action=accept chain=input comment="Accept ntp" dst-port=123 in-interface=\
LAN protocol=udp

add action=accept chain=input comment="Accept icmp" packet-size=@-256 \
protocol=icmp

add action=accept chain=forward comment="Accept icmp" packet-size=0-256 \
protocol=icmp

add action=accept chain=forward comment="Accept all to Internet” 1\
out-interface=WAN

add action=drop chain=forward comment="Drop all”

add action=drop chain=input comment="Drop all”

[admin@Lviv-Edge-R1] =

Puc. 3.68. HanamryBanus mpaBuii Opanamayepa
Ha pucynky 3.68 Oynu cTBOpeHHI moAiOHI mpaBuia s [HTepHeT Tpadiky, 1o i
Ha Kyiv-Edge-FW1, npaBuna mist nmpomycky ICMP ta octanHiX Ba paBuiia, K BiIKH-
JAI0Th BeCh 1HIIMM Tpadik.

PC- R isti
Rafste-R1

== W
e ,__,ff"

Puc. 3.69. IlinkntoueHHs HOBUX NMPUCTPOIB

Xaneyvkuii A.B. Apk.

[ onoensa O.C. KKIKEKPE - 125 - 24 - I73

91

3mn. | Apxk. Ne 0okym. Iionuc | dama




@ | Public Web Application x|+

< C O 8 hittps:/[142.41.35.3

Welcome!

Puc. 3.70. IlepeBipka mocTymny /10 MyOJIi4HOTO BeO-CepBEpa 3 30BHINIHBOI MEPEXKi
Jamni, 6yno BukoHaHo TecTyBaHHs ¢yHKii Port Knocking.

root@debian:~# ssh -p 9251 admin@142.41.35.2
ssh: connect to host 142.41.35.2 port 9251: Connection timed out
root@debian: ~# I

Puc. 3.71. Cnpo6a SSH ninxiroueHHs HanpsaMy Ha opt 9251

root@debian:~# ssh -p 37032 admin@142.41.35.2

AC

root@debian:~# ssh -p 7304 admin@142.41.35.2

AC

root@debian:~# ssh -p 10573 admin@142.41.35.2

AC

root@debian:~# ssh -p 9251 admin@142.41.35.2

The authenticity of host '[142.41.35.2]:9251 ([142.41.35.2]:9251)' can't be established.
RSA key fingerprint is SHA256:s35Fqx49HOCPULD8429Xv557N2BHOWZ685NVzZziKalek.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? I

Puc. 3.72. Ilinkmrouenns mo SSH 3 mociigoBanM BianpasieHasM T CP-makeTiB Ha Bif-
MIOBIJIHI IOPTH

JIJIst TOJATKOBOTO 3aXUCTY BiJl MOKJIMBHX 3JIOBMHCHHX XOCTIB OYyJI0 BCTAHOBJICHO
nakyHok PfBIocCkNG Tta namamrosano. I{e nakyHOK, KUl 703BOJISIE OJIOKYBATH JOCTYII
110 pecypciB a0o0 BiJl [HTEpHET-XOCTIB, K1 MAIOTh MOTaHy penyTalilo, BAKOHYIOTh 3JI0B-
mucHi aii (pimmar, ssh bruteforce roio), xocTsaTs mkimuee [13 1 T.1. J{71s boro MoxHa
sukopuctoByBatt DNSBL (DNS Blacklist) ta IP ¢igu (Feeds). Y nepiiomy Bunauky,
OyJe BUKOHYBAaTHCS OJIOKYBaHHS 3JIOBMUCHUX JIOMEHIB, a npu BUKOpucTaHHi IP dixiB
OynyTh OmokyBaTucs Tpadik Bia/mo nepuux IP-agpec abo migmepex. Takoxk, € MOKIIH-
BicTh BuKOpucTanHs GeolP mis GnokyBaHHs Tpadiky 3 meBHUX reorpadiyHUX MiCIlh
[19].

Jlist kordirypartii 0ynu obpani IP dinu.
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IIEHHA TyOJIIKaTIB y CIIUCKAX aJpec, CyMapu3allis aapec, SIKIIO MOXKJIUBO, YHUKHEHHS

IP Configuration

Links

De-Duplication

CIDR Aggregation

Suppression

Force Global IP Logging

Placeholder IP Address

IP Interface/Rules Configuration

Inbound Firewall Rules

Outbound Firewall Rules

Firewall Aliases  Firewall Rules  Firewall Logs

Enable
Only used for IPv4 Deny Lists

Enable
Optimise CIDRs - merge contiguous CIDRs into larger CIDR blocks

Enable

Default enabled. This will prevent Selected IPs (and RFC1918/Loopback addresses) from being blocked. Only for IPv4 lists (/32 and /24) o

[ Enable
The global logging
This overrides an

] option is only us orce logging for all IP Aliases, and not to disable the logging of all IP Aliases
g GeolP/IPv4/v6 tabs

192.168.255.1

Enter a single |Pv4 placeholder address

For IPy e prefixed to the placeholder IP.
This a be in an Isolated Range that is not used
This IP addre:

vill be used as a placeholder IP to avoid em[

Puc. 3.73. Hanamrysauus pfBlockerNG

A Block v

ETHER1

ETHER2 Default: Block

DMZ Select ‘Rule action' for Inbound rules:
OPT3

LVIVEDGER1GRE

LONDONEDGEFW1GRE

IPsec

Select the Inbound interface(s) you want to apply auto rules to:

WAN Reject v

ETHER1

ETHER2 Default: Reject

DMZ Select 'Rule action' for Outbound rules
0OPT3

LVIVEDGER1GRE

LONDONEDGEFW1GRE

IPsec

Select the Outbound interface(s) you want to apply auto rules to:

Floating Rules Enable

Firewall ‘Auto’ Rule Order

Enabled: Auto-rules will be generated in the Floating Rules' tab.
Disabled: Auto-rules will be generated in the selected Inbound/Qutbound interfaces.

| pfB_Pass/Match/Block/Reject | All other Rules | (Default format) ~
Default Order: | pfB_Block/Reject | All other Rules | (original format)
Note: ‘Auto type' Firewall Rules will be ‘'ordered' by this selection. o

Firewall ‘Auto’ Rule Suffix auto rule v

Ha pucynky 3.73-74 6yno yBIMKHEHO ONITUMI3alliifH1 PYHKIIT y BUTJISAII 3HH-

Default: auto rule
Select '‘Auto Rule' description suffix for aute defined rules. pfBlockerNG must be disabled to modify suffix

Kill States Enable
When 'Enabled), after a cron event or any 'Force’ commands, any blocked IPs found in the Firewall states will be cleared

Puc. 3.74. HanamryBauus pfBlockerNG

OJIOKYBaHHS aJIpec 3 MPUBATHOTO Jiama3oHy.

Haumi, 6yno BKka3aHO BXiTHUHN 1HTEpdeiic Ta BuxiaHi. Bei mpaBumia st 6J10KyBaHHS

Tpadiky OyayTh CTBOpEHi y po3aiii maBarounx npaswi (mapamerp Floating Rules). Ta-

Kok, Oyno oopano mapamerp Kill States, sikuii Oyme BuganaTu npu oHOBIECHHI (iaiB Ti

3anucH 3 TabJIUIII CTaHIB, K1 MAIOTh JIPECY 3 OHOBJIEHOT'O CIHCKY.
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Links  Firewall Allases Firewall Rules Firewall Logs

Name / Description PRI PRIT - Collection of Feeds from the most reputable blocklist providers. (Primary tier)

Enter Name ( Max 24 characters ) and Description. o

IPv4 Source Definitions

Auto v ON v

Auto v ON v

Auto v ON v

Auto v ON  ~
Format State

https://feodotracker.abuse.ch/downloads/ipblocklist_recommended.tx Abuse_Feodo_C2

https://cinsarmy.com/list/ci-badguys.txt CINS_army
https://www.spamhaus.org/drop/drop.txt Spamhaus_Drop

https://talosintelligence.com/documents/ip-blacklist Talos_BL

Source Header/Label

Click here for Guidelines —> o

Puc. 3.75. O6pani IP diau

Action

Update Frequency

Weekly (Day of Week)

Auto-Sort Header field

Enable Logging

States Removal

Deny Both v

Default: Disabled
For Non-Alias type rules you must define the appropriate Firewall ‘Auto’ Rule Order option.

Click here for more info >

Every 4hours

Default: Never
Select how often List files will be downloaded. This must be within the Cron Interval/Start Hour settings.

Menday v

Default: Monday
Select the "Weekly' ( Day of the Week ) to Update
This is only required for the 'Weekly' Frequency Selection. The 24 Hour Download Time' will be used

Enable auto-sort v
Automatic sorting of the Header/Label field grouped by the Enabled/Disabled State field setting.

Enabled ~
Default: Enable
Select ging to St
This can

: System Logs: FIREWALL ( Log )
en by the 'Global Logging' Option in the General Tab.

Disabled v

With the 'Kill States' option (General Tab), you can disable States removal for this Alias.

Puc. 3.76. HanamryBanust o0poOku ¢iiB

[TpaBwta m1st 6;10KyBaHHS Tpadiky Bif/10 3TOBMUCHUX XOCTIB OYAyTh 3aCTOCOBaHI

Ha iHTepdeiicax no nokansHux miamepex Ta WAN iatepdeiici. Byno BcTaHOBIEHO OHO-

BJICHHS CMHCKIB 3 IHTEPBAJIOM KOXKHUX 4 TOJWHU Ta YBIMKHEHO JIOTYBAaHHSI MTpaBuUJI, SIKI

OyyTh OJIOKYBATH MaKETH.

Jlns TectyBanHs, Oyso oopano IP-aapecy 192.9.135.73 3 diny Abuse Feodo C2.
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C Reanalyze == Similar~ 3 Graph 4% API

DETECTION DETAILS RELATIONS COMMUNITY 10

Join our Community and enjoy additional community s an Al ‘to automate checks.

Crowdsourced context ©

HIGH 1 MEDIUM 1

I\ Activity related to PIKABOT - accordin
b This |

/\ ThreatFox |0Cs for 2023-05-18 - according t Threat Intelligence - 1 year ago
“ Pikabot botnet

Security vendors' analysis (© Do you want to automate checks?

Alphasoc (@ malware Antiy-AVL

BitDefender ) Malware Criminal IP

Lionic

Puc. 3.77. IlepeBipka obpanoi IP-anpecu 3a mommomoroto VirusTotal
3riguo VirusTotal, 3a mieto aapecoro 3Haxonuthess C&C cepBep, AKHI BUKOPUCTO-
BYETHCS JIJIs1 KEpYBaHHS XOCTaMU, ki O0ynu iHdikoBani mkigmueuM [13 PIKABOT. fkimio
NPUIYCTUTH, 1O OJIHA 3 pOOOUYMX CTaHU1M OyJia iH(PIKOBaHA IIUM TPOSHOM Y PE3yJIbTaTi
BUKOHAHHS 1HCTAJIATOPA, B IKMM Oysia BUKOHAHA 1H €KIIIS IIKIIJIMBOTO KOY, TO 3JIOBMH-
CHUK BCE PIBHO HE 3MOXE OTPUMATH JIOCTYTI JI0 IPUCTPOIO, OCKUILKU BeCh Tpadik 10 Ta

BIJI cepBepa 3J10BMHUCHUKA OyJie OJIOKyBaTHCH.

Rules (Drag to Change Order)

States  Interfaces Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
pfBlockeNG rules States details o
XM=z 0/0B Tracking ID: 1770004425 pfB_PRITv4 * * * * none pfB_PRIT_vdautorule . §, S OO
evaluations: 372 —
M= 0/1KiB . pfB_PRIT_v4 * @ none pfB_PRII_véautorule & LSOO
packets: 13
bytes: 1 KiB

state creations: 0

o
anton@debian: ~ Q = x
anton@debian:~$ ping 192.9.135.73
PING 192.9.135.73 (192.9.135.73) 56(84) bytes of data.
Puc. 3.78. Cnpo6a Bignpasku |CMP-niakeriB 10 cepBepa
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O Top Aliasname (-]
Count Found [2] Aliasname(s)
T 15 pfB_PRIT_v4

T 7  pfB_PRI4_v4
pfB PRI14 v4

pfB_PRI1 v4 -~

Puc. 3.79. Cratuctuka pfBlockerNG

BuCHOBKM /10 TPETHOI0 PO3aiLy

VY nanomy po3aini Oynu ckoH()IrypoBaHHI HACTYITHI METOAH Ta (DYHKIIIT 3aXUCTY
IPUCTPOIB B KOPITOPATUBHIN MEPEKI:

— BUMKHEHHI MepexeBi (QyHKIIT, K1 He BUKOPUCTOBYIOThCS, Taki sk MAC Telnet,
MAC Winbox, FTP, API, MNDP i 1.1. BuMkHeHHS 1IUX CITy»K0 1m030aBUThH NpoOiIeM 3
MO>KJIMBUM 31HCHEHHSIM aTak Ha HUX;

- crBopenuit MiHiManbhuii PKI amg crBopeHHs Ta mianucy cepTudikaTiB, SKi B
MOJAJIBLIOMY 3aCTOCOBYIOThCS i1 HanamtyBaHHs ciryx0 HTTPS ta VPN ayrentudika-
11ii IBOX CTOPIH,

- 3a0e3me4eHo KOH(IACHIITHMI KaHad KOMYHIKaIli MI>K OCHOBHOIO BiTKO0 KM
Ta ii ¢imismu 3a gonomororo GRE over IPSec;

- HanamToBaHo AAA 3 BukopuctanusMm FreeRADIUS Ta PostgreSQL,;

- peanizoBano crangapt |[EEE 802.1X nns 3ab6e3neueHHss KOHTPOIIO TOCTYITY 10
MOPTIB KOMYTaTOpa 3 BUKOPUCTAHHSM MPOTOKOIY ayTeHTudikaiii EAP-PEAP;

- nanamroBaHo 3axuct Bigx DHCP Rouge Server ta ARP-Spoofing arak;

— CTBOpEHO npaBuia B OpanaMayepi RouterOS ta pfSense na npuctposx KM ms
YHUKHEHHS HECAaHKITIOHOBAHOTO JIOCTYIY Ta 13011111 BiJl 30BHIIIHHOT MEPEKI.

B pe3ynbrarti, 6yna cTBOpeHa (pyHKIIIOHYIOUA MiICUCTEMA 3aXUCTY KOPIIOPATHB-

HOT MEpPEeKI.
Xaneyvkuii A.B. Apk.
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BHUCHOBKHA

B naniit kBamidikamiiiaii poOoTi Oys10 BUPIIIICHO 3aBIaHHS 3 MPOEKTYBAHHS Ta Ha-
JAIITyBaHHS 3aXHIEHOI KOPIIOPaTHBHOI Mepeski Ha 0a3i oosagHanas MikroTik.

AKTyaJIbHICTh TeMU OyJia OOrpyHTOBaHa THM, 1110 HE BCl MEpEXi MOTpeOyIOTh J0-
pOTHX PIIIeHb, TOMY JIA MOAI0HUX CUTYyAIlill J1€BUM PIIICHHSIM € BUKOPUCTAHHSI BiJTHO-
cHo aemreoro odnagHands MikroTik Ta 6eskomrosroi OC pfSense 3 minensiero Com-
munity, sika Mo>ke OyTH BCTaHOBJICHA Ha OLIBIIOCTI 00J1aHaHHS, 800 HEJOPOTUX PIllICHb
Netgate.

Jlami Oyio BUKOHAHO AeTajabHHUi aHami3 oomagnands MiKroTik ta MoxiuBocTei
SwitchOS Ta RouterOS y HamamTyBaHHI Ta 3aXKCTi Mepex Ta o01aqHaHHs. Po3risHyTO
OC pfSense, 1i ¢pyHKIIT, IepeBary Ta HEAOIIKA. TUM caMuM, OyJIM OTpUMaHi HeoOXiTHi
JaH1 /U1 KOHQIryparii 3aXUiieHo1 KOpmopaTUBHOT MEPEXI.

[Ticns aHam3y TEOPETUUHOI YaCTUHHU, OyJI0 BUKOHAHO MPOEKTYBAHHSA KOPIIOPATH-
BHOI Mepexi. bynio cipoekToBaHO TOMOOTIT IIEHTPAIBbHOI BITKH Ta 1BOX ¢imii. HacTyr-
HUM KpOKOM OyJI0 po3po0JIeHO cxeMy ajpecailii Ta oOpaHo oOnagHaHHS ISl pI3HUX Ya-
ctud KM. BukoHaHo ii HanamrTyBaHHs 3 3aIy4YeHHSIM PI3HUX TEXHOJIOT1H Ta METOIIB JIIs
MOBHOIIIHHOT pOOOTH.

Jist 3axucTy Mepex Ta o0JaaHaHHs 0yJ10 BUKOHAHO KOH(ITypalito pi3HUX 3ac001B
3axucry, Takux sk DHCP-Snooping, nanamryBanas pooot ARP Ha npucTposix st
yaukHeHHss ARP-Spoofing ta EAP-PEAP a1 KOHTPOJIIO TOCTYITy JI0 MOPTIiB KOMYTAaTO-
piB. Takox, OyJi0 HAJTAIITOBAHO 3aCO0M 0€3MEYHOTO BIAAJICHOTO JOCTYIY 10 MPUCTPOIB,
AAA Ha 6a3i FreeRADIUS Tta Bukonano koudirypamiro GRE over IPSec VPN-
3’eaHaHHS MK pi3HUMHU yacTuHaMu KM. CTBopeHo mpaBuia i pO3MOIiUTy TOCTYIY Y
KOPIOPATUBHIN Mepexi Ta 3aXUCTy Bij 30BHIIIHBOI Mepexi. [ OJI0KyBaHHS XOCTIB 3
MOTAaHOIO PeIyTali€lo abo 3JI0BMUCHOIO MOBEIIHKO0, OYJI0 BCTAHOBJIEHO Ta HAJAITO-
BaHo nakyHok pfBlockerNG. Bci HanamryBanHs Oyid yCIIITHO POTECTOBAHI.

B pesynbrati BUKOHaHHS poOOTH, OyJI0 MpoaHaTi30BaHO Ta 3aCBOEHO BiJIOMOCTI

1010 MPOEKTYBaHHS Mepex, MoxkauBoctedr MikroTik ob6mamnanns Ta OC SwitchOS,
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RouterOS. Orpumano npaktuyHi HaBuukH KoH@irypaii KM Ta 1i 3axucty 3 BUKOpHUC-
TaHHSM PI3HUX TEXHOJIOT1H, BUKOHAHHS TECTYyBaHHs KOHQITrypallii Ta MOLIyKy HeCIpaB-

HOCTEMU.
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Jonatok b

Komndirypariist npuctpois

daiin koupiryparii Kyiv-A-B2F2-SW2:

/interface bridge
add admin-mac=72:39:95:F2:23:52 auto-

mac=no frame-types=admit-only-vlan-tagged

name=LAN vlan-filtering=yes

/interface ethernet

set [ find default-name=etherl ] disable-
running-check=no

set [ find default-name=ether2 ] disable-
running-check=no

set [ find default-name=ether3 ] disable-
running-check=no

set [ find default-name=ether4 ] disable-
running-check=no

set [ find default-name=ether5 ] disable-
running-check=no

set [ find default-name=ether6 ] disable-
running-check=no

set [ find default-name=ether7 ] disable-
running-check=no

set [ find default-name=ether8 ] disable-
running-check=no

set [ find default-name=ether9 ] disable-
running-check=no

set [ find default-name=ether10 ] disable-
running-check=no

set [ find default-name=etherl1 ] disable-
running-check=no

set [ find default-name=ether12 ] disable-
running-check=no

set [ find default-name=ether13 ] disable-

running-check=no

set [ find default-name=ether14 ] disable-
running-check=no

set [ find default-name=ether15 ] disable-
running-check=no

set [ find default-name=ether16 ] disable-
running-check=no

set [ find default-name=ether17 ] disable-
running-check=no

set [ find default-name=ether18 ] disable-
running-check=no

set [ find default-name=ether19 ] disable-
running-check=no

set [ find default-name=ether20 ] disable-
running-check=no

set [ find default-name=ether21 ] disable-
running-check=no

set [ find default-name=ether22 ] disable-
running-check=no

set [ find default-name=ether23 ] disable-
running-check=no

set [ find default-name=ether24 ] disable-
running-check=no

/interface vlan

add interface=LAN name=dev-servers-vlan-
121 vlan-id=121

add interface=LAN name=https-vlan-120 vlan-

id=120

add interface=LAN name=radius-vlan-123
vlan-id=123

add interface=LAN name=syslog-vlan-122
vlan-id=122
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/interface list

add name=to-core-routers
/port

set 0 name=serial0

/routing ospf instance

add disabled=no name=ospfv2 redistribute=""

/routing ospf area
add area-id=0.0.0.1 disabled=no

instance=ospfv2 name=Kyiv-Area-1 no-

summaries nssa-translator=candidate type=stub

/interface bridge port

add bridge=LAN interface=ether3 pvid=120
add bridge=LAN interface=ether4 pvid=120
add bridge=LAN interface=ether5 pvid=120
add bridge=LAN interface=ether6 pvid=120
add bridge=LAN interface=ether7 pvid=121
add bridge=LAN interface=ether8 pvid=121
add bridge=LAN interface=ether9 pvid=121
add bridge=LAN interface=ether10 pvid=121
add bridge=LAN interface=ether11 pvid=122
add bridge=LAN interface=ether12 pvid=123
add bridge=LAN interface=ether13

add bridge=LAN interface=ether14

add bridge=LAN interface=ether15

add bridge=LAN interface=ether16

add bridge=LAN interface=etherl17

add bridge=LAN interface=ether18

add bridge=LAN interface=ether19

add bridge=LAN interface=ether20

add bridge=LAN interface=ether21

add bridge=LAN interface=ether22

add bridge=LAN interface=ether23

add bridge=LAN interface=ether24
/interface bridge settings

set use-ip-firewall-for-vlan=yes

/ip neighbor discovery-settings

set discover-interface-list=none

/interface bridge vlan

add bridge=LAN tagged=LAN vlan-ids=120
add bridge=LAN tagged=LAN vlan-ids=121
add bridge=LAN tagged=LAN vlan-ids=122
add bridge=LAN tagged=LAN vlan-ids=123
/interface list member

add interface=etherl list=to-core-routers
add interface=ether2 list=to-core-routers

/ip address

add address=10.0.0.154/30 interface=etherl
network=10.0.0.152

add address=10.0.0.158/30 interface=ether2
network=10.0.0.156

add address=10.0.3.129/29 interface=https-
vlan-120 network=10.0.3.128

add address=10.0.3.137/29 interface=dev-
servers-vlan-121 network=10.0.3.136

add address=10.0.3.145/30 interface=syslog-
vlan-122 network=10.0.3.144

add address=10.0.3.149/30 interface=radius-
vlan-123 network=10.0.3.148

/ip dns

set servers=8.8.8.8,8.8.4.4

/ip firewall filter

add action=accept chain=forward

add action=accept chain=forward
comment="Accept established,related and
untracked" connection-
state=established,related,untracked

add action=accept chain=input
comment="Accept established,related and
untracked" connection-

state=established,related,untracked
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add action=drop chain=forward
comment="Drop invalid" connection-
state=invalid

add action=drop chain=input comment="Drop
invalid" connection-state=invalid

add action=accept chain=forward
comment="Accept all from core routers" in-
interface-list=to-core-routers

add action=accept chain=input
comment="Accept all from core routers" in-
interface-list=to-core-routers

add action=accept chain=input
comment="Accept icmp" packet-size=0-256
protocol=icmp

add action=reject chain=forward
comment="Reject all" log=yes reject-
with=icmp-admin-prohibited

add action=reject chain=input
comment="Reject all" reject-with=icmp-
admin-prohibited

/ip service

set telnet disabled=yes

set ftp disabled=yes

set www disabled=yes

®aiin koHdirypamii Kyiv-CD-B2-R2:
/interface ethernet

set [ find default-name=etherl ] disable-
running-check=no

set [ find default-name=ether2 ] disable-
running-check=no

set [ find default-name=ether3 ] disable-
running-check=no

set [ find default-name=ether4 ] disable-

running-check=no

set www-ssl certificate=Web-cert disabled=no
set api disabled=yes

set winbox disabled=yes

set api-ssl disabled=yes

/ip ssh

set host-key-size=4096 strong-crypto=yes
[/routing ospf interface-template

add area=Kyiv-Area-1 auth=md5 auth-id=1
auth-key=kyivareapass disabled=no
interfaces=etherl type=ptp

add area=Kyiv-Area-1 auth=md5 auth-id=1
auth-key=Kkyivareapass cost=2 disabled=no
interfaces=ether2 type=ptp

add area=Kyiv-Area-1 auth=md5 auth-id=1
auth-key=kyivareapass disabled=no
interfaces=https-vlan-120,dev-servers-vlan-
121,syslog-vlan-122, radius-vlan-123 passive
/system clock

set time-zone-name=Europe/Kyiv

/system identity

set name=Kyiv-A-B2F2-SW2

/system note

set show-at-login=no

set [ find default-name=ether5 ] disable-
running-check=no
set [ find default-name=ether6 ] disable-
running-check=no
set [ find default-name=ether7 ] disable-
running-check=no
set [ find default-name=ether8 ] disable-

running-check=no
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set [ find default-name=ether9 ] disable-

running-check=no

set [ find default-name=ether10 ] disable-

running-check=no

set [ find default-name=ether11 ] disable-

running-check=no

set [ find default-name=ether12 ] disable-

running-check=no

/interface bonding

add mode=802.3ad name=bond_to_b1rl

slaves=ether9,ether10 \
transmit-hash-policy=layer-2-and-3

add mode=802.3ad name=bond_to_b1r2

slaves=ether7,ether8 transmit-hash-policy=\
layer-2-and-3

add mode=802.3ad name=bond_to_b2rl

slaves=ether5,ether6 transmit-hash-policy=\
layer-2-and-3

/interface list

add name=LANSs

add name=to-edge

/port

set 0 name=serial0

/routing ospf instance

add disabled=no name=ospfv2

/routing ospf area

add area-id=0.0.0.1 disabled=no

instance=o0spfv2 name=Kyiv-Area-1 no-

summaries \
type=stub

/routing table

add fib name=to-Edge-FW1

add fib name=to-Edge-FW2

/system logging action

add bsd-syslog=yes name=graylog
remote=10.0.3.146 src-address=10.0.0.157 \

syslog-facility=localO target=remote
/user group

add name=junior

policy="local,ssh,reboot,read,test,web,sniff,!tel

net,!ftp, 'wri\

te,!policy,!winbox,!password,!sensitive,!api,!ro

mon,!rest-api”

/ip neighbor discovery-settings

set discover-interface-list=none

/interface list member

add interface=etherl list=LANs

add interface=ether2 list=LANs

add interface=ether3 list=LANs

add interface=ether4 list=LANs

add interface=bond_to_b1rl list=LANSs
add interface=bond_to_b1r2 list=LANs
add interface=bond_to_b2r1 list=LANSs
add interface=etherl11 list=to-edge

add interface=ether12 list=to-edge

/ip address

add address=10.0.0.10/30
interface=bond_to_b1rl network=10.0.0.8
add address=10.0.0.18/30
interface=bond_to_b1r2 network=10.0.0.16
add address=10.0.0.22/30
interface=bond_to_b2r1 network=10.0.0.20
add address=10.0.0.133/30 interface=etherl
network=10.0.0.132

add address=10.0.0.141/30 interface=ether2
network=10.0.0.140

add address=10.0.0.149/30 interface=ether3
network=10.0.0.148
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add address=10.0.0.157/30 interface=ether4
network=10.0.0.156
add address=10.0.0.29/30 interface=ether11
network=10.0.0.28
add address=10.0.0.37/30 interface=ether12
network=10.0.0.36
/ip dns
set servers=8.8.8.8,8.8.4.4
/ip firewall address-list
add address=10.0.0.0/8 list=internal
add address=172.16.0.0/12 list=internal
add address=224.0.0.0/4 list=internal
add address=255.255.255.255 list=internal
add address=10.0.0.30 list=remote-access
add address=10.0.0.38 list=remote-access
add address=10.0.3.0/26 list=development
add address=10.0.1.0/26 list=web-users
add address=10.1.1.131 list=web-databases
add address=10.0.3.248/29 list=local-admin
add address=10.0.1.64/27 list=web-users
add address=10.0.3.150 list=radius
add address=10.0.3.146 list=syslog
add address=10.0.3.130 list=web-servers
add address=10.0.3.131 list=web-db
add address=10.0.3.136/29 list=dev-servers
/ip firewall filter
add action=accept chain=forward comment=\
"Accept established,related,untracked"
connection-state=\
established,related,untracked
add action=accept chain=input
comment="Accept
established,related,untracked" \
connection-

state=established,related,untracked

add action=drop chain=forward
comment="Drop invalid" connection-
state=invalid
add action=drop chain=input comment="Drop
invalid" connection-state=invalid
add action=accept chain=forward
comment="Accept all to edge firewalls" \
out-interface-list=to-edge
add action=accept chain=forward
comment="Accept icmp" packet-size=0-256 \
protocol=icmp
add action=accept chain=input
comment="Accept icmp" packet-size=0-256 \
protocol=icmp
add action=accept chain=input
comment="Accept ospf" protocol=ospf
add action=accept chain=forward
comment="Accept syslog udp" dst-address-
list=\
syslog dst-port=514 protocol=udp
add action=accept chain=forward comment=\
"Accept radius authentication and
accounting" dst-address-list=radius \
dst-port=1812,1813 protocol=udp
add action=accept chain=forward comment=\
"Accept management traffic from admin™
dst-port=22,80,443,3389,5432 \
protocol=tcp src-address-list=local-admin
add action=accept chain=input
comment="Accept management traffic from
admin” \
dst-port=22,80,443 protocol=tcp src-address-

list=local-admin
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add action=accept chain=forward
comment="Accept http/https from employees"
\
dst-address-list=web-servers dst-port=80,443
protocol=tcp \
src-address-list=web-users
add action=accept chain=forward
comment="Accept replication™ \
dst-address-list=web-db dst-port=5432
protocol=tcp src-address-list=\
web-databases
add action=jump chain=forward
comment="Chain for dev servers™ \
dst-address-list=dev-servers jump-
target=dev-servers-access \
src-address-list=development
add action=accept chain=dev-servers-access
comment=\
"Accept management and app tcp traffic
from dev team" dst-port=\
22,80,443,3389,8000-8999 protocol=tcp
add action=accept chain=dev-servers-access
comment=\
"Accept app udp traffic from dev team™ dst-
port=8000-8999 protocol=udp
add action=return chain=dev-servers-access
comment="Return from chain”
add action=reject chain=forward
comment="Reject all" reject-with=\
icmp-admin-prohibited
add action=reject chain=input
comment="Reject all" reject-with=\
icmp-admin-prohibited

/ip firewall mangle

add action=mark-connection chain=prerouting

connection-state=new \
dst-address-list=!internal in-interface-

list=LANSs new-connection-mark=\
through-Edge-FW1 per-connection-

classifier=src-address:3/0

add action=mark-connection chain=prerouting

connection-state=new \
dst-address-list=!internal in-interface-

list=LANSs new-connection-mark=\
through-Edge-FW?2 per-connection-

classifier=src-address:3/1

add action=mark-connection chain=prerouting

connection-state=new \
dst-address-list=!internal in-interface-

list=LANSs new-connection-mark=\
through-Edge-FW?2 per-connection-

classifier=src-address:3/2

add action=mark-routing chain=prerouting

connection-mark=through-Edge-FW1\
in-interface-list=LANS new-routing-

mark=to-Edge-FW1 passthrough=no

add action=mark-routing chain=prerouting

connection-mark=through-Edge-FW2 \
in-interface-list=LANS new-routing-

mark=to-Edge-FW2 passthrough=no

/ip route

add check-gateway=ping dst-address=0.0.0.0/0

gateway=10.0.0.30 routing-table=\
to-Edge-FW1

add check-gateway=ping dst-address=0.0.0.0/0

gateway=10.0.0.38 routing-table=\
to-Edge-FW2

/ip service

set telnet disabled=yes
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set ftp disabled=yes
set www disabled=yes
set www-ssl certificate=Web-cert disabled=no
set api disabled=yes
set winbox disabled=yes
set api-ssl disabled=yes
/ip ssh
set host-key-size=4096 strong-crypto=yes
/radius
add address=10.0.3.150 secret=kyivcdb2r2pass
service=login src-address=\
10.0.0.157
[routing ospf interface-template
add area=Kyiv-Area-1 auth=md5 auth-id=1
auth-key=kyivareapass cost=2 \
disabled=no
interfaces="ether1,ether2,ether3,ether4,etherll,
ether12,bond_t\
0_blrl,bond to blr2,bond to b2rl"
type=ptp
/system clock
set time-zone-name=Europe/Kyiv

/system identity

daiin xoHdirypamii Lviv-Edge-R1:
/interface ethernet

set [ find default-name=ether2 ] disable-
running-check=no name=LAN

set [ find default-name=etherl ] disable-
running-check=no name=WAN

set [ find default-name=ether3 ] disable-
running-check=no

set [ find default-name=ether4 ] disable-

running-check=no

set name=Kyiv-CD-B2-R2
/system logging

add action=graylog topics=backup
add action=graylog topics=certificate
add action=graylog topics=radius
add action=graylog topics=warning
add action=graylog topics=error
add action=graylog topics=critical
/system note

set show-at-login=no

/system ntp client servers

add address=172.16.16.21

/tool bandwidth-server

set enabled=no

/tool mac-server

set allowed-interface-list=none
/tool mac-server mac-winbox

set allowed-interface-list=none
/tool mac-server ping

set enabled=no

/user aaa

set use-radius=yes

set [ find default-name=ether5 ] disable-

running-check=no

/interface gre

add allow-fast-path=no local-

address=142.41.38.2 mtu=1400 name=\
toKyiv-Edge-FW1-gre remote-

address=142.41.35.2

add allow-fast-path=no local-

address=142.41.38.2 mtu=1400 name=\
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toKyiv-Edge-FW2-gre remote-
address=141.170.78.2
/interface vlan
add arp=reply-only interface=LAN name=Wi-
Fi-vlan-100 vlan-id=100
add arp=reply-only interface=LAN
name=admin-vlan-99 vlan-id=99
add arp=reply-only interface=LAN
name=consultant-vlan-21 vlan-id=21
add arp=reply-only interface=LAN
name=devices-vlan-110 vlan-id=110
add arp=reply-only interface=LAN name=hr-
vlan-40 vlan-id=40
/interface list
add name=gre-list
/ip ipsec policy group
add name=ipsec
/ip ipsec profile
add dh-group=ecp256 dpd-interval=8s enc-
algorithm=aes-128 hash-algorithm=\
sha256 lifetime=12h name=toKyiv-Edge-
FW1-profile
add dh-group=ecp256 dpd-interval=8s enc-
algorithm=aes-128 hash-algorithm=\
sha256 lifetime=12h name=toKyiv-Edge-
FW2-profile
/ip ipsec peer
add address=142.41.35.2/32 exchange-
mode=ike?2 local-address=142.41.38.2 name=\
Kyiv-Edge-FW1 profile=toKyiv-Edge-FW1-
profile
add address=141.170.78.2/32 exchange-
mode=ike?2 local-address=142.41.38.2 \
name=Kyiv-Edge-FW2 profile=toKyiv-
Edge-FW2-profile

/ip ipsec proposal
add auth-algorithms=sha256 enc-
algorithms=aes-128-cbc lifetime=2h name=\
toKyiv-Edge-FW1-profile pfs-group=ecp256
add auth-algorithms=sha256 enc-
algorithms=aes-128-cbc lifetime=2h name=\
toKyiv-Edge-FW2-proposal pfs-
group=ecp256
/ip pool
add name=vlan-21-pool ranges=10.0.8.2-
10.0.8.14
add name=vlan-40-pool ranges=10.0.8.18-
10.0.8.22
add name=vlan-100-pool ranges=10.0.9.2-
10.0.9.126
add name=vlan-110-pool ranges=10.0.8.26-
10.0.8.30
/ip dhcp-server
add add-arp=yes address-pool=vlan-21-pool
interface=consultant-vlan-21 \
lease-time=1d name=dhcp-server-vlan-21
add add-arp=yes address-pool=vlan-40-pool
interface=hr-vlan-40 lease-time=1d \
name=dhcp-server-vlan-40
add add-arp=yes address-pool=vlan-100-pool
interface=Wi-Fi-vlan-100 name=\
dhcp-server-vlan-100
add add-arp=yes address-pool=vlan-110-pool
interface=devices-vlan-110 \
lease-time=1d name=dhcp-server-vian-110
/port
set 0 name=serial0
[/routing ospf instance
add disabled=no name=ospfv2 originate-

default=never redistribute=static
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/routing ospf area

add disabled=no instance=0spfv2
name=backbone

/ip neighbor discovery-settings

set discover-interface-list=none

/interface list member

add interface=toKyiv-Edge-FW1-gre list=gre-
list

add interface=toKyiv-Edge-FW2-gre list=gre-
list

/ip address

add address=142.41.38.2/30 interface=WAN
network=142.41.38.0

add address=10.0.8.1/28 interface=consultant-
vlan-21 network=10.0.8.0

add address=10.0.8.17/29 interface=hr-vlan-40
network=10.0.8.16

add address=10.0.8.253/30 interface=admin-
vlan-99 network=10.0.8.252

add address=10.0.9.1/25 interface=Wi-Fi-vlan-
100 network=10.0.9.0

add address=10.0.8.25/29 interface=devices-
vlan-110 network=10.0.8.24

add address=172.16.0.2/30 interface=toKyiv-
Edge-FW1-gre network=172.16.0.0

add address=172.16.0.6/30 interface=toKyiv-
Edge-FW2-gre network=172.16.0.4

/ip arp

add address=10.0.8.254 interface=admin-vlan-
99 mac-address=00:50:79:66:68:11

/ip dhcp-server network

add address=10.0.8.0/28 dns-
server=8.8.8.8,8.8.4.4 gateway=10.0.8.1

netmask=\

add address=10.0.8.16/29 dns-
server=8.8.8.8,8.8.4.4 gateway=10.0.8.17 \
netmask=29
add address=10.0.8.24/29 dns-
server=8.8.8.8,8.8.4.4 gateway=10.0.8.25 \
netmask=29
add address=10.0.9.0/25 dns-
server=8.8.8.8,8.8.4.4 gateway=10.0.9.1
netmask=\
25
/ip dns
set servers=8.8.8.8,8.8.4.4
/ip firewall address-list
add address=10.0.8.0/23 list=internal
add address=142.41.35.2 list=remote-site
add address=141.170.78.2 list=remote-site
add address=8.8.8.8 list=dns-server
add address=8.8.4.4 list=dns-server
add address=62.149.0.30 list=ntp-server
add address=8.8.8.8 list=trusted
add address=8.8.4.4 list=trusted
add address=142.41.35.2 list=trusted
add address=141.170.78.2 list=trusted
add address=167.45.23.178 list=remote-admi
add address=167.45.23.178 list=trusted
add address=10.0.8.254 list=local-admin
add address=10.0.0.0/8 list=ip-scheme
add address=172.16.0.0/12 list=ip-scheme
add address=10.0.3.130 list=kyiv-web-server
add address=10.0.8.0/28 list=web-users
add address=172.16.0.0/29 list=gre-sites
/ip firewall filter
add action=accept chain=forward comment=\

"Accept established,related,untracked"

28 connection-state=\
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established,related,untracked
add action=accept chain=input
comment="Accept
established,related,untracked™ \
connection-
state=established,related,untracked
add action=drop chain=forward
comment="Drop invalid" connection-
state=invalid
add action=drop chain=input comment="Drop
invalid" connection-state=invalid
add action=accept chain=input
comment="Accept management from local
admin™ \
dst-port=80,443,9251 in-interface=LAN
protocol=tcp src-address-list=\
local_admin
add action=add-src-to-address-list address-
list=remote-temp-1\
address-list-timeout=15s chain=input
comment="Port knocking (stage 1)" \
dst-port=37032 in-interface=WAN
protocol=tcp
add action=add-src-to-address-list address-
list=remote-temp-2 \
address-list-timeout=15s chain=input
comment="Port knocking (stage 2)" \
dst-port=7304 in-interface=WAN
protocol=tcp
add action=add-src-to-address-list address-
list=remote-valid \
address-list-timeout=2h chain=input
comment="Port knocking (stage 3)" \
dst-port=10573 in-interface=WAN

protocol=tcp

add action=accept chain=input
comment="Accept remote management" dst-
port=\
443,9251 in-interface=WAN protocol=tcp
src-address-list=remote-valid
add action=jump chain=input comment="Chain
for ipsec traffic" jump-target=\
ipsec-chain src-address-list=remote_site
add action=accept chain=ipsec-chain
comment="Accept isakmp" dst-port=500,4500
\
protocol=udp src-port=500,4500
add action=accept chain=ipsec-chain
comment="Accept esp" protocol=ipsec-esp
add action=return chain=ipsec-chain
comment="Return from chain"
add action=jump chain=input comment="Chain
for gre traffic" \
in-interface-list=gre-list jump-target=gre-
chain
add action=accept chain=gre-chain
comment="Accept ospf from remote sites" \
protocol=ospf
add action=accept chain=gre-chain
comment="Accept icmp from remote sites" \
packet-size=0-256 protocol=icmp
add action=return chain=gre-chain
comment="Return from chain"
add action=accept chain=input
comment="Accept dhcp" dst-port=67 in-
interface=\
LAN protocol=udp
add action=accept chain=forward comment=\
"Accept http/https to Kyiv web server™ dst-

address-list=kyiv-web-server \
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dst-port=80,443 in-interface=consultant-
vlan-21 out-interface=WAN \
protocol=tcp
add action=accept chain=forward comment=\
"Accept all from Wi-Fi if not to cn devices”
dst-address-list=!ip_scheme \
in-interface=Wi-Fi-vlan-100
add action=accept chain=input
comment="Accept ntp" dst-port=123 in-
interface=\
LAN protocol=udp
add action=accept chain=input
comment="Accept icmp" packet-size=0-256 \
protocol=icmp
add action=accept chain=forward
comment="Accept icmp" packet-size=0-256 \
protocol=icmp
add action=accept chain=forward
comment="Accept all to Internet™ \
out-interface=WAN
add action=drop chain=forward
comment="Drop all"
add action=drop chain=input comment="Drop
all"
/ip firewall nat
add action=src-nat chain=srcnat out-
interface=WAN src-address-list=internal \
to-addresses=142.41.38.2
/ip ipsec identity
add auth-method=digital-signature
certificate=IPSec-cert peer=Kyiv-Edge-FW1
add auth-method=digital-signature
certificate=1PSec-cert peer=Kyiv-Edge-FW?2
/ip ipsec policy

add dst-address=142.41.35.2/32 peer=Kyiv-

Edge-FW1 proposal=\
toKyiv-Edge-FW1-profile protocol=gre src-

address=142.41.38.2/32

add dst-address=141.170.78.2/32 peer=Kyiv-

Edge-FW2 proposal=\
toKyiv-Edge-FW2-proposal protocol=gre

src-address=142.41.38.2/32

/ip route

add dst-address=0.0.0.0/0 gateway=142.41.38.1

add blackhole dst-address=10.0.8.0/23

/ip service

set telnet disabled=yes

set ssh port=9251

set www-ssl disabled=no

set api disabled=yes

set winbox disabled=yes

set api-ssl disabled=yes

/ip ssh

set host-key-size=4096 strong-crypto=yes

/routing ospf interface-template

add area=backbone disabled=no

interfaces=toKyiv-Edge-FW1-gre type=\
ptp-unnumbered

add area=backbone cost=2 disabled=no

interfaces=toKyiv-Edge-FW2-gre type=\
ptp-unnumbered

/system clock

set time-zone-name=Europe/Kyiv

[/system identity

set name=Lviv-Edge-R1

/system note

set show-at-login=no

/system ntp client

set enabled=yes

Xaneyvkuii A.B. Apk.
[ onoeus O.C. KKIKEKPE - 125 - 24 - I73 113
3mn. | Apxk. Ne 0okym. Iionuc | dama




/system ntp server

set enabled=yes use-local-clock=yes
/system ntp client servers

add address=ntp.time.in.ua

/tool mac-server

daiin koupiryparii Lviv-SW1:

/interface bridge

add admin-mac=16:F2:A5:BB:D8:47 auto-
mac=no dhcp-snooping=yes name=LAN vlan-

filtering=yes

/interface ethernet

set [ find default-name=etherl ] disable-
running-check=no

set [ find default-name=ether2 ] disable-
running-check=no

set [ find default-name=ether3 ] disable-
running-check=no

set [ find default-name=ether4 ] disable-
running-check=no

set [ find default-name=ether5 ] disable-
running-check=no

set [ find default-name=ether6 ] disable-
running-check=no

set [ find default-name=ether7 ] disable-
running-check=no

set [ find default-name=ether8 ] disable-
running-check=no

set [ find default-name=ether9 ] disable-
running-check=no

set [ find default-name=ether10 ] disable-
running-check=no

set [ find default-name=etherl1 ] disable-

running-check=no

set allowed-interface-list=none
/tool mac-server mac-winbox
set allowed-interface-list=none
/tool mac-server ping

set enabled=no

set [ find default-name=ether12 ] disable-
running-check=no

set [ find default-name=ether13 ] disable-
running-check=no

set [ find default-name=ether14 ] disable-
running-check=no

set [ find default-name=ether15 ] disable-
running-check=no

set [ find default-name=ether16 ] disable-
running-check=no

set [ find default-name=ether17 ] disable-
running-check=no

set [ find default-name=ether18 ] disable-
running-check=no

set [ find default-name=ether19 ] disable-
running-check=no

set [ find default-name=ether20 ] disable-
running-check=no

set [ find default-name=ether21 ] disable-
running-check=no

set [ find default-name=ether22 ] disable-
running-check=no

set [ find default-name=ether23 ] disable-
running-check=no

set [ find default-name=ether24 ] disable-
running-check=no

/port

set 0 name=serial0
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/interface bridge port

add bridge=LAN frame-types=admit-only-
vlan-tagged interface=etherl trusted=yes
add bridge=LAN interface=ether2 pvid=21
add bridge=LAN interface=ether3 pvid=21
add bridge=LAN interface=ether4 pvid=21
add bridge=LAN interface=ether5 pvid=21
add bridge=LAN interface=ether6 pvid=21
add bridge=LAN interface=ether7 pvid=21
add bridge=LAN interface=ether8 pvid=21
add bridge=LAN interface=ether9 pvid=21
add bridge=LAN interface=ether10 pvid=21
add bridge=LAN interface=ether11 pvid=21
add bridge=LAN interface=ether12 pvid=21
add bridge=LAN interface=ether13 pvid=21
add bridge=LAN interface=ether14 pvid=21
add bridge=LAN interface=ether15 pvid=40
add bridge=LAN interface=ether16 pvid=40
add bridge=LAN interface=etherl7 pvid=40
add bridge=LAN interface=ether18 pvid=40

add bridge=LAN interface=ether19 pvid=110
add bridge=LAN interface=ether20 pvid=110
add bridge=LAN interface=ether21 pvid=110
add bridge=LAN interface=ether22 pvid=99
add bridge=LAN interface=ether23 pvid=99
add bridge=LAN interface=ether24 pvid=100
/ip neighbor discovery-settings

set discover-interface-list=none

/interface bridge vlan

add bridge=LAN tagged=etherl vlan-ids=21
add bridge=LAN tagged=etherl vlan-ids=40
add bridge=LAN tagged=etherl vlan-ids=99
add bridge=LAN tagged=etherl vlan-ids=100
add bridge=LAN tagged=etherl vlan-ids=110
/ip ssh

set host-key-size=4096 strong-crypto=yes
/system identity

set name=Lviv-SW1

/system note

set show-at-login=no
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