Minicrc]u:'rm) OCBITH | Hayku YKpainu
epxannuii yHisepenrer « Kuromupenka moirexmixa»
Daxyinprer iH(bopmauiiiHo-xomn'norcpunx TEXHOJIOTTiT
Kagenpa KOMIT'toTepHOT inskeHepii Ta kibepbesmexn

IIOSICHIOBAJIBHA 3AITMCKA
A0 BUITyCKHOT KBaniikauiitnoi po6otn Gakamaspa
Ha TeMy: «lIpoexT chcremu aromarn3oBaHoOro po3rop-
TaHHS KOHTPOIIEPIB TOMEHY KOPHOPATHBHOT MEPEXi Ha

6asi Active Directory»

Bukonas: crynent 4-ro kypey rpymu KI-20-1

’

cnerianbHocTi 123 «Komn pHa iHXEHepis»
Bornan MAPKEEB
Kepisuuk: gouenr katenpu KI ra Kb k.1 1.

Onexciii IHEJTVXA

Peuensent: 3aBinyBau kapenpu KI ta KB, K.T.H., IOLEHT
%mpm €DIMEHKO

-

Kuromup — 2024

m T s e e D T T R N I ———



l(]l,)("p?Kilnlll\l.ﬁ .ylliRCpCI/lT:t\:'T «Knromupcnka noniTexniK:‘l‘?
AKYJLTeT 11|(|)0pMaulnllo-kuMI|’I(m:pnnx TCXHOIOTTH
Kﬂ(bellp'a KOMIT'rorepHoi imenepii Ta kibepoestekn
Cncgnanwicn. 123 «Kom'torepna IHIKEHEPIs»
OcBitns lporpama «Komn’1otepra imskenepis»

3ATBEPJDKYIO

3aBixyBay

Kadeapu KoMIT I0TepHOi

ikeHepii Ta kibepOesrexku
——Atpiit EOIMEHKO

5 Gepesns 2024 p.

3ABIAHHS
Ha BUITYCKHY KkBaidikauiiiny po6ory Gakanaspa
Crynent: Mapkees Borpan Bonoxumupogmy

Tema p060TH: «HQOCKT CUCTEMHU AaBTOMATH30BaHOr' O PO3ropTaHHAg KOHIQOJ’ICQiB

JOMCHY KOPIIOPATHBHOI Mepeski Ha Gasi Active Directory»

s3atBeplkeHa Hakasom yHiBepcurery Bix 5 6epesns 2024 p. Ne 97
Tepmin 3na4i cTyneHTOM 3aKinueHo] po6otu 9 uepsus 2024 p.

Buxinni nani po6otu (3a3HagaeThes NPEAMET 1 00’ €KT AOCTiKEHHS ):
- TPOIIEC PO3TOPTaHHS KOHTPOJIEPIB JOMEHY Mepesxki Ha 6a3i Active
Directory;
- B1IOMOCTI 1ipo ckpuntu y PowerShell;
- CXeMa Mepexi KOMIIaHii
O6nagHaHHs Ta MPOrpamMHe 3a0e3NeYeHHs:

1. mepexesuit emynsrop GNS3, VirtualBox

2. omnepauiini cucremu Windows Server 2019, Windows 10
3. obOpa3su MepexeBUX NPUCTPOIB
KoHcynbTaHTH 3 BUIYCKHOI KBaihikaliiHoi poGOTH i3 3a3HaYeHHIM po3inis,

110 IX CTOCYIOTBCA

Tt - 2 [Tinmuc, nata
A e 3aBaHHs BHIAB 3aB1afHs NpuitHsB
1,2,3,4 | Tonosus Oneua CepriieHa g@/;/o /j///
Crynenp 4 /_ borman MAPKEEB

Kepisugk %ﬂnexciﬁ HIETTYXA



KAJIEHJIAPHUM IJIAH
'Nﬁ‘ . Ha3n.u eTarnin Tepmin Bukonanus Thoriinea
3/ BHIYCKHOT KBautipikauiiinoi poorn eranis poboTu P
| [ocranoska 3aBJlaHHs J0 10.03.2024 BUKOHaHO
2 ARanis 06’ exra JOCTIKEH S 10 01.04.2024 | BuKoHaHO
3 Tocranoska sanauj JOCITIDKCHHST 10 01.04.2024 BUKOHAHO
4 Onpauwrobanns niTepatyphux JKepen 0 01.05.2024 BHKOHAHO
5 Hizroroska Bumor 1o TIPOEKTY 10 15.05.2024 | BUKOHAHO
6 Po3pobka reopernuroro Makery 10 20.05.2024 | BuKOHaHO
Hanawrypanug aBTOMAaTH30BaHOTO Po- 1o 05.05.2024
7/ BHUKOHAHO

3rOpTaHHS JIoMeHY Active Directory

8 TecryBanus rotosoi cucremu 0 07.06.2024 BHKOHAHO

9 | OdopmieHns MOSCHIOBANBLHOT 3ATHCKH 10 09.06.2024 BHKOHAHO

OTpuMaHHs BiAryKy KepiBHHKa Ta pe- 10 14.06.2024
10 o e BUKOHAHO
uen3ii Ha kBauiQikauiiiny po6ory

11 3axuct 0 29.06.2024 BHKOHAHO
CryaeHnt /(/ borman MAPKEEB
// (nimye) (npisBiue Ta inigam)
KepisHuuk npoexty @éﬂ(/:, Ounexciii IIEJTYXA

ﬂ‘i\wﬂc) (npissuue Ta iniuian) E

|
|

i |

?
. :.--____M




AHOTALLIS]

KBamdikaniii : . ; ;
anmdikariina pobora npucesyena PO3pobui aBTOMAaTH30BAHUX PillIEHEL KOTPI

IPHUIBIIATE T e , ;
& ¥ > 1 TIOKpamaTh mponec posroprars KOHTPOJIEPIB JIOMEny Mepes T1iji-

YHEMCTB. Takox ; ) :
I K 1aHa Temaruka AO3BOIMTL TMO1IIe 3p03yMiTH TOHKOLLI B3a€MOIT 3 ce-

penoBuuieM Active Directory,

HosicrioBantha samyciy 710 BUTYCKHOT KBasi(ikauiiinoi poGotn na Temy «[Ipoekt
CHCTCMH aBTOMATH30BaHOrO posropranms KOHTPOJIEPiB JIOMEHY KOPMOPaTHBHOT Mepeski
Ha 6asi Active Directory» cxnanaernes 3 BCTYITY, TPHOX PO3/1iJ1iB, BACHOBKIB, CIINCKY BH-
KOPHCTAHUX Jukepen Ta 3 nopatkis o6csron 38 cropinok.

3araibHuii o6csr pobor 3aiimae 96 CTOPIHOK, MiCTHTb 56 PUCYHKIB Ta 5 TAOIMILB.
Cnucok BUKOPUCTatNX sikepen MicTiTy, 23 HaliMeHyBaHb i 3aliMac 3 CTOPIHKM.

B nepuomy pospini HPOBEACHO aHaui3 JtiTepaTypHUX [KepeN 3a TeMOIO KBaidi-
KaiiHoi poboTH, BumineHo Micie ABTOMATH3allii B 3arajbHiil CHCTEM Ta BHKOHAHO TIOC-
TaHOBKY TEXHIYHOTO 3aBJIaHHS, ke hopmye Heobxinui BUMOTrH 15 MaiibyTHIX aBTOMa-
TH30BAaHUX DIlICHb.

B apyromy posaini PO3MIAHYTO METOMH Ta 3acO0M BHPILIEHHS MOCTABJIEHUX 3a-
BAaHb, POBCACHO MPOCKTYBAHHSA Ta HANAIITYBAHHS MEPEXKi.

B Tpersomy posaini nposeaeno posropranms IPOEKTY, HAIALITYBAHHA CHCTEMH
3aXMCTY Ta TIPOBE/ICHO TECTYBaHHs POOOTH CKPUTITIE.

BHCHOBOK MiCTHTB B cOBi pe3ynbTaTh BUKOHAHOT pobotu.

Y Aopatkax 110 poboTH HaBEAEHO KOHIrypariiiHi (baiinu Ta micTHHET ckpHNTIB LA
pO3ropTaHHsA KOHTPOJICPIB JOMEHY.

Kirouosi cnosa: MICROSOFT, ACTIVE DIRECTORY, ITPOTPAMHUIA EMY-
JLITOP GNS, NAT, POWERSHELL, PO3MEXYBAHHS JIOCTVITY, USERS,
CKPUIITH, GPO, PSO, OPT AHI3AIIIIHI OJIVHULIL, KOMAHJUIETH.
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ANNOTATION

The qualification work is devoted to the development of automated solutions that
will speed up and improve the process of deploying domain controllers for enterprise
networks. Also, this topic will allow you to better understand the intricacies of interaction
with the Active Directory server.

The explanatory note to the final qualification work on the topic "Project of the
system of automated deployment of corporate network domain controllers based on
Active Directory” consists of a list of abbreviations, introduction, three chapters,
conclusions, a list of references and 3 appendices of 38 volume.

The total volume of the work occupies 96 pages, contains 56 figures and 5 tables.
The list of references includes 23 titles that occupies 3 pages.

The first chapter analyzes the literature on the topic of the qualification work,
highlights the place of automation in the overall system and formulates the terms of
reference that form the necessary requirements for future automated solutions.

The second section discusses the methods and means of solving the tasks, designing
and configuring the network.

In the third section, the project is deployed, the security system is configured, and
the scripts are tested. Using PowerShell scripts, we created a domain structure, all OUs
and users in them, configured access control, password policies, and event auditing on
the server. | will add backups and a control panel

The appendices to the paper contain configuration files and a list of scripts for
deploying domain controllers.

Keywords: MICROSOFT, ACTIVE DIRECTORY, GNS SOFTWARE
EMULATOR, NAT, GPO, POWERSHELL, ACCESS CONTROL, US-ERS, SCRIPTS,
GPO, PSO, ORGANIZATIONAL UNITS, COMMANDLETS.
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[TEPEJIIK YMOBHUX ITO3HAYEHb

OC — omnepariiifHa cucTeMa

[13 — mporpamue 3a0e3neueHHs
MS — Microsoft

AD — Active Directory

DHCP - Dynamic Host Configuration Protocol

OU - Organization Unit

WS — Work Station

GPO — Gorup Policy Object

PS — Power Shell

PSO — Password Settings Object
I13 — IIporpamue 3abe3neueHHs

ITK — nepcoHaIbHUI KOMIT FOTEP
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BCTVII

AKTyaJIbHICTb TeMH. Y CydyacHOMY iH(OpPMaIiHO-TEXHOIOTIYHOMY Cepeo-
BHIII, IO CTPIMKO PO3BUBAETHCS Ta 301IBIITY€E OOCATH TaHUX, KOPIIOPATUBHI MEPEXI CTa-
I0Th BCE OUIBII CKJIaJHUMU Ta BUMOTJIMBHUMH 3 TOYKH 30py €(PEKTUBHOTO YIPaBIIHHS.
OnHUM 3 KJIFOYOBUX KOMIIOHEHTIB TAKUX MEPEK € KOHTPOJIEPU JOMEHIB, SIKi 3a0e3meuy-
I0Th LIEHTpalIi30BaHe YNPaBIIiHHS KOPUCTyBayaMu, KOMIT'IOTEpaMU Ta MEPEKEBUMU pe-
cypcamu Ha ocHOBI Active Directory. Tpaguiiiiini MeToIu po3ropTaHHs KOHTPOJIEPIB J0-
MEHIB YaCTO BUMAraloTh 3HAUHUX PECYPCIB, YacCy 1 JIOJICHKUX 3yCHIIb, III0 MOXE HETaTH-
BHO BIUIMHYTH Ha MPOAYKTUBHICTb 1 O€3MEpEepPBHICTh pOOOTH OpraHizarii.

MeTto10 BUITYCKHOI KBaJIi(pikauiiiHoi po0oTH € po3poOKa CUCTEMH aBTOMAaTU30BaHOI'O
PO3rOpTaHHsI KOHTPOJIEPIB JJOMEHY KOPIIOPATUBHOI Mepeski Ha 06a3i Active Directory. Jlist no-
CSITHEHHSI MIOCTABJICHO1 METH OYyJ10 c(hOopMYIIHOBAHO HACTYITHI 33/1a4i:

- MPOBECTH aHaJI3 CYYaCHUX JOCIIPKEHb Ta TEXHOJIOTIM aBTOMATH3aIlii MPOIIECiB
B OC Windows, BU3HaunTH HEOOX1IHI KOMIIOHEHTH JUIsl PO3rOPTaHHS 3aXUIIEHOTO SIIpa CHC-
TeMu Ha 0a31 Active Directory

- MPOBECTU MPOEKTYBAHHS MEPEKEBOT 1HPPACTPYKTYPH MIAMIPUEMCTBA, 1110 320€3-
NIEYUTh HA/IIMHY Ta MPOITYKTUBHY POOOTY ii TOMEHY

- PO3POOUTH CKPUIITH JJIs1 aBTOMATH30BAHOTO PO3TOPTAHHS KOHTPOJIEPIB JOMEHY
KOPITOpaTHBHOI Mepexi Ha 6a3i Active Directory

- MEPEBIPUTU POOOTOCTIPOMOMKHICTD PO3POOIIEHOT CUCTEMH Ta CTBOPEHUX ABTOMA-
THU30BAHUX CIICHAPIiB

00’exTOM 10CIIIZKEHHS € POLEC AaBTOMATH3allli pO3rOPTAHHS Ta HAJIAILITYBAaHHS
MEpEeXeBOI IHPPACTPYKTYpPHU, KOHTPOJIEPIB JIOMEHY, MPOLIEC CTBOPEHHS KOPHUCTYBAYIB,
IPYNOBUX MOJITHK, MEPEKEBUX MPUCTPOIB TOIIO.

IIpenmeTom 0cigKeHHS € METOIM Ta 3aCO0U 3aCO0M HATAIITYBAHHS MEPEKEBOT
iHGPACTPYKTYpH 3 BUKOPUCTaHHSAM KoMmaHuteTiB PowerShell, nanucanus ckpuntiB st
aBTOMAaTH3allli LIMX IPOLECIB.

VY nporueci BUKOHaHHS KBaJli(ikaliiHOT poO0TH 0YJI0 pO3pO0JIEHO: CTPYKTYpPY Me-
pEXi MiAMPUEMCTBA, PO3MEKYBaHHS JOCTYITy KOPUCTYBauiB, aBTOMAaTU30BaH1 PIlLICHHS

AJIS1 pO3ropTaHHA JOMCHHHX KOHTpOJ'IepiB Ta BUKOHAHHS 0a30BHX HaJlalllTyBaHb.

Mapxeee b.B. Apk.
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PO3I1J 1. OIJis1 A JOCJIIIKEHD TA IHCTPYMEHTIB 3A TEMOIO PO-
BOTU TA IOCTAHOBKA TEXHIYHOI'O 3AB/IAHHAI.

1.1 Amnaui3 MeTOIiB Ta TEXHOJIOTIH yIIPABJIiHHS KOHTPOJIEPOM J0MEHY

Active Directory (AD) - 1ie ciry»x0a ynpaBIliHHS KaTaJIOTaM{ Ta 1ICHTUYHOCTSIMHU
Bi1 Microsoft ms momenHux mepexx Windows. Bona Oyna npencrabiena B Windows
2000, BxoauTh 10 CKJIaay O1bIIOCTI onepariitnux cucteM MS Windows Server 1 Buko-
PHUCTOBYEThCS Pi3HUMU pimeHHsAMU Microsoft, Takumu sk Exchange Server 1 SharePoint
Server, a TakoX 10AaTKaMU 1 CIIy)K0aMu CTOPOHHIX PO3POOHUKIB.

Cnyx6u nomeHiB Active Directory - 11e ocHoBHa ciyk0a Active Directory. Bona
BUKOPUCTOBYETHCS JJI aBTEHTU(IKAI[IT KOPUCTYBaUiB 1 KOHTPOJIO JOCTYILy JO MEpexe-
BUX pecypciB. Cepep, Ha sikomy mpaiioe AD DS, Ha3uBaeTbcs KOHTPOJIEPOM JOMEHY.
binburicte noMeHHuX Mepexxk Windows MaroTh iBa a00 O1J1bIlie KOHTPOJIEPIB IOMEHY: OC-
HOBHUH KOHTPOJIEP IOMEHY Ta OJUH a00 OUIbIIE pe3epBHUX KOHTPOJIEPIB JOMEHY IS
3a0e3nedeHHs BIIMOBOCTIMKOCTI. 111 yac BXoay KopucTyBadl MPOXOAsTh aBTEHTU(DIKa-
[1}0 Ha KOHTPOJIEP] IOMEHY 1 OTPUMYIOTh JOCTYII 10 IEBHUX PECYPCIB HA OCHOBI aJIMiHI-
CTpaTMBHO BH3HAYCHHUX MOJITHK [1].

Icnye minuit pan QyHKIIOHAIBHUX TiepeBar, skl Hagae Active Directory, 1 BOHU
BKJIFOUYAIOTh B ce0€ HACTYIIHI:

o besneka - Oe3meka miIBHUIY€E€THCS 32 paXyHOK KOHTPOJIIIO JOCTYIY JI0 Mepe-
YKEBUX PECYPCIB.

o Po3mnproBaHicTh - KOMIIaHIi MOXYTh JIEFKO OpraHizyBath naaHi Active
Directory BiJIIOBIIHO /IO CBOET OpraHi3aliifHOl CTPYKTYpH Ta Oi3HEeC-TIoTpeo.

o [IpoctoTa - agMiHICTpATOPH MOXKYTh IIEHTPAII30BaHO KEPYBaTH 1ICHTHYHO-
CTSIMU KOPHUCTYBAaYiB 1 IPUBLIESIMHU TOCTYITy B MacllITabax MiIpHUEMCTBA, 10 JOTIOMAarae
3HU3UTH OTepalliiiHi BUTPATH.

° BiamoBocTiiikicTh - ockimbku Active Directory miarpumye ayOatoBaHHS

KOMITIOHEHTIB 1 peIiIiKaIliio JaHuX, 1€ crpusie 6e3rnepepBHOCTI Oi3HECY .

Mapxeee b.B. Apk.
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OcHoBHOW ciy)00t0 Active Directory € ciyx6a nomeHiB Active Directory
Domain Services (AD DS), sixa € yactunoto onepariitnoi cuctemu Windows Server. I1i-
cist BctaHoBiieHHs Active Directory Domain Services Ha cepBepi BiH CTa€ KOHTPOJIEPOM
nomeny (DC). Ha nibomy cepBepi 30epiraerbes Best 0aza nanux AD, BKITIOYHO 3 00'€k-
TaMu, IepeBaMH Ta iXHIMU 3B'sI3KaMU. 3a3BUYail opraHizallli MaloTh KiJIbKa KOHTPOJIEPIB
JIOMEHIB, 1 KOJKE€H 3 HUX Ma€ KO0 KaTaJloTy JUIsl BChOTO JOMEHY. 3MIHU, BHECEHI JI0
KaTaJory Ha OJJHOMY KOHTpPOJIEpl JOMEHY, HalpUKIIad, OHOBJICHHS MapoJis, T0AaBaHHS
a0o0 BUAANICHHS JaHUX, PEIUTIKYIOTHCS Ha 1HII KOHTPOJIEPU JOMEHY, 100 yC1 BOHU 3aJIH-
majgucs akTyalbHUMU. HacTinbHI KOMI'tOTepH, HOYTOYKH Ta 1HII MPHUCTPOI M Kepy-
BaHHsIM Windows (a He Windows Server) MoxyTh OyTH 4acTHHOIO cepenoBuina Active
Directory, ajie Ha HUX HE MPAIIOIOTh CIy>k0U 1oMeHy Active Directory.

BaxxnuBo 3a3HaunTy, 1m0 Active Directory mpusHa4eHHi JUIIIe JJ1s JJOKAIbHHUX Ce-
penoBun Microsoft. ¥ xmapHux cepenoBuiiax Microsoft BukopuctoByeTbest Azure
Active Directory. Azure Active Directory - 1ie XMapHe pillieHHsI HACTYITHOTO MTOKOJIIHHSI
JUTSL KEpYBaHHS 1IGHTUYHOCTSAMU Bil Microsoft, ske BUKOPUCTOBY€ETHCS JIJISi KOHTPOJIIO
JOCTYITy A0 pilieHb SaaS, Takux 1k Microsoft 365, XMapHUX A0JaTKIB BIACHOT PO3POOKH,
10 MPaIOTh Ha AZure, a TaKOX TPAAUIIIMHUX KOPIOpaTUBHUX fAonaTkiB. AD 1 Azure
AD € okpemumu, aje MOXYTbh IIEBHOIO MIPOIO MPAIIOBATH Pa3oM, AKIIO y Balliil OpraHi-
3a1lii BUKOPUCTOBYETHCS TOPUAHE PO3TOPTAHHS JIOKAJIbHOro Ta XxMapHoro IT-cepeno-
BUIII.

Active Directory cKJIaJa€ThCsl 3 HACTYITHOI 1€pPAPX14HOI CTPYKTYPH:

. Homenu: JlomeH npencTaBiisie Tpymy 00'€KTiB, TAKUX K KOPUCTYBadi, TPyIH
1 IpUCTPOT, K1 MatOTh CIUIbHY 0a3y nanux AD. Bu Mmoxkete ysiBUTH cOO1 JOMEH SIK TUIKY
nepeBa. JlIoMeH Mae Taky camy CTPYKTYpY, SIK 1 CTaHJapTHI JOMEHHM Ta MiJ-JOMEHH, Ha-
npukiaa, yourdomain.com i sales.yourdomain.com.

. Hepesa: JlepeBo - 11e 01uH 200 KiJIbKa JOMEHIB, 3TrpyHOBaHUX Pa3oM Yy JIOTi-
yHIi iepapxii. OCKUIbKM JOMEHH B JEPEBl MOB's3aH1 MK COOO0I0, BBAKAETHCS, IO BOHU

«JIOBIPSIIOTHY OJIMH OJHOMY.
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. Jlic: Jlic € naiiBumum piBHeM opranizaiiii B AD 1 MicTUTh TpyIy aepeB. Jle-
peBa B JIiC1 TAaKOX MOXKYTh JOBIPSITH OJTHE OAHOMY, a TAKOX JUIUTHUCS CXEMaMH KaTajo-
TiB, KaTaJoramu, iHGOpMaIll€Io PO MPOrpaMu Ta KOHDIryparisiMu JOMEHiB.

= Opranizaniiiai ogunauili: OU BUKOPUCTOBYETHCS JIs OpraHizailii KOpUcCTy-
BayiB, IpyIl, KOMI'IOTEPIB Ta 1HIIMX OPTraHi3aIlitHIX OJTUHUIIb.

. Konretinepu: Konteitnep cxoxuit Ha OU, ogHak, Ha Biaminy Bix OU, Hemo-
KIUBO 3B'si3aTH 00'ekT TpynoBoi nomituku (GPO) 13 3araiibHuM KoHTeHHEpoM Active
Directory [2].

Kerberos, NTLM i LDAP — nportokonu aBreHTU(diKarii siki Active Directory mia-
TPUMYE.

[Iporokon Kerberos - e npoTokosn ayTeHTU(iKalli, 110 BUKOPUCTOBYETHCS JIS
nepeBipku ieHTudiKaIii KopuctyBada abo By3ia Mepexi. Bniepiie po3poonennit Maca-
YyCETChKUM TeXHOJIOrYHUM 1HCTUTYTOM (MIT) y 1980-x pokax, Kerberos ctaB mmpoko
BUKOPUCTOBYBAHUM MPOTOKOJIOM ayTEHTU(DIKAIT JIsI KOMI'TOTEPHUX MEPEK.

Kerberos BukopucToBye cucreMy Ha OCHOB1 KBUTKIB sl 320€311€UEHHS Ay TEHTH-
¢ikari, SiKa Mpamroe HaCTyITHUM YHHOM:

1. KopucryBau Hamaraerbcst OTpUMaTu JAOCTYII O MEPEXKEBOrO pecypcy, Ta-
KOro siKk (paiiioBuit cepBep abo 6a3a JaHuX.

2. Komm'toTep KopucTyBaya HaJCHJIa€ 3alUT HAa CepBep ayTeHTH(IKaiii
Kerberos 3 3anmuToM Ha KBUTOK JIJIsl IOTPIOHOTO pecypcy.

3. Cepgep Kerberos nepeBipsie 0011KOBI1 1aH1 KOPUCTyBaya, Taki sIK iM's KOpH-

CTyBaya Ta MapoJib, 1 CTBOpro€ KBUTOK Jytst HaganHs (TGT).

4, TGT mudpyeThesi CEKPETHUM KITFOUEM 1 HAJICHIIA€THCSA HA3a]l Ha KOMITIOTEP
KOpHUCTYyBaua.
d. Kowmm'totep kopuctyBaua posmmdporye TGT 3a gomomorotro i#oro maposis

Ta HaJICWJIAE 3alUT Ha cepBep HajaHHs KBUTKIB (TGS) miisg oTpuMaHHs KBUTKA JIs JOC-
TyIy JI0 MOTPIOHOTO pecypcey.
6. TGS nepesipsic oco0y kopuctyBada 3a gornomoror TGT 1 cTBoproe ciryx-

OOBHI1 KBUTOK sl MOTPIOHOTO pecypcey.

Mapxeee b.B. Apk.
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7. CepBicHU KBUTOK MUMPYETHCA CEAHCOBUM KJTFOUEM 1 HAJICUIIAETHCS HA3al
Ha KOMIT'IOTEp KOPUCTYyBaya.

8. Komn'torep kopuctyBada po3mudpoBye cinykKO00BHI KBUTOK 1 HaJCHIIa€
HOT0 Ha cepBep pecypcy pa3oM i3 3alUTOM Ha JOCTYI JI0 pecypcy.

0. CepBep pecypciB nepeBipse KBUTOK CIY>KOH 3a IOMOMOTOI0 KJII04a CEaHCy
Ta HaJa€e JIOCTYII J0 PECYpCy, SKIIO KBUTOK € JiicHUM [3].

NTLM (NT LAN Manager) — e nporokou aBrenTudikaiii Microsoft, sxuii Bu-
KOPHUCTOBY€ETHCSA JJI aBTeHTU(IKALll KOPUCTYBaYiB 1 KOMIT IOTEPIB y MEPEKEBOMY cepe-
nosuii Windows. Bin OyB npeacraBienuii B onepaiiiiaii cucremi Windows NT sik Ha-
CTyNHUK TIpoTokoiny aBreHTudikanii LM (LAN Manager), sikuii 6yB MEHIII O€3IIEUHUM.

Windows New Technology LAN Manager (NTLM) - e HaGip mpoToKoJIiB 0e3-
NeKH, 3arpornoHoBanuii Microsoft mist aBTeHTHdIKAIT KOPUCTYBaUiB, 3aXUCTY ILTICHO-
CT1 Ta KOH(PIAEHIIINHOCTI iXHBOI AIsIBHOCTI. 3a cBo€to cyTTio, NTLM € iHCTpyMEeHTOM
ennHoro Bxony (SSO), AKuil MOKIa1a€ThCS Ha IPOTOKOJ «3alUT-BIANOBIIbY» IS MiATBE-
PIKEHHSI KOPUCTyBaya, HE BUMArarouu BiJl HbOI'O BBEJICHHS MapoJs.

He3Baxatouu Ha Bijiomi Bpa3nuBocTi, NTLM mpoaoBxkye IUPOKO BUKOPUCTOBY-
BaTUCS HABITh Y HOBUX CHCTEMaX, 1100 MIATPUMYBATH CYMICHICTb 13 3aCTapiTUMU KJTI€H-
TaMu Ta cepBepamu. Xoua NTLM Bce mie niarpumyethest Microsoft, BiH OyB 3amiHeHUN
Ha Kerberos sik mpoTokosn aBTeHTHdikaiii 3a 3amoBuyBaHHsIM B Windows 2000 1 HacTy-

nHux gqomeHax Active Directory (AD).

NT LAN Manager (NTLM)

Challenge/Response Process

Authentication Request
Client sends username

Client NTLM Challenge

Host sends random number

NTLM Response

Client answers with hashed
password

=

Confirmation/Denial
Host enables or blocks access

IONOS
Puc. 1.1.1 - Hpunamun po6otu NTLM

Mapxeee b.B. Apk.

ILlenyxa 0.0. KKIKB.KP.6 —123-20-113 12

3mn. | Apk. Ne doxym. Iionuc | dama




OcHoBHna BigMiHHICTh MK NTLM 1 Kerberos nosnsirae B Tomy, sk 111 IBa IPOTOKOJIN
KepytoTh aBTeHTudikamiero. NTLM noknagaeTbcsi Ha TPUCTOPOHHE PYKOCTUCKAHHS M1k
KIIIEHTOM 1 cepBepoM Juid aBTeHTH]iKallli kopucTyBaua. Kerberos BUKOpHUCTOBY€E TBOC-
TOPOHHIH MpoIec, SIKUM BUKOPUCTOBYE CIYKOY BHAA4l KBUTKIB 200 IIEHTP PO3MOJILTY
KITI04iB [4].

[Tonermenuit mpotoko nocrymy a0 karanoriB (LDAP) - e npoTtokon, sikuii 1o-
3BOJIsIE€ IPOrpaMam IIBUAKO 3aTUTYBaTH 1H(POPMAIIi0 TPO KOPUCTYyBAaya.

Komnanii 30epiratoth iMeHa KOPUCTYBaUiB, MapoOJli, aIpeCH €IEKTPOHHOI MOIITH,
MIKJIFOYEHHS /10 IPUHTEPIB Ta 1HII CTaTUYHI JaHi B kaTajgorax. LDAP - 1ie BigkpuTHid,
HE3JIKHUHN BiJ] MOCTavYabHUKA MPUKIAIHUN MPOTOKOJ JIJISl TOCTYIY /10 LHUX JIaHUX.
LDAP Takox Moxe 00poOJIATH aBTEeHTH(IKALIII0, TOMYy KOPUCTYBaul MOXYTh YBIUTH B
CUCTEMY JIMIIIC OJMH pa3 1 OTPUMATH JOCTYII JI0 Oaratbox pi3HUX (haiisliB Ha CepBepi.
[TpuHun pobotu 300paxkeno Ha Puc. 1.1

LDAP - 11e mpoTOKOJI, TOMY BiH HE BU3HAYAE, SIK MPAIIOIOTh IPOrPaMHu Jisi POOOTH
3 KaTajoramMu. 3aMiCcTh LIbOTO, 1€ (popmMa MOBH, sIKa J103BOJISIE KOPUCTYBayaM JIy>Ke IIBU-
JIKO 3HaXOJUTH NOTPiOHY iH(popMariito [5].

LDAP He 3anexxuth Bij MocTayadbHUKA, TOMY MOTO MOXHA BUKOPHUCTOBYBATH 3
PI3HMMHM MpoTrpaMamMu Jiisi poOOTH 3 KaTajoramu. 3a3Bu4ail KaTajaor MICTUTh JaHi, Kl €:

. Omnucosi. Kinbka MyHKTIB, TaKUX SK 1M'Sl Ta MICLIE3HAXOKEHHS, 00'€IHY-
I0ThCS JJI BU3HAUEHHS Pecypcy.

. Cratnynumu. [Hdopmallisi He qyXe 4acTO 3MIHIOETHCS, a AKIIO 1 3MIHIO-
€THCSI, TO MaJIOIIOMITHO.

. [inni. [Jani, mo 30epiratoThes B KaTanao3i, € KpUTUYHO BAXKIMBUMU IS OC-

HOBHMX Oi13Hec-(yHKIIIH, 1 0 HUX 3BEPTAIOTHCS 3HOBY 1 3HOBY.

Mapxeee b.B. Apk.
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How LDAP Works

Business

IT Infrastructure Services

©

Authorization

Applications /:
— CJ ~ %

LDAP

Directory

O_I
Il

—

User accounts License management

Puc. 1.1.2 - LDAP Directory Tree

Hetanbnaa nomituka nmapoiniB (Fine-grained password policy, FGPP) nanae moxu-
BICTh BCTAHOBJIIOBATU PI13HI MOJITUKHU OJIOKYBaHHS MAapOJIiB 1 00JIKOBUX 3aIUCIB IS Pi-
3HUX IPYI KOPUCTYBAUiB B OJHOMY JOMEH1, THM CaMUM poOsiun cepenoBuiie AD O11bI
3axuieHuM. FGPP posmmproe chepy 6e3rneku napoJiiB 3a paXyHOK HasIBHOCTI JIEKIIBKOX
MOJIITUK TMapOoJIiB B OJTHOMY J0oMeH1. JleTaibHa MOJIITUKA TApOJIiB PO3TOPTAETHCS 3a J0-
nomororo 00'exTiB napametpis mapoiiB (PSO). PSO micTuTk Ti caMi mapaMmeTpy NapoJiis,
1o ¥ iHm 00'exktu GPO. 11006 3acTocyBaTu pi3Hi HAIAIITYBAHHS 0 TPy KOPUCTYBaUiB,
aaMiHicTpaTopam noTpiOHO cTBOpUTH HOBHM PSO 1 HanamryBaTtu mapaMeTpu BiJIOBITHO
no Bumor. Ko PSO 3acrocoBaHo 10 KopucTyBaua, KOPUCTYBau O1JIblIE HE BUKOPUCTO-
BYE MOJITUKY NapoJIiB, PO3rOPHYTY y FPYIMOBIN NOJMITHLIL. 3aMICTh LILOTO BIH BUKOPHUCTO-

By€ BkazaHi nmapametpu PSO [6].

1.2 Kuaacudikauia cucrem apromatu3sailii npoueciB B Active Directory

3 pO3BUTKOM TEXHOJOTIH, PO3MIMPEHHIM MIAMPUEMCTB KOTPlI BUKOPHUCTOBYIOTH
Active Directory y cBOiX IUISIX BUHUKAJIA TOTpeOa y PIIEHHSIX, KOTP1 3HAYHO CITPOCTUITN
0 mporec HaNAIMITYBaHHS 1 PO3rOPTAaHHS KOHTPOJIEPIB IOMEHY 1 MOB’SI3aHUX 3 HUM 1H-
CTPYMEHTIB Ta peueH.

TakuM YMHOM CHOTOJHI ICHY€ JEKIJIbKa PillIeHb, KOTP1 3aJ0BOJBHSAIOTH BUMOTH Oi-
JIBIIOCTI CIELITICTIB.

Mapxeee b.B. Apk.
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Cepen Hux:

o HIBUAKICTD Ta €PEKTUBHICTH PO3TOPTAHHS
° Haniiiaicte Ta Oe3mneka

o JlerkicTh y BUKOPUCTaHHI

o ['Hy4KiCTh Ta aJaNTUBHICTD

o [HTerpalis 3 iICHyIOUMMH CHCTEMaMu

o MoHITOpHHT Ta 3BITHICTb

Ansible - e mporpamue 3abe3neueHns A aBromatu3aniii IT 3 BiAKpAUTHM BHXi-
HUM KOJIOM, Hamcane MoBoro Python. Bin Moke HanamroByBaTu CUCTEMH, PO3TOPTATH
mporpamMHe 3a0e3MeUYeHHs] Ta OPraHi30BYyBaTH PO3IIUPEH1 pPoOOUl MpoLecH JUIsl MiATPH-
MKH PO3TOPTaHHS JOJATKiB, OHOBICHHS CUCTEMH TOIIIO.

OcHOBHUMU CHJILHUMHU CTOpoHamMu Ansible € mpocToTa i IeTKICTh y BUKOPUCTAHHI.
BiH Takox mpuaiise ocoOnMBy yBary Oesmneni Ta HaJliHOCTI, MalOYu MIHIMaJbHY KiJIb-
KICTh pyXOMHX 4YacTuH. Bin BukopuctoBye OpenSSH nnst TpaHcnopTyBaHHSA (3 1THIIUMHU
crioco0aMu TPaHCTIOPTYBAHHS 1 BUTSATYBaHHS K aJIbTEPHATHUBH ), @ TAKOXK BUKOPUCTOBYE
3pO3yMLTY JUTSI JTFOAMHHA MOBY, SIKa IpU3HAUEHA JIJIS IIBUKOTO MOYAaTKy poOoTH 6€3 TpH-
BaJIOTO HABYaHHS.

Crinbauii quctpuOyTuB Ansible MicTUTh HAO1p MOTY>KHUX ITHCTPYMEHTIB KOMaH/I-
HOTO Ps/IKa, SIKI MIATPUMYIOTHCS Ha OUIBIIOCTI ONEpPaLiIMHUX CUCTEM, /1€ BCTAHOBIIECHO
Python. Crogu Bxomsats Red Hat Enterprise Linux, Debian, Ubuntu, MacOS, FreeBSD,
Microsoft Windows Tta iHmi.

Ansible BUKOHY€ETBCS 3 KEPYIOUOro By3Jia - HAIPUKJIIAA, KOJIM KOPUCTYyBay 3amyc-
kKae koMaHy ansible-playbook. KepoBaHi By3nu - 11e npucTpoi, sSiki aBTOMAaTH3yIOTHCA,
Harnpukiaz, cepep Microsoft Windows.

Jst aBromatu3aiii Linux 1 Windows Ansible miakimrodaeTbcsi 40 KEPOBAHHUX BY3-
J1B 1 BUIITOBXYE HA HUX HEBEJIMKI MPOTrpaMu, sIKI Ha3UBalOThcst MoaysiiMu Ansible. 11
MporpaMu HaIKCaHi sIK peCcypcHi Mojiesi 0akaHoro crany cucteMu. Ilotim Ansible Bu-
KOHY€ 111 Moy (3a 3amoBuyBaHHSIM depe3 SSH) 1 Bunmanse ix micust 3aBeprieHHs. 111
MO/IyJIi po3po0JIeHi Tak, 00 OyTH 1IeMIIOTEHTHUMH, KOJIU 11€ MOKJIMBO, 11100 BOHH BHO-

CHJIM 3MIHU B CUCTEMY JIMILIE TOJ1, KOJIU 11€ HEOOX1HO.

Mapxeee b.B. Apk.
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Jlns aBTOMaTH3aIlii MepeKeBUX MPUCTPOiB Ta iHIMX [ T-npucTpois, ae MoayJl He
MOXXYTb OyTH BUKOHaH1, Ansible 3anmyckaeTscsi Ha kepyrouomy By3ii. Ockiibku Ansible
HE Ma€ areHTIB, BIH MOKE B3aEMO/IIATH 3 IPUCTPOSMHU, HE BUMAratou BCTAHOBJICHHS J10-
JATKIB UM CEPBICIB Ha KepoBaHOMY BY3Ji. 1100 301IbIITUTH MOTYKHICTh BUKOHAHHS JIJIs
IPUCTPOiB 6€3 MOKIIMBOCTI 3aMycKy MOAy iB, Ansible Automation Platform moxe po3-
MOIUIATH 3aBAaHHS aBTOMATH3allli MK By3JlaMHd BUKOHAHHS, BHKOPUCTOBYIOUH TEXHO-

JIOTiI0, sIKa HA3MBAETHCA «CITKa aBTOMaTHU3allii» (automation mesh).

Network Automation compared to servers

'
Module code is .
executed locally on the A Network Deches /
control node API| Endpoints
Ansible Automation Platform
Local Execution
A Linux / Windows

Module code is copied
to the managed node,
executed, then
removed

Hosts

Ansible Automation Platform

Remote Execution

il

Puc. 1.1.3 — ITopiBusuusa Network Automation 1o cepBepin

Ansible — uynoBuii incTpymMeHT aie ipu poboti 3 Windows Server 2019 ta Active
Directory MOXyTbh BUHHKATH JCsKI OOMEKEHHS Ta MPOOJIEMHU:

Oo6mexena niarpumka Windows

. Linux-opientoBanwuii: Ansible crodatky OyB po3poOJieHH# i poOOTH 3
Linux-cucremamu, i xoua miarpumka Windows Oyjia 1ogaHa, BOHA BCe 1€ MEHII PO3BU-
HEHa B MOpIBHAHHI 3 Linux.

. Monyni anas Windows: Xoua icHye OaraTo MOJYJIB JJisi yHpPaBIIiHHS
Windows, nesiki cieundiuni pynkiii Windows Server 2019 ta Active Directory MoXyTh
OyTH HE OBHICTIO MIATPUMAaH1 a00 BUMAaraTu A0JaTKOBUX HaJallITyBaHb.

CkJ1aHICTh HaJaIlITyBaHHS:

. Windows Remote Management (WinRM): Ansible BukopuctoBye WinRM
1t 3B's13Kky 3 Windows-cucremamu. HanamryBanus WinRM moxe OyTy CKiIaHUM 1 BU-

MaraTtu JOJAaTKOBHUX 3YCHJIb JiJisl 3a0€3MeueHHs 6€3MeYHOro Ta CTadlIBbHOTO 3'€ THAHHS.

Mapxeee b.B. Apk.

ILlenyxa 0.0. KKIKB.KP.6 —123-20-113 16

3mn. | Apk. Ne doxym. Iionuc | dama




. HonatkoBi HanamTyBaHHs: Jleski (yHKIii, Taki sk ympaBiaiHHS Active
Directory, MOXXyTh BUMAaratv CKJIAQJHUX HaJAITYyBaHb Ta HaJAIITyBaHb OE3IEKH, IO
YCKJIa/IHIOE€ BUKOPHUCTaHHA Ansible y TOpIBHSAHHI 3 IHIIMMH 1HCTPYMEHTaMHU.

OOMexeH1 MOKIIMBOCTI aBTOMaTm3allii s Active Directory

. Ob6merxeHa (yHKIIOHATBHICT, MOMYJIB: IcHyt04l Moyl Ansible mist ym-
paBmiHHA Active Directory MOXyTh HE IOKpPUBATH BC1 HEOOXIHI acCEeKTH YIPaBIiHHS
JIOMEHHUMU KOHTpoJiepamu Ta 00'exktamu Active Directory.

. CxuagHicTh y cueHapisx: s qeskux CKIaJHUX CIIeHapliB pO3rOpTaHHs Ta
yrpasiiHHs Active Directory Moxe 3Ha00MTHCS HAlMCAHHS KACTOMHHMX CKPHIITIB a00
BUKOPHCTAHHS 1HIIUX IHCTPYMEHTIB y o€ HaHHi 3 Ansible [7].

Chef - e DevOps iHCTpyMeHT Ui yrpaBiliHHS KOH(DIrypaiti€to, skuii Kepye iH-
(GpacTpyKTypoOIO 3a IONOMOTI'00 HAMCAHHS KOy, @ HE 3@ JOTIOMOT'00 PyYHOTO MPOLECY,
TOMY MOTr0 MOXHa JyXe JIETKO aBTOMaTu3yBaTH, TecTyBaTu 1 po3ropratu. Chef Mae kiti-
€HT-CEPBEPHY apXITEKTYypy 1 MIATpUMYE pi3HI miatdopmu, Taki sk Windows, Ubuntu,
Centos, Solaris Tomo. Bin Takox Moske OyTH IHTETPOBaHHM 3 XMapHUMU IIaTHOpMaMH,
takuMmu ik AWS, Google Cloud Platform, Open Stack To1iio.

[Tepm ik 3arnmubuTck y Chef, naBaiite po3d6epeMoch, 1110 Take yIpaBJIiHHS KOH-
¢irypauiero.KepyBanHs KoHpIrypanisiMH BiICTEKY€E BCIO 1H(OpMAILito, MOB'sI3aHy 3 MPO-
IrpaMHUM 1 anapaTHUM 3a0€3IMEeUEHHSIM OpraHizailli, a TakoX PEMOHTY€, pO3ropTae Ta
OHOBJIIOE BCIO IIpOrpamy 3a JIONOMOT'OI0 aBTOMATHU30BaHUX Mpouenyp. KepyBanHs koH-
¢irypauisiMi BUKOHY€ poOOTY KUIBKOX CUCTEMHHUX aIMIHICTPATOPIB 1 pO3POOHHUKIB, SIKI
KEepYIOTb COTHSIMU CEpPBEPIB 1 AOJATKIB. J[esKi IHCTPyMEHTH, 1110 BUKOPUCTOBYIOTHCS JIJIS
ynpasiinas koHdirypamiero: Chef, Puppet, Ansible, CF Engine, SaltStack roio.

Chef aBTOMaTH3yBaB KOH(Irypailito, po3ropTaHHsl Ta YIOPABIIHHS TOAaTKaMU B
MepeXi, HaBITh SKIIO MU MPAIFOEMO B XMapHOMY a00 TOpUIHOMY cepeoBuIill. Mu Mo-
xemo BukopuctoByBatu Chef aiis nprckopenns po3ropranss noaarkis. Chef € uynoBum
THCTPYMEHTOM IS IPUCKOPEHHS JOCTABKU MTPOTPAMHOTO 3a0€3MeYeHHS], IBUAKICTh PO-
3pOOKH MPOTPAMHOTr0 3a0e3MeUYCHHS BIIHOCHTHCS O TOT'0, HACKIIBKH IIBHIKO MpOrpa-

MHE 3a0€e3IeUeHHs 37]aTHE 3MIHIOBATHCS Y BiIMIOBIIb HA HOBI BUMOTH 200 yMOBH [8].
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[__[\/ @ Q G cHer GcHer ) cHEF
Cookstyle Test Kitchen ChefSpec api datastore Ml searc|
@ IJJJ EI ﬂ b E Ij Ccuer G cuer G cHEF
Chef InSpec recipes cookbooks cookbooks supe A run-list policy
Chef Server Clients

CHEF

Puc. 1.1.4 - Buxopucranus Chef Infra qis po3ropranus kogy

[TepeBaru Chef

OnHe 3 HAWOUIBII THYYKHX pillieHb 151 KepyBaHHs: OC Ta MpOMIXKHHUM MPO-

TPAMHHUM 3a0€311EUEHHSM.

Po3pobiieHo asis mporpamicTiB.
Chef npononye ridpuani Ta SaaS pimenss aius cepsepiB Chef Servers
[TocninoBHUI MOPSATOK BUKOHAHHS

Jy>xe cTaOuUTbHUN, HAIIMHUN 1 3pUTHNA, 0COOIUBO JIJISl BEIUKUX PO3TOPTAHb

K B IyOJIYHUX, TaK 1 B IPUBATHUX CEPEIOBUIIAX.

Minycu Chef

[ToTpebye TprBaIOro HaBYaAHHS
[TouaTkoBe HamaMITYBaHHS CKJIaTHE.

Bpakye momroBxy, TOMy HeMae HeralHUX J1i 111010 3MiH. [Iporiec BUTSATY-

BaHHS B1I0YBA€ETHCS 32 BUSHAYCHUM TpadiKoMm.

[le icHytoTh Taki iHcTpyMeHTH ik MDT(Microsoft Deployment Toolkit), sikuii Bu-
KOPUCTOBYETHCS JIJIsi aBTOMATHU3AIII1 PO3TOPTAHHSI ONEpaIliiHUX CUCTEM Ta Oa30BOTO Ha-
namryBanHs [9] Ta DSC (Desired State Configuration) [10], aye yci mi pimeHHs, K i
nonepeaHi BUKOPUCTOBYIOTh Y CBOiX 000J0HKax MOxIMBOCTI Powershell, Tomy HacTym-
HUM 3ac000M aBTOMaTHU3aIlii OyJI0 pO3TISHYTO CaMe CTBOPEHHSI CKPHUIITIB 32 JIOTOMOTOIO

Powershell.

1.3 Busnauenns mo:xkiauBocteii PowerShell 1is aBromaTu3sauii npouecis.

PowerShell - e kpocmaTdopMHe pillieHHs I aBTOMaTH3AIli1 3aBAaHb, 10 CKJIa-
JTAETHCS 3 000JIOHKU KOMAHIHOTO PsIKA, MOBHU CIIEHAPIiB 1 CepeIOBHINA KEPyBaHHS KOH-

dirypariero. PowerShell nparroe Ha Windows, Linux Ta macOS[11].

Mapxeee b.B. Apk.
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PowerShell - 1ie cydacHa komaniHa 000JI0HKA, sIKa BKJIIOYA€E B ce0e HaKparili Mo-

JKJIMBOCTI 1HIIUX TMOMYJISIpHUX 000JI0HOK. Ha BiaMiHYy Bij OUIBIIOCTI OOOJOHOK, SIKi

npuiiMaloTh 1 moBepTaroTh Juiie Tekct, PowerShell mpuiimae 1 moBeprae 00'extu .NET.

O6050HKa Ma€e HACTYIIHI MOYKIMUBOCTI:

HaniitHa icTopiss KOMaHIHOTO PsiIKa

3anoBHEHHS TaOyJIALil Ta mepea0aueHHS KOMaH I
[TinTpruMKa rceBAOHIMIB KOMaH/I 1 TapaMeTpiB
KoHBeep a1 TaHITI0’)KKOBOTO BUKOHAHHS KOMAaH]T

KonconpHa 10BiKOBa cucTeMa, O10Ha 10 JOBIAKOBUX cTOpiHOK Unix

Sk 1 onucani Buie pimeHHsi, PowerShell Bumarae BuBueHHs Ta HaOyTTS HABUYOK

HaIMKUCaHHS CKPUIITIB 3a JOMOMOIOK KOMaHJJIeTiB BOynoBaHux y Windows. Ane 1ie y

CBOIO UCPry Ja€ HaM 3MOT'Y HaIIpsAMYy BI/IpiHIYBaTI/I SAK CaMC IIPpaOBATUMYTh CKPHUIITH IJIA

aBTOMAaTH3allli TUX YM 1HIIUX MPOIECIB, a/J)Ke HA KOKHY BUKOHYBaHy rpadiuHy it €

BIJIMOBIAHA 151 y BUTJISIAL KOAY.

Cepen HuUX:

BCTAHOBJIEHHSI MOAYJiB Active Directory,

PO3TrOpTaHHs JOMEHY,

HajamrtyBaHHs [P-koHdirypanii poOodi cTaHIii/KOHTpoJEpa TIOMEHY,
HanamtyBaHHs DHCP ta DNS,

cTBOpeHHs Ta po3noaut OU BcepeauHi CTPYKTYpH IOMEHY,
HAJIAIITYBaHHS Ta KEPYBAHHS IPYHOBUMH MO TUKAMH,

BUKopucTanHs cepsiciB AD DS Ta iH.

Jlo Toro >k OUIBIIICTh TOTOBUX pIIIEHb BUKOPUCTOBYIOTH CamMe€ KOMAaHMJIETH

PowerShell ayi1 BUKOHaHHS TUX YW 1HIIMX HaJlalITyBaHb, TOMY PO3YMIHHS MPUHIMIIIB

POOOTH 0OOJIOHKH J1a€ 3MOT'Y THYYKO KEpyBaTH CUCTEMOIO B 1ijiomy [12].
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1.4 TIlocraHOBKAa TeXHIYHOI0 3aBAaHHSA

B pesynbrati anamizy jitepaTypu 3a TEMOIO KBai(iKaliiHoOT poOoTH OysI0 BU3HAYEHO
aKTyaTbHICTh PO3POOKH CHCTEMH aBTOMATH30BAHOTO PO3rOPTaHHS KOHTPOJIEPIB IOMEHY KOp-
TIOpaTHBHOI Mepeski Ha 6a3i Active Directory. [t mocsTHEHHS 3a3HAYCHOT METH CITi/T BAKOHATH
HACTYTIHI 3a]1a4i:

o ABTOMATH30BaHE BCTAHOBJICHHS 1 HaJalITyBaHHS KOHTPOJIEPY JOMEHY
Active Directory

o ABToMartu3oBaHe HayamTyBaHHs DNS-poiti cepBepy

o AtomMartusoBane HanamTyBaHHs DHCP-poni cepsepy Ta [P kondiryparmii

o Hanamrysanns [P ta DHCP koudirypariiit

o CTBOpEHHS KOPUCTYBauiB HA OCHOBI C(POPMOBAHOTO TIEPEITIKY CIIBPOOITHH-

KIB IIAIPUEMCTBA

o CrBopenns OU(BinauIiB) Ta po3MEKyBaHHS JJOCTYITY B iX CTPYKTYpi
o 3abe3neyeHHs! aBTeHTU(DIKallli KOPUCTYBAYiB y CUCTEMI

o 3abe3neueHHs aBTOpU3allii KOPUCTYBaUiB Y CUCTEMI

o CTBOpEHHS Ta KEPyBaHHS rPpyIMOBUMH HomiTHKamMu[13]

o MOHITOPUHT MO y CUCTEMI

Pesynbrarom BUKOHAHOT poOOTH MalOTh OYTH aBTOMATHU30BaHI PIIlIEHHS, KOTP1 Ja-
JyTh 3MOTY IIBUJKO 1 0€3MEUHO PO3TOPHYTH KOHTPOJIEP JOMEHY B 3aJI€KHOCTI B1Jl (PyH-
KI[IOHAJIbHUX BUMOT MiANPUEMCTBA.

[Tocunarounchr Ha BUIIEBKa3aHI BUMOTH, apXITEKTypa CUCTEMH OyJie peali3oBaHa
Ha 0a3i pimenb Microsoft Active Directory 3 BUKOpUCTaHHSIM IHCTPYMEHTIB BOYI0BaHUX
y omnepariini cuctemu Windows [14].

BucHoBku 10 po3ainy

VY nepiromy po3aini Oysiu NpoBeIeHI TEOPETUUHI TOCIKEHHS TEXHOJIOT1M He00-
XITHUX JJI pealtizallii MpoeKTy, 3TiTHO TeMHU KBaJi(DikaiiiHoi poboTH OyJI0 BU3HAYCHE

TEXHIYHE 3aBJlaHH, ke (HOpMy€e HEOOXIHI BUMOTH JJii MallOyTHIX aBTOMAaTU30BaHUX

pIIICHB.
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PO3/ILJ1 2. IPOEKTYBAHHSA MEPEXXEBOI IHOPACTPYKTYPHU.

2.1 Po3poOka TomnoJiorii KoM’ 10TepHoi Mepexi

Jlns mianpueMcTBa OyJia po3po0JieHa TOMOJIOT IS 3aXMIIEHOT MepeXi, i 9ac mpo-

eKTyBaHHS 0co0JMBa yBara OyJa mpuaijeHa HACTYITHUM OCOOTUBOCTSIM:

o Mepexa nokanpHa
o JlocTym 0 IHTEpHETY
o MacmraboBaHicTh, TOOTO MIATPUMKA MiIKITIOYECHHS HOBUX MPUCTPOIB
L B
Domain controlier T l T %%
R l' e e ’—I
: _I N
L Ty
IQ N
O -, -, »—[
Admin PC T d
3 S =
S S

Pucynok 2.1 - CxemaTu4Ha TOIMOJIOTrIS MEpexi

CnopoekToBaHa Mepexa, 110 MpeICTaBlIeHa Ha pUCYHKY 2.1 — cknagaeTsed 3: 1 ma-
pLIpyTHU3aTOPa, S KOMYTaTOPIB 3 MOKJIMBICTIO PO3LIMPEHHS, TOJIOBHOTO KOHTpOJIEpa J10-
MEHY 1 JOBUIBHOI KIJIBKOCTI KIHIEBUX MPUCTPOIB, HASIBHICTD MEBHOI KIJIBKOCTI KIHIIEBUX
MPUCTPOIB B TOMOJIOTII Mepexi HE BIIOOpaXye iX peanbHy KUIbKICTb, alKe ISl TECTY-
BaHHS peai30BaHUX HaJlajll PillieHb He MOTPIOHA BeIUKa KIJIBKICTh pecypciB. JocTym 10
1HTEpHETY Oy/ie 3a0e3MeueHo 3a J0MOMOTroro BUkopucTanHs npotokoiy NAT 1 ioro ¢y-
HKIIiT iepeBanTaxxeHHs(overload) [15].

[TepeBantaxenns NAT - ne naiinommpenimuii meroq NAT, sikuilf BUKOPUCTOBY-
€THCS Y BCIX MEpEkKax, Mo MiIKII0YarThes 10 [HTepHety. Lle moB'sa3aHo 3 TUM, SIK BiH

GyHKIIIOHYE 1 3 00MEXEHHSIMH, SKi BIH MOKE TOJI0JIATH.
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He3zanexHo Bij TOro, Y4 BUKOPUCTOBYETE BU MApUIPyTU3ATOP, OpaHamayep, pyH-
KI[i}0 CIUIBHOTO jaoctymy a0 IatepHetry Big Microsoft abo Oynb-sSKy CTOPOHHIO IIPO-
rpamy, sika JI03BOJISE BCIM BaIllUM JIOMAITHIM KOMIT'TOTepaMm IMiaKIrovaTucs 10 [aTepaery
yepe3 OJIHE 3'€THAHHS, BU BUKOPUCTOBYETE niepeBaHTaxkeHHs] NAT.

Ieti pexxum NAT TakoX BiIOMHN MM IHIIUMH Ha3BamH, TakuMu sk NAPT
(Network Address Port Translation - mepeTBopeHHs MepexeBoi aapecu Ha opT), [P-ma-
ckyBaHHs 1 NAT 3 PAT (Port Address Translation - mepeTBopeHHs ajipecu MopTy).

I{e TakoX JOMMOMO’KE HaM HaJIAITYBAaTH 3 €THAHHS 3 MEPEKEIO IHTEPHET B MEXKax
mepexeBoro emyssitopa GNS [16].

Ha xomyTaTopax mepexi OyJyTh 3aCTOCOBaHI MiHIMAJIbHI 3aX0Au Oe3mneKu 06azo-
BUM 1 HalmpocTimmMm 3 skux € — Port Security.

3a 3aMoBuYyBaHHsIM Bci iHTEepdericu Ha komyTaropax Cisco yBiMKkHeHi. Lle o3Hauae,
10 3JIOBMUCHUK MO3K€E MIAKIIOUUTHCS J0 BaIllOi MEPEXkK1 Yepe3 PO3eTKY 1 MOTEHIIIMHO 3a-
IpOoKyBaTH Ballliii Mepexi. SIKIo BU 3HAETE, SIKI MPUCTPOT OyAyTh MiIKIIOYEH] J0 SIKUX
MOPTiB, BU MOXKETE BUKOpUCTOBYBaTH (pyHKIlito Oe3nexu Cisco, sika Ha3uBaeThes Port
Security. BukopucTtoByroun 3aXUcT MOPTIB, MEPEKEBUIN aMIHICTPATOP MOKE MOB'SI3aTH
neBHl MAC-anpecu 3 iHTepdeiicoM, 110 MOXKE IMEPEIIKOIUTH 3JIOBMUCHUKY I IKITIOYNATH
CBI{ npucTpii. TakuM YMHOM, BU MOKET€ OOMEKUTHU TOCTYN A0 iHTepPeiicy, o0 TUIbKU
aBTOPHU30BaH1 MPUCTPOi MOTJIM HUM KOPUCTYBATHUCS. SKIIIO MIJKIIOYEHO HECAHKI[IOHOBA-
HUUW MPUCTPIN, BU MOXKETE BUPIIIUTHU, SIKY 10 BUKOHAE€ KOMYTaTOp, HAMPUKIIA]I, BIIKHU-
HYTH Tpaik a0 BUMKHYTH MOPT.

1106 nanamryBaTtu Port Security, moTpiOHO BUKOHATH TPU KPOKHU:

1. BusHauuTH iHTepdeiic sk 1HTepdenc AocTymy 3a JOMOMOTOI0 KOMAaHIIU
switchport mode access interface

2. YBIMKHYTH O€3MeKy MOPTY 3a JOMOMOIOI KOMaHIu switchport port-security
interface

3. BU3HA4MTH, 3 SKkux MAC-anpec 103BOJICHO HAJCUIIATH KaJpH Yepe3 ek 1HTep-
deiic 3a momomororw komauau switchport port-security mac-address MAC_ADDRESS

interface abo 3a momomoror komanau swichport port-security mac-address sticky
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interface s nuHamiyHoro BuBueHHsT MAC-aapecu miKII04eHoro B JaHUH MOMEHT XO-

cra [17].

2.2 Po3podka cxemu agpecauii Mepe:xi

Po6oui cranmii Bcepeanni mepexi OyayTs oTpumyBatu nuHamiuHi [P-agpecu 3a
nonomororo nporokory DHCP, ane koHTposiep 1oMeHy Ta MEpeKeBl IPUCTPOT TOBUHHI
MaTy CTaTUYHI aJIpecHu.

[Tporokon muHamiuHOT KoHPIiryparii xocta (DHCP) - me mpoToko:1 KitieHT/cepsep,
KWW aBTOMaTUYHO Hajae xocty Inrepuer-nporokony (IP) fioro IP-aapecy ta inmry mo-
B's3aHy 3 HEIO KOHPIrypauiiny iHdopmalito, Taky K Macka MiJMepexl Ta MUI03 3a 3a-
MoBuyBaHHsIM. RFC 2131 1 2132 Busnavatrote DHCP sik ctangapt Pobouoi rpynu 3 po3s-
pobku intepuery (IETF), 3acHoBanuii Ha npotokoni Bootstrap (BOOTP), npoToxoui, 3
sakuM DHCP mae Oarato cniinbHuX Aetanei peanizanii. DHCP no3Bosisie xoctam oTpumy-
BaTU HEoOXiHY iHpopmaiito po koHpirypartito TCP/IP Bix cepsepa DHCP.

o ckiany Windows Server 2016 Bxoaute DHCP-cepBep, sikuii € 101aTKOBOIO PO-
JUTIO MEPEKEBOI0 CEPBEPA, SIKY B MOYKETE PO3TOPHYTH Y CBOIM Mepexi s HajaHHs [P-
aapec ta iHmoi iHpopMmaiiii kiieatam DHCP. Y¢i knienTchKi onepariiiiii CUCTEMU Ha 0a3i
Windows Bkmtouatots kinieHT DHCP sk wactuny TCP/IP, 1 knienr DHCP yBiMKHEHO 3a
3aMoBuyBaHHsM [18].

Jliist 3a0e3neueHHs aapecallii Hrkue HaBeIeHO po3paxyHku y Tabmwui 2.1

Tabmus 2.1

[Hdopmariist mpo Mepexy

[Ipr3HayeHHs [P-anpeca

MepexeBa aapeca: 205.8.15.0/24

BuxopucroByBanuii aianazon [P agpec: | 205.8.15.1 - 205.8.15.254

[[TupoxomoBHa ajapeca: 205.8.15.255

3arajibHa KUIbKICTh XOCTIB: 256

KibKicTh JOCTYIHUX XOCTIB: 254

Macka miamepexi: 255.255.255.0
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[Tponorxenus Tabmui 2.1

OOGepHeHa macka:

0.0.0.255

103 Mo 3aMOBYYBaHHIO(MAPIIPYTU3ATOP)

205.8.15.1

Jliara3oH aapec KoOMyTaTOpiB

205.8.15.3-205.8.15.7

Anpeca cepeepy

205.8.15.2

Binpuuii aiamazon IP agpec

205.8.15.10-205.8.15.254

Jliara3oH aapec poOOYMX CTaHIIIH

DHCP

VY Tabnumi 2.1 npoBeaenuit po3noain [P anpec mist ycix MmepekeBUX MPUCTPOIB, a

came JIJIS: [IUTI03Y 33 3aMOBYYBaHHSIM (MapIIpyTHU3aTopa), KOMyTaTOpiB, CEPBEPIB, BLJIb-

HUM Jl1arma30H BUJIUICHUH 1J11 pOOOUYMX CTaHIIM Ta 1HIIUX MPUCTPOIB.

Tabmums 2.2
[TapameTpu IP-anpecarii mepexi
Mepexa/ [aTepderic/Mepex- i
[Tpuctpiii Huii anantep/l11m03 [P-azpeca Macka /
corpmarkeiev.net 205.8.15.0 255.255.255.0 24
LAN A 10.1.1.0 255.255.255.0 124
MapmpyTtuzarop | Iarepdeiic fe0/0 DHCP
R1 IaTepdeiic fe0/1 10.1.1.254 255.255.255.0 124
Iarepdetic Vlan 1 205.8.15.3 | 255.255.255.0 124
Kowmyrarop 103 32 3aMOBUY-
SW-1 Y= | 205.8.15.1 - -
BaHHAM
IaTepdeiic Vlan 1 205.8.15.4 255.255.255.0 124
Kowmyrarop I111r03 3a 3aMOBUYy-
SW-2 Y™ | 205.8.15.1 - -
BaHHSAM
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[Iponosxenus Tabmauii 2.2

KomyTatop Intepdeiic Vlan 1 | 205.8.15.4 | 255.255.255.0 | /24
SW-3 [11r03 3a 3aMOBUY- 905.8.15.1 ] ]
BaHHSAM
KomyTarop Inrepdetic Vlan 1 205.8.15.5 | 255.255.255.0 [24
SW-4 [Inro3 3a 3aMOBuUy- 905.8.15.1 ] ]
BaHHSAM
KomyTatop Intepdeiic Vlan 1 | 205.8.15.6 | 255.255.255.0 | /24
SW-5 [11r03 3a 3aMOBUY- 905.8.15.1 ] ]
BaHHSM
Komyrarop | —Liepdeiic Vian1 | 192.168.0.7 | 255.255.255.0 | /24
SW-6 [1nro3 3a 3aMOBUYy- 905.8.15.1 ] ]
BaHHSAM
SRV-MRKYV Intepdeiic E0/0 205.8.15.2 255.255.255.0 [24
AdminPC IaTepdetic EQ/0 205.8.15.3 255.255.255.0 [24

2.3 Po3Me:kyBaHHS 10CTYyNy KOPUCTYBa4iB

[IpoekT cpsiMOBaHO Ha aBTOMATHU3AIII0 PO3TOPTAHHS KOHTpOJIEpa JIOMEHY 1 Me-
pexi1 mianpueMcTBa. [ MoaentoBaHHs 0a3u BUKOHAHHS JAHOTO MPOEKTY oOpaHo odic
HEBEJIMKOIO MiANPUEMCTBA, 3 HEUYUCIEHHUM IITaTOM CHIBPOOITHUKIB PI3HUX BB 1
CTpYKTYp. MoKHa 3a3Ha4YUTH, 1110 MPOTPaMHa aBTOMATH3aIlis1 MOKe OyTH peaizoBaHa Ha
0a31 OyAb-sSIKOT0 Majoro MmianpueMCTBA, HE3aJIEKHO BiJl BUOODY.

KepyBaHHs T0CTyIOM MOKe 31HCHIOBATUCS 32 TOMOMOTor0 yTuiit Ntrights, Ko-
Tpa € OJJHUM 3 KOMIIOHEHTIB CEPBEPHOr0 pecypcHoro komiuiekty Microsoft Windows
2000 Server Resource Kit.

s yTustiTa KOMaHAHOTO PS/IKA I03BOJISIE BaM 3MIHIOBATH ITpaBa KOPUCTYBaUiB a00
rpyl Ha JIOKAJIbHUX 1 BIJAJICHUX MalIMHaX. Y Hall yac OUIbIIICTh aJIMIHICTPATOPIB
Windows, iMOBIpHO, BUKOPUCTOBYIOTh Tpadiunmii iHTEpQEic sl KepyBaHHS IIpaBaMu
KOPHUCTYBayiB, ajie yTHJIITa KOMAHIHOTO PsKa HE BTpaTHIa CBOET IIIHHOCTI 1y 0aratbox
BUIIAJIKaX MOXKe OyTH KpaluM BUOOPOM, HIXK Bepcis 3 rpadiunum inTepdericom. Hanpu-
KJ1aJ, BU MOkeTe BKITtounTH Ntrights y ckpunTu 1 komaHaH1 (haiau 11 BUKOHaHHS Oa-

raTboX CKJIQIHHMX aJMIHICTPAaTUBHUX 3aBJaHb Ha JEKUIbKOX MalnHax.[19]
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Cuntakcuc Ntrights

ITix gac iHCcTaA1Il HAbOPY pecypciB Ntrights 3a 3aMOBUyBaHHSIM BCTAaHOBIIIOETHCS
y karajnor %systemroot%program filesresource kit. [1[o6 ckopucraTrcs yTUIiTOIO, TIOT-
p1OHO YBINTH 10 CUCTEMH TI1JT OOJIKOBUM 3aIMCOM, SKUW Ma€ JIOCTaTHI IpaBa sl BHeE-
CEHHsI 3MiH Ha LIIJILOBOMY KOMIT'IOTEpi, Ha IKOMY BH XOueTe, 1100 3MiHM Ha0yJu YUHHO-
cti.[20]

Takox pO3NOIITUTH MOKIIMBOCTI KOPUCTYBAY1B MOYKHA 32 JOTIOMOTOI0 TPYTOBHX
nomituk abo x GPO, BOHN BUKOPHUCTOBYIOTHCS IS IOCTYITY JI0 PECYPCIB Y JJOMEHi: PO-
00yl cTaHIlii, TPyNU KOPUCTYBayiB, KOPUCTYBadl TOIIO. 3a iX K€ JOIMOMOIOI0 OyIyTh
BIIPOBAKYBATHCh HOPMHU O€3MEKU /I KOPUCTYBAYiB: Mapoi, iX CKIAJAHICTh, KUIbKICTh
crpoO 17151 BXOAY TOUIO.

O06'ext rpynoBoi nomnituku (GPO) - 1e BipTyalibHa KOJEKIlIA MapameTpiB IMOJTi-
tuku. GPO mae ynikaneHe im'st, Hanpukian GUID [21].

[TapameTrpu rpynoBoi nomiTuku mMictatbes B 00'ekti GPO. GPO moxe npencras-
JISITU TTapaMeTpu MOJITUKK y (aitnoBiii cuctemi 1 B Active Directory. ITapamerpu GPO
OI[IHIOIOTHCS KJII€EHTaMM, BUKOPUCTOBYIOUH 1€papxiuHy npupoay Active Directory.

CrBoproBat ix MoxHa 3a nonomororo GPMC (Group Policy Management
Console) abo x 3a monomororo komanjeTiB Powershell imnopryroun momymi st po-
00TH 3 rPYIIOBUMH MOJITUKAMU, BIIMIHHICTb MOJISTAE JUIIE B TOMY, 1110 MOTPIOHO 3HATH
napameTpu KOoTpi npuiiMae KoMaH jieT noB’s3anuii 3 GPO, a TakoX JOCHIIUTH IUIIXU
pericTpiB MOJITHK, KOTPI HOTPIOHI /ISt BAKOHAHHS 3a1a4 [22].

VY Tabnwuii 2.3 HaBeIEHO CIHUCOK KOPUCTYBAU1B, X MPUHANIEKHICTh 0 BIIAUTY Ta
pOJIb Ky BOHM BUKOHYIOTh Ha mianpueMcTBi. Lle o3Havae, 1o mij gac peanizaiii CTpyK-
TypH IOMEHY, TOTPIOHO OyJ1e BpaXxOBYBAaTH 3HAYUMICTh KOKHOT'O 3 KOPUCTYBAYiB, a AKIIIO
KOHKPETHIIlIe TO KOPUCTYBauiB BiAAuTy System Administrators, KOTpi BUKOHYIOTb Haii-

T'OJIOBHIITY POJIb Y CEPEAOBUII JOMEHY
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Taomurg 2.3

KopucrtyBaui Ta BiaiIM JOMEHY

Kopucrysau Bigmin Pois
John Doe Accountancy Department Accounter
Jane Smith Accountancy Department Accounter
Michael Thompson HR Department HR Specialist
Sara Brown HR Department HR Specialist
Alex Davis Digital Transformation Designer
Anna Klein Digital Transformation Photograph
Tom Parker Engineering Department Lead engineer
Emma Peterson Engineering Department Engineer
Chris Morris System Administrators DC Admin
Olivia Nelson System Administrators System Admin

Po3MexyBaHHS JOCTYIly 3MOJAEIBbOBAHO TaKMM YHMHOM, abW KOPUCTYBaul MajH
3MOT'Yy BUKOHYBATH JIOKAJIbHUI BX1JI JIMILIE€ Ha pOOOYMX CTAaHIIAX CBOTO BIAALTY. Bukito-
YEHHSIM € aJIMIHICTPATOPH CUCTEMH, OJIUH 3 SKUX BIJIMOBIJIAE 3a YIPABIIHHS KOHTpOJIE-
POM JIOMEHY 1 Ma€ JOCTYII JUIIE A0 HbOTO, THIINI e BUCTYIAE B POJII CUCTEMHOTO aj-
MIHICTpaTOpa, KOTPUM Ma€ JOCTYNl JO YCIX poOOYMX CTaHIIA  BIILTY.
BiamnosinHo 10 po3MmexxyBaHHsS MaroTh OyTu cTBOopeHi OU ist po3MillieHHsT KOXKHOTO 3
BIJUIUTIB MITPUEMCTBA 3 PO3NOILIOM KOPUCTYBAUIB Y HUX.

VY Tabauini 2.4 neranpHiIIe MPOASMOHCTPOBAHO K Oyie PO3MEKOBAHO JOCTYII
MDK KOPUCTYBa4aMH JOMECHY

Tabnuns 2.4

JlocTym KOpUCTYBadiB BCEPEAMHI IOMEHY

Anminictpatop | Cucremuumit KopucryBau

KOHTPOJIEPY | aAMIHICTPATOP | IeTTapTaMEHTy

Bnacauii nenaprameHT + + +
[HmIMiA tenapraMeHT - + -
MepexeBi mpucTpoi = + =
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Takox 3BUYaifHUM KOPUCTyBadyaM JOMEHY HE0OX1JHO OOMEXHUTH JOCTYI J0 MEB-

HUX (QYHKIH Ha poOOYUX CTAHIIISAX, 38/ 3aXUCTY B HEIIPABOMIPHHX JIIH.

Tabmuis 2.5
3a00pOoHU KOPUCTYBavYaM
CucremMHui Kopucrysau
aJIMiHICTpaTOp | JeNapTaMeHTy
JlocTym 10 naHesni KepyBaHHS + -
Hoctyn no psiaka Powershell + -
JlocTyn 10 HajnamTyBaHb + -
[Tinkmouennss USB npuctpois + -
BcranoBnieHHs mporpaMHOTO 3a0€3MeUeHHS + -
Hoctym 1o peectpy + -
3abopoHa 3aBaHTAXKEHb 3 Opay3epa + -
BcranoBnenns 113 + -

Yomy 1e BaxkIUBO:

1. Joctyn 10 maHesni KepyBaHHS

o besneka: Ilanens kepyBaHHs Haja€ JOCTYN JI0 HAJAIITYBaHb CUCTEMH, SIKi

MOXYTh OYTH 3MIHEHI 3JJOBMHCHO 200 MOMMJIKOBO, 1110 TIPU3BEAE /10 300iB y

po0OOTI CHCTEMU.

e AIMIHICTPAaTUBHUI KOHTPOJL: OOMEXKEHHS JOCTYITY JO3BOJISIE aIMIHICTpa-

TOpaM IEHTPaIi30BaHO KEPYBATU HAJAIITYBAaHHIMU CUCTEMHU, 3aM1001raroun

HeOaKaHUM 3MIHAM.

2. loctyn no psanka Powershell

o 3n0oBXMBaHHS npaBamMu aamiHicTpaTopa: PowerShell € motyxHum 1HCTpY-

MEHTOM JJis1 aaMiHicTpyBaHHS Windows, 1 HOro BUKOpPUCTaHHS 3JI0BMUCHU-

KaMU MOK€E TIPU3BECTH J0 CEPUO3HUX MPOOIEM OE3MEKH.

o IlIxinmuBe mporpamue 3abe3nedeHHs: baraTo MKiIIMBUX MPOTpaM BUKOPH-

cToBytoTh PowerShell s BuKoHaHHS MIKITUBUX JTIH.
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3. Joctyn A0 HajalTyBaHb

o 3amoGiranHs 3MiHaM KoHbIrypariii: OOMeXeHHs JOCTYIy /10 HaJallTyBaHb
3amo0irae 3MiHaM KOH}ITyparlii CHCTeMH, 1[0 MOXe TTPU3BECTH 10 HecTabi-
JILHOI pOOOTH.

o 3axuCT CHCTEMHHMX HajallTyBaHb: baraTto cucTeMHUX HalalTyBaHb MO-
KYTb BIUIMBATH Ha 0e3reKy cucteMu. OOMEXEHHs TOCTYIY 3HUKY€E PU3UK
3MiH IIUX HaJallITyBaHb.

4. Migxmouenas USB npuctpois

o 3amo6iranns BUTOKY AaHux: USB-nipucTpoi MOXyTh OyTH BUKOPHUCTaHI1 JIJIs
KOIIFOBaHHS KOH(IASHIIIMHUX JTaHHX.

o« 3axuct Bix mkiguBoro [13: USB-npuctpoi MoKy Tb OyTH HOCISIMH LIKIIJTU-
BUX MPOTrpam, Kl MOKYTh 1H(DIKYBATH CUCTEMY MPH MIIKITIOYEHHI.

5. BcTaHoBIEHHS MpOrpaMHOTO 3a0€3MeUeHHS

« KouTpons 3a nporpamamu: OOMexeHHs 103BOJIsIE KOHTPOJIIOBATH, SIK1 IPO-
rpaMi BCTaHOBJIIOIOTHCS Ha KOMITIOTEpAX KOPUCTYBayiB, IO 3amooirae
BCTAHOBJIEHHIO HeOaxaHOro ado mkimiusoro 113.

o CywmicHicTh Ta cTaOUIBHICT: HEKOHTpOJIIbOBaHE BCTAHOBIIEHHS MPOrpam
MO>K€ MIPU3BECTH 10 KOH(IIIKTIB MPOrPaMHOI0 3a0€3ME€UEHHS Ta 3HUKEHHS
MPOIYKTUBHOCTI CUCTEMH.

6. Joctyn no peectpy

o 3axuct cuctemu: Peectp Windows MICTUTh KPUTUYHO Ba*KJIMB1 HaJAIITY-
BaHHs cHUCTeMU. HEKOHTPOJIbOBAaHUM JTIOCTYII MOXKE MPU3BECTH JO CEPHO3-
HUX MPoOJIeM y poOOTI CUCTEMH.

o 3amoOiranHs 3MiHaM KOHQIrypauli: 3MiHU B PEECTPI MOXKYTh BIUIMBATH Ha
Oe3reKy Ta CTablIbHICTh CUCTEMH.

7. 3abopoHa 3aBaHTaXXEeHb 3 Opay3epa

o 3amobiranHs 3aBaHTaxeHH!O mKiamuBoro [13: 3abopona 3aBaHTaKe€Hb 3HU-

KY€ PU3HK TOTO, 110 KOPUCTYBaul BUMAJIKOBO 3aBAHTAXKATh T4 BCTAHOBIISATH

MIK1JJTUBI TPOTPAMH.

Mapxeee b.B. Apk.
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8. Bcranosneunns 113

. KOHTpOJIB 3a KOHTEHTOM: OOMEKEHHS AoromMara€ KOHTPOJIXOBATH, K1

daiinu Ta 1aHi MOXYTh OyTH 3aBaHTa)keH1 3 [HTepHETY, 10 CpHUsIE ITiIBU-

HICHHIO 0€3MEeKH MEPExi.

e 3aro0ira"HHs BCTaHOBJIECHHIO HeOaxxanoro [13: OOMeXeHHs T03BOJISE aMi-

HICTpaTOpaM KOHTPOJIIOBATH, SIKE MpOrpaMHE 3a0e3MeUYeHHS MOXe OyTu

BCTAaHOBJICHO Ha KOMH'IOTean KOpI/ICTYBa‘{iB.

o 3HIDKEHHS pU3MKY 1H(eKuild: barato mkiJIMBUX NporpaMm MOXKyTh MacKy-

BaTHCA HiI[ KOPHUCHC IIPOTpaMHC 3a0e3neueHHs. OOMEeKXEHHS BCTAHOBJICHHS

13 3HMKYy€E pU3HK 1H(DIKYBAHHS CHUCTEMHU.

BucHoBKkHM 10 po3aiiay

VY npyromy po3ziii 0yJio ClipoeKTOBaHO MOJIEh MEPEXki, KOTpa TPYHY€ETHCS Ha PO-

SITBIHYTHX TCXHOJ’IOFiHX, IIPOTOKOJIaX Ta T'OTOBUX piH_IeHHHX OIIMCAaHUX Yy IICPIIOMY pO3-

11, Bysio po3po6sieHO TOMOJIOTIYHY CTPYKTYPY MEPEXI MiIMPUEMCTBA, CXEMY PO3MEKY-

BaHHS JIOCTYITy KOPUCTYBAYiB Ta iX MicCIle Y Mekax JoMeHy. OKpeclieHO SKUMH (PyHKITI-

aMu Oyzie 3a00pOHEHO KOPUCTYBATUCh 3BUUAHUM KOPUCTYBavaM 1 sIKi Ha 1€ TPUYHHHU.

Mapxeee b.B.
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PO3/ILJT 3. PO3TOPTAHHS MEPEXXEBOI IHOPACTPYKTYPU 3ACO-

BAMU ABTOMATU3AIIII.

3.1 BeranoBieHnHs Ta po3ropranis Microsoft Active Directory

Jlist mowatky po6otu 3 AD cepBepoM HEOOXiTHO MPOUTH MPOIEC HOTO BCTAHOB-

JIeHHsI, BiH no1i0HM# 110 1HcTassmii 3sudaitHoi OC Windows, ToMy po306epemMo Juiie je-

SIKI MOMEHTH.

&

File Machine

View Input Devices

Help

@ ':i Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard x64 3/7/2020 |
|
Windows Server 2019 Datacenter x64 3/7/2020
Windows Server 2019 Datacenter (Desktop Experience) x64 3/7/2020

ﬁescriptlon:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it

Puc. 3.1.1 - Bu6ip OC nj1s1 BcTaHOBJICHHS

[Ticns BubGopy Tumy BctaHoBieHHs «Custom: Install Windows only (advanced)»

BUKOHY€EMO pO3OUTTA TUCKY Ha PO3/LIM, HA TAaHOMY €Tarl MO>KHA KEPYBAaTH IOCTYITHUM

MicClIeM Ha HhOMY, (popMaTyBaTH Ta po30MBaTU MOTO HAa TOMH. ByJio CTBOpEeHO OJMH 3a-

TaJIbHAIA TOM, aJKE€ HEMa€ KOIHOT TOTpeOH Yy pOo30UTTI MOTO HAa YACTHUHHU.

Mapxeee b.B. Apk.
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File Machine View Input Devices Help

@ & Windows Setup

Where do you want to install Windows?

Name Totalsize  Freespace Type
i Drive 0 Partition 1: System Reserved 5490 MB 5320MB System
~ Drive0 Partition 2 29568 295G Primary

Puc. 3.1.2 - Po30uTTsl AMCKY Ha pO3ILIU

[Ticnst oviKkyBaHHS 3aBEPIICHHSI MPOIECY BCTAHOBJICHHS, HAC 3yCTpIYa€e BIKHO

CTBOpPEHHS AJMIHICTpaTOpa MPUCTPOIO Ta BXOAY MiJ UM OOJIKOBUM 3allUCOM, MICTs

4Oro BXXK€ € MOKJIMBUM MOYaTOK HajamryBaHHs Active Directory.

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

Finish

Puc. 3.1.3 - CTBopeHHs KOopuCTyBada aJiMiHICTpaTopa

Mapxeee b.B. Apk.
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Posropranss KOHTpoOJIEpY TOMEHY, a TAKOK HaJAIITyBaHHS Ta IMIUIEMEHTAITis YCiX
noTpiOHUX (yHKIIH, Oyne BiIOyBaTHUCh aBTOMATH30BAaHO 3a JIOMOMOIOKO CIICHApiiB
PowerShell 3 nepensuacuo 3aianumu napamerpam. J{js moyaTKy nporecy po3ropTaHHs
KOHTpOJIEpY B IMEHI aJMIHICTpaTopa 3allyCKaeMO HACTyIHUW  CIICHapii
“FOREST INST.psl”.

Cepen nependayeHNX mapamMeTpiB:

o HasBa nomeny: corpmarkeiev.net

o NetBios: CORPMARKEIEV

o ComputerName: SRV-MRKV

° Bcranosutu DNS: $true

File Machine View Input Devices Help

efault server with Active Directory Web Serwvices

g computer to SRY-MRKY

Puc. 3.1.4 - Inimiamizanisg cuenapito “FOREST INST.ps1”

Jlanuii crieHapiil cipalibOBYy€E y J1Ba €Taru:

o y TIEpIIOMY 3MIHIOETHCS Ha3Ba KOHTpoOJIepa JOMEHa Ha 3aBUACHO BKa3aHY Y
TUIl  CIEHApilo, CTBOPIOEThCS  Ta  30epiraeTbCcs 1€  OJUH  CLEHapii
“FOREST INST Continue.psl”, ctBoproethes 3anava y Task Scheduler qst itoro 3amy-
CKY OJIpa3y MIiCJIsl mepe3aBaHTaKCHHS.

o VY npyromy mpoaoBKyEThCS HaJAITYBaHHS KOHTpOJIEpa JOMEHY SIK TOJIOB-
HOTO KOHTPOJIepa JJOMEHY 1 BUBOJISITHCS BCl BAMHEH1 3MiHU, MICJISI YOTO OYIKYETHCS TIepe-

3aBaHTAXCHHS JIJ1s1 30€peKEHHS 3MiH.

Mapxeee b.B. Apk.
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File Machine View

PLEEHE GWHEL
PiBeHb i

File Machine View Input Devices Help

2 CORPMARKEIEW\...

R Other user

Input

ioHanbHoETL goMeHy:
ioHansHocTi ni

CORPMARKEIEV
VAdministrator

Puc. 3.1.6 - Bxia Bxke SIK TJOKaJbHOTO aJIMIHICTpaTopa I10MEHY

File Machine Wiew Input Devices Help

R % DNSManager — O ®
File Action Wiew Help
e | nFEIXEB o= HE 8§ 86
6 :’ DNS Marne Type Data Timestarm
~ 3 SRW-MRKY -:I rsdes
~ || Forward Lookup Zones .j_swtes
=) _msdos.corpmarkeiey j_tc
- corpratkeiev.net j' ;
i | Reverse Lookup Zones jE)u P G
= 1 Trust Points Atnaltinscunes
§ | Conditional Forwarders jForestDnsZones
|'i E—I(same as parent folder) Start of Authority (SOA) [29], sre-mrkv.corpmarkei.,  static
i E—I(same a3 parent folder) Marme Server (M5) sre-mtkvcorprarkeievinet,  static
E—I(same as parent folder) Host (8) 205.8.15.2 6/9/2024 ¢
= E:_—Isrv-mrkv Host (&) 205.8.15.2 static

Puc. 3.1.7 - CtBopeHni Ta HanamroBani QyHkiiii DNS cepsepa

Mapxeee b.B. Apk.
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Hactynaum erarom Oyze Hajmaro/pkeHHs ctaTudHoi [P-koHdirypariii KoHTpoiepa
3 BcTaHoBJIeHHSAM Moayisi DHCP 1 BuUKoHaHHS BINOBIAHUX JIJIsl HOTO poOOTH HAJNAIITY-

BaHb.

File Machine View Input Devices Help

E¥ Administrator: Windows PowerShell

powershell. exe

i

Puc. 3.1.8 - Inimianizauis ckpunra “DHCP_IP.ps1”

1o 3akiHYEHHIO pOOOTH CKPUNTA, OTPUMYEMO MOBIAOMIIEHHS MPO YCIIIIHE Haja-
mryBanHss DHCP scope 3 BUBe1€HHSIM BCTaHOBJICHUX ITapaMETPIB, CEPEJl AKUX:

o [Tpomixkok anpec DHCP: 205.8.15.0 - 205.8.15.254

° ITyn anpec nns Bukmouenss: 205.8.15.1 - 205.8.15.7

° Anpeca DHCP cepBepa Ta 0IHOYaCHO KOHTPOJIEpA TIOMEHY

o Macka niamepexi

ur
Name:
e ID

Ra

End Rang
Subnet M:

Puc. 3.1.9 - PesynbraT po6otu ckpunrta “DHCP_IP.ps1”

[Ticns 3akiHYeHHS pOOOTH CKPUIITA, IEPEBIPSIEMO AIMCHICTh BUKOHAHUX HANAILTY-
BaHb BcepennHi Server Manager, a Takox nieperisigaemo [P-kondirypartito mepexeBoro

azganTepa KOHTpoJiepa JOMEHY.

Mapxeee b.B. Apk.
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File Machine View Input Devices Hel

Sl File  Action View  Help

P = = bl
o= 25 = B *
True B8
IP Car (Q [EHCD Start IP Address End IP Address Description Actions
v @3 sremrkvcarpmarkeievinet || g aacaq5g 205.8.15.254 Address range for distribution Address P, &
Comput 1Pt 9
v B ,lw-j'205.8‘15‘1 205.815.7 IP Addresses excluded from distrib|

v [ Scope [205.815.0] Mai
i Address Pool

More.. #
@ Address Leases ‘

sl Razammtinn:

PI/IC 3.1.10 - Ycmimuo ctBopennit DHCP Scope

Machine View Input Devices Help

¥ Metwork Connection Details:
i Property Walue
3 Connection-zpecific DM,
8 Drezcription IntellR) PROAO000 MT Deszkiop Adapter
|_: Physical Address 03-00-27-2F-68-F3
DHCF Enabled Mo
IPvd Address 205.815.2
IPwd Subnet b ask 255.255.255.0
|Pwd Diefault G ateway 205.2.15.1
IPvd DNS Server 2888

|Pvd WS Server

MetBlI0S aver Tepip En.. Yes

Lirk-ocal IPvE Address feB0::91bE: a837:bf19:354 %3
|PwE Default G ateway

IPvE DNS Server

Close

Puc. 3.1.11 - Kondirypaiiist MepekeBoro aganrepa

Sx Mu 6auMMoO Ha MOAAHMX PUCYHKAx, CKpUNT BipHO HanamrtyBaB DHCP
JUIsl aBTOMaTUYHOTO PO3MOAUIEHHS apec MK pOOOYMMH CTAaHLISIMHU TJOMEHY, a TaKOXK
3MIHUB KOH(}ITYpaIlito MEPEKEBOTO ajanTepa KOHTposepa noMeny. Ha npoMy erari 3a-
BEPIIIYEThCA HANAIITYBAaHHS POJICH cepBepy Ta MiHIMAJIbHO HEOOXITHUX CITY»KO MOTpiO-
HUX JJIs TOAAQJIBIIOTO CTBOPEHHS! KOPUCTYBAUIB 1 pO3MOALTY iX MO OpraHi3aliitHUM OJ11-

HUIAM 3aJ151 BCTAHOBJICHHA JOAATKOBUX HAJIAIITYBAHb.

Mapxeee b.B. Apk.
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1 VirtualBox

@I F Moege ol View  hep

WELCOME TO SERVER MANAGER

= Dashboard

i Local Server
il Al Servers . .
- o Configure this local server
I§l AD DS
18 DHCP QUICK START
B Dns 2 Add roles and features
L] S b 3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:4 | Server groups: 1 | Servers total: 1
il ADDs 1 1% DpHce 1 & DNs 1
(@ Manageability (® Manageability (® Manageability
Events Events Events
Services Services Services
Performance Performance Performance I

Puc. 3.1.12 - BinoOpakeHHs BCTaHOBJICHUX CIIyk0 BcepenuHi Server Manager

J71st mepeBipku poOOTH aBTOMATU30BAaHUX CIICHAPiiB BPYyUHY J0JaMO pobouy cTa-

HIIIIO0, 32 JIOTIOMOTOI0 SIKOi MEPEBIPUMO MOXJIMBICTh MPUETHAHHS JI0 JIOMEHY, pOOOTY

DHCP cepBepa, a Takok aBTopH3alii MiJl 00JIKOBUM 3allCOM KOPUCTyBaya OJIHOTO 3

BIJII1JTIB.
ﬂ WS-1-MRK [ ing] - Oracle V1 rtualBo
File M™achine Wiew Input Devices Help
E BnacTMBOCTI CUCTEMMK
Ko ) . - A B |
IMIHEHHA IMEHI KOMM HITERE abo A0mMeHy “. raHHA
INATKOED
M osHa SHIHUTH ik4'A Ta YNEHCTEO UBOMD KOMA'KOTERE, JtdiHK
o | MOYTE BNAMHYTH Ha 0CTYN 40 MEPEKEBHS PECURCE.
7]
Mic
IEII Ir's korn'ioTepa:;
WS-TMAK | afio
MoeHe ir'A korn'ioTepa:;
WwS-1-MRAK
Honarkoso...
HuacHue, gmepemi...
(®) gomeHy:
corpriark eiey. fiet
| T
Puc. 3.1.13 - JlonaBanHus po60401 CTaHIIii 10 JOMEHY
Mapxees b.B. Apk.
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File Machine

Kowmk

4 B 5 Manene epysannn » CucTema i Gesnexa > Cwc

,-‘ Masiens kepyeassa EEsese

faHHA

{naTkoBn

Besneka y Windows X

3MiHeHHs iMeHi KoMn'toTepa abo gomeHy

BeeaiTe iM'A Ta naponk 06iKOBOrO 3anncy, AKWIA Mae NPaso Ha
NPUEAHAHHA A0 JOMEHY.

| Administrator |

esesenens oY, |

OK CracyeaTi

Puc. 3.1.14 - ABropu3zaitis 1iJ1 00J1KOBUM 3aMIMCOM JIOKAJILHOTO aJMiHicTpaTopa

Jan nepexoaumo 10 MoOyI0BH 1 HAIAIITYBAaHHSL CTPYKTYPH JOMEHY, JJISl IIbOTO
iHin1anizyeMo ckpunt “OU_GRP.ps1” koTpuii cTBOpIO€ OprasizaniiHi OJWHULI Ta TPYIH
JUTsl MaliOyTHIX KOPUCTYBayiB BCEPEUHI JOMEHY, BIAMOBIIHO J0 THUX, KOTp1 OyiIu 3a3Ha-
YeH1 y monepeaHromMy po3aiiai. Bapro 3a3nauntw, mo cepex OU nmoTpiOHUX A PO3Mi-
IIEHHS! KOPUCTYBaviB, TaKOX OynyTh ctBopeH1 OU KOTpi MICTUTUMYTh B 001 poOoUl cTa-
HIII IOMEHY BIJJOKpEMJICHI OJTHA BiJl OJTHO1, BIMIOBIIHO JI0 BIJILIIB KOTPii HAJIEKHUTH, a
takok OU Company groups, KOTpa MICTUTUME TPYNHA KOPUCTYBAYIB JIJIsl 3pyUHIIIOI Ha-

Birarii BcepeuHi CTpyKTypH JToMeHy.[23]

File Machine View Input Devices Help

Puc. 3.1.15 - Inimiamzaris ckpunira OU_GRP.psl

Mapxeee b.B. Apk.
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] Active Directory Users and Computers

File  Action  Wiew Help

4 = = = | = & == y y =
¢ 2@ BBz BE T T E
~ 3 corpmarkeiev.net A
" Builtin
w 2| Company Computers

2| WS Accountancy Department
2| WS Digital Transformation
2| WS Engineering Department
2| WS HR Department
w~ (4| Company Groups
$2, Accountancy Department Users
3"'?_, Digital Transformation Users
i3, Engineering Departrent Users
52, HR Departrent Users
42, Systern Administrators
| Computers
w (2] Departments
2| Accountancy Department
2| Digital Transformation
2| Engineering Department
2| HR Department
o Systern &dministrators
2| Domain Contrallers
| FareignSecurityPrincipals

Puc. 3.1.16 - CtBopeni OU Ta rpynu KopucTyBayiB

3ri1HO 1€papxii KOPUCTYBaviB JOMEHY y HIANPHEMCTBA € CIUCOK CIIBPOOITHHKIB,
iX mocaj Ta BIJAUIIB KOTPUM BOHHU Hanexatb. J[aHuil criMcok moTpiOHO IMINOPTYBATH Yy
daiin CSV Ta micnsg 4oro #oro MokHa OyJie 3aCTOCYBaTH MIPH 1HIIIaI3a1ii BIIOBITHOTO
cueHapito. Takum ynuHOM OyAyTh 3aHECEHI JaHl PO KOPUCTYBaUuiB JOMEHY Ta IPYyMH, 10
SKMX BOHU HaJICKATUMYTh.

Cnmparourch Ha CTPYKTYpY TIAMPUEMCTBA Ta BIIUIN, B SIKAX TIPAIIOIOTH CIIBPO-
O0iTHUKHK, aBToMaTu30Banuii cueHapii USERS.psl nogacts no nomeny: 10 criBpoOiTHU-
KiB, 1 CTBOpUTH 6 BiaauiB. Ceper faHUX KOPUCTYBauiB, IPUCYTHI TAKOK OJTHOPA30BI Ta-
pouti, KOTpi OyIyTh 3MIHEHI MiJ 4ac MEepuIoro BXOIy B CUCTEMY, TOMY PU3UKH BUHUK-
HEHH$ 3arpo3 0e3Melli CyTTEBO 3MEHIIYIOThCs. JlaHl mpo KOpUCTyBayiB MOKHA TOOAYUTH

y AOAATKY B cepen niCTUHTY CKPHIITIB.

Mapxeee b.B. Apk.
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rin

Group

Accountan Department Accountancy De
Account Department Accoun

Thomp ich HR Department HR Dep

Brown a. HR Department HR Department

Davi B i Digital Transformation Digital Tr

. Digital T formation Digital Tr

Engine S Engineer
Engine

Adminis

Value

ceiev,DC=net

Value

Department
E Formation Us
g Department

Puc. 3.1.17 - Inimiamizamisa ckpunta USERS.psl

O0OO0OO0O0O000O0

[Ticnst TOro sIK CKpUNT 3aBEPIIMB POOOTY MEPEBIPUMO HASIBHICTH CTBOPEHHUX KOPH-

cTyBauiB y BianoBiiHux OU BcepeaunHi J0MeEHY.

File  Action Wiew Help
o (7 8 XEGd= HR TRETER

w 2] Accountancy Department

Chris Marris Properties
_;_, Jare Smith

. .;_J John Doe Publizhed Certificates  Member OF
w 4] Digital Transformation Security B
;_J Alex Davils Remote Desktop Services Profie
%, Anna Klein Gereral  Address  Accourt

w (2| Engineering Department

Pazzword Replization

? X

Diakin ~ Object
Remoate contral
Attribute Editar

Telephaores Organization

L Ernrna Peterson

Job Title:

?_J Torn Parker

~ 2| HR Department

Department: |System.¢\dministlatnrs

_;_, tichael Thormpson

?_J Sara Brown Campany: |corpmarkeiev
w 2] Systern Administrators M
. ) anager
?_J Chris hdaorris
_:_, Olivia Melson Mame: |

Puc. 3.1.18 - Ilepenik kopucTyBadiB po3MOAIJICHUX MO BiJAiaM KOTPUM BOHH Ha-

JCXKaTh

[Ticnst IbOTO BUKOHAEMO CHIPOOY aBTOPU3YBATUCh HA OJIHIN 3 pOOOYMX CTaHIIN Me-

pexi, KOTpy OyJIO MiAKIIIOUEHO paHille.

Mapxee

¢ b.B.
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Puc. 3.1.19 - ABropu3ariis nija kopuctyBaueMm Biaauny Engineering Department

Ysivitu go: CORPMARKEIEV

IHLWWIM KOpUCTyBaYy

IHLIMM KOPUCTYB

Ckacysatn

N )

Ysivtu ao: CORPMARKEIEV

Ak yBiATK B IHWWIA AOMeH?

Parker Tom

BitaHHs!

Puc. 3.1.20 - Bumora 3MIHUTH TTApOJIb TI1]] 4ac MEPIIOro BXOAY Ta yCHIIIHUMN BX1]T

[licns ycmimHOro npueIHanHs poOOUYOoi CTaHIll Ta MOAAIBIIOTO BXOAY MiJ 00Ii-

KOBHM 3aIMCOM OJTHOTO 3 KOPHCTYBauiB BiJIILIIB iepeBipseMo skicTb poootu DHCP cep-

BEpa

Mapxeee b.B.
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Apx.
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Hama
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BigomocTi npo Mepexese NigKNHYEHHS X

BinomocT npo Mepexese NigKnoYeHHA:

BnacmusicTe 3HaueHHA

DMNS-cysike nigknioYeHHA compmarkeiev net

Orwac Intel{R) PRO/1000 MT Desktop Ad
PiznuHa agpeca 08-00-27-6E-BD-85
MpoTokon DHCP yeirMkHyTo Taw

|IPv4-agpeca 205.8.15.9

Macka nigmepexi |Pv4 255.255.255.0

Opergy oTpuMaHo 12 yepern 2024 p. 4:45:09
OpeHpa sakiHyyeTeCR 20 yepena 2024 p. 4:45:.09
CcHostwit wnos [Pvd 205.2.151

|IPv4 DHCP-cepeep 205.8.15.2

|IPv4 DNS-cepeep 205.8.15.2

IPv4 WINS-cepeep

NetBIOS uepes Tepip yeiMiHy... Taw

38'Rzok-nokancHa |Pvb-agpeca fedl:99acfdab B245fef3%8
OcHosHWi wWnios [Py

|IPvE DNS-cepeep

< >

Puc. 3.1.21 - Ycnimne oTpumaHHs KOH(DIrypaiiiii po604or0 CTaHIIE
3.2 HajamrTyBaHHs IPYNOBHUX MOJITHK

3 MipKyBaHb O€3ME€KH rOJIOBHUMHU 3aBAaHHAMU Oy/i€ 3a0€3MeUeHHs J0CTyy KOpH-
CTyBa4aMm JI0 KOMIT FOTEPIB JIUIIIE CBOTO BiJUILTY, OOMEXEHUN N0CTyn 10 PyHKIIiH onepa-
LIAHOT CUCTEMH, HAJIAIITYBAHHS IMOJITUK MMApPOIB Ta OJOKYBaHHS OOJIKOBUX 3aIHCIB.
Takox OynyTh HaJIAIITOBaHI MOHITOPUHTOBI CUCTEMHU Ta PE3EPBHE KOMIIOBAaHHS JaHUX.
Jlnst nocarnenHs mux uuied 60ynytes HanamroBani GPO BianosigHo 1t koxHOI OU po-

OOUYMX CTaHIIIM BIUTIB, a TAKOXK O€3MOCEPEIHIX BIIILTIB.

[TouneMo 3 po3MeKyBaHHS JOCTYITY 10 poOOYMX CTaHIlii 1oMeny. Ak Oyso 3a3Ha-
YEHO paHillle — MOJITUKU JTO3BOISATUMYTh BXiJ JIMIIIE BKa3aHUM KOPUCTyBadam abo rpy-

1aM, YHEMOKJIMBIIIOIOUM HECAHKI[IOHOBAHUM BX1/1.

Bapro 3a3HauuTH, 110 y aaMIHICTPaTOpiB AOMEHY OyAyTh OCOOJMBI NMOBHOBA-
XeHHs, a came kopuctyBad Chris Morris matume posis DC Admin, sika a€e 3MOry JoKa-
JHHOTO BXOJy Ha JoMeHHOMY KoHTposiepi. KopuctyBau Olivia Nelson B cBoto yepry mae
pouib System Admin, BoHa J1a€ 3MOT'y aBTOpU3yBaTUCh HAa pOOOYMX CTAHIIAX KOPUCTYBaA-

YiB 1HIIAX BIUIITIIB.

JIns  1moCATHEHHS IUX IIJIeH CKOPUCTAEMOCh aBTOMATH30BaHHUM CKPHIITOM

“LOGIN_GPO.ps1”, Bin ctBoproe Ta mpus’szye GPO no OU Bcepemuni Company

Mapxeee b.B. Apk.
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Computers, BIZIOBIIHO J0 CTBOPEHUX BB, JlaHUI CKpUNT 10/1a€ TPYIH KOPUCTYBa-
YiB y CIIUCOK JIO3BOJICHMX Ha BUKOHAHHS JIOKAJIHLHOTO BXOJIY pa3oM 3 0OJIKOBHMH 3allv-
camu, KOTpi Hajexath rpynam. OKpiM HHUX 3aBXIHU JO3BOJISIETHCS BX1J JIOKAITBHOMY ajl-

MIHICTPATOpy JOMEHY.

Tax sik neit ckpunt BukopuctoBye madiaon GPO “Allow log on locally”, To Biamo-
BITHO BiH 3BEPTAETHCS JO 3aMUCYy y CHUCTEMHOMY pEECTpi IiJ HA3BOIO HA3BOIO
“SelnteractiveLogonRight”. KopucrtyBauiB siki He MalOTh JOCTYIy 10 poOOYMX CTaHIIIN
BiJIITy, CKPHIIT JIOJIa€ y CIIUCOK 3a00POHEHUX 3aIHCiB, BAKOPUCTOBYIOUN MPOTUIICIKHY
nomtuky “Deny log on locally”, ili BIANOBIAHMM € 3amUC  PEECTPY

“SeDenylnteractiveLogonRight”

File Machine View Input Devices

| EN Adrainistrator Windows PowerShell - O *

EQn
FAFL1DF},cn=policies, cn=system,DC=corpmarkeiev, DC=net

Configuration
mputerConfiguration

File Machine WView Input Devices

Lif JoMeHy oOkpiM KOHTpOAEpa AOMEHY 3 MpasaMu ajMinicTpaTopa

Administrators

s5fully.

Puc. 3.2.2 - 3aBepiiennst po6OTH CKpUIITa
CnpoOyeMo BUKOHATH BX1J MiJl KopuctyBadeM Biaauty Digital Transformation Ha

pobouiit cTanuii BigauTy Accountancy

Mapxeee b.B. Apk.
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File Machine View Input Devices Help

Davis, Alex

Cnagi6 BXOAY, RKWHA BK HamaracTecs BUKOPMCTATH, HE A03B0neHo. LLLo6 oTpuMaTi A0AaTKOBI
BIAOMOCTI, 38€PHITbCA-A0 AAMIHICTPATOPa MepeX.

el

Puc. 3.2.3 - besycninrna cipo0a BX0y MiJ] JaHUMHU KOpUCTyBada HEBIMOBIIHOTO Bij-
LTy
Takox nAaHWi aBTOMAaTHU30BaHM clieHapid mojae kopuctyBada Chris Morris 1o
rpynu Domain Admin ta Administrators, 110 B CBOIO Yepry Ja€ MOXKJIMBICTh BXO1y Ha
JIOMEHHOMY KoHTposiepi. Tak sik kopuctyBad Olivia Nelson mae pons System Admin, To
BOHA MO€ aBTOPU3yBAaTUCh Ha pOOOYMX CTAHIIISX KOPUCTYBAUiB 1HIITUX BIJJIUIIB 3 Mpa-

BaMU aJMIHICTpaTOpa.

&

File Machine View Input Devices Help

Other user

Chris.Morris
B

Sign in to: CORPMARKEIEV

How do | sian in to another domain?

Puc. 3.2.4 - Cnpo0Oa Bxoay miJ JaHUMHU KopucTyBada System Admin Ha KOHTpoJiepi J10-

MCHY
Mapxeee b.B. Apk.
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3mn. | Apk. Ne 0okym. Hionuc | Hama




File Machine View Input Devices Help

Bl C\Windows\system32icmd.exe

Morris>whoami
ris.morr

C:\Users\Chris.Morris>_

Puc. 3.2.5 — I[lepeBipka Ha ycrimHicTs Bxoay B CMD
Tenep HanmamryemMo MONITUKY ayauTy, abU CIIIKYBAaTH SIKI 3MIHH BiIOyBaIUCh 3
KOpHUCTyBauaMmu y cepenpouiili Server Manager. [Ipu cripo61 3MiHUTH 11apoJib, BIAMOBI/I-
HUil 3anuc Mae 3’sBuTHCh Y Event Viewer 3 onncom Toro koiu Oyina 31iiicHeHa crpooa,

KHM 1 Ha K1 poOOoUiid CTaHLIi.

File Machine View Input Devices Help

3-4255-b

Configu

in Controllers,DC=corpmarkeiev,C=net

Puc. 3.2.6 - [lonituku 1y1st ayAUTY il KOPUCTYBAYiB, TPYIl Ta IHIITUX MO/IH OB’ sI3aHUX
3 aBTOPU3ALIIE€I0

Mapxeee b.B. Apk.
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&
File
&

File
e o 48 XE QB

Action

Wiew  Help

BEE|2aRtaTE%R

] Active Directory Users and Computers [SRY-MRKV.corpmarkeiew.net] ” MNarne

Type
| Taued .
= e OUETIES Reset Password ? ¥
v 3 corpmarkeievinet
| Builtin
= - LLLLLL]J
2| Cormpany Computers Wz pEssTE: | |
3 Company Groups Confirm pagsword: |"""| |
| Computers
w (4| Departments User must change pazsword at next logon
v [Z] Accountancy Depar The user must logoff and then logon again for the change to take effect.
_3_;, Jane Smith . )
Account Lockout Status on this Domain Controller: Unlocked
E, John Doe
:T Dlgl_tal Tr.ansformatl [ Unlock the user's account
2| Engineering Depart
2| HR Department
2| Systern Administrat Canee!
2| Domain Controllers
| ForeignSecurityPrincipals ”
Puc. 3.2.7 - Cipo6a 3MiHATH TTapoJib KOPUCTYBayva

Event Viewer
Action  View  Help

|z B

W

W

Q Ewvent Wiewer {Local)

-\'y Custom Views
_ Server Roles

T Administrative Everts
& Windows Logs

& Application

5] Security

=] Setup

& System

'—| Forwarded Events

Y Applications and Services Logs

-4 Subscriptions

Security
Keywaords D, Source Ewvent.. Task Category G
"%Audit... 1o, Microsoft Wi, 4738 User &ccount ...
! 1. Microsoft Wi 4634
Torn

< Audit., 1o bicrosoft Wi, 4738
G Audit.. 1. Microsoft Wi, 4672 Special Logon
A audit.. 1. Microsoft Wi, 4769 Kerberos Servi..
A audit.. 1. Microsoft Wi, 4634 Logoff
A audit.. 1. Microsoft Wi, 4624 Logon v
Event 4724, Microsoft Windows security auditing, b

General  Details

An atternptuwas made to reset an account's password, ~
Subiect: v

Log Marne: Security

Source: Microsoft Windows security  Logged: 13.06.2024 12:50:35

Event [D: 4724 Task Category:  User Account Management

Lewel: Infarmation Keywords: Audit Success

User: MR, Corputer: SRW-MREM.corprmarkeiev.net

CpCode: Info

Mare Inforrmation:  Event Log Online Help

Puc. 3.2.8 - Binobpaxenns 3miH y XKypHaii noaii

HactynHuM kpokoM OyJio HajJamTOBAHO MOJITUKHU MAPOJIiB Ta OJOKYBaHHS KOPHU-

CTYBadiB MPH HEYCIIIIHUX CIpo0ax yBIATH MO0 CUCTEMHU. BOHU BiIPIZHATUMYTHCS IS

KOPHUCTYBadiB BIJIUTIB Ta CACTEMHUX aaMiHICTpaTopiB. L{e 3pobneno mis 3abe3neyeHHs

BUILIOTO PIBHS 3aXUCTY 71 KOPUCTYBauiB 3 TOBHOBXEHHSIMU aJMIHICTpaTOpa.

Mapxeee b.B.

Llenyxa O.O.

3mn.

Apx.

Ne doxym.

Hionuc | Hama
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Bukonyemo 1nimiamizamito cueHapiro PASS LOCK PSO.psl, ansa HanamryBaHHs
0JIOKyBaHHS KOPUCTYBAaUiB 1 MOJIITUK MMAapoJiiB BiAnoBiaHO. bynu Bukopucrani came PSO,
gyepe3 Te [0 BOHU MICTATH T1 caMi mapaMeTpH mapodiB, mo i ixmi o0'ektu GPO. o6
3aCTOCYBATH Pi3HI HaAJAIITyBaHHs 10 TPyl KOPHUCTYBadiB, aJMiIHICTpaTOpaM IMOTPIOHO
crBoputH HOoBHM PSO 1 HamamTyBatu mapameTpu BianoBigHo a0 Bumor. Komu PSO 3a-
CTOCOBAHO JI0 KOPUCTYyBaya, KOPUCTyBau OUIblle HE BUKOPUCTOBYE MOJITUKY MapOJIiB,
PO3rOpPHYTY y TPYMHOBIii MOJITHUIIL. 3aMICTh I[OTO BiH BUKOPUCTOBYE BKa3aHl1 apameTpu
PSO. Ile B cBOIO Uepry 103BOJISIE THYYKO HAJAIITOBYBATH MapaMeTpU aBTOpU3aLii Jis

PI3HUX KOPUCTYyBauiB, 0e3 notpedbu HanamroByBaT GPO.

File Machine View Input Devices Help

Puc. 3.2.9 - Inimiamizanisa cuenapiro PASS LOCK PSO.psl

[Ticnst 3ampoBaPKEHHS MOJIITHK TIEPEBIPUMO 1X Oe3mocepeiHio poOoTy, CIpo0yeEMO
3MIHUTH NapOJIb KOPUCTYBavya Ha MEHIIMM aH1’K 3a3HA4YE€HO B MOJITHUI, a CaMe MEHIle 8
CUMBOJIIB. TuMyacoBui maposib 10 OyB 3aJlaHMM KOPHUCTYBauy MICTHTh 7 CHUMBOJIB

(B1234567m), mapojib 3 SIKAM BHKOHYETHCSA Crpoba 3MIHCHUTH BXiJ 6 CHMBOJIB

(B123456m).

Mapxeee b.B. Apk.
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I KOpUCTYBaY

i Jane.Smith I

T i -

[ eccccece
m_». e

Ckacysatn

Puc. 3.2.10 - IlepeBipka poOOTH MOJITUKH MTAPOJIIB /I KOPUCTYBAUiB

IHLLIWIM KOPUCTYBaY

Unable to update the password. The value provided for the new password does not meet the
length, complexity, or history-requirements of the domain.

Puc. 3.2.11 - Tlomuika npu HEBIAMOBIAHOCTI TTAPOJIS TTOJIITHIIL

Takox nepeBipuMo poOOTY KUIBKOCTI MOKIIMBUX CIPOO YBOAUTH HENPABUIbHUN

NapoJib, I 3BUYATHIX KOPUCTYBAIB 151 KUTBKICTh CKIagae 6 crpoo.

Mapxeee b.B. Apk.
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3mn. | Apk. Ne 0okym. Hionuc | Hama




Parker Tom

The referenced account is currently locked out and may not be logged on to.

Puc. 3.2.12 - biaokyBaHHS 3BU4aifHOTO0 KOPUCTyBaya Mpu 6 HEBAAIUX CIIpodax

Jlam HajmamTyeMo TpynoBi HOJITUKH, KOTP1 0OMEKYBAaTUMYTh JOCTYI 3BHYaHUX

KOPHUCTYBAaUiB 10 CACTEMHUX 1HCTPYMEHTIB Ta PyHKIII#. J[71s1 11pOT0 1HIIIATI3Y€EMO
ckpunT RESTRICT GPO.psl xoTpuii BUMKHE BKa3aHi (PyHKIIIT 111 KOPUCTYBaviB Ta

pobouunx craHiii BcepeauHi 3a3HaueHnx OU.

File Machine View Input Devices Help

iE JoOMEHY.

4£B50a60

ionTime
ionTime

corpm
3 CORE
& S4FBS@ath

cl 915 Af858ath
ttingsEnabled

Puc. 3.2.13 — Inimiamzanis ckpunta RESTRICT GPO.psi

Gpostatus

Mapxeee b.B.
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JlaHuii CKpUNT Ma€ MPUOPaATH MOXKJIMBICTD 3aITyCKY HACTYIMHUX (DYHKIIIN Ta 1H-
CTPYMEHTIB:
e [lanens KepyBaHHs
e KoMaHJHUI psSIIOK
e HanamryBanns
e 3anyck 3’emuux HociiB (USB)
e BcraHoBleHHS IPOrpaMHOTo 3a0e3MeueHHs
e Peectp
Ane npu upoMy, Bci i GyHKLIT OyAyTh JOCTYIIHI JUIsl KOPUCTYBAyiB rpyInu
System Administrators, Tak sk Ha HUX 111 0OMEKEHHsI HaKJIaJaTUCh HE OyIyTh, TaK CaMo
1 Ha poOOYl CTaHI1i, IKI BOHM BUKOPHUCTOBYIOTb.

' y >
File Machine View Input Devices Help
- t

Microsoft Windows [Version 10.0.19044.1288]
(c) Kopnopauia MaWkpocodT. Yci npaBa 3axuueHi.

The command prompt has been disabled by your administrator.

ress any key to continue . . .

Qaitn [Mapamerpn [lepernag

Mpouecu [MMpoayktueHicts Bamk nporpam  AstosasaHTaxenna Kopuctyeaui  [loknagro Coyx6u

| 100%| 62%  52% 0%
Kopucrysay Cran un Mam'ate Ouck Mepexa
2 Jane.Smith (40) 6,0% | 2367MB 0,1 M6it/c 0 Méit/c

Puc. 3.2.14 — 3a60opoHa BUKOPUCTAHHS KOMaHTHOTO PsiIKa 3BUUaHOMY KOPUCTY-

BayeBl

File Machine View Input Devices Help

®ain Mapamerpun [epernag

Mpouecu MMpoayxTueHicte  Bawk nporpam  AetosasaHtaxenHs Kopuctyeaui [loknagHo CayxBu

100% | 60% 29%

Kopucryeau CraH un Mam'ste Auck |
A Jane.Smith (37) 5,1% ‘ 2541 Mb 0,1 M6it/c (
€D O6mexenHs X

@ Onepauito CKacoBaHO YEPES OBMEXEHHS, BCTAHOBNEHI ANA LIbOTC KOMN ' HOTEPA. 3BEPHITLCA
AO CUCTEMHOrO 3AMIHICTPaTOpa.

Puc. 3.2.15 — 3a60opoHa BUKOPUCTAHHS NTaHEN1 KEpYBaHHS 3BUYaiHOMY KOPUCTY-

BayeBl
Mapxeee b.B. Apk.
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Machine

View

Input Devices Help

1% Aucnetyep 3aaaHe — O Y

®aitn  Mapamerpu

Mepernag

Mpouecw  Mpoayktwenicte  bank nporpam  AsTosasantaxa * | *

22

Kopuctyeau Cran L
A JaneSmith (31) 28

< >

Cruene

Bigknrountica

Puc. 3.2.16— 3a00poHa BUKOPUCTAHHSA PETICTPY 3BUUAHOMY KOPUCTYBayeBi

& WSs-1-MRK [Running] - Oracle VM VirtualBox

File Machine View Input

m| %

€ v [ e

3 Wenakuii goctyn
Po6ounii ctin
& 3asantaxenna
5| Bokymern

= 3o06paxeHHa
@ OneDrive
3 Ueii NK

" Mepexa

Devices Help

© oOptical Drives
)¢ Audio

& Network

# uss

M Shared Folders
W Shared Clipboard
[ brag and Drop

#” Insert Guest Addition:
& Uparade Guest Additi

3aBaHTaKEHHA

\ 4

PoBouwii ctin

v MpucTpoi Ta Hocii (2)

NokaneHuii guck (C:)

iG——
b 426 7B BinbHO 3 6

1% Avcneryep 33saaHb — a X

®aiin Mapamerpn [Mepernag

@8 USB Settings... Mpouecn MpoaykTnenicte Bank nporpam  Astosasan ! | *

USB-Microphone RZTK [0100]
Elite Silicon USB Audio Device [0110]

Kopuerysau Cran
v Kingston DataTraveler 3.0 [0110] 7
A Jane.Smith (36) v
Logitech G102 LIGHTSYNC Gaming Mouse [5200] < >
HATOR gaming keyboard
JoBpaxeHHa Mysm Crueno Biakniountincs
[ =5

WA

Auckoeoa komnakt-auckie (D:)
VirtualBox Guest Additions
0 Baiir sinero 3 51,0 MB

Puc. 3.2.17 — 3ab6opona 3amycky 3’ eMmuux npuctpoiiB (USB) 3Buuaitnomy KopucTyBa-

YyeBl

Mapxeee b.B.

Llenyxa O.O.

3mn.

Apx.

Ne doxym.

ITionuc

Hama

Apx.
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CnyxcBa 3axMCTy KOPUCTYEAYIE *
[lo3BoAnTW Uil NporpamMi BHOCUTW 3MIHW Ha
BalLIOMY NpUCTpoi?

p—A1

) !r' D) Google Chrome Installer
MepegipeHuid Eaaeeuk: Google LLC

@opmaT dainy: HopcTKKA AMCK Ha LLOMY KOMM'HTepi

NoknagHo

Wob npoaoexKTY, BEEAITE IM'A KODWUCTYBaYa 2 MPABaMK
aaMIHICTpaTOpa Ta Naponk.

Maponb

Jomen: CORPMARKEIEV

Tak Hi

Puc. 3.2.18 — 3abopoHa iHcTanALii MPOrpaMHOTO 3a0€3MeYeHHS 3BUUYafHOMY KOPHCTY-
BaueBl
Tenep nepeBiprMO UM JTOCTYIIHI 111 3K (DYHKIIIT TP BXOA1 Ha poOOYil CTaHIlT aAMIHICT-
patopy.

@ ADMIN [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
© Optical Drives
)¢ Audio

Komn'wotep l'j_" o

V/I\D)Ll

7 Wengkuii goctyn
I PoBoynii cTin

; 3aBaHTamKeEHHA ade Guest Additions... ! gaming keyboard

= Aoryraentu Mpouecn TMpogykTnenicTs  bank nporpam  AstosasaHTaxenna Kopuctysadi  [floknagno  CaykGu
= | JobpaxeHHa
2% 54% 0% 0%
@& OneDrive Kopuctyeau Cran L Mam'ate Aunck Mepexa
O Leii MK & Olivia.Melson (26) 0%  1MEME 01 Méin/c 0 Méit/c
e DEFAULT_WIN (E) Crueno Bigknioy

¥ Mepexa
~ lMpwncTpoi Ta Kol (3)

== JlokansHnii Anck (C:) Auckosog komnakT-guekis (D)

|
Ty 45,2 16 ginsHo 3 69,4 TB L
DEFAULT_WIN (E:)

Fa =

53,3 TB ginbHO 3 57,7 TE

Puc. 3.2.19— JloctynHuii 3amyck 3’emuux npuctpoiB (USB) agminicTparopy

Mapxeee b.B. Apk.
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7-Zip 24.06 (x64) Setup

Destination falder:

. N \Program Files'/-Zip
C:\Users\Olivia.Nelson>
(= Hactpoiiku
4 [E2 » Manens kepys... ~ ] Mowl
3HalTK HacTpodky
HacTpotoBaHHA NapaMeTpiB KOMM'loTepa e
| Cucrema
" BiaoOpaxKeHHR, 28YK, CNOBILLEHHR, KUBNEHHA
‘ e g Qbnix
A :j! 3anunc "
- E'—"é MpucTpoi
besm Kopl./!c Bluetooth, nprHTepw, Muwa
Mepeeip [ =
CTaH ™R
KOMN'K o6ni Tenedion
=bepert = 3g8'A3aTH 3 NPUCTPOEM Ha Android, iPhone
peseper -
Kenii Raan O¢>Of
Saiinis Ta @ Mepesxa i IHTepHer
£ e P -
J— nepo Wi-Fi, peskum "y nitary”, VPN
Banky
Lo . Toan v _

Puc. 3.2.20 — JlocTymnHi maHens KepyBaHHS, KOMaHAHUNA PSIOK, HAIAIITYBaHHS Ta BCTa-
HOBJICHHSI IPOTPaMHOTO 3a0€3MEeUeHHS aJMIHICTPATOPY.

3.3 HaslamTyBaHHS Mepe:KeBUX MPUCTPOIB
3a MocTaBI€eHMMU BUMOTaMH y MOMEPEAHIX po3/iiax, IPUCTPOT BCEPEANHI CTPYK-
TypH MalOTh MaTH JOCTYT J0 I100anbHOI Mepexki [HTepHETY, 11e cTa€ MOKJIMBUM 3a BU-
kopuctanis NAT Overflow Ha TO710BHOMY MapIIpyTH3aTOPi. 3arajibHy CXeMy Mepexi B

cepenoBuili GNS3 MoxxHa neperyisanyty y Jonarky b.

SRY-MRKV-1
pM
NET
— MainRouter Sw-1
_.\"\—\_\_
eldf 2
WS- 1MRK-1
W

Puc. 3.3.1 - Cxema migkiIr0ueHHs MapIIpyTU3aTopa 10 Mepexi [HTepHeT y mpo-

rpamHoMy emysaropi GNS3

Mapxeee b.B. Apk.
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Jist peasnizalii 10CTaTHLO BUKOPUCTATH 1 MapipyTuszaTop, 18a iHTepdeiicu sKkoro

OyInyTh HajalmToBaHi Ha oTpuMaHHs [P-aapecu HamaHoi mpoBalIepoM 3a JIOOMOTOIO

DHCP Ta 3B’430K 3 IPUCTPOSIMU JOMEHY BiAMOBIIHO.

Puc. 3.3.3 - HanamtyBannst NAT Ta inTepdeiicy s 38’ 3Ky 3 NPUCTPOSIMH J10-

MEHY

Mapxeee b.B.

Llenyxa O.O.

3mmn.

Apk.

Ne ookym.

ITionuc

JMlama
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@ MainRouter

File Machine View Input Devices Help

o
s N &% Cisco Networking Academy: Lez. X =

< ()  https://www.netacad.com ) 7 [D o=
e stfretfie Networking
CISCO  Academy

& The cybersecurity job market is hot! See why 5 million learners began their journey with our
free Intro to Cybersecurity course

Q

Learn the
technology,
land your
dream job.

Ready to begin, change, or propel your
career? Cisco Networking Academy offers
certification-aligned courses in topics like
cybersecurity, networking, and Python.

# O m g = & 18°C Cloudy ~ T )

Puc. 3.3.5 - IlepeBipka HassBHOCTI JOCTYITY O IHTEPHETY Ha poOOUiil CTaHIIIi J10-

MEHY

Mapxeee b.B. Apk.
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Jlani HamamTyeMo MEpeKeBl mapaMeTpy Ha KOMyTaTOpax JIOMEHY:

Puc. 3.3.6 — HanamrryBanns [P-kondirypartii komytatopa SW-1

HactynHuM KpoKOM HalamTyeMO 3aXHUCT MOPTIB KOMYTAaTOPiB, a0M YHEMOXKIIH-

BUTHU MPUETHAHHS HEBIJJOMUX MIPUCTPOIB JI0 MEPEKI.

Puc. 3.3.7 — HanmamryBanust Port-Security st Mepe:keBUX MPUCTPOIB Ta pOOOYHX

cTaHIii Ha kKomyTaTopi SW1

Mapxeee b.B. Apk.
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Puc. 3.3.7 — HanamryBanus Port-Security HeBUKOpHUCTaHHUX TOPTIB.

AHamnoriyHi HajamTyBaHHs OyJiM MPOBEACHI Ha IHIIMX KOMYyTaTOpax MEpexi.

BucHoBKkHM 10 po3aiiay

VY TperboMy po3/ii OyiI0 pO3TOPHYTO Ta HAJAIITOBAHO KOHTPOJEP TOMEHY 3a J10-

MIOMOT'0K0 aBTOMAaTU30BaHUX CIIEHApIiB, TAKOK BCTAHOBJIEHO HAJ0YJOBU JJIsi MIHIMAJIb-

HOTO (DYHKITIOHYBaHHSI JOMEHY. 3a JornoMororo cieHapiiB PowerShell ctBopeno crpyk-

Typy nomeHny, yci OU Ta KOpUCTyBayiB Yy HUX, HAJAIITOBAHO PO3MEKYBAaHHS JIOCTYIY,

MOJIITUKYU TApOJIiB Ta ayJuT MOJINA Ha cepBepi. Takoxk Oysi0 MiHIMAIBHO HAJAIITOBAHO

MepeXeBl IPUCTPOT MEPEXKI, a TAKOXK PeaTi3oBaHO JIOCTYM 0 Mepexi [HTepHeT Bcepe-

JUH1 TporpamMHoro emyisitopa GNS3.
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BHUCHOBKU

IIpyu BHKOHAHI BUIIYCKOBOI KBajiikaiiitHoi poOoTH OyJI0 MpOBEACHO aHam3 ii
TeMu, OyJ10 po3TIIsIHyTO TexHoJorii MS Active Directory, 3acobu aBTOMaTH30BaHOTO Ke-
pyBaHHsI KOHTpOJIEpaMu JIOMEHY Ta iX HajamTyBaHHs. ByJo BupilieHo SskuMu 3aco0aMu
MO>KHA JIOCSITHYTH BUKOHAHHS pOoOOTH, a caMe 3a JJOTIOMOT'0I0 BUKOPUCTaHHS KOMaH/|Ie-
TiB 0000HKH PowerShell Ta 06’ eqnanHs X y CKpUITH.

Byno cnpoekToBaHO Mepexy MIANPUEMCTBA, KOTpa MOXKE 3a0€3MeUUTH POOOTY
HiIIPUEMCTBA, OyJI0 BpaxoBaHO MOTpedy mpopaxyHky [P-anpecartii Ta omucano po3mo-
I aapec MK MPUCTPOSIMU Y Mepexi. byso oOpaHO 3a I0MOMOror0 SKOro mpoTOKOILY
Oyze 3/11iCHIOBAaTHUCS IPUCBOEHHS aJpeC IPUCTPOSIM JJOMEHY .

Ha ocHoBi meTu kBamigikaiiitHoi poOOTH OyJI0 OCTaBIECHO TEXHIYHE 3aBJaHHS,
KOTpE BKJIIOYAJIO B ce0e MepeiK pillieHb, sIKi MaloTh peali3yBaTH aBTOMATHU30BaHi Clie-
Hapii. byJo 10chaiKeHO SKMM YHHOM MarOTh MPAlOBATH 11l aBTOMaTU30BaH1 CLIEHAPII.

Ham Oyno moOyaoBaHO Mepexy HIANPUEMCTBA, MICIS YOrO BUKOHAHO PO3TOp-
TaHHS! KOHTPOJIEPY JOMEHY 3a JOIIOMOT'0K0 aBTOMaTU30BaHOTO CLIEHAP1I0, KOTPUI BKIIIO-
yaB B ce0€ BCTAHOBJICHHS BAXKJIMBUX MOJYJIB Ta PYHKIIN, I 3a0€31€UeHHs] TOBHOLIH-
HOTO (pyHKIIIOHYBaHHs JoMeHY. [licis iporo Oyno cTBOpEeHO opraHizalliiiHi OJJMHUII Ta
KOPHUCTYBauiB B HUX, MK SIKUMH OyJIO PO3MEXKOBAHO JIOCTYI JI0 MEBHUX (YHKIIIHA J10-
MEHY, foro pecypciB Toio. L{i pimeHHs BKIr0Yaau B ce0€ Pi3HUII0 y MOBHOBAXKEHHSIX
cepe KOpUCTYBaviB, iX MOXKIIMBOCTI B JIOMEHY, a caMe JIOKaJIbHUN BX1J1 Ha poO0YHuX cTa-
HIIISIX JIMIIE CBOTO BIJLTY, MOJITHKY NApOJIiB B 3aJIEKHOCTI Bijl pOJii KOPUCTyBaya.

3a J0MOMOT0I0 CKPUIITIB, OYJIO HAJAr0/PKEHO 0OMEXKEHHSI J1J1sl 3BUYaliHUX KOPHUC-
TyBadyiB 10 CUCTEMHUX (YHKIIIH Ta IHCTPYMEHTIB Ha pOOOYUX CTAHIIISX TaKi SK: MaHEh
KEepYyBaHHsI, HANAIITYBaHHS, 3aBaHTAXCHHs Ta BCTAaHOBJIEHHS MPOTPAMHOrO 3ade3re-
YeHHsI, JOCTYH JI0 KOMaHIHOTO psiaka Ta psaka PowerShell.

B pesynbTaTi poO0TH MO0Y10BaHy MEpEXy MiAMPUEMCTBA OyJI0 CTBOPEHO aBTOMa-
TU30BaH1 PIIIEHHS JJI1 PO3TOPTaHHS KOHTPOJEPY JIOMEHY Ta IMIJIEMEHTALlli BayKJIMBUX

MOJYJIB JUIsl HOTO pOoOOTH.
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10.
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Honatok b
JlicTuHr koH}Irypaiii MepeXeBIUX MPUCTPOIB

Router CONF:
MainRouter#show run

Building configuration...

Current configuration : 1089 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname MainRouter
!
boot-start-marker
boot-end-marker
!
no aaa new-model
memory-size iomem 5
no ip icmp rate-limit unreachable
!
ip cef
ip name-server 8.8.8.8
!
multilink bundle-name authenticated
!
archive
log config
hidekeys
|

ip tcp synwait-time 5

|

interface FastEthernet0/0
ip address dhcp

ip nat outside

ip virtual-reassembly
duplex auto

speed auto

|

interface FastEthernet0/1
ip address 205.8.15.1 255.255.255.0
ip nat inside

ip virtual-reassembly
duplex auto

speed auto

|

no ip http server

ip forward-protocol nd

|

ip nat inside source list 1 interface FastEthernet0/0 overload
!
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access-list 1 permit 0.0.0.0 255.255.255.0
access-list 1 permit 205.0.0.0 0.255.255.255
no cdp log mismatch duplex

|

control-plane

|

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

|

end

SW-1:
Building configuration...

Current configuration : 4876 bytes

I Last configuration change at 20:12:25 UTC Sun Jun 16 2024

version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

service compress-config

|

hostname 10U1
!
boot-start-marker

boot-end-marker
|

iogging discriminator EXCESS severity drops 6 msg-body drops EXCESSCOLL

logging buffered 50000
logging console discriminator EXCESS
|

no aaa new-model
|

no ip icmp rate-limit unreachable
I

no ip domain-lookup

ip cef

no ipv6 cef

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id

!
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vlan internal allocation policy ascending
|

ip tcp synwait-time 5
|

interface Ethernet0/0
|
interface Ethernet0/1
switchport mode access
switchport port-security mac-address sticky
switchport port-security mac-address sticky 0800.272f.68f3
switchport port-security
Ip arp inspection trust
spanning-tree portfast edge
ip dhcp snooping limit rate 256
ip dhcp snooping trust
|
interface Ethernet0/2
switchport mode access
switchport port-security mac-address sticky
switchport port-security mac-address sticky 0800.2772.7e75
switchport port-security
ip arp inspection trust
spanning-tree portfast edge
ip dhcp snooping limit rate 256
ip dhcp snooping trust
|
interface Ethernet0/3
switchport access vlan 99
switchport mode access
switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security
spanning-tree portfast edge
spanning-tree bpduguard enable
|
interface Ethernet1/0
switchport mode access
switchport port-security mac-address sticky
switchport port-security mac-address sticky aabb.cc00.0201
switchport port-security
ip arp inspection trust
spanning-tree portfast edge
ip dhcp snooping limit rate 256
ip dhcp snooping trust
|

interface Ethernetl/1

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge
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spanning-tree bpduguard enable

|

interface Ethernet1/2

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet1/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet2/0

switchport mode access

switchport port-security mac-address sticky
switchport port-security mac-address sticky aabb.cc00.0402
switchport port-security

ip arp inspection trust

spanning-tree portfast edge

ip dhcp snooping limit rate 256

ip dhcp snooping trust

|

interface Ethernet2/1

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security
spanning-tree portfast edge
spanning-tree bpduguard enable

|

interface Ethernet2/2

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security
spanning-tree portfast edge
spanning-tree bpduguard enable

|

interface Ethernet2/3

switchport access vlan 99
switchport mode access

switchport port-security maximum 3

Mapxeee b.B.

Apx.

ILlenyxa 0.0. KKIKB.KP.6 —123-20-113

3mn. | Apk. Ne doxym. Iionuc | dama

67




switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable
|
interface Ethernet3/0

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|
interface Ethernet3/1

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet3/2

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet3/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Vlanl

ip address 205.8.15.4 255.255.255.0

|

ip default-gateway 205.8.15.1
ip forward-protocol nd
|

no ip http server
no ip http secure-server
I

control-plane
I
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line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

!

!

End

SW-2:
SW-2#show run
Building configuration...

Current configuration : 4739 bytes
I

I Last configuration change at 20:18:26 UTC Sun Jun 16 2024
|

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service compress-config

|

hostname SW-2

I

boot-start-marker

boot-end-marker

!

logging discriminator EXCESS severity drops 6 msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS

|

no aaa new-model

!

no ip icmp rate-limit unreachable
!

no ip domain-lookup

ip cef

no ipv6 cef

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id

!

vlan internal allocation policy ascending
!

ip tcp synwait-time 5

I
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interface Ethernet0/0

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet0/1

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet0/2

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet0/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet1/0

switchport mode access

switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernetl/1

switchport mode access

switchport port-security mac-address sticky

switchport port-security mac-address sticky aabb.cc00.0311
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernetl/2
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switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

I

interface Ethernet1/3

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

I

interface Ethernet2/0

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet2/1

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet2/2

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet2/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet3/0
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switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet3/1

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet3/2

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Ethernet3/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

spanning-tree portfast edge

spanning-tree bpduguard enable

|

interface Vlanl

ip address 205.8.15.5 255.255.255.0

|

ip default-gateway 205.8.15.1
ip forward-protocol nd
|

no ip http server
no ip http secure-server
I

control-plane

|

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
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privilege level 15
logging synchronous
line vty 0 4

login

I

End

SW-5:

SW-5#show run
Building configuration...

Current configuration : 4087 bytes
|

I Last configuration change at 20:49:03 UTC Sun Jun 16 2024
|

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service compress-config

|

hostname SW-5

!

boot-start-marker

boot-end-marker

I

logging discriminator EXCESS severity drops 6 msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS

|

no aaa new-model
|

no ip icmp rate-limit unreachable
!

no ip domain-lookup

ip cef

no ipv6 cef

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id

|

vlan internal allocation policy ascending
I

ip tcp synwait-time 5

I

interface Ethernet0/0

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
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spanning-tree bpduguard enable
ip dhcp snooping trust
I

interface Ethernet0/1
switchport access vlan 99
switchport mode access
switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security
Ip arp inspection trust
spanning-tree portfast edge
spanning-tree bpduguard enable
ip dhcp snooping trust
|
interface Ethernet0/2
switchport access vlan 99
switchport mode access
switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security
ip arp inspection trust
spanning-tree portfast edge
spanning-tree bpduguard enable
ip dhcp snooping trust
|

interface Ethernet0/3

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet1/0

|

interface Ethernetl/1

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernetl1/2

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust
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ip dhcp snooping trust
|

interface Ethernet1/3

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

Ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernet2/0

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge

spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet2/1

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge

spanning-tree bpduguard enable

ip dhcp snooping trust
|

interface Ethernet2/2

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet2/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge

spanning-tree bpduguard enable
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ip dhcp snooping trust
|

interface Ethernet3/0
|

interface Ethernet3/1
|

interface Ethernet3/2
|

interface Ethernet3/3

!

interface Vlanl

ip address 205.8.15.6 255.255.255.0
|

ip default-gateway 205.8.15.1
ip forward-protocol nd

I

no ip http server

no ip http secure-server

|

control-plane

I

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

I

End

SW-3:
Building configuration...

Current configuration : 4387 bytes
|

I Last configuration change at 20:25:56 UTC Sun Jun 16 2024
|

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service compress-config

|

hostname SW-3
!
boot-start-marker

boot-end-marker
!
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logging discriminator EXCESS severity drops 6 msg-body drops EXCESSCOLL

logging buffered 50000

logging console discriminator EXCESS
!

no aaa new-model

|

no ip icmp rate-limit unreachable
!

no ip domain-lookup

ip cef

no ipv6 cef

I

spanning-tree mode rapid-pvst
spanning-tree extend system-id

I

vlan internal allocation policy ascending
|

ip tcp synwait-time 5
|

interface Ethernet0/0

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet0/1

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet0/2

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

Mapxeee b.B.

Apx.

ILlenyxa 0.0. KKIKB.KP.6 —123-20-113

3mn. | Apk. Ne doxym. Iionuc | dama

77




interface Ethernet0/3

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet1/0

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernetl/1

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet1/2

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernetl1/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
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spanning-tree bpduguard enable
ip dhcp snooping trust
I

interface Ethernet2/0

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernet2/1

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security mac-address sticky aabb.cc00.0512

switchport port-security mac-address sticky aabb.cc80.0500
switchport port-security

ip arp inspection trust
ip dhcp snooping trust
|

interface Ethernet2/2

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernet2/3

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

|

interface Ethernet3/0
|

interface Ethernet3/1
|

interface Ethernet3/2

interface Ethernet3/3

i-nterface Vlanl
ip address 205.8.15.7 255.255.255.0
1

no ip http server

ip default-gateway 205.8.15.1
ip forward-protocol nd
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no ip http secure-server
|

control-plane

|

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

|

End

SW-4:
Building configuration...

Current configuration : 4475 bytes
I

I Last configuration change at 20:27:29 UTC Sun Jun 16 2024
|

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service compress-config

|

hostname SW-4
!
boot-start-marker

boot-end-marker
|

iogging discriminator EXCESS severity drops 6 msg-body drops EXCESSCOLL

logging buffered 50000
logging console discriminator EXCESS
|

no aaa new-model
|

no ip icmp rate-limit unreachable
!

no ip domain-lookup

ip cef

no ipv6 cef

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id

|

vlan internal allocation policy ascending
I
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ip tcp synwait-time 5
|

interface Ethernet0/0

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet0/1

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust
|

interface Ethernet0/2

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet0/3

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge

spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet1/0

switchport access vlan 99

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security
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ip arp inspection trust
spanning-tree portfast edge
spanning-tree bpduguard enable
ip dhcp snooping trust

|

interface Ethernetl1/1

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

Ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet1/2

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet1/3

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet2/0

switchport access vlan 99
switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

spanning-tree portfast edge
spanning-tree bpduguard enable

ip dhcp snooping trust

|

interface Ethernet2/1
switchport mode access
switchport port-security maximum 3
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switchport port-security mac-address sticky
switchport port-security mac-address sticky aabb.cc00.0412
switchport port-security mac-address sticky aabb.cc80.0400
switchport port-security

ip arp inspection trust

ip dhcp snooping trust

interface Ethernet2/2

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

Ip arp inspection trust

ip dhcp snooping trust

interface Ethernet2/3

switchport mode access

switchport port-security maximum 3
switchport port-security mac-address sticky
switchport port-security

ip arp inspection trust

ip dhcp snooping trust
|

interface Ethernet3/0
|

interface Ethernet3/1
|

interface Ethernet3/2
|

interface Ethernet3/3

!

interface Vlanl

ip address 205.8.15.8 255.255.255.0
I

ip default-gateway 205.8.15.1
ip forward-protocol nd
|

no ip http server
no ip http secure-server
I

control-plane

|

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous

linevty 0 4
login
!
end
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Honatok B
JIicTHHT CTBOpPEHHUX Ta BUKOPUCTAHUX CKPUITIB

INST_FOREST .psl
# import modules
Import-Module ServerManager
Import-Module ActiveDirectory

# params
$computerName = "SRV-MRKV"
$taskName = "Continue_ADDS_ Installation

Rename-Computer -NewName $computerName -Force

# 2nd script

$continueScript = @'

# import modules

Import-Module ServerManager
Import-Module ActiveDirectory
Import-Module ADDSDeployment

$domainName = "corpmarkeiev.net"
$netbiosName = "CORPMARKEIEV"
$computerName = "SRV-MRKV"

Write-Output "TIpooBKeHHS HATAIITYBaHb MiCiIs Iepe3aBaHTAKEHHSL. .."

# ADWS check
$adwsService = Get-Service -Name ADWS -ErrorAction SilentlyContinue
if ($null -eq $adwsService) {
Write-Output "ADWS service not found. Ensure that AD DS role is installed and ADWS is
running."
exit
} elseif ($adwsService.Status -ne 'Running’) {
Write-Output "Starting ADWS service..."
Start-Service -Name ADWS

}

# AD DS role install
Add-WindowsFeature -Name AD-Domain-Services -IncludeAllSubFeature -IncludeManagementTools

# main install proccess

Install-ADDSForest
-CreateDnsDelegation: $false °
-DatabasePath "C:\Windows\NTDS" °
-DomainMode "WinThreshold™"
-DomainName "corpmarkeiev.net"
-DomainNetbiosName "CORPMARKEIEV" *
-ForestMode "WinThreshold"
-InstallDns:$true
-LogPath "C:\Windows\NTDS"
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-SysvolPath "C:\Windows\SYSVOL" "
-SafeModeAdministratorPassword (ConvertTo-SecureString -AsPlainText "B1234567m" -Force) °
-Force:$true

# delete task after all
Unregister-ScheduledTask -TaskName "Continue_ ADDS _Installation" -Confirm:$false

#res

Write-Output "KonTponep nepeiimenoBano Ha: $computerName"
Write-Output "BcTaHOBICHO pOJib TOJIOBHOTO KOHTPOJIEpa JOMEHY"
Write-Output "Hassa nomeny: $domainName"

Write-Output "NetBIOS iM's nomeny: $netbiosName"

Write-Output "PiBens ¢yHkmioHansHOCTI 1oMeny: Windows Server 2016"
Write-Output "PiBenb ¢yHkuionansHocTi Jicy: Windows Server 2016"
Write-Output "Beranosiaeno DNS cepsep”

Write-Output "Hlnsaxu mgo 6a3u qanux NTDS: C:\Windows\NTDS"
Write-Output "HInsixu go xypuany NTDS: C:\Windows\NTDS"
Write-Output "Hnsixu 1o SYSVOL: C:\Windows\SYSVOL"

(@

# write to file
$continueScriptPath = "C:\scripts\FOREST_INST_Continue.ps1”
$continueScript | Out-File -FilePath $continueScriptPath -Encoding UTF8

# schedule task

$action = New-ScheduledTaskAction -Execute ‘powershell.exe’ -Argument "-File
$continueScriptPath"

$trigger = New-ScheduledTaskTrigger -AtStartup

$settings = New-ScheduledTaskSettingsSet -AllowStartifOnBatteries -DontStoplfGoingOnBatteries -
StartWhenAvailable

$principal = New-ScheduledTaskPrincipal -Userld "SYSTEM" -LogonType ServiceAccount -
RunLevel Highest

Register-ScheduledTask -Action $action -Trigger $trigger -Settings $settings -Principal $principal -
TaskName $taskName

# END RELOAD

Write-Output "Renaming computer to $computerName. Rebooting to apply changes in 120 sec..."
Start-Sleep -Seconds 120

Restart-Computer -Force

FOREST_INST_CONTIUE.ps1

Import-Module ServerManager

Import-Module ActiveDirectory

Import-Module ADDSDeployment

$domainName = "corpmarkeiev.net"

$netbiosName = "CORPMARKEIEV"

$computerName = "SRV-MRKV"

Write-Output "TIpooBKEeHHS HANAIITYBaHb MiCiIs Iepe3aBaHTaKEHHS. .."

#ADWS check$adwsService = Get-Service -Name ADWS -ErrorAction SilentlyContinue
if ($null -eq $adwsService) {
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Write-Output "ADWS service not found. Ensure that AD DS role is installed and ADWS is
running."
exit
} elseif ($adwsService.Status -ne 'Running’) {
Write-Output "Starting ADWS service..."
Start-Service -Name ADWS
}
# AD DS role
Add-WindowsFeature -Name AD-Domain-Services -IncludeAllSubFeature -IncludeManagementTools
# install new forest
Install-ADDSForest
-CreateDnsDelegation: $false °
-DatabasePath "C:\Windows\NTDS" °
-DomainMode "WinThreshold" °
-DomainName "corpmarkeiev.net"
-DomainNetbiosName "CORPMARKEIEV" *
-ForestMode "WinThreshold™
-InstallDns:$true
-LogPath "C:\Windows\NTDS"
-SysvolPath "C:\Windows\SYSVOL" "
-SafeModeAdministratorPassword (ConvertTo-SecureString -AsPlainText "B1234567m" -Force)
-Force:$true

# delete task after all
Unregister-ScheduledTask -TaskName "Continue_ ADDS _Installation" -Confirm:$false

#res

Write-Output "Kontponep nepeiimenoBano Ha: $computerName"
Write-Output "BcTaHOBIEHO poJb FOJIOBHOTO KOHTPOJIEpa JOMeHY"
Write-Output "Ha3sa nomeny: $domainName"

Write-Output "NetBIOS im'st nomeny: $netbiosName"

Write-Output "PiBenb ¢pyHkuionansHoCcTi nomeny: Windows Server 2016"
Write-Output "PiBens dyHkiioHanpHoCTi ticy: Windows Server 2016"
Write-Output "Beranosiaeno DNS cepsep”

Write-Output "IInsaxu o 6a3u qanux NTDS: C:\Windows\NTDS"
Write-Output "IInsixu g0 sxyprany NTDS: C:\Windows\NTDS"
Write-Output "IHInsxu 10 SYSVOL: C:\Windows\SYSVOL"

DHCP_IP.psl

Write-Host "HanamryBanust [P-koH}irypaiii koHTposepa ta BctanoBieHHs Moaysist DHCP 3 noganb-
muME HanamTyBaHasMu" -ForegroundColor White

Import-Module ServerManager
Import-Module ActiveDirectory

Install-WindowsFeature -Name DHCP -IncludeManagementTools
Import-Module DhcpServer
# params

$dnsdomain = "corpmarkeiev.net
$newname = "SRV-MRKV"
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$featureLogPath = "C:\\poshlog\\featurelog.txt"

#FUNCTION

if (-not (Test-Path -Path $featureLogPath)) {
New-Item $featureLogPath -ltemType File -Force
¥
$addsTools = "RSAT-AD-Tools"
Add-WindowsFeature $addsTools
Get-WindowsFeature | Where-Object {$_.Installed} | Out-File -FilePath $featureLogPath -Append

# IP CONF

$ipaddress = "205.8.15.2"
Siprefixlen = 24

$ipgw = "205.8.15.1"

$ipdns = "205.8.15.2"

$ipid = (Get-NetAdapter).ifIndex
$zero ="205.8.15.0"

$startrange = "'205.8.15.8"
$endrange = "205.8.15.254"
$mask = "255.255.255.0"

# Check curr IP

if (-not (Get-NetIPAddress -IPAddress Sipaddress)) {
New-NetIPAddress -IPAddress $ipaddress -PrefixLength $iprefixlen -Interfacelndex $ipid
Set-DnsClientServerAddress -Interfacelndex $ipid -ServerAddresses $ipdns
Set-NetlIPInterface -Interfacelndex $ipid -InterfaceMetric 1

}

# RESULTS
Write-Host "IP Configuration:™ -ForegroundColor Cyan
Get-NetIPConfiguration

# DHCP SCOPE

Add-DhcpServerv4Scope -EndRange $endrange -Name "Main" -StartRange $startrange -SubnetMask
$mask -State Active -ComputerName $newname

Set-DhcpServerv4OptionValue -ComputerName $newname -DnsServer $ipdns -DnsDomain
$dnsdomain -Router $ipgw

Set-DhcpServerv4OptionValue -ComputerName $newname -ScopelD $zero -DnsServer $ipdns -
DnsDomain $dnsdomain -Router $ipgw

# params for dhcp

$scopeName = "MainScope"
$scopeld = "205.8.15.0"
$exclusionStartl = "205.8.15.1"
$exclusionEndl ="205.8.15.7"

# valid check

if (-not ([IPAddress]::TryParse($ipaddress, [ref]$null))) {
Write-Host "Invalid IP address. Please enter a valid IP address.” -ForegroundColor Red
exit
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¥

if (-not ([IPAddress]::TryParse($ipdns, [ref]$null))) {
Write-Host "Invalid DNS server IP address. Please enter a valid IP address.” -ForegroundColor Red
exit

¥

if (-not ([IPAddress]::TryParse($ipgw, [ref]$null))) {
Write-Host "Invalid router IP address. Please enter a valid IP address." -ForegroundColor Red
exit

}

# excluded addrs
try {

Add-DhcpServerv4ExclusionRange -Scopeld $scopeld -StartRange $exclusionStartl -EndRange
$exclusionEnd1 -ErrorAction Stop

Write-Host "Exclusion range successfully added to the DHCP scope." -ForegroundColor Green
} catch {

Write-Host "Failed to add exclusion range: $ " -ForegroundColor Red

}

# results

Write-Host "Configured DHCP Scope Parameters:" -ForegroundColor Cyan
Write-Host "Scope Name: $scopeName" -ForegroundColor Cyan
Write-Host "Scope ID: $scopeld” -ForegroundColor Cyan

Write-Host "Start Range: $startrange" -ForegroundColor Cyan

Write-Host "End Range: $endrange” -ForegroundColor Cyan

Write-Host "Subnet Mask: $mask" -ForegroundColor Cyan

Write-Host "DNS Server: $ipdns” -ForegroundColor Cyan

Write-Host "DNS Domain: $dnsdomain™ -ForegroundColor Cyan
Write-Host "Router (Gateway): $ipgw" -ForegroundColor Cyan

Write-Host "Exclusion Range 1: $exclusionStartl - $exclusionEnd1" -ForegroundColor Cyan

Write-Output "IP Address: $ipaddress”
Write-Output "Prefix Length: $iprefixlen”
Write-Output "Gateway: $ipgw"
Write-Output "DNS: $ipdns"
Write-Output "Interface ID: $ipid"
Write-Output "Network Address: $zero"
Write-Output "Start Range: $startrange"
Write-Output "End Range: $endrange”
Write-Output "Subnet Mask: $mask™

OU_GRP.ps1
Import-Module ActiveDirectory

$rootOUs = @(
"Departments",
"Company Groups",
"Company Computers"

)

$createdRootOUs = @()
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foreach ($ou in $rootOUs) {
New-ADOrganizationalUnit -Name $ou -Path "DC=corpmarkeiev,DC=net"
$createdRootOUs += "OU=%ou,DC=corpmarkeiev,DC=net"

}

$wsDepartments = @(
"WS Accountancy Department",
"WS HR Department",
"WS Digital Transformation™,
"WS Engineering Department"

)

$createdWSDepartments = @()
foreach ($ou in $wsDepartments) {

New-ADOrganizationalUnit -Name $ou -Path "OU=Company
Computers,DC=corpmarkeiev,DC=net"

$createdWSDepartments += "OU=$ou,0U=Company Computers,DC=corpmarkeiev,DC=net

}

$departments = @(
"Accountancy Department",
"HR Department”,
"Digital Transformation”,
"Engineering Department”,
"System Administrators"

)

$createdDepartments = @()

foreach ($ou in $departments) {
New-ADOrganizationalUnit -Name $ou -Path "OU=Departments,DC=corpmarkeiev,DC=net"
$createdDepartments += "OU=$ou,0U=Departments,DC=corpmarkeiev,DC=net"

}

$groupList = @(
"Accountancy Department Users",
"HR Department Users",
"Digital Transformation Users",
"Engineering Department Users",
"System Administrators"

)

$createdGroups = @()
foreach ($group in $groupList) {
New-ADGroup -Name $group -GroupCategory Security -GroupScope Global -Path "OU=Company
Groups,DC=corpmarkeiev,DC=net"
$createdGroups += "CN=$group,OU=Company Groups,DC=corpmarkeiev,DC=net"
}

Write-Output "Total created root OUs: $($createdRootOUs.Count)"
$createdRootOUs | Format-Table -AutoSize

Write-Output "Total created WS departments in Company Computers:
$($createdWSDepartments.Count)"
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$createdWSDepartments | Format-Table -AutoSize

Write-Output "Total created departments: $($createdDepartments.Count)"
$createdDepartments | Format-Table -AutoSize

Write-Output "Total created groups: $($createdGroups.Count)"
$createdGroups | Format-Table -AutoSize

USERS.psl
Import-Module ActiveDirectory
$csvPath = "C:\scripts\Users.csv"

if (-Not (Test-Path -Path $csvPath)) {
Write-Error "CSV file not found at path: $csvPath"
exit

}

$ADUsers = Import-Csv $csvPath -Delimiter ;"

$addedUsersCount = 0
$addedUsersInfo = @()
SouDistribution = @{}
$groupDistribution = @{}

foreach ($User in SADUsers)

{
# CSv params
$Username = $User.username
$Password = $User.password
$Firstname = $User.firstname
$Lastname = $User.lastname
$telephone = $User.telephone
$jobtitle = $User.jobtitle
$department = $User.department
$Company = $User.company

switch ($department) {
"Accountancy Department" { $ouPath = "OU=Accountancy
Department,OU=Departments,DC=corpmarkeiev,DC=net" }
"HR Department" { $ouPath = "OU=HR
Department,OU=Departments,DC=corpmarkeiev,DC=net" }
"Digital Transformation" { $ouPath = "OU=Digital
Transformation,OU=Departments,DC=corpmarkeiev,DC=net" }
"Engineering Department" { $ouPath = "OU=Engineering
Department,OU=Departments,DC=corpmarkeiev,DC=net" }
"System Administrators” { $ouPath = "OU=System
Administrators,OU=Departments,DC=corpmarkeiev,DC=net" }
default { $ouPath = "OU=Departments,DC=corpmarkeiev,DC=net" }

¥
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# check if user true
if (Get-ADUser -Filter {SamAccountName -eq $Username})
{
# if user - true, warnning
Write-Warning "A user account with username $Username already exists in Active Directory."

}
else
{
try {
# if not -- create new user
New-ADUser

-SamAccountName $Username -

-UserPrincipalName "$Username@corpmarkeiev.net™
-Name "$Firstname $Lastname" °

-GivenName $Firstname

-Surname $Lastname °

-Enabled $true

-DisplayName "$Lastname, $Firstname" °

-Path $ouPath

-Company $Company °

-OfficePhone $telephone °

-Title $jobtitle

-Department $department

-AccountPassword (ConvertTo-SecureString $Password -AsPlainText -Force)
-ChangePasswordAtLogon $True

# add user to his grp

switch ($department) {
"Accountancy Department” { $groupName = "Accountancy Department Users™ }
"HR Department" { $groupName = "HR Department Users" }
"Digital Transformation™ { $groupName = "Digital Transformation Users" }
"Engineering Department"” { $groupName = "Engineering Department Users" }
"System Administrators” { $groupName = "System Administrators"” }
default { $groupName ="" }

}

if ($groupName -ne ") {
Add-ADGroupMember -ldentity $groupName -Members $Username
}

$addedUsersCount++
$addedUsersInfo += [PSCustomObject]@{
Firstname = $Firstname
Lastname = $Lastname
Username = $Username
Department = $department
Group = $groupName

OU = $ouPath
¥
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if (SouDistribution.ContainsKey($ouPath)) {
$ouDistribution[$ouPath]++

}else {
$ouDistribution[$ouPath] = 1

}

if ($groupDistribution.ContainsKey($groupName)) {
$groupDistribution[$groupName]++

}else {
$groupDistribution[$groupName] = 1
¥
}
catch {
Write-Error "Failed to create user $Username. Error: $_"
¥
}
¥

Write-Output "Total added users: $addedUsersCount"
$addedUsersInfo | Format-Table -AutoSize

Write-Output "User distribution by OU:"
SouDistribution.GetEnumerator() | Sort-Object Name | Format-Table -Property Name, Value -
AutoSize

Write-Output "User distribution by Groups:"
$groupDistribution.GetEnumerator() | Sort-Object Name | Format-Table -Property Name, Value -
AutoSize

# JOBTITLE_UPDATE_FIX

# list

$usersJobTitles = @{
"John Doe" = "Accounter”
"Jane Smith" = "Accounter"
"Michael Thompson" = "HR Specialist"
"Sara Brown" = "HR Specialist"
"Alex Davis" = "Designer"
"Anna Klein" = "Photograph”
"Tom Parker" = "Lead engineer"
"Emma Peterson™ = "Engineer"
"Chris Morris™ = "DC Admin"
"Olivia Nelson™ = "System Admin"

}

# path to OU

$ouPaths = @{
"John Doe" = "OU=Accountancy Department,OU=Departments,DC=corpmarkeiev,DC=net"
"Jane Smith" = "OU=Accountancy Department,OU=Departments,DC=corpmarkeiev,DC=net"
"Michael Thompson"” = "OU=HR Department,0U=Departments,DC=corpmarkeiev,DC=net"
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"Sara Brown" = "OU=HR Department,OU=Departments,DC=corpmarkeiev,DC=net"

"Alex Davis" = "OU=Digital Transformation,OU=Departments,DC=corpmarkeiev,DC=net"
"Anna Klein" = "OU=Digital Transformation,OU=Departments,DC=corpmarkeiev,DC=net"
"Tom Parker" = "OU=Engineering Department,OU=Departments,DC=corpmarkeiev,DC=net"
"Emma Peterson” = "OU=Engineering Department,OU=Departments,DC=corpmarkeiev,DC=net"
"Chris Morris" = "OU=System Administrators,OU=Departments,DC=corpmarkeiev,DC=net"
"Olivia Nelson™ = "OU=System Administrators,OU=Departments,DC=corpmarkeiev,DC=net"

}

# update

foreach ($user in $usersJobTitles.Keys) {
$jobTitle = $usersJobTitles[$user]
$ouPath = $ouPaths[$user]

# Onosnenns JobTitle
Get-ADUser -Filter {Name -eq $user} -SearchBase $ouPath | Set-ADUser -Title $jobTitle

Write-Output "OnogiieHo JobTitle s $user 1o $jobTitle"

LOGIN_GPO.psl
Import-Module ActiveDirectory
Import-Module GroupPolicy

Write-Output "HanamryBaHHs TPYHOBUX IMOITHK I PO3MEKYBaHHS JOCTYITy KOPUCTYBaYiB JI0 PO-
0ounx cragiiit"

$domain = "corpmarkeiev.net"

$netbiosDomain = "CORPMARKEIEV"

$companyComputersOU = "OU=Company Computers,DC=corpmarkeiev,DC=net"

$dcOU = "OU=Domain Controllers,DC=corpmarkeiev,DC=net"

$dcAdmin = "Chris Morris"
$systemAdmin = "Olivia Nelson"

# get "WS"
$wsOUs = Get-ADOrganizationalUnit -SearchBase $companyComputersOU -Filter {Name -like
"WS*"}

foreach ($ou in $wsOUs) {
$ouName = $ou.Name
$ouPath = "OU=%ouName,$companyComputersOU"
$deptName = $ouName -replace *"WS ', "
$deptUsersGroup = "$netbiosDomain\" + ($deptName -replace ' ', ") + " Users"
$gpoName = "$ouName - Restrict Logon"

$gpo = New-GPO -Name $gpoName -Comment "Restrict local logon to $deptName users"
New-GPLink -Name $gpoName -Target $ouPath -Enforced Yes

$deniedUsers = "$nethiosDomain\Domain Users"
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Set-GPRegistryValue -Name $gpoName -Key
"HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System™ -ValueName
"DenylnteractiveLogonRight" -Type MultiString -Value $deniedUsers

Set-GPRegistryValue -Name $gpoName -Key
"HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System" -ValueName
"SelnteractiveLogonRight" -Type MultiString -Value @("$netbiosDomain\Administrator",
"$deptUsersGroup”, "$netbiosDomain\Olivia Nelson™)

}

#make crhis domain adm
Add-ADGroupMember -ldentity "Domain Admins" -Members "$netbiosDomain\Chris Morris"
Add-ADGroupMember -ldentity "Administrators™ -Members "$netbiosDomain\Chris Morris"

$dcGpoName ="DC Admin - Allow Logon™

$dcGpo = New-GPO -Name $dcGpoName -Comment "Allow DC Admin logon*
New-GPLink -Name $dcGpoName -Target $dcOU -Enforced Yes

Set-GPRegistryValue -Name $dcGpoName -Key
"HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System" -ValueName
"SelnteractiveLogonRight" -Type MultiString -Value @("$netbiosDomain\Administrator",
"$netbiosDomain\Chris Morris")

# Olivia system admin logon

$workstationsGpoName = "System Admin - Allow Logon"

$workstationsGpo = New-GPO -Name $workstationsGpoName -Comment "Allow System Admin
logon”

New-GPLink -Name $workstationsGpoName -Target $companyComputersOU -Enforced Yes
Set-GPRegistryValue -Name $workstationsGpoName -Key
"HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System" -ValueName
"SelnteractiveLogonRight" -Type MultiString -Value @("$netbiosDomain\Administrator",
"$netbiosDomain\Olivia Nelson")

# olivia admin
Add-ADGroupMember -ldentity "Administrators" -Members "$netbiosDomain\Olivia Nelson"

Write-Output "HanarmryBanns 3aBepiineHo!"”

Write-Output "Olivia Nelson mae 1ocTyI A0 ycix poOOYHX CTaHIIii TOMEHY OKpiM KOHTpOJIepa 10-
MeHY 3 IpaBaMu aJIMiHicTpaTopa"

Write-Output "Olivia Nelson goxano 1o rpymu Administrators"

Write-Output "Chris Morris Ma€e T0CTyI 10 KOHTpoJiepa TOMeHY"

Write-Output "Chris Morris nogano go rpyn Domain Admins Ta Administrators"

gpupdate /force
PASS _LOCK PSO.psl

Import-Module ActiveDirectory

Write-Host "Configruing PSO for users..."

$systemAdminsOuPath = "OU=System Administrators,OU=Departments,DC=corpmarkeiev,DC=net"
SotherUsersOuPath = "OU=Departments,DC=corpmarkeiev,DC=net"

$systemAdminsPsoName = "PSO for System Administrators"
$systemAdminsPso = New-ADFineGrainedPasswordPolicy -Name $systemAdminsPsoName °
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-Precedence 1 °

-PasswordHistoryCount 24 °

-ReversibleEncryptionEnabled $false °

-ComplexityEnabled $true

-MinPasswordLength 12 °

-MinPasswordAge (New-TimeSpan -Days 1)
-MaxPasswordAge (New-TimeSpan -Days 42) °
-LockoutThreshold 3

-LockoutObservationWindow (New-TimeSpan -Minutes 60) -
-LockoutDuration (New-TimeSpan -Minutes 60)

Add-ADFineGrainedPasswordPolicySubject -Identity $systemAdminsPsoName -Subjects "System
Administrators”

$systemAdminsPsoDetails = Get-ADFineGrainedPasswordPolicy -ldentity $systemAdminsPsoName
Write-Host "Configured PSO for System Administrators:"
Write-Host " - Name: $($systemAdminsPsoDetails.Name)"
Write-Host " - Precedence: $($systemAdminsPsoDetails.Precedence)"
Write-Host " - Password History Count: $($systemAdminsPsoDetails.PasswordHistoryCount)"
Write-Host " - Reversible Encryption Enabled:
$($systemAdminsPsoDetails.ReversibleEncryptionEnabled)"
Write-Host "' - Complexity Enabled: $($systemAdminsPsoDetails.ComplexityEnabled)"
Write-Host " - Minimum Password Length: $($systemAdminsPsoDetails.MinPasswordLength)"
Write-Host "' - Minimum Password Age: $($systemAdminsPsoDetails.MinPasswordAge)"
Write-Host " - Maximum Password Age: $($systemAdminsPsoDetails.MaxPasswordAge)"
Write-Host "' - Lockout Threshold: $($systemAdminsPsoDetails.LockoutThreshold)"
Write-Host " - Lockout Observation Window:
$($systemAdminsPsoDetails.LockoutObservationWindow)"
Write-Host " - Lockout Duration: $($systemAdminsPsoDetails.LockoutDuration)"
$otherUsersPsoName = "PSO for Other Users"
$otherUsersPso = New-ADFineGrainedPasswordPolicy -Name $otherUsersPsoName °

-Precedence 2 -

-PasswordHistoryCount 12 °

-ReversibleEncryptionEnabled $false

-ComplexityEnabled $true

-MinPasswordLength 8 °

-MinPasswordAge (New-TimeSpan -Days 1)

-MaxPasswordAge (New-TimeSpan -Days 42) °

-LockoutThreshold 6

-LockoutObservationWindow (New-TimeSpan -Minutes 10)

-LockoutDuration (New-TimeSpan -Minutes 10)

Add-ADFineGrainedPasswordPolicySubject -Identity $otherUsersPsoName -Subjects "Accountancy
Department Users”, "Digital Transformation Users", "Engineering Department Users”, "HR
Department Users"

SotherUsersPsoDetails = Get-ADFineGrainedPasswordPolicy -Identity $otherUsersPsoName
Write-Host "Configured PSO for Other Users:"

Write-Host "' - Name: $($otherUsersPsoDetails.Name)"

Write-Host " - Precedence: $($otherUsersPsoDetails.Precedence)"

Write-Host " - Password History Count: $($otherUsersPsoDetails.PasswordHistoryCount)"
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Write-Host " - Reversible Encryption Enabled:
$($otherUsersPsoDetails.ReversibleEncryptionEnabled)"

Write-Host " - Complexity Enabled: $($otherUsersPsoDetails.ComplexityEnabled)™
Write-Host " - Minimum Password Length: $($otherUsersPsoDetails.MinPasswordLength)
Write-Host "' - Minimum Password Age: $($otherUsersPsoDetails.MinPasswordAge)”
Write-Host "' - Maximum Password Age: $($otherUsersPsoDetails.MaxPasswordAge)"
Write-Host " - Lockout Threshold: $($otherUsersPsoDetails.LockoutThreshold)"
Write-Host "' - Lockout Observation Window:
$($otherUsersPsoDetails.LockoutObservationWindow)"

Write-Host " - Lockout Duration: $($otherUsersPsoDetails.LockoutDuration)"

Write-Host "PSO policies configured successfully and linked to specified groups.”

Write-Host "Updating Policies..."
gpupdate /force

AUDIT_GPO.psl
Import-Module ActiveDirectory
Import-Module GroupPolicy

$gpoName = "Audit Policy Configuration”
SouPaths = @("OU=Company Computers,DC=corpmarkeiev,DC=net", "*OU=Domain
Controllers,DC=corpmarkeiev,DC=net")

$gpo = New-GPO -Name $gpoName -Comment "Configuring audit policies”

foreach ($ouPath in $ouPaths) {
New-GPLink -Name $gpoName -Target $ouPath -Enforced Yes

}

SauditCategoryPath = "HKLM\SOFTWARE\Policies\Microsoft\Windows\Audit"

$auditPolicies = @(

@{ Name = "Audit Other Logon/Logoff Events"; Key = "AuditOtherLogonEvents"; Value = "3" },

@{ Name = "Audit Logon"; Key = "AuditLogon"; Value = "3" },

@{ Name = "Audit Computer Account Management"; Key =
"AuditComputerAccountManagement™; Value = "3" },

@{ Name = "Audit Other Account Management Events"; Key =
"AuditOtherAccountManagementEvents"; Value = "3" },

@{ Name = "Audit Security Group Management"; Key = "AuditSecurityGroupManagement";
Value = "3" },

@{ Name = "Audit User Account Management"; Key = "AuditUserAccountManagement”; Value =
"3},

@{ Name = "Audit Logoff"; Key = "AuditLogoff"; Value ="3" },

@{ Name = "Audit Other Account Logon Events"; Key = "AuditOtherAccountLogonEvents";
Value ="3" },

@{ Name = "Audit Directory Service Access"; Key = "AuditDirectoryServiceAccess"; Value ="3'
}

@{ Name = "Audit Active Directory Domain Services Object Changes"; Key =
"AuditActiveDirectoryDomainServicesObjectChanges"; Value = "3" },

@{ Name = "Audit Account Lockout"; Key = "AuditAccountLockout"; Value = "3" },
@{ Name = "Audit Registry"; Key = "AuditRegistry"; Value = "3" },
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@{ Name = "Audit Certification Services"; Key = "AuditCertificationServices"; Value ="3" },
@{ Name = "Audit Policy Change"; Key = "AuditPolicyChange"; Value = "3" }
)

foreach ($policy in $auditPolicies) {

Set-GPRegistryValue -Name $gpoName -Key "$auditCategoryPath™ -ValueName $policy.Key -
Type String -Value $policy.Value

Write-Host "Configured $($policy.Name) policy."
}

Write-Host "Audit policies configured successfully and linked to specified OUs."
RESTRICTION_GPO.psl

Write-Host "3acTocyBaHHS MOMITHK 0OMEKEHD ISl KOPUCTYBadiB JOMEHY."

if (-not (Get-Module -ListAvailable -Name GroupPolicy)) {
Write-Error "Monynb GroupPolicy He 3HaiineHo. by nacka, BCTaHOBITH HOTO TIEpe]] 3aIlyCKOM
ckpunra."
exit
¥
Import-Module GroupPolicy

$gpoName = "UserRestrictions"

$ouList = @(
"OU=WS Accountancy Department,OU=Company Computers,DC=corpmarkeiev,DC=net",
"OU=WS Digital Transformation,OU=Company Computers,DC=corpmarkeiev,DC=net",
"OU=WS Engineering Department,OU=Company Computers,DC=corpmarkeiev,DC=net",
"OU=WS HR Department,OU=Company Computers,DC=corpmarkeiev,DC=net",
"OU=Accountancy Department,OU=Departments,DC=corpmarkeiev,DC=net",
"OU=Digital Transformation,OU=Departments,DC=corpmarkeiev,DC=net",
"OU=Engineering Department,OU=Departments,DC=corpmarkeiev,DC=net",
"OU=HR Department,OU=Departments,DC=corpmarkeiev,DC=net"

)

$gpo = Get-GPO -Name $gpoName -ErrorAction SilentlyContinue
if (!$gpo) {

$gpo = New-GPO -Name $gpoName

Write-Host "Hosuii GPO ctBopeno: $gpoName"

}else {
Write-Host "GPO Bixke icuye: $gpoName"

¥

Write-Host "HanamtyBaHHs MOJTITHK OOMEXEHB..."

Set-GPRegistryValue -Name $gpoName -Key
"HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer" -ValueName
"NoControlPanel" -Type DWord -Value 1

Write-Host " JToctym 10 maHen kepyBaHHs 3a00pOHEHO. "

Set-GPRegistryValue -Name $gpoName -Key "HKCU\Software\Policies\Microsoft\Windows\System"

-ValueName "DisableCMD" -Type DWord -Value 1
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Write-Host " Toctym g0 psiaka PowerShell 3a6oponero."

Set-GPRegistryValue -Name $gpoName -Key
"HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System™ -ValueName
"DisableRegistryTools" -Type DWord -Value 1

Write-Host "[TocTym 10 HanamTyBaHb CHCTEMH 3a00pOHEHO."

Set-GPRegistryValue -Name $gpoName -Key
"HKLM\SYSTEM\CurrentControlSet\Services\USBSTOR" -ValueName "Start" -Type DWord -Value
4

Write-Host "ITigkarouenns USB npuctpoiB 3a00poHEHO."

Set-GPRegistryValue -Name $gpoName -Key
"HKLM\Software\Policies\Microsoft\Windows\Installer" -ValueName "DisableMSI" -Type DWord -
Value 1

Write-Host "BcranoBiieHHsI TporpaMHOro 3ade3nedyeHHs 3a00poHeHo. "

Set-GPRegistryValue -Name $gpoName -Key
"HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Attachments™ -ValueName
"SaveZonelnformation" -Type DWord -Value 1

Write-Host "3aBanTtaskeHHs 3 Opay3epa 3a00poHeHO."

foreach ($ou in $oulList) {
New-GPLink -Name $gpoName -Target $ou
Write-Host "ITomituka rpymnu 3acrocoBana 10 OU: $ou."

}

Write-Host "[TosiTuku 0OMeXeHb Ui KOPUCTYBadiB HAJIAMTOBAHO."
USERS.csv

firstname;lastname;username;department;password;telephone;jobtitle;company;cn
John;Doe;John.Doe;Accountancy
Department;Password1;1234567890;Accountant;corpmarkeiev;CN=John Doe,OU=Accountancy
Department,OU=Branch1,0U=Departments,DC=corpmarkeiev,DC=net
Jane;Smith;Jane.Smith; Accountancy
Department;Password2;2345678901;Accountant;corpmarkeiev;CN=Jane Smith,OU=Accountancy
Department,OU=Branch1,0U=Departments,DC=corpmarkeiev,DC=net

Michael; Thompson;Michael. Thompson;HR Department;Password3;3456789012;HR
Specialist;corpmarkeiev;CN=Michael Thompson,OU=HR
Department,OU=Branch1,0U=Departments,DC=corpmarkeiev,DC=net
Sara;Brown;Sara.Brown;HR Department;Password4;4567890123;HR
Specialist;corpmarkeiev;CN=Sara Brown,OU=HR
Department,OU=Branch1,0U=Departments,DC=corpmarkeiev,DC=net
Alex;Davis;Alex.Davis;Digital Transformation;Password5;5678901234;Digital
Analyst;corpmarkeiev;CN=Alex Davis,OU=Digital
Transformation,OU=Branch2,0U=Departments,DC=corpmarkeiev,DC=net
Anna;Klein;Anna.Klein;Digital Transformation;Password6;6789012345;Digital
Analyst;corpmarkeiev;CN=Anna Klein,0U=Digital
Transformation,OU=Branch2,0U=Departments,DC=corpmarkeiev,DC=net

Tom;Parker; Tom.Parker;Engineering
Department;Password7;7890123456;Engineer;corpmarkeiev;CN=Tom Parker,OU=Engineering
Department,OU=Branch2,0U=Departments,DC=corpmarkeiev,DC=net
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Emma;Peterson;Emma.Peterson;Engineering
Department;Password8;8901234567;Engineer;corpmarkeiev;CN=Emma Peterson,OU=Engineering
Department,OU=Branch2,0U=Departments,DC=corpmarkeiev,DC=net
Chris;Morris;Chris.Morris;System
Administrators;Password9;9012345678;SysAdmin;corpmarkeiev;CN=Chris Morris,OU=System
Administrators,0U=Departments,DC=corpmarkeiev,DC=net

Olivia;Nelson;Olivia.Nelson;System
Administrators;Password10;123456789;SysAdmin;corpmarkeiev;CN=0livia Nelson,OU=System
Administrators,OU=Departments,DC=corpmarkeiev,DC=net
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