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ANNOTATION
The explanatory note to the course project on the topic "Project of a complex
system of administration and protection of domain controllers" consists of a list of
conventional abbreviations, an introduction, three sections, conclusions, and a list of

used literature.
The text part is laid out on 86 pages of printed text.

The explanatory note has 4 pages of annexes. The list of used sources contains
29 names and occupies 4 pages. The work contains 4 tables, 95 drawings. The total

volume of work is 95 pages.

In the first section, the task will be analyzed. Based on the initial analysis of the

problem, the necessary technologies are determined.

In the second section, the development and design of the network will be carried

out.

In the third section, the selection of equipment and the configuration of domain

controller protection will be carried out.
The conclusion contains the results of the work performed.
Configuration files are presented in the application.

Keywords: MICROSOFT, ACTIVE DIRECTORY, AAA, MFA, CISCO, GNS,
NAT, LDAP, SSO, NTLM, NAT.
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ITEPEJIIK YMOBHUX ITO3HAYEHb
OC — omepariiifHa cucteMa
[13 — mporpamue 3a0e3neueHHs
MS — Microsoft
AD — Active Directory
LDAP — Lightweight Directory Access Protocol
SSO - Single Sign-On
NTLM — NT LAN Manager
MFA — Multi-Factor Authentication

NAT — Network Address Translation
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BCTVII

AKTyaJIbHiCTh TeMH. Y Cy4yacHOMY CBITI, J€ 30€pekeHHs KOH(IICHIIIHOT
iH(pOopMallli Mae BUpIIAIBLHE 3HAYEHHS, HEOOXITHO PO3POOMTH KOMIUIEKCHY CHCTEMY
3aXMCTy Ta KepyBaHHS KOHTposiepamu joMeHy. Y 2023 ta 2024 pokax CHOCTEpiraeTbes
3Ha4yHEe 30UTBIIICHHS KUIBKOCTI 3JIaMiB JOMEHHHX KOHTPOJIEPIB Ta I1HIIMX IHIIUJICHTIB 3
kibepOesneku. bymo 3adikcoBano 3205 iHIMAEHTIB 3 MOPYIICHHSIM JaHUX, 1m0 Ha 78%
OupIe nopiBHIHO 3 2022 pokom. 3 nux iHIMAEHTIB 83% Oyiu CpUYHHEHI 30BHIIIHIMU
arakamu, Tofii K 19% - BHyTpimHIME TopymieHHsIMU. CepeHs BapTICTh OTHOTO BEITMKOTO
3nmamy (50-60 minbioHiB 3anmciB) cknana $332 minbiionn y 2023 poi. Kpim Toro, Butparu
Ha JIKBIJIAIIII0 HACIIJIKIB 371aMiB y cepi OXOpOHH 310poB'st 30utbImMch Ha 53.3% 3 2020
POKy, JIocCsTHYBIIM B cepeauboMy $10.93 minblionn 3a omauH iHImaeHT y 2023 porii.
Bukopucranss 6e3redHoi Mepeski Ha ocHOBI Active Directory € BaMBUM U151 OyAb-SIKO1
KOMIIaHii Yi oprasizailii, ockuibku Active Directory 3a0e3meuye eheKTUBHUM MEXaHI3M IS
30epiraHHsl KOpUCTyBayiB, KOMIT FOTEPIB Ta IHIMX PecypciB y Mepeski. Lls cructema 1o3Bosisie
KOHTPOJTIOBATH JIOCTYII JI0 PECYPCiB, 3a0e3Medye HaIIIHMI 3aXKCT BiJl HECAHKIIIOHOBAHOT'O

JOCTYITY Ta 3HIKYE PU3HK PO3TOJIOIICHHS KOH(IICHITIHHOT iHpopMmarii. [1]

Mera kBaimidikauniiiHoi po0OTH TIONATae y peTebHOMY BHBUCHHI Ta aHaIi3i
MPOIIECYy PO3POOKH Ta BIPOBADKEHHS CKIIAJHUX CUCTEM [T 3a0e3MedeHHs] Oe3leKu Ta
KepyBaHHS KOHTpOJIepaMH JIOMEHY Ha ocHOBI Active Directory. Kpim Toro, BiH Mae Ha MeT1
BUBUMTU MpuHIMIM Active Directory sIk OCHOBHM O€3MEYHOI MeEpexi Ta PO3IJISIHYTU
NPaKTUYHI aCMEKTH HaJalUTyBaHHS, MOHITOPHMHIY Ta OOCIYrOBYBaHHS L€l CHCTEMHU.
Pesynbratu ceprudikaiiifHoi poOOTH MICTSITh KOHIIENTYaIbHI Ta MPAKTHYHI peKOMEH AT
II0/I0 BIPOBA/LKEHHS e(eKTHBHOI Ta Oe3Me4yHoi 1H(PPACTPYKTypd Ha OCHOBI Active
Directory anst 3abe3nieueHHs] HAAIMHOTO 3axXUCTy KoH(iAeHIHHOI iHpopMmalii Ta Oyne

PO3pO0JIEHO KOHTPOJIBOBAHUH JOCTYII 10 PECYPCIB B OpraHizaliii.

00’exkToM fgocaizkeHHss € Tporec po3podku 3axucty IT-iHdpacTpykTypu
Microsoft Active Directory. Y mporieci BUKOHaHHS KBastidikaiidHoi podboTH Oysio

PO3pOOIIEHO APXITEKTYPY CHCTEMH 3a0e3TeueHHs Oe3MeKy Ta aJMIHICTPYBaHHS JJOMEHHUX
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KOHTPOJIEPIB, BKIIOYAIOUM HAJIAIITYBAHHS MEXaHI3MIB ayTeHTH(IKallii, aBTopu3alii Ta
ayJIuTy JOCTYILY.

IIpeameToM 0CTiIZKEHHS € IHCTPYMEHTH Ta TEXHOJIOT1i KOMIUIEKCHOT CHCTEMH
3abe3neyeHHs Oe3neku MS AD. OcHoBHa ifes moyArae y peamsalii 3axXucTy

aKTUBHUX JOMEHHUX KOHTPOJIEPIB BiJl UMOBIPHHUX aTaK 3 CTOPOHHU KiOEP3I0UHHIIIB.

VY nporeci BUKOHAHHS KBaliPikaliiHOi poOoTH OYyJ10 po3p00IeHO: apXITEeKTypH
cucteMu 3abe3nedeHHs Oe3MeKd Ta aAMIHICTPYBaHHS JTOMEHHUX KOHTPOJEPIB,

BKJIIOYAIOYM HaJAIITyBaHHS MEXaHi3MIB ayTeHTU(ikarlii, aBTopu3alii Ta ayauTy

JOCTYIIY.
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PO3JILJI 1 OITUC TEXHOJIOTTI CJIYKBU ACTIVE DIRECTORY 1
JOCJIIJDKEHHA BUKOPUCTAHHA ACTIVE DIRECTORY JJIA
HAJIALITYBAHHA 3AX1CTY JOMEHHNX KOHTPOJIEPIB

1.1. 3araasnuii omuc Active Directory

Microsoft Active Directory (AD) - e pimieHHsT I KEpyBaHHS OOJIIKOBUMH
3ammrcamMy KOPUCTYBadiB, KOMII'IOTEpaMU Ta 1HITUMHU PecypcaMu Mepexi, po3pobiieHe
Microsoft. Ileit cmyx06a KaTajmory TMPOTOHY€E IIEHTPATI30BaHI MOKIJIMBOCTI
aBTeHTH(IKAIi Ta aBTOpHU3aIlli, a TaKOX J03BOJISE€ aJMIHICTpaTOopaM KepyBaTH

JOCTYIIOM JI0 MEPEKEBUX PECYPCiB 1 BIPOBAKYBATH TOJIITUKU OC3MEKH.

Active Directory 30epirae iHdopMaliiio mpo pizHI MEPEKEeBl 00’ €KTH, TakKi K
KOpHUCTyBaul, TPYyNH, KOMII'IOT€pH, NpUHTEpU Ta mnporpamu. Ll cucrema €
MacmTabOBaHOIO Ta MOXE BUKOPUCTOBYBATUCS U1 KEPYBaHHS pecypcamMu B JOMEHaxX
abo Jicax. AJIMIHICTPaTOpH MOXYTh BHUKOPHUCTOBYBAaTHM TPYNOBY TMOJITUKY IS
LEHTPaII30BaHOT0 KEPYBaHHsI HANAIITYBaHHIMHU JJI1 KOPUCTYBauiB 1 KOMII IOTEPIB Y
CBOI MEpEKi, BKIIOUAIOYM MOJITUKK OE3MEKH, HaJallTyBaHHS pOOOYOro CTOIY Ta

BCTAHOBJICHHSA ITPOIrpaMHOI'O 3a0e3IeYeHHS.

Active Directory miaTpumye pi3Hi IpOTOKOJIM aBTeHTHdIKAIT1, Taki sik Kerberos,
NTLM i1 LDAP. Kpim toro, BoHa Hajae ¢yHKii eauHoro Bxoxay (SSO) Ta iHTerparii

3 IHIIMMH cepBicamu Microsoft, Takumu sik Exchange 1 SharePoint.

V3aranpHIOIOYM, MOXHa cKazaTh, 1o Active Directory € mOTyXHUM
IHCTPYMEHTOM 7151 KEpyBaHHSI MEPEKEBUMH PECYPCAMU Ta HAJAHHS [IEHTPaTi30BaHUX
NOCJIyT aBTeHTHU(]IKallii Ta aBTopu3anli B cepenoBuli Windows.IIporokon Kerberos —
MPOTOKOJN aBTEHTHU(IKAIll, IO BUKOPUCTOBYETHCS I TMEPEBIPKH TMOCBIIYEHHS
KOpHUCTyBauda abo By3ma mepexi. Bin 0yB po3pobnenuit MIT y 1980-x pokax i1 3apa3 €

IIMPOKO BUKOPUCTOBYBAHMM MPOTOKOJIOM aBTEHTU(IKAIIi [ KOMII IOTEPHHUX

mepex.[2]
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[Tpotokon Kerberos BHUKOPHUCTOBYEThCS Jjisi 3a0e3ledeHHs Oe3leKku B
MEpPEKEBUX CEpPEOBUINAX Yepe3 CHUCTEMYy Ha OCHOBI KBHUTKIB, fIKa aBTCHTU(DIKYe
KOPUCTYBauiB i Hajae HOCTYN 10 pecypciB. Moro po6ora 3acHOBaHA HAa OOMiHi
3amu(pOBaHUMHA KBUTKAMH MK KOMI'IOTEPOM KOpPHUCTyBaua Ta CEpBEPOM
ayteHTudikairii, mo 3ade3nedye Oe3rneyHy ayTeHTH(]IKaIio Ta KOHTPOJIb JOCTYITY 10

MEpEXEBUX PECypCiB.

Ha Bigminy Bim Kerberos, mpotokon NTLM (NT LAN Manager) Takox
BUKOPHCTOBYETHCS I aBTEHTH(IKaLlll KOPUCTYBaUiB 1 KOMITIOTEPIB Y MEPEKEBOMY
cepenoBumti Windows. Ilpore NTLM wmae cBoi Hemomnikm y Oesmeri, Taki sK
BPa3JIMBICTh A0 aTaK 13 Mepeiayero Xelly, 110 3p00usIo Horo MEHII MOMYJISPHUM Y

CYy4YaCHHUX CEpeIOBULIAX.

VY Toit wac sk Kerberos 1 NTLM e npotokonamu ayrentudikamii, LDAP
(Lightweight Directory Access Protocol) BHUKOPHUCTOBY€TbCS [JIsi JOCTYIy Ta
KepyBaHHsI 1H(pOpMalli€r0 KaTajuory, Takol sIK KOpUCTyBadl, Tpynu Ta pecypcu. Llei
IIPOTOKOJ JTO3BOJISIE 3A1MCHIOBATH MOUIYK Ta OHOBJIEHHS 1H(OpMAalii B 1€papXiuHiid
CTPYKTYpl Karajory 4epe3 MEpexy, L0 pOOUTh HOro KOPUCHUM JUIsl KepyBaHHS
aBTEHTU(DIKAIIEI0 KOPUCTYBayiB Ta JIOCTYNIOM [0 PECYpCiB y KOPHOpPAaTUBHUX Ta

IarepueT-cepenoBuiiax. [3]

Figure 1: The Kerberos
Authentication Process
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1.2 Buxkopucranus Active Directory nis 1ist 3aXucTy aKTUBHUX JOMEHHHUX

KOHTPOJIePiB Bill aTak i B3JIOMY

Active Directory (AD) € KpUTHYHO BaKJIMBHM IHCTPYMEHTOM YIIPaBIIIHHS

pecypcamu B cepemoBuili Windows, sSKuil Hagae duciaeHHI (QYHKINT JJIS 3aXUCTY

Mepexi. 3aXHUCT JOMEHHHUX KOHTpOJIEpIiB, siKi € cepueM Mmepexi Active Directory,

BUMara€ BHUKOPUCTaHHA PI3HUX TEXHOJOTIM Ta miaxoniB. PosrisHemo Kijbka

BOKJIMBUX aCIICKTIB 3aXUCTY JOMEHHHUX KOHTPOJIEPIB 3a AormoMororo Active Directory.

PosriasaeMo kiibKa 3 HUX:

“ABrenTudikamis 1 aBTopuzamis:” - Active Directory Hagae MOMXJIHMBICTB
nepeBIpATH  1IeHTU(IKalIiHI JaHl KOPUCTYBadiB 1 KOMIT IOTEPIB, SKI
HaMararoThCsl OTPUMATH JIOCTYII 10 MEPEKEBUX PECYPCIB, 1 BUBHAYATH, A0 STKUX
pecypciB BOHM MarOTh IOCTYII. Lle 103BoIsi€ €PEKTUBHO KOHTPOIIOBATH IOCTYII
710 KpUTUYHUX JTaHUX 1 CHCTEM

“I'pymoBa  momituka (Group  Policy):” - 1o3BoJise  LEHTPali30BAHO
HAJIAIITOBYBAaTH MapamMeTpu Oe3MeKH JUIsl BCIX KOMIT IOTEPIB y Ballllil MEpexi.
3abe3neure y3roJKEHICTh KoHbIryparii Ta Oe3neky, o0 3amo0irtu
HEABTOPU30BAHUM 3MiHaM 13a0€3MeUnTH BIMOBIIHICTD MOJIITUKAM O€3MEKH.
“Cucrema nomennux iMeH (DNS):” - Active Directory Bkitouae ciyx6u DNS
JUIsi €(EeKTHUBHOTO YIMPABIIHHA CHCTEMOIO JIOMEHHUX IMEH y MEpexi, L0
3a0e3nedye MpaBWIbHY 1IeHTU(DIKAIIIO Ta JOCTYII 0 PECYPCIB.

“Aymut Oesmeku:” - Active Directory Hamae MOXKIUBICTH BIJCTS)KYBaTH Ta
KOHTPOJIIOBaTH JISUIbHICTh KOPUCTYBAdiB y Balllld Mepexi Ta 3amnodiratu
HECaHKI[IOHOBAHOMY JIOCTYITy JO BalllUX pecypciB. PerynspHi ayautu

JI03BOJISIFOTH BUACHO BUSIBJIATH TOTEHIIIMHI 3arpO3H Ta pearyBaT Ha HUX.[4]

Jlns 3axucty JoMeHHHX KoHTposiepiB Windows Server MokHa BUKOPHCTOBYBATH

PI3HOMAaHITHI TEXHOJIOTIi Ta Miax0au.BoHN MarOTh SIK CBOT MepeBaru,Tak 1 HEJOMIKH.

Pozbepemo ix HuKyYE:

Firewalls (bpanamayepn):
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o Omnuc: bpanamayepu BCTaHOBIIOIOTH Oap'epu [Uisl MepEKEBOTO Tpadiky,
IO MPOXOIUThH Yepe3 JTOMEHHHI KOHTPOJEP, KOHTPOIIOIOYH JOCTYII Ta
biapTpyroun Hebe3neuHnii abo HebaxkaHuil Tpadik.

o IlepeBaru: 3axuct BiJ HeOaKAHUX MIAKIIOYEHb, 3MEHIICHHS PU3UKY
aTax.

o Hepomiku: CxnagHiCTs KOHQIrypaiii, MOXIUBICTh OJOKYyBaHHS
JETITUMHOTO TpadiKy Mpy HEMPaBUILHOMY HaJaIlITYyBaHHIO.

e PerynspHuii ayauT Ta MOHITOPHUHT:

o Omnuc: IlpoBeneHHS PEryJSIPHOTO ayJuTy Ta MOHITOPUHTY IiSUTBHOCTI
JIOMEHHUX KOHTPOJEPIB JUIsl BUSBJICHHS Ta 3amoOiraHHs MiJg03puiol
AKTUBHOCTI.

o IlepeBaru: BusBieHHS Ti03pLIOI AKTUBHOCTI Ha paHHIX CTaJisiX.
MO>KJIMBICTh IIBUAKOTO pearyBaHHs Ha MOTEHIIITHI 3arpO3H.

o Henoniku: Ilotpeda y 3HaUHUX pecypcax AJisl MIPOBEICHHS PETYJISPHOTO
aynuty. MOXIHMBICTh YMYHIEHHS BaXKJIMBUX JI€Tajeil MpU BEIUKOMY
00cA31 JaHUX.

e [leHTpanizoBaHe KepyBaHHS JOCTYIIOM:

o Omwuc: Cucremu ynpaBiiHHS AOCTYIIOM JO3BOJISIIOTH HAJAIITOBYBATH
npaBa JOCTYyNY KOPUCTYBadiB JO pPI3HUX pPECYpCIB HA JOMEHHOMY
KOHTPOJIEPI.

o IlepeBarm: I'Hyuke ympaBiiHHS JOCTYIIOM, MOMJIUBICTh IIBUJKO
3MIHIOBATHU MpaBa JI0CTYIY.

o Minycu: Ilotpeba y ckiagHiii HaJdalITyBaHHI, MOXKIIUBICTh BUHUKHEHHS
KOH(JIIKTIB y MpaBax AOCTYIY.

e OOMexeHHs JOCTYITy 3a TeorpapiYHIMHU O3HAKAMH:

o Omuc: Bukopucranus reorpadiuHuXx OOMEXKEHb I JOCTYMy [0
JOMEHHUX KOHTPOJIEPIB.

o IlepeBaru: 3HM)KEHHS PU3MKY aTaKk 3 IEBHUX perioHiB. JIerkictb y

HaJAIITYBaHHI Ta YIIPaBIiHHI.
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o Henoniku: MoxuBicTh 0OMEXEHHS JIETITUMHUX KOPUCTYBAYiB 3 IEBHUX

perioHiB. HeoOXi1HICTh TOCTIHHOTO OHOBJICHHS CITUCKY OOMEKEHb.
e Mynbsrudakropua ayrentudikaris (MFA):

o Omnwmc: BukopucrtanHs JI0OJATKOBHUX METOJIB ayTeHTU(iKkaiii, KpiMm
TpaauiiitHoro maposs, Takux sk OTP (ogHOpa3oBi maposi), 6GioMeTpuyIHi
JaH1 TOIIO.

o IlepeBaru: IligBuilieHHs piBHS O€3MEKH, HABITH y BHUIIAJKY BHUTOKY
HapoiB.

o Minycu: 30UIbLIEHHS CKJIAQJHOCTI JUIsi KOPHUCTYBauiB, MOXJIMBICTb

TEXHIYHUX a00 JIFOJACHKUX MOMUIIOK Y TIPOIIeCi ayTeHTU]IKaIIii.

DNS

Cucrema nomennux imeH (DNS) mae iepapxiuny CTpyKTypy:

1. KopeneBuii JoMeH:
o HaiiBumuii piBeHs.
o Jlenerye BiAMOBIIANBHICTD 3a IOMEHU BepxHboro piBHs (TLD).
o Anminictpyerbest ICANN.

2. Jlomenu Bepxuboro piBasa (TLD):
o IliaKopstOTbCS KOPEHEBOMY JIOMEHY.
o MoxyTe OyTH 3arajbHuMH (.com, .org, .net) abo reorpadiuaumu (.ua,

.ru).

O AJIMIHICTPYIOTHCS PI3HUMH OPTaHi3allisIMU.

3. JloMeHu Apyroro piBHA:
o 3unaxoxsaTscs mig TLD.
o Hanexarb koMmnaHisiM, opraHizaiisiMm ab0 TpUBaTHUM 0cOOaM.
o Hanpuxnan, wikipedia.org, example.com.

4. TlimmomeHu:
o Ilixg noMeHamu Ipyroro piBHS.
0 BUKOPHUCTOBYIOTBCS 7Sl TPYIyBaHHS PECYPCIB.

o Hampuknan, mail.google.com, support.wikipedia.org.
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5. Kopenesi ceprepu:

O ABTOPHUTETHI CepBepH sl KOPEHEBOTO IOMEHY.

o Ix IP-agpecu my6IiuHO HOCTYIIHI.

o IX KijbpKicTh OOMeXeHa TSl MiHiMi3arii PHU3HKIB 300i1B.
6. CepBepH iMeH:

o 306epiratoth 3anucu DNS 1151 KOHKPETHUX JIOMEHIB.

o IcHyIOTh NEepBUHHI, BTOPHMHHI Ta KEIIYIOYl CEPBEPH.

o CniBnparoroTs 11 noinyky [P-agpec nomeHHHX iMeH. [4]

IToaiTuka mapoJis B Active Directory:

[Tomituka mapoiiB B Active Directory (AD) rpae kpuTuuHy poJib B 3a0€311€UEHHI1
Oe3MeKr KOpPHOpaTUBHOI Mepexi. BoHa BHU3Hauae BUMOTM JO CTBOPEHHS,
BUKOPHUCTAHHS Ta 3MIHU MAapoJiiB JUId KOpPHUCTyBauiB J0MeHY. OCHOBHI acCHEKTH
MOJIITUKY TapOoJIiB BKIIOYAIOTh MIHIMAJIbHY JIOBXKUHY M1apOJIsl, BAMOTH 10 CKJIQHOCTI,
TEepMiH A1l mapoJs.

& Win-Senv1-28-Shytov [3anywueno] - Oracle VM VirtualBox
@aiin  Mawana Mepernan  Beepenna Mpuctpol  Jlosiaka

File Action View Help

e @ XE= HE

=/ Admin Password Policy [WIN-MOUBDELQAZ2Z A Policy - Policy Setting
v (il Computer Configuration
~ [ Policies Minimum password length Properties ? X
1 Software Settings
~ ] Windows Settings Security Policy Setting  Explain

* Name Resolution Policy
| Scripts (Startup/Shutdown)
=1 Deployed Printers

v [F Security Settings Define this policy setting

= A it Poll
e Password must be at least
i Password Policy

53 Account Lockout Bolic 0 2] characters

53 Kerberos Policy
| Local Policies
| Eventlog
4 Restricted Groups

_'.E' Mirimum password length

7 System Services
A Registry
7 File System
4/ Wired Netwark (IEEE 802.3)
| Windows Defender Firewal
1 Network List Manager Poli
Eaf Wireless Network [IEEE 802
| Public Key Policies
| Software Restriction Palicie
| Application Contral Policie
8, IP Security Policies on Acti
| Advanced Audit Policy Cor

wli Policy-based QoS ] I oK Cancel Apply

Puc. 1.1.2 Password Policy
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MiHimMaJibHA TOBKHHA MAPOJISA
MinimManbHa JOBXKHHA MapoJid BU3HAYA€ HAWMEHINY KIJbKICTh CUMBOJIIB, SKY
MOBUHEH MICTUTH TapoJib KOpUCTyBaua. lle BakmuBUN acHeKT, OCKUIBKH KOPOTIIi

1apoJti € OLIBII Bpa3JIMBUMHU JI0 aTaK METOJ0M Mepedopy.

Bumoru 10 ckJIagHoCTi mapoJist
Bumoru no ckimagHOCTI mapoiis 3a0e3nedyroTh, M0 KOPUCTYBadi CTBOPIOIOTH
napoJi, ki Bakde 3mamaTu. CKIaIHICTh MapoJsis BKIIOYA€ BUMOTY BUKOPHUCTOBYBATH

KOMO1IHAI[I}O P13HUX THUIIIB CUMBOJIIB.

Tepmin aii napoJis
Tepmin nii mapoJsis BU3HAYaeE, IK 4aCTO KOPUCTYyBayl MOBUHHI 3MIHIOBATH CBO1
napoi. Lle 3anobirae BUKOPUCTaHHIO OJHOTO MAPOJIS MPOTITOM TPUBAJIOTO MEPIOY,

10 MOX€E 30UIBIIUTH PUZUK HOTO KOMIIPOMETAIIIi.

IcTopisa mapo.iiB
IcTopiss mapomiB 3amo0irae MOBTOPHOMY BHUKOPUCTAaHHIO CTapHX IapOJIiB
KopuctyBauamu. Lle 3abe3nedye, 1m0 KOpUCTyBaul HE MOKYThb BCTAHOBUTH HOBUM

1apoJib TAKMM CaMUM, SIK OJIMH 3 MOMEpeaHiX mapoiB.[5]

IMosiTuka 0;10KyBaHHS 00J1iKOBOTO 3anucy B Active Directory

[ToniTuka OmokyBaHHSI OOJIIKOBOTO 3anmucy B Active Directory BU3Hauae, KOJIH
OOJIIKOBMIA 3aMMKMC KOPUCTYBada OJIOKY€ETHCS MICHs MEBHOI KUIBKOCTI HEBJIAJTUX CIPOO
BxoAy. Lls mosiTuka € BaXJIMBOIO JJIsl 3aXUCTY OOJIKOBUX 3aMKUCIB BiJl aTaK METOJAO0M
ninoopy mapomiB (brute force). OcCHOBHI mapaMeTpu TNOJITUKU OJIOKYBaHHS
OOJIIKOBOT'O 3aMMCy BKJIIOYAIOTh KIJIBKICTh HEBAAIUX CIPOO BXOHY, Yac OJOKyBaHHS

OOJIIKOBOTI'O 3aMKCy Ta CKUJAHHA JIYMJIBHUKA HEBJAIHUX CIIPOO BXOY.
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Account lockout threshold Properties ? X
Security Policy Setting ~ Explain

43‘ Account lockout threshold

Define this policy setting

Account will lock out after:

15| 2| invalid logon attempts

Cancel Apply
Puc. 1.1.3 Account Lockout

KinbkicTh HeBIaJIUX CIPo0 BXOAY
KinbkicTe HEBIAMMX crpo0 BXOJY BHU3HAYA€, CKUIBKU Pa3iB KOPUCTYBad MOXKE
BBECTH HEMPABWIBHUN MApOJIb A0 TOro, AK OOJIKOBUM 3amuc Oynae 3abmokoBaHo. Lle

JIOTIOMArae 3aX|UCTUTH OOIKOBUM 3aIKC BiJl aTaKk METOJIOM MiAO0PY MapoJIiB.

Yac 0J10KyBaHHSA 00.JIiKOBOTO 3aIIUCY

Yac 6;10kyBaHHS 00JIIKOBOTO 3aMMCy BU3HAYAE, HA SIKUI TIEP10]T Yacy 00IIKOBUM
3anuc OyJie 3a0JI0KOBaHO MICJIsl TOCATHEHHS! BCTAHOBJICHOI K1JTbKOCT1 HEBAAIUX CIIPOO
Bxoy. e 3a0e3neuye THMYACOBY HEMOKJIUBICTh BUKOPUCTaHHS 00JIIKOBOTO 3aIUCYy,

[0 MO’K€ 3HU3UTHU PU3UK YCHIITHOTO MMi100py Mapoisl.
CxkuaHHe JiYWJIbHUKA HEBJAJMX CIIPO0 BXO1Y

CkunaHHs JIYWIBHUKA HEBIAIUX CNpoO BXOAY BH3HAYa€, 4epe3 SKUU yac
JYWIBHUK HEBIATUX CIIPo0 BXOAy OyJle CKMHYTO /10 HYJIA, SKIIO KOPUCTYBay O1JIbIIe
He pobuth crpob Bxoxy. Lle 3abe3neuye aBTOMAaTWYHE BIAHOBJICHHSI OO0JIIKOBOTO

3aIMCy Micis TIEBHOTO mepioay. [6]

Lllumos €.4

Apx.

Danvroscokuii .17 KKIKE.KP.B — 123 — 20 — H3

3un. | Apk. Ne ooxym. Iionuc | Hama

17




HamamryBanHs qeTajbHOI moJiTukn napoJaiB B Active Directory

Hetanbnaa nonituka napoiiB (Fine-Grained Password Policies, FGPP) B Active

Directory mo3Boiisie 3aCTOCOBYBATH Pi3HI BUMOTH 0 IApOJIB JUIS PIi3HHX TPyl

KOpHCTyBauiB ab0 okpeMux oOJiKoBuX 3amuciB y nomeHi. Lle 3a0e3meuyerbes 3a

nomnoMororo 00'ektiB modiTuk mapoiniB (Password Settings Object, PSO). FGPP nanae

OUTBIIY THYYKICTh B YIpPaBIiHHI O€3MEKOI0 MapoiiB, HDK CTaHJAapTHA MOJITHKA

NapoJIiB, sKa 3aCTOCOBYETHCA JI0 BCIX KOPUCTYBAYIB JJOMEHY.

3 Password Settings

Directly Applies To
Name:

* %

Precedence:
[7] Enforce minimum password length
Minimum password length (characters): 74

[/] Enforce password history
Number of passwords remembered: 24

[7] Password must meet complexity requirements

[] Store password using reversible encryption

[¥] Protect from accidental deletion

Description:
Directly Applies To

A) More Information

== [m] X
[Tasks  « | [secTions v
? £
Password age options:

[¥] Enforce minimum password age

User cannot change the password withi... 1
[ Enforce maximum password age

User must change the password after (... 42

[] Enforce account lockout policy:
Number of failed logon attempts allowed:
Reset failed logon attempts count after (m...
Account will be locked out
® For a duration of (mins):

Until an administrator manually unlocks the account

Add...

Lolis

Puc. 1.1.4 Fine-Grained Password Policies

OCHOBHI mapamMeTpH 1eTAJbHOI MOJITHKH NAPOJIiB

PSO no3Bonsie HamamToBYBaTH Ti K MapaMeTpH, IO 1 CTaHJAApTHA MOJITHUKA

NapoJiiB, ajleé Ha pIBHI OKpPEeMHUX KOpHCTyBauiB abo rpyn. OCHOBHI MHapameTpu

BKJIFOUAIOTh:

e MiHiMallbHA JTOBXHWHA Napojs: BuzHauae MiHIManbHY KIJIBKICTh CUMBOJIB Y

mapoJi.
Llumos €.4 Apr.
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Bumorn nmo ckmagHocTi maposisi: Bu3Hadae, 9 MOBHHEH MapoJyib MICTUTH
CHUMBOJIM 3 PI3HUX KaTeropi (Beauki JiTepu, Majl JiTepu, udpu, cremanbHi
CHMBOJIH).

Tepmin nii mapons: BusHauae, sk 4acTo KOpPHCTyBayl MOBHUHHI 3MIHIOBaTH
mapoJIi.

IcTopis nmapo:niB: 3anobirae MOBTOPHOMY BUKOPHUCTAHHIO MOIEPEAHIX TapoJIiB.

1

Incrpymentu nuis cteopenrss PSO (Password Settings Object)

Jl7is CTBOpEeHHS Ta ynpaBiliHHA 00'ekTamu moiiTuk napoiB (Password Settings

Object, PSO) B Active Directory BUKOPHUCTOBYIOTHCSA Pi3HI IHCTPYMEHTH, TaKl SIK

PowerShell Ta rpadiuni inTepdeiicu, Hanpuknag, Active Directory Administrative

Center (ADAC). L1 iHCTpyMEHTH HaJalOTh aMIHICTpaTOpaM THYUYKICTh 1 3pYUYHICTh B

YIpPaBJIiHHI I€TaTbHUMU MOJITUKAMU MAPOJIiB JJIs1 OKPEMHUX KOPUCTYBaviB a0 TpyIl.

e PowerShell - me moryxHuit iHCTpyMEHT Ui aBTOMAaTHU3aIlii 3aBIaHb 1
yopaBiiHHS KoH(irypamisimu B Active Directory. 3a momomororo
PowerShell mMoxHa cTBOproBaTH, HajamToByBaTh 1 npuszHadatu PSO
MIBUKO Ta €PEKTUBHO.

e Active Directory Administrative Center (ADAC) - 1ie rpadiunmii
iHTepdeiic s ynpasiinHa o0'ektamu B Active Directory. Bin Hamae
3py4HHI croci0 cTBopeHHs Ta ynpaBmiHHS PSO 6e3 BukopucTaHHS

KOMaHHOTO psijaka. [8]

Peanizauisi ayrenrudikamii aynury B Active Directory

Ayaut aytentudikauii B Active Directory m03BoJislE BIJACHIIKOBYBATH 1

peecTpyBaTu CipoOH BXO/IY B CUCTEMY, a TAKOK BU3HAYATH HEBJAJIl CIIPOOH BXOAY Ta

1HII nopyuieHHst Oe3neku. Lle € BaXKIMBUM eleMEeHTOM 3a0e3neueHHs Oe3NeKH,

OCKIJIbKA JIO3BOJISIE BUSIBJIISITM 1 pearyBaTd Ha TOTEHLIMHI 3arpo3u. OCHOBHI

HAJAIITYBAHHS ayaWTy ayTeHTU(IKaIl BKIOYAIOTh MOHITOPUHI TOIINA BXOAY B

CUCTEMY, BUKOPUCTAHHS O0JIIKOBUX JJAHUX 1 BUKOHAHHS MPUBIJICHOBaHUX M.
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OCHOBH1 KOMIIOHEHTH ayJIUTy ayTeHTUDIKAIIi:

e Bxizg B cucremy (Logon Events)
e Buxkopucranns oonikoBux ganux (Credential Validation)

e Buxkonanus npusinerioBanux fgiit (Privilege Use)

] Event Viewer = a
File Action View Help
e | xnm HE

(] Event Viewer (Local) Security Number of events: 62 183 Actions
Custom Views g
& : Windows Logs Keywor... Date and Time Source EventID TaskC... A | | Security
&1 Application < Audi... 22.05.2024 16:49:39 Micros... 4719 AuditP... & Open Saved Log...
[+ Security < Audi... 22.05.2024 16:49:39 Micros... 4719 AuditP... ¥ Create Custom Vie
§ “ ... 22.05. :49: icros... 47 it P...
ﬂ Setup Audi... 22.05.2024 16:49:39 Micros. 719 AuditP Import Custom Vi
] System < Audi... 22.05.2024 16:49:39 Micros... 4719 AuditP...
£ Forwarded Events 2 Audi... 22052024 16:49:39 Micros.. 4719 AuditP.. Clear Log..
Applications and Services Lo | @ Audi... 22.05.2024 16:49:39 Micros... 4719 AuditP... ¥ Filter Current Log.
£ Subscriptions A, Audi.. 22.05.2024 16:49:39 Micros... 4634 Logoff T Properties
<L Audi... 22.05.2024 16:49:38 Micros... 4634 Logoff M Find
A Audi.. 22.05.2024 16:49:38 Micros... 4634 Logoff 8 tnd
A, Audi... 22.05.2024 16:49:38 Micros... 4624 Logon b Save All Events As.
\ Audi... 22.05.2024 16:49:38 Micros... 4672 Special... Attach a Task To tl
< Audi... 22.05.2024 16:49:38 Micros... 4624 Logon View
< Audi... 22.05.2024 16:49:38 Micros... 4672 Special...
2 Audi.. 22.05.2024 16:49:38 Micros... 4624 Logon {6} Refresh
< Audi... 22.05.2024 16:49:38 Micros... 4672 Special... ﬂ Help
Al 2208 0L 1L.40.00 VS ACDA 2 bt
Event 4634, Microsoft Windows security auditing. X 5' t 4634, Microsoft \
~ S B " |[Z] EventProperties
General il
pa J Attach Task To Thi
~
An account was logged off. s | Copy
Save Selected Ever
Subiect: v =
@G| Refresh
Log Name: Security
: ﬂ Help
Source: Microsoft Windows security Logged: 22.05.2024 16:55:07
Event ID: 4634 Task Category: Logoff
v
- 5 e g eos o o (o SR

Puc. 1.1.5 Logon Events

[Ticns HamamTyBaHHs aynuTy ayTeHTU(ikaiii, moaii OyayTh 3amuCcCyBaTHCh B
KypHan nojiid 6e3neku (Security Event Log) Ha KOXXHOMY JOMEHHOMY KOHTpPOJIEPI.
st MOHITOpMHTY Ta aHali3y TMOJid TakoX MOXHAa BHKOPHCTOBYBATH TakKi

iHcTpyMenTH sik PowerShell. [9]
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EN Administrator: Windows PowerShell - (m] X

InstancelD Message

Puc. 1.1.6 PowerShell Logon Events

HanamryBanHst 00/1ikOBHMX 3anuciB kepoBanux ciayx0 (Managed Service
Accounts, MSA)

KepoBani o06usikoBi 3anucu cimyx0 (Managed Service Accounts, MSA)
3a0e3Meuy0Th ABTOMAaTUYHE YIPABIIIHHSA MAapOJISIMHU Ta CIPOLIYIOTh aIMIHICTPYBaHHS
CEpBICHUX OOJIKOBUX 3amuciB. BOHM CTBOpeHiI [ aBTOMaTH3alli MpoLecy
YOPABIIHHSA MapoJiAMH 1 3a0€3MeYeHHs BUCOKOrO pIBHA O€3MEeKHM Ta 3PY4YHOCTI
BUKOpUCTaHHA. OCHOBHI KpPOKM HAaJAlITyBaHHS BKIIOYAIOTh CTBOpPEHHS MSA,

npu3HayeHHss MSA 1o ciry>x0u Ta OHOBJIEHHS 1apoJiiB MSA.

PS C:\Users\Administrator> Install-ADServiceAccount dentity EvgeniyMSA
PS C:\Users\Administrator> Test-ADServiceAccount -Id: EvgeniyMSA

rue
PS C:\Users\Administrator>

Puc. 1.1.7 Bcranosnenuss MSA

IlepeBaru Bukopucranas MSA

e ABTOMAaTHYHE yNpaBIiHHS MapoisiMu: MSA aBTOMaTUYHO OHOBJIIOE CBOT
MapoJil, 1110 3HAYHO 3MEHIIY€ PU3HK KOMIIPOMETallli Yepe3 BUKOPUCTAHHS
CTaTUYHUX TIAPOJIIB.

o Iligumena Oe3neka: Ilapoai MSA OHOBIIOIOTBCA PETYJSPHO 1

30epiratoTbcsa B 3alIM(POBAHOMY BUTJISAI, 110 3HUKYE PU3UKUA BUTOKY

1H(dopMmarii.
Llumos €.4 Apr.
Danvroscoxuti 1.17 KKIKE.KP.B - 123 - 20 - H3 21

3un. | Apk. Ne ooxym. Iionuc | Hama




e 3pyuHicTh aaMmiHicTpyBaHHs: CHpPOIIYETHCS YMNPABIiHHSA CEPBICHUMHU

00JIIKOBUMH 3alucaMu, 1o SMCHIIIY€E€ HaBaHTaXCHHA Ha

aamirictpaTopis.[10][11]

IInan BingHoBIeHHs micas innuaenTiB (Incident Response Plan)

[Tnan BigHOBNEeHHs michas iHUAEHTIB (Incident Response Plan) € BakimBoro

CKJIaJIOBOIO CHCTEMHU YIIpaBJIiHHA Oe3rekoro iHdopmarllii. BiH BkiIouae npoueaypu i

3ax0/1¢, HeOOXIIH1 JJI BITHOBJICHHS POOOTH CHCTEMH ITiCJIsi BAHUKHEHHS 1HIM/ICHTIB,

TaKUX SIK aTaK¥ Ha iHPOpMaIiiiHy 1HPACTPYKTYpyY, BTPATU JAHUX, a0 1HII CEPiO3HI

nopyuieHHs 0e3nexku. OCHOBHI KOMIOHEHTH I[LOTO IJIaHY BKJIIOYAIOTh 17IEHTU(IKAIIIIO

IHUMCHTIB, OI[IHKY BIUIMBY, BIJHOBJICHHS CHCTEMH, PE3EpBHE KOIIIOBAaHHSA Ta

B1THOBJICHHS.

OCHOBHiI KOMIIOHEHTH IUIAHY Bi/THOBJIEHHS MiCJIsl iIHIUAEHTIB:
InenTudikaris iHIUIESHTIB:

e BusBieHHs 1 BA3HAUYCHHS 1HIIUJICHTIB OC3MEKHU.
e BukopucTtaHHs CHCTEM MOHITOPUHTY JJI1 BHSBJICHHS M1A03pLIOL
AKTUBHOCTI.

o JloxkymeHTyBaHHS 1 Kiacuikallis IHIIUICHTIB 3a PIBHEM 3arpO3H.
Ouinka BILJIUBY:

e Busnauenns mMacmtaly 1 BIUTMBY 1HIIMJEHTY Ha 1HPOpPMAIIIHY CUCTEMY.
e OriHKa TOTSHIIIMHUX 30MTKIB 1 PU3UKIB JIJI1 OpraHi3alrii.

o BusHaueHHs MpIOPUTETHUX 1M JJI MIHIMI3AIlT IITKOIH.

BigHoB/1eHHS cHCTEMU:
e BukoHaHHS HEOOX1THUX 3aX0/iB IS BITHOBJICHHS POOOTH CUCTEMH.
¢ BigHOBIIEHHS TOCTYIY 10 KPUTUYHO BXKIIMBHUX PECYPCIB 1 JaHUX.

e 3acTOCYBaHHS MaT4iB 1 OHOBJIEHB /JI1 YCYHEHHS BPa3JIMBOCTEM.
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Pe3epBHe KONMiIOBAaHHSA TAa Bi/ITHOBJIECHHS:
e PerynsipHe CTBOpPEHHS PE3EPBHUX KOIMIA J@aHUX 1 CHCTEMHHUX
KOH(Iryparfiii.
e Po3po06ka 1 BIpOBaKEHHSI IPOLIETYPH BITHOBICHHS 3 PE3EPBHUX KOMIi.

e TecTyBaHHS TIPOIIECIB PE3EPBHOTO KOIMIIOBAHHS 1 BIJHOBJICHHS IS

3abe3nedeHHs ix epexTuBHOCTI.[12][13][14]
NAT

Network Address Translation (NAT) — 11e TeXHOJIOTIs, sIKa BUKOPHUCTOBYETHCS
st 3miHeHHst [P-agpec y 3aronoBkax [P-makeriB, 10 MpOXOASATH 4Yepes
MapuHipyTu3zatop abo I1HIIMKA MpUCTpiii MepexkeBoi Oesneku. NAT nonomarae
3MEHIIUTH KUTbKICTh HeoOXimHux [P-aapec 1 3abe3nedye 10/1aTKOBHIA piBeHb O€3MEKH
st BHyTpimHIX Mepex. Cratuunuit NAT (Static NAT) nmocTiiHO TIpUB'sI3y€e OJIHY
npuBatHy [P-anpecy no onniei my6miunoi [P-agpecu./lunamiunuit NAT (Dynamic
NAT) BukopucroBye myn mnyOmiunux IP-agpec, siki AMHAMIYHO MPU3HAYAIOTHCS

npuBaTHUM [P-anpecam.
IlepeBaru NAT:

o Ekonomia IP-ampec: 3MeHIye KUTbKICTh HEOOXiMHUX MyOmiyHux [P-
azpec.

e besmneka: XoBae BHYTPIIIHIO CTPYKTYPY MEpEeXi, YCKIATHIOIOYH aTaKu
330BHI.

e ['myukicts: [lonermye ynpasninug [P-agpecamu y BHYTpilIHII MepexKI.
Henomiku NAT:

e 3arpumka: Moxke 1o1aBaTH 3aTPUMKY 4Yepe3 TPAHCIIAIII0 aJipec.

o CywmicHicTh: [Jleski TPOTOKONMM 1 JOJATKH MOXKYTh TMpaIOBaTH
HETIPaBWIBHO.

e OOmexenHs mopTiB: KigbkicTh oOJHOYACHUX 3'€IHaHL OOMEXKEHa

KUIBKICTIO IOCTYITHUX MOPTIB.
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NAT npairroe Ha MepexeBoMy piBHI (piBHI 3) cteka npotokoniB TCP/IP i1
3a3BUYAN peaizyeThCcsl B MapIlipyTuszaropax abo Opanamayepax. lle momomarae
OiABUIIUTH O€3MeKy Mepexi, MpUXOByrouM BHYTpimHI [P-agpecu mpuctpoiB 3a
OJTHI€I0 3aralibHOIOCTYITHOO [P-anapecoro, yCKIaIHIOIYH 30BHINTHIM 0cOo0aM MpsSMUi

JOCTYTI JI0 TIPUCTPOIB y MPUBaTHINA Mepexi. [15]

J{BopakTopHa ayTeHTH(IKALIs, il IepeBaru Ta MeTOAN:
JIBoxdakTopHa aBTeHTHdIKAIISI — 1€ METOJ 3aXHCTy IS KepyBaHHS
1ICHTUYHOCTSIMM Ta JocTynoM. Bin Bumarae nBi ¢hopmu iaeHTH]IKALIT 1S TOCTYITY
0 pecypciB 1 panux. JIBoxdakTopHa aBTeHTH(}IKAIIS Ja€ KOMIIaHISIM 3MOTY

Bi,Z[CTe}KYBaTI/I u 3aXHIIAaTHU CUCTCMY.

Komrmasnii BUKOPUCTOBYIOTh JBOX()AKTOPHY aBTEHTH(IKAIlO, II00 3aXUIIATH
NEPCOHANIbHI Ta KOPIOPAaTUBHI PECYpCH CBOIX NPALIBHUKIB. 3aBISKH IbOMY
K10€p3JI0UMHII HE MOXXYTh BUKPACTH 200 3HUILIUTH BHYTPILIHI 3allUCH 3 JAHUMH, a

TAKOXK OTpUMATH JOCTYII 10 HUX JJII BUKOPUCTAHHA Y BJIACHUX HOTpG6aX.

Icnye ©Oe3miu mepeBar nBoxdakTtopHoi aBTeHTUdikamii. Hampukian,
KOPUCTYBauaM HE NOTPIOHO HOCUTH TE€HEpaTop MapkepiB a0 3aBaHTaXyBaTu
CHeliaJIbHy TporpaMy st Hporo. 1100 miaTBepaAuTH 1ICHTHYHICTD Ha OLIBIIOCTI BEO-
CalTiB, KOPUCTyBaul OTPUMYIOTh TEKCTOBE MOBIJIOMJICHHS Ha CBIA MOOLIBLHUIMA
IPUCTPIA, MPUHAMAIOTh BHUKIUK a00 MNPOXOJATh MEPCOHANI30BaHY JBOX(AKTOPHY

aBTeHTHU(DIKAIIIIO.

Hwxye HaBeaeHo feski 1HIM nepeBary ABoX(pakTopHOi aBTeHTU]IKaIIii:

o Hemae He0OX1THOCTI BAKOPHCTOBYBATH arapaTHUN T€HEpaTOp MApPKEPIB.
[Tpo mi metoau nBoxdakTopHOi aBTeHTU(IKAIT YacTo 3a0yBatoTh. [IpoTe
ChOT'OJIHI 1X BUKOPUCTOBYBATHU 3pYyUHillle, HIXK Oy 1b-KOJIH, OCKIIbKU
TEXHOJIOT1] BJOCKOHAIIOIOTHCS.

o I'eneparopu KOAiB AOCTYIy €(pEKTUBHIIII, HI)K 3BUUYaiH1 TTapOJIL.
BuxopucroByBatu reHeparopu Oe3rneuHiiie, OCKIJIbKH KOKEH HOBUM KO/

JOCTYITY BIJPI3HSAETHCS Bl MOMEPEAHBOTO.
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o 3aBasKyd 0OMEKEHHIO Ha KUIbKICTh BBOJIIB KOAY KIOEP3JIOUHMHII HE MOXKYTh
3JIaMaTH CUCTEMY M OTpUMATH JOCTYT JI0 ACTIKATHUX JaHUX.

o Lleit mpoliec kepoBaHUii Ta 3pyYHUIN Y BUKOPUCTAHHI.

v N 7}

4

% KK X XK XK

887 323

Puc. 1.1.8 2 Step Autentification

Metoau nBox¢akTopHoi aBTeHTH iKalii:
1. AmapaTHi Mmapkepu
2. SMS-nepesipka
3. Push-cnosimennas

4. T'onocoBa aBTeHTH}IKaITs [16]

1.3 Po3rJisii MOKJIMBHX CIIPO0 MPOHMKHEHHS Y IOMeHHi KOHTpoJiepu Active

Directory

[IpoHrikHeHHs (B3J1aMyBaHHs) TOMEHHUX KOHTpoJiepiB Ha 0a31 Windows Server

2019 moske 3miMCHIOBATHCS PI3HUMHM METOJIaMU, KOKEH 3 SIKMX EKCIUTyaTye TEBHI

Bpa3IMBOCTI ab0 HEAONIKM B KOH(pirypauii. HalinommwupeHimmmu MeToaaMu

IIPOHHUKHCHHS €:

Bpyrdope (Brute Force Attack) - araka mMeTogoM mepebopy mapoJiiB, KOJIH

3JIOBMHUCHUK TIPOOY€E BEIUKY KUTHKICTH BapiaHTIB MapOJiB JJIs IEBHOTO OOJIKOBOTO

3amucy. [17]
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Brute Force Attacks Explained

In a brute force attack, a cybercriminal uses trial and error
to try and break into a device, network, or website.

CI—
e
EXXTII

‘S = |

An attacker The hacking The system
utilizes a tool attempts returns a valid or
hacking tool. multiple logins. invalid response.

Puc. 1.1.9 Brute Force Attack
Cnocobu 3aXucTy - BUKOPUCTAHHS CKJIQIHUX MApOoJIiB 1 BUMOTra iX peryJisipHoOi
3MI1HU,BCTAHOBJICHHS TOJITUKH OJIOKyBaHHSA OOJIIKOBOTO 3aluCy TICIS TEBHOI
KUIBKOCTI HEBAAJIMX COpod BXOAYy a TakKoXX BHUKOPUCTAHHS JBO(PAKTOPHOI

ayreHtudikamii (2FA).

®immur (Phishing) - 3moBMucHHK 0OMaHOM 3MyIlye KOPHCTyBada PO3KPUTH

CBOi 00JIIKOBI JaH1 uepes miapo0iieHi BeO-callTh, eIeKTPOHHI JTUCTH a00 MOB1IOMJICHHS.

AR
) daml

When a hacker launches a phishing attack, he
or she is trying to trick you into believing that the
message is from a legitimate source so that you will
click a link or download an attachment.

Puc. 1.1.10 Phishing Attack
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Criocobu 3axXucTy — I11€ MPOBEAEHHS PEryJIIpHOTO HaBYaHHS I KOPHCTYBayiB
3 nMUTaHb 1H(QOpMAIfHOI Oe3Nekn Ta BUKOPHUCTAHHS aHTU(IIIMHTOBUX 3acO0IB Ta

eniekTpoHHOI notH 3 miarpumkoro DMARC, DKIM i1 SPF.

Pass-the-Hash - 370BMUCHHK BUKOPHCTOBYE 3aXOIUICHI XEIIi MapOJiB s

ayteHnTudikaii 6e3 3HaHHs mapoJis. [19]

Pass Ther Hash Attack

Attacker sends connection request

T

Server sends
Authentication Challenge I T

h [ F X RN

Attacker gives username & stolen
s password hash [ T NY]

_ LR RN}

Server verifies the hqshcd wvalue &
grants permission

Puc. 1.1.11 Pass-The-Hash Attack
Cnocobu 3axucTy - 1€ BIPOBAIKEHHSI CYyYaCHUX MEXaHI3MIB ayTeHTH(IKaLii
(manmpukian, Kerberos), BUkopuctanHs npuBlIeOBaHUX 00JIIKOBUX 3aIKCIB TUIBKU HA

3aXHUINEHUX KOMIT'IOTepax Ta peryJsipHe 3MIHIOBAHHS MapoJIiB 1 XEIIiB.

ATaka 4depe3 Bingajsenunii podounii crin (RDP) - BukopuctaHHs BIIKpUTHX

noptiB RDP 17151 npOHUKHEHHS B CUCTEMY.

Cnocobu 3axucty - 3akpurts RDP-mopTiB ajis 30BHIIIHBOTO AOCTYHy ado

BukopuctanHsa VPN ta BnpoBamkenHs 6ararodaktopHoi ayrentudikaiii qias RDP.

Bignanene Buxkonanns koay (Remote Code Execution - RCE) -

BUKOPUCTAHHS BPA3JIUBOCTEH JIJIsl BIIIAJICHOTO BUKOHAHHS KOy Ha cepBepi.

Cnocobu 3axucTty - BipoBapkeHHs 1 HanamTyBaHHga Windows Defender Exploit

Guard Ta BUKOpHUCTaHHS aHTHBIPYCHOTO MPOrPAMHOIO 3a0e3MEeYCHHS 3 MOYJIUBICTIO

susiBiieHHst RCE-atak. [20]
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1.4 TlocTaHOBKA TEXHIY0I0 3aBIAHHSA

1. Ormsan npoekty

Mera npoekTy - HajamTyBatu 3axucT IT Ha 0a3i pimens Microsoft Active

Directory. IIpoekT Mae Ha MeTi 3a0€3MeUUTH OE3IEKy Ta CTINKICTh pOOOTH JOMEHHUX

KOHTPOJIIEPIB, 3MEHIIUTH PU3UKHA BUTOKY KOH(DIIEHIIIHHOT iHpOpMaIii Ta BITHOBUTH

JIOCTYII JI0 JaHUX Y pa3l Hemepen0auyyBaHUX CUTYaIlIH.

2. Bumoru no cucremu
2.1 dyHKIIOHATBEHI BUMOTH

e 3abe3rneyeHHs aBTeHTU(]IKalli KOPUCTYBAYIB y CUCTEMI

e 3axucT KOH]IAeHIIIHOT iHpOopMaIIii

e MOHITOPUHT IOCTYITY 10 CUCTEMU

e 3ale3nedyeHHs PEe3ePBHOTO KOIMIIOBAHHS JaHUX

e BiagHOBIIEHHS OCTYIy A0 JaHUX y pa3l Henepen0adyyBaHUX CUTYalllid
e JIBodakTopHa ayTeHTU(]IKaLlII KOPUCTYBayiB

e 3axucCT B1J 3JIOBMUCHHUX IIPOrpam

e Jloctym 1o mepexi [HTepHer

e Hasasuicte MSA

2.2 HedyHKI1110HATIBHI BUMOTH

e besmneka: cucrema nmoBuHHa OyTH 3a0€31e4eHa BUCOKUM piBHEM O€3MEKH,
3a0€3Me4YnTH 3aXUCT KOH(PIAEHIIHHOT 1HpOopMallli, MIHIMI3yBaTH PU3UKU
BUTOKY 1H(oOpMaIlii, BiJHOBIIOBATH JOCTYI /O JAaHUX y pa3l BUTOKY
1H(popmarii

e JIOCTYNHICTh: CUCTEMa MIOBUHHA OYTH JOCTYIHOIO B OyAb-sIKHH MOMEHT
gacy, 3a0e3meuntd Oe3mepebiiiHy poOOTy CHCTEMH, BIIHOBIIOBATH

JOCTYM JI0 JaHUX Y pa3l BUHUKHEHHS TEXHIYHUX MpoOIeM
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3. ApXITEeKTypa CUCTEMU

Cuctema Oyne OasyBaTtucs Ha pimeHHsAX Microsoft Active Directory. B
peamizallii J03BOJSIETHCS BUKOPUCTAHHS OYIb-SKMX JOJATKOBUX TEXHOJOTIH JIs

MM ABUIIEHHSI HATIHHOCTI CUCTEMHU.

BuchoBkmu: Y nepiiomy po3/iiai 0yJi0 IpoBeJAeHO JeTalbHUM OIS TEXHOJOT11
cnyxk06u Active Directory, i 3araJbHHU ONMUC Ta MOXJIMBOCTI BUKOPUCTAHHS JIS
noOyoBU 3axuieHoi mepexi. Bussieno, mo Active Directory Bonofi€ mIMpoKum
CHEKTPOM (YHKIIIH, SIK1 I03BOJISIIOTH €(h)EKTUBHO YIPABIISATA KOPUCTYyBayaMu, TpylaMu
Ta pecypcamu B Mepexi. Cepen ocHOBHUX TmepeBar Active Directory BuAUIEHO
LEHTPaII30BaHE YIPaBIIHHSA JOCTYNOM, MOJITUKH MapoJiiB, MOKIMUBOCTI ayJIUTy Ta
3aXUCTy Bij atak. PO3riasiHyTO pi3HI METOAM MPOHUKHEHHS y TOMEHHI KOHTpPOJIEepH 1
CIOCOOM 3aXHCTY BiJ HUX, IO A03BOJIIE€ CHOPMYBATH KOMIUJIEKCHY CTpaTETrito Oe3NeKn

JUTSL OpraHizarii.

Llumos €.4 Apr.
Danvroscoxuti 1.1° KKIKE.KP.B - 123 - 20 - H3 29
3un. | Apk. Ne ooxym. llionuc | /Jama




PO3/1J1 2 TIPOEKTYBAHHSA HAJTAIITYBAHDB 3AXUCTY AKTUBHUX
JOMEHHUX KOHTPOJIJIEPIB HA FA3I ACTIVE DIRECTORY ,BUBIP
3ACOFIB JIBODAKTOPHOI AYTEHTU®DIKKAILIIT

2.1 Po3poOka TomoJiorii KoM’ I0TepHoI Mepexi

Hns IT-indpactpykrypu kommaHii Oyjia po3poOJieHa TOMOJIOTIS 3aXHIIEHOI

MepexXi, MpU MPOEKTYBaH1 3BepTaiacs yBara Ha HACTYITHI MOMEHTH:

e HeoOxiaHe 3’€THaHHS 3 MEPEKEIO IHTEPHET

e HasBHicTh po60UYOTO JOMEHY

Domaln controliar 1 Doman controller 2

Pucynox 2.1.1 3araibHa TOMoJIOT1sI MEPEXKi

CnopoekToBaHa Mepexa  mpenacTtaBieHa Ha pucyHky 2.1. Jlana wepexa

CKJIQIa€ThCS 3 2 MapIIpyTHU3aTopiB, 1 KoMmyTaTopa, 2 JOMEHHUX KOHTPOJLIEPIB.
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3'eqHaHHS MK MPHUCTPOSIMHU 3IIACHIOEThCS uepe3 BuTy mapy Fast Ethernet.
OcoOnuBICTIO JaHOTO TPOAYKTY € Te, IO IS MAKIIYCHHS KOMYTaI[liHOTO
oOnaHaHHS BUKOPUCTOBYIOTHCS BHCOKomBHIKIiCHI iHIT Fast Ethernet, 1o
3abe3reuye BHCOKY IPOAYKTHUBHICTh Mepexki. KiHIeBl By3nM MIAKIIOYAIOTHCS 10

KOMYTalliiHOTO 00agHaHHs 3a nonomMororo janmoris Fast Ethernet na BuTiit mapi.

AJpecu KIHLIEBHX BY3MIB OTpuMyI0Th 4depe3 mpotokon DHCP. OcnoBHi
MOJIITUKH, PO3IIUPEH] MapoJii Ta kopuctyBadi Active Directory, a Takox ABo(aKTOpHA
aBTeHTH(]iKalis Rublon BukopucToByrOThCS 1ist  Oe3nedyHoi aBTeHTHdiKaiii Ha
MEpPEKEBUX NPUCTPOsX. Jlias BCTaHOBIEHHS 3’€IHAHHS BHU3HAUEHO JIOKAIHHOTO
KopuctyBaya. [liIKIIOYEHHS B OCHOBHOMY CTBOPIOIOTHCS 4Yepe3 KOpUCTyBaua

aJMiHICTpaTopa, CTBOpEHOro Ha ceprepi AD.

2.2 Po3pobka cxemu agpecanii Mmepexi

Sk HaBeneHO BuIle, N5 OUIBIIOCTI NpucTpoiB IP aapeca Oyne nmpuzHavyaTUCs
aBTOMATUYHO, aJié BCEPBIHO MeEpeka Ma€ BEIUKY KUIBKICTh MPHUCTPOIB, SIKI

noTpeOyI0Th CTaTUYHO Npu3HaveHi IP agpecu. Po3paxyHku npuBeeH1 HIDKYE:

Tabmuus 2.1 - [npopmarist mpo Mepexy

[Ipr3HaueHHs [P-anpeca
MepexeBa aapeca: 214.8.29.0
BuxopucroByBanuii aianaszon [P agpec: | 214.8.29.1- 214.8.29.30
[[IupokomoBHa ajpeca: 214.8.29.31
3aranpHa KUIbKICTh XOCTIB: 30
KiJIbKICTh AOCTYITHUX XOCTIB: 32
Macka nigmMepexi: 255.255.255.224
OOGepHeHa Macka: 0.0.0.31
[1111r03 10 3aMOBYYBaHHIO 214.8.29.1

VY Tabnumi 2.1 mpoBenenuii po3noaut [P anpec s ycix MepexeBUX MPUCTPOIB,

azipeca IUITI03Y 32 3aMOBUYYBaHHSM € aJipeca MapIIpyTU3aTopy, alpeCH CEPBEPIB.
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3acobu aBodakTOpHOI ayTeHTH(DIKAaIIT SKi MOskHA BUKopucTatu aas Windows

2.3  Buoip 3aco0iB 1Bo¢aKkTOpPHOI ayTeHTHinaii

Tabmui 2.2 - [adopmariist Ipo MPOAYKTH

Ha3sBa npoaykry

Metoau
ayreHTHikamii

IinoBa nmoJjiTuka
MiNNCOK

Protectimus Winlogon

Time-Based One-
Time Password,
HMAC-Based One-
Time Password,
Universal 2nd
Factor, Mobile
Push, SMS
Passcodes

Free, Starter: $33,
Business: $111,
Custom: $2 Ha
KOpPHUCTYyBaya Ha

micsup, Platform:

$199, Cluster: $299

Time-Based One-
Time Password,
HMAC-Based One-
Time Password,

Cloud: $2 na
KOpHUCTyBaya Ha
micsus, Cloud
Plus: $4 na

WebAuthn/U2F
Security Keys,
YubiKey OTP

RSA SecurlD Mobile Push, KOpPHUCTyBada Ha
biomerpuuna micsie. Cloud
ayTeHTU]IKaris, Premier: $6 na
ATapaTHi TOKEHH, KOpPHUCTyBada Ha
PIN-komu. MICSIIb.
Rublon Free,
Mobile Push, Rublon Business:
Mobile Passcodes, | $2 3a kopuctyBaua
SMS Passcodes, QR | na micsup, Rublon
Rublon MFA Codes, Email Links, | Enterprise: $4 3a

KOpPHUCTyBaJa Ha
MICSIIb 3
MiHIMyMoM y 300
JIICH3IH.

Server:

e Protectimus Winlogon [21]

JIBy(dakropHa aytentudikaris g Microsoft RDP & Windows Logon
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TWO-FACTOR
AUTHENTICATION FOR
WINDOWS & RDP

A DFOTECTIAMN IS

Pucynoxk 2.3.1 Protectimus Winlogon

[Ticnst BcTanoBieHHs koMnoHeHTa Protectimus Winlogon & RDP Ha komm'totep,
JUIsL BXOZy /10 CBOTO 00JikoBOro 3amucy Windows kopHucCTyBadeBi MOTpiIOHO Oyje
MPOWTH J[Ba €Tanmu aBTEHTU(IKAIlli: CIOYaTKy BBECTH CBIM CTaHIAPTHHUM Mapoyib y

Windows, a moTiM 0JHOpa30BHi mapoib, AKui Aie auiie 30 ceKyHA.

JIBoakTopHa aBTeHTH(dIKAIS 3axuiiae OOJIKOBUNM 3aluC KOpPUCTyBada
Windows Bijy KOMIIpOMETaIlii y BUMAIKY, SIKIIO TOCTIMHUM Tapoiib 0y /1€ MepexoIieHo,
BrajilaHo a0o 3JlaMaHo 3a JI0NOMOIor0 OpyTdopcy, colianbHOil iHXeHepli, PIMHTY Ta

noAIOHUX 3arpo3.

e RSA SecurlD [22]

Ile amaparHe pillIeHHs, 1110 BUKOPUCTOBYE TOKEHU a00 KapTKH JUIsl TeHeparii

OJIHOPA30BHUX KOMIB ayTeHTU]IKAIIii.

1. TepeBaru:

o Bucoxka HaniitHicTb 1 6e3neka.

o MOXIUBICTh BUKOPHUCTAHHS Oe3mocepeiHh0 0e3 MiIKIIYeHHs 10 [HTepHeTy
a00 MOOUIBHOIO 3B'SA3KY.

2. Henosikm:

o Bucoki BuTpaTn Ha 0018 THaHHS.

o CkJagHICTh HaJaAIITyBaHHS Ta yIPaBIiHHS.
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SecurlD’
-

Pucynox 2.3.2 RSA SecurlD

445 "5ﬂ)

Secared by RS/\

¢ Rublon Autentificator [23]

Rublon - 1e e oxun 3aci6 s aBodakTopHOi ayTeHTH(DIKAIIT, IKUH Haa€e

PIIICHHS JUIS 3aXUCTY CUCTEMH.

w " e

Secure access to networks,
servers and applications

Pucynok 2.3.3 Rublon Autentificator

1. MepeBaru:

e Jlerkicte Bukopucta"Hsi: Rublon mpomoHye iHTYITHBHO 3pO3YMUIHIA
iHTepdeic s KOpUCTyBayiB, IO JO3BOJISE€ JIETKO HaJaAITyBaTH Ta
BUKOPUCTOBYBATH CUCTEMY ayTeHTHU(DIKaIII].

e besneka: 3a momomoror Rublon mokHa HamaTv 10AaTKOBHM pPiBEHb

Oe3MeKu, OCKIJIbKM BIH BUMara€ BUKOPHMCTaHHS J0JATKOBOTO (aktopa
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ayTeHTU(DIKaIll, KU MOke OyTH CKJIajHile Miai0paTd, HDK TUIBKU
apoJib.

e bararodakTopHna ayrentudikaiis: Rublon miarpumye Garatodakropuy
ayTeHTU(]IKaIl0, 10 A03BOJISE BUKOPUCTOBYBATH KIJbKa METOIIB JJIs
MIATBEPIKCHHST 0CO0M, Takux sAK SMS-moBimoMIIeHHS, MOOITBHUI
J0JTaTOK 200 eJEKTPOHHA IMOIITA.

2. Henojiku:

e Bapricts: I[lopiBHSHO 3 IHIIMMH pIMIEHHAMHA A JABO(AKTOPHOI
ayteHtudikamii, Rublon moxxe OyTH BUTpaTHMM B IUIaHI BapTOCTI
BIIPOBAHKCHHS Ta YIIPaBJIiHHS.

e 3anexHicTh B [HTEepHET-3'€MHaHH: SK 1 OUIBIIICTh 1HIIUX 3aCO01B JJIs
nBodakTopHoi ayreHTrdikaiii, Rublon morpedye noctymny no [atepuery
U1l pOOOTH, 110 MOXE OyTH MPOOJIEeMAaTHYHUM Yy BUIAIKY BiJICYTHOCTI
3'e JHAHHS.

o IligTpumka: VY Jedkux BHUMNAJAKaxX MOXE BHHUKATH Mpodiiema 3
MIATPUMKOIO 200 CYMICHICTIO 3 PI3HUMH CUCTEMaMHU a00 MPUCTPOSMH, 1110

MO>K€ BIUIMHYTH Ha HOro €(peKTUBHICTh Y KOHKPETHOMY CEPEIOBUILII.

Otxe, Rublon Moxxe OyTM ONTUMadbHUM BapiaHTOM JIsi BUKOPUCTaHHS Yy
poOOTi, OCKUJIbKH BiH TO€IHYE B €001 JIETKICTb BUKOPUCTaHHS, BHCOKHU pPIiBEHb
Oe3neky Ta MIATPUMKY OaratoakTopHOi ayTeHTH(]ikailii, oo poOUTh HOro

NPUBAOIMBUM PILLIEHHAM JJIs1 O13HECy .

2.4  Po3ruasii BUKOPUCTAHUX TEXHOJIOTIi 3axucTy Ta QyHKIioHATy Active

Directory.
JUist  CTBOpEHHS 3axXMILIEHOro KOpUCTyBaua (aamiHICTpaTtopa) Mepexi
HEJIOCTaTHbO JIMIIE HAJAaTyBaTH 0a30Bl MOMITHKK mapoiiB. s xomdopTHOI 1

6e3meyHoi poOOTH 3aXUCTy HEOOX1HO pealli3yBaTH 3aXMCHI TEXHOJIOTII 1 BIIMTOBITHAN

¢dbynkuionan AD.
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JInst cTBOpEHHS 3aXUCTy OyJe BUKOPUCTAHUHM BIAMOBIIHMM (PYHKIIIOHAT KOH-

TPOJIEPY JIOMEHY:

e [lenTpamnizoBaHe KepyBaHHS JOCTYIIOM

e [Tlomituka maposmiB B Active Directory

e [lomituka 610KyBaHHs 00JIKOBOTO 3amucy B Active Directory

e JleranpHa moniTHka mapodis B Active Directory

e Aynut ayrentudikauii B Active Directory

e Keposani 00ikoBi 3anucu ciayx0 (Managed Service Accounts - MSA)
e PesepBHE KOMiIOBaHHS JaHHUX

e NAT

IenTpanizoBaHe KepyBaHHS 10CTYIIOM

LlenTpanizoBaHe KepyBaHHS JAOCTYNOM 3a0e3ledye €IMHY TOUKY YHpPaBIIIHHS
npaBaMu JOCTYyIly KOPUCTYBadiB Ta Ipyn IO PI3HUX pecypciB y mepexi. B Active
Directory 11e peaizy€eTbes 3a TOIMOMOTO0 IPYIMOBHUX MOJIITHK Ta HAJaHHS BiIMTOBIIHUX
JI03BOJIIB Ha piBHI 00'exTiB. Hampukiian, mojgiTuka JOCTYIy 0 MEBHUX MarokK ado
daiimiB  OyJe BCTAaHOBIIOBATUCSA Yepe3 TPYNOBl TMOJITUKHU, 110 JI03BOJUTH
[EHTPAII30BaHO KOHTPOJIIOBATH JIOCTYNl KOPUCTYBadiB 0 KOH(DiAEHIIHOT
1H(popMmarii.

IMoairnka napouais B Active Directory

[TomiTHKM Tpynu € OCHOBHMM 3aCO00M JIJIsl BU3HAUYEHHSI BUMOT JI0 MapoJjiB y
nomeHi Active Directory. JIo bOro BXOJUTh HaJaIITyBaHHS MIHIMAaJbHOI JOBKHUHU
napoJisi, Moro CKJIaIHICTh 1 TepioAy HWoro 4MHHOCTI. Bumora 10 KOpUCTyBauyiB

BUKOPUCTOBYBATH CKJIAJHI Ta JIOBI1 Mapoji 3HIKY€E WMOBIPHICTh YCIHIIIHOCTI aTak

METOJ/IOM MI00PY 1, TAKMM YHMHOM, YCKJIQHIOE pOOOTY XaKepy.
IMosiTuka 6;10KyBaHHS 00J1iKOBOrO 3anucy B Active Directory

[Ilo6 3amo0irTi HECaHKI[IOHOBAHOMY JOCTYIy IUISXOM HOBTOPHUX CHpPOO

nigoopy Mapoiis, MA BCTAaHOBUMO INOJIITUKY OJIOKYBaHHsSI OOJIIKOBOTO 3amucy s
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naHoro nomeHy. KinbkicTh HeBAammxX cnpo®d BXOAY MPHU3BOAUTH 0 aBTOMATUYHOTO
OJIOKyBaHHS OOJIKOBOTO 3amucy. ['pymoBi TOJITUKH 3a0€3MeuylOTh MOXKJIUBICTH
HaJIAIITyBaHHS [UX TapaMeTPiB, a TAKOXK aBTOMATHYHHHA 3aXHUCT OOJIIKOBUX 3aIHCIB

KOpHCTYBaua y pa3i aTakd METOJIOM I1100pY.
HeraabHa nmojiTuka napoJiiB B Active Directory

HeranbHa nomituka maponiB (Password Settings Object - PSO) nospomsie
3aCTOCOBYBATH P13HI BUMOTH JI0 MAPOJIiB JJIs PI3HUX TPYN KOPUCTYBadiB a00 OKpEeMHX
obmikoBux 3amuciB. Lle peamizyerbcs uepe3 Password Settings Container B Active
Directory Administrative Center. HamamryBanas PSO monmomoxe 3a0e3meduTH
BHUCOKHI piBE€Hb O€3MEKU IJIs1 KPUTUUYHHUX OOJIIKOBUX 3aIKCIB, BCTAHOBIIOIOYH O1JIbIII

CYyBOP1 BUMOTH JI0 ITapOIiB.

IMepeBipka ayrenTudikamii B Active Directory

Ayaut ayteHTu(iKalii 3a0e3neuye MOKIMBICTh KOHTPOJIIO Ta PEeECTparlii BCIX
cnpo0 BXoy 110 cuctemu. Lle cipusTuMe BUSBICHHIO Ta HETaiHIN peakiiii Ha Oy 1b-
AK1 TA03PLIL [1i 200 MOMXKIIMBUX MOPYILIEHb Oe3MeKu. /[ HanmamTyBaHHS ayAUTy
MO>KHA BUKOPUCTOBYBATH I'PYIIOBI MOJITHKH, IKUMH BU3HAYAIOThCS MO11, 10 Tpeda

pEeECTpYBATH, HANIPUKIIA YCIIIITHI Ta HEYCIIIIHI.
Kepogawi o6.1ikoBi 3ammucu ciry:x6 (Managed Service Accounts - MSA)

KepoBani 001iKOB1 3amucu Ciy»0 3a0e3MeuyroTh aBTOMATHYHE YIIPABIIHHS
NapoJisiMA Ta CHPOUIYIOTh aJMIHICTPYBaHHS CEPBICHUX OOJIKOBUX 3amuciB. Bonu
CTBOPIOIOTHCS Ta KepyroThes dyepe3 PowerShell komanau, 3abe3neuyroun Oe3redHe

BUKOHAHHSI CJIY»KOOBHUX 3aBlaHb 0€3 HEOOX1JHOCTI Bpy4YHY 3MIHIOBATH MapoOJIi.

Pe3epBHe KONiIOBAaHHSA TaHUX

Pe3epBHE KOMiIOBaHHS € HEOOXITHOK CKJIAJOBOIO IUIAHY BIJHOBJICHHS ITICIIS
iHnuaenty. Ilo6 3abe3neuntn Oe3meky NaHUX HA JOMEHHOMY KOHTpoJepi, Oyze
YBIMKHEHO PEryJIspHUA aBTOMAaTUYHHUI MPOLIEC CTBOPEHHS PE3EpPBHOI KOMIi BCIX
BOXJIMBUX JaHUX. L{e momomoske MBUAKO BIIHOBUTU CUCTEMY, SIKIIIO CTAaHEThCS 301

abo Oyne mnpoBemeHa artaka. MOXIMBO TIPOBECTH HAJAIITYBaHHS PE3EPBHOTO
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KomitoBaHHs1 3a jgomomoror Windows Server Backup abo iHmmx mnporpam,

NPU3HAYCHUX CTICLIaIbHO IS PE3EPBHOTO KOMIIOBAHHS.
NAT

Ha crorommimmHiii JeHh KOXXHA JIOKJIbHA MEpeXa Ma€ MiAKIIOYCHHS [0
[HTepHETY, TOMY BUHUKAaE HEOOX1HICTh HAJAIITYBaHHS MMIJIKJIIOYEHHS 10 [HTepHeTy.
CrBopena mepexka peamizoBaHa y GNS3, mo BHOCHUTH T€BHI OCOOJIMBOCTI B il
peanizamiro. [Ipunmyctumo, 1mo mepexa MiAKIIOYEHA A0 KOMyTaropa IpoBaiiaepa i
orpumye aapecy uepe3 DHCP. Lls anpeca no3BoJise niakirouuTucs 10 [HTepHery, ane
TIIBKA 3 OAHOTO TmpHucTporo. Tomy HeoOxigHo peamizyBatu NAT, 30xpema
nuHamiyauil NAT. Bukopuctanusa nuHamidHoro NAT o0yMOBIE€HO TPOCTOTOO HOTO
HaJaIITyBaHHS, aJpke HajamTyBaHHs ctaTudHoro NAT aiig Bcix By3JiB € CKIIaHUM

3aBJaHHSIM.

Puc. 2.4.1 Peamizanis nporokoiay NAT

Jns peamizamii makmroueHHs 3a jgornoMororo NAT Oyae BUKOpHCTaHO 2
MapHipy-Tu3aTopu, MapmpyTu3atop R1 oTpumae aapecy 3a 10TOMOTO0 TPOTOKOTY
DHCP 1 nanuii inTepdeiic € NAT outside, a iHTepdeiic miaKIIOUEeHUN 10 MapIpy-
tuzatopy R2 mae NAT inside. Yomy y mepexeBiii cxemi BUKOPHUCTOBYIOTHCS JIBa
MOCIJOBHUX MapIIPpyTU3aTOPU 3aMICTh MapajieIbHOTO 3'€AHAHHS ISl 3a0€3MeUeHHS

HaJIMIPHOCTI Ta BIAMOBOCTIHKOCTI?
Ha 11e € oOrpyHTOBaH1 IPUYUHHU:

e Posnoain naBantaxeHHs (R1 moxe oOpoOnsiTh 3aranbHUM Tpadik, TOII
gk R2 moxe OyTH HanamroBaHuil st poOOTH 3 MEBHUMU cepBicamu abo

IPOTOKOJIAMHU. )
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e CermenTamis mepexi (R1 moxe OyTH BUKOpUCTAHUH AJIsi 30BHILIIHBOTO
Tpadiky, a R2 - misg BHyTpilIHBOTro, 3a0€3MeUyr04Yd TaKUM YHHOM
PO3iICHHS 30H OC3MeKH.)

e Mirparis Ta TECTyBaHHS (Bukopucranus MOCIITOBHUX
MapHIpyTU3aTOpiB MOXKe OYyTH YaCTHHOK MirpaiiifHoro IiaHy abo
TECTYBaHHS HOBUX KOHQIrypamiii mepei TUM, SIK BIPOBATUTH HOBY

apXITEKTYpy MapajeibHo.)

BucnoBku: Jlpyruii po3nin OyB NMpHUCBSUYEHUN NMPOEKTyBAaHHIO HaJIAIITYBaHb
3aXUCTY aKTUBHUX JOMEHHUX KOHTpoJepiB Ha 0a3i Active Directory ta BHOODPY
3aco0iB ABoQakTopHOi ayTeHTU(ikauii. B pesynprari anamizy Oyio po3poOiaeHo
ONTUMAaJIbHY TOMOJIOTII0 KOMITIOTEPHOT MEpeXki, CXeMy ajipecallii Mepexi Ta BUOpaHO
HaWOLIBII MIAXOMAII 3aco0M I 3a0e3MedeHHs JIOJAaTKOBOTO pPIBHSA Oe3NeKu 3a
nonoMororo  aBoaktopHoi  ayTeHTHdiKalii. [IpoBegeHO TOpIBHSAHHSA PpI3HUX
TEXHOJIOT1M nBOo(akTopHOI ayTeHTHdIKallil, Takux sk Protectimus Winlogon, RSA

SecurID Ta Rublon, 3 netajibHUM OITHUCOM iX TIepeBar Ta HEJOJIKIB.
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PO31JI 3 BCTAHOBJIEHHSA TA HAJIALLITYBAHHA CUCTEMU
3AXUCTY JOMEHHUX KOHTPOJIEPIB HA OCHOBI ACTIVE DIRECTORY

3.1 BcranoBaenns Ta HanamryBanHs Microsoft Active Directory cepsepis
HajnamTyBaHHS 3aKXHCTY aKTHBHHMX /IOMEHHUX KOHTPOJIepiB
Jlnst mouatky pobotu 3 AD cepBepoM HEOOXiTHO HOTO BCTAHOBUTH, TOMY

noyHemMo 3 BcTaHoBieHHS AD cepBepy. BcraHoBieHHst cepBepy moni0OHO [0

BcTaHoBieHHs 3BruaiiHoi OC Windows, po36upeMo Jiniie OCHOBHI MOMEHTH.

@ ﬁ’f Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Wind r 2019 Standard b4 /.

r 2019 Standard (Desktop Experience)
Windows Server 2019 Datacenter /1/2020
Windows Server 2019 Datacenter (Desktop Experience) 3/1/2020

Description:
This option installs the full Windows graphical envirenment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it

1 Collecting information 2 Installing Wi

Puc. 3.1.0 Bu6ip OC nans BcTaHOBIIEHHS

Baxxnuum momeHTOM € BUOIp OC AJi BCTAaHOBJICHHS, BAXKJIUBO PO3YMITH YUM
BIJIPI3HSIOTHCA 3aponoHoBaHi Juist BeraHoBieHHa OC, Ham Heooxigni OC Windows
Server 2019 Standard. Windows Server 2019 Standard 1 Windows Server 2019
Standard (Desktop Experience) Bigpi3HSAIOTHCS HasBHICTIO TpadiyHOro iHTEpPEiicy,
BIJICTYTHICTh TpadigHoro iHTepdeicy Moxke OyTH IUIFOCOB 32 OOMEXEHUX PECypCiB

JUIsl CepBepy, y HaIllOMy BHUIAAKY PECypcCiB IJisi CEPBEPY AOCTATHHO 1 HASIBHICTH
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rpadiuyHoro iHTepdeiicy Habarato copoiyr poOOTy 3  CEepBEpOM, TOMY
BcraHoBmoeMo Windows Server 2019 Standard (Desktop Experience).Windows
Server 2019 Datacenter ta Windows Server 2019 Standard (Desktop Experience)
BipI3HAIOTBECA BipTyamizamiero (Datacenter migTpuMye HEOOMEKEHY KIUIbKICTb
BIipTyaJIbHUX MamiuH, ToAil sk Standard oomexenwnii 10 ABOX), QYHKIIisIME 30epiraHHs
(Datacenter Bxirouae moBHY miaTpuMky Storage Spaces Direct, Storage Replica,
Deduplication, a Standard - i), mepexxeBumu MoxkirBocTssMu (Datacenter mae moBHy
niarpumky SDN, sikoi Hemae B Standard), Shielded Virtual Machines (noctymHi Tinbku
B Datacenter) i Advanced Threat Protection (Bxiouena B Datacenter, ane BiACyTHS B
Standard). ITpo6nema Windows Server 2019 Datacenter mossirae y BUMOTJIUBOCTI 70

arapaTHOl YaCTHHU Ta JOPOTOBU3HU JIilIEH3yBaHHS. [24]

Jlani BuOupaemo tun BcranosieHas Custom: Install Windows only (advanced).

@ o Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and ke les, ngs, and applications
The files, settings, and spplications ws with this option. This option is on
available when a supported versio ng

Custom: Install Window: ly (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partiti uter using the installation disc. We
recommend backing up y

Puc. 3.1.1 Bubip Tumy BCTaHOBJIECHHS

Jlami mepeiiaeMo 10 po3aisIeHHs )KopcTKoro aucka. Llei po3ain mo3Boise
KepyBaTH JOCTYITHUM IIPOCTOPOM Ha KOPCTKOMY JHUCKY, (opMaTyBaTH >KOPCTKUAN
JIMCK 1 pO3AUISITH HOTO HA TOMU. Y HAIlIOMY BHUITaJIKy MU CTBOPUMO OJMH TOM JIJIS

BCHOT'O BUIBHOTO TTPOCTODPY.
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@ G Windows Setup

Where do you want to install Windows?

Name Total size Free space Type
;/ Drive 0 Unallocated Space

200GB 200 GB

1 Collecting information

2 Installing Wi

Puc. 3.1.2 Po36utTs qucky

Jlanmi yexkaeMo BCTAHOBJICHHS CEpBEPY 1 MOKEMO MEPEXOJAUTH JI0 HAJAIITYBaHb
camoro Active Directory cepsepy.

G Windows Setup

Installing Windows

Status

/ Copying Windows files
Getting files ready for installation (3%)
Installing features
Installing updates
Finishing up

Puc. 3.1.3 [Iponiec BcranosieHHss AD cepBepy
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[Tepen po3ropra"Hs cepBepy K KOHTPOJEP JOMEHY HEOOX1THO MPOBECTH Oa30Bi

HaJIAIITyBaHHS CHCTEMH:
» manamryBaHHs [P anpecarrii (cepBep Mae MaTu CTAaTHYHY apecy)
* HaJlaTyBaTH Ha3BY cepBepy (3a moTpedn)

* HaJAlITyBaHHS 4yacy (4acOBOTO MOsICY)

[Ticist 6a30B01 KOHPIrypallii MOkKHa CAMOCTIHHO PO3ropTaTH KOHTPOJIEPH
nomeny. [lonaBatu Moy, HEOOXiIHI AJisi pOOOTH JOMEHY MOXHA 10 Mipi
BUKOHAHHS po0oTH. TOMY CIoYaTKy 1IHCTAIFOEMO JIMIIIE JIOMEHHI CIIy>K0u Active

Directory.

i
Server Manager * Dashboard @1 F Mg Took view e
WELCOME TO SERVER MANAGER
I Local Server f Add Roles and Features Wizard - m] X

ii All Servers

Fr DESTINATION SERVER
Isl AD DS Select server roles WIN-MOUBOELQAZZ shytov.net
&5 DNS

BE File and Storagg Before You Begin Select ane or more roles to install on the selected server.

o Is stallation Type Roles Description

lEl Print Services

@ Remote Deskto

O Active Directory Certificate Services
/| Active Directory Domain Services (Installed) [AD CS) is used to create

[ Active Directory Federation Services :e'hﬁcat!:n authorities and related
[ Active Directory Lightweight Directory Services role senvices that zllow you to issue
[] Active Directory Rights Management Services and manage certificates used in a
[] Device Health Attestation variety of applications Hide
] DHCP Server

+| DNS Server (Installed)

[ Fax Server

[® File and Storage Services (4 of 12 installed)
[ Host Guardian Service

[] Hyper-V

[J Metwork Policy and Access Services

[®] Print and Document Services (1 of 3 installed)
[ Remote Access

[®] Remote Desktop Services (4 of 6 installed)

] Volume Activation Services

(W] Web Server (IIS) (19 of 43 installed)

[] Windows Deployment Services

[] Windows Server Update Services

Puc. 3.1.4 Bubip Mo/ysiB i1 BCTAHOBJICHHS

[Ticnst BCTAaHOBJICHHSI MOYJISl PO3TOPTAEMO II€H cepBep SK KOHTPOJIEP JOMEHY,

BUOEpaeMO BIAMOBIIHUMN IMTyHKT 1 BBOJUMO Ha3BY JIOMEHY.
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% Active Directory Domains and Trusts

File Action View Help

&z |mEdz HE

- a X
View Help

;"',5 shytow.net

;g Active Directory Domains and Trust

Name
E:T shytov.net

Type
domainDNS

Actions
Active Directory Domains a... &

More Actions

Puc. 3.1.5 Po3ropTanss cepBepy sik KOHTPOJIEP TIOMEHY

3amaeMo naposb 1 BUOUpaeMo (GyHKIIIOHATLHUN PIBEHb KOHTPOJIEPY TIOMEHY.

BE Al Servers
gl AD DS

WE File and Storage S(

ontroller Oplions

Forest fun

Domain funct

nal level:

al level Windows Server 2016

Specrly domain controller capabalibies

] Domain Name Systam [DNS) sarver

" Global Catalog (GC)

Read only domain controller (RODC)

Type the Directory Services Re:

Password:

Confirm password

WIN-IVFS2366K06 8198  Error

WIN-IVFS2366K06 134

WIN-IVF52366K06 6008 Ervor

noon'{

< Previcus

Microsoft-Wind cws-Sacurity-SPP

Warning Microsoft-Windows-Time-5ervice

Eventlog

Sedect functional level of the new forest and root domain

Windows Server 2016

tare Made (DSRM) password

Mext> |

btae s 1
Prote: d
) He K
| 5

fTasks

| Cancel |

Appliestion 5/6/2023 4:33:20 BM
5/6/2023 4:33:16 PM

62023 £33:13 PM

System
System

Puc. 3.1.6 Bubip ¢yHKIIIOHAIEHOTO PiBHS Ta 3aJaHHS TAPOIT0

HanamryBannst DNS na 6a3i AD cepBepy

Jlyist Toro mo0 y HaAc MpaIfoBaB 1 JIOMEH 1 IHTEPHET HaM MOTPiIOHO MPOBECTH

NeBHI HaJamTyBaHHs. J{7s poOOTH HaM HEOOX1THO BCTAHOBUTH:

DNS
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Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

g

3

Select one or more roles to install on the selected server.

| Active Directory Domain Services (Installed)
[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

[] Device Health Attestation
[C] DHCP Server
| DNS Server (Installed)

- O X

DESTINATIOM SERVER
WIN-MOUBDELOAZ2 shytow.net

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications

Puc. 3.1.7 BcranoBieHHs HEOOX1THIUX MOIYJIiB

Jlani mepexoanmMo 10 cTBopeHHs 3anucy DNS

L

£ DNS Manager — O X
File Action View Help
e nEXEozBEI§ 8
E—. EENS Marne Type Data Timestam
v o WIN-MOUGDELOAZZ jdc
w [ | Forward Lookup Zones jdomains
- | _msdcs.shytov.net Bloc
=) shytov.net jgd
. pdc
Reverse Lookup Zones
= Trust Points P E—I(sameasparentfolderj Start of Authority (SOA) [19€], win-mDuBlelgald.s..  static
D_.? Conditional Forwarders E—I(same as parent folder) Mame Server (M5) win-jrul138dh30p.shytov.n..  static
E—I(same as parent folder) Mame Server (N5) win-mbublelqa2.shytov....  static
E—I(same as parent folder) Mame Server (M5) win-ojd3vdniplu.shytov.n.,  static
E—I203dc2f9—e850-4e33—SI:JFE—E... Alias (CNAME) WIN-MOUGOELQAZ2 shyto...  07.05.2024
E—I?3502126-2?23-40:9-3039-b... Alias (CNAME) WIN-JRU138DH50P shytov... 08.02.2024
E—Ic?ledBeD-DQDf-tlDS?-accd-d... Alias (CNAME) WIN-0J43VANSPOU shyto...  01.03.2024

Puc. 3.1.8 CtBopeHi 3anucu
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Jami nepexomumo g0 HamamtyBanHs Active Directory DNS, a came 1o

HaJAIITYBaHHS aJpecaltii.

(5] Mpotokon InTepHety sepcii 4 (TCP/IPv4) - BnactusocTi >
- 3aranesHi
=
Internet Protocol Version 4 (TCP/IPv4) Properties >

MapaMeTpi NpoToKoNY IP MOKYTh MPU3HAYSTMCA AETOMATUUHO, AKILO
p . BALS MEPEXa MIATPMMYE TaKY MOKAMBICTs. B iHwomy pasi crig

eners OTPMMATH NapaMeTph IP 5 aaMiHicTpaTopa Mepesi,

*You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator (O OTpumaTin IP-aapecy aBTOMATHHHD

for the appropriate IP settings.
@ BukopucToByBaTi Taky IP-anpecy:

(0) Obtzin an IP address automatically

IP-agpeca: 214. 8 . 29 . 10
(@ Use the following T sddress:

Subnet mask: OCHOBHWIA Wos: 214, 8 .29 . 1
Default gateway: 214. 8 .29 . 1

OTpumaTh agpecy DNS-cepeepa asToMaTH4HO
Obtain DMS server address automatically (®) BrxopuctosysaTh Taxi anpeci DNS-cepsepis:
(@) Use the following DNS server addresses:

OcHoBHWi DNS-cepsep: 214. 8 .29 . 3
Preferred DNS SL\@rer: 214. 8 .29 . 3 .
AnbTepHaTUBHIMA DNS-cepsep: 214. 8 .29 . 4
Alternate DNS server: 8 .8 .8 .8

D Mig 4ac BMXoAY NiATEEPOKYEATH

[ validate settings upan exit Advanced... HacTpoiiu AonaTkoso. ..

Cancel Cracysam

Puc. 3.1.9 HanamryBanus DNS
Jlnst kopekTHOi poOoTH 3 Mepexkero [HTepHeT Oyi0 HalalTOBAHO MEePECUIIaHHS

naketiB DNS. Ilepecunanns nmaketiB DNS Bukonye ¢yHkuio BiamnpaieHHs DNS

nakeTiB Ha 30BHImHIA DNS cepBep 3a BimcyTHOCTI BiIMOBIAHOTO XocTa y 0asi

ocHoBHoro DNS cepsepy.

WIN-MOUBJELCAZZ Properties ? x
Debug Logging Event Logging Monitoring Security
Interfaces Forwarders Advanced Root Hints

Forwarders are ON5 servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

IP Address Server FQDN
fech:0:0HfF 1 <Unable to resolve >
fech:0:.0HfF 2 <Unable to resolve >
fech:0:0HffF::2 <Unable to resolve >
8888 dnis.google
8844 dns.google

Use root hints if no forwarders are available Edit...

Mote: f condtional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwanders node in the scope tree.

Cancel Apply Help

Puc. 3.1.10 HanamtyBaHHs epecuIaHHs MaKETiB
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JlonaBanHs po00Y0i CTaHWIl 10 10MeHA

JlomaeMo HOBY po0OYy CTaHIiI0 OO JOMEHY, AJS IbOr0 TEepPEeXOAUMO Yy
BiactuBocti [1K > HanamryBanHs iMeH1 koM toTepa, TOMEHY Ta poOouoi rpymnu >

3MIHUTH HAJTAIITYyBaHHS.

Sain Masseia Bua Beoa Yerpoictsa  Cnpasxa

Besnexa y Windows X

3MiHeHHs iMeHi komn'loTepa abo aomeRry

BeepiTs iM'7 T3 Naponk 0BAIKOBOTO 3anNMCy, AKMIA M3E NPaBo Ha [0Ka3aTH AOCTYNHI Mepexi )
NPHEAHAHHA A0 AOMEHY. DEFARHLTE BAPIANTY NIAXMOYEHHS N

administrator . - .
TKOBI HaCTPOWKU Mepexi

| essssscsed
_— MiMuTh HaCTpO#KK aganTepa ‘I O
OK Cxacysatv
REHTP MEPEX i CNNBHOTO ROCTYNY
oK Cxacysam BAGEDIT, A0 AKX AZHIX CIA HARATH COIA 1
GnafHAHHA T3 NIAKAONEHHA
OK Cracysam Iy
HHA HAC X x
ki

OC Windows He SKTREORING, TTROWTIRTE YOI MUERST Ha HpOTpMMI APORVKT Microsoft

Homep npoayxry: 00328-00000-00000-AA101

O6cnyrosyeanma Ta Gesnexs

Puc. 3.1.11 /TonaBanHst poO0OUO1 CTaHIIi JO JOMEHA

3a HEOOX1THOCTI 3MIHIOEMO 1M’ poOOYOi CTaHIlli Ta BBOJAUMO Ha3BYy JIOMEHY,

T1CJIS BBEJICHHS MapoJIi0 KOPUCTYBaya aJMIHICTpaTOpa NPUETHYEMOCS 10 JOMEHA.

8 Win-10-2023 [3anywerio] - Oracle VM VirtualBox

& Cucrema - [m] x

T A « Cucremaii.. > Cuctema v [J] yel

INaHent kepyeaHHa . . .
nEpE}U’Iﬂ,ﬂ, 3arafbHvx BLAOMOCTEW MPO KOMMN KOTEP

G Aucneruep npuctpois Bunyck Windows
G Hactpoiiku siaaanenoro Windows 10 Educaticn
T - [ | .
€ Kopnopauia Mafikpocodr. | n OWS
© Baxner cncrenm ¥ci Npasa 3axuLLEH, ..
) Noaarkosi HacTpoiikn cucremn
Cucrema

Mpoyecop: AMD Ryzen 5 5600 6-Core Processor 3.49 GHz

¥cTaHoBneHa onepatnena 3,006
nam'ate (O30M):

Tun cuctemu: 64-po3pAgHa onepauiiina cucTema Ha Gasi npoyecopa k64
Mepo Ta goThk: Baig 33 AONGMOroH0 NEPa Ta CEHCOPHUI BB HEAOCTYTIHI Ha oMY
AMCnEr

Hacrpoitky imeni konn'toTepa, aomeny Ta poBosci rpynn
In'a koMn'roTEpa: DESKTOP-GIK3LGS G}M\Hnm
Mobke in's komn'totepa:  DESKTOP-GIK3LGS shytov.net HacTpoiiki
Onue komMn 'roTepa:

Nowmen: shytov.net

Puc. 3.1.12 Ycmimee npueHaHHS 0 TOMEHA
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HanamryBanus 60a30B0i MOJITUKHU NAPOJIiB

Haniitai mapoJii € BaXJIMBUM €JIEMEHTOM O€3IeKH, OCKIJIBKYA BOHHM 3aI1001raloTh
HECAHKI[IOHOBAHOMY JOCTymy 10 cuctemMu. Crnabki mapomii JerKo MOXYTbh OyTH
37aMaHl aTaKylouyuMHU 3a JIOMIOMOTOI0 PI3HOMAHITHHUX METOJIB, TaKUX SK Imepedip
cripoO, CIIOBHMKUA a00 BUKOPUCTAHHS MPOTpaMHMX 3aco01B JJIA 3JI0My TapoiiB. B

pe3ynbTaTi CIA0KUX MapOJIiB PU3UK MOPYIICHHS O0€3MEeKH 301bITY€E€ThCS.

Jl7ig moyaTky mOTpiOHO CTBOPUTH IPyIU KOPUCTYBAUiB 1 JaTH iM MEBHI MpaBa:

=

] Active Directory Users and Computers - x
File Action View Help
2= | = S [ - . ) P
ke ARcalln (M= NNERENEYN ? Bl S el = 3
] Active Directory Users and Com|| [ame Type Description

| Saved Queries E,Dmytro P.D.. User
8) Evgeniy E. 5. User

v 3 shytov.net
~ [&] Branch-8-29-1

= | B&291-Admins
1| Dep-8-29-1-1
| Dep-8-29-1-2 L\\)
3] Dep-8-29-1-3
| Branch-8-28-2
Branch-8-29-3
Branch-8-29-4
| Branch-8-28-5
| Builtin

| Computers

| Departament Admins

| Domain Controllers
_| ForeignSecurityPrincipal:
| Managed Service Accour

| Users

Puc. 3.1.13 CTBOpeHHS KOpUCTYBauiB

Evgeniy E. Shytov Properties ? *
Remate contral Remate Desktop Services Profile COM+
General Address Accourt Profile Telephones Organization
Member Of Dialin Environment Sessions

Member of
Name Active Directory Domain Services Folder
Administrators shytov net/Builtin
Domain Users shytov net/Users
Add Remove
Primary group: Domain Lzers
EE There is no need to change Primary group unless
2ot ary \arodp you have Macintosh clients or POSI¥-compliant
applications.
Cancel Apply Help

Puc. 3.1.14 HananHs npaB KOpucTyBadyam
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MNew GPO >

Name:

|f-‘u:|min Password Palicy|

Source Starter GPQO:

{nong) ~
Canoel
Puc. 3.1.15 Beranosnenus GPO
I{am HaJIaIITOBYEMO MIHIMAJIbHY JOBXKHUHY napomo:
& Win-Serv1-28-Shytov [3anywenc] - Oracle VM VirtualBox
@aiin  Mawmsa Mepernaa  Beefewsa  MpucTpol  [osiaka
—Fi\e Action  View Help
e HEXE = HE
(=] Admin Password Policy [WIN-MOUBOELOA2 4 || policy - Policy Setting
~ (& Computer Configuration
~ [ Policies Minimum password length Properties ? X
*| Software Settings
~ (2] Windows Settings Security Policy Setting  Explain
“ Name Resolution Policy -
=) Scripts (Startup/Shutdown) -@" Mirimum password length

# Deployed Printers
~ Fh Security Settings
21 Account Pl
v jﬂ“:::w;:;:\ry Password must be at least
A Account Lackout Polic, i - characters
7 Kerberos Policy
3 Local Policies
g Eventlog
& Restricted Groups

Define this policy setting

A System Services
4 Registry
4 File System
1 Wired Network (IEEE 802.3)
| Windows Defender Firewal
7 Network List Manager Polis
Ziff Wireless Network (EEE 802
| Public Key Policies
| Software Restriction Policie
| Application Control Policie
&, IP Security Palicies on Actir
| Advanced Audit Policy Cor
il Policy-based QoS

OK Cancel Apply

Puc. 3.1.16 BcTaHoBiieHHsI TOBKUHU TTAPOITIO

[Ticnst bOro MOKEMO MPUCTYTATH JI0 3aJaHHS YaCOBOTO MPOMDKKY 3MIHU

apoJIto:

Minimum password age Properties ? X
Securty Policy Setting Explain

Hg. Winimum password age

Define this policy setting

Password can be changed after.
ul 2| days

Cancel Poply

Puc. 3.1.17 [IpoMi>KOK KUTTS APOJIIO
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BJiokyBaHHSI KOpUCTYBaviB

L[C HaJIalITYBAHHA BUKOPUCTOBYETHCA IOJIA BHU3HAYCHHA KIJTBKOCTI HCBAAJINX

crpo0 BXOAY B CUCTEMY, MICIIA IKUX O0JIIKOBHIA 3aIIMC KOpUCTyBayda Oy e 3a0J10KOBaHO.

JJis BUKOHAHHSI HATamTyBaHb Bukopuctaemo Group Policy Management Editor:

=] Group Policy Management Editor
File Action View Help
e nHE X HE
v (& Computer Configuration A || Name = Description
v [ Policies
| Software Settings
v [7] Windows Settings

5 Password Policy Password Policy
5 Account Lockout Policy Account Lockout Policy

Name Resolut || -1 Kerberos Policy Kerberos Policy
u

) Scripts (Startu
= Deployed Prin
v [ Security Settir
53 Account P
i Local Polic
J Eventlog
A Restricted
7 System Se
4 Registry
A File Systen
fgf Wired Net
7 Windows |
7 Network L
Zif Wireless N
| Public Key
| Software F
Applicatio
&, IP Security

Advanced ,

Puc. 3.1.18 Group Policy Management Editor

O06epeMo KUIbKICUT HEBJAIHUX CIIPOO BXOY, HEOOXIAHUX ISl OJIOKYBaHHS

0OJIIKOBOT'O 3aIHCY:

Account lockout threshold Properties ? X
Security Policy Sefting  Explain

'43‘ Account lockout threshold

Define this policy setting
Account will lock out after:

15 2| invalid logon attempts

Cancel Foply

Puc. 3.1.19 Account lockout threshold Properties

Hlumos €.4 Apk.

Danvroscokuii .17 KKIKE.KP.B — 123 — 20 — H3

50

3un. | Apk. Ne ooxym. Iionuc | Hama




OG6upaeMo yac OJIOKYBaHHS aKKayHTY Micis 15-TH HEYCHIIIHUX CPoO BXOAY B

00JIIKOBUH 3aITHC:

Account lockout duration Properties ? X
Security Policy Setting ~ Explain

'{;| Account lockout duration

Define this policy setting
Account is locked out for:

5 < minutes

Cancel Apply
Puc. 3.1.20 Account lockout duration Properties

O06upaeMo yac CKUAaHHS JIUYMIbHUKA HEBAAUX CIPOO BXOLY:

Reset account lockout counter after Properties ? X
Security Policy Setting ~ Explain

'—{3' Reset account lockout counter after

Define this policy setting

Reset account lockout counter after

5 = minutes

Cancel

Puc. 3.1.21 Account lockout counter after Properties
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HamamryBanus aerajabHoi mojituku napoais y Windows Server 2019

[Ilo6 mepelTH N0 HAJAIITYyBaHb JETaJbHOI IOJITAKH TAPOJIIB IMOTPIOHO
Bukopuctatu Active Directory Administrative Center (LleHTp ammiHicTpyBaHHs
Active Directory). Ileit iHTepdelic BHUKOPUCTOBYETHCS UIsI  YIPABIIHHS
HaJalTyBaHHIMHU MapodiB B Active Directory, TakMMu SK TOJITUKH CKJIQJIHOCTI
napoJIiB, BUMOTH 10 JOBXKHUHU MMApoJisi, TEPMIH il Maposs Ta iHIIl MapaMeTpu, [Ki
JIOTIOMararoTh 3a0e3MeunTH O0€3IeKy 1 3pYUYHICTh YNPaBIiHHSA 00JIIKOBUMH 3amKcaMu

KOPHCTYBayiB B JIOMEHI.

B Active Directory Administrative Center - o X
@ v« System * Password Settings Container * (@) | Manage  Hep
Ei Active Directory... ¢ Password Settings Container (0) Tasks
E = Filter ¥ Bv @A)v <o | @
— 0 ~7 S A~
B8 Overview Password Settings Container
[Ff! shytov (local) Name Precedence Type Description New »
...\Password Settings Contai EHEE
Search under this node
System
= P :
il Dynamic Access Control » roperties
il Authentication »
P Global Search
v
WINDOWS POWERSHELL HISTORY 7S

Puc. 3.1.22 Active Directory Administrative Center

VY rimmi Password Settings Container ooupaemo New ist cTBopeHHS HOBOT

nomituku. [lepen Hamu criiBae BIKHO JETaTbHUX HAJAIITYBaHb MOJITHK MAPOJIiB!
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= (] X

Create Password Settings: Tasks v | [SecTions v |
3 Password Settings Password Sett ngs 3 =
Directly Applies To
ke Name: B | Password age options:
Precedence: * [V] Enforce minimum password age
[¥] Enforce minimum password length User cannot change the password withi... 1
Minimum password length (characters) 7 [¥] Enforce maximum password age
Enforce password history User must change the password after (... 42
r s tory
Number of passwords remembered: 24 [[] Enforce account lockout policy:

Password must meet complexity requirements Number of failed logon attempts allowed
Os e P . Reset failed logon attempts count after (...
tore password using reversible encryption s S e

® For a duration of (mins):

Protect from accidental deletion Until an administrator manually unlocks the account
Description:
Directly Applies To %) (A
Nam
Add..
A More Information Cancel

Puc. 3.1.23 Create Password Settings

Ha 306pa>1<eHHi ITIOKa3aHO BIKHO CTBOPCHHA HAJIAIITYBAaHb IIAPOJIA

Password Settings) B Active Directory Administrative Center

(Create

(Lentp

aamiHictpyBanHs Active Directory). Ile BIKHO J03Bosise aAgMIHICTpaTOpam

HAJAIITOBYBATH TMOJIITUKY MTAPOJIB JIJII KOPUCTYBaviB B JOMEHI.
OCHOBHI €JI€MEHTH:
JliBa yacTuHa BikHa:

e Password Settings (HanamryBanHs mapo:iiB) - akTHBHA BKJIAJIKa.

e Directly Applies To (3acTocoByeTbcst 0€3MOCepEIHBO 10) - BKJIAIKA JJIsI

BKa31BKU 00'€KTIB, Ha SIK1 3aCTOCOBYIOTHCS HAJIAIITYBAHHS.
IenTpanbHa YyacTHUHA BiKHA:

e Name (Im's): Ilosie Ay BBeA€HHS HA3BU HAJIAIUTYBaHHS apOJIs.

e Precedence (Ilpioputet): [1ose niist BBeEHHS MPIOPUTETY HAJIAIITYBaHHSI.

e Enforce minimum password length (IlpumycoBe BcTaHOBJIEHHS

MIHIMAJIbHOI JOBXHMHHU mapojst): Omniisg 3 BBEACHHAM MiHIMaJIbHOI

JOBXHUHU mapoist (7 CUMBOJIIB).
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e Enforce password history (IIpumycoBe 30epexeHHs iCTOpii MapoJiiB):

Oriist 3 BBEJIGHHSAM KUJIBKOCTI 3aaM'sTOBYBaHUX MapoJiB (24).

e Password must meet complexity requirements (Ilaponr mnoBUHEH
BIIMOBIIaTH BUMOTaM CKJI1aqHOCT1): Orist 17151 3a0e31eUeHHS CKIIaTHOCTI

MapoJiB.

e Store password using reversible encryption (30epiratu mapoini 3
MO>KJIMBICTIO 3BOPOTHOTO mK(pyBanHs): Omilis AJig 30epiraHHs mapoJiis

y 3BOPOTHOMY MK (PYBAHHI.

e Protect from accidental deletion (3axucT BiJ BUNIAIKOBOTO BUJIAJICHHS):

Omnuis 1715 3aXUCTy HAJAIITYBAHHS BiJ BUAAJICHHS.
Onuii Biky nmapoJiis (Password age options):

e Enforce minimum password age (IIpumycoBe BCTaHOBJICHHS
MIHIMAJIBHOTO BiKy mapossi): Omilisi 3 BBEJEHHSM MIHIMAJIBHOTO 4acy,

MPOTSrOM SIKOI'O KOPUCTYBa4 HE MOKE 3MIHIOBATH Napoisb (1 geHs).

e Enforce maximum password age (IIpumycoBe BCTaHOBJICHHS
MaKCUMaJbHOTO BiKYy napoJisi): Ormiist 3 BBEIEHHIM MaKCUMaJIBHOTO Yacy,

MPOTATOM SIKOTO KOPUCTYBay MOBUHEH 3MIHUTH Mapob (42 1H1).

Honituka OaoxyBanHs o0JikoBux 3ammciB (Enforce account lockout

policy):

e Number of failed logon attempts allowed (KuibkicTh m103BOJIEHUX
HeBAAIMX crnpod Bxoay): Omiisi 3 BBEICHHSIM KUIBKOCTI JTO3BOJICHUX

HeBIaIuX crpod Bxomy (30).

e Reset failed logon attempts count after (minutes) (CkugaHHs KIJTbKOCTI
HEBJaTuX Crpo0 BXoay dYepe3 (XBWiaMHM)): OMIlisS 3 BBEACHHSIM Yacy

CKMJIaHHA JIIYWIbHKUKA HeBAAMUX cripo0 (30 XBUIHH).
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e Account will be locked out (O6mikoBwmii 3amuc Oye 3a6;10k0BaHO): Omirist
3 BUOOPOM TPUBAIOCTI OJIOKYBaHHS 001iKkOBOTO 3anucy (30 xBuiauH abo

710 PyYHOTO PO30JIOKYBaHHS aIMIHICTPATOPOM).

HuxHa yacTHHA BiKHAa:

e Directly Applies To (3acTtocoByeTbest 6e3mocepeiibo 10): Cekiist st
noaaBaHHs 00'€KTIB (KOPUCTYBauiB a00 I'PYIN), 10 SIKUX 3aCTOCOBYIOTHCS
i HajamTyBaHHa maposs. Kuomkm "Add" (omatu) Ta "Remove"

(Bunpanutn).
BepxHs yacTuHA BikHa:

Kunonku "Tasks" (3aBmanns) ta "Sections" (Cekiii) ajs 10JaTKOBUX OMINN 1

HaJIallITYBaHb.

[Ticns anamizy BikHA MPOBOAMMO HEOOXITHI HAM HaJaIlITyBaHHS

B = x
. : ’
@ ¥« System *» Password Settings Container = (@) | Manoge  Help
= O 8%
Create Password Settings: EvgeniyPasswordPolicy TASKS v | [SECTIONS v
Password Settings Password Settin gs 2 (%) (A
Directly Applies To
Name: EvgeniyPasswordPolicy Password age options
Precedence. 1 [¥] Enforce minimum password age
D Eaioee i paswad et User cannot change the password withi... ¢ |1
Minimum password length (characters) 7 [¥] Enforce maximum password age
R pasward Kt User must change the password after (.. 120
Number of passwords remembered: 24 Enforce account lockout policy:
] Password must meet complexity requirements Number of failed logon attempts allowed 1
s 5 o Reset failed logon attempts count after (m... ¢ |5
ore password using reversible encryption Bk et
@ For a duration of (mins): 5
[¥] Protect from accidental deletion D) Until an administrator manually unlocks the account
Description:
Directly Applies To 2% (A
Name ” Mai
Add...
A) More Information oK [ cancel |

Puc. 3.1.24 Create Password Settings (O0paHi HajamTyBaHH)
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OO6upaeMo KOpUCTyBauiB ab0 IPYIITH IJIs AKUX OyJ1e 3aCTOCOBAHO MOJIITHKY:

{ B Active Directo 0 w |8
: : '
@ ¥« System * Password Settings Container + @) | Mansge  Hep
| 5 g s ; s — 5 t
Create Password Settings: EvgeniyPasswordPolicy
| PasswordSettings | password Settings D®E
Directly Applies To Select Users or Groups X
Name:
| Precedence: Select this object type: e
Enforce minif [Users or Groups | |- % 1
Minimum Past - grom this location: P =
[0 nforce passy. atov ne | = " 1
Number of pal
Password my Enterthe object names to select (examples): llowed: 15
Evaeniy E_Shytov (shytov-28@shytov net Check Names | [after (m... 5% |5
[ Store passwd|
5
Protect from ally unlocks the account
Advanced. 0K Cancel
Description:
Directly Applies To 2% (a
Name - Mail
) More Information ok | m

Puc. 3.1.25 O6panns kopucTyBauiB ado Tpymn

ITicas IMPOBCACHUX HaAJIAITYBAHb Ha BI/IXOI[i OTPUMYEMO T'OTOBY Ta pO6OLIy

noiituky (EvgeniyPasswordPolicy)

B} Active Directory Administrative Center - [m] X

=0 [ Be= o R ¥ v &
. Z A
B8 Overview EvgeniyPasswordPolicy
[—Eﬁ shytov (local) Name Precedence Type Description Delete
..\Password Settings Contai... L.l EvgeniyPasswordPolicy 1 Password S... cAopeTe
- Password Settings Container ~
ystem
B New »
il Dynamic Access Control >
Delete
il Authentication »
o Search under this node
Global Search
Properties
EvgeniyPasswordPolicy % e
Precedence: 1 Modified: 5/24/2024 1:44 PM
Description:
Summary
IANIAINAIAIC DNAWWCDCUICI T LUICTNADV ~

Puc. 3.1.26 CtBopeHa momituka
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HamamryBanns ayautiB Bxoay-Buxoay(Event Viewer)

Jlns Toro mo0 mojii KOPEeKTHO BigoOpakaiaucs y ayauTax BXOAY 1 BHUXOIY
notpiOHO TpoBecTH TeBHI HamamrtyBaHHs. Crodatky obupaemo psaku "Audit
Account Lockout","Audit Logoff”, "Audit Logon" i BCTaHOBIIOEMO 3HAYCHHS

"Success and Failure" (Ycmix i1 [Tommka).

7

# File Action View Window Help

&9 |25 6 HmE

8 Group Policy =1 0.1, Policy Management Editor =@ X

v £\ Forest: sl
v (£ Dom File Action View Help
viEsles| 2@ =
E 4 Restricted A || subcategory Audit Events
] e e Y T
E 4 Registry 5] Audit User / Device Claims Not Configured
3 .3 ;Ij::ﬁ: &) Audit Group Membership Not Configured
4 = Windows| st Audit IPsec Extended Mode Not Configured
= Nebweakl. ¢ Audit IPsec Main Mode Not Configured
= Zaf Wireless Ny | ¢ Audit IPsec Quick Mode Not Configured
7: Public Key st Audit Logoff Success and Failure
| SoftwareF || 1 Audit Logon Success and Failure
3 i,  Applicatio || | Audit Network Policy Server Not Configured
r'.- Grou S IP Security 5% Audit Other Logon/Logoff Events Not Configured
G roiN v Advanced 5 Audit Special Logon Not Configured

Puc. 3.1.27 Audit Events

OOupaeMo MOTPiOHI HAM MyHKTH (YCIIIITHO,HEYCITIIIHO).

&

% File Action View Window Help
L ANal=o | NERN 7 Bos

' Group Polic] —
v A Forest:sl Audit Account Lockout Properties X
v (5 Dom File Action View Help

vales | 2@ = @4 Y B

i Réincted 1 Audt Account Lockout
3 System Se - ]
A Registry
3 File Syste

£ Wired Net Configure the following audt events

Windows
7 Network Success
af Wireless e
Public Key
] Software
i Stes] | Applicatiq
i Grou| @ 1P Security
| v [ Advanced
v 18 Audit
G A
H A
[ Def
3 |
Lo
3 oy
“H Pol
3 Pri
3 S
H ol

—_——_— Cancel

SRS OEOEOE HEHE DN

% Grou|

Puc. 3.1.28 Audit Account Lockout Properties

Hlumos €.4 Apk.

Danvroscoxuti 1.17 KKIKE.KP.B - 123 - 20 - H3 57

3un. | Apk. Ne ooxym. Iionuc | Hama




Taki cami HajamTyBaHHS MPOBOJIUMO 1 JIJIsl ABOX 3aJUIITUBIIUXCS ITYHKTIB.

&=
'3 File Action View Window Help
e &=
77; VGroup Policy
v A\ Forest:s| Audit Logoff Properties X
v (% Dom File Action View Help
vEles | 2FE B AE O b
= 3 Restricted Y At Loged
3 4 System Sef |
3 4 Registry
3 7 File Syste
£ 25/ Wired Net Configure the following audit events:
4 | Windows
3 1 Network L Success
af Wireless Folrs
~| Public Key
4 _ Software
& Sites.. o Appllcat‘ic
#8% Grou &, IP Security
% Grou v ] Advanced
Puc. 3.1.29 Audit Logoff Properties
Y
& File Action View Window Help
R ol ANzl WEHN ? M
# Group Policy
v A\ Forestist Audit Logon Properties X

v (& Dom File Action View Help

vEles 2@ 5 08
4 Restricted
7 System S
E: 4 Registry
E 4 File Syste
3 o/ Wired Nel
3 _| Windows
E 7| Network
if Wireless
3 | PublicKe
a Software
i3 Sites | Applicati
5% Grou &, IP Securit
v Grou v Advance
<

Policy ' Explain
Audit Logon

Configure the following audit events:
Success
Failure

Cancel Ppply

Puc. 3.1.30 Audit Logon Properties
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[Ticist mpoBeneHUX HajaIITyBaHb MU MOXXEMO BIJICIIAKOBYBAaTH YCIIIIIHI a0

HEYCIIIIHI TOi1 BXOAY,BUXOTy Ta MiA03piil .

&

Security  Number of events: 62 183 Actions
EventID TaskC | | Security
4719 AuditP... | = Open Saved Log
4719 AuditP.. ¥ Create Custom Vie
47 A
19::BudP Import Custom Vi
4719 AuditP..
4719 AuditP.. Qaitog.
4719 AuditP.. ¥ Filter Current Log.
4634 Logoff | @ Properties
4634 Logoff
e ‘Qﬂ. Find...
4634 Logoff \
4624 Log fed Save All Events As
4672 Special... Attach a Task To t!
4624 Log =
4672 Special
424 Log ‘; Refresh
4672 1 )
672 Sp 2 ‘ﬂ Help
Event 4634, Microsoft Windows security auditing x \ ot #5534 Microsoft}
‘ | Event Properties
General il
Detay ‘ @) AttachTask To Thi
|An account was logged off. Copy
Save Selected Ever
Subiect: 2 B s
[ Refresh
Log Name: Security @ e
Source Microsoft Windows security Logged: 22.05.2024 16:55:07 i
EventID: 4634 Task Category: Logoff
e = BB L AP A S TSRS Aauc. Y

Puc. 3.1.31 I'inka Security y Event Viewer

Ha 300paxenHi nokazano expat nporpamu "llepernsaau nogiin" (Event Viewer).

VY BiKHI BiJI0Opaxar0ThCs KypPHAIIU MOA1M TOKAaIbHOT MAIIIMHH.

JliBa yacTrHa BiKHA MICTHTh JACPEBO HaBiraiii, ge BuOpaHo po3ain "Windows

Logs" -> "Security" (Kypnanu Windows -> besrmeka).

Cepennst yacTHHA BIKHA IMOKAa3ye CIUCOK MOJIM, 3apeecTpoBaHUX Y >KypHai

oesnmeku. [lomii BimoOpaxaroTbcsi 3  pI3HUMH  PIBHAMH, JOKEpelaMd  Ta

ineHTudikaTopamu mojaid. BumineHo mogiro 3 igeHTudikaropom 4634 Bim mxepena

"Microsoft Windows security auditing," mo ctanacs 22.05.2024 o 16:55:07.

HwxHs yacThHA BiKHA MOKa3ye AeTail BUAUICHOT moAll. Onuc mojii TOBOPUTH:

"An account was logged off" (KopuctyBau BUHIIIOB 3 00J1IKOBOTO 3aIUCY).

JlogaTKoBI BIJOMOCTI BKIIFOYAIOTh:

e Log Name: Security (OKypnan: Be3smneka)
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e Source: Microsoft Windows security auditing (dxepeno: Microsoft

Windows ayaut Oe3rekn)

e Event ID: 4634 (Inentudikatop momii: 4634)

e Task Category: Logoff (Kateropis 3aBnanns: Buxia 3 cucremn)

e Level: Information (PiBenb: Indopmarris)

o Logged: 22.05.2024 16:55:07 (3apeectpoBano: 22.05.2024 16:55:07)

2] Event Viewer
File Action View Help
e 2 BE
] Event Viewer (Local)
+ Custom Views
v [ Windows Logs
& Application
£ Security
£ Setup
& System
] Forwarded Events
= Applications and Services Lo
. ) Subscriptions

Application  Number of events: 6285
e ——

Level Date and Time Source EventID Task Category *
@ Information 16:49:39 SceCli 1704 None
(@ Information 16:13:34 Windows Err... 1001 None
(@ Information 1613:30 Windows Err.. 1001 None
@Eror 2 16:13:29 Application E.. 1000 (100)
(@ Information 22.05.2024 1&07:35 Security-SPP 16384 None
(D Information Security-5PP 1633 None
(@) Information Security-SPP 16384 None
@ error Security-SPP 8198 None
(@ Information Security-SPP 1002 None
(i) Information Security-SPP 1003 None
(@) Information Security-SPP 1634 None
(@ Information MSSQLSERVER 49930 Server
(@ Information MSSQLSERVER 3407 Server
(@ Information MSSQLSERVER 3406 Server
(@ Information MSSQUSERVER 49930 Server S

Event 1704, SceCh

General Details

Log Name:
Source:
Event ID:

Application
SceCli
1704

Logged

Task Category: None

Security policy in the Group policy objects has been applied successfully.

22.05.2024 16:4%:39

- o
Actions
Application

& Open Saved Log..

¥ Create Custom Vi
Import Custom Vi
Clear Log..

¥ Filter Current Log
Properties

& Find...
fed Save All Events As
Attach 2 Task To t
View
i Refresh
H Hep
Event 1704, SceCli
Event Properties
3] Attach Tesk To Th
iz Copy
fed SaveSelected Ever
i Refresh

H Hep

Puc. 3.1.32 I'inka Application y Event Viewer

VY BiKHI BiI0OpaXaroThCs KyPHAIU MOJIH JTIOKATLHOT MAIIIMHH.

Logs" -> "Application" (Kypuramu Windows -> Jlonatok).

Ha 300paxenHi nokazano expan nporpamu "llepernanau nomiit" (Event Viewer.

JliBa yacTrHa BiKHA MICTHTh JACPEBO HaBiraiii, ge BuOpaHo po3ain "Windows
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CepenHs yaCTHHA BiKHA MMOKAa3ye€ CIHUCOK TOii, 3apeecTpOBaHMX Y JKypHai
nonatkiB. Bumineno moxito 3 mxepena "SceCli" 3 inertudikaropom moxii 1704, ska

craiacsa 22.05.2024 o 16:49:39.

HwxHs gacTrHa BiKHA TTOKa3ye neTaji BHAUICHOT moAii. Onuc moaii TOBOPUTS:
"Security policy in the Group policy objects has been applied successfully." (ITomituka

Oe3meku B 00'€KTax TPyMOBOi MOMITHKH YCHIITHO 3aCTOCOBAHA).
JlogaTKoOBI BIJOMOCTI BKIIFOYAIOTh:
e Log Name: Application OKypnai: JomaTok)
e Source: SceCli ([I>xepeno: SceCli)
e Event ID: 1704 (Inentudikarop nomuii: 1704)
e Task Category: None (Kateropis 3aBnanns: Hemae)
e Level: Information (PiBens: Indopmarris)

o Logged: 22.05.2024 16:49:39 (3apeectpoBano: 22.05.2024 16:49:39)

& Event Viewer — o
File Action View Help
e | 2 H T
] Event Viewer (Local) System Number of events: 10311 Actions
Cictin Vi e — —
o :Wmdw’swgs Level Date and Time Source EventID TaskCategory | | System
5] Application i) Information 22.05.2024 16:55:55 Service Contr.. 7036 None Open Saved Log...
& Security i) Information 22.05.2024 16:54:37 Service Contr... 7036 None ¥ Create Custom Vid
= ~ = K
] setwp D information 53:32 Service Contr... 036 None R Custon Vi
f=] System i) Information Service Contr... 7036 None
[] Forwarded Events i) Information Service Contr... 7036 None Clear Log...
Applications and Services Lo/ § () Information Service Contr... 7036 None ¥ Filter Current Log.
2 Subscriptions i) Information Service Contr... 7036 None Properties
i) Information Service Contr... 7036 None
! &8 Find...
i) Information Service Contr... 7036 None o
i) Information 2 Service Contr... 7036 None I Save All Events As|
i) Information 22.05.2024 16:49:39 Service Contr... 7036 None Attach a Task To t
1) Information 22.05.2024 16:49:39 Service Contr... 7036 None Vo
1) Information 2 Service Contr.. 7036 None
i) Information Service Contr... 7036 None Y Refresh
i) Information Service Contr... 7036 None [ Help
L kil X Lonmssen Do 1600 Alema Y.
Event 7036, Service Control Manager x  |Event 7086, Senvice Co
7] Event Properties
General
Details 3] Attach Task To Thi
"
The Remote Registry service entered the stopped state. iz Copy
| Save Selected Ever|
3 Refresh
Log Name: System B
el
Source: Service Control Manager  Logged: 22.05.2024 16:55:55 %
Event ID: 7036 Task Category: None
v
. " o Via e

Puc. 3.1.33 T'inka System y Event Viewer
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Ha 3o00paxkenni mnokazano exkpan mnporpamu "llepernsmau moniit" (Event

Viewer).VY BikHI Bi100paXaroThCs )KypHAIN TOJIIN JTOKATbHOI MAaITMHH.

JliBa yacTrHa BiKHA MICTHTh J€pEBO HaBiraiii, e BuOpano po3nin "Windows

Logs" -> "System" (Kypnamm Windows -> Cuctema).

CepenHs 4acTHHA BiKHA ITOKA3ye€ CIUCOK MOJiH, 3apEECTPOBAHNX Y CHCTEMHOMY
xKypHami. Ilomii BimoOpakarOTbCsl 3 PI3HUMU — PIBHAMH, JDKEpelamMu  Ta
ineHTrdikaTopamu noid. BumineHo momiro 3 imeHtHdikaropom 7036 Bim mxepena

"Service Control Manager," mo cranacs 22.05.2024 o 16:55:55.

Hwxns yacTuHa BikHA TOKa3ye AeTail BUAUICHOT mmodii. Omuc moaii roBOPUTS.
"The Remote Registry service entered the stopped state." (Cmyx6a BimmajaeHOTO

peeECTpy Hepeiiia y CTaH 3yIUHKH).
JlogaTKoB1 BiJOMOCTI BKIIFOYAIOTh:
e Log Name: System (Kypnan: Cucrema)

e Source: Service Control Manager ([Jxepeno: Jlucneruep KepyBaHHS

cIry)xOamm)
e Event ID: 7036 (Inentudikatop noxuii: 7036)
e Task Category: None (Kateropis 3aBaanns: Hemae)

e Level: Information (PiBenb: Indopmaris)

Logged: 22.05.2024 16:55:55 (3apeectpoBano: 22.05.2024 16:55:55)

Takox MpUCyTHS MOKJIUBICTH (DUIBTpALi O/I1H 32 PIBHEM, YACOM, KaTETOPIElO,

KJIFOUOBUMH CIIOBaMU 200 KOPUCTYyBaYaMHU:
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&l
File Action View Help
e 20 85

{8l Event Viewer (Local) Security Number of events: 62 221 Actions

3 Custom Views

v I Windows Logs 7 Filtered: Log: Security; Levels: Critical, Error, Warning; Source: Date Range: Last 7 days. Number of events: 2 Security

& Application Keywor... Date and Time Source  EventID Task Category OpentSaved Eng:s
la :”"‘y @ Audi.. 22.05.202415:56:43 Eventlog 1101 Event processing ¥ Create Custom Vi
i A, Audi.. 22.05.2024 15:42:31 Eventiog 1101 Event processing Import Custom Vi
System
] Forwarded Events Filter Current Log x Clear Log...
Applications and Services Lo ¥ Filter Current Log,
| Subscriptions Filter XML Clear Filter
Logged: Last 7 days v Properties
b = : Find..
Eventlevel [ Citical [ Wamning [ Verbose 8 Fin
|l SaveFiltered Log |
Eror [ Information
= o g Attach a Task Tot
Eventlogs:  [Securit T Save Filterto Cust
Event sources: | . View
4 Refresh
Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To X || wee
exclude criteria, type a minus sign first. For example 1,3,5-99 -76
Event 1101, Eventiog
Il 5 o] s
AN Event = ] Event Properties
Task category: | %) Attach Task To Th
Keywords: ‘ = Copy
e Save Selected Evel
User: [<All Users> | 4 Refresh
" 5 Computer(s):  [<All Computers> Y |H Hep
Cloar

Puc. 3.1.34 ®inprpamnis noxii y Event Viewer

Taki cami MaHIMyJsIOli MOXXHA MPOBOJUTH 33 JONOMOIOK TEpPMIHAIY
PowerShell, BiH € qy’ke 3py4HUM Ta IIBUIUM 3aCOOOM BIJCTIAKOBYBaHHS aKTHBHOCTI.

]

Puc. 3.1.35 BigcniakoByBanHs mmoii Secrity 3a HoBu3HOO (octanHi 100)
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EN Administrator: Windows PowerShell 3 a X

46253

EntryType Source

0

FailureA... Mi > i g account failed to
FailureA... Mi ind account failed to
FailureA... An account failed to
FailureA... Microsoft-Windows. An account failed to
FailureA... Mi >Ft-Windows . account failed to
FailureA... Mi : account failed to
icrosoft-Windows. account failed to
.. Mi Ft-Windows. account failed to
FailureA... Mi Windows . account failed to
FailureA... Microsoft-Windows. account failed to
FailureA... Mi Ft-Windows. 62 account failed to
FailureA... Mi indows. account failed to
FailureA... Mi - 5 account failed to
FailureA... Mi Ft-Wi < account failed to
FailureA... Microsoft-Windows. An account failed to
FailureA... Mi Ft-Windows. A ount failed to
FailureA... Mic i - account failed to
FailureA... M i : account failed to
account failed to
2ot account failed to
FailureA... Microsoft-Windows. account failed to
FailureA... Microsoft-Windows. account failed to
FailureA... Mi i 2 account failed to
FailureA... Mi i . ccount failed to
FailureA... Mi >Ft-Wi X account failed to
FailureA... Mi ind account failed to
FailureA... An account failed to
FailureA... . . ount failed to
FailureA... i - account failed to
49726 Kei : FailureA... M . account failed to
49723 Ksi i .oMi indows . account failed to
o Windows . account failed to
FailureA... Mi dindows. account failed to
FailureA... Mi -Windows. account failed to
FailureA... Mi -Windows. account failed to
FailureA... Mi t-Windows. S account failed to
FailureA... Mi Ft-Windows. account failed to
FailureA... Microsoft-Windows. account failed to
FailureA... Microsoft-Windows. account failed to
FailureA... M Windows . 6 account failed to
45086 Kei FailureA... Mi >Ft-Windows . account failed to
25 yos S : < SR s

N

5NN N
GOLUURRRER

Puc. 3.1.36 BincniakoByBanHs moii 3a meBHuM 1D (Y cmix)

E¥ Administrator: Windows PowerShell = [m] X

35518 /ot 28 12:52 FailureA... i . 4625 An account failed to log on....
35517 flor 28 12:52 FailureA... Mi i 4625 An account failed to log on...
dministrator> Get- S y | Where-Object {$_.EventID 46243

InstanceID
account was logged
account logged
account logged
account was logged
account was s / logged
account was logged
account y logged
account w logged
account logged
account logged
account y logged
account wi logged
account wi logged
account logged
account logged
account logged
account wi y logged
account y logged
account logged
account f logged
account y logged
account v logged
account logged
account logged
account logged
account was suc logged
account logged
Microsoft-h ¥SE 3 account logged
Microsoft . An account logged
icrosoft-Wi Z account / logged
Micro g account s logged
account w logged
account logged
account logged
account y logged
account y logged
account y logged
account was succe logged
account s / logged
account w logged
account s / logged
2 account logged
Microsoft-Window g 6 account y logged
icrosoft-Windows. .. account

W W ww
SRk

w

Puc. 3.1.37 BiacniakoByBanus moii 3a meBauM |ID(Hesnaua)
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CTBOpeHHsI Ta BMKOPHUCTAHHS OOJIIKOBOIO 3amucy KEePOBAHOI CJIY:KOU

(MSA)

Hanamryemo o0ikoBumii 3anuc kepoBaHoi ciryx0u (MSA) niis 6a30Boro caty
[1S.1le nonomoske 3abe3neunTy Oe3MneKy Ta aBTOMAaTUYHE YIPABIIHHS HapOJISIMU IS

i€l CITyKO0u.

[Tounemo 3 BcranoBienHs MSA. Bukopucraemo tepminan PowerShell ms

IIBUKOTO Ta 3pyYHOro BcTaHOBIEeHH MSA:

Komannma Import-Module ActiveDirectory 3aBaHTaxye KomaHmieTd Active
Directory y cepenoBuiiie PowerShell, 1o m03BoJisse BUKOHYBaTH aaMiHICTpaTHUBHI
3aBJaHHS, Taki SK CTBOPEHHS, BHUJAJCHHS Ta OHOBJICHHS OOJIIKOBUX 3aIlUCIB,

YOPABIIHHS TpynaMHu 1 NoJiTUKaMu Oe3neku B JomeHi Active Directory.

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Import-Module ActiveDirectory

Puc. 3.1.38 Import-Module ActiveDirectory

Ha 3o00paxenni mnokazaHo BikHO KkoHconi Windows PowerShell, ne
BUKOHYIOThCSI KOMaHAM [JIsi CTBOPEHHS Ta JIOJaBaHHSA OOJIIKOBOI'O 3alHUCy CITy»KOu

(Service Account) B Active Directory:

PS C:\Users\Administrator> New-ADServiceAccount - EvgeniyMSA

PS C:\Users\Administrator> Add-ADComputerServiceAccount WIN-MOUGRELQA
p2 - 1CE EvgeniyMSA
PS C:\Users\Administrator>

Puc. 3.1.39 CtBOpeHHs Ta q0/1aBaHHS O0IIKOBOTO 3aMKCY CIYKOU

New-ADServiceAccount -Name EvgeniyMSA -RestrictToSingleComputer:
Komangia a1 cTBOpeHHsI HOBOro 00JIIKOBOTO 3anucy ciy»x0u 3 iM'sm "EvgeniyMSA",

0OMEKEHOTO JJIsI BAKOPUCTAHHS HA OJHOMY KOMIT'FOTEPI.

Add-ADComputerServiceAccount  -ldentity ~ WIN-MOUOOEOLQA2 -
ServiceAccount EvgeniyMSA: KoMmanna aiisa go1aBaHHs 0011KOBOTO 3aIUCy CITYKOU

"EvgeniyMSA" no komm'totepa 3 inentudikaropom "WIN-MOUOOEOLQAZ2".
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I[am BHUKOHYEMO KOMaHIW [JId BCTAHOBJICHHS Ta HGpCBipKI/I KEpPOBAHOT'O

obmikoBoro 3amucy ciayk6u (Managed Service Account, MSA) B Active Directory:

PS C:\Users\Administrator> Install-ADServiceAccount jentity EvgeniyMSA
PS C:\Users\Administrator> Test-ADServiceAccount ¢ EvgeniyMSA

rue
PS C:\Users\Administrator>

Puc. 3.1.40 IlepeBipka BcranoBienas MSA
PesynbTar True cBiq4uTh MPO yCHINIHE BCTAHOBIEHHS CITYKOH.

Jani nepeiigemo 10 6e3mocepesHLOro BUKOpUCTaHHA ciayxou MSA. Cniouatky
HaJamTy€eMo KBOTH mam'sTi s mporecy (Adjust memory quotas for a process). Lle
HaJIAIITYBAaHHS JO3BOJISIE aIMIHICTPATOPY BU3HAYUTH KBOTU NaM'sIT1 1JIs1 IPOLIECY AJIst
NEBHUX KOPHUCTYBauiB 200 OOJIIKOBUX 3aIKCIB CIIYyKO0. Y JaHOMY BUIIAIKY, OOIIKOBUN
3anuc ciayxom "EvgeniyMSA" nomaetbcsi 10 CHUCKY O00'€KTiB, Ha SIKIi OyIyTh
3aCTOCOBaHI I KBOTH naMm'ari. lle 3abe3nedye KOHTpOIb HAJ TUM, CKIJIBKH HaM'sTi

MO>KE€ BHKOPHCTOBYBAaTH NEBHUI IPOLIEC, MOB'SA3aHUI 3 UM OOJIKOBUM 3allMCOM

CITyKOH.
File Action View Help
e« zE5XEE
i £ (B XE = Security Policy Setting ~ Explain
v i Computer Configuration 4 itting A
< B Policies ?fg. Adjust memory quotas for a process
o =y ned
_| Software Settings =
Ni Settings ned
v [ Windows Settings Define these policy settings: hed
| Name Resolut d
&) Scripts (Startu pe
== Deployed Prin ed
v Fh Security Settir Add U X ned
4 Account P Hadt
& }_] Local Polic Select Users, Computers, Service Accounts, or Groups X
A Auditf
‘% U:erlR‘ Select this object type:
] i
3 Securit Users, Service Accounts, Groups, or Builtin security principals ‘ Object Types...
i Eventlog | | From this location:
4 Restricted || [shytovnet ‘ Locations...
4 System Se
4 Registry Enter the object names to select (examples):
4 File Systen EvgeniyMSA| Check Names
o/ Wired Net
| Windows |
| Network L
Zaf Wireless N Advanced... Cancel
Public K
T Suﬂ‘: e}); ned
oftware
o n B OK Cancel Apply ned
S B e P e S ¥
Puc. 3.1.41 Adjust memory quotas for a process
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Jlanmi HajaImTyeMo 3aMiHy TokeHa piBHs mporecy (Replace a process level token).
[{s mpuBinest q03BOJISIE TTporpamMaM ado CiIy)K0aMm 3aMiHIOBATH TOKEH PiBHS MPOIIECY,

110 MOYKe OyTH HEOOX1HO /Il BAKOHAHHS ITEBHUX aIMIHICTPATUBHUX 3aBIaHb a00 JJIs

3MIHU KOHTEKCTY O€3IMEeKH MPOIIECy.

File Action View Help
€| 2@ XEE

— | Security Policy Setting Explain

v & Computer Configuration 4 B itting
v [ Policies {;' Replace a process level token
| Software Settings — :Z:
v [£] Windows Setting Define these policy settings: hed
Name Resolut
| Scripts (Startu ned
= Deployed Prin ned
v T Security Settir Add User or Group ¥ ned
53 Account P ned
v j Local Polic User and group names ned
3 Audits iSHYTO\/\.EvgemyMSAS ‘ [ Browse .| ned
3 UserRi ned
j Securit hed
| Eventlog hed
7 Restricted OK Cancel hed
2 System Se AT USEr or Group-.- ned
4 Registry hed
1 File Systen hed
4 Wired Net L
Windows | 1oy
o) Network L Led
aff Wireless N lees
_| Public Key fed
8 oituarchy oK Cancel Aooly | ned
< >

SRS Talal ]l HallTa dala il latil HaE L

T rrerned

Puc. 3.1.42 Replace a process level token

[IpuMyCOBO OHOBIIFOEMO MOJITUKH

PS C:\Users\Administrator> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

Puc. 3.1.43 [IpumycoBe OHOBJICHHS TIOJIITHK

[TepexoaumMo 10 BUKOPUCTAHHSA TOTOBOTO akkayHTa MSA miis 6a30Boro caity

DefaultAppPool:
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e
- £} » WIN-MOUGDELQA22 » Application Pools
File View Help
Connections

G-I &8

§5 Start Page
v S5 WIN-MOUGOELQA22 (SHYTOY
L=} Application Pools

U;.N Application Pools

This page lets you view a1 a4uanced Settings ? % |ed with worker
processes, contain one or

v @ Sites Filter: v (General) ~
@ Default Web Site F ot NET CLR Vefsuon . va.0
& Site_8_28.local > NETd5 s Enable 32-Bit Applications False
< > | Managed Pipeline Mode Integrated
o NET v4.5 Classic St Nana DefaultAppPoo
‘-t' DefaultAppPool | 54 Queue Length 1000
ZRDWebAccess  SY | g Mode OnDemand
&) Site_8 _28.local 4 | cPU
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processer Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
Generate Process Model Event L

shytovEvgenyMSAS
Idle Time-out (minutes) 20
Idle Time-out Action Terminate v
Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

@ o]

Application Pool Task:

Edit Application Pool

Puc. 3.1.44 menemxepa ciryx6 [arepuery (Internet Information Services, 11S)

Lleli expaH Mmokasye, sSIK HaJalITOBYIOThbCS Myad AojaTkiB B IIS, Bkirowyaroum

BUKOPHCTaHHS KEPOBAHOIO 00JIiKOBOTrO 3amucy ciyxou (Managed Service Account,

MSA) nns nyny pgomatrkiB. Y 1bOMY BHUIIQJIKy, OOJIIKOBHM 3amuc CIyXOu

"EvgeniyMSA" BUKOpUCTOBYETHCS ISl 3a0€3MeueHHs O€3MeKH Ta 13011111 MPOIIECiB,

1O BUKOHYIOTBECA B IbOMY I'[y.]'[i ,Z[O,I[aTKiB.

[I{o6 Bxim 3 akkayHnta MSA BimoOpasuBcs y Event Viewer mam motpiOHO

3aIyCTUTH CAUT 1 31HCHUTHU TaM OyJb-IKYy aKTHUBHICTb:

B” https: jis.net/overvie ~ @ C || Search... o~

B” Overview : The Official Micr...

— B® Microsoft ~

| I S Search all of IIS.NET

An incredible web server thata€™s built around you...

Internet Information Services (IIS) for WindowsA® Server is a flexible,

secure and manageable Web server for hosting anything on the Web.
From media streaming to web applications, [IS4€™s scalable and open
architecture is ready to handle the most demanding tasks.

Try IIS Today!

Evaluate IIS today, with a free trial edition of
Windows Server.

Home > Overview

Puc. 3.1.45 3milicHeHHs aKTUBHOCTI Ha CauTl
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[Ticas mporo y Event Viever Mmu MokeMoO CIiocTepiraTv Jor 3 JaHHHUMH BXOIY 3

akkayHTy MSA!

{8 Event Properties - Event 4624, Microsoft Windows security auditing. X

General Details

Security ID: SYSTEM ~
Account Name: WIN-MOUGOELQA22S
Account Domain: SHYTOV
Logon ID: 0x3E7
Logon Information:
Logon Type: 5
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: Yes
Impersonation Level: Impersonation
New Logon:
Security ID: SHYTOV\EvgeniyMSAS
Account Name: EvgeniyMSAS
Account Domain: SHYTOW
Logon ID: OxTC2ETF
Linked Logon ID: 00
Network Account Name: -
Network Account Domain: -
Logon GUID: {688c499b-6ab2-d237-183b-e27800b812cb} v
Log Name: Security
Source: Microsoft Windows security Logged: 24.05.202415:30:31
Event D: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A Computer:  WIN-MOUBOELQA22 shytov.net
OpCode: Info
More Information: ~ Event Log Online Hel,
Copy Close

Puc. 3.1.46 Jlor 3 ychinmHUM BXOJIOM B aKKayHT

Ha 300paxenni moka3zaHo BikHO BiactuBocted mojii (Event Properties) 3
KypHaiy 6e3nekun Windows, sike BioOpakae jerani noAdii 3 imeHTudikatopom 4624.
s monist cTocyeTbes ycnimHoro Bxoay B cucremy (Logon). L mozist cBITUUTH PO

YCHIITHUH BX1J] Y CUCTEMY 32 JIOMIOMOTOI0 00JIIKOBOTO 3anucy ciyxou "EvgeniyMSA".

{2 Event Properties - Event 4624, Microsoft Windows security auditing. X

General Details

[An account was successfully logged on. ~
Subject:
Security ID: SYSTEM
Account Name: WIN-MOUBOELQA22S
Account Domain: SHYTOV
Logon ID: O3E7
Logon Information:
Logon Type: 5
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: Yes
Impersonation Level: Impersonation
New Logon:
Security ID: SHYTOV\EvgeniyMSAS
Account Name: EvgeniyMSAS
Account Domain: SHYTOV

Logon ID: 0x1D2A3D
Linked Logon ID:

Network Account Name: -
Network Account Domain: -

Logon GUID: {52e6708-c92¢-901d-445f-596b4601d7b4)
v
Log Name: Security
Source: Microsoft Windows security Logged: 24.05.2024 16:03:54
Event ID: 4624 Task Category: Logon
Level: Information Keywords:  Audit Success
User: N/A Computer:  WIN-MOUBOELQA22 shytov.net
OpCode: Info

More Information:  Event Log Online Help

Copy Close

Puc. 3.1.47 Jlor 3 yCHilHUM BXOJOM B aKKayHT
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{@] Event Properties - Event 4624, Microsoft Windows security auditing. X

General Details

@ Friendly View O XML View

+ System
- EventData
SubjectUserSid S-1-5-18
SubjectUserName WIN-MOU60ELQA22$
SubjectDomainName SHYTOV
Subjectlogonid 0x3e7
TargetUserSid  S-1-5-21-3246845973-3532741495-2777114407-1120
TargetUserName EvgeniyMSA$
TargetDomainName SHYTOV
TargetLogonld  Ox1d2a3d
LogonType <
LogonProcessName Advapi
AuthenticationPackageName Negotiate
WorkstationName WIN-MOU60ELQA22
LogonGuid {5ae6f708-c92e-901d-445f-596b4601d7b4}
TransmittedServices-
LmPackageName-
KeyLength 0
Processid 0xf28
ProcessName C:\Windows\System32\svchost.exe
IpAddress -
IpPort = N

Copy Close

Puc. 3.1.48 binbi netanbHa iHGOpMallis 3 JIOTY 3 YCIIITHUM BXO0JIOM B

akkayHT MSA

] Active Directory Users and Computers &= O X
File Action View Help
o 2@ 0 EBcz EmtaEYE

: Active Directory Users and Comr Name Type Description

&1

X j:j ::vﬁe:v?\:nes @ﬁvgeninSA msDS-Manage...
v 2] Branch-8-29-1
2| B8291-Admins
3] Dep-8-29-1-1
= Dep-8-29-1-2
3| Dep-8-29-1-3
2| Branch-8-29-2
2 Branch-8-29-3
2| Branch-8-29-4
2] Branch-8-29-5
| Builtin
| Computers
2| Departament Admins
2| Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Users

Puc. 3.1.49 Binoopaxenns roroBoro Managed Service Account
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3.2 BcTaHOBJIEHHSI Ta HAJAIITYBAaHHA JABOGAaKTOPHOI ayTeHTH]iKkauii Bix

Rublon.

JIBoakTopHa ayTeHTH(IKaIS — 1€ MPOIEC MIATBEPKEHHS 1AECHTUYHOCTI
KOpHCTyBada 3a JOMOMOTOI0 JBOX PI3HUX METOAIB ayTeHTHdikamii. 3a3Budail 1e
BKJIOUa€e B ceOe 1I0Ch, II0 KOPHUCTyBad 3HAa€ (HaNpHUKiIaA, Hapoib) 1 LIOCh, IO
KOpHCTYBa4 Ma€ (Hampukiaa, MOOUTEHUM MPUCTPIM, HA KU HaJCHIaeThest SMS-koa

a00 reHepyeThCS TOKEH).

[TouyneMo 3 BCTaHOBIICHHs ayTeHTH(IKATOpa Ha KOHTPOJIEpl JOMEHY 1 poOouiit

CTaHII:
E Setup - Rublon for Windows Logon and RDP - et

Welcome to Rublon for Windows Logon and
RDP Setup Wizard

Rublon for Windows Logon and RDP integrates with Microsoft
Windows client and server operating systerns to add MFA (multi-
factor authentication) to remote desktop and local system loegens.

Please refer to the documentation and FAQ for more information
or contact Rublon Support if you need help with the installation.

m Documentation Mext Cancel

Puc. 3.2.1 Beranosnenns Rublon cepsepy
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Brniucyemo cucteMHMit TOKEH Ta KIIFOY JIJIS TT1J1B° I3KK KaO1HETY JJisl BXOJY:

H Setup - Rublon for Windows Legen and RDP - X

Set up credentials
Enter Systern Token and Secret Key values

Systemn Token:
|D?1 3653AD2ETCASBFI39ATEAFS5FABT1FG |

Secret Key:
|3?4ae?4bob?aa11znodabeafsccc3c |

Show key

Enter AP| credentials for the application created in the Rublen Admin Conscle.

If you do not have any application of type "Windows Logon and RDP", you must create one
in the Applications tab.
Correct System Token and Secret Key parameters are required to proceed further,

m Documentation Back Mext Cancel

Puc. 3.2.2 BcTaHOBIJIEHHS TOKEHA Ta KJIIOYa

Jam o6upaemMo moTpiOHI MyHKTH K1 BIMOBIAAIOTh HAIITUM BUMOTaM:

E Setup - Rublon for Windows Logon and RDP — >

Configuration
These settings allow you to change the default behavior of Rublon in certain scenarios

[] Prompt for MFA cnly for RDP logins
[] Enable User Account Contral (UAC) elevation protection

[] Use proxy

Prompt for MFA only for RDP logins
Check to make only RDP sessions prompt for MFA. Local Windows logins will be bypassed.

Enable User Account Control (UAC) elevation protection

Check to make Rublon challenge nen-admin users for MFA every time the UAC elevation
prompt appears.

Use proxy

Check to enable proxy. You will be able to provide proxy information on the next page of
this setup wizard.

w Documentation Back Mext Cancel

Puc. 3.2.3 Obupaemo He0OX1/1HI HaM IIYHKTH
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H Setup - Rublon for Windows Logon and RDP

Bypass configuration
Decide whether to bypass MFA in the following scenarios

We recommend you keep all the following checked.

Bypass MFA when offline

Bypass MFA when it cannot be performed

Bypass MFA when offline

Check to bypass MFA when the Rublon AP is not reachable (no internet connection or API

down).

Bypass MFA when it cannot be performed

Check to bypass MFA when the Rublon AP| is reachable but cannot perform MFA (e.g., too

many requests).

Puc. 3.2.4 Obupaemo HeoOXi/1HI HAM IYHKTH

Back Mext Cancel

Jlani HaIamTOBYEMO MIAKIIOUEHHS 0 Tele(OoHy KopuuTyBaya:

[ Rublon for Windows

Zhytomir Politechnic

What type of authenticator do you want to enroll?

Phone Number (SMS)

® Rublon Authenticator
WebAuthn/U2F Security Key (hardware token)
YubiKey OTP Security Key

Back

Third-Party Authenticator

Next

Need help?

[ Rublon for Windows

Zhytomir Politechnic

What platiorm does your device have?

Android

® iPhone

Need help?

Puc. 3.2.5-6 O6upaemo tun ayreHtudikarii
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KineneBe nmiaTBepKeHHS 1 TECT HAIAIITOBAHOTO ayTeHTU(]iKaTopa:

I3 Rublon for Windows: x

Accounts -

Zhytomir Politechnic

I

Rublon for windows ki201_shea@student.ztue v

du.ua

Verify Your Identity

Phone iPhone (i0S) . Zhy ‘. ‘.l' Polit nNic o
administrator

.8l
@

Zhytomir Politechnic
) ) v
Remember this device a boba
Your next loging on this device will be verified automatically.

Need help? Protected by Rublon

Puc. 3.2.7-8 Jlogani akkayHTH y MOOLTIBHOMY JOJATKY

[Ticas mpoBeneHHs HamamTyBanb Rublon ma Windows cepsep,kxopuctyBau
MOYHE OTPUMYBATH MOOUIHHI TOBIJOMIICHHS MPHU cpoO1 ayTeHTUdikalii B podounx
CTaHIlIIX YW JOMEHHHX KOHTpoJiepaX. TakoX KOPHCTyBadi OTPUMYIOTh CBOIi
CJICKTPOHHI KaOIHETH 3a JIOMOMOTOI0 SKUX MOXHA BIJCIIIKOBYBaTH BXOJIM Ha TEBHI

IIPUCTPOI.:

Puc. 3.2.9 I'osoBHaA cTOpiHKA aaMiHICTpaTOpa

Llumos €.4 Apr.
Danvroscoxuti 1.1° KKIKE.KP.B - 123 - 20 - H3 74
3un. | Apk. Ne ooxym. Iionuc | Hama




AJZIMIHICTpaTOp MOJKeE J1I0/IaBaTH a00 BUITy4aTH KOPUCTYBaUiB JjIs 1BO(aKTOPHOI

ayTeHTUIKaIii:

Puc. 3.2.10 Cropinka FO3epiB

Takox MOXKHA BIJICTIIKOBYBATH MIPUCTPOI K1 KOPUCTYBAY1 MIPUB’ A3aJIU JI0 CBOIX

ayTeHTH(]IKATOPIB:

Puc. 3.2.11 [IpuB’a3aHi nprCTPOi KOPUCTYBAUIB

OcHoBHUM IUTIOCOM ayTeHTH(]ikaTopy Big Rublon — e nerke BiacmiakoByBaHHS
JIOTIB Ta ayAUTIB BXOJY,I0 JA€ 3MOTY 3aXHUCTUTU KOHTPOJUIEPU Ta MPUCTPOI Bil

HeOa)kaHOTO BTPYYaHHS.

Gt

Lllumos €.4

Apx.

Danvroscokuii .17 KKIKE.KP.B — 123 — 20 — H3

3un. | Apk. Ne ooxym. Iionuc | Hama

75




Puc. 3.2.12-13 AyauTu BXO/I1B Ha IPUCTPOI

17:32

< Accounts Authentication

Zhytomir Politechnic

Rublon for windows

shytov\administrator

188.163.18.199
Zhytomyr, Zhytomyr, UA

5:32:46 PM Europe/Kiev
Tuesday, April 23, 2024

X Vv

APPROVE

Puc. 3.2.14 Burnsan niaTBepakeHHS B TenedOoHI KOPUCTyBada
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HEOOXIIHICTD Y HaJaIITyBaHi 3B’ 3Ky, 11 boro O0yzae Bukopuctano NAT Overflov.

3.3 HanamryBannus NAT

HanamryBanuss NAT

VY Ham yac Ko)KHa Mepeka Ma€ MaTh MOXJIMBICTh Y BUXOAY V [HTepHET, ToMy €

R
.
B o

el 1

Jesi 1

Puc. 3.3.1 HanamryBanus NAT

Jlns peanizaiii HanamtTyBaHb Oyj0 BUKOpHUCTaHO 2 Mapuipytuzatopu Cisco i

OyJii BBEJIeHE TaKl HalaIITyBaHHS:

R1

conft

int e0/0

ip nat outside

exit

int e0/1

ip nat inside

exit

ip nat inside source list 1 interface e0/0 overload
access-list 1 permit any

int e0/0

ip address dhcp

no sh

int e0/1

ip address 10.1.1.254 255.255.255.0
no sh

ex

router ospf 1

network 10.1.1.0 0.0.0.255 area 0
default-information originate

3mn.

Apk.

end
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R2

conft

int e0/0

ip address 10.1.1.1 255.255.255.0
no sh

exit

ip route 0.0.0.0 0.0.0.0 10.1.1.254
ip domain-lookup

ip name-server 8.8.8.8 8.8.4.4
router ospf 1

network 10.1.1.0 0.0.0.255 area 0
network 214.8.29.0 0.0.0.31 area 0
default-information originate

end

[Ticas mpoBeeHHS BIIMOBIAHUX HAJIAIITYBaHb Mepeka Mae BUXia y [HTepHerT.

Otxe ayreHTu(dikauis Oyae BiAOyBaTUCh YCHIIIHO.

Zhytomir Polfechnic

Rublen for windows

Werdy Your ldeity

Puc. 3.3.2-3 Ycnimna po6ota [HTepHeTy s ayteHTudikarii

3.4 BigHoBJICHHH MiCJIA IHIIeICHTIB

Pe3epBHe komitoBaHHsS (Oekam) MO pO3KJIaaAy Ha JOMEHHOMY KOHTpOJepl
Windows Server 2019 mae xkpuTudHe 3HAYCHHS sl 3a0e3nedeHHs Oe3nmepepBHOI

po0OOTH Ta 3aXUCTy JaHUX B OpraHi3allisx.

CnoyaTky noTpiOHO BCTAHOBUTH (PYHKIIIFO PE3EPBHOIO KOIIFOBAHHS
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= Add Roles and Features Wizard

Q,“‘- ~+ faat irac DESTINATION S
Select features WIN-MOUSQELQA22

Select one or more features to install on the selected server.

Features Description

[] Storage Replica Windows Server Backup allows you
/! System Data Archiver (Installed) to back up and recover your

[] System Insights operating system, applications and
O Té\net Client data. You can schedule backups, and
[] TFTP Client protect the entire server or specific
[] VM Shielding Tools for Fabric Management volumes.

[[] WebDAV Redirector
ws Biometric Framework
Defender Antivirus (Installed)
Identity Foundation 3.5

al Database (Installed)
ell (2 of 5 installed)
Activation Service

h Service
v
[J Windows Server Migration Tools
ows Stand. d Storage Management

Subsystem for Linux
["1 Windows TIFF IFiiter

< Previous

Puc. 3.4.1 Bubip ¢yHKIIIi pe3epBHOTO KOMIOBAHHS

[Ticnst boro nepexoauMo 0ecrnocepeHbO 10 BCTAHOBIICHHS:

&

ey i o s DESTINATION SER\
nstallation progress IO e

7l View installation progress

Ch @ Feature installation

Windows Server Backup

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

l Export configuratio
- S e ==

Puc. 3.4.2 YcniniHe BCTAaHOBIICHHS PE3€PBHOTO KOIFOBAHHS

[Ticns BcTaHOBJIGHHS TepexoanMo A0 iHTepdeiicy nmporpamu Windows Server

Backup.

Hlumos €.4 Apk.
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& wbadmin - [Windows Server Backup (Local)\Local Backup] - o X
ew Help

~ | Actions
Local Backup a

™
% You can perform a single backup or schedule a regular backup using this application. [}, Backup Schedule.

@ Backup Once.
f  No backup has been configured for this computer. Use the Backup Schedule Wizard o the Backup Once Wizard | o

19 Recover.
Messages (Activity from last week. double click on the message to see details) Configure Performanc
View »

H Hep

Time Message Description

Status

Last Backup Next Backup Al

Status: - Status: To

Puc. 3.4.3 Inrepdeiic Windows Server Backup

VY pamkax naHHoi poOOTH MOTPIOHO 30CEpeIuTH yBary caMme Ha ImpaBidl cekiii

porpamH.

[IpaBa yacTuHa BiKHa (ITaHENb A1i):

Actions (ii):
e Local Backup (JlokanbpHe pe3epBHE KOIiOBaHHs): AKTHBHUN PO3ILI.

e Backup Schedule (Po3knan peszepBHOro komitoBaHHs): HamamrTyBaHHS

PO3KJIay PEryJsipHOTO PE3EPBHOIO KOIMIKOBAHHS.

e Backup Once (OpHopa3oBe pe3epBHE KOIMIOBaHHA):  3aIryckK

OJITHOPA30BOT'0 PE3EPBHOIO KOMIFOBAHHS.
e Recover (BigHoBnenHs): BiqHOBIEHHS 1aHUX 3 PE3€pPBHOI KOMIi.

e Configure Performance Settings (HamamryBanHs NpOIyKTUBHOCTI):

HanamryBanHs mapaMeTpiB NPOAyKTUBHOCTI PE3€PBHOIO KOIIFOBAHHS.

Oo6wupaemo nmynkT Backup Schedule Ta mepexoaumo 10 HaalTyBaHHS:

Lllumos €.4

Apx.
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Y Backup Schedule Wizard X

3
e 4
{1_‘, Getting Started

Getting Started You can use this wizard to configure backups to run on a reqular schedule.

Select Backup Configurat...

To create a backup schedule, you should first decide:
Specify Backup Time - What to back up (Full Server, System State, selected files, folders or volumes)
- When and how often to back up your server
Specify Destination Type - Where to store the backups
Confimation To continue, click Next.
Summary

Next > Cancel

Puc. 3.4.4 Iatepdeiic Backup Schedule Wizard

OOupaeMo THI PE3EPBHOTO KOMiOBaHHS. B JaHHOMY BHIIQAKy — 3a
3aMOBYYBaHHsIM .
¥ Backup Schedule Wizard X
) )
oA < i
\7;{'{,} Select Backup Configuration
Getting Started What type of configuration do you want to schedule?

Select Backup Configurat... ® Full server (recommended)

Specify Backup Time | want to back up all my server data, applications and system state.

2 ’ Backup size: 20,71 GB
Specify Destination Type

O Custom

| want to choose custom volumes, files for backup.

Confirmation

Summary

< Previous Next > Cancel

Puc. 3.4.5 Backup Schedule Wizard

Hlumos €.4 Apk.
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Jlani moTpiOHO 0OpaTH 4acTOTY PE3EPBHOTO KOMIIOBAHHS Ta Yac Yy SIKUM BOHO

OyJie MPOBOJUTHUCH:

Y@ Backup Schedule Wizard X
A Y
A Z S
) Specify Backup Time
Getting Started How often and when do you want to run backups?
Select Backup Configurat... ® Once a day
SpeciE BRckp e Select time of day: | 23.0p “
Specify Destination Type O More than once a day
2 Click an available time and then click Add to add it to the backup schedule.
Confirmation
Available time: Scheduled time:
Summary =i oo
|0:0 A |
| 1:00
[ 1:3€
4 v
< Previous Next > Cancel

Puc. 3.4.6 BcranoBreHHS po3KIiaay KOMIIOBaHHS

[Ticns uporo noTpiOHO 0OpaTH Miclie Ky Oy Iy Th 3alMCYBATUCH PE3EPBHI KOl

JTAHHUX:
e Back up to a hard disk that is dedicated for backups (PesepBHe
KOIIFOBAaHHSI Ha YKOPCTKUM JUCK, TPU3HAYCHUH IS pE3ePBHUX KOIIiii).
e Back up to a volume (Pe3epBHe komiroBaHHS Ha TOMY)
e Back up to a shared network folder (Pe3epBHe komitoBaHHS B CHUIBHY
MEpPEeKEBY TAIKYy)
Hlumos €.4 Apk.
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%@ Backup Schedule Wizard X

Specify Destination Type

Getting Started Where do you want to store the backups?
Select Backup Configurat... (® Back up to a hard disk that is dedicated for backups (recommended)
Specify Backup Time Choose this option for the safest way to store backups. The hard disk that you use

will be formatted and then dedicated to only store backups.

Specify Destination Type

e : (O Back up to a volume
Select Destination Disk

Choose this option if you cannot dedicate an entire disk for backups. Note that the
performance of the volume may be reduced by up to 200 percent while it is used
to store backups. We recommend that you do not store other server data on the
same volume.

Confirmation

Summary

(O Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

Puc. 3.4.7 Bubip Mmicuis i pe3epBHOTO KOIIIOBaHHS

Tak sx OyB oOpanuil BapiaHT (Pe3epBHe KOMiIOBaHHS Ha MKOPCTKHIA

Danvroscokuii .17 KKIKE.KP.B — 123 — 20 — H3
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MPU3HAYEHUH JJI PE3EPBHUX KOI1i) 00UpaeMo MOTPIOHUM KOPCTKUM JUCK:

¥ Backup Schedule Wizard X

"f I.“‘ Select Destination Disk
Getting Started Select one or more disks to store your backups. You can use multiple backup disks if
Seiact Backup Configurats you want to store disks offsite.
Specity Backup Time Available disks:
Specify Destination Type Disk Name Size Used Space  Volumesin D...

1 VBOX HAR... 30,00GB 0KB
Confirmation
Summary
Show All Available Disks...
< Previous Next > Cancel
Puc. 3.4.8 Bubip miciis s pe3epBHOTO KOIIFOBAaHHS
Hlumos €.4 Apk.
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{{p Backup Schedule Wizard

) )
vEa

= ) Confirmation

Getting Started

Select Backup Configurat...
Specify Backup Time
Specify Destination Type

Select Destination Disk

Summary

Y posmimi Summary MoxH

MIPOBOJAUTHUCH KOKeH JieHb o 23:00.

Backup Schedule Wizard
A P

p :fq‘ Summary
Getting Started

Select Backup Configurat...

Specify Backup Time

Specify Destination Type

Select Destination Disk

Confirmation

You are about to create the following backup schedule.

Backup times: 23:00

Files excluded: None

Advanced option: VSS Full Backup

Backup destinations

Label
WIN-MOU 2024...

Name
VBOX HARD...

Size
30,00 GB

Used Space
0KB

Backup items
Name

& Bare metal recovery
&3 Local disk (C:)

&3 System Reserved
@ System state
< Previous Cancel

Puc. 3.4.9 Bubip micuis 1 pe3epBHOTO KOIIOBaHHS

a crocTepiraTi IO pe3epBHE KOMIIOBaHHS Oyne

[TinTBEp/HKY€EMO 1 3aBEPITYEMO HATAIITYBAHHS

Status:  You have successfully created the backup schedule.
Your first scheduled backup will happen at 23.05.2024 23:00.

Make sure that the disks you are using to store scheduled backups are attached to this
computer and are available.

< Previous

Close

Puc. 3.4.10 3aBepiieHHs HaJIalITyBaHHS
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Tenep y mporpami Windows Server Backup moskHa criocrepiratu 3ariaHoOBaHe

pe3epBHE KOIMIIOBAHHS:

chedule a regular backup using this application.

Puc. 3.4.11 ®inaneuuii Burisia Windows Server Backup miciis HanamryBaHHS

BucnoBku: VY TtperbomMy po3aun  Oylio JIE€TalbHO OMHCAHO MPOIIEC

BCTAHOBJICHHS Ta HAJIAIIITyBaHHS CUCTEMH 3aXKMCTy Mepeski Ha ocHOB1 Active Directory,

30KpeMa TMpolleC BCTAHOBJICHHS Ta HajalTyBaHHS cepBepiB Microsoft Active

Directory. Lleit po3ain Hajae TpakTUYHI KPOKH Ta peKOMEH/AIIT 3 peaizailii 3aco0iB

3aXMCTy Ha OCHOBI BUKOpHCTaHHS Active Directory. Po3risiHyTo HamamTyBaHHS

0a30BUX TMOJITHUK TapojiB, OJIOKyBaHHS OOJIIKOBHX 3aMKCIB, JETaJbHUX MOIITHK

MapoJiB,

a TaKoX ayIuTy BXOAy-Buxoay. OmnucaHO NpoLEeC CTBOPEHHA Ta

HaJallTyBaHHsS OOJIIKOBUX 3alMCiB KepoBaHUX ciay:k0 (MSA) Ta HamamtyBaHHS

pesepBHOrO KomitoBaHHs. Kpim Toro, Oyino posrisHyto HanamrtyBanHsS NAT s

3a0€e3MeUeHHs] KOPEKTHOro 10CTymy A0 [HTepHeTy.
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3AT'AJIbHI BUCHOBKHA

Y poznim 1 Oyno mpoBeAeHO AETadbHUN OTJISAJ TEXHOJOTII ciayxOm Active
Directory, ii 3arajJbHHI OITKC Ta MOKJIMBOCTI BUKOPUCTAHHS JIJIs TOOYI0BH 3aXHIIICHOT
Mmepexi. Busineno, mo Active Directory BoJoJli€ MUPOKUM CIIEKTPOM (YHKIIH, SKi
JIO3BOJIAIOTh €(EKTUBHO YIMPABIATH KOPHCTyBadaMHu, TpynaMyd Ta pecypcamMu B

MEpEexKi.

Po3nin 2 npucBsiueHUN NPOEKTYBaHHIO HAJAIITYBaHb 3aXUCTy AaKTHBHHUX
JIOMEHHHMX KOHTpoJiepiB Ha 0a3i Active Directory ta BuOopy 3aco6iB 1Bo(akTOpHOT
ayteHTu(ikamii. B pe3ynbrari aHamizy Oyjno po3poO0JeHO ONTHMAIbHY TOMOJIOTIIO
KOMI'IOTEPHOI MEpexi, CXemMy ajipecallii Mepexi Ta BUOpaHO HAMOUIbII IT1IXOSIIII
3aco0u J1sl 3a0€3MeUeHHs JOJJaTKOBOTO PiBHS O€3MEKH 3a JONOMOIOI0 1BO(aKTOPHOT

ayTeHTH]iKalii.

Y TpethomMy po3null OyJi0 JACTAJIBHO OINKCAHO TMPOIEC BCTAHOBIICHHS Ta
HaJallITyBaHHS CUCTEMU 3aXUCTy Mepexki Ha 0cHOBI Active Directory, 30kpema nmporec
BCTAHOBJICHHSI Ta HaJalITyBaHHA cepBepiB Microsoft Active Directory. Lleit po3ain
HaJla€ MPaKTUYHI KPOKU Ta pEeKOMEHJallli 3 peaiizallii 3aco0iB 3aXHUCTy Ha OCHOBI
BukopuctanHs Active Directory. Po3risHyTo HamamrtyBaHHS 0a30BHX MOJITHK
naposiiB, OJIOKYBaHHS OOJIIKOBUX 3aMKCIB, JETAJbHUX MOJITUK MapoJIiB, a TaKOX
ayIuTy BXomy-Buxomay. OmucaHo TpoIlec CTBOPEHHS Ta HAJAIITYBaHHS OOJIIKOBHX
3anmuciB kepoBaHux ciryx6 (MSA) Ta HamamTyBaHHS pe3epBHOTO KomiroBaHHA. Kpim
TOro, Oyyo po3risiHyTo HanamTyBaHHad NAT s 3a0e3meueHHs] KOPEKTHOTO A0CTYITY

1o InrepHuery.

3aranbHUM BHCHOBKOM MOXHa CKa3aTH, 110 BUKOpHcTaHHA Active Directory
JUIs TIOOYZIOBH 3aXHUINEHOT MEPEXi € JOUUIBHUM Ta €(PEKTHMBHUM ITIJIXOJOM, SKHI
J03BOJISIE  3a0€3MEeYUTH BUCOKHUI piBEHb Oe3Mekd Ta e(EeKTUBHOTO YMPaBIIHHS
pecypcamu Mepexi. Peamizaiiis 3amponoHOBaHMX y poOOTI 3aXOIB 3 3aXHUCTy Ta
HaJalllTyBaHHS CHUCTeMH Ha OCHOBI Active Directory crpusiTume miABUIICHHIO

3arajbHOTO PIBHS O€3MEKH KOPIIOPATUBHOI MEPEKI.
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R1
conft
int e0/0
ip nat outside
exit
int e0/1
ip nat inside
exit
ip nat inside source list 1 interface e0/0 overload
access-list 1 permit any
int e0/0
ip address dhcp
no sh
int e0/1
ip address 10.1.1.254 255.255.255.0
no sh
ex
router ospf 1
network 10.1.1.0 0.0.0.255 area 0
default-information originate

end

R2

conft

int e0/0

ip address 10.1.1.1 255.255.255.0
no sh

exit

ip route 0.0.0.0 0.0.0.0 10.1.1.254
ip domain-lookup

ip name-server 8.8.8.8 8.8.4.4
router ospf 1

network 10.1.1.0 0.0.0.255 area 0
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network 214.8.29.0 0.0.0.31 area 0

default-information originate
end

--lan network port configuration
conft

int e0/1

ip address 214.8.29.1 255.255.255.224
no sh

end

wr

--dns

ip domain lookup

ip name-server 8.8.8.8 8.8.4.
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Te3n

E. Shytov, Student
I. Falkovskiy, Senior Lecturer, As. Prof.
Zhytomyr Polytechnic State University

“Consideration of the package of necessary technologies for building the
organization’s local network.”

In today's rapidly evolving business landscape, the efficiency and reliability of
local network infrastructure are paramount for streamlined operations. As
organizations increasingly rely on digital connectivity, the importance of a robust
network architecture cannot be overstated. To address the complexities inherent in
network management, | embarked on a project to optimize our organization's local
network by considering a comprehensive package of necessary technologies.

The project began with a meticulous evaluation to determine the optimal
network architecture. After carefully considering various alternatives, we selected a
framework built upon essential protocols and technologies, including VLAN, PVST+,
HSRP, and IPv4 addressing, due to their compatibility and proven efficacy within our
existing infrastructure.

A key focus of the project was refining network segmentation and resource
allocation through VLAN protocols.

Implementing PVST+ was crucial in ensuring network redundancy and
resilience. By managing separate spanning-tree instances for each VLAN, we mitigated
the risk of network loops and expedited recovery during link failures, thereby
minimizing disruptions and maintaining seamless connectivity.

HSRP was deployed to facilitate automatic failover between routers, further
fortifying network availability. This mechanism ensured uninterrupted access to
critical resources and services, enhancing the overall reliability of our network
infrastructure.

In tandem with these protocols, meticulous attention was paid to IPv4 addressing
strategies to streamline resource allocation and foster seamless communication across
the network.

Additionally, paramount emphasis was placed on fortifying network security and
integrity. Robust measures were implemented to safeguard against unauthorized
access, potential data breaches, and network vulnerabilities.

In summary, this project represents a comprehensive approach to optimizing our
organization's local network infrastructure. By considering a package of necessary
technologies, including VLAN protocols, PVST+, HSRP, and IPv4 addressing, we aim
to elevate network performance, bolster reliability, and enhance security measures,
thereby facilitating seamless digital operations and sustained growth.
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