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AHOTANISI

[ToscHioBanbHa 3amucka A0 KamdigikaliiiHoi podotH Ha Temy «lIpoekt
MJICUCTEMH BUSBICHHS Ta ONOKyBaHHs KibepaTak Ha MepexHy iH(ppacTpyKTypy
KOMIIaHIi», ckiIafaerbess 3 S| cropiHok, 27 puCyHKIB, 3 Tabauli, CIHCOK
BUKOPHUCTAHHUX JDKepesl MICTUTh 23 HalMeHYBaHb Ta 3aiMae 2 CTOPIHKH.

Metoto poboTH € po3ropTaHHs Ta AOCIIDKEHHS MpoLecy poOOTH CHCTEMH
BUABJIEHHs Ta 3anoOiraHHs BTOPTrHEHHSM JUIsi OJOKyBaHHS Kibeparak Ha MepexHy
iHGpacTpyKTypy.

Y xoai poOOTH BHU3HAYEHO OCHOBHI 3aBIaHHS ISl PO3rOPTaHHS Ta
AOCIIJUKEHHS NpoLecy poOOTH CUCTEMH BUSIBIIEHHS Ta 3anoOiraHHsi BTOPrHEHHSIM,
IIPOAHAJI30BaHO ICHYIOYl CUCTEMH Ta 0OpaHO ONTHUMAalIbHE PILEHHS AJ HEBEJIUKOT
Mepexi  Komradii. Po3risHyTo 0COONMBOCTI  Pi3HHUX  CHCTEM  3anoOiraHHs
BTOprHeHHsM, Takux sk Cisco Secure IPS, McAfee Intrusion Prevention System,
Snort, Suricata, OSSEC Ta StoneGate Intrusion Prevention System. [Toka3ano npoiiec
PO3ropTaHHs Ta BUKOHAHO OCII/DKEHHS Mpoliecy poOoTH odpaHoi cucteMu, Snort y
noeaHaHHi 3 pfSense, BKIo4aouu BUOIp 00IaiHAHHS, HAJTAIITYBAHHS Ta TECTYBaHHS
cucteMu. HaBeneHo pe3ynbTaTv TeCTyBaHHS, sIKi MIATBEPKYIOTh e(PeKTUBHICTh Ta
HalHHICTb PO3TOHYTOI CHCTEMH 3armo0iraHHs BTOPrHEHHSIM.

Kimtouosi cnoBa: 3AXWCT MEPEXI, MOHITOPUHI, BJIOKYBAHHS
BTOPI'HEHb, BUABJIEHHS BTOPI'HEHBL, KIBEPATAKA, SNORT, PFSENSE,
IPS, IDS, FIREWALL.
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ANNOTATION

The explanatory note for the qualification work on "Project of Intrusion
Detection and Prevention Subsystem for Company Network Infrastructure™ consists
of 51 pages, including 27 figures, 3 tables, and a list of 23 references spanning 2 pages.
The aim of this work is to deploy and investigate the operation process of an intrusion
detection and prevention system to block cyber attacks on the company's network
infrastructure.

During the study, the main tasks for deploying and researching the operation
process of intrusion prevention systems were identified. EXxisting systems were
analyzed, and an optimal solution was selected for the company's small-scale network.
The features of various intrusion prevention systems such as Cisco Secure IPS,
McAfee Intrusion Prevention System, Snort, Suricata, OSSEC, and StoneGate
Intrusion Prevention System were considered. The deployment process and research
of the selected system, Snort in conjunction with pfSense, including hardware
selection, configuration, and system testing in a real environment, were demonstrated.
The testing results confirmed the effectiveness and reliability of the deployed
intrusion prevention system.

Keywords: NETWORK PROTECTION, MONITORING, INTRUSION
PREVENTION, INTRUSION DETECTION, CYBER ATTACK, SNORT,
PFSENSE, IPS, IDS, FIREWALL.
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HEPEJIIK YMOBHHUX ITO3HAYEHD

CBB — Cucrema BusiBnens Bropruens

C3B — Cucrema 3ano0OiranHs BroprueHHsIm
DCHP — Dynamic Host Configuration Protocol
DNS — Domain Name System

DoS — Denial of Service

GPL — General Public License

HIDS — Host-Based Intrusion Detection System
IDES — Intrusion Detection Expert System

IDS — Intrusion Detection System

IPS — Intrusion Prevention System

NIDS — Network Intrusion Detection System
SIEM — Security Information And Event Management
SQL - Structured Query Language

TCP — Transmission Control Protocol

VLAN — Virtual Local Area Network

VPN — Virtual Private Network
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BCTVYII

AKTyaJIbHICTh TeMH. Y Cy4YaCHOMY CBITi, J¢ 1H(QOpMaliiHI TEXHOJIOrIi
BIIIFPAIOTh KJIOYOBY pOJb Yy JISJIBHOCTI OUIBIIOCTI OpraHi3auiil, MNHUTaHHI
ki0epOe3neKku crtae Ha3BU4aiiHO BaxJIUBUM. CHUCTEMU 3am00IraHHsI BTOPTHEHHSM €
KPUTUYHO  HEOOXIIHMMH ISl  3aXUCTy MepexeBol 1HPPaCTpyKTypH BiA
pPI3HOMaHITHUX KiOepaTak, L0 MOXYTb HPHU3BECTU IO BHUTOKY KOH(PIACHIIHHOT
iHpopmarlii, piHAHCOBUX BTpAT Ta NOpYylIeHHs Oe3nepeliiiHol poOoTH KoMnaHii. Y
Mexax i€l poOOTH pO3IIISIAI0THECS METO/IM Ta 3aCO0U PO3rOpPTaHHS Ta AOCTIIKEHHS
nporiecy poOOTH CHUCTEM BUSBIICHHS Ta 3alI00IraHHS BTOPHEHSIM.

Metoro kBagdidikauniiiHoi podOTHM € TMPOEKTYBaHHS, pO3rOPTaHHS Ta
JTOCJIIJPKEHHSI TIPOIIeCy pOOOTH MMiJICUCTEMU BUSBICHHS Ta OJIOKYBaHHS KidepaTak Ha
MEpeX)HY IHQPACTPYKTYpy KOMMaHii 3 BUKOPHUCTAHHSM CHUCTEMH BWSIBIICHHS Ta
3aro0iraHHs] BTOPTHEHHSIM.

Busnauena MeTa 00yMOBITIOE€ HACTYIIHI 3aB/IaHHS:

- AHami3 ICHYIOUMX CUCTEM BHUSBIICHHS Ta 3aloOIraHHs BTOPTHEHHSM Ta iX
XapaKTePUCTUK.

- Bubip onTumanbHOi CUCTEMM BHSBICHHS Ta 3amoOiraHHs MJid HEBEJIHUKO1
Mepexi KOMITaHii.

- Po3poOka mpoekTy po3ropTaHHs Ta JOCIIKEHHS Mpolecy podoTr oOpaHOi
CUCTEMU CUCTEMU BHUSBIICHHS Ta 3al00IraHHS BTOPTHEHHSIM.

- HanamryBanHs Ta TeCTyBaHHS CUCTEMHU.

O06’ekTOM J0CTIIZKEHHS € TPOIEC MOHITOPHHTY MEpPEKeBOro Tpadiky Ta
3aXUCTY 1HPPACTPYKTYPH KOMIaHii BiJl BTOPTHEHb.

IIpeameTom gociiasKeHHsI € METOAM Ta 3aCO0M PO3TOPTAHHS Ta JAOCHIKEHHS
npoiecy poOOTH CUCTEMH 3alo0iraHHs BTOPTHEHHSAM ISl 3aXUCTy MEPEKHOT
1HGPaCTPYKTYpH.

VY mporeci BUKOHAaHHS KBamiikamiiHOi poOOTH OyIo pOo3pOOJIEHO TPOEKT
MiJCUCTEMHU BUSBJICHHS Ta OJIOKyBaHHS KibepaTak Ha OCHOBI Snort y MO€JHAHHI 3
pfSense. IIpoekT BKiIIOUae aHaNl3 ICHYIOUOi MepexeBOi 1HGPACTPYKTYypH, BHOIp

BIIMOBITHOTO 00JIaAHAHHS, HAJIAIITYBaHHS CUCTEMH Ta il TECTyBaHHS.
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PO3JALJ 1. JOCJIIKEHHS CUCTEM 3AINNIOBITAHHS BTOPI'HEHHSAM
TA IOCTAHOBKA TEXHIYHOI 3AJTAUI

1.1. Amnamiz pgochaiIskeHb Ta BH3HAYEHHS OCHOBHUX 3aBJaHbL CHCTEMH

3anm00iraHHs BTOPTHEeHHSM.

CucremMu 3amoOiraHHS BTOPTHEHHSM  CTald  BXKJIWUBUM  CJIEMEHTOM
KibepOe3nekH, 1110 PO3BUBABCA Y BIJINOBIIL HA 3pOCTaHHs Kibep3arpo3 Ta CKIaJHOCTI
MepexxeBUX IHPpacTpykTyp. IcTopist BuHUKHEHHs Ta po3BUTKY C3B TicHO noB's3aHa
3 €BOJIIOLIEI0 CHUCTEM BHSBJIEHHS BTOPTHEHb, 3 SKUX BOHM 1 MOXOJATh. Y 1980-x
pOKax, KOJHM KOMITIOTEPHI MEpexi MoyaldW aKTHBHO PO3IIMPIOBATHUCS, 3'SBHIIACS
HEOOXIIHICTh y 3aco0ax JUisl BUSBIICHHs Ta pearyBaHHs Ha HECaHKI[IOHOBaHI1 Ali B
Mepexxkax. Y ued yac moyanu 3’sBisTucsa nepin konuernuii CBB, Bonu Oynu
MACHBHUMU 1 BUKOHYBAJIU (PyHKIIIFO MOHITOPUHTY, ajie¢ HE MOTJIM OJIOKYBaTH aTaKku B
peXuMi peaiabHOro 4yacy. [lepmmM XTo 3amponoHyBaB Takuii KoHIenTt OyB Jkelimc
Anpepcon, BiH y 1980 poui y Harionanshiit areniii 6e3neku CIIA 3anpomnoHnyBas
THCTPYMEHTH JUIS aHaJi3y ayJUTOPCHKUX CIIAIB, SIKI BKIIOUYATIU KYpPHAIU JTOCTYIy
KOPHUCTYBaYiB, XYpPHAJIM JIOCTyNy 10 (aliiB Ta XypHalu cucteMHux momii. Il
KYpHaJIM JIOTIOMarajy aJMiHiCTpaTopaM BIJACIIAKOBYBATH MiT03pLITy aKTHUBHICTb.
Hactrynmaumu, y 1986 porti, Hopoti E. [deninr Ta Ilitep I'. Hoitmann onyO6iikyBaau
mozaenb CBB, sika marma B OCHOBY sl 0araThbOoX Cy4acHUX cHCTeM. Mojenb
BUKOPHUCTOBYBaJIa CTAaTHCTHYHI METOAW JUJIs BUSBIICHHS aHoMalii. Po3poOiena
cuctema, BioMa sk Intrusion Detection Expert System, oOpoOnsima sk maHi
KOpHUCTyBaua, Tak 1 mepexkeBi nmani. IDES moennyBama mpaBuia niisi BUSBICHHS
BiJJOMHX THITiB BTOPTHEHbB 31 CTATUCTHYHUM aHaTi30M aHoMatii. [1] Pobora [eHinr i
Hoiimanna nocmyryBana 6a301o /uis iHII01 cuctemu, y 1988 porti 3’ siBumacs cuctema
Multics Intrusion Detection and Alerting System. ¥ ToMy & poIli TaKOX 3'SBHIJIACS
cuctema Haystack, sika 3acTocoByBajia CTaTHCTHKY JJIsi 3MEHIICHHS OOCATY
ayJIUTOPCHKUX CIIIIB.

VY 1990 porti 3'sBritocs ACKIbKA 1HIMMX BaKJIUBHUX CHCTEM, TaKuX sSK Time-
based Inductive Machine, ska BHKOPHCTOBYBaja IHAYKTHBHE HaBUYaHHS JUJIS

BUSIBJICHHS aHoMmanid, 1 Network Security Monitor, 1m0 BHUKOpHUCTOBYBajia
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MacKyBaHHS MaTpHIlb JOCTYIY Ui BUSBICHHS aHoMaliid. Takox OyB po3poOieHuit
Information Security Officer's Assistant, sikuii BKJItOYaB pi3HI CTpaTerii, 30Kpema
CTaTUCTHKY, MEePEeBipKy MpodisiiB Ta eKcriepTHY cuctemy. [2]

Ha nmouarky 2000-x pokiB cucremu CBB npoaoBxxyBaau po3BUBATUCS, TAKOX
royvaJiacsi akTUBHa po3poOKa 1 BIPOBAKEHHS CUCTEM 3aro0iranHs BTOpraeHHsaMm. L1
cucteMu TnoegHanu (QyHkuioHanbHICTH CBB 3 MOXIUBICTIO aBTOMaTUYHOTO
pearyBaHHs Ha 3arpo3u. C3B aHani3ytoTh MepexxeBuid Tpadik, BUSABISAIOTH M1103pLI1
aii Ta OJOKYIOTH iX 10 TOTO, SIK BOHU 3MOXYTh 3aBnaTu mkoan. OCHOBHI 3aBIaHHSA
C3B BKJIIOYAIOTh 3aXUCT BiJl PIBHOMAHITHUX aTaK, TaKUX SK MEPEXEBl YEPB'AKH,
CKaHyBaHHS TOPTiB, aTaKl Ha CIy)XOM Ta 3aCTOCYHKH, @ TaKOX 3JOBMHCHI Iii
KopucTyBauis. [3]

1.2. Knacudikauisi MeToaiB Ta TEXHOJIOTil 3a100iraHHs BTOPrHEHHSM.

Cucremu 3amo0iraHHss BTOPTHEHHSM MPEJCTaBISIOTH COOOI0 KOMIUIEKCHI
nporpaMHi a0o amaparHi pIlIEHHS, CHOPSMOBaHI HAa BHUSBJICHHS Ta OJIOKyBaHHS
HEMpaBOMIpHUX a00 MIKVIMBUX AId y KOMI'FOTEPHHUX CHCTeMax Ta mepexax. Lli
cUCTeMU 0a3yI0ThCs Ha PI3HOMAHITHUX aITOPUTMAaX Ta METO/IaX aHAJI3y MEPEKEBOIO
Tpadiky, CHemiaJibHUX TMpaBujax ISl BHUABICHHA aHOMAJIbHUX a0o0 IMiTO3PLINX
aKTUBHOCTEH. [2]

C3B MoOxHa MOJUIUTH HAa MEPEKEB1 CHCTEMH 3amo0iraHHs BTOPTHEHHSIM Ta
XOCT-OpPI€EHTOBAaHI CHUCTEMH 3alo0iraHHsS BTOPTHEHHSM. MepexkeBl CHUCTEMU
BCTAHOBIIIOIOTHCS HA MEPEKEBUX BYy3JIax 1 aHATI3YIOTh BeCh Tpadik, 110 MPOXOAUTH
gepe3 Mepexky. MepekeBl CUCTEMHU BHUSBISIOTH aHOMAaNil Ta CHUTHATYpU Aarak,
CIpSIMOBaH1 Ha MEPEKEB1 MPUCTPOI. [HIITOIO KATETOPIEIO € XOCT-OPIEHTOBAHI CUCTEMH,
Kl BCTAHOBIIOIOTBCS Ha OKpeMHUX KoMI'lorepax abo cepBepax. Bonu
CIEIiaNi3yIOThC Ha BHSIBICHHI aTak, sKi CIPSMOBaHI Oe3mocepeqHh0 Ha OKpeMi
cuUCTeMHU. XOCT-OpIEHTOBaHI CUCTEMH aHAII3YIOTh CUCTeMHI (aliiiu, peecTpH Ta 1HIIi
napaMeTpH sl BUSIBJICHHST HE3BHUAHHOT aKTHBHOCTI. [4-5]

3a apxXiTeKTypOlo, CUCTEMH 3amo0iraHHs BTOPTHEHHSAM MOXHa KiacuikyBaTu
Ha IIEHTpaji30BaHi, JCLEHTpaIi30BaHl Ta pos3mojiieHl. lleHTpanizoBaHi cUCTEMHU

3a3BHYail MalOTh OJWH LIEHTPAILHUM BY30J1, SIKUW BIAMOBIJAE 32 aHAI3 MEPEKEBOTO
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Tpadiky Ta BHUABJICHHS aHOMAaJii YW BTOPTHEHb. Taka apXITEKTypa MoOxe OyTH
e(eKTHBHOIO JJIs1 HEBEJIUMKHX Mepex ado oprasizamii, ae 30ip Ta aHami3 Tpagiky
MOXYTh OyTH 30CepeKeHI B OJAHOMY MicIi. JleneHTpanizoBaHl CUCTEMU MalOTh
PO3MOAUIEHY apXITEKTypy, N€ KOXKEH BY30J MeEpexXi BIAMOBIAA€E 3a BUSBICHHS
aHOMaJIii Ta BTOPrHEHb B CBOil 001acTi BiANOBIaILHOCTI. Lle mo3Bossie peanizyBaTu
OUTBIII THYUYKY Ta MaciiTabOBaHYy CHCTEMY, OCKUIbKM BOHA MOXE aJalTyBaTHUCS 10
3MiH Y Mepexi Ta 00cs31 Tpadiky 6e3 He0OXiTHOCTI IIEHTPaTi30BaHOTO YIIPaBIIiHHS.
Posnoninieni cucteMu € KOMOIHAIIEIO IIEHTPATI30BaHUX Ta JCHEHTPaTi30BaHUX
MiIXO/1B, /1€ KUTbKa BY3J11B CHUIBHO aHANI3YIOTh MEPEKEBUM Tpadik Ta KOOPAUHYIOTh
CBOIO pOOOTY il BUSIBJICHHS aHoMmaiiii Ta BroprHeHb. Lle no3Boisie moenHatu
nepeBarn 000X MIAXOAIB 1 CTBOPUTU OUIbII e(PEeKTUBHY Ta HAMIMHY CHCTEMY

3aro0iraHHs BTOPrHeHHsIM. [6-8]

Puc. 1.1 Cxematuune 300pakKeHHS Pi3HUX apXITEKTYP

Takox kimacudikyBatu C3B mokHa 32 METOIOM BHUSABICHHS. ICHYIOTH pi3HI
MIIXOMU J0 METOAIB BHUSBICHHS, SKI MOXYTh OyTH BHKOPHCTaHI B CHCTEMax
3ano0iraHnHs BTOprHeHHAM. OJWH 3 OCHOBHHMX METOJIB BHUSBIICHHS - CUTHATYPHHUI
anami3. lle#i Meron mojsrae B MOMIYKY BXUIHUX JaHUX a00 aKTHMBHOCTI, SKi
BIIMMOBITAIOTh BIJJOMHUM CHUTHaTypaM aTak a0o BpasnuBocrei. Cucrtemu, sKi
BUKOPHMCTOBYIOTh 1€l METO/I, IIEPEBIpSIOTh MOTIK JaHWX HA BiMOBIAHICTH BiJIOMHM
CUTHATypam, 110 J03BOJIs€ IM PO3Mi3HABATH BKE BiJOMI aTaKy Ta MIKIIABI aii. [Hmmi
METOJI - aHaji3 aHoMaii. [le¥ miaxin cupsSMOBaHWM Ha BHUSBIICHHS HECIMOJIIBAHUX,

HE3BUYHUX a00 BIAXWICHb BiJl TUIIOBOi aKTMBHOCTI B MEpexi 4u Ha cuctemi. s
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IIOTO METOTY BUKOPUCTOBYIOTHCS aJTOPUTMH, 10 aHAJI3YIOTh 3MiHU B MEPEKECBOMY
Tpadiky, CHUCTEMHHMX pecypcax 4YHM IHIIUX T[apaMeTpax, Ta CHOBIIAIOTh
aJIMIHICTpaTOpa MPO MOXKIIUBI MOTEHIIIHHI 3arpo3u. [7,9]

OyHKIIS BUSBIECHHSI BTOPTHEHD € OJIHI€I0 3 OCHOBHUX ckianoBux C3B. Bona
BIIMOBIIa€ 3a i7eHTU(]IKAIIII0 MOTEHIIMHUX 3arpo3 Ta MIKIIJIMBUX A1 y MEpexi uu
Ha 1HIIUX 00'€KTax 3aXUcTy. ['0J10BHOIO METOIO 111€1 (DYHKIIT € pAHHE BUSIBJICHHS aTaK
Ta IHIIMX HeOaXKaHUX MNOJIA mepel iX HeraTMBHUM BIUIMBOM Ha cuctemy. Jlis
¢()CeKTHBHOTO BWSBJICHHS BTOPTHCHb BHKOPHCTOBYIOTHCS PI3HOMAaHITHI METOJH,
BKJIFOUAIOYM CUTHATYPHHH aHaji3, aHalli3 aHOMalii, BUKOPUCTAHHS E€BPUCTUYHUX
ANITOPUTMIB Ta MAIIMHHOTO HaBuaHHs. CUCTEMU 3ano0iraHHs BTOPTHEHHSIM MOXYTh
KOMOIHYBaTH JI€KUIbKa METOMIB Jisg 3a0e3leueHHs OUThIIOi TOYHOCTI Ta
edexTuBHOCTI BusiBiicHHs. [10]

Omnuc MeTo/1iB BUSIBJICHHSI BTOPTHEHb!

- CUTHAaTypHHH aHaTi3!

Y C3B, curHarypHuii aHaii3 € OJHUM 3 OCHOBHUX METOJIB BHUSBJICHHS Ta
OnokyBaHHs atak. CUTHAaTypa aTtaku - 1€ YHIKQJIbHHUI MaTepH 4YM CUTHATYpa, sSKa
XapaKTepu3y€e KOHKPETHUW BHJl 3JOBMUCHHUIIbKOTO BTOprHeHHs. lleit wmeton
0a3yeThCs HA TIOPIBHSHHI aKTUBHOCTI B MEPEXKi 3 BIIOMUMH CUTHAaTypaMH aTak, 110
3abe3reuye eekTuBHY iMeHTH(}IKAIII0 Ta OJOKYBaHHSA IIKIIJIUBOrO Tpadiky.
CurHatypHUli aHaJIi3 BUKOPUCTOBYE 0a3M JTaHHWX 3 BIIOMUMH CUTHaTypaMH aTak, sKi
pPETyJsIpHO OHOBJIIOIOTBCS BIAMOBIAHO J0 HOBUX 3arpo3. llpm BuUsABICHHI
BIJIMOBITHOCTI MK aKTHUBHICTIO B MEPEXKi Ta CUTHATYPOIO aTaKH, CUCTEMa BXKHBAE
BIIMMOBITHUX 3aXO0/1iB JIJIs OJIOKYBaHHS I1i€1 aTaku a00 BUKOHAHHS IHITUX BU3HAYCHUX
Jiil, sKI MOXYTh BKJIIOYATH I1H(OOpPMYBaHHS aJMIHICTpaTopa YW peaji3ailiro
ABTOMATHUYHUX 3aX0AiB 3axucTy. ONHI€I0 3 MepeBar CUTHATYPHOTO aHaJi3y € HOro
BHCOKa C(EKTUBHICT, Yy BHABJICHHI BIiJOMHX aTakK, OCKUIbKM 0a3ud JaHuUX 3
CUTHATYPaMH MOXYTh OyTH IOCUTh BEJIMKUMU Ta JeTanizoBaHuMu. Kpim Toro, e
METOJI MOKe OyTH JIETKO IMIIJIEMEHTOBAHUH Ta MIBHJIKO pearyBaTH Ha HOBi 3arpo3w,

KOJIM BOHM CTaloTh Bimomumu. [IpoTe, curHatypHuil anaii3z Mae cBoi OOMekeHHsI. Alie
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BIH Ma€ TaKO€ 1 HEJOJIKH, BIH HEe(EKTUBHUI y BUSBJICHHI HOBUX aTakK, K1 HE MalOTh
BIJJOMHX CHUTHATYp, [0 pOOUTH CHCTEMY BPa3JIMBOIO 110 Zero-day artak. [11]

OpHi€l0 3 KIIOYOBUX CKJIQJ0OBUX CUTHAaTYpHOTO aHalli3y B CHUCTEMax
3ano0iraHHsi BTOPTHEHHSM € MOCTIHHE OHOBJIEHHS cUrHaTypHUX 0a3. lleit mporec €
HEOOXITHUM JIJ1s1 3a0€3MeUeHHS aKTyaJIbHOCTI Ta €(PEKTUBHOCTI BUSBICHHS BIJOMHUX
atak. OHOBJICHHS CUTHATYyp BKJIOYa€ B ceOe MOIIYK Ta 11eHTU(IKaII0 HOBUX aTakK,
aHaJi3 IXHIX 0cOONIMBOCTEN Ta po3poOKY BIAMOBIIHUX CUTHATYP. PerynspHi BUILycKu
OHOBJICHb € BAXJIMBOIO YAaCTHHOIO cTparerii kibepOesneku. Kommanii, 110
pO3pOOJIAIOTh CUCTEMH 3aro0iraHHs BTOPTHEHHSIM, B3a€EMOJIIOTH 13 BEJIMKOIO
KUTBKICTIO JiKepen 1H(opmalii 1moa0 HOBHUX 3arpo3 Ta BpasnuBocTeil. Lle moxe
BKJIFOYATH CITIBIIPAII0 3 IHIIMMH KOMIIAHISIMU KiOepOe3leKku, aHaji3 JaHUuX Bij
CIUIBHOTA KOPHUCTYBayiB, a TaKOXX BHUKOPHCTAaHHS PO3BUHCHUX aJTOPHTMIB
MaITMHHOTO HABYaHHS ]I BUSBJCHHS HOBHUX aTaK Ha OCHOBI BEJIMKOI KUTBKOCTI
JaHHUX. 3 MOMCHTY BHWSBJICHHS HOBOI aTakd 10 CTBOPCHHS Ta BKIIOUCHHS B
CUTHATYpHY 0a3zy MO)Xe NMPOWTH 3HAYHUU Yac, TOMY Ba)XJIMBO MaTH MEXaHi3MU
IIBUIKOTO pearyBaHHsS Ha BUHUKHCHHS HOBUX 3arpo3. [12] Jleski cucremu
BUKOPHUCTOBYIOTh TEXHOJIOT], 5IK1 JI03BOJISIFOTH BOHM OHOBIJIIOBATH CUTHATYpHI 6a3u B
pPeXKUMI peabHOTO 4acy, o0 MIiHIMI3yBaTH TEPMiH BpPA3jUBOCTI Iepe]] HOBUMU
aTaKkaMHu.

[Tormpu cBOO €eKTUBHICTh y BUSBICHHI BIOMHUX aTaK, CHTHATYPHUN aHai3
Mae cBOi oOMexxeHHs. OHUM 3 HAHOUIBII CEPHO3ZHUX OOMEKEHD € 3J]aTHICTh JIUIIIE
BUSIBJISITH aTakKH, JUIA SIKMX BiioMi curHaTypu. e o3Hadae, 110 cCUrHATYpHHIA aHai3
HE MO>KE BUSIBUTH HOB1 aTaky a00 aTaK¥ 3MIHCHUMHU CUTHATypPaMH, sIKi HE BXOJIATH JI0
0a3u manux curHatyp. Lle cTBoproe pu3MK MPOMYCKYy aTtak, OCOOIHMBO JJIs THUX, SIKi
BUKOPHUCTOBYIOTHCS 3IOBMUCHUKAMH 3 METOIO 00Xiy CHCTEM BUSBIICHHS BTOPTHECHbD.
[12] Ille omHuM OOMEKEHHSM CHUTHATYpHOTO aHATi3y € MOXIHUBICTh (aIbIll-
MO3UTUBHUX Ta (aNbII-HETATUBHUX pe3yNbTaTiB. DanblI-MIO3UTHBHI pPE3yIbTaTH
BUHUKAIOTh, KOJIM CHCTEMa MOMUJIIKOBO BHUSBIISIE HOPMAJIBHUN TpadiK sIK aTaky, 0
MOX€E MPHU3BECTH J0 BEJIMKOI KUIBKOCTI JOKHHMX CIOBIIIEHb NPO BTOPIHEHHS. 3

1HIIOrO0 OOKY, (paiblI-HETaTHUBHI Pe3yJIbTaTH BUHUKAIOTh, KOJIU CUCTEMAa HE BUSBIISIE
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CIOPABXHIO aTaKy, L0 MOXE MPU3BECTH A0 MPOMYCKY 3arpo3u 0e3 BIANOBIAHOI
peaxkuii. Kpim Toro, oOMexeHHsIM € noTpeda y 3HaUHUX pecypcax AJis 30epiraHHs Ta
00poOKM Benukux 0a3 maHux curHatyp. IIpm 3pocTaHHI KUIBKOCTI BIIOMHUX aTak
30UTBIIY€EThCA 00CAT 0a3u TaHUX, 1110 MOKE IPU3BECTHU J10 301IbLICHHS! HABAHTAXKEHHSI
Ha CUCTEMY Ta 3HMKEHHS i1 MPOAYKTHUBHOCTI.

VY mincymMKy, Xoua CUTHATYpPHHMM aHaji3 € TMOTYKHUM 1HCTPYMEHTOM JJist
BUSIBJICHHS B1JIOMHUX aTaK, BAXJIMBO PO3YMITH HOTO OOMEKEHHS Ta IIYKaTH 10JaTKOB1
METOJIN 3aXUCTY JIJIsl KOMITCHCAITii ITUX 0OMEKEHb.

- AHOMaJTbHUY aHai3:

AHOMaNBPHMI aHaI3 € IIe OJHUM METOJOM BHSBIICHHS arak, SKUH
BIJPI3HSAETHCA BiJI CUTHATYPHOI'O aHalli3y. 3aMiCTh TOTO, 1100 HIYKaTH KOHKPETHI
CUTHATYpH aTak, aHOMAJIbHUI aHalli3 CIPSMOBAHHI Ha BUSBICHHS HE3BUYAHUX a00
aHOMAJIbHUX TMATEepHIB B MOBEJIHIII KOPHUCTYBauiB abo MepexeBomy Tpadiky. Lleit
MeToJ] 0a3yeThcst Ha iel, 10 3JOBMHCHHKH YacTO TPOSBISIIOTBECS B MEpexXi SK
HecTaHJapTHI a00 BIAMIHHI BiJ 3BUYHUX Jii. /{715 BUSBIICHHS aHOMAITIA y TTOBEIIHII
KOpPUCTyBauiB ab0 MepexkeBoMy Tpadiky aHOMAJIbHHH aHalli3 BUKOPHUCTOBYE
PI3HOMAHITHI aJTOPUTMH JJIs BUSABJIICHHS HE3BHYAWHUX TMATEPHIB y IOBEIIHIN
KOPUCTyBayiB Ta MepexkeBoMmy Tpadiky. OauH 3 HAWUMOIIUPEHIIINX METOMIB - II¢
CTATUCTUYHUM aHaJIi3, IKMA BUKOPUCTOBYE CTATUCTUYHI MTOKA3HUKH, TaKi K CEPETHE
3HAUEHHS Ta CTaHAAPTHE BIAXWJICHHS, NJISi BUSBJICHHS BIIXWICHb Bil 3BUYAWHUX
natepHiB. llle ogHUM MigX0M0M € MAallMHHE HABYaHHS, SKE JIO3BOJIIE CHCTEMI
aJanTyBaTUCA 0 HOBUX YIPO3 1 HABYATHCS BUSBJISATH AaHOMAaJIbHI MaTepHU 0€3 SBHOTO
BU3HAYCHHS TMpaBui abo curHaryp. MeToau MaIIMHHOTO HAaBYAHHS MOXYTh
BUKOPHUCTOBYBATH PI3HOMAHITHI alTOPUTMH, TakKi SK HEUPOHHI MEpPExi, AepeBa
pimmeHb, abo MeToau KiacTtepusallii, s BHSIBICHHS aHoMamii. Jleski aaroputMu
AHOMAJIGHOTO aHaTI3y BUKOPHCTOBYIOTH CIICIIialli30BaHI MOJENi, SIKi BPaxOBYIOTh
KOHTEKCT Ta XapaKTePUCTHUKH KOHKPETHOI Mepexki uu cuctemu. Lli mMeromm
JT03BOJISIFOTh BUSIBJISATH BIIXWJICHHS BiJ] HOPMaJIbHUX MATEPHIB Ta iMeHTH(IKYBaTH

MOTEHIiHHI 3arpo3u. [11]
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AHOManbHMI aHali3 Mae CBOI mepeBard Ta HeAoJiku. OJHIEI0 3 TOJOBHUX
NepeBar € 3/1aTHICTh BUSBJISITH HOBI, paHillle HEB1IOMI aTaku a00 HE3BUYAMH1 TATEPHU
B TIOBEIIHII KOPUCTYBayuiB Ta Mepexki. Lle poOuTh Horo epeKTUBHUM 1HCTPYMEHTOM
JUISL 3aXMCTY Bl HYJNb-JI€HHHMX aTak Ta BHYTPIUIHIX 3arpo3, siKi MOXYTb He OyTH
BKJIIOUYCHI 710 CUrHaTypHux 0a3 manux. [12] llle omHi€ro mepeBaroio € MOMKIHMBICTh
BUSIBIICHHS CKJIAHUX Ta HE3PO3yMIUINX aTak, sSKi MOKYTh HE MAaTH SIBHUX CHUTHATYD
a00 BIAMIHHOCTEH BiJ 3BHYANHOT MOBEIIHKU. AJTOPUTMH aHOMAJIBHOTO aHAII3y
MOYTh BUSIBJISITU TaKi aTaKyd Ha OCHOBI BIIXHWJICHb BiJl 3BUYAaHUX maTepHiB. [IpoTte
aHOMAJIbHUW aHaji3 TaKoXX Mae cBOi Heaodiku. OauH 3 HAWOUIbII Ccepilo3HUX
HEJONIKIB - I1I€ BUCOKUW piBeHb (HaJdblI-MO3UTUBHUX pe3yibTaTiB. OCKUIbKH
QITOPUTMH BUSBJICHHS AHOMATIi MIYKAlOTh HE3BUYAlHI MAaTEPHH, BOHU MOXYTh
pearyBaTd Ha 3BMYaiHI, ajieé HECMOIBaHI CUTYyaIlli SIK Ha MOTeHIiHHI 3arpo3u. [lle
OJIHIEI0 TIPOOJIEMOIO € CKJIAJIHICTh HANAIITYBaHHS Ta KOH(MIrypyBaHHS ajJrOpUTMIB
aHoMaJibHOTO aHamizy. [loTpiOHO BpaxoByBaTH pI3HI TUIKM aHOMAJiH, cHenuQiKy
Mepexi Ta BUMOTH 70 6e31eku, o0 3abe3neuntd eeKTUBHY poOOTY CUCTEMH.

VY mincymMKy, aHOMaJdbHUN aHalli3 € BaXJIMBUM IHCTPYMEHTOM ISl BUSIBJICHHS
HOBHUX Ta CKJIQJHHUX aTak, aje HoMy HEOOXIIHO BIOCKOHAJCHHS ISl 3MEHIICHHS
KUTBKOCT1 (pajbII-TIO3UTUBHUX PE3YJIbTaTIiB Ta CHPOIICHHS HaJAIITyBaHHS JIS
a7MIHICTPATOPiB.

- Heiiponni mepexi:

BuxopucrtaHHs HEWpPOHHHX MEpEX JUIsi BUSBICHHS aTak CTae€ BCe OUIBII
MONYJIIPHUM IMAXoAoM y cdepi Kidepoesneku. HelipoHHI Mepexki € MOTYXKHUMHU
IHCTpYMEHTaMH MAIlIMHHOTO HABYaHHS, SIKI MOXYTh HaBUUTHCS BHUSBJISATH CKIJIAJHI
NMaTepHH B TIOBEHIHIII KOPUCTYBadiB Ta MepekeBoMy Tpadiky. BoHu 3marthi
ABTOMATHUYHO aJanTyBaTUCS JI0 HOBUX yrpo3 Ta 3MiH y Kibepcepenosumi. OauH 3
THUIIB HEHPOHHUX MEPEX, SIK1 IUPOKO BUKOPUCTOBYIOTHCS JJIsl BUSBIICHHS aTak, - 1€
3rOpTKOBI HEWpoHHI Mepexi. LI Mepexi BUKOPHCTOBYIOThCS HJisi OOpOOKH
300pakeHb, ajie iX TAKOXK YCITIIIHO 3aCTOCOBYIOTh JIJISl aHATI3Y MEPEKEBOTO Tpadiky.
BoHu MOXyTh BUSABISATH CKJIaJHI MAaTEpPHU Ta aHOMAJi y Tpadiky, 110 MOXke OyTu

IHAUKATOPOM aTak. [HIWKA TUN HEUPOHHUX MEpEeX, SKUH 3aCTOCOBYETHCS ISt
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BUSBIICHHS aTakK, - L€ pEKypPEHTH1 HEHPOHHI Mepexi. BoHU npu3HaueH1 A aHami3y
MOCTIAOBHOCTEH NaHUX, IO POOUTH iX e()EeKTHUBHUMHM JJIs1 BUSBICHHS aHOMAJIbHUX
naTepHiB y MepexxeBoMy Tpadiky abo B misuibHOCTI kopuctyBauiB. [13] Heitponni
MepexXi MOXYyTh OyTHM HaBU€HI Ha BEJMKIM KUIBKOCTI JaHUX PO HOPMaIbHY
MOBEAIHKY KOPUCTYBauiB Ta MEpPEkeBOro Tpadiky, a Takoxk mpo BigmoMmi ataku. Lle
N03BOJII€ iM €(EKTUBHO BUSBJISATH aHOMaJIi Ta MOTEHLIMHI 3arpo3d B pPeaibHOMY
qaci.

Heiiponni Mepexi MaroTh KUTbKa MiepeBar y BUsBICHH1 atak. OHIEIO 3 HUX € 1X
3/1aTHICTh BUSBJISATH CKJIAJHI Ta HE3BUYANHI MaTEPHHU, SIKI MOXKYTb OyTH CKJIaJH1 JJis
BUSIBJICHHS 1HIIUMU MeTofamu. Lle poOuTs iX eheKTUBHUMH [JIsl BUSBICHHS HYJb-
JCHHUX aTaK Ta IHIMMX BaXKWX 3arpo3. llle omHiero mepeBarorw € iX 3[aTHICTH J0
HABUYaHHS HA OCHOBI1 BEJIMKOI KITLKOCT1 JaHUX Ta aJanTallis O HOBUX YIpo3 Ta 3MiH
y kibepcepenosuii. Lle n03Bosisie€ iM MIATPUMYBATH aKTyalbHICTh Ta €(PEKTUBHICTD
BUSIBJICHHS aTak y peaqbHOMY 4Yaci. IIpoTe HEeWpoHHI Mepexi TakoX MaroTh CBOI
Heponiku. OauH 3 HAaWBAXKIIMBIIMIKX - [I€ BUMOTa J0 3HAYHUX OOYHCIIOBAIBHUX
peCypciB 1Jii HaBYaHHA Ta BUKOPHUCTaHHS. Benuki Ta ckiIagHi MeEpexi MOXKYTb
noTpedyBaTH 3HaYHUX OOUYMCIIOBAIBHUX MOTY>KHOCTEH, M0 MOXe OyTH BUKIMKOM
JUIS OLIBIN MaJIuX OpraHizamiii yd KOMIIaHid 3 0OMEXEHUMH pecypcamH. [HIIOIO
poOJIEMOI0 MOXKEe OYTH CKJIQJHICTh IHTEpIIpEeTallil pe3yJbTaTiB HEHPOHHUX MEPEIK.
UYepes cBOIO CKIAAHICTD Ta HEJIHIMHICTD, HEHPOHHI MEPE’kKi MOXKYTh OyTH CKJIaITHUMHU
JUISL PO3YMIHHSI Ta TIOSICHEHHSI Pe3yJIbTaTiB iX poOOTH, 10 MOXKE YCKIQJHUTH aHAIIi3
Ta IPUAHSTTS PillIeHb IS aIMIHICTPATOPIB KiOepOe3neKH.

VY mincymMKy, HEMpOHHI MEPEXi € MOTY)KHUM 1HCTPYMEHTOM JIsl BUSIBJICHHS
aTak, aJle BOHM TaK0’ MalOTh CBOi OOMEKEHHS, TaKl IK BUMOTa 10 00YMCIIIOBAILHUX
pPECYpCIB Ta CKIATHICTh IHTEPIPETAIlii pe3yIbTaTiB.

VYcmimmHe BUSBIEHHS BTOPTHEHb IMepefdadae TOCTIHHE MOHITOPUHTOBE
BIJICTE)KCHHS aKTHBHOCTI B Mepexi abo Ha cuctemi. lle Moxe BKIIOYAaTH aHai3
MepexeBoro Tpadiky, MepeBipKy CUCTEMHHUX JKYPHAJiB, MOHITOPUHT BUKOPHUCTAHHS
pecypciB Ta 1HIII MeToau 300py iH@opmarii. KpiM TOro, BaXKIIMUBUM acHEKTOM

BUSIBJICHHSI BTOPTHEHB € CIIPOMOKHICTh CUCTEMHU aHAJII3yBaTH Ta pearyBaTh Ha HOBI
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Ta paHilie HeBiloMi 3arpo3u. Lle Moxe OyTu TOCATHYTO Yepe3 MOCTiiiHE OHOBIICHHS
CUTHATyp aTak, BJOCKOHAJCHHS EBPHUCTHMYHUX METOJIB aHaTi3y Ta 3aCTOCYBAHHS
MEPEIOBUX TEXHOJIOT1H MTYYHOTO iHTENIEKTY. [14]

B pe3ynbTaTi yCHIIHOTO BUSBIEHHS BTOPTHEHHS CHUCTEMa MOXE CIIOBICTUTH
aJAMIHICTpaTopa MpO MOTEHIIMHY 3arpo3y, aBTOMATMYHO BMKOHATH IMEBHI 3aXOAH
3axucTy a00 HaBiTh 130JII0BaTH YW OJOKYBaTH 3J0BMUCHY aKTHBHICTH JUIS
3aro0Iradds MoAaIbIINM HETATUBHUM HACIIIIKAM.

[TomepemxeHHsT PO BTOPTHEHHS € OJHI€I0 3 OCHOBHUX (yHKmii C3B, mo
JI03BOJISIE OTEPATMBHO pearyBaTH Ha IMOTEHIIIMHI 3arpo3W Ta 3amoo0irat iXHbOMY
po3Butky. g @yskuis nepeabavae  CHOBIIEHHS  aAMIHICTpaTopiB  abo
BIMOBIAQAIBHUX OCI0 MpPO BUABICHHS MiA03puIoi ab0 aHOMaNbHOI aKTUBHOCTI Y
Mepexi uu Ha cucteMi. [lonepekeHHs: po BTOPTHEHHS MOXKYTh OyTH pealli3oBaHi y
BUTJISI/I TOBIIOMJICHB, SIK1 HQJICHJIAIOTHCS Ha €IIEKTPOHHY IOIITY, CUCTEMHI KypHAJIN
abo cremianbHl TMaHeNll KepyBaHHA. BoHU MOXyTh MICTUTH iH(OpMAIIO PO
XapakTep aTak, 4ac BUSBIEHHS, BIIOMOCTI MPO JKEPENO Ta IUIb, IO JO3BOJISIE
agMiHICTpaTopaM IIBUAKO pearyBaTH Ta NPUAMATH HEOOXIAHI 3aXOJH 3aXHCTYy.
EdektuBHICT, TONEpEKEHh MPO BTOPTHEHHS 3aJ€XKUTh Bl TOYHOCTI Ta
JIOCTOBIPHOCT1 BUSIBJICHHS 3arpo3. TOYHICTh BH3HAYAETHCSH 3IATHICTIO CHCTEMH
BIJIPI3HATH CIIPABXXH1 3arpO3H BiJ TOMHJIKOBUX CUTHATIB. J{OCTOBIpHICTh BKIIFOYAE B
cebe iHpopmalliro mpo 00'€KTUBHICTD Ta IOCTATHICTD JAHUX VIS IPUHAHSATTS PIIICHHS
11010 MOJAIBIINX A1l 3aXucTy. OHAK BOXKIIMBO TAKOK YHUKATH HAIMIPHOT KITBKOCT1
MOTIEPE/IKEHb, OCKUIBKM II€ MOXKE MPHU3BECTH a0 "BTOMH'" aaMIiHICTpATOpIB Ta
ITHOpPYBaHHSI peaJbHUX 3arpo3. TomMy cHUCTEMH NOINEpelKeHb MNP0 BTOPIHEHHS
MOBUHHI OyTH HaJAIITOBAHI 3 ypaxXyBaHHSIM KOHKPETHUX MOTPEO Ta XapaKTEPUCTUK
MEpEeKi YU CUCTEMH, @ TAKOXK MOCTIHHO MiAAaBATUC OHOBJICHHIO Ta BJOCKOHAJICHHIO.

brokyBaHHS BTOPTHEHH € 1HIOIO KIF0U0BOIO (pyHKIiero B C3B, cipsMoBaHoi0
Ha 3YIMHECHHS a00 oOMexeHHs HeOakaHoi a00 IMIKIJIMBOI aKTMBHOCTI, BHUSBJICHOT
cuctemoro. s QyHKIiss Mae Ha MeTI HeralHO pearyBaTH Ta BXKMBATH 3aXOMIB IS
3ano0iraHHsl MOJAJBIIUM HacliAKaM aTaku abo BToprHeHHsA. s 3a0e3neueHHs

e(heKTUBHOTO OJIOKYBAaHHS BTOPTHEHb BUKOPUCTOBYIOTHCSI PI3HOMAHITHI METOJIM Ta
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ctpaterii. OAuH 13 HAUMOIIKUPEHIMINUX MIIXOAIB - 1€ aBTOMATHUYHE OJIOKYBaHHS, KOJIU
CUCTEMa aBTOMATHYHO BXXUBA€ 3aXOJIB IIOAO 130Jis1(li abo BIAMOBU B
0o0cIIyroByBaHH1 3JI0BMUCHOTO JpKepesia abo 3arpo3u. lle moxke Bkitouatu B cebde
onokyBanHs [P-anpec, BikIIOUeHHS! KOPUCTYBauiB a00 13071511110 KOMIIPOMETOBAHUX
cucrteM. [10] IHmwmiA migXixg - e 3aCTOCYBaHHS MPAaBHJ Ta IMOJITUK OC3MEKH IS
0JIOKyBaHHSI KOHKPETHUX BHUAIB Tpadiky a00 aKTMBHOCTI, III0 MOKE BKa3yBaTH Ha
ataky. Hanpukinasn, OJ0KyBaHHS IEBHUX MOPTIB, MPOTOKOIB ab0 aruiikamii Moxe
JIOTIOMOTTH 3MEHIIIUTH PU3UK aTak 13a0e3MeunTu 10AaTKOBHH piBeHb Oe3neku. Kpim
TOT0, Ba)XKJIMBO BPAaxXxOBYBATH MOJKJIMBICTh PYYHOTO BTPYYaHHS Ta aHai3y 3 OOKy
aaMmiHicTparopa. PydyHe OnoKyBaHHS MoOke OyTH HEOOXIIHMM JUIsl BUPILIEHHS
CKJIQJIHUX BHITQJIKiB 00 aTak, sIKi MOKYTh YHHKHYTH aBTOMAaTHYHOTO OJIOKYBaHHS.

CuctemMu 3amoOiraHHs BTOPTHEHHSM MAalOTh KiTbKa TepeBar, cepea sSKuX
3HIDKEHHA PHU3UKY KiOepaTak € ojHi€l0 3 HauBaxiauBimmx. LnsxoMm moctiitHOTrO
MOHITOPUHTY MeEpEeKeBoro Tpadiky Ta BHSABICHHS aHOMAIid YW HE3BUYAMHUX
naTepHiB, III CUCTEMU MOXYTb €(QEKTHBHO BHUSBISATH IOTCHIIINHI 3arpo3W Ta
BTOPTHEHHS IIE JO0 TOTO, SIK BOHM CHPUYMHATH 3HA4H1 30uTKM abo ButTparu. Ille
OJIHIEI0 TIEpeBarol0 € apToMaTu3allis 3axucty. bararo cucrem 3amnobiraHHs
BTOPTHEHHSIM MOXXYTh aBTOMATHYHO pearyBaTH Ha BHUSBIIEHI 3arpO3H, BUKOHYIOUU
3aaHl mil s HeWrtpamizaiii arakd a0o OJIOKyBaHHS MOTEHIIIMHO IIKiIJIUBOTO
Tpadiky. Ile mo3Bos€e 3a0e3MeunT MBUAKY PEAKIII0 HA 3arpO3HM Ta MIHIMI3yBaTH
qac, MPOTATOM SIKOTO CUCTEMa TepedyBae y Bpa3IMBOMY CTaHi. [HIIIOIO mepeBaroro €
MiABUIIECHHS €(QEKTUBHOCTI Ta TPOJYKTUBHOCTI MEpPCOHATY 3 Oe3MeKu. 3aBIsSKH
aBTOMaTH3allii Ta IHTEJICKTyaJIbHUM allfOPUTMaM aHalizy, MEepCOHAT 3 MOXKe
30CepEeAUTHCS Ha OUIBII CKIAHUX Ta CTPATETIYHUX ACTIEKTaX 3aXUCTY MEPEXKi, B TOU
gac gK OUTBII CTaHAAPTHI 3aBAaHHS MOXYTh OyTH aBTOMAaTHM30BaHI Ta BHUKOHaHI
CUCTEMOIO 3aM00IraHHs BTOPTHEHHSIM.

OnHuM 3 OCHOBHUX HEJOJIKIB CHUCTEM 3amoOiraHHs BTOPTHEHHSIM €
MOXKJIMBICTh TIOMHJIOK Ta XMOHHUX CTpaIfoBaHb. JKomHa cucTeMa He € ieaNbHOIo, 1
1HOA1 CHUCTEMM 3amoOiraHHs BTOPTHEHHSM MOXYThb pearyBaTd Ha HOPMalbHY

MOBEJIHKY $IK Ha MOTEHI[IHHY 3arpo3y a0o0 HaBIAaKW, MPOMYCKAIOYW IIKIAJIUBUN
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Tpadix uepe3 3axuct. llle onMHMM HEMOMKOM € CKJIQJHICTh HAlAIITyBaHHS Ta
aaMiHICTpyBaHHs. Jleski cucteMu 3ano0iraHHsl BTOPTHEHHSIM MOXYTh BUMaraTH Bij
KOPHUCTYBaulB TJIMOOKMX 3HAaHb Ta €KCIEPTU3H 3 MeEpexeBoi Oe3neku i
e(EeKTUBHOTO HAJAIITYBaHHS Ta BUKOPHCTaHHA. Lle MOXke CTaTH MepemKo 00 IS
MEHIIUX OpraHizaniid abo THUX, XTO HE Ma€ JOCTATHbOI KUIBKOCTI KBasIi)ikOBAHOTO
nepcoHany. JloaTkoBUM HEIOJIKOM MOXe OyTh oOMekeHa 3JaTHICTh CHUCTEMU
3ano0iraHHs BTOPTHEHHSM BHSIBJISTH HOBI Ta HEBiAOMI 3arpo3u. barato cucrem
IPYHTYIOTBCS Ha CHUTHATypaxX aTak, SKi BOHH PO3Mi3HAIOTh, a OTXKE, BOHU MOXKYTh
NPOIYyCKAaTH HOBI aTakH, 5K 11e He OYyJIM BKIIIOUEHI JI0 X 0a3 TaHUX CUTHATYP.

VY miacyMKy, CUCTEMH 3amo0iraHHs BTOPTHEHHSM MalOTh CBOi TEpeBaru Ta
HEJOMIKU. IXHi mepeBaru, Taki sK 3HMKEHHS PH3MKY KibepaTak, aBTOMAaTH3allis
3aXUCTY Ta MiJBUICHHS €()eKTUBHOCTI MEPCOHAITY 3 O€3MeKU, POOIATh 1X BaKJITUBUMU
CKJIAJIOBUMH KiOepOe3neKkoBoi crparterii s 0ararbox oOpraHizalliif, ajae TaKoXK
HEOOXIJTHO 1 BpPaxXxOBYBaTH iX HENOJIKHM, TaKi SIK MOJMJIMBI TOMHJIKH Ta XHOHI
CIPAIfOBaHHA, SIKI MOXXYTb MPHU3BECTH 0 HEMPaBWIBHOI peakilii Ha HOPMaJbHUN
TpadiK Y¥ HABIAKH, IPOMYCKY IMIKIJTMBUX aTaK.

1.3. IlopiBHAILHUIA aHAJI3 CHCTEM BHUSIBJIEHHS Ta 3aM00iraHHsl BTOPTrHEHb.

[TopiBHSAHHS cHCTEeM 3amoOiraHHsS BTOPTHEHHSM Ta CHCTEM BHUSBIICHHS
BTOPTHECHb € BaXKJIMBHM aCIIEKTOM PO3YMIHHS iX poiii Ta QyHKIIH y 3a0e3MedeHH]
ki0epoe3nekn. OcHoBHa BiaMiHHICTE MK C3B Tta CBB monsirae y xapakrepi ix
peakilii Ha BusBiIeHI 3arpo3u. CUCTEMH BHUSBJICHHS BTOPTHEHb IPHU3HAYCHI IS
MOHITOPUHTY MEpekeBoro Tpadiky Ta MOJI y CHCTEMiI 3 METOI0 BHUSBIICHHS
MiTo3piaux Aid abo Bimomux 1rabiioHIB aTak. BOHW reHepyrTh CHOBIMICHHS IS
aJIMiHICTpaTOpiB OE3MeKH, K MOTIM MPUHMAIOTh PIMICHHS MPO Momanbimi fii. [4]
CBB € nmacuBHUMHU CHUCTEMaMH, OCKUIBKA BOHU JHIIE 1HOOPMYIOTH TPO MOKIUBI
aTaky, ajle He BXKUBAIOTh AaKTHUBHHUX 3aX0IiB AJd IXHboro 3amoOiranas. C3B, nHa
BimMiny Bim CBB, € akTUBHUMU KOMIIOHEHTaMH 3aXHCTy Mepexi. BoHn He TUTbKH
BUSBIISTIOTH 3arPO3H, aje i aBTOMAaTHYHO pearyiTh Ha HUX B peadbHoMy daci. C3B
aHaJI3YIOTh MepexeBUi Tpadik 1 Mpu BUSABICHHI M1103p1JI0i aKTUBHOCT1 OJIOKYIOTH il

70 TOTO, SIK BOHA 3MOXe€ 3aBaatu mkoau. Lls ¢yHkuioHanbHicTh n03BoJisse C3B
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e(eKTHBHIIIE 3aXUILAaTH MEPEX1 BiJ aTak, MIHIMI3yIOUM Yac peakiii Ha 3arpo3u Ta
3MEHIIYI0YM pU3uKu A iHpopMamiiinux cuctem. e ogHa BaxkinBa BIAMIHHICTh
Mk CBB Ta C3B nonsirae B iXHbOMY BIUIMBI Ha IPOJYKTUBHICTh Mepexi. OCKIIbKH
CBB npatiioroTh MacCMBHO, BOHU MalOTh MIHIMAJIbHUI BIUIMB HAa IPOMYCKHY 3/1aTHICTb
Mepexi Ta ii NpoAyKTUBHICTh. BomHouac, C3B, mpamorouyud B peXuMi OHJIANH,
MOXYTh 3aTpUMyBaTh Tpadik [Js aHaTI3y, [0 MOXE BIUIMBATH Ha IIBUIKICThH
nepenadl JaHuX 1 BUKIMKaTH 3aTpuMku. lle Bumarae Bim C3B  Bucokoi

NPOAYKTHBHOCTI Ta ONTHMI3AIii JJIs MiHIMI3allii BILTHBY Ha Mepexy. [15]

Intrusion Detection System Intrusion Prevention System
Attacker i Attacker i
=L‘. [ ﬂ-ﬁ.
Mnternet Minternet
\ \
| |
F Firewall Firewall
| IPS
IDS i -
(o | I | [ ] |
Alert I Switch I Switch
l:ti'!rp LAN C'!)l'p LAN
Management System 'r\ Manageﬁlnl System _!\
L il b J
Puc. 1.2 lopiBusiuus podotu C3B ta CBB
Taommmg 1.1
[Mopisastaust C3B Ta CBB
o CucremMu 3an00iraHHS
Kpurepiit Cucrtemu BUSBIICHHSI BTOPTHEHB
BTOPTHEHHSIM
) ) - BusBneHHs Ta akTUBHE
OcHoBHaA BusiBnenHs nigo3puiux ik ta i . .
. OJIOKYBaHHS MM1I03PUTHX A1 Ta
byHKITiSA aTak
aTak
. . . | AKTUBHHUIA (MOHITOPYHT, aHAITI3 Ta
Pexum [TacuBHU (MOHITOPUHT Ta aHATI3 .
: 0JIoKyBaHHS TpadiKy B peaibHOMY
pobotu Tpadiky) .
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Tabmums 1.1 (ITpogoBxeHH:)

CucreMu 3aro0irauss

Kpurepiit Cucremu BUSIBIEHHS! BTOPTHEHb
BTOPTHEHHSAM
[HTerpaiiisi B MepexeB
MepesxeBe abo XOCTOBE : P . P 4
PosramyBanus 1HGpacTpyKTYypy (MiX JKEpeIom

pO3TallyBaHHS

Ta UULTIO Tpadiky)

B3aemomis 3

He BruBae Ha notik Tpadiky,

Mosxe 6s10KyBaTH 260
NepEHAIPaBIISATH M1A03PUIHMA

adikoMm JIMIIE aHaJI3Ve HOoro .
Tpad Y Tpadik
. . . brokye 3arpo3u aBTOMaTHYHO Ta
. [ToBimomiisie aqMiHiCTPATOPIB MPO )
CnoBileHHs MOXE MTOBIIOMIISTH

BUSIBJICHI 3arpO3u

aJIMIHICTPaTOPiB

[arerparis 3

YacTo IHTETpy€ETHCS 3 CUCTEMaMH

Moske npalroBaTi aBTOHOMHO a00

THITUMU yIpaBIiHHS MOISIMU Ta 3 MIHIMAQJIBHOIO 1HTETPAIIETO 3
CHUCTEMaMHU iH(popMalriero 6e3nexu HITUMU CUCTEMaMU
, , . |3axucT Big aTak y peaJbHOMY 4Yaci,
OcHoBH1  |BusiBnenHs mabiioHiB aTak, aHami3 .y
N , 0JIOKYBaHHSI MEPEKEBHUX YEPB'AKIB,
3aBJIaHHS MOJTiH, CIIOBIIIIEHHS ,
CKaHyBaHHS MOPTIB
BuxopucroBye pecypcu cucteMu Moske BIIIMBAaTH Ha
Bukopucranns| s aHanmizy Tpadiky, ajie He MIPOJIYKTUBHICTh MEPEXK1 uepes
pecypciB BIUIMBAE Ha MPOAYKTHUBHICTh aKTUBHE OJIOKYBaHHS Ta

Mepexi

binpTpaliro

HesBaxkaroun Ha 111 BiaminHOCTi, CBB Ta C3B yacTo BUKOPUCTOBYIOTHCS pa3oM

U1 3a0e3nedeHHs] KoMruiekcHoro 3axucty. CBB HamaroTe rmbokmii aHamiz Ta
icTopuyHi faHi mpo artaku, ToAi sk C3B 3a0e3meuyroTh MHUTTEBE pearyBaHHS Ha
3arpo3u. Takuii KOMOIHOBaHMI MIAXiJ JO3BOJISIE OpPraHi3allisiM Kpalie po3yMiTH Ta
KOHTPOJIIOBATH CBOT Mepexi. [11]

1.4 IlocTaHOBKA TeXHIYHOI0 3aBJaAHHS.

Ha ocHoBi posrisHyToi Bumie iH(OpMmallii, BUSBICHO HarajlbHy MOTpPeOy B
PO3pOOIIi CUCTEMU 3amO0IraHHs BTOPTHEHHSAM JIJIs 3a0€31eYeHHs 0€3MEKH MEPEKHOT
iHppacTpykTypH opranizaiii. CydacHi yMOBH PO3BUTKY iHGOPMAIIHHUX TEXHOIOT1H
1 3pOCTaHHSI KUIbKOCTI Ki0epaTak BHUMAararoTh HaJIHHOrO 3aXUCTy 1H(OpMaIIHHUX

pecypciB. lle miaKpeciatoe akTyalbHICTh PO3TOPTAHHS CHCTEM BHSIBIICHHS Ta

Crouko I1.A.

Apx

KKIKb.KP.F—125-16-113

Ulenyxa O.0O.

3mn.

21

Apx. Ne dokym. Iionuc | Hama




3ano0iraHHs BTOPTHEHHM, 110 CIPSIMOBAaHI Ha 3aXHCT MEPEXKEBOI IHPPACTPYKTYpH
BiJl MOTEHUIHHWUX 3arpo3. MeTo pO3rOpTaHHA CHCTEM CHCTEM BHSBICHHS Ta
3amo0iraHHsl BTOPTHEHHAM € 3a0e3NedyeHHs Oe3MeKHu MEpexHOi 1HPpacTpyKTypH
oprauizanii. [[ms mocsirHeHHs i€l METH HEOOX1THO BUKOHATH TaKi 3aBJIaHHS:

— IlpoBectn aHamni3 ICHYIOUMX CHCTEM 3alo0iraHHs BTOPTHEHHSAM Ta iX

XapaKTEePUCTHK.

— Bubparu ontumansny cucreMy C3B st BiINOBITHOT MEPEXKI.

— Po3pobutu mpoekT posropranHs oopanoi cucremu C3B.

— HanamtyBatu Ta mpoTeCTYBaTH CUCTEMY.

BukoHaHHS 1HMX 3aBAaHb CHOPUATHME CTBOPEHHIO €(QEeKTHBHOI CHCTeMH
3aXUCTy, fKa 3a0e3neyuTh Oe3nepepBHICTb POOOTH KOMIAHIl, 3aXUCTUTh il
iHboOpMaIliiiHl pecypcH BiJ HECAHKI[IOHOBAHOTO MOCTYNy Ta KibepaTak, a TaKOX
MiBUIIUATH 3arajbHUN PIBEHBb OC3MEKH MEPEXKI.

BuCHOBKM 10 mepmioro po3ainy:

B mieomy po3aini Oysio po3rissHyTO TEOPETHYHI OCHOBU CHCTEM 3aIloOiraHHs
BTOprHeHHsM. [IpoaHanizoBaHo icTOPil0 BUHUKHEHHS Ta po3BUTKY C3B, BU3HaueHO
iXHe 3Ha4YeHHs Yy 3a0e3neueHH] kibepOe3nekn cydyacHuX mMepek. OmucaHo 3arajibHi
OPUHIUMIIKA ~ (QYHKI[IOHYBAaHHS Ta OCHOBHI KOMIIOHEHTH CHCTEM 3amoOiraHfs
BTOprHeHHsIM. byno mnpoBeneno mnopiBHsHHsS C3B 13 cucTtemamMu BUSABICHHS
BTOPTHEHB, MIIKPECICHO 1X BIAMIHHOCTI y MIAX0JaX 0 3aXUCTY, PEakKilii Ha 3arpo3u

Ta e(eKTUBHOCTI OJIOKYBaHHS aTak.
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PO31JI 2. AHAJII3 ICHYIOUHUX PIINEHD TA BUBIP MOJIEJII
CUCTEMH

2.1. Cucrema BusIBJIeHHSI HecaHKIioHoBaHoro poctymy Cisco Secure IPS.

Cisco Secure IPS, mo po3pobnena CisCO Systems po3moBCIOKYEThCS Ha

KOMEpILIMHIA OCHOBI Ta JOCTYIIHA SIK B allapaTHOMY, TaK 1 B IPOTPaMHOMY BHUTJISAII.
Cucrema miarpumye onepariiai cuctemu Cisco 10S 1 Linux. [16]

Cisco Secure IPS € BUCOKOe(hEKTUBHOIO CUCTEMOIO 3alI00IraHHs! BTOPIrHEHHSIM,
po3pobisienoro kommaHiero Cisco Systems, ska BigomMa CBOIMH HaJiMHUMU
mepexxkeBumu pimeHHsIMH. Cisco Secure IPS nponoHye noTy’HUI 3aXUCT MEPEK BiJl
PI3HOMaHITHUX KiOep3arpo3, BUKOPUCTOBYIOUM MEPEIOBI TEXHOJOTIi aHaiizy Ta
o0poOku Tpadiky. Ll cucrema iHTErpyeThcsi sSK Ha amapaTHOMYy, TaK 1 Ha
OPOrpaMHOMY DiBHI, 3a0€3MeUyl0ud BUCOKY THYUKICTh Ta aJalTHBHICTh JO PI3HUX

notped 1 MaciTabiB Mepex.

Ocunouumu ¢ynkuismu Cisco Secure IPS € MoHITOpUHT MepexkeBoro Tpadiky

B peaJIbHOMY 4Yaci, BUSBJICHHS Ta OJIOKYBaHHS BIJOMHX 1 HEeBIJOMHX aTak, aHai3
ITIOBEIIHKOBUX aHOMaJIiH, a TaK0 3a0e3IIeYeHHs BIIIIOBIIHOCTI ITOJITUKAM O€3IEKH.
Cucrtema BHKOPHCTOBYE TIEPEIOBI aJTOPUTMU MAIIMHHOTO HABYaHHS IS
inenTu@ikairii 3arpo3 Ta MiHiMi3amii XMOHUX CIpallbOBYBaHb. 3aBISKH IHTETpallii 3
iHmmmu npoaykramu Cisco, Takumu sik Cisco Firepower ta Cisco Talos, IPS moxe
BUKOPHCTOBYBATH OHOBJIFOBaH1 0623 JaHUX 3arpo3 1 peKoMeHAAIlii 010 3aXUCTY Bif
HOBITHIX BEKTOPIB aTak.

Cisco Secure IPS mintpumye Cisco IOS i Linux, mo 10o3BoJisie eheKTUBHO
BIIPOBAPKYBAaTH 10 CHUCTEMY B PI3HOMaHITHI MepexeBi cepenoBuina. OJHIEO 3

TOJIOBHHX II€pEeBar I1i€i CUCTEMH € ii 3JaTHICTh MPAIIOBATH Ha BUCOKHUX IMIBHIKOCTSIX

nepenadi JaHuX, MO POOHTH ii 1I€aTbHOIO IS BEIMKUX KOPTOPATUBHUX MEPEeX 1

neHTpiB 00poOku manux. Kpim Toro, Cisco Secure IPS 3abesnedye MOXIHBICTH
[EHTPAJII30BAHOTO YMPABIIHHSA Ta MOHITOPHHTY, 11O CIIPOIIY€E aIMIHICTPYBaHHS Ta
miaBHINYe eEKTUBHICTh pearyBaHHs Ha 1HIIUICHTH.

3aBIsSKA CBOIM IIMPOKHM MOXKJIMBOCTSM 1 BUCOKIM HagiiHocTi, Cisco Secure

IPS € nonmymsipauM BHOOpPOM cepejl OpraHizaliid, 00 NParHyTh 3a0e3MeUuTH
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HAJIHHUNA 3aXMCT CBOIX iH(OpMaliffHMX CHCTEM Bil CydYacHHX Kibep3arpos. li
iHTerparis 3 iHmuMHu 3acobamu 6e3neku Cisco JT03BOJISIE CTBOPIOBATH KOMIUIEKCHI
pilIeHHs, 110 3a0€3Meuy0Th BCEOTUHMI 3aXUCT MEPEKEBOI IHPPACTPYKTYPH.

2.2. Cucrema mepexeBoro 3axucty McAfee Intrusion Prevention System.

Po3poOnukom cucremu McAfee Intrusion Prevention System € McAfee, Inc..
Bona po3moBcroIKyeThCsl Ha KOMEPIIiHHINA OCHOBI Ta JJOCTYITHA SIK B allapaTHOMY, TaK
1 B nporpamHomy Burisial. Cuctema miaTpumye omnepauiiiai cuctemu Windows i
Linux. [17]

McAfee Intrusion Prevention System € ogHMM 3 NpPOBIAHUX pillleHb Yy cdepi
3aXUCTYy MeEpex, po3poOieHuM  Kommadiero McAfee, BioMow  CBOIMU
IHHOBAIIHHUMU minxoaamu 1o kioepOesneku. McAfee IPS mpononye komriekcHui
3aXMCT BiJl pI3HOMAHITHUX 3arp03, BKIIOUAKOYH BiIOMI i HEB1IOM1 aTaku, 3I0BMHCHE
nporpaMHe 3a0€3MEeUeHHs Ta 1HII BUAM IIKIJUIMBOI akTHBHOCTI. [lg1 cucrema
3a0e3nevyye 3aXUCT MEPEX Ha PiBHI KOPIMOPATHBHHUX 1 yPSAJOBHX YCTAaHOB 3aBISKU
BUCOKIH MPOJTYKTUBHOCTI Ta HIIMPOKOMY CHEKTPY (PYHKIIIOHATIBHUX MOKIIUBOCTEH.

OcnoBHoto meTor0 McAfee IPS € BusiBieHHs Ta 3an00iraHHsl BTOPTHEHHSM B
peanpHOMY Yaci. CucTemMa aHallizye MepexxeBHil Tpadik, BUKOPUCTOBYIOYH TIEPEIOBI
METOAM TJIMOOKOTO aHai3y IMaKeTIB Ta €BPUCTUYHI AJITOPUTMHU JJIsI BHUSBICHHS
anomauiii. McAfee IPS inTerpyethcs 3 rmobanbHoio 0a3or0 gaHux 3arpo3 McAfee
Global Threat Intelligence, 1m0 103B0OJIIE ONEPATUBHO OTPUMYBATH OHOBJICHHS PO
HOBITHI 3arpo3u Ta Bpa3IuBOCTI. Lle 3abe3neuye mocTiMHMMN 3aXUCT MEPEXkKi BiJl HOBUX
1 pO3BUBAIOYUXCS aTaK.

McAfee IPS mintpumye sk amapatHi, Tak 1 mporpamHi tuiatopmu, IIo
JI03BOJISIE aJIaNITyBaTH PIlICHHS MiJT pi3Hi MOTpeOu opraHizamiii. Cuctema Moxe OyTH
pPO3TOpHYTa Ha cepBepax IMiJ ypaBliHHAM omnepaniiaux cucreM Windows ta Linux,
10 3a0e3mnedye THY4YKICTh 1 CYMICHICTH 3 pi3HOMaHITHUMH iHPpacTpykTypamu. Kpim
toro, McAfee IPS mae yHKIii 1ieHTpai3oBaHOTO YIPaBIiHHSA 1 MOHITOPUHTY, IO

CIIPOIIy€ aJIMIHICTPYBaHHS CHCTEMH Ta J03BOJIS€E IIBUIKO pearyBaTH Ha IHIUMICHTH

Oe3nexu.
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Opniero 3 xmoyoBux ocobnmBocteit McAfee IPS € ii iHTerpamis 3 iHIIMMHU
npoaykramu McAfee, Takumu ik McAfee ePolicy Orchestrator ta McAfee Endpoint
Security. Ile n03BoJis€ CTBOPIOBATHM KOMIUIEKCHI PIlIEHHS [JIs1 3a0e3MedeHHs
BCEOIUHOTO 3aXUCTy 1H(POPMAIIMHUX CHUCTEM, IO BKIIOYAIOTH SK MEPEkKeBi, Tak 1
KIHIIEBl TOYKHU. 3aB/ISIKK BUKOPUCTAHHIO €IMHOI IIIATQOPMU YIIpaBIIHHSA, OpraHi3amii
MOXXYTh HEHTPaJI30BaHO KOHTPOJIIOBAaTH BCl acHeKTH O€3MeKH, L0 IiJIBUILYE
€(EeKTUBHICTb 3aXUCTY Ta 3HIXKYE BUTPATH HA aJMIHICTPYBAHHS.

McAfee Intrusion Prevention System € MOTY>KHUM THCTPYMEHTOM JJISI 3aXUCTY
MepexeBuX iHPPacTPyKTyp Bif cydacHux kiGepsarpos. Ii BUCOKa NPOJyKTHBHICTS,
THYYKICTh Y PO3TOpPTaHHI Ta 1HTerpauis 3 IHIIMMH 3acob0amu Oe3neKku poosaTh ii
BIIMIHHUM BHOOpPOM Uil Oprasizamiid, 10 NparHyTh 3a0e3NeunTd HaJIIHHUNA Ta
KOMIUIEKCHUHN 3aXUCT CBOIX 1HPOPMaLITHIX aKTHUBIB.

2.3. Cuctema BUSIBJIEHHS Ta 3a100iraHHs BTOPrHeHHAM SNort.

Sourcefire, Inc. (amH1 Cisco) € po3poOHUKOM cucremu Snort. Bona
PO3IOBCIO/KYEThCS i BiakpuToro JineHsiero GPL, a Takoxk mae KomepIiiiHy
Bepcito Snort++. Snort € mporpaMHOX0 IJIATGOPMOIO 1 MIATPUMYE OIepaIliiHi
cucremu Linux, Windows, ta Unix. [18]

Snort € oHIE0 3 HAHOLIBII BIOMHUX Ta MOMIMPEHUX CHUCTEM BHSBJICHHS Ta
3armo0iraHHs BTOPTHEHHAM, sika Oyna po3poOieHa kommaniero Sourcefire, Inc., mo
sromoM crtana vactuHoro Cisco Systems. Snort € BiIKpUTHM NPOTPAMHUM
3a0€3IeUeHHsIM, 10 JIO3BOJISIE MOT0 BUIBHO BHKOPHUCTOBYBATH, MOAM(IKYBaTH Ta
po3noBcroKyBaTtu. Ll cuctema 3abe3neuye eheKTUBHUN 3aXUCT MEPEX 3aBISIKU
MOTYXHUM MOKIIMBOCTSIM aHami3y TpadiKy Ta BUSBIEHHS 3arpo3, SKi MOXKYTh OyTH
aJIalTOBaH1 10 KOHKPETHUX MOTPeO opraHizaliii.

Snort mpaire Ha OCHOBI MPaBWII, SKI BU3HAYAIOTh MIA0JIOHH MEPEKEBOTO
Tpadiky, 10 MOKYTh BKa3yBaTH Ha aTaku a0o iHIIi migo3pimi aii. L{i mpaBwmia MOXyTh
OyTu cTBOpeH1 Bpy4HY a00 3aBaHTaX€H1 3 OHOBIIOBAaHUX 0a3 MaHWUX 3arpo3. Snort
MIATPUMYE K CUTHATYPHUH, TaK 1 aHOMaJIHUN aHaIIi3, M0 T0O3BOJISIE BUSBISTH 5K
BiIoMi, Tak 1 HOB1 BuAu 3arpo3. Cucrema mMoxke (PyHKIIOHYBAaTH Y TPbOX OCHOBHHX

pexuMmax: sniffer (amamizatop tpadiky), packet logger (3ammcyBau Tpadiky) Ta
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network  intrusion  detection/prevention  system = (MepexxeBa  cHUCTeMa
BUSIBJICHHS/3aM100IraHHs BTOPTHEHHSM).

Snort miaTpuMye piI3HOMAHITHI OMEpalliiiHl CHUCTEMH, BKJIouYaruu Linux,
Windows Ta Unix, mo poOuUTh HOro yHIBEpPCAJIbHUM pIMIEHHSAM [JIsI PI3HUX
MEpPEXKEBUX CePeIOBHIL. MOro rHyUKiCTh Ta MOXKIIMBICTS HANAINTYBAHHS J03BOJISIOTH
BUKOPHCTOBYBATH Snort sIK y HEBEIMKUX MEPEKax, TaK 1 B BETMKUX KOPIIOPATUBHUX
iHpacTpykTypax. Kpim Toro, icHytoTh KOMepLiiHi Bepcii Snort, Taki sik Snort++, ki
HAJal0Th J10JaTKOB1 (PYHKIIIT Ta MiABUIIEHY MPOIYKTUBHICTb.

Snort takoxx Mae MOXJIMBICTH IHTErpailii 3 IHIIMMH 3aco0aMu Oe3leKd Ta
yhnpaBiiHHS Mepexer. Lle mo3Boisie CTBOPIOBATH KOMITIEKCHI PIllICHHS IS
3a0e3nedeHHss 0araTOpIBHEBOrO 3axXHCTy 1H(OpMAIIHHUX CHUCTEM. Snort MOKHa
BUKOPUCTOBYBATH pPa30M 13 CHCTEMaMH VYMPABIIHHSI TOAISIMU Ta 1HQOpMAIIi€0
Oe3MeKy, IO HaJae MOXKIUBICTh IIEHTPATI30BAHOTO MOHITOPUHTY Ta aHalizy
0€3MEeKOBUX ITOIMN.

3aBAsIKM CBO1HM BIAKPUTIH JILIEH31i, IIMPOKUM MOKJIMBOCTSIM HaJTAIITYBaHHS Ta
BHUCOKIN e(deKTUBHOCTI, Snort € TMOmyJIsIpHUM BHOOpPOM cepejl opraHizallii, IIo
NPATHYTh 3a0e3MeUNTH HaifiHM 3aXUCT CBOTX Mepesk. Moro 31aTHICTh BUSBIATH Ta
3ano0iraTd BTOPTHEHHSM POOWUTH HOro BaXKJIIMBUM IHCTPYMEHTOM Yy OOpOTHOi 3
kibep3arpozamMu, a TMOCTiHA MIATPUMKA Ta PO3BUTOK CIUJIBHOTOI 3a0€3MeUyIOoTh
aKTYaJbHICTh Ta BIAMOBIIHICTh CY9aCHUM BHKJINKaM y cdepi KibepOe3neku.

2.4. CucreMa BUSIBJICHHSI Ta 3an00iraHHsi BTOPrHeHHsAM Suricata.

Cuctemy BUSBJIICHHS Ta 3all00iraHHs BTOPTHEHHSAM Suricata 0ysio po3po0JieHo
kommaniero Open Information Security Foundation (OISF), Bora po3moBCIOIKY€EThCS
min Bigkpuroro Jinen3iero GPL. Suricata € mnporpamuoro 1iaTdopmoro, 1Mo
MiATpUMYE pi3HI omepariiiHi cuctemu, Bkimodaroun Linux, Windows, Unix, Ta
MacOS. [19]

Suricata € Cy4acHOIO CHCTEMOIO BHSIBICHHS Ta 3amo0iraHHs BTOPTHEHHSM,
po3pobienoro Open Information Security Foundation, sika Hajiae BITKpUTHE KO IS
BUIBHOTO BHUKOpPUCTaHHS Ta Mojaudikaiii. Suricata BioMa CBO€I BHCOKOIO

MPOAYKTUBHICTIO, MAacIITa0OBaHICTIO Ta THYYKICTIO, 10 POOUTH i 1l€aIbHUM
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PILICHHSAM ISl 3aXHCTY MEPEXK pI3HOro Maciitady. 3aBIsKU CBOIM apXITEKTypl Ta
NepeI0BUM TEXHOJIOT1IM, Suricata 3a0e3meuye MOTYKHUN 3aXUCT BiJ pI3HOMaHITHUX
ki0ep3arpos.

OcHoBHOIO TmepeBaroro Suricata € ii 3JaTHICTb NPALIOBATH Y ACKUIBKOX
peXMMax: K CUCTEMa BUSBIICHHS BTOPTHEHb, CHCTEMA 3ar00IraHHs BTOPTHEHHSIM Ta
CHUCTEMa MOHITOPUHTY Mepexi. Suricata miaTpuUMye TIIMOOKHUM aHa13 MaKeTIB, SIKUN
JI03BOJISIE€ JIETAIbHO aHaII3yBaTH MEPEXEBUN Tpadik HA PI3HUX PIBHAX MPOTOKOJIIB.
Kpim Toro, Suricata BUKOpPHCTOBYE 0araTOmoTOYHY apXiTEKTYypy, IO J03BOJISE
e(eKTUBHO BHKOPHUCTOBYBATH PECYPCH CYYaCHUX OaraTtosicpHUX IPOLIECOpIB Ta
3a0e3nedyBaTy BUCOKY MTPOJYKTUBHICTh HaBITh MPH BEIMKOMY 00Cs31 Tpadiky.

Suricata miaTpUMye PI3HOMAHITHI OmNeEpalliifHi CUCTEeMHU, BKIoYarouu Linux,
Windows, Unix ta MacOS, mo poOuth ii AOCTYHNHOIO AJIA LIUPOKOTO CHEKTPY
KOPHCTYBayiB. Ii THYUKiCTh i MOKIMBICTh HANAIITYBAaHHS JO3BOJIAIOTH aJaNTyBaTH
CHUCTEMY JI0 KOHKPETHHX TMOTped opradizaiiii, 3a0e3nedyroud HaJiiHUA 3aXHUCT
mepexi. Kpim Toro, Suricata Mae BOyJq0BaHy MIATPUMKY ISl aHATI3y MPOTOKOJIB
Brucokoro pieus, Takux sk HTTP, TLS, FTP, SMB, i DNS, mo n03Bosi€ BUSBISATH
CKJIJIHI aTaKy Ha MPHUKIIAJIHOMY PIBHI.

OnHi€ero 3 KIFOYOBUX 0COOMMBOCTEH Suricata € i1 31aTHICTh BUKOPHUCTOBYBATH
npaBmwia Snort I BUSBICHHS 3arpo3, Mo 3abe3nedye CyMICHICTh 3 ICHYIOUMMU
0a3zaMu JTaHUX 3arpo3 1 MmoJjermrye nepexia Big Snort 1o Suricata. Kpim toro, Suricata
HIATPUMYE IHTETpaIlil0 3 IHIIMMH IHCTPYMEHTaMHU KiOepOe3neku Ta CHCTeMaMu
VOpaBIiHHS TOAISIMU Ta iHpopMali€ro Oe3MeKd, M0 J03BOJIIE CTBOPIOBATH
KOMITJIEKCHI PIIIeHHs i1 3a0e3nedyeHHs] 0araTopiBHEBOTO 3aXUCTy 1HGOpMAIITHIX
CUCTEM.

3aBasikA CBOiM BIAKPUTIN JiIEH311, BUCOKIA MPOAYKTHBHOCTI Ta THYYKOCTI,
Suricata € mpuBaOIMBUM BHOOPOM IS OpraHizailiii, 110 MParHyTh 3a0€3MEeUYnuTH
HaHHUN 3aXMCT CBOiX Mepexk. Ii 37aTHiCTh eeKTHBHO BHSBISTH Ta 3amobiraTu
PI3HOMaHITHUM 3arpo3aMm poOOuTh ii BaXJIMBUM IHCTPYMEHTOM Yy OOpoTBOi 3
kibep3arpo3amu. [TocTiiiHa miATpUMKa Ta pO3BUTOK 3 OOKY CIUIBHOTH 3a0€3MEeUyIOTh

aKTyaJIbHICTh Ta BIAMOBIIHICTD Suricata CydacHUM BUKIMKaM y cdepi Ki0epOe3IeKH.
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2.5. XocT-opieHTOBaHA cucTemMa 3anodiranas Bropraenasam OSSEC.

Cuctema OSSEC nepBunHHO Oyno po3poOiena Jlenienem CimoM, a HHHI
miaATpuMKoro 3aiMaerbest kommaHis Trend Micro. OSSEC mnommuproerbest mif
BikpuToto Jiuensietro GPL 1 € mporpamHoro miatdopmoro, 1o MIATPUMYE Pi3HI
oreparliiiai cuctemu, Taki gk Linux, Windows, MacOS Ta Unix. [20]

OSSEC (Open Source HIDS SECurity) € BiJoOMOIO CHCTEMOIO BHSBIICHHS
BTOPTHEHb, fAKa 3a0e3ledye MOHITOPUHI O€3MeKH Ha XOCTaX 1 € BIAKPUTHM
nporpamMHuM 3abe3nedeHHsM. Crodatky pospobnena Jlenienem Cimom, cuctema
3rogoM Oyna npuadana kommadiero Trend Micro, mo 3a0e3neuye ii NIATPUMKY Ta
po3BuTok. OSSEC npornoHye MmoTy>KHI MOXJIMBOCTI JUIsl MOHITOPUHIY CHUCTEMHUX
NOJIi{, aHaJIi3y )KYpHAIIB, BUSBJICHHS PYTKITIB Ta pearyBaHHs Ha 3arpo3H, 110 pOOUTH
il BAXKJIMBUM THCTPYMEHTOM JIJis 3a0€31eueHHs Oe31eKu cepBepiB 1 pOOOUYNX CTaHIII.

OSSEC € XOCTOBOIO CHUCTEMOIO BHUSIBJICHHS BTOPTHEHb, Ka (POKYCYeThCS Ha
aHaji31l MmoAlH, Mo BiOYBAIOTHCS HA OKPEMUX XOCTaX, Ha BIAMIHY Bl MEPEKEBUX
cucteM BusBieHHs BToprHeHb. OcHoBHUMU GyHKIIIsIMU OSSEC € anani3 jgor-daiinis,
MOHITOPHHT IITICHOCTI (paiiyiiB, BUSBICHHS PYTKITIB, KOHTPOJb MOJITUK O€3MEKH Ta
aKTUBHE pearyBaHHs Ha iHIuAeHTH. CucTeMa 3/1aTHa BUSBIISITH aHOMAJTI1 Ta Migo3piii
Jii, 1110 MOXKYTh BKa3yBaTH Ha KOMIIPOMETAIliI0 CHCTEMHU a00 cripo0y aTakH.

OSSEC migTpumye pi3HOMAaHITHI ONEpalliiiHi cucTeMu, BKIOYarouu Linux,
Windows, MacOS Ta Unix, 1o 3a0e3neuyye THyYKiCTh Y BUKOPHCTAHHI 1 I03BOJISIE
3aXUIIATH I[IUPOKUHM crmekTp XocTiB. Cucrema CKJIaJae€TbCsd 3 areHTIiB, IO
BCTAHOBJIIOIOTHCS HAa XOCTaX, Ta IEHTPAIBHOTO CepBepa, KUl 30Mpae Ta aHali3ye
naHi 3 are’TiB. Takuii miaxin 3abe3nedye neHTpaTi30BaHe ypaBliHHA Ta MOHITOPUHT
Oe3MeKku B peaibHOMY Yaci, 10 CIPOIIIYE aIMIHICTPYBaHHS 1 MiIBUINY€E e(PEKTUBHICTD
pearyBaHHs Ha 3aTPO3H.

Onniero 3 ronoBaux nepeBar OSSEC e 11 3maTHICTD IHTErpyBaTUCS 3 THIIMMU
3aco0amu Oe3neku, Takumu siKk SIEM-cuctemu Ta mepexeBl CUCTEMH BUSBICHHS
BTOprHeHb. lle M03BOMsie CTBOpIOBATH KOMIUICKCHI pIillIeHHS i 3a0e3MeqeHHS
OaratopiBHEeBOro 3axucty iHpopmarlliinux cucteM. OSSEC moske OyTu HanamroBaHa

T aBTOMAaTMYHOTO BUKOHAHHS I Yy BIJMOBIAb HAa BUSIBIICHI 3arpO3H, TaKUX SIK
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onokyBanHs [P-agpec abo BiAmpaBka CHOBIMIEHb AJMIHICTPATOpaM, IO IiJIBUILYE
OMEPATUBHICTh pearyBaHHs Ha IHIUJCHTH.
OSSEC € nonynspHuM BHOOpPOM cepel Oprasizailiid, sKi OparHyTh

3a0€e3MeunTy HaliiiHuii 3aXUCT CBOIX XOCTiB. Ii BIIKpUTHl KO, MUPOKI MOKIHMBOCTI

HaJalllTyBaHHA Ta IHTEerpaunisi 3 IHIIUMH IHCTpyMEHTaMu Oe3neku poOisaTh il

e(EeKTUBHUM 1 THYYKUM DPIIICHHSIM JUIsl BUSBJIEHHS Ta 3amoOiraHHs 3arpo3am.
[locTiitHa miATpPUMKA Ta PO3BUTOK 3 OOKY CHUIBHOTH 3a0€3M€4yI0Th aKTyaJbHICTh Ta
BianoBiAHICTE OSSEC cyyacHUM BUKJIHMKaAM y cdepi KibepOe3nexu.

2.6. AnapaTHo-nporpamunii kommiekc StoneGate Intrusion Prevention System.

Cuctema StoneGate Intrusion Prevention System mnepBuHHO po3pobJieHa

KomnaHiero Stonesoft, HuHi migTpumyeTbest Forcepoint. Bona mommproeTscs mif
KOMEPIIIITHOIO JIIIEH3IEI0 1 MOXKE MPAIIOBATH K Ha anapaTHUX, TaK 1 Ha MPOrpaMHUX
wiatgopmax. [ligTpuMyBaHOO OmnepariiHo cuctemoro € Linux. [21]

StoneGate Intrusion Prevention System € mOTyXHOIO CUCTEMOIO 3amo0iraHHs
BTOPTHEHHSIM, po3po0JieHOI0 KommaHielo Stonesoft, ska 3rooM crana 4acTHHOIO
Forcepoint. StoneGate IPS mnpomoHye BHCOKHII piBeHb 3aXHCTYy MEPEX Bif
pI3HOMaHITHUX KiOep3arpo3, 3abesneuyroun eGEeKTUBHHM MOHITOPUHT, aHaji3 1
OJIOKYBaHHS IT1J103p1JI0i aKTUBHOCTI B peallbHOMY 4Yaci. Llg cuctema migxoauTs Juis
BEJIUKUX KOPIOPATUBHUX MEPEX 1 KPHUTHYHO BAXIUBUX I1HOPACTPYKTYp, e
HEOOXITHUN HAIWHUNA Ta MaciuTaOOBaHUI 3aXUCT.

OcHoBHOWO ocoOymBicTIO StoneGate IPS € 1i 3maTHicTe 3a0e3medyBaTH
KOMITJIEKCHUN 3aXHCT MEpeXi 3a JOMOMOTOI0 TIMOOKOTO aHajidy IakKeTiB Ta
BUKOPUCTAaHHS CYYacHUX aJITOPUTMIB MAIIMHHOTO HABYaHHS JUISl BUSBIICHHS
aHoMaJtiii Ta HOBUX 3arpo3. Cucrema miarpuMye ik CATHATYpHUH, TaK 1 eBPUCTUIHUM
aHaji3, IO J03BOJSAE 1IeHTH(IKYBaTH Bigomi Ta HeBimomi ataku. StoneGate IPS
TAKOXX IHTETPYeThCA 3 THoOampHUMHU 0a3aMu JaHWX 3arpo3, MmO 3abe3mnedye

OTIepaTUBHE OHOBJICHHS CUTHATYP Ta 3aXMCT BiJl HOBITHIX BEKTOPIB aTak.

StoneGate IPS migTpuMye po3ropTaHHsS Ha amapaTHUX TPUCTPOSX Ta

MpOrpaMHUX MIaTPopMax, 110 MPALIOIOTh MMiJl YINPABIIHHSAM OINEpaIiiiHOT CUCTEMU

Linux. Ile 3a0e3nedyye THYUYKICTb y BHOOpI CrocoOy BIIPOBAJKEHHS CHUCTEMHU Ta
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aJanTalilo a0 PI3HUX MEpEeXKEeBUX IHPPACTPYKTYp. 3aBASKA CBOI MOIYJbHIM
apxitektypi, StoneGate IPS wMoxxe wmacmTabyBaTuch BIANOBIAHO J0 NOTPEO
oprasizarii, 3a0e3neyyroud BUCOKUN pPIBEHb MPOAYKTHBHOCTI HaBITh Y BEIUKHX
Mepekax 3 IHTEHCUBHUM TpadikoMm.

Cucrema 3a0e3mneuye UEHTPANI30BaHE YNPaBIIHHSA Ta MOHITOPUHT 3a
JOTIOMOT 00 IHTETPOBAHOT0 IHTEPPENCY, IO CIPOIIYE aAMIHICTPYBAaHHS Ta 103BOJISE
IIBUKO pearyBaTu Ha IHUUJAeHTH Oe3neku. StoneGate IPS takox minrpumye ¢yHKIii
aBTOMAaTUYHOTO pearyBaHHs Ha 3arpo3H, IO J03BOJISIE OJIOKYBATH IIKiATUBUHN Tpadik
a00 BUKOHYBaTM IHIII Ali Yy BIANOBIAb Ha BHUSBIEHI 3arpo3u 0e3 BTpy4YaHHs
aJMIHICTpaTopa.

Opniero 3 knroyoBux nepesar StoneGate IPS € ii 3gaTHICT 1HTErpyBaTUCS 3
IHIMME npoayktamu Forcepoint, TakuMH K CHCTEMHM YNpaBIliHHA 1HQOpPMAIIHHOIO
0e3neKor0 Ta pIlIeHHS U 3aXHCTy KIHIEBUX Touyok. lle mo3Bossie cTBOproBaTd
KOMIUIEKCHI ~ PIIIEHHS 11 BCEOIYHOro 3axucTy 1HGOpPMAILIMHUX  CHUCTEM,
3abe3reuyoun OaraTopiBHEBHM MiAXia 10 KibepOe3neKkH.

3aBAsSKM CBOi BHUCOKIM €(QEeKTUBHOCTi, MacIITaOOBaHOCTI Ta THYYKOCTI,
StoneGate Intrusion Prevention System e HagiitHUM BHOOpPOM JJIsl OpraHizailii, sKi
MparHyTh 3a0e3MeunTH HAJiHHMI 3aXHCT CBOIX MepexeBux iH(pacTpykTyp. Ii
MO>KJIMBICTh BHUSIBJISITA Ta OJIOKYBATH PI3HOMAHITHI 3arpo3H, IHTErpallis 3 IHIIAMH
3acob0amMu Oe€3leKu Ta IMIATPUMKA IICHTPATI30BaHOTO YIPABIIHHSA pPOOJATH i
BaKJIMBHM 1HCTPYMEHTOM Y 3a0e3mnedyeHH1 KibepOe3nekn cCydacHUX OpraHi3aiiil.

2.7. Bubip moaeJii cuctTeMu BUSIBJIEHHS TA 3aM00iraHHs BTOPTHEHHSIM.

[lin wac BuOOpPY CHCTEMH 3amoOIraHHS BTOPTHEHHSM [UIS BUKOHAHHS
MOCTABJICHOT 3a/1a4i OyJI0 BpaxOBaHO KiTbKa KIIOYOBHX (DAKTOPIB, 30KpeMa Po3Mip
MEpexki, BUMOTH J0 TPOIYKTUBHOCTI, BAapTICTh PO3TOPTAHHA Ta MOXKJIIHUBICTh
MalOyTHROTO po3mupeHHs. [licns meTanpbHOro aHaidy ICHYIOYHX pillleHb, OYJI0
MPUIHATO PIllIEeHHS BUKOPUCTOBYBATH Snort y moeaHaHHi 3 tuatdopmoro pfSense.
Snort OyB oOpaHmii 4Yepe3 MOro BIIKPUTE JIEH3YBaHHS Ta MIMPOKI MOMKIUBOCTI
HaJalTyBaHHS, 10 3a0e3Meuye THYYKICTh Ta €EKOHOMIYHY €()EeKTUBHICTh, OCOOIMUBO

JUIS HEBEJTMKUX MeEpex. Snort € MOTYKHOI0 CHCTEMOIO BUSIBIICHHSI Ta 3amoOiraHHs
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BTOPTrHEHHSAM, sKa 3a0e3neuye HaIIMHUNA 3aXUCT 3aBASKA aHaJi3y MEpPEKEeBOro
Tpadiky Ha OCHOBIi IpaBui. Moro 31aTHICTH BUSBIATH SIK BiOMi, TAK i HOBi 3arpo3u
poOuTh Horo mpuBabIMBUM BHOOPOM JIsi 3aXHUCTYy I1H(QOpPMALIMHUX CHCTEM BIJ
pi3HOMaHITHUX KiOep3arpo3. pfSense, y cBOIO uepry, € HaAilHOIO TIATPOPMOIO JIJIs
noOyZ0OBH MEPEKEBUX pIIIEHb 3 BIAKPUTUM KOJOM, SIKa 3a0e3leuye BHUCOKY
NPOAYKTUBHICTh Ta THYYKICTh y HajamTyBaHHi. [22] [HTerparis Snort 3 pfSense
JI03BOJISIE JIETKO HANAIITYBaTH Ta YIPABISATH CHCTEMOIO 3armo0iraHHs BTOPTHEHHSIM
0e3 3HaUHUX BUTpAT Ha anapaTHe 3abe3neueHHs Ta mineHsii. e pimeHHs € 0co0amBo
e(eKTUBHUM /Il HEBEJIMKHX MEPEXK, J€ BAXKIMBO 3a0€3MEYUTH BHCOKHUN DPIBEHb
0e3MeKu 3a MIHIMaJIbHUX BUTPAT.

KpiMm Toro, oani€ro 3 BaromMmux nNpuyudH BHOOPY Snort € HOro CyMiCHICTH 3
Suricata. Ile o3Havae, MO y pas3i po3MIUPEHHS Mepexki Ta 30UIBIICHHS BUMOT 0
OPOJAYKTUBHOCTI 1 (DYHKIIIOHAJILHOCTI CUCTEMH 3amoOiraHHs BTOPTHEHHSM, MOXHa
Oyzne nerko mepeiTy Ha Suricata 0e3 3HAYHMX 3MIH y ICHYIOUId 1HPPACTPYKTYPI.
Suricata miaTpuMye Ti K TIpaBuia Ta KoHGIryparii, mo U Snort, mo 3abe3neuye
Oe3nepeOiitHMiA epexi Ta MiHIMI3y€e BUTpaTH Ha mirpaifito. [18-19]

BucHoBKH 10 Apyroro po3ainy:

Y mpomy posaini poGoTH Oyino MPOBEACHO OS] ICHYIOYHX PIICHb IS
3anobiranHs BTopraeHHsM, 30kpema Cisco Secure IPS, McAfee Intrusion Prevention
System, Snort, Suricata, OSSEC ta StoneGate Intrusion Prevention System. Onucano
0COOJIMBOCTI KOXKHOI CHCTEMH, iXHI MepeBard Ta HEJOJIKH, a TaKoX crenudiky
BUKOPHUCTAHHS B PI3HUX MEPEKEBUX cepepoBuiax. Ha ocHOBI mpoBeeHOTo aHATI3Yy
Oyr0 3aiiicHeHO BUOiIp ONTUMAIBHOT CUCTEMU ISl pealtizaiii mpoekTy. BpaxoByroun
moTpedu Ta po3Mip Mepexki, Oyno oopaHo Snort y moenHaHH1 3 pfSense sk Halikpaiie

piteHHs 11 ePeKTUBHOTO 3aXUCTy MEpPEeX)eBOi IHOPACTPYKTYpH Bij KidepaTax.
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PO3J1J1 3. MTIPAKTUYHA PEAJIIBALISA TA TECTYBAHHA CUCTEMU
3.1. AnaJi3 TonoJsorii Mepesxi.

[linroToBKa MOYMHAETHCA 3 TMPOBEICHHS JACTAIBHOTO aHali3y ICHYKYOl
MepexxeBoi  iHGpacTpykTypu. Ile BKIOYae OIIHKY TOTOYHHX MEPEXKEBUX
HaJalllTyBaHb, MPOMYCKHOI 3JaTHOCTI, TOMOJOrli Mepexl Ta 1aeHTU(IKAII0
KPUTUYHO BaXKJIMBUX BY3JIIB 1 CEIrMEHTIB, SIKI MOTPEOYIOTh OCOOJIMBOIO 3aXHUCTY.
BaxxnuBo BU3HAUYUTH, sIKI BUAM TpadiKy € HaAOUIbII Bpa3IMBUMU 10 aTak, a TaKOXK
AKI pecypcu € HaWOuibll LiHHUMHU s opraHizauii. lleit anamiz gomomoske
chopMyBaTH BHMOTM JO CHCTEeMHM 3amoOiraHHs BTOPTHEHHSM 1 BHU3HAUYUTU

ONTHUMAJIbHI TOYKH ii PO3MIIICHHS B MEPEX.

Wes-1 W5-Guest
=) vecs
Office-1

Mahvsare- Web-Server

=3

Puc. 3.1 Tomonoris Mmepexi

Sx BumHo 3 puc 3.1 mapmpyrtusatop pfSense Oymo BcTaHOBIEHO MiX
MapHIpyTH3aTOPOM IHTEPHET MPOBaiiiepy Ta Mepexero opranizaiii. Lle po3mimeHHs
JI03BOJISIE KOHTPOJIOBAaTH BECh BXIAHWN Ta BUXIIHUA Tpadik, 3a0e3meuyrodu
e(eKTHBHUHN 3aXMCT MEPEXKI BiJl 30BHINTHIX 3arpo3. HacTymHuM KpOKOM TIaHyBaHHS
Oy70 mpoaHaIi30BaHO TAOJIUITIO apecallii JaHOT MEpeKi 71 Kparoro ii po3yMiHHS.
e mo3Bonmio iaeHTU(IKyBaTH BCl aKTHBHI NpUCTpoi, ix [P-anpecu Ta BiamoBimH1

MIAMEPEexI, U0 COPUSUIO TOYHINIOMY HaJallTyBaHHIO (DUIBTPIB Ta MpaBuil OE3IMEKH.
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Ile no3BonuTh 3a0€3M€YUTH €(PEKTUBHUI MOHITOPUHI Ta YIPABIIHHSI MEPEKEBUM

TpadikoM, 30KpeMa BUSBICHHS Ta OJOKYBaHHS MOTEHLIMHUX 3arpo3.

Tabmuis 3.1
[NapameTpu IP-agpecariii mepexi
M / Tnrepbeiic/M i lp
epencgu arepdeiic/MepexHuii IP-azpeca Macka i
[Ipuctpiit amantep/Lnro3 e
Mepexa VLAN A - 215.10.1.0 255.255.255.0 | /24
: M v
PoGoua craniis EpPEeKHHI amantep DHCP
WS-1 1111103 3a 3aMOBYYBAHHAM
Po6oua cranmis MepexHnuit aganrep
DHCP
WS-4 111103 3a 3aMOBUYBaHHSM
Maprupyrisatop em4.1011 215.10.1.1 255.255.255.0 | /24
pfSense
Mepexa VLAN B - 216.10.1.0 255.255.255.0 | /24
Po6oua cranmis Mepexuuit aganrep
DHCP
WS-2 [I1:1r03 32 3aMOBUYBAHHSIM
Po6oua cranmis Mepexnuit aganrep
DHCP
WS-3 11103 32 3aMOBYYBaHHSIM
Maprupyrisatop em4.1021 215.10.1.1 255.255.255.0 | /24
pfSense
Mepexa GUEST - 217.10.1.0 255.255.255.0 | /24
PoGoua craniis MepexHuil agantep DHCP
WS-5 03 32 3aMOBYYBaHHSIM
Mapuupyriusatop ems5 215.10.1.1 255.255.255.0 | /24
pfSense
Mepexa
INTERNAL - 211.10.1.0 255.255.255.0 | /24
SERVERS
Cepsep MepexHuii aganrep 211.10.1.5 255.255.255.0 | /24
SERV-1 1111103 32 3aMOBUYYBaHHSIM 211.10.1.1 255.255.255.0 | /24
Mapupyrusarop em2 211.10.1.1 255.255.255.0 | /24
pfSense
Mepexa
R-ISP - Attacker - 222.11.1.0 255.255.255.0 | /24
Map“;i—‘g‘famp Gig2/0 222.11.1.1 255.255.255.0 | /24
Crkouko I1A. Apx
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Tabmurs 3.1 ([TpogoBkeHH:)

y . Ip
Mepexca? v/ IaTepdetic/Mepexuuit IP-azpeca Macka i
[pucrpiit anantep/Lnro3 e
Po6Goua craniis MepexHuuii aganrep 222.11.1.101 255.255.255.0 | /24
Attacker 11103 3a 3aMOBYYBaHHSIM 223.11.1.1 255.255.255.0 | /24
Mepexa
R-ISP — Malware- - 223.11.1.0 255.255.255.0 | /24
Web-Server
Map“g’f;fa“’p Gig3/0 223.11.1.1 255.255.255.0 | /24
Cepsep MepexHnuit aganrep 223.11.1.226 255.255.255.0 | /24
Malware-Web-
Server [Inr03 32 3aMOBUYBaHHAM 223.11.1.1 255.255.255.0 | /24
Mepexa
- 221.11.1. 255.255.255. 24
R-ISP - OPNsense 0 55.255.255.0 1
Map”ﬁ;fmp Gigl/0 221.11.1.101 255.255.255.0 | /24
Mapupyrisatop em3 221.11.1.111 255.255.255.0 | /24
OPNsense

3.2. Bu0ip ob61agHaHHS.

BukonaBmu miaroToByi Ali 3 aHANI3y MEPEKEBOr0 CEpeIOBUINA, HACTYITHUM
KPOKOM CTajo BHU3HAYEHHsS HEOOXITHOTO OOJaJHAaHHS ISl PO3rOPTAaHHS CUCTEMU
3ano0iraHHs BTOPTHEHHSM. BpaxoByrOUM HEBEIMKUN PO3MIP MEpexki Ta MoTpedy B
THY4KOMY 1 €KOHOMIYHOMY pillIeHHi, OyJ0 BHUPIIIEHO BUKOPHCTOBYBATHU
mapmpytuzatop NETGATE 2100 i3 BranoBnenow Tynu pfSense y moegHaHHI 3
Snort. Ile moenHanHs 3abe3neuye HAAIMHUK 3aXUCT 1 BUCOKY MPOAYKTHUBHICTH 3a
MiHIMaJIBLHUX BHUTpAT.

Mapmpytuzatop NETGATE 2100 O0yB oOpanuii uepe3 HOro BiANMOBITHICTH
BUMOTaM HEBEIIMKOI MEpeXi, BUCOKHUU pIBEHb MPOJYKTUBHOCTI Ta MIATPUMKY
BinmkpuToi tathpopmu pfSense. [22-23] NETGATE 2100 namae Bci HEoOXimHi
byHKIii 1158 e)EKTUBHOTO YMPAaBIiHHS MEPEKEI0, BKIIOUYAIOUN MIKMEpPEKEBHIMA
exkpa, VPN Ta po3mmpeHi MOXIMBOCTI HalamTyBaHHS Oe3meku. BukopuctaHHS

Snort sik cucTeMu 3amno0iraHHs BTOPTHEHHSIM JO3BOJISIE 3/1MCHIOBATH TIIMOOKUUN

aHami3 Tpadiky 1 CBOEYaCHO BUSIBISTU Ta OJOKYBATH 3arpO3H.

Ckouxo I1A. Apx

Ulenyxa O.0O.
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Puc. 3.2 Mapmipyruzatop NETGATE 2100

Texuiuni xapaktepuctuku NETGATE 2100 naBeneHi1 y Ta0iauIll HUXYE:

Tabmusa 3.2
Texuiuni xapakrepuctuku NETGATE 2100 [23]
XapaKTepucTHKa 3HaYeHHS
Ipornecop 1.2 GHz Dual Core ARM Cortex-A53
OnepaTtuBHa IaM'siTh 4 GB DDR4
BryTpimHe 36epiranas JaHuX 8 GB eMMC

MeperkeBi mopTu 4 x 1 Gbps Ethernet

[MinrpumyBani VPN IPsec, OpenVPN, WireGuard

Moro TexHiuni XapaKTepHCTHUKU 3a0€3MEYyIOTh HOCTATHIO MOTYXKHICTH I
00poOKku Tpadiky B HEBEIUKIH MEpEeki, a TaKOXK MOKIIMBICTH MacIITaOyBaHHS Yy
BUIIAJIKY 3pOCTaHHS TOTPED.

3.3. Po3ropraHHs Ta HAJAIITYBAHHSI Mepe:KeBOl iHppacTPyKTypHu.

[Ticns BubGopy BiAMOBIAHOTO OONATHAHHS HACTYIMHUM €TaliOM pPO3TOPTaHHS
CUCTEMHU 3aro0iraHHs BTOPTHEHHSAM € HAJAIITYBAaHHS MEPEKEBOTO CEPEIOBHINA IS
ONTUMAJIBHOT pOOOTH HOBUX KOMITOHEHTIB. [louaTkoBa KOHGQIryparlis MepeKeBUX
MPUCTPOIB BKIIFOYAE HANAIITYBAHHSI OCHOBHUX MEPEKEBHUX MapaMeTpiB, TaKuX sk |P-
aapeca, wMapmpytu, DNS-cepBepm Ta IHmIIUX MapaMeTpiB, HEOOXITHUX IS

3a0€3MeUeHHsl 3B'A3KYy MDK HNPUCTPOsIMU y Mepexi. OTHUM 13 KIIOYOBUX KPOKIB €

Crouko I1.A.
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HaJalllITyBaHHA MEpEeXeBUX IHTep(deiciB Ha MapHIpyTH3aTopl, SKE BKIIOYAE
BcTaHoBieHHs [P-aapec Ta macku mimMepexi, aktupanito DHCP nns BignmoBimHHX
Mepex, HanamrtyBaHHd VLAN mis cermeHTallli MepeKi Ta BCTAHOBJIEHHS IMPaBUII
¢urpTpanii Tpadiky. KpiM Toro, mpoBOAUTHCS HANAIITYBaHHS MaplIpyTH3alli AJis
3a0€3MeUYEeHHS] KOPEKTHOrO TMEpeCHUIaHHS TMAKETIB MDK pPI3HUMH MEpPEKEBUMHU

CErMCHTaMU.

Interfaces / RISP (em3) =@
General Configuration
Enable Enable interface

Description RISP

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 A
IPv6 Configuration Type None >
MAC Address

This field can be used to modify ("spoof”) the MAC address of this interface
Enter a MAC address in the following format: xx:omooooxxxx or leave blank.
MTU =
f this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
Mss =
f a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface
WARNING: MUST be set to autoselect (autom y negotiate speed) unless the port this interface connects to has its speed and duplex forced

Static IPv4 Configuration

IPv4 Address 2211111 /24 v

IPv4 Upstream gateway None v <= Add a new gateway

f this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button
On local area network interfaces the upstream gateway d be "none
Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface

Gateways can be managed by clicking here

Puc. 3.3 HanamryBanns intepdeiicy em3
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Enable Enable interface

Description | | ANSERV

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 >
IPv6 Configuration Type None >
MAC Address

This field can be used to modify ("spoof”) the MAC address of this interface
Enter a MAC address in the following format: xoaooecxx:xx or leave blank.

MTU ~
f this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances

MSS -

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced

Static IPv4 Configuration

|Pv4 Address 211.10.1.1 /|24 v

IPv4 Upstream gateway None h <= Add a new gateway

Puc. 3.4 HanamryBanns intepgeiicy em2

LAN LANSERV RISP VLANA VLANB
General DHCP Options
DHCP Backend Kea DHCP
Enable Enable DHCP server on VLANB interface

Deny Unknown Clients Allow all clients v

When set to Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to Allow known clients from any
interface, any DHCP client with a MAC address listed in a static mapping on any scope(s)/interface(s) will get an IP address. If set to Allow known
clients from only this interface, only MAC addresses listed in static mappings on this interface will get an IP address within this scope/range.

Ignore Client Identifiers [J Do not record a unique identifier (UID) in client lease data if present in the client DHCP request

This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification

Primary Address Pool
Subnet 216.10.1.0/24
Subnet Range 216.10.1.1-216.10.1.254

Address Pool Range 216.10.1.10 216.10.1.254
From To

The specified range for this poel must not be within the range configured on any other address pool for this interface.

Additional Pools <+ Add Address Pool

f additional pools of addresses are needed inside of this subnet outside the above range, they may be specified here

Server Options

WINS Servers NINS Server 1

DNS Servers

Other DHCP Options

Gateway

Puc. 3.5 HanamrryBanus DCHP mis VLAN-B
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Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Block v
Choose what to do with packets that match the criteria specified below
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [] Disable this rule

Set this option to disable this rule without removing it from the list

Interface GUEST h

Choose the interface from which packets must come to match this rule.

Address Family Pv4 v
Select the Internet Protocol version this rule applies to.

Protocol Any v

Choose which IP protocol this rule should match

Source [ Invert match Any v 5 / ~

Destination

Destination [ Invert match VLANB subnets v . ! e

Puc. 3.6 HanamryBanus npaBui ¢aepBoiy AJisi FOCTbOBOT MEPEXi

Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Block v

Choose what to do with packets that match the criteria specified below
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [ Disable this rule
Set this option to disable this rule without removing it from the list.

Interface GUEST h

Choose the interface from which packets must come to match this rule.

Address Family 1Pv4 v
Select the Internet Protocol version this rule applies to

Protocol Any v

Choose which IP protocol this rule should match

Source [ Invert match Any v : / v

Destination

Destination [ Invert match VLANA subnets - Destinat 7 .

Puc. 3.7 HanamryBanus npaBui ¢haepBoiy I TOCTBOBOT MEPEXKi
HactynmHuMm KpoKOM € HajamTyBaHHS CHCTEMH 3ar00iraHHs BTOPTHEHHSM Ha
6a3i Snort. ITlepm 3a Bce, HEOOXITHO BCTAHOBUTH Ta AaKTUBYBaTH Snort Ha
Mapmipytu3aTtopi pfSense. Ilicas 1mporo mpoBoauThbes KoHiryparis 06a30BUX
napaMeTpiB Snort, BKJIIOYarOuud BHOIp 1HTEpQeENCiB AJisi MOHITOPUHTY TpadiKy,

BCTAHOBJICHHA IIpaBWJI AJIA BUABJIICHHA Ta 6HOKYB21HH$I HOTCHHiﬁHO HeOe3IIeYHOro

Crkouko I1A. Apx
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TpadiKy, a TaKOX HaJalITYyBaHHS YacTOTH OHOBJIEHHA LUX MNpaBWi. Snort Mae
MO>KJIMBICTh ABTOMATUYHOT'O OHOBJIEHHS MPAaBUJI 13 30BHILIHIX JHKEPE, 1O T03BOJISIE

TPpUMATU CUCTCMY B AKTYaJIbHOMY cTaHi AJIA BUABJICHHS HOBHX 3arpo3s.

System / Package Manager/ Package Installer (2]

Please wait while the installation of pfSense-pkg-snort completes.
This may take several minutes. Do not leave or refresh the page!

Installed Packages Available Packages Package Installer
—

Package Installation

[4/6] Extracting libpfctl-@8.8: ...... done

[5/6] Installing snort-2.9.20 8...

[5/6] Extracting smort-2.9.20 8: .......... done

[6/6] Installing pfSense-pkg-snort-4.1.6 17...

[6/6] Extracting pfSense-pkg-snort-4.1.6 17: .......... done
Saving updated package information...

done.

Leading package configuration... done.

Configuring package components...

Loading package instructions...

Custom commands. ..

Executing custom php install command()...Saved settings detected.
Migrating settings to new configuration... done.

Downloading configured rule sets. This may take some time...

e

Puc. 3.8 3aBanTakeHHs makyHKy Snort

Services/ Snort/ RISP - Interface Settings (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

RISP Settings RISP Categories RISP Rules RISP Variables RISP Preprocs RISP IP Rep RISP Logs

General Settings

Enable Enable interface

Interface RISP {(em3) v

Choose the interface where this Snort instance will inspect traffic.

Description RISP

Enter a meaningful description here for your reference

Snap Length 1518 =

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.

Alert Settings

Send Alerts to System ] Snort will send Alerts to the firewall's system log. Default is Not Checked.
Leg

Enable Packet Captures [J Checking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file

Enable Unified2 Logging [J Checking this option will cause Snort to simultaneously log alerts to a unified2 binary format log file in the logging subdirectory for this interface.
Default is Not Checked.
Log size and retention limits for the Unified2 log should be configured on the LOG MGMT tab when this option is enabled.

Block Settings

Block Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.
IPS Mode Inline Mode ¥

Puc. 3.9 HanamrryBanns intepdeiicy aiis nepeBipku Tpadiky
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LANSE Settings LANSE Categories LANSE Rules LANSE Variables LANSE Preprocs LANSE IP Rep LANSE Logs

General Settings

Enable Enable interface

Interface LANSERV (em2) v

Choose the interface where this Snort instance will inspect traffic

Description LANSERV

Enter a meaningful description here for your reference.

Snap Length 1518 n

w

Enter the desired interface snaplen value in bytes. Default is 1578 and is suitable for most applications.

Alert Settings

Send Alerts to System ] Snort will send Alerts to the firewall's system log. Default is Not Checked.
Log

Enable Packet Captures [C] Checking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file
Enable Unified2 Logging [] Checking this option will cause Snert to simultaneously log alerts to a unified2 binary format log file in the logging subdirectory for this interface.

Default is Not Checked.
Log size and retention limits for the Unified? log should be configured on the LOG MGMT tab when this option is enabled

Block Settings

Block Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.

IPS Mode Inline Mode h
Puc. 3.10 HanamryBanus iHTepdeicy ais nepeBipku Tpadiky
Services / Snort/ Interface Settings / RISP - Categories (]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

RISP Settings RISP Categories RISP Rules RISP Variables RISP Preprocs RISP IP Rep RISP Logs

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked.

Snort will examine the enabled r
automatically enabled and added to th

es in sen rule categories for checked flowbits. Any rules that set these dependent flowbit

t of files in the interface rules directory.

Auto-Flowbit Rules ‘: Ry

Disabl

g auto-flowbit rules is strongly discouraged for security reasons. Auto-enabled flowbit rules that generate unwanted alerts should have their
GID:SID added to the Suppression List for the interface instead of being disabled

Snort Subscriber IPS Policy Selection

Use IPS Policy If checked, Snort will use rules from one of three pre-defined IPS policies in the Snort Subscriber rules. Default is Not Checked.

Selecting this option disables manual selection of Snort Subscriber categories in the list below, although Emerging Threats categories may still be
selected if enabled on the Global Settings tab. These will be added to the pre-defined Snort IPS policy rules from the Snort VRT.

IPS Policy Selection Security v
Snort IPS policies are: Connectivity, Balanced, Security or Max-Detect
Connectivity blocks most major threats with few or no false positives. Balanced is a good starter policy. It is speedy, has good base coverage level, and
covers most threats of the day. It includes all rules in Connectivity. Security is a stringent policy. It contains everything in the first two plus policy-type
rules such as a Flash object in an Excel file. Max-Detect is a policy created for testing network traffic through your device. This policy should be used
with caution on production systems!

Puc. 3.11 HamamtyBaHHs Kateropi mpaBuJl, 0 OyayTh BUKOPUCTOBYBATHCH TIPU

nepeBipii Tpadiky
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Snort Subscriber Rules

Enable Snort VRT

Snort Oinkmaster Code

Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

fac9d6f314bc076b9751bel 84431 71B14d2f7311

Obtain a snort.org Oinkmaster code and paste it here. (Paste the code only and not the URL!)

Snort GPLv2 Community Rules

Enable Snort GPLv2

Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort Subscriber License restrictions. This
ruleset is updated daily and is a subset of the subscriber ruleset.

Emerging Threats (ET) Rules

Enable ET Open

Enable ET Pro

Click to enable download of Emerging Threats Open rules
ETOpen is an open source set of Snort rules whose coverage is more limited than ETPro
[] Click to enable download of Emerging Threats Pro rules

Sign Up for an ETPro Account
ETPro for Snort offers daily updates and extensive coverage of current malware threats.

Sourcefire OpenApplD Detectors

Enable OpenApplD

OpenApplD Version

Enable ApplD Open Text
Rules

Click to enable download of Sourcefire OpenApplID Detectors
The OpenApplD Detectors package contains the application signatures required by the ApplD preprocessor and the OpenApplD text rules.
Installed Detection Package Version=366

Click to enable download of the AppID Open Text Rules

Note - the ApplD Open Text Rules file is maintained by & volunteer contributor and hosted by the pfSense team. The URL for the file is https:/
files.netgate.com/openappid/appid_rules.tar.gz.

FEODO Tracker Botnet C2 IP Rules

Enable FEODO Tracker
Botnet C2 IP Rules

Rules Update Settings

Click to enable download of FEODO Tracker Botnet C2 IP rules

Feodo Tracker tracks certain families that are related to, or that evolved from, Feodeo. Originally, Feodo was an ebanking Trojan used by cybercriminals
to commit ebanking fraud. Since 2010, various malware families evolved from Feodo, such as Cridex, Dridex, Geodo, Heodo and Emotet.

Update Interval

Update Start Time

Hide Deprecated Rules
Categories

Disable SSL Peer
Verification

General Settings

4DAYS v

Please select the interval for rule updates. Choosing NEVER disables auto-updates

02:30

Enter the rule update start time in 24-hour format (HH:MM). Default is 00 hours with a randomly chosen minutes value. Rules will update at the interval
chosen above starting at the time specified here. For example, using a start time of 00:08 and choosing 12 Hours for the interval, the rules will update
at 00:08 and 12:08 each day. The randomized minutes value should be retained to minimize the impact to the rules update site from large numbers of
simultaneous requests.

Click to hide deprecated rules categories in the GUl and remove them from the configuration. Default is not checked.

[ Click to disable verification of SSL peers during rules updates. This is commonly needed only for self-signed certificates. Default is not checked.

Remove Blocked Hosts
Interval

Remove Blocked Hosts
After Deinstall

Keep Snort Settings After
Deinstall

Startup/Shutdown
Logging

15 MINS v

Please select the amount of time you would like hosts to be blocked. In most cases, one hour is a good choice.

Click to clear all blocked hosts added by Snort when removing the package. Default is checked.

Click to retain Snort settings after package removal.

[ Click to output detailed messages to the system log when Snort is starting and stopping. Default is not checked.

Puc. 3.12 AxrtuBaiist Snort ta HaramTyBaHHS aBTOMAaTUYHOTO OHOBJICHHS TIPABHIT
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Services / Snort/ Interface Settings / RISP - Rules (2

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

RISP Settings RISP Categories RISP Rules RISP Variables RISP Preprocs RISP IP Rep RISP Logs

Available Rule Categories

Category Selection: Auto-Flowbit Rules v

Select the rule category to view and manage

Rule Signature ID (SID) Enable/Disable Overrides

When finished, click APPLY to save and send a
Note: You should not disable flowbit rules! /

SID enable/disable changes made on this tab to Snort
press List entries for them instead by clicking here.

Puc. 3.13 HanamtyBaHHs mpaBui
3.4. IlepeBipka po0OTOCHIPOMOKHOCTI CHCTEMHM BHSIBJIEHHS Ta OJOKYBAHHA
BTOPIrHEHb.

BukoHaBImM HanamTyBaHHS CUCTEMH 3aroOiraHHs BTOPTHEHHSM HACTYITHUM
KPOKOM ii po3ropTaHHs OyJie TeCTyBaHHA 11 pOOOTH JJisi MepeBIpKHU €(PEKTUBHOCTI Ta
HaAIMHOCTI BOPOBAKEHOT 0 piteHHs. [1i yac TectyBanHs OyJie BAKOHAHO NIEPEBIPKY
po0OTH CUCTEMM BUSIBJICHHS Ta OJIOKyBaHHS 3arpo3. i 1poro Oy1yTh BUKOPUCTaH1
pI3HI aTaKylooui BEKTOpHU, a TaKOX IMITamii THIOBUX 3arpo3 3a JOTMOMOTOO

Crieliagi3oBaHUX IHCTPYMEHTIB TECTyBaHHS OE3MEKH MEpexl.

). All addresses will be marked 'up' and scan tim

option i eprecated.
Starting Nmap 7.93 ( ://nmap.org 2
Initiating Parallel DNS resolution of 1 host.
Complete a resolution of 1 host. a

Initi g ct !

Scanning 211.18.1.5

Discovered open port C 5
Completed Connect ! at 12:57, 7.84s elap
Nmap scan repo ; e

Host is up (¢

Not shown: 999 cl

PORT STATE SERV

80/tcp open http

Read data files from: fusr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 2@.08 seconds

Puc. 3.14 Cnpo6a po3Bifku BIIKPUTHX MOPTIB HA CEPBEP1 Y MEPEXKi
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Alert Log View Settings

Interface to Inspect RISP (em3) hd [ Auto-refresh view 250 m
Choose interface.. Alert lines to display.

Alert Log Actions

Alert Log View Filter

6 Entries in Active Log

‘!

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

2024-0517 2 TCP Attempted Information  223.11.1.226 35528 2111015 5815 1:2002910 ET SCAN Potential VNC Scan 5800-5820
16:57:28 Leak Q Q X [&

2024-0517 2 TCP Potentially Bad Traffic  223.11.1.226 37630 211.10.1.5 1433 1:2010935 ET SCAN Suspicious inbound to MSSQL
16:57:27 Q Q X [& port1433

2024-0517 2 TCP Attempted Information  223.11.1.226 44650 211.10.1.5 5906 1:2002911 ET SCAN Potential VNC Scan 5900-5920
16:57:27 Leak Q® QE %

20240517 2 TCP Potentially Bad Traffic  223.11.1.226 44096 211.10.1.5 5432 1:2070939 ET SCAN Suspicious inbound to
16:57:27 Q Q ® [0 PostgreSQL port 5432

20240517 2 TCP Potentially Bad Traffic  223.11.1.226 40052 211.10.1.5 1521 1:20710936 ET SCAN Suspicious inbound to Oracle
16:57:27 Q Q X [& SOLport 1521

2024-0517 2 TCP Potentially Bad Traffic  223.11.1.226 38904 211.10.1.5 3306 1:2010937 ET SCAN Suspicious inbound to mySQL
16:57:25 Q Q X [& port3306

Puc. 3.15 IloBinoMieHHs PO Mi03pLTy aKTUBHICTh

UserUser@student-VirtualBox: ~

:~S% wget 222.11.1.101/eicar.com

--2024-05-17 20:00:18-- http://222.11.1.101/eicar.com
BcTaHoBNeHHA 3'€jHaHHA 3 222.11.1.101:80... 3’€gHaHo.
HTTP-3annT HagicnaHo, o4ylkyemo Ha Bianoeigk..

Puc. 3.16 Cripoba 3aBaHTakeHHS MIKIAJIUBOTO (hailiry

Alert Log View Settings

Interface to Inspect RISP (em3) e [ Auto-refresh view 250 w
Choose interface. Alert lines to display.

ear

Alert Log Actions fic
Alert Log View Filter [+)

7 Entries in Active Log

Date Action Pri Proto Class Source |P SPort Destination IP DPort GID:SID Description
2024-0517 '@ 3 TCP Misc activity 222.11.1.101 80 211.10.1.5 44782  1:37732 POLICY-OTHER eicar test string download
17:.00:28 Q Q X [& attempt

Puc. 3.17 Peakiis cuctemMu Ha 3aBaHTaXEHHS IKIITMBOTO (hanmy
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= root@kali: fhome/kali

File Actions Edit View Help

/home/kali
-u http://211.108.1.5/index.php?page=1login.php
in-php-submit-b n ' :

oF sqlmap for attacking targets without prior muTu31
: esponsibility to ¢ a a icable local, st
ume no 11Qh111Tv and a any misuse

NA G] there is a DBMS error found in the HTTP response body which could interf
ere with the results of the tests
you have not declared cookie(s), while server wants to set its own (’'PHPSESSID=3euv3bv79q6 ...
3st3cqcj45;showhints=1"). Do you want to use those [Y/n]

t is protected by some kind of WAF/IPS
t URL content is stable

username’ is dynamic
does not appear to hﬂ dynamic
1 [INFO] heurlstlc {b391c) test shuws that POST parameter 'username' might be inject
able (possible DBMS: 'MySQL')
[ ] [INFO] heuristic (XS5) test shows that POST parameter 'username’ might be wvulnerab
le to cross-site scripting (XSS) attacks
[ 1 [INFO] testing for SOL injection on POST parameter 'username’
it looks like the back-end DBMS is "MySQL'. Do you want to skip test payloads specific for ot
her DBMSes? [Y/n]

]
]
]
]
]

for the remaining tests, do you want to include all tests for 'MySOL' extending provided leve
1 (1) and risk (1) values? [Y/n]

Puc. 3.18 Cnpoba SQL-in’ekiii

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

2024-06-10 1 TCP Attempted User 22311.1.226 55068 211.10.1.5 80 1:2017337 ET WEB_SERVER ATTACKER SQLi - SELECT
10:29:35 Privilege Gain Q Q X [& and Schema Columns

2024-06-10 1 TCP Attempted User 223.11.1.226 35496 211.10.1.5 80 1:2017337 ET WEB_SERVER ATTACKER SQLi - SELECT
19:29:05 Privilege Gain Q Q X (& and Schema Columns

2024-06-10 2 TCP Potentially Bad 211.10.1.5 80 223.11.1.226 57028 1:2016672 ET WEB_SERVER SQL Errors in HTTP 200
19:22:39 Traffic Q Q X [& Response (ermor in your SQL syntax)
2024-06-10 2 TCP Potentially Bad 211.101.5 80 22311.1.226 57024 1:2016672 ET WEB_SERVER SQL Errors in HTTP 200
19:22:39 Traffic Q Q X [& Response (error in your SQL syntax)
2024-06-10 2 TCP Potentially Bad 211.10.1.5 80 223.11.1.226 57022 1:2016672 ET WEB_SERVER SQL Errors in HTTP 200
19:22:39 Traffic Q Q X [& Response (eror in your SOL syntax)
2024-06-10 2 TCP Potentially Bad 211.10.1.5 80 223.11.1.226 57018 1:2016672 ET WEB_SERVER SQL Errors in HTTP 200
19:22:39 Traffic Q Q X [& Response (errorin your SQL syntax)
2024-06-10 2 TCP Potentially Bad 211.10.1.5 80 22311.1.226 57002 1:2016672 ET WEB_SERVER SQL Errors in HTTP 200
19:22:39 Traffic Q Q X [& Response (error in your SQL syntax)
2024-06-10 2 TCP Potentially Bad 211.10.1.5 80 223.11.1.226 56996 1:2016672 ET WEB_SERVER SQL Errors in HTTP 200
19:22:38 Traffic Q Q X [& Response (error in your SQL syntax)

Puc. 3.19 Peaknis C3B na SQL-iH’ekIito
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INFO] testing ' 1c UNION o (NULL) - 1 to olumns'

INFO] testing 'MysSQ 0 JULL) - 1 to 2 C

INFO] automat f endi ges for UNION guery injection technigue tests as
there is at t one ot (potential) nigue found

[
ous' requests

there seems to be a continuous problem with connection to the target. Are you sure that you w
ant to continue? [y/N]

Puc. 3.20 IloBinomiuenHs npo npodaemu nig yac SQL-in’ ekl

3 MpHUBEICHUX BUINE PHCYHKIB BUAHO, IO CHCTEMa YCIIIIHO BUSBISE Ta
0J10Kye migo3piauit Tpadik, 3aXUIarYi MEPEKY BiJ MOTEHIIIHHUX 3arpo3. Y mpoiieci
TecTyBaHHsI Oyno BusBIeHO cnpoOy SQL-iH’ekiii Ta ckaHyBaHHSI MOPTIB, TaKOX
cUCTeMa BUSBWIA CHpoOy 3aBaHTaXCHHs BIiOMOTo I mIKiamuBoro (aiimy Ta
3a0n0KyBana 110 cnpody. Cuctema 3anodiraHHs BTOPrHEHHSIM CBOEYACHO pearyBaja
Ha I1l 3arpo3u, IeHEepPYHYH BIAMOBIAHI CIOBIMICHHS Ta OJIOKYHOUM HEOE3NMEUHMIA
Tpadik. Ane He oOidnuIocss 1 6e3 mpoOsieM, cucremMa HE 3MOTJia BHUSBUTH Ta
3a010KyBaTH/OBIIOMUTH TIpo crpody DoS araku Synflood, Tomy Oys0 BHKOHAHO

PYYHC CTBOPCHHS IIpaBuIa, IKC 0 Bi,lICJ'IiIIKOBYBaJIO MO>KJIMBI aTaKA TaKOI'O THUILY.

RISP Settings RISP Categories RISP Rules RISP Variables RISP Preprocs RISP IP Rep RISP Logs

Available Rule Categories

Category Selection: custom.rules v

Select the rule category to view and manage

Defined Custom Rules

old, track by dst, count 2@, seconds 60; msg: “Possible JCP SYN Flood attack detected”; gid: 10000009; rev: 1;)

Puc. 3.21 Pyune cTBOpeHHS npaBuia
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Tekcr npasuna:
alert tcp any any -> $HOME_NET any (threshold: type threshold, track by dst, count
60, seconds 20; msg: “Possible TCP SYN Flood attack detected”; sid: 10000009; rev:
1)

Alert Log View Settings

Interface to Inspect | RISP (em3) v [] Auto-refresh view 250
Choose interface. Alert lines to display

Alert Log Actions m

Alert Log View Filter

184 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

2024-06-10 0 TCP 4537143 42874 2111015 21 1:10000009  "Possible TCP SYN Flood attack detected”
21:53:31 Q Q X

2024-06-10 0 TCP 4537143 33847  211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
21:53:31 Q Q X

2024-06-10 0 TCP 4537143 3306 211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
21:53:31 Q Q X

2024-06-10 0 TCP 4537143 41267  211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
21:53:31 Q Q X[

2024-06-10 0 TCP 4537143 27219 211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
21:53:31 Q Q X

Puc. 3.22 Peakiiist cucteMu Ha IOBTOPHY aTaKky
Takox y CHCTEeMHOro aJMIHICTpaTOpa € MOJIMBICTh 3MIHHUTH PEaKIil0 Ha
BIJIIOBIJIHE TPABWIO, 3apa3 CHCTEMa JIMIIE CTBOPIOE CIIOBIMICHHS MPO IMiI03piTy
aKTUBHICTb, SKIIO 3MIHUTHU IO Ky OyJIe BUKOHYBAaTH CHCTEMa, TO cHcTema Oyje
OyiokyBaTH 3anuTH. L{e MoXxkHa 3poOuTH 3a 1oroMororo rpadigHoro iHTepdeicy, adbo

sMinuBiM ‘alert’ va ‘drop’ Ha MoYaTKy MpaBuia MPOIMKUCAHOIO KOPUCTYBAYEM.

Rule Action Selection

Choose desired rule action from selections below:
o] octaut Je) ® o

Choosing 'Default’ will return the rule action to the original value specified by the rule author.
Note this is usually ALERT.

Puc. 3.23 I'padiunuii inTepdeiic ams 3MiHM A1l TPy TpUTepi MpaBuIia
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RISP Settings RISP Categories RISP Rules RISP Variables RISP Preprocs RISP IP Rep RISP Logs

Available Rule Categories

Category Selection: custom.rules -

Select the rule category to view and manage

Defined Custom Rules

drop fgp any any -> SHOME_NET any (threshold: type threshold, track by dst, count 6@, seconds 20; psg: “Possil

Puc. 3.24 3mina npaBuia nporrucaHoro KOPUCTyBa4eM
TexcT npaBuia micis 3MiH:
drop tcp any any -> $HOME_NET any (threshold: type threshold, track by _dst, count
60, seconds 20; msg: “Possible TCP SYN Flood attack detected”; sid: 10000009; rev:
1)

Alert Log View Settings

Interface to Inspect RISP (em3) v [ Auto-refresh view 250
Choose interface.. Alert lines to display.

Alert Log View Filter

‘!

31 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

2024-06-10 M@ 0 TCP 88.162.186.86 9433 211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
22:18:12 QH Qm ok g

20240610 '@ 0 TCP 88.162.186.86 27628 211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
22:18:12 Q Q x &

2024-06-10 '@ 0 TCP 88.162.186.86 37995 211.10.15 21 1:10000009 “"Possible TCP SYN Flood attack detected”
22:18:12 QH Q H HExZ

20240610 '@ 0 TCP 88.162.186.86 19479 211.10.1.5 21 1:10000009  "Possible TCP SYN Flood attack detected”
22:18:12 Q Q X &

2024-06-10 M@ 0 TCP 88.162.186.86 34125 211.10.1.5 21 1:10000009 “Possible TCP SYN Flood attack detected”
22:18:12 QH Q& B X

Puc. 3.25 Peaxiiis cucteMu Ha MOBTOPHY aTaKy
Sk BUIIHO 3 HaBEJCHUX PUCYHKIB, CUCTEMA YCHINTHO 3a0JI0KyBajia 3amuTH, SKi
Oy70 BU3HAUEHO y TMpaBWii. TakUM YHUHOM, Py4YHE CTBOPECHHS MpaBUI Ta IX

KOPUTYBaHHS JO3BOJISIE 3HAYHO MIABUIIATA €QEKTUBHICTH POOOTH CHUCTEMU

Crkouko I1A. Apx
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3amo0iraHHsl BTOPTHEHHSM, 3a0e3Mevyroud HaalMHUA 3aXUCT MEpexl Bif
cnenu(pIYHUX THUITIB aTak.

Bukonani Tectu Ta iX pe3ynbTaTH MIATBEPDKYIOTh, IO HAaJAIITyBaHHS
cucteMu OyJi0 BHUKOHAaHO KOPEKTHO, a oOOpaHe oOjaJHaHHSA Ta MporpamMHe
3a0e3MNeueHHs 34aTHE 3a0€3MeUnTH BUCOKUN PIBEHb O€3MEKN MEPEXKI.

BuCHOBKHM 10 TPETHOI0 PO3iJy:

VY upomy po3nuii poOOTH ONHMCYETHCS MNPAKTHUYHE PO3rOPTAHHS CHCTEMH
3armobiraHHsl BTOPTHEHHsM. PosropranHHs Oyji0 po3moYaTto 3 MiArOTOBKH, sKa
BKJIIOYAJNIa JICTabHUIM aHalli3 MEpPEKEeBOrO CepeloBHUIla Ta Horo crpykrypu. ami
IPOBEICHO BUOIp 00IaiHAHHS, JI€ BPaXOBaHO PO3MIp MEpexki Ta 0OpaHO ONTUMAIIbHE
pimeHHs s po3ropraHHs Snort Ha matdopmi pfSense. OmnmcaHo mporec
HaJIAMITYBaHHS CHUCTEMH, 30KpeMa KOH(]Irypaiito MEpeKeBHX IMapaMeTpiB Ta
BCTAHOBJICHHS 1 HAJIAIITYBaHHS Snort 1715t €pEKTHBHOTO MOHITOPUHTY Ta OJIOKYBaHHS
3arpo3. 3aBepiiajibHUM eTaroM OyJio TEeCTyBaHHS CHUCTEMH, SKE MIATBEPAWIO i
3MaTHICTh BUSBIATH Ta OJOKYBaTH pPIi3HOMaHITHI KiOepaTaku, 3a0e3neduyroun

CTaOUTBHY Ta HaAIHHY pOOOTY.
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BUCHOBKH

VY naniii kBaniikauiiHii poOOTI OyJi0 BUPILIEHO 3aBAaHHS 3 PO3rOPTaHHS Ta
JOCJIJIPKEHHS TIpoliecy poOOTH CHCTEMU BUSIBJICHHS Ta 3amo0iraHHs BTOPTHEHHSIM
11t OJTIOKYBaHHS aTak Ha KibepaTak Ha MEpeXHY IHPPACTPYKTYpy KOMIIaHi1.

[Ipu BuKOHaHHI poOOTH OyJIO MPOBEAEHO MOKIAJHHUIA aHANI3 PI3HUX CUCTEM
3ano0iranHs BTOprHeHHsM, Bkitouyatoun Cisco Secure IPS, McAfee Intrusion
Prevention System, Snort, Suricata, OSSEC Ta StoneGate Intrusion Prevention
System. JIjisi KOXXHOT CHCTEMHU BHBYAIKCH iX MepeBaru, HEJOJIKH Ta BIIMOBIAHICTh
norpebam HeBeNMKOI Mepeki komranii. Ha ocHoBl ananizy Oyino 3po06sieHo BuOIp
ONTUMAJIBHOT CHCTEMHU ]Il 3aCTOCYBAaHHS B MeEpeXki KOMIIaHii 3 OOTpYHTyBaHHSIM
BUOOpY Ha OCHOBI TEXHIYHUX Ta EKOHOMIYHHUX KPUTEPIiB.

JlocmipKeHHsI ToKa3alio, 1Mo cucTeMa Snort y moegHaHHi 3 pfSense € HaHOLIBII
MIAXOAIIUM PIIEHHSIM sl KOMIaHii 3 Major Mepexero. Bona 3abesneuye
e(eKTUBHUM 3aXUCT BIJ] pI3HUX TUITIB KiOepaTak, 30KpeMa 3aB/IsIKA CBOIM BIIKPUTUM
XapaKTepUCTUKaM 1 MOKJIMBOCTSM HaJlAlITyBaHHS. Y pe3yJabTaTi MPOBEIEHOTO
JOCJTJPKEHHsI 0yJI0 po3p00JIEHO Ta peai3oBaHO MPOEKT MEPEkKi, BKIIFOYAIOUN B ceOe
obOpany cuctemy Snort y nmoegnanHi 3 pfSense. Lleit mpoekT BpaxoBye crenudiky
Mepexi KOMITaHii Ta 1i moTpedu B epeKTUBHOMY 3aXHCTI B/l MOTEHIIIMHUX KiOepaTak.
Bukopucranns cucremMu Snort 703BOJISI€ aKTUBHO BUSIBIISITH Ta OJIOKYBAaTH 3arpo3H,
[0 MOXXYTh IIOCTAaBUTH Tij 3arpo3y iHdopmMmamiiHy Oe3meky kommanii. Ilim uac
HaJAIITyBaHHS CHCTEMHU OYJIM ypaxoBaH1 0COOJMBOCTI MEpEkKeBOi IHPPACTPYKTypH
KOMIIaHii, 1o 3a0e3nmedmsio ONTUMaldbHy pOOOTY CHCTEMH B pPEAIbHUX YMOBAX
eKCIUTyaTalii.

TecTyBaHHS CUCTEMU TO3BOJWIIO MITBEPAUTH ii €hEKTHUBHICTH Ta HAIIMHICTD
B YMOBax MOTEHIIWHUX KiOepaTtak. OTpuMaHi pe3yJbTaTH MiATBEPIUIN BHCOKHI
piBEHBb 3aXHUCTy, 3a0e3nedeHuil 00paHO CHUCTEMOIO, Ta IOKa3ajaH ii 3JIaTHICTH 0
pearyBaHHs Ha 3arpo3d B MEPEKEBOMY CEpeAOBHUIIl. Po3ropraHHs 1LbOTO MPOEKTY
3HAYHO ITIBUINWJIO 3arajbHUN piBeHb KiOepOe3nmekn KoMIaHii, 3a0e3medynBIIH

0e3nepeliiiHy poOOTY 1 3aXUCT BAXXKJIUBUX 1H()OpPMAIIIITHUX pecypCiB.
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