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AHOTALIIA

Bumyckna kBamidikamniiHa poOota OakanaBpa MNpeAcTaBise 3 cebe MpOeKT
MiICUCTEMHU 3aXUILIEHOTO BiJAajeHoro AocTymy Ha Oasi pimenHs SoftEther VPN.
CknagaeTbes 3 BCTYIy, TPbOX pO3ALNIiB, BUCHOBKA, CIIMCKY BUKOPUCTAHOI JIiTepaTypH Ta
JOJIaTKiB.

TekcToBa yacTHHa BUKJIaJieHa Ha 42 CTOpiHKaxX JIpyKOBaHOT'O TEKCTY.

[TosicHrOBasIbHA 3anucKa Ma€ 3 CTOpiHKH AoaaTKiB. CIIMCOK BUKOPUCTAHHUX KEpeT
MicTuTh 16 HaiiMeHyBaHb 1 3aiimMae 2 cTopiHkH. B po0OoTi HaBemeHo 57 pPHCYHKIB.
3araibHUI 00CsAT poOOTH — 56 CTOPIHOK.

MeTtoto po6oTH € po3pobKa MiACHCTEMHU 3aXMILEHOTO BiIJalIeHOTO JOCTYIy Ha
6a3i pimenHs SoftEther VPN.

B xomi poboTH BU3HAUYEHO OCHOBHI 3aBOAHHS [UIS PO3POOKH MiJACHCTEMH
3aXUUIEHOr0 BiAAaneHoro noctymy Ha 6a3i pimenHs SoftEther VPN.

CrpoeKToBaHO 3arajibHy TOIOJOIII0 MEpexi, po3po0IeHO cxeMy azapecauii

MPUCTPOIB 3 YpaxyBaHHSM MO>KJIMBOCTI PO3LIMPEHHS, 31HCHEHO BUOIp 00JaIHaHHI.

[IpoBeneHO HaMAITYBaHHS MEPEXi y BIAMOBIIHOCTI 10 MPOEKTY.

KmouoBi cnoBa: VPN, MEPEXA, BE3IIEKA, 3AXWCT, SOFTETHER,
CLIENT, SERVER.
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ANNOTATION

The bachelor's final qualification work is a project of a secure remote access
subsystem based on the SoftEther VPN technology. It consists of an introduction, three
chapters, a conclusion, a list of references and appendices.

The text part is laid out on 42 pages of printed text.

The explanatory note has 3 pages of annexes. The list of used jer-rels contains 16
names and occupies 1 page. The work contains 57 drawings. The total volume of work
IS 56 pages.

The purpose of the work is to develop a secure remote access subsystem based on
the SoftEther VPN technology.

In the course of work, the main tasks for the development of a secure remote
access subsystem based on the SoftEther VPN technology were determined.

The general topology of the network was designed, the device addressing scheme
was developed taking into account the possibility of expansion, and the equipment was
selected. The network was configured in accordance with the project.

Keywords: VPN, NETWORK, SECURITY, PROTECTION, SOFTETHER, CLI-
ENT, SERVER.
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[TEPEJIIK YMOBHUX ITO3HAYEHb

IP — Internet Protocol

VPN — Virtual Private Network
MAC — Media Access Control

TCP — Transmission Control Protocol

UDP — User Datagram Protocol
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BCTVII

AKTyaJbHicTh TeMH. [1IBuakuit po3BUTOK IUPPOBUX TEXHOJOTIH Ta 3pOCTAHHSA
KUIBKOCTI KiOepaTak MiJABUIIYIOTh BUMOTH JI0 3aXHCTY MEPEKEBUX KOMYHIKAIlIH.
3a0e3neueHHsT KOHDIAEHIIHHOCTI Ta OE3MEeKH MEePCOHAIBHUX 1 KOPIOPATUBHUX JAHUX
CTa€ KPUTUYHO BAXKJIMBUM Yy CyYaCHUX yMOBax. Tema po3poOKH MiJACHUCTEMH 3aXUCTy
Mepexi 3 BukopuctaHHsiM SoftEther VPNserver € axkTyallbHOIO, OCKIJIBKH JTO3BOJISIE
BUPIIIUTA HU3KY NpoOJeM, 30KpeMa 3aXUCT BiJl HECAHKIIOHOBAHOTO JOCTYIy Ta
3a0e3reueHHs] O€3MEeUYHNX KaHaJiB 3B'S3KY, 1110 HEOOX1AHO IJid cTabUIbHOI Ta HAIIHHOI
poOOTH MEPEK.

Merow kBajgipikaniiiHoi podoTHM € pPo3poOKa Ta BIPOBAKEHHS CHCTEMH
MepexeBoro 3axucty Ha ocHOBI1 SoftEther VPNserver, sika 3a06e3meunts BUCOKHI piBEHb
Oe3MeKr MEpeKeBUX KOMYHIKaliil Ta mu@pyBaHHA OaHUX, & TAKOX MOXIIUBICTb
ajanTalii 10 3MiH y KiGepcepea0oBHIIL.

Busnauena meta 00yMOBIIIO€ HACTYITHI 3aBJaHHS:

- Ornan komnoneHTiB SoftEther VPN, ioro nepesar Ta HeIOIKIB.

- Po3poOka apxiTektypu mnigcucremu Ha 6a3i SoftEther VPN

- HanamryBanns Site-to-site Ta Remote Access.

- [IpoBenenns TectyBaHHs po3p00OJICHOT MIACUCTEMHU.

O0’eKTOM JOCTITKEHHSI € TIPOLIEC HAJArOKCHHS 3aXHUIIEHOI0 BiJJIaJIEHOTO
noctyny Ha 0a3i pimenns SoftEther VPN.

Ipeamerom nocaigxenns € rexuojoris SoftEther VPN, crioco6u miakroueHHs
Site-to-Site i Remote Access VPN, nuranns 3actocyBanHst TexHojorii SoftEther VPN
MIPU PI3HUX TOMOJIOTISIX.

VY mporeci BUKOHAHHA KBamiQikamiitHOi poOoTH OyJI0 PO3IIIIHYTO TEOPETUYHI
3acaJy Ta po3po0JIEHO MPOEKT MIJCUCTEMH 3aXHUIIEHOTO BiJAJICHOr0 JOCTYIy Ha 0a3i

pimmenns SoftEther VPN.
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PO3AUI 1. TEOPETUYHI ACIIEKTU 3AXUCTY MEPEXI 3 BUKOPUCTAHHAIM
SOFTETHER VPNSERVER

1.1 Orasa SoftEther VPN

SoftEther VPN — ne mnporpamuunii npoaykT VPN HOBOroO HOKOJIHHS, SKHM
3a0e3rnevye HaAIMHICTh, aJalTUBHICTh Ta MOXKJIMBICTh MaciTaOyBaHHs. Bin cymicHuii 3
yciMa Cy4YyaCHHUMH MepexaMmH, sKI MaioThb BHCOKY IPOIYCKHY 3JaTHICTh 1 3/aTHi
BUTPUMYBATH 3HAYHI HaBaHTAXKEHHs, 110 POOUTH MOro 1il€aqbHUM [JISl BEJIUKUX
KOMIIaHil, 1HTepHET-MpoBaiiiepiB, NMPUBATHUX KOPUCTYBAyiB 1 JOMAIIHIX MeEpex, a
TaKOX JJISI MAJIOTO Ta CEpeIHHOTO Oi3HECY.

SoftEther VPN — cyuacHe nporpamHe pillleHHS U BipTyaJIbHUX MPUBATHHUX
MEpeX, SIKe YCyBa€ HEIOJIKM 3acTapiiux TexHojorid VPN, mpomoHyro4u psji HOBHUX
MO’KJIMBOCTEN. 3aB/ISIKMU BUKOPUCTAHHIO KaIlCYJIFOBAHHS 1 TYHEIIOBAaHHS Ha 2-My Imapi
(Ethernet), et mpoayKT J103BOJISIE BIPTyalli3yBaTH PI3HOMAaHITHE MEpexKeBe 00IaHaAHHS

yepe3 mporpamHe 3a0e3rnedeHHs, GopMyround Oe3rledHi TyHeNl Ha OCHOBI MPOTOKOITY

TCP/IP. [1]

Physical Ethernet Devices

Network Adapter LAN Cable Ethernet Switch  [p Router

D

-
-
=

=0 &

Virtual Network Virtual Hub VnrtuaI.Layer-B
Adapter Switch

Virtual Ethernet Devices, Virtualized by SoftEther VPN

Pucynox 1.1 — BipTyanizaiiisi pi3HuX THUIIB anapaTHUX NpucTpoiB Ha Ethernet s

SoftEther VPN
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Onniero 3 kmrouoBux nepesar SoftEther VPN e fioro 3matHicTh GyHKITIOHYBaTH Ha
2-My 11api, Ha BIIMIHY B1J1 O1IbIIOCTI TpaauiitHux VPN-poToKoIiB, K1 IPaIlol0Th Ha
3-my mapi. Ile no3Bossie edexTuBHime ooxoautu NAT, mpokci-cepBepu Ta ¢aitpBoiu.
SoftEther VPN 3actrocoBye SSL s mmdpyBaHHs JaHUX 1 MIATPUMYE aBTEHTU(IKAIIIIO
kopuctyBauiB yepe3 RADIUS, nomenu NT/Active Directory, a Takox ceptudikatu
X509 1 RSA, mo 3a6e3neuye BUCOKUH piBEHB Oe3MeKH. [2 ]

[Iporpama Takox ontumizoBaHa JJis €pEeKTUBHOI poOOTH HABITh Ha MOBLIBHUX
KaHaJIax 3B'S3Ky, MATpUMYIOUH Kibka napanensaux TCP/IP 3'eqnans muist miaBUTIICHHS
3aranpHO1 nponyckHoi 3aaTHocTl. SoftEther VPN Bupi3HseTbcs BUCOKOIO HIBUIKICTIO
nepeaayl JaHuX, THYYKICTIO B HAJIAIITYBAaHHAX, PO3MIUPEHUMHU (PYHKIIAMU O€3MEeKH Ta
MoHIiTOpuHTy VPN-3'ennans. Ile mporpamue 3abesrneueHHsi € OaratoriaaTGOpMHUM 1
HOIATPUMY€E PI3HI OMepaliifHi CUCTEMH Ta TMPOIECOpU, IO 3a0e3neuye BiIMIHHY

CYMICHICTb 1 IHTErpalliio 3 MEPEKEBUMU NPUCTPOSIMU. [3 ]

Ethemet

(Layer-2)
Legacy VPN Legacy VPN

Router P 3) Router
(Layer
= \ : (\
D € Y € B ¢ D € '] w
Ethemet
(l(}y(’f ?]
l Site-to-Site VPN with Legacy VPN Protocols

' Ethemet .. [‘(
I:/\J (Layer-2) V”t:gf'[?;'b VPN S Virtual Hub & 5
on ther erver on SoftEther VPN Bridge % y g

Ethermet (Layer-2)
— N A&
JT T 5 > am € > 4 . &

— b

Site-to-Site VPN with SoftEther VPN Protocol

Pucynox 1.2 — IlopiBusinas cTaporo npotokoiny VPN i SoftEther VPN npu no6ynosi
VPN-3'eqnanns "site-to-site"
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1.2 Komnonentu SoftEther VPN

SoftEther VPN Bxinrouae B ce6e Taki emement: VPN Server, VPN Client, VPN
Bridge Ta kisibka CIiIbHUX IPOrpaMHMX MOAYJiB. BaxkiauBo po3iOpatucs B CTPYKTypi
VPN Ta i MOKJIMBOCTSIX YIPABIIHHA B 3aJIEKHOCTI Bl BCTAHOBJIECHOTO MPOTPaAMHOTO
3a0e3neueHH.[4]

SoftEther VPN Server dynkitionye sik cepsep VPN, sikuii npuiimae 3'e THaHHS Bij
VPN Client 1 VPN Bridge. 11l06 nanamtyBatu VPN, notpiono BcranoBut VPN Server,
a/pKe BIH CIYKUTh TOYKOIO MpHUOMY 3'€HaHb BiJ KJI1€HTIB 1 MOCTIB. Ha cepBepi MoxkHa
CTBOPIOBATU KiJbKa BipTyanbHUX xabiB st oOminy Ethernet-gpeiimamu, a Takox

peanizyBaTu MepeXeBl aMiHICTpaTUBHI (PYHKIII1, Takl K QUIbTpaLlisl TAKETIB.

@23 @ -
888 L ES

Server Computer with
SoftEther VPN Server

Pucynox 1.3 — JIns onnoro VPN-cepsepa SoftEther MmoxkHa cTBOpUTH KiJibKa
BIPTyaJIbHUX KOHLIEHTPATOPIB 1 BIPTYaJIbHUX KOMYTATOPIB 3-T0 PiBHS
SoftEther VPN Client ¢yskmionye sk VPN-kmieHT, skuii 3'€qHY€TbCS 3
BipTyasibhuM Xabom Ha VPN Server. 3aBnsku oMy KIIEHTY, KOPUCTYBadl MOXYTh

NIIKII0YaTUuCs 10 [HTepHeTy uepe3 BIpTyallbHUN MEepeKeBUI afanTep.

SoftEther & & E '
VPN
SoftEther VPN Client Server

(Virtual Network Adapter) Site

Pucynoxk 1.4. — VPN-3'ennanns 3 BIpTyaJIbHUM XaOOM 3a JOTIOMOTOIO
SoftEther VPN Client
SoftEther VPN Bridge 3a0e3neuye MOXIMBICTh KacKaJHOTO 3'€IHAHHS 3

BipTyansHuM xabom VPN Server, 1110 3HaX0AUTHCS Ha BIIJaICHIH JIOKaIlli, 1 pyHKIIIOHY€
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AK MICT MDK (I3UMYHHUM MEPEXEBUM aJanTepoM 1 KOMITHOTEPOM, Ha SIKOMY BIH
BcraHoBeHui. VPN Bridge € BIiTMIHHUM pillIEHHSAM JIJIs1 1HTErparlii JJOKaIbHUX MEPEX

(LAN) na Bigmanenux jgokaiisx 3 VPN, manamroBanum Ha SoftEther VPN Server.

(9 eth | (Posg

& SoftEther -.. € ) | SoftEther & & Enj
VPN VPN y
L‘[\J Bridge Server
Site (Branch) J Site (HQ)

Pucynok 1.5 — MocroBe 3'eqHanHs 3 BiAgaaeHUM Xxabom 3a nonomororo SoftEther VPN
Bridge

SoftEther VPN Server Manager — 1ie anMiHiCTpaTHBHA yTHIIITa 3 TpadiaHIM

iHTepdeiicom, npusHaueHa aiusa ynpasiaiHHS VPN Server 1 VPN Bridge. g yTunita

noctynHa gumie a1 Windows 1 103BoJIsie aAMIHICTPYBAaTH CEPBEP Ta MICT 3 BIIIAICHUX

nokarii yepe3 TCP/IP

52 SoftEther VPN Server Manager “

’%‘ SOftEther VPN University of Tsukuba, Japan. :
= Server Manager

Connection Settings for VPN Server:

Y Connection Settings for VPN Server or VPN Bridge are defined as follows.
1y Double-click the item to connect to the server.
—— To add a new connection, click New Setting.

‘ Setting Name VPN Server Hostname  Operation Mode
|
(k@ localhost (This server) _localhost Entire VPN Server ]

‘ Ed\pntsof:ether.cogp vpnlsoftetherco.jp Entire VPN Server
[ Eapubh:.soﬂether.com publicsoftethercom Entire VPN Server

| Ed 19216832 192.16832 Entire VPN Server

|
1
New Setting Edit Setting Delete Setting

Connect

Make a Certificate

Smart Card Manager.. Select Smart card...

About SoftEther VPN.. Exit SoftEther VPN Server Manager

Pucynoxk 1.6 — SoftEther VPN Server Manager.
SoftEther VPN Command Line Management Utility (vpncmd) — 1ie ytuiiTa

JUTSL aIMIHICTPYBaHHS 4Yepe3 KOMaHIHUW DPSIOK, sKa jJae 3Mmory ympasisata SoftEther

VPN Server, VPN Client i VPN Bridge. IIporpama vpncmd noctynmHa Ha BCIX
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mwiatrpopmax, ae mnpautoe SoftEther VPN, 3abe3neuyroun eauHuil  crociod

aJIMIHICTpYBaHHS.

AF

pncmd command — SoftEther UPN Command Line Management Utility
SoftEther UPH Command Line Management Utility <vpncmd command>
ersion 1.80 Build 89?6 HRHelease Candidate 1 <(English)

ompiled 28138228 208:33:25 by vyagi at pc26

opyright (c?> SoftEther Project. All Rights Reserved.

By using vpncmd program, the following can be achieved.

- Management of UPN Server or UPN Bridge
- Management of UPN Client
. Use of UPN Tools (certificate creation and Metwork Traffic Speed Test Tool)

gelect 1, 2 or 3: 1

Specify the host name or IP address of the computer that the destination UFPNH Ser

er

By zpecifying according to the format ‘host name:port numbher' . you can also spec

ifu

Jhen the port number iz unspecified, 443 is used.?

If nothing is input and the Enter key iz pressed,. the connection will he made to
the port number 8888 of localhost <this computer>.

ostname of IP Address of Destination: public.softether.com

If connecting to the server by Uirtual Hub Admin Mode,. please input the Uirtuwal

uh

If connecting by server admin mode, please press Enter without inputting anythin

Specify Uirtual Hub Hame: _

SoftEther VPN Command Line Utility - O “

or UPNH Bridge iz operating on.

the port numher.

name .

Pucynok 1.7 — SoftEther VPN Command Line Management Utility

1.3 IlepeBaru Ta HegoJiku SoftEther VPN

SoftEther VPN mae psin nepesar:

o SoftEther VPN € npoekTom 3 BIIKpUTUM KOJOM, IO TO3BOJISIE KOPUCTYBayaM 1

PO3pOOHMKAM 3 YCHOTO CBITY BHOCUTH 3MiHH, YIOCKOHAIIOBATH Ta a/1allTyBaTH
nporpaMHe 3a0e3nedeHHs i pi3Hi ToTpeOu. 3aBAsSKU [bOMY 3a0€3MeUy€eThCs
MPO30PICTh Ta MIABUILYETHCS PIBEHb JOBIPH, AK€ KOPUCTYBayl MatOTh 3MOTY
MEPEBIPUTH BUXIJAHUM KOJ 1 BIEBHUTHUCS Yy BIACYTHOCTI NPHUXOBAHUX

Bpa3nuBOCTEN a00 OEKIOPIB.

e [Iporpamue 3a0e3neueHHs 3a0e3Meuy€e BUCOKHI piBEeHb O€3MEKH, peari3youn

HaAlliHI anroputMu wmMdpyBaHHA Ta MeToau aBTeHTHdikamii. Ilicus
BCTaHOBJICHHS KieHTChKoro nmomatky SoftEther VPN, omHoro 3 ocHoBHHMX
KOMITOHEHTIB, KOPUCTYBayl MOKYTh OyTH BIIEBHEHI Y 3aXMCT1 CBOIX JIaHUX 1]

gac nepeadi.
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SoftEther VPN Takox BHUpI3HSETbCS BUCOKOIO MPOAYKTHBHICTIO 3aBISKH
ONTUMI30BaHIM apXiTEKTypi, IO J03BOJIIE OOPOOJATH BEIUKUN MEpeKeBUN
Tpadik 1 HaJaBaTu CTaOUTBHI Ta MBUAKI 3 €AHaHHA. e poOuTh fioro uygoBUM
BUOOPOM JIJIsl pECYPCOMICTKHX 3aCTOCYHKIB, SIK-OT OHJIAWH-ITPU YH ITOTOKOBE
BIJI€O.

SoftEther VPN miarpumye pizHomaHiTHI npotokoiu, Taki sik L2TP/IPsec,
OpenVPN, SSL-VPN i Microsoft SSTP, 3aBasiku oMy BiH JIETKO IHTETPYETHCS
3 ICHYIOUMMH MEPEKEBUMHU CHCTEeMaMHU Ta 3a0e3Ieuye CyMICHICTh 13 PI3HUMHU
MPUCTPOSMHU.

3aBnsku MynbTuiiaropmenocti SoftEther VPN mpantoe Ha OCHOBHHX
onepariinux cucremax (Windows, Linux, macOS, FreeBSD, Solaris), 1o
PO3LIMPIOE WOT0 3aCTOCYBaHHS JJI OpraHi3aiiil, sKi BUKOPUCTOBYIOTh pI3HI
TEXHOJIOT1uH1 cepenoBuiia. Lle mporpamue 3a0e3meueHHs TaKOX J103BOJISIE
HanamroByBatd VPN-cepBepu i cerMeHTalii Mepeki Ta CTBOPEHHS
BIpTyalbHUX JIOKAIBHUX MEPEXK, 0 MIIXOAUTH ISl KOPIOPATUBHUX CTPYKTYP

Ta yCTaHOB, SIK1 MalOTh MOTPEOyY B OE3MEUHUX BHYTPILIHIX MEPEkKaX.

Taka THyYKICTh 1 MIMPOKI MOXJIMBOCTI HajamrtyBaHHs poOnsaTe SoftEther VPN

YHIBEpCAILHUM PIIICHHAM JIJIs 3a0€3MeUeHHs 3aXUIIEHOTO JOCTYIY B MEPEXKY, 1110 JIETKO

MaciTa0yeThes mij moTpedu 6i3Hecy abo MPUBATHOTO KOPUCTYyBayva.

HesBaxatouu Ha yncieHHi nepeBar, siki mpornonye SoftEther VPNserver, icHyt10Th

HEJIOJIIKH, SIK1 He0OX1JTHO BpaxOBYBaTH MpU BHOOPI TaHOTO IPOrPAMHOTO 3a0€3MeUeHHSI.

e OHUM 3 OCHOBHHMX HEJOJIKIB € CKIQJHICTh KOH(ITYypallii Ta ynpaBmiHHS IS

KOPHUCTYyBauiB 6e3 TexXHiuHOTO 0ocBiny. Xoua SoftEther VPNserver npomonye
BEJMKY THYYKICTh HaJallITyBaHb Ta IIUPOKUNA CHEKTp QYHKINNA, IS
e()EeKTUBHOTO BUKOPHUCTAHHS ITUX MOXKJIMBOCTEM MOTPIOHI TNEBH1 3HAHHS Ta
JOCB1Jl y Tajy3i MEpeKeBUX TEXHOJIOTIH.

[HIIMM Ba)JIMBUM acCMEKTOM € MUTAaHHS CYMICHOCTI 3 ICHYIOUUM O0J1aTHaHHSIM
Ta MporpaMHUM 3a0e3neueHHsIM. Y NesKux Bumankax iHterpailis SoftEther

VPNserver 3 HasBHOIO MEpEXKEBOIO 1HOPACTPYKTYPOIO MOKE BHUMAaraTu
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JOJIATKOBUX 3YCWJIb Ta HAJAIlITyBaHb, 10 MOTEHIIMHO MOXE MPHU3BECTU [0
30UIBIIICHHS] BUTPAT Yacy Ta PeCypcCiB.

Takox BapTo 3a3HaunTH, 110 X04ya SoftEther VPNserver 3a6e3neuye Bucokuii
piBeHb MUGpyBaHHS Ta O€3MEKH, BiH, K 1 OyIb-sKe IIpoTrpaMHe 3a0e3MeYeHHS,
HE 3acTpaxoBaHe Bij BpazuBocTel. [1oTeHIIiTHI MTOMUIIKY B KOJI1 200 3aTPUMKH
3 BUITYCKOM OHOBJICHb O€3IMEKH MOXKYTh CTBOPUTH PHU3UKH 1T Mepexi. OTxe,
JUIst 3a0€3MEUEeHHsS] HAIMHOTO 3aXHCTy BaXXIMBO PETYJSPHO OHOBIIIOBATH
nporpaMHe 3a0e3MeyeHHs Ta CJIiIKyBaTH 3a MOBIJOMICHHSIMH PO BPa3IMBOCTI.
Henocraua nHezanexxHux ayautiB. Hapasi nuiie onHa KOMIaHIA 3aMOBHIIA
aynut s SoftEther — iHctuTyTy Makca [nanka, y 2018 porii. Aynut BUSIBUB
11 BpaznmuBoCTEN HNMCTAHIIAHOI O€3MEeKU, TMOB’S3aHUX 13 BIIMOBOIO B
obOciyroByBaHHi. [ mpoOieMa BHUHMKIA 4Yepe3 MONIKOKEHHS MaM'sTi Ta
BUTOKU Tam'siTi. [1oTpiOHI 10AaTKOBI MEepEBIpKH, 00 BUSBUTHU TMOBHUI 00CST
MOTEHUIMHUX Bpa3IMBOCTEH Oe3meku 1poro npoTokory VPN.

JokymenTariist 1 pecypcu. [[ns BupilieHHs mpoOJieM 1 HalallTyBaHHS MOXKE
OyTh oOMEXKeHa KUIbKICTh JIOKYMEHTallli 1 OHJIAWH-PECYpCIB TMOPIBHSHO 3

1HIMMU nonysipHuMU VPN piieHHsIMu.

BpaxoByroun 111 HEAOJNIKH, Ba)XJIMBO TMPOBECTH JI€TAJbHUN aHai3 MOTped

oprasizaiiii Ta TEXHIYHUX BUMOT JI0 MEPEKEBOI IHPPaCTPYKTypH Mepe]l BIPOBAIKEHHSIM

SoftEther VPNserver. Takuii miaxia 103BOJUTh MIHIMI3yBaTH MOTEHIINWHI PU3UKHU Ta

3a0e3rmeun T ePEeKTUBHUN 3aXHCT MEPExi. [5]

1.4 Apxirekrypa SoftEther VPN

[TpoTtoxon komynikaiiii SoftEther VPN st VPN-3'eqnanb 6a3yeTbesi Ha TPETHOMY

BapiaHTI 1obanbHOTrO cTanaapTy o6esnexku Secure Socket Layer (SSL) 1 Bkiitodae kinbka

TEXHIYHUX 1HHOBAIIM JJIS TIBUILECHHS IIBUJKOCTI Ta MOKpaileHHs Oe3nexku VPN-

komyHikamiii. SoftEther VPN 3a0e3neuye oomiH BipryansHumu Ethernet-gpelimamu ta

nigrpumye VPN-3B's30k Mk VPN Client, VPN Server 1 VPN Bridge, BukopucroBytoun

nporokon TCP/IP nns kancymntoBanHs, mudpyBaHHs Ta nepeaadi BipryanbHux Ethernet-

dpeitmiB uepe3 bi3uuny [P-mepexy.
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I'onoHoO TiepeBaroro SoftEther VPN € ioro rayukicTb, OCKIJIbKH BiH 3aCHOBAaHUN
Ha TCP/IP, mo no3Bosisie HanmamroByBatd VPN uepe3 MepekeBi MPUCTPOi Ta cepBepH,
Kl TATPUMYIOTH 1eil mportokos. Lle cmpourye crtBopenns VPN, HaBiTh SKIIO
BUKOPHUCTOBYIOThCA Mpokci-cepBepu, NAT abo daiiponu, 3 sskumu Tpaguiiiai VPN-
MIPOTOKOJIM YacTO CTUKAIOThCA 3 TpyaHomamu. JlogatkoBo, SoftEther VPN moxpamrye
e(EeKTUBHICTh KOMYHIKAIl 3aBISKA pO3yMHOMY KOHTpoito Ta ontumizauii TCP/IP-
3'€¢THAHD.

00 3abe3neunTr eheKTUBHICTH 1 CTAOUIBHICTh 3B'A3KY, OCOOJIIMBO B Mepexax 3
BHCOKHMH 3aTpUMKaMu a00 oOMeXeHHsIMH uepe3 npokci-cepepu, NAT abo daiipBonu,
SoftEther VPN Hagae MOXIIMBICTH HATAIITOBYBATH PO3IIMPEH] MapaMeTPU KOMYHIKaIIii.
Buxopucranns kinpkox TCP/IP-3'ennans mns ogHoro VPN-ceancy 3 SoftEther VPN
Server 103BoJIsI€ IEpeIaBaTH 1aHl 3 BUCOKOIO IMIBUKICTIO Ta HU3bKOIO 3aTPUMKOIO.

Axmo VPN-3'eqHaHHS BTpadaeThCs uepe3 Mepekenl mpodieMu ado 3ynuHky VPN
Server, cucrema aBTOMAaTUYHO HaMaraTUMETbCS BIIHOBUTU 3'€lHaHHS. Bu Moxerte
BCTAHOBUTU MaKCUMAaJIbHY KUIBKICTh CIIPOO MEPEmiAKIIOYEHHS Ta 1HTepBaJl MK HUMHU.
3a 3aMOBYYBaHHSM, IHTEPBAJ MK CIIPOOAMH MEPENIKIIOUYEHHS CTAHOBUTH 15 cexyHn, a
KUIBKICTh CIIPOO HE OOMexKeHa.

SoftEther VPN Takox peamizye miarpumky QoS nns VPN-3B's3ky, 1110 103BOJIsIE
HaJlaBaTH MPIOPUTET BAXKIMBUM IakeTaM, TakuM sk VolP, mijg yac nepenaul nanux. Le
poouth SoftEther VPN npugataum st podotu 3 VolIP Ta iHmmMMH mporpamamu, siki
NnoTpeOyOTh BUCOKOI SIKOCTI 00CIyrOBYBaHHS.[6]

Hwxue nepeniyeHo nesiki 3 BaxxauBux MoxkauBocteit SoftEther:

e  Jloctynnuii mig minensiero GNU GPL;

e  BukopuctoBye 256-6itoBe mudpyBanus AES;

o Iliarpumye nporokom SSL VPN, OpenVPN, EtherIP, L2TP, L2TPv3 Ta
Microsoft SSTP;

e Iliarpumye IPV6, dhinpTparnito nakeTis 1 pyHKi0 AuHamMiyHoro DNS;

e [lpuiimarotses sik TCP, tak 1 UDP 3'eqnanns;

o  SoftEther VPN BukopucToBye ayTeHTH(DIKAIIO 32 TOTIOMOTOI0 CepTU(IKATY

RSA Ta ¢yskitiro rmnbokoi nepeBipku MakeTiB;
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e Kiiearceke mporpamue 3abesneueHHs SoftEther VPN  peanizye
BIpTyaJbHUM MepekeBul agantep, a cepBep SoftEther peanizye BipTyanbHU KOMyTaTOp
Ethernet (Tak 3BaHuU# BipTyaJbHUN KOHIIEHTPATOP);

e [lpamroe Ha Windows, macOS, Linux, FreeBSD, Solaris, iOS Ta Android.
[7]

1.5 OcnoBHa apxirekrypa SoftEther VPN
3aBasku  SoftEther VPN MoxHa HanamtyBatd pisHOMaHiTHI Tunu VPN-
TOMOJOTIM, sKI MOXHa Kilacu]iKyBaTH Ha TpU OCHOBHI kaTeropii: VPN wmix
Komm'torepamu, Binanennii noctyn VPN ta VPN s 3'€emHaHHS JTIOKJIBHUX MEPEK.
[Ipote i Tpu KaTeropii He € €AUHUMHU MOKIMBUMH MEPEKEBUMHU KOH(DITypaLisiMu, K1
MOXHa CTBOpHUTH 3a joromMoror SoftEther VPN.[§]
JlaBaiiTe AeTayibHiIIE PO3TIITHEMO Il TPU OCHOBH1 TOTIOJIOTI].
VPN mix I1K:
Ile mammpocTiia MepekeBa TOIOJIOTISA, Ky MOYKHA peali3yBaTH 3a JOIOMOTOIO
SoftEther VPN.
VPN mix komn'torepamu € HalOUTbII €()eKTUBHUM Y TaKMX BHITa/IKaX:
o [ligkmroyaeThCs JMIIe OJUH a00 KUIbKA JECATKIB KOMIT'FOTEPIB.
e VPN Client moxe OyTH BCTaHOBJICHMM Ha KOXHOMY 3 KIIEHTCHKUX

koMIT'toTepiB. VPN-Mepexi He MOTpiOHO MIAKIoYaTuca 10 (Pi3UYHOI JIOKATBbHOT

Mepexi. [9]
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Communicate each other as one Ethernet segment.
SoftEther

Q’* VPN Client

12

""""""""" ‘ PN Session

SoftEther
VPN Server

Pucynox 1.8 — PC-to-PC VPN
06 miaxmountrcs 10 VPN 3a mum meronoMm, notpioHo BcranoButu VPN Client

Ha KOXXKHOMY 3 KiieHTchbkux kKomm'torepiB. [lotim VPN Client 3moxe Ge3nocepeaHbo

MIKITIOYUTUCA 10 2-T0 IIapy Mepexki, CTBOPEHOro BipTyaiabHuM xabom Ha VPN Server,

SIKUH T IKITI0OUeHNN 10 [HTepHeTY.

Binnanennii nocryn VPN:
Bignanenuit noctyn VPN npusHaueHuil 111 HaJaHHS MOJKJIHUBOCTI 3'€THAHHS 3

(G13MYHOI0 MEpeXero 2-T0 MIapy 3 30BHIMIHIX JoKatii. [10]

3

VPN Clients are connected to the Ethemet
segment of Headquarter. Clients can now
access to any seryérs in the Headquarter.

VPN Session

SoftEther
VPN Client <y ’

@ VPN Seséion § ." Jﬁ
SoftEther VPN Server
VPN Client \ Headquarter

E VPN Sessiop.=
SoftEther
VPN Client
Pucynok 1.9 — Bignanenuit nocryn VPN
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et Tun VPN no3Bosisie MIAKIIOYATUCS 10 KOPIIOPATUBHOI JIOKAJIBHOT MEpexi
330BHI 0(piCy, CTBOPIOIOYH BpaKEHHS, 110 BH MIIKIIOYEH] yepe3 ayke popruii Ethernet-
Ka0eb.

VPN Mixk JIOKaJIbHUMH MEPeKAMU:

VPN Mix JOKamTbHUMH Mepexamu 00'elHye HasBHI (Pi3U4HI Mepexi 2-ro mapy,

pO3TaIlIoBaHi Ha PI3HUX JIOKAI[ISX, B €AMHY Mepexy. [11]
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: SoftEther VPN Bridge ' SoftEther VPN Server
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\ ) )
S— S— Headquarter

Branch

Pucynox 1.10 — LAN-to-LAN VPN

3 SoftEther VPN Bu MoxkeTe CTBOPUTH HIBUIILY, OUIBII THYYKY Ta CTaOUIbHY
VPN-Mmepexxy Mik JOKaIbHUMHU MEPEXKAMH B MOPIBHSAHHI 3 ICHYIOUMMU 3'€THAHHSIMH Ha
OCHOB1 3-TO IIapy, TaKUMH SIK TIPUBATHI MEPEXKEBl1 MOCIYTH, peleiHl MOCIyru abo
3acrapiai VPN-nipotokounu, Taki sk L2TP/IPSec.

[IIo6 o0'emqnatu OLIbIIE HIXK JABI JOKaJIbHI MEpeXi, MOTpIOHO BCTaHOBUTH VPN
Server B oHiif 3 HUX (HANPUKJIaJA, Y TOJOBHOMY O(]ici Balloi KOMIaHii) 1 HaJaIITyBaTH

VPN Bridge B iH1InX Mepexax.
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BUCHOBKM /10 IepPmIOro po3aiiy

SoftEther VPN € noTy>kHuUM Ta Cy4acHUM DIIIEHHSM JJIsi CTBOPEHHS BIPTyalbHHUX
MIPUBATHUX MEPEXK, 10 BUpIIye O6arato mpoOiieM, MoB'sI3aHuX 13 TpaauiiiaumMu VPN-
TexHoJorisiMu. Horo OCHOBHI IepeBar BKIIOYAIOTh BHCOKY IIPOAYKTHBHICTb, O3MEKy
Ta THYYKICTh, IO POOWTH HMOro MIAXOMSIIMM JIJIi BEIUKMX KOMIIaHIN, 1HTEpHET-
MpoBaiiiepiB 1 NMPUBATHUX KOPUCTYBAYiB. 3aBASKU MIATPUMII OaratboX MPOTOKOIMIB,
SoftEther VPN nerko iHTerpyeThcs B ICHYIOYI MEpEXKEBI CHUCTEMH, 3a0€3Medyroun
0e3meyHuil 10CTyN 10 KOPIOPATUBHUX PECYPCIB.

Apxitekrypa SoftEther VPN, mo 6a3yetscst Ha 2-my 1mapi moaeni OSI, go3Bodsie
o01iTH OOMEKEHH, SIKI YaCTO BUHMKAIOTh y TPAJMIINHUX cuUcTeMax. 30Kpema, BiH
ciporye yrpaiinHg NAT 1 npokci-cepBepamu, 110 poOUTH HOTO 1/1€alTbHUM J1J1s1 pOOOTH
B PI3HOMaHITHUX MEPEKEBUX CEPEIOBUIIIAX.

[Iporpamue 3a0e3nedeHHs] BKIIOYA€E KUTbKa KJIFOYOBUX KOMIIOHEHTIB, TaKUX SK
VPN Server, VPN Client 1 VPN Bridge, sixi 3a0e3ne4yt0Th THYYKICTh Y HaJIAIITyBaHH1
Ta yrpasiiHHl. OJIHaK, CIIiJ1 3a3HAYMUTH, 110 s ePeKkTuBHOro BUukopuctanHsa SoftEther
VPN MOXyTbh 3HaJOOUTHCS TIEBHI TEXHIYHI 3HAHHS, III0 MOXKE OYyTH IMEPEIIKOIOK IS
JESKUX KOPUCTYBaYiB.

Xoua SoftEther VPN mae Ge3niu nepeBar, BAKJIMBO BpaXOBYBAaTH TAaKOXK MO>KJIUBI
HEJIONIKM, Taki SK CKIAOHICTh KOHQITypallli, MHUTaHHS CYMICHOCTI 3 HasBHUM
oONaJHaHHAM 1 PU3UKH, TOB'A3aHI 3 TMOTEHLINHUMHU Bpa3auBOCTAMU. Tomy mnepen
BIIPOBAPKCHHAM IILOTO PIIICHHS HEOOX1THO PETEIBLHO OIIHUTH MOTPEON OopraHizamii Ta
NPOBECTH aHaI3 TeXHIYHUX BUMor. 3aranom, SoftEther VPN e yniBepcanbHuMm 1
MOTY>)KHUM 1HCTPYMEHTOM i 3a0e3leueHHs O€3MeKHM 1 THYYKOCTI B CY4YaCHHX

MepexeBuX 1HPPACTPYKTypax.
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PO3/IJT 2 TIPOEKTYBAHHS TOIIOJIOTTI KOMIT'FOTEPHOI MEPEXXI TA
PO3POBKA CUCTEMMU AJIPECALIIT

2.1. Po3po0ka TomoJsorii Ta iH)pacTpyKTypHu Mepexi

Icnye nBa ocHoBHux THna VPN.

Site-to-Site VPN (mepexa-no-mepexi) — e tan VPN, skuit 00'eqHye 181 a00

OlbllIe JOKAIBHUX MEPEX Y €IUHY BIpTyallbHy Mepexy depe3 IHrepHer. OcHOBHa

KOHIIEMIiSl TOJIATa€ B BUKOPHCTAaHHI BipTyanbHOi mpuBatHOi Mepexi (VPN) mns

Oe3IeyYHoi Tmepefayi JaHuX MK BIIJAJICHUMU MEpeKaMH, SIKI MOXYTh OyTH (pi3MuHO

pO3TaIoBaHi 1ajJeKo oJHa Bijx oj1HOI. [12]

OcHOBHI cleHapii BUKOPUCTAHHS:

1. 3'ennanns Mix Gpi3uaHUME odicamu abo ¢imisiMu. barato koMmmaniilt MaroTh

KiIbKa o(iciB a0o (i, po3TalIOBAHUX Y PI3HUX MICISIX. BOHU MOXYTh

BukopuctoByBaTu Site-t0-Site VPN myis  BcTaHOBIIEHHST 0O€3MEYHOIO

3B'I3Ky MDK UMMM JIOKAUIBHUMH MEPEKaMH, IO JO03BOJSE CHIIBHO

BUKOPHUCTOBYBATU PECYPCH, TaKl K CEpBEpHU Ta 0a3u JaHUX.

2. 3B'130k Mk odicom Ta gara-nieHTpoM. KommaHnii, 110 BUKOPUCTOBYIOTh

30BHIIIHI JJaTa-IEHTPH JJIsl 30epiraHHs JaHuX a00 BUKOHAHHS O0YUCIICHb,

MOXYTbh 3acTtocoByBaTH Site-t0-Site VPN mis ctBopeHHst 6e3medHOro

KaHaJTy 3B'sI3Ky MIXK CBOIM T'OJJIOBHUM O(iCOM Ta LIUMH JlaTa-LEHTPaMHu.

[lepeBaru maHoro crnocoOy MiAKIIOYEHHS:

1. €nuna BipTyasibHa Mepexa. Site-t0-Site VPN nae MoxnuBicTh 00'e1HaTH

KUIbKa (DI3MYHO PO3TAIIOBaHUX OQiciB abo (Uil y €IuHYy BIpTyaldbHY

MepexXy uepes riaodanbHy iHGPaCcTPYKTYpy, Taky sik [HTepHert. Lle 3a0e3neuye

CHUIBHUI JOCTYI O MEPEKEBUX PECYPCIB 1 MOCIYT, HE 3BayKat04u Ha (P13UUHY

BI1JICTAHb.

2. 3HM)KEHHsI BUTpaT. 3acTocyBaHHs Lboro thumy VPN moxe momomortu

3HU3UTH BUTPATH HA 3B'S30K, OCKIJILKM KOMIIaHIi MOXYTh BUKOPUCTOBYBAaTH

mI00anbHy Mepexy (Taky sik IHTepHeT) mis 3'emHaHHS MiX odicaMu, M0

JA03BOJIA€ YHUKHYTH BCIIMKHUX BUTPAT Ha HpI/IBaTHi KaHaJIu.

Kupuuenxo O.JI1.
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3. besneka nanux. TyHenb VPN, 110 BCTaHOBIIOETHCS MK MEPEKEBUMU
npucCTposiMU O(iCIB, TapaHTye 3axuilneHe Ta ImudpoBaHe 3'enHaHHsA. lle
7I03BOJIsIE€ OE3MEeYHO nepenaBaTu KoHPiIeHIHHy iHpopMaliito Mixk odicamu,
MIHIMI3YIOUH PU3HUK 1i IEPEXOTUICHHSI a00 HECAHKI[IOHOBAHOT'O JIOCTYIIY.

4. MacmraboBaHicTb. Site-t0-Site VPN Moske Jerko po3muproBaTUcs B Mipy
3pocTaHHsl KoMIaHii abo 30UTbIIIeHHS KUTBKOCTI odiciB. JlomaBaHHA HOBHUX
Jokamii 10 HasBHOI VPN-1HppacTpyKTypu 371HCHIOETHCS 3 MIHIMAJIBHUMU
3YCUILISIMHU.

5. UentpanizoBane ynpasmiHHS: OJHI€I0 3 TepeBar € MOXJIHUBICTh
[EHTPAII30BAaHOTO YIpaBIiHHSA O€3MEKOI0 Ta JIOCTYNOM J0 MEPEeXKEeBUX
pecypciB. AIMIHICTPAaTOPU MOKYTh HAJAIITOBYBATH 1 KOHTPOJIIOBATH IIpaBa
JTOCTYMY JIJIs1 BC1X 0(iCiB 3 €IMHOTO MICIIS.

Remote Access VPN (Bignanenuii noctym) abo client-to-site (kiieHT-10-Mepexi)

— 1e tun VPN, mo 103BoJisie OKpeMUM KOpUCTyBadaM abo0 MPUCTPOSIM (KITIEHTaM)

MIJKJITF0YaTUCS 10 BiaaiaeHoi Mepexi yepe3 IaTepHert. Ilicis BcTaHOBIEHHS 3'€ THAHHS

BIJIJaJIEH] KOPUCTYBadl MOKYTh OTPUMYBATH JAOCTYI O PECYPCIB Oprasizanli Tak, HiOu

BOHHM TIepeOyBaroTh B OfHIH Mepexi. [13]

OcHOBHI cleHapii BUKOPUCTAHHS:

1. Bignanena podota cniBpoOiTHUKIB. KoprcTyBaul MOXKYTh HiAKIOYATUCS J0
KOPIOPATUBHOI MEPEXi 3 OyJb-AKOi JIOKaIlli, HAMpUKIIaJ, 3 oMy a0o IiJl Yac
BIJIPSI/UKEHHS, 00 OTPUMATH JOCTYII A0 BHYTPILIHIX PECYPCIB, TAKUX SIK (aiiu,
0a3u TaHWX Ta I1HIIN MaTepiaiu.

2. 3abe3nedeHHst O€3MEYHOTO BEO-TOCTYIy 0 MyOTIYHMX XMapHUX CEPBICIB:
BukopucroByiite VPN 115 BifjianeHoro 10cTymny, o0 rapanTyBaTH O€3MeUHUM

JOCTYI A0 MyOJIYHUX XMapHUX miatdopm, Takux sk AWS abo Azure.

[TepeBaru naHoro cnocoOy miaKIIOUYCHHS:

1. TapantyBanns Oesmeku: Remote Access VPN cTBoproe 3axurmieHuit i
3amr(poBaHUid KaHai 3B'13Ky MIXK BIJIAJIECHUM KOPUCTYBadyeM 1 KOPIIOPATUBHOIO
MepeKer depe3 modanbHI Mepexi, Takl sk [HTepHer. lle 3menmye pusuku

NEePEeXOIUICHHs YyTJIMBOI 1HpOpMalIii i yac nepeaayl JaHuXx.
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2. 3pyuHicTh 1 nocTynHIcTh. KopucTyBadi MOXKYTh IIBHIKO MIIKIFOYATUCS O
KOPIIOPaTUBHOI MEpexi 3 Oyab-sfKoi JIoKarii 3 jmoctynoM mo Iatephety. lle
0COOJIMBO BUT1THO JJIS BIIJIaJICHUX CITIBPOOITHUKIB, SIKI TIPAITIOIOTH 3 IOMY a0 3
1HIINX 30BHIIMIHIX MICIIb.

3. MobGinbHicTe. Remote Access VPN 103Boiisie BUKOPUCTOBYBATH MOOUTBHI
OpucTpoi, Taki AK HOYTOyKH, cMapT)OHM Ta TMJaHIIETH, M0 3a0e3nevye
KOpPHUCTYBauaM JIOCTYN /0 KOPIMOPATUBHUX PECypCiB MiJ Yac MOIOpOxkKeH abo
BIJIPSII>KEHb.

4. llenTpanizoBaHe yHpaBIiHHA. AJMIHICTPATOPH MOXKYTh II€HTPaIi30BaHO
KOHTPOJIIOBAaTH JIOCTyN 1 Oe3MeKy BIJJAJICHHX KOPHCTyBauiB yepe3 Remote
Access VPN, BCTaHOBIIOIOYY MTpaBUJIa Ta MOJITUKU OC3MEKH Il BCIET MEPEXKi.
5. 3axuct BiA artak 1 3arpo3. Bukopuctanus VPN Hamae 3axucTt Bif pi3HHX
Kibep3arpo3, TakuX sIK NEPEXOIUICHHS JaHUX, HECAHKIIOHOBAaHUI TOCTYII 1 1HILI
aTaKu, OCKUIBKM 3B'S30K MIK KOPHCTyBaueM 1 MEpeKero BiOyBa€ThCs uepes
3amu@poBaHUil KaHAaJI.

Bubip mix Site-to-Site VPN 1 Remote Access VPN 3anexuth BiJ KOHKPETHUX

BUMOTI OpraHizailii Ta XapakTepy BUKopucTaHHA. Site-t0-Site VPN e mouinsHuM, Koau

NOTPIOHO CTBOPUTH MOCTIMHUIM 3B'SI30K MiXK K1JTbKOMa o(icamu a00 QuTisiMuU 17151 CITBHOT

pobotu Ta oOMiHYy pecypcamu. Y cBow uepry, Remote Access VPN motpiben mis

3a0e3neyeHHs] OEe3MEeYHOr0 Ta 3PYYHOrO JOCTYIY JO0 KOPIIOPATUBHUX PECYPCIB IS

BiJIaJICHUX KOPHUCTYBAUiB 3 Oyb-aK0i TOUKH. [14]

Branch Offices

3 A Gisco I0S

Extranet < . Router

Frame
Partner Relay

7
DSL#’CabV

ol

/ ( Remote-
| v ‘ v Access VPNs

»
Telecommuters Workplace Resources

Pucynok 2.1 — Cioco6u migkiroueHns Site-to-Site i Remote Access VPN
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3BakarouM Ha HaBEJICH1 BIAMIHHOCTI MIXK Site-10-Site i Remote Access VPN 0Oyio

3alpOEKTOBAHO 3arajibHy JIOT1YHY TOIOJIOTII0 MEpEXi, puc.2.2, sika YMOBHO BKJIIOYAE 3

KOMITOHCHTH:
e  Ilenrpamsnauii odic (Head office)
e  Oiman (Branch office)

e  Binnanenuii kopuctyBau (Remote user)

Head Office

Serv-Head-6-1

(SoftEther VPN Server)

VPN Session
(Remote Access)

Remote User e

VPN Session

(Site-to-site)

IR

Internet

192.168.3.0/24
R-flient-1

/

Serv-Brgnch-6-1
(SoftEther PN Client)

LR
WS-Client-1 -Branch-
(SoftEther VPN
Client)
Py LD

WS-Branch-1 WS-Branch-...

PucyHnok 2.2 —3aranbHa JIOT14HA TONOJIOT1SI MEPEXKI

Mix neHTpaiibHuM o¢icoM Ta (iiaaoM HaJallTOBaHe

VPN 3’ennanns tumy Site-

to-Site VPN, a mix nentpaibHuM o(icoM Ta BiJAAJICHUM KOPUCTYBAa4eM BUKOPHUCTAHO

3’ennanHss Remote Access VPN. Bci Buinesragadi KOMIOHEHTH MOXYTh OYATh

po3MilieH1 B OyIb-sIKil TOYIII CBITY, ajie 3aBASKA BUKOpHUCTaHHIO TexHoJorii VPN BoHn

MO’KYTh MaTH 3B’S130K OJIMH 3 OJJHUM Haue B OJHIH MEpexi.

lepapxiuna mooenv mepedici
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[epapxiyna Mopenb Mepexi — 1€ CTPYKTypOBaHUW TMIAXiJ A0 MOOYIOBU
MepexeBoi IHPPACTPYKTYPH, IKUH pO3A1IIE MEPEKY Ha KiJIbKa PIBHIB a00 1IapiB, KOKEH
3 SKUX BHUKOHY€ TeBHI (yHKmii. Il Momens BUKOPHCTOBYETHCS ISl TOKpAICHHS
KEpOBAHOCTI1, MacIITabOBaHOCTI, O€3IMEeKH Ta MPOAYKTUBHOCTI Mepeki. PiBHI 1epapXiuHOi
MOJIEITI MepeXi BKIIIOUAIOTh: [15]

PiBenn posmoziny (Distribution Layer): o0pobisie arperaiito Tpadiky 3 piBHS
JOCTYMy TIepe]] Moro mepenadero Ha piBeHb sapa. Lle cepenHiit piBeHb B lepapxiuHii
MoJiei.

PiBenp nmoctymy (Access Layer), sxuii 3abe3neuye MiIKIIOUYEHHS KIHIIEBUX
KOPHUCTYBa4iB 1 MPUCTPOiB A0 Mepexi. Lle HailbuIbll HIDKHIN piBEHb B 1€papXidyHiil
MOJEJII.

Buxopucranss iepapXxiuHoi MoJielll MEpEeXi Ma€ HACTYITHUH PsiI TiepeBar:

e  MacmTaboBaHICTh: l€papxiyHa MOJENb JO03BOJIIE JIETKO J0JaBaTH HOBI
MPUCTPOI Ta CETMEHTH MEPEKi 0€3 3HAYHOTO BIUIMBY Ha ICHYIoUy iH(pacTpykTypy. Lle
JI03BOJISIE OPTaHi3allii pOCTH 1 pO3IIUPIOBATUCS, TIATPUMYIOUN BUCOKY MPOAYKTHUBHICTS 1
€(hEeKTUBHICTb.

e Ilpocrtora ympaBiiHHS: PO3MOALT Mepexki Ha piBHI (SApO, AUCTPUOYIIS 1
JIOCTYT) CIIPOITY€E YIIPaBIIHHSA Ta aAMiHICTpyBaHHSA. KoKeH piBeHb Ma€ 4iTKO BU3HAYCHI
GyHKIIIT, 110 J03BOJISIE MEPEKEBUM aIMIHICTpaTOpaM €(EKTUBHIIIE KEPYBATH MEPEXKEIO.

o [lokpaieHa MpoAyKTHBHICTh: MPEXKEBHUI Tpadik Moxke OyTH ePeKTHBHO
KepOBaHMW Ta HaIpaBISHUW Yepe3 pi3HI piBHI Mepexi. Lle 3meHImrye 3atpuMku Ta
3a0e3neuye BUCOKY MPOIMYCKHY 3aTHICTh 1 HAJIHHICTh MEPEXI.

e [lizmBumieHa HaaIMHICTH 1 BIAMOBOCTIMKICTB: i€papXiuHa MOJCHIb J03BOJISE
BIIPOBA)KYBAaTH pE3€pBYBAHHS 1 BIIIMOBOCTIMKICTh Ha KOXHOMY piBHI. Hampukian,
MOXHa BHUKOPHCTOBYBATH IyOJIFOBaHHS MaplIPyTH3aTOPIB Ta KOMYTaTOpiB, IO
3a0e3neuye Oe3MepepBHICTL POOOTH MEpeki HaBITh y BHUMNAAKY 300iB OKpEMHUX
KOMITOHEHTIB.

e  3alesmneueHHs Oe3nexku: MepexkeBl MOJNITUKU 1 3aX0qu O€3MEKU MOXKYThb

OyTH ULEHTpali30BaHO KEpOBaHI 1 BIPOBAIKEHI Ha KOXXKHOMY DpiBHI. Lle mo3Bosisie
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3a0e3reunT OUThI e€(EKTUBHUN KOHTPOJb JOCTYIY 1 3aXMCT BiJl 3arpo3 Ha Pi3HHUX
PIBHSIX MEpExKI.

e [lokpamena opranizamis Tpadiky: lepapxiuHa CTpyKTypa JI03BOJIsIE
PO3IUIATH MepeKeBUi Tpadik Ha JIOKATBHUH 1 II100aIbHUM, 1110 3MEHIITY€ HaBAaHTaYKECHHSI
Ha OCHOBH1 KOMYHIKAI[IH1 KaHAJIH 1 M1IBUITY€E €(DEKTUBHICTh BUKOPUCTAHHS MEPEKEBUX
pecypcis.

e ['HyukicTe 1 amanTuBHICTH: lepapxiyHa MOJENb JIO3BOJISIE  JIETKO
aJanTyBaTUCS JI0 3MIH B MeEpeXeBid 1HQpacTpykTypi abo BuMorax Oi3Hecy. Hogi

TEXHOJIOT1] Ta pIIeHHS] MOKYTh OyTH 1HTErpoBaHi 6€3 3HAUHUX 3MiH B ICHYIOU1H MEpexi.

B corelaver b}

ENTERPRISE
NETWORK

‘ DISTRIBUTION LAYER ‘

= g
Y

958

Pucynok 2.3 — IIpukiiag BUKOPUCTaHHS 1€papX14yHOI MOJEN MEPEKI

[Tpu po3po0iii TOTTYHOT TOMOIOTIT EHTPATBHOTO 0¢icy OYJI0 BUKOPUCTAHO
BUIIE3TaJIaHy 1€papXiuHy MOJIeTh MEpexi, puc.2.4.

Ha piBHi simpa po3miteHo cepep Serv-Head-6-1, sikuii 3a0e3nedyBaTHMe BUXI1]T
npUCTPOiB 10 [HTEepHETY, Oyae ciayxkutu B poui cepBepy VPN, a Takox marume DHCP
ta DNS-cepBepu.

Ha piBHipo3noiny po3ramoBano komyrtarop SW-Head-6-1, sikuit 3’enHanuii 3i

cepBepoM piBHs siapa Serv-Head-6-1.
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Ha piBHi goctymy po3miiieni komyratopu SW-Head-6-2, SW-Head-6-3 ta SW-

Head-6-4 no sikux Bxke Oe3mocepeaHbo Oy/1e MiAKIFYaTHCh KiHIIeBe 00J1aIHAHHS

WS-Hea -Head-.. WS-Hea -Head-..  WS-Hea

SW-Head-6-4

PiBeHb goctyny

SW-Head-6-2

PiBeHb agpa

Serv-Head-6-1
SoftEther VPN Server)

Head Office

Internet

Pucynox 2.4 — Jloriuna TOnoJorisi IEHTPaIbHOTO odicy

2.2 Po3pobka cxemu IP-anpecanii

Tenep ciig BUKOHATH PO3pOOKY cxeMu anpecarii. s JoxalbHOI Mepexi

[EHTPAIBHOTO 0dicy 3aiHO 1 Mepexy:
Serv-Head-6-1 — LAN-Head — 192.168.1.0/24
Jlist mokansHOT Mepexi (imany 3aisHo 1 Mepexy:
Serv-Branch-6-1 — SW-Branch-6-1 — 192.168.2.0/24
Jlns1 BiianeHo KOpUCcTyBava 3aiisiHo 1 Mepexy:
R-Client-1 — WS-Client-1 — 192.168.3.0/24

st po6otu VPN kanaiiB nepegdadeHo 1 mepexy:

Kupuuenxo O.JI1.
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SoftEther VPN — 14.24.6.0/24

Ha Ttabmumi 2.1 — 2.3 HaBeAeHO PO3MOJILI aApec MDK MPUCTPOSIMHU JIOKATbHUX

Mepex:

Taomung 2.1
Anpecartist JOKaJIbHOI MepexXi IIEHTPATLHOTO 0dicy
[IpuznauenHs agpec IP-anpeca
Anpeca Mepexi 192.168.1.0
Macka mepexi 255.255.255.0(/24)
IaBepcHa macka 0.0.0.244
MinimanbpHa agpeca 192.168.1.1

MakcumanbHa azapceca

192.168.1.254

11103 3a 3amoBuyBaHHIO (1)

192.168.1.254

ITpusnaueni komyraropam (4)

192.168.1.250 —
192.168.1.253

Hiama3on aapec maitdyTHix npuctpois (50)

192.168.1.1
—192.168.1.50

Jiana3on BubHUX aapec (200)

192.168.1.51
—192.168.1.250

Tabmuus 2.2
Anipecaiiisi JIOKaabHOT Mepexi dimany
[Ipr3Hauenns anpec [P-anpeca
AJpeca Mepexi 192.168.2.0
Macka mepexi 255.255.255.0(/24)
[nBepcHa macka 0.0.0.244
MiHimalnbHa agpeca 192.168.2.1

MakcumanbsHa aapeca

192.168.2.254

[1nr03 3a 3amoBuyBaHHIO (1)

192.168.2.254

[Tpuznaueni komyTtaTopam (1)

192.168.2.253

Jlianma3oH aapec MaitOyTHIX mpucTpoiB (15)

192.168.2.1
—192.168.2.15

Hiama3oH BUTbHUX ajpec (245)

192.168.2.6
—192.168.2.250
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Taomung 2.3

Anipecaiiisi JJOKaJIbHOT MEpeXi B1JIJIaJIEeHOI0 KOPUCTyBava

[IpuznauenHs agpec IP-anpeca

Anpeca Mepexi 192.168.3.0
Macka mepexi 255.255.255.0(/24)
IaBepcHa macka 0.0.0.244
MinimanbHa agpeca 192.168.3.1
MakcuMmainbHa aapeca 192.168.3.254
1103 3a 3amoBuyBaHHIO (1) 192.168.3.254
Miama3oH aapec MaitOyTHIX mpucTpoiB (1) 192.168.3.1

: : 192.168.3.2
Hiama3oH BUTbHUX ajipec (249) 192.168.3.250

2.3 Bubip o0saqHaHHs 11 opraHizamii podoTu

BaxnuBUM MOMEHTOM IMiJi 4ac MPOCKTYBaHHS MEPEXK, € BUOIP MEpeKeBOro
oOnaHaHHS.

IIpu BuOOpPi cepBepa i LEHTpalbHOrO odicy Ta Qimiany HEoOX1aHO
BPaxOBYBaTH HOTO MPOAYKTHUBHICTh, HaIiiHICTB, Oe3mneky i miarpumky SoftEther VPN.
Hwxue HaBeeH1 cHCTeMHI BUMOTH 00JIaIHAHHS IS TAaHOTO CepBepa:

o [Ipouiecop. Yotupusinepuuii abo Oinbine, Hanpukian, Intel Xeon abo AMD
Ryzen.

e OneparuBHa nam'site. Midnimym 8 I'b, Oaxano 16 I'b abo Outbme ms
OLIBIIOT KUIBKOCT1 OJJHOYACHUX 3'€¢ JHAHD.

e  HaxonmuyBau. SSD 1151 IBUIKOTO AOCTYIY JO JaHUX 1 MIBUAKOT 0OpOOKH
orieparliii BBEJICHHS/BUBEICHHS.

e  Onmnepamiiina cucrema: Windows Server (2012, 2016, 2019) a6o Linux
(manpuknan, Ubuntu, CentOS, Debian). SoftEther VPN miarpumye o6uasi miatdopmu,
ane kpamie Oyae orpumat Windows Server, SIKIIO B JIOKaJbHIA MEpeXi IIAHYETHCS

Bukopuctanas Windows mariu.
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[Ipr BHUOOpPI KOMYTAaTOpIB IMEpIIl 3a BCE CJiJ BPaxOBYBATH iX MPOIYCKHY
3MaTHICTh. TOMy Ha PoOJIb KOMYTaTOPIB JOLUIBHO B3ITH Mojenb 3 cepii Cisco Catalyst
9300. Cisco Catalyst 9300 Series — 1e cepisi KOMyTaTOPiB KOPIIOPATHBHOTO KJIacy, sKi
NpU3HAYEeHl [JI1 CTBOPEHHS BHMCOKONPOAYKTHMBHUX 1 HAIIMHUX MEPEX Yy BEIMKUX
OpraHizailisix Ta mianpueEMCTBAX.

Komyrtaropu miniiiku Cisco Catalyst — iTenekTyaiabHI Ta THYYKI MepexeBi
pIIIEHHS 3 XapaKTepuCcTUKaMu (1KCOBaHOI KOH]Irypariii, HIIMPOKOIO JIHIMKO MOIYJIIB
JUIS BHUPILNICHHS NHTaHb 13 3a0€3MEUeHHSIM KOPEKTHOI pPOOOTH JIOKAIBbHOI MEpexi.
MepexxeBi KOMYHIKATOpU JI03BOJIIIOTh MaKCUMaJIbHO CHPOCTUTH eKcruryartamiro [T-
1H(}pacTpyKTypH, rapaHTylOTh Oe3neKky Oi3Hec-TpoIleciB, 3a0e3neuyoTh Oe3nepediiine
(GyHKLIOHYBaHHA Mepexi. JlaHI KoMyTaTopu peai3ylioTh KOHBEPreHIilo [HTepHery
pedeil 3 MpOBIIHUM B 1HJIYCTPii piIBHEM MacIITa00BaHOCTI, 3a0e31euyroTh 10 384 mopTiB
3 moryxHicTio A0 60BT miia UPOE, a takox POE+ 1 PoE, Bucoky 0Oe3nexy, NATPUMKY
nporokony AVB Tta crannapty IEEE 158 nonatkis [ntepuery peueit. KomyTtatopu Cisco
Catalyst 9300 3a0e3neuyioTh 1HTENEKTYaTbHUM, MPOCTUI Ta MaKCUMAIbHO O€3MEUHHIMA
JIOCTYT 3a JOTIOMOTOI0 IHTErPOBAHOTO KOHTpoJiepa 0e31poToBoi Mepexi. BoHI MOXYTh
MpaIroBaTi B yMOBaX BUCOKOI I'ycTUHU 3a ctaniaptoM 802.11ac npyroi xBuii (48 Touok
JOCTYITY) 1 PY IbOMY BIAPI3HAIOTHCS KOMNAKTHICTIO (popMm-akTop 1 RU).

BoHu miaATpUMYIOTH IIMPOKUH CHEKTP CYYaCHUX MEPEXKEBHUX TEXHOJOTIH 1
byHKIIIM, 10 POOUTH X 17I€aTbHUMU JIJIsi MAacIITA00OBaHUX MEPEKEBUX 1HHPACTPYKTYD,

K 1 B HAIlIOMYy BUMAJIKY. [16]

Pucynok 2.5 — Cisco Catalyst 9300 Series Switches
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Jiist 3a0e3nedeHHs 10CTYyMy BIAAaIEHOTO KOpUCTyBava Oy/ie BUKOPUCTOBYBATHCH
OyIIb-SIKUW OMAITHIA MapuIpyTU3aToOp, SKUN BIAMOBIaTUME HACTYITHUM MIHIMAJIbHUM
BHUMOTaM:

e [Ipomecop (CPU). JIBossmepHuii mporiecop 3 TAKTOBOIO YaCTOTOIO MiHIMYM 1
[Tu. baxxano BuOupaTtu mapuipyTtuzaropu 3 npouecopamu ARM a6o MIPS nnst kpamoi
npoayktuBHocTi VPN.

e OmneparuBHa nam'satb (RAM). Minimym 256 Mb onepatuBHOi mam'siTi.
binbiie maM'sTi 703BOJIUTH Kpalle 00poOsSITH O1IbITy KUIBKICTh OJTHOYACHUX 3'€HAHb 1
MOKPAIIUTH 3arajibHy MPOTyKTUBHICTb.

[Toptu Ethernet. Minimym oaun mopt Gigabit Ethernet mns migkmoueHHs 10
iHTepHety. Kinbka nogatkoBux noptiB Gigabit Ethernet nnst migkimtoueHHs JTOKaIbHUX
IIPUCTPOIB.

BucHoBKH 10 ApYroro po3miiay

VY oMy pO31LUTl pO3MIISIHYTO IBa OCHOBHUX TUIU BIPTYaJIbHUX MPUBATHUX MEPEK
(VPN) — Site-to-Site VPN i Remote Access VPN, kokeH 3 SIKHX Ma€ CBOT 0COOJIUBOCTI,
nepeBary Ta ClieHapli BAKOPUCTAHHS.

Bubip mix numu tunamu VPN 3anexuth Bl KOHKPETHUX NOTPEO OpraHizarlii:
Site-to-Site VPN € ontumaibHUM I OCTIHHUX 3'€IHaHb MiX odicamu, Toii sk Remote
Access VPN 3abe3mneuye rHyuKiCTh AJis BIIJaJI€HUX KOPUCTYBaUiB.

Jani, B po3Aill HaBEIECHO 3arajbHy JIOTIYHY TOIOJOTII0 MEpeXi, IO UIFCTPYE
KOMOiHOBaHe BUKOpUCTaHHS 00o0x TumiB VPN. Bukopucrtanus iepapxidHoi Mojemi
MEpEexXi TaKOXK MiIKPECIIIOE MePEBAru, Takl SK MaclITabOBAHICTh, POCTOTA YIIPABIIHHS,
MOKpalieHa MPOIyKTUBHICTh 1 Oesrneka. lle mo3Bosisie cTBOpUTH HAIINHY Ta THYYKY
1H(}pacTpyKTypy, 110 BIAMOBIAAE BUMOTAM Cy4acHUX O13HEC-TIPOIIECIB.

Takox 111 yac BUKOHAHHA APYTOro po3aury 0yJio 3/11iiCHEHO BUO1p 00JaqHaHHS Ta

IPOBEIEHO PO3POOKY Ip-ampecartii
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PO341JI 3 HAJIAT'O/DKEHHA TA JOCII/PKEHHSA HIJICUCTEMUA
SAXUIIEHOI'O BIJJAJIEHOT'O JOCTVYI1Y HA BA3I PIIIEHHA SOFTETHER
VPN

3.1 Hanaroa:xeHHss koM’ r0TepHoi mepe:ki Ta Remote Access
Crnepiiry B Mepesxi 0yJIo HalamToBaHo ajapecalliro iHTeperciB MappyTH3aTOPIB.

Sk mpuKITan 1ajai HaBeaeHo HajamTyBaHHs Ha Serv-Head-6-1 ta Serv-Branch-6-1:

GNU nano 6.2 etc/netplan/01-network-manager-all.yaml

MetworkManager

192.168.2.1/24

Pucynok 3.1 — Hanaromkenns IP-aapecarii na Serv-Branch-6-1

GNU nano 6.2 etc/netplan/01-network-manager-all.yaml

192.168.1.1/24

192.168.2.0/24
! 14.24.6.2

Pucynok 3.2 — Hanaromkenns IP-aapecarii na Serv-Branch-6-1
byno mpoBeneno wnamamryBanHs VPN tumy Remote Access. [lami mokaszaHo
HaamTyBaHHs Ha Serv-Head-6-1:
3 odimiitnoro caitty SoftEther VPN 3aBanTa)keHO 1HCTANAIINHUMN TTAKET, Y SKOMY
oOpaHo Bepcilo, IO BIJAMOBIAAE ONeEpaliHii cucteMi. 3aBaHTaxeHUU daitn Mae
PO3IIMPEHHS .tar.gz, M0 CBIAYUTH PO TE, IO 1€ apXiB, KU MOTPIOHO pO3MaKyBaTH JIJIs

MoAAJIbIIOIO HAJTAITYyBAHHS.
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KaTaJor, 1 CTBOPIOETHCS AUPEKTOPIA vpnserver 13 ¢aiiiaMu, HeoOX1THUMU 1J11 pOOOTH

cepBepa.

root@student-VirtualBox:~# wget http://www.softether-download.com/files/softeth
erfv4.38-9760-rtm-2021.08.17-tree/Linux/SoftEther VPN Server/64bit - Intel x64 |
or_AMD64/softether-vpnserver-v4.38-9760-rtm-2021.088.17-1inux-x64-64bit.tar.gz
--2024-10-27 15:31:00-- http://www.softether-download.com/files/softether/v4.3
8-9760-rtm-2021.08.17-tree/Linux/SoftEther VPN Server/64bit - Intel x64 or_ AMD6
4/softether-vpnserver-v4.38-9760-rtm-2021.08.17-1linux-x64-64bit.tar.gz
Bn3Ha4vyeHHA iMeHl www.softether-download.com (www.softether-download.com).. 136.1
58.75.49

BcTaHOBAEHHA 3'€AHaHHA 3 www.softether-download.com (www.softether-download.com
)|130.158.75.49] :80... 3'€AHaHO.

HTTP-3anuT HagicnaHo, o4ylkyemo Ha BiagnoBifgb.. 200 0K

HoBxnHa: 7529219 (7,2M) [application/x-gzip]

3bepiraemo pgo ‘softether-vpnserver-v4.38-9760-rtm-2021.08.17-1inux-x64-64bit.ta
r.gz’

7,181  121KB/s 3a 35s

2024-10-27 15:31:36 (209 KB/s) - ‘softether-vpnserver-v4.38-9760-rtm-2021.08.17
-linux-x64-64bit.tar.gz’ 36epexeHo [7529219/7529219]

Pucynok 3.3 — 3aBantaxxenns nakety SoftEther VPN Server 3 odimiitHoro

cauTy

3a 101mOMOror0 HACTYIMHOI KOMaH/IX KOMaH/1a PO3NaKOBY€E apXiB y MOTOYHHMA

root@student-virtualBox:~# tar -xvzf softether-wvpnserver-v4.38-9760-rtm-2021.08
.17-1inux-x64-64bit.tar.gz

vpnserver f

vpnserver /Makefile

vpnserver/f.install.sh

vpnserver fReadMeFirst License.txt

vpnserver fAuthors. txt

vpnserver fReadMeFirst_Important_Notices_ja.txt
vpnserver fReadMeFirst Important Notices en.txt
vpnserver /fReadMeFirst_Important Notices cn.txt
vpnserver fcode/

vpnserver fcode/vpnserver.a

vpnserver fcode/vpncmd. a

vpnserver flib/

vpnserver /lib/libcharset.a

vpnserver flib/libcrypto.a

vpnserver flib/libedit.a

vpnserver /lib/libiconv.a

vpnserver /lib/libintelaes.a

vpnserver /lib/libncurses.a

vpnserver /lib/libssl.a

vpnserver flib/libz.a

vpnserver flib/License. txt

vpnserver fhamcore.se2

PucyHnok 3.4 — BuTsroeHHsi BMICTy TTakeTa

apxiBy. Komanna make 3amyckae nporec koMnisisitii BUXigHux ¢aitnis. Bona

BUKOPUCTOBYE (ailnu koHPiryparlii (3a3Buyaii, Makefile), siki MicTaTh iHCTpYyKIIIi, K

came 310paTtu nmporpamy. [Iportec KoMl CTBOPUTH BUKOHYBaHI (ailim vpnserver i

vpnemd, ki HeoOxiaH1 A 3amycKy Ta HanamryBanHs SoftEther VPN Server.

3MiiiCHEHO TIEPEMIIIICHHS Y KaTaJIOT Vpnserver, CTBOPEHUN 1] 4ac pO3MaKyBaHHs
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root@student-VirtualBox:~# cd vpnserver
root@student-virtualBox:~/vpnserver# make

server (Ver 4.38, Build 9760, Intel x64 / AMD64) for Linux Build

SoftEther Project at University of Tsukuba, Japan. All Rights Res

all contributors on SoftEther VPN project in GitHub.
Copyright (c) Daiyuu Nobori, SoftEther Project at University of Tsukuba, and So

ftEther Corporation.

Licensed under the Apache License, Version 2.8 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed
under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CO
NDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations
under the License.

Pucynox 3.5 — CtBopenns cepsepy SoftEther VPN
Jlnsa 3a0e3neueHHs 3axXuieHOCTI KoMaHna0i0 chmod 600 3MIHIOIOTECS T03BOJIH
Ju1s (baiiiTiB y KaTajao31 vpnserver, 1o 3arnooirae HecaHKI[IOHOBaHOMY AocTyIry. e
O3HayYae, 010 JOCTYII A0 (paililiB MaTUMe JIMIIE aAMIHICTPaTOop, 10 3a0e3Meuye

JIOAATKOBUM piBEHb OE3MEKH.

root@student-VirtualBox:~# cd fusr/localfvpnserver/
root@student-VirtualBox: fusrflocal/vpnserver# chmod 660 *

root@student-VirtualBox: fusrflocal/vpnserver# chmod 700 vpnserver
root@student-VirtualBox: fusrflocal/vpnserver# chmod 7600 wvpncmd
student-VirtualBox: /usr/local/vpnserver#

Pucynok 3.6 — BcTaHOBIJIEHHS J03BOJIIB JIJIsl KaTaJIory vpnserver
Cmy>x00Buii (haiis1 CTBOPIOETHCS AJIA aBTOMaTu3allii 3amycky VPN-cepsepa npu
KOXXHOMY TIepe3aBaHTaXKEHHI cucTeMHu. Y (aiiiii JoaeThes KOHPIryparlist cepBicy s

3amycky vpnserver. Ilicis 30epexxeHHs (ailsl akTUBY€ETHCSI 1711 aBTOMAaTUYHOTO CTapTy.
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GNU nano 6.2 etc/init.d/vpnserver

DAEMON=/usr/ Jvpnserver fvpnserver
LOCK=/var [lock/subsys/vpnserver
5]

Pucynok 3.7 — CTBOpeHHs cityK00BoT0 (haitiny

root@student-VirtualBox: fusr/local/vpnserver# chmod 755 /Jetc/init.d/vpnserver
root@student-virtualBox: fusr/local/vpnserver# fetc/init.d/vpnserver start
The SoftEther VPN Server service has been started.

Let's get started by accessing to the following URL from your PC:

https://10.8.2.15:5555/

or

https://16.6.2.15/

Note: IP address may vary. Specify your server's IP address.
A TLS certificate warning will appear because the server uses self signed certi
ficate by default. That is natural. Continue with ignoring the TLS warning.

Pucynok 3.8 — BcTaHoBiIeHHS 103BUTY Ha BUKOHAHHS IJIsI CITyKOOBOTO (haitiry

ta 3amyck SoftEther VPN

Komanoro ./vpnemd BiiKpUBa€eThCs TEKCTOBA KOHCOIb VPN-cepBepa, 1ie

aJMIHICTPATOP OTPUMYE IOCTYII 0 KOHPITypaIliii cepBepy, MOKe KepyBaTu

KOPUCTYBa4aMH Ta MEPEKEBUMU MapaMeTpaMH.
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- $ sudo ./vpncmd
vpncmd command - SoftEther VPN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.38 Build 9760 (English)

Compiled 2021/08/17 22:32:49 by buildsan at crosswin

Copyright (c) SoftEther VPN Project. All Rights Reserved.

By using vpncmd program, the following can be achieved.

1. Management of VPN Server or VPN Bridge
2. Management of VPN Client
3. Use of VPN Tools (certificate creation and Network Traffic Speed Test Tool)

Select 1, 2 or 3: 1

Specify the host name or IP address of the computer that the destination VPN Se
rver or VPN Bridge is operating on.

By specifying according to the format 'host name:port number', you can also spe
cify the port number.

(When the port number is unspecified, 443 is used.)

If nothing is input and the Enter key is pressed, the connection will be made t
o the port number 8888 of localhost (this computer).

Hostname of IP Address of Destination: 10.0.2.15:5555

If connecting to the server by Virtual Hub Admin Mode, please input the Virtual
Hub name.
If connecting by server admin mode, please press Enter without inputting anythi

Pucynok 3.9 — noctyn 1o konconi SoftEther VPN Server

You have administrator privileges for the entire VPN Server.

VPN Server>ServerPasswordSet

ServerPasswordSet command - Set VPN Server Administrator Password
Please enter the password. To cancel press the Ctrl+D key.

Password: **¥x%%
Confirm input: **%¥*%

The command completed successfully.

VPN serversj]
Pucynok 3.10 — BcTaHoBeHHs 11apoib st VPN
Komangoro HubCreate cTBoproeThest BipTyasibHUHN Xa0. Xab € BipTyalbHOIO
Mepexero BecepearHi VPN-cucteMu, 1 0 HbOTO N €IHYIOTHCSI KOPUCTYBayl s

CHIJIBHOTO JIOCTYIY.

VPN Server>HubCreate myhub
HubCreate command - Create New Virtual Hub
Please enter the password. To cancel press the Ctrl+D key.

Password: **¥%%%
Confirm input: ****%x*

The command completed successfully.

VPN Server>

Pucynox 3.11 — ctBopeHHSs Xa0y 1 BCTAHOBJICHHS MapOJTIO
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Server>Hub myhub
command - Select Virtual Hub to Manage
Virtual Hub "myhub" has been selected.

command completed successfully.

Server /myhub>
Pucynox 3.12 — [lepexia 10 CTBOPEHOTO KOHIIEHTpaTOpa
YBimkHenHsa pynkii Secure NAT komanaorw SecureNatEnable no3Boiise

npaioBaTH Xxaby SK BIpTyalbHIN Mepexi 3 JOCTYIIOM JI0 IHTEpHETY.

VPN Server/myhub>SecureNatEnable

SecureNatEnable command - Enable the Virtual NAT and DHCP Server Function (Secu
reNat Function)

The command completed successfully.

Pucynox 3.13 — HaganHus 103B0JTy KOHIIEHTpATOPY MPAIlOBaTH SIK BipTyaibHa
JIOKaJIbHA MEpPExXa
CtBOpeHHs 00J1IKOBOTO 3anucy KopucTyBaya. [licist cTBOpEeHHS KOPUCTYBady
MIPU3HAYAETHCS MApOJIb, 110 3a0e3euy€e Horo aBTeHTU(IKAIIIO MPU T AKIIOYCHHI.
VPN Server/myhub>UserCreate Kyrychenko
UserCreate command - Create User
Assigned Group Name:
User Full Name: OlgaKyrychenko

User Description: user

The command completed successfully.

VPN Server/myhub>
Pucynok 3.14 — CtBopenHs kopuctyBaya VPN

VPN Server/myhub>UserPasswordSet Kyrychenko

UserPasswordSet command - Set Password Authentication for User Auth Type and Se
t Password

Please enter the password. To cancel press the Ctrl+D key.

Password: ****#%
Confirm input: ******

The command completed successfully.

VPN Server/myhub>
Pucynok 3.15 — BcranosiienHst mapodto a1 kopuctyBadya VPN
Brorouenns [Psec (Internet Protocol Security), o miacuitoe 3axuct VPN,
CTBOPIOIOYM J0JaTKOBUH miap mudpyBanHs. Lleit mpoTtokos 3abe3neuye CyMiCHICTh

VPN 3 0i1b11ICTIO NPUCTPOIB, MIATPUMYE 3aXUILECHE 3'€IHAHHS 1 TOAATKOBO MHUDpye

Tpadik.
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VPN Server/myhub>IPsecEnable
IPsecEnable command - Enable or Disable IPsec VPN Server Function
Enable L2TP over IPsec Server Function (yes / no): yes

Enable Raw L2TP Server Function (yes / no): yes

Enable EtherIP / L2TPv3 over IPsec Server Function (yes / no): yes

Pre Shared Key for IPsec (Recommended: 9 letters at maximum): vpnserver
Default Virtual HUB in a case of omitting the HUB on the Username: myhub

The command completed successfully.

VPN Server /myhub>

Pucynok 3.16 — YBimMxHeHHs [Psec

Jani nanamrosano WS-Client-6-1:

root@student-VirtualBox:~# wget http://www.softether-download.com/files/softether/v4.38-9
760-rtm-2021.08.17-tree/Linux/SoftEther VPN_Client/64bit_-_Intel_x64_or_AMD64/softether-v
pnclient-v4.38-9760-rtm-2021.08.17-1linux-x64-64bit.tar.gz

--2024-10-27 14:21:00-- http://www.softether-download.com/files/softether/v4.38-9760-rtm
-2021.08.17-tree/Linux/SoftEther_VPN_Client/64bit_-_Intel x64_or_AMD64/softether-vpnclien
t-v4.38-9760-rtm-2021.08.17-1inux-x64-64bit.tar.gz

Bu3HayeHHA imeHl www.softether-download.com (www.softether-download.com).. 130.158.75.49
BcTaHoBNneHHA 3'e€aHaHHA 3 www.softether-download.com (www.softether-download.com)|130.158.
75.49]:80... 3’€gHaHo.

HTTP-3anuT HagicnaHo, o4yikyeMmo Ha Bianosigb.. 200 OK

JoBxuHa: 7529356 (7,2M) [application/x-gzip]

36epiraemo go ‘softether-vpnclient-v4.38-9760-rtm-2021.08.17-1inux-x64-64bit.tar.gz’

softether-vpnclient-v4 100%[ 7,18M 509KB/s 33 26s

2024-10-27 14:21:27 (282 KB/s) - ‘softether-vpnclient-v4.38-9760-rtm-2021.08.17-1inux-x64
-64bit.tar.gz’ 36epexeHo [7529356/7529356]

Pucynok 3.17 — 3aBanTaxenHs nakery kiienta SoftEther VP

root@student-VirtualBox:~# tar -xvzf softether-vpnclient-v4.38-9760-rtm-2021.08.17-1linux-
x64-64bit.tar.gz
vpnclient/
vpnclient/Makefile
vpnclient/.install.sh
vpnclient/ReadMeFirst_License.txt
vpnclient/Authors. txt
vpnclient/ReadMeFirst_Important_Notices_ja.txt
vpnclient/ReadMeFirst_Important_Notices_en.txt
vpnclient/ReadMeFirst_Important_Notices_cn.txt
vpnclient/code/
vpnclient/code/vpnclient.a
vpnclient/code/vpncmd.a
vpnclient/1ib/
vpnclient/1lib/1libcharset.a
vpnclient/1ib/1libcrypto.a
vpnclient/lib/libedit.a
vpnclient/1lib/1libiconv.a
vpnclient/1lib/1libintelaes.a
vpnclient/1lib/1libncurses.a
vpnclient/1ib/1libssl.a
vpnclient/1lib/1ibz.a
vpnclient/1lib/License. txt
vpnclient/hamcore.se2

Q :

Pucynox 3.18 — Po3makoBka aitry

Hactynna koMaHa KOMIITIOE BUXITHUHN KOJI, CTBOPIOIOYM BUKOHYBaH1 (haiiiu

1151 KiieHTebkoi yactuau SoftEther VPN. Tlicns nporo B kaTanosi 3’aBhasThes dhailau

vpnclient 1 vpnemd.
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root@student-VirtualBox:~# cd vpnclient
root@student-virtualBox:~/vpnclient# make

SoftEther VPN Client (Ver 4.38, Build 9760, Intel x64 / AMD64) for Linux Build Utility
Copyright (c) SoftEther Project at University of Tsukuba, Japan. All Rights Reserved.

Copyright (c) all contributors on SoftEther VPN project in GitHub.
Copyright (c) Daiyuu Nobori, SoftEther Project at University of Tsukuba, and SoftEther Co
rporation.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software distributed under the
License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND
, either express or implied.

See the License for the specific language governing permissions and limitations under the
License.

DISCLAIMER

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLU

Pucynok 3.19 — Ilepexin 10 po3nakoBaHOTO KATaJIOTy Ta MOr0 BCTAHOBJICHHS

3aBaHTakeHI1 CIieHapii cpouryoTh yrpaiinHs VPN-kiienTom. [le ocodauBo

BAYKJIMBO B KOPIIOPATUBHOMY CEPEOBUIII, /I HEOOX1THO IIBHUJIKO MIJKIIOYATUCS 200

Biaktouatucs Bi VPN, 3a0e3neuyroun ctabiabHe Ta Oe3MeUHe 3'€ JTHAHHS.

o remove-client.sh — Ckpunt m1s Bunaneuass VPN-kmienta SoftEther 3
cucteMu. BiH aBTOMartu3ye nmpoiec BUAaJEeHHs MPOorpaMHuX (pailiis i
HanamrtyBanb VPN-kimieHTa, 110 Moxe OyTH KOPUCHO 11T YaC OHOBJICHHS
a00 OYMIIIEHHS CUCTEMH.

o setup-client.sh — OcHoBHuIA crieHapili JUIT BCTAHOBJICHHS Ta 0a30BOT0O
HanamrtyBanHa VPN-kiienTa. Bin 103Bosisie aBTOMaTH3yBaTH BCTAHOBJICHHS
kimeHTchkoro komnoHnenty SoftEther VPN, 3a0e3neuyroun mBuake
HaJalTyBaHHs 0e3 HEOOX1AHOCTI BBOJUTU KOMaHU BPYUHY.

e vpn-connect.sh — Crienapiit qis miaxmoueHsst 10 VPN. Bin aktuBye
HaJamToBaHUM 00ikoBUi 3amuc VPN-kiieHTa, 3a0€3Mmeuyoun 3aXUIleHe
3'enHanHs1 3 VPN-cepBepoM OJJTHUM 3aITyCKOM.

o vpn-disconnect.sh — Cuenapiii quist Bigkmouenns Big VPN. Bin 3aBepinye
VPN-3'ennanHs, 1110 J03BOJII€ BUBUIBHUTH PECYPCH Ta MOBEPHYTHUCS J10

3BHYAMHOTO ITIKIIOUYCHHS 10 MEPExKi.
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o vpn_config — Koundirypamiitauii paiin nias VPN-kiieHTa, B SKOMY BKa3aHi
BC1 HEOOXI1/IHI HaJIAIITyBaHH, Taki sk [P-anpeca cepBepa, iM'st KopucTyBaua,
ImapoJib TOUIO.

root@student-virtualBox:~# cd /root/vpnscript
root@student-VirtualBox:~/vpnscript# wget https://raw.githubusercontent.com/mfa
izanse/intellexlab-files/main/softether-vpn-client/remove-client.sh
--2024-10-26 18:23:23-- https://raw.githubusercontent.com/mfaizanse/intellexla
b-files/main/softether-vpn-client/remove-client.sh
Bu3HayeHHa imeHl raw.githubusercontent.com (raw.githubusercontent.com).. 185.199
.108.133, 185.199.111.133, 185.199.110.133,
BcTaHoBneHHA 3'€gHaHHA 3 raw.githubusercontent.com (raw.githubusercontent.com)|
185.199.108.133|:443... 3’€aHaHo.
HTTP-3anuT HagilcnaHo, o4YikKyeMo Ha Bignosigb.. 200 OK
JoBxuHa: 485 [text/plain]
36epiraemo go ‘remove-client.sh’
remove-client.sh 100%[ 485 --.-KB/s 33 Os
2024-10-26 18:23:23 (55,4 MB/s) - ‘remove-client.sh’ 36epexeHo [485/485]
root@student-virtualBox:~/vpnscript# wget https://raw.githubusercontent.com/mfa
izanse/intellexlab-files/main/softether-vpn-client/setup-client.sh
--2024-10-26 18:23:40-- https://raw.githubusercontent.com/mfaizanse/intellexla
b-files/main/softether-vpn-client/setup-client.sh
Bu3HayeHHa imeHl raw.githubusercontent.com (raw.githubusercontent.com).. 185.199
.110.133, 185.199.109.133, 185.199.108.133,
BcTaHoBneHHA 3'€gHaHHA 3 raw.githubusercontent.com (raw.githubusercontent.com)|
185.199.110.133|:443... 3’€aHaHo.
HTTP-3anuT HagicnaHo, O4YikKyeMo Ha Bignosigb.. 200 OK
JoBxuHa: 693 [text/plain]
36epiraemo go ‘setup-client.sh’
setup-client.sh
Pucynok 3.20 — 3aBaHTakeHHs HEOOX1THUX CIIeHapIiB
root@student-virtualBox:~/vpnscript# wget https://raw.githubusercontent.com/mfa
izanse/intellexlab-files/main/softether-vpn-client/vpn-connect.sh
--2024-10-26 18:24:17-- https://raw.githubusercontent.com/mfaizanse/intellexla
b-files/main/softether-vpn-client/vpn-connect.sh
Bu3HayeHHAa imeHl raw.githubusercontent.com (raw.githubusercontent.com).. 185.199
.111.133, 185.199.108.133, 185.199.109.133,
BcTaHoBneHHA 3'e€gHaHHA 3 raw.githubusercontent.com (raw.githubusercontent.com) |
185.199.111.133|:443... 3’eaHaHo.
HTTP-3anuT HagicnaHo, o4YlkyeMo Ha Bignosigb.. 200 OK
JoBxuHa: 809 [text/plain]
36epiraemo go ‘vpn-connect.sh’
vpn-connect.sh 100%[ 809 --.-KB/s 3a Os
2024-10-26 18:24:18 (90,8 MB/s) - ‘vpn-connect.sh’ 36epexeHo [809/809]
root@student-VirtualBox:~/vpnscript# wget https://raw.githubusercontent.com/mfa
izanse/intellexlab-files/main/softether-vpn-client/vpn-disconnect.sh
--2024-10-26 18:24:28-- https://raw.githubusercontent.com/mfaizanse/intellexla
b-files/main/softether-vpn-client/vpn-disconnect.sh
Bu3HauyeHHA iMmeHl raw.githubusercontent.com (raw.githubusercontent.com).. 185.199
.108.133, 185.199.111.133, 185.199.109.133,
BcTaHoBneHHA 3'eaHaHHA 3 raw.githubusercontent.com (raw.githubusercontent.com)|
185.199.108.133|:443... 3’eaHaHo.
HTTP-3anuT HagicnaHo, o4YlkyeMo Ha Bignosigb.. 200 OK
JoBxuHa: 266 [text/plain]
36epiraemo go ‘vpn-disconnect.sh’
vpn-disconnect.sh 100%[ 266 --.-KB/s 3a 0s
2024-10-26 18:24:29 (34,6 MB/s) - ‘vpn-disconnect.sh’ 36epexeHo [266/266]
root@student-virtualBox:~/vpnscript#
Pucynoxk 3.21 — 3aBanTaxxeHHs1 HEOOX1THUX CIICHAPIiB
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root@student-VirtualBox:~/vpnscript# wget https://raw.githubusercontent.com/mfa
izanse/intellexlab-files/main/softether-vpn-client/vpn_config

--2024-10-26 18:24:52-- https://raw.githubusercontent.com/mfaizanse/intellexla
b-files/main/softether-vpn-client/vpn_config

Bu3HayeHHa imeHl raw.githubusercontent.com (raw.githubusercontent.com).. 185.199
.110.133, 185.199.109.133, 185.199.111.133,

BcTaHoBNeHHA 3'€AHaHHA 3 raw.githubusercontent.com (raw.githubusercontent.com) |
185.199.110.133|:443... 3’€gHaHo.

HTTP-3anuT HagicnaHo, o4yikyemo Ha BignoBigb.. 200 OK

JoBxuHa: 149 [text/plain]

36epiraemo go ‘vpn_config’

vpn_config 149 --.-KB/s 3a Os
2024-10-26 18:24:52 (18,0 MB/s) - ‘vpn_config’ 36epexeHo [149/149]

root@student-VirtualBox:~/vpnscript#

Pucynok 3.22 — 3aBaHTa)keHHs HEOOX1THUX CIIeHapIiB
GNU nano 6.2 vpn config
CLIENT_DIR="/root/vpnclient"

NIC_NAME:"niCl"

ACCOUNT_NAME="Kyrychenko"

VPN_HOST_IPv4="14.24.6.1"
LOCAL_GATEWAY="10.0.2.255"

Pucynok 3.23 — Buznauenns [P-anpecu cepsepa VPN, kopuctyBaua Ta MuI03y

VPN Client=AccountCreate Kyrychenko

AccountCreate command - Create New VPN Connection Setting
Destination VPN Server Host Name and Port Number: 14.24.6.1:443
Destination Virtual Hub Name: myhub

Connecting User Name: Kyrychenko

Used Virtual Network Adapter Name: nicil

The command completed successfully.

vpncmd command - SoftEther VPN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.38 Build 9760 (English)

Compiled 2021/08/17 22:32:49 by buildsan at crosswin

Copyright (c) SoftEther VPN Project. All Rights Reserved.

Connected to VPN Client "localhost”.

VPN Client>AccountPassword Kyrychenko

AccountPasswordSet command - Set User Authentication Type of VPN Connection Setting to P3
ssword Authentication

Please enter the password. To cancel press the Ctrl+D key.

Password: *¥*¥*%
Confirm input: **%***

Specify standard or radius: radius
The command completed successfully.

root@student-VirtualBox:~/vpnscript#

Pucynok 3.24 — Hanauus nanux cepsepa VPN
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AccountCreate command - Create New VPN Connection Setting
Destination VPN Server Host Name and Port Number: 10.0.2.15:443

Destination Virtual Hub Name: myhub

Connecting User Name: Kyrychenko

Used Virtual Network Adapter Name: nici

Error occurred. (Error code: 34)

VPN Connection Setting with the specified name already exists.
vpncmd command - SoftEther VPN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.38 Build 9760 (English)

Compiled 2021/08/17 22:32:49 by buildsan at crosswin

Copyright (c) SoftEther VPN Project. ALl Rights Reserved.

Connected to VPN Client "localhost".

VPN Client>AccountPassword Kyrychenko

AccountPasswordSet command - Set User Authentication Type of VPN Connection Setf
ing to Password Authentication

Please enter the password. To cancel press the Ctrl+D key.

Pucynok 3.25 — Hapanns nanux cepsepa VPN
3.2 Haaaromxenns Site-to-site VPN
VY npomy posnii onmcaHo HajamTyBaHHs Site-10-Site VPN s 3’enHaHHS Mix
neHTpaibHuM odicom (Serv-Head-6-1) Ta ¢imero (Serv-Branch-6-1), mo 3a6e3neuye
OpsMUM  JAOCTyH MUK JIOKaJbHUMU MepexamMu 000X Jokaliid. byno mnpoBeneHo
HanamryBaHas VPN tumy Site-t0-Site. J{ami nmokasano HanamtyBaHHs Ha Serv-Head-6-
1. Komanma sudo ./vpncmd 3amyckae koHcoib SoftEther VPN s momanbioro

HanamryBanas VPN Ha cepBepi ieHTpaibHOTo odicy.
Hostname of IP Address of Destination:

If connecting to the server by Virtual Hub Admin Mode, please input the virtual
Hub name.

If connecting by server admin mode, please press Enter without inputting anythi
ng.

Specify Virtual Hub Name:

Password: **&*%%

Connection has been established with VPN Server "localhost" (port 443).

You have administrator privileges for the entire VPN Server.

VPN Server=HubCreate myhub2
HubCreate command - Create New Virtual Hub
Please enter the password. To cancel press the Ctrl+D key.

Password: *****x*
Confirm input: ***¥*#%*

The command completed successfully.

Pucynok 3.26 — 3amyck sudo ./vpnemd
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I{st komaH 1@ CTBOPIOE BIpTYyalibHUM Xab myhub2, sikuii Oyjie BUKOPHCTOBYBATHUCH

TS 3’ €THAHHS 3 BIIJIAJICHOIO MEPEXKEIO.

VPN Server>HubCreate myhub2
HubCreate command - Create New Virtual Hub
Please enter the password. To cancel press the Ctrl+D key.

Password: *¥**%¥%
Confirm input: **%%*%

e command completed successfully.

Server=Hub myhub2

command - Select Virtual Hub to Manage
e Virtual Hub "myhub2" has been selected.
e command completed successfully.

Pucynox 3.27 — CTBopeHH BipTyalbHOTO Xaly

VPN Server /myhub2=UserCreate Branch
UserCreate command - Create User
Assigned Group MName:

User Full Name: Branch Office

User Description: site-to-site

The command completed successfully.

VPN Server/myhub2>

Pucynok 3.28 — CTBOpeHHs 0011KOBOI0 3anucy KopuctyBauda st VPN

VPN Server/myhub2=UserPasswordSet Branch

UserPasswordSet command - Set Password Authentication for User Auth Type and
t Password

Please enter the password. To cancel press the Ctrl+D key.

Password: *#*¥%#x
Confirm input: #****x

The command completed successfully.

VPN Server /myhub2>

Pucynok 3.29 — BcTaHoBIIEeHHS TApOJTIO AJ1s1 KOPUCTyBava
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Jam namamroBaHo Serv-Branch-6-1:

:-% sudo apt-get install build-essential gnupg2 gcc m
ake -y
[sudo] naponk go student:
34MTYBAHHA NepenikiB NaKyHKiB... BWKOHaHoO
NMofynoBa AepeBa 3aNeXHOCTEA... BMKOHaHO
34yMTyBaHHA 1Hpopmauiil npo cTaH... BHKOHaHO
gcc BXe € HoeBow Bepciew (4:11.2.0-1ubuntul).
make BXe € HoBow Bepciew (4.3-4.1build1).
ByAe BcTaHoeBneHo Takl gopaTtkoBl nakyHkw:
dpkg-dev fakeroot g++ g++-11 libalgorithm-diff-perl
libalgorithm-diff-xs-perl libalgorithm-merge-perl libdpkg-perl libfakeroot
libfile-fcntllock-perl libstdc++-11-dev lto-disabled-list
MponoHoBaHL NakKyHKM:
debian-keyring g++-multilib g++-11-multilib gcc-11-doc git bzr
libstdc++-11-doc
HOBI nakyHku, Aki ByayTe BCTaHoBAeHi:
build-essential dpkg-dev fakeroot g++ g++-11 gnupg2 libalgorithm-diff-perl
libalgorithm-diff-xs-perl libalgorithm-merge-perl libdpkg-perl libfakeroot
libfile-fentllock-perl libstdc++-11-dev lto-disabled-list
OHOBAEHO O, BCTaHoBiAeHo 14 HosBux, O BigmiveHo ans swpganeHHA 1 © He OHOBNEHO.
HeobxigHo 3aBaHTaxuTH 14,8 MB apxisisb.
Micna yiel onepauyii ob'em 3aiiHATOro AMCKOBOro NpocTopy 3pocTe Ha 54,5 MB.
IrH:1 http:/f/ua.archive.ubuntu.comfubuntu jammy/main amd64 libstdc++-11-dev amd
64 11.2.0-19%9ubuntul
IrH:2 http:/f/ua.archive.ubuntu.comfubuntu jammy/main amd64 g++-11 amd64 11.2.0-
19ubuntul
IrH:3 http://ua.archive.ubuntu.comfubuntu jammy/main amd64 g++ amd64 4:11.2.0-1
ubuntul

Pucynok 3.30 — BcraHoBieHHsSI HEOOX1THUX TAaKETIB

Komanpa 3aBanTaxye naker VPN Bridge ms Linux.

:-% wget http://www.softether-download.com/files/soft
ether/v4.38-9760-rtm-2021.08.17-tree/Linux/SoftEther_VPN_Bridge/64bit_-_Intel_x
64_or_AMD64/softether-vpnbridge-v4.38-9760-rtm-2021.08.17-1inux-x64-64bit.tar.g
z
--2024-10-29 16:19:08-- http://www.softether-download.com/files/softether/v4.3
B-9760-rtm-2021.08.17-tree/Linux/SoftEther_VPN_Bridge/64bit_-_Intel_x64_or_AMD6
4/softether-vpnbridge-v4.38-9760-rtm-2021.08.17-linux-x64-64bit.tar.gz
BM3HadeHHA imeHl www.softether-download.com (www.softether-download.com).. 130.1
58.75.49
BCcTaHOBNEHHA 3'€fHAHHA www.softether-download.com (www.softether-download.com
)1130.158.75.49|:80... 3’€gHaHo.

HTTP-3anuT HaglcnaHo, o4ikyemo Ha slgnosifgb.. 200 OK

NoBxuHa: 7529274 (7,2M) [application/x-gzip]

36epiraemo pgo ‘softether-vpnbridge-v4.38-9760-rtm-2021.08.17-1inux-x64-64bit.ta
r.gz’

3
=

softether-vpnbridge 100%[ 7,18M 382KB/s 33 35s

2024-10-29 16:19:44 (209 KB/fs) - ‘softether-vpnbridge-v4.38-9760-rtm-2021.08.17
-linux-x64-64bit.tar.gz’ 36epexeHo [7529274/7529274]

Pucynok 3.31 — 3aBantaxenns nakery SoftEther VPN Bridge

:-$ tar -xvzf softether-vpnbridge-v4.38-9760-rtm-202
.B8.17-1inux-x64-64bit.tar.gz
vpnbridge/
vpnbridge /Makefile
vpnbridge/.install.sh
vpnbridge/ReadMeFirst_License.txt
vpnbridge/Authors. txt
vpnbridge /ReadMeFirst Important Notices ja.txt
vpnbridge /ReadMeFirst_Important_Notices_en.txt
vpnbridge /ReadMeFirst_Important_Notices_cn.txt
vpnbridge/codef
vpnbridge/code/vpnbridge.a
vpnbridge/code/vpncmd. a
vpnbridge/1ib/
vpnbridge/1lib/libcharset.a
vpnbridge/1ib/libcrypto.a
vpnbridge/1ib/libedit.a
vpnbridge/1ib/1libiconv.a
vpnbridge/1ib/1libintelaes.a
vpnbridge/1ib/1ibncurses.a
vpnbridge/1ib/1ibssl.a
vpnbridge/1ib/1ibz.a
vpnbridge/1ib/License. txt
vpnbridge/hamcore.se2

Pucynok 3.32 — BuTaraenss BMicTy nakeTa
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B $ ./vpnbridge start
The SoftEther VPN Bridge service has been started.

Warning: The current user context is non-root. It is recommended to run the VPN

service by the root user. Although the VPN service may run under non-root user
s, some privilege-required functions (e.g. the local bridge function) need the

root privilege.

Let's get started by accessing to the following URL from your PC:
https://10.0.2.15:5555/
or
https://10.8.2.15/
Note: IP address may vary. Specify your server's IP address.

A TLS certificate warning will appear because the server uses self signed certi
ficate by default. That is natural. Continue with ignoring the TLS warning.

Pucynox 3.33 — 3anmyck VPN Bridge

1106 mo3BoJUTH IPHUCTPOSM (iTiamy JOCTYII 0 JJOKATBHOT MEpexKi
IeHTpajabHOTO 0(icy, MpoBeeHo HajamTyBaHHs Local Bridge mix Virtual Hub 1
JoKalbHUM 1HTepdeiicoMm Mepexi. HacTynmHa koMaHaa CTBOPIOE JTIOKATBHUNM MICT M1
BIpTyaJIbHUM XaboMm myhub?2 i pi3uyHUM MepexkeBUM iHTEpPEiicoMm, 1110 T03BOJISE

OPUCTPOSIM y PiIil OTpUMATH AOCTYI 10 PECYPCIB MEPEXi LIEHTPATBLHOTO 0dicy.

VPN Server>BridgeCreate CentralOffice fDEVICE:"enp@s8" /TAP:yes

BridgeCreate command - Create Local Bridge Connection

While in the condition that occurs immediately after a new bridge connection is
made when bridging to a physical network adapter, depending on the type of net

work adapter, there are cases where it will not be possible to communicate usin
g TCP/IP to the network adapter using a bridge connection from a computer on th
e virtual network.

(This phenomenon is known to occur for Intel and Broadcom network adapters.)

If this issue arises, remedy the situation by restarting the computer on which
VPN Server [/ Bridge is running. Normal communication will be possible after the
computer has restarted.

Also many wireless network adapters will not respond to the sending of packets

in promiscuous mode and when this occurs you will be unable to use the Local Br
idge. If this issue arises, try using a regular wired network adapter instead o
f the wireless network adapter.

Instructions for Local Bridge on VM

It has been detected that the VPN Server might be running on a VM (Virtual Mach
ine) suchlike VMware or Hyper-V. Read the following instructions carefully. If
you are not using a VM, please ignore this message.

Some VMs prohibit the "Promiscuous Mode" (MAC Address Spoofing) on the network
adapters by default.

Pucynok 3.34 — HanamryBanns Local Bridge

3.3. TectyBaHHs1 p00OOTH Mepe:xi

[Ticns nanamryBanns Site-10-Site VPN HeoOxiqHO0 nmepekonartucs, mo VPN-
3’e¢JHaHHS (DYHKIIIOHYE HAJIEKHUM YUHOM, a MIPUCTPOI 3 PLIii MOKYTh NIAKIIOYATUCS
710 pecypciB neHTpambHOTo odicy uepe3 VPN. V oMy miapo3iii onrcano mporec
TECTYBaHHS HaJAIUTyBaHb, BKJItOUarouu orpuManHs [P-anpecu ywepe3 DHCP,

Hi,I[KJ'HO‘IeHHH a0 iHTCpHeTy, a TaKOK BUKOPHUCTAaHH:A ,Z[iaFHOCTI/I‘{HI/IX KOMaH/.
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:$ ip addr show enp0Os3
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default qlen 1000
link/ether 08:00:27:73:c4:25 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enp@s3
valid_1ft 86335sec preferred_1ft 86335sec
inet6 feB80::a00:27ff:fe73:c425/64 scope link
valid_1ft forever preferred_1ft forever
:S ping 8.8.8.8
.8.8 (8.8.8.8) 56(84) bytes of data.
from 8.8.8.8: icmp_seq=1 ttl=111 time=36.5
from 8.8.8.8: icmp_seq=2 ttl=111 time=33.9
from 8.8.8.8: icmp_seq=3 ttl=111 time=35.4
64 bytes from 8.8.8.8: icmp_seq=4 ttl=111 time=36.0
nE
- 8.8.8.8 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 33.902/35.451/36.525/0.976 ms

Pucynox 3.35 — I[lepeBipka orpumanas DHCP-anpecu
Ta MAKIIOYEHHS 10 IHTEPHETY
I{s komMaHa MOKa3ye CIUCOK aKTHBHUX ceciii Ha VPN-cepBepi. Bona mo3Bosie

NEePEBIPUTH, UM IPUCTPOI (HTIT MIIKIIOUEHI IO cepBepa.

VPN Server/myhub>SessionList
SessionList command - Get List of Connected Sessions
Item

................ Fo i
Session Name | SID-SECURENAT-1
VLAN ID | -

Location | SecureNAT Session
User Name | SecureNAT

Source Host Name|Virtual Host

TCP Connections |None

Transfer Bytes |182,512

Transfer Packets|2,992

The command completed successfully.

Pucynok 3.36 — Pe3ynbTaT BUKOHaHHS KOMaH 11 SessionList
Komanga SecureNatHostGet no3Bosisie meperisiHy TH TOTOYHI HAJIAIITYBaHHS

dbynkuii SecureNAT na VPN-cepBepi, Bkitouaroun nmapamerpu |P-anpecarrii.

VPN Server/myhub>SecureNatHostGet
SecureNatHostGet command - Get Network Interface Setting of Virtual Host of Sec
ureNAT Function

........... e e
MAC Address|5E-B6-72-68-DD-5D

IP Address |14.24.6.1

Subnet Mask|255.255.255.0

The command completed successfully.

Pucynok 3.37 — Pesynbrar Bukonanss komanan SecureNatHostGet

VPN Server fmyhub>SecureNatHostSet

SecureNatHostSet command - Change Network Interface Setting of virtual Host of
SecureNAT Function

MAC Address:

IP Address: 14.24.6.1

Subnet Mask: 255.255.255.0

The command completed successfully.

Pucynok 3.38 — Pe3ynbrat BukoHanus komanau SecureNatHostSet
I{s xomanna BcTanoBmto€ TiakIoueHHs 10 VPN-cepBepa, BAKOPHCTOBYIOUN

NOMNepeHbO HANAIITOBAHUN OOJIIKOBHM 3aITUC KITIEHTA.
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root@student-virtualBox:~/vpnscript# ./vpn-connect.sh

Stopping the SoftEther VPN Client service ...

SoftEther VPN Client service has been stopped.

The SoftEther VPN Client service has been started.

vpncmd command - SeftEther VPN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.38 Build 9760 (English)

Compiled 2021/08/17 22:32:49 by buildsan at crosswin

Copyright (c) softEther VPN Project. All Rights Reserved.

Connected to VPN Client "localhost".
VPN Client>AccountConnect Kyrychenko
AccountConnect command - Start Connection to VPN Server using VPN Connection Setting

The command completed successfully.

vpncmd command - SeftEther VPN Command Line Management Utility

SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.38 Build 9760 (English)

Compiled 2021/08/17 22:32:49 by buildsan at crosswin
Copyright (c) softEther VPN Project. All Rights Reserved.

Connected to VPN Client "localhost”.

VPN Client=AccountList
AccountList command - Get List of VPN Connection Settings

,,,,,,,,,,,,,,,,,,,,,,,,,,,, e e e
VPN Connection Setting Mame |Kyrychenko

Status | Connecting

VPN Server Hostname |14.24.6.1:443 (Direct TCP/IP Connection)
Virtual Hub |myhub

virtual Metwork Adapter Name|nicl

The command completed successfully.

Pucynoxk 3.39 — Iligxmrouenns 1o VPN cepsepa

BuCHOBKM 10 TPETHOI0 PO3aiLy

VY xoni BUKOHaHHS poOOTH OyJ0 MPOBEACHO HAJAIITYBaHHS Ta TECTyBaHHS
CUCTEMH MepexKeBoro 3axucty Ha ocHoBi SoftEther VPN. V nepmomy nigpo3aini 0yiio
HanamroBano VPN tunmy Remote Access, 110 103BOJUIIO BiJIJaJICHOMY KOPHUCTyBady
O€3MeYHO MIIKJIIYaTUCA 10 KopropatuBHOT Mepexi. lle 3abe3meunsno 3axunieHui
JIOCTYT JI0 PECypcCiB KOMIaHIi, 1110 € KPUTUYHO BAKIIMBUM Yy CYy4aCHOMY CEpPEJIOBHIIII, /1€
CHIBPOOITHUKY YaCcTO MPAIIOIOTH 3 PI3HUX JIOKAITIH.

VY apyromy mipo3aiai Oysio peanizoBaHo HamamrtyBaHHs Site-t0-Site VPN, 1o
JT03BOJIMIIO 3B'si3aTH (i KoMIaHii 3 neHTpaibHuM odicom. Lle pimenns 3abe3neunio
Oe3meyHuil KaHal 3B'SI3Ky MK JIBOMa OKPEMHUMHU MEpEeXaMu, 1110 J03BOJISIE IPUCTPOSIM
B3a€EMOJIISITH TaK, HIOM BOHU MepeOyBaloTh B OJIHIN JOKaJIbHIN Mepexi. HamamtyBanHus
Local Bridge Takox 3a06e3meunsio 3py4qHuil JOCTYM JI0 JIOKAJIbHUX PECYPCIB.

VY tperbomy miapo3auii OyJ0 MpOBeNeHO TecTyBaHHs (yHKiioHyBaHHS VPN, B
pe3ysbTaTi 4oro OyJI0 TMIATBEP/PKEHO CTAOUIBHICTh Ta HAAIMHICTh HalAIlITyBaHb.

BukopucranHas aiarHOCTHYHUX KOoMaH, Takux sk SessionList Ta SecureNatHostGet,
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JTIO3BOJIUJIO TIEPEKOHATUCS B YCIIIIHOMY HiAKIIOYeHH1 TpUCcTpoiB 10 VPN 1 miarsepautu

orpumanHsi DHCP-anpec.

Kupuuenxo O.JI1.

Ljyp H. O.

3mmn.

Apk.

Ne 0okym.

ITionuc

Hama

KKIKB.KP.6 —125-01-1T13

Apx.

48




BHUCHOBKU

VY nepmomMy po3aim Oyau AOCTIHKEHI Ta BUBYCHI TEOPETUYHI ACMEKTH 3aXHUCTY
mepexi 3 BukopuctaHHsaMm SoftEther VPN Server. [IpoBeaeHo nperanbHuil aHami3
KITIOYOBHX CKJIAOBHX 11bOro VPN, 110 703BOMUB BUSBUTH OCHOBHI XapaKTEPUCTUKU Ta
MosxinBocTi SoftEther VPN, siki poOisTh HOTO MOMYJISIPHUM 1 THYYKUM PIIIEHHSIM JJIsI
CTBOPEHHSI 3aXMIIEHUX Mepex. Takoxk JOCHIKEeHO OCHOBHI KoMmroHeHTH SoftEther
VPN, iioro Hemomiku Ta mepeBaru, 1o 3a0e3rneuye KOMIUIEKCHE PO3YMIHHSA HOTO
dbynkuionyBanHsa. Apxitekrypa SoftEther VPN Oyna mnpoananmizoBaHa, a crnocoou
B3a€MO/I11 MI>)K KOMIIOHEHTaMU JIeTaTbHO BUBYEHI, 10 MATBEPKY€E €PEKTUBHICTD JAHOT
TEXHOJIOT1I JIJIs1 3a0€3MeUEeHHS MEPEKEBOI OE3MEKH.

VY npyromy posnuii Oyjo AOCHIKEHO Pi3HI aCHEKTH IPOCKTYBAaHHS TOIOJIOTIT
KOMIT FOTEpPHOT MeEpexi, BKIIOYaruu po3poOKy cuctemu I[P-agpecamii Ta BHOIp
HEOOX1THOTO OOJaJHAHHS JJIsg opraHizaiii pobotu Mepexi. Po3pobnena moriuyHa
TOIOJIOTIA MEpeXki OpraHizailii, [0 BpaxoBYye 1€papXiyHy MOJelb Ta oprasizaiito VPN-
KaHaTiB, BKJIIOYAIOUM LEHTpAIbHUN odic, ¢umanm Ta BIIJAJIEHOIO0 KOPUCTyBaya.
CrBopeHo cxema I[P-aapecamii miis KOXHOI migMepexi, mo 3abesneuye epeKTHBHE
BUKOPUCTAHHS AJIPECHOTO MPOCTOPY Ta CIPOIIY€E YHPABIIHHSI 1 MOHITOPUHI MEPEXI.
OO0pani cepBepH, KOMyTaTOPH Ta JOMAIITHIA MapIIpyTU3aTOP BIAMOBIAAINA BCIM BUMOTaM
MPOCKTY, 30KpeMa MOXJIHMBOCTI BcTaHoBlieHHS SoftEther VPN Ta nmocratHpoi
MPOJAYKTUBHOCTI 00JIaIHAHHS.

Y TperboMy po3nimi Ticas HamamTyBaHHA Remote Access Oyio ycHinmHo
peani3oBaHO JIOCTYN BiJJIaJIEHUX KOPUCTYBayiB JO KOPIOPATUBHOI MEpexi, IO
MIITBEP/IKYE MOXJIUBICTh O€3MeyHoi poOOTH B yMOBax BIJAAJICHOTO IOCTymy. bymo
HajamToBaHo Site-t0-Site VPN, mio 3a06e3nedye HamiiiHe 3'€HaHHSA MK (igiagaMyd Ta
HEHTPAIbHUM O(dicoM, IO MiABUIILYE €(EKTUBHICTh cHuIbHOI poOoTH. IIpoBeneHo
TECTyBaHHS pOOOTH MEPEXKI, SIKE MiITBEPUIIO CTA0ITEHICTD, 0€3MEKY Ta MPOTYKTHUBHICTh
CTBOPEHOI 1HPPACTPYKTYPH.

VY pesynbTaTi mpoBeaeHO nmoBHUM orjsia TexHosorii SoftEther VPN, po3po6iieHo

TOTIOJIOTIF0 MEpEeXi, BUKOHAHO mpoekTyBaHHs [P-agpecarii ta oOpaHo HeoOXimHE
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oOJlafHaHHS JJId peajizalii MpPOeKTy, 3AIMCHEHO MOOyJA0BYy MEpexXi Ta IMPOBEICHO

HEOOX1/TH1 HaJaITyBaHHS.

Taxkum urHOM, pe3yabTaTH POOOTH CBITYAThH MPO YCIIIIHY peati3allifo MPOeKTy 3

HaJAITyBaHHS O€3MEYHUX MEPEeKEBUX 3'€qHAHb Ta MIATBEPHKYIOTh JOIUIBHICTD

BukopuctanHsa SoftEther VPN mist 3a0e3neueHns 3aXuCTy AaHUX 1 3pyYHOCTI JOCTYILY

JI0 pecypciB.
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