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AHOTALA

[TosicHIOBabHA 3aMucka 10 KBaidikaiiiiHoi poOoTu Oakanaspa Ha TeMy «IIpoekt
indopmMariiiinoi BeOcuctemu Ha 6a3i pimeHb Microsoft» cknagaeTscs 3 BCTyILy, TPHOX
pO3ALJIiB OCHOBHOT'O TEKCTY, BACHOBKIB, CIIUCKY BUKOPUCTAHO] JIITEpaTypH Ta I’ ATH J10-
natkiB. TekcroBa yacTMHa BHKJIazeHa Ha 80 cTOpiHKaxX ApykoBaHOro Tekcty. Ilosc-
HIOBAJIbHA 3aMiCKa Ma€e 9 CTOpPiHOK AoAaTKiB. CIIMCOK BUKOPUCTAHUX JKEpe MICTHTH 3 1
HaliMeHyBaHb 1 3aiiMae 3 cTopiHku. B poboTi HaBeneHO 64 pUCyHKH, 5 TaOIULb. 3araib-
HU 00csAr po6oTu — 93 CTOPIHKH.

Mertoro kBamidikariiiHoi poboTH GakanaBpa € po3podka iHpopmaliiiHoi BeGcuc-
TeMH Ha 0a3i pimeHb Microsoft.

[Mepumii po3ain MPUCBAYEHUN 3arajlbHOMY OIJIAQY CY4YacHHUX TEXHOJIOrid Ta
pillieHb, SIKi BUKOPUCTOBYIOTHCS Uil CTBOpeHHs BeOcucteM. [IpoaHanizoBaHO OCHOBHI
KOMITIOHEHTH BeOiH(pacTpyKTypHu Ta OOIpYHTOBAHO BHOIp TEXHOJIOTIYHOI MIaThopMH
VTSl peajtizallil MPOEKTY.

Jlpyruii po3ais 30cepe’keHO Ha CTBOPEHHI CepBEPHOro cepeloBUlIa IJ1sl pO3rop-
TaHHS Be03acTocyHKy. OnucaHo eTany HaJlallTyBaHHS onepaliiHOl CUCTEMH, BCTAHOB-
JIeHHsI HeOOXiIHOrO MPOrpaMHOro 3ade3nedeHHs Ta MiArOTOBKH CepeloBHIla I Po3-
MIIIEHHS CaUTy.

Tperiii po3aia onucye MpoLec po3ropTaHHs BeO3acTOCYHKY Ha cepBepi, a TaKOX
BIPOBA/DKEHHS 1HCTPYMEHTIB [Jisi 3a0e3nedyeHHsl cTabuLIbHOI Ta HaJilHOI poOOTH Cu-
cremu. byno peanizoBaHO MexaHI3MU OajlaHCYyBaHHS HaBaHTA)KEHHS, MOHITOPUHIY Ta
MapipyTu3auii. BukoHaHo nepeBipky npaue3naTHocTi BebcucteMu. [IpoBeneHo TecTy-
BaHHs (YHKLIOHAJIBHOCTI, JOCTYITHOCTI, CTa0IBHOCTI pOOOTH CalTy Ta e(eKTUBHOCTI
3aCTOCOBAHUX pillleHb II0A0 Oe3MeKU Ta CTIMKOCTI O HaBaHTaXEeHb.

Y BHCHOBKY BiZoOpa)kaHO IMiJICyMKH BUKOHAHOI pOOOTH Ta pO3IJISHYTO MepcreK-
THUBH TIOJAJIBILIOTO PO3BUTKY.

Kmouosi ciosa: OITEPALIIMHA CUCTEMA, BEBCAUT, BESCEPBEP, BA3A
JAHUX, BAJJAHCYBAHHA HABAHTAXEHHS, MOHITOPUHTI.
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ANNOTATION

The explanatory note to the bachelor's qualification work titled "Project of an In-
formation Web System Based on Microsoft Solutions" consists of an introduction, four
chapters, conclusions, a list of references, and appendices. The textual part is presented
on 80 pages of printed text. The explanatory note includes 9 pages of appendices. The list
of references contains 31 sources and occupies 3 pages. The work includes 64 figures and
5 tables. The total volume of the work is 93 pages.

The purpose of the bachelor's qualification work is the development of an infor-
mation web system based on Microsoft technologies.

The first chapter is dedicated to a general overview of modern technologies and
solutions used for building web systems. The main components of web infrastructure are
analyzed, and the technological platform chosen for the implementation of the project is
justified.

The second chapter focuses on the creation of the server environment for deploying
the web application. It describes the steps of configuring the operating system, installing
the necessary software, and preparing the environment for hosting the website.

The third chapter covers the deployment of the web application on the server, as
well as the implementation of tools to ensure the stability and reliability of the system.
Load balancing, monitoring, and routing mechanisms were implemented. The operability
of the web system was verified. Functionality, availability, system stability, and the ef-
fectiveness of the applied security and load-resistance solutions were tested.

The conclusion presents a summary of the completed work.

Keywords: OPERATING SYSTEM, WEBSITE, WEBSERVER, DATABASE,
LOAD BALANCING, MONITORING.
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ARR - Application Request Routing
IIS — Internet Information Services

MS SQL - Microsoft SQL Server

[TEPEJIIK YMOBHUX ITO3HAYEHb

VM — Virtual Machine

OC - omepariiifHa cucTeMa

CYB/l — cuctema ynpaBiiiHHs 0a3amMu TaHUX
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BCTVII

AKTyajbHicTh TeMu. CydacHUI PO3BUTOK 1HPOPMAIITHUX TEXHOJOTIN 3HAYHO
BILUIMBA€E Ha OOMIH 1H(OpPMAITIE€I0 Ta B3a€EMOJIII0 MK KOPUCTYBa4aMu, poOJIsTIM BEOTEX-
HOJIOT1i BaXXJIMBOIO CKJIAJIOBOIO CydyacHUX iH(popMariitHux cucreM. HeoOxiaHICTh CTBO-
PEHHs HaIMHUX, 0e3neYHuX 1 ePEeKTUBHUX BEOCHUCTEM, 3JaTHUX IpaIOBATH 1]l BUCO-
KMM HaBaHTXKECHHSIM 1 3a0e3nedyBaTu 0e3nepepBHUN JOCTYI KOPUCTYyBavyaM, € OJIHIEIO 3
KIIIOYOBHX BHMOT Cy4acHOi iH(opmariitHoi iHppacTpykTypu. BeG3actocynku Bimirpa-
I0Th BaXKJIUBY POJIb Y CYCIIUJIBCTBI, aBBTOMATHU3YIOUH PI3HOMaHITHI IIPOIIECH Ta MOKpaIry-
I0YH B3a€MO/III0 MK KOPHCTyBa4aMH 1 1H(QOPMAaLIMHUMHU PECYPCaMHU.

Mertoro kBasti(ikaniiHoi podoTH € TOCTIHKEHHS Ta MPAKTUYHA peasi3allis MPoLecy
CTBOPEHHS 1 HaJaITyBaHHs BeOcepBepa Ha 0asi Internet Information Services (IIS), posrop-
TaHHS Be0O3aCTOCYHKIB, CTBOPEHUX 13 BUKOpUcTaHHM I1atpopmu ASP.NET Core Ta 3a0e3me-
YeHHsI X CTaOUTBHOT 1 6e31e"Ho0i poOOTH Y BIpTyasIi30BaHOMY cepeioBuiiil. [IpoekT cripsimoBa-
HUIA Ha 3100yTTs1 HABUYOK aJMIHICTPYBAaHHS CEPBEPHOI 1HYPACTPYKTYPH, HAJIAILITYBAHHS Be-
O1H(DpaCTPyKTypH 1 BIPOBAKEHHS MEXaHI3MIB MOHITOPHUHTY, OaJTaHCYBaHHSI HABAHTAKEHHS
Ta 3aXUCTY JaHUX.

J7is MOCATHEHHSI IOCTaBJICHOT METH OyJI0 BU3HAYEHO HACTYITHI 3aBJaHHS:

1. IlpoBectn anaini3 mpoOiIeMaTHKU Ta IPEIMETHOI 00J1acTi, 110 OB’ s3aHa 3 BeO-
CepBEpaMH Ta XMapHOIO 1HGPACTPYKTYPOIO.

2. Po3poOuTu apxiTeKTypy Ta 3IIMCHUTH MPOEKTYBaHHS 1H(pOpMaIliiiHoi BeOCH-
cTemMu Ha 0a3i pimenb Microsoft.

3. PeanizyBaTu po3ropTaHHs cailTy Ha BeOcepBepi, HAJIAIITYBaTH MOHITOPUHT Ta
OaylaHCyBaHHS HAaBAaHTA>KCHHS.

4. TlpoBectu TecTyBaHHS poOOTH BeOCepBepa Ta B€O3aCTOCYHKY, IEPEBIPUTH PO-
00Ty CHCTEM MOHITOPUHTY Ta OajaHCyBaHHS HaBaHTa)KCHHS.

006’€KTOM TOCITiKEHHSI € TIPOIEC PO3TOPTAHHS Ta HAJAIITYBaHHS Be03aCTOCYH-
KiB 1 cepBepHOi 1H(pacTpyKTypu Ha 0a3i TexHozoriid Microsoft, 3okpema IIS Ta mardo-

pmu ASP.NET Core.
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IIpenmeTomM mocaiTzKeHHsI € METOAM Ta 3acoOu HanamTyBaHHsS Bebcepsepa IIS,
posroptanHs Be03acTocyHkiB Ha tuiatdopmi ASP.NET Core, a Tako BUKOPUCTAHHS 1H-
CTPYMEHTIB MOHITOPUHTY, OajaHCyBaHHs HaBaHTa)KCHHS Ta 3a0e3MeueHHs Oe3neKu Beo-
CHCTEM.

VY mporeci BUKOHAaHHS KBaTiikamiifHOi podoTu 0ys10 po3po0iieHO TPOoeKT iHbOP-
Martiiaoi Beocuctemu 3 Bukopuctanusm IIS ta mmarpopmu ASP.NET Core, 1m0 3a6e3-
neuye cTabuIbHy Ta 0e3reuny podoTy Be03aCTOCYHKY 3 MIATPUMKOIO MOHITOPHHTY 1 0a-

JIAHCYBAHHS HaBAHTAKCHHS.
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PO3IJI 1 AHAJII3 KJIFIOYOBUX KOMIIOHEHTIB BEBCTEKY

1.1 Orasix Ta NOPIBHSIHHA Cy4aCcHHMX BeOcepBepiB

Ha cyuacHomy etami po3BUTKY iH(QOpPMAIIMHUX TEXHOJIOTiM, KOJH IH(PPOBI
CepBICH, BeO3aCTOCYHKHU Ta OHJIAWH-TUIAT(GOPMH CTaIH HEeBIAAUIHPHOK YaCTUHOO TTOBCS-
KJIEHHOTO >KUTTA, BeOCEpPBEpU BIAIrparOTh KIIOYOBY pOJib y 3a0€3MeUYeHH] CTabiIbHOT,
0e3medHol Ta MBHUAKOI B3aEMOJIl MK KOPHCTyBa4eM i CUCTEMOI. BOHM BUKOHYIOTH
BXJIMB1 (PYHKIIIT 110,10 0OpOOKH 3amuTIB, KEPYBaHHS MIAKIIOUYCHHIMHU, MapIIpyTU3aLlii
Tpadiky Ta mMaciTabyBaHHS 3aCTOCYHKIB. Y 3B’S3Ky 31 3pOCTaHHSM HaBaHTa)KEHb Ha
BeOIH(PpaCTPYKTYpYy, Aeaali OLIbIIe yBAark NPUAUIIETHCS BUOOPY ONTUMAIBHOTO BeOCep-
Bepa, HOro HaJIAIITyBaHHIO, O€3Melll Ta BIJIMOBOCTIHKOCTI.

Ha cporonni nHavinomymsprimumu BeOcepBepamu (puc.l.1) € Nginx, Apache,
Cloudflare Server, LiteSpeed ta Microsoft IIS [1]. BoHu BUKOPUCTOBYIOTBHCS JIJIs
00po6ku HTTP-3anuTiB, po3ropTaHHs Be03aCTOCYHKIB 1 3a0€3IeUEHHsI 10CTYITy A0 BEO-
caiftiB. L1 cepBepH CTaHOBIJIATH OCHOBY Cy4aCHOTO IHTEPHETY, KO’KEH Ma€ CBOI IepeBaru

JUTSL pI3HUX THUITIB IPOEKTIB.

2024 2024 2024 2024 2024 2024 2024 2025 2025 2025 2025 2025 2025
1 Jun 1 Jul 1Aug 1Sep 10ct 1MNov 1Dec 1 Jan 1 Feb 1Mar 1Apr 1 May 1 Jun

Nginx 34.2% 34.1% 34.0% 33.9% 332.8% 33.8% 323.8% 33.9% 323.9% 33.8% 33.8% 33.8% 33.8%
Apache 20.8% 20.5% 29.1% 20.0% 28.8% 28.7% 28.3% 27.5% 27.0% 26.8% 26.6% 26.4% 26.2%

Cloudflare Server 21.9% 22.2% 22.5% 22.6% 22.7% 22.7% 22.6% 22.9% 23.1% 23.3% 23.3% 23.6% 23.8%

LiteSpeed 13.2% 13.4% 13.5% 13.7% 13.8% 14.0% 14.0% 14.1% 14.3% 14.53% 14.6% 14.6% 14.6%
NOde.jS 3.3% 3.3% 3.4% 3.5% 3.5% 3.6% 3.8% 3.9% 4.1% 4.2% 4.3% 4.4% 4.5%
Microsoft-1IS 4.7% 4.6% 4.5% 4.5% 4.4% 4.4% 4.3% 4.2% 4.2% 4.1% 4.1% 4.0% 3.9%
Envoy 0.4% 0.4% 0.4% 0.5% 0.4% 0.4% 0.9% 1.2% 1.2% 1.2% 1.2% 1.3% 1.4%

Google Servers 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8% 0.8%
Caddy 0.2% 0.2% 0.2% 0.2% 0.2% 0.3% 0.3% 0.3% 0.3% 0.3% 0.3% 0.3% 0.3%
IdeaWebServer 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1%
Tengine 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1%

Kestrel 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1%

Pucynox 1.1 — Peittunr HalimonyispHimux BeocepBepin [1]

Internet Information Services (IIS) — e Bebcepep Biag Microsoft, sikuii npaiiroe Ha

omnepariianx cucremax Windows. BiH BUKOpUCTOBYEThCS JIJ1s1 XOCTUHTY BeOCaiTiB, BEO-
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3aCTOCYHKIB Ta CITy>KO0, MIATPUMYIOUH K CTATUYHUHN, TaK 1 JUHAMIYHUI KOHTEHT. Y pei-
TUHTY HaWMOMyJISIpHIIIKUX BeOCEpBEPIB BiH IMOCIIa€ mocTe Micie, micis Nginx, Apache,
Cloudflare Server, LiteSpeed Ta Node.js.

Cepen ocHOBHUX MOJMBocTel IIS BapTO BUIUIMTH MIATPUMKY IIUPOKOTO CIIEK-
Tpy npotoko:mis, Bkaouatoun HTTP, HTTPS, FTP, FTPS, SMTP, NNTP, a takox HO-
Bimni Bepcii HTTP/2 1 HTTP/3. HasiBHICTS MOIYIbHOT apXiTEKTYPH, IOYUHAIOYH 3 BEPCii
7.0, 103BOJISIE THYYKO KEPYBAaTU BCTAHOBIECHUMH KOMIIOHEHTaMHU, IO 3HUXKYE MOTECH-
[IiHY TTOBEPXHIO aTakM Ta MiJABUIILYE 3arajibHy MPOJYKTUBHICTH CUCTEMHU. TiCHA 1HTET-
paiis 3 matdopmoro ASP.NET cnporiye po3ropranss Ta agMiHICTpyBaHHSI Be03acTo-
CYHKIB, a MATpUMKaA JojaaTkoBux TexHousorid, tTakux sk PHP, CGI, FastCGI i1 ISAPI,
PO3LIMPIOE MOKIIMBOCTI CTBOPEHHS TMHAMIYHOTO KOHTEHTY. OCOOIMBY yBary npuaiieHO
oesmeni: IS miarpumye kinpka MeTo/iB aBTeHTU(IKaIi — 6a30By, Windows-aBTeHTH-
Gikaliro, a TaKOK aBTEHTU(IKAIIIIO 32 JIONMTOMOT0I0 cepTU(IKaTIB, 1 I03BOJISIE BAKOPUCTO-
ByBaTu TLS /14 3axuiieHoro 3’€1HaHHS.

Cepen mepeBar IIS MoxHa Bim3HauuTH Moro rimboKy iHTerpamiro 3 Windows
Server 1 Active Directory, 110 3Ha4HO MOJIETIIY€E YIPABIIHHA KOPUCTyBayaMu, ITpaBaMu
JIOCTYITy Ta MoJiTuKamu Oesneku. HasBHicTh 3pyuHOro rpadiudoro intepdeiicy IS
Manager 3a6e3neuye koM(popTHE KOH(DIrypyBaHHs Ta MOHITOPUHI poOOTH BeOCEpBEPY.
3aBAsSKM MIATPUMII MacIITa0yBaHHSA 1 MOJIMBOCTI HaJAlITOBYBATH KUJIbKa pOOOUYMX
npouecis, [IS no3Bosnsie eheKTUBHO pO3MONAIIATH HABAaHTAXKEHHS Ta BUKOPUCTOBYBATU
pecypcu cucteMu. Takok Ba)KJIMBO, 1[0 OCTaHHI Bepcli cepBepa MiATPUMYIOTh CydacHI
BeOctranmaptu, Britouaroun HTTP/2, HTTP/3, WebSocket ta iHmi Texnosorii, mo 3a-
Oe3revye HOoro akTyallbHICTh Yy Cy4acHOMY BeOcepenoBuilli [2].

Application Request Routing (ARR) — 1ie noTy»He po3mmpenns g IS, sike pos-
IIUPIOE CTAaHAAPTHI MOXKIIMBOCTI BeOcepBepa, IEPETBOPIOIOYH HOTO Ha 3BOPOTHHUH MTPOKCI
Ta OaJlaHCYBaJIbHUK HaBAaHTaXEHHS. Horo ocHoBHE npusHaueHHsA-npunmaru HTTP-3a-
MIUTHU B KJIIEHTIB 1 IEPEHANPABIISITH 1X HA 1HII CEpBEPU B OCKEH/I1, TOOTO BUKOHYBATH
POJIb TIOCEpETHUKA MIXK KITIEHTOM 1 B€03aCTOCYHKAaMM, 110 PO3TOPHYTI Ha PI3HUX XOCTaX.

ARR akTHBHO BUKOPHCTOBYETHCS y BEIUKHUX 1HPPACTPYKTYpaxX, 1€ OJUH CEpPBEP

IIS BucTymae BXiTHOIO TOUKOIO (gateway), 10 po3MOALIsIE HABAHTAXKEHHS MK KiJTbKOMa
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CepBEpaMH 3aCTOCYHKIB. BiH m03BoJisie 31iiicCHIOBaTH OanaHCyBaHHS HABAHTAXXEHHS 3
ypaxyBaHHSIM CTaHy C€pBepiB, 00Upar0YM HAWMEHII 3aBaHTa)KEeH1 400 HANTIIBU/III BY3JIH.
[le oco0nmBO KOpUCHO i 3a0€3MEUYEeHHs BUCOKOI JOCTYMHOCTI Ta MacIITabOBaHOCTI
BeOCEpBICIB.

I'omoeHi dyukii Application Request Routing oXomutroi0Th HU3KY BaKIMBUX MO-
AKIJIMBOCTEH, SIKI pOOISATH HOTO €(hEeKTUBHUM 1HCTPYMEHTOM I poOOTH 3 BeOTpadikom.
[To-nepiie, ARR BUKOHYE poJib 3BOPOTHOTO MPOKCi-CepBepa, MPUUMarOUH BX1H1 3aITUTH
1 IEpeHANPaBIIAIOYH 1X Ha BIAMOBITHI OeKeHI-cepBepr. BiH Takoxk 3a0e3meuye OanaHcy-
BaHHS HABAaHTKEHHSI MK KIJIbKOMa cepBepaMu, BAKOPUCTOBYIOUH Pi3HI aITOPUTMH, 30-
KpeMa KpyroBe OMUTYBaHHS, PO3MOALT 3a MPOJYKTUBHICTIO 200 3 ypaxyBaHHSIM CTaHy
JIOCTYITHOCTI cepBepiB. OJIHIEI0 3 KOPUCHUX (DYHKIIN € MOXKIMBICTh MApLIPYyTU3ALlil 3a-
nuTiB Ha ocHoB1 URL-anpec, 3aronoBkis, cookies ta inmux napamerpis. ARR migrpumye
KCIIyBaHHS BIAMOBIAECH, MO0 JO3BOJISE€ 3MCHINWTH HABAHTAKCHHS HA CEPBEPH,
0OpOOJIst0UM YaCTUHY 3amuTiB 0€3 MOBTOPHOTO 3BepHEHHS /10 OekeHay. Kpim Toro, BiH
BukoHye SSL offloading, ToOTO 3HIMae HaBaHTa)XKEHHS 3 JIOAATKIB, PO3IMIHUGPOBYIOUN
HTTPS-3'ennanns Ha cBoemy piBHi. [lle oHI€I0 BaXIIMBOIO (PYHKIIIEIO € IHTETpallis 3
Web Farm Framework, o 3a0e3nedye aBToMatr3oBaHe po3ropTaHHs BeOpepm, MOHITO-
PUHT CTaHy CEpBEPIB 1 CHHXPOHI3a11k0 KOHTEHTY MK HUMH [3].

besneka B IIS (Internet Information Services) € 0iHI€IO 3 TOJIOBHUX TT€peBaAr 1[bOro
BeOcepBepa. BoHa peanizyeTbes Ha KITBKOX PIBHSX-B1JI 0a30BUX MEXaH13MiB aBTEHTH(]I-
Kallii 0 THy4KOi CUCTEMHU J03BOJIIB 1 3aXUCTy Tpadiky uepe3 SSL/TLS.

IS miaTpumye pi3HiI TUITU aBTEHTU]IKAIII: aHOHIMHY, 6a30BYy, (POPMHY, aBTCHTHU-
dikamiro Windows. Ile m03BoJsIe THYYKO 0OMEXKYyBaTH JIOCTYII 10 OKPEMHX PECypciB abo
3aCTOCYHKIB, OCOOJIMBO SIKIIIO cepBep Mpalitoe y 38’3111 3 Active Directory. Kpim mporo,
IIS no3Bosie 3amaBaT IeTAIbHI IIpaBUjIa aBTOPHU3AIlii, IKIi BA3HAYAIOTh, XTO MOXE 3BEp-
TaTUCA 0 MEBHUX YACTUH CalTy, HA OCHOBI poJieil abo rpyn KOpUCTYBaUiB.

Jna nonatkoBoro 3axucty Microsoft npononye URLScan 1 Request Filtering, siki

JOTIOMAararoTh OJIOKYBATH IM1I03P1LJi 3aMUTH III€ 10 TOTO, K BOHU OymyTh 00poOJIeHI 3a-

CTOCYHKOM [4].
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[aTerparis 3 iHmmMu npoaykramu Microsoft, IIS mae TicHuit 38’5130k 13 Microsoft

SQL Server (MS SQL), 110 crportirye po3ropTaHHs Be03aCTOCYHKIB, 5K 30epiratoTh 1 00-
poOusitoTh naHi. 3okpema, BeoaoaaTku Ha ASP.NET moxyTh j1erko mpaiiroBatu 3 6azamu
nanux SQL Server, a IS 3a6e3neuye 3pydHe cepeoBUIIE ISl IXHbOTO XOCTHHTY.
Kpim toro, IIS inTerpyerscs 3 Windows Server, PowerShell (ans aBTomatuzanii Hana-
TyBaHb), System Center ()11 MOHITOPUHTY), Azure ()11 XMapHOTO PO3TOPTaHHs), a Ta-
kox 3 Visual Studio, 1o nmosermrye po3po0OKy, HaJaroKeHHs 1 My OTiKallio 3aCTOCYHKIB
Oe3mocepeIHbo Ha cepBep. Taka rmmboka B3aemMoist poouTs IIS KIr090oBUM eleMeHTOM
y moOya0Bi MacTaboBaHUX, OE3MEYHUX Ta 1HTETPOBAHUX PIIICHb Y cepeaoBHIl Mi-
crosoft.

Cepen nepomikiB IIS MoxHa BiA3HAUMTH OOMEKEHHS MIAT(MOPMHU, OCKIIBKH BIH
GyHKIIIOHYE BUKIIOYHO Ha omepaliiinux cucremMax Windows, 110 3BY»Ky€ MOKIUBOCTI
BUOOpPY XOCTUHT-cepeaoBHIl. He3pakaroun Ha MIATPUMKY CTOPOHHIX TEXHOJIOT1M, TAKUX
sk PHP uu CGI, piBeHsb iHTErpallii Ta THyYKICTh Y BUKOPUCTAHHI MOXKYTh MOCTYHaTHCS
1HIIMM BeOcepBepaM, 30kpema Apache a6o Nginx. Takox BapTO BpaxOBYyBaTH BapTIiCTh
JiueH3yBaHHs: po3ropTaHHs IS 3a3Buuaiil nependavae BukopuctanHs Windows Server,
10 MOKe OyTH 3HAYHO JOPOKYUM 32 O€3KOIITOBHI AIbTCPHATHBH.

Cepen HalimonmyJsipHIIIUX BeOCEpBEPIB CbOTOJHI JiAUPYIOTh Nginx, Apache ta
Cloudflare Server. KoxxeH 3 HUX Ma€e CBOi 0COOJIMBOCTI Ta MEpPEBary, siKi BU3HAYAIOTh iX
BUKOPHUCTAHHSA B PI3HUX CEPEIOBHIINAX.

Nginx cTaB 0COOJMBO MOMYJISIPHUM 3aBJASKM CBOiM BHCOKINA MPOTYKTHUBHOCTI Ta
31aTHOCTI OOpOOJISITH THUCSYl OJTHOYACHUX 3'€HAHb 3 MIHIMAJIBHHUM CIIOKHBAHHSIM pe-
cypcis. Moro apxitexrypa Ha 6a3i moiii 703BoIs1€ eheKTUBHO MPALIIOBATH ITiJ] BEIMKAM
HABAHTAKEHHAM, 110 pOOUTH MOTO 17I€albHUM BUOOPOM JI CAalTIB 3 BUCOKUM TPAPIKOM.
Nginx 4yacTO BUKOPUCTOBYETHCS SIK 3BOPOTHHI MpoKci abo OajaHCyBaJbHUK HaBaHTa-
KEHHS TIepe]] IHIMUMHU CepBepaMH YW JOAATKaMH, BKJIIOYAIOUW Ti, IO MPAIfOIOTh Ha
Node.js abo [5].

Apache, xoua # crapimmuii 3a Nginx, 10Ci 3aJUIITAETHCS OAHUM 3 HAWTIOTIUPEHIIITUX

BeOcepBepiB. Moro nepepara-iie THy4KicTh y KOH(irypaiii Ta 6aratuii Habip MOIyiB,
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110 JTO3BOJISIE HAJIAIITYBATH CEPBEP MPAKTUUHO 111 Oy 1b-sKi moTpedu. Apache no6pe iH-
TErpyeThCS 3 PI3HUMHU CHUCTEMaMU KEpPyBaHHS KOHTEHTOM, 30kpema WordPress, 1 yacto
BUKOPHCTOBYETHCS B MO€NHAHHI 3 Linux [6].

Cloudflare Server He € TUIIOBUM BeOCEPBEPOM Y KIITACUYHOMY PO3YMIHHI, OCKIIBKA
BiH Mpaifoe B Mexax rinobanbpHoi iHppacTpyktypu CDN (Content Delivery Network).
Horo ronosHa (yHKIif-3a0e3MedeHHs BUIKOI JOCTABKH KOHTEHTY, KEIIyBaHHS Ta 3a-
xucT Big DdoS-atak. Lle cepBepHa miardopma, sika mpuitMae 3aluTy Ha TII00ATLHOMY
piBHI Ta mepeaae iX 10 OpUTIHAIBHUX CepBepiB (origin servers), Takux sk Nginx abo
Apache [7] .

Sxmo nmopiBHIOBaTH 111 cepBepu 3 Microsoft 1IS, To ciix 3a3nauutu, mo IS mae
HalTIcHINY 1HTerpaunito 3 Windows-ekocucremoro. Lle poouts iloro Halikpamum BUOO-
POM ISl 3aCTOCYHKIB, po3pobienux Ha .NET a0o 117151 KopriopaTUBHOTO cepeAoBHUILA, 1€
BUKOpUCTOBY€EThCS Active Directory. BogHnouac, Nginx 1 Apache kpanie nigxoasiTh s
BHCOKOHABAHTAXKEHUX MyOIIYHHUX CaiTiB, 0c00MMBO Ha miaTdopMi Linux. Bonu € 6ubin
YHIBEPCAJTIBLHUMU 3 TOUKHU 30py MIATPUMKHU P13HUX MOB MPOTPaMyBaHHS Ta XOCTHUHI-CE-
penosuil. Cloudflare Server >k B3arai npairoe K rio0aqibHUN 3aXUCHUM 1 ONITUMI3YIO-
Uil map HaJ IHIIMMH cepBepamu, ToMy Oe3nocepeanno 3 IIS He koHKypye, a ckopire
JIOIIOBHIOE MOTO.

Takum unHOM, IIS Mae cBoi nepeBaru B KOPOpaTMBHOMY CEPEOBHIIL, aJl€ MOCTY-
NAETHCSI THYYKICTIO Ta MPOJYKTUBHICTIO B yMOBaX BEJIMKOTO HaBaHTA)KCHHS, /i€ Kpallle

cebe nposBisAtoTh Nginx 1 Apache.

1.2 IlopiBHAHHS cepBEPHUX ONEPANIHHUX CUCTEM

VY cyyacHomy 1udpoBOMy cepeOBUII CEPBEPHI ONEpalliifHi CUCTEMHU BIIITPaOTh
KIIFOUOBY POJIb y 3a0e3nedeHH] (QyHKIIIOHYBaHHS KOPIIOPATUBHUX MEPEK, BEOPECypciB,
BIpTyalli30BaHUX cepenoBulll 1 xmapHux miatdopm. Bubip OC Bu3zHauae piBeHb HaI1M-
HOCTI, O€3MeKH, MPOAYKTHBHOCTI Ta 3py4YHOCTI aamiHicTpyBaHHs [T-iHpacTpykTypH.
IcHye Kilbka OCHOBHHMX CEPBEPHHMX OMEPALIMHUX CHUCTEM, SIKI IIMPOKO BUKOPHUCTOBY-

10Tbesl B cydacHux IT-iHppactpykrypax. Cepen HUX HaWOLIbITY MOMYJISPHICTh MAIOTh
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Linux, Windows Server, Unix Ta macOS Server. KoxxHa 3 HEUX Ma€ CBOi 0COOJIMBOCTI,
nepeBaru i cpepu 3aCTOCyBaHHS.

Windows Server-iie cepBepHa omnepailiiiHa cucTteMa, po3po0iaeHa KOpPIopari€ero
Microsoft, sika ciy>XKUTh OCHOBOIO JIJIsl TOOYA0BH HAIMHOT KOPIIOPATUBHOI 1HPPACTPYK-
Typu. BoHa miaTpuMye MUPOKHA CIEKTP pojei 1 PyHKIiH, TakuX K JOMEHHa cIy>k0a
Active Directory, daiinoBi Ta npunT-cepBepu, Beocepsep (IIS), BipTyamizaris, 3acodu
Oe3MeKy, BiJajieHe KepyBaHHs Ta 1HIEe. 3aBASKHM TICHIN 1HTETpallii 3 1HIIMMH TPOTyK-
tamu Microsoft, 11 OC 4acTo € 0CHOBOIO JJ11 KOPIIOPATUBHOTO CEPEIOBHUIIA HA Oa3i TEX-
Housoriit Windows.

Windows Server cTtBopeHO i 3a0e3MeueHHs IEHTPai30BaHOrO YIPaBIIHHS
KOMIT'IOTEPHHMH MepeKaMH. 1oro BHUKOPHCTOBYIOTh y JCPKABHHX YCTaHOBAX,
MIPUEMCTBAX, OaHKaX, HAaBYAIbHUX 3aKJIaJlax-BCIOJIH, JIe MOTPIOHO 00'€HATH OaraTo
KOMIT FOTEp1B, KOPUCTYBAYiB, JAHHUX 1 CEPBICIB B €IMHY KEPOBAHY CUCTEMY.

Windows Server Mmae HU3KY KJIFOYOBUX KOMITOHEHTIB, sIKi 3a0€3Me4yl0Th Horo Oa-
raTo(pyHKI[IOHAJIbHICTh Ta €()EKTUBHICTh Y KOPIOpPATUBHOMY cepenoBuli. OaHuM i3
[EHTpalbHUX elieMeHTIB € Active Directory (AD) - cuctema, 1o J03BOJIsIE€ LIEHTPATI30-
BaHO KepYyBaTH OOJIIKOBUMH 3aMMCAMH KOPUCTYBAYiB 1 KOMIT FOTEPiB, KOHTPOIIOBATH J0-
CTYII IO PECYPCIB Ta BIPOBAIXKYBATH MOJITHKU O€3NeKH. 3aBASKHU LIbOMY aJIMIHICTPATOP
MOJKE€ YTPABIISTH BCIEI0 MEPEKEIO 3 €UHOTO IICHTPY.

[le oquum BaxknuBuM iHCTpYMeHTOM € Group Policy (GPO), sika no3Bomsie 3ana-
BaTH MpaBUJIa JJIs1 KOPUCTYBAUiB 1 KOMII FOTEPIB y Mexkax JAoMeHy. 3a nonomororw GPO
MO>KHA, HAIIPUKJIIAJ], OOMEXHUTH TOCTYTI JI0 TeBHUX (DYyHKIIIM cucTeMH, 3a00pOHUTH BCTa-
HOBJICHHS TIpOrpaM ab0 HaJAITYBATH CTAaHAAPTHUHN BUTIISIT poOOYOTO CTOIY.

Jlns Biptyamizanii B Windows Server interpoano Hyper-V-rinepsizop, 1o a03-
BOJISIE€ 3aIlyCKaTH KUIbKa BIPTyaJlbHUX MAaIUH Ha ogHOMY ¢izuuHoMy cepsepl. Lle mae
3MOTY 3HaYHO 36KOHOMHUTH PECYPCH Ta THYYKO KEPYBaTH CEPBEPHOIO IHPPACTPYKTYPOIO
[8].

Windows Server-11e notysxHa, HaaiitHa uiatdopma st mooynosu I T-iHpacTpyk-
Typu Oyb-Koro Macmtady. Ii ronoBHa nepesara-riauboka iHTErpanis 3 iHIIUMH IIPO-

nyktamu Microsoft, 1ieHTpaiizoBaHe ympaBlliHHS Ta BUCOKUM piBeHb Oe3neku. Bona
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0COOJIMBO MOIYJISIPHA B KOPIIOPATUBHOMY CEPEIOBHIII, 1€ MOTPiOHA MATPUMKA TOMEHIB,
MOITUK 0€3MeKH, BIAaICHOTO JOCTYITy Ta BipTyaJsi3arlii.

Linux € o/HI€I0 3 HAUMOTYXHIIIMX 1 HAUTHYYKIMINUX MIaTPOPM ISl CEPBEPHOTO
BUKOPHMCTaHHs. [i HOMyNSApHIiCTh 3yMOBIIeHa HU3KOI0 (DAKTOPIB, cepesl AKUX-BiAKpHTHIL
BUXIJTHUH KO, BACOKUH PiBE€Hb OE3IMEKH, MACIITA00BAHICTh Ta THYYKICTh HAJIAINITYBaHb.
Linux € ocHOBOIO Jj1s1 OUTBIIOCTI BEOpECYypCiB, XOCTUHT-TIIATGOPM, CEpBEPHUX 1HPpa-
CTPYKTYD, KIIACTEpPHUX CUCTEM Ta XMapHUX CEPEIOBUIII.

Ha Bigminy Big komepiiiitanx OC, Linux goctymHa 0€3K0omToBHO (y OUTBIIOCTI
JTUCTPUOYTHUBIB), 1110 JI03BOJISIE CYTTEBO 3HU3UTH BUTPATH HA PO3TOPTAHHS Ta 0OCIYTOBY-
BaHHs cepBepHOI iHpacTpykTypu. BomHouac, 3aBAsSKHU BIIKPUTOMY KOIY, aJIMIHICTpa-
TOPH MArOTh 3MOTY JIETaJIbHO HAJIAIITOBYBAaTH CUCTEMY IiJl BIACHI NOTPEOH, 3MIHIOBATH
il KOMIIOHEHTHU Ta aAaNTyBaTH (PYHKI[IOHAIBHICTb.

HuctpuOyTtusu Linux - 1e pi3Hi Bepcii onepaniiiHoi CHCTEMH, CTBOPEHI JIs PI3HUX
uineit. Hanpukian, Ubuntu Server 4acTo BUKOPUCTOBY€ETHCS 3aB/ASIKM MPOCTOTI B HaJIAIII-
TyBaHHI Ta BEJMKIA criapHOTI; Debian - 3a ctabinpHIcTh; CentOS/AlmaLlinux 1 RHEL -
y KOPIOPAaTUBHOMY CEPEAOBHIILIL 32 MIATPUMKY, JIOBTOCTPOKOBI OHOBJIEHHS Ta BUCOKY Ha-
JIHAHICTD.

Linux marpumye mmpokuid cnektp cepepHoro 113 - takux sk Apache, Nginx,
MySQL, PostgreSQL, Docker, Kubernetes, Samba, a Takox pi3HOMaHITHI 3aCO0U MOHi-
TOPUHTY, PE3€PBHOTO KOIiIOBaHHA Ta aBToMatu3ailii (Ansible, Puppet, Zabbix tomio). Le
Jla€ 3MOTy oOyayBaTH MOBHOLIHHY CepBEpHY 1HQPACTPYKTYypy O€3 MPUB'SA3KU A0 NEB-
HOT'O BEHJI0pa.

Cepgepu Ha 6a3i Linux Bi3Ha4arOTHCSI BUCOKOIO CTAOUIBHICTIO B poOOTI - OaraTto
CUCTEM MOXYTb O€31epepBHO (PYHKIIIOHYBATH pOKaMu 0€3 MOoTpeOu rnepe3aBaHTaKEHHS.
Takox Linux Tpaguiiiiino BBaxkaeTbes 0e3neunimoo OC 3aBasiki MOAYIBHOCTI, MPO30-
POCT1 KOy Ta aKTUBHOMY BHUSIBJICHHIO BPA3JIMBOCTEN CIJIBHOTOO [9].

Unix - 11e poauHa onepariiHux CUCTeM, 5Kl € mpabarbkamMu Linux, ane BUKOpH-
CTOBYIOThCS TIEPEBAKHO Y BETTUKUX KOPIIOPATUBHUX CEPEOBUINAX TA B TATY35X, /1€ BaXkK-
nuBa Oe3nepeOdiitHa poboTa cucTeM (Hampukiajd, OaHKIBChbKa CIpaBa, TEIEKOMYHIKAIIT).

Jlo mpukinany, Solaris (Bix Oracle) abo AIX (Big IBM) - e komepiiiai UNIX-cucremn,
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10 BIJI3HAYAIOTHCS HAJIMHICTIO, MAcIITAOOBAHICTIO 1 BUCOKUM PIBHEM O€3MEKH, ajie Ma-
I0Th BUCOKY BapTIiCTh MIATPUMKH Ta MEHII THYUYKl YMOBH JiilleH3yBaHHs [10].

macOS Server - 11e cepBepHe po3mupeHHs 17151 macOS, ke opieHTOBaHE 371€01Th-
IIOT0 HAa OCBITHI YCTAaHOBHU Ta MaJi o(icH, [0 BUKOPUCTOBYIOTH ekocuctemy Apple. 3
pokamu Apple 3Ha4HO CKOpOTHIIA PYHKITIOHATBHICTH IIBOTO MPOAYKTY, TOMY HOTO BHKO-
pPHUCTaHHS HUHI 1O0CUTH oOMexene [11].

Windows Server BUpI3HSETHCS TICHOIO IHTETPAIIIEIO 3 IHIIUMU POIyKTaMu Mi-
crosoft, mpoctum rpadiyHUM iIHTEPPEICOM 1 MUPOKUMH MOKINBOCTSIMU JIJIs1 KEPYBaHHS
Mepexero uepes Active Directory, Group Policy Ta PowerShell. Bin ineanbHo miaxoauTh
JUTst cepenioBuil, e BukopuctoBytothes .NET-3actocynku, MS SQL, Exchange Server
Ta 1H1i (i1pMoBI cepBicu Microsoft.

HaromicTs Linux Ounblie maxoauTh sl pO3pOOHUKIB, XOCTUHT-IIPOBAMIEPIB 1
KOMIIaHIi, K1 BiIJIal0Th [I€peBary BIIKPUTOMY KOJly, aBTOMAaTHU3allll yepe3 KOMaHIHUI
PAIOK 1 po6oTI 3 BeOTexHOJOTIsIMU. Linux 3a0e3nedye O1IbIy THYYKICTh, CTAOUTBHICTS 1
O€3KOIITOBHY JIIIEH3110, aJle BUMArae BUILOTO PiBHS TEXHIYHUX 3HAHb.

Unix-cuCcTeMH 3aJIMIIAI0THCS aKTyaJIbHUMU TSI BACOKOHABAHTAXEHUX KOPITOpa-
TUBHUX CHUCTEM 13 BUCOKMMH BHUMOTaMHM JI0 OE3IMEeKH Ta CTa0lIbHOCTI, X04ua iX BUKOPH-
CTaHHS 3HUXKYETHCS Uepe3 CKIAIHICTh aIMIHICTPYBaHHS Ta BUCOKY BapTICTh.

Otxe, Windows Server Halikpalie MiIX0IUTh JJIs1 KOPIOPATUBHUX CEPEIOBUIL 13
yxke chopMoBaHOIO 1HPpacTpyKTyporo Microsoft. ¥ Toit yac sk Linux - rHyuke, HaJlli{HE
I €KOHOMHE pILIEHHS, 0COOJIMBO ISl IHTEpPHET-cepBEPIB 1 XMapHHUX cepefoBuil. Unix
JIUIIAETHCSI BUOOPOM JIJIs I (PIUHUX, KPUTUYHO BAKIIUBUX CUCTEM 13 0COOJIMBUMHU BU-

MOI'aMH.

1.3 Bu0ip TexHOJIOrii 1151 HAIMCAHHHSA CEPBEPHOI YaCTUHH

OckuIbKy AJ1s pealtizalii cepBepHOi YaCTUHU Oysio oOpaHO omneparliiiHy cucteMy
Windows Server Ta BeOcepsep IIS, goriynum piteHHsSIM € BUKOPUCTaHHS BeOTLUIaTGopMu
B Microsoft — ASP.NET. 11 miardgopma 3ade3neuye rimmO0OKy iHTErpailito 3 iHdpactpy-
kryporo Windows, BUCOKY MPOAYKTUBHICTh, HAAIHHICTD 1 MATPUMKY CYy4aCHUX CTaH]Ia-

pTiB BeOpo3podku. Kpim Ttoro, ASP.NET no0Ope moenHyeThCcs 3 IHIIMMU TPOIYKTAMHU
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Microsoft, Takumu sik SQL Server, 1110 J03BOJISIE CTBOPUTH €JIUHE, 3JIAT0JIKEHE CEPE0-
BHUIIIE JIJIs1 PO3POOKH Ta PO3rOPTaHHS BE03aCTOCYHKIB.

ASP.NET — mnie dbpeiiMBOpK aJis CTBOPEHHSI BE03aCTOCYHKIB, SIKUH BXOIUTH O
cknany miargopmu .NET 1 103BoJiss€ po3po0IaTH K IPOCTi CAMTH, TaK 1 CKIagH1 KOPIIO-
paTuBHi cucTeMH. Moro 0CHOBHOIO MOBOO TIporpaMyBaHHs € C#, ska 3a0e3eduye BUCOKY
MIBUAKOII0, YITKY CTPYKTYpPY KOAY Ta HAIINHICTb.

[MnaTtdopma miaTpumye pizHi apxiTektypHi mnigxoau — MVC (Model-View-
Controller), Web API, Razor Pages ta Blazor, mo mo3Bosisie po3poOHHKaM oOupatu
HaWOLITBII 3pYYHHM BapiaHT peaizallii B 3ai1exxHocTi Bij 3aaa4i. 3aBasku ASP.NET Core
iaTdopmMa cTajia MOBHICTIO KpociiaTGopMeHo, TOOTO Terep ii MOXKHA 3aIyCcKaTH He
aume Ha Windows, a #1 Ha Linux ux macOS.

[Ile omniero nepeBaroro ASP.NET e BOymoBani 3acoOu 0€31eKH, Takl sSIK 3aXUCT BiT
XSS, CSRF, miarpumka mmmdpyBaHHs, aBTeHTU(IKALIT Ta aBTOPU3allli Yepe3 CTaHAapTH1
mexaHizmu (JWT, Oauth, OpenID Connect). Y noeananti 3 IIS nie no3Bosse epextuBHO
KOHTPOJIIOBATH JOCTYII IO PECYPCiB 1 3a0€3MEUNTH 3aXHIICHY B3a€EMOIIF0 MIXK KJI1EHTOM
1 CEpBEPOM.

Po3po6ka 3 Bukopuctanusam ASP.NET akTuBHO miATpUMY€ETHCS 3a IOTIOMOTOIO Ce-
penosuia Visual Studio, sike Haae THCTPYMEHTHU AJIA 3pY4YHOro Jedary, po3ropTaHHs,
poboTu 3 6azaMu JaHUX Ta IHTErpalii 31 ciayx0amu Azure. 3aBAsSKH IOMY IIPOIIEC PO-
3pOOKH CYTTEBO MPUIIBHAINIYETHCS 1 CTa€ OUIBII KOHTPOJILOBAHUM Ha BCIX eTarax.

Takum unHOM, ASP.NET — 11e HaiiiHe, MaciiTaboBaHe Ta O€3MeuHe pillieHHs s
peasizallii cepBepHOi YaCTUHU 3aCTOCYHKY B cepenoBuiii Windows Server Ta IIS.

Oxpim ¢peiimBopky Big Microsoft, y BeOpo3poOili UPOKO BUKOPUCTOBYIOThHCS 1
1HII1 TOMYJISIPHI MOBH MPOTrpaMyBaHHs Ta IIATQOPMH, KOKHA 3 IKMX Ma€ CBOI MepeBaru
i XxapakTepHi 0coOIMBOCTI [12].

Onniero 3 HaMOLIBII onyssipHUX € Node.js — 1e JavaScript-matdopma ais cep-
BEPHOI YaCTUHHU, KA 0a3yeThcsa Ha HEOJIOKYI0Uii Mojieni 00poOku 3anuTiB. BoHa Bijg3Ha-
YAETHCS BUCOKOIO MPOJTYKTUBHICTIO B YMOBAaX BEJIMKOI KITBKOCTI OJTHOYACHUX TT1TKITIO-

YeHb, TOMY YacCTO BUKOPUCTOBYETHCS Yy peaJbHOMY Yacl — Yarax, OHJIAWH-Irpax,
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ctpimiary. Node.js Ma€e MUPOKY €KOCUCTEMY NPM-IAKETIB, MIPOTE ISl BEJIMKUX, CTPYK-
TYpOBAaHMX MPOEKTIB ii MIITPUMKA MEHII CTPOTUX CTAaHAAPTIB MOKE YCKIIAHIOBATH Mac-
mra0yBaHHs Ta MIATPUMKY [13].

[Ile omquuM momupenuM pimeHHsM € Python 3 dpeiimBopkamu Django Ta Flask.
Python Bupi3HIETHCS TPOCTOTOO CHHTAKCUCY Ta MIBHIAKICTIO po3poOku. Django Hamae
yCl IHCTPYMEHTH JJII CTBOPCHHS B€03aCTOCYHKIB, BKItouaroun ORM, manenb aaMiHICT-
paropa Ta aBTeHTHIKaIi0. Lle imeansHe cepenopuiie 111 MVP, nporoTurmir i crap-
tamiB. [Ipote 3a npoxyktusHicTio ASP.NET, six npaBuiio, nepesepiye Python-pimenns,
0COOJIMBO B HABaHTAXXEHUX cucTeMax [14].

Takox Bapto 3ragatu PHP, ocobnuBo 3 dpeiimBopkom Laravel. Ile onun 13 Haii-
CTapillIUX IHCTPYMEHTIB JUIsl BEOPO3POOKH, IKUH 3AJIMIIAETHCS aKTYaJIbHUM 3aBISKH IPO-
CTOT1, JOCTYITHOCT1 XOCTHHTI1B Ta mBUAKOMY ctapTy. [Ipote ASP.NET nepesepurye PHP
y n00y10B1 MacIITabOBaHUX, O€3MEUHUX 1 100pe CTPYKTYPOBAaHUX 3aCTOCYHKIB [15].

VY cepenouiii ASP.NET po6ota 3 6a3amu TaHUX € KIIFOYOBOO CKJIaJI0BOIO CEpPBe-
PHOT JIOTIKH, aJiKe OUIBIIICTh 3aCTOCYHKIB 30€piratoTh, 0OpOOIISIIOTh 1 BiAOOpakaroTh
nani. ASP.NET miarpumye pi3Hi criocoOu B3aeMoii 3 0azamMu JaHHUX, 30KpeMa yepe3
ORM-ppeiimBopku (Object-Relational Mapping), npsimi SQL-3anutu a6o cyuyacHi API-
M1JIXO0JIH.

Hailinommpenimum pperiMBopkoM it podotu 3 6azamu nanux y .NET e Entity
Framework (EF). [le nmotyxxuuit ORM, sxuii 103BOJIsi€ PO3POOHUKY TpaIfOBaTH 3 Ja-
HUMHU Yy BUTIIs1 00’ €kTiB 0e3 noTpedu nucatu cupi SQL-3anutu. EF miarpumye sik Code
First (cTBOpeHHsI CTPYKTYpH 0a3u JaHUX HAa OCHOBI KJIaciB Koay), Tak 1 Database First
(cTBOpeHHST MOJIeIel Ha OCHOBI BiKe HasBHOI 0asm). Lle criporrye po3poOKy, 103BOJIsIE
YHUKATH TOMHJIOK Tipu po6oTi 3 SQL, a Takox 3a0e3nedye mirpamii — aBTOMaTU30BaHE
OHOBJICHHS CTPYKTYpH 0a3u mpu 3MiHI Mozeni [16].

e ogaum nonynsipHuM ¢peiimBopkoM € Dapper — Mikpo-ORM, ctBopenuit pos-
pobonukamu Stack Overflow. Ha Biaminy Big EF, Dapper ve npuxoBye SQL-3anutu — Bin
JI03BOJISIE IHCATH 1X HAIPSIMY, ajie 3HAYHO TOJIETTIIYE TPUB’SI3KY PE3yJIbTATIB 3aMUTIB J10

C# o0’exrtiB. 3aBasku 1boMy Dapper 3a0e3nedye BUCOKY MPOAYKTHUBHICTh 1 KOHTPOJIb,
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10 pOOUTH MOT0 171eaTbHUM BaplaHTOM JIJII CUCTEM 13 BEJIMKUM HaBaHTaXXEHHSM a0o Jie
noTpiOHAa MaKCUMaJlbHA MIBUIKICTh BUKOHAHHS 3anuTiB [17].

Kpim knacuunoi po6otu 3 pensiitnumu b/ (3okpema MS SQL Server), y cepeno-
Builli ASP.NET aktuBHo 3actocoBytoThes i GraphQL-API. Ha Binminy Big REST, ne
KOXKHA KIHIIeBa TOYKa BiAMOBigae 3a dikcoBanuii Habip mannx, GraphQL no3Bossie kimie-
HTY caMoMy (popmyBatu 3anutu i orpumyBatu Juiie noTpioHi nons. Y .NET e migrpu-
mka GraphQL uepe3 6i6mioreku, Taki sik HotChocolate, mo interpytoTscsi 3 Entity
Framework a0o inmmmMu mxepenamu nanux. Lle mae 3Mory cTBopioBaTé rHyYKi, 3pydHi
st pponTenay API, oco0nuBo KoM CTPYKTypa JaHUX CKJIagHa a00 3aJeKUTh BiJl JIU-
HAMIYHUX YMOB.

[TpoaykTuBHICTH — 0/1Ha 3 KJItouoBUX nepeBar ASP.NET, oco6mBo ioro cydyacHoi
Bepcii ASP.NET Core, sika Oynia cTBOpeHa 3 HyJIsl ISl JOCSTHEHHSI BUCOKOT IITBUIKOCTI,
MaciTaboBaHocTi Ta epexTuBHOCTI BuKopuctanHs pecypciB. ASP.NET Core noOymo-
BaHO Ha KpocIiaThopMEeHOMY BUCOKOIIPOAYKTUBHOMY BebcepBepi Kestrel, sikuii mpaiiroe
HaIpsMy TTOBEPX COKETIB 03 10JaTKOBUX IIapiB adcTpakiiii. [le mo3Bosisie 3HaYHO 3HU-
3UTH 3aTPUMKH OOpOOKHM 3alMTIB 1 Kpalle BUKOPUCTOBYBATH anapaTHi pecypcu. Takox,
11 CepeIOBUINE OPIEHTOBAHE HA ACMHXPOHHE MpOrpaMyBaHHs (async/await), 110 103BO-
nsie €()eKTUBHO OOCITYTOBYBATH TUCSY1 OJJTHOYACHUX 3aIMUTIB 0€3 OJIOKYBaHHS MOTOKIB. Y
TOPIBHSAHHI 3 TPATUIIIHHUMHA CHHXPOHHUMHU MOJICTISMU TI€ Ja€ 3HAYHUN BUTPAI Y TIPO-
JYKTUBHOCTI HA BUCOKOMY HaBaHTaXECHHI.

Otrxe, ASP.NET € cydacHOI0, OTYHOIO Ta HaJiiHOIO BeOMIATPOpPMOIO BiJ
Microsoft, sxa g03Boisie eheKTUBHO CTBOpIOBaTH BeO3actocyHku, API ta cepBicu Oyib-
AKO1 CKJIQHOCTI. 3aBIsKK TIUOOKIH 1HTerpaiii 3 iHppacTpykTyporo Windows Server Ta
IS, ASP.NET € ineaibHUM BUOOPOM JIJIs1 KOPIIOPATUBHUX PIllI€Hb, OCOOJIUBO y Cepeio-
BHUIIAX, JIE BXKE BHUKOPUCTOBYIOThCS MPOayKTH Microsoft, Taki sik SQL Server, Active
Directory ta Azure. Ilnardopma BHPI3HSETHCS BUCOKOIO MPOIYKTUBHICTIO, O€3MEKOIO,
IIMPOKUMHU  MOXJIMBOCTSMU MAacIITa0yBaHHS Ta 3pYYHICTIO s PO3POOHHUKIB.
[TinTprMKa aCHHXPOHHOTO MPOTpaMyBaHHS, PO3BHHEHE CEPEIOBHINE /I TECTyBaHHS,

po3IIMprOBaHa apxiTekrypa Ha ocHoBi middleware, a TakoX akTHBHaA CHUIBHOTA 1
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nocTiiHa miaTpuMKa 3 00Ky Microsoft pobssate ASP.NET onnum 13 Halikpamumx

BapIaHTIB JJIs1 PO3POOKH CydYacHUX BEOPIIICHb.

1.4 BuOip cucremu ynpasiiHH 0a3aMu JaHUX

OmHUM 13 KJIIFOYOBHX KOMIIOHEHTIB OYIb-SIKOTO Be03aCTOCYHKY € CHCTeMa yIpaB-
minHs 6azamu manux (CYBJ), sika BignoBigae 3a 30epiraHHsi, 0OpoOKy Ta ympaBiiHHS
iHdopmartiero. Bubip Bianosignoi CYB/l HanpsiMy BIuIMBa€e Ha MIBUAKO/10, MacIITabo-
BaHICTh, HAINHICTh Ta 3pYYHICTh MATPUMKHU mporpamMHoro npoaykry. Cydacui CYBJ]
JO3BOJISIIOTH PAIIOBATH 3 BETMKUMH 00CSTaMH JITaHUX, 3a0€3MeUyI0Th MapajeibHy 00-
pOOKY 3aIuTIB, pe3epBHE KOIIIOBAHHS, 3aXUCT JAHUX Ta 0arato 1HIIUX KPUTUYHO BaXK-
JUBUX (PYHKIIIHA.

Icaye nBa ocHoBH1 Turu CYB/I: pensmiitai (SQL) ta Hepensmiitai (NoSQL).

Pensmiini CYB/], Taki sik Microsoft SQL Server, PostgreSQL, MySQL, 36epira-
I0Th JaHl y BUTJIAA1 TaOMUIb 1 BUKOPUCTOBYIOTh MOBY 3amuTiB SQL mns B3aemoii 3
HUMU. BoHM 100pe miixoaaTh sl CTPYKTYPOBAaHUX JaHUX, IO MAlOTh YITKO BU3HAYEH1
3B’ SI3KH.

Hepensamiitni CYB/I, Taki sk MongoDB, Redis ab6o Cassandra, BAUKOPHCTOBYIOThCS
JUTs1 30epiraHHs HECTPYKTYpOBaHUX a00 ci1abo CTPYKTYpOBAHHUX AAHUX, 1 4ACTO 3aCTOCO-
BYIOThCSI Y BUCOKOHABAaHTAXKEHUX a00 PO3IOIIJICHUX CUCTEMaX, TaKUX SIK BEIMKI BEOIIO-
pTajii, CUCTEMHU aHATITUKH, YaT-I0JaTKH TOIIIO.

Cepen HaUIOMMPEHIIIUX CUCTEM YIPABIIHHS 0a3aMU TaHUX BapTO BUALIUTH Post-
greSQL, MySQL ta MongoDB - kokHa 3 HUX Ma€ CBO1 miepeBaru, apXiTeKTypHi 0co0Iu-
BOCTI Ta cpepu 3aCTOCYyBaHHS.

PostgreSQL - ne noryxHa 00’ekTHO-pensniiina CYB/] 3 BIOIKpUTUM KOJIOM, Bi-
JIOMa CBOEIO  PO3IIMPIOBAHICTIO, BiAmoOBiAHICTIO SQL-cTangapraMm 1 BHCOKOIO
HaJ1iHICTI0. BOHA aKTUBHO BUKOPUCTOBYETHCS B IPOEKTAX, Jie MOTPiOHA CKIIaHA JIOT1KA
30epeKeHHS JaHUX, MIATPUMKA HECTaHJAPTHUX THUITIB TaHUX, a TAKOXK Y CUCTEMax 3 BH-
COKUM HaBaHTakxeHHsIM. PostgreSQL mobpe MacitaOyeThes 1 MiIXOAUTh K JJ1s HEBEJH-

KHX CTapTamiB, TaK 1 AJi1 BEJIMKUX KOPIOPATUBHUX pilieHb [18].
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MySQL - me oana nomynspHa pensiiiHa CYB/I, BijoMa cBO€0 MIBUIKICTIO PO-
00TH, MPOCTOTOI HAJAMITYBaHHS Ta HIMPOKOI MIATPUMKOI XOCTHHI-IPOBANIEPIB.
MySQL gacto BukopuctoByeThCs B moearandi 3 PHP y LAMP-cToci Ta miaxoauts s
nuHaMivHuX caiitiB, CMS, iHTepHeT-MarasuHiB. [Iporte, B qeskux BUMajkax il Opakye
THYYKOCTI Ta (PYHKIIIOHAJIBHOCTI, SIKy IpornoHyoTh Outbi motyxHI CYBJI, 30kpema
PostgreSQL yu MS SQL [19].

MongoDB - nie npencraBuuk Hepensuiiaux CYBJl (NoSQL), sika 30epirae naHi y
Buriaai JSON-mogibHux AokyMeHTiB. BoHa imeanbHO MIAXOAMTH JJISl 3aCTOCYHKIB 3
THYYKOIO CTPYKTYPOIO JaHUX, BUCOKOIO IIBUJIKICTIO 3aMMCy ¥ MaciITa0yBaHHSIM Y XMapi.
MongoDB mupoko BUKOPUCTOBYETHCS B Cy4acHUX BeOJ0JaTKaxX, 0COOIUBO TOI1, KOJIU
CTPYKTypa AaHUX 3MIHIOETHCS IMHAMIYHO a00 KOJIM MOTPIOHO 30€epiraTu BEJIHMKI 00CSTH
HECTPYKTypoBaHoi iHdopmariii [20].

Ha Biaminy Bia Builie3raganux pimenb, Microsoft SQL Server npononye rinmdoky
1HTerpalliro 3 ekocucreMoro Microsoft, Mae moTyxH1 3ac00M aJMIHICTPYBAaHHS, BUCOKUHN
piBeHb O€3MeKH, PO3BUHEH1 MOXKIIMBOCTI aHAJIITUKH, TPUTEPH, 30€peKeH1 MPOIEAYPH Ta
MacmtadbyBanHs. Oco0nuBo e 3pyuHo y noeaHanHi 3 ASP.NET, IIS, Windows Server,
a TakoX 13 Visual Studio ssk OCHOBHUM CepeIOBHUIIIEM PO3POOKH.

Microsoft SQL Server (MS SQL) - 1ie moTyxHa pensiiiiHa cucTemMa yrnpaBiIiHHS
6azamu nanux (CYBJ), po3pobiieHa kopropaitiero Microsoft, sika MHUpOKO BUKOPUCTO-
BYETHCSI B KOPIIOPATUBHUX Ta JIEPKABHUX 1HPpacTpykTypax. BoHa Hamae mmpoxi MOXK-
JIMBOCTI 111 pOOOTH 3 TaHUMHU: 30epiraHHs, 00poOKa, 3aXUCT, perliKallis, pe3epBHE KO-
MIOBaHHS, aHAJIITHKA TOIIO. 3aJIeKHO BiJl moTped 1 MacmTadiB mpoekTy Microsoft mpo-
noHye Kibka peaakiin SQL Server, koxkHa 3 IKMX Mae cBOO crienudiky, HaOlp QPyHKITIH
1 JTiLeH31iH1 yMOBH [21].

Microsoft SQL Server Enterprise Edition - 11e HalimoBHiIa Ta HAWMIOTY>KHIIIA pe-
nakuis SQL Server, sika opieHTOBaHa Ha BEJIUKI MIANPUEMCTBA, KOPHOpallli Ta KpUTUIHO
BXJIMBI cucTeMHu. BoHa miaATprMye HEOOMEXEHY KITBKICTh Anep, 10 524 merabaiT na-
HUX 1 MaKCUMaJIbHY KUTbKICTh OMIEpPATUBHOI IIaM’sIT1, TOCTYIHOI B cucTeMi. 1o KIIF0U0BUX

MOXJIMBOCTEH HajeXaTh KjacTepusallis 3 BHCOKOK jJocTymHicTio (Always On
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Availability Groups), macmtaboBaHa perutikaitis, marpumka In-Memory OLTP (m1s1 Bu-
COKOITPOJYKTHUBHOI 0OpOOKHM TpaH3aKIlii y maM’sTi), po3irpeHa oe3neka (Transparent
Data Encryption, row-level security), a Tako OBHA 1HTETpaIlis 3 aHATITHIHUMU CITYXK-
o6amu (SQL Server Analysis Services) Ta ciay>k6amu MammHHOro HaB4aHHs. L{s Bepcis
IICUTPHO TIIXOIUTh JUisl ToOyaoBu Benmkux data warehouse, (iHAaHCOBUX CHCTEM,
ERP/CRM Ta cepBiciB, AKi MalOTh MiJBUIIEHI BUMOTH J0 HAIIHHOCTI, MacIiTabyBaHHs
Ta OE3MEeKu.

Microsoft SQL Server Standard Edition - 1ie O61b11 1OCTyTHA Bepcis, sika 3abe31e-
qye KJIIFOYOBUH (PyHKITIOHAI SIS OLTBIIOCTI CEPEIHIX 1 MaluX opradizaiiii. Bona miarpu-
Mye 110 24 snep 1 Mae 0OMEXKEHHsI Ha BUKOPUCTaHHS onepatuBHOi mam’ati (1o 128 I'b
st pywis 0a3u ganux). HesBakaroun Ha OOMEKEHHs, BOHA HaJa€ IIMPOKHI HaAOIp
byHKIIM, 30KpeMa: 0a30Be pe3epBHE KOIIIOBAHHS, XYpPHAJTIOBaHHS, BiJHOBJICHHS,
niaTpuMKy Reporting Services ta Integration Services, miarpumky OLTP 1 mpocTi
BapiaHTu Kiactepuzalii. Lls Bepcis miaXoauTh JJIsi TUIIOBUX KOPIOPATUBHUX CHUCTEM,
caiTiB, OOIKOBUX MPOTpaM 1 cepeiHiX 0a3 laHux, /e He MOTPiOHI HAWBHUIII PiBHI MPO-
JYKTUBHOCTI.

Microsoft SQL Server Web Edition crieniansHo npu3HaveHa Jj1s1 BEOXOCTHHT-ITPO-
BaiiiepiB Ta po3pOOHUKIB Be03acTOCYHKIB. BOHa € ONITUMI30BaHUM BapiaHTOM 3a JOCTYTI-
HOIO I[IHOIO [IJIi PO3MIIICHHSI CalTiB, 1HTepHeT-Mmara3uHiB, CMS-cuctem ToIII0. I
dbyHKI1I0HAT 0OMEXKEHUH, 30KpeMa B 00J1acTi O13HeC-aHaII TUKH, KJIacTepu3allii, 1HeKca-
11 BEJIMKUX OOCSTIB JaHUX 1 IHTETpallii 3 30BHIIIHIMUA aHATITUYHUMHU cucTeMamu. Oj-
HaK, JIJIs BeOmporpam i3 MOMIpHUM HAaBaHTA)KEHHSAM BOHA 3a0e3reuye JOCTaTHIN piBeHb
(GyHKIIIOHATBHOCT1 ¥ MPOTYKTHUBHOCTI.

Microsoft SQL Server Express Edition - 1e 6e3koiitoBHa, jierka Bepcis SQL
Server, sika 11€aIbHO MIAXOAUTH JIJIs1 HABYAIBHUX LILJIEH, JIOKaJTbHUX 3aCTOCYHKIB 200 He-
BEJIMKHX cTapTamniB. BoHa Mae CyTTeB1 0OMEXEHHS: MaKCUMaIIbHUN po3Mip 0a3u JaHUX -
10 I'b, miaTpumka oanoro mporecopa ta 70 1 I'b oneparuHOi mam’siTi s pymris. Bif-
CYTHSI MIATPUMKA aHAIITUYHUX CEPBICIB, BUCOKOI JOCTYIHOCTI, aBBTOMaTH30BaHOIO pPe-

3epBHOTO KomitoBaHHs Tollo. OxaHak Express 103BoJisiE CTBOPIOBATH MOBHOIIHHI 0a3u
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JIAHUX 1 B3a€EMOJIISATU 3 HUMU 4epe3 Ti kK cami iHCTpyMeHTH (SSMS, T-SQL), 1o i crapii
Bepcii.

Microsoft SQL Server Developer Edition € moBHicTIO (yHKITIOHATLHOIO KOITI€O
Enterprise, ane npu3zHaueHa BUKIIOYHO JIJIsi pO3POOKH, TeCTyBaHHs i BUBUEHHs. BoHa
GE3KOINTOBHA, alle He MOe BUKOPHCTOBYBAaTHCS B MPOJYKTHBHOMY CcepeloBHILI. 1i ro-
JIOBHA TIepeBara - 1e MOXJIMBICTh O3HAOMIIEHHS 3 TOBHUM (yHKIioHamoMm SQL Server
0e3 JiIeH31MHUX BUTPAT, 1[0 0COOJIMBO KOPHUCHO JIJIsl CTYACHTIB, BUKJIAAadiB 1 po3po0-
HUKIB, SKi MPAIIOIOTh HaJl MPOTOTUIIAMHA YU HAaBYATHHUMU TIPOEKTAMH.

VY mincymky, Microsoft SQL Server - 1ie 0araTopiBHeBa miaTdopma, sika IpOroHye
pILIEHHS SIK ISl POCTUX 3aCTOCYHKIB, TaK 1 JJisi MacIITaOHUX MIAMPUEMCTB. Y MexKax
JAaHOTO MPOEKTY OyJi0 00pano Microsoft SQL Server Express Edition sik cuctemy ynpas-
JiHHA O0azamu jaHuX. Llg pepaxiiis € onTUMaJbHUM BHOOPOM Il HEBETUKUX BeO3a-
CTOCYHKIB 3aBJISIKM CBOil O€3KOIITOBHOCTI, MPOCTOTI PO3TOPTaHHS Ta CYMICHOCTI 3 1H-
mumu npoaykramu Microsoft, 3okpema ASP.NET Tta IIS. Express Edition 3a6e3neuye
0a30By (PYHKIIIOHAJIBHICTH JJIs1 30epiraHHs Ta 0OpoOKH JaHUX KOPUCTYBayiB, aBTCHTU-
dbikariii, a TaKOX 1HIINX CyTHOCTEH, HEOOX1THUX J1J1s1 poOOTH cepBepHOi yacTuHu. He3Ba-
’KalouM Ha IEBHI 0OMEKeHHs, Takl K o0car 0a3u ganux 10 10 I'b, BoHa moBHICTIO 3a]10-

BOJIbHSIE BUMOTH MPOEKTY Ha MOTOYHOMY €Tarll po3po0ku [22].

1.5 ITocTaHOBKA TEXHIYOr0 3aBIaHHA

B yMoBax cTpIMKOro po3BUTKY 1HPOPMALIIMHUX TEXHOJIOT1HA CIIOCTEPIraeThes 3po-
CTaHHS TOMUTY Ha CTaOUIbHI, Oe3MeuHi Ta MaciTaboBaHl BeOCHCTeMH. 3 OTJISAY Ha
30UTbLIEHHS 00CATY IM(POBUX CEPBICIB, KUIBKICTh KOPUCTYBAYIB Ta PIBEHb OUIKYBaHOT
JIOCTYITHOCTI, OCOOJIMBY aKTyaJIbHICTh HaOyBarOTh MUTAHHS HAJIMHOTO XOCTUHTY, Oa-
JAHCYBaHHS HABAaHTAXXEHHS Ta IEHTpalizoBaHOro MoHiTOpuHTy. CydacHi BeOcepBepu
NOBUHHI HE JHIIE OOpOOJIATH 3aluTH, a W TapaHTyBaTH Oe€3MepepBHICTH JOCTYIY,
00pOoOKy BeMKOro Tpaiky Ta 3aXHILEHICTh TaHUX KOPUCTYBAYiB.

Oco0JMBO BaXJIMBOIO € THTErpallisi TAKUX CUCTEM Yy KOPIOPATUBHE CEPEAOBHUILIE,

Jie BUKOPUCTOBY€EThCS 1HPpacTpykTypa Microsoft - 3okpema, Windows Server, IIS, SQL
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Server Ta ASP.NET Core. Pimenns Ha 6a3i 1i€i eKOCUCTEMHU J03BOJISIOTH THYYKO Mac-
mradyBatu cepBicy, BUKOPUCTOBYBATH THCTPYMEHTHU LEHTPaJI130BaHOTO
aZIMiHICTpYBaHHS Ta 3a0€3MeUyBaT BUCOKUH PIBEHb MPOYKTHBHOCTI.

O1xe, 6ys10 chOpMYyJILOBAHO HACTYITHY METY POOOTH — pO3po0Ka MPOEKTY 1HGOP-
MalliifHoi BeOcucTeMu Ha 6a3i pimeHb Microsoft, 1Mo 103BOMUTH CTBOPUTH (DYHKIIIO-
HaJbHE CEpPEJOBUINE JUIsI PO3rOpPTaHHS BEOJOJATKIB 13 MIATPUMKOIO OarmaHCyBaHHS
HABAHTAXKEHHS, MOHITOPUHTY Ta PE3€PBYBaHHS.

J7is MOCATHEHHSI TOCTaBJICHOT METH OyJI0 BU3HAUEHO HACTYITHI 3aBJaHHS:

5. IlpoBecTu aHai3 nMpobdieMaTUKH Ta MPEeIMETHOI 00J1acTi, 1110 MOB’s3aHa 3 BeO-
cepBepaMH Ta XMapHOIO 1HPPACTPYKTYPOIO.

6. Po3poOutu apxiTeKTypy Ta 3I1MCHUTH MPOEKTYBaHHS 1H(OpMaIliitHOT BeOCH-
cTemMu Ha 6a3i pimenb Microsoft.

7. PeanizyBaTu po3ropTaHHs CaiiTy Ha BeOcepBepl, HAIAIITYBATH MOHITOPUHT Ta
OaslaHCyBaHHS HaBaHTAKECHHS.

8. IlpoBectu TectyBaHHs poOOTH BebOcepBepa Ta B€O3aCTOCYHKY, IEPEBIPUTH PO-
00Ty CHCTEM MOHITOPUHTY Ta OalaHCyBaHHS HaBaHTA)KCHHS.

BukonanHsi 3a3HayeHUX 3aBJaHb JO3BOJUTH KOMIUJIEKCHO BUPIIIUTH MpOOIeMy
CTBOPEHHSI Cy4acHOi BeOIH(QpPACTPYKTypH, 3[aTHOI 3a0e3rneuuTd Oe3NepepBHY Ta
HaJIiHY poOOTy BEOCHCTEMH B YMOBaX BHCOKOIO HaBaHTakeHHs. Peamizaiis GyHKIN
OanancyBaHHs TpadiKy, IEHTPATI30BAHOTO MOHITOPUHTY Ta MATPUMKH MacCIITa0yBaHHS
COPUATUME MIJIBUILIEHHIO CTA0UIBHOCTI, MPOAYKTUBHOCTI CEPBICY, IO € KPUTUYHO BaXK-

JIMBUM Y KOHTEKCTI Cy4aCHUX BUMOT JIO JOCTYITHOCTI 1H(OPMAIIITHUX PECYPCIB.

BucHOBKM 10 epmioro po3aiiy

VY oMy po3aiii Takoxk OyJi0 3A1MCHEHO aHaji3 1 OOTPYHTOBAHO BHOIp TEXHOJOTIN
JUISL peatizallii cepBepHOi YaCTUHU Be03acTOCYHKY. OCHOBHOIO MIATGHOPMOIO PO3POOKH
oyno obpano ASP.NET, mo 3a0e3neuye BUCOKY MPOIYKTHUBHICTh, MacIITAOOBAHICTb 1
rIMOOKY 1HTEerparlito 3 ekocuctemoro Microsoft. Lleit BuOip m1oriyHO BUILITMBAE 3 TOTO, 110
ocHoBOW 1HGpacTpykTypu € Windows Server ta Bedcepsep IIS, 3 skumu ASP.NET

mparoe Haio1IbI e(hEKTUBHO.
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Jlns 30epiranHs Ta oOpoOku ganux Oyio oopanHo Microsoft SQL Server Express
Edition, sikuii 3a06e3nedye HeoOX1qHUN (HyHKITIOHAT sl poO0TH 3 6a3aMu JaHUX Y MEKax
poeKTy. Floro BUKOpPUCTaHHS J03BOIIAE peallizyBaTH HAAiiHY CHCTeMy 36epiraHHs iH-
dbopmariii mpo KOPUCTYBaAYiB Ta 1HIIT CYyTHOCT1, HEOOX1TH1 sl (yHKIIIOHYBaHHS CEPBICY.
Byro po3risiHyTO Ta MOPIBHSIHO albTEpHATHBHI pillieHHs, 30kpema PostgreSQL, MySQL
ta MongoDB. Bu6ip MS SQL 3ymoBiieHo moTpe0oro B CYyMiICHOCTI 3 THIITMMHU KOMIIOHCH-
TaMH TUIATGOPMH, 3PYUHICTIO aJMIHICTPYBaHHS Ta MIATPUMKOIO CKJIATHUX PEIAIIHHUX
CTPYKTYP.

Po3pobka cepBepHOi JIOTIKK Tepeadadae BUKOPUCTAHHS Takux (pedMBOPKIB, SIK
Dapper aiis noctymy no 6a3u ganux, a Takoxx GraphQL mist epextuBHoi mooynosu API.
3acToCcyBaHHS LUX IHCTPYMEHTIB JO3BOJIIE peali3yBaTH SIK MPOCTY, TaK 1 THYYKY
B3a€MO/III0 MK KJIIEHTCHKOIO YACTUHOIO Ta CEPBEPOM, 1110 € BaXKIMBOIO BUMOI'OIO JIO CY-
YacHUX BE03aCTOCYHKIB.

Oxkpim noOy10Bu OekeHAy Ta 0a3u JaHUX, MOJAJBII e€Tally MPOEKTY BKIFOYATH-
MYTh peai3allito OaJlaHCyBaHHS HABAaHTAXXEHHS, 10 JO3BOJIUTH PO3MOIISATH 3alUTH M1k
KUJIbKOMa 1HCTaHLISIMU CEPBEPIB JJIA MIJBUIIEHHS HAJAIMHOCTI Ta MAacIITaADOBAHOCTI CH-
cremu. Takox He0OX1HO Oy/Ie HaJIaITyBaTH MOHITOPUHT Ta JIOTYBaHHS, 1100 CBOEYACHO
BUSIBIISITU 3001, CIIIJIKYBaTH 32 CTAHOM CEpBEpa Ta pearyBaTH Ha MOTEHI[IHHI 3arPO3H.

Takum 4YMHOM, Y pe3yJIbTaTi aHali3y 0yJi0 00paHO ONTUMAIbHUI CTEK TEXHOJOTIH,
KUl 3a0e3neunTh ePeKTUBHY, O€3MeyHy Ta MaciTaboBaHy peali3allilo CepBEpHOI va-

CTHUHU BE03aCTOCYHKY.
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PO3/ILJ1 2 MIPOEKTYBAHHS TA MIAT'OTOBKA CEPBEPHOI IHDPA-
CTPYKTYPHU

2.1 IIpoekTyBaHHS apXiTEeKTypPH CepBepPHOI iIHPpacTpyKTypH

[IpoexTyBaHHS CcepBEpHOi I1HPPACTPYKTYPH € BAXKIMBUM €TAallOM Yy CTBOPEHHI
HaJ11HO1, MacIITaboBaHOI Ta e(heKTUBHOT BeO-cucTeMU. Y pamMKax JTaHOTO MPOEKTY PO-
3po6sieH0 0a30BYy apXiTEKTypy cepBepHOi 1HGPACTPYKTYpPH 3 BUKOPHCTAHHSIM 3ac00iB
Microsoft, 30kpema Be6-cepsepa IIS (Internet Information Services), momayns Application
Request Routing (ARR) Ta miiarpopmu ASP.NET. Vs indpactpykrypa 6a3yerbcst Ha
KJIIEHT-CEPBEPHIN MOJIENI 13 BOPOBAXKCHHSIM OallaHCYBaHHS HAaBAaHTAXKEHHS MK KiJib-
KOMa BY3JIaMHU.

Ha 300paxeniit cxemi (puc.2.1) mokasaHo 3arajibHy apXiTekTypy cuctemu. KiieHt
Hagcuinae HTTP-3anutu no OanaHcyBanbHUKA HABaHTAXEHHS, IKMI peaii30BaHo 3a J0-
nomoroto ARR y cepenosumi IIS. banancyBajibHHK, y CBOIO Uepry, po3noauise Tpadik
MDK JIBOMa HE3aJIGKHUMHU BeO-CepBepaMM, KOXKEH 3 SKUX BHKOHYE POJIb XOCTY IS
ASP.NET-nonatky. O0usiBa eK3eMIUISIPU JOAATKY MAalOTh OJIHAKOBY JIOTIKY Ta IiKIIO-

YeH1 J0 HEHTPpalli30BaHoi 0a3u JaHUX, 10 peanrizoBaHa Ha ocHOB1 Microsoft SQL Server.

Client

'

Load Balancer(ARR)

S

Server 1(IIS) Server 2(IIS)
Backend(ASP.NET) Backend(ASP.NET)

Database (MS SQL Server)

PucyHnok 2.1 — cxeMa apXiTeKTypH CEpBEPHOI IHPPACTPYKTYpHU
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Takwuit miaxia 703BOJISIE HE JIKIE 3a0€3MEeYUTH BUCOKY JOCTYITHICTh CEPBICY, aje i

JIOCSITTU PIBHOMIPHOTO PO3MOALTY HaBAaHTAXKEHHS MK BY3J1aMH, 3MEHIITUTH 4ac BIATYKY

CHCTEMHU Ta YHUKHYTHU MIEPEBAHTAXKECHHS OKPEeMHUX KOMIIOHEHTIB. Kpim Toro, ieHTpasizo-

BaHe 30epiraHHs JaHUX TapaHTY€ y3rOHKEHICTh 1H(OpMallii He3aJIeKHO Bij TOTO, Yepes

KU cepBep B1IOyBaeThcs 00poOKa 3amury.

OOpana apXiTeKTypHa MOJIEIb BIJIITOBIA€ CY4YaCHUM TIPHUHIIUIIAM MO0y 10BU BUCOKO-

HaBaHTAXXCHHUX BC6-38,CTOCYHKiB, € MacmTaO0OBaHOIO Ta JICTKO AJallITYE€TbCA 10 3MIH y

Tpadiky ado 10 ToAaBaHHS HOBUX CepBepiB 0€3 MOPYIICHHS MUTICHOCTI CEPBICY.

2.2 ITigroroBKa cepBepHOI YaCTUHH

2.2.1 BcranoBjenns cucremu Windows Server

[ToyaTkoBUM €TamoM y Ipoleci PO3rOPTaHHS CEPBEPHOI YACTHUHHU BEO3aCTOCYHKY €

BCTAHOBJIEHHS CEPBEPHOI omepaniiHoi cucremu (puc.2.2).

=g

Marn MawwHa [epernaa Beeaends [pwctpoi  Hosiaka

4 Windows Setup

Windows Server: 2019

Language to install: [English (United States) -
Time and currency format: ||Sasl Gy R{NLTE R 1] -

Enter your language and other preferences and click "Nex

oration. All rights reserved.

Pucynok 2.2 — Ilouatok BcranoBineHHs: Windows Server
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VY Mexax 1boro NpoeKTy i moOyAoBu iHGpacTpykTypHu oopano Windows Server
2019 - crabuipHy Ta QyHKIIOHAIBHY TIaTGOPMY, IO 171€aTbHO MAXOAUTh IJI1 PO3TOp-
TaHHS KOPIIOPATUBHUX CEPBICIB, 30Kpema BebcepBepa IS Ta 6a3u manux SQL Server.
BcranoBneHHs BiI0OyBa€eThCs y BipTyallbHOMY cepefoBuiii VirtualBox, 110 103Bos1si€ 130-
JIFOBATH CEpPBEP BiJ OCHOBHOI CUCTEMH Ta 3pYYHO TECTYBaTH KOHQIryparrii.

I[Tix wac BcranoBnenuss Windows Server HeoOxiqHO 00paTH OJIHY 3 TOCTYITHHUX Pe-
nakii onepariitnoi cucremu (puc.2.3). Cepen 4OTUPHOX 3aMPOIIOHOBAHUX BapiaHTIB

oyno oopano Windows Server 2019 Standard (Desktop Experience).

®ain MawwHa [epernss Beeagenns [puctpoi  [osiaka

@ ¢ Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
‘Windows Server 2019 Standard *Hd 3/7/2020
'Windows Server 2019 Standard (Desktop Experience) b4 /772020
Windows Server 2019 Datacenter 37172020
‘Windowe Server 2018 Datacenter (Decktop Experience] 37172020

Description
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

Pucynok 2.3 — BuOpana onepariiiina cuctema Windows Server 2019 Standard (Desktop

Experience)

Windows Server 2019 Standard (Desktop Experience) - Ile pemaxiiss Windows
Server, sika moenHye 6a30BY (yHKIIIOHATLHICTh CEPBEPHOT OTIEPAIIfHOT CHCTEMH 3 KJla-
cuyanM Tpadiuanm iHTepdeiicom Windows. Bona opieHTOBaHA Ha Malli Ta CEPEIHI Op-
raHizaiiii, siki moTpe0yTh CTabUIBHOTO, KEPOBAHOI'O CEPEOBHUINA JJIsI 3aITyCKY KPUTH-
YHO BaXXJIMBUX CIYKO, TakuX sIK (paiioBl cepBepH, KOHTPOJEpHU JOMEHY, BeOcepBepH

(IIS), cuctemu pe3epBHOrO KOMIIOBAHHS Ta 1HII 0a30Bi iIHQPACTPYKTYPH1 POJIL.
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st penaxiiist Mae rpadiuHy 000JIOHKY, 1110 JI03BOJISIE KEPYBAaTH CUCTEMOIO O3 HE0O0-
X1THOCTI BUKOPHUCTOBYBAaTH KOMaHIHUM psiok abo PowerShell, 1110 € oco611B0 3pyuyHumM
JUTsl HOBauKiB a00 B OCBITHIX ITUUIsIX. BoHa miaTpuMye BipTyamizaiiro i Ja€ 3MOTy CTBO-
pIOBATH JI0 JIBOX BIPTyaJbHUX MAIIUH Ha OJJHOMY (I3UYHOMY cepBepi 0e3 JT0JaTKOBUX
JineH3in. Takox peanizoBaHa MiATPUMKA ITUPOKOTO CIIEKTPa POJICH 1 cITyk0, BKIIFOUHO 3
Active Directory, DNS, DHCP, IIS, Hyper-V, ¢daiinoBumu ciayx6amu Ta iHIIUMH. Y
cdepi Oesneku nependadeHo 6azoBui (pynkiionan, Bkiroyaroun Windows Defender,
BitLocker, mudpyBanns nuckiB Ta miarpumky rpynoBux nomrtuk (GPO). [Ipore s pe-
JIaKIIisl Ma€ MeBH1 0OMEKEHHsI: BOHA He MATPUMYE po3IupeHi PyHKIIi1, Taki sik Software-
defined networking, Shielded VMs a6o Storage Spaces Direct.l{e nalikpamuii BapianT
JUTSl pO3TOPTaHHS BHYTPIIIHIX KOPIIOPATUBHUX CEPBICIB, CEPBEPIB J0JATKIB 200 BEOILIAT-
dbopmM, e HeMae MoTpedH B HAABHUCOKIN MaciITabOBaHOCTI ab0 CKJIATHUX CICHApIsIX
BIpTyauti3anii.

Windows Server 2019 Datacenter (Desktop Experience) - L{s penakiiis npusHaueHna
JUIS BEJTMKUX ITAMPUEMCTB, AaTa-IEeHTPIB a00 XMapHUX CEPEIOBHIII, SIKI MalOTh BUCOKI
BUMOTH IO MacIITaOOBaHOCTI, BIpTyasi3allii, 30epiranHs JaHux Ta 0e3neku. Bona Takox
Mae€ MOBHOLIIHHMM Tpadiuamii iHTepdetic, sk 1 Standard (Desktop Experience), ane Biapi-
3HSETHCSI HAOOPOM MIITPUMYBAHUX TEXHOJIOTIH.

OnHi€r0 3 TOJOBHUX MEPEBAr € MOXKJIUBICTh 3aIyCKy HEOOMEKEHOI KIJIbKOCTI BIpTya-
JHHUX MAIIIUH, IO POOUTS ii 171eaTbHOI0 JIJIsl BIPTYalli30BaHUX CEPEIOBHIIL 13 BEIHKOIO
KuIbKicTIO BM Ha onHoMy (i3uuHoMy cepBepi. Lls penakiis miaTpuMye po3IIHpEH] 3a-
cobu Bipryamizamii, 30kpema Shielded Virtual Machines, siki 3a0e3medyroTh 3aXHCT BMi-
CTY BIpTyaJIbHUX MAIlIMH HaBITh BIJ] aJIMIHICTpATOpPa XOCT-CUCTEMH. 3a TOTIOMOTOI0 TE€X-
Houtorii Storage Spaces Direct MO»Ha CTBOpIOBaTH BUCOKOHA/I1iH1 i MacIuTaboBaHi Kiia-
cTepu 30epiranHs qanux 6e3 motpedu y 3oBHIHLOMY cxoBuIli (SAN). Kpim Toro, pea-
Ji30BaHa MIATpUMKa MepexeBoi Bipryamizaimii depe3 Software-Defined Networking
(SDN), BKIOYarOuM MIKpOCETMEHTAIII0, BHYTPIITHE OaJaHCyBaHHS HaBAaHTAXEHHS Ta
THYYKE KepyBaHHSI MEPEKEBUMHU pecypcami. J[Jiss KpUTUUHO BaXKITMBUX CEPBICIB MEpe/I-
OadeHa MiATPUMKA peruITikaiii Ta oOyA0BH BUCOKOJOCTYITHUX KJIacTepiB, U0 3a0e3me-

4yy€e HaJIAHICTh 1 Oe3mepepBHICTh podoTH [23].
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I{s1 Bepcis € 11eanbHO0 IS MOOYAOBU BEMKOMACIITaOHUX 1HOPACTPYKTYp, XMap-

HUX pillleHb a00 KPUTUYHMX JIOAATKIB, SIK1 TIOBUHHI IpaIfoBaTH Oe3MepepBHO Ta MaTu
BUCOKHUH PIBEHb 3aXHUCTY.

Tab6:n.1. [TopiBHSIHHS OCHOBHHX peAaKIIiit
XapakTepucTHKa Standard (Desktop Datacenter (Desktop
Experience) Experience)
['padiuna ob6o10HKA Taxk Taxk
BiptyanbHi Mmammau Ho2 Heobmexeno
3axumieHi BM (Shielded VMs) Hi Tax
Storage Spaces Direct (ITpsimi Hi Tak
MPOCTOPH 30€epiraHHs)
Pemnikaris ta bazoBa IloBHA
KJIacTepH3allis

[Tix yac BcranoBieHHs oOupaemo tun iHcTassmii Custom (puc.2.4)

Ty

®aiin Mawwna [Mepernsy Beeaenna [puctpor  [Josigka

@ @ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are meved to Windows with this option. This option is onl
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to

make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

1 Collecting information

7 Installing Windows

Pucynox 2.4 — Bu6ip tuny incransmii — Custom
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N

@ oG Windows Setup

Where do you want to install Windows?

Name Total size Free space Type

= Drive 0 Unallocated Space 500 GB 50.0 GB

44 Refresh % Delete & Format

&* Load driver j Extend

Pucynok 2.5 — JIMCKOB1 po3/ILK 3aIUIIaEMO 0€3 3MiH

=a
k]

®Gaiin  MawwHa [Mepernsa Beeaenns [Mpuctpor  [loBiaka

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

Pucynok 2.6 — CtBopenHs napo:ito 11t Administrator
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VY upoMy miipo3/iai 0yJio 3/11iMCHEHO BCTAHOBJICHHSI omepalliitHoi cucteMu Windows
Server 2019, 110 € OCHOBOIO J1J1 TTOOY/IOBU CEPBEPHOI YaCTHHU MpoeKTy. Jist 3a0e3me-
4yeHHs rpadiuHoro iHTepdelncy Ta MHUpPOKUX (PyHKIIOHAIBHUX MOXIHUBOCTEH Oyio 00-
pano penakiito Windows Server 2019 Standard (Desktop Experience). Lle#t BapianT on-
TUMAJIbHO MIAXOAUTD U CEPEIHIX 1 BEIMKUX 1HQPACTPyKTyp, 3a0e3nedye miATPUMKY
KITFOUOBUX KOMITOHEHTIB, TakuX sk Active Directory, IIS, Hyper-V Ta iamm. byno ctBo-
peHo mapoJib 1 KopucTyBada Administrator. Lleit kopucTyBay € roJIOBHUM aJMiHICTpa-

TOPOM CepBepa.

2.2.2 JlonaBanus poJieidr Windows Server

[Ticns ycnimHOro BCTaHOBJIEHHS onepaiiiHoi cucreMu Windows Server HacTyTHUM
KpPOKOM € KoH(irypaiiis ii (yHKIIOHATEHUX MOMKIMBOCTEN IIUIIXOM JI0/IaBaHHS HEOO0X1]1-
Hux poJierd. Poni Windows Server - 1ie HaO1p ci1yk0, siki 3a0€31e4y0Th BUKOHAHHS TIEB-
HUX 3aBJIaHb Y CEPBEPHOMY CEPEIOBHUILI, TAKUX SIK KEPYBaHHS KOPUCTYBauaMH, HaJaHHS

BeOCepBICiB, BipTyatizallis, 30epiranus Aanux toio (puc.2.7, 2.8).

Qaiin  Mawwna [Mepernag Beeaenns [puctpol  [osigka

Fﬁ Server Manager

Server Manager * Dashboard ~ @ P g wook view hep
Add Roles and Features

Remove Raoles and Features

. WELCOME TO SERVER MANAGER
B Dushboard Addd Srruer

0 Local Server

ii All Servers

Create Server Group

- o Configure this local server Server Manager Properties
BE File and Storage Services b =

2 Add roles and features

Add other servers to manage

WHAT'S NEW

P

4 Create a server group

cC ~

Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 Server groups: 1 | Servers total: 1

Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

PM
6/3/2025

E = 7 dg

Pucynok 2.7 — Server Manager
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VY pamkax 11boro MpoeKTy KiaouoBoro poiutto € Beocepep IIS (Internet Information

Services), sikMii BUKOPUCTOBYETHCS ISl PO3TOPTAHHS CEPBEPHOI YACTHUHMU Be03acTOCY-

HKY. JloJlaBaHHs poJielt 103BOJISIE aJallTyBAaTH CEPBEP 10 KOHKPETHUX MOTPEO MPOEKTY Ta

3a0e3MmeunTy HeoOX1IHY (PYHKIIOHAIBHICTD JJIS MOJAJIBIIO0I PO3POOKH, HaJAIITyBaHHS

Ta eKcrutyaTalii Bebinpactpykrypu (puc.2.10 —2.17).

= @ | r Manage Tools

DESTINATION SERVER
WIN-TALMZVTGPC3

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Ha upomy kpoui (puc.2.9) nponoHyeThcs 00paTH OJIMH 13 IBOX BaplaHTIB:

BPA results

Pucynok 2.8 — I[OI[aBaHH;i poneﬁ

Hide

Role-based or feature-based installation - [{eii BapiaHT BUKOPHUCTOBYETHCS Hall-

YacTillle 1 caMe WOro CJiii OOMpaTH JjIsl TUIIOBUX CIIEHAP1iB, KOJM MOTPIOHO BCTAHOBUTHU

pomi (Hanpuknan, Bedceprep IIS) abo ¢ynkiii Ha okpemomy cepBepi. Lle mo3Bossie Ha-

JamTyBaTu oAuH (Hi3udHUI a00 BIpTyaIbHUM cepBep, A0al0Uu HOMY HOBI POJIi, CEPBICH

poseit abo komnoHeHTn Windows.

Remote Desktop Services installation. Ileit BapianT npu3HadeHuit 1151 BCTAHOB-

JICHHSI KOMIIOHEHTIB 1HGPACTPYKTYpH BigganeHoro podoydoro croiy (VDI). Bin Bukopu-

CTOBY€TbCS Y BUIAJIKAaX, KOJM MOTPIOHO OpraHi3yBaTH BIPTyalibHI poO0Yl MICIs ISl KO-

PUCTYBaUiB 3 IIEHTPAII30BaHUM aJAMIHICTPYBaHHIM [24] .
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Manage Tools

Server Manager * Dashboard

f Add Roles and Features Wizard - O X

B Local Serve

DESTINATION SERVER

Anservers | Select installation type W TAMETERCE
ii File and Stqg

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide

‘ ‘ BPA results

Pucynox 2.9 — OOupaemo Tv BCTaHOBJICHHS

i

=
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®aitn  Mawwna TMepernas  Beenenns [puctpoi  [losigka

(4

Server Manager * Dashboard @ Mege  Toos  View

B Local Servel
H DESTINATION SERVER
) A WIN-TALM3EVTGEPC3
Allservers | Select server roles

B File and Sta = Add Roles and Features Wizard X

Select one or more roles to |

Roles Add teatures that are required for Web Server (IIS)?

Active Directory Cerl  The following tools are required to manage this feature, but do not

Server R Active Directory Dor  have to be installed on the same server.
Active Directory Fed|
Active Directory Lig 4 Web Server (IIS)
Active Directory Rig 4 Management Tools
Device Health Attes [Tools] IIS Management Conscle
DHCP Server
DS Server Hide
Fax Server

© M File and Storage Ser|
Host Guardian Servi
Hyper-V
Network Palicy and
Print and Document;
Remote Access
Remats Desktop Se
Volume Activation Sf
Windows Deployme|
Windows Server Up.

Include management tools (if applicable)

<p

Cancel

‘ ‘ BPA results

£mmnac e s
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[ Serve

s

[ELELES Tools View

B Local Serve
DESTINATION SERVER

i Alservers | Select server roles W TAMENTGRCS
HE File and St

Before You Begin Select one or more roles to install on the selected server.

Installation Roles Description
|| Active Directory Certificate Services Web Server (IIS) provides a reliable,
[ Active Directory Domain Services man.age_abla_. and scalable Web
[[] Active Directory Federation Services application infrastructure,

[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
- [] Device Health Attestation
Role Services ] DHCP Server
Confirt [] DNS Server Hide
[ Fax Server
[®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[ Metwork Policy and Access Services
[ Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Volume Activation Services
feb Server (IIS)
[[] Windows Deployment Services
[ Windows Server Update Services

‘ ‘ BPA results

Pucynok 2.11 — ]IOJ:[a€MOVpOJIB’ I1S

O6upaemo NoTpiOH1 KOMIIOHEHTH

]

@aiin  Mawwna [epernsg Beegenns [puctpoi  [losigka

Server Manager * Dashboard G Manage  Tools

B Local Serve|

= DESTINATICN SERVER
[ Aezzs 56|6Ct featu res [z Add Roles and Features Wizard * PUIEEAL MRS

W File and Sto ®

Add features that are required for IS Server
?

Extension? btion

You cannot install IS Server Extension unless the following role er Extension allows a

services or features are also installed.

its that implement the BITS
_ Background Intelligent Transfer Service (BITS) protocol.

4 Remote Server Administration Tools
4 Feature Administration Tools
[Tools] BITS Server Extensions Tools
4 Web Server (IIS) Hide
4 Management Tools
4 15 6 Management Compatibility
1S & Metabase Compatibility
4 Web Server
4 Commeon HTTP Faatures
HTTP Redirection

4 Health and Diagnostics

lter to receive files uploaded

Include management tools (if applicable)

< Previous Next » nstal

‘ ‘ BFA results
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Mawwuxa [epernsg  Beeaedus

Mpuctpoi  [losiaka

ﬁ:) | r [ELELT Tools

B Local Serve

All Servers

Select features
ii File and Stg

Before You Begin

Installation Ty

Confirmation

Select one or more features to install on the selected server.

Features

I [] .MET Framewaork 3.5 Features
I [m] .NET Framework 4.7 Features (2 of 7 installed)
4 [/] Background Intelligent Transfer Service (BITS)
IS Server Extension
[[] Compact Server
[ BitLocker Drive Encryption
[] BitLocker Metwork Unlock
[ BranchCache
[ Client for NFS
[] Containers
[ ] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Palicy Management
[ Host Guardian Hyper-V Support
[ /0 Quality of Service
1IS Hostable Web Core
["1 Internet Printing Client

DESTINATIOM SERVER
WIN-7ALM3VTGPC3

Description

Management OData IIS Extension is
a framework for easily exposing
Windows PowerShell cmdlets
through an ODATA-based web
service running under [IS. After
enabling this feature, the user must
provide a schema file (which
contains definitions of the resources
to be exposed) and an
implementation of callback
interfaces to make the web service
functional.

Cancel

Hide

BPA results

Pucynok 2.13 — JlogaBaHHSI KOMIIOHEHTIB

aiin  Mawwna [MMepernsg  BeejeHus

acTpol  [losiaka

Manage  Tools

B Local Serve|

B File and Stq

Before You

Installation Ty

Aliservers | Select role services

Select the role services to install for Web Server (IIS)

Role services

4 || Security
Request Filtering
[] Basic Authentication
[ Centralized S5L Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authenticatic
[] IP and Domain Restrictions
[ URL Authorization
[ Windows Authentication
[ Application Development
4[] FTP Server
[ FTP Service
[ FTP Extensibility
Management Tools
115 Management Console
1IS 6 Management Compatibility
[] 115 Management Scripts and Tools
[J Management Service

View

DESTINATION SERVER
WIN-TALM3VTGPC3

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an intemal or
external Web site or to provide an
environment for developers to
create Web-based applications.

Hide

BPA results
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B Add Roles and Features Wizard

Confirm installation selections

Before You Begin

r Role (1I5)

Role Services

Confirmation

- ] *

DESTINATION SERVER
WIN-TALMZVTGPC3

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

MET Framework 4.7 Features
ASPINET 4.7

WCF Services
HTTP Activation
Background Intelligent Transfer Service {BITS)
IS Server Extension
II5 Hostable Web Core
Management OData IS Extension

Remote Server Administration Tools

Feature Administration Tools

Export configuration settings
Specify an alternate source path

< Previous Next > | Install | | Cancel

Pucynok 2.15 — Ilepermnsia 1o1aHMX KOMIIOHEHTIB

=

Qaiin  Mawwsa [Mepernag Beeaenns [Mpuctpoi  [losizka

Server Manager * Dashboard

- @ | I'. Manage  Tools View

[CJDEESEEY 7 Add Roles and Features Wizard - o x

B Local Servel

s Alservers | |nstallation progress

B File and Sta
e s

Background Intelligent Transfer Service (BITS)
-
1S Server Extension

DESTIMATION SERVER
WIN-TALM3VTGEC3

View installation progress

O Feeture instaliation

Installation succeeded on WIN-T4LM3VTGPC3.

NET Framework 4.7 Features
ASP.NET 47
'WCF Services
HTTP Activation Hide

1S Hostable Web Core
Management OData |15 Extension
Remote Server Administration Tools
Feature Administration Tools
RITS Server Fxtensions Taols

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

BPA results

PucyHnok 2.16 — KoMIOHEHTH yCHIIIHO BCTAHOBJIEHO

VY pe3ynbTaTi BUKOHaHHS HanamrtyBaHHs posieit Windows Server Ha cepBep 0yiio

yCIIIIHO J0AaHo poib Internet Information Services (IIS) - BOygoBanoro Bedcepnepa,

SKHUI 103BOJIsIE MyOmikyBaTu Beb3actocyHku, API Ta BeGcaiitu. ¥ menemxkep IIS Buano

0a3oBy cTpykTypy caiTy Default Web Site, 1110 cBiguuTth nmpo npaBuibHy poOOTY CEpBICY.
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i @j Internet Information Services (II5) Manager
Recycle Bin ;
=

File

@ » WIN-TALM3VTGPC3 » Sites » Default Web Site »
View

Help

e Default Web Site Home
H\i Start Page ~
: . - Lo
w85 WIN-TALM3VTGPC3 (WIN-741

----- t:f Application Pools ASP.NET ~

v (@] Sites = @7 b
4
NET NET .MET Error
Authorizat... Compilation

Filter:

\gz) Show All | Group by:
» &3 Default Web Site

.NET

Pages Globalization
Ry ¢

B Manage Website

.MET Profile .MET Roles  .MET Trust  .MET Users » Restart
Levels

W N g

Application Connection Machine Key
Settings

B Stop
Strings

Pages and

Browse Website
[®] Browse *:80 (hitp
Controls
2 & &
18] =|

Providers

Configure
Session State SMTP E-mail Failed R i

;| [T FesturesView] - Content View

Pucynok 2.17 — Orman IIS

(puc.2.18).

3a nonomororo koManau Power Shell moxkHa nepeBipuTH 3amyuieHi BeOcepBepH

=y
™=

®aiin  MawwHa

Mepernag BeeaeHHa

Mpuctpoi  Josigka

EN Administiatos Winduows PowerShell
Recycle Bin i

Install State

Installed

Pucynox 2.18 — I[lepermnsia 3anynieHnx BeOcepBepiB
2.3 BcranoBiennss Ms SQL Server Ta cTBopeHHs1 623U JaHUX

Jlst 3a0e3neueHHst MOBHOIIHHOT POOOTH BeOCANTy HEOOXITHO BIPOBAJUTH CH-

cteMy ymnpaBimiHHA Oazamu nganux (CYB]l), sika no3Bosisie edexTuBHO 30epirartw,
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00poOJIsITH Ta OTpUMYyBaTH AaHi. HaitGiabe1n THoBUM BUOOPOM /IS 1HTErpallii 3 Bedcep-

BepoM IIS € Microsoft SQL Server. ¥ pamkax 110ro npo€ekTy 0y/ie BUKOHAHO BCTaHOB-

aeaass MS SQL Server 2022 Express - O€3KOIMTOBHOI pefakiiii, sika € JOCTaTHBO

(GyHKIIOHATBHOIO JJI1 HEBEJIMKUX 1 cepeAHiX BeO3acTocyHKiB (puc.2.19 — 2.25). ¥V no-

nanplioMy Oyne 37iiicHeHe 0a30Be HalalTyBaHHSA CepBepa Ta CTBOPEHHS HEOOXiIHOI

CTPYKTypH 0a3u gaHux 1 30epiranns iHdopmaliii mpo KOPUCTYBaYiB Ta 1HII €JIEMEHTH

Be03aCTOCYHKY.

=0

)

®ain  MawwHa T[epernsg BeeaeHHs

1 SOL Server Installation Center

Planning
Installation
Maintenance
Tools

Resources

Options

Microsoft SAOL Server 2022

h

Mpuctpoi  [Josigka

MNew SOL Server standalone installation or add features to an existing installation

Launch a wizard to install SQL Server 2022 in a non-clustered environment or to add
features to an existing SOL Server 2022 instance.

Install SCL Server Reporting Services

Launch a download page that provides a link to install SOL Server Reporting Services, An
internet connection is required to install 55RS,

Install SOL Server Management Tools

Launch a download page that provides a link to install SGL Server Management Studio,
50L Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
5QL Server Profiler and Database Tuning Advisor. An internet connection is required to
install these tools.

Install SCL Server Data Tools

Launch a download page that provides a link to install 3QL Server Data Tools (350T), 3307
provides Visual 3tudio integration including project system support for Microsoft Azure
S0L Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services, An internet connection is required to install 550T.

Upgrade from a previous version of SOL Server

Launch a wizard to upgrade a previous version of SOL Server to SCL Server 2022,
Click here to first view Upgrade Documentaticn

Allnws nirowsinan many Interner Simes.

Pucynok 2.19 — Beranosnennst SQL Server
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®ain  Mawwna [lepernas Beeaenns [puctpoi  [osigka

) ~] T4 SOL Server 2022 Setup — O X
Planning Microsoft Update
AR ST Use Microsoft Update to check for important updates
Maintenance
Tools License Terms
Microsoft Update offers security and other important updates for Windows and other Microsoft
Resources Global Rules software, including SQL Server 2022. Updates are delivered using Automatic Updates, or you can visit
Microsoft Update the Microsoft Update website,
Options
Product Updates [] Use Microsoft Update to check for updates (recommended)
Install Setup Files
Microsoft Update FAQ
Install Rules
Azure Extension for SOL Server Microsoft Privacy Statement i
Feature Selection
Feature Rules
Feature Configuration Rules
Installation Progress
Complete
Microsoft §

< Back Mext » Cancel

Pucynox 2.20 — BiamoBinsieMocs Bij epeBipKH OHOBJICHb

k)

®ain  Mawwna [lepernag Beegenns [puctpoi  [Joeigka

): ] T SQL Server 2022 Setup - m] *
Planning Install Rules
TAZ R Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
Maintenance can continue.
Tools License Terms Cperation completed. Passed: 4. Failed 0. Warning 1. Skipped 0.
RSouess | GlokalRules e
Options Micrasoft Update
Product Updates Hide details << Re-run
Install Setup Files View detailed report
Install Rules
Azure Extension for SQL Server Result Rule Status 0
Feature Selection @ Machine Learning Server shared feature support Paszed
Feature Rules @ Consistency validation for SOL Server registry keys Passed
Instance Configuration @ | Computer domain contraller Passed
Server Configuration o Windows Firewall Warning
Database Engine Configuration @ Microsoft NET Framework 4.7.2, or newer, is required Passed
Feature Configuration Rules
Installation Progress
Complete
Microsoft 5
< Back Maxt = Cancel

Pucynok 2.21 — CtopiHka BCTAaHOBJIEHHS MTPaBUJI
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u

Planning
Installation
Maintenance
Tools

Resources

Options

Microsoft S

=a

iy

T SOL Server 2022 Setup

Mpuctpoi  [oeiaka

Azure Extension for SQL Server

Azure Extension for SQL Server is required to enable Microsoft Defender for Cloud, Purview, and Azure Active Directory.

License Terms

Global Rules

Microsoft Update

Product Updates

Inslall Selup Files

Install Rules

Azure Extension for SQL Serv...
Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

[] Azure Extension for SQL Server

To install Azure extension for SQL Server, provide your Azure

account or a service principal to authenticate the SOL Server
instance to Azure. You also need to provide the Subscription 1D,
Resource Group, Region, and Tenant ID where this instance will be
registered, For more information for each parameter, visit

https://aka.ms/arc-sgl-server,

Use Azure Login

Use Service Principal

Azure Service Principal ID™ ‘

Azure Service Principal Secret® ‘

Azure Subscription D%

Azure Resource Group™

Azure Tenant ID*

\
\
Azure Region* ‘
\
Prosy Server URL (optional) ‘

< Back Mext = Cancel

Pucynok 2.22 — BiagmoBiisieMocs Bijl po3MIMpPeHHs Azure

®aitn  Mawwuna [MNepernag BeeaeHHA

-]

Planning
Installation
Maintenance
Tools

Resources

Options

Microsoft S

T SOL Server 2022 Setup

Feature Selection

Mpuctpol  [loeiaka

Select the Express features to install.

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

6 Looking for Reporting Services?  Download it from the web

Features:

Instance Features
Database Engine Services
[~ SOL Server Replication

[ PolyBase Query Service for External Data
Shared Features
[ LocalDg
Redistributable Features

Feature description:

Machine Learning Services and Language Ext!
Full-Text and Semantic Extractions for Search!

The cenfiguration and cperation of each
instance feature of a SOL Server instance is
isolated from other SOL Server instances. SOL
Server instances can operate side-by-side on
the same computer,

Prerequisites for selected features:

Already installed:
i.. Windows PowerShell 3.0 or higher
To be installed from media:
- Microsoft Visual C++ 2017 Redistributable
Mic romall MPL w10

Disk Space Requirements

Drive C: 1840 MEB required, 28794 MB available

Select All Unselect All

Instance roct directory:

‘C:\Prngram Files\Microsoft SOL Server\, |

Shared feature directory:

‘C:\Prugram Files\Microsoft SOL Server', |

Shared feature directory (x86): ‘C:\Prugram Files (x6)\Microsoft SOL Server, |

= Back Meast = Cameel
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: -} T SOL Server 2022 Setup - O X

Planning Instance Configuration

ThE ST Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Maintenance

Tools License Terms (O Default instance

Resources Global Rules
Microsoft Update
Product Updates

(@ Mamed instance: * |SQLExpress |

Options

Install Setup Files Instance ID: [saLExPRess |
Install Rules
Azure Extension for SOL Server i
Feature Selection SOL Server directory:  C\Program Files\Microsoft SOL Server\MS50L16.50LEXPRESS

Feature Rules
Installed instances:
Imstance Configuration

Server Configuration Instance Name Instance ID Features Edition Version
Database Engine Configuration
Feature Cenfiguration Rules

Installation Progress

Complete

Microsoft S

< Back Mext = Cancel

Pucynok 2.24 — Beranosmoemo im’st Ta ID cepBepa

=
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Daiin  Mawwuna [lepernsg BeegeHHs [lpwctpoi  [losigka

k] T SOL Server 2022 Setup - m] *
Planning Comple‘te
TEE A Your SQL Server 2022 installation completed successfully with product updates.
Maintenance %
Toals
License Terms Information about the Setup operation or possible next steps:
Resources Global Rules
. Microsoft Update i status
Options
Product Updat: .
roductip a.es @ Machine Learning Services and Language Extensio... Succeeded
Install Setup Files () Database Engine Services Succeeded
Install Rules @ SQL Server Replication Succeeded
Azure Extension for SOL Server @ S0L Browser Succeeded i
7 .
Feature Selection (@ 50L Writer Succeeded
() Setup Support Files Succeeded
Feature Rules
Instance Configuration
Server Configuration
Database Engine Configuration Details:
Feature Configuration Rules il i
Install successful
Installation Progress
Complete
Microsoft 5
Summary log file has been saved to the following location:
C\Program Files\Microsoft SQL Server\160M\Setup Bootstrap\lLegh20250604 081724\Summary WIN-
7ALM3VTGPCE 20250604 081724,

Close

Pucynok 2.25 — SQL Server BCTaHOBIIEHO
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ITicns BcranoBienHss SQL Server HeoOXimHO MepeBipUTH cTaH mopty 1433
(puc.2.26 — 2.28), OCKIJIbKM caMe BiH BUKOPUCTOBYETHCS 32 3aMOBUYYBAHHSIM JJIsI OOMIHY
nanumu gepe3 mpotokona TCP/IP mix kimientamu ta SQL Server. Lei mopT € ocHOBHUM
KaHaJIOM 3B 3Ky IS MIJIKIIOYEHb 10 cepBepy 0a3u JaHUX 13 30BHIIMIHIX MPOTpam, 30-

Kpema 3 1HIIHUX CepBepiB, KIIEHTCHKUX J0AATKIB a00 BiIaieHUX aMIHICTPaTOPIB.

=
&=

MawwuHa [epernss Beegenns [lpucrpoi  [osigka

Bl Administrator: Command Prompt

Pucynoxk 2.26 — ITopt 1433 3akpuro

Mawwnsa Tlepernag BeeagenHa [Npucrpol  [Josigka

EH Administrator: Command Prompt

ini at -an find "

dministrator>netsh advfirewall firewall add rule name="Open Port 1433" dir=in action=allow protocol=TCP localp|

Pucynok 2.27 — BigkpuBaemo mopt

Mawwna Tllepernag Beepenns [lpucrpoi  [oeigka

BN Administrator C\Windows\system32\cmd.exe

w rule name=all | findstr 1433

Pucynok 2.28 — [1opT BigKpuTO
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CrtBopenns 0a3u nanux - [licis BctanoBnenHs SQL Server HACTYMHUM €TaroMm €
CTBOpPEHHsI 0a3u JaHUX, sIKa CIYTyBaTUME CXOBHUIIEM JIJIs1 30€pEKEHHS CTPYKTYPOBaHOL
iHpopmMmartii. basa manux crBoproeTbes B cepenoBuili SQL Server Management Studio
(SSMS). I1ix yac cTBOpeHHs 6a3u JaHUX BU3HAYAETHCS ii CTPYKTypa TaOIUIb, TUIU Aa-
HUX, 3B’ 3KW MK TaOnuIsaMu Ta oOMexxkeHHs. [IpaBuiibHe pO€EKTyBaHHS 0a3u T03BOJISIE
YHUKHYTH  HAQJUIMIIKOBOCTI  JTaHWX, TIOKpAlly€ TPOAYKTUBHICTH 1  CHPOIIYE
aJMIHICTpYBaHHS.

Y Microsoft SQL Server icHye KijbKa OCHOBHHUX KaTE€ropii TUIIIB JIaHUX, SIKI BH-
KOPHCTOBYIOThCS JIJIs1 30€epiranHs pi3HOMaHITHOI iH(opMalii B Tadauigx 6a3u gaHux. B
JaH1i poOoTi OyAyTh BUKOPUCTOBYBATUCS TaKl TUITH:

— INT - mine uucio

— TINYINT - nyxe mane mine uucio (0 mo 255)

— DECIMAL(p,s) - TouHE JecATKOBE YUCIO 3 (hiKCOBAHOIO TOUHICTIO
— FLOAT - 4ncio 3 miaBaro4or0 KOMOKO

— CHAR(n) - psaok (hikcoBaHOI TOBKUHH N

— VARCHAR(n) - psaok 3MiHHOT JOBXHHHU JI0 N CHUMBOJIIB
— VARCHAR(MAX) - noBruii TekcT

— DATE - nata (pik, MicsIb, J€HB)

— TIME - yac (ronuHY, XBWINHU, CEKYH/IN )

— DATETIME - nara + yac

— BIT - noriune 3nauenus (0 a6o 1)

— UNIQUEIDENTIFIER - ynikanbuuii inentudikarop (GUID)

VY xoxai pobotu Oyiia cTBopeHa 0a3a TaHux A 00J11Ky poOOYoro yacy, KepyBaHHs
TIEPCOHAJIOM, OOpOOKHM 3alMTiB Ha BiAMYCTKH, a TAKOX BpPaxyBaHHS KaJCHIAPHUX Ipa-
BWI. BoHa cKiIagaeThes 3 I’ SITH OCHOBHUX TaOiwmib. Jliarpama miei 6a3u gaHux 300pa-

*eHa Ha (puc.2.29).
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DayOffRequestApprovals

Users
¥ Reguestld

CalendarRules G ld

¥ Approverld
¥od MName ]
Status
Trtie Surname
DeclineRezzon
Type Email

ShortDayDuration Password
StariDate Salt
FinishDate IsAdmin

IsRecurring IsActive

RecuringFrequency EmploymentDate DayOffRequests

RecuringPericd EmploymentType v i

Exceptions WorkingHoursCount Userld

Appraverlds Lo StanDate
DaysCffCount FinishDate

Rezson

WorktimeRecords
¥ Id
Userld
StartDate
FinishDate
LastEditarld

Pucynok 2.29 — Jliarpama 6a3u qaHux

VY cTBOpeHiii 6a31 ganux tadmuus Users (puc.2.30) 30epirae oCHOBHY 1H(QOpMaIio
PO KOPHUCTYBaudiB CUCTEMH, 30KpeMa iM’si, Mpi3BuIlle, email, maposib, cTaTyc aaMiHICT-
paTopa, J1aTy MpaieBiIallTyBaHHS Ta 1HII XapakTepUCTUKu. s Tabnuiis € HeHTpasIbHOI0
1 OB’ s3aHa 3 KUTbKOMA 1HIMMU Yepe3 30BHIIIHI KiItodi: 1i mose Id BUKOpUCTOBY€eThCA SIK
30BHIIIHIA KJTI0Y y TaOJHUISX, 0 MICTATH 1H(POpPMAIIiI0 PO poOOUYUi yac, 3aluTH Ha
BIJIITYCTKY Ta iX MOTO/HKCHHS.

OxpiM OCHOBHHX aTpuUOyTIB, TAOJIUIIT TAKOXK MICTUTH MoJie Salt, sike BUKOPUCTO-
BYETHCS I O€3MeyHOro 30epiranHs napodis. Salt € yHIKaTbHUM BUTIAJIKOBUM PSIAKOM
CHUMBOJIIB, 1[0 TEHEPYETHCS ISl KOKHOTO KOPUCTYyBaya Ta JOJAETHCS 0 MapOoJio mepes
foro xenryBaHHsAM. Taku# miaxiJ rapaHTyeE, 1110 HaBITh 32 HASIBHOCTI OJTHAKOBUX MapOJIiB
y PI3HUX KOPUCTYBauiB, 30epekeHi B 0a3i xell OyayTh Biapi3HaTUCA. Lle 3HauHOo miaBU-
nrye Oe3neKy JAaHWX Ta YCKIAJIHIOE BUKOPUCTAHHS aTak i3 3aCTOCYBaHHSIM MONEPETHBO

OOYHCIICHUX XeII-Ta0auIb [25].
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Column Mame Data Type Allow Mulls

}? Id uniqueidentifier 1
Mame nvarchar(128) |
Surname nvarchar(128) [
Ernail nvarchar(256) |
Password nvarchar(128)
Salt nwvarchar(128)
IsAdmin bit |
IsActive bit
EmploymentDate datetime |
EmploymentType tinyint [
WorkingHoursCount decimal(d, 2)
Approverlds nvarchar(MAX) |
Day=0Off Count int 1

L

Pucynok 2.30 — Ctpykrypa Tabnuii Users

Tabmuusa WorktimeRecords (puc.2.31) peectpye yacoBi nepiou, IPOTATOM SKHX

MpaIiBHUKU BUKOHYBaJIM CBOIO poOoTy. KoxkeH 3amuc mpuB’si3aHUil 10 IEBHOTO KOPHU-

ctyBaua uepe3 noje Userld, a Takoxx mictuth nogatkose nojie LastEditorld, sike Buko-

PHUCTOBYETHCS s (hiKcallli TOro, XTO BHOCHB OCTaHH1 3MIHHU JI0 3aITUCY.

Column Mame Data Type Allow Mulls
I‘E‘ Id uniqueidentifier ]
Uszerld uniqueidentifier ]
StartDate datetime ]
FinishDate datetime
LastEditorld uniqueidentifier
[

Pucynok 2.31 — Ctpykrypa tabaumi WorktimeRecords

DayOffRequests (prc.2.32) BUKOPUCTOBYEThCS JIJIs1 30€piraHHs 3auTiB HA BIJITY-

cTKy. BoHa MmicTUTh 1HQOpMaLiI0 MPO AAaTH TMOYATKy Ta 3aBEpPLICHHS 3alUTyBaHOI

BIJIMTYCTKH, & TAKOXX MPUINHY i1 oopmiieHHs. SIK 1 monepeaHs Tabauiisd, BOHA 3B’ A3aHa 3

Ta0JIuIeI0 KOopucTyBauiB uepes nosie Userld.
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Column Mame

Data Type Allow Mulls

}'{z’ Id uniqueidentifier ]
Userld uniqueidentifier ]
StartDate datetime ]
FinishDate datetime ]
Reason tinyint ]

0

Pucynok 2.32 — Ctpykrypa tabdaumi DayOffRequests

I[J'ISI BiI[CTC)KCHHH IIOI'OJI?KCHH 3aIlUTIB Ha Bi,ZIHYCTKy BHUKOPHUCTOBYETLCA Ta6J'II/IHH

DayOffRequestApprovals (puc.2.33). Bona MiCTUTB 30BHIIIHI KJTFOU1 10 TaOIHII 3aMHUTIB

(Requestld) Ta no kopucTyBaya, ikuii norokye uu Biaxuwisie 3anut (Approverld). Oxpim

[bOTO, B TaOJUIll 30€pIira€ThCs CTATyC PO3TIIANY 3alUTy (HANpUKiaid, "cxBajieHo" abo

"BimxuieHo") Ta, 3a NOTpeOH, MPUUNHA BIIMOBHU

Column Mame

3 Requestld

% Approverld
Status

DeclineReason

Pucynok 2.33 — Crpykrypa tabnuii DayOffRequestApprovals

Data Type Allow Mulls
uniqueidentifier ]
uniqueidentifier ]
tinyint
nwvarchar(256)
L]

Oxpemo Bupinena tabnuis CalendarRules (puc.2.34), sika MiICTUTH paBUiia MO0

KaJICHJApHUX JHIB - HAIPUKJIa, 1H(HOpMaIlito PO CBATKOB1 200 CKOPOUEHI JHI1, JaTH MO-

YaTKy 1 3aBEpIICHHS iX i1, 4aCTOTy NMOBTOPEHHS, BUHATKH. L1 1aHi BUKOPUCTOBYIOTHCS

JUTSl HAJTAIITYBaHHS 3arajibHOro rpadika poOOTH Ta BpaXyBaHHS OCOOJMBUX KaJieHAap-

HUX IIO1H.
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Column Name Data Type Allow Mulls

}'1? Id uniqueidentifier ]
Title nwarchar(256) ]
Type tinyint ]
ShortDayDuration decirmal(18, 0)
StartDate datetime ]
FinishDate datetime
l=Recurring bit ]
RecurringFrequency srmallint
RecurringPeriod tinyint
Exceptions nvarchar{MAK)

[

Pucynok 2.34 — Ctpykrypa tabnuii CalendarRules

2.4 Peastizanis nporpaMHoOro 3ade3ne4eHHs CePBEPHOI YACTUHHU

CepBepHa yacTrHa Oyje peaizoBaHa 3a I0NOMOTOK MOBH nporpamyBanHs C# y ce-
penosuini ASP.NET Core - notyxHoro ¢ppeiiMBOPKY JJisi CTBOPEHHS MacIITa0OBaHUX 1
MPOTYKTUBHHUX BEO-107aTKIB.

VY pamkax peanizariii 0yyio ctBopeHo KoHTpodiepu st 00podku HTTP-3anuris, mo-
JieNl TaHuX, M0 BIAMOBIIAIOTH TaOMUIAM 0a3u JaHHWX Ta CepBicH NIl 0OPOOKH JIOTIKU
3acTOCYHKY. Takox HamamroBaHo 3B’s30K 13 CYBJ[ MS SQL Server 3a m1omomoroo
dpeitmBpoky Dapper.

Po3poOka 3aiiicHIoeThes Y cepenoBuil Visual Studio - iHCTpyMeHTI A po3poOKu
nonatkiB mia NET. Visual Studio 3a06e3neuye 3pydHe ynpaBiaiHHS MPOEKTAMHU, aBTOMa-
TU3aIli10 301pKU, IHCTPYMEHTH JUIsl HAJIATOJ[KEHHS, a TAKOXK MIATPUMKY poOOTH 3 6a3amMu
JIAHUX Ta IHTETPallllo 3 CHCTEMaMU KOHTPOJIIO BEpCiil.

Jlis 30epiranss 1aHuX y 3aCTOCYHKY BUKOpUCTOBYeThcst MS SQL Server, Tomy He00-
X17THO 3a0€3MeUnTH KOPEKTHE MIIKII0YeHHs 0a3u JTaHUX JI0 HAIIOro MPOoeKTy (puc.2.35,
2.36). lng uporo B KoHQirypauiiuui ¢aiin (appsettings.json) BHOCUTHCS PSIIOK TIKITIO-
yeHHs (Connection String), sikuii MiCTUTh HEOOX1/IHI TTapaMETPH: aipecy cepBepa, Ha3BY

0a3u JaHux, ayTeHTU(]IKaIiiHI JaH1 TOIIO.
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Add Connection ? *

Enter information to connect to the selected data source or click "Change" to choose a different
data source and/or provider.

Data source:

|Micr050ft S0L Server (5qlClient) | Change...
Server name:
|WIN—AJTSACEUL5-4 - | Refresh

Log on to the server

Authentication: | Windows Authentication =
User name:
Password:
Encrypt: Mandatory (True) ~

Trust Server Certificate

Save my password
Connect to a database

(®) Select or enter a database name:
|TimeTracker| e

() Attach a database file:

Browse...

Advanced...

Test Connection Cancel

Pucynok 2.35 — I[linkmouaemo Ms SQL 1o npoekTty

UL&Y; Databa

~ .0gging":
"LogLevel [
"Default": "In mation",
"Microsoft.AspNetCore": " ning",
"Microsoft.Hosting.Lifetime": "Information
"Microsoft.AspNetCore.Authentication": "Er

"Microsoft.AspNetCore.Authorization": "Er

» mailConfiguration™:
“From": "time
"SmtpServer":
"Port": Us
"Username
"Password":

Pucynok 2.36 — CtBopenns ConnectionString
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VY nopanpiioMy, Ha OCHOBI MOJIENI JaHUX, OyJie CTBOPEHO HEOOX1aHYy O13HEeC-JIo-
riKy JUIsl B3a€EMOJI11T 3 0a3010: OTpUMaHHS, JOJIaBAHHS, pelaryBaHHs Ta BUJIaJICHHS 3aru-
ciB. Ile 3abe3neuyeThcs 3aBASKH BUKOPHUCTaHHIO (hpeiiMBOpKY Dapper, sikuii 103BOJIsIE
edekTuBHO npaioBaT 3 SQL-3anuramu.

Dapper - 1ie 00'ektHO-pensmiitaui Mmanep (ORM) ms .NET, sxuit 6yB po3po6iie-
Huit kommaniero Stack Overflow (puc.2.37). Horo rogosra MeTa - 3a6€3MEUUTH MaKCH-
MaJIbHY MIPOJYKTUBHICTh IIPU pOOOTI 3 0a3aMu JaHUX, 30epiralouu Mpu bOMY MPOCTOTY

BUKOPHUCTAaHHA.

NuGet: Datalayer &= X Program.cs TimeTracker
Browse Installed Updates NuGet Package Manager: Datalayer
303

- —— 7y - 3
Search (Ctrl«l) P~ [ Include prerelease Sh hy Package source: nugetorg ~ &
) Type words to search for

Dapper @ nugetorg

- | Top-level packages (3)

2 Dapper by Sam Saffron,Marc Gravell, Nick Craver Installed:  2.0.143 Uninstall
(® A high performance Micro-ORM supporting SQL Server,

MySQL, Sqlite, SqICE, Firebird etc.. Tty

GraphQL.Server.Ui_Altai ueger, Pekka Heiku 7.5 © Package source mapping |

@ GraphQL Altair integration
v | Options

ner Microsoft.Extensions.Configuration.Abstractions

@ Abstractions of key-value pair based configuration. Description

Each package ey 0 i
Version: ) b &1 TimeTracker
Author(s):

Pucynox 2.37 — Bcranosnennst Dapper (NuGet Package)

Ha Biaminy Big Baxkunx ORM, takux sik Entity Framework, Dapper ne npuxonye
SQL-3anuTu Big po3poOHUKA - BU MUIIETE 3aUTH BPYUYHY, IO J1a€ OLIbIIE KOHTPOJIIO
HaJ TUM, 110 CaM€ BUKOHY€ETbCS Ha CTOPOH1 0a3u nanux. Dapper nuiie nonoMarae aBTo-
MaTUYHO MepeTBOproBaTH pe3ysibTatu SQL-3anutiB y 00'ekt C#, 1110 3HAYHO CIIPOIILYE

HamMCaHHS Koxay [26].

Ha nipomy ertami po3poOku cepBepHOT YaCTUHU MOTPIOHO CTBOPUTU MOJECI TAHUX,
K1 OyyTh BiloOpakaTu CTPYKTypy Tabuuilh y 6a3i qanux. Mojeni - 1e Kj1acu Ha MOBI
C#, sgxi MICTITh BJIACTHBOCTI, IO BIJAIOBIJAIOTH CTOBIIIM TaOJUIL Oa3W JTaHUX

(puc.2.38). JlictuHr OocHOBHUX Mojenei 3HaxoauThes B JlogaTky /1.
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4 & [E0 Entities

c# CalendarRule.cs

c# DayOffRequest.cs

c# DayOffRequestApproval.cs
DayOffRequestApprovalResult.cs
DayOffRequesthpprover.cs
User.cs

UserData.cs

[:
¥
[:
b
[
[:
[
[:

b O b O O O F [B

Worktime.cs

Pucynok 2.38 — Entities

HacTynmHuM KpoKoM mMiclisi CTBOPEHHS MOJENIEN € CTBOPEHHs 1HTepQeiciB, sKi
BU3HAUYAIOTh KOHTPAKTH JUId JOCTymy A0 JaHuX. OAuH 13 Takux iHTepdenciB - 1e
[WorktimeProvider. Intepdelic onucye HaOip MeTOAIB, 5Kl OyIyTh peasii3oBaHl y Kjaci,
110 BIJMOBIJIAa€ 3a poOoTy 3 Tabymiero Worktime.

Ile mo3Bossie pO3AUIUTH JIOTIKY, BIIOKPEMUBIIN BU3HAYEHHS (PYHKI[IOHAIBHOCTI
BIJI 1 peastizalii, 10 COpUsie Kpalliil CTpyKTypu3alii KoAy. 3aBsKH BUKOPUCTAHHIO 1H-
TepdeiiciB 3a0e3meuyeTbcsl THYUKICTh Y 3MiHI a00 3aMiHl peaiizalii 6e3 HeoOX1THOCTI
BTPYUYaHHS y KOJ, SIKHI 3aleXUTh Bij 1i€i (pyHKIIoHanbsHOCTI. Kpim Toro, iHTepdeiicu
3HAYHO CIPOLIYIOTh MPOLIEC TECTYBAHHS, OCKUIBKM JAlOTh 3MOr'Y CTBOPIOBATHU IiJIPOO-
JISH1 peaizarllii JJis IOHIT-TECTIB.

Jlictunr knacy IWorktimeProvider:

public interface IWorktimeProvider
‘ int CreateWorktimeRecord(Worktime worktime);
Worktime? GetWorktimeRecordById(Guid id);
Worktime? GetUnfinishedWorktimeRecordByUserId(string userId);

IEnumerable<Worktime> GetWorktimeRecords(Sorting? sorting, WorktimeFilter? filter,
Paging? paging);

Worktime UpdateFinishDate(DateTime finishDate, string userId);
int UpdateWorktimeRecord(Worktime worktimeRecord);
int GetRecordCount(WorktimeFilter? filter);

public void CreateWorktimeRecords(IEnumerable<Worktime> worktimeRecords);

[aTepdetic IWorktimeProvider Bu3Hauae Habip METOIB, IO 3a0€3MEUYIOTh OC-

HOBHI orepariii HaJ| 3amucaMu pooodoro vacy. Jlo HUX HaJleKaTh METOIU JJIS CTBOPCHHS
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OJIHOT'0 200 JEKUJIBKOX 3aMKCiB, OTPUMAaHHS 3aIUCIB 3a 1IeHTU(IKATOpPOM a00 BiJIMOBIIHO
710 TICBHUX YMOB, OHOBJICHHS ICHYIOUMX JIaHUX, a TAKOX METOJ IS MiJPaxyHKy 3araib-
HOT KIJTbKOCTI 3aMKCiB y 0a3i TaHUX.

[Ticnss ctBOopenns iHtepdericy [WorktimeProvider, HacTtynmHuM eramoMm € pe-
am3zariisg nporo iHTepdeiicy y kinaci WorktimeProvider. Came TyT peai3yeTbest JIOTiKa
B3aeMO/IIT 3 0a3010 JaHUX - BUKOHYIOThCS SQL-3amuTu 111 CTBOPEHHS, YUTAHHS, OHOB-
JieHHs Ta 00poOku 3amuciB Tabmaui WorktimeRecords.

Jlictunr xknacy WorktimeProvider:

public class WorktimeProvider : Provider, IWorktimeProvider
{

public WorktimeProvider(IConfiguration configuration) : base(configuration) { }

public int CreateWorktimeRecord(Worktime worktime)
=> Execute(Queries.Worktime.CreateWorktimeRecord, worktime);

public Worktime? GetWorktimeRecordById(Guid id)
=> Query<Worktime?>(Queries.Worktime.GetWorktimeRecordById, new { Id = id
}) .FirstOrDefault();
public Worktime? GetUnfinishedWorktimeRecordByUserId(string userId)
=> Query<Worktime>(Queries.Worktime.GetUnfinishedWorktimeRecordByUserId, new
{UserId = userId}).FirstOrDefault();
public IEnumerable<Worktime> GetWorktimeRecords(Sorting? sorting, WorktimeFilter?
filter, Paging? paging)
=> Query<Worktime>(Queries.Worktime.GetWorktimeRecords(sorting, filter, paging));
public Worktime UpdateFinishDate(DateTime finishDate, string userId)
=> Query<Worktime>(Queries.Worktime.UpdateFinishDate, new { finishDate, UserId =
userId }).First(Q);

public int UpdateWorktimeRecord(Worktime worktimeRecord)
=> Execute(Queries.Worktime.UpdateWorktimeRecord, worktimeRecord);

public int GetRecordCount(WorktimeFilter? filter)
=> Query<int>(Queries.Worktime.GetRecordsCount(filter)).First();

public void CreateWorktimeRecords(IEnumerable<Worktime> worktimeRecords)
=> Execute(Queries.Worktime.CreateWorktimeRecords(worktimeRecords));

WorktimeProvider naciigye 6a3oBuii kiac Provider, 1m0, iMOBIpHO, MICTUTh Me-
tomu Juisi BukoHaHHsS SQL-3amutiB, Taki sik Execute() Ta Query<T>(). Lle mo3Bossie
3HAYHO CTIPOCTUTH B3aeMO/Ii0 3 0a30t0 nanux. Koxxen meton BukopuctoBye SQL-3amur,
BU3HauUeHUM y Kitaci Queries.cs, 1 mepeaac BIAMOBIIHI TApaMETPH.

VY knaci WorktimeProvider peanizoBani MeTOIH, SIKi BiIIOBIIAFOTH 32 OCHOBHI JIii

3 TaHUMH TIPO poOounii yac. BoHU M03BOJSIOTH CTBOPIOBATH HOBI 3aMKCH, OTPUMYBATH
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iX 3a pI3HUMHM KPUTEPISIMU, OHOBJIIOBATH B)KE ICHYIOU1 J]aH1, 30KpeMa 3aBepIliayibHi AaTH,
a TAaKOX I1JIPaXxOBYBaTH 3arajibHy KiJbKICTh 3aMUCIB Y 0a31 TaHUX.

Hactynmaum eramom y peanizarii cepBepHOi YacTWUHU € BUHECeHHS Bciei SQL-
JIOTIKK B OKpeMui ctatuuHui kiaac QueriesWorktime.cs. Takuit miaxij MOJEruIye cy-
MIPOBII KON, J03BOJISIE YHUKHYTH JyOTIOBaHHS Ta YITKO PO3MEKOBYE O13HEC-JIOTIKY BiJl
oe3nocepeHbo1 poOOTH 3 623010 MaHuX. Y I[bOMY KJIaci 3alIUTH OMHUCAH1 Y BUTJIAII KOH-
CTaHTHUX PAJIKIB 200 METO1B, iK1 (GopMyI0Th SQL THHaMIUHO - 3aJI€XKHO BiJl TapaMeTpiB
copTyBaHHs, ¢inpTpamii un narigamii. [le mo3Bomse peanizoByBaTH CKIaIHI 3alUTH 3
YMOBHOIO JIOT1KOI0 1100y 10BH. JlicTuHr knacy QueriesWorktime.cs 3Haxoautbes B Jloga-
TKy /]

[Toni6Ha cTpykTypa 3abe3neuye OUIbIY THYUKICTh Y pO3pOO0IIi, CIIPOILy€E MacIITa-
OyBaHHS MPOEKTY Ta MIATPUMAHHA YUCTOI apxiTeKTypH. Lleit eTan peanizoBaHo i yCix
IHIIUX OpoBaiiaepiB 3a aHanoriero 3 WorktimeProvider, Oyae po3mmpeno SQL-3anutu
JIOJIATKOBUMU YMOBaMH (HaNpUKIIa, GiIbTpaIli€ro 3a nepioiaMu ado mpariBHUKAMHU)

Takox OyJo peani3oBaHO MEXaHi3M (PUIbTpallii KOPUCTYBAUIB, 1110 TO3BOJISIE OIBIII
THYYKO B3a€EMOJIISITH 3 JIaHUMU Ta BigoOpa)kaTu JIMIIE peleBaHTHY iH(opmarito. Jliis
1poro ctBopeHo kiac UserFilter, sikuii iHKarncyaroe HaOip mapaMeTpiB, 32 SKUMH MOXKE
3aicHIOBaTHCS (PiabTpallis mija yac BUKOHaHHs SQL-3anuTiB.

Jlictunr knacy UserFilter.cs:

public class UserFilter
public string SearchText { get; set; }
public DateTime? StartEmploymentDate { get; set; }
public DateTime? EndEmploymentDate { get; set; }
public IEnumerable<EmploymentType> EmploymentTypes { get; set; }
public bool ShowOnlyActiveUsers { get; set; }
public UserFilter(string searchText = "", DateTime? startEmploymentDate = null,
DateTime? endEmploymentDate = null, IEnumerable<EmploymentType>? employmentTypes = null,
bool showOnlyActiveUsers = true)
SearchText = searchText;
StartEmploymentDate = startEmploymentDate;
EndEmploymentDate = endEmploymentDate;

EmploymentTypes = employmentTypes ?? new List<EmploymentType>();
ShowOnlyActiveUsers = showOnlyActiveUsers;

54

}
}
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[Tone SearchText BUKOPUCTOBY€EThCA JIJIs TIOIIYKY 32 3arajJbHUM TEKCTOBHUM 3aIlu-
TOM - 3a3BMYail 1€ 1M 4, Mpi3BUIlE a00 €JIEKTPOHHA ajpeca kopuctyBaua. [lons Star-
tEmploymentDate i EndEmploymentDate no3BonsitoTs 3By3uTH BHOIpKY IO TEBHOTO
nepioJly MpaleBIalTyBaHHS.

EmploymentTypes - 11e mepenik THMIB 3aliHATOCTI, IO JO3BOJISiE, HATPUKIA,
3HAWTH JIMIIE CIiBPOOITHUKIB 3 MOBHOIO 200 YaCTKOBOIO 3aHATICTIO. SIKIIIO mepenik mo-
POXKHIN, Takul (QUIBTP HE 3aCTOCOBYETHCH.

Kpim Toro, 3aBnsku napametpy ShowOnlyActiveUsers MoxHa Jierko BiiuisTpy-
BaTH JIMIIIE THX KOPUCTYBAYiB, K1 Hapa3l € akTUBHUMH Y CUCTEMI, 1 HE TIOKa3yBaTH Hea-
KTyaJbH1 3aIUCH.

KoncTpykrop knacy nepenbadae 3Ha4eHHs 32 3aMOBUYBAHHSM JJIs1 KOKHOTO 3 TIa-
paMeTpiB, 10 COPOILY€E BUKOpUCTaHHS GiIbTpa 6e3 3aiiBoro koay. Takuit miaxia 3a6e3-
NE€YY€ 3pYyYHICTh, YUCTY APXITEKTYPY Ta MOKIMBICTh MOBTOPHOI'O BUKOPUCTAHHS JIOTIKH
GbiapTpartlii y pi3HUX 4YaCTHHAX 3aCTOCYHKY.

GraphQL - ue cywyacHuit miaxin g0 nodyaosu API, skuii 103Bosisie KIIiEHTY ca-
MOMY BU3HA4aTH, SIK1 caMe JIaHl BiH X04e oTpumaTH BiJ cepepa. Ha Binminy Big REST,
JIe KOXKEH 3alUT MOBEPTaE 3a3alieTib BU3HaAUeHY CTpYKTYypy, GraphQL no3Bossie kiie-
HTY 3allMTyBaTH JIMILE Ti MOJS, K1 HOMY A1MCHO MOTPiOHI, 1110 3HIKYE 00CAT nepeaana-
HUX JIaHUX 1 TABUILY€E THYYKICTb [27].

VY upomy npoekti GraphQL BUKOpUCTOBYETHCS I B3a€MO/IIi 3 KOPUCTYBauyaMu
cuctemu. Bes norika 3anuTiB (Queries) Ta 3MiH (Mutations) OnUCy€eTbCsl uepe3 OKpemi
KJIacH, JIe BU3HAYCHO, SK1 MOJISI JOCTYIHI, SIK1 apryMEHTH MOKHA TIepeiaTy, Ta o oyae
PE3yJIbTaTOM.

Jlictunr knacy UsersQuery.cs:

public UsersQuery(IUserProvider userProvider)
{
Field<ListGraphType<UserType>>("1list")

.Description("Get list of users")
.Argument<FilterInputType>("filter", "Filter type")
.Argument<SortInputType>("sorting", "Sorting type")
.Argument<PaginationInputType>("pagination", "Pagination type")
.Resolve(context =>

{
UserFilter? filter = context.GetArgument<UserFilter?>("filter");
Sorting? sorting = context.GetArgument<Sorting?>("sorting");
Paging? pagination = context.GetArgument<Paging?>("pagination");
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return userProvider.GetAllUsers(filter, sorting, pagination).ToList();

;

Field<UserType>("user")
.Description("Get user by Id")
.Argument<StringGraphType>("id", "User ID")
.Resolve(context =>

{

string? id = context.GetArgument<string?>("id");

if (id == null || !'Guid.TryParse(id, out _))
return null;

return userProvider.GetById(id);

b;

Field<IntGraphType>("totalUsersCount")
.Description("Get number of users")
.Argument<FilterInputType>("filter", "Filter type")
.Resolve(context =>

{

UserFilter? filter = context.GetArgument<UserFilter?>("filter");
return userProvider.GetTotalUsersCount(filter);

3

V kinaci UsersQuery peanizoBaHO JIOTIKY OTPUMaHHs IJaHUX PO KOPUCTyBadiB. 30-
KpeMma, nepeadayeHO MOXIJIMBICTh OTPUMYBATH CIIMCOK KOPHUCTYBAyiB 13 MIATPUMKOIO
¢biapTpalii 3a 3aJaHMMHU KPUTEPISIMU, COPTYBAaHHAM Ta PO3OUTTAM Ha cTOpiHKU. Kpim
TOT0, peali30BaHO (YHKIIOHAJIBHICTh OTPUMAHHS OKPEMOI0 KOPUCTYyBaya 3a Horo 11eH-
TU(}IKATOPOM, a TAKOXK MIIPAXYHKY KIJIBKOCTI KOPUCTYBAY1B, SIK1 BIAMOBIJAIOTH IEBHUM
yMOBaM.

Takum ynHOM, KiieHT (frontend-3acTOCyHOK) caM BHPpIIIY€, SIK1 MO MOTPiOHI, 1
MO>K€ THYYKO KEPYBATH BiIOOPAKEHHSIM TaHUX 0€3 3MIHU OCKEHY.

Kirac UsersMutation BiamnoBijae 3a 3MiHy JaHUX: CTBOPEHHS Ta OHOBJICHHS KOPH-
cryBauiB. TyT BimOyBaeThcs mepenada ckiaagaux o0'ekTiB (CreateUserInputType, Up-
dateUserInputType) Ta Bukopuctanss cepniciB, Takux sk [AuthenticationService as re-
Heparlii mapoiniB a6o [DaysOffProvider mist oHOBIEHHS 3aTBEpIKEHB JTHIB BiJIITYyCTKHU.
Jlictunr knacy UsersMutation.cs 3Haxoauthes y Jonarky 1.

Le#t migxin go3Bossie 00'eAHaTH Oi13HEC-JIOTIKY, BAJJAIIO 1 CTPYKTYpY 3allUTy B
onHOMY Micii, poOssun API nieHTpanizoBaHuM, 3pyYHUM /IS POIIUPEHHS 1 JIETKO Ke-
poBanuM. GraphQL noOpe miaxoauTh y BUMNaAKaX, KOJM JIaHl CKJIA/IHI, MAlOTh Oarato

B3a€MO3B’A3KIB a00 KOJIM MOTPiOHA BUCOKA THYUKICTh Y pOOOTI 3 HUMH.
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BuCHOBKM 10 IPYroro posaiiy

Y npomy po3iii 0yJsio MOCTiAOBHO OMKCAHO MPOIIEC BCTAHOBICHHS Ta HAJAIITY-
BaHHS KJIIOYOBHUX KOMIIOHEHTIB CEpPBEPHOI 1HPPACTPYKTypH, HEOOXITHUX AJIST pO3Trop-
TaHHS B€O3aCTOCYHKY.

Byno ycnimHo BctanoBieHo omnepariiitny cuctemy Windows Server 2019 y BipTy-
QTPHOMY CEPEIOBHIITI, 10 3a0€31MeUnyIo cTablIbHy Ta 130J50BaHy IIATHOPMY IS TTOa-
ae1101 podotn. Hactynmuum kpokom OyJio J1I0oJaHO HEOOX1aH1 poiti, 30KpemMa BeOcepBepa
IIS, mo mo3Bonuio peamizyBaTd (yHKIIOHATBHICTh, HEOOXIAHY JUISI OOCITYyTOBYBaHHS
Be03aMMuTIB.

st opranizarii 30epiranHs aaHux Oyio BcraHoBieHo MS SQL Server 2022
Express Ta CTBOpEHO CTPYKTYpy 0a3u JaHHX 13 TAOJULEI0 KOPUCTYBaYiB, IKa CIIPOEKTO-
BaHa 3 ypaxyBaHHsIM Oe3neku Ta e(heKTUBHOCTI 30epekeHHs 1H(pOopMaIlii.

CepBepHa yacTHHA 3aCTOCYHKY peaiizoBaHa 3a gonomoroto ASP.NET Core 13 Bu-
kopuctanaaM C# ta ¢pperimBopky Dapper s pobotu 3 6a3oro qanux. BrpoBapkeni mia-
XO/IY Ta HaJIAITYBaHHs 3a0€3Me4yI0Th HaJlliHYy, MacIITaboBaHy Ta O€31euHy OCHOBY JIJIs

MOAANBIIOT PO3POOKH 1 eKCILTyaTallli BeO1HDpacTpyKTypH.
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PO3/I1J1 3 PO3IOPTAHHSA CAUTY HA BEBCEPBEPI, HAJIAIITY-
BABHHA MOHITOPHUHI'Y TA BAJIAHCYBAHHSA HABAHTAKEHHA

3.1 BecranoBiienns: Ta HanamTyBanHs Application Request Routing (ARR)

Jlist peamizartii GyHKIiT OamaHCyBaHHS HABaHTXKECHHS Oy/1e BUKOPHCTAHO TEXHO-
norito Application Request Routing (ARR) - po3mpenns ans Bed-cepsepa 1IS, mo 103-
Bosisie epeHanpasisti BxigHi HTTP/HTTPS-3anutu Ha iHIIl cepBepu Ha OCHOBI 3aj1a-
Hux npaBmwil. ARR BHKOHYE poJib 3BOPOTHOTO MPOKCI Ta 3a0e3neuye po3MmoAll 3aluTiB
MDXK KUJIbBKOMa €K3eMILIsIpaMy Be0-10/1aTKa, 110 CIPUSE M1IBUIICHHIO IPOTYKTUBHOCTI Ta
BIJIMOBOCTIHKOCTI CUCTEMHU.

byne posrisinyTo nponec BcraHoBiieHHS ARR Ha cepsep 3 IS, cTBopenHs server
farm (rpynu cepBepiB), HaJIAITYBaHHS MapIIPYTIB J1Jisi OOPOOKH 3aIUTIB, @ TAKOXK MOHI-
TOPUHI CTaHy By31iB. Takuii miaxia J03BOJISE 3MEHIIUTH HABAaHTAXXEHHS HA OKPEMI Cep-
BepH, 3a0€3MeUnTH MacITabOBaHICTh Ta €()eKTUBHE BUKOPUCTAHHS PECYPCIB MPHU 3pPOC-
TaHHI KUIbKOCTI KOPUCTYBAUIB.

Takox ARR TicHo iHTerpyerses 3 IIS URL Rewrite Module, o nae 3mory cTBo-
pIOBaTH CKJIA/IHI CIIeHapii MepeHanpapieHHs Ta GuIbTparli 3anuTiB. 3aBAsSKU MATPUMII
3BopoTHOTO Mpokci ARR 103Bosisie mpUxoBaTH BHYTPIIIHIO apXITEKTYpPy CUCTEMH, 1110
MJBUIIY€E OE3MeKy 3arajibHOro pimeHHs. Yce e poouts ARR edekTuBHUM 1 3pydHUM
3aco00M 1St TOOY0BH Cy4acHOT0, HAIIMTHOTO Ta MacIITabOOBaHOTO CEPBEPHOIO CEPeIO-
Buma. Kpim Toro, ARR Mo)xHa O€3KOIITOBHO 3aBaHTAXHUTH 3 OQILUIKHOIO CauTy
Microsoft, 1110 3a06e3neuye 3py4HHil JOCTYII A0 I[LOTO IHCTPYMEHTY Ta TapaHTYeE WOTO aK-
TyaJIbHICTh 1 MATPUMKY (puc.3.1).

[Ticnst ycmimHOro BcTaHOBiEHHS B IIS 3 4BISIOTHCS JOAATKOBI MOKIIMBOCTI
(puc.3.2), 30xpema ¢ynkmii Application Request Routing (ARR) ta Server Farms, siki
JI03BOJISIIOTHh HAJIAIITOBYBATH 3BOPOTHE MPOKCi, OallaHCyBaHHS HaBaHTAXCHHS Ta Kepy-

BaHHS TpadikoM MiX cepBEpaMH.
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Pucynox 3.2 — JlogatkoB1 MOKJIMBOCTI Tiicyst BcTaHOBIeHHST ARR

[Ticns aktuariii ARR B IIS nactymaum kpokom € ctBopennst Server Farm - noriu-

HOTO 00’ €/IHaHHA KIJIbKOX CEPBEPIB, AK€ BUKOPUCTOBYETHCA AJi OalaHCYBaHHS HaBaHTa-

YKE€HHsI, M1ABUILIEHHS TOCTYITHOCTI Ta MacIITabOBaHOCTI BE0-3aCTOCYHKY.
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Ha nipomy ertami Mu cTBOproeMo HOBY Server Farm, maemo it iM’s Ta 101a€MO 110
Hei 1Ba cepBepu (puc.3.3 — 3.6). Lle MoxxyTh OyTH JIOKaJIbHI 200 BiJJaI€H] CEpBEPH, SIKI
OoyayTts 00pobmsitn HTTP-3anutu. Koxen 13 cepBepiB orpumye cBoro aapecy 1 ARR aB-
TOMATUYHO PO3MOJILISE 3aMUTH MK HUMH BIIMIOBIHO 1O BUOpPAHOI MOJIITHUKU OaJIaHCy-

BaHHS (HAIPUKJIIA, 32 3aMOBUYBAHHSM - PIBHOMIPHO).
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Create Server Farm ? *
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Pucynok 3.3 — CtBopenHns Server Farm
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Tenep MoxxHa orstHYTH yci MoxJMBOCTI Application Request Routing (ARR), no-
ctynHi micis ctBopeHHs: Server Farm y IIS. Ha 300pakenH1 BuaHO iHTEpdeic yrpas-
JiHHS hepmoro cepBepiB Ta HaOIp QYHKIIIH, K1 JO3BOJSIOTH THYYKO HAJAIITOBYBAaTH Ma-
PUIPYTHU3AIIII0, KEITyBaHHS, IPOKCIIOBaHHS Ta O0ajJaHCYyBaHHS HABAHTAXKCHHS:

Caching - /Io3Bosi€ HanamITyBaTH KEUIyBaHHS KOHTEHTY, 100 3MEHIIUTH HABAHTA-
KEHHs Ha OekeHA-cepBepu. YacTo BUKOPUCTOBYBaH1 BIAMOBI/II 30€piratoTbCsl Ha MPOKCI-
CepBepi Ta MOBTOPHO BUKOPUCTOBYIOTHCS 0€3 3aMUTY JI0 JIKEpea.

Health Test - Hagae MOXIHMBICTh HAJIAMTYBAaTH PETYJISIPHI MEPEBIPKU CTaHY Cep-
BepiB. SKIo skuiick cepBep He BiamoBigae, ARR aBToMarnyHO BHKIIIOYAE HOro 3
PO3IIOILTY 3aIUTIB, 3a0€3MeUy0Yr HAIHHICTb.

Load Balance - Mictuts napameTpu OajnaHCyBaHHSI HABAHTAKEHHSI MK CEpPBEPAMH.
MoskHa BUOpaTH METO] pO3NOALTY (HAMPUKIIAI, pIBHOMIPHO 200 32 HABAHTAXKEHHSM ) JIJIS
3a0e3MeYeHHs] ONTUMAIIbHOT MPOTYKTUBHOCTI.

Monitoring and Management - Hayae 3aco6u Mmonitopunry po6otu Server Farm ta
KEepyBaHHS CTaHOM cepBepiB. [lae 3Mory neperisgaTi CTaTUCTUKY 3alUTIB, BIIMOBIIEH 1
HaBaHTa)KCHHS.

Proxy - AkTuBy€e (PyHKIII}0O 3BOPOTHOTO MPOKCI - YC1 3aMUTH MpoXoasaTh uepe3 ARR,
10 JO3BOJISIE IPUXOBATH peanbHi [P-anpecu BHYTPIIIHIX CEPBEPIB 1 1OAATKOBO 3aXUILAE
1H(PaACTPYKTYPY.

Routing Rules - [lac 3Mory cTBOproBaTH THyYKi MpaBuiia MapuipyTtusaiii. Hampu-
KJIaJl, MO’KHA CIIPSIMOBYBATH 3allUTH Ha MEBHUI cepBep 3asiexkHo Big URL, Tumy 3anuty
a00 3aroJoBKiB.

Server Affinity - 30epirae ceciro KOprCTyBaua 3 OJJHUM 1 TUM CaMHUM CEPBEPOM IPO-
TATOM yChOTO ceaHcy. Lle BaxIMBO Jisi CTAHO3JIC)KHUX 3aCTOCYHKIB, 5IK1 30€piratoTh 1H-
dbopmailiro B onepaTUBHIN 11aM’STi.

URL Rewrite - ie po3mmpenns 114 [IS (Internet Information Services), sixe 103Bossie
KepyBaTH MepeHarpaBIeHHsIM 3alUTIB Ha cepBepi. BOHO 1ae 3Mory CTBOPIOBATH THYYKI
npasuia A 3mian URL-anpec, sik Ha BXigHOMY, Tak 1 Ha BuximHoMy Tpadiky (puc.3.7

—3.9). Mu BcTaHOBUMO 11€ po3LIMpeHHs 3 odiiiitHoro canty Microsoft [29].
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& ﬁ 115 URL Rewrite Module 2 Setup —

2 Setup Wizard

Cancel to exit the Setup Wizard.

Welcome to the IIS URL Rewrite Module

The Setup Wizard allows you to change the way IIS URL
Rewrite Module 2 features are installed on your computer or
to remove it from your computer. Click Mext to continue or

*

Cancel

Pucynox 3.7 — Bcranosnennst URL Rewrite
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Pucynok 3.9 — YmoBa 3a noprom

VY cepenosuiili Bed-cepepiB Microsoft OanaHcyBaHHS HABAHTAKEHHS € KJIFOUOBUM
MEXaHI3MOM JiJ1s1 3a0€3MEe4YeHHs] BUCOKOI JOCTYITHOCTI, MAacIITaOOBAHOCTI Ta PIBHOMIp-
HOTO pO3MOAUTY Tpadiky MiX KITbKOMa eK3eMIulsipamMu BeO-gonatkiB. IIS miaTpumye
PI3H1 AITOPUTMHU OaTaHCYBAHHS HABAaHTAXKEHHSI, IK1 MO’KHA HAJIAIITYBATH BIATOBITHO JI0
cnenu(iKu HaBaHTaXXEHHS Ta BUMOT 710 TpoiyKTuBHOCTI. B ARR npencrasneno nepenik
aNropuTMIB OanaHCyBaHHS HaBaHTakeHHs (puc.3.10), JOCTyMHUX /IS HaJAIITyBaHHS,
30KpeMa:

Weighted Round Robin

Leli anropuT™ po3noAUISIE 3alIUTA MK CEPBEPAMH HA OCHOBI 3aaHuX Bar. Kox-
HOMY CEpBEpY HAIA€ThCs MIEBHA Bara, sika BU3HA4a€, CKUIbKY 3aMUTIB BIH Mae 00CIyro-
BYBAaTH y CMIBBIIHOIICHH] JI0 1HIIMX cepBepiB. Hanmpukian, K10 OJIMH cepBEp Ma€ Bary
3, a iHmMHK - 1, TO mepiIMii OTpUMae TP 3aMUTU Ha KOXKEH 3anuT apyroro. Lleit meron
e(eKTUBHUHN, KOJIM CEPBEPU MAIOTh Pi3HI MOTY>KHOCTI a00 PECypCH.

Jlo mepeBar MeToAy HAJIEKUTh MOro THYUYKICTh y PO3MOJILII HABAaHTAXXEHHS, a Ta-
KO MPUIATHICTH JJIs1 HEOJTHOPIIHOTO cepeloBuIla cepBepiB. IIpoTe HEAOTIKOM € Te, 110
BiH HE BPaxOBY€ MOTOYHHI CTaH CEPBEPIB, HAMPHUKIIA], PIBEHD 1X 3aBaHTAXKEHOCT] UM Ha-

SIBHICTh 3aTPUMOK.
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Server Variable Hash

VY upboMy BHUIAJKY 3alUT HANPABISIETHCS 0 CEpBEpa HAa OCHOBI XEIly 3HAYEHHS
MIEBHOI 3MIHHOI cepenoBuina ceprepa (Hanpukian, [P-agpecu kimienta, HTTP-3aronosky
torno). [le 3abe3neuye meBHy CTIMKICTb 10 CECIHHOT MPUB’I3KHU - KIIIEHTH, SIK1 HaJCHJIa-
I0Th OJJHAKOBI 3HAYCHHSI 3MIHHO1, TOTPAIUISIOTh HAa TOM caMHil cepBep.

Ile poOuTh METOT OCOOIMBO KOPUCHUM Y CIICHAPIAX, /1€ BAXKIMBO 30€piraTu Cecito
KOpHCTyBaua Ha OJHOMY cepBepl, Ta 3abe3neuye nepeadadyBaHICTh Y MapIIpyTH3ali
3anuTiB. OJIHAK TpU Ty’Ke HEPIBHOMIPHOMY PO3IO/LII 3HAYEHb TaKa CXxema Moxe OyTu
MEHII €(EeKTUBHOIO, OCKIJIBLKH JESKI CEPBEPU MOXKYTh OTPUMYBATH HEMPOIOPIIIITHO Be-
JINKE HaBaHTAKEHHS.

Query String Hash

Lle#i meton Ga3yeThcsi Ha XEIIyBaHHI MMapaMeTpiB query string (psaka 3amuTy)
URL-anpecu. 3anuTu HampaBlIAIOTBCS Ha CEPBEPH BIAMOBIAHO JO PE3YyJIbTATIB XEIIy-
BaHHs 3Ha4Y€Hb Y PsIKY 3anuTy. Lle 103BoIsie cripssMOBYBaTH MO110H1 3aIIUTH 10 OJHOTO
1 TOTO % cepBepa, 1110 MOXKE MOKPALIUTH KEIIyBaHHS Ta Y3roIKeHICTh 00poOku. Meton
n00pe MAXOAUTH JJIsl IMHAMIYHUX BeO-T0AaTKIB, SIKI aKTUBHO BUKOPHUCTOBYIOThH Tapa-
metpu B URL, o/lHaK BiH € YyTJIMBUM JI0 3MIH Y CTPYKTYpl CaMOTO psijiKa 3amuTy, 10
MOK€ CIPUYMHUTHU MOPYIIEHHS CTA0UTBHOCTI MapuipyTu3anli. KpiM Toro, icHye pu3uk
HEPIBHOMIPHOTO PO3IMOALITY HABAHTAXEHHS MIK CEPBEPAMH.

Request Hash

Leii BapianT BukopucTtoBye xemryBanHs uimux HTTP-3anuTiB (abo X BU3HaUEHUX
YaCTHH) NIl PO3MOJLTY MIXK CEepBEepaMH. AJITOPUTM MOXKE BPaXOBYBATH METOJI, NMUISX,
3aroJIOBKH, TUIO0 3amuTy Tomo. Takuil miaxia 3a0e3neuye BUCOKY JETEPMIHOBAHICTh y
MapuipyTH3alii, TOOTO 3alUTH 3 OJHAKOBUMH XapaKTepUCTUKaAMU OyayThb 0OpOOISITHCS
OJIHHMIM 1 TUM e cepBepoM [28].

Takuit Meton ocobuBo edextuBHuil Jyisi RESTful cepicis, ne yacto HanxoasTh
noi0HI 3aMuTH, 1 JIe BAXKIMBO 30epiraTé y3ro/KEHICTh y ix 00poo6mi. Kpim Toro, BiH
JI03BOJIsIE BpaXOBYBAaTH BMICT 3allUTy MpU OallaHCyBaHHI HaBaHTakeHHA. BogHouac 1eit

M1JIX1]] MOKE YCKJIAIHUTH MPOIEC HATAroXKEHHSI CHCTEMH, a TaKOX MOTPeOy€e yBAKHOTO
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BUOOPY MapaMeTpiB, K1 OEPYyTh y4acTh Y XCIIyBaHHI, 00 YHUKHYTH Herlepea0auyBaHoi

MapuipyTu3aiii abo rnepeBaHTaXKEHHS OKPEMHUX CEPBEPIB.

@
Mawwnna [MMepernsg Beeaenns [puctpor  [osigka
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Pucynok 3.10 — Bapiantu OanaHcyBaHHSI HABaHTaKEHHS

3.2 Po3ropranns caiity Ha BebGcepBepi

Jliist posropranHs BeO-3aCcTOCYHKIB, cTBOpeHux Ha matdopmi ASP.NET Core, Ha
cepBepi 3 BukopuctaHHsaMm IIS HeoOxinmHo BcranoButu Hosting Bundle. Ileit maxer
MICTUTh YC1 KOMIIOHEHTH, OTPiOHI JIJIsi TOBHOILIHHOTO (PYHKIIIOHYBaHHS 3aCTOCYHKY Y
BUPOOHMUOMY cepelloBuIIl. 30KpemMa, /10 Horo ckiany BxoauTh Moayiib ASP.NET Core
Module (ANCM), sikuii BHUKOHYE KJIIOYOBY pOjib y 3B’si3yBaHHI BeO-cepepa IIS 3
BHYTpilHIM BeO-cepBepom Kestrel, o 6e3nocepenunpo 06podisie HTTP-3amuTw.

Hosting Bundle takox Bxitouae cepenosuie BukoHanust NET ta ASP.NET Core
Runtime, siki 3a6€31euyoTh MOXKIUBICTh 3amycKy 3i0panux .NET-3actocyHkiB. be3 Ha-
SBHOCT1 BIIMOBIIHOI BepCli cepenoBUIlla BUKOHAHHS 3aCTOCYHOK HE 3MOXKE OYTHU KO-
PEKTHO 3aBaHTaXeHUI a00 Oyjie BUAaBaTh MOMUWJIKH 1] 4ac CTapTy.

Taxox, yBary ciia npuaimuta Tomy, 1mo Bepcisa .NET, BcraHoBieHa Ha cepBepi,

MOBMWHHA TOYHO BIAMOBIATH Tiil Bepcii, mija sky Oyio 310paHo 3acTocyHOK. Lle rapanrtye
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CYMICHICTh YCIX KOMIIOHEHTIB 1 cTaOUIbHY poOOTY MporpaMHOro 3abe3neueHHs. Yci I

KOMIIOHEHTH MOKHA BCTAHOBUTH 3 odiriiiHoro caity Microsoft (puc.3.11 —3.12)

I = X
e Bl https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-8.0.11- ~ @ & | | Search... 0~
@ Internet Explorer Enhanced Sec... [l Download ASP.NET Core8.... % | & New tab B
=‘a Microsoft | NET Why.NET Features Leamn Docs Downloads ~ Community All Microsoft ]
Home Download NET 80 / ASP.NET Core 8.0 Runtime (v8.0.11) - Windows Hosting Bundle Installer

Thanks for downloading
ASP.NET Core 8.0 Runtime
(v8.0.11) - Windows Hosting

Bundle Installer!

@ ASP.NET Core Hosting Bundle contains everything you need to run existing web/ server apps. The bundle includes the NET
runtime, the ASP.NET Core runtime, and if installed on a machine with IIS it will also add the ASP NET Core IS Module. If you
only want the NET or ASP.NET Core runtime, you'll find them in NET 8.0 Downloads.

&7

The dotnet-hosting-8.0.11-win.exe download has completed. Run Open folder View downloads ‘ v

Pucynok 3.11 — Bcranosnenns hosting bundle.

I - X
O Bl https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/sdk-8.0.404-windowsx64-in ~ @ € | | Search... L~
@ intemet Explorer Enhanced Sec...| [Bll Download .NET 8.0 SDK (v8.... % | & New tab B
'hanks for d loadi
NET 8.0 SDK (v8.0.404) -
] [ ] ] ]
indows x64 Installer!
@ Using Visual Studio? This release is only compatible with Visual Studio 2022 (v17.11). Using a different version? See NET SDKs
for Visual Studio.
N
If your download doesn't start after 30 seconds, click here to download manually
Direct link https://download. Istud ft d load/pr/ba3al364-27d8-472e-a33b-5ce09377282a/6f9495e5z (U Copy

Checksum (SHAS512) = c48518ba763f6b72ce8c83a4289e4£2468c5b654b80ccebed10d3c76b10729ee803ce0964d698e1dcl 1£d09 O Copy

The dotnet-sdk-8.0.404-win-x64.exe download has completed. Run Open folder View downloads ‘

Pucynok 3.12 — Bcranosnennsa .NET.

VY cepenoruiii po3podku Visual Studio nmporiec miAroToOBKH 3aCTOCYHKY J0 PO3Io-

pTaHHS peai3yeThes 3a JIOMOMOTo BOY/IOBaHOTO 1HCTpyMeHTy myOdmikarii (Publish)
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(puc.3.13). Lle#t iHCTpyMEHT 103BOJIsIE CPOPMYBATH MOBHICTIO CKOMITIJILOBAHUH 1 TOTO-
BUI JI0 pO3MIIIEHHS MaKeT, IKKUM MICTUTh yC1 HEOOX11H1 (paiiiiu 1Jis 3aIyCKy 3aCTOCYHKY
Ha cepBepi.

VY paMmkax 1poro mporecy 0OMpaeThCs BIAMOBIIHUN METO/I ITyOJTiKaIliil, HalpuKiIai,
CTBOpPEHHS JIOKaJIbHOI Mamku. Y pesynbrari 1nporo Visual Studio BukoHye moOynoBy
MPOEKTY, KOTiI0€ HEOOX1/IHI 3aJ7I€KHOCTI1, KOH(ITypaliifHi ¢aitiam Ta pecypcu 10 BKazaHoi
TUpeKTopii, popMyroun MOBHOIIHHUM Ha0Ip (PaiimiB I MOAAIBIIOTO PO3TOPTAHHS.

[e# miaximg q03BOJISE PO3AUIATH MPOIIEC PO3POOKHU ¥ eKCIUTyaTarlii, OCKITLKH CTBO-
peHuit myOJiKaIiiHUN TakeT MOYKHA TIepeiaTy JjIs PO3MIIICHHS Ha BeO-cepBepl 6e3 J10-
JMATKOBUX M1 3 OOKy po3poOHMKa. TakuM YMHOM, BUKOPUCTaHHS (DYHKI[IOHAITY
nyouikaiii B Visual Studio cpusie cranmaptuzaiiii npouecy miaroToBKH 3aCTOCYHKY J0

posropTaHHs Ta 3abe3Ieuye Horo BIAMOBIAHICTh BUMOTaM IIIJILOBOTO CEPEOBHIIIA.

=
@

Mawwuna [lepernag Beenenns [Mpuctpoi  [losigka

Pucynox 3.13 — Publish.

[Ticns 1pOTO, MaNKy 3 HAIIMM MMPOEKTOM MOTPIOHO IEPEHECTH Y KaTaJIOT WWWTO0Ot

(puc.3.14). ITanka wwwroot - 11e cTaHJIapTHA KOpEHEBa Mamnka JJig Be0O-KOHTEHTY Yy BeO-

cepsepi 1IS
Jlamaw A.A. Apk.
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CaWT.

=g

ko

MawwuHa [epernss BeeaeHHs

Mpuctpoi  [loeiaka

Home Share View

« v 4 » ThisPC » Local Disk(C:) » inetpub » wwwroot » v O Search wwwroot
£ MName - Date modified Type Size
3 Quick access ]
91 Desktop allOShpst Ffle folder
demohost File folder
¥ Downloads timeTracker File folder
[E] Documents TodolistHost File folder
=] Pictures todopubish 20 AM  File folder
etc @ iisstart 12/21/202411:21 .. Chrome HTML Do... 1
TimeTracker <| fisstart 12/21/202411:21..  PNG File EE

= todolist (\\WBox!

wwwroot

& This PC
M 3D Objects
[ Desktop
|| Documents
4 Downloads
D Music
&= Pictures

B Videns e
Titems 1 item selected

KB
KB

"

Pucynok 3.14 — JlojaeMo IpoeKT y WWwroot.

ITix yac nopaBaHHst HOBOro caity B IIS HeoOXxiaHO Bka3atu iforo Ha3By (puc.3.15

¥ Internet Information Services (1IS) Manager — X
« 2 » WIN-AJTBACBULE4 » Application Pools

File View Help

e e UJ' Application Pools DA
63 Start Page

- This page lets you view and manage the list of application pools on the server. Application pools are
v 93 WIN-AJTBACBULEA (WIN-AJT | 5., ciated with worker procesces, contain one or more applications, and provide iclation among different
23 Application Pools applications:
v - @ Sites

Application Pool Tasks

@ Defl @  Add Website... Go - % Show All | Group by: No Grouping - L
@ Refresh Status  .NETCLRV.. Managed Pipel... Identity Applications S
e = bPool  Started A0 Integrated ApplicationPoolld... 1 Edit Application Pool
) =wptchto Coptentviewr- iy Started  NoManag... Integrated ApplicationPoolid... 0 B Basic Settin
X &
2

Ready

— 3.17). Takox 3a7a€ThCs MUISAX JO KOPEHEBOT TUPEKTOPIi, IKa MICTUTh CKOMITUIbOBaHI1
(aiinm 3aCTOCYHKY, OTpUMaH1 BHACIIAOK MOMEPEAHBOTO eTaly myOiiKauii y cepeoBHILI

Visual Studio. Takosx, moxxna oOpatu ip address Ta mopT Ha sskoMy OyJie MpaIfoBaTH HaIIl

Pucynox 3.15 — Jlonaemo Be6caiit y IIS
Jlamaw A.A. Apx.
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Add Website ? X

Site name:
|TimeTracker | |TimeTracker Select..

Content Directory

Physical path:

| Chinetpubhwwwroot\timeTracker

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
http w |AII Unassigned v| |SD |
Host name:

myapp.andrii.com| |

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

Pucynok 3.16 — 3agaemo napamerpu KoHpiryparii

- &| Sites
g% Default Web Site

. &% lIsDeploy
@' TirneTracker

Pucynok 3.17 — Caiit 6yno ycminiHo gogano ao IIS

VY aitmi hosts BUKOHyeMO TpUB’A3KYy IMEHI XOcTa A0 BiamoBigHoi I[P-agpecu
(puc.3.18). Lle nae 3Mory JIOKaJILHO MIEPEaAPECcOBYBATH IOMEHHI IMEHA Ha KOHKPETHI Me-
pexeBi aapecu 0e3 ydacTi 30BHIIIHIX DNS-cepBepiB. Y KOHTEKCTI HaJlalITyBaHHS BEO-
calTy 11 103BOJIsA€ 3a0€3MeUnTH KOPEKTHY MapIIPyTHU3allito 3alKUTIB 0 CepBepa 3a 3a/1a-

HUM JIOMEHOM, IMITYIOUH POOOTY CaliTy B yMOBaX PEaIbHOTO JTOMEHHOIO CEPEIOBUILA.

Jlamaw A.A. Apk.
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| hosts - Notepad — O
File Edit Format View Help

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

162.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

£ S I R S S R S

localhost name resolution is handled within DNS itself.
127.98.8.1 localhost
HE localhost

B

16.8.2.15 myapp.andrii.com

Pucynok 3.18 — Kondirypamis ¢aiiny hosts

3.3 TectyBanHs po0oTH BedGcepBepa

[Ticnst 3aBepilieHHS HaJAIITYBaHHs BeOcepBepa Ta KOH(Irypaiiii cepeoBHIla po3-

MitieHHs y cucremi IS, Oyio 3/1licHeHO 3amyck BeOCalTy 3 METOIO MepEeBIpKHU Horo mpa-

ue3aaTHocTi (puc.3.19). OnHuUM 3 KIIIOYOBUX €TaliB € TeCTyBaHHS JOCTYMHOCTI BeO3a-

CTOCYHKY 3a BKa3aHolo IP-amgpecoro, Ta host name. Ycmimine BiIKpUTTs BeOIHTEphEHCY

yepe3 Opays3ep CBIIUUTH NPO MPaBWIbHICTh HaJallITyBaHHs BeOcepBepa, HASBHICTD

3B’SI3KY MIXK KJIIEHTOM 1 CEPBEPOM, a TAKOK MPO TOTOBHICTh CUCTEMH JI0 MOJANIBINOT €KC-

TTyaTarti.

Mawuia Mepernss Beejews Mpuctpoi  Jlosiaka

15 Intemet Information Services (IIS) Manager -

| @ » WIN-AITEACBULGA » Sites » TimeTracker » &

File View Help

2 L2 @ TimeTracker Home -

3 ary B 5ol

s :; Start Page Filter; - W Go - g ShowAll | Group by: Area B2 ——
S WIN-ATTeACRULE (NIN-ATY | - Edit Site

(2 Application Pools

¢ 3 O ¢ I L 9 A & E

k- 1 > = IE = 0 )

Default Web Site 5 Z { & (B ) (= : =)
NET NET NET Error NET  NETProfile .NETRoles .NETTrust .NETUsers Application Connection MachineKey Pagesand
Levels Conrols

Authorizat... Compilation  Pages  Globalization

&L =

Providers  Session State SMTP E-mail

Z S S O

ﬁ@ b= CtS <
5. Failed Handler HTTP HTTP

RequestTra.. Mappings  Redirect  Respon.

Error Page:

- - } . i ) .
o % = e%ﬂ Ex = @; =4 3
% [ § Ea = @ =
IP Address  ISAPIFilters  Logging  MIMETypes Modules  Output  Request  SSLSettings URLRewrite  WebDAV
and Doma, Caching  Filtering Authori

Configuratu. IS Manager @ rep
Editor Permissions

Pucynok 3.19 — 3anyck BeGcaiiTy
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BinoOpakaeTbcst HanamroBane qoMeHHe iM’st (host name), 1110 CBIAYMTH MPO KO-

pekTHy poboTy Bebceprepa (puc.3.20).

£

Mawusa Mepernsy BeeseHns [Mpucrpoi  [losigka

v | Time tracker x  + - X
€« G A Netsecure myapp.andrii.com/worktime ¥ @
Hi, admin
< Days off
@ Approvals
Year Month

2 Users 2025 June

O Calendar Worktime records not found.

settings

Pucynok 3.20 — JleMoHcTpaliisi yCHIITHOCTI 3aITyCKY

JIist mepeBipKy yCHIIIHOTO MIAKIIOYEHHS 0a3u TaHuX 0 BeOcepBepa Oyo 3xiiic-
HEHO Bi3yaJIbHE TIOPIBHIHHS BMICTY Ta0OJIMIII KOPUCTYBaUiB, 1110 30epiraeThcst y Microsoft
SQL Server, 13 nanuMu, siKi B1100pakatoThcsi Ha BeOiHTepdericl. 31CTaBIeHHs yCIX mapa-
METPiB JO3BOJUIIO BIIEBHEHO 3pOOUTH BHCHOBOK MPO KOPEKTHICTh HANAIITYBAaHHS 3’ €1-
HAHHS M1 CEPBEPHOIO YaCTUHOIO BE03aCTOCYHKY Ta CUCTEMOIO KEpyBaHHsS Oa3amu Ja-
Hux (puc.3.21 — 3.23). Ile cBiquuTh Mpo cTablIbHY PoOOTY 3aMUTIB /10 0a3u, MPaBUILHE
OTpUMaHHA 1 B110OpakeHHsI 1HPOpMallii Ha CTOPOHI KITIEHTA.

Sk yxe OyIlio 3a3HaUEHO paHillie, y cucTeMi 30epiraHHsi OOJIKOBUX JTaHUX KOPH-
CTYBauiB peali30BaHO MEXaHI3M 3aXHMCTy NapoJiB 13 BUKOpUcTaHHsM salt. [le nonaTtkose
3HAYCHHs, IKE TEHEPYEThCS BUMAJKOBUM YMHOM 1 JOAAETHCA /10 MAPOJII0 Iepes HOro
XeNryBaHHsAM. Y Tabnuiil 06a3u JaHUX MU MOKEMO MEePEKOHATUCS B HASBHOCTI BIIMOBI/I-
HOro mojs Salt, ske MICTUTh IHAMBIAYaJbHI PSJKU ISl KOKHOTO KOPHCTyBaua, IO
HIATBEP/DKYE 3aCTOCYBAHHS IIbOTO METOJY.

Takuit miaxija rapaHTye, 1o HaBITh IPU BBEJICHHI OJJHAKOBUX MAPOJIIB PI3HUMHU KO-
pHUCTyBadaMH, pe3yIbTaTH XEUTyBaHHS OyAyTbh PI3HUMHU 3aBISKU YHIKAJIbHOCTI 3HAaYECHb
salt. Ile 3a0e3neuye 3HAYHO BUIIUKA PiBEHb OE3IMEKH, OCKUTHKH YHEMOXKIIUBIIIOE BUKOPH-

CTaHHSI TUIOBUX aTak, SIK-OT MIA0Ip XemIB 13 3a3fajeriib MiArOTOBJICHUX TaOIUIlb
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(rainbow tables). TakuM 4YWHOM, HaBITH y pa3i BUTOKY 0a3u JaHMUX, 3JIOBMHUCHUK HE

3MOKE OTPUMATH CIPABXKHI MMapOJIi KOPUCTYBaUIB.

e ¥ OV =S| 0 0% W | W WO 1 = =
—
[Jsccuerrsawasmnsator i) = I

SISELECT TOP (1@e@) [Id]

, [Name]
, [Surname]
,[Email]
, [Password]
,[5alt]
, [IsAdmin]
, [IsActive]
, [EmploymentDate]
. [EmploymentType]
, [WorkingHoursCount]
. [ApproverIds]
, [DaysoffCount]
FROM [TimeTracker].[dbo].[Users]
100% -
FH Results gl Messages
Id Name Sumame Email Passwaord Salt IsAdmin  IsActive
1 A21723A2-A5F3-4066-864D-3AEF053347BD admin admin admin@gmail.com 13g5USGFA2UZ4r8Vsu2bfA== OLMeldiU1aC2ye2Zx+ye Y TQ+iyEaZkG3 1 1
2 B7B3CE16-376C-4F0A-8485-4EGB1EGCFASD  fulltimer fulltimer fultimer@gmail com jpOmPILpgm2<BJAERPES /A== bOBkn3G+Vjd38MHpzIdQ0deRzXDO/ErX 1 1
3 06134100-EABS-47BC-347F-61B5158D202D  FULLLTIME = FULLLTIME FULLLTIME®@gmail.com asdaYd¥ZwBCFxnR1FYUdw==  6vlk/PHsadPWC5d0OC4leDiTdZD37uThK 0 1
4 6FDDB5C1-7B62-4411-8418-7D2AFDS00AOE  noadmin noadmin noadmin@gmai.com FM G L 7Oy 55LVN FxeMinw== " ikuNQyJv3wtyo YELYOFvadzHBpTIVaZX 0 1
5 S0B5SBERT04A4-4FTC-AFT6-ACEI94DBESIS  Kostas giannis kostas@gmail.com IqiSWhSpHT/GedTsN4Jbw==  |Z6WT4WmIu662HopaldebgZ5Go0KHm+a 0 1
& CESBS505-75BF-4545-8154-C33851260552 approver andri approver@gmail com K2ENpc XifresCO3UFRHHw== Mi5241sK8rzD+8cR+sCzr0ak SeNBwb b 1 1
Pucynok 3.21 — Bubipka tabmaumi Users
)
Mawuna Tepernasn  BeeaeHHa [puctpoi  [losiaka
v | Time tracker x aF = X
<« @ A Notsecurs myapp.andriicom/users &= R @
Hi, admin
® Worktime U
Sers
4 Days off
Search by name or email
© Approvals
Name » Email Employment type Employment date
= admin admin admin@gmail.com part-time 7/24/2024 B
9 Calendar approver andrii approver@gmail.com full-time 7/25/2023 -]
settings FULLLTIME FULLLTIME FULLLTIME@gmail.com full-time 2/24/2024 -]
fulltimer fulltimer fulltimer@gmail.com part-time 7/25/2024 -]
Kostas giannis kostas@gmail.com part-time 2/28/2025 B
noadmin noadmin noadmin@gmail.com full-time 5/13/2025 B
Total records: 6

Pucynok 3.22 —IlepeBipka JaHMX KOPUCTYBaviB, OTPUMaHUX 3 0a3u JaHUX
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g

Mawwura [Mepernsa Beeaensa [puctpoi  Joeiaka

v~ @ myappandriicom X | Time tracker X o+ - X
€« G A Notsecure myapp.andriicom/users/new w @
Hi, admin
© e New user
# Daysoff Name Surname
newUser user
@ Approvals
Employment date Email
2 Users 06/04/2025 [m] newUser@gmail.com
Days off count. Employment type
B Calendar
settings 3 full-time
Approvers
Search by name or email...
Adminuser (]

Pucynok 3.23 — CTBOpeHHSI HOBOT'O KOPHUCTyBa4a

3riJIHO 3 pe3yJbTaTaM1 MOHITOPUHTY CUCTEMH, CIIOCTEPIraeThes CTabiibHA poOoTa
JIBOX CEpPBEPIB, 110 BUKOHYIOTH (DYHKIIIIO OajaHCyBaHHS HaBaHTakeHHS. OOuJiBa By3JIH

3aly4eHi 0 0OpOoOKM BX1IHHUX 3aIUTIB y PIBHO3HAUHIN MPOMOPIIii, 10 cTaHOBUTH 50%

Ha KOKeH cepaep (puc.3.24 —3.25).

=

L

MawwuHa [epernaa Beepenna [puctpoi  [losigka

d5 Internet Information Services (IIS) Manager - x
e 33 » WIN-AJTBACBULE4 » ServerFarms » ServAndriicom » & @
File View Help

Connections - . .

Q- id |7 | Gg' Monitoring and Management

79 Start Page Use this feature to view the runtime statistics of Application Request Routing. Use Actions to manage the content servers.
83 WIN-AT2AC2ULEA (WIN-ATT

L2} Application Pools Group by: | No Grouping -

[l Sites Server Availabili Health Status Requests Per Second Response Time (ms) Current Requests Total Requests Failed Requests
@ Dcfouk Web S ity q P q q q
R O] it ite
- Hs;:myi = 10.0.2.13 Ayailable Healthy, 0 3 0 4 0
-4 . 127.0.0.1 Available Health: 0 19 0 44 0
@ TodiList v
s ) TimeTracker
w33/ Server Farms
~ 4% ServAndrii.com
33 Servers
< >
Since: 6/12/2025 3:42:53 PM
Filter by Host Name: - B Go - (g Show Al

Disk Cache Statistics

Requests (Total: 160)

0.00% hit ratio
0 cache hit requests

Response Size (Total: 0.34 MB)

0.00% bandwidth savings
0.00 MB cache hit
Since: 6/12/2025 3:41:59 PM

a 5| [[E] Features view | I Content View

Pucynox 3.24 — Ornsin pobotu cepBepiB

Jlamaw A.A.
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Gg' Monitoring and Management

Use this feature to view the runtime statistics of Application Request Routing. Use Actions to manage the content servers.

Group by: | Mo Grouping =~

Current Requests Total Requests Failed Requests Request Size (KB) Request Distribution (%) Response Size (KB) Load Balance Weight
0 44 0 42,03 50.00% 12,64 50.00%
0 44 0 427 50.00% 10.67 50.00%

£

Since: 6/12/2025 3:42:53 PM

Pucynok 3.25 — Ornsin poO0OTH cepBepiB

3 METOI0 TeCTyBaHHS €()EKTUBHOCTI MEXaHI3MIB OalaHCYBaHHS HaBaHTaKEHHS

3MIHUMO KOH(Irypaiiito po3noauty Tpadiky MDK cepBepaMu. 30Kpema, nependadeHo
MOJKJIMBICTh PYYHOTO KOPUTYBaHHS Baru KO>KHOTO By3Jia B OaTaHCYBaJIbHHKY, IO J103-
BOJISIE MOZICJIIOBATH ACUMETPHUYHI YMOBH HaBaHTaKeHHs. Hampukiaza, onuH 13 cepBepiB
MOXe OyTH HalamToBaHUK Ha 00poOKy 75% yciX BXIHMX 3alUTIB, TOJI SIK 1HIIMHA -
mute 25% (puc.3.26). Takuil miaxig ga€e 3MOry JOCHIIUTHA OBEAIHKY CUCTEMH B YMOBAX
HEPIBHOMIPHOTO PO3IMOALLY PEeCypCiB, MEPEBIPUTH CTIUKICTH OKPEMHUX KOMIIOHEHTIB JI0

HABAHTAXKEHHA Ta OI[IHUTHU THYYKICTh IHPPACTPYKTYPHU B aJlamnTallii 10 3MiH y Tpadiky.

|-/

&

Mawwna [Nepernag BeegeHHs [lpuctpoi  [osigka

W3 Internet Information Services (1IS) Manager

« 5% » WIN-AJTBACBULBA » ServerFarms » ServAndriicom b

Eile  Wiew Help

Connections

Q-2 & gg' Load Balance

S Start Page Use this feature to configure which load balance algorithm Application Request Routing should use.
.65 WIN-AJTBACAULEA (WIN-ATT

-2} Application Pools Load Balance
~ -[@] Sites
@ Default Web Site Load balance algotithrn:
» &%) 115Deploy Weighted round robin i
& Todiist
; & TimeTracker Load distribution:

v 31 Server Farms

- e Custom distribution ~
.33 Servers
Server Address % Distribution Relative Weight
100215 25.00% 5
127.001 75.00%

Pucynok 3.26 — 3MiHIOEMO HaJlalITYBaHHA OallaHCyBaHHS HABAaHTAXKEHHS

Jlamaw A.A.
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AHaJIITUYHI MOKa3HUKHU TATBEPIKYIOTh €(DEKTUBHICTh 3aCTOCOBAHOTO AJITOPUTMY
3BakeHoro OanaHcyBaHHs (puc.3.27). [lapametrp Request Distribution (%) BigoOpaxkae
daktuaanii posnoAin Bximaunx HTTP-3anutiB mixk cepBepamu - 74.29% 3anutiB Oyiio
CIIPSIMOBAHO Ha BY30JI 13 O1JIBIIIOI0 Baroo, 110 Maike MOBHICTIO BIIIIOBIIa€ OUIKyBAaHOMY
TEOPETUYHOMY 3HAUCHHIO. [HIMI cepBep, BIAMOBIHO, 00poOuB 25.71% 3amwutiB. Takox
MOJKHA TPOCTEKUTH BIAMIHHOCTI Y TaKMX XapaKTepucTHkax, sik Response Time (Mmc),
Total Requests, Request Size (KB) ta Response Size, 110 Bka3zye Ha peayibHiI 3MiHH B

JTUHaMII poOOTH KOXKHOTO 3 BY3JIiB YHACIIJOK HEPIBHOMIPHOTO HaBaHTa)KEHHS.

7
L]

Mawwuna [epernsg Beeaenns [puctpoi  [osiska

&5 Intemet Information Services (IIS) Manager - X

« 3% » WIN-AITEACBULSS » ServerFarms » SevAndricom » @ ey @

File View Help

— @ Monit dM t
= lonitoring an anagement

Q-2 |8 £ 9 g

5 Start Page
-85 WIN-AJTBACBULEA (WIN-AJT

Use this feature t the runtime statistics of Application Request Routing. Use Actions to manage the content servers,

L2 Application Pools Group by: No Groupin:
v .[@ Sites

stus  RequestsPerSecond  ResponseTime(ms)  Cument Requests Total Requests Failed Requests Request Size (KE) Request Distribution (%) Response Size (KB) Load Balance Weight
o 17 0 8 o 1723 B71% 454 25.00%
o 21 0 52 o 299 T429% 1251 75.00%

ince: 6/12/2025 4:01:04 PM

Namer -

Pucynok 3.27 — Ornsin poOOTH cepBepiB MicIsl 3MIHU HaJalITyBaHb

Mexanizm Health Test y cepenoBuiii 0anaHcyBaHHSI HAaBaHTaXEHHSI BUKOHYE KPH-
TUYHO BaXJIMBY (PYHKIIIO 3a0€3M€UYEeHHs] BUCOKOI JOCTYITHOCTI Ta HaIMHOCTI Be03acTo-
CYHKY. loro ocHOBHE Mpu3Ha4YeHHS MOJIATAE Y NEPIOAUYHOMY MOHITOPUHTY Mpane3aaT-

HOCTI CE€pPBEPIB, sIK1 BXOJATH JI0 CKJIaay cepBepHOi pepmu (puc.3.28).
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Mawuna [lMepernsg Beeaenns [puctpol  [oeigka

8 Intemet Information Services (I5) Manager -
« 5% » WIN-AJTBACBULBA + ServerFarms b ServAndriicom b @ oo g

FEile View Help

Connections - Alerts
-~ U;;Jl Health Test =
(-4 Eallf -} (i) The changes have been
= successfully saved.
;9 Start Page Use this feature to configure how Application Request Routing should test for the health of content servers.
~ 85 WIN-AITBACBULGS (WIN-AJT Py Acti
(2 Application Pools URL Test
w [ Sites URL:
€ Default Web Site |http:»’/myapp‘andn|‘coma’workt\ma | =
& 115Deploy @ -
-8 TodiList Example: http:/fuma.contoso, comjtestpage.hitm| g
@ TimeTracker Interval (seconds):
w33/ Server Farms
~ .33 ServAndrii.com [10 |
8 Servers Time-out (seconds);
[0 |
Acceptable status codes:
[200-300 |
Respanse match:
Verify URL Test
Live Traffic Test
Failure codes:
[s00-
Maxirmurm failures: ™

Pucynok 3.28 — Hanamrysanns Health Test

ITix yac pob6otu cuctemu Health Test Hafgcunae 3anuTH 10 MONEPEIHBO BU3HAYE-
HUX PECYpCIB Ha KOKHOMY 3 BY3J1B. Y pasi, SIKIIIO CEPBEP HE BIAMOBIAAE Y BCTAHOBJICHUM
TEepMiH 200 MOBEpPTa€ HEKOPEKTHY BIAMOBIIb, BIH aBTOMATUYHO BUKIIOYAETHCA 3 MYy
JTOCTYITHUX ISl OanaHCyBaJIbHUKA cepBepiB. Lle 103BoIIsIE YHUKHYTH CUTYaIliH, 3a SIKUX
3aMUTH KOPUCTYBaUiB EPEHANPABIISIIOTHCSA Ha HECIIpaBHi a00 MepeBaHTaXKEH1 BY3JH, 110,
y CBOIO Uepry, 3HIKYE PHU3UK BTpATH JIaHHUX 1 3a0e3reuye Oe3nepepBHICTh HAJaHHS T10-
cayr [30][31].

VY mporeci TeCTyBaHHS MEXaHI3My MOHITOPUHTY OYyJIO MPUMYCOBO BIAKIIOYEHO
CaliT Ha MIJAKIIOUYEHUX CepBepax. Y pe3ysbTaTi IbOTO, MIC/IS YE€proBOr0 BUKOHAHHS
Health Test, cucrema BusiBUIIa BiICYTHICTh KOPEKTHOI BIAMOBIAI HAa TECTOBUI 3anuT. B
1HTepdeiici MOHITOPUHTY BIANOBIAHUN cepBep HaOyB cratrycy Unhealthy, mo cBiguuth
PO MOro TUMYAcOBE BUKJIIOUECHHS 3 Mpolecy po3noAiry 3anuTiB (puc.3.29). Taka mo-
BEJ/[IHKA CHUCTEMHU MIATBEP/KYE TPABWIbHY POOOTY HAJIAIITOBAHOTO MEXaHI3My Tie-

PEBIPKH CTaHy Ta 3a0€3MeUeHHs BiIMOBOCTIMKOCTI BEO3aCTOCYHKY.
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@ Internet Infarmation Services (1IS) Manager

. 3% » WIN-AJTBACBULE4 » ServerFarms » ServAndriicom »

File View Help

‘Connections - . .
Q52 U-E:l' Monitoring and Management

ﬁfi Start Page
s}.ﬁﬁ WIN-AJTBACBULES (WIN-AJT
-} Application Pools Group by: Mo Grouping =
v -[@] Sites
%) Default Web Site
&) 115Deploy
&5 Todilist
&% TimeTracker
~ .33 Server Farms
-3 ServAndrii.com

Use this feature to view the runtime statistics of Application Request Routing. Use Actions to manage the content servers.

Server Availability Health Status Requests Per Second Response Time (ms) Current Requests Total Requests Failed |
10.0.2.15 Available Unhealthy 0 o 0 0 0
127.0.01 Available Unhealthy 0 o 0 0 0

< >
Since: 6/13/2025 8:40:49 AM

Filter by Host Name: - Go ~ \gq Show All
Disk Cache Statistics

Requests (Total: 0)
0.00% hit ratio

0 cache hit requests

Response Size (Total: .00 MB)
0.00% bandwidth savings

0.00 MB cache hit
Since: 6/13/2025 8:40:49 AM

Pucynox 3.29 — IlepeBipka Health Test

BuCHOBKM 10 TPETHOTO PO3IiTy

VY ubomy po3aiii 0yJio AeTaabHO PO3IIISIHYTO MIPOLIEC PO3TOPTAaHHS BEO3aCTOCYHKY
Ha cepBepl 3 BUKopucTanHsaM IIS, a Takox BOpOBaKEHHSI MEXaH13MIB MOHITOPHHTY, Ma-
puIpyTHu3ailii Ta 0ajaHCyBaHHS HABAaHTAXXEHHS 3 METOIO ITiJIBUIIIEHHS CTa0lILHOCTI, MPO-
JTYKTUBHOCTI Ta Oe3neku cucteMu. OCHOBHUM IHCTPYMEHTOM BHUCTYMNA€ TEXHOJOTIS
Application Request Routing (ARR), sika 3a06e3neuye 3B0pOTHE MPOKCIFOBAaHHS Ta PO3MO-
JIJT 3aIUTIB MK KUTbKOMA €K3eMIuIsipaMu cepBepa. byrno namamroBano Server Farm 13
JIBOMa CEepBEepaMH, peaji30BaHO THYYKI MpaBWiia MapuipyTuzauii 3a gonomororo URL
Rewrite, akTBOBaHO (DYHKIIiT MOHITOPUHTY, KEUIyBaHHS Ta MEPEBIPKH TOCTYITHOCTI
BY3JiB. Y pe3ynbTaTi moOyJI0BU CEPBEPHOTO CEPENOBHINA OYJI0 CTBOPEHO YMOBH JIJIS
cTab11bHOT POOOTH BE0O3aCTOCYHKY B YMOBAaxX peajibHOTO HaBaHTAKEHHS.

[Tomanpiiie TeCTyBaHHS MIATBEPANIIO KOPEKTHICTh HAJAIITYBaHb: BE03aCTOCYHOK
YCIIIIHO TIAKJIIYAEThCA 10 0a3u JaHuX, BioOpaxkae akTyaldbHy i1H(OpMaIliio Ha
KJIIEHTCHKIN CTOPOHI, a peasli3oBaHl MEXaHI3MHU 3aXUCTy MPaIioTh HaAlitHO. Cuctema
MOHITOPUHTY Ta OaJIaHCYBaHHsI HABAHTAKECHHS 3a0e3meunsia piBHOMIPHUHN Ta 3BayKEHUN

po3noia Tpadiky MK cepBepaMH, a TAKOXK MPOJAEMOHCTPYBaia 3JaTHICTh aBTOMATUYHO
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pearyBaTd Ha BIJIMOBH OKPEMHX BY3IiB, MiATpUMYIOUU Oe3nepepBHY poOOTy Beb3a-

CTOCYHKY.
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BUCHOBKHA

VY mexax kBamdikaiiitHoi poOoTH 0yJI0 YCIINIHO peai3oBaHO KOMIUIEKC 3aX0/IiB,
CIPSIMOBaHUX Ha CTBOPEHHS Ta HaJAIITYBaHHS CEpBEPHOI 1HOPACTPYKTYPH IJIs PO3Mi-
IICHHS Be03aCTOCYHKY 3 BUKOopucTaHHsAM TexHoJsori Microsoft IIS Ta ASP.NET Core.

Jlns moyatky OyJji0 BU3HAYEHO METY JOCHIKEHHsI, OOIpPyHTOBaHO BUOIp 3ac0o01B
JJ1s TOOYZI0OBH BEOCTEKY, IMPOBEACHO aHalli3 apXITeKTypH BeOCepBEpIB 1 PO3IIISTHYTO
IpPUHLIUIK poOoTH 00panoi miatdopmu. Lle mo3Bonmao chopMyBaTH TEXHIYHI BUMOTH
JIO0 peati3aliii MpoeKTY.

Byno 3xilicHeHO MoeTanHe HaNAITYBaHHS CEPBEPHOTO CEPEIOBHUIIA, BKIIOYAIOUN
BCTAHOBJICHHSI CEPBEPHOI oOlepaliitHoi cucteMu, KoHdirypailito BedcepBepy IS,
niaTpumky maatdopmu ASP.NET Core Ta niakimtoueHHs 10 0a3u qaHux. Y ci eranu 0yiau
peanizoBaHi 3 ypaxyBaHHSM BUMOT 10 O€3MEKH Ta HAA1IHOCTI.

Taxosx OyJ0 eTanbHO PO3IIISHYTO MPOIEC pO3ropTaHHs BeO3acTocyHKy Ha IIS 13
BUKOPUCTAHHSAM MEXaHI3MIB MOHITOPHHIY Ta OallaHCyBaHHS HaBaHTa)KCHHs Ha 0as3l
Application Request Routing (ARR). byno HanamroBaHo cepBepHy (depmy, mpaBuiia
MapuipyTH3allii, KeIlyBaHHS Ta TMEPEeBIPKA JOCTYIMHOCTI BY3JIB, IO 3a0€3MeYniio
CTaOUIbHICTh Ta HAAIMHICTh cucTeMH. [[poBeieHo TecTyBaHHS Mpane31aTHOCTI BeOCcalTy,
nepeBipKy B3aeMO/IIT 3 623010 JaHUX, OIIHEHO €(hEeKTUBHICTh POOOTH CUCTEMHU B YMOBAX
OalaHCyBaHHS HaBaHTAXXEHHS, a TAKOXK MPOAHATI30BaHO POOOTY MOHITOPHUHTOBHUX MeE-
XaHI3MIB Yy pa3i BIAMOBHU OKPEMHX BY3JIIB.

OTxe, ycl IOCTaBIICHI 3aBJAaHHS B MEKax KBall(ikaiiiHoi podoTu Oysiv BUKOHAHI
B oBHOMY 00cs31. [ToOynoBaHa cucTteMa NpoJieMOHCTpyBajia CTablIbHICTh, MacIITabo-
BaHICTh 1 3JIaTHICTh 10 pOOOTH B yMOBaxX peajbHOr0 HABAHTAXKEHHS, IO MIATBEPIKYE
JOIUTBHICTh OOPAaHUX TEXHIYHHUX PIIICHb.

3roioM po3po0JIeHy CUCTEMY MOXHA BIOCKOHAIUTH Ta PO3LUIMPUTH BIAIOBIIHO A0
3pOCTar0YuX MOTPeO KOPUCTYBAUiB 1 HABaHTaXXeHHs. [lo1ambImii poO3BUTOK MOKE BKIIIO-
YaTH aBTOMATH3allll0 MPOLEciB 00CTyroByBaHHA, MOJIMIIEHHS 3aC001B MOHITOPUHTY,
NIJBUILIEHHS PiBHS O€3MEKH Ta 1HTErpaliio 3 IHIIUMH cepBicamu. KpiM TOro, MoxinBe
MacmTabyBaHHsS apXiTEKTypH 3 ypaxyBaHHSIM HOBUX BUMOT a00 TMEpPEeXoay 10 OLIbII

CKJIQAHUX 1HPPACTPYKTYPHHUX PILLIEHb.
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[TopiBHsIHHS BeOCEpBEPIB

Honatox A

Xapakrepu- IIS (Microsoft) Nginx Apache
CTHKA
Iaardopma Windows Kpocmnardpopmennit | Kpocrmatrdopmenuii
Tun cepBepy | BeGceprep, inte- | Bebcepsep, peBepc- | Bebeeprep, 3 MOXk-
TPOBaHHM 13 MPOKCi, OamaHCyBajb- | IUBICTIO PEBEPC-
Windows-iH(pa- | HUK MPOKCI
CTPYKTYPOIO
IMponyk- Bucoka Jyxe BUCOKa Bucoka
THBHICTH
HinTpumka HTTP/2, HTTP/3 | HTTP/2, HTTP/3 HTTP/2
HTTP/2/
HTTP/3
HigTpumka ASP.NET, PHP, Bynp-sxi Bynp-sxi
MOB MPOrpa- | iH. yepe3 po3IIn-
MYBaHHS peHHs
banancy- Uepez ARR BoOynoBane Yepes cTOpoHHI MO-
BaHHsSI HABaH- JyJ1i 200 MPOKCi
Ta’KeHHSA
KemyBanus Yepes ARR BoynoBane Uepes moyi
SSL/TLS Tak Tak Tak
(HTTPS)
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[TopiBHSIHHS cCepBEPHUX OlEpalliiHUX CUCTEM

Honatok b

Xapakrepu- Windows Linux Unix macOS Server
CTUKA Server
Tun Jinensii Kowmepmiiina | Bigkpura Kowmepmiitna | Komepiriiina
(Open Source)
HinsoBe cepe- | Kopropaii, , | XocTusr, Be0- | banku, kpu- | Mani odicu, HaB-
JOBHIIIE HaBYaJIbHI cepBepH, TUYHI CHU- YyajbH1 3aKJ1aau
3aKJaau XMapH, CTEMU
DevOps
HonyaspHi Active Direc- | Apache, Nginx, | AIX (IBM), | File Sharing,
KOMITOHEHTH tory, Group | MySQL, Solaris Profile Manager
Policy, IIS, Docker, Kuber- | (Oracle)
Hyper-V netes, Ansible,
Zabbix
CrabinbHicTh y | Bucoka Hyxe Bucoka | Bucoka Cepenns
pooori
be3neka Bucoka Hyxe Bucoka | Bucoka Cepenns
I'nyu- Ob6mexeHa MakcumanbHa | OOMexeHa MiHimalibHa
KiCTh/HAJIAIITY-
BaHHS
HigTpumka Hyper-V [TinTpumka piz- | Solaris MinimanbHa
BipTyaJsizamii HUX
rinepBi3opiB
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Jonatok B

[TopiBasinua CYB/I
Xapakrepu- MS SQL
CTHKA PostgreSQL MySQL Server MongoDB
Pensmiitna Pensmiitna Pensimiitna JlokymeHTHa
Tun CYb
A (SQL) (SQL) (SQL) (NoSQL)

Jlinensis Binkpura Binkputa Komepmiitna Binkpura
Crpykrypa Ta0muiu Taomum Taomui JSON-noxibui
JAaHUX JTOKYMEHTH
Mac-mTaﬁo- Bucoka Bucoka Hyxe Bucoka | Bucoka
BaHICTh
HPOH.yK- Bucoka Bucoka Bucoka BHCOIfa P
THBHICTh 3amnuclt
Cdepa 3a- Cxnazni cu- BeOcaiitu, Koproparusai | 'y, mac-

CHCTEMH, mraboBaH1
CTOCYBAHHS CTEMU CMS . .

BeOCaiTH JaH1
Tpan3axkuii Tak Tak Tak OOMexeHo
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[TopiBasHHA penakiiiit Microsoft SQL Server

Honatok I'

IHapamerp Enterprise | Standard Web Express Developer
Makcu- Heobmexena | o 24 o 4 1 Heobme-
MaJibHA KiJib- JKEeHa
KIiCTh siiep
CPU
Makcumanb- | Makcumans- | Jlo 128 | OOMexeHo I1Th Maxkcumarb-
HUI 00cAT HHUM JOCTYT- I'b HHUU JOCTYT-
OIepaTUBHOIL HUU 1505071
nam’sTi
Maxkcumanb- | Jlo 524 I1Ib Ilo 524 3a3Buuait 10T'b o 524 11b
HHUH PO3MIp I1b MEHIIUN
0a3u 1aHuX
Transparent Tak Hi Hi Hi Tak
Data
Encryption
Penuikamist [ToBHa OOme- OOmMesxeHa Hi IToBHa
MiITPUMKA JKEeHa MiITPUMKA
BapricTts Haituma Cepenns bes- bes- bes-
KOIITOBHA | KOIITOBHA | KOIITOBHA
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[Llenyxa 0.0. KKIKB.KP.Hb—123—-9—-113 38
3un. | Apx. Ne dokcym. Hionuc | ama




Jomarok ]

Jlictunr knacy User.cs

public class User

{

public Guid Id { get; set; }
public string Name { get; set; } = null!;
public string Surname { get; set; } = null!;
public string Email { get; set; } = null!;
public string Password { get; set; } = null!;
public string Salt { get; set; } = null!;
public bool IsAdmin { get; set; }
public bool IsActive { get; set; }
public DateTime EmploymentDate { get; set; }
public EmploymentType EmploymentType { get; set; }
public decimal WorkingHoursCount { get; set; }
public List<Guid> ApproverIds { get; set; } = new List<Guid>();
public int DaysOffCount { get; set; }
public User() { }
public User(UserData userData)
{
this.Id = userData.Id;
this.Name = userData.Name;
this.Surname = userData.Surname;
this.Email = userData.Email;
this.Password = userData.Password;
this.Salt = userData.Salt;
this.IsAdmin = userData.IsAdmin;
this.IsActive = userData.IsActive;
this.EmploymentDate = userData.EmploymentDate;
this.EmploymentType = userData.EmploymentType;

this.WorkingHoursCount = userData.WorkingHoursCount;
this.ApproverIds = string.IsNullOrEmpty(userData.ApproverIds) ? new

List<Guid>() : userData.ApproverIds.Split(';').Select(id => Guid.Parse(id)).ToList();

this.DaysOffCount = userData.DaysOffCount;
}

public UserData ToData()

=> new()

{
Id = this.Id,
Name = this.Name,
Surname = this.Surname,
Email = this.Email,
Password = this.Password,
Salt = this.Salt,
IsAdmin = this.IsAdmin,
IsActive = this.IsActive,

EmploymentDate = this.EmploymentDate,
EmploymentType = this.EmploymentType,
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WorkingHoursCount = this.WorkingHoursCount,
ApproverIds = string.Join(';', this.ApproverIds),
DaysOffCount = this.DaysOffCount,

}

Jlictunr knacy UserMutation.cs

public class UsersMutation : ObjectGraphType
{
private readonly IUserProvider userProvider;
private readonly TAuthenticationService authenticationService;
private readonly IDaysOffProvider daysOffProvider;

public UsersMutation(IUserProvider userProvider, IDaysOffProvider daysOffProvider,
TAuthenticationService authenticationService)
{
this.userProvider = userProvider;
this.authenticationService = authenticationService;
this.daysOffProvider = daysOffProvider;

Field<BooleanGraphType>("UserCreation")
.Description("Create a new user")
.Argument<NonNullGraphType<CreateUserInputType>>("input")
.Resolve(context => ResolveUserCreation(context));

Field<UserType>("UserUpdate")
.Description("Update user")
.Argument<NonNullGraphType<UpdateUserInputType>>("user")
.Resolve(context =>
{

var input = context.GetArgument<UpdateUserInput>("user");

var user = new User()
{
Id = Guid.Parse(input.Id),
IsAdmin = input.IsAdmin,
IsActive = input.IsActive,
EmploymentDate = DateTime.Parse(input.EmploymentDate),
EmploymentType = input.EmploymentType,
Name = input.Name,
Surname = input.Surname,
Email = input.Email,
WorkingHoursCount = input.EmploymentType == Constants.Employ-
mentType.FullTime ? Constants.MaxWorkingHours : input.WorkingHoursCount,
ApproverIds = input.ApproversIdList,
DaysOffCount = input.DaysOffCount,
H

var updatedUser = userProvider.Update(user);
if (updatedUser != null)
UpdateDayOffApprovals(user.Id, user.ApproverIds);

return updatedUser;
});
}

private bool ResolveUserCreation(IResolveFieldContext context)

{

var input = context.GetArgument<CreateUserInput>("input");

var salt = authenticationService.GenerateSalt();
var user = new User()
{

Id = Guid.NewGuid(),
IsAdmin = input.IsAdmin,
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EmploymentDate = DateTime.Parse(input.EmploymentDate),

Salt = salt,

EmploymentType = input.EmploymentType,

Name = input.Name,

Surname = input.Surname,

Email = input.Email,

Password = authenticationService.GenerateHash(input.Password, salt),

WorkingHoursCount = input.EmploymentType == Constants.Employ-
mentType.FullTime ? Constants.MaxWorkingHours : input.WorkingHoursCount,

ApproverIds = input.ApproversIdList,

DaysOffCount = input.DaysOffCount,

b

userProvider.Create(user);

return true;

}

private void UpdateDayOffApprovals(Guid userId, List<Guid> newApproverIds)
{
var filter = new DayOffRequestFilter() { UserId = userId, StartDate =
DateTime.Now };
var activeRequestIds = daysOffProvider.GetActiveRequests(filter).Select(r =>
r.Id).ToList();
var activeApprovals = daysOffProvider.GetApprovals(activeRequestIds).GroupBy(a
=> a.RequestId);

foreach (var activeRequest in activeApprovals)
{
var activeApprovallds = activeRequest.Select(a => a.ApproverId);
var removedApproverIds = activeRequest.Where(a => !newApproverIds.Con-
tains(a.ApproverId)).Select(a => a.Approverld);
var addedApproverIds = newApproverIds.Where(i => !activeApprovalIds.Con-

tains(i));
if (addedApproverIds.Any())
daysOffProvider.CreateApprovals(addedApproverIds, activeRequest.Key);
if (removedApproverIds.Any())
daysOffProvider.DeleteApprovals(removedApproverIds, activeRequest.Key);
}
}
}

Jlictunr knacy Worktime.cs

public class Worktime

{ public Guid Id { get; set; }
public Guid UserId { get; set; }
public DateTime StartDate { get; set; }
public DateTime? FinishDate { get; set; }
) public Guid? LastEditorId { get; set; 1}

Jlictunr knacy CalendarRule.cs

public class CalendarRule

{
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public Guid Id { get; set; }

public string Title { get; set; } = null!;

public CalendarRuleSetupType Type { get; set; }

public decimal? ShortDayDuration { get; set; }

public DateTime StartDate { get; set; 1}

public DateTime? FinishDate { get; set; }

public bool IsRecurring { get; set; }

public int RecurringFrequency { get; set; }

public CalendarRuleRecurringPeriod RecurringPeriod { get; set; }

public string? Exceptions { get; set; 1}

Jlictunr kinacy DayOffRequest.cs

public class DayOffRequest

{
public Guid Id { get; set; }

public Guid UserId { get; set; }

public DateTime StartDate { get; set; }
public DateTime FinishDate { get; set; }
public DayOffReason Reason { get; set; }

public IList<DayOffRequestApprovalResult> Approvals { get; set; } = new
List<DayOffRequestApprovalResult>();

public bool IsEditable => StartDate.Date > DateTime.Now.Date;

Jlictunr knacy QueriesWorktime.cs

public static class Worktime
{
public const string CreateWorktimeRecord = @"
INSERT INTO WorktimeRecords
VALUES (@Id, @UserId, @StartDate, @FinishDate, @LastEditorId)

public static string CreateWorktimeRecords(IEnumerable<Entities.Worktime> workti-
meRecords)
{
return $@"INSERT INTO WorktimeRecords
VALUES {string.Join(',",
worktimeRecords.Select(item =>
$"(C'{item.Id}','{item.UserId}','{item.StartDate}','{item.FinishDate}', NULL)"))}";
}

public const string GetWorktimeRecordById = @"
SELECT * FROM WorktimeRecords WHERE Id = @Id
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public const string GetUnfinishedWorktimeRecordByUserId = @"
SELECT * FROM WorktimeRecords
WHERE userId = @UserId AND FinishDate IS NULL

public static string GetWorktimeRecords(Sorting? sorting, WorktimeFilter? filter,

Paging? paging)
{

string query = @$"
SELECT =*
FROM WorktimeRecords
{AddFiltering(filter)}

query += sorting != null ? $" {AddSorting(sorting)}" : "";

query += paging != null ? $" {AddPaging(paging)}" : ;

return query;

}

public const string UpdateFinishDate = @"
DECLARE @UpdatedRecordId UNIQUEIDENTIFIER
SET @UpdatedRecordId = (SELECT Id FROM WorktimeRecords WHERE userId = @UserId

AND finishDate IS NULL)

UPDATE WorktimeRecords
SET FinishDate = @FinishDate
WHERE userId = @UserId AND finishDate IS NULL

SELECT * FROM WorktimeRecords WHERE Id = @UpdatedRecordId

public const string UpdateWorktimeRecord = @"
UPDATE WorktimeRecords SET
StartDate = @StartDate,
FinishDate = @FinishDate,
LastEditorId = @LastEditorId
WHERE Id = @Id

Jlamaw A.A.

Ulenyxa O.0. KKIKBKPE— 123 - 9 - H3

3mn.

Apk. Ne doxym. Iionuc | Jama

Apx.

93




