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AHOTALIA

Y kBaniQikauiiziii podoTi Npe1CcTaBIeHO MPOEKT MOOYI0BH CHCTEMH MOHITO-

PHHTY KOMII'FOTEPHOI Mepeski 3 BHKOPHCTaHHAM muiatdopmu Zabbix. Metoro po-

0OTH € NPOEKTYBAHHS, pealizallis Ta TeCTyBAHHS MOHITOPMHIOBOI CHCTEMH, 3/1aT-

HOI BHABIISITH 3001 Ta aHOMA1ii B pOGOTI MepekeBoi iHppacTpyKTypH.

[TosicHroBanbHa 3anucka 10 KBalidikauiiinol po6oru Ha Temy [IpoekT koMm-

TMUIEKCHOI CUCTEMH MOHITOPUHIY Meperki 3 BAKOpUCTaHHAM Zabbix ckinagaeTbes 3

BCTYIIY, TPhOX PO3/IiJIiB, BACHOBKIB, CTIUCKY BUKOPHCTAHOI JliTepaTypH Ta A01aT-

KiB.

Tekcrosa yacTuna Buki1aneHa Ha 80 CTOpiHKAX JAPYKOBaHOIO TEKCTY.

Crucok BUKOPUCTAaHUX JuKeped MiCcTUTh 24 HalMeHyBaHb i 3aiiMae 2 CTOPiHKH.

B pobori HaBeneno 105 pucyHkis, 2 Tabauui . 3aranbHuii 06car po6oTH — 94

CTOPIHKH

o

Y nporieci BUKOHaHHSI pOOOTH:

Bu3HaueHO OCHOBHI 3aBaHHs ISl TOOYIOBH CHCTEMH MOHITOPHHTY Mepexi;
[IpoananizoBano 6a30Bi NiAXOIM O areHTHOro Ta G€3areHTHOr0 MOHITOPHHTY;
PosrisnyTo ocobauBocti 3actocyBanHs npotokonis SNMP, ICMP, TCP/UDP;
[Tokazano po3poOKy jioriuHoi cTpykTypu mMepesxi 3 NAT-aapecatieio;
Po3ropryTo Ta HanalmTOBaHO CHCTEMY MOHITOPHHTY

HaBenieHo pe3synbTaTn TecTyBaHHS NpaLe3aTHOCTI MOOY10BAHOT MOHITOPHHIO-

BOI CHCTEMH y CepellOBMILI BipTyastizawii.

Kmowosi croa: CHCTEMA MOHITOPUHI'Y, ZABBIX, ATEHTHUN
MOHITOPHHI', SNMP, NAT, TECTYBAHHS CUCTEMU, IHOPACTPVYK-
TYPA, KM, AAMIHICTPYBAHHS, PO5OUI CTAHLIII, CEPBEP.
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ANNOTATION

The qualification work presents a project to build a computer network
monitoring system using the Zabbix platform. The purpose of the work is to design,
implement and test a monitoring system capable of detecting failures and anomalies
in the network infrastructure.

The explanatory note to the qualification work on the topic Project of a
comprehensive network monitoring system using Zabbix consists of an introduction,
three chapters, conclusions, a list of references and appendices.

The text part is presented on 80 pages of printed text.

The list of references includes 24 titles and contains 2 pages. The work contains
105 figures and 2 tables. The total volume of the work is 94 pages
In the process of performing the work:

The main tasks for building a network monitoring system are determined;

The basic approaches to agent and agentless monitoring are analyzed;

The features of the use of SNMP, ICMP, TCP/UDP protocols are considered;
The development of a logical network structure with NAT addressing is shown;

The monitoring system is deployed and configured

o ok~ w D PE

The results of testing the performance of the built monitoring system in a

virtualized environment are presented.

Keywords: MONITORING SYSTEM, ZABBIX, AGENT MONITORING,
SNMP, NAT, SYSTEM TESTING, INFRA-STRUCTURE, KM,
ADMINISTRATION, WORKSTATIONS, SERVER.
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INMEPEJIIK YMOBHHUX CKOPOYEHb
OC — Omnepariiiina Cucrema
VB — Virtual Box
VM — Virtual Machine
NAT - Network Address Translation
DNS — Domain Name System
PAT - Port Address Translation
SNMP - Simple Network Management Protocol
IPMI - Intelligent Platform Management Interface
WMI - Windows Management Instrumentation
SSH - Secure Shell
HTTP - Hypertext Transfer Protocol
HTTPS - Hypertext Transfer Protocol Secure
ICMP - Internet Control Message Protocol
API - Application Programming Interface
TCP - Transmission Control Protocol
UDP — User Datagram Protocol
DHCP - Dynamic Host Configuration Protocol
VPN - Virtual Private Network
VLAN - Virtual Local Area Network

CYB/ — Cucremu Ynpasninua bazamu [lanux
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BCTYII

AKTYaJIbHICTbL TeMH. Y CydacHHX IH(pOpMAIlIHHUX CHUCTEMaX HaJIHHICTb,
Oe3mneka Ta CTablIbHICTh POOOTH MepexkeBOi 1HOPACTPYKTYPH € KPUTUYUHO BaXKIIHU-
BUMH YUHHUKAMHU. 31 30UIbIIEHHSIM KUTBKOCTI MPUCTPOIB, OOCATY NEpPEeIaHuX TaHUX
Ta CKJIAJHOCTI MEPEXKEBUX TOMOJIOTIH MOCTaE HEOOXITHICTh Y BIPOBAHKEHHI e(ek-
TUBHUX CHCTEM MOHITOPUHTY. BOHU 103BOMISIIOTH CBOEYACHO BUSIBIISITH HECTIPABHO-
CT1, KOHTPOJIIOBATH 3aBAHTAXKEHHS PECYPCIB 1 MIJABUILYBATH 3arajibHy MPOIYKTHB-
HICTh Mepexi. Zabbix € 0HUM 13 TPOBIMHKX pillleHb Yy IiK cdepi, 1o 3ade3neuye
THYYKUH Ta MaciITaboBaHMUM Miaxia 10 MoHITOpUHTY. Came ToMy 0oOpaHa TeMa Mae
BHUCOKY ITPAKTUYHY 3HAUYIIICTh.

Metor kBagdidgikauiiiHol podOTH € IIPOEKTYBAHHS, PO3TOPTAHHS Ta TECTY-
BaHHSI CUCTEMH MOHITOPHHIY KOMIT IOTEPHOI MEpEeXkl 13 BUKOPUCTAHHSIM 3ac001B
Zabbix 3 ypaxyBaHHSIM Cy4aCHUX BUMOT J0 MPOAYKTUBHOCTI, THY4YKOCTI, MacIlITa-
O0BaHOCTI Ta OE3MEKH.

JI71st HOCSATHEHHS TTOCTABJIEHOI METH HEOOX1/THO BUPIIIUTH TaKl 3aBJIaHHS:

® [IPOBECTH aHAJI3 ICHYIOUMX CHCTEM MOHITOPHUHTY Ta OOIPYHTYyBaTH BHOIp
Zabbix;

® JIOCHIAUTHU apXITEKTYypy, KOMIOHEHTH Ta MeXaH13MU poboTu Zabbix;

e 00paTu MeEpeKeBYy TEXHOJIOTIIO0 mJisi moOynoBu 1HGPACTPYKTypH (30Kpema
NAT);

® CIIPOEKTYBATH JIOT1UHY TOMOJOTI0 Mepexi Ta [P-anpecanito;

e BHUOpaTH MeTOJ po3roptranHs Zabbix ta BianoBigny CYB/;

® peayi3yBaTU CUCTEMY MOHITOPHHTY Y CepEOBHIII BipTyasi3aiiii;

® [IPOTECTYBATU MpPAaIE3IaTHICTh PO3POOJICHOT CUCTEMHU Ta OIIHUTHU ii €(eKTHB-

HICTb.

O06’exkTOM IOC/IIKEHHSI € TTPOLIEC MOHITOPUHTY KOMIT IOTEPHOI MEpexKl SK
CKJIQJI0BOI Cy4acHUX 1H(POPMAIIHHUX CUCTEM.
IIpeamerom gocCaiIKeHHS € METOU, 3aCO0M Ta IHCTPYMEHTH peaizallii cuc-

TEMU MOHITOPUHTY Ha 0a31l Zabbix Ta TeXHOJIOT1H BipTyasi3alii.

Ciukapuyx O.B.
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VY nporieci BUKOHaHHsI KBamidikaiiiHoi poooT 0yjI0 po3po0IeHO MPOEKT KOM-
MJIEKCHOT CUCTEMHU MOHITOPUHTY KOMIT FOTEpHOI Mepexi Ha 6a3i Zabbix. Oco0nuBy
yBary OyJ0 MpUIiJIeHO MPOEKTYBAHHIO MEPEIKEBOT apXITEKTYpH, BUOOPY METOIY PO-
3rOpTaHHS CUCTEMH MOHITOPHHTY, HaJallITyBaHHIO MPOTPAMHOTO 3a0e3MeueHHs Ta
BIpTyaTi30BaHOTO cepefoBuIna. PeanizoBana cuctema q03Bojsi€ €PEKTUBHO KOHT-
POJIIOBATH CTaH MEPEKEBUX PECYPCIB, ONEPATUBHO pearyBaTu Ha 3001 Ta 3abe3rme-
qyye 3pydHuid BeOiHTepdeiic s aaMiHICTpyBaHHS, 110 MIATBEPKYE ii MPaKTUUHY

I[IHHICTH 1 TOTOBHICTH JI0 BIIPOBAPKEHHS B peajibHI YMOBH.
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PO31JI 1. TEOPETUYHI ACIHHEKTHU ITIOBY1IOBHU TA ®YHKIIO-
HYBAHHA CUCTEMU MOHITOPHUHI'Y MEPEXI

1.1. CuctemMn MOHITOPHHTY

Zabbix

Zabbix — motyxHa cucrema Monitopunry IT-iH}pacTpykTypu 3 BigkpuTuM

BUX1JTHUM KOJIOM, PO3p00JIeHa JIaTBIMCHKUM 1HXKeHEepoM AJiekceeM BnagumieBum y

2001 pori. [IpoexT mBUIKO 3100yB MOMYJISIPHICTD 3aBJISKHA THYYKOCT1, MacIITabo-

BaHOCTI Ta 6e3komnToBHii JineH3ii GNU GPL, mo go3Bonsie BijlbHE BUKOPUCTAHHS

SK Y IPUBATHOMY, TaK 1 B KOPIIOPATUBHOMY CEPEIOBHIIIL.

OcHoBHI XapakTepucTuku Zabbix:

I[MiaTpuMKa areHTHOro Ta 0e3areHTHOro MoHiTopuHry: Cucrema 103BO-
nsie 30UpaTH AaHi K 3a JOTIOMOTo0 areHTiB (Zabbix Agent), BCTAHOBIIEHUX
Ha XOCTax, Tak 1 uepe3 Oe3areHTHl Metoau, 3okpeMa SNMP, IPMI, WMI,
SSH, HTTP, ICMP Ta iam

3pyunnii BeoO-inTepdeiic: [HTyiTHBHO 3p0o3yMmisnii BeO-1HTEepdeiic 3a0e3mne-
4ye JOCTYH JI0 BCIX (DYHKIIII1 MOHITOPHUHTY: MIEPETJISITY METPUK Y PEATTbHOMY
yaci, HaJaIlTyBaHHS M1a0JI0HIB, 3BITHOCTI, TPUTEPIB 1 CIIOBIIICHb.

I'nyuyka cucrema TpurepiB: Tpurepu 103BONSI0TE (hOopMaTi3yBaTH YMOBH
JUTSl TeHeparlil Mo/ 1 CIOBIlIEHb HA OCHOBI 310paHUX METPUK. YMOBU MO-
KYyTh OyTH TIOBOJII CKJIATHUMU, 3 BUKOPUCTAHHSM JIOTIYHUX ONIEpaTopiB, Qy-
HKIIHA Ta YaCOBUX BIKOH.

Cucrema cnoBimeHb: Zabbix MiATpUMYy€ HaJCUJIaHHS CIOBINIEHb 4Yepes
enexTpoHny nomry, Telegram, Slack, SMS, Be6xyku Ta iu1m11 3aco6u. [losi-
JOMIJICHHSI MOXKYTh OyTH TIEPCOHAII30BAHUMH 3aJI€KHO BiJl TUITY TO/I1i, Yacy
100U abo piBHS MPIOPUTETY.

HinTpumka maodsoniB: [1abmoHu 103BOJAIOTE CTaHIAPTU3YBATH MOHITO-
PUHT JJ11 OMHOTUITHUX MPUCTPOIB a00 cepriciB. Bonu BkitoyaroTh Habip ene-

MEHTIB JJaHUX, TPUTEPIB, rpadiKiB, CIIEHAPIiB A1l Ta aBTOUCKABEPI-TIPABUIL.

Ciukapuyx O.B. Apk.
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ABTOMaTH4He BUsiBJIeHHsI (Qutodiscovery): Zabbix Mo)ke aBTOMAaTUYHO BH-
SIBJISITH TIPUCTPOT B MEPEki a00 CITy»KOU Ha XOCTI, 1[0 3HAYHO CIIPOIIYE PO3-
TOPTaHHS y BEJIUKUX CEPETOBHUILAX.

MacmradoBanicTb: ApxiTekTypa Zabbix 103Bossie Oy TyBaTH CUCTEMHU MO-
HITOPUHTY BIJl KIJTLKOX BY3JIiB IO THCSY CEpPBEPIB Ta MPUCTPOiB. IlinTpumy-
€TbCSI BUKOPUCTAHHS MPOKCi-cepBepiB Zabbix Proxy st 30upanHs JaHUX y
BI/IJTaJICHUX MEpEekKax.

MinTpumka icropuunux ganux: Cucrema J03BOJsiE 30epiratu BeNUKi 00-
CSITM METPHUK y 0a3i JaHWX JUIA TOMAJBIIOr0 aHaji3y, Bizyamizalii Ta mooy-

JIOBH 3BITIB.

Zabbix € 0OJHUM 3 HAWMOIYJISIPHIIIUX PIIIEHb Yy cPepl MOHITOPUHTY 3aBJSIKU:

MOBHICTIO BIAKPUTOMY KOy 0€3 00MeXeHb (PyHKIIOHATY;
IIMPOKIM CHUIBHOTI KOPUCTYBAUiB Ta pO3pOOHHUKIB;
aKTUBHOMY PO3BHUTKY Ta PETYJISIPHUM OHOBIICHHSIM;

BEJIMKIM KUIBKOCTI TOTOBUX IMA0JOHIB sl momyJisipHux cuctem (Linux,

Windows, Cisco, Mikrotik, MySQL, Docker, VMware To1110).

Zabbix 4acTo BUKOPUCTOBYETHCS Y MIANPUEMCTBAX PI3HOTO MaciiTaly, BiJl MaJIUX

KOMITaHIf IO BEJIMKUX KOpIOpailiii, 0aHKIBCbKUX yCTaHOB 1 JIep>KaBHUX OpTaHi3a-

.

Nagios

Nagios — ojHa 3 HaiicTapilMx i HAWBIJOMIIIIMX CHCTEM MOHITOPUHTY, ITOYaTKOBO

BunymieHa y 1999 poui mig Hazsoro NetSaint. e pimeHHs 3 BIIKPUTHM BUXIIHUM

KOOOM A03BOJIAE 3I[iﬁCHIOB3TPI KOMILUICKCHE CIIOCTCPCIKCHHA 3a CTaHOM Mepenci,

CEpBEPIB 1 10AATKIB.

OcHoBHi xapaktepuctuku Nagios:

ArenTHU# Ta 0€3areHTHUI MOHITOPUHT Yepe3 TUIariHu;

Ciukapuyx O.B. Apk.
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e [loTyxHa cucTtema CroBieHb Ta iHGOpMyBaHHS TIPO 3001;
e ['Hyuke HamamMITyBaHHS Yyepe3 KOoHIrypalliiiai (aitnu;
e [llupoxka exocucrema miaridiB (oQiiiHAX Ta CTOPOHHIX);

e [Ilpoctuii inTepdetic 3 6a30B0I0 Bi3yai3alli€lo.

[TepeBaru Nagios:
e [lepeBipeHna pokamu cTaOUIBHICTD;
e JloOpe miaxoauThb JIs MaJliX Ta CePeAHIX MiAIPUEMCTB;
e ['HyuKiCTh Uepe3 TEeKCTOBY KOH]Irypailito;
e IligTpumka Benukoi KigpkocTi miaridiB Ta HanOyaoB (NRPE, NSClient++,

Nagvis To1110).

Prometheus

Prometheus — cy4acHa cuctemMa MOHITOPHHTY Ta 300pY METPHK 3 BIIKPUTHM
BUX1JIHUM KOA0M, po3pobiieHa komnaHiero SoundCloud y 2012 pomui. Bona mupoko
BUKOPUCTOBYETHCSI B CEPEAOBHINAX 3 MIKPOCEPBICHOIO apXITEKTYpOI, 30KpemMa

paszom 13 Kubernetes.

OcHoBHI1 xapakTtepucTtuk Prometheus:
e MoniTopuHT Ha ocHOBI Pull-mexaHizmy;

e Bracna moBa 3anuTiB PromQL;

BOynoBana 0a3a nanux aiig 30epiraHHsi METPHK;

[TinTpumka Bizyamizanii yepe3 Grafana;

[TinTprMKa aBTOMAaTUYHOTO BUSIBJICHHS CEPBICIB.

[Tepesaru Prometheus:
e [1eanpbHO MAXOAUTH JJISI XMAPHOT 1HQPACTPYKTYPH Ta KOHTCHHEPIB;
e ["apHna inTerpaiis 3 Kubernetes, Docker, Grafana;
e Bucoka npoayKTUBHICTh IPH 300p1 BETUKOT KUIBKOCTI METPHK;

e BiakpuTuii KoJ 1 aKkTUBHA CH1JIbHOTA.

Ciukapuyx O.B.
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Icinga
Icinga — dopk Nagios, ctBopenuii y 2009 poiii 3 METOO 0I0JIaHHS 00Me-
KeHb OpuTiHANBHOI cucteMu. CucTteMa Halae cydyacHUW BeO-1HTepdeiic Ta mokpa-

IIEHY MacIITabOBaHICTh.

OcHoBHi xapaktepuctuku Icinga:
e CywMmicHicTb 3 marinamMu Nagios;
e Posmmpeni MOXIMBOCTI Bizyami3aiiii uepes Icinga Web 2;

e [lixTpuMKa pO3MOAIICHOTO MOHITOPHUHTY;

REST API nns inTerpariiii;

HetanbHa koH}irypauis yepe3z DSL Ta Director.

[TepeBaru Icinga:
e CyuacHa anprepHaTtuBa Nagios 3 kpamum UX;
o [ligxoauTh AJis CKIIAHUX PO3MOAUICHUX CEPEIOBHIIL;

e [linTpumka iHTerparii 3 iHmumu iHcTpymeHTamu (Grafana, Ansible).

1.2. OcHOBHi BUIM MOHITOPUHIY

CyyacHil CUCTEMU MOHITOPUHTY MOAUISIOTHCA 3a NPUHIMIIOM 300py JaHUX Ha
areHTH1 Ta 0e3areHTHI.

OxkpiM 11bOTO, 32 00’ €KTaMH CHOCTEPEKEHHSI MOHITOPUHT NOAUIAIOTH HA CUCTE-
MHHM Ta MepexeBuil. CUCTEMHHUI MOHITOPUHT OXOIUTIOE KOHTPOJIb 3a apamMeTpaMu
pobOTH cepBepiB, pOOOUNX CTAHIIIH 1 BipTyalbHUX MamyiH. HatomicTs MepexeBuii
MOHITOPUHT 30CEPEIKYETHCS Ha CTaHI MEPEKEBOi 1HQPACTPYKTYPH: JOCTYIHOCTI

MPUCTPOIB, MIBUIKOCTI KaHAJIIB, 3aTPUMKaX Ta SIKOCTI Mepeaadi TaHuX.

ATeHTHUIl MOHITOPMHI Tiepen0ayae BCTAHOBJIEHHS CIELIAIBHOTO MPOTrpaM-

HOTO 3a0e3nedeHHs (areHTa) Ha cepBep abo 1HIIUN TPUCTPIH, akuit 30upae iHOp-

Ciukapuyx O.B.
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MaIrito mpo cran cuctemu (HaBantaxeHHs CPU, BukopucTaHHs mam’sTi, TUCK, Me-
pEeXKEeBY aKTUBHICTH TOIIIO) 1 TIepeac ii Ha IICHTpaIbHUIA cepBep MOHITOpUHTY. [Ipu-
knaa: Zabbix Agent, Prometheus Node Exporter.

IlepeBaru: rouOmmii 10CTyn 10 CUCTEMHOI 1H(oOpMaIli, Kpaia jJeTani3aiis,
MO>KJIMBICTh KACTOMI30BaHHX METPHK.

Henoaikn: notpeba B ycTaHOBII Ta OOCIyTOByBaHHI areHTIB Ha KOKHOMY BY-

3J11.

Be3arenTHuii MoHiTOpUHT (agentless) 3/11HCHIOETHCS 3a TIOTTIOMOT'OK0 CTaH 1ap-
THHUX IIPOTOKOJIIB 200 30BHIIIHIX 3aMUTIB 0€3 BCTaHOBJICHH: JgoaTkoBoro [13. Haii-
yacriiie BUKopucToByroThest SNMP, WMI (miis Windows), SSH a6o HTTP/HTTPS
API.

[TepeBaru: cripollieHHsT PO3rOPTaHHS Ta MEHIIIE HABAHTAKEHHS Ha KITEHTCHKY
CUCTEMY.

Henoniku: oOMexxeHa rimmOuHa TaHUX, CKJIAJIHICTh Y HaJallTyBaHHI MpaB JOC-

TyIy, MOXJIMBI IPOOJIEMH 3 MacIITAOyBaHHSM.

CucreMHHMII MOHITOPMHI — II€ TIPOLIEC CITOCTEPEKEHHS 38 CTAHOM OKPEMUX
cepBepiB, pOOOUYMX CTaHLIA a00 BIpTyalIbHUX MAlIMH 3 METOO OLIHKH X Mpare3/a-
THOCTI, MPOAYKTUBHOCTI Ta HaBaHTa)K€HHs. BiH OXOIUII0€ KOHTPOJIb 32 TAKUMU I1a-
pameTpamu:

e Bukopucrtanns npoiecopa (CPU);

® 3aBaHTAXEHICTh onepaTtuBHOI am’ATi (RAM);

e 00CsT BUIBHOT0/3alHATOTO JUCKOBOTO MIPOCTOPY;

® AKTUBHI IPOLIECH Ta CITYXKOU;

e Temmeparypa oOJaJHaHHS, eHEPrOCIOKUBAHHS.

CHuCTeMHHUI MOHITOPHHT J03BOJISI€ BYACHO BHUSBHUTH IEPECBAHTAXKEHHS, «IIiBi-
CaHHsD MPoIIeCciB a00 HEIOCTATHICTh PECypCiB, MO0 KPUTUIHO BAXKIUBO ISl CTAOI-

abHO1 pobotu [T-iHppacTpykTypH.

Ciukapuyx O.B.
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MepexeBuii MOHITOPUMHI — 1€ KOHTPOJIb 33 JOCTYIHICTIO, TPOYKTUBHICTIO
Ta AKICTIO 3’ €IHAHHS MK NMPUCTPOAMH y Mepeki. OCHOBHA MeTa — 3a0e3MeUeHHS
cTal1IbHOT pOOOTH MEpEesKi Ta IMIBUIKE BUSIBJICHHS 3001B, BTpAT MAaKETiB, MiABHILE-
HOT 3aTpuMKH To110. Cepesl TUMOBHUX 00'€KTIB MOHITOPUHTY:

® MapuUIpyTU3ATOPH, KOMYTAaTOPU, TOUKH JIOCTYILY;

e MepekeBl IHTepdelicu cepBepiB;

e kanamu 3B’s13ky (LAN, WAN, VPN);

e ciuyx0Ou (DNS, DHCP, HTTP, SMTP To10).

Jlnst MepeKeBOTO MOHITOPUHTY YacTO BUKOPUCTOBYIOThCA TpoTokonu [CMP
(ping), SNMP, NetFlow, sFlow, a Takox nepioguuni TCP/UDP-3anutu nis nepe-

BIPKH JIOCTYITHOCTI CEPBICIB.

OCHOBHI niepeBaru MOHITOPUHTY:

e BusBneHHs HEMOIAIOK 0 TOTO, IK BOHU CTAaHYTh KPUTHIHUMH,

e [linBuiieHHs eQekTUBHOCTI 00CyroByBaHHs I T-cucrem;

e 3HIKEHHS Yacy NpOCTOiB;

o Hananusa ganux aig aHamizy NpoAYKTUBHOCTI Ta TUIAHYBAaHHS PO3IIMPEHHS
1H(DpaCTPYKTYpH.

1.3. IIpoToko./u Ta METOAU MOHITOPUHTY

Jlist epexTUBHOTO PYHKI[IOHYBaHHSI CUCTEM MOHITOPUHTY BUKOPHUCTOBYIOTHCS
pi3HI MEpeXeBi MPOTOKOIU Ta METO U 300py iH(Dopmartii. Haitbiibi nommpeHumMu
€:

e |ICMP (ping): BUKOPUCTOBYETHCS /IS IEPEBIPKH JOCTYITHOCTI XocTy. [Ipoc-
TUH, aJie HeIHPOPMATUBHHM 100 CTAHY CUCTEMH.

e SNMP mmpoko BUKOPUCTOBYETHCS JIJIT MOHITOPUHTY MEPEKEBUX TIPHU-
CTpOiB (KOMyTaTOpH, MapIIpyTU3ATOPH, TPUHTEPH TOIIO). [lae 3mMory oTpu-
MyBatu iH(popmartito nmpo iHTepdeiicu, HaBaHTAKEHHS, TOMIJIKH.

e TCP/UDP-3anuTu: 3aCTOCOBYIOTBCS IS IEPEBIPKU TOCTYITHOCTI CEPBICIB

(manpuxnan, uun Biakputuil nopt 80 ansgs HTTP a6o 3306 ans MySQL).

Ciukapuyx O.B.
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e WMI: npotokon anst MmoHiTopuHry cucteM Windows 6e3 motpebu B ycra-
HOBIII areHTa.
e HTTP/HTTPS-3anuTh: 103BOJIIOTH epeBipsATH BeO-cepBicu, API, Hass-

HICTh IIOMHJIOK Y BIATIOBIIAX.

BucHOBKH /10 epioro po3aiiy:

VY mepmomy po3ainai Oyno 3MIMCHEHO TEOPETUYHE JOCITIIKECHHS OCHOBHUX
MIJXO0/1B 0 MOHITOPUHTY KOMIT FOTEPHUX Mepek. Po3risiHyTo Kiacudikaliiio cuc-
TEM MOHITOPHHIY 3a MPHUHIMIIOM 300py AaHUX (areHTHi Ta Oe3areHTtHi), 3a
00’€KTaMU KOHTPOJIIO (MEPEKEBUM Ta CHCTEMHHUI MOHITOPHHT), a TAKOXK MpOaHaJIi-
30BaHO ocHOBHI npotokosu (ICMP, SNMP, WMI, HTTP/HTTPS, TCP/UDP), mo
3aCTOCOBYIOTHCSA Y MOHITOPUHTOBHUX PIIIEHHSIX.

Oco06nuBy yBary OyJio OpUJIIJIEHO MOPIBHSAHHIO MOMYJIAPHUX MIATHOPM MO-
HiTopunry: Zabbix, Nagios, Prometheus ta Icinga. ¥ xoxai anamizy 3’sicoBaHoO, 110
X04Ya KO’KHa 3 HUX Mae€ BIIacHI nepeBaru, came Zabbix 3abe3neuye HaibOinbI 36aia-
HCOBaHE MO€JHAHHS (YHKIIOHATBHOCT1, MACIITAOOBAHOCTI, THYYKOCTI Ta 3py4HO-
CT1 BI3yaJi3alii.

Zabbix BUPI3HIETHCS IHTETPOBAHOIO apXITEKTYPOIO «BCE B OJJHOMY», MIATPH-
MKOIO SIK ar€éHTHOT0, TaK 1 0€3areHTHOr0 MOHITOPUHTY, IIUPOKUM CIIEKTPOM I11a0-
JIOHIB Ta MOXJIMBICTIO BUKOPUCTAHHS B PI3HUX MaclITa0ax — BiJl MAJIUX MEPEXK 10
BEJIUKHUX KOPIOPATUBHUX cepeoBHIIL. [[i XapakTepucTUKu € KPUTHYHO BaXKJIUBUMHU
JUTSL peanizalii MPoeKTY, sSIKUi ieperdayae CTBOPEHHSI KOMIUIEKCHOT, THYUYKOI Ta Ma-
CIITabOBaHOT CHCTEMH MOHITOPHHTY.

TakuMm 9uHOM, Pe3yIbTaTH IBOTO PO3AUTY Jadu OOIPYHTOBAHY OCHOBY JJISI BUOODY
Zabbix sk 6a30B01 TIaTGOPME IS IOJAIBIIOTO MPOEKTYBAHHS CUCTEMH, a TAKOXK

BU3HAYMJIM OCHOBHI TEXHIYHI IMapaMeTpH, sSIKUM Ma€ BIAMOBIIATHA peani3oBaHe pi-

HICHHH.
Ciukapuyx O.B. Apk.
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PO3A1J 2. TIPOEKTYBAHHA CUCTEMUW MOHITOPUHI'Y ME-
PEXI
2.1. IIpoeKkTyBaHHSI CHCTeMH MOHITOPMHIY Ha 0CHOBI Zabbix

2.1.1. IlopiBHSAILHUI aHAJII3 cHCTEM MOHITOPMHIY Mepe:xi

VY mporieci MpOeKTyBaHHS MiACUCTEMU MOHITOPUHTY BaXKJIMBUM €TAIlOM € BUOIp
BIJIIOBITHOTO MPOTPAMHOT0 3a0e3MeueHHs, 3[aTHOTO 3a0e3MeYnTr €PEeKTUBHUMN KO-
HTPOJIb CTAaHy MEPEKEBUX PECypCiB, CEpBEPIB, JOJATKIB Ta IHIIUX ejleMeHTiB [T-
iHbpacTpykTypu. Cepea HalOUIbII MOMIUPEHUX PIIIEHb JUISI MOHITOPHUHTY MO>KHA
Buokpemutu Nagios, Prometheus Ta Zabbix, siki MarTh pi3HI MIAXO0AH J0 300Dy,
0oOpoOKHM Ta Bizyati3allii TaHuX.

Nagios € OAHUM 13 HaliCTapIIIUX IHCTPYMEHTIB Y cpepl MOHITOPUHTY, BITOMUI
CBOEIO CTAOUIBHICTIO Ta MIMPOKOIO CHIJILHOTOIO KOPUCTYBadiB. BiH BUKOpHUCTOBYE
MO/IeJIb IUIATIHIB JIJISl IEPEBIPKH CTaHY PI3HUX 00'€KTIB, 10 AA€ 3MOTY aJanTyBaTH
Horo 70 nmpakTu4yHO OyAb-siKkoi 1H(pacTpykTypu. [IpoTe, 11si HOBHOLIHHOTO BUKO-
puctanHs Nagios y BEJIMKUX YU TUHAMIYHUX MEPEKax, K MPaBUIIO, MOTPIOHO 1HTe-
IPyBaTH MO0 3 TOAATKOBUMH 1THCTPYMEHTAMH (HAMPUKIIAJ, IS Bi3yauni3anii un 30e-
piraHHs ICTOPUYHUX JAHUX ), 10 YCKJIAJHIOE aMIHICTPYBaHHS Ta MacIITa0yBaHHS
CHCTEMHU.

Prometheus — e cyvacHa cuctemMa MOHITOPUHTY, sika OyJia po3po0JieHa CIeli-
aJIbHO JJI XMapHUX Ta KOHTEMHEepU30BaHUX cepeioBUlLll. BoHa 0a3yeTbes Ha Mozel
time-series data Ta BUKOPHCTOBY€E TiIXiJ 300py METPUK 3a IOTIOMOTOK0 MEXaHi3My
«pull», 10 703BOJIsE IIEHTPAII30BaHO OMUTYBATH 1T, Prometheus qobpe iHTETpY-
etbest 3 Kubernetes, Docker Ta inmmMu DevOps-iHcTpyMenTamu. OHaK J171st peadti-
3al1ii MOBHOTO ()YHKIIOHATYy MOHITOPUHTY YacTO MOTpedye HalalTyBaHHS J0J1aT-
KOBHX KOMITOHEHTIB, TakuX K Alertmanager s omosimens Ta Grafana s Bizya-
mizamii nanux. Lle 301mblye 3araibHy CKJIQJHICTh CUCTEMHU Ta BUMarae riIMOIIMX
TEXHIYHUX 3HAHb JJIS HAJIAIITyBaHHS.

Zabbix, Ha BIIMIHY BiJ 3rafjaHUX CHUCTEM, MPOTIOHYE MMOBHOIIIHHE PIIICHHS «3

KOpPOOKM», IKE BKIIIOUa€ B ceOe K MeXaHI3MM 300py aHUX, Tak 1 3acoOU OMOBI-
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IIEHHS, 00pOOKH MO/I1i, Bi3yasizallii Ta iHTerparii 3 IHIMUMHU cucTeMamMu. BiH miar-
pUMYE SIK areHTHHH, Tak 1 6€3areHTHUN MOHITOPHHT, MPAIIOE 3 PI3HUMHU MPOTOKO-
gamu (SNMP, ICMP, HTTP, SSH) ta moxe MacitaOyBaTHCs i 00CITyTrOBYBaHHS
K MaJIuX o(piCHUX MEPeXk, TaK 1 BEJIMKUX PO3MOAUICHUX CUCTeM. Zabbix Takox Ha-
Jla€ THYYKUH BeO-1HTepdeiic sl yIpaBIiHHSA KOHITYpalli€lo Ta aHalli3y JaHuX 0e3
noTpedu B CTOPOHHIX 1HCTpyMeHTax. Lle poOuTh 10ro 0co0IMBO 3pyIHUM JIJIsI BIIPO-
Ba/DKCHHS B OpTaHi3allisx, /e BAXJIMBI MPOCTOTa OOCIYrOBYBaHHs, CTAOUIBHICTD Ta
KOMITJIEKCHICTD MIIXOAY A0 MOHITOPUHTY.

3 ypaxyBaHHSM BHUIIE3TaJaHUX XapaKTEPUCTHUK, & TAKOXK MOPIBHSILHOTO aHa-
73y (neransHO HaBeneHo B JlomaTky A), cuctema Zabbix Oyna oOpaHa sik 6a3oBa
JUTSL peajiizaiii miAICHCTEMH MOHITOPUHTY B MEXax JTaHOro MpoekTy. Takuii BUOIp
3yYMOBJIEHUH 11 YHIBEPCAIBHICTIO, MOTYKHUM (PYHKI[IOHAIOM, MIITPUMKOIO HIHPO-
KOT'O CIIEKTPY MPUCTPOIB 1 TEXHOJIOT1H, a TAKOK aKTUBHOIO CHIILHOTO PO3POOHH-
KiB 1 KOPUCTYBaYiB, 110 3a0e3Meuy€e JOCTYIl 10 YUCICHHUX Ia0JI0OHIB, MOAYJIB Ta
JTIOKYMEHTAITi.

2.1.2. ApxitekTypa Ta koMmnoHeHTH Zabbix

Zabbix € TOTY»XHUM PIIIICHHSM JJIsl MOHITOPUHTY MEpexKeBO1 1HOPaCTPYKTYpH,
CepBEPIB, JOJIATKIB Ta CEPBICIB. ApXiTeKTypa Zabbix Mae MOJyJIbHY CTPYKTYPY, LLIO
BKJIIOUYA€ TaKl OCHOBHI KOMIIOHEHTH:

e Cepsep Zabbix — rojioBHHII KOMIIOHEHT, 110 BIAMOBIAAE 3a 301p, 0OPOOKY,

30epiraHHs JaHUX 1 TEHEPALIil0 OMOBIIIEHb.

e ba3a naHux — BUKOPUCTOBYETKCS JIJIs 30epiranHs Bei€i iHdopmaliii mpo KOH-
¢irypariito, moii, METPUKHU Ta ICTOPII0 MOHITOpUHTY. [TiATpUMYyIOTHCS TaKi
CVYB/, sx MySQL, PostgreSQL, Oracle Toro.

o Beo6-inTepdeiic — rpadiunuil IHCTPYMEHT JUIsl aAMIHICTPYBAHHS Ta aHATI3Y
JaHUX.

e ArenTn Zabbix — nporpamMHi KOMIOHEHTH, BCTAHOBJICHI HA KIHIEBUX IPH-
CTpOSIX, SIKI TepeAaroTh 1H(OpMaIito PO CTaH CUCTEMH Ta ii pecypcHu.

e [IlIpoxkci-cepBepu Zabbix — npomixHi By3/H, K ONTUMI3YIOTh 301p JaHUX Y

PO3MOIICHUX MEPEKaX.
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SNMP TCP/HTTP...

Puc 2.1. Apxitekrypa Zabbix

[TepeBaroro apxiTekTypu Zabbix € ii MacTaboBaHICTh Ta MOKJIUBICTh a/1alTa-

11i 10 pI3HUX PO3MIPIB 1 TUIIIB MEPEK.

2.1.3. MexaHi3zmu 300py nanux i onosimenns B Zabbix

Zabbix miATpUMYye€ pi3HI MEXaH13MHU 300py TaHUX:

e AreHTHHII MOHITOPHHTI — areHTH ZabbixX 30HMparoTh J1aH1 3 CEPBEPIB 1 PO-

00YMUX CTaHIIIH.

e be3areHTHHiA MOHITOPUHI — BUKOPUCTaHHS CTaHAAPTHUX MPOTOKOJIIB,

takux 1k SNMP, ICMP (ping), HTTP, SSH.

e MoHiTOpPUHTI HA OCHOBI JIOTIB — aHaIII3 TEKCTOBUX (PailiiiB a00 CUCTEMHHX

KypHAaJIiB.

e APIl-inTerpaumii — miAKIIOYEHHS 10 30BHIMIHIX CHUCTEM 1 CEpPBICIB IS

300py MaHUX.

Cuctema Takox 3a0esneuye eheKTUBHY 0OpPOOKY IMO/I1i 3a JOMOMOIOIO:

e HanamryBanHs Tpurepis, sSiKi aKTUBYIOTBCS TPU JOCSITHEHHI KPUTHYHUX

3HA4YCHb MCTPHUK.

e OmnoginieHb Yepe3 pi3Hi kaHam 3B's13Ky (email, SMS, Telegram, Slack).

e MexaHi3MiB aBTOMaTH3AIII1 )11 IIBUKOTO pearyBaHHs Ha 1HIUJICHTH.

Ciukapuyx O.B.

Danvroscoruil 1.1,

3mn.

Apk. Ne doxym.

ITionuc

Jlama

Apx.

KKIKB.KP.b — 123 - 13 -T13

20




VMware [ €t dasnbonrd |

esx7-02 Hypervis... 5X7-03 Hypervis... Developer cluste... TOP guest VMs by CPU utilization
2220701131233 2220701131235 202240701 132033

Up (1) 3 Up (1) 1 running Developer cluster primary node [] 015%

VMware: Hypenisar ping VMware Hypenvisor ping Guest VM state MSSQL server node 1 [} 014%

Graph Graph
e 10GHz

10%

0%
7.011228 7.011239 7.01 1251
= esx7-01: VMware: CPU usage .. = esx7-02 Vidware: CPU usage

7.0112:29 7011242 7011255 7.0113:09
usage. = avg(esx7-03-ho... == avg(esx7-02-ho.

Hypervisor problems Guest VM problems

£
|
g
E
&o
i
e

Puc 2.1. T'onorne Bikno Web intepdeiicy
2.2. TexHoJiorisl 1151 CTBOPEHHA Mepe:Ki

VY mporeci po3ropTaHHs CUCTEMHU MOHITOpUHTY Zabbix y pamkax JiabopaTop-
HOTO CTEH/Y BaXKJIMBUM €TAIlOM € HaJalllTyBaHHS BIJAMOBIIHOTO MEPEKEBOIO cepe-
JIOBUILIA, SIKE 3a0€3MeUUTh CTa0IbHY pOOOTY CEpBICIB, IXHIO B3a€MO/III0 Ta OJHOYA-
CHO 130JIAII1I0 BiJl OCHOBHOI MEPEXk1 XOCT-CUCTEeMH. J[JI1s JOCSITHEHHS LIUX I1ij1ei OyI10
oOpano Bukopuctanusa TexHosorii NAT Network, o HagaeTbest BipTyanizauiiHum
cepenopuiiem VirtualBox.

NAT Network € onTuManbHUM PIlIEHHSIM JIJ1s1 TOOYA0BH 130JIbOBAHOT BHYTPIIII-
HBOT MEPEXi MK BIpTyaJIbHUMHU MallMHAMU, sIKa O03BOJISE M OOMIHIOBATHCS JIa-
HUMH MiX CO0OI0 Ta, 3a MOTpeOr, MaTH JOCTYM JI0 30BHIIIHHOTO 1HTEPHETY Yepe3
MepexeBui iHTepdeic XOCT-MalTHA. Y TOM K€ Yac, 30BHIIIHI IPUCTPOi HE MAIOTh
0e3MmocepeIHbOro AOCTYIY JI0 BIPTYaJbHUX MAaIIWH, 10 MiABUIIY€E O€3MeKy TeCTO-
BOTO CEpEeIOBHIIIA.

3aBasku 11 KOHGIrypallii 3a0e3neuyeThCsi KOHTPOJIb HaJl yciMa eJeMeHTaMu
MEpEeXi CTeHIy, 110 J03BOJISI€ CTBOPUTH TMOBHICTIO KEPOBAHE CEPEIOBHIIE VISl Ha-
JallITyBaHHsS, TECTYBaHHA Ta JEMOHCTpalii MOXIUBOCTe Zabbix 06e3 pusuky
BIUIMBY Ha 1HIII YaCTUHU CUCTEMH a00 JIOKAJIbHOI MEPEK1 opraHizarii.

NAT — 1e TexHosoris, sika 103BoJis€ 3MiHIOBaTH [P-afipecy B 3arojioBKy nmakera
IPY MIPOXOKEHHI HOTO Uepe3 MapupyTu3aTop abo iHmwmi npuctpi. OcHOBHA iaes
NAT nonsirae y tpancsnii npuBatHux [P-agpec, ki BUKOPUCTOBYIOTHCS Y BHYTpI-

HIHIM Mepexi, Ha OHY abo JekinabKka myOniunux [P-agpec.
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Network Address Translation

10.0.0.4

10.0.0.2 10.0.0.6

Puc 2.2 NAT

KirouoBi enement NAT:

Ipusathi IP-aapecu: agpecu, 1110 BUKOPUCTOBYIOTHCSI BCEPEAHHI JIOKAJb-
HOT Mepexki (3a3Buyait 3 gianazoniB RFC 1918).

Ilyouiuni IP-agpecu: yHikanbH1 afpecH, siKi TOCTYIHI B [HTepHETI.
Taboauusa Tpancasuii NAT: cTpykTypa naHux, sika BIICTEXKY€E BIANOBIA-
HICTh M1 NMPUBATHUMHM Ta MyOJIYHUMHU afpecamu il 3a0e3redeHHs 3B's3-

HOCTI.

NAT 3abe3rneuye migBUIEHHS PIBHSA OE3MEKH MEPEkKi, MPUXOBYIOYU BHYTPI-

IIHIO TOMOJIOTIIO, & TAKOXK JT03BOJIsIE EKOHOMUTH yoOsiuH1 [P-anpecu, mo € kputu-

YHO BAXKJIMBUM Yy CYYaCHUX YMOBAaX.

CyuacHi Mepexi BAKOPUCTOBYIOTh TpU OCHOBHI TUNH NAT, KOXKEH 3 IKUX Ma€ CIie-

1udiYHe TPU3HAYCHHS:

e Static NAT: 3a0e3neuye mocriiiHe 31CTABJICHHS MK OJHIE€I0 BHYTPIITHBOIO

Ta OJIHIEIO 30BHINTHKOIO [P-anpecoro. 3acTOoCOBY€EThCS B ClieHAPIsX, KO A0
BHYTPIIIHBOTO pecypcy (Hampukiaj, BeO-cepBepa) MOTpiOHO 3a0e3neyuTH
CTaOUTbHUM TOCTYII 330BHI.

Dynamic NAT: no3BoJjisie BAKOPHCTOBYBATH Iy 30BHIimHIX IP-ampec mis

TPAHCJISIIT 3aUTIB 13 BHYTPIIIHLOI MEpEKi. BUKOPUCTOBY€EThCS B Mepexax
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13 BEJIMKOIO KIJBKICTIO KOPUCTYBAYiB, Jie¢ MOTPiOHA THYYKICTh Y TPaHCIIALIL
ajpec.

PAT: no3BoJisie TpaHCIIOBaTH JeKiJIbKa npuBaTHUX [P-aapec Ha oaHy 1myo-
JIIYHY, BUKOPUCTOBYIOUU Pi3HI nmopTu. Lleit MmeTon € HalOUIbIT MOITMPEHUM
y Cy4acHHX Mepekax, 0COOJIMBO B JJOMAIIIHIX a00 Majiux oiCHUX MEpekKax,

OCKUJIbKH BiH JIO3BOJISIE 320113 KyBaTH myosmiuHi [P-agpecu.

[TepeBaru Texnoorii NAT:

Exonowmis myomunux [P-anpec.
[linBHILIEHHS O€3MEeKH 3aBSKH MPUXOBYBAHHIO BHYTPIIIHbOI CTPYKTYPH Me-
pexi.

['HyuKiCTh HaJAIITYBaHHS ISl PI3HUX CLIEHAP1iB BUKOPUCTAHHSI.

Henomxu NAT:

VYckiagHeHHsT TPOTOKOMdIB, sIKI nepedaroTh iHdopmanito npo I[P-ampecu
(manpuknan, SIP, FTP).

[ToripieHHs: TPOYKTUBHOCTI Yepe3 HeoOX1JHICTh 00poOKH TpaHcsLii [P-
azapec.

BiacyTHicTh MOBHOT IPO30POCTI Y pOOOTI 3 30BHILITHIMUA MEpEKAMHU.

IlixaBo , mo NAT cBoro yacy J03BOJIMB 3MEHIIIUTH HAaBAaHTAKCHHS Ha I[EHT-
panbHi peectpu [P-anpec Ta 3a6e3neunTH TAMYACOBE PIILICHHS 10 MEPEXOTY
Ha poToKoi IPv6. Moro BIpoBakeHHs CTAI0 3HAYHAM KPOKOM Y PO3BUTKY
MEpEeKEBUX TEXHOJIOTH, JO3BOJIMBIIN €(PEKTUBHO BUKOPUCTOBYBATH HasiBHI

IP-anpecu.

2.3. IIpoexTyBaHHs JIOTi4HOI TOMOJIOTii Mepe:Ki Ta po3podka cucremu IP-

aapecanii

2.3.1. Poznoaia IP-anpec

Ta6nuns 2.1. Po3noain IP-anpec

[TpucTpiii Kanan IP-anpecu Macka [Tpedixc
Mepexa - 220.11.14.0 | 255.255.255.240 /28
Ciukapuyx O.B. Apk.
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Srv-1-Win-11-14 MepexHuit 220.11.14.3 | 255.255.255.240 /128

aJalrTep

[11r03 3a 3a- 220.11.14.1 - -

MOBYYBAHHAIM

WS-11-14-1 (Win- Mepexnuii 220.11.14.5 | 255.255.255.240 /128

dows) ajianrep

[1r03 3a 3a- 220.11.14.1 - -

MOBYYBAHHAIM

Srv-Zabbix-11-14 MepexHuit 220.11.14.4 | 255.255.255.240 /28

ajanTep

1103 3a 3a- 220.11.14.1 - -

MOBYYBaHHSM

Srv-2-Lin-11-14 Mepexuuii 220.11.14.6 | 255.255.255.240 /128

ajanTep

[11r03 3a 3a- 220.11.14.1 - -

MOBYYBAaHHAIM

2.3.2. Peanizauia NAT y cnpoekToBaHiii cucremi
VY npoekTi BuUKopucToByeThCsl cratnuHuil NAT nnst 3ab6e3nedeHs: GyHKIIOHY-
BaHHS MOHITOPHHTOBOI CHCTEMHU:
1. Craruunmii NAT 1151 30BHIIIHBOIO 10CTYIY:
e Srv-Zabbix-11-14 (IP-anpeca 220.11.14.4) TpaHCrO€ThCS y MyOIiuHy aj-
pecy st 3a0e3nedeHHs JoCTymy 10 BeO-iHTepdeiicy Zabbix.
e AJMIHICTpaTOpU MOXKYTh OTPUMYBATH AOCTYI 110 BeO-iHTepdeiicy 3 Oyab-
SIKOTO 30BHINTHBOTO PHUCTPOIO Yepe3 myomiuny [P-aapecy.
2. 3a0e3nevyenHs Oe3nexku yepe3 NAT:
e HanamroBano ¢ineTpariito Tpadiky 3a momomoroto ACL (Access Control
Lists) Ha MapipyTuzatopi.

e Jlo3BoJIEHO JOCTYI Julie 3 aBTopu3oBanux [P-aapec (220.11.14.5 — poboua

CTaHIIIs).

Ciukapuyx O.B. Apk.
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3. BukopucTaHHs 111032 32 3aMOBYYBAHHSIM

e VYci npuctpoi BUKOpucToByI0Th 220.11.14.1 s mmro3 uist mepenadi Tpadiky

JI0 30BHIIIHIX MEPEK.

2.4. Bubip cepenoBuia 1Jisi peaJjiizanii MOHITOPpUHIOBOI CHCTEMH
Jlnst peamizariii KypcoBOro IpoOeKTy OyJio 0OpaHO BipTyasi3aiiiiHe CepeaoBHIIE

Oracle VM VirtualBox ockinbku BOHO € 3pyuHimum s peatizaiii NAT-mepexi.

¥# Oracle VM VirtualBox Manager = O x

.+ % >

Creoputu . [flonatv  Hanawrysarks MNorasaTi

dain  MawwHa [osiaka

= =2
B4 Windows_10_sichkarchuk = General = MNepernap
A0 = amywero Hassa:
OnepaLiiiia cicTema:
El, E Cncrema
- D

opiHok, PAE/MX,
EVq Serv-Win-11-14
!ﬁ' = Zamyweqo

ED g GNS3VM
f ruEIEEDE'KEHD

_appliance-7.0.6-digkt uaitHuie, 10,00 TE)

Puc 2.3. Oracle VM VirtualBox
[Tpyuunnu BuGOpY:

e T'myukicTh Ta MacmragoBanicthb - VirtualBox mo3Boisie ctBoproBatu Bip-
TyaJIbHI MalllMHA 3 HEOOXIJHUMHU TapameTpamu (IPOIECOPH, ONepaTHBHA
nam’siTh, KOPCTKUI AUCK), IO JA€ 3MOTY €()EKTUBHO MOJIEIIOBATU PEAIbHY
MepexKeBy 1HPPACTPYKTYPY.

e ExoHomiuHicTh - VirtualBox € 06€3kOIMITOBHUM MPOTPaMHUM 3a0€3IeUCH-
HSIM 3 BIIKPUTUM KOJIOM, 1[0 3MEHIIIY€ BUTPATH HA TIPOEKT.

e MepexeBa inTerpanis - CepeqoBulie 3a0e3neuye MOXIUBICTh HaJaIITy-
BaHHs MepexxeBux amantepiB y pexkumax NAT, Bridge, Internal, o mo3Bo-
JIsl€ MOJIETTIOBATH B3a€EMOJIII0 MI>K IPUCTPOSIMH.

e IMiarpumka pizaux OC - VirtualBox cymicuumii 13 6arateMa OC (Linux,

Windows, macOS), mo 103BoJIsIE TECTYBaTH PIIICHHS Y PI3HUX CEPEIOBU-

arax.
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e 3py4dHicTh y BUKOPUCTAHHI - 3aBAsSKHU miaTpuMill "3HIMKIB" (snapshots) Mo-
’KHa 30epiratu cTaH CUCTEMH Ha IEBHOMY €Talli Ta IIBUJIKO BiTHOBIIOBATHUCS

y pa3i TOMHJIOK.

Cepenosuiie VirtualBox 0y/1e BAKOPUCTOBYBATUCS JIJIS:
e HanamryBaHHs BipTyaJbHHUX CEPBEPIB 1 pOOOUMX CTAHITIH.
o Komndirypariii mepexxeBux napamerpis s peanizaimii NAT 1 MOHITOpUHTY.

e TecryBaHHS B3a€MOIii M’k KOMITIOHCHTAMH CHCTEMH.

2.5. Bubip metoay po3ropranns Zabbix

J1y1st BIpOBAPKEHHS] CUCTEMU MOHITOPUHTY Oysio oOpano Zabbix Appliance —
rOTOBE BIpTyaJibHE pIIIEHHS, $KE MICTUTh TMONEPEeIHbO BCTAHOBJIEHI Ta
HaJalllTOBaHI KOMIOHEHTH Zabbix-cepBepa, BeO-iHTepdeiicy, 0a3um maHUX Ta
oreparniiHoi cuctemMu. Takuii miaxia J03BOJISE€ 3HAYHO CKOPOTUTH Yac PO3TOPTAHHS
CHUCTEMHM, MIHIMI3YBaTH MTOMUJIKA HaJalITyBaHHS Ta OTpUMaTH (DYHKIIIOHAJILHE Ce-
penoBuIe .

Zabbix Appliance niarpumyeTtbes po3poOHukamu Zabbix, 1o 3abe3mneuye akTy-
aJbHICTh MTPOTPAMHOT0 3a0€3MEUECHHS Ta BIAMOBIIHICTh OQIIHUM PEKOMEH IAIIIsIM
o/10 KoHpirypartii. J{ms posropranns 0yso BUKOPUCTaHO 00pa3 BIpTyaJIbHOI Ma-
mmHu y dpopmari OVA, sikuii iIMIIOpTy€eThest y cepeoBuine Bipryamizaiii Virtual-
Box.

B sikocti cuctemu ynpasninas 6azamu nanux (CYBJ]) y ckmaai Zabbix Appli-
ance sukopuctoByeThcst MYySQL. Lleit BuOip € qomiIbHAM 3 KUTBKOX TPHYWH:

e CywmicHictb: MySQL od¢imiitHo minrpumyerbest Zabbix 1 € oaHuUM 3

PEKOMEHIOBAaHUX BapiaHTIB JJII pOOOTH CUCTEMHU MOHITOPHUHTY.
e IIpoaykTuBHicTh: MySQL 3a0e3nedye xoporry IMBHAKOIII0 MPU 0O0poOIT
BEJIMKOI KUTBKOCTI METPHK Ta ICTOPUYHUX JAHUX, [0 € KPUTHYHO BAXKITHBUM

U1t epeKTUBHOI poboTH Zabbix.
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e IlIpocrora agMmiHicTpyBaHHA: 3aBAsSKM UIMPOKIA JOKyMEHTAIll Ta
3Haifomocti 3 MySQL cepen Oinbmiocti aaminictpatopiB, s CYB/ e
3pYYHOIO JJIsl HAJIAIITYBAaHHS Ta 00CITyTOBYyBaHHS.

o BoOynoBana interpamia: Y Zabbix Appliance MySQL Bxe momepeaHbo
BCTAHOBJICHA, HAJIAIITOBAHA Ta ONTHUMI30BaHa JijIsi poOOTH 13 caMuM Zabbix,

110 JI03BOJISIE YHUKHYTH JI0JIaTKOBUX €TaIliB KoH]irypartii.

BucHOBKM 10 APYroro po3aiay:

Y npyromy po3aiii 6yio 311HCHEHO KOMIUIEKCHE MTPOEKTYBAHHS CUCTEMH MO-
HITOPUHTY MEPEXK1 3 BUKOPUCTAHHSIM MPOTPaMHOTro 3a0e3nedeHHs Zabbix, 110 0xo-
TUTIOE SIK apXITEKTYPHI, TaK 1 IHPPACTPYKTypHI ACTICKTH.

Ha ocCHOBI TOpIBHSJIBHOTO aHaji3y ajlbTepHAaTUBHUX pimeHb (Nagios,
Prometheus) o6rpynToBano BuOip Zabbix K HaWONUIBHINIOTO 1HCTPYMEHTY, IO
3a0e3neuye 0anaHc MK (DYHKIIIOHAJIbHICTIO, TPOCTOTOIO BIPOBA/IKEHHS Ta THYYKI-
CTIO HaJalITyBaHHA. byso AeTanpHO MpoaHaIi30BaHO apXiTeKTypy Zabbix, ioro oc-
HOBH1 KOMIIOHEHTH Ta MEXaH13MHU 300py 1 00pOOKH JaHUX.

BaxxJInBUM KpOKOM CTajio OOIPYHTYBaHHs BUOOPY BipTyasi30BaHOTO CEPEI0-
Buma VirtualBox st moOymoBu saboparopHoro creHay. OOpaHuil minxin nae
3MOTY CTBOPHUTH O€3IE€YHY, 130Jb0BaHy IHPPACTPYKTYPY ISl pO3TOPTAHHS CUCTEMHU
MOHITOPHHTY 0€3 PU3UKY BIUIMBY Ha peajbHy MEpPEexXy, a TAKOX JIETKO MacIITady-
BaTU MPOEKT JIJIsi MaHOYyTHIX OTPeEO.

OxpeMy yBary NpuAUICHO JIOTIYHOMY MPOEKTYBaHHIO Mepexi Ta [P-agpeca-
uii. byno peanizoBano cratnunuit NAT nms 3a0e3nedeHHs 30BHIIIHBOTO JTOCTYITY
10 BeO-1HTepdeticy Zabbix 13 30epekeHHSIM O€3MeKH BHYTPIITHLOT Mepexki. Takuii
X1 JO3BOJISIE HE JIMIIIE MPOTECTYBATH (PYHKIIOHAJIBHICTh CUCTEMH, a i HaOJH-
3UTH J1aOOPAaTOPHY MOJEIH 10 YMOB PE€aJIbHOTO KOPIOPATUBHOIO CEPEIOBUILIA.

Takox oOrpyHToBano BuOip Zabbix Appliance sik cioco0y po3ropTaHHs CH-
CTEMH, 1110 3HAYHO CKOPOYYE Yac HAJAIITyBaHHS, MIHIMI3y€ PU3UK IOMUIIOK KOH(1-
rypariii Ta 103BOJIsI€ CKOHIICHTPYBATHUCS Ha (DYHKITIOHAJIbHIM YaCTUHI MOHITOPHUHTY.
VY sxocti CYB/] o6pano MySQL, sika 3a0e3neuye HaziiiHe 30epiraHHs TaHUX Ta OTl-

TUMAaJIbHY POAYKTHUBHICTb.

Ciukapuyx O.B.

Apx.

Danvroscokuil 1.1) KKIKEKPE - 123 - 13 - I73

3mn.

Apk. Ne doxym. Iionuc | Jama

27




VY pesynbTari MPOEKTyBaHHS CHOPMOBAHO IIUTICHY apXITEKTYpHY MOJENb CHC-
TeMH MOHITOPHHTY, TOTOBY J0 peai3allii, o BiANOBIIa€ K (PYHKIIOHAJLHUM BU-

MoraM, TaKk 1 yMoBaMm po3ropTanHs B cydacHomy IT-cepenoBuii.
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PO3ALJ 3. IOBYAOBA, HAJIATOAXKXEHHSA TA TECTYBAHHSA PO-
BOTU CIPOEKTOBAHOI CUCTEMHM MOHITOPUHI'Y MEPEXKI

3.1. Bu6ip OC npucTpoiB AJis1 po3p00JIeHOr0 MPOEeKTy Mepexi
Jlns peanizariii MpOEKTY CUCTEMH MOHITOPUHTY OYyJI0 00paHO Taki OIepalliiiHi cuc-
TEMU /I OCHOBHUX MPUCTPOIB MEPEXKi:

1. Cepsep MoHiTOpUHTY Zabbix:

Onmnepariitna cuctema — AlmaLinux (panime CentOS, Ha ocHoBi RHEL).
[Tpyuuunu BUOOPY:
e Bucoka cTabUIbHICTD 1 MPOAYKTUBHICTh Y CEPBEPHUX CEPEAOBUIIIAX.
e [loBHa cyMicHICTD 13 MporpaMHuUM 3abe3nedeHHs M Zabbix.
e be3koiToBHa Ta BIAKpUTA JIIIEH31s, IO HE TOTPeOy€E T0IaTKOBUX BUTPAT.
o [linTpuMmKa peryasipHIUX OHOBJICHb Ta OC3IEKH.

2. Linux-cepsep :

Onepariiina cucrema — Ubuntu Server 22.04 LTS.

[Tpuunrnau BUOOPY:
o [llupoke po3MOBCIOIKEHHS Ta AKTHBHA CIJIBHOTA MIATPUMKH.
e 3pYYHICTh y HAJAIITYBaHHI Ta BCTAHOBJICHHI JIOJIATKOBUX CEPBICIB.
e L TS-Bepcis 3a0e3neuye JOBrOCTPOKOBY MIATPUMKY 1 CTaO1IbHICTb.
e JloOpa inTerpauis 3 arentamu Zabbix Ta SNMP.

3. Windows Server :

Onepariiina cucrema — Windows Server 2019.
[Ipuuunu BUOOPY:
o [linTpumka poseit Ta ciay0 st KoprnopaTuBHOI iHGpacTpykTypu (AD DS,
DNS, DHCP).
e [HTerpariist 3 MepeKer0 Ta MOKIIMBICTH MOHITOPUHTY uepe3 Zabbix Agent for
Windows.
e 3BUYHA apxiTeKTypa A aamiHicTpaTopiB Windows-cucrem.

4. KnieHTchki npuctpoi (poboui crauii):
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Onepariiina cucrema — Windows 10.

[Tpyuuunu BUOOPY:
e 3pydYHICTh KOPUCTYBAHHS JIJIsl KIHIIEBUX KOPUCTYBAUiB.
e CyMICHICTb 13 TpOrpaMHUM 3a0€3MEUCHHSIM OpTaHi3aIiii.

e MOoXJIHUBICTh BCTAaHOBIICHHS Zabbix Agent /11 MOHITOPHHTY ITapaMeTpiB CH-

CTCMMU.
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3.2. IToOynoBa Ta HAJIATOJIKEHHS CIIPOEKTOBAHOI CUCTEMH

MatMetworkl 220.11.14.0/28 fd17:625c:f037:b0e:: /564 Disabled

General Options MNepeanpecyBaHHA NOPTY

In'a: MatMetworkl

IPv4 Prefic: 220.11.14.0/23

Enable IPvG
Puc 3.1. CtBopennst NAT

Posropranus Windows cepsepy:

Pain  Mawwsa Tepernan B eHHA  [pucTpo

| Windows Setup

Installing Windows

Status

J' Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

Puc 3.2. Ilponec 3aBaHTaXeHHS

Ciukapuyx O.B.
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®aitn  MauwmHa MMepernsa Beeaenns [Mpuctpoi  [osiaka

- |

MawmHa Mepernsa A Mpuctpol  [Josiaka
‘5-
Internet Protocol Version 4 (TCP/IPv4) Properties »®OE
General F

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(C) Obtain an IP address automatically

(@) Use the following IP address:

IP address: 220 .11 .14 . 3

Subnet mask: 255 .255 .255 . 240

Default gateway: 220 .11 .14 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server: 220 .11 .14 . 1

Alternate DNS server:

|

[Jvalidate settings upon exit e

Puc 3.4. HanamrryBanus IP-agpecartii na Win cepsepi
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3aransHe Mepexa

e ApanTep 1 ApanTep 2 AnanTep 3 AnanTep 4
ExpaH v BEIMKHYTH MEDEXEBMIA a0anTep
Mam'ate Min'eaHaHui ao:  Mepema NAT

: Hasea: MatMetworkl
Ayaio =

P NopaTkoBD
Mepexa

MocninosH NopT

Puc 3.5. Bubip crBopenoi mepexi NAT

Posropranns Ubuntu cepsepa:
E
®aiin  MawwHa MepernAaa  Beeasdds  MpucTpoi  [JoBiaka

BCTAHOENEHHA S3EEQWEHD !

running 'ssnapssubiguitys2651sbingsubiguity-conf igure-apt
ssnapssubiguitys2651/usrsbinspythons true!
curtin command apt-config
curtin command in-target
running ‘curtin curthooks'
curtin command curthooks
configuring apt configuring apt
installing missing packages
configuring iscsi service
configuring raid (mdadm) service
installing kernel
setting up swap
apply networking config
writing etc/fstab
configuring multipath
updating packages on target system
configuring pollinate user-agent on target
updating initramfs configuration
configuring target sustem hootloader
installing grub to target devices
finalizing installation
running 'curtin hook'
curtin command hook
executing late commands
final system configuration
configuring cloud-init
downloading and installing security updates |
cancelling update -

[ Wiew full log ]

BOoro #mELT S 0rgcn

Puc 3.6. IIpouec posropranus
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®afin  MawwHa Mepernag  BeeneHHA  Mpuctpol  doBiaka

buntu 20.04.3 LTS srv-2-1lin-11-14 ttul

brv—2-1in-11-14 login: oleg
assuord:
elcome to Ubuntu 20.04.3 LTS (GHNUSLinux 5.4.0-215-generic xB86_g/d)

# Documentation: https:/shelp.ubuntu.com
#* Management: https:s/landscape.canonical.com
* Support: https: s ubuntu.comsadvantage

System information as of BiETopok, 6 TpagHa 2025 12:01:56 +0000
System load: 0.0 Memory usage: 3%  Processes: 94

Usage of /: 32.8% of 19.592GB Swap usage: 0% Users logeed in: 0

P33 updates can be applied immediately.
56 of these updates are standard security updates.
0 see these additional updates run: apt list --upgradable

gw release '22.04.5 LTS' avallable.
bun 'do-release-upgrade' to upgrade to it.

ast login: Tue May 6 11:46:44 UTC 2025 on ttyl
0 run & command as administrator (user “root'), use "sudo <command:'.
bee 'man sudo_root' for details.

hleg@sry-2-1in-11-14:™% _

Puc 3.7. YcninrHo po3ropHyTHIA cepBep

®aiin  Mawwvna [epernan  BsemenHs Mpucrpoi  [Josioka
[ This iz the network config written by 'subiquity’
etwork
ethernets
enpis3
dhcpd
addresses
- 220.11.14.6/28
gatewayd: 220.11.14.1
nameservers
addresses: [220.11.14.1, 220.11.14.3
version

'/eto/netplan/o0-installer-config.yaml' 11L, 265C B9 Ye
SO D & WIS S0 rctcd

Puc 3.8. HanamryBanns |P-agpecartii

KKIKB.KP.b — 123 - 13 -T13




harn

MawwHa MMepernag BeeaeHHs

MpucTpoi  Joeiaka

d_1ft fo

, LOHER_UF:

ice not found.

e UNKNOWM group default glen 1000

# 0 Bl 17 5| 43 B2 right cirl

Puc 3.9. YcenimHo HanamroBaHa ip-aapecarrist

Ciukapuyx O.B.
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> from
from

time 100

v-Lin-11-14

1.11.

> fraom

> from
from

Puc 3.10. IlepeBipka 3B 3Ky Ta 3MiHa XOCTHENMY

HanamryBanss po6o4oi cTaHiii:

&

©aiin MawwHa Mepernsg  BeegennA MNpucTpol  fosioka

MpoTtokon IHTeprery sepcii 4 (TCP/1Pv4) - enactneocT X
3araneHi

MNapameTpy npoTokony IP MOAYTE NPM3HAYETUCA SETOMATHYHO, AKLWO
Balla MepEXa NIZTPMMYE TaKy MOIMBICTE, B iHwomy pasi cnig
OTPUMaTH NapameTp [P B agMiHICTpaTopa Mepesi.

[:J OTpumaTi IP-aapecy aETOMaTHYHO

@J BuxopucTosyBaTh Taky IP-agpecy:

IP-anpeca: 220,11 .14 . 5

Macka nigMepes: | 255 . 255 . 255 . 240 |

OCHOBHHIA LWAKD3: | 220, 11 . 14 . 1 |
OTpumaTi agpecy DNS-CepEepa aETOMETUHHO

[E] BUKoOpWUCTOBYBATH Taki aapec DMS-cepeepis:

OcHoeHui DMNS-cepeep: | 220,11 . 14 . 3 |

AneTepHaTHeHWA DNS-cepeep: | 220,11 . 14 . 1 |

I:l Mg 4ac emxody NiaTEEPOAKYBATH

. AoaaTtkoBa,..
HECTPOIKM

Cracysamy

Puc 3.11. HanamrryBanus IP-agpecaiii Ha pobodiit cTaniii

Ciukapuyx O.B. Apk.
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'G:} Windows_10_sichkarchuk — Hanawrysanxa

v BBIMKHYTH MEDESKEBMIA 30aNTED

MaM'aTb Mia'eaHarmi oo:
H

* NogaTkoso

Mepexa NAT

NatMetworkl

Puc 3.12. Bubip ctBopenoi mepexi NAT

5 [losinka

s TTL=255

s TTL
TTL=255

s TTL=255

4, lost
in mill
= oms, A

“>ping 220.11.14.5

f data:
Ims TTL=128
Ims TTL=128
Ims TTL=128

TTL=128 G Buxopuctann nanwx 3MIHUTW HacTPOWKK Mepexi

@& Npokci-cepsep

BmikATY HacTposiK aanTepa
Teperiag, MEPEXEBIX 3AMTEDIE | SMIHEHHA HACTPOTOK
nigKAIOUeHHA.

MapameTpy cniakHOTO AOCTYMY
Bibepirs, 40 AKX AaHIX CAiA HaZaTh cn

| 68 10 Right cl

Puc 3.13.ITepeBipka 3B’s3ky Mix Win cepBepoM Ta CTaHIIi€l0

Immopt, HanamTyBaHHs cepBepy Zabbix:

Cucrema

Erpar v BBIMKHYTW MEDEXEEWA ananTep

NaM'aTs Mia'enHaHiA Ao

¥ Lopatkoso

Tun aganTepa:
SMILEHMIA PEXUM:

Anpeca MAC:

Puc 3.14. BuGip cTBOpeHOi Mepexi

Mepewa MAT

MatMetwaorkl

Intel PRO/1000 MT Desktop (32540EM)

BiaraHy T4

NAT Ha Bxe iMmopToBaHoMy cepepi Zabbix

Ciukapuyx O.B.

Danvroscoruil 1.1,

3mn. | Apk. Ne doxym. Iionuc | dama
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dalin  Mawmna Mepernan Beepends  Mpuctpoi  flosinka

ImaLinux 8.18 (Cerulean Leopard)
ernel 4.18.8-553.27.1.e18_18.x86_64 on an x86_64

credentials:

0 learn about available professiomal services, including technical suppport and training, please wi
it https://wmas.zabbix.com services

fficial Zabbix documentation available at https://was.zabbix.com documentation currents

root@appliance "1# _

| g WY S @ B rightcrl

Puc 3.15. Bxig no cepsepy

[root@appliance “1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1888
link~loopback BB6:06:80:688:88:88 brd B0 :00:88:00:80:88
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_lft forever
inetb ::1-128 scope host
valid_1ft forever preferred_lft forever
: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default gqlen 16888
linksether B8:88:27:21:34:7a brd ff:ff:ff:ff:FF:fF
altname enpBs3
inetb fedf::adB:27ff :feZl:347a-64 =cope link
valid_I1ft forever preferred_Ift forever
[root@appliance “1# _

Bl S e ST e O B right cl

Puc 3.16. Ip agpecarris Ha 1aHWT MOMEHT

--—=
| -

Danvroscokuii 1.1

Jama
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dain  MawwHa MepernAg  BeegenHA  MpucTpol  doBigka
PEVICE="eth@"

BOOTPROTO=static

PADDR=2Z2A.11.14 .4

ETMASK=255.255.255.24A

Puc 3.17 HanamryBanus IP-agpecartii Ha cepBepi Zabbix

®ain  MawwHa [Mepernag  Beegends  TMpuctpoi  [osigka

root@appliance ~1# sudo systemctl restart network
7897 .5682841 IPv6: ADDRCONF(NETDEU UF): ethB: link is not ready
7899.6149281 elBBB: ethd NIC Link is Up 1888 Mbps Full Duplex, Flow Control: RX
7899.638928]1 IPv6: ADDRCONF (NETDEU CHANGE): ethB: link becomes ready
root@appliance “1# ip a
: lo: <LOOPBACK,UFP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOLN group default glen 1888
link~loopback BB:0A0:88:88:88:88 brd B6:80:00:808:00:80
inet 127.8.8.1-8 scope host lo
valid_I1ft forever preferred_Ift forever
inetb ::1-1Z8 scope host
valid_I1ft forever preferred_Ift forever
: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 1888
link-sether B8:88:27:21:34:7a brd £f:ff:ff:ff:fF :ff
altname enpBs3
inet 228.11.14.4-28 brd £28.11.14.15 scope global ethd
valid_1ft forever preferred_ lft forever
ineto feBB::aBB:Z27ff :(felfl:317a-64 scope link
valid_1ft forever preferred_ lft forever
root@appliance ~1#

B ieo e BT S @ B right cird

Puc 3.18. Pe3ynbTaT HamamTyBaHHS

B 220 R
| -

Danvroscoruil 1.1,

. Ne ooxym. IHionuc
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[rootRappliance ~1# sudo hostnamectl set-hostname Srv-Zabbix-11-14
[rootRappliance ™ 1# hostname
Sru-Zabbix-11-14

[root@appliance ™ 1# _

g S e 3T S @ 0 rightcd

Puc 3.19. 3mina XocTHEMY

mHa [Mepernag BsepennAa [Mpuctpol  [osiaka
localhost localhost. localdomain
Serv-Zabbix-11-14

localhost localhost.localdomain

localhost4 localhost4. localdomaind

localhoste localhost6. localdomainb

Puc 3.20. /lonaBaHHS XOCTY

MawwHa TDNepernaa Beeaenda [Npuctpol  [losiaka
rootBappliance "1# ping 228.11.14.1
.11.14.1 (2280.11.14.1) 56(84) bytes of data.
from 228.11.14.1: icmp_seq=1 tt1=255 time=0.958
from 228.11.14.1: icmp_seq=Z tt1=255 time=0.287
from 220.11.14.1: icmp_seq=3 tt1=255 time=0.388
from 228.11.14.1: icmp_seq=4 tt1=255 time=0.314

from 228.11.14.1: icmp_seq=5 tt1=255 time=B.766

-- £28.11.14.1 ping statistics -—-

b packets transmitted, 5 received, B2 packet loss, time 4119ms
tt minsavgsmax-mdev = B.2687-8.587-0.958-8.295 ms
rootBappliance "1# ping 228.11.14.3

PING 220.11.14.3 (2208.11.14.3) 56(84)

b4 bytes from 2268.11.14.3: icmp_seqg=1

b4 bytes from 2208.11.14.3: icmp_seq=2

b4 bytes from 228.11.14.3: icmp_seq=3

C

-- 228.11.14.3 ping statistics ——-

B packets transmitted, 3 received, B2

tt minsavg-max- mdev = B.599.-4.884-18.

rootBappliance ~1# ping 220.11.14.5
.11.14.5 (228.11.14.5) 56(84)
from 228.11.14.5: icmp_seq=1
from 228.11.14.5: icmp_seq=2
from 228.11.14.5: icmp_seq=3
from 228.11.14.5: icmp_seq=4
from 220.11.14.5: icmp_seq=5

statistics ——-
b packets transmitted, 5 received, B2
tt mincavg-smax-smdev = B.984-5.579-.22.
rootBappliance ™14
rootBappliance ~1#
rootBappliance ~1#
root@appliance ~1#
rootBappliance 1

bytes of data.

tt1=128 time=18.6 ms
tt1=128 time=8.599 ms
tt1=128 time=1.88 ms

packet loss, time Z2813ms
571-4.591 ms

bytes of data.

tt1=128 time=ZZ2.6 ms
tt1=128 time=H.984 ms
tt1=128 time=Z.82 ms
tt1=128 time=1.35 ms
tt1=128 time=1.83 ms

packet loss, time 48B88ms
6838 .528 ms

Bl e Ers 6 O 0 rightcl

Puc 3.21. IlepeBipka 3’ eqHaHHS

Ciukapuyx O.B. Apk.
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REpl?
REPlE
REPlE

14.4 with
.11.14.4:

roximate
Minimum

time<ims
time<lims
time<ims
time=1ms

Puc 3.22. IlepeBipka 3’equanns 3 cepsepom Zabbix

[TigkmrouenHs mo http:

daiin  Mawwda [MepernAg  Beeaedds [Mpucrpoi  Josioka
v H appliance: Zabbix ® + - Lt
&« c A He vondigenwiinnd  220.11.14.4 m bng Ll Joctynsa Hosa sepd .

Z ABBIX ;

Username

Password

v| Remember me for 30 days

|

Puc 3.23. Bxig no Be6-inTepdeiicy

Ciukapuyx O.B.

Apx.

Danvroscoruil 1.1,
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w

®aiin

MawwmHa

Mepernan  BeepennAs [Mpuctpol  [Josiaka

appliance: Dashboard b +

X A\ He xonigenuiiinwii  220.11.14.4/zabbix.php?action=dashboard.view&dashboardi.. @ Bf ¢ - JocTynHa HoEa sepcia |

Global view

All dashboards { Global view

Dashboards Hostname  Utilization imavg 5mavg 15mavg Proc 2 l Parameter
_ .18

Manitoring

Services

Inventory

Reports

Data collection

Alerts

Users

Administration

Support

208% 007 0.09 0.09 2

Zabbix server

supported)

3

Host availability Problems by severity

0 0

Mixed Unknown Average Waming

Current problems

Integrations

Time = Info Host Problem = Severity Duration Update

G =Y

Puc 3.24. Indpopmariiiina manens

ba3oBi HanamrTyBaHHs CalTy:

Values per sec... Zabbix server version

Mumber of templates

Top hosts by CPU utilization System information

Zabbix server is running

Zabbix frontend version

Mumber of hosts (enabled/disabled)

Mumber of items (enabled/disabled/not

Actions

Ciuxapuyx O.B.

Danvroscokuil 1.1) KKIKEKPE - 123 - 13 - I73
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Windows_10_sichkarchuk [3anyweto] - Oracle VM VirtualBox

®aiin  MawwHa [MepernAn  BeegenHA  Mpuctpol  [loBinka

bt E appliance: Dashboard ® +

“— _ & He vondigenuiinmii  220.11.14.4/zabbix.php?action=host.editfhostid=10084

ZABBIX

Host

Host IPMI Tags Macros  Inventory @ Encryption  Value mapping

* Host name | Srv-Zahhbix-11-14

Visible name | Srv-Zabbix-11-14

Templates Mame Action
Linux by Zahbi< agent Unlink Unlink and clear
Zabbix server health Unlink Unlink and clear
type here to search Select
il s 1+l 7abbix servers X Select
Interfaces Type |IP address DMNS name Connect to
Agent | 127.0.0.1 ﬂ DNE
Add
Description
Puc 3.25. JlonaBanus xocty Zabbix
Ciuxapuyx O.B. Apk.
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B Windows

daiin  Mawwsa [Mepernsa  Beeaenns Mpuctpoi  [losiaka

v E appliance: User profile ® ar —

« &) 2 He kondigenuiinmia - 220.11.14.4/zabbix.php &= @ I 2 JecTynka Hosa s€

ZABBIX Il User profile: Zabbix Administrator v

User Media Frontend notifications

oo “Current passward | sseses

S5  Dashboards

* Password 9 E—
Monitoring

P

* Password (once again)

Services ) ) -
ervice Password is not mandatory for non internal authentication type.

Inventory Language | System default hd
Reports Time zone | (UTC+02:00) Europe/Kyiv hd

_ Theme System default hd
Data collection !

Auto-login |+
Alerts
Auto-logout

Users
* Refresh | 30s

Administration - Rows per page | 50

URL (after login)

Support

Integrations

Help

Puc 3.26. 3mina nmapoiito Ta yacy

Ciukapuyx O.B. Apk.
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dain  MawwHa MepernAg  BeegenHA Mpuctpol  foBigka
Tphp

» Zabbix GUI conf iguration file.

lobal 5DB, SHISTORY:

"MYSQOL";

'"localhost':

IBI;

'zabbix':

'zabbix_web':

"9f CfZi IscBTJ?TBx78=":

GDEL 'SERVER ' 1

EDEL ' DATABASE " ]

DB ' PASSWORD * 1

# Schema name. Used for IBM DBZ and PostgreSQL.
DBL 'SCHEMA ' 1 ="'"

hZB¥%_SERUER "localhost"';
heBx_SERVER_PORT 18851 " ;
b b _SERVER_NAME ‘Sru-Zabbix-11-14";

b IMAGE_FORMAT_DEFAULT = IMAGE_FORMAT_PNG:

/ Uncomment this block only if yon are wsing Elasticsearch.

# Elasticsearch url (can be string if same url is used for all types).
#SHISTORYL 'url'] = I

e 'wint' =» 'http:r-localhost:9268",

/s "text' =»> 'http:--localhost:9268°'

<1

e

» Ualue types stored in Elasticsearch.

/SHISTORYI 'types ' 1 = ['uint', "text'l:;

- INSERT -- Wi@: Warning: Changing a readonly file

Puc 3.27. 3mina cepBepHoro imeni Ha Zabbix

HanamryBanHs areHTcbkoro MoHiTopuHry Windows cepsepy y Zabbix:

Ciukapuyx O.B. Apk.
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daiin  Mawwna Mepernag Beegenna  Mpuctpol  Josigka

ﬁ Zabbix Agent (64-bit) v7.0.6 Setup >

Zabbix Agent service configuration
Please enter the information for configure Zabbix Agent ZAB B I X

Host name: |Srv-1-Win-11-14

Zabbix server IP/DNS: |22|:|_11_14_4

Agent listen port: |1I:|IZI5EI

Server or Proxy for
active checks:

220.11.14.4
[ ]Enable PSK

[] Add agent location to the PATH

Back Mext Cancel

Puc 3.28. Kondiryparis Zabbix Agent

Ciukapuyx O.B. Apk.
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daiin

a9 |

MaliHa

File  Acti

Service|

Mepernan

BeeneHHa MpucTpol  JoBioka

General LogOn Recovery Dependencies
Senvice name: Zabbix Agent
Display name: Zabbix Agent
Description: Provides system monitoring

Path to executable:
"C:\Program Files\Zabbix Agent\zabbix_agentd.exe" —config "C:\Program File

Startup type: Automatic (Delayed Start) -
Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the senvice
from here.

OK Cancsl Apply

Puc 3.29. CtBopenuii cepric Zabbix Agent

Ciukapuyx O.B.

Danvroscoruil 1.1,
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®aiin  MawwHa MepernAg  BeenenHAa MpucTpol  Joeinka

File Action View Help
o= 25 = o

ﬂ Windows Defender Firewall with| JRITS0 e LTS
Inbound Rules
— Name Group
&Y Outbound Rules . .
h._.. Connection Security Rules @ Zabbix Agent listen port
B Monitoring & AllJoyn Router (TCP-In) AllJoyn Rout
& AllJoyn Router (UDP-In) AllJoyn Rout
BranchCache Cantent Retrieval (HTTP-In BranchCach
Zabbix Agent listen port Properties Ko
i
Protocols and Ports Scope Advanced Local Principals Remote Users
General Programs and Services Remote Computers i
General i
m_ Name: "
& Bzabbix Agent listen port "
fi
Description: ,
Fl
Zabbix Agent will listen on this port for connections from :
the server. !
fi
Enabled i
fi
Action .
fi
<3 (® Allow the connection '
W () Allow the connection ff it is secure I/\} "
. h
() Block the connection
Puc 3.40. ITpasuno Firewall Zabbix Agent
Ciukapuyx O.B. Apk.
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Jonasanust DNS ta cTBopeHHS XOCTIB:

MawwHa MMepernaa Bseaenna [lMpuctpeol  [Josiaka

L
. DNS Manager - a X

File Action View Help

R EEEN EINECE

L]

e D_NS Name Type Data
v @ SRV-1-WIN-11-14 E—] (same as parent folder) Start of Authority (SOA) [4]), win-8c1b29nibn0, host...
C quward Lookup Zones E-] (same as parent folder) Name Server (NS) win-8c1b29ni6n0.
Pl Bl dns-zabbag-serv Host (A) 22011143
f i:f:r:iﬁ‘:kw Zones Elws Host () 220.11.145
_| Conditional Forwarders Efabbix :OSt ::: 2;2:1::
- |lin ost 1114,

Puc 3.41. Xoctn

Tenep 3axoaumMo y BeO iHTEpdElC Ta CTBOPIOEMO XOCT :

e _
B Windows_10_sichkarchuk [3anyweneo] - Oracle VM VirtualBox

®aiin  MawwHa [Mepernman BeenedHs Mpucrpol  [osioka

v E Srv-Zabbix-11-14: Configuratic. X ar —
&« (& A He xondigenuianma  220.11.14.4/zabbix.php?action=host.edit m ¥ - Hoctynsa HoBa sepci!
ZABBIX « ©

Host  IPMI Tags Macros  Inventory Encryption  Value mapping

* Host name | Srv-1-Win-11-14
Visible name | Srv-1-Win-11-14

Templates |RUT =R T =T ) Select
il [Vl Virtual machines X Select

Interfaces Type IP address DNS name Connect to Port Default

Agent | 22011143 sichkarchuk net ﬂ ons || 10050 ® Remove

Description | DC sichkarchuk ned

Puc 3.42. Xoct Windows cepsepy

Ciukapuyx O.B. Apk.

Danvroscokuil 1.1) KKIKEKPE - 123 - 13 - I73 49

3mn. | Apk. Ne 0okym. Iionuc | dama




iin

MalumHa

MNepernag

3BeaeHHA  Mpuctpal  [losiaka

E Srv-Zabbix-11-14: Configuratic. X +

c £ He wondigenuiiinmi

220.11.14.4/zabbix.php?action=host.list

JoctynHa Hosa BepciA Chre

Hosts
(v W Host added

Dashboards
Monitoring Host groups Select Status Enahled Disabled
Sernvices Templates Select Monitored by Server Proxy P
Inventory MName Tags m ar

DNS Cot
Reports

IP

Data collection

Port
Template groups
Host groups Apply
Tl MName a tems Triggers Graphs Discovery Web Interface Proxy Templates
Hosts . R . .

Srv-1-Win-11-14 tems 34 Triggers 13 Graphs 5 Discovery 4  Web 220.11.14.3:10050 Windows by Zabbix agent
ST Srv-Zabbix-11-14 tems 161 Triggers 92  Graphs 20 Discovery 6 Web 127.0.0.1:10050 Linux by Zabbix agent, Zabbix
Event correlation
Discovery
0 selected
\ Aleris

Users

Puc 3.43. JIBa cTBOpEH1 XOCTH

Ciukapuyx O.B. Apk.
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~  H Srv-Zabbix-11-14 Configuratic. X + — X
“« c A\ He kondipenuisinmia — 220.11.14.4/zabbix.php?action=item.list&context=host&filter set=18&filter hostids%5B0%50=10650 B & 2 :
a
Name a Triggers Key Interval History Trends Type Status
Physical disks di 0 C:: Average disk read queue perf_counter_en["PhysicalDisk(0 1m 31d 365d  Zabbix component: sio
length C:)\Avg. Disk Read Queue Lengt agent
h".60]
Physical disks discovery: 0 C:: Average disk write queue perf_counter_en["PhysicalDisk(0 1m 31d 365d  Zabbix component: sto
Dashboards \ v \
ength C:)\avg. Disk Write Queue Lengt agent
h".60]
Monitoring
0 C:: Disk average queue size perf_counter_en["\PhysicalDisk(0 1m 3d 365d Zabbix component: storag
Services C:)\Cumrent Disk Queue Length” & agent
0]
Inventory i Physical disks discovery: 0 C:: Disk read rale perf_counter_en["PhysicalDisk(0 1m 31d 365d  Zabbix component: sio
C:)\Disk Readsisec”,60] agent
Reports ) ! } : i
Physical disks discovery: 0 C:: Disk read request avg perf_counter_en["PhysicalDisk(0 1m 3d 365d  Zabbix component: sio
- waiting time: C:)vavg. Disk sec/Read”,60] agent
Data collection ¢ ¢ &0l a
Physical disks discovery: 0 G- Disk ufilization by idie ime ~ Triggers 1 perf_counter_en["\PhysicalDisk(0  1m 31d 3650  Zabbix Enablad component: sto
Template groups C:)\3% Idie Time" 60] agent
Host groups perf_counter_en["PhysicalDisk(0  1m 31d 365d  Zabbix Enabled ccomponent: sto
F—— C:)\Disk Writes/sec™ 60] agent
Hosis Physical disks discovery: 0 G- Disk write request avg Triggers 1 perf_counter_en["\PhysicalDisk(0 1m 31d 365d  Zabbix Enabled component sto
bsts
waiting time C:)vg. Disk sec/Write™ 60] agent
== Physical disks discovery 1 - Average disk read queus perf counter_en["PhysicalDisk(1 1m  31d  365d  Zabbix [T} " W component: storag
Event correlation length F:)\Mwvg. Disk Read Queue Lengt agent
h".60]
Discovery
Physical disks discovery: 1 F-: Average disk write qgueue perf_counter_en["PhysicalDisk(1 1m 31d 365d  Zabbix bled | * I component: storag
Alerts . length F:)\Avg. Disk Write Queue Lengt agent
" 60]
Users Physical disks discovery: 1 F:: Disk average queue size perf_counter_en["PhysicalDisk(1 1m 3d 365d  Zabbix
(avgqu-sz) F:)\Current Disk Queue Length™ 6 agent
Administration - 0

Physical disks discs

1 F:: Disk read rate perf_counter_en["PhysicalDisk(1 1m 3¢ 365d =7, Zabbix

Puc 3.45. items

v [ srZabbic11-14: Configuratio. % + - X
&« (] A He xondigenyiiinmi  220.11.14.4/zabbix.php?action=item.list8context=host&filter set=18filter_hostids%5B0%5D=10084 Bg & = H
Name & nggers  Key Interval History Irends Iype status ags N
|
Linux by gent: Available memory Triggers 1 vm.memory.size[availabl  1m 31d 385 Zabbix agent
el 1
gent: Available memory in % vm memory size[pavailab 1m  31d 3650  Zabbix agent Enabled
le]
Dashboards nt: Checksum of fetc/pa: Triggers 1 visfile.cksumliete/passw 15m  31d Zabbix agent  Enabled
d.sha256)
Monitoring
Configuration cache, % used Triggers 1 zabbix{rcache bufferpus  1m 31d 365d  Zabbix Enabled !
Frries ed] internal
b h: Connector queue zabbix{connecior_queue] 1m 3d 385 Zabbix |
Inventory 2 internal ]
b s gent: Contex switches per second system cpu switches 1m 31d  365d Zabbix agent Enabled 1l
_ gent: CPU guest nics time system cpu uti guest_ni  1m 31d  365d  Zabbix agent Enabled |
Data collection ce]
t
Template groups nt: CPU guest fime system.cpu utifguest]  1m 31d 365d  Zabbix agent
]
Host groups nl: CPU idle time system_cpu.util idle] im 31d 365d  Zabbix agent i
Templates CPU inferrupt ime system cpu utillintemupf]  1m 31d 365d  Zabbix agent ]
]
Hosts gent: CPU iowait fime system cpu utifjowaif]  1m 31d 365d  Zabbix agent
]
Mainlenance nt- CRU nice time system cpu util] nice] 1m 31d  365d  Zabbix agent Enabled
]
Event cormelation gent: CPU soffirg time system cpu uti[sofrg]  1m 31d  365d  Zabbix agent Enabled
t
Discovery ni: GPU steal ime system.cpu.util] steal] 1m 31d  365d  Zabbix agent Enabled
t
O\ Aleits CPU system time system cpu util system]  1m 31d 365  Zabbix agent Enabled
. gent: CPU user fime system.cpu.util user] 1m 31d  365d  Zabbix agent
=, Users
CPU idle fime: CPU utilization Triggers 1 system.cpu.util 31d  385d, Dependent 1
Administration fiem
zabbix{discovery_queue] 1m 31d  365d  Zabbix Enabled H

internal
= 3 B mE @ T Q) NG " =]
q i} ' 20.12.2024 1

Puc 3.46. items

Ciukapuyx O.B. Apk.
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& C A Hexondigenyivinmida  220.11.14.4/zabbix.php?name==8&ip=&dns= &port=&status=-1&e.. EF ¥ -

Hosts
Y
Name
Dashboards
Host groups
Monitoring
IP
Problems
DNS
Hosts
Port
Latest data
Severity

Maps

Discovery

MName a

e Srv-1-Win-11-14
|. ._Iﬂ Reports | L

2]l Data collection

Mot classified

Information

Interface

220.11.14.3:10050

127.0.0.1:10050

Warning

Average

Availability

fAocTynia Hosa Bep

Status m Enat

Select Taos (R ©
Add
Show hosts in maintenance |
High
Disaster
Tags Status
Enabled
(ciass: os | cass: software | target: inux Enabled

Puc 3.47. MoHITOpHHT XOCTIB

Cucrema MOHITOPHMHTY BUsIBWIIA TPOOJIEeMy CUHXPOHI3alli yacy 3 cepsepoM Zabbix. Bu-
MPaBUTH 1110 MTPoOIIeMy Oe3mocepeIHbO uepe3 BeO-1HTepdeiic Zabbix HEMOXIMBO, OCKI-
JbKW BOHA IMOB'sI3aHA 3 PO3CHMHXPOHI3aI€r0 yacy Ha cepepi Win Ta cepBepi Zabbix.

CrpoOyto ii BUPIIIUTH y HACTYITHUX KPOKaX

Ciukapuyx O.B.

Danvroscoruil 1.1,

3mn. | Apk. Ne doxym. Iionuc

Hama
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baunmo npobiemu, cipoOyeMO BUPIIIUTH

c Ay He vondigenuiinmi

Dashboards

Monitoring
Problems
Hosts
Latest data
Maps
Discovery

Sernvices

Inventory

Reports

Data collection

Alerts

Users

Administration

Problems

N4

Show

Host groups
Hosts
Triggers
Problem

Severity

Age less than
Show symptoms

Show suppressed problems

Acknowledgement status m Unacknowledged

Time v

10:02:01 PM = Waming

2200 o

Severity

220.11.14.4/zabbix.php?show=18&name==8&acknowledgement_sta...

- JoctynHa HOBa Bepcia

Host inventory

Tags

Show tags

Tag display priority

Show operaticnal data

Compact view

Show details

Type

None 1

System time is out-of sync (diff with Zabbix server = 60s)

Recent problems Problems History

Select
Select
Select

Not classified Warning High

Information Average Dizaster

days
Acknowledged | By me
Recovery time  Status nfo Host Problem
PROELEM Srv-1-Win-11-
14

Puc 3.48. TIpo6iema cuHxpoHizaliii yacy

Ciukapuyx O.B.

Danvroscoruil 1.1,

3mn.

Apk. Ne doxym.

Hionuc | Hama
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®aiin  MawwHa Mepernag BeegednA Mpuctpol  Josigka

g E Srv-Zabbin-11-14: Problems X + —

&« c 2\ He wondigenuiiinmia — 220.11.14.4/zabbix.php?show=18&name=&acknowledgement_status=08&inventory?%:580955D0%... m e
Severity Mot classified Warning High
Tag display priority
Information Average Dizaster ag dispiay prionty

. Show operational data m S
Age less than days

Compact view
Show symptoms

Dashboards ) Show details
Show suppressed problems

Momlonng Acknowledgement status u Unacknowledged Acknowledged | By me
Problems:
=3
Hosts
Latest data Timew  Severity Recovery time  Status nfo Host Problem
Maps 10:53:56 PM = “\Waming FPROELEM Srv-1-Win-11-  Host has been restarted (uptime = 10m) &
- 14
Discovery |
10:02:01 PM = \Waming PROELEM Srv-1-Win-11-  System time is out of sync (diff with Zabbix server = 60s)
Services - 14 2]
Inventory 2200 0
07:43:51 PM = Jinformation FPROELEM Srv-Zabbix-11- | System name has changed (new nams: Srv-Zabbix-
Reports ; 14 44

| Data collection

Alerts

Puc 3.49. Ixmni nmoBigoMIIeHHS

HanamryBaHHS pO3IIMPEHOr0 areHTCHKOr0 MOHITOPHUHIY P00040I CTAHIIIL

Windows y Zabbix:
=

dafin  Mawwna MepernAaa  BeeaedHAa  MpucTpol  [osioka
127.8.8.1 localhost localhost.localdomain localhost4 localhost4. localdomaind
127.8.1.1 Serv—-Zabbix-11-14
F2A.11.14.3 Srv-1-Win-11-14.sichkarchuk.net

P28.11.14.5 WS-11-14.sichkarchuk.net
- | localhost localhost.localdomain localhostt localhost6. localdomainb

Puc 3.50. Criouatky m01amMo xoct

Ciukapuyx O.B. Apk.
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®aiin  MawwHa Mepernan BeegennAa MpucTpol  [osinka

§]Zabbix Agent 2 (64-bit) v7.0.6 Setup d

Zabbix Agent 2 service configuration
Please enter the information for configure Zabbix Agent 2 ZA B B I x

Host name: [ws-11-14-1
B
Zabbix server IP/ONS:  |220,11, 14,4 i
Agent listen port: |1|:||:|50
Server or Proxy for ¢
active checks: l220.11.14.4
[C]Enable Psk

Add agent location to the PATH

Puc 3.51. HamamryBanus Zabbix Agent 2 va poGouiii cTaHIii
[TepeBipka:
ﬁ Windows

®ain  MawwHa MNepernAag  Beeaewna MpucTpol  fosigka

1 VirtualBox

Zabbix Agent 2 Properties (Local Computer) *

General |pgOn Recovery Dependencies
Service name: [Fabbix Agent 2]
L Display name: Zabbix Agent 2

Description: Provides system monitoring

Path to exscutable:
"C:\Program Files"Zabbix Agent 2'zabbix_agent2 exe" < "C:\Program Files

Startup type: Automatic (Delayed Start) ~

Service status: Running
Start Stop Pause Resume

“You can specify the start parameters that apply when you start the service
from here.

Cracysam 3acTocyBam
Puc 3.52.Cepgic Zabbix Agent 2

Ciukapuyx O.B. Apk.
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®ain  Mawwda [Mepernsn  Beegenna Mpuctpol  [osinka
@aiin Mia  Burnag  Jdosigka
| z5E =
g Windows Defender Firewall witl] [ L e
g gub;uonudn:uézlses Mame Group Profile Enabled
R Connection Security Rules ¥ Zabbix Agent 2 listen port All Yes
Zabhix Agent 2 listen port — BnacTHeCCTi X @FirewallAP.dIl,-50200 Al Ves
@Firewal lAP1.dII,-30200 All Yes
Protocols and Pots ~ Scope  Advanced  Local Principals ~ Femote Users 1) BranchCache - Content Retr...  All Mo
General Programs and Services Remate Computers IP... BranchCache - Hosted Cach... All Mo
BranchCache - Peer Discove... All Mo
GEITEFEI Delivery Optimization All Yes
% — Delivery Optimization All Yes
| Google Chrome All Yes
Description: HomeGroup Private Mo
Zabbix Agent 2 will listen on this port for connections from HomeGroup Private Mo
the server. mOMNS Private  Yes
mDMS Public Yes
Enabled mDOM% Domain  Yes
Action Microsoft Edge Domai.. Yes
<54 (@ Allow the connection Microsoft Edge Dornai... Yes
X 4"' (") Mllow the connection ff it is secure Microsoft Solitaire Collection  Domai..  Yes
Microsoft Sticky Motes Domai..  Yes
Microsoft Store All Yes
O Block the connection Microsoft Store Al Yes
Metlogon Service All Mo
Metlogon Service All Ma
OneMote Domai... Yes
Print 3D Domai..  Yes
El Seriire Snrket Tinnelinn Pr all M
Puc 3.53. IIpasuno Firewall Zabbix Agent 2
Ciuxapuyx O.B. Apx.
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e [ . - , -
Windows_10 _sichkarchuk [3amywenc] - Cracle VM VirtualBox

dain MawwHa MepernAa  BeegedHa MpucTtpol  fdosinka

b E Srv-Zabbix-11-14: Configuratic. X +

“ _ & He wondigenuitnmia  220.11.14.4/zabbix.php?action=host.edit

New host

Host  IPMI  Tags Macros  Inventory  Encryption  Value mapping

* Host name | W5-11-14-1

Visible name | W5-11-14-1

L= E i Windows by Zabbix agent active X Select

TR T
-.-ﬂl:: -\."C_-I'l

il gl 11 Windows servers (new) X Select

Interfaces Mo interfaces are defined.

Description | DC sichkarchuk. ned

4
Maonitorad b eryed Proeog Procew aronn
Puc 3.54. JlogaBanHs xocty po6o4oi cTaHIii
Ciuxapuyx O.B. Apk.
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daiin  Mawwda Mepernag MpwcTpol  [osiaka

hd E Srv-Zabbix-11-14: Configuratic. X +

&« c A\ He xonigenuiiinmii  220.11.14.4/zabbix.php?action=host.edit&hostid=10651 @l W

ZABBIX « © HgleS§

Host

Host  IPMI Tags Macros Inventory  Encryption  Value mapping

*Host name | WS-11-14-1
Visible name

Templates MName Action
Unlink Unli

Windows by Zabbix agent active

* Host groups | RUULGDITEE T 3

Interfaces Type |IP address DMNS name Connect to Port Default

Agent | 22011145 sichkarchuk net I ovs || 10050 ® Remove

Description | DC sichkarchul.net

Update Delet

Puc 3.55. JlonaBanus inTepdeiicy

Tenep MO’KEMO ITOOAUYUTH BIKE TPpHU XOCTH SIK1 MH MOKEMO MOHiTOpI/ITI/I:

Ciukapuyx O.B.
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eqedss  Mpuctpol  fosiaka

E Srv-Zabbix-11-14: Configuratic. X aF —
G A Hexondigenuifinmii  220.11,14.4/zabbix.php?action=host.list & a ¥

ZABBIX 5 e ==

(/] Host updated

Host groups Salect Status m Enabled Disabled
Templatas Seat Moritared by Server | Prowy | Prosygrous
Name Tags m Or
DuS Contzins - Remave
P
Data collection
Port

Template groups

Host groups

Templates

Hosts

Maintenance

Event comelation

Discovery ~

Support

Integrafions

Help

< (] A\ He kondigenuiiinmid  220.11.14.4/zabbix.php?show=18&name=&acknowledgement_status=0&inventory%580%50%... Eg Yt
Problems
Show Recent problems Problems History Hostinventory | Type
Dashboards Add
Host groups Select

Monitorin m

= Hosts Select Tags
Problems
Hosts Triggers Select Add
Latest data Eroblem Show tags None 1
Maps Severity Not classified Warning High Tag display priority
Discovery Information Average Disaster Show operational data m s
Services Age less than days Compact view

Show sympioms Show details

Inventory

Show suppressed problems

Reports

Acknowledgement status n Unacknowledged Acknowledged | By me
Data collection

Alerts

Time v Severity R ery ime Status nio Host Froblem

Users
06:13:15 PM = \Waming WS-11-14-1 | High CPU utilization (over 90% for 5m) B -16h 50m |

Administration

Puc 3.57. IlonepemxeHus

Ciukapuyx O.B. Apk.
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HajnamTyBaHHS po3IIMPEHOT0 areHTCHKOr0 MOHITOPUHTY cepBepy Linuxy

Zabbix:

Mpuctpoi  Josiaka

Mpuctpol  Josigka
bix-tao

them.

L 12-1+ubur

-.4—4uﬁﬁ-

BOokwS &0 ETHE &0 rightcr

Puc 3.59. Beranosnenns Zabbix agent 2

Ciukapuyx O.B. Apk.
Danvroscokuii 1.1 KKIKEKPE - 123 - 13 - I73 60
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=

@ain  MawwHa MepernAan  BeeaenHa [MpucTpol  fosioka

nt 2 will not listen on the

It left empty or not set will disable p e che and Zabbix
istenPort.

atary: no

WRE Option: ListenPort ) )
Puc 3.60.Penarysanns /etc/zabbix/zabbix_agent2.conf

MawwHa Mepernaa BeeoenHs [NpucTpol  dosiaka

werAcT lve=
Serverfct ive=220.11.14.4

### Option: Hostname
st of comma delimited unigue, ca
dired for active o i bk 1= ‘e E
: acoguired from HostnameItem if undefined.

Puc 3.61.11poxoBxeHHs penaryBaHHs

ul
Z

BOoE SLPETS &0 rightcr
Puc 3.62. IlepeBipka mpare3gaTHOCTI

Ciukapuyx O.B. Apk.
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daiin

MawwHa [epernsaa Beegenns [MMpucrpol  Josigka

onfiguration file

JlonaBaHHs XOCTY:

zabbix.com

vendor preset: enabled)

Puc 3.65. Ilepe3anyck Ta nepeBipka

Ciukapuyx O.B.

Danvroscoruil 1.1,
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ichkarchuk [3amyweto] - Oracle VM VirtualBox = ] Y

Mepernaa Beeaenns [MpucTpol  Oosioka

v [ srv-Zabbix-11-14: Configuratic. X ar = X
< G A He xondigenujinmii  220.11.14.4/zabbix.php?action =host.edit B a & @ ¢

ZABBIX <« [==

New host

Host IPMI  Tags Macros  Inventory  Encryplion  Value mapping

*Host name | Serv-Lin-11-14

Visible name | Ser

QL s | inue by Zabbix agent aclive X Select

* Host groups Select
type he .
Interfaces Type |P address DMS name Connect o Port Default
Agent | 220.11.146 u DNS 10050

Description | Ubuntu Server Serv-Lin-11-14|

Puc 3.66.JlomaBanHs XOCTY

= VM VirtualBox — O *
Dain  Mawwna [lepernsa enHA  Mpuctpoi  [osiaka
v [ sr-Zabbix-11-14: Configuratic. X + = X |
ra & A Hexondinenuiinmii  220.11.14.4/zabbix.php?action=host.edit B a & @ ‘¢

ZABBIX <« o =

New host

Host  IPMI  Tags Macros Inventory Encryplion e  Value mapping

Connections to host Mo encryption m Cerificate

Connections from host || No encryption
~ | PSK
Cerlificate

*PSK identity | Serv-Lin-11-14

*PSK | 5c2c11a8e97c72f095079922c291361080 149926267 cBf446d10f2123492a19

o JIEE
Puc 3.67. Hludpyanus

Ciuxapuyx O.B. Apk.
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dain  MawwHa i A Mpuctpoi  [osigka

b E Srv-Zabbix-11-14: Configuratic. X +

&« Cc A\ He xoudigenuiiinma  220.11.14.4/zabbix.php?action=host.list o5
ZABBIX « O HgbEE
Host groups Select Status Enabled | Disabled
Dashboards
Templates Select Meonitored by Server Prouy Proxy group
Monitoring Mame Tags m or
Services DNS Contains
Add
Inventory P
Pori

'_ Reporis

Data collection

Template groups

HName Tr Dis Ty ek
RS AL Serv-Lin-11-14  Hems 57 Triggers 25 Graphs 12 Discovery 2 \Web 220.11.14.6:10050 Linux by e
ENITES Srv-1-Win-11-14 ltems 101 Triggers 57 Graphs 12 Discovery 4 Web 220.11.14.3:10050 Windows by Z
Hosis N . 5 - - -

Srv-Zabbix-11-14 Mems 181 Triggers @2 Graphs 20 Discovery 8 Web 127.0.0.1:10050 Linux by Zabbix agent, Zabbix server health
Maintenance . . R

WS-11-14-1 liems 100 Triggers 71 Graphs 8 Discovery 4 Web 220.11.14.5:10050 Windov
Event comelation
Discovery

selected

Alerts

g0nZ e

Puc 3.68. [ToTouHi HayamToBaHi XxocTu Ha cepBepi Zabbix

Bcranosnenns SNMP-cepeepa (snmpd) va Ubuntu ta HanamTyBaHHS

b

14:25

Q 2 3 AR NG s B

317 6] 48 B night cul

Ciukapuyx O.B.
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®ain  MawwHa TMepernag  BeenenHa TMpucTtpol  [Josiaka

Setting up libmusgleolientZl:amded (5.0.42-0ubuntud.20.04.1)

i up libsnmp-hase (5.8+dfsg-Pubuntuz.9) ...
up libsensors-config (1:3.6.0-2ubuntul. 1)
up libwrapO:amdsd (7.6.0-300 ...
up lihsensorsS:amded (1:3.6.0-2ubuntul. 1)
up libsnmpaS:amdcd (5. 8+dfsg-2ubuntu2.9)
up snmpd (5. 8+dfsg-2ubuntuz. 30
: Warning: The home directory ~svars/libssnmp' does not helong to the user you are currently {

invoke-rc.d: policy-rc.d denied execution of start.
Created sumlink Jetc/sustemdssustemsmulti-user.target. wantsssnmpd.service + Alib/sustendssustemssnmg
d.service.
susrsshinspolicy-re.d returned 101, not running 'start snmpd.service'
Frocessing triggers for libc-bin {2.31-0Oubuntud.17)
Frocessing triggers for systemd (245.4-dubuntu3d.z0)
Frocessing triggers for man-db (2.9.1-1) .
oleg@sry-2-1in-11-14:"% sudo apt install snmp
IUNTUESHHA Nepenikie nakyHklie... BWKOHaHO
MoAyaAnEs AEpEEa ISMEXHOCTER
QuMTYEAHHA iHdopMaylil npo cTad. .. BukoHEHD
HOEI nakyHkW, aKi GyayTe BCTAHOENEHL:
SMmp
OHOBAEHOD O, BCTEHOEAEHO 1 HOBWX, O BigaMidveHo ana BWAaneHHsa 1 88 He OHOBAEHO.
HeofxigHo =asaHTasxmT 167 kKB apxieis.
Micna yiel onepauil of'eM sa@HATOrO AMCKOEOSO MPOCTOPRY 3pOCTE Ha 635 KE.
OTp:1 hittp:/sua.archive.ubuntu.comsubuntu focal-updates/main amd6d snmp amdgd 5.8+dfsg-Zubuntuz.9 [
57 kB]
OTpumado 167 kB 3a OcB (1 662 kKB/s)
Selecting previously unselected package snmp.
(Reading database ... 69348 files and directories currently installed.)
Freparing to unpack .../ snmp_5.8+dfse-2ubuntuz. S_amded.deb ...
Unpacking snmp (5.8+dfse-Pubuntuz.9)
Setting up snmp (5. 8+dfse-Pubuntuz.9) ..
Processing triggers for man-db (2.9.1-1)
oleg@sry-2-1in-11-14:™%

BOohd &SNS & 0 riohicr
Puc 3.69. IIporiec BcTaHOBIICHHS

®aiin  Mawwda Mepernag  BeegenHa MpucTpoi  [Josiaka
e R R R R R R R R R R R R R R A R A R R R R R R R R R

¥ snmpd.conf
4 An example configuration file for configuring the Net-SHMP agent ('snmpd')
# See snmpd.conf(5) man page for details

R R R S R R R R A R R R A A R AR R R A R R R R R
B SECTION: System Information Setup

¥ suslocation: The [typically physicall location of the system.
Mote that setting this walue here means that when trying to
perform an snmp SET operation to the sysLocation.O wariable will make
the agent return the "notWritable" error code.  IE, including
this token in the snmpd.conf file will disable write access to
the wariable.
arguments: location_string
=ysLocation
EysContact

agentaddress  udp:i6l

Puc 3.70. 3mina daiiny /etc/snmp/snmpd.conf

(o T
-
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Jetossnmpssnmpd.cont’ BEL, 30260 sanucaHAn
nleg@sry-2-1in-11-14:"% sudo systemctl restart snmpd
nleg@sry-2-1in-11-14:"% sudo systemctl status snmpd
« snmpd.service - Simple Metwork Hanagement Protocol (SNMP) Daemon.
Loaded: loaded (s/libssustemds/sustemssnmpd.serwvice; enabled; wendor preset: enshled)
fActive: active (running) since Wed 2025-05-07 11:38:10 UTC; 6% ago
Frocess: 107263 ExecStartPre=sbins/mkdir -p svarsrunsagentx (codezexited, status=0sSUCCESS)
Main PID: 107276 (snmpd)
Tasks: 1 (limit: 5610}
HMemory: &.6M
CGroup: ssustem.slicessnmpd.service
107276 susrsshinssnmpd -LOw -u Debian-snmp -g Dehian-snmp -I -smux mteTrigger mteTr i

Tpa 07 11:38:10 Serv-Lin-11-14 systemd[1]: Starting Simple Metwork Management Protocol (SMHMP) Dasmopg
T-a 0? 11:38:10 Sery- Lin-11-14 systemd[1]: Started Simple Metwork Management Protocol (SNMPY Dasmonk

BOoNFsFNE S @& Orichterl

MawwHa MepernAaa  BeeaexHAa  MpucTpal

0ID: iso.

0ID: iso.

0Ib: iso.

0Ib: iso.

= 0ID: iso. 3 5 1 2 1 92

STRINMG: "The SHWMP Management Architecture MIB."

STRING: "The MIE for Message Processing and Dispatching."

STRING: "The management information definitions for the SHMP User-based Se

—_

L I o o T O e I R R e

o O O O O O O

e o e = e S

e o e = e S

L RN L A A B RN

e e e e e

Lo e e e R R ]
[ar)

STRING: "The MIE module for SWMPyZ entities"

STRING: "Wiew-based Access Control Model for SHMP."

STRING: "The MIE module for managing TCP implementations'

STRING: "The MIE module for managing IP and ICMP implementations"

STRING: "The MIE module for managing UDP implementations'

STRINMG: "The MIE modules for managing SMMP Wotification, plus filtering."
= STRIWNG: "The MIE module for logging SHMP Wotifications."

Timeticks: (4) :
Timeticks: (4)
Timeticks: (4)
Timeticks: (4)
Timeticks: (4)
Timeticks: (4)
Timeticks: (4)
Timeticks: (4)
Timeticks: (4] :
= Timeticks: (4 0 0o: 00 04

Timeticks: (1046745) 2:54:27.45

Hex-5STRING: 07 EZ 05 0F OB Z2F 3B 00 2B 00 00

INTEGER: 333216

STRING: "BOOT_IMAGE=/umlinuz-5.4.0-215-generic root=/dev/mapper/ubuntu--vg—
e preseeds/file=/cdromspreseed.cfg priori"

Gauged2: 1

Gaugedz: 92

INTEGER: 0

Mo more wvariables left in this HMIE Yiew (It is past the end of the MIE tree

DDDDDDDDD

LS N A N wN  J w  w m  Wim
R R P P PGP S SN
NN N N N N N N X X RN R R
T N, B N R R e TR T N

[ I B R e e e el g = = S
[}

| T o T o T T T e e e e e e e e e O T R e S

3.
3.
3.
3.
L3,
L3
L3
L3
it

L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3

o b s O R RS R R R b R e b R R R b b e S e R R e s

[ I o I e e}

nleg@sry-2-1in-11-14:"%
BOok#NELLES &0 rightc
Puc 3.71. IlepeBipka mpare3qaTHOCTI

—=
-

Danvroscokuii 1.1,
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Biagpenaryemo daiin kondirypanii SNMP nemona /etc/snmp/snmpd.conf , 1106 matu
MOJKJIMBICTh OTPUMATH 1H(OOPMALIIIO HE TIIBKU PO CUCTEMHI 00'€KTH. 3aMIHIOEMO
systemonly Ha all, 1106 MaTu moctyn 1o Bcix 00'extiB MIB:

1 the temonly wiew

Puc 3.72. Jloctyn 10 BCiXx 00’ €KTIB
Jonaemo HaamTyBaHHS U1l MOHITOPUHTY MEPEXKI - TOCTYT JI0 TaOIHUI[l MEPEKEBUX 1H-

u ystemanly intlﬁded
wiew g inc luded

Puc 3.73. Joctyn no Bcworo aepeBa OID Big kopens .1, 110 J03BOJIUTH 310paTH 1aH1
npo Tpadik, ctaH iHTepdeliciB, MBUAKICT TOIIO
JloiaeMo HanamTyBaHHS sl MOHITOPUHTY JUCKOBUX PECYPCiB, KpUTUYHUX IMPOLIE-
CI1B,BUKOPHMCTAHHS MaM ’SITI.

arac

aroc

Puc 3.74. [-xopeneBa ¢aiinosa cucrema, 10% — MiHIMAIBHO AOCTYITHHE MPOCTIP Y Bif-
coTkax (TpuBora, skio Menire 10%). sshd, Snmpd — npukiIaay mporecis, ki MoTpi-
OHO TepeBIPATH, SKIO I MPOIECH HE MPaIIOBaTUMYTh, Oyje crioBimeHHs. CepenHe 3a-
BaHTaxkeHHs CPU 3a 1, 5 Ta 15 xBunuH. SIKio 3Ha4eHHS TIEPEBUIILYE TIOPOTH, Oy/Ie CIIo-
BIIIIEHHS

Hns 3axucty SNMP-cepBepa 0OMekyeMo A0CTYIT TUIbKHU 10 neBHUX [P-anpec (Hampu-
KJIaJl, CépBEepa MOHITOPUHTY):

gentAddr
cl my_ne
~ocommun ity public my_networks
Puc 3.75.
Ciukapuyx O.B. Apx.
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H..

0O =

=

Mepernaa BeeneHHA

MprcTpoil

Hosioka

10,109,112,

10.109.112.

10,109,112,

10,109,112,

10,109,112,

103,
.103.
L103.
L103.

1.119.110 = STRING: "

L1090 116,101, 8
95,109,116, 101.84. 114, 105

L109.116.101.84. 114,105, 105, 103

95, 108,105,110, 107.68. 111,119,110 = STRING: '_

108,105,110, 107 .85,

J109.116.101. 84,114,

L1039, L101.84.114.

95.103. .101.84.114.

95.109.116.101.84.114. L103.103. 101,114

oSG &uEtt S & 0 rohtcl

Puc 3.76. SNMP-cratuctuka Ha iHTepdericax

HanarmryBanuas Zabbix SNMP-moniTopunry:

103.103,.101.114.70.9

103 103.101.114.70.9

=0

11

STRIMG: "_linkUpDown

L103.103.101. 114,70, 105

Ciukapuyx O.B.
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MawuHa TMeperns feHHs  MpucTpol  [losiaka

b E Srv-Zabbix-11-14: Configuratic. X +

&« c 2\ He vondigenyiiinmid  220.11.14.4/zabbix.php?action=host.edit&hostid=10652 ﬁ
IX « 3 Qs

ost

Host IPMI Tags Macros  Inventory  Encryption @ Value mapping

Linwx by Zabbix agent active Unlink Unlink and clear

Select

* Host groups Select

Inferfaces Type |P address DNS name Connect to Port Default
Agent | 220.11.14.6 “ DNS | | 10050 ®' Remove
SHMP | 220.11.14.6 n DNS 161 9 Remove

* SMNMP version | SHMPv2 w

* SNMP community | pulblid

Max repefition count a' 10

~| Use combined requests

Puc 3.77. HanamryBanHs XOCTy

findows_10_sichkarchuk [3anyweno] - Oracle VM VirtualBox

®aliin  Mawwda [Mepernan  BeenenHa [Mpuctpol  [osinka

b E Srv-Zabbix-11-14: Configuratic. X +

&« & A\ He vondigenuiinmi  220.11.14.4/zabbix.php?action=item.list&context=host&filter_set="18filter_hostids%580%50=10652 m €

New item

ltem Tags Preprocessing

*Name | Check CPU load in 1 min
Type | SNMP agent v
*Key | cpuload. 1min.snmp
Type of information | Mumeric {unsigned) w

* Host interface | 220.11.14.6:161 v

*SNMP 0ID @ | 1.3.6.1.41.2021.10.1.34

Units
* Update interval | 1m

Custom intervals  Type Interval Period Action

Flexible Scheduling 50s 1-7,00:00-24:00

L] |
Puc 3.78. CtBopennss SNMP Item miss SNMP OID — «Ilepeipku 3aBanTtaxxennss CPU
3a 1 xB».

Ciuxapuyx O.B. Apk.

Danvroscokuil 1.1) KK/KEKPE - 123 - 13 - I73 69

3mn. | Apk. Ne 0okym. Iionuc | dama




daiin - Mawnra

Mepernag  BeeaeHHA

v E Srv-Zabbix-11-14: Configuratic

« c A\ He kondigenuiiinmia

ZABBIX

MpwcTpoi

X

losinka

+

220.11.14.4/zabbix.php?action=item.list& context=host&filter_set=18&filter_hostids%5B0%5D=10652

INTEGER:

mpwalk -w

INTEGER:

MawmHa MMepernag Beeaenns MpucTpol  [osiaka
b E Srv-Zabbix-11-14: Configuratic. X +
&« c A\ He xondigenuiinmii
* Mame
* Width
* Height
Graph type

Dashboards

Monitoring

Services
Inventory

Reports

]| Data collection ~

Template groups

Host groups

Templates

Hosts

Maintenance

Event comelation

Discovery

Show legend

Show working time

Show triggers

Percentile line (left)

Percentile line (right)

Y axiz MIN value

W axis MAX value

* ltems

Triggers  Key
clive: Active agent availability ~ Triggers 1 zabbix{host,aclive_agent,availabl
el
five: Available memory Triggers 1 vm.memory size[available]
five: Available memory in % wm.memory.size[pavailable]
cpu_load. 1min.snmp
& Cherkzum nf Trinnarz 1 iz file ckeumliate/nazswd =ha?s

Puc 3.79. CtBopenuii item

Server Performance Analysis

800

200

Mormal ~

Calculated -

Calculated -

1:  Serv-Lin-11-14: Check CPU load in 1 min

r

Serv-Lin-11-14: Available memaory

3 Serv-Lin-11-14: Free swap space

4:  Sery-Lin-11-14: Free swap space in %

Add

Interval

im

im

im

im

15m

Puc 3.81. CtBopenHs rpadiky

History Trends Type

3d

31d

31d

31d

3d

220.11.14.4/graphs.php?hostid=10652 &form =createficontext=host

all

all

all

all

365d

365d

365d

365d

Draw style axisside  Color
Line et~ B
Line Vet~ I}
Line I |
Line S|l ile |V

B asx @

Zabbix internal

Zabbix agent
(active)

Zabbix agent
(active)

SHNMP agent

Fahhiv anant

Ciukapuyx O.B.
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M VirtualBox = O b

Daiin  Mal ns A TpucTpoi  [osi
v H sr-Zabbix-11-14: Configuratic X + = X
& [ A\ He xondigenuiiinmii  220.11.14.4/zabbix.php?action=trigger.list&filter_set=18filter_hostids%5B0%5D=106528context=host ﬁl g @

New trigger

& Trigger Tags Dependencies

*Mame | High CPU Usage

@
Event name
a
Operational data
E Severity Mot classified Information Warning Average m Disaster
l * Expression | last {/Serv-Lin-11-14/cpu.load.lmin.snmp)=0 Add
‘ o
&
Expression constructor
Puc 3.82. CtBopeHHs Tpurepy
@ Wi rchuk [3any 1alBox

v H srv-Zabbic-11-14 Configuratioc. X + = X
< C A\ He vondigenuiinmin  220.11.14.4/zabbix.php?action=trigger.list&filter_set="1&filter_hostids%580%50= 106528 context=host By ®

Average  OK Mounted filesystem Space used: min{/Serv-Lin-11-14/vfs.fs.dependent size[/. pused], 5m)> -
ZABBIX C discovery: FS []: Space  {ITEMLASTVALUETLiminum(1)}%  {SVFS.FS.PUSED.MAX CRIT/"}

is critically low

Warming 0K Mounted filesystem Space used: min{/Serv-Lin-11-14/vfs.fs.dependent size[/, pused], 5m)=
discovery: FS [/]: Space  {{ITEMLASTVALUE1}fminum(1)}%  {SVFS.FS PUSED.MAX WARN:""}
is low
Dashboards Depends on:
Serv-Lin-11-14: FS [1]
Monitoring Space is critically low
‘Warmning oK Linux by Zabbix agent {ITEM.LASTVALUE1} active, last{/Serv-Lin-11-14/proc. num)/last{/Serv-Lin-11-14/kemel.maxproc)
Services Gefling closerto  {ITEM.LASTVALUEZ]} limit.
process limit

Inventory
° - oK High CPU Usage last{/Serv-Lin-11-14/cpu.load. imin.snmp)=0 |

Puc 3.83. CtBOpeHuii Tpurep

HanamryBanHs crioBillleHb:

Ciukapuyx O.B. Apk.
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2 He wondigemyind 220.11.14.4/zabbix.php

Users
o |oegs roe [CZNITED Soioct
Dashbaards Dashboards
tams | oo User e Uses
Montonng Monitoring
Lastnam : Pemssion
i 8 - Services Hosts None:
o5 Sendces arows | CIEEED Select ==
- Yompiates None
1 inventory 1 iInventory
Password @ |~ 3 b assigned for usar groUBS only
- Raports Parmissions can b assianed for wser rouss only
Data collection Data collection Access o Ul elements

word 15 ot mandatory for AoR intemal suthentcatn e

« I
SO e T o i Lo

tem detauit -

UTC=03 00) Europelkyiv -

Theme | System detault -

Autelogin

Auto-logout

Puc 3.84. CTBopeHH;f KOpHUCTyBaua
CrBopenns telegram-6ora:

7 TpaBHsa

Alright, a new bot. How are we going to call it? Please choose a
name for your bot.

Zabbix Alerts Bot

Good. Now let's choose a username for your bot. It must end in
“bot". Like this, for example: TetrisBot or tetris_bot.

zabbixalerts1bot

Done! Congratulations on your new bot. You will find it at

t. You can now add a description, about
section and profile picture for your bot, see / for a list of
commands. By the way, when you've finished creating your cool
bot, ping our Bot Support if you want a better username for it. Just
make sure the bot is fully operational before you do this.

Use this token to access the HTTP APL

Keep your token secure and store it safely, it can be used by
anyone to control your bot.

For a description of the Bot AP, see this page:

Puc 3.85. CtBopeHno 6ota

Ciukapuyx O.B.
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MawmHa Mepernan  Beepends  Mpuctpol  [osiaka

E Srv-Zabbix-11-14: Configuratic. X + -

c A\ He kondigenuiinmi — 220.71.14.4/zabbix.php?action=mediatype.list e Bg &

Redming Webhook

Media type
Media type  Message templates 5 Options
Dashboards e ’ ’ ’
e * Name | Telegram
Muonitoring
Type | Webhook A
Sernvices
Parameters  name Value Action

Inventory Message {ALERT MESSAGE} Remove
Report ParseMode

Subject {ALERT.SUBJECT}
Data collection

To 590553025
Aleris Token | 7851805809:AAGKSSIGXI7NSZmE | Remove

Add

actions > (U

| Clone | | Delete | | Cancel |
Puc 3.86. 3anoBuennst Media Type mis Telegram

Tect uepes 6pay3sep:
https://api.telegram.org/bot7851805809: AAGK85tGxI7N5zm6zGQrpgAcmTXdrS87na
c/SendMessage?chat 1d=590553025&text=Test

7 TpaBHA

Puc 3.87. Ycmimauii tect

Ane nipu Tecti 3 ZabbiX BUHMKIIa TOMUIIKA Yepe3 BiJICYTHICTh JOCTYITY B 30BHIIIHIO Me-
pexy, TOMY s 1O/1aB I1I€ OJIMH aJlalTep Ta HAJIAITyBaB IHTEepQeicC:

Ciukapuyx O.B. Apk.
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Gain  Mawasa Mepernsa Beegerna Mpectpol  [losiaxa

v E Srv-Zabbix-11-14: Configuratic X +

< & A\ He kondigenuinwin  220.11.14.4/zabbix.php?action=mediatype.list

2SIV TIUUEN, FUeYIy Sy
bbix-11-14

Test media type "Telegram"

Details 4 Media type test failed
Dashboards

Sending falled: Error. cannot get URL: Timeout was reached.

Monitoring
Message | {ALERTMESSAGE}
—~  Sernices
ParseMode

Subject | {ALERT.SUBJECT]}
Reports . To | 590553025

Token | 7851805809 AAGKE5IGXITNSzmEzGQrpgAcmTXdrSETnac

Data collection

{ Response
. Alerls

Actions

Puc 3.88. [Tomunka

Cucrema
Expan

MaM'ATh Min'eaHaHWA no:

* NopaTkoB0

Puc 3.89. JlonaBanus agantepa

1 E Srv-Zabbix-11-14 [3amyweno] - Oracle VM VirtualBox

©ain  MawwHa MepernAag  Beepenns  Mpuctpol  [Josigka
DEVICE=ethl
{BO0TPROTO=dhcp

JNBOOT=ye=
PE=Ethernet
NM_CONTROLLED=H

Puc 3.90. HanamryBanus intepdeiicy

Ciukapuyx O.B. Apk.

Danvroscokuil 1.1) KKIKEKPE - 123 - 13 - I73 74

3mn. | Apk. Ne 0okym. Iionuc | dama




dalin  Mawwmna Mepernan  Beeaenns  MNpuctpol Josinka
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_lft forever
inetbé ::1-128 scope host
valid_1ft forever preferred_lft forever
: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 1888
linksether BB:AB:27:21:34:7a brd ff:ff:ff ff .ff:ff
altname enpHs3
inet 228.11.14.4-28 brd 228.11.14.15 =scope global ethB
valid_1ft forever preferred_lft forever
inetb feBB::abB:27ff :fell:347a- 64 scope link
valid_I1ft forever preferred_Ift forever
: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fq_codel state UP group default glen 1888
link-sether B8:80:27:4a:4f 185 brd ff:ff:ff:ff:ff:ff
altname enpHs8
inet 18.8.3.15-24 brd 18.8.3.255 =cope global dynamic ethl
valid_1ft 86457sec preferred_1ft 86457=sec
inetb feBB::abB:27ff :feda:4f85-64 scope link
valid_I1ft forever preferred_Ift forever
rootBSrv-Zabbix-11-14 T 1# ping google.com
ING google.com (14Z2.258.186.286) 56(84) bytes of data.
4 bytes from wawd?sB5-in-f14.1el88.net (142.2508.186.286): icmp_seq=1 tt1=118 time=18.8 ms
4 bytes from wawd?sB5-in-f14.1elBB.net (142.258.186.286): icmp_seq=2 tt1=118 time=15.10 ms
C
-- google.com ping statistics ---
packets transmitted, 2 received, B+ packet loss, time 188Zms
tt mincavg-max-mdev = 18.885-18.889-18.974-8.161 ms
rootB3rv-Zabbix-11-14 “1# ping 226-11-14-3
ing: 228-11-14-3: Name or service not known
rootBSrv-Zabbix-11-14 ™ 1# ping 2268.11.14.3
ING 228.11.14.3 (228.11.14.3) 56(84) bytes of data.
4 bytes from 228.11.14.3: icmp_seq=1 tt1=128 time=1H.Z2 ms
4 bytes from 228.11.14.3: icmp_seqg=2 tt1=128 time=1.81 m=
C
-- 228.11.14.3 ping statistics -—-
packets transmitted, 2 received, Bx packet loss, time 1HHZms
tt mincavg-smax- mdev = 1.888-5.618-18.228-1.618 ms
root@3rv-Zabbix-11-14 "% _

g gd e Et S @ B right crl

Puc 3.91.1lepeBipka 3B’ 3Ky

Ciukapuyx O.B. Apk.
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®ain  Mawwda Mepernaa  Beeaenna Mpucrpoi  Joeigka

c

ZABBIX

Srv-Zabbix-11-14

Dashboards

Monitoring

Services

Inventory

Reports

E Srv-Zabbie-11-14: Configuratic. X ar

2 He vondigenyidnmi  220.11.14.4/zabbix.php?action=mediatype.list
SoN TIOUEITL. TUBVILLYSU

« ™

Test media type "Telegram"

Q

Media type test successful.

Subject | {ALERTSUBJECT}

To | 590553025

Token | 7851805800 AAGK -

Response

Data collection

Alerts

Actions

Test

Response fype: String
op

Puc 3.92.Ycmimmnuii tect

7 TpaBHA

{ALERT.SUBJECT}
{ALERT.MESSAGE}

Puc 3.93. IloBigomiieHHS B Telerpam

Ciukapuyx O.B.
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ws_10_sichkarchuk [3anyweto] - Oracle VM VirtualBox

mHa [epernaa Beegenna [Mpuctpol  [Josiaka

Srv-Zabbix-11-14: Configuratic:. X +

C N\ He kondigenuivinmia  220.11.14.4/zabbix.php?action=user.edit®userid=3

Users

Us Media

Type | Telegram hd

*Sendto | 590553025

*When active | 1-7,00:00-24:00

Use if severity |+ Not classified
v'| Information
~ | \Warning
| Average
+'| High

v'| Disaster

Enabled |+

Puc 3.94. Hanamrysanus Media mis kopuctyBaya olegS
Vindows_10_sichkarchuk [3anywenc] - Oracle VM VirtualBox

Dain  MawwHa [MepernAn  BeeaendHa [MpucTpol  fJosiaka

» E Srv-Zabbix-11-14: Configuratic. X +

&« c 2\ He wondigenuitinnia  220.11.14.4/zabbix.php?action=action.list&eventsource=0 ﬁ

New action

@ Action  Operations

*Mame | Send alert to Telegram

Type of calculation | AndfOr ~|AandBandC
Conditions | _apel Name Acti
i A Host equals Snv-1--Win-11-14
| B Trigger severity equals Warming
|_| [ Trigger equals Srv-1--Win-11-14- CPU interrupt time is too high
Add
| o
Enabled |v

* At least one operation must exist.

Puc 3.95.CtBopennst Action

Ciuxapuyx O.B. Apk.
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0_sichkarchuk [3amuweso] - Oracle VM VirtualBox

®aiin  Mawwda Mepernag  Beepenns DMpuctpol  [osigka

bd E Srv-Zabbix-11-14: Configuratic. X +

&« & 2\ He kongigenyivinmin  220.11.14.4/zabbix.php?action=action.list&eventsource=0
New action Operation details
Action  Operations Operation Send message
Default operation step du Steps ' 1 (0 - infinitely)
Oper: Step duration | 0 (0 - use action default)

* At least one user or user group must be selected.
arch Select

SELURGETE M olegS (oleg sichkarchuk) X Select

Send to user groups | iype he
Recovery operi

Update opers Send only to | Telegram ~

Custom message |v

Fause operations for symptom prot
Subject | {TRIGGER.STATUS} {TRIGGER.NAME}

Message | OnosiwexHA eig Zabbixl
Craryc. {TRIGGER.STATUS}
Mpodnema: {TRIGGER.NAME}
Cepeep: (HOSTNAME}
Yac: {EVENT.DATE} {EVENT.TIME}

Recovery oper: Conditions | abel Mame Action

Add

-

Puc 3.96. IIponoBkeHHST CTBOPECHHSI TIOBITOMIICHHS

Ciuxapuyx O.B. Apk.
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b E Srv-Zabbix-11-14: Configuratic. X +

&« Cc 2\ He wondigenuiiinmia - 220.11.14.4/zabbix.php?action=action.list&eventsource=0 E\

ZABBIX

° Action added

oo Dashboards
AT Name Status Enabled
Services
Inventory
Name a Conditions Qperations
Reports Report problems to Zabbix administrators Send messz
Data collection ~ Send alert to telegram Trigger equals Srv-1—-Win-11-14: CPU interrupt time is too high Send messz
Trigger severity equals Warning
Alerts Host equals Srv-1--Win-11-14

Puc 3.97. Ycnimne cTtBopeHHSs

®aiin  Mawwna [Mepernaa  Beegenna  Mpuctpol  [o

v H sv-Zsbbi-11-14: Configuratic. X + — 'Y
< c A\ He rondigenuivinmia  220.11.14.4/zabbix.php?action=action.list&eventsource=0 m b d @ :

-
ZABBIX Trigger actions v
Action added
Dashboards
IR Name Status Enabled | Disabled
. Services ~ Apply
Inventory
Name & Operations
Reports Report problems to Zabbix administrators Send message to user groups: Zabbix admi
Data collection ~ Send alert to telegram Trigger equals Sne-1-Win-11-14: CPU interrupt time is too high Send message to users: olegS (oleg sichkar
Trigger severity equals Waming
Alerts Host equals Srv-1-Win-11-14
fET send ig Trigger equals Sne-1-Win-11-14: Test rigger - upfime = 0 Send message to users: olegS (oleg sichkar
cions Trigger severity equals Waming
Media types Host equals Srv-1-Win-11-14
Scripts Send to Gmail Trigger equals WS-11-14-1. Number of free system page fable enfries is foo low Send message to users: olegS (cleg sichkar
Trigger equals WS-11-14-1: The Memory Pages/sec is too high
Users Trigger equals WS-11-14-1: High swap space usage
' Trigger equals WS-11-14-1: High memory utilization &
»
Puc 3.98. CTBOpeHHS CHOBIIIEHb JIs1 IHIIUX TPUTEPIB
Ciukapuyx O.B. Apx.
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Mpucrpol Ao

hd E Srv-Zabbix-11-14: Configuratic. X +
& ] A\ He kondigenuiiinmi  220.11.14.4/zabbix.php m
Users
User Media 4 Permissions
Media  Type Send to When active Use if severity Status  Action
Dashboards
Email [} sichkarchukoleg@gmail.com 1-7,00:00-24:00 (RIS W [A Disabled Edit Remove
Monitoring Gmail  sichkarchukoleg@gmail.com 1-7,00:00-24:00 [ w [A JHlE £n
Telegram 590553025
Services
Telegram 590553025
Inventory Add
| E—— - .. - .
Puc 3.99. Media qis kopucTtyBaya
Ciuxapuyx O.B. Apk.

Danvroscoruil 1.1,

3mn.
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3.3. TecryBaHHs po00OTH MOOYI0BAHOI CHCTEMH MOHITOPUHTY

Ha indopmartiiiniii maneai MoxeMo I00aUYNTH 3arajabHy 1H(GOpMAIIIIO:
W

®alin  MawwHa [Mepernsg Beegenns Mpuctpol  [losigka
v r4 Sri-Zabbix-11-14: Dashboard X p—

ndows_10_sichkarchuk [3anywetc] - Oracle VM VirtualBox =

&« c 2\ He xondigenyiiinmia  220.11.14.4/zabbix.php?action=dashboard.view&dashboardid=1 m w

Global view

All dashboards / Global view

Top hosts by CPU utilization System information
Dashboards Host name Utilization imavg 5mavg 15mavg F 3 70 l Parameter
Monitoring Srv-Zabbix-11-14 | 289%9% 012 017 012 " Zabbix server is running
Srv-Zabbix-11-14
5 Values per sec... Zabbix server version
o Senvices
Zabbix frontend version
Invento
v Number of hosts (enabled/disabled)
Reports Number of templates
— . Number of items (enabled/disabled/n
Data collection
supported)
L3
L Alerts
Host availability Problems by severity
Q) Users
0 1 3 0 1
Administration Mixed Unknown Tot T Warming
*
Support
Current problems
Integrations
Time v Info Host Problem = Severity Duration Update Actions Tags
2024-12-16 11:26:00 PM + S
scope: notice

Puc 3.3.1./]am6opau

[Mepetimosim B [Monitoring] = [Hosts] moxkeMo nieperissHyTH BCi 10/1aHi XOCTH, Ta
Y1 BBIMKHEHI BOHHU.
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<« c N\ He kondigenuisingi  220.11.14.4/zabbix.php?name=2&lip=8&dns= &port = &(status=-1&evaltype=08&tags%560%50D%5Btag%s... Eg ¥r ®
ZABBIX < v
Name status [JEUJ Enabled | Disables
Host groups Select Tags m Or
E:E: Dashboards 1= Contains
Add
[19) Monitoring ons |
Show hosts in maintenance |v Show suppressed probl
Problems Port
Hosts Severity Mot classified Warning High
| atest data Information Average Disaster
Discovery
: MName & Interface Availability Tags Status Latest data
Services
Serv-Lin-11-14 220.11.14.6:10050 target: linux Enabled  Latest data 76
Inventory Srv-1-Win-11-14 220.11.14.3:10050 E3 Enabled  Latest data 101
() Reports 4 127.0.0.1:10050 EX3 Enabled  Latest data 170
[i]) Data collection ~ WS-11-14-1 220.11.14.5:10050 E3 Enabled  Latest data 107
[\ Alers 3
Puc 3.3.2. Jlogani XOCTH sIKi MOHITOPSITHCS
Takox 1H1IY 1H()OpMaIlit0 MPOTOPHYBIIH JIiBillIe (OCTaHHI J1aHi, TPOOIEMH) :
Status Latest data Froblems Graphs Dashboards Web
Enabled  Latest data 76 (1 Graphs 17 Dashboards 3
Enabled Latest data 101 Graphs 12 Dashboards 3
Enabled Latest data 170 Froblems Graphs 21 Dashboards 4
Enabled Latest data 107 Graphs 12 Dashboards 3
Displaying 4 of 4 found
Puc 3.3.3. Jlani 1ocTyIHI sl IEperJisiay Micis HalamTyBaHHS
baunmMo nipo6iemu, monepeKeHHs 3 PIBHAMU CKIIAHOCTI (3arajoMm 1e TUM4YacoBl
po0IeMu, HAPUKIIA]T BUCOKE BUKOPUCTAHHS TTaM ’SIT1), TAKOXK MIPUCYTHIN CTBOPEHUI
TECTOBHI Tpirep)
Time » Severity Recovery time Status nfo Host Prohlem Duration Update ¢
2025-05-07 09:19:07 PM = Waming PROBLEM Srv-1-Win-11- Test trigger - uptime = 0 7h 40m 38s Update
14
2025-05-07 03:27:01 PM + Waming PROBLEM Srv-1-Win-11- System time is out of sync (diff with Zabbix server  13h 32m Update
1 >.60s) 44z
Puc 3.3.4. [Ipo6iemu
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Mo:xHa mobaunTH TaKOX BUpIIIeHY ITpobiieMy (XocT Ha JIiHykc cepBepi OyB
BUMKHEHUI)

2025-05-07 08:44.28 PM = Average 12:50:25 PM RESCOLVED Serv-Lin-11- | Interface enpOs3: Link down JEa

4d 16h 5Bm  Update I
Puc 3.3.5. Bupimena npobiema
Binkpusmu latest data, no npuxiaay B Windows cepBepi MokHa IOOAQYHUTH Taki JaHi:

-CepelHs TPUBATICTh YEPTy YNTAHHS/3AIHUCY Ha JIUCK

-IIBUJIKICTh 3aIHCY Ha JUCK

-KCIII

-Oararo pi3Hoi iHdopmaii mpo LI1
-CKUTbKH MICIISl BAKOPUCTAHO Ta CKIJIbKU BIJILHO
-IM’s1 cepBepy Ta KOJId BOHO OyJI0 3MiHEHE

-DNS

-IpO BUKOPUCTAHHS TIaM’SIT1
-iHpopmarris npo OC Ta iH.

ws_10_sichkarchuk [3anyweno] - Oracle VM VirtualBox

buwHa  Mepernaa  Beeaenna Mpuctpoi  flosinka

Srv-Zabbix-11-14: Latest data X

c A\ He konigenuiiinmii  220.11.14.4/zabbix.php?name=_2&evaltype =08itags%5B0%5D%5Btag %50 = 8ttags%5B0%5D%5. .

& &

Host Name a Last check Last value Cl
Srv-1-Win-11-14 0 C:: Average disk read queue length B 20g 0 -0
Srv-1-Win-11-14 0 C:: Average disk write queue length & 27s 0.001254 +(
Srv-1-Win-11-14 0 C:: Disk average queue size (avgqu-sz) JEl 21s 0
Sv-1-Win-11-14 0.C:: Disk read rate & 19s oris
Srv-1-Win-11-14 0 C:: Disk read request avg waiting time JEl 255 0 -0
Srv-1-Win-11-14 0 C:: Disk utilization by idle time JEl s 0.1666 % +(
Sre1-Win-11-14 0.C: Disk write rate 17s 06426 wis =
Srv-1-Win-11-14 0 C:: Disk write request avg waiting time JEl 23s 0.3ms -0
Srv1Win-11:-14 Cache bytes &I 27s 2822 M8 -9
Srv-1-Win-11-14 Context switches per second [ 17s 132777 at
Sv-1-Win-11-14 CPU DPC time &I 21s 0%
Sv-1-Win-11-14 CPU interrupt ime JEl 20s 0% -1
Sv-1-Win-11-14 CPU privileged fime JE 19s 3.1076 % -4
Sv-1-Win-11-14 CPU gueue lengtn &I 16s 0

b e SI-1-Win-11-14 CPU user tme B 185 0%
Sre1-Win-11-14 CPU utiization JEI 13s 14393 % -0
Srv-1-Win-11-14 Free swap space s 15GB
Srv-1-Win-11-14 Free swap space in % & 225 100 %

iministration

3
Puc 3.3.6. Tani Windows cepsepa
Ciukapuyx O.B. Apk.
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Takox MOKHA TIEPETIAHYTH TpadiK BUKOPUCTAHHS T1aM ’sITi:
@ Windows_10_si huk [3anywenc] - Ora

daiin

acle VM Virtual Box

MawmHa [Mepernag Beegends [Mpuctpol  [loeigka

b E Srv-Zabbix-11-14: History [refr- X +
< & A\ He xongigenyiiinmd  220.11.14.4/history.php?action=showgraph&itemids%58%50=48370 E
ZABBIX Srv-1-Win-11-14: Used memory
Zoom ol
From | 2024-12-17 00:00:00 Last 2 days ‘esterd
Dashboards . .
To | 20241217 23:00:00 Last 7 days Day bef
Moni‘loring po—s Last 30 days This da;
Last 3 months Previou
Problems )
Last 6 months Previou
Hosts Last 1 year Previou
Latest data Last 2 years
Maps
Discovery )
: Srv-1-Win-11-14: Used memory
. Services Lioce
Inventory 128 GB | l, | |
L 1
Reports W
126GB | I| ,-._JI
||
Data collection ~ HLL
M
1.24GB '
L Alerts
Users 12268 b — i  —————— —— —  — —
4 4 £ 4 7 § 4 3 94 9 1 3§ 2 3 93 4 1 3T 3 5 4 3 94 &a aa i aa i
Administration N8 CHS8583808 625688588 a50q8s389¢6958°¢%53
- 5] last min avg max
Support M Used memory [all] 1.27 GB 1.24 GB 1.26 GB 1.29 GB
Integrations
Help
m 9 = & & ~ 8 T
- -1 o
Puc 3.3.7. Tpadi * st 6ouiit
uc 3.3.7. I'padixk BUKOpucTaHHS 1MaM’sTi Ha poOOUiil CTaHIIl1
Ciukapuyx O.B. Apk.
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(& £ He kondigenuiinmi

ta collection

pris

ministration

Srv-1-Win-11-14

Srv-1-Win-11-14

4

Srv-1-Win-11-14

4

4

Srv-1-Win-11-14

Free swap space in % [£]

Free system page table entries JE

FS[(C:): Get data JEI

FS[(C:)]: Space: Available 2]

Space: Total JE

FS[(C:

FS[(C)]: Space; Used, in % JEA

Get filesystems |2

Host name of Zabbix agent running

Interface Intel(R) PRC/M 000 MT Desktop Adapter(Ethernet)

220.11.14.4/zabbix.php?name=_8evaltype=081tags%5B0%50%5Btag %50 = &tags%5B0%50%5. ..

245

28s

G5

65

65

65

63

4h 10m 32s

. A 24s

Interface Intel(R) PROM 000 MT Desktop Adapter(Ethernst)

A 21s

Interface Intel(R) PRO/M 000 MT Desktop Adapter(Ethernet)

. A 26s

B

100 %

12298555 -7

{"fsmame™"C:" "fslab. .

37.86 GB

494 GB

11.54 GB

23.3516 %

Srv-1-Win-11-14

5.74 Kbps -8

4.14 Kbps -8

Puc 3.3.8. Inmi gani

Ciukapuyx O.B.
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Ha xocTi po6040i cTaHIlli MOKEMO MOOAYUTH TTOBIIOMJIEHHSI PO T€ , III0 Ha XOCTI,
SIKHT MOHITOpUTBCS ZabbiX, ciocTepiraeThcsi BHCOKE 3aBAaHTAXKEHHS MTPOIECOpPa, BiH
OyB 3aBantaxxenuit monaa 90% npotsrom 5 xBunuH. LlikaBo, 110 came mpo 110 Mpo-
onemy Zabbix nonepenikae 61MMar0uy )KOBTUM KOJIBOPOM.

Windows_10_sichkarchuk [3anyweto] - Oracle VM VirtualBox -

®aitn  Mawwna Mepernsg  Beepenns Mpuctpol  Josinka
~ F4 Srv-Zabbix-11-14: Problems X —

< c A\ He kondigenuiiinei  220.11.14.4/zabbix.php?show=1&name=&acknowledgement_status=0&inventory%5B0%50%... E ¥r
Host groups | type here o search Select
Hosts Select 2l oo [

Add

Triggers |t Select
O Dashboards Problem Show tags MNone 1 2 I
3 R Severity Mot classified Warning High Tag display priority | comma-separated list
= Monitoring
Information Average Disaster Show operational data m Separately
Problems
Age less than days Compact view
Hosts
Show symptoms i
Latest data Show details
ressed problems
Maps PR P
S— owledgement status u ur A By me
Inventory N -
; Timew  Severity Recoverytime Status nfo Host Problem Duration Upd:
) Reports A3 15 PM +  Waming PROBLEM WS-11-14-1 | High CPU utilization (over 90% for 5m) B  -16h 30m 275 Upd:
]l Data collection ~
1\ Alerts i
O users
S Administration  ~ Zabbix 7.0.6. ® 2001-2024, Zabbix SIA
4
F = g S oone 18
m 9 F 4 B ~ W Q) NG )

Puc 3.3.9. IloBigomineHHs po mpodiaemy

Takox MoxeMo modauntu iHpopmarriro mpo 3miny im’st Windows Cepsepy:

2024-12-16 11:26:00 PM = Srv-1-Win- 2n20m  Update
365 scope: notice

06:13:15 PM = W3-11- High CPU utilization (over 80% for -16h 26m 395 Update class: os | compone
141 5m)
Today ©
2024-12-16 11:26:00 PM » 2h 20m 365 Update compone:
scope: notice
2024-12-16 10:02:01 PM = Sne-1- System time is out of sync (diff with  3h 44m 3bs Update class: os | compone
Win-11-  Zabbix server = 60s) scope: notice
14
Puc 3.3.10. [adopmartist mpo 3MiHy XOCTHEHUMY
Ciukapuyx O.B. Apk.
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BucHOBKM 10 TPETHOIr0 PO3IiJYy:

VY tperboMy po3nui Oyiio 371HCHEHO TIOBHY peai3alliio CIPOEKTOBAHOI CHC-
TEMHU MOHITOPHHTY KOMII IOTEPHOI Mepexki 3 BUKOPUCTaHHIM Zabbix y BipTyaii3o-
BaHOMY cepelioBullll. B mporieci BpoBapKeHHsT OXOIUIEHO BC1 €Tanu — BiJ pO3ro-
pPTaHHS CEPBEPIB Ta KIIEHTCHKUX MPUCTPOIB /10 HAJAIITYBaHHSI MOHITOPHHTY, 300Dy
METPUK Ta OpraHi3allii CrOBIlIEHb.

[TpoBeneHo koH(irypaiiito cepBepiB Ha 0a3zi AlmaLinux, Ubuntu Server ta
Windows Server, a Takox HaJlalITyBaHHS KIIE€HTCHKHX poOoumx cTaHmid. Ocol-
JUBY yBary npuiieHo mnapameTrpam |P-anmpecainii, 3MiHI IMEH XOCTiB, BCTaHOB-
JICHHIO Ta HAJIAIITYBaHHIO areHTiB Zabbix 11 KOXKHOT orepaliifHol cucTeMu. 31ii-
cHeHo BIpoBaKeHHS] SNMP-MOHITOpUHTY Ui OTpUMaHHS PO3MIMPEHHUX JTAHUX
PO CTaH CUCTEMH.

Bbyna npoBenena interpartis 3 Telegram-6otom, mo 3a0e3neuye CroBIICHHS
PO KPUTHUYHI MOAIT B MEPEXKI1, a TAKOK HAJIAIITYBaHHS TPUTEPIB, €IIEMEHTIB JaHUX
(items) Ta rpadikiB, sIKi JO3BOJISIFOTh B peaIbHOMY Yaci BiICTE)KYBaTH CTaH iH(ppa-
CTPYKTYpH.

VY xoni TeCTyBaHHSI CHCTEMa YCIIIIIHO MPOJEMOHCTPYBajia 3/aTHICTh BHUSB-
JISITU SIK PealibHi, TaK 1 IITYYHO CTBOPEHI 1IHIUJIEHTH, BKIIFOUAI0UH [T€PEBAHTAKEHHS
npoliecopa, BTpaTy 3B’ 3Ky MK XOCTaMu, MpodJieMu 3 yacoMm Toulo. byso miareep-
JKEHO KOPEKTHY pOOOTYy CHOBIIIECHb, a TaKOX CTaOUIBHICTH 300py M Bizyasizarrii
METPHK 3 YCIX THUITIB IPUCTPOIB.

Takum 4rHOM, pe3yJbTaTH peaiizailii miATBEpANIA TEXHIYHY TOTOBHICTh CUCTEMU
JI0 BUKOPUCTAHHA y TIPAaKTUYHUX yMOBaX. BoHa BINOBIa€ MOCTaBICHUM BUMOTaM,
3a0e3nedye KOHTPOIb 32 KpUTHUHUMHU napamerpamu [ T-iHppacTpykTypu Ta 103B0-

JIsi€ TMBUIKO pearyBaTH Ha HECTIPABHOCTI.

Ciukapuyx O.B.
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BUCHOBKHA

VY Mexax TUIIOMHOI poOoTH OyJio BCEOIYHO PO3TISHYTO, CHIPOEKTOBAHO Ta
pealii3oBaHO CHUCTEMY MOHITOPUHTY KOMIT IOTEPHOI Mepexi Ha 6a3i muatdopmu
Zabbix. BUKOHaHO TIOCITIIOBHE TPOXOJIKEHHS TEOPETUYHOTO, IPOEKTHOTO Ta MpaK-
TUYHOTO €TaliB, 110 JO3BOJMIO ChOPMYBATH IUTICHY CUCTEMY, TOTOBY J0 BUKOPH-
CTaHHS B yMoBax peanbHoi [T-iHppacTpykTypH.

Ha nepmmomy erari 311iCHEHO aHai3 MiIXO1B 0 MEPEKEBOr0 MOHITOPHHTY,
KJacu(iKalio CUCTEM, OTJIsIT KOMYHIKAI[ITHUX MPOTOKOJMIB 1 TOPIBHAHHSA CyYaCHHUX
mwiatgopM. Y pe3ynbTari 00rpyHTOBaHO AOLUIBHICTh BUKOpUCTaHHs Zabbix, 110 3a-
Oe3rnevye onTUMalIbHE MOEIHAHHS (DYHKIIIOHATIBHOCTI, MAacIlITA0OBAHOCTI Ta 3pyy-
HOCTI B a/IMIHICTPYBaHHI.

Ha eTtani npoekTyBaHHS CTBOPEHO apXITEKTYPHY MOJIEJIb CUCTEMU MOHITOPH-
HT'Y 3 YpaxyBaHHSAM crienudiku BipTyamizoBaHoro cepeaosuina VirtualBox. Lle go-
3BOJIMJIO CTBOPUTH Oe3MeuHy J1ab0opaTopHy IHPPACTPYKTYPY, MAaKCUMAIIbHO HAOH-
KEHY /10 YMOB p€albHOT0 KOPIOPATUBHOTO cepeloBuIla. Takox 0OIpyHTOBAaHO BU-
Olp KOMIIOHEHTIB CUCTeMH, cepen skux Zabbix Appliance, MySQL, cratuunmii
NAT Touio.

[Tix gyac peasnizarii 311MICHEHO MTOBHOIIIHHE PO3TOPTAHHS CUCTEMH: HAJIAIITO-
BaHO CEpBEPH Ta KIIEHTChKI By3iu Ha pizHux OC, BrpoBamxeHo SNMP-moniTo-
punr, Telegram-crioBiiieHHs, a TaKOX 310paHO METPUKHU 3 TOAAJBIIOI Bi3yasi3a-
uiero. [IpoBeneHe TecTyBaHHS MATBEPAUIIO CTAOUIbHY POOOTY CUCTEMHM Ta ii rOTO-
BHICTbH JI0 BUKOPUCTAHHS Y MPAKTUYHUX YMOBaX.

Cucrema MOHITOpUHTY Zabbix Ma€e MIUPOKHUI CIIEKTP MOXKJIMBUX HAMPSIMKIB
3aCTOCYBaHHS, Cepe]l SIKUX:

o MoniTopunr kopriopatuBHuX [ T-1HGpacTpyKTyp — /I IEHTPATI30BaHOTO
KOHTPOJTIO 32 CEpBEpaMu, MEpPEKEBUM 00JIaJTHAHHSAM, CEpBiCaMH Ta J0JaTKaMHU;

o MOHITOpUHT JaTa-TEHTPIB — IS YIPABIIHHS BEITUKOI KUIBKICTIO MPHU-
CTpOiB, 3a0e3nedueHHs O0e3nepepBHOCTI O13HEC-TIPOIICCIB;

» Buxopucranns y xmapaux cepenonuiiax i DevOps-nipakTikax — 3 METOIO

BIJICT@KEHHS CTaHy XMapHUX CEPBICIB, BIPTYaJbHUX MAIIIMH 1 KOHTEHHEPIB,
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o IHTerparis B cucremu iHpOpMaIiiHOi O€3MeKn — JIsl BUSIBIICHHS aHOMa-
JIbHOI aKTUBHOCT1, MOHITOPUHTY >KYPHAJIB IMOJI1H TOIIO;

o OcCBITHI Ta HAYKOBI POEKTH — SIK TUIaTopMa sl MOJACIIOBAHHS Ta TEC-
tyBaHHs [T-cucrem.

VY mexax 1iel poOoTH peani3oBaHO OCBITHbO-IEMOHCTpAIiHUI clieHapiil 3a-
cTocyBaHHs Zabbix, opieHTOBaHMI Ha CTBOPEHHS HABYAJIBHOTO JAOOPATOPHOTO CTe-
HJY JUISl MOJICIIOBAaHHS TUITOBUX CHUTYallli MOHITOPUHTY Y BIPTYalbHOMY CEpEo-
BUIIil. Takuii MiAXix JO3BOJISE HE JIUINE OIMIHUTUA (PYHKITIOHATBHI MOKIIMBOCTI TIJ1a-
ThopMmu, a ¥ miaroryBatu (HaxiBIiB 0 POOOTH 3 MOJIOHUMH CUCTEMaMHU B YMOBax
peansHOrO IT-cepenoBuia.

OT1xe, pe3yiabTaTH BUKOHAHOI pOOOTH JEMOHCTPYIOTH, 1110 pealii3oBaHa CHCTEMa
€ YHIBEpPCAIbHOIO, HA/IIITHOIO Ta MPUAATHOIO JUIS MTOAAIBIIOTO MacIITa0yBaHHS 1 po-
3MIUPEHHS 3T1IHO 3 MOTpedaMu KOHKPETHOTO CepefoBHIla a00 3aBAaHb MOHITOPHU-

HTY.
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