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AHOTALIA

Y ksanidikauiiiniii poboTi po3rasHyTO NPOEKT CTBOPEHHS My6niuHoro Bed-nop-
Taly oprasisauii 3 MiATPUMKOK aBTeHTH(IKauil KopucTyBauiB Yepe3 ciayx0y Active
Directory. Metoto po6otu 6yno 3abe3nedeHHs LEHTPaAli30BaHOrO KepyBaHHS A0CTYIOM
A0 iH(opMaLliiHUX pecypciB y MekKax KOpropaTHBHOI Mepeski 3 BUKopuctanusm LDAP-
MPOTOKOIY.

Y npoueci peanizauii Oys0 CNpOEKTOBAHO | BNPOBAIKEHO TOMEHHY iH(pacTpyK-
Typy Ha 6a3zi Windows Server, HanawroBaHo ciyx0u Ta 3acodu monitopusrry PRTG
Network Monitor. Po3ropuyro Be6-nopran Ha 6a3i CMS WordPress, interposanuii 3
Active Directory. PeanizoBaHo MexaHi3M po3MexyBaHHS JOCTYIY 10 BMICTY CalTy Ha
OCHOBI pOJIeH KOPUCTYBayiB: HEABTOPH30BaH1 Bi/IBiyBa4i MalOTh AOCTYII JIKILE 10 My0-
NIYHHX CTOPIHOK, KopHeTyBadi AD — 10 BHYTpILIHIX po3/iniB, aaMiHiCTpaToOpH — 10
PO3IIMPEHHX MOKINBOCTEH KepyBaHHS.

[TosicHioBaIbHA 3anUCKa MICTHTh 65 CTOPIHOK, BKIIOYAE 73 pUCYHKH, 3 Tabauui.
Cnucok BUKOpUCTAHHUX JKepell Halliuye 21 HaiiMeHyBaHb.

Kmouosi cnosa: ACTIVE DIRECTORY, LDAP, BEB-ITOPTAJI, WORDPRESS,
ABTEHTHU®IKALLSA, IHOPACTPYKTYPA, CUCTEMA MOHITOPHUHI'Y, PRTG.
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ANNOTATION

This bachelor’s qualification work presents a project for developing a public web
portal for an organization with user authentication support via Active Directory. The aim
of the work was to implement centralized access control to information resources within
a corporate network using the LDAP protocol.

During the implementation, a domain infrastructure based on Windows Server was
designed and deployed. Core services and the PRTG Network Monitor system were
configured. The web portal, developed using the WordPress CMS, was integrated with
Active Directory. A role-based access control mechanism was implemented:
unauthenticated visitors have access only to public pages, AD users can access internal
sections, and administrators are granted extended management capabilities.

The explanatory report consists of 65 pages, includes 73 figures and 3 tables. The
list of references contains 21 sources.

Keywords: ACTIVE DIRECTORY, LDAP, WEB PORTAL, WORDPRESS,
AUTHENTICATION, INFRASTRUCTURE, MONITORING SYSTEM, PRTG.

Kepebuyx B.C. Apk.
Bpoocvkuii [0.b. KK/KEKPE - 123 - 03 - ,73 5
3mn. | Apk. Ne doxym. Iionuc | Hama




SMICT

|27 O 17/ B TP PP PP PPPPPPRPTPPPIS 8

PO3/1L1 1. TEOPETUYHI OCHOBU MOBYJIOBU KOPIIOPATUBHOI
MEPEXI 3 HEHTPAJII3OBAHUM KEPYBAHHSAM JOCTYIIOM ................... 9
1.1. ApxitekTypa KOpHopaTuBHOI Mepexi Ha OCHOB1 Active Directory...........cu.e.... 9
1.2. IIporokon LDAP sk 3aci0 aBTEHTU(PIKALIT KOPUCTYBAUIB.......vvvvveeeerirrreeeennes 13
1.3. IToOynoBa BeO-MOPTATY Y KOPHOPATUBHII MEPEIKI «.vveenvvvereeeiiiineeeesninneneeans 15
1.4. CucreMu MOHITOPUHTY KOPITOPATHBHOT MEPEIKI ...vvvveernirrereesiirreeeessnnnnneeeenns 19
PO3/ILJ1 2. MIPOEKTYBAHHS KOMIT'IOTEPHOI MEPEXKI TA CTPYKTYPU
JIOMEHY ...t e et e e e s et b e e e e e e nbb e e e e e e nnnaees 25
2.1. 3aranpHa KOHIIEMIIIA, JOTiKa poOOTH Ta B3a€EMO/Iis KOMIIOHEHTIB CUCTEMH ..... 25
2.2. JIoriyHa MOJETH TOMEHHOT THOPACTPYKTYPH «eeveeeinirrrreeesanirreeessasnnneeessainneeeess 27
2.3. Bubip o6nagHaHHS Ta MPOTPAMHOTO 320€3TEUCHHS .vvvvvvrieeeessssniirrrrereeneeesananns 28
2.4. AnpecHa cXeMa 1 TOTTOTOTISE MEPEIKL 1.uvvvvvrrrrrrrseessssssrrrsnereeeessssssssssssssseeeeessesnns 29
PO3JI1J1 3. HAJIALITYBAHHSA TA TECTYBAHHS ITPOEKTY ... 32
3.1. HanamryBanHst JoMeHHUX CITy)KO ACtiVe DIrectory ..o, 32
3.2. BCTaHOBNICHHS CHCTEMHU MOHITOPUHTY MEPEIKI +.vvvvveiirrreesiiiieessnreessnneeesnneens 39
3.3. PO3TOPTAHHS BEO-TIOPTAILY ....rvvveeeiurrrereesannnneneesaannnneeessannneeessasnneeessssnnnneeessanes 43
3.4. TecTyBaHHS KOMIT'FOTEPHOI MEPEKi Ta HATAIITOBAHUX CEPBICIB ...ecevvvvveennee, 55
BUICHOBK .....cooiiiiiiiii ettt e st e e e bb e e e e 62
CITMCOK BUKOPUCTAHOIL JIITEPATYPHU .....coviriririiiiiiieieeeeeee e 63
JIOIIATKIL ...ttt e st r e e e s e e e e e e e nnnnes 66

Kepetuyx B.C. Apr.
Bpoocuiuii O.5. KKIKE.KP.65 — 123 -03 -T13 6
3un, | Ape. | Ne dorym. Hionuc | Aama




[TEPEJIIK YMOBHUX ITO3HAYEHb

OC — omepartiifHa cucTemMa

AD — Active Directory

I1S — Internet Information Services

LDAP — Lightweight Directory Access Protocol
CA — Certificate Authority

CMS — Content Management System

DHCP — Dynamic Host Configuration Protocol
GPO — Groups Policy Object

DNS — Domain Name System

CYB]] — Cucrema ynpaBmiiHHs 06a3amMu TaHUX
DC — Domain Controller

URL — Uniform Resource Locator
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BCTVYII

AKTyaJIbHICTh TeMH. Y CydacHUX opraHizamisx epexktuBHe ymnpaBiaiHHs [T-1H-
(dpacTpyKTyporo, 30KpeMa J0CTyIOM KOPUCTYBauiB JJO PECYPCIB, € KPUTUYHO BAXKIHBUM.
Bukopucranns cinyx0u Active Directory 103BoJIsi€ 1IEHTpaIi30BaHO KepyBaTH 0O0JIIKO-
BUMHU 3allMCaMH, MOJITUKAMU O€3MeKH Ta T0CTYynoM A0 iHdopMmaliiHux cucteM. OqHUM
13 aKTyaJIbHUX HAMPSAMKIB € po3poOka MyOmiyHUX BEO-MOPTATiB, SKi 3a0€3MEeUyIOTh SIK
BIIKpUTUIN TOCTYTI 110 1H(MOpMAILii, TaK 1 0OMEXKEHUHN JOCTYII O BHYTPIITHIX CEPBICIB 3a
JIOTIOMOT'OX0 KOPIIOpaTUBHOT aBTeHTHdIKarliil. Peanizaiiist Takoro miaxoay MOeIHyeE Tepe-
Bard BeO-TEXHOJIOTIH 13 0€3MEeKOI0 Ta IEHTPaTi30BaHUM YIPaBIIIHHIM, IO € OCOOJIMBO
aKTyaJIbHUM JIJIsl HaBYaJIbHUX 3aKJIa/11B, JEPKaBHUX 1 IPUBATHUX OpraHi3alliil.

MeTtoro kBasmidikaniiiHoi podoTH € CTBOPEHHS ITyOIIYHOTO BEO-TIOpTaTy OpraHi3ariii 3
iHTerpartiero B iHppacTpykTypy Active Directory st 3a06e3rnedeHHs: aBTeHTHDIKaIlT KOPUCTY-
BauiB uepe3 LDAP Ta 1ieHTpasizoBaHoro KepyBaHHs IOCTYIIOM /10 iH(OpMAaIIiHUX peCypciB.

BuzHadyena meta 00yMOBITIOE TaKi 3aBIaHHS:

- HanamrryBatu indpactpykrypy nqomeHy Active Directory;

- PeanizyBaru BeO-nioprain oprasizauii Ha ocHoBl CMS WordPress 13 pozroprannsm Ha IIS;
- 3a0e3neunTy aBTeHTU}IKAII0 KOpUCTyBauiB BeO-nopTaity yepe3 LDAP Active Directory;
- HanamrryBati MOHITOpUHT cTaHy 1H(DPACTPYKTYPH 7151 KOHTPOITIO pOOOTH CEPBICIB;

- IIpoBecTu TecTyBaHHS (PYHKITIOHATLHOCTI ITOPTATY Ta B3aEMO/IIT 3 IOMEHOM.

00’exToM gocaimxenHs € iHdGopmalliiina iHGpacTpyKTypa opraHizaiiii, 30KpeMa
Ipoliec KEPyBaHHS IOCTYIIOM JI0 BEO-PECYPCiB Y KOPIIOPATUBHOMY CEPEOBHIIII.

IIpeameToMm I0cCTiKeHHS € TEXHOJIOT11 BEO-po3po0ku, ciyx0u Active Directory,
MexaHi3mMu aBTeHTudikanii LDAP, a Takox 3acoOu po3ropTaHHs Ta aJMIHICTPYBaHHS
BeO-niopTaniB y cepenounii Windows Server.

VY npoueci BUKOHaHHS KBali(ikaiitHoi poOoTu 0yyo po3po0JIeHO MPOEKT Mmy0JIiy-
HOTO BeO-TIOpTaTy Oprasi3ailii 3 aBTeHTH(]IKAII€I0 KOPUCTYBaviB uepe3 ciyx0y Active
Directory, mo m103BoJIsi€ 3AIMCHIOBATH 3aXHINEHUHN JOCTYII 10 BHYTPIIIHIX CEPBICiB Ha

OCHOBI1 JIOMEHHUX OOJIIKOBUX 3aITUCIB.
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PO3/LJ1 1. TEOPETUYHI OCHOBU NOBYJIOBU KOPIIOPATUBHOI ME-
PEXI 3 HEHTPAJII3OBAHUM KEPYBAHHSAM JOCTYIIOM

1.1. ApxiTekTypa KOpHOpaTUBHOI MepesKi Ha ocHOBI Active Directory

JlomeHHa iH(pacTpyKTypa € OCHOBOIO IIEHTPAII30BAHOTO YIPABIiHHS KOMIT IOTEP-
HUMH pecypcaMu B KOpHoOpaTUBHOMY cepefoBuili. ¥ koHTekcTi Windows Server BoHa
peani3yeThes 3a JomoMororo ciryxou Active Directory Domain Services (AD DS) — ie-
papXiyHOi CHCTEMH, IO J03BOJIsE epEeKTUBHO 30epiratu 1 KepyBaTu iH(pOpMAIIiE€O Mmpo
00’€KTH Mepexi (KOPUCTYBaUiB, KOMIT IOTEPH, TPUHTEPHU TOIIO) Ta KEPYBATH JOCTYIIOM
710 peCypCiB.

OpHi€ro 3 HAMMOMIMPEHIMX pealizalliil ToMEeHHOT IHPPACTPYKTYypU B KOPIIOPATHUB-
HOMY CEPEJIOBHIII € city»0a karanoriB Active Directory Domain Services (AD DS), sika
BxoauTh 10 ckiaaxy OC Windows Server. Active Directory opranizoBye iH(opmaliiro y
BUTJISIZII «OO’€KTIBY» — 116 MOXYTh OyTH Oyab-siKi pPEeCypcH MeEpexi, 30Kpema
KOMIT F0TE€pH, KOPUCTYBAIbK1 00JIIKOB1 3alMCH, KOHTAKTH, TPYIIH, OpraHi3aiitHi OAMHUII
yyu crnuibHI nanku. KoxeH 00’eKT Mae yHIKalabHE 1M’sl Ta HaOlp aTpuOyTiB, SIK1 JOMOMa-
raroTh TOYHO HOro iIeHTH(iKyBaTH. Ycs 1 H(popMalis 30epiraeTbCs B CIELIaNi3oBa-
HOMY CTPYKTYPOBAaHOMY CXOBHIII, SIKE 3a0e3Meuye MBUAKY OOPOOKY 3amMTiB 1 MacITa-
00BaHICTh. 3aB/ISKHU IbOMY KOPUCTYBayl Ta IPOTrpaMu MOXKYTh JIETKO 3HAXOAUTH 1 BUKO-
pucToBYBaTH HeoOXinHi aani [1]. 3aBasku Active Directory peanisyeThcsi aBTeHTH(IKA-
1111 KOPUCTYBAYiB Ta MPUCTPOIB, aBTOPU3AILIS JOCTYITY JI0 PECYPCIB, @ TAKOX PEIUTIKaIlis
3MIH MK CepBEpaMH B MEKax JJOMEHY abo opraHizaiiii.

CrpykTypa nomeny B Active Directory mae 4iTky iepapxito. HaliBummm piBHeM € Jic
(anru. Forest) — norivna cTpyKTypa, sika 00’ €THy€ 01HYy a00 KijlbKa JOMEHHHUX CTPYKTYP
31 CIUIBHOIO KOH(Irypalli€ro, CXeMOo0 00’€KTIB Ta riIo0ajJbHUM KarTajorom. ¥ Mexax
JiCY JOMEHU MOXXYTh aBTOMAaTHYHO JIOBIPATH OJJUH OJHOMY, 1110 3a0e31euye B3a€EMHY aB-
TEeHTU(DIKAIII0 Ta B3aEMOJIi0 MikK 00’ ekTamu. Jlic MOke MICTUTH KiJTbKa JJOMEHIB, SIK1 yT-
BOPIOIOTH JIEPEBO JIOMEHIB, MPOTE B HEBEIMKUX MEpEKax 3a3BUYail T1OCTATHHO OJHOTO

JIOMEHY.
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Hactynaum piBHeM iepapXxii € JoMeH — 0a3oBa aaMIHICTpATUBHA OJIUHULIS, KA BU-
3HAYa€ MEXI MOJITUK Oe3NeKH Ta KepyBaHHs. JJoMeH Mae yHiKanbHE iM’$, 3a3BHUYal y
dopmati DNS, Hanpukiaa: uniwork.net. Y mexax 1oMeHy 30€piraroTbes Bci 00’ €KTH —
0O0JIIKOBI 3aMKMCH KOPUCTYBAYiB, KOMIT IOTEPIB, TPYITH, IPUHTEPH TOIIO. JIOMEH € € TMHOIO
TOYKOI0 aBTCHTH(IKAIlIi JJIsI KOPUCTYBadiB 1 MPUCTPOIB, a aJMIHICTPYBaHHS 3I1HCHIO-

€THCS 32 JOTIOMOT'OI0 OJTHOTO 200 KUTbKOX CEPBEPIB — KOHTPOJIEPIB JOMEHY.

Domain Forest

(Domain trees joined by trust relationships)

blue.com red.com

sales.blue.com pr.blue.com accounts.red.com engineering.red.com

Domain Tree

Pucynok 1.1.1 — [Ipuxnaa opranizaiiii CTpyKTypH JIiCY

Kontponep nomeny — 1e cepBep, Ha sskoMy BcTaHOBJeHO posib AD DS. Bin Bin-
noBiJae 3a 00pOOKyY 3aNUTIB aBTEHTH(IKAIIl1, 3aCTOCYBaHHS TPYNOBUX MOJITHK, MIATPU-
MKY CTPYKTYpU KaTajOriB, a TAKOX 3a CMHXPOHI3AII0 3MIH 3 THIIMMHU KOHTpOJIEpaMu
JIOMEeHy. Y BENUKHUX a00 KPUTUYHO BAXKIMBUX CEPEOBHUINAX 3a3BUYAl BUKOPUCTOBY-
€ThCSL 1Ba a00 OUIBIIIE KOHTPOJIEPIB ISl 3a0€3MEUCHHS BIIMOBOCTIMKOCTI Ta OamaHCy-
BaHHS HaBaHTa)KECHH.

KonTtponep nomeny mictuth korriro 6a3u nanux AD DS. Ha koxkHOMY KOHTpOJIEpi

JIOMEHY ICHY€ Komisi cxoBuina nanux. baza nanux AD DS BUKoOpHUCTOBY€E TEXHOJOT1IO 0a3
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nanux Microsoft Jet i 30epirae indopmariro nmpo katanor y daiai Ntds.dit i mos’s3annx
3 HHM JKypHajaxX. 3a 3aMOBYyBaHHsAM Il Qaitim 30epiratorbes y mama C:AWin-
dows\NTDS.

VY Mexax OJIHOTO JIOMEHY JIJIsl CTPYKTYpYBaHHS 00’ €KTIB BUKOPUCTOBYIOTHCS Op-
ra"izamiiiai oguauil (OU). Le noriuni miapo3aiiy, ki MOXYTh BiIOOpa)kaTu pealibHy
OpraHizaliiHy CTpyKTYpy YCTaHOBH: HaNPUKIaI, BIIAUH, ¢pakyabsTeTn ado dimii. Opra-
HI3aI[1iH1 OJIMHUIII IO3BOJISIOTH HE JIMIIIE BIIOPSIKOBYBATH 00’ €KTH, a i JI€JIeTyBaTH aji-
MIHICTPaTUBHI TIOBHOBAKEHHS Ta 3aCTOCOBYBATH JIOKAJIbHI IPYIIOBI MOMITUKH.

besneka BOygoBana B AD DS 3a paxyHok 1HTerpailii 3 aBTeHTH(IKALI€0 BXOIY Ta
MeXaH13MaMHl KOHTPOJIIO JOCTYITy 0 00’€KTIB KAaTajuory. 3aBIsKy €AMHOMY IMEHI KOpHU-
CTyBaua Ta MapojI0 aaMIHICTPAaTOPHU MOXKYTh LIEHTPATi30BaHO YMPABIATH AAHUMU U
CTPYKTYPOIO KaTaJIOTy B YCiii Mepexi, a aBTOPU30BaH1 KOPUCTYBaUl MalOTh 3MOTY OTpPH-
MyBaTH JOCTYI JIO0 PECYPCIB HE3aJIEKHO BiJl CBOTO MiCIIe3HaXOKeHH. Bukopucranas
MOJIITUK JJIs1 aAMIHICTPYBaHHS 3HAYHO CIIPOIIYE KEPYBAHHS HABITh BETUKUMH 1 CKIIAI-
HUMU MEpEKaMH.

Cepen knrouoBux KoMroHeHTiB AD DS:

o Cxema — Habip mpaBuJ, 10 BU3HAYAE TUMH 00 €KTIB 1 aTpuOyTIB y Karanosi, 00-
MEKCHHS Ha X BUKOPHCTAHHS Ta popmaT iMeH.

° ['moGanpHu KaTaJor — MICTUTbh BIJOMOCTI PO BCi1 00 €KTH KaTaJory, 103BOJIS-
I0YM 31MCHIOBATH TIOIIYK JaHUX HE3aJIe)KHO BiJI TOr0, B AKOMY JOMEHI BOHH 30epira-
IOThCSI.

o MexaHi3M 3aIUTIB Ta 1HEKCYBaHHS — 3a0€31euy€e MOKIIUBICTD JJI1 KOPUCTYBayiB
1 IporpamM 3HaXOJIUTH 00’ €KTH M 1X BIACTUBOCTI a00 PO3MIIIYBATH iX Y KaTauo3l.

o Cyx0a perutikaiiii — BIAMOBIIAE 3a MOITUPEHHS JaHUX KaTaJIoTy 0 BC1M Mepexi.
VY¢i KOHTpOJIepu JOMEHY B MEXKaX OJTHOTO JIOMEHY OepyTh y4acThb y perulikallii, 30epira-
I0YM TIOBHY KOITIIO KaTaJIOT14HOi 1H(OopMallii Ij1s CBOro 1oMeHy. byab-ski 3MiHU aBTOMa-
TUYHO TIOMUPIOIOTHCS HAa BC1 KOHTPOJIepH AoMeHy [2].

YmpaBiaiHHS KOpUCTyBadyaMu B JOMEHI riependadae CTBOPSHHS 00JIIKOBUX 3aITHCIB,
HaJAIITyBaHHsS aTpUOyTiB, MpU3HAYEHHS poJiel 1 3a0e3MeUeHHs JAOCTYIy 0 pPecypciB

BIJIMIOBIJTHO JI0 TIOBHOB&)KEHb. {7151 cIipoIieHHsT aAMIHICTPYBaHHS KOPUCTYBa4yl MOXKYTh
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00’eanyBaTHCs B rpynu. [ pynu OyBarOTh IBOX THIIIB: TpyNu O€3MEKH, K1 BAKOPHCTOBY-
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Pucynok 1.1.2 — Jlomen y Active Directory

OnHYM 3 OCHOBHUX IHCTPYMEHTIB IIEHTPAII30BAHOTO YIIPABIIIHHS € TPYIOBI MOJIi-

tuku (Group Policy Objects, GPO). Bonu 103B0JISIFOTE aBTOMAaTHU30BAHO 3aCTOCOBYBATH

KOH(irypaiii 6e3nexku, 0OMexXeHHs, IHTepPENCHI HaNaIlITyBaHHS Ta 1HILI TapaMeTPH J10

KOPHUCTYBaYiB 1 MPUCTPOIB. [ pyNoOBi MOMITUKK MOXKYTh 3aCTOCOBYBATHUCS Ha PIBHI CalTy,

nomeny abo OU, mo 3abe3nevye rHy4yKiCTh Ta aJallTUBHICTh NPU MTOOY0B1 CUCTEMU aJI-

MIHICTPYBaHHS.

HasiBHICTh TOMEHHOI IHPPACTPYKTYPH CHPOIIYE aAMIHICTPYBaHHS BETHUKOI KUTBKOCTI

KOMIT IOTEPIB, J03BOJISE IIEHTPAII30BAHO OHOBIIIOBATH MOJITUKU, 3a0€3MeUy€ IiIBUIIIC-

HUH piIBEHb KOHTPOJTIO O€3IEKH, a TAKOX € OCHOBOIO JIJIsl IHTErparlii 3 IHIIMMHU CEPBICAMH.
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1.2. IIporoxosa LDAP sik 3acié aBTeHTH(iKalii kopucTyBadiB

VY cydacHux iHGOpPMAIIMHUX CUCTEMaX BaXKJIMBY POJIb BIJIITPAE MEXaHI3M aBTEH-
Tudikailii, M0 A03BOJIsIE IEPEBIPUTH 0CO0Y KOPUCTyBaua Mepes HaJlaHHSIM JOCTYIY J0
pecypciB. OJHUM 3 HAUMOLMPEHIIMX 1 CTaHIAPTHUX IPOTOKOIIB aBTEHTU(IKALIT Y KOp-
noparuBHoMy cepenosumni € LDAP (Lightweight Directory Access Protocol) — mo-
JIETIIEHUH MPOTOKOJ AOCTYIY [0 CIY>KOM KaTasloriB, SIKMHA TPYHTYEThCS Ha MOZENi
KIIIEHT-CEPBED.

LDAP — 11e BIAKpUTHI CTaHIAPT, pO3pOOJICHUH SK CIIPOIEHNN BapiaHT CKIIAHi-
moro mporokoiry DAP, 110 BXoauB 10 ckiany crangapty X.500[3][19]. Moro ronosxa
nepeBara — JIETKICTh BIIPOBAPKEHHSI, MaCIITA0OOBAHICTh 1 MiITPUMKA OUTBIIICTIO OTepa-
IIIHHUX CHCTEM 1 3aCTOCYHKIB, 30KpeMa cepBepiB aBTeHTH(IKAIlli, €JICKTPOHHOI MOIIITH,

CUCTEM MOHITOPUHTY, KOPIIOPATUBHUX MOPTAJIiB TOIIO.

- - O
LDAP
LDAP o Gatoway 2 || X500 N
am < , L1 iractary
Client LOAF Server DaP Server

Pucynok 1.2.1 — Mexani3m aBrentudikauii yepez LDAP

DakTUYHO, KIIEHT HAJCUIIA€ 3aITUT HAa OTpUMaHHs iHpopMallii 3 0a3u ganux LDAP
pa3oM 31 cBoiMu 00ikoBUMH 1aHuMH Ha cepep LDAP. Cepsep, y cBOO yepry, rnepesi-
psie 111 JaHi, 3BIpSIOYM 1X 3 OCHOBHOIO i/IeHTH(]IKaIiIHHOW 1H(GOPMAIIIEI0 KOPUCTyBaya,
0 BXKe 30epiraerbes y cucremi. SIKiio nepeaani 00iKoBi JaHi 30iratloTbCsi 3 TUMH, 110
OB’ s13aH1 3 BIIMOBIAHUM 3aIlMCOM Y 0a3i, KJIIIEHT OTPUMYE JOCTYI JI0 MOTPIOHOT 1H(OP-
Mallli — HaIrpuKJaj, arpuOyTiB KOPUCTyBaya, YWICHCTBA B TPYyMax YM 1HIIUX MOB’SI3aHUX
JTaHUX. Y BUIIAJKY HEBIAMOBITHOCTI JaHUX CEpBEp OJIOKY€E MOCTYIH 1 3allUT HE BUKOHY-
eTbes [4]. 3anuTi MOXKYTh OyTH SIK TPOCTHMH (ITOIITYK KOHKPETHOT'O KOPHCTYBaya 3a iMe-

HEM), TaK 1 CKJIaJHUMH (BUOIpKa BCIX 00’€KTIB IMEBHOIO TUIY B MEXax 3aJlaHO1 T'UIKU

KaTajuory).
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Po3rnsiHeMO mpuKIiIaj 3amuTy Ha MONIyK kopuctyBada «John Doey. Cepsep LDAP
mpaitioe 3 pepeBoM indopmaitii mpo katanor (DIT), ske mpencrapisie co60r0 iepapxiuny
CTpYKTYpy 3anuciB. KoxkeH 13 HUX Ma€ yHIKaJIbHE pO3TalllyBaHHS B IbOMY JIEPEBI, BU3HA-
yeHe noBHUM imeHeM (DN), Hanmpuxa;

CN=John Doe, OU=IT, DC=uniwork, DC=net.

Tyt CN o3nauae Common Name (im’st 06’ekta), OU — Organizational Unit, a DC
— Domain Component. LDAP-3anutu hopMyrOThCs 3 ypaxyBaHHSM I[i€1 CTPYKTYpH, IO
JT03BOJISIE THYYKO Ta TOYHO 3/IIMCHIOBATH MONIYK Ta aBTEHTH(IKAIII0 00’ EKTIB.

Ile im’sa (Distinguished Name) TouHo Bu3Havae Miciie 3anucy B iepapxii. Cepsep
LDAP mBuako o6xomuts ctpykrypy DIT, mo0 3HaiiTu noTpiOHOro KOpucTyBaya Ta
noB’si3aHy 3 HUM iHQopmariro. Taka opranizailis 3abe3neuye He JUIIE TOPSAIOK, a U
e(PEKTUBHUIA JOCTYII IO TaHUX y YITKO CTPYKTYpOBaHiit ¢popmi [5].

Hwxde HaBeeHo OCHOBHI onepailtii, sski BuKkonye LDAP:

[Tpup’sizka (Bind) — aBrenTHdikaliist kopuctyBauya Ha cepBepi LDAP, nanpukian, mif
9ac BXOJIy B CHCTEMY Ha MOYaTKY JIHS.

[Momyk (Search) — mornyk 3anmuciB 3a 3aJaHUMHU KPUTEPISIME, HAIPUKITA]], 3HAXOHKCHHS
kopuctyBaua B Outlook abo Skype nis Giznecy.

JHonasauus (Add) — cTBopeHHs HOBHX 00JIIKOBHX 3amnuciB 4 poiieit B Active Directory.
3mina (Modify) — penaryBaHHs BJIacTHBOCTEH ICHYIOUHX 00’ €KTIB y KaTaJIO31.
Bunanenns (Delete) — noBHe BunaneHHs 3anucy kopucryaua 3 Active Directory.

Kpim DN, BaxnuBy ponb Bimirpaiots atpubytu LDAP-06’exrtiB. Hanmpuknan,
00’ekT kopuctyBada B Active Directory moxxe matu Taki arpuoytu: SAMAccountName
(iM’s Bxoay B cuctemy), userPrincipalName (UPN), mail (enekrponna moiira), mem-
berOf (uiencrBo y rpymax), givenName, sn (mpi3Buiie) toito. CTOPOHHI CHCTEMH,
HaIpUKIaa BeO-TopTaiy abo 1HII CepBICH, MOXYTh BUKOPUCTOBYBATH 111 aTPUOYTH IS
aBTOpH3allii, HAJAHHA JJOCTYIY, IIEPCOHANi3allii TOIIO.

Ta6murs 1.1 — Tunosi arpudytu LDAP-006’€kTiB KOprCcTyBava

ATpuOyT IIpusHayeHHsn IIpukaan 3HAYEHHSA
sAMAccountName IM’st KOpHCTYBaYa JJIs BXOLY j.doe
userPrincipalName [ToBHe iM’s1 KOpHCTYBaya j.doe@uniwork.net
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mail Email-anpeca kopucryBaua j.doe@uniwork.net

memberOf I'pymu, 10 SIKUX BXOIUTH KOPUCTYBad CN=IT,OU=Staff,...

LDAP-aBTeHTH(}IKALIS y 30BHIIMIHIX 3aCTOCYHKaX pPEAI3Y€ThCA 4Y€pe3 IMiJIKIIO-
yeHHs 10 AD-cepBepy 3a BimoMuMu mapameTrpamu (aapeca, IopT, 6asza MonIyKy) Ta BU-
koHaHHsAM bind-3amuty. ¥ mporeci bind-3anuTy cuctema HamaraeTbes “3B’s3aTh’ M’
kopuctyBada (DN a6o UPN) i3 maponem. Skiro 061iKoB1 1aHi AiMCHI, cepBEp BiAMOBINa€
YCHIIIHO, 1 KOPUCTYBa4 BBAKAETHCA aBTEHTH(IKOBaHUM. Y Ounbiocti Bunaakis LDAP-
MIIKJIIOYEHHS BUKOHYETbCS Ha mopT 389 (HeszaxuieHe 3’e€aHaHHs) abo 636 (uepes
SSL/TLYS) [5].

Be6-cucremu, siki miarpumyoTh LDAP, MoXyTh OyTH HajamToBaH1 HA BUKOPHC-
tanHs Active Directory sik mkeperna aBTeHTH(IKALT. Y 1[bOMY BHITaJIKy KOPUCTYBa4 BBO-
JUTh CBOI IOMEHH1 OOJIIKOBI J1aHi, ki nepeaatoTbest Ha LDAP-cepBep nns nepesipku. Lle
JI03BOJIsi€ YHUKHYTHU TyOIIOBaHHS 00JIIKOBUX 3aIKCIB, 3a0€3MEUNTH LIEHTPaIi30BaHy 0e3-

MEKY Ta COPOCTUTHU aMIHICTPYBaHHS.

1.3. ToGynoBa BeG-nopTajay y KOpnopaTuBHiii mepe:xi

BeO-nopranu cranu HEBiJl'€MHOI YaCTUHOIO LU(POBOI IHPpPAaCTPYKTypU cydac-
HUX Oprasizauii, 3a0e3neuyoun 3py4yHuid JOCTYN JI0 CepBiciB, OOMIH 1H(OpMaLi€eo Ta
e(eKTUBHY B3a€EMOJII0 MK KOpPHUCTyBayaMu. 3aJI€KHO BiJl MPU3HAYEHHS, TaKl NOPTaIu
MOXXYTh OyTH MyOniyHUMEU a00 BHYTpIIIHIME (KopriopatuBHUMHU). [TyOmiuni mopTanu 3a-
3BUYail OPIEHTOBAHI Ha 30BHIIIHIX KOPUCTYBaiB: KJIIEHTIB, CTYJCHTIB, MAPTHEPIB, TPO-
MaJICbKICTh. BOHM Haa0Th JOCTYII /10 3arajibHOi iHGOpMaIlii, HOBHH, CEPBICIB MOJaHHS
3as1BOK ToI110. HaToOMICTh BHYTpIIIHI TOPTAJIH CIYTYIOTh IHCTPYMEHTOM OpraHizailii BHY-
TPIIITHIX MPOIIECIB: JOCTYITY JI0 JOKYMEHTIB, KaJIeHIapiB, CHCTEM MOHITOPHHTY, BHYTPI-
ITHIX OrOJIOIIEeHb, OOIIKY TOIIIO.
VY Mexax KOprnopaTUBHOT Mepexi Mmo0y/10Ba BeO-mopTally NoTpedye BUKOPUCTAHHS
cTabUIbHOI Ta KepoBaHO1 cepBepHOi iarGopmu. OHUM 13 HAPO3MOBCIOKEHIIIUX Pi-
IIEHb JJISI po3ropTaHHs BeO-noaaTkiB y cepenonuili Windows e cimyx06a IIS (Internet

Information Services). Be6-cepsep IIS Bxoauts g0 cxmaxy OC Windows Server i 3a6e3-
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nevyye MOBHUM HaO1p (QyHKLIOHATBHUX MOXIIMBOCTEN JJIsl XOCTUHTY CaiTiB, B€O-10AaT-
KiB Ta ciy»k0. Bin mingrpumye ocHoBHi npotokonu (HTTP, HTTPS, FTP), mae BOymoBaHi
MexaHi3Mu 0e3MeKH, 3ac00M KepyBaHHs cepTudiKaTaMu, pO3LMIUPIOBAHY apXITEKTYpy Ha
OCHOBI MOJTyJIiB, a Tako iHTerpaitito 3 .NET i PowerShell [6]. IcHyroTh Takox CTOpOHHI
ytuita 1 3amycky IS Ha Linux ta macOS, ane 1ie yacto 3a6e3neuye MEeHIy cTabisb-
HICTh Ta HU3bKY IMPOJYKTHBHICTH. JIJIsl aaMIHICTpaTOpIB JOCTYMHA I'padidyHa KOHCOJIb,
sKa TOJIETIIy€e HAJIAIITyBaHHS CalTIB, BIPTyaJIbHUX KATaJIOriB, MPaB JOCTYIY, MOJYJIIB

00pOoOKHM 3aMUTIB TOIIIO.
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Pucynok 1.3.1 — I'padiunnii intepdeiic 11S

Ocb ocHOBHI criocoou BukopucTtanHs cepepa Microsoft IIS y cyuacnux IT-cepeno-
Bumax [7]:
o Xoctunr BeO-caiTiB — IS BuKkoHye QyHKITIT cepBepa JOJATKIB 1 3/TaT€H PO3MIIITY-
BaTH KOPIIOpaTHBHI BeO-calTu, BeO-momatku Ta ciaykou WCF. bamssko 30% Beb-pecy-
PCiB y CBITI IPAITIOIOTh caMe Ha Iii maTdopmi.
o ®inpTpallis 3aMuTiB — CEpBEP HaJA€ MOAYIh VISl BUSIBJICHHS Ta OJIOKYBaHHS TIO-
TEHIIIMHO HeOE3MMeUYHNX KIIEHTChKUX 3amuTiB. DLIbTpallis MOXe 311MCHIOBATUCS 3a Ta-
KUMH TIapaMeTpamMu, sik Tun Qaitny, gosxkuna URL abo MakcumanbHH po3Mip mepesa-

HOTO PSAIKA.
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o Benenns xypnanis — IIS 30upae noxnaany ingopmaiiito npo poOoTy ceppepa 1
CalTIB, 30KpeMa JaHl PO HAaBaHTaXXEHHS, NPOAYKTUBHICTH 1 3001. AHai3 JIOTIB Ja€
3MOTy OIEpaTUBHO BUSBIIATH Ta yCYBATH TEXHIYHI POOIEMH.

o IaTterpauia 3 .NET — mnardopma IIS mae BOynoBany miarpumky Microsoft .NET,
0 Jla€ 3MOTY PO3pPOOHWKAM €(PEKTUBHO CTBOPIOBATH, PO3TOPTATH W aaMIHICTPYBATH
BeO-nonatku Ha ocHoBl ASP.NET.

BaxxnuBum etanom € Bubip cuctemu ynpasiiHHs KoHTeHTOM (CMS). Xoua 611b-
uricth nonyssapHux CMS cnouatky po3poOssutuch mij Linux-cepenoBuiie, 3Ha4Ha Yac-
THHA 3 HUX MOKe OyTH YCHIIITHO BCTaHOBJEHA 1 PpyHKIloHyBatH 11,1 Windows 3a yMOBH
HAsIBHOCTI BIJIMOBIIHOTO BeO-cepBepa, iHTeprperaropa MoBu 1a CYB/I.

Cepen nainommpeHimux pimeHb st Windows-cepenoBuilia JOLUIBHO PO3IIIHYTH
WordPress, Joomla Ta OrchardCore.

Tabmuus 1.2 — IopisasaET CMS

XapakTepuCTHKA WordPress Joomla OrchardCore

ASP.NET Core / SQL
[Tnatrpopma PHP / MySQL PHP / MySQL

Server

OnrumizoBane JUIS
Cepenosuiie Kpocmnardopmenne Kpocmnardopmenne ]

Windows

Huspka (Bumarae 3HaHB

[IpocroTa BuKopucranns | Bucoka Cepenns
.NET)
I'ayukicTsb Bucoka (uepes narinu) | Bucoka Hyxe BHCOKa
o _ BayTpimni nopTanu, iH-
[Ipu3naueHHs [IyGuniuni caiitu, 610TH KopmoparusHi caiitu o
TErpoBaHi pilleHHS
_ ) ) IlomipHa (akTMBHa Yy
CrinpHOTa Ta miaTpuMKa | HaitGinpma Bennka

NET cepenosuri)

WordPress € Haito1u1b11 nonyisipaoto CMS y CBITI, siKa 3aBASIKM CBOiM BIJKPUTOCTI,
MPOCTOTI IHTEPPEICY Ta BENHUKINA CIUIBHOTI PO3POOHUKIB HA0yJIa IIMPOKOIO NOIKUPEHHS
He ymire B 6iorax. [lomnpu te, mo WordPress mpaitroe Ha PHP Ta 3a3Bu4ait Bukopucro-
BYEThCS Ha BeO-cepBepax Apache abo Nginx, BIH TaKOX TMOBHICTIO CyMICHUH 13
Windows-cepsepom IIS. HasiBHiCTh BeaMKOI KiJBKOCTI PO3IIMPEHb, 30KpeMa IUIAriHIB
LDAP-aBTenTudikariii, poouts WordPress nmpuBabimuBiuM BapiaHTOM i OpraHi3allii,

SIK1 TOTPEOYIOTH MIBUAKOTO Ta MAaCIITAOOBAHOI'O PO3ropTaHHs noptaiy [8].
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Joomla — e oxna Bingkpura CMS Ha ocHoBi PHP, sika mintpumye 6GaratopiBHEBY
CUCTEMY JOCTYyIMy, abJoHHu, MOAYM Ta po3uupenHsa. Ha Binminy Big WordPress, Bona
CIIOYaTKy OpI€EHTOBAHA HA OUIBII CKJIA/IHI TPOEKTH 3 IEPAPXIUHOIO CTPYKTYPOIO KOHTEHTY
Ta OaraThbMa KopuctyBadamu. Joomla mae BOypoBany miarpumMky LDAP-aBrenTudikartii,
SKa aKTUBYETHCS Yepe3 CTaHJapPTHUIM TIJIAT1H, 10 TOJIETHIYE 11 IHTerpalliio y cepeoBHINa
3 IEHTPAJII30BaHOIO0 CIyk00r0 KatayoriB. Takoxk Joomla Oiabll rHy4YKa 3 TOYKH 30Dy
KOH]Irypariii, ogHak morpe0dye OUTbIIE Yacy Ha HajmamTyBaHHs [9].

OrchardCore — e cyuacaa CMS, sika moOynoBana Ha TexHosorii ASP.NET Core
1 mpu3HayeHa ajig podotu came y Windows-cepenouiili. Bona Mae MoyibHY apxiTek-
TYpY, PO3pO0JIeHy 3 ypaxXyBaHHAM NPHUHIMIIB O€3MeKH, MPOAYKTUBHOCTI Ta MacITado-
BaHocTi. OrchardCore miaTpumye Bukopuctanus Razor Pages, Liquid Templates, API-
first cTpykTypy Ta moBHy iHTerpauito 3 Microsoft Identity, mo mo3Bonse peanizyBatu
CKJIaJIHI crieHapii aBreHTHdiKaIii uepe3 LDAP, Azure AD a6o OAuth2 [10]. Ha BinMiny
Bim WordPress 1 Joomla, OrchardCore opieHTOBaHa Ha PO3pOOHMKIB 1 MOXKE BUMAaraTu
IporpaMyBaHHS JJIs PO3MIMPEHHS (PYHKI[IOHAITY.

3 orJisily Ha MOPIBHSUIbHI XapaKTEPUCTUKU TPhOX po3risinyTux CMS, s peaiti-
3a1ii BeO-MmopTasy B MeXKax I[bOro mpoekTy Oyino oopano WordPress. OcHoBHUM apry-
MEHTOM Ha MOro KOpPHUCTh CTaja HAagBHICTh HAHOUIBIIOT €eKOCUCTEMH ILIATiHIB, 30KpeMa
posmupens st LDAP-aprenTudikaitii, siki J03BOJISIOTh HE JUIIE MEPEBIPSITH 0O0TIKOBI
JlaH1 KOPUCTyBaya, a 1 aBTOMaTUYHO CTBOPIOBATH JIOKAJIbHI OOJIIKOBI 3alIMCH HA OCHOBI
3anuciB y Active Directory. Kpim Toro, WordPress Big3HauaeThcsi HAUTTPOCTIIIMM TIPO-
11eCOM HaJIAIITyBaHHS, IO JO3BOJISIE IIIBUKO PO3TOPHYTH MOpTa 6€3 moTpedu y rimubo-
KUX TEXHIYHUX 3HAHHSIX.

Ha Bigminy Bix HbOro, Joomla mMae ckimagHimry apXiTeKTypy W morpedye Oiblie
Jyacy Ha IOYaTKOBY KOH(irypaiiiro. Xoda B Hei 1 € BOynoBanuit Mmoayias LDAP-aBTeHTH-
dikarrii, BiH He MATPUMYE aBTOMAaTUYHE CTBOPEHHS KOPUCTYBaUiB, 0 CYTTEBO YCKIIaI-
HIO€ 1HTerpaliio 3 Active Directory y nuHamianomy cepenonuiii. OrchardCore, monpu
CydacHy apXiTekTypy Ta rmboky iHTerpaiito 3 .NET-cepenoBuiiieM, BUSBUBCS HAIATO
CKJIaJIHM Y HaJIAIITYBaHHI 1 Ma€ 0OMEXEHY KIIbKICTh JOCTYITHUX MOAYJIB, IO HE J0-

3BOJISIE peanizyBaTth (pyHKIIOHAT 6€3 3HAYHOT'O MPOrPaMHOT0 JI0OMPAIFOBAHHS.
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InTerpartisi cuctem ynpaniaiHHg KoHTeHTOM (CMS) 31 city>k0aMu KaTajioris 3a npo-
TOKOJIOM aBTOpU3allii J03BOJIsI€ 3a0€3MEUNTH €UHY TOUKY aBTEHTH(IKaIi A7 KOPUCTY-
BayiB 1, BIIMOBIIHO, 3MEHIITUTH KUTBKICTh OOJIIKOBUX 3aIMUCIB, SKi TOTPIOHO aIMIHICTPY-
BaTU. Y1 0OJIKOBI J1aHi 30epiraloThCs MEHTPATI30BaHO B KaTtano3i (Hampukiam, Active
Directory a6o OpenLDAP), a CMS nuie BUKOHY€E MepeBipKy BBEICHOTO JIOTiHA i Ma-

pOJISL.

1.4. CucTeMH MOHITOPHHTY KOPIIOPATHBHOI Mepe:Ki

VY mporeci po3ropTanHs IHPOPMAIIITHOT CHCTEMH 0COOJUBY yBary CJIijl MPUIISATH
He nuiie ii moOyI0Bil, a ¥ MOJaIbIIOMY MOHITOPUHTY POOOTH KOMITOHEHTIB, iX JOCTYII-
HOCT1, TTPOJYKTUBHOCTI Ta cTabuibHOCTI. CHcTeMa MOHITOPUHTY JI03BOJISIE BUSIBIISTH
npoOJIeMH Ha paHHIX eTarnax, 3MEHIIyBaTH Yyac MPOCTOIO CEPBICIB, KOHTPOIIOBATH HABaH-
TaXXCHHSI Ha CEpBEpHU, MEPEKEB1 MPUCTPOI Ta CIyk OU, a TaKOX 3a0e3rnedye Mpo30picTh
poOOTH BCI€T MEPEXKEBOI IHPPACTPYKTYPH.

Y KOpIOpaTuBHOMY CEpEIOBUIIl CHCTEMa MOHITOPUHTY 3a3BHYail TIOBUHHA 0XO-
IJTIOBATH SIK CEPBEPHY YaCTUHY (KOHTPOJEPH JOMEHY, (DailioBl cepBepH, BeO-CcepBEpH),
TaK 1 MEPEKEB1 MPUCTPOI (MAPLIPYTU3aTOPH, KOMYTaTOpPH), a TAKOXK BITOOpa)xaTH CTaH
cyx6 (DNS, DHCP, LDAP, HTTP Tomo). Kpim mporo, BoHa Mae 3a0e3nedyBaTu
CHOBIIICHHS MPO KPUTHUYHI TO/I11, MOXKJIUBICTb 300py CTaTUCTUKU i TOOY10BH TpadikiB
HaBaHTaxeHHs [11].

Y Mexax peanizoBaHoro nmpoekty 0yino oopano cucremy PRTG Network Monitor,
gKa B1JIOMa CBO€IO MPOCTOTOIO Y BIPOBAKEHHI, THYUYKUM 1HTEep(dErcoM Ta IMIHUPOKOIO
¢yHkuioHanbHICTIO. Lle KomepliliHe pillleHHs], IKe PO3MOBCIOIKY€ThCSI HIMELBKOIO KOM-
naHieto Paessler 1 103B0JIs€ MOHITOPUTH MPAKTUYHO OyAb-skuid acnekt IT-iHdpacTpyk-
Typu. PRTG miaTpuMye BelMKY KUIBKICTh MPOTOKOMIB 1 TexHojorid: SNMP, WMI,
NetFlow, ICMP, LDAP, HTTP, SSL, SQL-3anutun, Active Directory Tormo. ITicist Bcta-
HOBJICHHSI CHCTEMa aBTOMAaTUYHO CKaHY€ MEPEXKY, 0Ja€ BiAOMI IPUCTPOI Ta CIYKOH, 1
movrHaE 301p JaHUX Y PEKUMI PEATBHOTO Yacy.

Opnieto 3 mepeBar PRTG e iHTyiTHBHO 3p03yMinmii BeO-1HTEphENC 13 MOKITHBICTIO

CTBOPEHHS JamIOOp/IiB, HAJAIITYBAHHS TOMEPEIKEHb, MEPETsAy ICTOPUYHUX TaHUX,
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(¢popmyBanns PDF-3BitiB Tomo. Cuctema 103BOJIs€ aAMIHICTPATOPy BU3HAYATH TOPOTOB1
3HAYCHHS, 32 TICPEBUIICHHS SKUX Oy/e HaICIIaHe MOBIIOMIICHHS IMOIITO a00 THIINM
KaHaJIoM. BakJIMBOIO OCOOJIMBICTIO € MOXKIIMBICTH MOHITOpUHTY LDAP-aBTenTHdIKAITIT
Ta B3aeMo/ii 3 Active Directory — 1110 € akTyanbHUM y KOHTEKCTI IHTerpailii 3 Be0-mop-

TaJIOM Ta cly:kO0amu qomeny [12].
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Pucynoxk 1.4.1 — JlepeBonogiOHuii BUTIIA CTaHy IpUCTpoiB MOHITOpUHTY PRTG

Pazom i3 TuM, ICHYIOTH 1HIIII CHCTEMH MOHITOPHUHTY, 3 SIKUMH BapTO MOPIBHATH
PRTG:

Zabbix

Zabbix — 1e moTykHa crucTeMa MOHITOPHHTY 3 BIAKPUTHM BUXITHHM KOZOM, IO
JT03BOJISIE BIACIIIKOBYBAaTH CTaH CEPBEPIB, MEPEKEBHUX MPUCTPOIB, BIpTyasizallii, 1oaat-
KiB Ta CEpBICIB y peasibHOMY Yaci. Zabbix miaTpumye Benukuil Hadip npoTokoii (SNMP,
ICMP, JMX, IPMI, HTTPS, SSH) i1 no3Bosisie cTBOpIOBaTH 1HAMBIAyaJIbHI 1A0JI0HU
MoHiTopuHTY [13].

Cuctema Mae KIIiEHT-CepBEepHY apxXiTektypy: Zabbix Server Binmosinae 3a 30ip na-
HUX 1 TeHeparliro moiid, a Zabbix Agent — BCTaHOBITIOETHCS HA MOHITOPUHIOBHX XOCTaX

JUTs TIepeaadl JokaabHoi iHdopmarii (3aBanTaxxerHs: CPU, oOcsr onepaTuBHOI mam’ATi,
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70r1B TO110). Takox Zabbix 103BOJIsIE MPAIIOBATH 3 ar€HTaMU 0€3 BCTAaHOBJIEHHS — Ye-
pe3 SNMP a6o IPML.

Be6-inTepdetic Zabbix € rHydkuM i 103BOJIsIE CTBOpIOBATH rpadiku, KapTH, TPHU-
repu Ta 3BITH. € MIATPUMKA CIIEHAPIiB pearyBaHHs, HaPUKJIIAJ, HaJACWIaHHs email abo
3alyCK CKPHUIITY IMPpY HAacTaHHI moAii. s OLIbIn CKIagHUX CepeoBHUII JOCTYIHI Mmapa-
nenbHul 00k SLA, minrpumka HA-kmactepiB, po3mmpeHa poiaboBa MOACIb KOPUCTY-

BayiB Ta I[EHTpaIi30BaHe yIPaBIIHHS.

w4l Client organization overview BH
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Pucynok 1.4.2 — JTamGopx Be6-inTepdeticy Zabbix

Henonikom Zabbix e Bucoka ckiagHICTh IEPBUHHOTO HAJAIITYBAaHHS Ta MOTpeOa
B 0a30BMX HaBUYKaX ajMiHicTpyBaHHS UNIX-Moai0HMX CUCTEM, OCKIJIBKH THITIOBHU cep-
Bep Zabbix posropraerhbest came Ha Linux. [IpoTe a1 BENMMKHUX, PO3MOAUICHUX MEPEXK i3
BHCOKMMH BUMOTaMHM JI0 KaCTOMi3allli — 1€ OJIMH 13 HaKpalux O€3KOITOBHUX 1HCTPY-
MEHTIB.

Nagios Core

Nagios Core — ojHa 3 TEpUIMX CHCTEM MOHITOPHHTY, SKa CTajla CTaHAapTOM Y
ragy3i 3aBAsIKM CBOIHM CTaOLIbHOCTI, BIAKPUTOCTI Ta THy4KOCTl. CrucTtemMa Mae MOJYJIbHY
apXIiTEeKTYpy, M0 JA03BOJISIE PO3MIUPIOBATH (PYHKIIIOHAIBHICTh Yepe3 miarinu. bazosuit
Nagios 31aTeH MOHITOPUTH CEPBICH, IPUCTPOI Ta XOCTH IIUITXOM BUKOHAHHS KOMaH a00

CKPHIITIB, SIKI TIOBEPTaOTh cTaTyc 00'ekTa [14].

Kepebuyx B.C. Apk.
Bpoocvkuii [0.b. KK/KEKPE - 123 - 03 - ,73 21
3mn. | Apk. Ne doxym. Iionuc | Hama




T -~ TIoaT PR Loiis £ g TR T DEROR = Tres Space T 22Ts e (38 75 =
N a g ' 0 s‘7 SSH % [ox 04-14-2024 17:3228  27d6h21m36s  1/4 SSH OK - OpenSSH_8 9p1 Ubuntu-3ubuntul & (protocsl 2.0)
- Swap Usage oK 04142024 17:33.06  27d6h 20m59s 14 SWAP OK - 100% free (1913 MB out of 1913 MB}
General Total Processes oK 04142024 17:3339  27d6n20m21s 14 PROCS OK: 51 processes with STATE = RSZDT
Home nat-gateway PING 04-14-2024 17:26:56  0d 1h 8m10s. u PING OK - Packet loss = 0%, RTA = 0.24 ms.
Documentation serv-21.5-1 Active Directory Domain Services 0K 04-142026 17:29:14  27d2h5m36s 13 NTDS: Started
Current Status €4\ Drive Space oK 04142024 17:2953  27d4h29m53s 13 c: - Iotal: 49.46 Gb - used: 11.72 Gb (24%) - free 37.74 Gb (76%)
CPU Load oK 04142024 17:3025  27d 4h 28m46s 13 CPU Load 0% (S min average)
Tactical Overview
Vap  (Legacy) DHCP Server oK 04142024 17:31:00 27dZh4ma3s 13 DHCPServer: Started
Hosts DNS Server oK 04142024 17:3138  27d2h3m5is 13 DHS: Started
Services Memory Usage oK 04142024 17:3211  27d4n26m32s 13 Wemory usage: total:3583.58 MB - used: 1269.82 MB (35%) - free: 2313.76 WB (65%)
Host Groups NRPE Check CPU oK 04142024 17:3245  04Sh6mas 13 OK: CPU load & ok
Summary NRPE Check DNS service oK 04142024 17:3444  045h5m33s 13 OK: All1 service(s) are ok
Grid NRPE Check Drive S CRTCALIN] 04-14-202417:2519  0dShim2s 33 CRITICAL D:: 51.02MB/51.02MB used
Service Groups NRPE Check essaging service oK 04142024 17:2554  0dSh4m3ts 13 OK: All1 service(s) are ok
2“_’:"“3” NRPE Check KDC service 0K 04-14-2024 17:26:30  0d 5h 4m Os 73 0OK: All1 service(s) are o
Pmt:\l;:ms NRPE Check NTDS service 3 04-14-2024 17:27:05  0dSh3m29s 13 OK: All 1 service(s) are ok
Senices NRPE Check Netiogon service oK 04142024 17:2740 045h2m58s 13 OK: All1 service(s) are ok
(Unhandled) NSClients= Version oK 04142024 17:28:17 27d4h25m25s 13 NSClient+ 0.6.0.1 2023-07-30
Hosts (Unhandled) Uptime oK 04142024 17:2851 1d4h20ma3s 13 System Uptime - 0 day(s) 7 hour(s) 27 minute(s)
Network Outages Windows Remote Management [T3 04142004 17:2626  27d2h3mos 13 WinRM: Started
Quick Search Windows Time oK 04142024 17:30.02  27d2h2mT7s 13 W32Time: Started
serv-2153 CPU Usage oK 04142024 17:3041 1d1h20m2s 15 OK: Percent was 0.00 %
Check Total procs oK 04142024 17:3327 04220 S6m47s 115 PROCS OK: 108 processes.
Reports Check Zombie procs oK 04142024 17:31.08 04220 56m16s 15 PROCS OK: 0 processes with STATE = Z
Availability Check domain learn. ztu.edu.ua FENDNG | NiA 040h5m18s= 15 Service check scheduled for Mon Apr 15 09:00:45 UTC 2024
Trends  (Legacy) Check domin portal.ztu.du.ua PENDNG. | Ni 040nSm19ss 15 Service check scheduled for Mon Apr 15 09:01:32 UTC 2024
Alerts Check domein zherebchuk net oK 04142024 17:2958 0420 54m43s 15 DHS OK: 0.018 seconds response time. zherebchuk net refurns 192.168.5.3
History Check domain ztu.du.ua FENDING. | NiA 040h5m18s= 15 Service check scheduled for Mon Apr 15 09:02:18 UTC 2024
Summary Check Ioad CPU oK 04142024 17:31:06 04220 53m41s 115 0K - load average: 0.00, 0.00, 0.00
”n:"‘ifﬁ;ir; (Legacy Check users oK 04-14-2024 17:31:41 04220 53m 108 15 USERS OK - 1 users currently logged in
Event Log d oK 04142024 17:3217  1d1h2im8s 15 OK: Read_bytes was 0.00 ME/s
oK 04142024 17:3254 14 1h20m58s 15 OK: Read_time was 0.00 ms/s
System oK 04142024 17:3327  141h20m16s 15 OK: Wrte_bytes was 0.01 MB/s
Comments oK 04142024 17:2956 04230 43m32s 15 OK: Bytes_recv was 010 kBls y
Downtime oK 04142024 17:3333  1d1h2Im16s 15 OK: Bytes_sent was 0.15 kBls K
Process Info CRTCALLL 04-14-202417:3055  0dShimd4ss 555 CRITICAL: Free was 495 GB %
Performance Info 0K 04-14-2024 17:30:41  1d1h21m23s 15 OK: Used_percent was 56 60 % §
Scheduling Queue Memory Usage 0K 04-14-2024 17:3226  1d1h22miss 15 OK: Memory usage was 23.40 % (Available: 1.58 GB, Total 2.06 GB, Free: 0.50 GB, Used: 0.28 GB)
Configuration Process Count oK 04142024 17:3423  141h20m34s 15 OK: Process count was 106
v System operation time oK 04142024 17:30.06 14 1h22més 15 OK: Uptime was 7 hours 37 minutes 40 seconds v

Pucynok 1.4.3 — Be6-intepdeiic NagiosCore

OcHoBHi nepeBaru Nagios — 11e BeMKa KiIbKiCTh TOTOBHX ILIATIHIB Ta aKTHBHA
CHUIBHOTA. 3 MOro JOMOMOTOI0 MOKHA MEPEeBIPATH AOCTYIHICTh MEPEKEBUX BY3IIB,
MOPTH, BUKOPUCTAHHS PECYPCIB, HAABHICTb OHOBJIEHBH TOIIO. 3a JIOMOMOTOI KOHPITy-
pauiiHuX (QailiniB aAMIHICTPATOP HAJAIITOBYE CLIeHapii MOHITOPUHTY, BIIPABIEHHS MO-
B1JIOMJIEHB, JIOTIKY pearyBaHHs Ha 3001.

OnHak HEAOJIKOM € BIJICYTHICTh Cy4acHOTo BeO-1HTepdeiicy B 6a30Biii Bepcii, 1110
yCKJIaHIOE Bizyanizaiito. Came ToMy OUIbIIICTh KOPUCTYBAUiB BUKOPUCTOBYIOTH CTO-
ponHi posmupenns: Nagios XI (komepuitina Bepcist 3 GUI), Centreon, Thruk a6o NConf.
VYeci 11 HapOyAOBH TMONETUIYIOTh YIPABIiHHA, ajlé BUMAraiTh JOJATKOBUX 3yCHIIb Ha
HaJallITyBaHHS.

Nagios 100pe NiIXOAWUTh JJISI HEBEJIUKUX 1 CEPEIHIX IPOEKTIB, Ji¢ TMOTpiOHA
CTaOLIBHICTh Ta MPO30pa JIOTiKa TMEPEeBIPOK, OJHAK Y BEIUKHUX CEpPEeAOBHUIIAX HOTO
KOH(DIrypailisi MOK€ CTaTH HAATO CKIIAIHOIO.

SolarWinds Network Performance Monitor (NPM)

SolarWinds NPM — 1ie moty>xHe, KOMepIliiiHe pilllcHHS, OPIEHTOBAHE Ha BEIHKi
MIIIPUEMCTBA 3 BECOKUMH BUMOTaMH JI0 JOCTYMHOCTI, SLA 1 po3mupeHoi aHaliTHKH.
Cucrema 3abesrieuye TauOOKHI PIBEHb MOHITOPUHTY: BiJl 0a30BHX MEPEXKEBHUX IIe-

PEBIPOK 70 aHami3y Tpadiky, 3aTPUMOK, yTPaT MAKETIB Ta 3AICKHOCTEN MK CepBiCaMH.

Kepebuyx B.C. Apk.

Bpoocwruii FO.B. KK/KEKPE - 123 - 03 - ,73 29

3mn. | Apk. Ne doxym. Iionuc | Hama




solarwinds &  MYDASHBOARDS ~  ALERTS&ACTVITY ~  REPORTS ~  SETTINGS ~

Node Details - ® WIN-JC6CBESSTOR - |/ Vital Stats

CPU Load & Memory Utilization . " Network Latency & Packet Loss . s Top CPUs by Percent Load

< Last 12 hours < Last 12 hours

‘ I ANl
X A AT
'A/' .V/'\_/\'\f'\,\/ AN "N‘l\I \l"f-j \“ VY ‘W W

CPU Load Memory Used

Disk Volumes - Average Response Tim

Min/Max/Average CPU Load

< Last 12 hours

< b Last 12 hours

Response Time & Packet Loss Eey
\
\

Y e
- b
/ 1000 1500 40 60 : —
i 50 2000 - 20 80
= -~ | LPlishy Percont I nad

Pucynok 1.4.4 — Jlamo6opx Network Perfomance Monitor

SolarWinds miarpumye aBToMaTHYHE BHSBJICHHS MPUCTPOIB Y MEPEKi, MOOYI0BY
TOMOJIOTi, Tpaiku MPOAYKTUBHOCTI Ta MOBHY 1CTOPIIO BCIX 1HIMAEHTIB. CHCcTeMa OpieH-
TOBaHa NepeayciM Ha 1H(QPaCTPYKTypH 3 AecSITKaMu ad0 COTHSIMH BY3IIB, /1€ MOTpiOHA
KOMILJIEKCHA KapTHHA poOoTu Mepexi. OcobmuBoctsimu SolarWinds €:

. [MTinTpumka iHTerparii 3 Active Directory;

o Posmmpene ynpapiiHHS pOJISIMU;
o CrtBopenHst SLA-3BITIB Ta aHAJIITUKY;
° Bucoxka macmTaboBaHICTh;

. ['muboka inTerpairis 3 iHmuMu Moayasmu SolarWinds (IPAM, NetFlow Analyzer,
Server & Application Monitor).

HenosikoMm 11i€i cCUCTEMH € BUCOKa BapTICTh JIIEH3YBaHHS, OCOOJIMBO y BETUKHUX
pPO3rOpTaHHSX.

Y nopiBHsHHI 3 UMH cucTteMamu, PRTG neMoHCTpye HalKpaiile CriBBiAHOIICHHS
(YHKITIOHAJTLHOCTI, MMPOCTOTH PO3ropTaHHs Ta maTpuMku WIiNndows-iHppacTpyKTypH.
Oco06m1BO BaxJIMBO, MO0 BOHA HE MOTpeOye okpemux Linux-cepBepiB abo TIMOOKOTO
3HaHHS KOMaHJHOTO PsJiKa, 10 POOUTH 11 3pYUHOIO ISl BAKOPUCTAHHS B CEPEIOBUIIN,

OplEHTOBaHOMY Ha ci1yk0u Active Directory. Kpim Toro, B yMoBax HaB4aJIbHOTO IIPOEKTY

Kepebuyx B.C. Apk.
Bpoocwruii FO.B. KK/KEKPE - 123 - 03 - ,73 23
3mn. | Apk. Ne doxym. Iionuc | Hama




abo cepenHix oprasizaniii PRTG MoxHa BUKOpHUCTOBYBaTH y O€3KOIITOBHIN Bepcli 3 00-
MexeHHsM 110 100 ceHcopiB, 4oro 3a3Buyai MIJIKOM JOCTATHBO.

BucHoBKM 10 IepHIOro PoO3alLy

VY nepriomy po3iii 0yJio pO3TIISIHYTO TEOPETHYHI 3acajiv 00y 10BH KOPIIOPATHB-
HOT 1H(OPMAIITHOT CUCTEMU 3 IIEHTPAI30BaHUM KEepyBaHHAM J0CTynoM. byio npoana-
JII30BaHO CTPYKTYpPY JTOMEHHOI 1H(PPACTPYKTypH Ha OCHOBI ciyk0u Active Directory
Domain Services, sika 3a0e3neuye iepapxiuHe 30epiraHist JaHUX Mpo 00'€KTH Mepexi, iX
aBTeHTHU(IKAIlII0, aBTOPHU3AIIII0 Ta IIEHTpali30BaHe aaMiHICTpyBaHHsI. OcoOJUBY yBary
NPUAUICHO KII0YOBUM KoMrioHeHTaM AD DS — nicy, noMenam, oprasizaiiiiHiM OJ1MHU-
1SIM, KOHTpOJIepaM JOMEHY, a TAKOK MEXaH13MaM peruIikallii, MouyKy Ta KepyBaHHS J10-
CTYIIOM 3a onoMororo rpynoBux nomituk (GPO).

Po3rnsnyTo npunuunu podotu nmporokony LDAP, o BUkopuctoByeTbes st 3a-
GesneueHHs aBTeHTH(IKAL KOPUCTYBadiB y ciyxk06i kaTtanoris. Moro marpiuMka B 30B-
HIITHIX 1HQOPMAIIHHUX CUCTeMaX, 30KpemMa BeO-TopTaiax, 103BoJjsi€ YHI(DIKYBaTH KEPY-
BaHHS 00JIIKOBUMU 3allUCAMH T4 YHUKHYTH IyOJIFOBaHHS JaHUX, [0 3HAYHO MIJABUIILYE
pIBEHB OE3MEKU Ta CIPOILYE aIMIHICTPYBAHHSI.

VY Mexax moOynoBH BeO-TIOpTATy B KOPIOPATHBHOMY CEPEIOBHIII MPOBEIACHO
OrJIsi[i 1 MOPIBHSHHS HAWOUIbII MOIIMPEHUX CHUCTEM YMpaBlliHHSI KOHTeHTOM (CMS):
WordPress, Joomla ta OrchardCore. 3a pe3ynbraramu aHanizy 0yji0 oOIpyHTOBaHO BUOIp
WordPress sik HaliOLIbII ONTUMAIBHOTO PIIIEHHS JIJIs peaii3alii IPOeKTy — 3 OIJIAly Ha
MPOCTOTY BCTaHOBJEHHS, MATPUMKY LDAP-aBTenTu(ikaiii Ta mmupoKy eKoCUCTEMY PO-
3IIUPEHb.

Takox Oy0 pO3rIsTHYTO MUTAHHS MOHITOPUHTY 1H()PACTPYKTYpH KOPIOPATUBHOI
mepexi. [IpoanamizoBano moxiauBocTi cucteM PRTG Network Monitor, Zabbix, Nagios
Core ta SolarWinds NPM. Cepen nux s peanizarii oopano PRTG sk cucremy, 1o
MO€EJIHYE MPOCTOTY BIPOBAHKEHHS, MIATPUMKY BCIX KIIOYOBUX MEPEKEBUX TPOTOKOMIB,
3pyuyHuii rpadiunuii iHTepdeiic 1 TicHy iHTerparito 3 Windows-cepenosuiiem. MoHITO-
PHHT JI03BOJISIE BUSIBJISITH MOTEHII1ITH1 3001 B pO0OOTI IOMEHHOI iHDPpaCTPYKTYypH, BEO-TIOp-
Tajy Ta CIy0 0e3MmeKHu, 110 € BaKIUBOKO CKIAJ0BOIO MIATPUMKHU CTAOUIHLHOCTI Ta HaI1il-

HOCTI CUCTEMM.
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PO3/LJI 2. MIPOEKTYBAHHSI KOMITFOTEPHOI MEPEKI TA CTPYKTYPHU
JIOMEHY

2.1. 3arajbHa KOHUeMNIisl, JIOTiKa po00TH Ta B3a€MO/Iifi KOMIIOHEHTIB CUCTEMHU

[ndopmariitna cucreMa, mo po3poOseThCS, MPU3HAUEHA JIJIS TOOYJ0OBU KOpIiopa-
TUBHOI'O BEO-MTOPTAITy 3 MIATPUMKOIO LIEHTPaI130BaHOI aBTEHTU]IKaLlli KOPUCTYBayiB Ha
OCHOBI CITy’KOHM KaTanoris. [i cTpykTypa mepenbadae moeaHAaHHS MMyOTivHO JOCTYITHHX
1H(MOpMAIITHUX pecypCiB 13 BHYTPIITHIMU PO3AUTaAMH 3 00MEKEHUM JTOCTYIIOM, TTPU3HA-
YEeHUMHU JIsl aBTOPU30BAHMX KOPUCTYBadiB. TakuM YMHOM, CHUCTEMa BHUKOHYE POJIb 1H-
Tepdeicy MiXK KOPIIOPATUBHOIO MEPEKEIO Ta 30BHINIHIM 200 YaCTKOBO BIAKPUTUM IHTEP-
HET-CEPEIOBHUIIEM.

[IpoexkToBaHa cuctema moOyJoBaHa 3a MPUHIMUIIOM IEHTPAII30BAaHOTO KepyBaHHS
JOCTYIIOM, Y sikoMmy citysk0a katainoriB (LDAP/Active Directory) Buctynae e IMHUM JIKe-
penoM aBTreHTH(dikamii. OOJIIKOBI 3alUMCH KOPHUCTYBauiB, MpaBuUiia AOCTYIy, poOJii Ta
rpynu 30epiratoThCs B KaTajiosi, a Be0-mopTal JIMIlie BUKOHYE MEPEBIPKY aBTEHTUYHOCTI
1] yac BXoay. Takuid miaxiJ J03BOJISIE€ 3MEHIIUTH KUIBKICTh TOYOK KepyBaHHs Oe3rme-
KO0, MIHIMI3yBaTH 1yOJIFOBaHHS O0JIIKOBUX 3aIKCIB Ta MiABUIIMTH 3aralbHUI PIBEHb 3a-
XUCTY JAHUX.

Cucrema peanizyeTbCsi B YMOBax 130JIbOBAaHOTO BIPTYaJIbHOTO CEpeJOoBHINAa Ha 0asi
VirtualBox, o gae 3Mory 3MoIeTIoBaTH MEPEXKY 3 KOHTPOJIEPOM JOMEHY, BeO-cepBepoOM
Ta poOOYMMH CTaHI[IsIMH. [[eHTpaTbHOO YaCTHHOIO € ToMeH UNIwork.net, y Mexax skoro
CTBOPEHO KOPHUCTYyBauiB, opranizamiiai ogunuili (OU), rpynoBi MOMITUKYA Ta 1HIII eJe-
MEHTH 1HQPACTPYKTYpH.

3 Touku 30py iH(GOPMAIIMHOT apXITEKTYPH, 10 CKIIaly CUCTEMHU BXOASIThH TaKi KOMIIO-
HEHTH:

o Cepsep koHTposiepa gjoMmeHy 3 pouiro AD DS, sxuii 30epirae karajior 00J1iKOBUX
3aITNCIB;

o Be6-cepep 13 CMS WordPress, 1o npaiitoe i kepyBanasm IIS;

o LDAP-iaTepdeiic mixk CMS 1 AD, peainizoBaHuit 3a JOOMOT OO IIAriHa;
o Cucrema monitopunry PRTG, sika KOHTpOJIIO€ CTaH yCiX KIIOYOBUX CITYXKO.
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B3aemonia CMS i3 LDAP-cay:x6010

OmHuM 13 KIIOYOBUX TEXHIYHUX PIMIEHb Yy MPOEKTI € IHTErpallis BeO-mopTaty
WordPress i3 LDAP-ciyx60t0, 110 peanizoBana uepes miarid miniOrange LDAP Login.
[Ticnst BcTaHOBIIGHHS IJIariHA aJIMIHICTPATOP HAJAMITOBYE MIIKIIOUECHHS JI0 CEpPBEPY Ka-
TaJory, BKa3zywouu aapecy, nopt, DN 6a3u nmomryky, 1aHi IpuBiIeHOBaHOTO KOPUCTYBada
(bind-user), Ta mpaBuIa MOLIYKy KOpHUCTyBaya (Harpukiaz, 3a arpudyrom SAMAccount-
Name).

[Tix yac cipobu Bxoay kKopucTyBaua 1o cucremu, CMS mniepenae BBeieHI JIOTIH 1
naposib Ha LDAP-cepBep. Skino 00:1ikoBi JaHi BIANOBIIAIOTH 3aUCy B KaTaa031, KOpU-
CTyBa4 aBTOMaTHYHO OTPUMYE JIOCTYII 10 BHYTPIIITHIX CTOPIHOK CAUTY. Y BUMAAKY, SKIIO
nokanpHOTO 3anucy WordPress mie He icHye, TuTarid aBTOMaTHYHO CTBOPIOE HOTO HA OC-
HOB1 nanux 3 LDAP. Takuii mexaHi3m 3a0e3neuye He JuIle aBTeHTU(IKAIlio0, a i CUH-
XPOHI3aI[iI0 KOPUCTYBAYIB MK CHCTEMaMHU.

OxpeMi po3aiid CalTy MOXYTh OyTH OOMEXKEH1 /Il HEaBTOPU30BAHUX KOPHUCTY-
BauiB. L{e peanizyerncs 3a noroMmororo CMS abo po3mupens, K1 IepeBIPSIOTh CTaH cecii
WordPress ta poui, npu3HaueHi Ha OCHOBI Ipyn kopuctyBada B LDAP. Takum urHOM,
MOKHA peasli3yBaTH TIpajlaliio JOCTYIy, HampuKIajd: CTYACHTH, CHIBPOOITHHUKH,
aJMIHICTPaTOPH.

Tunogi cueHapii BAKOPUCTAHHSA CHCTEMH

Cuenapiii 1: Bxig kopucryBaua 1o Bed-noprainy. KoprucryBau BigkpuBae BeO-caiT
1 HaTUCKae KHONKY "YBiiTH". BBOIUTH CBili JOMEHHHMI JOTiH 1 mapoiab. CMS BukoHye
bind-zarmut 1o LDAP-cepBepy. Y pasi ycnimHoi aBTeHTH]IKAIIT, KOPUCTYBad MEepeHA-
MPABJISIETHCS 10 BHYTPIIIHBbOI CTOPIHKY 3 TIEPCOHAIII30BAHUM KOHTEHTOM.

Cuenapiii 2: OOMexeHHs J0CTyny A0 po3aury. KopucryBau nepexoauTs 3a mpsi-
MHM TIOCHJIAaHHSM Ha CTOPIHKY MOHITOpUHTY (/monitoring). Cucrema nepeBipsie cTaTyc
aBTeHTH(IKaIlli. K0 KOpUCTyBay HE YBIMIIOB — HOTO MEpEHANpPaBisItOTh Ha GopMy
BXOJY. SIKI110 BiH aBTeHTU(PIKOBaHUH, ajie He BXOUTH 10 moTpidHoi LDAP-rpynu, Bi100-

paxaeTbes noBigomiieHHs "Jloctyn 3a60poHeH0".

Kepebuyx B.C. Apk.
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Cuenapiii 3: ABToOMaTU4YHE CTBOPEHHS 00J11KOBOro 3anucy. HoBuil mpaiiBHUK op-
raHizaifii BIepIiue BXOJHWTh Ha CaWT 3a J0omoMoror cBoro Jyiorina AD. Ilnarin aBToma-
THYHO CTBOPIOE JIOKaJbHOrO KopucTyBada WordPress, mpusHadae posib (HampUKIaL,
"mpamiBHUK") Ta JO3BOJISE JOCTYII IO BHYTPIIITHEOTO MTOPTATY.

IlepeBaru iHTErpoBaHOIO MiAX01Y

IaTerparis CMS 3 LDAP-ciyx06010 Hasiae opa3y KijibKa CTpaTeriuyHuX MepeBar:
-€JlMHA TOYKA KEpyBaHHs OOJIKOBUMHM 3allMCaMM — YC1 JIOT1HM ¥ MapoJii 30epiraroTbes
LEHTPaIi30BaHO.

-MmiABUIIEHA Oe3neKa — 3aBJIAKU yHi(ikallii aBTeHTU(IKaIli i 0OMEXEHHIO JOCTYITY.
-CIIPOIIIEHE aIMIHICTPYBAaHHS — HE MOTPIOHO CTBOpIOBaTH OKpeMi akayHTn y CMS.
-MacTaboOBaHICTh — MOXKHA JIETKO aIallTyBaTH M1l OUIbIITY KUIBKICTh KOPUCTYBaUiB a00

1HIIT CepBiCH.

2.2. Jloriyna MoeJib JOMEHHOI iH(ppacTPpyKTypH

JloMeHHa CTpyKTypa B NMPOEKTOBAHIM CHCTEeMI IOOY0BaHA BIAMOBIIHO 10 MO
[EHTPaII30BaHOTO YIPABIIHHA KOPUCTYyBauaMHu ¥ pecypcamu. Jloriuna mopenb 0asy-
€ThCA Ha JOMeH1 uniwork.net, y Mexax sSIKOro peajaizoBaHO l€papXiuHy CUCTEMY OpraHi-
3amiitaux oguHuUIp (OU) Ta 00J11IKOBUX 3alUCIB KOPUCTYBAYIB.

Koxna OU BianoBijiae neBHOMY MiAPO3JUTY 4M Tpyni KopucTyBadiB. Hampukian,
OU-1, OU-2, OU-3 — 11e nmorivyni 061acTi, SKi MICTATh TPYNH Ta KOPUCTYBAYiB BiAMOBI-
aaux Biaautis (depl-admin, dep2-gcs, dep3-alo toro). Taka cTpyKTypa J03BOJISIE 3aCTO-
coByBaru rpymnosi noaituku (GPO) nudepenmiiioBano, 3anexHo Bi poji KOPUCTyBaya B
oprasizaiiii.

KopuctyBaui opranizoBasi BiIlOBITHO /10 (PYHKITIOHAILHUX POJIEH — aJMIHICTpaTH-

BHui nepconan (depX-admin), crremiamictu (depX-ckl, depX-gcs) Tomro.

Kepebuyx B.C. Apk.
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uniwork.net
v v v
ou-1 — ou-2 — OuU-3
A h 4 h 4
dep1-admin dep2-admin dep3-admin
> dep1-ckl —»  dep2-gcs —»  dep3-alo
»  dep12-kdj —» dep22-mon —»  dep3-Isd

Pucynox 2.2.1 — lepapxiuna mozgens OU ta rpyn y nomeHi uniwork.net
Taka cTpykTypa 3abe3reuye MacmTaboBaHICTh, 3PYUYHICTh aIMIHICTPYBaHHS Ta I10-

BHY NIATPUMKY MEXaHI3MiB IPYIIOBUX MOJITHUK HA PiBHI KopucTyBaya adbo OU.

2.3. Bu0ip o0siagHaHHS Ta NPOrPaMHOIo 3a0e3ne4eHHs

Jlnst peamnizaiii moptairy 6yio o6pano BeO-cTek Ha ocHoBl CMS WordPress, 110 mpa-
mroe min kepyBanasaMm IIS wa mmatrdopmi Windows Server, 3 Bukopuctanasm PHP 1
MySQL. Takuii BuGip 3yMOBJICHHI BUCOKOIO cyMicHICTIO WordPress 13 po3mupeHHs MU
LDAP, 3pyuHICTIO aAMIHICTPYBAaHHS, aKTUBHOIO CHUILHOTOO MIATPUMKH Ta MPOCTOTOIO
iHTerpanii 3 1HQpactpykryporo Windows. Buxopucranua IIS 3abe3neuye npsmuii
3B’5130K 13 ¢y k0amu Active Directory, a posropranas Ha Windows Server CripoIiye KoH-
(pirypyBaHHs 0€3ME€KH, MEPEKEBUX MOJITUK Ta MOHITOPUHTY CUCTEMH.

JIiis mpakTHYHOT MOOYA0BH IIPOEKTy BUKOpHCTaHo rinepsizop Oracle VirtualBox
Bepeii 7.1.8.

Ha Server-1 BcranosieHno onepartiiiny cucremy Windows Server 2019 Standard
(Desktop Experience) 3 64-0itHo0 po3psaHicTio. Buaineno 6 npouecopHux saep, 4 I'b

onepaTtuBHOi mam’saTi Ta 50 I'b mocriiiHOi.

Kepebuyx B.C. Apk.
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Daitn  Mawwrna [foeigka

1 o » 4+ & =

Creoputu... [flonatu HanawTysaHHs... 3anyctuti

ﬂ.!]_’ 5-1 D General
a0 BumkHeHo Haszea:

OnepauiiHa cncrema: dows Server 2019 (64-bit)

409 Mb

6

Lucketa, ONTMUHWIA gUCK, KOPCTKUIA gnck

BrnapeHe 3amilleHHa cTopiHok, [Napasiptyanizauia Hyper-\V

Remote Desktop Server:
Recording:

B namsars

Pucynok 2.3.1 — ®i3u4Hi pecypcu BUAUIEH] s Server-1
Ha Biptyansny mammny WS-1, sika BUKOHY€E posib poO040i CTaHIIil, BCTAHOBJIEHO
64-6iTHy Bepcito Windows 10. I poGodux cTaHIli BUALIICHO 3 IPOIICCOPHUX sapa, 3

I'Bb onteparuHOi Ta 40 I'b mocTiiHOI 11am’ATI.
p

Qaiin  Mawwna Josiaka

1] oo »* 4+ % -

Creoputi... [Joaatu  HanawTyeaHHs... 3anyctvti

D General
WS-1
uiiiHa cuctema:  Windows 10 (64-bit)
erver-1

BUMKHEHO eE
3072 MB

ickeTa, ONTUUHKIA avck, KopcTkui guck

Brnaziene 3amileHHs cTOpiHoOK, MapaeipTyanisauisa Hyper-\V

Recording: Disabled

Windows_10_64_b vdi (3BMUaIAHWIA, 40,00 I'B)
[OnTuuHwi

Pucynoxk 2.3.2 — ®i3uuHi pecypeu Buniieni s WS-1

2.4. AnpecHa cxema i TONOJIOTist Mepexi

Mepexa, y Mex)ax sIKOi peaji3oBaHO CHUCTEMY, MAa€ MPOCTY MOJENb 3 €JIUHOIO
nigMepexero [Pv4 3 Bukopuctannsam miaMepexi 192.168.1.0/24. Yei npuctpoi nigkiko-
4eHi 70 ogHoro kKomyTaTtopa (SW-1) ta 38’s13aHi uepe3 mapmpytusarop (R-1), skuii Bu-
KOHY€ poJib ILII03Y 3a 3aMoBuyBaHHsM. CepBep noMeHy Mae craruuny [P-anmpecy, a

KJIIEHTChKA CTaHIis OTPUMYE aJipecy NUuHaMiuHo depe3 ciyx0y DHCP.

Kepebuyx B.C. Apk.
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Server-1

Switch

Pucynok 2.4.1 — CripoekToBaHa TOIOJIOTISI MEPEXi

Ta6muis 2.1 — Cxema IP-aapecariii B Mepexi

[Tpuctpiit IaTepdeiic o3 IP-anpeca
Mepexa - - 192.168.1.0/24
R-1 Fa0/0 - 192.168.1.1
SW-1 VLAN 1 192.168.1.1 192.168.1.2
Serv-1 (Windows) NIC 192.168.1.1 192.168.1.3
WS-1 NIC 192.168.1.1 DHCP

[Ilo6 Hagath mpUCTPOsIM AOCTYM A0 [HTepHETY, OyJ0 CTBOPEHO i HAAIITOBAHO

Mepexy NAT BianmoBigHO 10 00paHOi aapecarrii.

General Options MNepeaapecyBanHA NopTy

In's: NAT Net
IPv4 Prefixx  192.168.1.0/24
Enable DHCP

Enable IPve

Pucynok 2.4.2 — Mepexa NAT
BucHoBKM 10 APYroro po3miiay
Y Mexax Ipyroro po3iay 0yJio 3iiiCHEHO MPOEKTYBAHHS KOPIOPATUBHOI 1H()OP-

MalliifHOI CUCTEMH, IO MOENHYE PYHKINT MyOIIYHOTO BEO-TIOpTaNy 3 IEHTPaTi30BaHUM

Kepebuyx B.C. Apk.
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KEpyBaHHSM aBTEHTHU(IKaLI€0 KOPUCTyBauiB. BU3HaueHO 3arajbHy KOHLEILIIO CHC-
TEMH, 3TiHO 3 SIKOI0 OCHOBHHMH ii KOMIIOHEHTAMH € JOMEHHA CTy’k0a KaTajory, CHC-
TeMa KepyBaHHs KOHTeHTOM (CMS), a Takok crucTeMa MOHITOPHHTY.

[TobymoBaHO JIOTIYHY CTPYKTYpPY JAOMEHY uniwork.net, mo OXOIUTIOE iEepapXiduHy
cucteMy oprasizauiiaux oauauilp (OU), 0011KOBI 3aIMCH KOPUCTYBAdiB 1 Tpynu 0e3-
neku. Taka cTpykTypa 3a0e3neuye MaciTaboBaHICTh, IEHTPaIi30BaHE YIPABIIIHHS J10C-
TYIOM, a TaKOX MOKJIMBICTh peajizallii THyYKHX IPYMOBUX MOJIITUK HAa OCHOBI poJiei
KOPHUCTYBayiB.

Po3p00sieH0 TOMOJIOT1I0 MEPEXi 3 ypaxyBaHHSAM MPUHLMIIIB 13055111 i JIOTTYHOTO
MOJILTy Ha KOMIIOHEHTH — MapHIpyTH3aTOp, KOMYTaTop, KOHTpOJIEp AOMEHY Ta poboya
craniisa. [lns 3a0e3medeHHs 3pydHOro 1 0€3MeYHOro TECTyBaHHS BCi eleMeHTH iHdpa-
CTPYKTYpHU PO3TOPHYTO Yy BipTyalibHOMY cepenoBuii VirtualBox.

OO6rpynToBaHO BHOip mporpamHoro 3adesneueHus: Windows Server 2019 mis po-
sroptanHs ciyx0u Active Directory, WordPress sik 6azoBoi CMS, marina LDAP Login
JUIsL 1HTerpaiii 3 KaraJoroM KOpUCTyBadiB, a TakoX cucremu MoHitopuHry PRTG
Network Monitor 111 HarJIsIIy 3a CTaHOM MEPEeKi Ta cepBepiB. BpaxoBaHo pecypcu Bip-
TyaJIbHUX MalllMH, IXH1 (YHKI[IOHAJIbHI pOJI1 Ta BUMOTH /10 B3aEMO/III.

IaTerpauis CMS 3 LDAP peanizoBaHa Ha piBHI JIOTIKM CUCTEMH, a TAKOXK 3MOJIe-
JOBAHO THUIOBI CIIEHapii B3aeMOJii KOpHUCTyBauiB 13 noprajoM. Lle 3abe3neuye enuny
TOUYKY BXOJly, CIIPOIIIEHE aIMiHICTPYBAaHHS Ta YITKUH KOHTPOJb HAJA JOCTYIIOM JI0 BHYT-

PIIIHIX pecypciB.

Kepebuyx B.C. Apk.
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PO3A1JI 3. HAJIALITYBAHHS TA TECTYBAHHS ITPOEKTY

3.1. HanamrtyBanus AoMeHHUX ciayx0 Active Directory

Jlnst mouaTky HeoOxigHO HanamTyBatu |P-agpecarliito Ta iMeHa XOCTiB PUCTPOIB.

Dain MawwHa [(lepernaa Beeaenna [puctpoi  [lot

I () Obtain an IP address automatically

. Internet Protocol Version 4 (TCP/IPv4) Properties >
General 1

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Use the following IP address:

IP address: |192.168. 1 . 3 |
Subnet mask: | 255.255.255. 0 |
Default gateway: |192.168. 1 . 1 |

Obtain DMS server address automatically

{®) Use the following DNS server addresses:

Preferred DNS server: | 127. 0 .0 . 1 |

Alternate DNS server: | 8 .8 .8 . 8 |

[ validate settings upon exit e

Cancel

Pu

cyHok 3.1.1 — HanmamrryBanus IP-aagpecarii Server-1

Computer Name/Domain Changes X

You can change the name and the membership of this computer
computer. Changes might affect access to network resources.

Computer name:

Server-1 |

Full computer name:
Server-1

More... nge...
Member of

() Domain:

Pucynok 3.1.2 — 3mina xoctHelimy Server-1

Kepebuyx B.C.
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BcTranonoemo HEOOX1HI POl Jisl cepBepa

Active Directory Domain Services
DHCP Server ta DNS Server
Web Server

&5 Server-1 [3anyuweHo] - Oracle VirtualBox

Mavin

Dashboard
Local Server
All Servers

File and Storage Ser|

MawunHa

Mepernag BeeaeHHa [lpuctpoi /losigka

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

mm——— |

f& Add Roles and Features Wizard

Select server roles

Roles

[C] Hyper-v

Confirmation

|| Active Directory Certificate Services

Active Directory Domain Services

[] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[C] Device Health Attestation

DHCP Server

DNS Server

[C] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

Select one or more roles to install on the selected server.

Description

[] Network Policy and Access Services
[] Print and Document Services

[C] Remote Access

[C] Remote Desktop Services

[] Volume Activation Services

leb Server (IIS]

[] Windows Deployment Services

[C] Windows Server Update Services

[

I < Previous Ii Next > |

O X

DESTINATION SERVER

Server-1

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

Pucynok 3.1.3 — BctaHoBneHHSI HEOOXITHUX CITYKO
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Server Manager * Dashboard

WHAT'S NEW
LEARN MORE
3 File and Storage Services b
LGS ROLES AND SERVER GROUPS
= = S == File and Storage = =
i§ ApDs 1 ¥i pHc 1 & oNs 1 i g 1 o us 1 i Local Server 1
Services
@ Manageability @® Manageability @ Manageability ® Manageability @® Manageability @® Manageability
E Events

ts

Pucynok 3.1.4 — JlamGop/ 13 BCTAHOBJIIEHUMH POJISIMH Ha cepBepi

[z Active Directory Domain S

Additional Cptions

0

ervices Configuration Wizard

+ c peendi TARGET SERVER
Deployment Configuration

Deployment Configuration :
Select the deployment operation

tions

Domain Controller Cpt

(O Add a domain controller to an existing domain
(O Add a new domain to an existing forest

® Add a new forest

Specify the domain information for this operation

Root domain name:; uniwork.net

O X

Server-1

3mnu. | Apk. Ne ookym.

Ilionuc | /[ama

i
More about deployment configurations
< Previous Next 21 Install
Pucynok 3.1.5 — CTBOopeHHs 1 KOH}ITYpaIlis JOMEHY
Kepebuyx B.C. Apk.
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Prereguisites Che

Review Options

fz Active Directory Domain Services Configuration Wizard

Review your selections:

Configure this server as the first Active Directory domain controller in a new forest

The new domain name is "uniwork.net", This is also the name of the new forest.

The NetBIOS name of the domain: UNIWORK

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016

Additional Options:
Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

= O X

TARGET SERVER
Server-1

View script

More about instaliation options

\ < Previous ‘ | Next » I

Cancel

R

Pucynox 3.1.6 — O6pani mapamerpu KoHpIrypairii

Bxin y poini agmiHicTpaTopa JOMEHY 31HCHIOETHCS 1]l TOBHUM JOMEHHHUM 1Me-

R UNIWORK\Administrator

Other user

Pucynox 3.1.7 — ABropu3aritis Ha Server-1

Hem UNWORK\Administrator. I{eit kopucTyBau Ma€ MOBHHIM KOHTPOJIb HAJ JOMEHHOIO

1H(PPACTPYKTYPOIO 1 JIOT1KOIO POOOTH.

Kepebuyx B.C. Apk.
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&

=, DNS Manager - O X
File Action View Help
s 7@ Ec= HE§ 86
-_?_Za EINS MName Type Data Timestam
v 5 SERVER-1 '-] rriiles
w || Forward Lookup Zones .j_sites
=) _msdes.uniwork.net :]_tcp
| uniwork.net =
il Eeverse Lookup Zones j_udp
Trust Points ijestDnsZones
= Conditional Forwarders E—I(same as parent folder) Start of Authority (SOA) [16], server-1.uniwork.net....  static
B E—I(same as parent folder) Marme Server (MS) server-1.uniwork.net. static
E—I(same as parent folder) Host [4A) 192.168.1.3 04,06.2025
E—l server-1 Host (A) 192.168.1.3 static
E—l Router Host (A) 192.168.1.1
E—I Switch Host (&) 192.168.1.2

Pucynoxk 3.1.8 — 3ona npsimoro neperisgy DNS nomeny

s Toro, mo6 pobodi cTaHIlli aBTOMAaTHYHO oTpuMyBaiu |P-agpecu, HamamroBy-

emo DHCP
File Action View Help

s | 75 E .| HE B

¥ DHCP
v 3 server-l.uniwg
v 3 IPva

-3 Server

=, Policie

7 Filters
i IPv6

New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

End IP address:
192.168. 1 . 3 Add

Subnet delay in milli second:

[ o=

Start IP address:
192.168. 1 . 1

Excluded address range:

< Back

Cancel

Pucynoxk 3.1.9 — dianazon agpec DHCP
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'.r_"a; Server-1 [3anyweHo] - Oracle VirtualBox

Maiin  MawwHa [epernag Beegenna [Mpuctpoi  [oeigka
¥ DHcp
File Action View Help
e nFEBd= HE EE
IE [EHCP Contents of DHCP Server Status Description Failover Relationship
v W serverluniwd) pog o ope [192.168.1.0] Scope ** Active **
v B IPvd ;
2 c one ;Sewer@ptmns
o c P [ Policies
] QEMVEr || o
s .|| =] Filters
2| Policie
¥| Filters
& IPvE

Pucynok 3.1.10 — CrBopenunit DHCP nyn

Jl71st epeKTUBHOTO YIPABIIHHS ¥ PO3MOJILTY KOPUCTYBaUyiB BUKOPHUCTOBYEMO Opra-

Hi3aliiHI oauHuUIl. BiImoBigHO 10 CTPYKTYypH JoMeHy UNIwOork.net, B HUX CTBOPHOEMO

KOPHUCTYBAaviB.

& Server-1 [BanyweHo] - Oracle VirtualBox

B

Darn

MawwnHa

Mepernan BeeaeHHs

MpwucTpor

Joeigka

Server Manager * Dashboard

iE= Dashboa ; Mew Object - Organizational Unit x
-i Local Ser¢ g
BE All Server—| ~ Createin:  uniwork net/
- —i — on
Igl AD DS
18 DHCP M Name: ontainer for up...
:% DNS |OU'2 ontainer for do...
— | Erolect corteinerf idental delei ontainer for sec...
.= F|I'E Elnd q ECl COontainer rm accidental deleton ontainer for ma...
i@ Is ontainer for up...
OK Cancel Help
B
< b3
Senvice I SEIVICES Senvice
Pucynok 3.1.11 — CtBopeHHs opranizaniiHoi oguaumi OU-2
IKepebuyx B.C. Apx.
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; New Object - User Y H Mew Object - User
4 i 2
—: 3} Create in:  uniwork.net/QU-1 ; i O Createin:  uniwork net/OLU-1
M Firstname: |Char|otte | Initials: |K | B Password: |nnonn |
Last name: |Lamb | Confimn password: |ooooooooo| |
RMENE |Char|0tte K. Lamb | [] User must change password at next logon
|User logon name: [ User cannot change password
|deD1'Ck| | @uniwork net ~ Password never expires
User logon name (pre-Windows 2000): [ Accourt s disabled
|UNIAORK | [depcki | 5
&
< Back Next > Canel < Back Next > Cancel
I T
Pucynok 3.1.12 — CTBOpeHHSs KOpHCTyBaya
_ Active Directory Users and Computers
File Action View Help
v =T 4 — S -~ h == h . g
o 20 {0 XE G HE 3aETIa%R
. Active Directory Users and Computers [Set|| Name Type Description
Wi ri
| Saved Queries , Charlotte K. Lamb User
~ 34 uniwork.net .
e | E,dem—admim User
| Builtin .
5 Kevin D. Joseph User
| Computers

2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
~ 2] OU-1
!, Charlotte K. Lamb
2 dep1-admini
!, Kevin D. Joseph
~ @] OuU-2
L Admin2
,1,. Gabriella C. Snow
!, Marcus O. Norton
~ @] OU-3
L Admin3
L Alexandra L Oneill
!, Logan S. Davenport
Users

Pucynok 3.1.13 — CtBOpeHa CTpyKTypa JTOMEHY 1 KOPUCTYBayiB

Kepebuyx B.C.
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3.2. BcTaHOBJIEHHSI CHCTEMH MOHITOPHHTY Mepexi

& Server-1 [3anyweHo] - Oracle VirtualBox
Qaiin  MawwuHa [epernaa BsegeHHa [lpuctpoi  /[losigka

P

Recycle Bin

~¥ Setup - PRTG Network Monitor

PAESSLER

Installation Mode S
NETWORK

Choose between the express or the custom installation mode.
. MONITOR

® Express (recommended)
- Use the default installation path and data path
- Immediately run an auto-discovery of your network using standard protocols
(ICMP, SNMP, and others)
- Display all available devices after the application start
- Configure your monitoring setup further in the PRTG web interface later

O Custom
- Manually select the installation path and data path
- Configure or skip the auto-discovery of your network
- Configure your monitoring setup further in the PRTG web interface later

Cancel

Pucynoxk 3.2.1 — [Iponec incramsmii PRTG

PRTG ()
NETWORK
MONITOR

PRTG Network Monitor (SERVER-1)

Login Name

Password

prtgadmin

> Coront A2

Pucynok 3.2.2 — ABropu3artis 10 BeO-iHTepdericy PRTG Network Monitor

Kepebuyx B.C. Apk.
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Mento Be6-iHTEp(elicy Hagae JOCTYN 10 BCIX IHCTPYMEHTIB, SIKi Ha/la€ MOHITOPH-
HroBa ciay>k0a. Ha romoBHiil cTopiHili 3Be1eHO 1HPOpMAIIio IPO BC1 CEHCOPH M MOTOYHI
KpUTUYHI TTpoOieMu. 3aeKHO Bij] PIBHS BaXXKJIMBOCTI BOHU MO3HAYEHI PI3HUMH KOJIbO-

pamu, HaITPHUKJIa1 3eJICHU — J00pe, a YEPBOHUI — HECTTPABHICTb.

v @ Pages: Unimork— WordPress X PRIG Downlosd b Offical Dov X | A PRIG app for desitop % B Welcome | PRIG NetworkMon X | - © X%
« C A Notsecure 192.168.1.3:8080/welcome htm * & @
Q

PRTG ™) ‘
NETWORK Bnonn
MONITOR

All Sensors Current Alarms

My PRTG License Status Yesterday's Activity Paessler Blog
0Sensor Scans Performed Why OT monitoringisno —
View Results
30 9993
elnslall PRTG Apps Trial Days Sensors Synthetic monitoring: Det 2 c
Left Avaiiable 0 Sensor Status Changes

@mmn PRTG MultiBoard 0 Notific nt Network audit checklist fi ™ -
o
0

Reports Generated

B ot Helo ond
BIPAESSLER &3 Contact Support  ? Help

Pucynok 3.2.3 — ['ooBHa CTOpiHKA CHCTEMHU MOHITOPHHTY
Jli1s po60TH HEOOX1THO TO/IaTH IPUCTPOI, CTaH SIKUX MOTpeOy€e MOHITOPUHTY. [[is
MPHUCTPOIO T0AAIOTHCSI CEHCOPH, SIKI BIIOBIIAI0Th IEBHUM METpHKaM. J[J1s1 pydHOro ao-

JlaBaHHSI PUCTPOIO MU BKAa3yEMO HOTO 1M’sI Ta ajipecy IS iAeHTH(IKAIII].

v  [H Root| Group| PRTG Network ). X+ - > -
€ 3 ©  ANotsecur 192.168.1.3:8080/group htm?id=08abid=1 @ i
#  Devices
Group Root FNRAE S~
) Overview 2 days 30 days 365 days & Alarms B 1og = Management @ Settings A& Notification Triggers © Comments B History
M2 W2 v i 5 M n @ 8 Search a
Find out why and how
" oot 10 buy PRTG!
J Local Probe
ors it Probe Hesth e Haith ahFroe rtelF P01 | |4 Add Samaoe
tan oK
Default Interval 50
= Windows o 0
Clients
= Servars
B Server] ®
g o " o = - e 7
% addsecas
9 @ Virtual Systems
Print
& Unknown Devices
= = Subnet 192.168.1
PRIG Cor:
EIPAESSLER
IKepebuyx B.C. Apx.
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Add Device to Group Clients

Add a New Device

SNMP and specific vendors, if necessary.

PRTG Manual: Add a Device

Basic Device Settings

Device Mame

WS-1

IP Version
(®) Pv4 (default)

O IPv&
IPv4 Address/DNS Name

WS-1.uniwork.net

Tags

[+]

Additional Device Information

Device lcon
o= Okl OB o Ol3
e Fa a1 ~ Ho i~ [

okd oB3

~ [ Fa

Okl O® OA

. sh ~ P |

Cancel

Define a device name and IP address, options for auto-discovery, and credential settings for Windows, Linux, VMware/XenSarver,

Pucynok 3.2.5 — JlogaBaHHs IPUCTPOIO

Add Sensor to Device WS-1 [WS-1]

(Step 2 of 2)

< Cancel

Basic Sensor Settings
Sensor Name

[Free Disk Space (Multi Drive)

Parent Tags

Tags

Priority © W R R T7

Drive Selection
Drives ©  All (defautt)

or X wmidiskspacesensor X ©

Pucynoxk 3.2.6 — JlogaBaHHs ceHcopa

B mento Alarms BizoOpakeHO BCi CEHCOPH, 10 MOTPEOYIOTh YBark abo BKe MOBi-

JOMJISIFOTH TIPO MPoOJIeMy.

Kepebuyx B.C.

Bpoocwruii FO.B.

ITionuc
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Sensors With Alarms

Sensor Probe Group Device Status Down for Last Value Message raph Priority ~
Hring 2 Down 5m3: Error Caused by lookup value Unreachable in channel Status (Therep..  Fsperss’ Ak
=192168.1.2
Hons vz Dow 2im1 Emord Dom: it e e Ak
=DNS: 8.88.8
HHre e Dow 2m9 Request timeor. Gonnect fier 30003 milliseconds: ks
=DNS: 888.8
Memory 19% 9% (Avalable Memory ) is below the warning it of 30 % in Availa ks
EServerl
Windows Updates Status 0s 43 (Updates (Unclassified) Missing) s above the warming limit of 0.20. Hks
EServerl
Twsofs

Pucynok 3.2.7 — Mento Sensors with Alarms

Ha cropinmi Log Entries 3amucyrotbest Bci ofil, 3MiHU CTaHiB, OMEPEHKCHHS 3

BKa3aHHIM JIaTy ¥ Yacy, M0 J03BOJISIE aIMIHICTPATOPY IMIBUIAKO 3HAXOUTH i BUBHAUATH

IMOCJIITOBHICTB MO/ 1 X HACTIIKH.

Log Entries
Date Time Parent Ty Object
20252:40124M  None Notif £ Email and push notification to admin
None i £3Email and push norification to admin
None £ Email and push norification to adrmi
Nene £ Email and push nefification to admin
fon

am o E=2192.168.1

2

Probe Healih

Probe Healih

Probe Healih

~4-Probe Health

ZiRoot

~i-Probe Health
~i-Probe Health Noification Info
~4-Probe Health Up

E=WS1 Child Object Deleted
w1

W

4 Emil and push natifcation to adrmin
£ Email and push notification to admin

~i-Probe Heaith

-4 Probe Heaith

Root

-i-Ping 2

Pucynok 3.2.8 — Mento Log Entries

Inctpyment Maps y PRTG Network Monitor 103B0oJIsIE CTBOPIOBATH MEPEKEBI Ka-

pTH, IO CIIYI'YIOTH crrocobom NpCaACTAaBJICHHA JaHUX Y BI/II‘J'IH,IIi HaJIalITOBYBAHUX OAIll-

6opaiB. Bin 3a0e3nedye BimOoOpakeHHS CTaTyCy HMPHUCTPOIB, /1€ KOKEH €JIEMEHT KapTH

MOKa3y€ MOTOYHMI CTaH CEHCOPIB, Tpadiku Ta TaOIMIIl JAaHUX, & TAKOX IPOIIOHYE KaCTO-

MI3allilo Yyepe3 J101aBaHHs 1IKOHOK, (oHOBHX 300paxeHs Ta HTML-enemenTis. Kaptu mo-

KyTb OyTH ImyOmuHO noctynHumu yepe3 URL, 1o q03Bosisie iX BUKOPUCTOBYBATH IS

CHUTBHOTO MEPErJIsIy, a IX aBBTOMAaTUYHE OHOBJICHHS TapaHTY€ aKTyaIbHICTh IAHUX Y pe-

KUM1 PEaIbHOTO Yacy.

Kepebuyx B.C.

Bpoocvkuii [0.b.
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Byno crtBopeHo nambOopa A MOHITOPUHTY MEpEXkl, BKIIIOYAIOUM B1ICTEKEHHS
MPOTYKTUBHOCTI MPUCTPOIB (3aBaHTAXKEHHS MPoIlecopa, aM’ siTh, Tpadik), aHaIi3 1HITH-
JICHTIB Yepe3 CHOBIIICHHS PO MOMMJIKH Ta MONEPEIKEHHS, a TAKOX 1HTEPaKTHUBHI Tpa-

(biku Ta ICTOPUYHI J1aH1 JIsl POTHO3YBAHHS MOKJIMBUX 3001B.

= Miap Designer

& 3 Roat
3 Local Probe o

EIPRTG Core Server

= r | ’ |l
f b Il [
g Al

Wl

q

34 oo

Pucynox 3.2.9 — Mento Maps. CtBopenuii gamoop

3.3. Po3ropTanHs BeO-nopTaay
Jl1st po3ropTanHs BeO-1opTany HEOOX1JHO MONEPEIHHO BUKOHATH TIEBHI HaJIAIITyBaHHS

1 BCTAHOBUTH HEOOXigHI mporpamHi iHCTpyMeHTH. BeranoBmroemo CYB/] MySQL Ta

MySQL Workbench mst 3pyunoi B3aemoii 3 6a3amMu JaHuX.

—ing Server-1 [3anywieHo] - Oracle VirtualBox

Maiin  MawwuHa [epernsa BeeaeHHs [puctpoi  [osigka

ol
[Z] MySQL Installer

Re
Select Products

Please select the products you would like to install on this computer.

AN
MySQL. Installer
Adding Community

Filter:

—_—
Y Edit

l;H Software, Current GA, Any

Select Products

Available Products:

Products To Be Installed:

[#- MySQL Servers
[+~ Applications
[+- Documentation

- MySQL Server 8.0.42 - X64
- MySQL Workbench 8.0.42 - X64

223

Pucynox 3.3.1 — [Iporiec BCTaHOBIICHHS

Kepebuyx B.C.

Bpoocwruii FO.B.
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Qaiin  MawwuHa

il
[Z] MySQL Installer

MySQL. Installer
MySQL Server 8.0.42

Type and Networking

MNepernasg BeeaeHHs

& Server-1 [3anyuweHo] - Oracle VirtualBox

Mpuctpoi  [losiaka

Type and Networking

Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much em resources are assigned to the MySQL Server instance.

Config Type:

Connectivity
Use the following controls to select how you would like to connect to this server.
TCP/P Port: [3306 | XProtocol Port: [33060 |
Open Windows Firewall ports for network access

[] Named Pipe Pipe Name:  MYSQL

[ Shared Memory Memory Name:  MYS0L

Advanced Cenfiguration

Select the check box below to get additional configuration pages where

{gu can set advanced
and logging options for this server instance. o

[] Show Advanced and Logging Options

Next > Cancel

Pucynok 3.3.2 — IlapameTrpu koHpiryparrii

OKpIM KOpPEHEBOIO KOPHCTYBaua, CTBOPIOEMO TAaKOX OKPEMOIo KOpHCTyBauda
WpUSer st Beo-rmopTaty.
2 Server-1 [3anyweHo] - Oracle VirtualBox
®aiin  MawwHa [Mepernag Beegenua [puctpoil  /loeigka
\:I MySCOL Installer — X
MySQL. Installer Accounts and Roles
MySQL Server 8.0.42 Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place,
MyS0L Root Password: m |
Repeat Password: |
Password strength: Strong
nts and Roles
MySQL User Accounts
Create MySOL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges,
MySCQL User Name Host User Role Add User
,’ wpuser % DB Admin E ,
= Bag[k Mext = Cancel
Pucynox 3.3.3 — KopucryBaui MySQL
IKepebuyx B.C. Apk.
bpoocwruii FO.B. KKIKEKPE - 123 - 03 - ,73 44
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=
&

Fi

Apply SOL Script

Review SQL Script

1 Apply SQL Script to Database

Review the SQL Script to be Applied on the Database
Online DDL
Algorithm: Lock Type: Default v
CREATE SCHEMA “wordpress” ;
< >

Pucynok 3.3.4 — CtBopenHs 0a3u qanux Wordpress

st WordPress HeoOxigauM mporpaMauM pyiaieM € PHP, Tox 3a jonoMororo mo-

nyns s PowerShell, Bctanosiroemo oro 1 HeoOXiaHi po3mmpenHs. Jlaii B koHpirypa-

wiftHoMy (aiimi php.ini po3koMeHTOBYEMO ab0 JOAEMO PSAKH ISl PEIITH BXKE BCTAHOB-

JICHUX PO3IIUPEHb, 1100 X YBIMHYTH.

®ainn  MawwHa

MNepernag BeeaeHHsa

E¥ Administrator: Windows PowerShell

iztrator>

v,
11ing the modules from an un
nPolicy value by running the 5

3 f

Install-Module

\ php
2 (cli) (built: Jun
(c) The PHP Group

Mpuctpoi  [osigka

PhpManager
If you tru

cmdlet. Are you sur

uspend

ository, change its
you want to install the modules from

[?] Help (default is "N"): ¥
x64 8

C:\PHP

Pucynok 3.3.5 — Beranosnenns PHP 3a normomororo PhpManager

Kepebuyx B.C.

Bpoocwruii FO.B.
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Dain  MawwuHa

[Mepernag

Q{ CAPHPphp.ini - Notepad++ [Administrator]

BeeaeHHa

NpwucTpor

JoBiaka

G938 extension=curl
extension=fileinfo
sextension=gd

ntl
mbstring

11 extension=i

extension=

extension=exif

openssl

®aiin  Pegaryeatw  Mowyk [Moganss  Kogyeanna Meoea Hanawrtyeanns  |nctpymentn  Makpoc  Bukonatw  [Mnarinw Bikno 7
[ 2 - = .. = e ] [ =l [#
o B sDD o]ty s 7 FEETRlRa®| @ 3}
EJphp.ini I’B\
929 :
83 sextension=bz2
332 s The ldap extension must be before curl if COpenSSL 1.0.2 and OpenLDAP is used
St ;s otherwise it results in segfault when unloading after using SASL
;s See https://github.com/php/php-src/issues/8620 for more info
g3g I
937 =xtension=ldap

Pucynok 3.3.6 — Kondirypariitauii daiin php.ini

Qg' Handler Mappings g%l MIME Types
Use this feature necifu the Lir h Nll<and manan ol de that handle recnon for cn )
Groun bys st EOiE Medule Magping ? X Use this feature to manage the list of file name extensions and associated content types tha
roup by: Sta
Name Request path: Group by: Mo Grouping -
e g
.ph .
HitpRemotingh ‘F’p e Extensicn MIME Type Entry Type
HttpRemotingH Example: *.bas, wsvc.axd ,
OPTIONSVerbH| ~ Module: 323 Aext/h323 Local
PageHandlerFaq ‘FasthiModule V‘ .392 Add MIME T)rpe ? s
PageHandlerFaq .3gp
PageHandlerFaq Executable (optional): 3002 Fil .
c ile name extension:
PHP via FestCq | C\PHP\php-cgiece |[= ap
ScriptResourcel P —eiE .aac
SimpleHandlerf ‘ == aaf MIME type:
SimpleHandlerf aca |image.a‘webp|
SimpleHand|erf Request Restrictions...
TraceHandler-r accdb
TRACEVerbHan accde
vbhtm-Integrat| Cancel
Cancel occdt
vbhtm-ISAPI-4.
vbhtm-|SAP|-4.& e o Errapen e rer B L

Pucynok 3.3.7 — JlonaBanus oopoonuka FastCGl i posmmpenns webp

3acobamu IIS cTBOproemo caiit 3 Ha3Boro opraxizarii Uniwork. ®izuunamii nuissx

BKa3y€eMO JI0 marmkud WOrdpress, B siky OyJ10 CKOIIHOBaHO BMICT apXiBy 3 OQIIIHHOTO

caiitry WordPress.org. B sikocTi THITy MigKIOYeHHS ooupaemo hitps i BUKOpHCTOBYEMO

SSL ceptudikaT mianyMcaHui JIOKaTbHUM IIEHTpoM cepTudikairii (JomaTok A).

Kepebuyx B.C.

Bpoocwruii FO.B.
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arountu 10 BJ1 wordpress. Bkazyemo Ha3By calTy i KOpUCTyBada-aaMiHicTpaTopa.

[sf
tH
Main  MawwHa

9%

File  View Help
Connections
Q- iz

Mepernaa BeeaeHHs

« @ » SERVER-1

Mpuctpor

JoBigka

Add Website

Site name:

|Uniw0rk | |Uniw0rk

Select...

.4 Start Page

b}‘ Application Pools
- @ Sites

v U_E_| SERVER-1 (UNIWORK A

Content Directory

Physical path:

| Chinetpub\wwwroot\wordpress

Pass-through authentication

Connect as.. Test Settings...
Binding

Type: IP address:

https ~ | |All Unassigned

Host name:

|uniw0rk.net

[] Require Server Mame Indication

[] Disable HTTP/2
[] Disable OCSP Stapling

S50 certificate:

uniwerk.net

Start Website immediately

Select... View...

Cancel

Pucynox 3.3.8 — CtBopenns caiity B 11S Manager

Tenep caiiT noctynHuii 3a mocuianHsaM https://uniwork.net i fioro moTpiOHO i K-

Npucrpoi  flosiaxa

Xocr Gazu aamux S

Bianpghy

Pucynoxk 3.3.9 — [ligkmouenus 10 b/1

Kepebuyx B.C.
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NlackaBo NPOCUMO

Mapore  eeeeeeecesses ® Mox

Pucynok 3.3.10 — Becranosnenns WordPress

=
'H,
©aiin  Mawara Mepernsn  Boeaerns Mpucrpoi  Aosiaxa

v @ Uninork x 4+ = o X

< C % uniworknet aQ % @ i

Uniwork

We Create Online
Interactions.

We think that a successful go-to-market strategy is essential for revenue growth. We

can work with you to increase brand recognition and boost company performance.

Discover More Learn More

Customize your Site Stylevariances Pattern-ready

ENHANCE STYLE REDESIGN

VARIATION YOUR

f— | x\é | “ﬁ% WEBSITE “é

Pucynok 3.3.11 — I'onoBHa cropinka caity uniwork.net

Jlaii BCTaHOBIIOEMO HEOOXI1HI IIJIariHH, a CaMe:

e W3 Total Cache mis ontumizanii MBHAKOIIT calTy

e LDAP by miniOrange mst interpariii kopuctysadis AD

e Contact Form 7 ta Flamingo as ¢hopmu 3BOPOTHBOTO 3B’ SI3KY i MEpErIIsi Ly OTpH-
MaHHUX IIOBIJIOMJICHb BiIIOBIIHO

e Capabilities st ctBOpeHHS poJIe i 0OMEKEHHS JOCTYITY JI0 €JICMEHTIB BeO-cailTy

Kepebuyx B.C. Apk.
Bpoocwruii FO.B. KK/KEKPE - 123 - 03 - ,73 48
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e Restrictions mist 3a00poHU JOCTYITY 1 pO3MEXKYBaHHS MPaB MEPETIISITy CTOPIHOK

work —WordPress X+

™ @ uniwork B

4+ New & Performance User Testing

25 uniworknet/wp-admin/plugins.php

Bl Plugins | addeucn |

Ball  All(©) | Active (6) | Drop-in (1) | Auto-updates Disabled (6)

Screen Options v

Search installed plugins

Bulk actions - ‘ Apply ‘
[} —
. Plugin Description Automatic Updates
=] Active Directory Integration for Intranet Sites  Active Directory Integration for Intranet Sites plugin provides login to WerdPress using cradentials stored in your Active Directory / other LDAP Directory.  Enable auto-updates
Settings | Upgrade to Premium | Deactivate Version 5.2.5 | By miniOrange | View details
=
» Contact Form 7 Just another contact form plugin. Simple but flexible. Enable auto-updates
SZitngs|| PwiEm Version 6.0.6 | By Takayuki Miyoshi | View details
. Content Control Restrict content to logged in/out users or specific user roles. Restrict access to certain parts of a page/post. Control the visibility of widgets. Enable auto-updates
-
- Settings | Upgrade to Pro | Translate | Deactivate  ersion 2.6.5 | By Code Atlantic | View details
& Flamingo A trustworthy message storage plugin for Contact Form 7. Enable auto-updates
Deactivate Version 2.5 | By Takayuki Miyoshi | View details
| By Takay yoshi |
PublishPress Capabilities PublishPress Capabilities is the access control plugin for WordPress. You can manage all your WordPress user roles, fram Administrators to Subscribers. Enable auto-updates
Deactivate | Edit Roles Version 2.19.2 | By PublishPress | View details
9
° W3 Total Cache The highest rated and most complete WordPress performance plugin. Dramatically improve the speed and user experience of your site. Add browser Enable auto-updates

Uninstall | Premium Support | Settings
Deactivate

Plugin

Bulk actions MIED

page, object and database caching as well as minify and content delivery network (CDN) to WordPress.

Version 2.8.9 | By BoldGrid | View details

Description Automatic Updates

Admin Notices  Howdy, Admin [l

Help ¥

6 items

6 items

Pucynok 3.3.12 — BcTanoBieHi miarinu

CTBOPIOEMO CTOPIHKHU, KOKHA 3 SIKUX Oy/ie MaTH Pi3HI PiBHI JTOCTYITY JIJIsl KOPUC-

TyBauiB.

Ha cropinky Contact Us nomaemo enemeHT 13 muiariny Contact Form 7 1 BkazyeMo

dbopmy 3a 3amoBuyBaHHsM Contact Form 1.

Ha cropinky Monitoring nonaemo 6s10k HTML-koxy, sikuii mu orpumainu B PRTG

Network Monitor. B HboMy MICTUTBCS TIOCHJIaHHS Ha cTBOpeHuit mamoopn (Puc. 3.2.9).

Ha cropinky Schedule Ta6:wiro 3 po3kiaioM i 3aBIaHHSAMU IS IPAI[iIBHUKIB Op-

ragusarnii.

@ & uniwork B

@ Dashboard

# Posts
03 Media
I Pages
All Pages
Add Page
P Comments
E=] Flamingo

Contact

¥ Appearance

£ Plugins

aa Users

A Capabilities

4 New & Performance User Testing

Pages | Add Page ‘

All (3) | Published (3) | Trash (23)

Bulk actions v | Apply ‘ All dates | Filter |
Title %

Contact Us
Monitoring
Schedule

Title %

Bulk actions v | c«pp\y‘

Pucynok 3.3.13 — CTBOpeHi CTOPIHKU

Kepebuyx B.C.
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Contact Us

Ad

SELECT A CONTACT FORM:

Contact form 1

Pucynok 3.3.14 — Ctopinka Contact Us

Monitoring

<iframe

width="100%"
height="gae"

frameborder="0"

style="border:@; gverflow:hidden;”

scrolling="no"

</iframe>

src="https://192.168.1.3:8443/public/mapshow.htm?id=20778mapid=9E215234- A@FE -473A-BASF-39EBA4EE8952" >

’Type [ to choose a block

Pucynok 3.3.15 — Cropinka Monitoring

Schedule
Day [ Task Performer
Monday 7Organiu weekly team meeting Charlotte Lamb
Update internal documentation Gabriella Snow
Tuesday Prepare internal communication Kevin Joseph
A‘ Analyze team needs Marcus Norton
Wednesday Manage vendor relations Gabriella Snow
Resolve cooperation issues Logan Davenport
Thursday Coordinate event logistics Marcus Norton
7Fridﬂy Oversee budget planning Alexandra Oneill
Optimize resource allocation Kevin Joseph
Saturday | Review project progress Logan Davenport
Prepare a report for management Charlotte Lamb

c ool

Pucynok 3.3.16 — Cropinka Schedule
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3acobamu 1utariny Capabilities crBoproemo okpemy ponb adUser st kopuctysa-
giB Active Directory. B HaBiramiiiHiii maHei JUisi HSaBTOPU30BaHUX KOPUCTYBAUIB 3aJIH-
[IIAEMO TTOCHJIAHHS JIUIIIE Ha CTOPIHKH 3BOPOTHHOTO 3B S3KY 1 aBTOpH3aitii. Jljist Kopucty-
BayiB poJi adUser, okpim 1BOX HOMEpeHiX, Oy1e TaK0X JOCTYITHE MTOCHIAHHS Ha CTOPI-

HKY 3 PO3KJIaa0M.

~ @ Roles < Uniwork — WordPress X + = O X
< &} 2% uniwork.net/wp-admin/admin.php?page=pp-capabilities-roles&add=new_item Ga I ®
@& uniwork W9 4+ New & Performance User Testing Admin Notices Howdy, Admin [l

You're using PublishPress Capabilities Free. The Pro version has more features and support.

Upgrade to Pro

0 _ )
T Screen Options
8 Create New Role
" +
= General Role Name * | adUser |
= & Editing
a Role Slug | aduser | Capabilities (0)
.
# Advanced The "slug” is the URL-friendly version of the These can be edited on the Capabilities
L ’ role. It is usually all lowercase and contains screen
only letters, numbers and underscores.
=
P
Pucynok 3.3.17 — CtBopenHs HOBOi pouri adUser
Navigation Menu Restrictions Navigation Menu Restrictions
| Logged Out Users e | ‘ adUser v ‘
) Toggle all O Toggle all
W Header menu W Header menu
(%) » Inbound (X * Inbound
£ » Monitoring 3 *» Monitoring
() » Schedule O » Schedule
|:| *» Contact Us |:| » Contact Us
L » Authorization O » Authorization
) Toggle all L Toggle all
Pucynok 3.3.18 — O6mexxeHHs 1OCTYITy 10 HaBITramiiHo maHesni
Kepebuyx B.C. Apk.
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HactymauM kpokom € 0OMeKeHHsI JOCTYITy 10 KOHTCHTY, Ha OCHOBI posieid. Jlis
I[bOT0, BUKOPHCTOBYIOUH TUTarid Restrictions, crBoproemo mpaBuia JOCTYITy 0 MEBHUX
CTOPIHOK.

Jns cropinku Schedule BukopucroByemo meroa Matching, To6To BiAMOBIAHICT
neBHii poii. Obupaemo kopuctyBauis Admin ta adUser. AnanoridaumM criocooboM Hajia-

€MO JtocTyn J1o ctopinku Monitoring, ane e 1yis kopuctyBada Admin.

Restriction Editor: #59 - AD User only

Who can see this content?

Logged In Users Logged Out Users

User Role X
Matching v
Which user roles should be allowed to see this content.

Roles to include Select All - Deselect All

Search roles... 0

Name

Administrator
Author
Contributor
Editor
Subscriber

adUser

Pucynok 3.3.19 — CtBopenns HoBoro oomexenHs “AD User only”

Restriction Editor: #59 - AD User only Enabled @D X
General Apply this restriction if the user views content that is:

. When users visit your site, the plugin will check the viewed content against your selection below and permit or
Protection

deny access.

Content

IF  Content Is A Selected Page

[
-

| Schedule X |
Select page(s)

+ AddRule + Add Group

&> Documentation Cancel

Pucynok 3.3.20 — BuOip KOHTEHTY J10 SIKOTO 3aCTOCOBY€ETHCSI OOMEKEHHSI

Kepebuyx B.C. Apk.
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(_l) Content Control Restrictions  Settings

Restrictions ziems

£ search Restrictions...

AD User onl
@ v Pa Logged in users Enabled

‘:) For Admins only

Name Description Restricted to Status

Name Description Restricted to Status

Pa Logged in users Enabled

Roles

Administrator

Administrator

Roles

Pucynoxk 3.3.21 — CTBOpeHi mpaBuiia I0CTYITy

Hakinenp HanamroByemo LDAP aBrenTudikamiro. B moui Directory Service o6u-

paemo Microsoft Active Directory. Bkasyemo aapecy cepBepy aBTeHTUdIKAI1, a came

Server-1, mopt 3anumaeMo He3MIHHUM. BBoauMo 00:1iKOB1 AaHi CiIyKO0BOTO aKKayHTY

Idapreader cTBopeHOro CrieniaabHO IS 3YMTYBaHHS aTPUOYTIB KOPUCTYBAYiB JOMEHY.

MAccountName, sxuit 6yne BUKOPUCTOBYBATHCS B SIKOCTI JIOTIHA.

OOupaeMo B sIKOCTI 00J1acTi MOMIYKY JOoMeH Uniwork.net, a takox atpuOyTt SA-

for Intranet

LDAP/AD Login for

3 configuration LDAP Configuration  Role Mapping  Attribute Mapping  Login Settings

@ LDAP Connection Configuration

\Bt 'mport/Export
Configuration

@ Authentication Report

¥ Advance Sync LDAP Server Domain/IP* Idap

=
B3 Multiple Directories

+ Add-ons

Service Account Username * apreader
;g Please enter the Distinguished Name (DN) o userPrincipalName of any user present in your LDAP serves

Our Other products

Service Account Password *

Pucynoxk 3.3.22 — Kondiryparis LDAP nnarina
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Search Base:*

Enable custom search filter

Username Attribute: *

Connection Configuration

LDAP Configuration Role Mapping Attribute Mapping Login Settings

° LDAP User Mapping Configuration > Test Authentication

‘ ° dc=uniwork.dc=net

Select Search Base Q

Enter the distinguished name (DN) of the search base where users are present.

sAMAccountName

Select the LDAP attribute to be used as WordPress username,

Show More Vv

Show More v

dikariro.

[Mpusnauaemo posb adUSer yciM KopucTyBauaM, sIKi YCIIIIHO TPOMIILIN

Pucynok 3.3.23 — Kondirypauis LDAP nnarina

ABTCHTH-

LDAP Configuration Role Mapping Attribute Mapping

Select the default role for all the LDAP users:

Lo

Enable Role Mapping

Login Settings

Keep existing roles of users (New roles will still be added).

Pucynok 3.3.24 — Hanamrrysanus Role Mapping

{33 Configuration

|y Import/Export
Configuration

LDAP Configuration

@ Authentication Report

Premium

¥ Advance Sync
E= Mutiple Directories

+ Add-ons

@
@

Role Mapping

Enable Login Using LDAP

Attribute Mapping

Login Settings

This will enable users to login to this WordPress site using their LDAP/Active Directory credentials.

Please check this only after you have

tasted your as the default login will stop working.

Authenticate Administrators from both LDAP and WordPress

Enable Auto Registering users if they do not exist in WordPress

. Premium Features

Pucynox 3.3.25 — VBimkHenHs1 LDAP sk crioco0y Bxomy
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3.4. TectyBaHHS KOMII'IOTEPHOI MepesKi Ta HAJTAIITOBAHUX CepBiciB

=
Wi

®ailn  MawwHa [Mepernag BeeaenHa [puctpoi  [oeigka

HanawrysaHxa

(] SO KD - =18 - !
HFIME,«'.'I,HEHHFI AT TMEHY

MpueaHaHHA 40 AOMEHY

IM'a Aomeny

UNIWORK X

[Mos'A3aHI Hana WTyBaHHA

JNopatw abo BWAAAWTH NAKET ANA NiATOTOBKK

Excnopt daiinie sxxypHany KepysaHHA

Pucynok 3.4.1 — JlonaBanHs po0O040i CTaHIIIi B JOMEH

=
U

Main  MawwHa [epernag Beeaends [puctpoi  [losigka

< HanawTysaHHA - O X

! JloMalHA cTopiHKa BaLIJI 'ﬂ'aHi

| 3HalATK HacTpoiky 2

O6nikoei 3anuckK

I A= Bawi aaHi

=] EnektpoxHa nowra Ta 06AikoEi 3anwvcy

€ Bapianm exosy CHARLOTTE K. LAMB
UMNIWORK depl-ckl
Joctyn Ao KoMNaHiT abo HaeYanbHoro

zaKnamy
CTBOpPUTK BnacHe 306paceHHnA

@ Kamepa
B BuBpatk HarEHE

Q

PezepeHe konitoeanHA Windows

Pucynox 3.4.2 — Bxin 3 po6o4oi cTaHIiii mij 00JiKOBUMH TaHUMU KopucTyBada AD

Kepebuyx B.C.
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MawwuHa [epernag

EN Windows PowerShell

Mawmna

BeegenHa [puctpoi  [oeigka

Pucynok 3.4.3 — IlepeBipka 3B 3Ky

MNepernsa Beeaewns [pucrpoi  [osiska

x o+

% uniworknet

Uniwork ContactUs  Authorization

Pucynok 3.4.4 — Burnsj caiiTy B pojii HEABTOPU30BaHOTO KOPUCTYyBaya

We Create Online
Interactions.

We think that a successful go-to-market strategy is essential for revenue growth. We

can work with you to increase brand recognition and boost company performance.

m ’ eamtere ’

Customize your Site Style variances Pattern-ready

eV E
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®ainn  MawwHa [epernag BeeaenHs [puctpoi  [losigka

~ @ Schedule — Uniwork b3 + = O x
< &} 22 uniwork.net/index.php/schedule Bp ®
Uniwork ContactUs Authorization

Schedule

This content is restricted.

Copyright © 2023 testerwp Theme fse-business-blocks

Pucynok 3.4.5 — Ctopiaka Schedule 6e3 mpaB noctymy

v @ Llogin:Uniwork — WordPress X + - m} *

“ c 25 uniwork.net/wp-login.php e B & ®

Username or Email Address
dep1-ckl

Password

.l....ll.| <§>|

Remember Me

Lost your password?

+— Go to Uniwork

Pucynok 3.4.6 — ABTopu3aliisi Ha CaiTi 3a JOIMOMOT0r0 001ikoBoro 3anucy AD

Kepebuyx B.C. Apk.
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~ @ Uniwork x + = O

&« C 2% uniwork.net m aQ i @

\f‘ @ Uniwork Howdy, depl-cd [ll Q

Uniwork Schedule ContactUs Authorization

We Create Online Interactions.

We think that a successful go-to-market strategy is essential for revenue growth. We

can work with you to increase brand recognition and boost company performance.

Discover More Learn More

Pucynok 3.4.7 — Burnsig caiity B pojii aBTOpH30BaHOT0 KopucTyBauya AD

®ain  Mawwna [epernag Beeaenns [lpuctpoi  [oeigka

~ @ Schedule — Uniwork X ar = O *
<« c 25 uniwork.net/index.php/schedule/ g ®
'\E‘J' @ Uniwork Howdy, dep1-ckl . o}
Uniwork Schedule ContactUs Authorization
Schedule
Day Task Performer
Organize weekly team
Monday ) Charlotte Lamb
meeting

Update internal _
) Gabriella Snow
documentation

Prepare internal
Tuesday ) Kevin Joseph
communication

Analyze team needs Marcus Norton

Pucynok 3.4.8 — Ileperusin cropinku Schedule B poiti aBTOpru30BaHOTO KOPUCTYBada

Kepebuyx B.C.
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Maiin  Mawwna [lepernag BeeaenHa [puctpoi  [Joeigka

v @ Monitoring — Uniwork X + = O X
<« c 25 uniwork.net/index.php/monitoring g ®
@ @ uniwork Howdy, depi-cki [ll Q
Uniwork Schedule ContactUs Authorization
Monitoring

This content is restricted.

Copyright © 2023 testerwp Theme fse-business-blocks

Pucynok 3.4.9 — Ilepernsn ctopinku Monitoring

®ain  MawwHa [epernsg Beegenna [lMpuctpoi  [loeigka

~ @ Uniwork ® + = O X
& c 22 uniwork.net Bg & ®

@ uniwork ¥ Editsite # customize B + New & Performance Admin Notices Howdy, A::Imin. Q

Uniwork Inbound Monitoring Schedule ContactUs Authorization

We Create Online Interactions.

We think that a successful go-to-market strategy is essential for revenue growth. We can

work with you to increase brand recognition and boost company performance.

Pucynok 3.4.10 — Burunsaz caiity B posi Admin

Kepebuyx B.C. Apk.
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@ @ Uniwork M EditSte ¢ Customize B9

+ New ¢ EditPage & Performance

Uniwork

Monitoring

CPU Load

—

Pagefile Usage

Free Disk Space (Multi Drive) LDAP WS-

MM@.{ i)

Admin Notices  Howdy, Admin [ll @

Inbound Monitoring Schedule ContactUs Authorization

I

il 7

niny

34 oo

Pucynok 3.4.11 — Cropiaka Monitoring

% | @ Mortoring - Uniwork X @ ContactUs - Unmork X @ Famingo Inbound Message.

Uniwork

Contact Us

Yourname

x |+

ContactUs  Authorization

| Carren Doe

Your email

| Carrdy@mymail.com

Subject

Inquiry about services

Your message (optional)

Hello, 1 amii din learning

ices you offer. Could you please provide detailed information? Thank you!

Submit

View all channels v

All dates v

0 e ™

v Y

Channel

Channel

[T ————1

Pucynok 3.4.13 — Ilepermsig oTpuMaHuX MOB1IOMJIEHB BiJ] KOPUCTYBayiB
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BuCHOBKHM /10 TPETHOI0 PO3ai1y

Y tpeTromy po3nii OyIio peaaizoBaHO MPAKTUYHY YACTHHY MPOEKTY, KA BKIIFOYAE
HaJAIITyBaHHS JIOMEHHOI 1H(PPACTPYKTYpH, PO3TOPTAHHS CIIY’KOU MOHITOPHHTY, CTBO-
pEeHHS MyOJIIYHOTO BEO-TIOPTATY Ta MPOBEICHHS TECTyBaHHS BCIX KOMITOHEHTIB.

Hacammnepen Oyno nanamroBano cepsep Windows Server 2019 3 ponsimu Active
Directory, DNS, DHCP Ta IIS, mo 3a0e3neunio OCHOBY ISl CTBOPEHHS JJOMEHHOI CTPy-
KTypH 3 OpraHi3alliiHUMU OJAMHMIIIMU Ta OOJIKOBMMHM 3anucamu. [lami Oyna BCTaHOB-
neHa cuctema MoHiTopuHry PRTG Network Monitor, sika ycHinmHo iHTerpyBajiach y ce-
pEelOBHUIIE Ta TO3BOJIAJIA B PEKMMI PEAIbHOTO 4acy KOHTPOIIIOBATH CTaH 1H(pacTpyK-
TYpH.

Oco6nuBy yBary OyJi0 MPHUAUICHO HaJAMITyBaHHIO BeO-mopTany Ha 6a3i CMS
WordPress i3 miaTpumkoro aBreHTHdiKalii kopuctyBadiB uepe3 LDAP-mporokoin. B pe-
3yJbTaTI peanizoBaHo iHTerpaiito 3 Active Directory, aBToMaTU4HE CTBOPEHHS JIOKAJIb-
HuX 00JrikoBuX 3anuciB WordPress Ha OCHOBI JOMEHHHUX JIaHUX, a TAKOK MEXaHI3MHU 00-
MEKEHHS IOCTYITY JI0 BMICTY CaiiTy BIAMOBIAHO JI0 poJiel kopucTyBadiB. CTBOPEHO TH-
MOBI CIIEHapii BUKOPUCTAHHS IMOPTaly, 110 MATBEPAIIN Mpale3aaTHICTh 1 €(eKTUBHICTD
PO3pO0JICHOT CUCTEMHU.

[IpoBeneHe TecTyBaHHSA MOKAa3aJ0 KOPEKTHY B3a€EMOJIII0 BCIX KOMITOHEHTIB: J0-
MEHHa 1H(pacTpykTypa mpaifoe ctadbinbHo, LDAP-aBTenTHdIKaIlia peai3oBaHa yci-
IITHO, & KOHTPOJIb IOCTYIY J0 CTOPIHOK MOPTay 311MCHIOETHCS BIAMOBIIHO IO 33 IaHUX

MOJIITUK OE3MEKH.

Kepebuyx B.C. Apk.
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B CHOBKUA

VY xoxa1 BUKOHaHHS KBaidikaiiiHoi po6oTn Oyj0 MOBHICTIO JOCITHYTO MOCTaB-
JIEHYy METYy — CTBOPEHHS MyOJIIYHOTO BEO-MOPTaly Oprasi3aiii 3 [eHTpaIi30BaHUM Ke-
PYBaHHSM JOCTYIIOM Ha OCHOBI cityxk0u Active Directory. PeanizoBano noMeHHy iH(pa-
CcTpYKTypy Ha mnatdopmi Windows Server 3 JOr14HOI CTPYKTYPOIO O0JIIKOBUX 3aIUCIB,
OpraHizaliifHuX OAUHUI 1 TPYIOBUX MONITHK.

Be6-mopran, moOynoBanuii Ha 6a3i CMS WordPress, iaTerpoBano 3 Active
Directory 3a momomororo LDAP-nporokomny. e 3ab6e3meunsio €auHy TOYKY aBTCHTH-
¢ikaiii KopucTyBadiB, aBTOMaTUYHE CTBOpEHHs 0OjikoBux 3amnuciB WordPress Ha oc-
HOBI JIOMEHHUX JIaHUX, a TAKOXX THYYKE PO3MEXKYBAaHHS JIOCTYIYy JO BMICTY MOPTAILy
BIJIMOBIHO JI0 poJiel KopucTyBauiB. JJisi KOHTPOJIIO Tpale3aaTHOCTI iHPpacTpyKTypu
OyJsio BrpoBakeHO cuctemy MoHITOpuHTY PRTG Network Monitor 3 BijoOpa>keHHSIM
KPUTUYHUX MOAIN Y PEXUMI peabHOTO Yacy.

[IpoBeneHe TecTyBaHHS MIATBEPAWIIO MPAaBUIIBHICTh HAJIAIITYBaHb 1 CTAOUIbHY
B3A€EMOJIII0 BCIX KOMIIOHEHTIB. 3ampOIOHOBAaHE PIIIEHHS JAEMOHCTPYE €(PEKTUBHICTh
MOETHAHHS CYYaCHUX BEO-TEXHOJIOTIH 13 LHEHTPaTi30BaHUM YIIPABIIHHAM y JOMEHHOMY
CEPENIOBUIIl, a TAKOXX MOXe OyTH afganToBaHE JJIA MOTPeO HAaBUAIBHUX 3aKJIafiB, JACp-

KABHUX 1 IPUBATHUX OpraHizaIlii.

Kepebuyx B.C. Apk.
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What Is Active Directory? (AD) - Definition, Benefits & More | Proofpoint AU

[Enextponnmii pecypc] Il Proofpoint. — Pexum JOCTyTY:
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10.0rchard Core Documentation [Enexrponnuii pecypc] // Orchard Core Documenta-

tion. — Pexxum moctyny: https://docs.orchardcore.net/en/latest/.
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Enterprises. — Pexum gocrymy:  https://assets.nagios.com/downloads/nagi-

oscore/docs/nagioscore/4/en/about.htmi.
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1 [ ca
s default_ca = Ch_defau

: Ch_default
= dir = C:/LocalCh
6 database =

fdir/index

new_certs dir = ir/

8 certificate = fdir/ca
g zerial = Sdir/serial
10 private_key = Sdir/pr
default_days = 3650
default_md = shaZsé
13 policy = policy loose
14 ®509_extensions = v3_
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[ policy_loose
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20 default_bits =
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default_md =
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= Zhytomyr
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Wwork

v3_ 1
subjectEeyIldentifier
authorityKeyl
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keyUsage =
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newcerts
Cert.pem

ivate/cakey.pem

ca

dn

= hash
keyid:always, izsuer
itical, CA:true

digitalSignature,
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cRLSign,

keyCertSign
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1 [ reg

e default_bics = 2048

5 prompt = mno

4 default md = shalsé

5 distinguished name = dn
& reqg extensions = reg ext
8 [ dn ]

2 C =T1Ta

10 5T = Zhytomyr

11 L = Zhytomyr

12 0 = Uniwork
L5 CU = Wek
14 CH = uniwork.net

16 [ reqg ext
1 subjecthltName = £alt names

g [ 2alt _names
( DN5.1 = uniwork.net
21 DNS.2 = www.uniwork.net
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~| Builtin
Computers

WS- Computer
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ForeignSecurityPrincipal:
Managed Service Accou
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2] ouU-2
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Users
2 | Workstations

|2 Group Policy Management — O x

=t File Action View Window Help
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|5l Group Policy Management Workstations
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~ &4 Domains -
W __f__:] uniwork.net Link Order GPO Enforced Link Enabled GPO Stat

=i/ Default Domain Policy 1 5=/ Install Local CA Mo Yes Enabled
= | Domain Controllers
4 OU-1
4| ou-2
5] OU-3

~ o | Workstations

s Install Local CA
= Group Policy Objects
¥ WMI Filters
3 Starter GPOs
i@ Sites

Linked Group Policy Objects  Group Policy Inheritance  Delegation
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File Action View Help
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A i!. %Ecurit)r Settings || lssued To Issued By Expiration D)
= Account Policies 5 Uniwork Local CA Uniwerk Local CA 04.06.2035
& Local Policies
..:Ij Event Log
& Restricted Groups o
2 System Services
2 Registry
4 File System i
;:, Wired Network (|EEE 2802.3) Polic
| Windows Defender Firewall with
~| Metwaork List Manager Policies
___.q? Wireless Metwork (IEEE 802.11) P
w [ | Public Key Policies
| Encrypting File System
~| Data Protection
_| BitLocker Drive Encryption
_| BitLocker Drive Encryption N
| Automatic Certificate Reque:
| Trusted Root Certification Av
File Action View Favorites Window Help
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“| Console Root General Details  Certification Path

w _ELJ Certificates (Local Computer)
| Personal
w | | Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
| Intermediate Certification Authorities
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| Client Authentication Issuers
| Preview Build Roots
| Test Roots
| Certificate Enrollment Requests
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| Trusted Devices
| Web Hosting
~| Windows Live ID Token lssuer

g Certificate Information
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+ All application polides
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