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PEDEPAT
Ksanidikauiiina pobora CKIaaeThey 3

POEKTY MmificHcTeMH 3aXMCTy CHCTEMH
eNIEKTPOHHOT

NOWITH 11 " ;
mnnpnemcrsa, nobynosanoi ua basi KOHTEHHEPU30BAHUX

CepeIOBHIIL T4 TIOACHIOBANLHOI 3anuckn 10 Wkoro. [oscuioansha 3amucka 10
poboTH MICTHTB 60 cTopiHoK, 4] UTOCTpariii ta 3 Tabnuup

W SR PO3pobka  npoekry MACHCTEMH 3aXHCTY CHCTEMH
eJIeKTPOHHOT TOWITH HANpHEMCTBa,

nobysnosanoi Ha Gasi KoHTeiHepU3OBaHMX
CCPEIOBHILL.

B pobori 6yno nocnimkeno teopermuni ocropy NPOEKTYBAHHSA IMiACHCTEM
3aXHCTY CHCTCM CJICKTPOHHOI MoTH, PO3pobiieHo BuMoOru f0 MIPOEKTY MiJICHCTEMH
Ta BUKOHAHO aHAJII3 IPOrpaMHuX MPOIYKTIB /IS BiANpPAaBKY MOMITH,

byino BrKOHaHO mpoexTyBamHs mincHcTemu 3aXHCTy CHCTEMH €JIEKTPOHHOI

MOMTH TUINPHEMCTBA, BHKOHAHO OIMC iHQpacTpykTypu miampuemctBa Ta

BU3HAYCHO HENONIKK B HAABHIN cucTemi, Gyno o0paHo iHppacTpykTypy, XMapHHii

NpOBAKJCP MOCIYT Ta CepBep aBTOPHU3alLlll [IOLITH.
Byno BukoHaHO AoCHimKeHHS MexaHi3Mip 3aXHCTY €JEeKTPOHHOI MOIITH, a

came: nipotokosu SPF, DKIM, DMARC, TLS.

byno Bukonano po3pobky dyHkuioHanbHOT Mozesni Ta 3aCTOCYHKY MiJACHCTEMH.
byno noGynoBano npuHUMNOBI cxemu poboTH noAaTKiB, MOGynOBaHO miarpamu
mociiioBHocTel i, Pospo6ieHo Mmapcep, BHMKOHAHO KOHTEHHEpH3allil Ta
PO3POOIIEHO CKPUITH TOYATKOBOTO 3allyCKy 3aCTOCYHKY, po3pobneHo wabnonu ans
ABTOMATH3AllIT PO3rOpTaHHs. PO3ropHyTo CHCTEMY MOHITOPHMHIY piucHHS Ha Gasi

KOHTEMHEPU30BAHUX TEXHOJIOTIH.

KJIOYOBI CJIOBA: 3AXUCT, KUBERNETES, POSTFIX, MTA.
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BCTVII

AKTyaJbHicTh TeMu. [Ipo nepeBaru enexkTpoHHOI momTu € 6arato iH(opmariii,
ajie TPO PU3UKHU, SKI CTOCYIOThCS O€3IMEKH EeNEeKTPOHHOI IMOIITH, HabaraTo MEHIIE.
Haii6inb1i pu3uku BKIIIOYAIOTh B ce0e, B TOMY YHCII, 3T0BMUCHHKIB, SIKI HAMAraroThbCsl
CKOPHMCTAaTUCS MOTEHIIHUMH Bpa3JIMBOCTSIMH CHCTEM €JIEKTPOHHOI MOWITH, 11100
NPOHUKHYTH B HUX 3a JIOTIOMOTOI0 (DIIIMHTOBUX aTak, MIKIAJUBUX MPOrpam, Mporpam-
BHUMaradyis TOIIO.

Ocp yoMy 3ac0o0U 3aXHCTy €JIEKTPOHHOI MOIITH MOCTIMHO CTalOTh CHJIbHIIIMMU:
100 3aXMCTUTH SIK OJIEPKYyBauiB, TaK 1 BIAIPaBHUKIB.

besneka enekTpOHHOI MOINTH Ma€ BHPIMIAIbHE 3HAYCHHS s OyAb-sKOi
oprasizariii, ajge 1¢ 0COOJMBO BaXKJIUBO IS KOMIIAHIH, SKI HAJCHUJIAIOTHh CJICKTPOHHI
JMCTU BEJMKHUM CITUCKaM OJIepKyBadiB. | sk BiIMpaBHUK, BU MOBHHHI BXKUTH 3aXO/IiB,
100 rapaHTyBaTH O€3MeKy BCiX €JIEKTPOHHUX JIMCTIB, sIKI BU HAJACHIIAETE.

EnexTponHi nucTu € ePeKTUBHUM MMOYATKOBUM BEKTOPOM 3apa)KeHHSI, OCKIIBKH
Mailke KOJKHA KOMITaHisl BAKOPUCTOBYE €IEKTPOHHY IMOIITY.

Crorogni OutpuiicTh IHTEpHET-CAalTIB BUKOPHCTOBYIOTH MHOIUTOBHM MPOTOKOJ
SMTP nns nmocTtaBKM Ta OTPUMaHHS TONMITOBHX MOBigomiieHb. Sendmail Bce mie
3aJIMIIAE€TbCA OJHUM 13 HalnomupeHimux cepBepiB SMTP, ane 3 HuUM BUHHKaIH
npobiaemu. MoHomiTHa apxiTektypa Sendmail € OCHOBHOIO NPUYHUHOIO YHCIICHHHX
npobisieM Oe3neky, 1 ii Moxke OyTH CKJIQAHO HaJATYBAaTU Ta MiATpUMyBaTu. CrioyaTky
Postfix 6yB 3agymanuii sik 3amina nommpernoro Sendmail. Moro xoHCTpykiist ycyBae
0araTo MOXXJIMBOCTEH uis mpobsiem Oesneku. Postfix Takoxk ycyBae BETUKY 4YacTHHY
CKJIQJTHOCTI, TTOB’s13aHO1 3 KepyBaHHIM ycTaHOBKOIO Sendmail. AnmMiricTpyBanHs Postfix
3IIACHIOETHCS 32 JIONOMOIOI0 JBOX MPOCTUX KOHQIrypamiiHux ¢ainis, 1 Postfix Oys
po3po0JieHni 13 caMoro MoYaTKy, 100 BHUTOHYEHO CIPABJIATHCS 3 HEOYIKYBAHUMH
npo0iieMaMy anapaTHOTrO YX MPOrPAMHOTO 3a0€311EUEHHS.

Came ToMy 0OpaHa TeMa € aKTyaJIbHOIO 3apa3 Ta Oyje aKTyalbHOTO ITIe JOBTUH Yac.

Jlewenxo b.C. Apx.
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Mertoro kBajdidikaniiiHoi podoTH € po3poOKa MPOEKTY MIJCUCTEMH 3aXHUCTy
CHUCTEMH €JIEKTPOHHOI MOIITH MiANPUEMCTBA, MTOOYI0BaHOI Ha 6a31 KOHTEHHEPU30BAHUX
CepeaoBHUII.

BcraHoBiieHa MeTa CTBOPIOE HACTYIIHI 3aB/IaHHS:

—  aHaJji3 NporpaMHUX NPOAYKTIB JUIsl BIATIPABKH MOIITH;

—  BHOIp 1HOPACTPYKTYPH Ta XMAPHOTO IPOBANIEPY;

— BUOIp cepBepy aBTOpU3AIlii MOIITH,

—  JIOCIIJDKEHHS MEXaH13MIB 3aXUCTY €JIEKTPOHHOI MOUITH;

— po3poOka napcepy g poOOTH 3 JIOTYBaHHSM;

—  KoWTepHepu3allis 3acTocyHKy Postfix Ta mapcepy;

—  po3poOKa ImabIoHy sl pO3TOPTaHHS B KJIACTEPHUX CEPEIOBHUIIAX;
— PpO3rOpTaHHS Ta BIPOBAKEHHS MOHITOPUHTY ISl CUCTEMU;

O0’eKTOM JOCTiIKEeHHsSI € TpoIeC PO3POOKH aBTOMATH3AIlii PO3TOPTAHHS
3aXUINEHOT CHUCTEMM €JICKTPOHHOI TIIOIITH IMiJNPUEMCTBA, MOOYyI0BaHOI Ha 0a3i
KOHTEWHEPHU30BaHUX CEPEIOBUIII.

IIpeamerom aocaigkeHHsl € MeTOAM 1 3acO0M 3a0€3MEeUYEHHS] 3aXUCTy CUCTEMH
€JIEKTPOHHOI TIOIITH MIANPUEMCTBA, MMOOyJAOBaHOI Ha 0a3l KOHTEHHEPH30BaHHUX
CEpEeIOBUIII.

Armpo0artist pe3yJIbTaTiB:

1. Jlemenko b.C., €pimenko A.A., Bakamok T.A. 3arpo3u O6e3meku JOMEHHOI
cuctemu iMeH // Te3u momosineit V BceeykpaiHChbKOT HayKOBO-TEXHIYHOT KOH(MepeHIIil
«KomMmm’toTepHi TEXHOJIOTII: 1HHOBAIi, MpoOsieMH, pimeHHs», M. Kurtomup, 01-02
rpyauas 2022 p. — XXuromup: )Kuromupcrka mositexsika, 2022.

2. Jlemwenko b.C., €pimenko A.A., Bakamok T.A. [IpoGremaruka 3aXucTy cepBiCiB
DNS y cyuyacHomy cBiTi // Te3u momoBizeir V BceykpaiHCbKOi HayKOBO-TEXHIYHOT
KoH(pepeHwii « KoM’ roTepH1 TEXHOJIOT1i: 1HHOBAIli1, Tpo0IeMH, pilieHHs», M. JKutoMup,

01-02 rpymns 2022 p. — XKuromup: Kuromupchka momiTexHika, 2022.
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1. TEOPETUYHI OCHOBHM ITPOEKTYBAHHA IIIJICUCTEMU 3AXUCTY
CHUCTEMM EJIEKTPOHHOI ITIOLITH.

EnextponHi qucTH € e(PEKTUBHUM MOYATKOBUM BEKTOPOM 3apaKC€HHS, OCKUIBKU
Mailke KO)KHa KOMIIaHisi BUKOPHCTOBYE €JIEKTPOHHY MOIITY, i CePeaHbOCTATUCTHYHUI
IpaliBHUK, K MM BCl MOXXEMO €001 YSBHTH, OTPUMY€ OaraTto €JIEKTPOHHMX JIMCTIB.
BenuuesHa KiIbKICTh €JIEKTPOHHUX JIMCTIB O3HAYAE, IO MPALIBHUK MA€E JIUIIE KOPOTKHIMA
IPOMDKOK Hacy, 00 MPUCBATHUTH KOKHOMY 3 HHUX, 1 BUKJIMKA€ y HHUX I[TOMMIIKOBE
BIIUYTTs Oe3neku. Kibep3mounHIll KOPUCTYIOTHCS UM Y (PIIIMHIOBUX aTakKax, Kl CTalIu
e OUIbII MOMKUPEHUMHU Ta €(EKTUBHUMH 3 PO3BUTKOM XMAapHOI €JIEKTPOHHOI MOIITH
[4,6,44].

EnextpoHHy momTy MOYKHA Ha3BaTH OAHIEIO 3 HAWAABHININX Ta HAWBaKIUBIIINX
¢yukuii [nTepHeTy. Maibke KOXKHA JIFOIMHA Ma€ MEePCOHANIBHY EJIEKTPOHHY aJpecy Ta
KOJKHA OpraHi3allisi Ma€e CBIi JOMEH, a JIesKi, HaBITh BJIACHI ITOIIITOBI CEPBEPH.

IcTopis enekTponHOi Moty B IHTEpHETI MOYMHAETBCA 3 movyaTky 1970-X pokis,
KOJIU TIepIIi MOBiIOMJICHHS OyiM HajiciaaHl depe3 Arpanet, MOMEPEIHUINIO CyYaCHOTO
[ateprery. 3 TOro dacy e€JleKTpOHHa momTa Oyjaa 1 TPOMOBXKYE 3aJUIIATUCS
HANTOIIMPEHIIIUM JT01aTKOM B [HTepHeTI. Y MUHYI YacH JOCTaBKa €JIEKTPOHHOI MOIITH
Oyria BITHOCHO MPOCTOIO 1 3a3BMYai CKJIajanacs 3 MEepeMILICHHsS MOIITOBUX (ailiiB 3
OJIHOTO BEJMKOTO XOCTY Ha IHIIMH BEJTWKHH XOCT, SKUH O0OCIyroByBaB Oarato
kopuctyBadiB. Ockinbku [HTEpHET po3BUBaBCS, a caMa Mepeka CcTaBajia CKJIaJHIIIOLO,
noTpiOH1 Oynu OLIBIN THYYKI 1HCTPYMEHTH UIS TEPEMIIIEHHS MOMITH MK PI3HUMH
MepekaMu Ta pi3HUMH TunamMu Mepesk. [laker Sendmail, Bunymenuit Ha moyatky 1980-
X pOKiB, OYB po3po0ieHul 1jist poOoTH 3 OararbMma BapialisiMU MOMTOBUX cucTeM. BiH
HIBUJKO 3aiHSIB IOMIHYIOUY pOJjib Y JOCTaBLl nowTH B IHTepHeT [23,51].

Coorogni OunbinicTh IHTEpHET-CAlTIB BUKOPHCTOBYIOTH MOIITOBHH MPOTOKOJ
SMTP nns nmocTaBKM Ta OTPUMaHHS IIOINITOBHX TMOBioMJeHb. Sendmail Bce e
3QIMIIAETHCS OAHUM 13 HaWIOMMpeHimux cepBepiB SMTP, ane 3 HUM BUHUKaIH
npobsieMu. MoHosiTHA apxitekTypa Sendmail € OCHOBHOIO NPUYMHOKO YHCIEHHUX

npobisieM Oe3mneky, 1 ii Moxke OyTH CKJIQAHO HAJIAMTYBAaTH Ta MiATpUuMyBaTu. Crio4aTky

Jlewenxo b.C. Apx.

4

3mn. | Apk. Ne ooxym. Iionuc | Jama




Postfix 6yB 3amymaHuii sik 3amina mommupenoro Sendmail. Foro xoucTpykiis ycyBae
0araTo MOXXJIUBOCTEW i mpobsem Oesneku. Postfix Takok ycyBae BEIMKY 4acTUHY
CKJIQJTHOCTI, TTOB’s13aHO1 3 KEpyBaHHIM ycTaHOBKOIO Sendmail. AmiricTpyBanHs Postfix
3MIIACHIOETHCS 32 JIOMOMOIOI0 JBOX MPOCTHX KOH(IrypauiiHux ¢aitmis, 1 Postfix OyB
po3po0JIeHUI 13 CaMOro MoYyaTKy, 100 BUTOHYEHO CHPABISTHUCS 3 HEOUIKYBAaHUMU
npo0iieMaMy anapaTHOro YM MPOrpaMHOro 3abesnedyeHHs [14].

Postfix moka3ye cBoro peasibHy IIHHICTh MpH poOOTI B CTpecOBUX yMoBax. HaBiTh
y MIPOCTUX CEPEAOBUINAX MPOTPAMHE 3a0€3MeUEHHS MOXKE 3ITKHYTUCS 3 HECIIOA1BaHUMHU
yMmoBaMu. Hanpukian, 6arato mporpaMHUX CUCTEM MOBOASATHCA Hellepe10auyBaHO, KOJIU
iM He BUCTauae ram’a1i abo Micis Ha nucky. Postfix BusBIIsSiE Taki yMOBHU Ta 3aMiCTh TOTO,
mo0 MOCWIIOBAaTH MpoOJeMy, Ja€ CHCTeMi IaHC BiMHOBUTHCI. He muBmsuuch Ha
HeOesneku, Postfix BxkuBae BCiX 3ax0/IiB, 00 MpalroBaTé CTa0IILHO Ta HAAIMHO [22-
25].

3BUYaitHO, 5K 1 OyJb-SKa CUCTEMa, SIKa TIOYMHAJIA CBOE ICHYBaHHS Ty)Ke JaBHO,
CHUCTEMa EJICKTPOHHOI TOINTH EBOJIONIOHYBAJIa BIPOAOBXK 1 MapaliebHO PO3BHUTKY
BChOTO [HTEpHETY.

Otxe, Tak camo fAK 1 1H(pacCTpyKTypa MIAIPUEMCTB 3MIHIOBAJIach CHOYATKy B
CTOPOHY T1IPUIHOI, @, 3T0JIOM, 1 10 TOBHICTIO XMAapHO1, IHPpACTPYKTypa TAaKOXK MOTpedye
po3BuUTKYy. CTaHOM Ha CHOTOIHI, BCe OLIbIIe 1 OlTbIe ToAaTKiB MirpyroTh 10 Kubernetes
KJIACTEPIB, SIKI PO3MILLIEH] B PI3HUX XMAapHUX CEpPEelOBUIIAX — 1€ O3HAYae, 1110 HE JIUIIe
Oe3rmocepeIHhO JIOJATKU TTOBMHHI OyTH MEPEnpOeKTOBAaHI il TaKe KOHTEHHEPU30BaHE

CepeIoBHIIIE, aJle 11e 1 BCe CYMPOBiAHE MporpaMHe 3ade3neueHHs [36].
1.1 Po3pobOka BUMOT 10 TIPOEKTY ITiICHCTEMH 3aXHUCTY

1. 3aranbH1 BIZOMOCTI.
1.1 HaiimenyBaHHA TNpOEKTHOI AoKyMeHTalli: «lIpoexT migcucreMu 3axXUCTy
CHCTEMHU €JIEKTPOHHOI MOIITH MANPUEMCTBA, MOOYI0BaHOI Ha 0a31 KOHTEHHEPHU30BAHUX

CCPpCOAOBHUIID»
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1.2 Tlpu3HaueHHs OpoeKTy migcucTeMu. [IpoeKT micucTeMu 3aXUCTy CHCTEMU
CJICKTPOHHOI TOIITH MIANPUEMCTBA, MOOYJ0BaHOI Ha 0a31 KOHTEHMHEPU30BAHUX
CepeloBUI, MpHU3HAYCHA [UIS HAAIMHOT Ta 3axUINEeHOi BIAMPAaBKH EJIEKTPOHHHUX
NOBIAOMJICHb 3 KOHTEUHEPIB, SIKI 3HAXOAATHCA B KJIIACTEPHOMY CEPEIOBHILI.

1.3 O0’ext cepenonuia. O0’exrtom cepenoBuia € Kubernetes knacrep B xMapHiii
mwiardopmi Microsoft Azure.

7. OcHOBHI (yHKIIIi CHCTEMH.

2.1 Orpumansns. Cuctema NOBHHHA 3A1MCHIOBATH OTPUMAHHS €JI€KTPOHHO] MOIITH,
sIKa 3reHepOBaHa J0JIaTKOM, SIKUH pO3pOOJIEHO MIANPUEMCTBOM.

2.2 O6poOka. Cucrema MOBUHHA 3IMCHIOBATH OOPOOKY €JIEKTPOHHHX JIUCTIB:
nepepoOKa JIOTiB JJOJATKY B 3pyYHUI GopmaT Jj1sl MOAaIblIoi poOOTH.

2.3 udpysanna. Cuctema MOBUHHA 31MCHIOBATH MU(PYBaHHS €JIEKTPOHHUX
JIUCTIB.

2.4 JloryBanus. CucreMa NOBHMHHA 3/11HCHIOBATH JIOTYBaHHS BCIX BIAIPABICHUX
JIMCTIB: HaJICUJIaHHS 1H(pOpMaIi PO BIANPABHUKIB Ta KUIbKICTh BiANPaBICHUX JIUCTIB B
pi3HI BuaM 6a3 TaHUX.

2.5 306epiranHsa. Y pasl, KOJU CepBep MOCEPEIHUK HEAOCTYNMHHH abo OJIOKye
JIOCTAaBKYy JHCTIB, CHCTEMa IMOBHUHHA 30epiraTd JUCTH, IO MOMEHTY, KOJIM CepBep
aBTOpU3ALIli JTUCTIB CTAHE 3HOB JOCTYITHHIA.

2.6 O6bmexenns noctymny. CucreMa moBMHHA MepeadadaTHt MOKIMBICTh BXOAY TIO
HapoJIIo IS 3a11001raHHs HECAHKI[IOHOBAaHOMY JIOCTYIY JO ii PecypciB 1 HaJaIITyBaHb.

3. XapakTepucTika cepeioBHILa.

3.1 Xwmapne cepemoBumie. CucreMa TOBHHHA OyTH pPO3MIIIEHA B XMapHOMY
cepenoBuii Microsoft Azure.

3.2 Knacrep. KnactepHe cepenoBuile NOBUHHE BHKOPHCTOBYBATH KJIACTEPHE
cepenosuiie Azure Kubernetes Service. [lapameTpu cepBepiB, siki MatOTh OyTH BKIIOUYEHI
B KJIacTep:

KinbkicTs cepBepiB — 2

Pozmip — Standard B2s (vCPUs — 2, Memory — 4 GiB, Hyper-V Generations —

Jlewenxo b.C. Apx.

3mn. | Apk. Ne ooxym. Iionuc | Hama




V1,V2, Proccessor — Intel(R) Xeon(R) CPU E5-2673 v3 @ 2.40GHz, OS disk

size — 1023 GiB)

3.3 baza manmx. B sxocti 0a3u maHUX IS JIOBTOCTPOKOBOTO 30€piraHHS
1HpopMallii Mpo KUIbKICTh BIAIPABIECHUX JIUCTIB MOBUHHA OyTH BUKOpucTtaHa MSSQL
0a3a nanux posmipom 1024GiB.

3.4 CepBep moniTopunry. Po3mip cepepy moniTopunry — Standard B2s (vCPUs
— 2, Memory — 4 GiB, Hyper-V Generations — V1,V2, Proccessor — Intel(R) Xeon(R)
CPU E5-2673 v3 @ 2.40GHz, OS disk size — 1023 GiB )

4. JlokyMeHTalis

4.1 TIlicns po3poOKM TMiJCUCTEMH 3aXUCTYy CHCTEMH E€JIEKTPOHHOI MOIITH
MiTPUEMCTBA, MOOYI0BaHOI Ha 0a3i KOHTCHHEPH30BAaHUX CEPEIOBHIN, MTOBUHHA OYyTH
po3po0JieHa BiJINMOB1IHA IOKYMEHTAIlisl, SIKa OMKUCYE MPOIIECH B pOOOTI JaHOT MACUCTEMH.

4.2 IToBuHHI OyTH pO3pOOJICHI CXEMHU B3a€MO3B’SI3KIB MIXK €JIEMEHTAMHU CUCTEMHU.

4.3 Tlicns po3poOKM MiJCUCTEMH 3aXUCTYy CHCTEMHU E€JIEKTPOHHOI MOILITH
MiTPUEMCTBA, MOOYI0BaHOI Ha 0a3i KOHTCHHEPH30BAaHUX CEPEOBUIN, TOBUHHA OYyTH
po3po0IieHa BiAMIOBIIHA TOKYMEHTAIlis, SIKa OMUCY€E MPOIECH Bi/UIaro>KeHHs MOMHJIIOK B
pasi 3001B pOOOTH €JIEMEHTIB CUCTEMU.

4.4 TloBuHHA OyTH PO3pOOJICHA JOKYMEHTAIIIS, SIKa OMUCYE MPOIIEC PO3TOPTAHHS
MiJICHCTEMH B KJIacTepi.

5. TectyBaHHs

5.1 Ticns po3poOKH MIACHCTEMH 3aXHCTy CHUCTEMH EJIEKTPOHHOI TOILITH
HiANPUEMCTBA, MOOYI0BaHOI Ha 0a31 KOHTEWHEPU30BAaHUX CEPEIOBUIL, MOBUHHI OyTH
BHKOHaHI TeCTH, a came: repesipka BigmpaBku 1000 muctiB B mepiox 1 xBuiawHH, 1

I'OAWHHU, Ta OJHOI'O THXKHA.

1.2 IlpuHuunum oprasizanii 0OMiHYy €JIEKTPOHHOIO MOIITO

MeToro €IIeKTPOHHOI TIOIITH € HaJCHUIaHHS TOBIJIOMJICHb Yepe3 IHTepHET.
[ToBimomMiIeHHST — IIe 3amucaHa JacTHHA iH(opMallii, sika aCHHXPOHHO JTOCTaBIISIETHCS

BIJl BIANpPaBHUKA OJHOMY a00 KIJIbKOM OjepxyBauaM. ACHHXPOHHA KOMYHIKAIlis
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O3Hayae, 110 TMOBIIOMJIEHHS MOXe OyTH CHOKWTO B JIOBUIbHIM TOYIll MicCisl HOro

CTBOPEHHS, 3aMiCTh TOTO, IIIOO B3aEMOJIISTH 3 BiIIIPaBHUKOM [19].

OCHOBHI €JIEMEHTH OOMIHY €JICKTPOHHUMH JINCTAMH TIPeICTaBlIeHO B Tabui 1.1

Ta Ha PUCYHKY 1.1.

Tabmung 1.1 — TepMiHOMOTiS €IEMEHTIB €1eKTPOHHOI MOIITH

Axponim | Ha3zBa Ornuc

MUA Mail user agent KiienT s CTBOpEHHs, HaACWIAHHSA, OTPUMAaHHS Ta YHTaHHS
€JIEKTPOHHUX IMCTIB, Hampukian Microsoft Outlook, Apple Mail i
Mozilla Thunderbird.

MSA Mail submission agent | CepBep Ui OTpUMaHHS BHXIJHUX CJICKTPOHHHUX JIMCTIB BIJX

MSS Mail submission server | aBTeHTU(IKOBAHUX KOPUCTYBauiB 1 IOCTAHOBKU IX y uepry s
JIOCTaBKH areHToM rnepenadi momrtu (MTA).

MTA Mail transfer agent CepBep A5 JOCTaBKH €EKTPOHHUX JIUCTIB Y Yep3i Ta OTPUMAaHHS iX
HA IHIIOMY KiHIIi.

[ToTiM BiH mepecuiac OTpPUMaHi €NEKTPOHHI JIUCTH areHTy JTOCTaBKH
nowmtu (MDA).

MDA Mail delivery agent CepBep A1 OTpUMaHHs eEKTPOHHUX JIMCTIB BiJl JOKAIBHOTO areHTa
nepenayi nomrty (MTA) 1 30epiranHs iX y CXOBHIII MTOBixoMIeHb (MS)
oJiepKyBada.

MS Message store Cepgep 1u1s1 30epiraHHs eNeKTPOHHUX JIMCTIB, OTPUMAHUX BiJl arcHTa

MAS Mail access server noctaBku momrtu (MDA), 1 J1ocTaBku IX JI0 areHTa KOPHUCTyBada
oty (MUA) oxepxyBada.

Sender Recipient

Mail delivery Mail transfer Mail transfer Mail delivery
agent (MDA) agent (MTA) agent (MTA) agent (MDA)

Message Mail submission Mail submission Message
store (MS) agent (MSA) agent (MSA) store (MS)

Mail user

agent (MUA)

Mail user

agent (MUA)

Pucynok 1.1 — Odiniiina apxiTeKTypa eJIeKTPOHHOI MOIITH 3 MAKIIOYEHHIMU

SMTP BunineHuMu 3eJIeHUM KOJTbopoM Ta IMAP BuiieHUMU CHHIM.
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Xonen 13 cepBepiB He MOBUHEH OyTH €IMHOIO MalnHOK. KpiMm Toro, BXimHMN
MTA ta Buxiguuii MTA He MarOTh OyTH OJTHAKOBUMHU.

[TomrToBUI KIIIEHT — I1€ KOMIT IOTEpHA MporpaMa JUis CTBOPEHHS, HACHIIaHHS,
OTpUMAaHHS Ta YMTAHHS E€JEKTPOHHUX JIUCTIB. BiH 3a0e3neuye iHTepdeiic, yepe3 kUil
KOpHCTYBadl 00pOoOJIAIOTh €EKTPOHHY NOWTY. [10IITOBUI KITIEHT MpaItOe JIOKAJIBHO Ha
MPUCTPOi KOpUCTyBaua abo0 BiJaneHo Ha BeO-ceprepi. [Ipuknagamu mepiioro BUIy €
Microsoft Outlook, Apple Mail i Mozilla Thunderbird. [lpukiagamMmu OCTaHHBOTO €
Google Gmail 1 Yahoo! Mail nig yac goctyny uepes Be6-0paysep [20].

[TomToBUI KIIIEHT MIIKJIIOYAETHCS 0 CEPBEPA BUXIIHOI MOMITH, 00 HAJCUIIATH
MOBITOMJICHHS JUIsl JOCTABKU 1HIIIMM KOPUCTyBayaM, 1 JI0 cepBepa BX1IHOI MOIITH, 100
OTPUMYBATH HOBI MOBIJJOMJICHHS 3 MOIITOBOI CKPUHBKHM KopucTyBada. O0uaBa cepBepu
aBTEHTU(IKYIOTh KOpHUCTyBaua, SIK MPaBUJIO, 3a JOMOMOTOI0 iMEHI KOpUCTyBada Ta
napossi. [lomToBuil KITIEHT MIAKIIOYAETHCS O CEpBEpa BXIAHOI MOLITH uYepe3 1HII1

iHTepdeiicy, HIX cepBepu BUXiIHOT momTu[23].

SMTP for

Incoming Outgoing message relay [ Incoming Outgoing
mail server mail server - »| mail server mail server

of sender of sender J l of recipient of recipient

A A
SMTP for IMAP or POP3
message for message
submission retrieval

IMAP for

message Mail client Mail client

of sender

of recipient

storage

Pucynoxk 1.2 — TlomrToBuii KJII€HT OfepKyBaya MiIKII0Ya€ThCA 0 CepBeEpa
BX1JHOI MOIITH, BAKOPUCTOBYIOUH 1HIIUI MOPT 1 MPOTOKOJI, HIK CEpBEpH
BUX1IHOT ITOILITH.
CepBep BHUXITHOI MOIITH NpPHUIMAE TOBIJIOMJICHHS BiJl MOINTOBUX KJIEHTIB 1
CTaBUTH iX y 4epry i qocTaBku. [10TiM BiH BU3HAYa€ cepBEP BXITHOI MOIITH KOKHOTO

oJlep)KyBada Ta IOCTaBIIsIE€ HoMy TOBigoMIIeHHS. CepBep BUXITHOI MOIITH Ji€ SIK CEPBEP
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y B3aeMoJli 3 MOIITOBUMHU KJII€EHTaMH, ane Oepe Ha ceOe poib KIIEHTa i Yac
peTpaHCAIii TOBIIOMJICHHS Ha CepBepu BXiAHOI moOmTH. (3’€IHAHHA 3aBXKIU
IHIIMIOIOTBCA KJIi€HTaMHU.) SIKIIO CcepBep BHIXIJHOI IOMITH HE MOXE JOCTaBUTH
NOBIIOMJICHHSI, BIH HaJCHUJIA€ TOBIIOMIJICHHS MpO BIAMOBY KOPHCTYBay€Bl, SKHUM
HaJiCIaB MOBIJOMIICHHs. X04Ya CEpBEpP BUXIJIHOI MOIITH HE MOBUHEH 3MIHIOBAaTH BMICT
NOBIZIOMJICHHSI, BiH Joja€e iHQopmalliio npo BianpaBHuka. Ilepm HIX NOpUHATH
MOBIJTOMJICHHSI, CepBEp BUXIAHOI MOINTH aBTEHTH(IKYE KOPHCTYBada, SK MPaBHIIO, Ha
OCHOBI IMEHI KOpHCTyBaya Ta napoJs[43].

CepBep BX1AHOI IOIITH OYIKY€ MiAKIFOUYEHHS Bl CEpBEPIB BUX1HOI MOIITH IHIITUX
kopuctyBauiB. Komu cepBep BHUXITHOT TOMITH MiAKIIOYAETHCA I Tepeadi
MOBIJTOMJICHHS, CEPBEP BXIAHOI TOMITH 3alMCy€ TOBIIOMIICHHS pa30M 3 IHIIOIO
1HpopMalli€ro ceaHcy, Takoro sk [P-agpeca BinnpaBHuka. CepBep BXIJHOI HOIUTH MOXKE
BIIXWJIMTH BXIJHE TIIOBIJIOMJICHHS 3 KUIBKOX TPUYMH: MOXIHMBO, OJIepKyBada
€JICKTPOHHOI TOIITH HE ICHY€, HOro MOIITOBA CKPUHbKA MOXXe OyTH 3alloBHEHA,
MOBIJTOMJICHHS MOKE€ OYTH 3aJIOBrMM a00 BIANPAaBHUKY HE MOXHa JOBIpATH. SIKIIO
MOBIJIOMJICHHS BIXUJIEHO, CEPBEP BUXIAHOI MOIMITH MOXke ab0 crpoOyBaTH MOBTOPHO
nepeaTé Horo Mi3Hile, a00 MOBITOMUTH KOPUCTYBayda Mpo HEBJATY JOCTABKY. 3 1HIIIOTO
OOKy, SIKIIIO cepBep BX1JHOI MOIITH MpHUIMAae MOBIIOMIIEHHS, BiH Takoxk Oepe Ha cebe
BIJIMTOBITAJIbHICTD 3a JIOCTaBKY IMOBIIOMJICHHS. SIKIO 1€ HE BAA€THCS, HATIPUKIIA, KON
MOBIJIOMJICHHS TTOTPIOHO MepecaaT, TO/Al CEPBEP BX1AHOI MOIITH MOBUHEH MOBIJOMHUTH
aBTOpa MoBimoMIeHHs[44].

[Ticns 3aBeplIeHHsS CEaHCy 3 CEpPBEPOM BHUXIJIHOI MOILITH CEPBEP BXITHOI MOIITH
JI0JTa€ TOATKOBY 1H(OpMAIIito, 310paHy ImiI 4ac CeaHcy, 10 MPUHHATOTO TTOBIJOMIICHHS.
[ToTiM BiH OLIIHIOE, YU WMOBIPHO MOBIJOMJICHHS € CHaMOM. 3aJie’KHO IIi€l OILIHKH,
MOBIJTOMJICHHS JIOCTaBJISIETHCS 710 Tanku «BXimaHI» o1epKyBada, MOMIMIAETHCS B TAIKY
crnamy ojiepkyBadya abo BHIAISETbCS 0e3 MOBLAOMIIEHHsS aBTopa. OCh 4OMY CTaHIApT
SIBHO JTO3BOJISIE CEPBEPAM BXiIHOI MOIITH MOBYKH BUAAIATA OTPUMAaHI MOBIJOMIICHHS.
Sxumo agpeca OTpUMaHHsS € TICEBAOHIMOM, CEpBEp BXIAHOI MOIITH IEPECHIIAE

IIOB1JIOMJICHHSI HA HAJIAILITOBAHY aJpecy €JIEKTPOHHOI MOILITH, a HE JOCTaBJIA€ HOro 10
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nanku "BxigHi". SIKmjo agpeca mo3Hayae CIHUCOK PO3CHIIKH, CEPBEP BXIJHOI MOIITH
HAJCUJIA€ TIOBIIOMJICHHS BCIM MiANMUCHUKaM crnucKy. CepBep BXITHOI MOINTH TaKOXK
3aCTOCOBY€E (IIBTPHU Ta T€HEPYE aBTOMATHYHI BiAmoBimi[32].

CepBep BX1IHOI MOIITH OYIKY€E MIIKIOYEHHS BiJ] MOMITOBUX KJIIEHTIB HA 1HILIOMY
iHTepdeiici. o6 oTpumaru AoCTynm OO0 MOIITOBOI CKPUHBKM CBOIO KOPHCTyBaya,
MOIITOBUM KIIIEHT Ma€ HAJIaTH BiJIMOBIIHI 0OJIIKOBI 1aHi. AJpeca eeKTPOHHOI MOIITH Ta
1apoJib KOPHUCTyBada 4acTO BUKOPHCTOBYIOTHCS JUIS aBTeHTH(]IKAIi KIi€HTa, TKOMY B
pa3l ycIixy HaJaeTbCs HEOOMEXEHHM JOCTyN 0 MOIITOBOI CKPUHBKH. SIKILO cepBep
BX1AHOI oty miarpumye OAuth, IOIITOBHI KIIEHT MOXE HaJaTH MapKep AOCTYILY,
1100 OTpUMATH MOTEHIIHHO OOMEXEHHUI JOCTYN JI0 MOIITOBOI CKPUHBKH KOPHUCTYBaya.
O6mnacTi naii, sxi nmpononye Gmail, € MPUKIIaIOM TOTO, SIK MOYKE BUTJISIATA OOMEKESHUN
noctyn. Xo4ya oOMeKeHa aBTOPU3alLllsl € 3BUUAiHOO0 JJIs 1HIIMX CIIy:KO, 11e 111e He HopMa
JUTSE el1eKTpoHHO]T romTu. [licis aBrenTHdIKaiii KII€EHT MOXE OTPUMYBAaTH, 30epiraT Ta
BUJIAJISITH TTOBIIOMJICHHS. BiH TakoX MOXe MO3HAYUTH iX K MpourTaHi abo MO3HAYNTH
iX s moganeiroi o0pooku[32].

3a3HaueHl BUIE 00 €KTU CHUIKYIOTHCS 3a JOIMOMOIOK) JIBOX THIIIB MPOTOKOJIIB:
BOHM BHUKOPHCTOBYIOTH ITPOTOKOJIM AOCTABKH JUIsl JOCTABKH TOBIJOMIIEHB 1 MPOTOKOJIH
JOCTYIY JUIsl AOCTYITY JI0 MOIITOBOT CKpUHBKH KOPUCTYBaya. SIK 3’sICOBAHO paHillle, JIUIIEe
SMTP mis mepenadi MOBiIOMJICHb € OOOB’S3KOBHM. YCi iHIN TPOTOKOIH MOXHA
3aMIHMTHU y BJIACHIM apxiTekTypl. [CHyt0Th cipoOu nmoeiHaTH HaJACUJIaHHS TOB1AOMJIEHb
1 IOCTYTI JIO0 TIOIITOBOI CKPUHBKH CTaHIAPTHU30BaHUM criocooomM[50].

Ictopuuno SMTP, POP3 1 IMAP 3anyckaimcs 0e€3m0CepeHbO IMOBEPX
TPAHCIIOPTHOTO PIBHS 3a JIONIOMOTOI0 MPOTOKONYy KepyBaHHS mepenadero (TCP), mo
O3Hayae, 1110 3B’5A30K He OyB HI 3aIM(PpoBaHUM, HI aBTeHTU(IKOBaHUNA. TakuM 4nHOM,
OyIb-XTO, XTO MaB JOCTYIl JI0 OJHI€I 3 Mepex, 4epe3 SKi IMPOXOJUB 3B’SI30K, MIr
IPOYUTATH Ta NOTEHUIAHO 3MIHUTH ITOBIJOMJICHHS.

Simple Mail Transfer Protocol (SMTP) Bnepmre 6yB BuzHauenuii y RFC 821 y
1982 pori.
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| Client l | Server I

(Open connection)

220 server.example.com

HELO client.example.org

250 server.example.com

MAIL FROM:<alice@example.org>

250 Ok

RCPT TO:<bob@example.com>

250 Ok

DATA

354 Go ahead

(Actual message)

2500k

QuUIT

221 Bye

(Close connection)

Pucynok 1.3 — Cxema po6otu nporokony SMTP.
JleTanpHilne IOCTIKEHHST MPOTOKOJIB TIepefadl eJeKTPOHHUX JIUCTIB Oyje

PO3TISAATHCS B HACTYITHUX PO3/iIax.

1.3 JHocmimxenas mpobiaem O6e3medHoi BiAMpPaBKY MOIITH

[To3Ha4yeHHsI TOB1IOMJIEHD SIK CITaMy Ha OCHOBI iXHBOT'O BMICTY Ta IMOXO/KEHHS €
npobnemoro kiacudikaiii. IMoBipHiCHI KiacudikaTopu OOUYMCIIOIOTh, HACKIIBKU
WMOBIpHO, IO BXIiJHE TOBIJOMJICHHS € CIIaMOM, Ha OCHOBI CTaTHCTHYHHUX MOJICTICH.
[Tomynsipuum MetogoM € HaiBHa OalieciBcbka (inmpTpamis cmamy. OCKUIBKH
MOBIIOMJICHHsSI a00 30epiratoTbes y mamii «BximHi», abo BiIKHIAIOTBCA SK CIam,
Oe3nepepBHY MMOBIPHICTh MOTPIOHO MEPETBOPUTHM HA JBIMKOBE pilIeHHS. K0
HMOBIPHICTB TOTO, 1110 TIOBIJJOMJICHHSI € CITAMOM, TIEPEBHUIITY€E TTEBHE MIOPOTOBE 3HAYCHHS,
BOHO BiJIXMJISIETHCA. PiBeHb MOMUIIKOBUX CIIPAIlbOBYBaHb Ma€ OyTH OJM3BKUM 0 HYJIS,
TOJl SIK PIBEHb IOMWJIKOBHX HETAaTUBIB MOXE€ OyTHM BHUIUMM. 3 I[i€i NPUYMHU MOPIT

BIIXWJICHHS MTOBIJOMJICHHS 3a3BUYail JOCUTH BUCOKHN. [T0BIMOMIEHHS 3 OLIHKOIO BUIIIE

Jlewenxo b.C. Apx.

12

3mn. | Apk. Ne ooxym. Iionuc | Jama




HW)KHBOI'O TIOPOTY 3a3BUYail MEpeMIIIyIOThCS 0 MAalKh cramy, o0 KOPUCTyBay Mir
BUPIIIUTH, IO 3 HUMH poouTH [13].

[ToxomKeHHS TOBIIOMIICHHS BIJITpa€ BUPIIIAIBHY pOJb TPH OINHIII HOTrO
JOCTOBIPHOCTI. 3a BIACYTHOCTI aBTeHTHU(ikamii gomeHy pemytauis [P-agpecu
BIJIIIPABHUKA BU3HA4ae, 4Yu Oyje JOCTaBICHO MOBIAOMIEHHsS. KoM €neKTpOHHI JTUCTH
Ounblie He MOXHa OyAe MiApoOWTH, pemyTailis JTOMEHY BIANpaBHUKAa TAaKOX CTaHE
BakauBO0. Ko BinOyBaeThCcs TOCTaBKAa EIIEKTPOHHUX JIUCTIB 3 HOBOI I[P-ampecw,
JIMCTH, 3 BUCOKOIO MMOBIPHICTIO, MOTPAIIATh y MAaNKy 31 COAMOM CBOIX OJIEp>KyBadiB,
HaBITh fKIIO JOTPUMYBATHCA YyCiX HaWkpamux mnpaktuk. [I{o6 cTtBopuTH raphHy
penyTaiiio, noTpideH 4ac, TOMy CaMOCTIMHO KepyBaTh CEpPBEPOM BHUXIJIHOI MOIITH €
CKJIagHUM mporiecoM. J[as Toro, mo0 AOCATTH BHCOKOTO PIBHS JTOCTAaBKH, 3a3BHYal
KyIy€eTbCs penyTaliiHui KamiTal iHmoi komnasii. HaBkoso mi€i miHHICHOT mpono3uiii
BUHUKJIA 111718 1HAYCTpid. Taki KoMmaHii BiIOMI SIK TOCTa4aJIbHUKH TOCTYT €JIEKTPOHHOT
NOIITH a00 MOCTAYaIbHUKH MOCIYT €JIEKTPOHHOI MOIITH, 1 BOHH MPOMOHYIOTh OCTYTY
TpaH3aKIIHHOI eJNeKTpoHHOI mommTH. HepomikoMm 1ii€i cuctemm pemyTamii € Te, 1o
€JICKTPOHHA TMOIITA OUIbIIE HE € BIAKPUTOIO CIIYk OO0, SKIIO € HEOOX1HICTh TPUI0aHHS
peryTarii s HaJCUJIaHHS TOBIOMIJICHB BiJl 1HINOT KoMmadii. [lepeBara 1ii€i cucremu
MOJIATA€E B TOMY, III0 KOMIIaHI1 MalOTh CTUMYJIU 3aXUIIATH CBOIO PEITyTAIllI0: BOHU PaJIIlie
XO0YyTh, 1100 YnTayaM OyJI0 IKOMOTa JIETIIIEe CKaCyBaTH MiMUCKY Ha IXHIO PO3CHIIKY, HIK
pU3MKYyBaTH OYTH NO3HAUYEHUMU SIK criaM [29].

Excrutyarariis JOBipJMBOCTI JIIOJIeH BiloMa SIK coIliaibHa iHXeHepis. Okpim
BUJIaBaHHS ceOe 3a HaAlliHy opraHizamito st (PIIIMHTY, TMONIMPEHOI aTaKow €
HaJICUJIaHHS JKePTBI €JICKTPOHHOTO JIUCTA, SKUH HaueOTO HAaIXOIUTH 3 ii BJIACHOT apecH.

KpiM comianbHOi iHXKEHepil, miApoOseHl aapecu BIANPABHUKIB MOXYTh OyTH
3IIOBKHMBAHI, KOJIM EJIEKTPOHHI JIUCTH BUKOPHCTOBYIOTHCS JUISI aBTEHTH(IKAIi.
Hanpukman, mg0aM 4acToO MOXKYTh CKacyBaTH IMIJNUCKY HA CIHCKU PO3CHIIKH
eJIEKTPOHHOIO ToMITo0. HaBiTh AKIIO 1€ He Tak, 6araTo CIUCKIB PO3CHIIKA BUAAJSIOTH
HIANUCHUKIB, SKUM HE BJIaJIOCSd aBTOMAaTUYHO JIOCTABUTH KIJIbKA MOBIIOMJIEHD MOCH1b.

SIKII0 CHHMCOK PO3CHIIKM HE BHUKOPUCTOBYE HemependadyBaHl IUISXH TOBEPHEHHS
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13

3mn. | Apk. Ne ooxym. Iionuc | Jama




KoHBepTa 31 3MiHHUMH (VERP), nmoBijoMiieHHs Mpo BIIMOBY MO>KHA JIETKO IMIJIPOOUTH,
[0 O3HAyae, M0 BH MOYKETE CKACYBAaTH MAMKUCKY 1HIIMX JIIOJIE Ha CIIUCOK PO3CUIIKH.
[ToxiOHMM YUHOM, JIUIIIE CXBaJICH] BIITPAaBHUKH MOXYTh HAJICHJIATH ITOBIIOMJICHHS BCIM
nepeIUIaTHUKAM CITUCKY PO3CHIKH. byab-XTO, XTO 3Ha€, K MiIPOOWTH CJICKTPOHHI
JIUCTH, MOKE JIETKO 001UTH 11e 0OMEKEHHS Ta CIIaMUTH CIIMCOK PO3CUIIKH [45].

3a OCTaHHE JIECATUIIITTS BIJICOTOK €JIEKTPOHHUX JIUCTIB, K1 i 4ac MepeCuIaHHS
3amMpPOBYIOTECSA Ta aBTEHTU(DIKYIOThCs, 3Ha4HO 3pic. OJHAK, KOJW BU HAJCHIIAETE
CJICKTPOHHUM JTUCT, HEMAE TapaHTii, MO0 KOH(IACHIINHICTD 1 MITICHICTh MOBITOMJICHHS
OyJie 3aXUILEHO, KOJIM BOHO MIEPENAETHCS 3 CepBepa BUX1IHOI MOUITH HA CEpBEP BXITHOT
nomrTu ojaepxkyBada. lle oco0iamBO mpobOiieMaTHYHO, KOJW EJIEKTPOHHA TIOIITa
BUKOPUCTOBYETHCS JIJIi BUKOHAHHS BAKIMBHUX I OE3MEKW oOmeparliii, HampuKIamd
CKHUJAHHS TIapojs. 3aBIsSKH 3BOPOTHIH CYMICHOCTI TPOTOKOJM EJICKTPOHHOI TMOIITH
3aXHILEH] JIUIIE BlJI TACUBHUX 3JIOBMHUCHHUKIB.

Gmail Hagae mpocTtuil crnoci®é nepeBipuTH, Yu OyJI0 OTpPUMAaHE IOBIJOMIICHHS
aBTeHTH(IKOBAaHO Ta 3amM(PPOBAHO ITi/T Yac MEepeaaBaHHs, M0 JT03BOJISE KOPUCTyBadyaM

OL[IHUTHU aBTE€HTHUYHICTb.

Alice <alice@example.org>

tome ~
Alice <alice@example.org>
Bob <bob@example.com>
Oct 28, 2020, 9:37 AM
Here we go again
example.org
example.org

& Standard encryption (TLS) Learn more

Pucynok 1.4 — mailed-by Bka3ye na nepeBipky SPF, signed-by Bka3ye Ha
nivicHicTs mianucy DKIM. security Bka3ye Ha Te, IO CepBEP BUX1THOI MOIITH

BianpaBHUKa BukopructoByBaB STARTTLS.

Jlewenxo b.C. Apx.
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OxpiM KOH(]IAEHUIHHOCTI Ta LUIICHOCTI, Oe3mneKa 1H(popMallii TaKoX OB’ s3aHa 3
JOCTYIHICTIO cepBiciB. OCKUIBKH MOBIAOMJICHHS MOXe OyTH BIJKMHYTO SIK cram a0o
MOTPAIATH B TANIKy CIIaMy OJiep)KyBada BuTbIIicTh roAei MIHIMI3YIOTh IIEH PU3HK, HE
BUKOPUCTOBYIOUH BJIACHI CHCTEMH €JIEKTPOHHOT MOIIITH.

BunanHs 3a 1HIIOTO BIANpPAaBHUKA HA3UBA€THCA CIy(IHMOM. Xoda 3amoOiraHHs
criydiHry He ycyHe cmaMm i1 (IIIUHT caMm 1Mo c00l1, OCKUTBKU CIaMepu TaKOX MOXKYThb
3aCTOCOBYBAaTH TaKi CTaHIApPTH, a (IMIMHT 3aJUIIAETHCS MOXJIMBUM 13 TIOJMIOHUMH
JIOMEHaMH, 1€ BaXXJIMBa IEpeIyMoBa MJs IHIIUX METOJIB, TAaKUX SIK TO3HAYCHHS
HEBIJJOMMX BIJIPABHUKIB. SIK Oysn0 3’4COBaHO paHille, CIy(piHT €IEeKTPOHHOI MOLITH
BUPINIYETHCS Y JBa €Tald: CEPBEp BXIAHOI MOILITH OJEp>KyBada IMepeBipse, IO 1HIIA
CTOpOHA aBTOPH30BaHA HAJICWJIATH €JIEKTPOHHI JUCTH BiJl IMCHI JOMEHY BiANpaBHUKA, a
cepBep BUXITHOI MOMITH FOTO JOMEHY TapaHTye, 110 JIOKAIbHA YacThHA aapecH «Bimy»

HAJIC)KUTh KOPUCTYBAYEBI, IKUI HAJICTIaB MOB1IOMJICHHS.

Domain
Incoming Outgoing authentication Incoming Outgoing
mail server mail server mail server mail server
of sender of sender of recipient of recipient
User User
authen- authen-

tication tication

User
authen- Mail client Mail client

tication of sender

of recipient

Pucynok 1.5 — Anroputm ayteHTH}IKALIT JOMEHY

1.4 Anani3z nmporpaMHUX IPOIYKTIB JIJIS BiIPABKH ITOIITH

3amyckaty BJIACHUN TOIITOBHM CEpPBEP € IOBOJII HEMPOCTUM 3aBAaHHIM. Tomy
NOTPIOHO aHaII3yBaTH KOXKHY JeTallb, 1100 3poOuTtu nmpaBuibHui BUOIp. Ilepiie, Ha 1o
CITiJT 3BepHYTH yBary, e Tun MTA: TiTbku MOCepeHUK BiIIPaBKA a00 MOBHOIIHHUN
nomtoBui cepsep [11].

MTA nmnocepennuku (Relay-only or send-only MTAs) MoxyTh nepecusaTu

€JICKTPOHHI JINCTU Ha IHIIUHI cepBep, kUM 3a3Budail € SMTP-cepBep nocrayaibHuKa
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15
3mn. | Apk. Ne ooxym. Iionuc | Jama




nocayr [aTepuety (ISP). HaitOunem BukopucroByBani MTA nocepennuku — nullmailer,
msmtp 1 sSSMTP. Ile#i Tun areHTa mepenayi MOMITH € XOPOIIMM BHOOPOM, SIKIIO €
HEOOXITHICTh TMPOCTOTO0 HAJICHJIAHHS CJICKTPOHHUX JIUCTIB Ha EJICKTPOHHY ajpecy,
Harnpukian Gmail [38].
Opnak ciij BpaxoByBaTH Takl (pakTopu:

— Yu moxe MTA 30epertu eneKTpOHHI JHMCTU B Yepry s MOAAJIbIIOL
JIOCTaBKH B pa3i 300107

— Yu Moxxe MTA 3aMIHUTH CHUCTEMHOro areHra jgoctaBkd momtu (MDA)?
Sk1110 BiH MOXke€, TO BIH 00pOOJISITUME BCIO MOMITY, [0 HAJIXOAUTD 13 CUCTEMHU.

— Yu migrpumye MTA Bumorn s minkmtoueHss 10 SMTP-cepsepa ISP? 1li

BHMOTH MOXKYTb BKJIFOYATH TIEBHY aBTeHTH(]iKaIio abo TLS.

[ToBHouinHi (Full-fledged ) MTA, Takox BiAOMI SIK HOILUTOBI LIEHTPH, MOXKYTb
BUKOHYBAaTH BCl (YHKII1 AocTaBKU NowmTH B [HTepHeTI. SIK mpaBmio, 1eil TUN areHra
nepecusiaHHs MOUITH OTPUMYE eNeKTpoHH1 aucTh Bil MTA nuie mis petpancisiii, a
noTiM repecuiae ix. Postfix, Sendmail i Exim manexars g0 1iei kateropii. [1{o6 Bubparu
HallKpalMii BaplaHT, CJIJ BpaxoByBaTH KIJbKa KpUTEpiiB BuOOpy: Oe3meka,
MPOYKTUBHICTh, TOKYMEHTAIlISI Ta KUTTE3MaTHICTh. CIMCOK MOXe OyTH Ie JTOBITUM
3aNeXHO BiA 1uied. Ha ocHOBI muUX KpuUTepliB MOXKHA TIHMOIIE 3aHYpPUTUCA B JEsKi
TEXHIYHI ACIIEKTH, IK-OT:

— Yu BUKOPUCTOBYETHCS OJUH a00 KiabKa (aiiiB A KoHIryparirypamii
— Yu € CHHTaKCHC 3PO3yMUIUM

— Slka BOys0BaHa CKpUIITOBA MOBA BUKOPUCTOBYETHCS

— CrabinpHICTh KOy

— PerynsipHicTh OHOBJIEHb MPOTPAMHOTO 3a0€3MeUEHHs

— Minimanbauii HaOlp QyHKIINH

— Taixmwe...

Postfix e MTA, opierToBarnM Ha 6e3neky, ToAl sk Sendmail € cranmaptanm MTA
st cucteM Unix, a EXim € HacTporoBaHUM 1 OJHUM 13 HaMOLIbII THYYKHX areHTIB

nepeayi Mot 3 TOUYKH 30py KoHpiryparii [46].
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Tabmuug 1.2 — IopiBHANBHA TaOIMI areHTIB Nepeaadi MomTH

MTA Postfix Sendmail Exim
[inTpumxa o
Cross-platform Cross-platform Unix-like
cepsepuux OC
PLAIN / LOGIN/
PLAIN / LOGIN/ PLAIN / LOGIN /
CRAM-MDS5 /
CRAM-MDS5 / DIGEST- CRAM-MDS5 / DIGEST-
DIGEST-MDS5 /
MDS5 / ANONYMOUS/ | MDS5/ ANONYMOUS/
ANONYMOUS /
EXTERNAL / G2/ EXTERNAL / G2/
EXTERNAL /G2 /
Metoaun GSSAPI/ GSS-SPNEGO | GSSAPI/ GSS-SPNEGO
GSSAPI / GSS-
aBTOpH3aNii / KERBEROS V4/ / KERBEROS V4/
SPNEGO /
NTLM / OTP /PASSDSS | NTLM / OTP / PASSDSS
KERBEROS V4/
/ SCRAM / SRP / X.509 / SCRAM / SRP/SPA /
NTLM / OTP/
PKI auth via STARTTLS Dovecot SASL / GNU
PASSDSS / SCRAM /
and EXTERNAL SAS / Heimdal GSSAPI
SRP
Cipnit cimcok + + +

SPF OnuioHaJILHO OnuioHaJIEHO OrnwioHaJILHO
DKIM OmniioHaILHO OrmniioHaILHO Omn1ioHaabLHO
DMARC OmniioHaILHO Omn1ioHaILHO Omn1ioHaIbLHO

3ano0iKHUKH

cramy

[lepeBaru mporpamuoro 3abesnedeHHs Postfix:

— CrpsimoBaHICTh Ha Oe3IeKy

— Biaminna qokyMmeHTarlis

— Bucoxka mBHAKICTh poOOTH 3 UEepryBaHHS JIUCTIB

— CywmicHicTb 3 Sendmail

— AKTHUBHUI PO3BUTOK

— Tlpocte mamamryBaHHs (KOHGITYpallisi BiINOBIIHO 0 TapaMeTpiB (MpaBui), sKi

MaroTh OyTH BU3HA4YE€H1 Yy KOH(DIrypamiinomy ¢aii)

OcHoBHuM HepoJiikoM Postfix € fioro HeBenmWka THYYKiCTh B Kactomizarlii. Postfix

Hajae Oe3Nliy mapaMeTpiB 1 HalalllTyBaHb, a TAaKOXX Ma€ OPIEHTOBaHY Ha Oe3IeKy
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apxiTekTypy. Xoda 6araro MuirepiB (HOWTOBUX (IIbTPIB) MOKHA BUKOPUCTOBYBATH 3
Postfix i3 kopoOku, MOTPiOHO BMITH HAJAIITOBYBATH JIOTIKY 32 iX JIOTIOMOTOIO.

[TepeBaramu Sendmail € oro rHy4YKiCTh Ta TOPTAaTUBHICT. OCHOBHUM HEIOJIIKOM €
Horo ciaOka opieHTOBaHICTh Ha Oe3neky. SendMail Bxke nepecTaB akTHBHO PO3BUBATHCH,
Ta fioro 1o puHKyY 3 1996 poky 3menmmnacs Big 80% 1o 4% [10].

B cBorw uepry, Exim cxoxuif Ha (perMBOpPK 3 BJIACHOIO MOBOIO 3aCTOCYHKIB JJIs
BUKOHAHHS CKJIQJHUX KOHIrypamiid. BiH mMae BIockoHajeHy OararoeTamHy JOTIKY
00pOOKM MOIITH, KA TIAXOAUTH JJIs CKJIAIHUX BUIAJIKIB.

3 ycix MTA, saxi mu posrisigaemo, Postfix HailiOuibiie npuaiise yBary Oesmeri.
VIMoBipHa TIpHuMHA HONSTaE B TOMY, IO BiH OyB cTBOpeHMil Wietse Zweitze Venema,
daxiBmem 3 Oe3lMeKW BUIBHOTO MpPOrpaMHOro 3abe3mnedeHHs. Sendmail He MoXKHA
BBakatu Oe3zneunumM MTA. Kpim Toro, Postfix cnouatky OyB po3poOiieHuit ass
MOM’ SIKIIIEHHSI BPa3JIMBOCTEH, 1MoB’s3aHuX 13 Sendmail. Exim gocuth Oe3nedyHuil mjis
OunbmiocTi BUMazkiB, ane mporpae Postfix. [IpaBunbaa koHdiryparis Bamoro MTA
Postfix 3a0e3medye TOKpaIeHW 3axUCT BIJ CHaMy, 3JI0BXKHBaHb 1 BHTOKY
KOH(DiAeHIIITHUX naHux [29].

Ha Bimminy Big Exim, Postfix mae meHTpandbHUN MEHEIKEp Yepru Ta Kpaiie Ta
mBuU/IIIe 00p00IIsLe yepru. Jleski CHCTEMHI aJIMIHICTPATOPH CTBEPIKYIOTh, 110 BiH OLIBIII
e(eKTUBHUN TIPH Jy’K€ BHCOKOMY HaBaHTaXeHHI, HDK Exim, ajge He 10 MOMITHOTO
cTynens [22].

Sendmail BimoMuii cBo€r0 HEEPEKTUBHICTIO MOPIBHSAHO 3 KOHKypeHTaMu. CuctemMHi
aJIMIHICTPATOPH YacTO CKApKaThCsl HA BUMAJAKOBI MPOOJIEMH 1 3a3BHMYall BCTAHOBJIIOIOTh
Postfix a6o Exim. O6uaBa € 3aminoro Sendmail i maibke OJHAKOBI 3 TOYKH 30Dy
HagiiHocTl. OgHak Postfix Ha kpok momepeny 3aBAsiKd CBOiM MOJYJBHIM apXITEKTYpi.
Bin ckmamaeThes 3 HE3aJI€KHUX YaCTUH CUCTEMH, SIK1 MOXKYTh OyTH B3a€MO3aMIHHUMH B
pa3i MOJIOMKH, 110 3a0e3nedye OLIbIl BUCOKUN PIBEHb HAIIMHOCTI.

KoskHuii 3 Tpiiku Ma€ MOHOJIITHHI TOJIOBHHUH KOHGITYpaliiauid daitn. Y Toi ke Jac
Exim € naiibunbm koHpirypoBanuM. Postfix, He3BakarouM Ha CBOIO OpIEHTAII0 Ha

Oe3nexy, 3a0e3neuye BUCOKMN pIBEHb THYYKOCTI Ta MPOCTOTH aaMiHiCTpyBaHHs. JlJist
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aaMiHIcTpaTOpiB-noyaTkiBLiB Postfix Oyne nermie HanamTyBaTu, HIXK OyAb-SIKUM 1HIIMMA
MTA. Kpim toro, BiH peanizye Sendmail CLI i cymicHHil 13 momToBUMHU (DiIbTpamMu
Sendmail [20].

Opnak Postfix € meHm yHniBepcanbHimmM, HX Exim. e o3Hauae, mo Exim mae
YyJI0Bl 3ac00M I1HTErpamii Ta MOXe JaTh CUCTEMHHUM aJMiHICTpaTopaMm Te, IO BOHH
npocsath. Exim Tak 4yu iHakie miarpumye ouibmricts MoxkiauBoctet MTA. Exim Ttakox
noeTHyeThes 3 cPanel: omHi€r0 3 HAWTTOMIMPEHIIINX MTaHeNIel KepyBaHHS IS BIIACHHUKIB
JIOMEHIB.

Sendmail nporpae Postfix 1 Exim y Bcix acnekrax, BKIOYalO4H 3pY4YHICTh
BUKOpHUCTaHHs. Ha mpakTuill HeMae BaroMux MpUYUH AJI1 BCTaHOBJICHHS 1Iboro MTA. Y
Toii ke dYac Sendmail momepenHHO BCTAaHOBJICHO Ha OUIBIIOCTI KOMEPIIIHHUX
onepauiiHux cucteM Unix. Ile Takox mnDopTaTHMBHE pIIICHHS, $KE MOXHa

BUKOPHCTOBYBATH B CHCTeMax, BiAMIHHUX Bia Unix, Hanpukiag Windows [53].

BucnoBku 110 po3ainy 1
OTtxe, y IbOMY po31u11 OyJi0 OOIPYHTOBAHO aKTyaJIbHICTh TEMU POOOTH MO pO3pOOII
NPOCKTY IMIJACHCTEMH 3aXHUCTy CHUCTEMH €JICKTPOHHOI TIOIITH MiANPUEMCTBA,
noOyoBaHO1 Ha 0a31 KOHTEHHEPU30BAHUX CEPEIOBHIIL.
byno mocmimkeHo 3aBaaHHS Ta OOpaHO BEKTOP IS IPOJIOBXKEHHS JOCIIIHKCHHS
IPOIIECiB TOBA3aHUX 3 BiJMPABKOIO EIEKTPOHHOI MOMITH 32 JOMOMOTOI0 CyYacHHX

MIPOTOKOJIIB Ta JIOJIATKIB.
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2. ITPOEKTYBAHHA HHIACUCTEMUA SAXUCTY CUCTEMU
EJIEKTPOHHOI ITOIITH MIAITPUEMTCBA.

2.1 Omumc iHGPaCTPYKTypH MiANMPUEMCTBA Ta BU3HAYCHHS HEJONIKIB Y HasBHIN

CUCTEMI

[TignpuemMcTBO, Ha 6a31 AKOTO BEAETHCS AOCTIKEHHS, 3 CAMOTO TIOYaTKy PO3BUTKY
CBOTO JOJIaTKy, MaJO PO3MOJiICHY 1HPpPaCTPyKTypy, Ta IOJATKHA PO3MIIIAIMCS Ha
GI3UYHUX cepBepax B PI3HOMAHITHUX JATAIICHTPAX. 3 PO3BUTKOM XMapHUX TEXHOJIOTIH,
TEXHOJIOrIH OpKecTpamii JOJaTKIB Ta KOHTeiHepu3alii, MiANPUEMCTBO I0YAJIO
NePEMIIIEHHS CBO€T IHPPACTPYKTYPH 10 KOHTEHHEPIB, K1 3HAXOIATHCS HA TIOTY>KHOCTSIX
XMapHHUX MTPOBANJIEPIB.

Hapasi, B paMkax mianmpuemMcTBa, He OyJI0 BIPOBAIKEHO MEXaHi3M JIUIs 30epiraHHs Ta
00OpOOKM €JIEKTPOHHOI MOMITH, 10, B CBOK YEpry, HNPUBOAUTH 1O I BTpaTH Ta
MOTEHLIHHOTO NEPEXOIJIEHHS TPETHOI0 CTOPOHOIO.

B nanomy Bumanky, BTpata abo mepemada iHdopmariii abo BMICTy JHCTIB €
KPUTUYHOIO, TOMY IO B JIMCTaX MICTHTBCS iH(OpMaIlis mpo 3aiHCHEHI 3aMOBJICHHS Ta
1HIIa Yy TIuBa 1H(OpMALIis.

MaeMo cutyariito, mpu SIKii OCHOBHI JIOJATKU BXKE IEPEHECEHO JI0 XMapHOTo
CEpEe/IOBHUINIA, aJie TUCTH BIAMPABIIAIOTHCS, 0€3M0CcepeIHBO, OTPUMYyBayaM 0€3 HaJIeKHOTO
3aXHCTY Ta MiHIMQJIBHHUX OIEparliii 3 MpuxoBaHHs BMICTy JucTiB. OCHOBHa IpoOiema,
3BiCHO, 1€ BTpaTa JIUCTIB B JIAHIIOKKY MK 3aCTOCYHKOM Ta OTpuMyBadeM. OCHOBHOIO
3a/1auer0 € po3poOka BOYJOBAaHOTO B KJIACTEp PIIIEHHS, SKE MOETHAE B c001 (QyHKITI
mupyBaHHSA, 3aTPUMIN B Yep3i JUCTIB, Ta JOTYBaHHS KIJIbKOCTI BIANPABIICHUX Ta
HEBIJIPABIICHUX JIUCTIB.

Tax sik, TOJATKIB B IHPPACTPYKTYP1 € BEJIMKA KUIbKICTh, AyAUT, CKIJIBKM KOPUCTYyBaul
BIJIIPABWIIM JIMCTIB, € TAaKOXX KPUTHYHUM (akTopoM. B maHuii MOMEHT KiHIICBHIA
KOPHCTYBa4, SIKH{ BIAMpAaBJIsIE€ JIMIIE KiJTbKA JIUCTIB, Ta KOPUCTYBay, KW BiAMpPaBIIsIE

COTHI THCIY J'II/ICTiB, IJIaTATb OAHAKOBO, TOMY 11O, Hapa3i, HEMaAE MeX&HiSMy KOHTPOJITO.
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2.2 Bubip iH(ppacTpyKTypH Ta XMapHOTO MpoBailiepy

Konreitnep — 1e craHgapTHa OAMHMIII TPOTPAMHOrO 3a0e3leueHHs, sKa
yIakoBy€ KOJ 1 Bci Horo 3amexHocTi. BoHum OepyTh Ball MOHOJITHHH KOA 1
NEPETBOPIOIOTH HOTO Ha KiJIbKA JIETKUX MOAYJIB, IKHMH BH MOXETE JIETIIe KepyBaTH Ta
3’€JIHYBaTH 1X MK 00010, HE TYpOYIOUHCH MPO T€, 10 OJUH HEBEITUKHUIN MOJTYJIb 3J1aMa€e
BCIO Bauly nporpamy. Lle nae Bam Ouibl 1eTalbHUM KOHTPOJIb HAJ BAlllUM KOJIOM, aje
1€ TAKOXX 03HAUAE, 10 Y BaC € KUIbKAa PyXOMHX YaCTHH K YaCTHHA BaIloi miatdopmu.

[Tpobnema Takoi KiTbKOCTI pyXOMHX YaCTHH MOJISATAE B TOMY, IO 32 HUMHU Ba)XKO
CTeXKUTH. SIKIIO y Bac € OJIMH KOHTEHHEep, KU MiAKII0Ya€ThCs A0 1HIIOT0, BU MOBUHHI
nam’STaTd MPO OHOBJICHHSI KOXKHOTO 3 HUX, 100 3a0e3neunTu cTabUIbHICTh Ha Balliid
miaTdopmi. [ToMHOXKTE 11e HA TECITKH KOHTEHHEPIB, 1 Terep y Bac BUHUKHE MpodiieMa
KepyBaHHs KozoM [27].

Kubernetes Bupinrye BenMKy 4YacTHHY HaKJIAQIHUX BHUTpaT Ha PO3TOPTaHHS
KoHTeiHepiB. [lepiogu po3ropTaHHs MOXYTbh TPUBATH LUIUN JI€Hb MIX KOMIUIALIEIO
KOy, HOTO TECTYBaHHSIM 1 TIEPEBIPKOIO OHOBJICHHS BCiX Cy»0. Killbka iHCTpyMEHTIB
aBTOMAaTH3allil 3 SBWIUCSA MPOTAroM OaraTbOX pOKIB, MO0 JOMOMOITH pPO3POOUTH
Kpammii croci0 po3ropTaHHs, ane Ii IHCTPYMEHTH B OCHOBHOMY MpH3HAYEHI IS
MOHOJITHHX 0a3 koay. OpkecTpallisi Ta aBTOMaTH3allisl BUPILIYIOTh 6araTo rnpooiem, siki
BUHHKAIOTH IT1JT YaC PyYHHX PO3TOPTaHb iHPPACTPYKTYPH — BHU He 3a0yBaeTe (aiinm, B
OHOBIJTIOETE BCi CEpBEPH, a 3MiHM MOXKHA CKaCyBaTH.

e oxna BiaminHIcTh Kubernetes Bia 1HIIMX BapiaHTIB PO3TOPTaHHS TOJISITAE B
TOMY, 1110 PO3TOPTAaHHS KOHTEHHEPIB BiIOyBaeThCcs OesnepepBHO. Hemae HEoOX1aHOCTI
YeKaTH KOMITUISAIT Ta TOJAIBIIOr0 PO3rOPTAHHS JBIMKOBUX (ailJliB OJUH 33 OJTHHM.
Hatomicte Kubernetes 3aBxau BHOCUTh HOBI 3MIHM Yy KOHTEHHEPH Ta PO3ropTae ix y
donoBomy pexumi. Ile cmocid0 MBHUAKOTO pO3ropTaHHS KoOAy 0€3 3yNUHKHU
IPOAYKTHUBHOCTI B TIEBHUIW 4ac Micsams. SKmio icHye ciyx0a, sika MOCTIHHO ToTpedye
3MiH, To Kubernetes 1 koHTeliHEpH MOXKYTh BIIOPATHCS 3 HABAHTAXKCHHSAM 0€3 BTpYUYaHHS

pO3poOHUKIB [4].
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[Tincymoxk, Kubernetes 1 koHTelHEpH 3arajgoM NPUPOIHO MIAXOAATh 151 XMAPHUX
CEpEeIOBHIII, OCKIJIbKA KOHTEHHEPH HabaraTo OUIBII MOPTATUBHI Ta JIETKI — 1 KOHTEHHEpH
MOXXYTh TMpAMIOBATH B OUIBIIOCTI XMapHUX 1 JIOKAIBHHX cepefaoBuil. KonteitHepw,
30KpeMa, € crocoboM peaizaiii OaraToXMapHOi cTparterii, OCKUJIbKM iX MOXKHA
BUKOPHCTOBYBATH SIK JIOKAJIbHO, TaK 1 cepel OCHOBHHX XMapHHUX MpoBaiinepiB. Ll
nepexpecHa CyMICHICTh pOOUTh KOHTEHHEpH MPUBAOIMBUM BapiaHTOM JJisi 3HIKECHHS
PHU3HKY BIPOBAKEHHS MIKPOCEpBICiB y XxMapi [9].

IIpoBenemo ananiz mepeBar ta HenoJikiB Amazon Web Services (AWS). 3
TphoX Haiikpammx cepsiciB (AWS, Azure, GCP) AWS € nigepoM pUHKY XMapHOTO
XOCTUHTY, TOMY HOro po3risig € mnepmoueproBuM. AWS mae Tpu KOHTEHHEpHI
cepenopuma: ECS, EKS i Fargate. ECS — Haiikpammii BapiaHT, SKIIO y pO3pOOHHKIB
MaJjio JOCBiAYy poOOTH 3 KOHTEHHEPAMHU Ta BKe € BUKOPUCTaHHA AWS i1 po3MilIeHHS
cBoix ciyk0. Posropranus B ECS Ha3uBaeThCsl «KOHTEHHEPH K IMOCTyra» (containers-
as-a-service), 1 11e BBAXKAETHCS XOPOIIOIO BiIMIPABHOIO TOYKOIO JJISI BA3HAYEHHS TOTO, YU
MiIXOATh KOHTEHHEPH JJI1 BUKOPUCTAHHS B MeKax opraHizamii. ['0JIOBHUM € JT03BiI
CIIy01 aBTOMaTU3yBaTH HEOOX1IHIPO3rOPTaHHS 0€3M0CePEIHBO B XMapi 3a JOMOMOI00
Amazon AWS CloudFormation.

Jliia Oiunpin moBHOTO BuKopucTaHHs Kubernetes 1 koHTeiHEpIiB MOXKJIHMBIN BUOID
cepBicy Amazon EKS. fxmo posmimenns Kubernetes ke € nokanmpamM, EKS
NEPEMICTUTh ICHYIOUE CEepEOBHILE B XMapy. AHaJi3 epeBar Ta HEJOJKIB M0Ka3aB, 110
EKS mae xopormni MOXIUBOCTI, OO CTaTH HAWMOMYJISPHIIIUM CIOCOOOM KepyBaHHS
koHTeiiHepamu. lllicTnecat Tpu BIICOTKM KOPUCTYBaudiB KOHTEHHEPIB, ONUTAaHUX
Kubernetes, BukoprctoByroTh AWS.

AWS Fargate — HoBul npoaykT Bil Amazon. Lle octanHiil Bunyck Bix Amazon
JUIsT KOpHUCTyBadiB KoHTeWHepiB. Fargate mo3Bomsie pos3ropratu KoHTeWHepH Oe3
KepyBaHHsS cepBepamu uu kiacrepamu. AWS miaTtBepamna, mo Fargate Ttakox
npamoBatumMe 3 AWS EKS, tomy Oyzae kigpka BapiaHTiB 1 KOMOIHAIi HA OCHOBI

1HUBITyanbHUX OTped [48].
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Po3mimenuit Kubernetes 3 AWS — ne Te, mo poOuts Horo npuBaOIuBUM IS
pPO3pOOHHUKIB, SIKI TUIBKM BHUBYAIOTh KOHTEHHEpHE cepepoBHINE. SKIIO € HEOOXIAHICTh
CKCIIEpUMCEHTAJIbHUX PO3pPO0OK 3 KOHTCWHEpaMH, 1 HEMa€e BIICBHEHOCTI, IO BOHH
HiIXOJATh Y cepeaoBuIle po3poOku, Bukopuctanus AWS i ixuporo cepBicy Kubernetes
CTaHe XOpOoIIIok0 BiANpaBHOIO Toukoro. Hegomikom € te, mo EKS BBaxkaeThcs ckinaaHum
y HaJIAIITyBaHHI Ta BUMArae MeBHOr0 TEXHIYHOTO JAOCBIY pOOOTH 3 KOHTEHHEpaMHu, ajie
11 TAaKOX IMOBHICTIO MacITaboBaHe Ta KOH(ITypoBaHe PIllICHHS, SKE I03BOJISTE€ KOMITaHIi
KoHTpostoBaTu Kubernetes 1 Te, ik BiH MpaIltoe 3 JOKaJIbHOK Po3poOKoro [49].

IIpoBenemo ananiz mepeBar ta HenoJikiB Microsoft Azure. Jlyis cucreMHuUx
aJIMIHICTPATOPIB, SIKI NEPEBAKHO MPAIIOIOTh 3 MPOrpaMHUM cepenoBuiieM Windows,
po3ropTaHHs B Azure € HaWOUIbII IHTYETHBHUM Ta 3po3yMiuM. lle HalHOBimmImii
KOHTCHHEpHUI CEepBIC Ha XMapHOMY PHUHKY, JocTymHui jume 3 2015 poky, Tomy
Microsoft mpo0BKy€e BIOCKOHAIIOBATH CBiil CepBic.

Microsoft € kommnaniero po3poOHUKOM oreparliiiHoi cuctemu Windows, aie Ha
XMapHii maTdopmi Azure € TaKOK MOXIHMBICTh pOOOTH 3 PI3HHUMH JUCTPHOYTHBAMH
onepaiiitHoi cuctemu Linux Ta Unix.

Ile o3navae, mo Hemae oOmexeHHs e Windows, aje iCHy€e € 00OMeXXeHHsI 1010
riopuaHux KouteitHepis. Tam, ne AWS niarpumyBaTumMe ribOpuHe po3ropTaHts, Azure
obmexyeThes aumie Linux abo Windows.

VY xoBTHI 2017 poky Azure Bunyctuia AKS (Azure Kubernetes Service), cxoxy
Ha AWS EKS. AKS nerko posropraerbcs Ha BipTyalbHIA MamuHi Azure, ane
Halo1IbII0I0 TepeBarolo € Te, 1o AKS € 6e3komroBaumM. [1nara BinOyBaeThes nuie 3a
pecypcH BipTyalIbHUX MAIIIHH, K1 Oy TyTh BUKOPUCTOBYBATHCS B Azure.

Henonikom Azure € Te, 110, xoua cinyx6a AKS dakruuno 3’aBunacs nepen AWS
EKS, Kubernetes 6inpmr agantoBanuii Ha AWS 1 GCP, 1 Azure 3a3Bu4aii BificTae BiJ K
AWS, tak 1 Google Kubernetes Engine (GKE), B oHOBJeHHI JO OCTaHHIX Bepciii
Kubernetes. OnnHak, SKIIO0 y BUKOPHCTaHHI B HASABHIA apXiTEKTypi HasBHUH Azure i €
HEOOXIIHICTh TpaIOBaTH HaJ BIPOBADKECHHSIM KOHTCHWHEPIB, Azure CHpOIIye

pO3rOpTaHHS Ta HAJa€ JETAIbHY aHAIITHKY, 3a JOIMOMOIOI SKOI € MOXKIIUBICTh
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BU3HAUUTH, YM 15 IIaTgopMa 3a10BOJIbHAE BCl moTpedu. OAHaK Ciij 3a3HAYUTH, IO
Azure Takoxk Mae KoHKypeHTHY nocayry st AWS ECS min naszBoro Service Fabric, Ha
Ky TaKOXK BapTO 3BEpHYTH yBary [41].

IIpoBenemo ananiz mepeBar ta HenoJikiB Google Cloud Platform (GCP).
Google € opuriHanbHUM TBOpLUEM cTaHaapTiB Kubernetes, Tomy pobora 3 wi€r0
wiatrGopMol0 Jae mepeBary Maike B ycCiX acnekrax. byab-ski HOBI Bepcii Ta
pO3ropTaHHs OApa3y AOCTYIHI, TOAl AK iHII MIaTGOPMH MAarOTh YacCOBE BiJICTaBaHHS.
Google Hamae 4ynoBI MOMXJIMBOCTI JJiE pOOOTH 3 TEXHOJOTISIMH BEIUKHUX JaHUX,
MAaIIMHHOIO HaBYaHHs Ta MTy4YHOro iHtenekty (LHI).

OcnoBna npobnema GCP mosnsirae B TOMy, 110 BiH HE € MOMYJISIPHUM PIILICHHIM
1 [aaS. Bin He Mae XMapHHUX TIPOIIO3HITIH JIJIsT Majioro 0i3Hecy, sIKi MPONnmoHy0Th AWS
1 Azure, ToMy Horo miatdopma B IIJIOMY HE MPUBAOIMBA I KOPIOpPALii, K1 XOUyTh
IHTErpyBaTH XMapy y CBOIO BHYTpIIIHIO Mepexy. Hemae interparii Active Directory, sik
Hanpukiana B Azure abo [AM B AWS.

Google mpocyBae cBor TuTaTGopMy SK Kpammid crmocid mis poboth 3a
meropotorielo  DevOps. Bimmimn DevOps — 1ne BigaumM, sIKI CKJIaalOThCs 3
CIIEIIAJIICTIB, SKI MPAIIOIOTh OJHOYACHO 3 3aJlayaMy aBTOMAaTH3allii PO3TOpTaHHS Ta
po3po0OKH 3acTOCYHKIB. PO3p0OHMKYN BUTpayaroTh CBIM Yac Ha MOUTYK KpaIlUX CIOCOOIB
KepyBaHHsI orepallisMi. ABToMaTu3yBaHHs po3ropTanb B koMaHai DevOps, GCP mae
nepesaru [40].

[TopiBHSIHHS BapTOCTI € CKJIQJHUM Yepe3 I[IHOBY MOJITHKY «OIUlaTa Mo Mipi
BUKOpUCTaHHs». Okpemuili po3poOHUK, sKkui ekcrepuMmentye 3 Kubernetes 1
KOHTCHHEpaMH, HE 3aIUIATHTh CTiIBKH K, CKUIBKH ITANMPUEMCTBO, SIKOMY IOTpiOHI
NOTYH1 O0YHCITIOBAJIbHI pecypcH. [HIuM (akTopoM € Te, 10 BUTPATH 3aeXaTh Bij
pecypciB, SIKi BAKOPUCTOBYIOThCS, 1 KOKHA MIaTdopMa Ma€E MiHIMAIIbHY CYMY, BUJIIJICHY
JUIS KJacTepa.

Otxe, HEMae 4YITKOI BIAMOBIAI SIKMA CEpBIC HaWKpaile BUKOPHUCTOBYBATH 3
Kubernetes, ToMy 110 3pemiTor0 BCE 3BOJUTHCS 10 TOTO, AKa Miuatgopma MmiIXOAUTh

KOHKPETHOMY MPOEKTy. SIKIIo HasBHUN HOCBig pobotu 3 Azure abo AWS, kpaiue
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BUKOPHUCTOBYBATU Ty camy miuatdopmy. OJHaK, SKIIO € moTpeda B poOOTI 3 IITYYHUM

IHTEJIEKTOM Ta MAaIIMHHUM HaB4YaHHsAM, Google mae mpuBabIMBY MPOMO3UINIIO, sKa

KoITye aenieniie [39].

Tabmuus 2.1 — [opiBHsNIbHA TaOIUIS IepeBar Ta HEAOIIKIB XMapHHUX

IpOBaliIepIB MOCITYT

IIpogaiinep [Tmrocu Minycu
AWS Besneka, HaIIAHICTD i [MoTeHuiliHo OpoXKYe, HikK
MacIITaboOBaHiCTh 1HII1 BapiaHTH
JlerkoBicHi ciayx0u, 00 TeCTyBaHHS Baxknuii B BUKOpUCTaHHS
Kubernetes 1 koHTeiiHepiB, mepIl HIX | HOBUM pO3POOHUKAaM, SIKi He
MEPEMICTUTH JIOKAJbHE CEpENIOBHUINE B | 3HAHOMI 3  KOHTEHHEPHUMU
xMapy cinyx6amu Ta Kubernetes
Fargate nae po3poOHHKaM MOKITHBICTb
pO3ropTaTH KOHTeWHepu Oe3 pPO3yMiHHS
cepBepHOi IHPPACTPYKTYPH
Azure Binbm iHTYiTUBHO 3po3yminmii IS [oBinbHilIE MpaIftoe Mmij yac
po3pobuukiB Windows pO3ropTaHb
[lintpumye xonteiiHepn Windows i He migtpumye riGpumHi
Linux KOHTEHHEpHU
AKS € OeskomToBHuM. Bu muatute
JIMIIE 32 PECYpPCH BIpTyaIbHUX MAIlUH.
GCP Kommaniss  po3pobnuk Kubernetes, He inTerpyetscs 3 [aaS

TOMY BIIPOBAPKEHHS HOBHX (YHKIIII

BiI0YBAETHCS MIBUIIC

IaeabHO MAXOAUTH I pO3POOHUKIB,
K1 X0uyTh nparroBath 3i L1 Ta Benmmkumu

o0csAraMu TaHux

2.3 Bubip cepBepy aBTOpHU3allli MOIITH

Koyxna opranizariss Mae cBOi yHIKaJIbHI BEMOTH JIO PO3CHIIAHHS €JIEKTPOHHOI

nmomtH. Xoya JACAKHUM KOMIIaHIAM HOTpi6He piH_ICHH}I A1 HAACHUIIAHHSA MPOCTUX

Jlewenxo b.C.

3mmn.

Apk.

Ne ooxym.

Hionuc | /Jama

Apx.

25




MapKeTUHIOBUX  1H(QOpMalIiHUX  OMOJIETEHIB, IHIIMM  MOTpIOHAa  PO3IIMpPEHA
1H(pacTpyKTypa eJIeKTPOHHOI MOIITH JJIs HaJCUJIAaHHS BEJIMKUX 0OCSTIB 1 TPaH3aKIIIi.

Jlami Oyae po3TiITHyTO TEXHIYHY CTOPOHY JIBOX HAHOUIBIIKX IIaTGOPM Ha PHHKY
enekTpoHHoi nomrtu: SendGrid 1 Mailgun. O6uaBa iHCTPYMEHTH MPONOHYIOTh YyA0BE
pIlIeHHS Ui HaJCUJIAHHS BEJIMKMX OOCSTIB, TPaH3aKIIi 1 HAMKpaIoi Ha pUHKY SIKOCTI
JTIOCTABKH.

Mailgun nosumionye cede sk «CepBic €IEKTPOHHOI MOIITH IS PO3POOHHUKIBY,
NpOTNOHYyIOUM TOTYKHI API, siki Aar0Th 3MOTY JIerKO HAJICWJIATH, OTPUMYyBAaTH Ta
BIJICTE)KYBaTU €JIEKTPOHHI JucTH. Mailgun Mae cratuctuky 0Oe3nepebiiiHoi poOOTH Ha
99,99% 3a yromorw mpo piBeHb OOCIYrOBYBaHHS Ta HAJa€ CBOI MOCIYTH €JIEKTPOHHOI
momrtr moHax 225 000 kommaHisMm, mOporoHyrud moTyxHui API, Mailjet mms
MapKETUHTY, MEePEBIPKH €JICKTPOHHOI MOIITH, TYPTOBOTO HAJICHIIAHHS, MPOTHO3YBaHHS
npo0JieM i3 1ocTaBkoro Tomro [19].

[TpoBenemo anamiz mepeBar ta HemondikiB SendGrid. SendGrid € oguum 13
HalKpamuyx iHCTPYMEHTIB €JIEKTPOHHOI MOMTH IS TpaH3akmii Ha puHKYy, SendGrid
TaKOXX TMPOMOHYE (YHKIII EIeKTPOHHOTO MAapKETUHTY, BKJIIOYAIOUM MPOCTI Y
BUKOPHUCTaHHI mabionu qu3ainy ta hopmu peectpariii. SendGrid € migepom y HaaiiHi it
JOCTaBIll eeKTpoHHOI mormTH s noHaa 80 000 kiieHTIB, SKi BUKOPUCTOBYIOTH iXHIO
cayk0y g HaAcwiIaHHS ToHaa 70 MUTBSAPMIB €ICKTPOHHHUX JIUCTIB IIOMICSIIAL.
Komymnikaniiina miargopma Twilio npundana SendGrid y 2018 porii.

Konu BimOyBaeThCcsl HaJICWIIAaHHS TPAH3AKI[IMHUX €JIEKTPOHHUX JIUCTIB, OCOOJIHUBO
B MacmrTadl, IyXe€ Ba)XJHMBO MaTH I1HCTPYMEHT €JIEKTPOHHOI MOLITH 3 BHUCOKOIO
MIBUJIKICTIO TOCTaBKU. HEMOXXJIMBO 103BOJIATH, 1100 €IEKTPOHHI JIUCTH MPO MOKYIKU
NOTPAaIUUIN y criaM abo OyJM TOCTaBIJIEHI Yepe3 3HauH1 MPOMDKKHU yacy [21].

SendGrid mpokiaB HuUIAX 00 TPaH3AKI[IHHOI €IEKTPOHHOI IMOIMITH 3 MOMEHTY
3acHyBaHHs Komnadii B 2009 pomi. SendGrid BHpI3HS€TBCA CBOEK JOCTYIHICTIO,
MacImTa0OBaHICTIO Ta TITMOOKUM JIOCBIJIOM pOOOTH 3 eeKTpoHHOIO TomTor. SendGrid

Hajae 1H(GOpMaLil0 B CBOIX 3BITaxX MpO TE, IO KIIEHTH, SKI KOPUCTYIOTbCA IXHIMH
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EKCIIEPTHUMH TIOCIyraMHu, MalTh CEpelHId piBeHb JOCTaBKM 97% MOpIBHIHO 13
CepeTHIM TTOKA3HUKOM TI0 Taimy3i 85%.

SendGrid mpononye po3mmpeny aBreHTH]iKaIio 3a qornomoror SPF 1 DKIM nmis
3aro6iranHs QIIIMHTY Ta CIy(IHTY, a TAKOXK (PYHKLUIT IITYy4HOro 1HTeNneKTy. Lle Bkitouae
B cebe ACE, iX aganTUBHMI KOMYHIKAIITHUI MeXaHI3M, SIKHH CTa€ 3aKOJOBaHUM
IITYYHUM 1HTEJIEKTOM Ha ixHiil 1uardopmi, moO MABUIIUTH JOCTYMHICTh 1
aJanTyBaTHCS 10 MIHIUBHX TpaBui ISP.

Bemuuesnunit macmirab SendGrid (Bonu HaacwinaroTh moHan 70 MUTbSpAIB
€JICKTPOHHMX JIMCTIB Ha MICsIb) T€HEpy€e BENMKI JaHi, HEOOXITHI JJIi MalIMHHOI'O
HaB4yaHHA [1].

Mailgun Takox MpPOIOHYE MOCITYTY KEpOBaHOI JOCTAaBKH 3 MiATPpUMKOO API,
KepyBaHHs penyTauiero [P-agpec Ta JoMeHIB, OCTIMHUX KOHCYJIbTALIN 1 MPOAKTUBHOTO
MOHITOPHHTY €JIEKTPOHHOI TOIITH.

Kommaniss Mailgun nanae indopmariito, mo i cepemaHsl yCHIIIHICTh JTOCTAaBKU
ctaHoBUTh 97,4%. Takox 3ramyroTh, IO iXHI €JIEKTPOHHI JUCTH MAIOTh CEPEIHIH
noka3Huk BiAMOB 0,42%, 1110 3HAYHO HUKYE CEPEIHBOTO MOKa3HUKa 1o rany3i (2%).

SendGrid mMae mmpokuil CeKTp MapTHEPIB HA PUHKY, BKIIOYAIOYH Simon s
Kpaioi 00pobku manux 1 Ongage ayis BAOCKOHAJICHOTO 1HTEpdEicy aiisd KepyBaHHS
OTepalisiMy 3 €JIEKTPOHHOIO MOIITOIO.

Mailgun mae Oinbln OOMEXEHY KIJIbKICTh IHTErpauiid, Xxoya BIH Ma€ MilHI
MapTHEPCHKI 3B’SI3KH 3 TakUMU Tuiar@opmamu, ik Customer.io /Uit aBTOMaTH30BaHOTO
0OMiHYy MOBIAOMJIEHHSIMHU KJ1€HTIB 1 Omnisend /11 aBTOMaTU30BaHUX pOOOYHX MPOLIECIB

SJICKTPOHHOI KoMepitii [3].
2.4 JlocniKeHHST MEXaH13MIB 3aXHUCTY €JIEKTPOHHOI MOILITH

3axuCT eJEeKTPOHHOI MOUITH AOMOMAarae 3aXMCTUTH OpraHi3allii Ta oJepKyBauiB
BiJl BUTOKY JJaHHMX Ta 1HIIKX 3arpo3.
Bukopucranns 0e3neyHux MeTodiB aBTeHTH(ikamii Bxoay. BuxopucranHs

IPOCTOI Mapy MapoJk0 Ta JOTIHY € 3HAYHO 3aCTapliol0 MPaKTUKOIO, ajie 6araTo Jroaen
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J0C1 BUKOPUCTOBYIOTh Led mMeToh. CydacHl MeToau aBTeHTH]ikawli qBa abo Ouiblie
(dakTopiB IS MATBEPIXKEHHS OCOOMCTOCTI KOPUCTYBaya.

JIBodakTopHa aBreHTH(iKamiss (2FA) BuMarae Biji KOpHCTyBada TO€IHAHHS 2

TuniB (pakTopiB aBTeHTU}iKawii. L{i hakTOopy MOAUIAIOTECS HA TPU KATEropii:

— ®akTopu 3HaHb (Te, 0 BU 3HaeTe, IK-0T PIN-ko1 a60 mapoJib)

— ®akTopu BoJIOAIHHS (TE, IO Y Bac €, K Ae0eTOBa KapTKa Y¥ MOOUIbHUIMA
TenedoH)

— @aktopu (i3UYHOI YHIKAIBHOCTI JIOAUHU (IIOCh BJIACTUBE BaM, SIK-OT
B1IOMTOK TAJIBIIA)

Hamnpukian, y 6aHkomMaTi BUMAaraeTbCs Mpea SBISITH 1e0eTOBY KapTKy (dhakTop
BostofiiHHs) 1 BBoguTH PIN-kox (daktop 3HanHs). Llel Thm aBTeHTH]IKaIii 9acTo
B110yBa€ThHCA 3a 10OMOroro SMS (TekcTy) abo THMYaCOBUX OJIHOPA30BUX MapOJIiB.

Cucrema eauaoro Bxoay (SSO) m03Bosisie KOPUCTYBauyaM OTPUMYBATH JOCTYT J0
KUIBKOX TIporpaM Iiciisi  aBTeHTHU(IKalli CBO€I 0coOM dYepe3 mocTadalbHUKA
inenTudikariiaoi indopmarrii. Yacro SSO noeanyethes 3 2FA.

Le#t TN LEHTpaII30BaHOr0 AOCTYITY AOIIOMAarae 3acTOCOByBaTH Oe3MeuH1 napoii,
CIPOUIYIOUM BXiA Ui KOPUCTyBaya, a TaKOX 3MEHIIyE PHU3UK KOMIIPOMETAIlli
obsikoBoro 3amucy. CucremMa €IMHOTO BXOJYy TAaKOXK IOJIETIIyE KOMaHJaM Oe3leuHe
30epiranHs Ta 0OMiH JIOT1HAMU JJI TaKUX mporpam, sik ESP [34].

Application programming interface (API) — yHikanbHi Ko1H, SIK1 11€HTU(DIKYIOTb
1 aBTeHTH(}IKYIOTh KOpPHCTyBaya — € OUTbII OE3MEeYHOI0 ajJbTEPHATUBOIO BXOIY 3a
JIOTIOMOT010 1IMEH1 KOpHCTyBaya Ta mapoJisi. Po3poOHukM 3a3Bu4ail BUKOPUCTOBYIOTH II€H
METO/I JIsl KOHTpouIto goctyny 10 API, Hanpuknan, APl enekTpoHHOT MOMITH.

[Ipn namamtyBanHs kiao4iB API, € moxnuBicTe BHOOpPY pi3HUX pIiBHIB a0o0
J03BOJIIB JIJII KOKHOTO KOPHCTYyBaua, M0 JO3BOJSE OOMEXYBAaTH JOCTYI /IO PI3HUX
YacTUH OOJIIKOBOTO 3aIlUCy.

HanamrTyBaHHsi npoTokoJiB aBTeHTH(ikauii BianpaBumka. IIpotokonn
aBTEHTHU(IKaLli BIJIpaBHUKA MMOKA3yIOTh MpoOBaiijiepaM MOCIYyT BXIJHUX MOBIIOMJIEHb

(ISP), 1o BiAmpaBHUK € CIIPABXKHIM BiIPABHUKOM, a He criamMepom abo ciydepom. Kpim
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TOT0, Il MPOTOKOJIM YCKJIAJHIOIOTh 3JIOBMHCHHMKAM BHJlaBaTu cebe 3a Bam OpeHj abo
BUKOPHUCTOBYBATH PEITyTAIlII0 BAIIOTO BiIMPABHUKA ISl 31HCHEHHS (DIIIMHTOBUX aTaK.

3 iHIIOT0 OOKY, ICHY€E PU3UK OyTH Bpa3JIMBUM IIEpe]l criaMmepamMu ado iMiTaTopaMH,
SKI0O HEMAa€ BUKOPUCTAHHA IUX MPOTOKOIIB, lle Moke 3aBmaTu mIKOAM pemyTarlii
KOMIIaHii a00 HaBITh MPU3BECTH /10 TOTO, IO KOMITaHIsl OTMHUTECH Y CIIUCKY OJIOKYBaHb
[28].

BianpaBHuKH MOBHHHI BUKOPUCTOBYBATH TaKl MTPOTOKOJIN aBTEHTH(DIKAITii:

— Sender Policy Framework (SPF), sika nonomarae ieHTH(1KyBaTH MOIITOBI
CepBEpH, IKUM J03BOJICHO HAJCHUJIATH €JIEKTPOHHI JINCTH 3 IEBHOTO JIOMEHY.

— DomainKeys Identified Mail (DKIM), sxuii nepeBipsie, 10 BIANMPaBHUK
CJICKTPOHHOI TOIITH HECE BiJAIMOBIMABHICTh 32 BMICT CJICKTPOHHOI IOIITH Ta JOMCH,
SIKUH 11 HaglclIaB.

— Domain-based Message Authentication, Reporting & Conformance
(DMARC), sixa 103BOJIsIE BiAIPAaBHUKAM BKa3yBaTH, SIK OOpOOJIATH €JIEKTPOHHI JTUCTH,
HE aBTCHTH(IKOBaHI 3a JOITOMOTO0 2 METO/IiB BHIIIEC

JloknaaHile i NpoOTOKOJU OyJie JOCHIIKEHO B po3auiax 2.4.1 —2.4.3.

Buxopucranus SMTP cepsepy. I[Ipoctuit npotokon nepenaui nomru (SMTP)
— 1Ie, MO CyTi, KOHBEEP, SIKUU TEPEHOCUTH EIIEKTPOHHI JINCTH 3 CepBepa 10 TMAaIlKH
«Bxigni» ogepxyBayda. CepBep SMTP 00po0iisie eekTpoHHY MOIITY, BUPIIIY€E, HA SKUAN
cepBep il moTpiOHO mepelTH, 1 Haacuiae ii Ha uel cepsep. Toxal mpoBaiiaep, sSKUN
OTPUMYE TIOBIIOMJICHHSI, 3aBaHTAXYE II€ TIOBIJOMJICHHS 3 CEpBEpa Ta PO3MIIIy€e HOTo B
narni «BxigHi» ogepkyBaya [6].

OKpiM peTpaHCIIAIil Balloi eJIeKTPOHHOI MOIITH 10 MicHs npu3HadeHHs, SMTP-
cepBep IMepeBipsie, M0 eNEKTPOHHA TMOINTa HAIIHIIIa 3 aKTUBHOTO OOJIKOBOTO 3aIuCy,
BHUCTYIIAIOYX TIEPIIOIO JIHIEKD 3aXHCTY, 3aXWINAIOYM OJICPKYBadiB Bij HEJICTITHMHHUX
BIJINPABHUKIB.

AptenTudikariis SMTP nmonmomarae BiAnpaBHUKY, 3aXUCTUTH BUX1THY €JIICKTPOHHY
MOIITY, 3alpOCHBIIM BXOAY 3a JIOMOMOTOI0 MeEXaHi3My aBTeHTU(IKalii, SKUH

HIATPUMYETHCSI CEPBEPOM.
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3axucr maHux 3a gomomororw mu@pyBanusa. lludppyBanHs € onHuM 13
Halle()eKTUBHIMIMX CIOCOOIB 3aXUCTy BMICTY eJeKTpoHHOi momtu. lle ocoOnuBo
BOXJIMBO, SKIIO CICKTPOHHI JIMCTH MICTATh KOHQIICHIIHHY iH(pOpMAIO IIpo
oJiep>KyBaya.

Transport Layer Security (TLS), tun mmdpyBanHs, 3axuinae AaHi mij dac ix
NEPEeMIIIEHHSI 3 BalllOr0 CepBepa Ha CepBep MOCTadyaJbHUKA €JIEKTPOHHOI MOIITH. 3a
3amoBuyBaHHAM Twilio SendGrid HamaraTeTbcsi JOCTaBUTH EICKTPOHHI JINCTH Yepe3
3’enqHaHHd, 3amndpoBane TLS, AKmo cepBep €IEKTPOHHOI MOLITH OJEp)KyBaya Iie
niaTpumye. Lle 3amobirae neperiasay BMICTY €JIEKTPOHHOI MOIITH 3J0BMHCHHKAM, SIKI
BUKOPHUCTOBYIOTH MTACUBHI IPUCTPOT CIIOCTEPExKEHHS [7].

OOMmesxkeHHs1 faocTynmy [0 aAaHux. Jloctym n0 71aHMx, OCOOJIMBO JIaHUX
oJlep>KyBayiB, Ma€ OyTH OOMEXKEHMU MpalliBHUKaMU, KM BIH JiHCHO noTpideH. Lle
3MEHIIIy€ WMOBIPHICTh TOTO, 1[0 BUTIK €JIEKTPOHHUX JIUCTIB CTaHe OUIbII CepHO3HOI0
po0JIeMOI0, KO JaHl OyAyTh CKOMIPOMETOBaHI. i IbOTO € KiJIbKa CIIOCO0IB:

— OOMeXyBaHHS KUIBKOCTI KOPHCTYBadiB JIMIIE THMH CITIBPOOITHUKAMH,
SKUM peryJsipHO notpideH noctyn no Bamoro ESP. PerynsphHa nepeBipka KiJgbKOCTI
KOPHUCTYBaYiB, 00 TEPEKOHATHCS, 1110 B CITMUCKaX HEMAa€ HEAKTUBHUX KOPHUCTYBAYiB.

— HanamryBanHs pi3HUX pIBHIB JO3BOJIB 3aJIe)KHO BiJl POJII KOMXKHOTO
KOPUCTYBaya, JO3BOJISIIOYHM KOKHOMY WIEHY KOMaHAW OTPUMYBATH JAOCTYH 10 (YHKIIIH,
HEOOX1IHUX I BUKOHAHHS CBOiX (DyHKIIH, OJHOYACHO 3aXUIIAI0YM KOH(]IIEHLINHHI

naHi KinieHTiB [18].
2.4.1 Sender Policy Framework

SPF posmmudpoByerbes sik Sender Policy Framework. Ile meton aBrenTudikartii
CJICKTPOHHOI TOIITH, SKHK Jomomarae iAeHTU(]IKyBaTH TIOMITOBI CEpBEpPH, SKUM
JTI03BOJICHO HAJICWJIATH €JIEKTPOHHI JUCTH 3 TIEBHOTO JIOMCHY. BHKOPHCTOBYIOUM IICH
MIPOTOKOJI TIEPEBIPKH, IPOBaiepd MOXXYTh BH3HAUWTH, Ko cmydepu Ta imepu
HaMararoTbCs IMIPOOUTH E€ICKTPOHHI JUCTH 3 JOMEHY, SKHA iM HE HaJIeKUTh, MO0

HaJICJIaT! 3JI0BMHCHY €JIEKTPOHHY IOILITY KOPUCTYBayaMm.
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3aBasiku  SPF  onepkyBauli MOXyTh OyTH BIEBHEHI, 110 IOBIJIOMJICHHS
€JICKTPOHHOI MOIITH, SIKI BOHU OTPUMYIOTh, HAJIXOSATh Bl TOr0, KOTO BOHH OYIKYIOTb. |
BIJINMPAaBHUKH MOXKYTh OYTH CIOKilHI, 3HAFOUH, 10 (DIIIEpH HE ITiIMAHIOIOTH €JICKTPOHHY
HOILITY Ta HE (PIIIMHTYIOTh CBOIO ayAUTOPIIO Yepe3 CBii OpeH .

3anuc SPF — 11e KOpOTKUi psiIOK TEKCTY, SIKUH aAMIHICTpaTOp JOMEHY J10AA€ 10
cBoro 3amucy txt. 3amuc txt 36epiraeTbcsi B DNS (cuctemi JOMEHHUX IMEH) pa3oM 13
3anucamu A, PTR 1 MX [37].

“v=spfl ip4:12.34.56.78 include:example.com -all”

Pucynok 2.1 — Burisig SPF 3anucy

3amuc SPF 3a3Buuail mepeBipseTbes HA AyXe paHHbOMY erari po3MoBu SMTP,
32JI0BrO JI0 TOTO, K OyJe mepenaHo TEeKCT moBijmomicHHSA. Komm poOuthes crpoba
HaJICIaTH TOBIAOMIICHHS, MK BIIMPABHUKOM 1 CEPBEPOM-0JIEPKYBaueM BIAKPUBAETHCA
TCP-3'ennanns.

[Ticns BcraHoBneHHs 3’eaHaHHS BUAaeThcss komaHga HELO, ska, mo cyTi,
MOBIIOMJISIE CEPBEPY-OACpKyBady, IKUA TOMEH HaMara€ThCs HAHICIaTH HOMY TIOIITY.
Jam cminye xomanaa MAIL FROM, ska moBiiomiisie cepBepy-oAepxKyBauy, 3 SIKOT
SJICKTPOHHOI aJpecu HaIiunuio moBigomiieHHs. JlomeH, 3HaineHnii y komanai MAIL
FROM (Takox B1ZOMHUH $IK KOHBEPT 13 1 LIIAX IOBEPHEHHS), € JIOMEHOM, SIKHMI
BUKOPHUCTOBYETKCS T nepeBipku 3ammcy SPF [44].

OT1xe, MPUIYCTIMO, 1110 OyJI0 OTPUMaHO MOBITOMIICHHS, a ajipeca MAIL FROM —
bohdan@example.com. CepBep-oaepKyBad MepeBipuTh 3arajbHOA0CTyITHI 3anmucu DNS
st example.com i1 mykatume 3anuc TXT, skuii mounHaeTses 3 v=spfl. SIkmo Hemae
3anucy TXT, skuit mounHaeThes 3 v=spfl, aBreHTH}IKaMiA poiiae. SKimo icHye OibIne
HiXK onuH 3anuc TXT, skuii nounHaeThes 3 v=spfl, MOXke BUHUKHYTH MIOMUJIKA.

Tenep cepBep-onepxyBau mnepeBiputb, un [P-aapeca kmienta SMTP, sxwuii
HaMaraeTbCs HaJICIAaTH MOBIJOMIIEHHS, BKItoueHa 1o 3anucy SPF. fkmo [P-aapeca

BKa3aHa, TO TIOBiJOMJIEHHS Tpoiie aBTeHTHdiIKaIito SPF.
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Koxen 3amuc SPF nemo BIApi3HATUMETBHCSA, TOMY CIliJiI pOOUTH TEPEBIPKY
npaBwibHOCTI HanamTyBaHHs SPF. [HcTpyMeHTH, SiKi BUKOPHCTOBYIOTHCS [Tl IEPEBIPKH
SPF 3anucis:

— Scott Kitterman’s SPF Testing Tools
— OpenSPF.org

—  SPF Record Check

— SPF Wizard

2.4.2 DomainKeys Identified Mail

DKIM (DomainKeys Identified Mail) — wne kpunrtorpadiuHa TeXHOJIOTIS,
ctBopeHa Cisco Ta Yahoo, siKy BiiIlIPaBHUKH MOXYTh BUKOPUCTOBYBATHU JIJISI «II1ITUCY»
cBoix moBimomieHs. DKIM po3Bossie opepKyBady €JIEKTPOHHOTO TIOBIIOMIICHHS
MEPEBIPUTH, YU 1€ TOBIJOMIICHHS OYyJIO aBTOPU30BAHO Ta HAJICIAHO BIIMPaBHUKOM,
BIJITOBITAJILHUM 3a JOMEH. SIKIIO MOBIIOMJIECHHS HE miamucani 3a gomoMororw DKIM,
MOCTa4YaJIbHUKU BX1AHUX MOBITOMIICHB, Taki sk Gmail 1 Microsoft, MoxxyTk GJI0KyBaTH
MOBIJTOMJICHHSI Ta TMIEPENTKOHKATH 1X JOCTABII OJIepKyBadam. [45]

DKIM € BigHOCHO mpocTO (GOpMOIO aBTEHTH(IKaALli €JEKTPOHHOI MOILITH,
OCKUITBKH i €IMHOI0 (DYHKIIIEIO € MEePeBipKa TOT0, 10 BiAMPABHUK €IEKTPOHHOTO JINCTA
HEce BIIIOBIJAJIILHICT 3a JIOMEH, 3 KOr0 MOT0 HaJicjIaHo, 1 BIH HECe BIANOBIIAIBHICTh
3a BMICT €JIeKTpOHHOrO JincTa. JIBa kpoku podotu DKIM:

— BignpaBHUK 10/a€ 3aKpUTHI KITFOY Ha CBOTX MOIITOBUX CEepBEpax 1 MiIMUCY€
[IOB1JOMJICHHS.

— CepBep-oziepKyBau TepeBIps€ BIIKPUTHM KITIOY, M0 30epiraeTbcs B
tekctoBomy 3ammci dkimselector. domainkey.domain.com, mo6 mepeBipuTH 3aKPUTHIA
KJIIOY, JIOJIaHUI BIAMPAaBHUKOM. [§]

DKIM BaxkIuBHi#, OCKIJIBKHM II€¢ OJMH 13 CIOCOOIB, 3a JIOIIOMOTOI0 SIKOT'O
MOCTaYaIbHUKH BX1THUX TOBIIOMJICHh MOXKYTh TIEPEBIPUTH 1ICHTHYHICTh BiIIPABHUKA.
be3s mpapwibHOi peamizamii DKIM 6Garato mocrtadanbHuKiB manmok "BximHi"

6HOKYB3,TI/IMYTB CJICKTPOHHY IIOMITY, HE Jar04Yn HOBiZLOMJ’IeHH}IM Z[iCTaTI/ICﬂ 3a
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IPU3HAYECHHAM. X04a L€ MOXE 3/1aTUCS HE JyXKe BAXJIMBHUM, SKIIO 3a0J0KOBAHO JIUIIE
HEBEJIMKY KUTBKICTh IMOB1IOMJICHb, 1€ MOKE MAaTH BEJIMKI HACITIAKHU 11l O13HECY.

B IHTepHeri mocTymHI pi3HOMaHITHI iHCTpyMeHTH TectyBaHHS DKIM.
Buxopucranns vorock Ha 3pas3ok aHamizatropa DKIM abo 3aco0y nepeBipku DKIM
JIOTIOMO’K€ BU3HAYUTH, YU NMPABUIBHO BU omyOusikyBanu cBid 3anuc DKIM. 3aranom
HEOOX1THO MepeBIpITH Oy Ab-sIKi 3MIHH, SIK1 BHOCATHCS 70 3anuciB SPF a6o DKIM, nepi
HIXK 1X 3aCTOCOBYBATH.

SPF no3Bosisie BiAnpaBHUKAM MOBIIOMIIATH NpoBaiinepam, siki [P-angpecu MoxyTh
Hagcuinaty Bin ix iMeHl. DKIM no3Bonsie [HTepHer-mpoBaiiiepaM NEepeBIPUTH, YU

HaJICJIaHUI BMICT BI/IMOBI/Ta€ MPU3HAUYCHHIO TIOYATKOBOTO BiAMpPaBHUKA. [9]
2.4.3 Domain-based Message Authentication, Reporting & Conformance

ABTeHTHIKAIlIS TTOBIJOMJIIEHb HA OCHOBI JJOMEHY, 3BITYBaHHS Ta BiAMOBIIHICTb,
a6o DMARC, — 1ie mpoToKoJ1, SKuii BUKOPUCTOBYE CTPYKTYPY MOJITHUKU BiANPAaBHUKA
(SPF) 1 inentudikoBany nomty DomainKeys (DKIM) ans Bu3HaueHHs aBTEHTUYHOCTI
HOB1IOMJICHHSI €JIEKTPOHHO] MOIITH.

3amncu DMARC cnpourytoTs Uil noctadaibHUKIB mociyr IarepHety (ISP)
3ano0iraHHs 3JTO0BMUCHUM METOJIaM €JIEKTPOHHOI MOIITH, TAKUM SIK ITAPOOKa IOMEHY 3
MeTor0 (PimuHry 0co6ucTOi iHpOpMAIIii O/IepKyBadiB.

[To cyti, me 7n03BOJs€ BiANpPAaBHUKAM €JIEKTPOHHOI MOIITH BKa3yBaTH, SK
00pOoOIATH €EKTPOHHI JIMCTH, sIKI HEe OyJu aBTeHTH(ikoBaH1 3a nonomoror SPF abo
DKIM. BinnpaBHUKK MOXYTb BIANPABUTHU I €JIEKTPOHHI JUCTH B Manky HeOaKaHUX
NOBIAOMJIEHb a00 3a0JIOKyBaTH iX ycl pa3oM. 3aBISKH I[bOMY MpPOBalaepu MOXKYTb
Kparlie BUSBIIATH CIaMepiB 1 3armo0iraTi BTOPTHEHHIO 3JI0BMHICHOI €JIEKTPOHHOI TOIITH B
CKPUHBKU CIIOKHMBAYiB, MIHIMI3YIOUM MMOMUJIKOBI CIPAllbOBYBAaHHS Ta HaJal04yM Kpaili
3BITH TIPO aBTEHTHU(IKAIIIO SISl OUIBIIOT IPO30POCTI HA PUHKY. [52]

€ KiNbKa KIIFOYOBHX IMPUYHH HEOOX1THOCTI BipoBakeHHsT DMARC:

Penyramist. ITy6mikamis 3amucy DMARC 3axwmimae Bam OpeHpa, 3armoOiraroyu

HEaBTEHTU(IKOBAHUM CTOPOHAM HAJCHJIATH MOILUTY 3 JOMEHY, IKHH IM HE HaJICKUTh. Y
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NeSKUX BUIMAKax rpocta myouikauis 3anucy DMARC mMoxe npu3BecTH 10 NOKpaLIeHHS
pemyTartii.

Bumgumicte. 3Bitm DMARC  mokpamyroTh BHAMMICTH BaIloi Iporpamu
CJIICKTPOHHOI TIOIITH, IMOBIJOMIISIOUN, XTO HAJCHIJIA€ EJICKTPOHHY IIOMITY 3 BaIloro
JIOMEHY.

besneka. DMARC ponomarae cCoijbHOTI €IE€KTPOHHOI TMOIITH BCTAaHOBUTH
y3TOJKEHY TIOJIITUKY pOOOTH 3 IMOBIIOMJICHHSIMH, SIKi HE TPOUILIN aBTeHTUDiKaIifo. [le
JOTIOMAara€ €KOCHCTeMi eJICKTPOHHOI TMOIITH B IJIOMY CTaTH OE3IMEYHINIOn Ta

HaQIHHIIO.

v=DMARCI1\;p=none\;rua=mailto:dmarc@sendgrid.com\;ruf=mailto:dmarc@sendgrid.com\;rf=afrf\;pct=100

Pucynok 2.2 — Burnag DMARC 3anucy
3amucu DMARC € BaxiIMBUM TPOAOBXKEHHSM aBTEHTU(IKAI] €IeKTPOHHOI
nomrth. Ile mpocTo 1me oAWH MPHUKIIAJ CIUIBHOI pOOOTH BIANPaBHUKIB CICKTPOHHOI

MOILITH Ta MPOBaiiepiB, 00 3aXUCTUTH KaHAJI €IEKTPOHHOI momTu. [31]
2.4.4 Transport Layer Security

Transport Layer Security (TLS) — ne mportokoi, sikuii 3abe3neuye Oe3nexy
1I(POBOTO 3B’ SI3KY MiXK IBOMA CTOPOHAMH.

Konu cepBep 1 kii€HT OOMIHIOIOTBCS JaHUMH, AoOpe HanamrToBaHui TLS
rapaHTye, M0 KOJHA TPETS CTOpOHA HE 3MOXKE MIACIYyXaTH 4Yd MiApOOUTH OyIb-siKe
noBigomieHHs. Opnak HajamtyBaTd TLS Moxe OyTu ckiagHO, a SKIIO HOTO
HAJIAIITYBaTH HEMIPABWIIBHO, 1€ MOKE MMPU3BECTH J0 MOMIJIKOBOTO BITIyTTs O€3MEKH.

[Tonepennukom npotokosry TLS OyB npotokon Secure Sockets Layer (SSL), yci
Bepcii gKoro OQIIiHHO 3acTapiiv, BBaXKAIOThCS HEOE3NMEYHUMU Ta HE TOBUHHI
BukopuctoByBatucsi. Kpim Ttoro, TLS Bepcii 1.1 1 1.0 Oymu odimiiiHo Bu3HaHI
3actapimmmu IETF y RFC 8996 1 ne moBuHHI BukopuctoByBatrucs. NCSC pexomeHaye
OHOBUTH JIEp’KaBHI CUCTEMH, sIK1 BUKOpUcTOBYIOTh TLS Bepcii 1.1 ado 1.0, no TLS Bepcii

1.3 a6o 1.2. [30]
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Ha momenT Hanmcanssi, octaHHbOIO Bepcieto TLS e 1.3, sxa po3pobiieHa, 1mo6
OyTu OUTBII O€3MEeYHOI0, HIXK TIOTIEPE/IHI ITeparlii.
TLS Hagae Tpy OCHOBHI CITy»0H, SIKI JOTIOMararTh 3a0€3MeUnTH OS3MEeKy JTaHUX:

— Aytentudikanis. ABTeHTU(IKAIS JO3BOJISIE KOXKHIM CTOPOHI 3B’S3KY
HIATBEPIUTH, 11O 1HIIA CTOPOHA € TUM, 33 KOTO cede BHUJIAE.

— udpyBanns. [Jlani mudpyoThess Mg Yac Nepeaadyl MDK areHTOM
KOPUCTyBa4a Ta CepBEpoM, MO0 3amoOirTm iX YWTaHHIO Ta 1HTEepIpeTarii
HEaBTOPU30BAHUMU CTOPOHAMHU.

— HumicHicte. TLS rapantye, mo MK mMU(QPYBaHHIM, IEpeladyero Ta
nemm@pyBaHHSAM JaHUX J>KOAHA 1HGopmalis He Oyae BTpayeHa, IONIKOKEHA,
nigpo0bieHa un pabcudikoBaHa.

3’eqnanns TLS moumHaeTbes 3 ¢Ga3W pPyKOCTHCKAHHS, KOJNM KIEHT 1 cepBep
Y3TOJKYIOTh CHUTBHHUIA CEKPET 1 0OrOBOPIOIOTHh BAXJIMBI MapaMeTpH, Taki K HabopH

i dpis. [20]
BucHoBku 110 po3iny 2

OTxe, B IbOMY pO3/1J11 O0yJI0 3[1IHCHEHO aHaJI13 CYyYaCHOT'O CTaHy PO3BUTKY TEXHOJIOT1H
BIJIIPABKU €JIEKTPOHHOI MOIITH (MPOEKT MiJICUCTEMU 3aXHCTy CHUCTEMHU EJIEKTPOHHOI
MIOIITH MMiAMPUEMCTBA, TOOYI0BaHOT Ha 6231 KOHTEHHEPU30BAHUX CEPEIOBHUIII).

Byno 3piificHeHO MOpPIBHAHHS XMapHOI 1HMPACTPYKTYpH, CEpBEPIB aBTOpH3AIlii
MOYTOBUX MpoBaiiepiB. byao nOCHKEHO CydacHI MPOTOKOIM 3aXUCTY BIANPAaBKH

eJeKTpoHHOiI notH, a came: SPF, DKIM, DMARC, TLS.
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2. PO3POBKA ®VHKIIOHAJBHOI MOJEJI TA 3ACTOCYHKY
[HIACUCTEMUA 3AXUCTY CUCTEMH EJIEKTPOHHOI [HOIITHU
[MIAITPUEMCTBA.

3.1 Po3poOka ¢yHKI10HATBEHOT MOIE1
3.1.1 IloGynoBa NPUHIIUIIOBUX CXeM pOOOTH JTOIATKIB.

3riJIHO 3 TOCIIIKEHHSIM BUMOT JI0 TTPOEKTY MIJICUCTEMH 3aXUCTy, MAaEMO MPodIieMy 3

JIOCTAaBKOIO €JIEKTPOHHOI ITOIITH.

aer —>¢ M SendGrid —— (2)

Pucynok 3.1 — Imroctpariist curyarii 3 MiclieM BTPaTH JHCTIB

Byno BU3HAYEHO, IO JUCTH *r~~ryrre e wicraTyCs 0 KIHIIEBOTO OTPUMYBaya 4epes
HACTYIIHI IPUYMHU:
— SendGrid mox THUM
— API 1104 S€uuviiu e SJIKIHUYUTUCSA, 200 OyTH HEMpaBUILHO
HaJIAIITOBAaHUM
— HenpaBwibHe HanamTyBaHHS oOMexeHb 3a [P anpecamu.
Came uepe3 11e OyJ10 BUPIIIEHO, AOJATH B 1[I0 CXeMY IOIITOBOTO NOCEPEAHUKA, SIKUH

3pOOUTH TIOIITOBY YEpry, Ta OyJie 3armo0iraTu BTpaTH MOIITH.
(/
’wgﬁ a
APP ——> :’ T & SendGrid —— (&)
POSTFIX

Pucynok 3.2 — Coporiena cxema HOBO1 KOHGITypartlii iHhpacTpyKTypu
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Tak sik, MaeMo 0araTo KJlacTepHE CepeAOBHIIE, MOTPIOHO MOA0ATH PO POOOTY came

3a TaKHM CLIEHAPIEM.

M SendGrid —— (2)

5| (7 e, | (T B
App = E\ 7/ p;f é\ g/é\x’\
;/ App App

App App  App APP

Cluster

Pucynok 3.3 — Cnpomniena cxema poOOTH MOIITOBOT YEPTU B 0ararokjaacTepHOMY

CepEeIOBHIIII

OTxe, B KOXKHOMY KJIaCTepi 3HAXOAUTHCS 10 JIBa Ay Oorounx gogaTku Postfix, sxi
MPAIOIOTh CHHXPOHHO Ta Ha pi3HMX mojax. Ha kokHomy kimactepi Postfix maTmme
okpemi HanamryBaHHs, Ta cBif SendGrid API xirou.

3.1.2 Po3po0Oka aeTtaqbHUX cXeM poOOTH J10/1aTKIB.

[Ticns mocnimpkeHHS HasSBHUX NPOrpaMHUX 3aco0iB, Oyyso 0OpaHO HACTYITHI
pecypcenu:
— kiactep B Azure (AKS)
— postfix B poni mail transfer agent
— fluent-bit mys 360py JIOTIB 3 IHIIMX KOHTEHHEPIB
— Grafana-loki-SQL 0a3a nanux st o0OpoOKH JIOryBaHHS
— Azure managed disks s moctiiftHOT mamsTi s 30€piraHHs MOIITOBOL
APEPT HaBITh KOJIH 3 JETUIOMMEHTOM IIOCh CTAaHEThCH.
Po3pobutn cucremy, sika Oyjae 30epiratv IMOMTY, SKy BIAIpaBise H0JaTOK,
NEePEeBIPATH YM BIANpPaBKa MOMITH MOXJIMBA Ta JIMIIE TOAl pOOUTH BIANPABKY MOIUTH.

Takoxx moTp16HO PO3POOUTH CUCTEMY MOHITOPUHTY KIJIbKOCTI BIATPABICHHUX JHCTIB.
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Po3pobisiemo xoHdirypamiitai daiinun Helm nist posropranns iHdpacTpyKTypH B

KJIACTEPHUX CEPEIOBUIIIAX.
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Pucynok 3.5 — Ctpykrypa Helm uapty
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OTxe, B OIHOMY KJIaCTEP1 MAEMO:

— JlBa moau Postfix, ski BkiIO4aroTh B cebe aBa kouteiiHepu 3 Fluent-bit Ta

Postfix.
— JIBa PersistentVolumeClaim
— JIBa ReplicaSet
— Opun ConfigMap st FluentBit
— Opmun ConfigMap st Postfix
— Opun ServiceAccount
— OpnuH Service

— OnmuH Secret

3.1.3 TloGymoBa aiarpamMul MOCIOBHOCTI JTii

TLS — ne nporokon mudpyBaHHs, TpU3HAYCHUN ISl 3aXUCTy [HTEpHET-3B’S3KY.

Pykoctuckanns TLS — 1e npouec, KMl pO3I0YMHAE CEAHC 3B A3KY 3 BUKOPUCTaHHSIM

umdpyBanns TLS. Ilix wac pykoctuckanns TLS aBi CTOpOHH, IO CHUIKYIOThCH,

OOMIHIOIOTBCS TTOBIIOMJICHHSMU, 100 ITiITBEPIUTH OJTHA OJIHY, IIEPEBIPUTH OJIHA OJHY,

BCTAHOBUTH aJTOPUTMU IIM(PPYBaHHS, SIKI BOHM BHKOPUCTOBYBATUMYTh, 1 Y3TOJUTH

K04l ceancy. Pykoctuckanns TLS € ocHoBHOIO yactuHoto podotu HTTPS.

Client
Server

(¢ [
\g

SYN Fl~—-"""""""""=""="="="="="="="="-"--

—————————————— ke | SYN ACK
ACK

ddL

swos

ClientHello
ServerHello
___________________________ =0 Certificate
ServerHelloDone
ClientKeyExchange
ChangeCipherSpec
Finished

SwoLL
S1L

. ChangeCipherSpec
Finished

Pucynok 3.6 — Ctpykrypa pykoctuckanns TLS mix Postfix Ta SendGrid
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Pucynox 3.9 — JleranpHImmiA OTJIST IPOIIECY BiMPABKH JINCTIB

3.2 Po3poOka Ta KOHTeHHEepU3aIlisi 3aCTOCYHKY

3.2.1 Po3pobxka mapcepy.

OCHOBOIO TOIITOBOI CHUCTEMHU JUIsI MPOEKTy Oyso oOpaHo 3acTocyHOK Postfix.
OcHoBHOIO TmpoOsiemoro Postfix, y Hamomy Bumaaky, € Te, IO HOTO pPO3poOKa
NOYMHANACh JAABHO Ta He OyJjla po3paxoBaHa Ha Cy4YacHy IH(PACTPyKTypy IHTEpPHET
TexHoJjorii. Postfix mokaszaB cebe mpocToro Ta HAIINHOIO CUCTEMOIO ISl BIAMIPABKU Ta
YTBOPECHHS TIOIITOBOI dYepru, aje BiH HE OyB po3poOJCHUN I KOHTEHWHEPHUX
CEPEIOBHIII, Ta MA€ CHCTEMY JIOTIB, 3 IKOIO JOCUThH BYKKO MpaIroBaty. JJis onTuMaibHOT
poboTH 3 3amucaMu JIOTIB Ta, B3araii, 3 MOHITOPUHIOM CHUCTEMH, OyJIO BHUPILIEHO
CTBOPHUTH 3aCTOCYHOK JJIsl MAPCUHTY Ta TIEPETBOPSHHS JIOTIB [2].

Postfix miarpumye BIacHy CHCTEMY KypHATIOBAaHHS K albTEPHATHBY Syslog (ska
3anumiaeTbesa TUNoBoro). Lle moctymuo 3 Postfix Bepcii 3.4 abo HoBimoi. Peectparist B
stdout kopucha, komu Postfix mpairoe B KOHTEHEp1, OCKUJIBKU 1I€ YCYBa€ 3aJ€KHICTb
syslogd[6].

Po3poOky pimenHs Oyj0o TPUHHATO 3IIHCHIOBATH 3a JOTIOMOTOK MOBb

porpaMyBaHHSI BUCOKOTO PiBHS 3arajibHOTO npu3HadeHHs — Python. Moro dimocodis
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JU3aiiHy HArojolmlye Ha 3pY4YHOCTI YWUTAHHS KOJY 3 BHUKOPUCTaHHSIM 3HAYHUX
BimctymiB[11].

3a 3aMoBuUyBaHHsAM Postfix ¢popMye JToru y BaKKOMY TSI TAPCUHTY BUTIISII:
9 53 localhost postfix/swtpd[338]: connect from 18-183-8 cluster.local[10.1683.8.116]
9 localhost postfix/swtpd[338]: B7DSE2084F : client=10-183-8-116 dan-test.svc.cluster.local[10.1683.8.116]
localhost postfix/cleanup[342]: B7DSE20884F : message-1d-<28211218898853 . B7D5E2884F81ocalhost>

e 18a:
e 18e:53

8 ‘ea:53

@ 89:00:53 localhost postfix/qugr[162]: B7D5E2884F: from=<customer-test3e >, size=3892, nrcpt=1 (queue active)

9 09:80:53 localhost postfix/swtpd[338]: disconnect from 18-183-8-116 cluster.local[18.183.8.116] ehlo=1 mail=1 rcpt=1 data
0 89:00:54 localhost postfix/swtp[343]: B7DSE2884F: to=< >, relay=swtp.sendgrid.net|18.19/.194.2688] :587, delay=8.61, delays=0.62/8.61/8.47/8.12, dsn=2
54

9
9
9
9

Dec
Dec
Dec
Dec
Dec
Dec
CAmz

29
Dec 18 @9:08:

localhost postfix/quegr[162]: B7D5E2084F: removed

Pucynok 3.10 — Crangaptauii Burisz jgoris Postfix

Ha pucynky | pe3ynpTaT yCHIIIHOI BIANPABKH JHUCTa 3a jgonomoror Postfix.
[Hdopmartis mpo ycmilHe HaICUIIaHHS JTUCTa OyJIO MOIEHO Ha CIM CTPIuoK Jiory[22].

OcHOBHa wLIIb Mapcepy L€ 34MTAaTH I 7 CTPIYOK JIOTY ISl MOJAJIBLIOrO
BUKOPHUCTAHHS Ta HAJICWJIaHHA 1H(OpMAaLii 10 JOT CUCTEMU Ta 6a3u JaHUX MPO KUIbKICTb
BIJIITPABJICHOT MOLITH KOKHUM KopucTyBauem[1].

Jlist iboro HeoOX1aHO, MO0 mapcep O6e3mepepBHO 3UNTYBAB JIOT TTOBIIOMJICHHS 13
CTaHJAPTHOTO BUBOJY Ta 3aMUCyBaB iHPOpMaIi0. Y KOKHOTO JIHCTa € CBiM yHIKaTbHUN
BHYTPILIHIN 1eHTH(IKaIHHUN HOMEp, 1Ie 03HAYae, U0 3a JOIMOMOr00 HbOTO MOKJIHBO
poOUTH 3 CeMH CTpPIYOK JIOTIB OJMH, a Jajl BXKE IMpalioBaTd 3 OTPUMAHOIO
iH(popmartiero[34].

OTxe, ckpunt 3 nukiiB while mocriiiHo BuunTye BMICT (aiiny 3 noramu Postfix,
SIKUM JISKUTh 3a CTaHAApTHUM 1UIsixoM /var/log/maillog. [Ins BuaiieHHs HEOoOXiAHOT

1H(pOopMaIIii BUKOPUCTOBYIOTBCS PETYIISIPHI BUPa3H, SIKI 3HAXOIAThCS B O10mioTer re[24].

patternLongSvc - re.compile(
“client=(.+)\.(2P<sver.+)\. )\ ()N ()N (L +)\[(2P<podIP>.+)\]™)

patternUnknownSvc - re.compile("client=(2P<svc>unknown)\[(2P<podIP>.+)\]")

sessionIdPattern - re.compile("[A-F,0-9]{5,12}")

customerIdPattern - re.compile(™\w+-(2P<customerId>\w+)-.+")

svcPattern - re.compile("client=.+")
fromPattern - re.compile("from=<.+>")
toPattern = re.compile("to=<.+>")

trashFilter-re.compile(".monitoring.svc.cluster.local™)

Pucynok 3.11 — Bukopucrani peryssipHi Bupasu

Jlia 3untyBaHHs (aiiny OyJio BUKOPHCTAaHO 010710TEKy subprocess, sika 103BOJISIE

B Python koai BHKOHYBaTH 3alyCK CHCTEMHHUX J0JaTKiB. B nmaHomy Bumaaky
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BUKOPHUCTOBYETHCS cTaHAapTHUM Linux 3acTocyHok tail 3 mpanopueM f, 110 BUBOAUTH Ha
eKpaH OCTaHHiH psanok y daiimi[19].

f = subprocess.Popen([‘tail’, '-F', filename],

stdout=subprocess.PIPE, stderr=subprocess.PIPE)

Pucynok 3.12 — 3amyck 3acTOCyHKYy tail 3 koxy
SIK TIIBKM Mapcep OTPUMYE PSJIOK, SKUM BIAMNOBIJAE 33aJaHUM NapaMmeTrpam Ta
mictuth MaillD y npaBunbHOMY QopmaTi, Tapcep 3ammcye e JIor 3anuc Ao (Qaiity,
KU Ma€ Ha3BY, Taky Xk sk 1 MaillD.
Bci uyTnuBi HanamTyBaHHS MEepeAarOThCs 3a JOMOMOIOI0 3MIHHUX CEpeloBUIIA.
Takuil miaxiJy BBaXKAE€TbCA OAHUM 3 HalOesmeuHimux. Takuil MeTon Hapasi €

CTaHHapTHHNIy’KOHTCﬁHEpHBOBaHHXWHOHaTKaX.

server - os.environ.get('DB_SERVER")
database - os.environ.get("DB_NAME")
username - os.environ.get('DB_USER")

password - os.environ.get('DB_PASSWORD")
table - os.environ.get('DB_TABLE")
driver *{ODBC Driver 18 for SQL Server}’

Pucynok 3.13 — OtpumaHHs HEOOX1THUX MApaMeTPiB 13 3MIHHUX CEPEIOBHUINA

[Tapcep BuKOHY€ nBi (yHKIIi EPETBOPEHHS JIOTIB O 3pYYHOTO BUKOPHUCTAHHS
Fluent-bit Ta BimmpaBka iH(popMaIii Mpo ycHinrHoO BianpasieHi quctu 10 MSSQL 6a3u
nanux|14].

Fluent Bit mie merkoBicHHI TpoIecop JIOTIB Ta METPUK, Nepenasay iHdopmariii,
KUl TIpallioe Ha OneparifiHux cuctemax cimeiicts Linux, OSX, Windows ta BSD. Moro
Oyno po3pobsieHo 3 (PoKycoM Ha MBHAKOI i 300py MOMid 3 pi3HUX JoKepen 6e3
3HauHoi ckiagHocTi. Fluent Bit € cy6-mpoektom CNCF[6].

OCHOBHMMH TiepeBaraMM € MIATPUMKA BEIUKOI PI3HOMAHITHOCTI (OpMaTiB,
Bmrogaroun JSON, Regex, LTSV, Logfmt. Hassua cywmicHicth 3 Prometheus.
[lepeBaroto € BOynoBana miarpumka TLS/SSL Ta acuHxpoHHOro BBOIY\BUBOIY
mepesxeBoro tpadiky[18].

bazoro mganux Oyno obpano Microsoft SQL Database, uepe3 Bke HasBHUI B

apxitektypi MSSQL cepsep. baza manux micTuTh iH(MOpMAIIIIO PO KOPUCTYBAYiB Ta iX

Jlewenxo b.C. Apx

43
3mn.  Apk. Ne ooxym. Iionuc  [ama




BUKOPHUCTAHHS NOWITH. € BIAOOPAaKEHHS CKUIBKU KOXKEH KJIIEHT BIAIIPABUB KOYKHOTO JHS,
1HAeTU(IKAIHHUN HOMEpP Ta B AKOMY KJacTepl BiJ po3MileHuii[39].

EH Resuts [l Messages
customerld fromMail monthSent daySent yearSent countOfMails clusterName dateSent

Nov 2 22 2 20221124
Nov 24 2022 23 2022-11-24
Nov 25 2022 41 2022-11-25
Nov 25 2022 119 2022-11-25
Nov 25 2022 11704 2022-11-25
Nov 25 2022 245 2022-11-25
Nov 25 2022 41 2022-11-25
Nov 25 2022 401 2022-11-25
Nov 25 2022 14 2022-11-25
Nov 25 2022 24 2022-11-25
Nov 25 2022 2 2022-11-25
Nov 25 2022 137 2022-11-25
Nov 25 2022 84 2022-11-25

O D W N -

Pucynox 3.14 — baza nanux 3 iHopmarli€ro nmpo yCminHo HaJiC/IaHi JIMCTH

Jlist BiqnpaBku TaHUX 10 0a3u OyJio BUKopucTaHo 0i6aioTeky pyodbc.

query = """IF EXISTS (SELECT * FROM [dbo].[{table}] WHERE
customerId = {customerId} AND fromMail = '{fromMail}"' AND
daySent = {daySent} AND monthSent = '{monthSent}' AND yearSent

= {year})
BEGIN
UPDATE [dbo].[{table}]
SET countOfMails = countOfMails + 1

WHERE customerId = {customerId} AND fromMail =
"{fromMail}' AND daySent = {daySent} AND monthSent =
"{monthSent}' AND yearSent = {year}

END
ELSE
BEGIN

INSERT INTO {table} ( customerId, fromMail, daySent,
monthSent, yearSent, countOfMails )

values ( {customerId} , '{fromMail}', {daySent},
"{monthSent}', {year}, 1)

ENDII mnmn

Pucynok 3.15 — 3anur juist OHOBJIEHHS JaHUX PO €JIEKTPOHHI JIUCTH
Buxignuii ko napcepy 3HaXOAUTHCA y TOIATKY A.
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3.2.2 KonreliHepu3aliss Ta po3poOKa CKPUIITIB s IOYATKOBOI'O 3aIMyCKy

3aCTOCYHKY.

B ocHoBy konTelinepy 3 napcepom Ta Postfix Oyno BupilIeHO BUKOPUCTOBYBATH
0azoBuii koHTelHep Alpine ocramHboi Bepcii. Alpine, Hapasi, € cTaHZapTOM IS
BUKOPUCTaHHS HOro K OCHOBU ISl CBOIX JOJATKIB. BIH MOCTIIHO OHOBIIOETHCH,
MOCTIHHO OTPUMY€E Cy4yacHl BHpIIIEHHs 3 O€3MeKOBHUMH TpoOiemamu, mae 0a30BUi
(GyHKIIOHAT, 1, HE3Ba)KAalOUM Ha BCE BHILE MEpepaxoBaHE, Mae JIOBOJII MaJHUil po3Mip
~5Mb.

JIis moJanbuIoro BUKOPUCTAHHS, CKOMIIOEMO MOYAaTKOBHH CKPHUNT Ta mapcep
BCEpeUHY 00pasy.

parser.py .

Pucynox 3.16 — KonitoBanHst HeoOXiqHUX (aililiB 10 TOTOYHOTO KATAJIOTy
oOpa3zy

[Tpote, misa npaBuinbHOI poboTu Postfix Ta Bcix ¢yHKIIA mapcepy HEOOXiITHO
BCTAaHOBJIOBAaTH TMporpamMHe 3abe3neueHHs. J[lms poOotu mapcepy HEOOXimgHO,
HacamIepen, BCTaHOBUTH python 3 penoszutopiro, 6i6mioTexy pyodbe, msodbesql, mssql-
tool. [lnst poboTu Postfix 3 6e3neunoro aBTopu3aliero HeoOXiqHO BcTaHOBUTH Postfix Ta
nakeTn postfix-pcre, libsasl, cyrus-sasl. OkpiM BciX mepeniuyeHnuX MakeTiB HEoOXigHO
BCTAaHOBUTH 1 J€sKI J0OJaTKOBi. Bech cmucok omepaiiiif 31 BCTAaHOBJICHHSM IaKETIiB

300pakeHO Ha PUCYHKY 3.17.
apk update && apk upgrade && apk add --no-cache \

python3-dev py3-pip g++ unixodbc unixodbc-dev postfix postfix-pcre Libsasl curl cyrus-
sasl && \

curl -0 https://download.microsoft.com/download/b/9/f/b9f3cce4-3925-46d4-9f46-
dao8869c6486/msodbcsqli8 18.0.1.1-1_amd64.apk && \

curl -0 https://download.microsoft.com/download/b/9/f/b9f3cce4-3925-46d4-9f46-

dao8869c6486/mssql-tools18 18.0.1.1-1_amd64.apk && \

apk add --allow-untrusted msodbcsql18 18.0.1.1-1_amd64.apk && \
apk add --allow-untrusted mssql-tools18 18.0.1.1-1_amd64.apk && \

pip install --upgrade pip && pip install pyodbc && \

chmod +x /entrypoint.* && rm msodbcsqll* mssql-tools*

Pucynok 3.17 — BcranoBJIeHHST HEOOX1THUX 3aJI€KHOCTEH
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Jlia npaBuibHOi poOoTH aBTopu3auii B Postfix HE0OXi1HO CTBOPUTU CHCTEMHOTO
KOpHCTyBaya Ta J0JaTH 1HPOpMAIliI0 PO HHOTO /10 KOH(Dirypauiiuux ¢aitnis Postfix.

adduser postfixuser --system && \
echo '

' | chpasswd

saslauthd -a shadow && mkdir -p /etc/postfix/sasl && \
echo "pwcheck _method: saslauthd" > /etc/postfix/sasl/smtpd.conf && \
echo "mech_list: PLAIN LOGIN" >> /etc/postfix/sasl/smtpd.conf

Pucynok 3.18 — CTBOpeHHS Ta HajalITyBaHHS KOPUCTyBada
OdinanpauM  kpokoM y Dockerfile € 3amyck CkpunTy IS IIOYaTKOBOTO

HaJIAlITYBAaHHA Ta 3aITyCK IIapCepy.

["/entrypoint.sh"]

Pucynok 3.19 — 3anyck ckpunty entrypoint.sh

OYHKITIIMH CKPHIITY ITOYaTKOBOTO 3aITyCKy € HaJAITyBaHHS napameTpiB Postfix
Ta nojayblInil 3amyck napcepy. B sikocti Shell BukopucroByersest ash — e crpoiiena
Bepcis shell Big po3pobuukiB Alpine Linux. ITapameTpu, siki BUKOPUCTOBYIOTHCS IS
HaJIAIITyBaHHS, IPUAMAIOTHCS 3 3MIHHUX CEPEIOBUINA, 110 € O3MeYHUM MiIXO0M.

SMTP_RELAY_HOST=${SMTP_RELAY_HOST?Missing env var SMTP_RELAY_HOST}
SMTP_RELAY_MYHOSTNAME=${SMTP_RELAY_MYHOSTNAME?Missing env var SMTP_RELAY_MYHOSTNAME}
SMTP_RELAY_USERNAME=${SMTP_RELAY_USERNAME?Missing env var SMTP_RELAY USERNAME}
SMTP_RELAY_PASSWORD=${SMTP_RELAY_PASSWORD?Missing env var SMTP_RELAY PASSWORD}
SMTP_RELAY NETWORKS=${SMTP_RELAY NETWORKS:-10.

Pucynok 3.20 — [lepenaua mapaMeTpiB y CKpUNT 3 3MIHHUX CEpEAOBUILA

Bcei nopaneii HamamTyBaHHS BiAOYBAKOTHCSA 3a JIOMOMOIOK yTHIITH postconf.
YacTtuHy 1MX HaJIAIITYBaHb 300pa’keHO HA PUCYHKY 3.21.

"relayhost = ${SMTP_RELAY_HOST}"
"myhostname = ${SMTP_RELAY_ MYHOSTNAME}"

"mynetworks = ${SMTP_RELAY_NETWORKS}"
"smtp_sasl _auth_enable = yes'

'smtp_sasl_password_maps = lmdb:/etc/postfix/sasl_passwd’
'smtp_sasl security options = noanonymous'

"smtp_sasl tls security_options = noanonymous'
‘smtp_tls_security_ level = none'
"header_size_limit = 4096000’

Pucynok 3.21 — HanamrryBanns Postfix uepes postconf
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Takoxx Oyno peanmi3oBaHO  (PYHKIIIOHAJ, KOJM HEOOXIJHO MeperaBaTu
HECTaHJApPTHI HANAIITyBaHHS TPU PO3TOpHEHH! pimeHHs. [ 1boro icHye okpema
smiaHa cepemouma POSTFIX CUSTOM_CONFIG, B sKy Yepe3 CHUMBON «;»

NepelaloThCsl HECTaHAAPTHI MapaMeTpH.

"${POSTFIX_CUSTOM_CONFIG}" ]

Custom configuration
OLD_IFS=${IFS}
IFS=";"
f ${POSTFIX_CUSTOM_CONFIG}
f=$(echo "$f" tr -d ' ")
echo "$f"
postconf "$f"

IFS=${OLD_IFS}

Pucynok 3.22 — [lapcep A01aTKOBUX HaJAIITyBaHb Y€pe3 3MIHHY

POSTFIX_CUSTOM_CONFIG

3.2.3 Po3po06ka mabaoHIB JIJ1s1 aBTOMAaTUYHOI'O PO3TOPTaHHS PIILIEHHS

Ha cporoanimHiii 1eHb icCHY€ 037114 MpoBaiiiepiB XMapHUX MOCTYT, K1 HaJIal0Th
MOCITYTH 3 OPEHAYBAHHS IX OOYHCIIOBAIILHUX MOKJIMBOCTEH Ta KOPUCTYBAHHS
Kubernetes kimacrepamun Ha 6a31 ix oOmamHaHHs. B maHoMy Bumaaky, apxiTeKTypa
piieHHs € nodyaoBaHoro Ha 6a31l Azure Kubernetes Service BiJ mocrayaibHUKa NOCITYT
Microsoft. He nuBnsuuce Ha 1€, po3poOka aBTOMaTH30BaHUX MIAa0IOHIB Ha 6a31 Helm
Charts He € 3aleKHOIO BiJ IOCTAYAIBHHKIB IOCIYT, y OUIBIIOCTI BHUIAIKIB, a €
yHIBEepCaJIbHOIO, TOOTO, il MOKHA BUKOPHCTOBYBATH Ha Maiiyke Oy/Ib SIKUX CEpeIOBUIIAX,
B TOMY YHMCJI1 1 JIOKaJIbHOMY KoM toTepi[45].

Helm nie menemkep makeris juist Kubernetes. Helm 3actocoByeThest 11 moOy10BU
"gapTiB", sKi € makeramu Kubernetes pecypciB, 10 3aCTOCOBYIOTHCS I PO3TOPTaHHS
JIOIATKIB y Ki1actep. [CHYIOTh pi3HI BUAM 30epiraHHs Ta PO3MOBCIOKEHHS IUX MaKETIB:
MOXJIMBO  30epiraHHs apxiBaMu ab0 TPOCTO  JUpEKTOpisiMuU 3 (haiimamu,

PO3IOBCIOIKEHHSI Uepe3 MPpUBaTHI a00 BIKPUTI peno3uTopii[S1].
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Helm Chart, y Hamomy Bunasnky, ckiagaerscs 3 Deployment, ConfigMap, Secret,
Service, PersistentVolume ta PersistentVolumeClaim pecypcis.

v templates

configmap.yaml

deployment.yaml|

persistent-volume-claim.yaml
persistent-volume.yaml
secret.yaml|

service.yaml

Chart.yaml

values.yaml

Pucynok 3.23 — ®@aitnoBa ctpykrypa Helm Chart

OcHoBHOW 4actuHOO Oyap skoro Helm chart € tun Deployment, B sikomy
onucyeTbest 3 yoro Oyne cknamarucs Pod, siki koHTeiiHepu MaioTh OyTH B HBOTO
BKJIIOUEHI, K1 (aitin moTpiOHO 10 HHOTO MPUMOHTYBATH, Ta SKI 3MIHHI CE€pelOBHUIIA
NOBUHHI OyTH B KOHTeHHepax[37].

B nmanomy Bumaaky, Deployment ckinagaerbcs 3 Pod B sikuéf BXoauTh JBa
koHTeitHepu: Fluent-Bit octanHBO1 Bepcii Ta, 6e3nocepeIHb0, KOHTEHHEP 3 MapcepoM Ta
Postfix. lo xonreiinepy 3 Fluent-Bit mnpuMOHTOBYIOTECS CXOBUIIIE JJIsI JIOTIB Ta (aii 3
KOH(ITypaIri€ro.

: fluent-bit
: fluent/fluent-bit

: log-storage
: /mnt/log/

: true

: fluent-bit-config
: /fluent-bit/etc/

Pucynok 3.24 — [Ipuknan MOHTYBaHHS CXOBHUIL] 10 KOHTEHHEPY
Jlo xonteitHepy 3 Postfix MpUMOHTOBY€EThCS TUCK 3 TOCTIMHOI TaMSTIO IS
30epiraHHs JIOTIB B pa3i Nepe3aBaHTaXEeHHs KiacTepy ado koHrteliHepy. B Deployment
J0JIATKOBO 3KOH(DITypOBaHi MEepeBIpKU YU KOHTEHHEP YCIHIIIHO BBIMKHYBCS, Ta YM BiH

J0C1 TOCTYITHUH.
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B pasi, ko HeoOXi1HO MaTH JIeKiIbKa Komii 3 Postfix Ha pi3HHX XOCT MalrHax
JU1s O1TBIIIOT HaiHHOCTI, Y Deployment HamamToBaHo 3ario0iraHHs BCTAHOBJIEHHS JTBOX

KOIII Ha OJIMH XOCT.

: kubernetes.io/hostname

: DoNotSchedule

: app_selector

Pucynoxk 3.25 — [Ipukinan HanamtyBaHHS pO3MILICHHS KOHTEHHEPY
Takox, B KOHTEHEp NEpeNaloThCs 3MIHHI CEpelOBHUIA, AKI 30epiraloThCs y
ConfigMap. V ¢aitm ConfigMap.yaml onucano nBa pecypcu ConfigMap: B nepriomy
30epiratroThCs 3MiHHI CEpeloBUIIIA, SIK1 IepelatoThesa KoHTeHepy 3 Postfix Ta mapcepowm,

y napyromy — koH(pirypauiiini ¢amm ms Fluent-Bit.

Pucynoxk 3.26 — ConfigMap sikuit MICTUTB 3 cO01 3MIHHI CE€pEIOBUIIA

B mamamryBanusx FluentBit omucano, 3Bimku Opatu iHdopmariito, sK il
00poOIsATH, SK TPAaBWIBHO BiAMIIBTPYBATH TUIBKM TOTPIOHI MAaHi, 1 Kyau daii
BIIIPABUTH C(POPMOBaHY BUXIJIHY 1H(PopMaLito. Takoxk MICTUThCS 1H(OpMallis, Ipo Te,

SIK IPABWJIBHO MPAIIOBATH 3 1HPOPMAIIIETO, IKY MU OTPUMYEMO 3 pO3pOOJICHOTO TTapcepy.
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Pucynok 3.27 — ConfigMap 3 HanamryBanusamu FluentBit
J11a 30epiraHHs mapoiB, cepTU(IKaTiB, TOIIO0 BAKOPUCTOBYETHCS TUTI Secret, KUt
30epirae iH(pOpMalil0 Yy TelIOBaHOMY BHUIUISAI. BapTo 3BepHYyTH yBary, 10 came
remoBaHoMy, a He mudpoBanomy. Y Secret Hamoro Helm Chart 36epiraemo mapodis 10

MSSQL ©6asm pganux Tta kmou g0 SMTP  npomaiimepa  mocmuyr.

Jlyist Toro, 100 1HIII CepBiCH 3 KIIacTepy, a came JOJaTKH, K1 BiJCUIAIOTh TOIITY,
MaJi MepexeBe minkmodeHHs 1o Postfix HeoOXimHO cTBOpHTH pecypc Tupy Service. B

HbOMY BKa3yIOThCS MapaMeTpu port-forwarding.

c vl
: Service

smtp-chart
: {{ .values.name }}

: ClusterIP

{{ .Values.service.port }}
{{ -Values.service.targetPort }}
: TCP
smtp

: app_selector
Pucynox 3.28 — Service my1s po6otu 3 mpotokosiom SMTP
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V ¢aiim Chart.yaml mictutecs 6a3zoBa iHpopmanist npo cam Helm Chart, Taka six

BepCis api, sfika BUKOPUCTOBYETHCS, HAa3Ba, BEPCis, BEPCis TOJATKY Ta KOPOTKUU OMHC
Helm Chart.

vl
: postfix

: 1.0.0
:1.0.0.0
: Helm chart for postfix

Pucynoxk 3.29 — Chart.yaml

3minni g0 Helm Chart wmoxHa mnepegaBatd piI3HUMH METOJaMu, aje
HalonTUMaJIBHIUM € 30epirati ix y ¢aitm ¢opmary yaml ta 30epiratm y git
PEno3UTOPii 3 KOHTPOJIEM Bepciil s 3ano0iranHs Apu@Ty KOHDIrypamii.

[Tependaueno posropranss oxnoro Postfix Deployment Ha oaun kiactep, aie 3

PI3HOIO KUTBKICTIO perutik Postfix, MiHIMaIbHO JBa.

587

: postfix
3 dlodl

Pucynoxk 3.30 — ®parment values.yaml
Ha nipomy po3poOky maboHy Ui aBTOMAaTHYHOTO PO3TOPTaHHS PIILIEHHS MOKHA
BBa)XATH yCHINIHO 3aBepiieHor. [lami otpumani daitnm Oyae aBToMatnyHO 00poOsTH

yruiita helm, sika € wacturoro ToIariniB moprainy Azure DevOps Pipelines.

3.2.4 PosropraHHs CHCTEM arperyBaHHs Ta MOHITOPHMHTY Ha 0asi

KOHTEHHEPHU30BAHUX TEXHOJIOTIH.

[Ticns Toro, sK cucremMy OyJi0 YCHIIIHO PO3pOOJIEHO, CKOHCTPYHOBAHO

mpare3aTHICTh JAEKITBKOX CHCTeM, HEOOXIJIHO MaTH IMOBHY iHGOpMAIII0 PO poOOoTy
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LUX CUCTEM, BI3yaJli3allil0 MOMUJIOK Ta MOBHY CTATUCTUKY PO YCIHIIIHO JOCTaBJIECHY
TIOIITY.

Icuye Oe3miu cucteM IS 3A1MCHEHHS MOHITOPHHTY, aje BUOIp Oyi10 3ynmuHEHO Ha
OE3KOIITOBHUX PIIICHHSX 3 BIAKpUTUM KojioM — Grafana ta Grafana Loki.

Grafana Loki arperaTop j10or 3anucis, B JaHOMY BUIIaAKy oTpuMaHnux Bix FluentBit.

Grafana e cydacHuil Bi3yasi3aTop AaHMX, SIKUH MOKE MPALIOBAaTH MPAKTUYHO 3
OyIb SIKUM JDKEepesoM AaHuX. Y Hac € HeoOXiaHicTh Bizyamizamii qanux 3 Grafana Loki
ta MSSQL.

Pozropratn Grafana ta Grafana Loki MoxHa pi3sHUMH crIOCOOaMHM, BKIHOYAIOUH
BCTaHOBJICHHS SK CEpBiC, 3allyCK y KOHTeWHepi, po3ropranHs y Kubernetes. Tak sk
HalCyJacHIMMK CImocid po3ropTraHHs Hapasi € BukopucTaHHs Kubernetes, Oyio
BUPIIIEHO BUKOPUCTATU came HOro.

3a nortomoroto IDE mist Kubernetes — Lens, 3poOuMo po3ropTaHHs BUIIE 3TaaHUX
CEpBICIB 3 CTaHJAPTHUMU HAJAIITYBaHHSIMH, aje J0JaMo cepTHdIKaT A 0e3MeYHOro

I IKJTFOYCHHS 10 BeO pecypciB.

Chart: my-repo/grafana

Grafana is an open source metric analytics and visualization suite
for visualizing time series data that supports various types of data
sources.

Pucynox 3.31 — Posropranns Grafana uepes IDE Lens
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Grafana Loki is a horizontally scalable, highly available, and multi-
tenant log aggregation system. It provides real-time long tailing and
full persistence to object storage.

Pucynox 3.32 — Posropranns Grafana Loki gepes IDE Lens.

B mnamamryBannsx Grafana mkepen maHuUX NPOBOAWMO HaJAIITyBaHHS IS
Grafana Loki Ta MSSQL.

fo% Configuration

B Data sources

Add data source

default

Microsoft SQL Server

Pucynox 3.33 — Pesynbrat ycnimuoro nigkiatouennst Grafana Loki Ta MSSQL
Server ms Bizyamizamii y Grafana.
Grafana mae qocuTh MMPOKUN HaOIp THCTPYMEHTIB JJIsi BUBOAY iH(OpMAIlii, 110
03Hayae, 110 ONepaTop 3MOXKE BCl HEOOXI1JIHI J1aHl y TOMY BUTJISAI, Y IKOMYy Homy Oyne

3pY4HO.
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Panel Title

Pucynoxk 3.34 — [Ipuknan BuBeneHHs iHpopmalii Mpo BiAMpaBiIeHl JUCTH 3a
nonomoroto Grafana.

Bci ¢aitimn koH(iryparniii Ta HajamTyBaHb 3HAXOIATHCSA B JoAaTkax. Ha mpomy
pO3pOOKYy pilleHHsT 3 IMIUIEMEHTalli MIabJioHIB pO3rOpPTaHHS MOXHA BBAXKATH
3aBepuIeHO0. MOHITOPUHIOBI CHUCTEMHM BCTAHOBJIEHO Ha KJIACTEpHE CEpPEAOBHUIIE Ta
pO3p00JIEHO MOHITOPUHTOBI JIOIIKH JIJISI 3pYYHOTO0 OTPUMaHHS HE0OXiIHO1 iH(opMarii.
B nmoganbsmomy 111 goniku OyayTh JOTIOBHIOBATUCS Ta MOAM(IKOBYBATHUCS, B 3aJICKHOCTI

Bl BUMOT.

BucnoBku 110 po3ainy 3

OTxe, B TPEThOMY PO3UIL OysI0 po3po0eHO (DYHKIIIOHAIBHY MOJIETh MPOEKTY
MIJICHCTEMH 3aXHCTY CHCTEMH EJICKTPOHHOI MOIITH ITiIMTPUEMCTBA, MO0y I0BaHO1 Ha 0a3i
KOHTCHHEPHU30BaHUX cepefoBuil. [100ym0BaHO MPUHIUTIIOBI CXeMH POOOTH JOJATKIB.
byno po3po6ieHo aeTanbHI cXeMH POOOTH OMATKIB B KIIACTEPHOMY CEpPEIOBHIIN.

Takox, Oys10 MOOY/I0BaHO JiarpaMu MOCTiIOBHOCTI .
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BuCcHOBOK

B xoni BukoHaHHS KBani(ikamiiiHOi poOOTH OyJ0 BHUKOHAHO JOCIIKEHHS
aKTyaJbHOCTI TEMH TPOEKTY MiJACUCTEMH 3aXUCTy CHCTEMH EJIEeKTPOHHOI MOIITH
MiIITPUEMCTBA, TOOYI0BaHOT HA 0a31 KOHTEHHEPU30BaHUX cepeAoBHIll. byio BU3HaAYeHO
MeTy, 00’ €KT Ta PEAMET JTOCITIIPKCHHS.

Byno BuKOHaHO aHaNi3 CydyacHOTO CTaHy PO3BUTKY (MPOEKT MiJICUCTEMHU 3aXUCTY
CUCTEMHM €JIEKTPOHHOI IOIITH MiANPUEMCTBA, TOOYJOBaHOI HA 0a31 KOHTEMHEPU30BAHUX
CEpeIOBHUII), a caMe: BUKOHAHO aHai3 MPOrpaMHUX MPOIYKTIB IS BiMPABKU TOIITH,
JOCITIJDKEHO BCi MOJJIMBI BHOOpPH 1HQPACTPYKTYypH Ta XMapHHX IIpOBaiepiB,
JIOCJIIJIPKEHO Pi3H1 CepBEPH aBTOPU3AILiT MOIITH.

Byno mocmimkeno MexaHi3Mu 3aXUCTy eIEKTPOHHOT MoImTH, a came: Sender Policy
Framework, DomainKeys Identified Mail, Domain-based Message Authentication,
Reporting & Conformance ta Transport Layer Security.

3a J0mMOMOrorw OTpuMaHoi 1HGopMalli Ta MPOBEIEHUX JOCHIIKEHb OYyJo
BUKOHAHO PO3POOKY BHMOT JI0 TIPOCKTY IiJCHCTEMH 3aXUCTy CHUCTEMHU EIEKTPOHHOI
MOIITH TMIMPUEMCTBA, TOOYy0BaHOI Ha 0a3l KOHTEMHEPU30BaHUX cepeaoBHIl. byio
BHU3HAUCHO, IO ISl TIPOEKTy Oyne onTUMaibHUM BUKOpUCTaHHsS Postfix, sk arenra
Bianpasku nomrty, SendGrid, sik cepBep aBTopu3auli nomrtu, Microsoft Azure Ta Azure
Kubernetes Service, sk XmapHOTO mpoBaijepa s PO3MIIMIEHHS 1HPPACTPYKTYypH
3aCTOCYHKIB.

B xoni BukoHaHHS KBamiikaiiiHOi poOOTH 3 OyJ0 BHKOHAHO PO3POOKY
OPOTPAMHOTO  PIIIEHHS TMIJACUCTEMH 3aXHCTy CHCTEMH E€JCKTPOHHOI  TIOIITH
MiIPUEMCTBA, TTOO0Y10BaHOT Ha 0a3i KOHTEHHEPU30BaHUX cepenoBuIll. byio BU3HaAYeHO
MeTy, 00’ €KT Ta MPEAMET JTOCIII>KEHHS.

byno BukoHaHO pPO3pOOKY Ta KOHTEHHEPH3AIiI0 3aCTOCYHKY IS BiJIIPaBKH
MOIITH, TAPCUHTY Ta JIOTYBaHH MOIITOBOTO cepBicy. byio po3pobiieHo mapcep Ha MOBi
nporpamyBaHHs Python, po3po0ieHO CKpWNT IUIsl HaJaTyBaHHS Ta IMOYATKOBOTO
3ammycky mapcepy. byio po3pobaeno Dockerfile 3 omrcom koHTElHEpa, AT TIOJATBIIIOTO

1ioro moOyI0BH 1 pO3MOBCIOKEHHS Ha IPUBATHUHN PEIO3UTOPii 00pasis.
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Byno miarorosneHo malaoH sl aBTOMATUYHOTO PO3rOPTaHHS PIlLIEHHS Ta OYJI0
BUKOHAHO PO3TOPTaHHS CUCTEM MOHITOPUHTY Ha 0a31 KOHTEHHEPU30BAHUX CEPEIOBHUIII.
Bbyno po3ropueno cucremy Bi3yamizanii qanux Grafana Ta cucteMmy arperyBaHHS JIOTiB
Grafana Loki. Jlns Grafana Oyno BHKOHAHO HaNAIUTYBaHHS MiJKIIOYEHb, a TaKOX
PO3p00JIEHO IHTEPAKTUBHI JOLIKU JJI 3pyYHOI Bi3yalbHOI OOPOOKH JaHUX.

B pe3ynbraTi BUKOHaHMX MAaHINYJSAMIA OTPUMAd CHCTEMY, SKa MOXKe
aBTOMaTUYIHO po3ropratrcs Ha pizHi Kubernetes kiractepu pizHHX IpOBaiACpiB MOIIITH.
[{s cucTema 103BOJIsI€ MIBUIKO Ta HAJIMHO 0OPOOISATH JJaH1 PO BIANPABIICHY MOIITY, 1a€
3MOT'y POOMTH aHaji3 Mo 3a/JaHuM napamerpaM. Takox 3a JOMOMOIO0 L€l CUCTEMU €
MO>KJIUBICTh HaJallITyBaHHS CIOBIIIEHb NP0 HemependadyBaHi MOAIl 3 CHCTEMOIO Ta
CHCTEMOIO IPOBAN/IEPIB €IEKTPOHHO] MOIITH.

[IpoekT mincucTeMU 3aXUCTy CHUCTEMH €JEKTPOHHOI MOLITH MiANPUEMCTBA,
noOymoBaHoi Ha 0a3i KOHTCHHEPH30BAaHWUX CEPEIOBHUI A€ IIiJIBUIICHUA DPiBEHb
HAWAIMHOCTI Ta OTJISII0OBOCTI POOOTH CEPBICIB €JIEKTPOHHOI MOIITH Y MAIPUEMCTBI.

3Ba)karoun Ha BCE BUIIE CKa3aHe, MOKHA BBAXKATH METY KBasi(iKariitHoi poOoTH

YCHIIIHO JIOCSTHYTOIO.
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Jonmatok A
Dockerfile
FROM alpine:latest
EXPOSE 587/tcp
COPY entrypoint.sh .
COPY parser.py .
RUN apk update && apk upgrade && \
apk add --no-cache \
python3-dev py3-pip g++ unixodbc unixodbc-dev \
postfix postfix-pcre libsasl curl cyrus-sasl && \
curl -O https://download.microsoft.com/download/b/9/f/b9f3cce4-3925-46d4-9f46-
da08869c6486/msodbcsqllS 18.0.1.1-1 amd64.apk && \
curl -O https://download.microsoft.com/download/b/9/{/b9f3cce4-3925-46d4-9f46-
da08869c6486/mssql-tools18 18.0.1.1-1 amd64.apk && \
apk add --allow-untrusted msodbcsqll8 18.0.1.1-1 amd64.apk && \
apk add --allow-untrusted mssql-tools18 18.0.1.1-1 amd64.apk && \
pip install --upgrade pip && pip install pyodbc && \
chmod +x /entrypoint.* && \
rm msodbcsqll* mssql-tools ™
RUN adduser postfixuser --system && \
RUN saslauthd -a shadow && mkdir -p /etc/postfix/sasl && \
echo "pwcheck method: saslauthd" > /etc/postfix/sasl/smtpd.conf && \
echo "mech_list: PLAIN LOGIN" >> /etc/postfix/sasl/smtpd.conf
ENTRYPOINT /"/entrypoint.sh"]
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entrypoint.sh

#1/bin/ash

SMTP_RELAY HOST=${SMTP_RELAY HOST?Missing env var SMTP_RELAY HOST}
SMTP_RELAY MYHOSTNAME=${SMTP RELAY MYHOSTNAME?Missing ~ env  var
SMTP_RELAY MYHOSTNAME}

SMTP RELAY USERNAME=${SMTP RELAY USERNAME?Missing env var
SMTP RELAY USERNAME}
SMTP_RELAY PASSWORD=${SMTP RELAY PASSWORD?Missing env var

SMTP_RELAY PASSWORD}

SMTP RELAY NETWORKS=i SMTP RELAY NETWORKS:-

[ -d /var/spool/postfix/etc ] && rm -r /var/spool/postfix/etc

#Exposing 587 port
echo "587 inet n - n - - smtpd" >>/etc/postfix/master.cf

echo "${SMTP_RELAY HOST}
${SMTP RELAY USERNAME}:${SMTP_RELAY PASSWORD}" >/etc/postfix/sasl_passwd
postmap /etc/postfix/sasl passwd

rm /etc/postfix/sasl_passwd

# These are required
postconf "relayhost = ${SMTP_RELAY HOST}"
postconf "myhostname = ${SMTP_RELAY MYHOSTNAME}"

# Set allowed networks

postconf "mynetworks = ${SMTP_RELAY NETWORKS}"
# Set configurations

postconf 'smtp_sasl auth enable = yes'

postconf 'smtp_sasl password maps = Imdb:/etc/postfix/sasl_passwd'
postconf 'smtp_sasl_security options = noanonymous'
postconf 'smtp_sasl tls security options = noanonymous'
postconf 'smtp _tls_security level = none'

postconf 'header_size limit = 4096000

postconf 'inet_protocols = all'

postconf 'disable _dns_lookups = yes'

postconf 'maillog_file = /var/log/maillog'

postconf 'smtpd _sasl auth enable = yes'
postconf 'smtpd _sasl path = smtpd'
postconf 'smtpd_sasl type = cyrus'
postconf 'cyrus_sasl config_path = /etc/postfix/sasl'
postconf 'broken_sasl auth clients = yes'
postconf 'smtpd_sasl_security options = noanonymous'
postconf 'smtputf8_enable = no'
postconf 'always add missing_headers = yes'
sed -1 '/readme_directory =/d' /etc/postfix/main.cf
# Add extra configuration directly to /etc/postfix/main.cf
if [ -n "${POSTFIX CUSTOM_CONFIG}" |; then
echo
echo "
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echo "====== Custom configuration ========

OLD_IFS=${IFS}

IFS=";'

for fin ${POSTFIX CUSTOM_CONFIG}; do
f=$(echo "$f" [tr-d'")

echo "$f"
postconf "$f"
done
IFS=${OLD_IFS}
ech() " "

fi
postfix set-permissions

python3 parser.py

Jonatok B

parser.py

import subprocess
import re
from typing import cast
import pyodbc
from datetime import datetime
import time
import os
import math
def convertToNumber(s):
return int.from_bytes(s.encode(), 'little")
def convertFromNumber(n):
return n.to_bytes(math.ceil(n.bit_length() / 8), 'little').decode()
def customerldGenerate(customerld):
try:
customerld = (int(customerld))
except:
customerld = convertToNumber(customerld)
return str(customerld)
def extract_data2(string):
pattern = re.compile(
r"""cluster=(?P<cluster>\S+) hostna

\S+none)),( conn_use=\S+.?)
dsn=(?P<dsn>\S+), status=(?P<status>\S+)

delay=(?P<delay>\S+), delays=(?P<delays>\S+),
J\((*(?P<code>\d{3})|.*) (?P<message>.*)\)""")
match = pattern.match(string)
podIP = match.group("podIP")
customerld = match.group("customerId")
fromMail = match.group("fromMail")
year = match.group("year")
monthSent = match.group("month")
dateOfMonth = match.group("dateOfMonth")
status = match.group("status")
return (fromMail, year, monthSent, dateOfMonth, status, podIP, customerld)
def replace line(file_name, lineNum, text):
with open(file_name, 'r') as file:
lines = file.readlines()
lines[lineNum] = text
with open(file_name, 'w') as file:
file.writelines(lines)

Jlewenxo b.C. Apx.

65
3mn.  Apk. Ne ooxym. Iionuc  [ama




3mn.  Apk.

CLUSTER _NAME = os.environ.get('CLUSTER _NAME")
HOSTNAME = os.uname().nodename
filename = "/var/log/maillog" # ?Maillog file pat
# ?Credentials for MSSQL query
server = os.environ.get('DB_SERVER")
database = os.environ.get('DB_NAME")
username = os.environ.get('DB_USER")
password = os.environ.get('DB_PASS
table = os.environ.get('DB_TABLE')
driver ='{ODBC Driver 18 for SQL Server}'
sve="77T"
query = """IF EXISTS (SELECT * FROM [dbo].[ {table}] WHERE customerld = {customerld} AND fromMail
="{fromMail}' AND daySent = {daySent} AND monthSent ="'{monthSent}' AND yearSent = {year})
BEGIN

UPDATE [dbo].[{table}]

SET countOfMails = countOfMails + 1
WHERE customerld = {customerld} AND fromMail = '{fromMail}' AND daySent = {daySent} AND

monthSent ='{monthSent}' AND yearSent = {year}
END
ELSE
BEGIN

INSERT INTO ({table} ( customerld, fromMail, daySent, monthSent, yearSent, countOfMails )

values ( {customerld} , '{fromMail}', {daySent}, '{monthSent}', {year}, 1)

END"""

print(" ")
print("======== Starting python script ========")

print(" ")

while os.path.exists(filename) != True: # ?
subprocess.Popen(['postfix', 'start']) # ? Check if postfix have started
time.sleep(3) # ?
patternLongSvc = re.compile(
"client=(.+)\.(?P<sve>.H)\.(A\(AH\CHNCHN(?P<podIP>+)\]")
patternUnknownSvce = re.compile("client=(?P<svc>unknown)\[(?P<podIP>.+)\]")
sessionldPattern = re.compile("[A-F,0-9]{5,12}")
customerldPattern = re.compile("\w+-(?P<customerld>\w+)-.+")
svcPattern = re.compile("client=.+")
fromPattern = re.compile("from=<.+>")
toPattern = re.compile("to=<.+>")
trashFilter=re.compile(".monitoring.svc.cluster.local")
f = subprocess.Popen(['tail', '-F', filename],
stdout=subprocess.PIPE, stderr=subprocess.PIPE)
while True:
try:
year = str(datetime.now().year)
# ? Get new line from file and decode it from binary to UTF
logline = f.stdout.readline().decode('UTF-8")

if trashFilter.match(logline): pass
else: print(logline)

logArray = logline.split()
sessionld = logArray[5][:-1:]

if sessionldPattern.match(sessionld):
sessionidFile = '/var/spool/postfix/qstorage/' + sessionld
logType = logArray[6]

if svcPattern.match(logType):
if patternLongSve.match(" ".join(logArray[6:])):
matchSve = patternLongSvc.match(" ".join(logArray[6:]))
svc = matchSvce.group("svc")
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podIP = matchSvc.group("podIP")
try:
customerld = customerldGenerate(
customerldPattern.match(svc).group("customerlId"))
except:
customerld ="777"

elif patternUnknownSvc.match(" " join(logArray[6:])):
matchSve = patternUnknownSve.match(" ".join(logArray[6:]))
svc = matchSve.group("svc")
podIP = matchSve.group("podIP")
customerld = customerldGenerate(svc)
startLog = 'cluster=' + CLUSTER _NAME + ' hostname='+ HOSTNAME + ' sve='+\
svc +' podIP="+ podIP + ' customerld='+ customerld +'' + year + "n2\n3\n'
# ? Making a file with ID in name
with open(sessionidFile, 'w', encoding="utf-8') as file:
file.write(startLog)
if os.path.exists(sessionidFile):
if fromPattern.match(logType):
replace line(sessionidFile, 1, logline + "\n')
if toPattern.match(logType):
replace line(sessionidFile, 2, " ".join(logArray[5:]))
resultLine =" " join(open(sessionidFile, 'r").readlines()).replace(
\n', ").replace(’ ','") + "\n'
with open("/var/log/maillog", "a", encoding="utf-8'") as file:
file.write(resultLine) # ? Writing result to the maillog
try: #!#PAY YOUR ATTENTION ALL ERROR LOGS ARE PARSED WITH FLUENT-BIT, SO
YOU CAN FIND THEM IN THE GRAFANA
fromMail, year, monthSent, daySent, status, podIP, customerld = extract data2(
resultLine) # ? Parsing
if status == "sent": # Making query to the DB
with
pyodbc.connect('DRIVER="+driver+';SERVER=tcp:+server+';PORT=1433;DATABASE="+database+';UID="+
username+';PWD="+ password) as conn:
with conn.cursor() as cursor:
cursor.execute(query.format(fromMail=fromMail, year=year, daySent=daySent,
monthSent=monthSent, podIP=podIP, customerld=customerld[0:8], table=table))
print(customerlId[0:8] + " Successfull query")
except Exception as e:
print(e)
elif logType == 'removed":
os.remove(sessionidFile) # ? removing tmp ID file
except Exception as e:
print(e)
Honarok I'

configmap.yaml

apiVersion: vl

kind: ConfigMap

metadata:
name: {{ .Values.name }}
labels:

app: {{ .Values.name }}

data:
db-server: "{{ .Values.db.server }}"
db-name: "{{ .Values.db.name }}"
db-user: "{{ .Values.db.user }}"
db-table: "{{ .Values.db.table }}"
smtp-relay-host: "{{ .Values.smtp.relayHost } }"
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smtp-relay-myhostname: "{{ .Values.smtp.relayMyhostname } }"
smtp-relay-username: "{{ .Values.smtp.relayUsername }}"
smtp-relay-networks: "{{ .Values.smtp.relayNetworks } }"
postfix-custom-config: " {{ .Values.postfixCustomConfig }}"
cluster-name: "{{ .Values.clusterName }}"
apiVersion: v1
kind: ConfigMap
metadata:
name: fluent-bit-sidecar-config
labels:
app: {{ .Values.name }}
data:
fluent-bit.conf: |
[SERVICE]
Flush 1
Log Level info
Daemon off
Parsers_File parsers.conf
[INPUT]
Name tail
Tag tail.data
Path /mnt/log/maillog
Parser cri
#DB /run/fluent-bit/flb_kube.db
[FILTER]
Name grep
match *
Exclude log npm-metrics-cluster-service
[FILTER]
Name grep
match *
regex ID \S+
[OUTPUT]
name stdout
match *

[OUTPUT]
Name loki

matc
host
port
Labe's 0 = uent-
label keys $cluster, $hostname, $fromMail, $podIP, S$customerld, $svc, $ID, $code,
$dateOfMonth, $delay, $delays, $dsn, $Smessage, $Smonth, $nrcpt, $postfixJob, $relay, $size, $status,
$timeInLog, $to, $year
Line Format key value
parsers.conf: |

[PARSER]
Name cri
Format regex

Regex

ay>\S+), delays=(?<delays>\S+),
dsn=(?<dsn>\S+), status=(?<status>\S+) .*\((.*(?<code>\d{3})|.*) (?<message>.*)\)
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Time Key time
Time Format %Y-%m-%dT%H:%M:%S.%L%z

deployment.yaml

{{range $i := until ( $.Values.replicas |int ) }}
apiVersion: apps/vl
kind: Deployment
metadata:
name: "{{ $.Values.name }}-{{ $ijadd 1 }}"
namespace: {{ $.Values.namespace } }
labels:
app: {{ $.Values.name }}-{{ $iladd 1}}
app_selector: app_selector
spec:
template:
metadata:
name: {{ $.Values.name }}-{{ $ijadd 1 }}
labels:
app: {{ $.Values.name }}-{{ $ijadd 1 }}
app_selector: app_selector
spec:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: kubernetes.io/hostname
whenUnsatisfiable: DoNotSchedule
labelSelector:

matchLabels:

app_selector: app_selector
volumes:
- name: mailg-storage-{{ $iladd 1 }}
persistentVolumeClaim:
claimName: mailg-node-{{ $ijadd 1 }}
- name: log-storage
emptyDir: {}
- name: fluent-bit-config

configMap:

name: fluent-bit-sidecar-config
containers:
- name: fluent-bit

image: fluent/fluent-bit

volumeMounts:

- name: log-storage
mountPath: /mnt/log/
readOnly: true

- name: fluent-bit-config
mountPath: /fluent-bit/etc/

-name: {_$.Values.name ## ostfix
image: '
imagePullPolicy: Always
volumeMounts:
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- name: mailg-storage-{{ $iJadd 1 }}
mountPath: /var/spool/postfix
- name: log-storage
mountPath: /var/log/
env:
-name: DB SERVER
valueFrom:
configMapKeyRef:
name: postfix
key: db-server
-name: DB NAME
valueFrom:
configMapKeyRef:
name: postfix
key: db-name
-name: DB USER
valueFrom:
configMapKeyRef:
name: postfix
key: db-user
-name: DB PASSWORD
valueFrom:
secretKeyRef:
name: "{{ $.Values.name } }-relay-pass"
key: db-password
-name: DB TABLE
valueFrom:
configMapKeyRef:
name: postfix
key: db-table
- name: CLUSTER NAME
valueFrom:
configMapKeyRef:
name: postfix
key: cluster-name
-name: SMTP_RELAY HOST
valueFrom:
configMapKeyRef:
name: postfix
key: smtp-relay-host
-name: SMTP_RELAY MYHOSTNAME
valueFrom:
configMapKeyRef:
name: postfix
key: smtp-relay-myhostname
-name: SMTP_RELAY NETWORKS
valueFrom:
configMapKeyRef:
name: postfix
key: smtp-relay-networks
-name: SMTP_RELAY USERNAME
valueFrom:
configMapKeyRef:
name: postfix
key: smtp-relay-username
-name: SMTP_RELAY PASSWORD
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valueFrom:
secretKeyRef:
name: "{{ $.Values.name } }-relay-pass"
key: smtp-relay-password
- name: POSTFIX CUSTOM_CONFIG
valueFrom:
configMapKeyRef:
name: postfix
key: postfix-custom-config
securityContext:
privileged: true
capabilities:
add:
-NET ADMIN
resources:
requests:
cpu: 0.1
memory: {{ $.Values.resources.mem.request | default "0.1Gi" }}
ports:
- containerPort: {{ $.Values.service.port }}
protocol: TCP
startupProbe:
tepSocket:
port: {{ $.Values.service.port } }
initialDelaySeconds: 20
periodSeconds: 5
failureThreshold: 3
livenessProbe:
tepSocket:
port: {{ $.Values.service.port }}
initialDelaySeconds: 0
periodSeconds: 5
failureThreshold: 4
readinessProbe:
tepSocket:
port: {{ $.Values.service.port } }
initialDelaySeconds: 0
periodSeconds: 5
failureThreshold: 3
selector:
matchLabels:
app: {{ $.Values.name }}-{{ $ijadd 1 }}

{{end}}

Secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: "{{ .Values.name } }-relay-pass"
labels:
app: {{ .Values.name }}
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type: Opaque

data:
smtp-relay-password: {{ .Values.smtp.relayPassword | b64enc }}
db-password: {{ .Values.db.pass | b64enc }}

Homatok XK

Service.yaml

apiVersion: vl
kind: Service
metadata:
name: smtp-chart
namespace: {{ .Values.name }}
spec:
type: ClusterIP
ports:

- port: {{ .Values.service.port }}
targetPort: {{ .Values.service.targetPort }}
protocol: TCP
name: smtp

selector:
app_selector: app_selector

Honmatoxk U
Chart.yaml

apiVersion: v1

name: postfix

version: 1.0.0

appVersion: 1.0.0.0

description: Helm chart for postfix

Honatok K

values.yaml

name: postfix
namespace: postfix
clusterName:
service:

port:

targetPort:
image:

repo:

tag:
resources:

mem:

request:

replicas: 1
subscription:
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smtp:
relayHost:
relayMyhostname:
relayUsername:
relayPassword:
relayNetworks:
postfixCustomConfig:
db:
pass:
server:
table:
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